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Zusammenfassung

Internationale, EU-weite und nationale Gesetze dorddie Realisierung von effektiven
internen Kontrollsystemeim Unternehmen. Eines der Hauptziele uiéernen Kontrollenist die
Vermeidung von Risiken, die aus den operativen [Edtsprozessen eines Unternehmens
erwachsen, um u.a. vertrauenswirdige Bilanzabsshliis erreichen.

In dieser Dissertation werden Vorgehensweisen tasie auf Modellen von internen
Kontrollen und Geschéftsprozessen vorgestellt, ziieeiner Reduzierung der Aufwénde zur
Sicherstellung der Geschaftsprozesscompliance ageitr. Dies wird durch eine héhere
Anpassbarkeit, Wiederverwendbarkeit und Benutzbaran internen Kontrollen erreicht. Mit
Anpassbarkeit wird das Bedurfnis adressiert, s¢hurel unkompliziert neue bzw. modifizierte
Kontrollen flr Geschaftsprozesse zu modellieren. ed®iverwendbarkeit adressiert die
Maoglichkeit, die Kontrollen auf einem hohen Abstiakslevel zu beschreiben, damit sie in
verschiedenen fachlichen Kontexten wieder verwemdstlen kénnen. Benutzbarkeit verlangt
ein minimales technisches Know-How fir die Modelliey und Anwendung der internen
Kontrollen in Geschéftsprozessen.

Es wird eine Abstraktionsschicht tber die Gescpéfizesse und ihren Managementaktivitaten
beschrieben, in der die notwendigen Kontrollen farrmodelliert und gegen die laufenden
Ausfihrungsinstanzen eines Prozesses UberpriftewerDer Ansatz dieser Dissertation ist
regelbasiert und modell-getriebenen, der auf dewzé&ptionellen Trennung des Entwurfs von
internen Kontrollen und Geschéaftsprozessen bafiest Wirksamkeit der Kontrollen wird dann
durch eine enge Integration von internen Kontrolland Geschéaftsprozessen zu ihrer
Ausfihrungszeit erreicht. Der Benutzbarkeit des #&llbefungsansatzes wird durch eine
musterbasierte Vorgehensweise unterstitzt.






Abstract

This thesis tackles the problem of high costs affdrtefor achieving the compliance of
business processes to regulations in the areatefffise Risk Management (ERM). Common to
these regulations are requirements on the pressheffective internal controls in companies.
The current shortcomings faced by companies inrdspect are the low level of automation with
regard to translating compliance requirements atset of internal controls and assuring the
effectiveness of these controls during the exeoutib business processes. The high cost of
business process compliance is due to the factithatny organizations a large number of the
steps in designing and testing controls on busipessesses are still manually executed.

In order to overcome the above challenges thisigh#svelops an abstraction layer above
business processes. This layer is responsiblerfsureng business process compliance. In this
layer the controls are formally modeled and evadatgainst existing process models and their
execution instances. The thesis describes a noaalgel-driven approach for the automation of
business process compliance through monitoringeffextiveness of controls. This is enabled
through the conceptual separation of the desigooafrols and business processes at a model-
level, and a tight integration of controls in thesiness process instances at the execution-level.
In order to address the usability of the models tedapproach, this thesis advocates the use of
control patterns in the abstraction layer respdeditr business process compliance. The control
patterns should give compliance experts and busipescess experts the ability to specify and
design their compliance requirements accordinglyese control patterns are then mapped to
formal models that are used by technical expertsnfdement the control patterns in business
processes.

To complement this abstraction layer which useseisodf the entities involved in business
process compliance, a verification and validatigpraach is presented: The verification of
business process models assures that businesssggecbe built in a compliant manner as
required in a formal specification. The validatiaesures the compliant behavior of business
process executions, i.e. the business processésasalescribed in the formal model of controls.
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1 Introduction

1.1 Motivation

Compliance has become a major topic in today’srass world. The term compliance became
popular in recent years with the advent of regafetisuch as the Sarbanes Oxley Act (SOX)
[sOX02] filed in 2002. The SOX came as a response to rabewn of incidents of corporate
accounting fraud and theft of consumers' persoatd.dCompanies within the jurisdiction of the
SOX must frequently adapt their operations to r@tewregulations and periodically demonstrate
compliance by submitting reports to audits. Non-pbamce to current regulations such as the
SOX can lead to large penalties (e.g. increasess fand the possibility of imprisonment), which
has significantly increased the expected cost ofFcwmpliance. It may be for this reason that
Forrester Research projects that the compliandgvaid market will expand to $1.3 billion by
2011 Rasmussen, 2006].

Gartner Research gives a general definition of tdren compliance Hace et al., 2006]:
“Compliance is the process of adherence to poliares decisions”. Gartner further categorizes
different types of compliance requirements acc@dio their sources. These sources are
regulatory compliance, commercial compliance or aaigational compliance. Regulatory
compliance is concerned with laws that a businasst mbey, or else risks legal sanctions up to
and including prison for its officers. Commerciaingpliance requires that a company adheres to
a set of rules and policies in the course of itsitess with trading partners and customers.
Organizational compliance deals with the creatidninbernal compliance standards within
individual companies.

The source of the regulatory compliance requiresesith which this Research is concerned is
Enterprise Risk Management (ERM). The CommitteeSpbnsoring Organizations (COSO)
defines ERM in 0SO-ERM04] as “the methods and processes used by orgamsatiomanage
risks (or seize opportunities) related to the actmeent of their objectives”. Regulations such as
the SOX and Basel lIBasellI08] fall into this category. It is common practice time area of
ERM regulations to document and implement effecinternal controls in the company. The
SOX goes so far as to declare it a management nsgpldy. Internal controls is defined by
COSO in F0s092] as a “process designed to provide reasonableraas=i regarding the
achievement of objectives in effectiveness anctiefficy of operations, reliability of financial
reporting, and compliance with applicable laws eegllations”.

The realization and effectiveness of the interrmadtimls involves different areas of company
structure: Management, internal auditing consudtamd compliance experts, external regulation
bodies, business process experts (including systevelopers and technical consultants) and
employees. Each of these brings a different vievata plays a different role in the enterprise,
uses different terminology when speaking about dame domain and requires need-specific
system support. This is one of the main reasons tiMbdyntroduction and operations and in fact
every aspect of internal controls compliance (8@X 404) is considered to be expensive and
time consumingHartman, 2005].

Gartner states inBpce et al., 2006] that “Most companies realize that compliance s a
ongoing process, not a project.” In order to ren@mpliant in a sustainable manner, Forrester
recommends involving the following technical areds company into the compliance approach
[Rasmussen, 2006]:



= Enterprise Content Management(ECM): A company must be able to categorize, store
retain, and manage access to its sensitive infeomah order to fulfill growing reporting
requirements (e.g. SOX section 409), companies nmaste access to the right
information rapidly, irrespective of location andrat: important data is not always
stored in structured formats such as databasest Em®panies are drowning in
unstructured data such as e-mails, word documeutgxcel files.

» Business Process ManagemeriBPM): BPM is a key technology to compliance from
two perspectives:

) it helps companies automate, manage and formdlieerdview and sign-off of
their business processes
i) it provides a platform for collaboration betweere tkey players involved in

compliance in order to automate the risk and caamgke definition processes.
= Enterprise Applications (EA): Business processes rest on the functionglityided by
enterprise applications (such as HR systems, atiogusystems etc.).
= Business Intelligence(Bl): Bl and business analytics provide variousws on data in
ECM as well as on the work achieved by BPM and EA.

In this thesis we focus on the relationship betweesiness process management (BPM) and
internal controls. The relationship can be desdritpgthe following proces®{AOBO04]:

Identify all the significant accountsin the balance sheet of the company. Identify all
relevant business processdhat affect those accounts. Define one satauitrol objectives

for each relevant business process. These coritjettoves are specific to the enterprise and

must hold true for that particular process. Cordimly assessisks for the enterprise by

identifying them for each relevant business procBesign and implement a set of effective
controls in order to prevent or detect the occurrence efiified risks. The design of controls
must be tested and it must be shown that theys®e ndaily operations as designed

The application of the relationship between BPM amernal controls as presented in the
process description above is calleginess process compliande this thesis.

Ensuring the effectiveness of controls in busim@esess compliance in practice today has a
manual nature. This is because mftrospective reporting natur@f compliance, wherein
traditional audits are conducted for “after-thetfatetection of possible control violations, often
through manual checks conducted by consultants.abiigy to increase automation in business
process compliance grants pseventivenature to compliance by detecting possible control
violations in advance during business process dixaru This could lead to significant time
savings in the design and achievement of businessegs compliance and therefore to cost
reductions.

The aim of this thesis is to provide models andhoés which will make it possible to achieve
a higher level of automation in business processptiance than that which exists in today’'s
business world. Automation is achieved in such & that compliance has a preventive nature,
i.e. control violations during execution of busisggocesses will be preemptively detected.



1.2 The Challenge of Business Process Compliance fo  r Standard
Software Providers and their Customers

Today, most business enterprises do not implenfezit business processes from scratch.
Instead, they decide to buy pre-built software-sohs from software vendors, where the
business processes are built on top of it. Thespecially the case in the area of ERP software.
We call the providers of these kinds of ERP-sofeniarthis thesis Standard Software Providers.

The software provided by Standard Software Progitias to be adapted within the customer
companies in order to ensure that the implementeginbss processes meet the needs and
requirements of the customer. Usually, the saménbss process types are adapted differently
from company to company in order to funtion withdifferent and changing business
environments. Changing business environments aumsedaby frequently changing business
practices, by the capabilities of an enterprise laydts partner ecosystem. Companies have to
configure the functions in the purchased softwaldate®ns accordinglyThis practice is known
as Customizing orBusiness Configuration Business configuration is part of every
implementation project for customers who have bowihndard software. InSéffer et al.,
2003] configuration is described as an alignment precdsadapting the enterprise IT-system to
the needs of an enterprise.

The requirements dictated by regulations in thea ave ERM add another dimension of
complexity to business configuration: the custonmaust design the internal controls
appropriately during business configuration to essheir effectiveness during daily operations.
An approach which brings a higher level adaptability, reusability, and usability to the
internal controls compliance process is requiredla@tability is defined as an easy and fast way
to the introduction of new or changed controls aisibess processes. Reusability refers to the
possibility of describing the controls on a concaptlevel in order to abstract them from the
concrete implementation details of specific corgtrdJsability addresses the need to bridge the
gap between the compliance experts and IT experts.

A further challenge of internal controls compliansethat it must consider business process
executions in addition to business process desiguetually, in the context of regulatory
requirements such as the SOX, the law requirestligainternal controls on different entities in
enterprises be effectively applied during busineexess executions. This basically means that
enterprises have to prove that their processesirdacthal controlswork as plannedin daily
operations. Compliance requirements are testedcenified by external auditors as late as
possible in the management life cycle of a busin@ssess, during the runtime phase of the
business process - by checking the system loghewking the business documents that reflect a
financial transaction (such as a purchasing ordére reason that this approach is selected by
external auditors is that, although state of theERRP and financial systems contain different
predefined control options, in many situations bass level requirements (such as efficiency and
fast business transaction response time) renderisies unable to activate and configure the
controls (they may even disable an already setraboption). A change in the configuration may
result in a company not being notified about thesgde violation of a defined internal control,
since the ERP systems do not proactively notify ¢bmpliance experts about the changes in
their business configurations. The enterprise thesrisk of becoming non-compliant. Thus an
effective business process compliance approach rmoossider the execution of business
processes in addition to the the design of controlgisiness processes.



In order to overcome the above challenges, SAPuwiad a project called ICCOMP (Internal
Controls Compliance). Parts of the research whpgtears in this thesis were a product of this
project. The context of the project was to addteesaforementioned challenges in the context of
Enterprise SOA (E-SOAWoods et al., 2006]. E-SOA acts as a blueprint for adaptable software
architecture for developing service-oriented, grise-scale business solutions. The core of E-
SOA is the notion of an enterprise service. An gaige service captures business logic that can
be accessed and repeatedly used by the custom&upjmort a particular business process.
Aggregating enterprise services into end-to-endniess processes should provide the foundation
for the task of automating enterprise-scale busisesnarios.

The goal of the ICCOMP-project is to provide inparta future model-based architecture:

» to enable automated verification and monitoringhef effectiveness of business process’s
compliance according to the internal controls

» to perform the internal controls automatically, éc®n the current state of parameters
(instances) of a business process

= to enable non-technically oriented auditing expettsrough the abstraction layer
introduced on the top of the compliances definittonbuild compliance based on the
domain model that has to be provided.

1.3 Research Questions and Contributions

The approach selected for achieving the ICCOMPegtogoals was based on the following
three research questions:

1. What are the relationships between business presdggsign and execution time) and
internal controls?

2. Can internal controls be automated using a modeédrapproach?

Is the usability given for the compliance expertsing the provided models and
approaches?

In order to answer these questions, this thesiosep an abstraction layer above a business
process, in which the controls are formally modetedl evaluated against existing process
models and instances. It describes a novel, matled+dapproach for the automation of internal
controls in an enterprise, based on their concépaparation from business process management
(BPM). The approach advocates the use of an erafyridetermined set of control patterns in
the proposed abstraction layer. Here are the nmaitributions of this thesis:

= Modeling the intersection between business processand internal controls

In order to capture the relationship between irgkecontrols and business processes in models,
we introduce the notion afontrolled entitiesn business processes. These are modeling entities
that are subjected to business process complitmoeder to do this, we develop a precise model
of business processes for achieving business mawmspliance and formally model the role of
the controlled entities in a business process. Wwalel and controlled entities and their
relationships to business processes are designesidn a way that they ameusable and
adaptable which were two key challenges for customers gdheir business processes on top
of products offered by standard software providers.



= Identification and application of control patterns in business processes

The roles involved in defining business processpl@nce have to be assigned witlisable
access to developed models in order to define apdog the necessary controls on business
processes. We have empirically identified a sefrefuently defined patterns of controls on
business processes at different enterprises. Tiasans provide the basis for the terminology in
which the compliance experts communicate aboutbti®@ness process compliance domain. A
formal model of these patterns is developed and tk&tionship to the controlled entities is
captured. This way a compliance expert can confityrtaefine controls in a pattern-based
manner without necessitating any detailed undedstgnof the models provided in the first
contribution, which satisfies the requiremenusébility of a model-driven approach for business
process compliance.

» Preventive nature of business process compliance daily operations

A strict model-driven design of controls simplifi@€hieving business process compliance
because it provides better support for realizingngilance in a preventive manner. The
conditions that represent a control violation carfdrmally captured in controls by defining their
relationships to controlled entities in a businpescess. The approach provided by this thesis
detects a control violation during business processcutions, even if a business process
expert/technical consultant removes the contrahftbe process, because he or she is unaware of
the necessity of that control. The described apgrgd®uilding on top of the models of the
controls and the controlled entities) enables dyoalmpplication of the controls during the
execution phase of a business process. This igh@dsecause there is a minimum overlap
between business process design and compliancgngdeghich supports the requirement of
reusabilityandadaptabilityof the entities involved in business process campk.

1.4 Readers Guide

The stucture of the thesis (see Figure 1):

Chapter 2 (Scenarioyets out the challenges of business process camopliin the case of a
purchasing process. We describe how two differeistammers derive, define and realize their
internal controls requirements on the purchasingcgss provided by a standard software
provider. Based on the scenario description, a dderequirements for business process
compliance are elicited and discussed.

Chapter 3 (Basic Conceptsihtroduces the concept of internal controls coamgle and
business process management. Another core objecfiibis chapter is to analyze several
regulatory compliance requirements in the area RMEand to work out their relationship to
internal controls. This way a method is developedbtild a holistic view on compliance
achievement for regulations in the area of ERM toyvigling novel solutions to their overlapping
parts. It is in this chapter that the relationdbgbween business process management and internal
controls is established.

Chapter 4 (Domain Model for Business Process Canp#g)formally describes the model of
business process compliance by identifying the éilsss entities involved in its definition. Based
on the relationship between internal controls amsiress process management established in the
previous chapter, the “verification and validatioapproach is proposed for the domain of
business process compliance. Verification aimsssuie the correct business level design of
business process models, whereas the aim of valdiatto ensure that business processes work
as required by controls during their executionsteAthis, we concentrate on developing the
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model of controlled entities in a business prodssproviding a model of business processes and
the relationship between controlled entities irs thiodel. These modeling entities serve as the
underlying conceptual framework for the designarfteols in business processes, the verification
of business process models and the validationeottmpliant executions of business processes
in later chapters.

Chapter 5 (Business Process Verificatiooyers the verification-part of the “verificationc
validation” approach that was proposed in the joev chapter. It describes a novel verification
approach to business process models. A set of éassievel constraints using the semantic web
rule language (SWRL) are then built on top of théotogical representation of business process
models in OWL-DL. The process model is then vedlifiey checking the SWRL-expressions on
the ontological representation of business processlels using reasoning techniques. The
implementation of the verification approach is dised in detail.

Chapter 6 (Control Model for Business Process Caanpk) provides a formal model of an
internal control by capturing its relationship tntrolled entities in a business process model (as
described in chapter 4).

Chapter 7 Pattern Based Design of Controls in Business Praegpresents a set of control
patterns built on top of the control model presdniethe previous chapter. It further provides an
instantiation mechanism for the control patterrie & control that can be designed in a business
process. The objective of the pattern based apprimacdhe design of controls is to simplify the
compliance design and consequently improve theilitgadf the approach.

Chapter 8 (Compliance Validation of Business Predesecutionsjlescribes the approach for
automatic detection of control violations in theurse of business process executions. The
approach spans three phases and makes extensigéthsemodels provided in chapter 4 and 6.
The implementation of the validation approach iscdéed in detail. There follows a detailed
discussion on related work including current adddacommercial software products.

Chapter 9 (Assessmerd$sesses the complexity and completeness of thelimg approach
and its application during the execution phaseusiriess processes (Compliance Validation).

Chapter 10 (Conclusions and Future Reseawmn)cludes this thesis.

Chapter2
Scenario
Requirements
N Chapter 6 Chapter 7
T ControlModel | *| Control Patterns
______________________________ i
|
Chapter4 =
F Chapter 8
Chapter3
Basﬁc Concepts gomaln Modelfor _ ceeeeeeem---3| Compliance Validation of
usiness Process Compliance Business Process Executions

¥ Compliant Chapter9
Process
Chaprers - Executions Assessment
Business Process Verification
Business
Compliant Process
Process Compliance
Models p

Figure 1 Overview of thesis



Some parts of this thesis are based on the foligpweionference and workshop publications:
[Namiri et al., 2008], [Namiri et al. 2007a], [Namiri et al., 2007b], [Namiri et al., 2007c]
[Sadiq et al., 2007] and [Namiri et al., 2007d].

The following remarks must be taken under constaeraThe formalization of the models in this the& written as tuples. In
the formalization, &etis written in capital letters, elements in a et aritten in lower case letters, and relationsmMeein the
sets are always in “verb”-form and written in lowgase letters. Technical terms are writtertumsivewhen used for the first
time. The termgontrol andinternal controlare equivalently used in this thesis. Related wer#liscussed at the end of each
chapter.






2 Scenario

We now introduce a scenario in order to expain rtiaivations behind, and illustrate the
contributions of, this thesis. The scenario seagethe basis for understanding the problem space
of internal controls compliance in enterprisessithis scenario that will serve to exemplify the
problem descriptions and the provided solutions.

The scenario is a storyboard with the followingesol

= A standard software provider calledVendor The enterprise applications provided by
EAVendor are generic, which can be configured -&Rend business processes
according to the EAVendor customer’s requirements.

» Two different customer enterprisgSustomerAandCustomerf, who have purchased
software applications frolBAVendor They build their business application on tophsaf t
purchased software products.

The following is a description of the Purchase-TyPP2P) -Process provided by EAVendor
and the possible compliance requirements of thedugtomers in terms of optional enterprise-
specific controls on the P2P. The P2P process emahke customer enterprises to run their
procurement processes. In section 2.1, the P2Rcapph is first mentioned and detailed in its
original generic form without possible controlsitais delivered by EAVendor. In 2.2 and 2.3 the
specific compliance requirements of CustomerA amndt@merB on Purchase-To-Pay (P2P) in
terms of two different sets of required controleading to their specific risk assessment are
introduced. In section 2.4 the two use cases aa¢yzgd and challenges are derived from this
context of business process compliance that serdeftine the requirements in the conclusion of
this chapter.

The process model described in section 2.1 repteseminimal best practice description of
the P2P- process. The introduced control optiontheftwo use case companies are real life
requirements developed internally by SAP in coopema with the consulting firm
PriceWaterhouseCoopers (PwC).

To keep the presentation comprehensible, we oraitfdHowing supporting processes (sub-
process) from our description:

» Contract negotiation as a sub-process of purclezgeest processing,

= goods-return-management as a sub-process of geodmpt, and

» dunning.

2.1 Purchase-To-Pay Business Process Model

In its most general form, the P2P consists of fnan sub-processes:
i) Purchase Request Processing
i) Purchase Order Processing
iii) Goods Receipt Processing
iv) Supplier Invoice Processing
V) Payment Processing

The following is a description of the first thregbsprocesses through the business documents

involved in each sub-process. Again, in order &sprve simplicity, we do not go into the details
of Supplier Invoice and Payment Processing.
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The roles involved in the business process vare@dpg on the controls required in each
customer enterprise (This will be further clarifiada later point in this thesis). Thus we restrict
the roles involved in the process model descriptanthe organizational level to those of the
departments/organizational units involved. Insideheorganizational unit, there will be different
roles, which may exist or not according to eaclegise’s specific set-up.

Example: Inside adepartment Xthere may exist an employee, his manager andhdreager
of his manager etc. Additionally, depending on ¢nhérprise and its required control, there may
exist a controlling unit inside that department.tis stage of the business process description
we simply speak aboudtepartment X

2.1.1 Purchase Request Processing

Purchase Request Processing (see Figure 2) ieiteiggvhen arOperational Department
(OD) releases ®emandand submits it to thBurchasing Department (PDBy doing this, OD
signals the demand for materials internally. Thedel2cts a possibBupplierand forwards the
quotationof the selected suppliéBupplierQuote}o the OD that submitted the demand. The OD
can either accept or reject the quotation. Acceqgas signaled to the PD by the creation of a
Purchase RequegPR) based on the originally created Demand amdubmission to the PD.
The PR then has to be approved by the PD.

h@
Send Receive reject ‘
0] ( 3 ’ Dernard Supplier Quate »< AOR

D 'Y
acoept Bpprove Create Send FR
SupplierGuote FR

k J

P Receive Select Send
D Dernand Supplier Supplier Quote

h
Receive Bpprove
FR FR

Figure 2 Purchase Request processing as a sub-process ofdPase-To-Pay-Business Process

Please consider that each process-step can be@adss in itself. For example, the process-
step “Select Supplier” in Figure 2 itself contapr®cess-steps such as “Select SupplierQuote”,
which for the sake of expedience is not includethafigure.

Business Documents involved

In the following we introduce the structural spax@tions of each business document in terms
of the entities it contains as attributes. Beamnind that a business document itself may also be a
composition of other business documents.
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Table 1 Demand Bu

siness Document

Attribute Description

OD The department that generated the demand

CreatedBy The employee at OD who generated the mi&ma

CreationDate The date at which the demand was texpor

DemandItem A demand contains one or more entriemsng) in the following

structure:

Attribute Description
Product The product which is needed in the OD
Quantity The quantity of the product which is netde

the OD

DeliveryDate

The required delivery date of the itemthe
oD

ShipToLocation

has to be shipped

The address to which the item in dieenand

Table 2 Supplier Business Document

Attribute Description
Name The name of the Supplier
Address The postal address of the Supplier

Table 3 SupplierQuote Business Document

Attribute Description

Supplier The Supplier who has responded Request for Quotation (RfQ)
CreatedBy The employee who has created the qudtite &upplier
CreationDate The date when the quotation was sty the Supplier
ValidFrom The date from which the quotation is gali

ValidTo The date till which the quotation is valid

SupplierQuoteltern

N

Attribute Description

Product The product specification in one quotatiem

Quantity The quantity of the specified product ime
guotation item

Price The price for the specified product and gty

in the quotation item

nt

DeliveryDate
(Optional)

The date at which the item can be deliverec
the purchasing company. Only specified if
delivery date was required in the preced
Request for Quotation

1 to

ing

ShipToLocation
(Optional)

The location to which the quotation item can
delivered. Only specified if this information w

[®]

required in the preceding Request for Quotati

12



Table 4 PurchaseRequest Business Document

Attribute Description
Supplier The supplier to which the purchase requékbe sent
CreatedBy The employee who has created the purcbgsest
CreationDate The date on which the purchase requaestreated
ApprovedBy The employee(s) who have approved the purchasesequ
(Optional)
TotalAmount The total amount of the purchase regues
PurchaseRequstltem
Attribute Description
Product See Product in Demandltem
SupplierQuote The quote of a supplier for the pobdu
this item
Quantity See Quantity in Demandltem
Price The approved price for the item
DeliveryDate See DeliveryDate in Demandltem
(Optional)
ShipToLocation | See ShipTolLocation in Demandltem
(Optional)

2.1.2 Purchase Order Processing

Purchase Order Processing (see Figure 3) startstiagt creation of ®#urchase Orde(PO)
after a purchase request (PR) has been approvée jpurchasing department PD. After the PO
has been approved, it will be sent to the selestgablier (denoted with S in Figure 3). The said
supplier answers with Burchase Order Confirmatio(POC). In the POC, the supplier signals
whether or not, as well as how far, it can delitrer ordered goods. At the PD, the POC is used
as a basis to decide whether

» the supplier can deliver the order as specifiethéenPO,

= the supplier proposes to modify the purchase de@er

» the purchaser rejects the proposed supplier's BO@pdifications to the PO, or

= the purchaser accepts the proposed supplier's R@ onodifications to the order
respectively.

Alternatively the sub-process can start when the &Rs the PD to modify an already
submitted PO.

Business Documents involved

The following is a breakdown of the structural casiion of the business documents
involved in the above sub-process:

PurchaseOrder: has the same structural composition as PurchaseRie(pee section 2.1.1.).
PurchaseOrderConfirmation: has the same structural composition as PurchaseRe(gee
Section 2.1.1.). In addition a supplier can signahis business document to which degree it is
ready to deliver. The options are: ready to dejiverot able to deliver, and partially able to

deliver.

PurchaseOrderConfirmationRejection: has the same structural composition as
PurchaseRequest (see Section 2.1.1.).
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PurchaseOrderConfirmationModification: has the same structural composition as
PurchaseRequest (see Section 2.1.1.).

*{  Modify PO
Create Bpprove Receive
P é——{ rO H FO }—b{ Send PO ‘ FOC

D &

Send
FOCRejection

Receive
F 0 CModificatio
k4 ¥
S ‘ Receive » Sand ‘ Receive ..@

FO FoOC POCRejection al

f

Figure 3 Purchase Order processing as a sub-process of Puade-To-Pay Business Process

2.1.3 Goods Receipt Processing

The sub-process (see Figure 4) commences whenrtleeed goods have been physically
received in Logistics (shown as L in Figure 4)this case thenaterial and inventoryaccounts
(shown as MM in Figure 4) are updated with dethiten thegoods receip{(GR). Further, the
arrival of the goods is inputed into the corresppogdub-ledger accounts (accounts payable) for
invoice receipt processing (IR) in Accounting (simoas A in Figure 4).

Update
M M Inwentory [ : }

*®

Irifarrn MM
L Recaive
GR
Iriforrn
Bcourting

h 4

A Update
IR Becourit

Figure 4 Goods Receipt processing as a sub-process of Purskal 0-Pay Business Process

Business Documents involved:
The structural composition of business documentslwed in the goods receipt sub-process
can be described in the following manner:
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Table 5 Goods Receipt Business Document

Attribute Description

Supplier The supplier who has delivered the goods

Location The location at which the ordered goodseweceived
ReceivedBy The employee at OD who originally getegtathe demand

acknowledges that he has received the goods
ReceivedOnBehalfBy The employee (usually at the PD) acknowledges heathas
received the goods on behalf of the employee whginaily
generated the demand at the OD

ReceiptDate The date till which the quotation idva

GoodsReceiptitem has the same structural composidhe PurchaseOrderltem|of
a PurchaseOrder-business document described imi$ect .2)

Table 6 Inventory Business Document

Attribute Description
Location Specifies the location of the inventory
Inventoryltem The list of materials kept in the @miory
Attribute Description
Product The product in the inventory
Quantity The quantity of the product present in the
inventory
Status The specification of availability and

assigned status of the item for further

usage in business processes. Possible
states are “AVAILABLE”,
“RESERVED”, “EMPTY”,
“ORDERED” etc

StatusChangeDate The date at which the status ehang
place

=

For reasons of completeness, we briefly describdatst two remaining sub-processes.

2.1.4 Supplier Invoice Processing

Supplier invoice processing starts with the transfieinformation from the preceding sub-
processes to Supplier Invoice Processing. Invatevant pieces of information are then reused
to create and verify supplier invoices.

2.1.5 Payment Processing

Payment Processing is used to handle outgoing pagn® a business process, in this case the
supplier.

We conclude the process model description by \igngl the business documents and their

relationship to each other. The UML class diagrapresentation of Purchase Request, Purchase
Order and Goods Receipt Processing is depictedyimd-5.
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Figure 5 Overview of business documents involved in Purchasieo-Pay Business Process

2.2 Use Case 1 — Internal Controls Compliance Requi rements of

CustomerA on P2P

This use case describes the business of the conthastgmerAand how it derives and applies
the required controls on the purchasing process.

The companyCustomerAreceives sales orders from its customers throufjéreint channels
and produces goods based on those orders. In todeitfill the sales orders, the enterprise
requires special materials which are supplied Hywotvendors in the market. The market
situation - especially for two material types (éxpedience referred to as material types 4 and 5),
which are required for the production - is so hyglbminated by a few big players that there
exist only a few potential suppliers. CustomerA Hasided to keep a certain amount of these
material types in his warehouse unassigned in dodavoid production delays.

2.2.1 ldentification of Relevant Accounts

Compliance experts and accounting expertSwgtomerAidentify Inventoryto be among the
most important account items in the balance shet#teocompany. They decide that all related
processes must be included in the risk assessrhdm oompany. Any inventory amounts which
are higher than 20% of the total value of balarfoeset amount result in an unacceptably high
percentage of the company’s capital being lockethupaterial stock. This will have a negative
influence on the liquidity situation of the compamonitoring the capital lockup is a critical
task for the company because it has a negotiaked ftredit limit with its house bank which
naturally cannot be exceeded. The fixed credittlisithe only source of capital available for
financing the long running sales orders which remaktensive advance financing. This risk must
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be managed, because otherw@estomerAmay one day be forced to reject additional custome
orders due to a lack of credit.

2.2.2 ldentification of Relevant Business Processes

In a second step compliance experts, together tvéhmanagement dustomerA jdentify the
business processes that have the greatest impdbeaxtent of the inventories. They come to
the conclusion that the procurement process i¢eaaet business process for inventory account.
Their analysis also points out that the warehouspirogess itself is in a close relationship with
the procurement process. They contact the headostipement (Purchasing Manager) and the
Warehouse Manager and give them the task to destn#se processes with the objective of
identifying the inherent controls. The completiohntleese tasks shall ensure that the identified
risk does not occur or at least that the possytalitits occurrence is minimized.

The procurement process GlistomerAis realized using the P2P provided by EAVendor as
described in the previous sub-section. The purogasianager, the warehouse manager, and the
compliance experts meet, and they come up wittighef controls discussed in the next section.

2.2.3 Control Identification

These presented controls below are determined riaraiaCustomerAbased on the specific
knowledge and expertise which compliance and basimgocess experts possess about their
domain and the situation which is specifically valet to CustomerA. Thus, these controls are
specific to CustomerA and as we will see in theosdcuse-case, the same business process in
another company will require another set of costrol

Control CAL: Purchase Release Strategy

A purchasing guideline is created which states ¢ingployees in operational departments must
iIssue purchase requests (PR) for order relatedrialatef type 4 and 5 in such a way that those
materials arrive in the warehouse latest one weddré the start of production. To support this,
every involved employee in the operational depantrmeas to create the necessary purchase
requests for those material types at least two hsomefore they are due to arrive in the
warehouse. This guideline should lead to an elitronaof production delays.

Control CA2: Check requests for unassigned materials in warehuse

To find a balanced and appropriate warehouse siaek a minimum and maximal acceptable
amound of said stock is defined. The maximum ameodirstock exists to lower the warehouse
costs. The minimum amount of stock exists to avmidduction delays. To support this, all
purchase requests must be checked in order to amaicteptably high warehouse costs due to an
over-quantity of unused materials in stock. Thetrstates that purchase requests containing
materials of type 4 or 5 and requesting a totalina amount higher than 10,000 $ will not be
approved if the available material type of 4 orusrently unassigned in the warehouse is two
times higher than the total volume of the purchasgest.

Control CA3: Minimum Number of Suppliers

Management ensures that a pre-defined number plistgphave been contacted and provided
with the information regarding the requested matgridepending on the volume of the potential
transaction or the market situation. This contratilitates the task of supplier selection by
ensuring the existence of a variety of quotatiomsnf which to choose and thereby assures
CustomerAthe ability to select the quotation with the bastditions (quality, price, etc). All the
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contracts with possible suppliers must be up-tedadncretely the compliance experts define
that for purchase requests which contain mateoftgpe 4 or 5 and a total amount higher than
10,000 $ there must exist valid contracts witheatst two different possible suppliers and the
according supplier quotes are not allowed to berdldan six months.

Control CA4: Substitute Concept for Purchase Approvers

The approvals for purchase requests have to beedaut in a timely and careful manner. In
the event that a person who plays a key role inptirehasing process is temporary unavailable
(e.g. iliness, vacation) that person has to betdgutexi by another person. More specifically, all
approval tasks for that employee have to be restbth his substitute. Further if the approval
task inbox of an employee with the approver roletams more than 20 tasks, all further
incoming tasks will be re-routed to his deputy.sTtecision is based on the assumptions that an
approval inbox with too many tasks may result ie #pprover not carefully reviewing each
individual purchase request.

2.2.4 Control Effectiveness (As-Is-Situation)

After the controls have been identified, the manag@ has to assure that they aeffective A
control is considered to be effective if it is usedlaily operations, it works as designed, and it
designed in such a way that it in fact preventsimimizes the occurrence of the risk to mitigate.
They call for technical consultants who have knalgke of the Purchase-To-Pay (P2P) provided
by EAVendor. These consultants should h@lpstomerAwith the implementation of the above
controls in the enterprise, namely in the P2P. @twesultants recommend using the reporting
tools provided by the P2P. A report is basicallyeaiodically generated representation of one or
more process-steps, in one or more business peseadich contain one or more business
documents based on pre-defined selection critdvlast controls have to be tested manually by
analyzing the generated reports that represerat @i@ater or lesser degree) a visualization of the
process execution logs. This approach only ensdoéstion detections after their occurence.The
following is a discussion of the approach takenGystomerAin order to assure the control
effectiveness. This approach is what we call aroatimplementation.

Implementation of control CA1 (Purchase Release Stitegy)

A report exists in the P2P sold by EAVendor, whidmtains the necessary information about
the date of the relevant purchase request creatfomaterial types. This report has been
configured specially for material types 4 and 5. @&l this reportA1Report A new role at
CustomerAcalled Controller in a new organizational unit calledo@rolling is created. The
employee with this role must generate the A1Repamthly and analyze it in order to assure its
adherence to the control CA1 as described in thheh@se Release Strategy. A new role called
Control Testelis conscribed by the management team. The empleithehis role has the task
of checking whether the A1Report is generated gsired on a monthly basis and whether the
report is analyzed for control violations.

Implementation of control CA2 (Check requests for massigned materials in warehouse)

A report exists in the P2P sold BBAVendor which contains the necessary information about
all materials in the warehouse and their states€Red, Ordered etc). We call this report
A2Report This report has to be generated monthly by theroting departmentThe output of
the monthly generated A2Reports and A1Reports @ag/zed in order to find out whether there
exist Purchase Request Approvals for material types 5 when unassigned material exists in
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the warehouse, as designed in the control. Theadester has to verify whether the reports are
generated as required and whether they have béenesuly analyzed.

Implementation of control CA3 (Minimum Number of Suppliers)

The control tester waits until the valid suppli@otes are older than six months in such a way
that the minimum number of suppliers control islaied by at least two. He then himself creates
a purchase request for material types 4 and 5Stastdo see whether the purchase request gets
approved or not.

Implementation of control CA4 (Substitute Concept ér Purchase Approvers)

The assignment of deputies and substitutes hapgte@astomerAin a separate department
called Human Resources (HR) running their own systeovered by HR-specific business
processes. There exists no technical interfaceds#tiR processes and procurement processes
realized through the P2P. The management comdgetoanclusion that this control can not be
tested. Thus, it exists as documentation in thé pastice guidelines aEustomerAwhich has
to be followed by employees in a manual way.

2.2.5 Control Test, Assessment and Correction

Based on the results of the effectiveness cheaksgedaut by control tester, the controls will
be assessed and corrected if necessary. Thedeeaestlts reported by the control tester.

Test results for control CA1

For three months the ReportAl was not generatedl.athus assessing the effectiveness of
this control is not possible for these months. lrerrtthe control tester reports that a significant
number of purchase requests were not created aegotal the requirements specified in the
control (two months before the material arrivesthe warehouse). Further the control tester
reports that although the controller detected abniolations and informed the employees at the
operational department who caused the violatioruabite purchase release strategy, the same
employees later again ignored the purchase retgestegy designed in the control.

Test results for control CA2

The defined minimum and maximum stock size for maltéypes 4 and 5 seem to be optimal
since the warehouse management costs are reduddtieae were no production delays caused
by missing materials of type 4 or 5. Further thatod tester reports that, for those months
following the creation of the A1Report by the calfiing department, he was able to verify the
effectiveness of CA2, but he is not able to makg statements regarding the effectiveness of
CAZ2 for those months before the A1Report was noegged.

Test results for control CA3

The control tester reports that he generated tpreehase requests. For one of them the
minimum number of suppliers was 1 and for the othverrequests the supplier quotes were older
than six months. The latter two purchase requeste wassed and approved, thus he considers
the control to be ineffective. There were intengewonducted with the employees who had
processed those requests. They stated that thepreoesses which are responsible for
maintaining the supplier quotes are outside of rd@m of their responsibility. Further they
argued that they are not able to update the supglietes since they do not have access to the
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relevant data. After the occurrence of the firstchase request requiring a newer supplier quote,
they blocked that purchase request and waited thvetisupplier quotes got updated. The purchase
request was blocked too long in the process andstipplier quotes were not updated. The
approach taken to resolve this issue is describedetail in order to clearly illustrate the
compliance challenge of business processes todhg imdustry:

After several inquiries by the operational departtrveho originally had generated the demand
about the current state of their request, the eyegle at the purchasing department decided to
continue processing the request although they khewontrol was violated. The employees who
had violated the control argued that the employke is responsible for supplier quotes did not
follow the procedures in the control. The managdanmerviewed the employee who maintains
the supplier quotes. He explained that each supgliete has aalidFrom andvalidUntil date,
during which a supplier quote is valid. He furtleaplained that one month before the end of the
supplier quote’s validity@liduntil date), he always triggers a process caRé@-Processing
provided by the P2P of EAVendor, which generatasquest for quotation (RfQ) for certain
material types for some selected suppliers in tlaeket. The selected suppliers answer with
supplier quotes and if accepted by conditions cst@merA, the supplier quotes data are updated
by him. He argued that since he is not aware ofpilmehase requests, in particular the total
amount of them, he does not know when to triggerRfQ sub-procest update the supplier
quotes. This is due to the fact that a valid s@ppmuote can be taken for a purchase request with
a total amount lower than 10,000 $ and the samelisupguote cannot be taken for another
purchase request, which has a total amount higlaer 10,000 $.

Based on the testing of the controls by the contester the management of CustomerA
decides to define two additional controls:

New Control CA11: ReportAl Execution Control
This control checks whether the controlling deparitrhadn fact generated the A1Report and
A2Report on a monthly basis as required in CA1@AQ.

New Control CA12: Escalation of CAl Violation
If an employee violates the Purchase Release §yratere than 3 times in 6 months, this has
to be reported to his manager.

With regard to the deficiency discovered in theeefieness of control CA4CustomerA
contacts the consultants of the P2P provided by &#r. The consultants recommend
integrating the RfQ sub-process (Request for Qiortpinto the purchase request sub-process.
An integration project is carried out to impleméiné¢ following adapted purchase request sub-
process to assure the effectiveness of CA4. Thealdester will test the CA4 again to verify its
effectiveness, subsequently it will be assessedfamecessary further corrections will be made.
Figure 6 shows the extended version of purchaseestqrocessing as originally delivered by
EAVendor (see Figure 2), which contains the addaloRfQ-sub-process. This is a business
process variant of purchase request processingfisgedCustomerA.
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Figure 6 CustomerA'’s variant of Purchase Request Processirgpntaining RfQ-sub-process

2.3 Use Case 2 — Internal Controls Compliance Requi rements of
CustomerB on P2P

We now introduce a second use case in order to giewiffering compliance requirements of
another company for the same business processedalivby standard software provider
EAVendor.

CustomerBruns the P2P provided by EAVendor for the realiwabf its procurement process.
CustomerB also buys different materials from sugypli On the supplier market, especially for
material type 2, there are many suppliers. The lgmpmarket is highly competitive, new
potential suppliers do emerge, but they disappe&ktly. Thus, there exist significant price
variations depending on the selected supplier. EleGustomerB is forced to enter into short-
term business relationships with new, previouslknawn suppliers in the market in order to
remain competitive with regard to the price of fireduced goods. In particular the enterprise
will create supplier entries, in order to submitlens, which are used only a few times or even
only once.

2.3.1 Identification of relevant accounts

Compliance experts and accounting experts CaistomerB identify Accounts Payable
(Financial obligations against external businegsnpas) as one of the most important account
items in the balance sheet of the company. Aémunts Payablsub-ledger in the balance sheet
of CustomerB is relevant since the accounting depant has to authorize payments for several
different suppliers, and also has to process a highber of supplier invoices due to the high
number of potential suppliers. This situation igical because the enterprise runs the risk of
producing financial misstatements based on inap@@p and fraudulent use of financial
transactions having an impact on accounts paydiie.heterogeneity of the supplier landscape
may result in situations in which employees of ©uos#rB could create their own private
purchase orders for their own use. It is also fbssihat, due to the short term business
relationships, employees at CustomerB could createexisting suppliers in the procurement

21



process and create subsequently approve purchadetha according invoices for those non-
existing suppliers. Furthermore, the complianceeetsppoint out that insiders who are aware of
the supplier market situation for material type @uld just by chance submit invoices to
CustomerB with their private bank information iediof a supplier's bank information, in the
hopes of receiving the payment meant for a supplier

2.3.2 ldentification of relevant Business Processes

In a second step, the compliance experts togethiertiie management @ustomerBcome to
the conclusion that the procurement process iobtiee business processes relevant to accounts
payable. The purchasing manager and the compliexyperts meet, and they come up with a list
of controls to avoid or at least minimize the rigkfinancial misstatements for accounts payable
based on misuse respectively unauthorized useed?2®. The list of controls here is determined
in a fashion similar to that of CustomerA, basedtbe domain expertise of the purchasing
manager and compliance experts and CustomerB’#fispesk situation.

2.3.3 Control Identification

The following controls were identified as necesstmythe company’s purchasing business
process:

Control CB1: Second Set of Eyes (SSE) on PR Approvals

According to CustomerB’s financial situation, compke experts at CustomerB know that
financial transaction having a volume of approxiehatl0,000$ or higher represent a critical
amount for the company. All purchase requests aantathe material type 2 with a total amount
higher than 10,000 $ have to be approved by twlergifit employees. For this reason, a separate
role calledPurchasing Clerkis created in the purchasing department of CustBmEhe role of
the two different employees necessary for approsungh purchase requests has to be purchasing
clerk.

Control CB2: Segregation of Duties (SoD) on PO Creation and Agpovals

To avoid misuse of the P2P, the creation and agsay purchase orders containing material
type 2 and a total amount higher than 10,000 $arged out by two different employees. The
person in the role of purchasing clerk is respdasibr the creation of these kinds of purchase
orders and the person in the role of purchasingagenis allowed to approve such purchase
orders. The role of purchasing manager was praaa®isn the purchasing department (see
section 2.3.2).

Notice that the description above actually does prohibit an employee to be in the two
different roles in general, but it requires thag¢ tamployees creating and approving purchase
orders be different and be assigned the requireg.ro

Control CB3: Check One-Time Supplier-Authorization

For immediate response to changes in the supplenket all employees with the role
purchasing clerk get the authority to create ometsupplier entries in the P2P backend of
CustomerB and to create purchase orders for thema-T@me-Suppliers are vendors, for which
only general data are stored instead of maintaibargk account data and other company code
data as is the case for suppliers with which a-kemg relationship exists. This approach should
accelerate the whole process of entering busireatanships with new suppliers. In order to
avoid the misuse of this special authority, thetrasserts that the right of One-Time-Supplier-
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Authorization will be revoked from those purchasioigrks who have not created a One-Time-
Supplier in the last 3 months. This is to limit gp@up of persons with this right to those who in
fact frequently use this type of special authotityprder to avoid its abuse.

Control CB4: 3-Way-Match on PR, PO, GR
The entered supplier data (such as name, addraseg, dccount etc.) in PR, PO and GR
business documents are compared with each othenasidbe found to match.

2.3.4 Control Effectiveness (As-Is-Situation)

After the controls have been identified, the manag& of CustomerB contacts some external
technical consultants who should help the enterpiesimplement the required controls in the
P2P. These consultants have the knowledge of agatign options which is necessary in order
to customize the process according to the requiosdirols. If the software doesn’t contain these
configuration options, it will be necessary to ieplent it locally at CustomerB in accordance to
CustomerB’s specific situation. Further, they reocmnd using the report-tools delivered with
the P2P to assure the control effectiveness. Ifdh@ving we represent the implementation of
each control in the P2P model.

Implementation of CB1 (SSE on PR Approvals)

In addition to re-engineering the Purchase RedRexstessing sub-process of the P2P process,
the introduction of the new role purchasing clemkthe P2P requires a reorganization of the
purchasing department (PD). This is achieved byirtlreduction of a sub-unit within the PD
called Purchasing ClerkgPC). In PC there is a pool of employees who astgaed the role of
purchasing clerk (each employee in this unit isecaPC1, PC2 etc.). After the purchase request
receives approval by an employee in the PC, thmsiteontained in that purchase request
business document will be checked. If the item$ubhe material 2 and the total volume amount
of the purchase is higher than 10,000 $, the regadsrwarded to the approval task inbox of
another employee in PC using the workflow functliparovided by the P2P. In Figure 7 the
customized P2P model, which is a special varianthef original sub-process as delivered by
EAVendor (see Figure 7), is shown.
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Figure 7 CutsomerB’s variant of Purchase Request Processimpntaining a separate unit PC and
two employees PC1 and PC2
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Implementation of CB2 (SoD on PO Creation and Apprweals)

Before a purchase order (PO) is created, previoappyroved purchase request is checked
whether a separation of duties (SoD, see desamnififocontrol CB2) on PO Creation and PO
Approval is required. The default process behaidhat the POs that do not require a SoD are
created and approved by an employee in the rolpuothasing clerk. Please notice that this
process step can be subjected to a SSE as wellyébthat possibility will not be applied to the
case in question. In cases for which the purchegeest inspection notifies the user that a SoD is
required, an “Approve PO” task is created in thek tisst of a purchasing clerk in PC. After the
PO has been approved by this purchasing clerkwtr&flow functionality creates an “Approve
PO” task relating to that purchase in the task t§ta purchasing manager in the PD.
CustomerB’s variant of Purchase Order Processeflgating the implementation of this control,
is illustrated in Figure 8, which differs from EANdor’'s original delivered process shown in
Figure 3.

Implementation of CB3 (Check One-Time Supplier-Autlorization)

This control is realized through the report funetibty in the P2P by a customized report (let
us call it ReportB3). This report contains the étall One-Time-Supplier activities for each
purchasing clerk in the P2P. It has to be generatedthly by the controlling department at
CustomerB. Controlling further analyzes the outpiuthe report manually in order to remove the
One-Time-Supplier-Authorization for those purchgsoterks, who did not use this functionality
as designed in the control.

Implementation of CB4 (3-Way-Match on PR, PO, GR)

The control is implemented as a variant of the GoRéceipt Processing sub-process of the
P2P (see Figure 4 for the original sub-processFagdre 9 for the process model containing the
control implementation at CustomerB). Upon recejvan goods receipt at a Location (L), the
according purchase request and purchase orderdsgsoiocuments are loaded from the P2P
back-end that should match that goods receipt. @rithe according documents exist and their
supplier data are identical to the one on the dgoads receipt the subsequent process-steps to
update the inventory and the IR sub ledgers ar¢etac
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Figure 8 CustomerB’s variant of Purchase Order Processing uh the purpose of implementing
control CB2 (SoD on PO creation and Approvals)
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2.3.5 Control Test, Assessment and Correction

The manual effectiveness checks carried out bgdinérol tester indicate that the controls may
require further assessments and corrections.Herthartest results reported by the control tester
at CustomerB:

Test results for control CB1

The control tester reported that, three monthsr dfte introduction of the control, all the
purchase requests requiring a SSE were approveshdingle purchasing clerk, after which a
purchase order was immediately created. The cotastér discovered this compliance failure by
randomly selecting approved purchase request dausmen a weekly basis. The first
assumption was that either a defect in the workfiomctionality provided by the P2P or the user
management system of CustomerB may have causegdrdidem. A bug-report was sent to
EAVendor. EAVendor tried to simulate the scenaodcally, but they reported that the workflow
functionality was working correctly. A deeper arsdyof the current business configuration of
the Purchase Request Processing sub-process amnt@uBt showed that it did not contain the
required SSE functionality for purchase requestras, although it had been previously
implemented in the process. A subsequent invegiigatevealed that an employee in the
operational department had complained that thehasing process took too long. He had asked
the IT department to look within the system in ortie find out what had happened to his
purchase request. The employee at IT told himttl&apurchase request was currently in the task
inbox of a second purchasing clerk awaiting apprébacause the Purchase had a total value
amounting to more than 10,000$). Both employeesewmt aware of the required SSE on
purchases with a total value of over 10,000 $,esihbad not been properly communicated to the
employees by the management. The employee in teetgnal department told the employee
that this situation was probably a bug in the qunation of the P2P process, since his previous
purchase request had been approved by only oneogegplthat purchase request had a total
value of under 10,000%$). He even sent a printegimerof that purchase document to the IT
employee. The IT employee agreed that this behamigt be a bug in the process configuration
and removed the SSE on purchase request approMads.P2P process was hence working
correctly so far as the employees were concern@@hpse requests were now approved more
quickly, but the P2P process was not working asliired in the compliance requirements of
CustomerB.

The management team and the auditing consultamigenced a meeting in order to discuss
this situation and how they could proactively pravéhe occurrence of such situations in the
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future. They also invited some external consultafitdhe P2P in that meeting and arrived at the
conclusion that, currently, there is no known tecainway to prevent this situation from
occurring. The management team and the auditinguttamts came to the conclusion that in the
future they would have to better communicate thepd@ance requirements and the controls to
their employees. They wrote a compliance guidefme each department and distributed it
throughout the enterprise. They further chargedTheanager to prepare a technical guideline,
in terms of a check-list for software change manag#, which was distributed in the IT
department of CustomerB.

Test results for control CB2

Surprisingly, the control tester reporteds thagtiagfter three months, the required SoD on
purchase creations and approvals were also nattigde All purchase orders had been created
and approved by purchasing clerks in the purchadagartment. The investigation discovered
that after three months a new version of the P2Riged by EAVendor and including some new
features was rolled out at CustomerB. The extdashnical consultants who introduced the new
version were not aware of the required SoD on mselorder creation and approval and installed
the default purchase order sub-process withouSti2 at CustomerB. There were no procedures
in place to recognize and avoid such situations.

In this case the management and the auditing ciamésilalso prepared a guideline and a
check-list, which had to be followed during andeafbllout of new versions of the P2P.

Test results for control CB3

The control tester reporteded that this control weéective and he could not find any
violations or issues. The management decided tp Kae control as it was designed and there
were no corrections necessary.

Test results for control CB4

In this case the control tester reported thatdbigrol was also effective, but the control design
led to some payments being blocked for goods rexe@ suppliers which were valid. This
situation was caused by the fact that, due to tmepetitive market situation for material type 2,
many suppliers had accepted orders from CustomedBabsequently outsourced them and their
shipment to other suppliers (sub-contractors) enrttarket, without informing CustomerB of this
change. In this case the goods receipt documeeivest by CustomerB was issued by a supplier-
sub-contractor who had not originally received pliechase order from CustomerB. The control
design led to the situation that the processinguah transactions was completely blocked and
CustomerB had to go through a dunning originatethlyoriginal supplier, which did not get its
order fulfilment paid by CustomerB. This situatimsulted in additional costs for CustomerB.

Based on testing the controls by the control tester management of CustomerB decided to
add 2 new controls to the guidelines and chec& tistit were then generated as corrections to the
control tester assessments on CB1 and CB2:

New control CB41: Modified 3-Way-Match on PR, PO, ad GR

The goods receipt business document and purchasestewill contain therder-numberfrom
PO. Further all goods receipts that are withowt thumber will not be processed and will be sent
back to the supplier.
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New control CB42: Resolve Blocked Payments

A report provided by the P2P will be generated rynby the controlling department. It will
contain all blocked payments. The grounds on whiabse payments were blocked must be
investigated manually by the controlling department

2.4 Discussion and Elicitation of the Challenges

We conclude this chapter with an analysis of thecdeed use cases. The discussion should
help us to determine the challenges inherent inctimapliance management of enterprises, in
particular in situations where a standard softvpaioxider selling a configurable business process
application, in our case EAVendor, aims to providsiness solutions like P2P for procurement
which can be customized to different customers’ gieance requirements.

The challenges identified are the following:

Identifying significant accounts, risks and relevansiness processes
Serving enterprise-specific business process Marian

Business objectives vs. control objectives

Identification and design of controls

Maintenance of compliance

Heterogeneity and gaps between the roles involved

Each of these challenges is discussed in more depiie following sub-sections. We describe
for each challenge the problem space, the curcdatien approach, and how it can be improved.

OUAWNR

2.4.1 ldentifying significant Accounts, Risks and r elevant Processes

We've seen that, according to enterprise situateond the business environment in which the
companies are operating, different accounts arsidered as significant for each enterprise. In
use case 1 it was the inventory account, and ircase 2 it was the accounts payable. Identifying
those relevant accounts is a very sensitive tasichwrequires domain specific knowledge and
especially accounting know-how.

We have further seen that a business process stbjesk assessment that impacts an account
is not necessarily the criterion that makes an @@ relevant account. For example, at
CustomerA the relationship between its negotiabeeldf credit limit with its house bank and its
long-running sales orders made inventory accoumétezant account, although the procurement
process and the sales order process were at lwrstegcompletely independent and autonomous
processes. But this situation made the procuremenmtess a relevant process for internal
controls compliance of CustomerA.

Further, we can see that although for both enteeprihe same business process, procurement,
was identified as a relevant business processrdbpective risks faced by each enterprise
regarding the procurement process were quite difteiWhile CustomerA was facing the risk of
delays in production and too-high warehouse c@istomerB was facing the risk of fraud.

The task of identifying the above entities is cadriout, at present and for the most part,
manually, based on the expertise of compliance amwdunting experts together with business
process experts. The completion of this task reguarlot of time, and therefore it is very costly.
A solution to the manual approach taken today waédo capture the expertise of the different
roles involved in business process compliance asigg formal descriptions of the entities and
how the roles and the entities interplay in the donof compliance. Such a formal description
would need to include possible relationships betwtbese entities and the formal description of
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situations for which and in which an account carcdsesidered as significant, a business process
can be considered as a relevant for a significecaunt etc.

The task of automating the identification the ral@v accounts, risks, and the relevant
processes is beyond the scope of this thesis. @nirilsution begins after their identification by
accounting and compliance experts.

2.4.2 Serving enterprise-specific business process variants

We saw that according to the enterprise specifk sssessment, the required controls on
identical business processes can be quite diffefenthe end, therefore, the way a business
process works, i.e. the way it is configured, Wil enterprise-specific. For instance if we take a
look at the purchase request processing of eadlornes enterprise after the realization of the
compliance requirements, they each represent tiferelnt variants of the same sub-process, but
with identical business objectivesjamely “receive demands and create and approve thei
relevant purchase requests”.

A standard software provider like EAVendor facee tthallenge of having to produce its
software in such a way that it can be adapted¢h eastomer’s enterprise-specific requirements,
in this case its compliance requirements. But atsime time, the software provided must not be
too generic, because then the introduction and teraamce of the software on the customer's end
becomes too complicated. This is due to the faat those missing features (in our case the
controls) come at the cost of generality in thetwafe. A model-based description and
deployment of the involved entities in businesscpss compliance can support EAVendor in
providing a mechanism for flexible introduction @fterprise-specific business process variants
within customer companies: the existence o prefmsmalized models allows an automated
approach in this regard. The solution to theselehgés, as developed in this thesis, must satisfy
the following requirements:

1. Representation of the controls and business presessch as separate modeling entities

2. Capturing, on the model-level, the relationshipat #xist between controls and business
processes

3. A deployment mechanism for integrating the sepbrateodeled controls on business
process models using the relationships that egistden controls and business processes

Satisfying the requirements above enables the bssiprocesses controls to be independent
from each other at a modeling level. This independeof control and business process models
can support the automated detection of any contimhitions, because the conditions that
describe a control are captured separately anbea@valuated.

A Software provider like EAVendor could then prowic repository of business process
models and a repository of control models for ustomers. This way the controls would not be
too tightly integrated in business processes dedivébut would be present and ready to be
deployed on the customer’s end. This approach wassdre that business processes and controls
are both reusable, in different business-level edst at different customer companies having
different compliance requirements.

2.4.3 Business Objectives vs. Control Objectives

As we’ve seen, in none of the cases for which thatrol tester discovered a deficiency in
control effectiveness was the business objectivb@business process violated. In all cases, the
business process was working “correctly” insofait dslfilled the business objectives for which
it was originally designed and implemented. In aose-cases the business objective was simply
to “order and receive goods”. For this reason eagtomer company was forced to define a
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separate role “control tester”, who had to check ttontrols were working correctly (Control
Objective) but also that the business processes stk working correctly despite the existence
of controls (Business Objective). If an enterpfigded to define such a role, then many of the
controls would not work as designed in daily opergteven if at first glance each control design
seemed correct. The same can apply to businessgsex: if a control for a business process is
working correctly but the business process itseffat working correctly because of or in spite of
the existence of that control caused by problenits idesign.

Today, the task of testing the controls and findileficiencies in their design is usually a time
consuming and expensive one, mostly carried outualgn Enterprises require mechanisms to
achieve a higher level of automation in assurirg effectiveness of controls. They make this
requirement known to the software vendors. Althotigé basically the task and responsibility of
customer enterprises to be compliant, the softwaredors serving those enterprises face the
challenge of providing solutions for their custom@mich allow those customers to fulfill their
control objectives.

We suggest a solution to this challenge througlodaiing approach for controls and business
processes, by separating their respective desfgmsonitoring mechanism during execution of
business processes, in addition to business pracessontrol design, assures that the business
and control objectives of a business process isfisd.

2.4.4 |dentification and Design of the Controls

Controls have to be identified and designed vergfady. The two crucial aspects here are the
set of controls in an enterprise and the relatigsstinat exist between them:

Control Set

The defined controls may inhibit the efficient exan of business processes. Basically, the
challenge is to prevent business processes froontiag too complicated and to make sure they
do not require too much time and resources, as ageknowledge that is usually outside of the
scope of the user’s business knowledge, to emaaiidh a situation users of business processes
may not accept the procedures necessary to thénfielfit of control objectives. It is for this
reason that management and compliance experts tcaimply define as many controls as
possible on a business process to assure the esgé&pcompliance. This would result in the
compliance itself representing a risk for the gmiee in that the enterprise might face the risk of
not fulfilling its business objectives. Such resutere certainly not intended by compliance
requirements such as the Sarbanes-Oxley Act.

Control Inter-Dependency vs. Control-Contradiction

Closely related to the above challenge are thdioakhips which obviously exist between
controls. As we saw in the scenario, in certairesasa single control may not be autonomously
effective as designed. For instance, discoverimiphkation of a control through comparison of
certain attributes of two reports only works if baequired reports have indeed been generated.
In this context, the crucial problem met in praetis that many controls are currently being
manually assured through periodically generatedrtsfihat have to be compared to each other.
If an employee in charge of generating and compgadifferent reports to each other fails to
fulfill his duties, the control cannot be effectjMeecause the necessary reports responsible for
detecting any control violations are not comparcedach other or do not even exist. In such cases
a separate control is required, one which ensinasat certain report has in fact been generated.
To relate this situation to the scenario, in cads€ustomerA the effectiveness of CA1 and CA2
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could only be achieved when, after the test aneéssssent phase for that control, additional
controls CA11 and CA12 were added.

We provide a solution to the above issue by progjda precise model of the necessary
artifacts involved in a control. For instance a mlaaf areport can be modeled as an activity that
may be invoked in the system. Consequently thergéna of a report or its comparison to other
reports can automatically be monitored. By usinig thpproach a higher degree of control
automation can be achieved.

On a similar note, two different controls can cadtct each other or can have an impact on the
business process, when occurring in a certain auatibn where they block the coninuation of
the process. Recall for instance in the case ofdwesB the control CB1, which required a SSE
on purchase request approvals by two differenthmaging clerks. If in such a case a compliance
expert defined a SoD on “Receive PR” and “Appro® Rhere the second process step had to
be done by a purchasing manager, the process valluidto a “blocked” state after the purchase
request has been received by the purchasing clerk.

Thus, the controls must be carefully designed injuaction with a detailed study of the
current setup of the business processes and theahtrols. At present, this is done manually in
most cases and involves different roles in an ente. This is a costly and time consuming
approach. Enterprises require support in orderctoeae a higher level of automation in the
effective design of compliance for their businesscpsses. We contribute an improvement to the
described situation by providing a model-driven rapgh for the design of controls and their
effectiveness in business process executions.

2.4.5 Maintenance of Compliance

Once compliant does not mean forever compliantadidition to regulation bodies that
periodically audit the enterprises to assess ttwinpliance, purely technical circumstances have
an impact on the compliance level of enterprises.

Software Change Management

As the existing technical environment of entergrishange, the business processes that were
compliant before may no longer be compliant. Thisre&ehanging context means that a control
which is effective in a business may be eliminatedontain some issues after updates in the
technical environment relevant to the business ggecWe saw this in the scenario case of
CustomerB when a new version of the P2P provide&AYendor was rolled out (Overwriting
the SoD -CB2 by the original default process mqgaelvided by EAVendor). The challenge
specific to this context is that such situationsyniee detected very late, if at all. Manual
procedures are in place in today’s business woHathvare supposed to avoid the occurence of
such mistakes, as is the case with most manualiyrated tasks they are costly and take a trial
and error approach. Consider that standardizedoappes such as IT Infrastructure Library
(ITIL) represent best practice descriptions for agement of IT-Systems, which can be applied
on a voluntary basis. One major problem is thabrtrol violation is hard to detect, as in most
cases the business processes continue to workrjyrapsofar as they continue to fulfill their
business objectives even if a control is violafBaere are approaches required to automatically
detect such control violations. A certain levehotomation can be achieved by static verification
of the current configuration of process models: cae verify whether they contain the required
controls. However, such a static approach onlyresthat the business process model contains
the control and cannot serve as a proof of compéiane. of control effectiveness.

30



The approach suggested by this thesis automaticatlggnizes a control violation during
business process execution by using the model aif dbntrol and describes how a business
process must behave in daily operation under extistethat control in the business process.

Autonomous Business Processes

Enterprises run many different business processisn each are designed and deployed
independently from each other. Moreover the busipescesses are subject to the supervision of
different stakeholders and may be maintained bfgmdiht teams in an enterprise. This approach
Is in many regards advantageous, but when it cdame&®mpliance this situation represents a
large drawback to assuring the effectiveness ofrotsn As we saw in the case of CustomerA,
the CA3-control defined in Purchase Request Prougssas not effective because the sub-
process RFQ-Processing was not integrated intdP#fe Even the integration of the business
process does not guarantee the long-term effeesgef CA3, because CA3 will only be
effective so long as RfQ-Processing is working ecity.

We simplify the business processes of enterprisesproviding a flexible instantiation
approach for a business process (in the above d&aRifQ-Processing) that is required for
compliance of another business process (in the ealexample Purchase Request Processing)
during execution time of the relevant business @sses. The possibility for declaring the
necessity of instantiation of the required busin@ssesses is provided in the model of control.

2.4.6 Heterogeneity and Gap between roles involved

We saw in the scenario that there are differerésrahvolved in the compliance management
lifecycle of business processes. Accounting expddstify relevant accounts and balance sheet
items, compliance experts identify and design tbetrols, business process experts, like the
purchasing managers in our scenarios, have detiiledledge of relevant business processes
which comes into the play when identifying relevhosiness processes, and on a technical level
there are IT experts who are responsible for impl@mg and maintaining the controls on the
business process and software applications whallzeethose processes. Control testers have the
task of checking the effectiveness of controls, owhis subject to later assessment etc.
Additionally there are external auditing firms wbertify the compliance of an enterprise.

Within an enterprise, each person in each of thekes has to cooperate in order for the
company to achieve compliance. Each of these taests own interest, and expertise, and each
uses different terminology. The alignment of theskes is one of the important reasons why
achieving and retaining compliance requires a gpé&@atment beyond the technical challenges
discussed so far.

Enterprises require a shared cooperative envirohfieerthese different roles, a need which
they address mainly to theirstandard software pergi such as EAVendor. We provide a
cooperative environment for designing and deployiogtrols on business processes, which can
be used by compliance experts in conjunction withiteess process experts. Further we provide
a set of control patterns, which provide the lamguand terminology for compliance and
business process experts to communicate in theidahbusiness process compliance.

2.5 Conclusion

We have introduced two use cases for complianceir Thscussion revealed that compliance
of business processes, in particular their contegluirement, isorthogonalto usual known
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artifacts from business process management, namelpess process design and execution. This
is mainly due to the crucial difference betweentmmnobjectives and business objectives in
business processes. Business process compliancéecaonsidered as a separate layer of
business process management activities, whichtesgise-specific. In today’s business world,
the response to this is the definition and intraducof separate teams, organizations, and roles
in enterprises that have the task of interpretind achieving compliance for an enterprise. But
the question of how best to support such a layex achnical level is not yet answered.

The crucial questions are: how to design such @rlagd what are the relationships between a
separate layer for compliance and the existingnmssi processes. The requirements on this
separate layer inherent in compliance were elicitedection 2.4 : the scenario using the two
different compliance approaches taken by the tweo asse companies for the purchase-to-pay-
process. Here is a summary of the resulting liseqtiirements:

) Formal model of accounts, risks and business psesescluding their relationships
to each other

i) Semantic description dfignificanceof an accountrelevancefor a business process
and possibleisks on arelevantbusiness processes

i) Identification of necessary controls for a busin@sxess

iv) Model of a control and its relationship to businpsscesses

V) An approach for separated design of controls arsthbas processes

Vi) An approach for deploying separately designed otson business process models

vii)  Monitoring of control effectiveness during busingsscess executions

viii) A mechanism for handling possible control violagon

iX) A cooperative environment for compliance and bussngrocess experts for design
and management of controls

X) A common terminology of the domain in which theofwed roles communicate

In the rest of this thesis we will introduce andatiss methods and architectures for the design

and application of such a separate layer for canpk of business processes. As it was
previously mentioned, the requirements i-iii wititrbe addressed.
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3 Basic Concepts

Obviously, in order to understand business procespliance, one must first understand the
underlying concepts of business processes andngpl@nce. It is important to understand these
concepts in order to develop their intersectiompriecise models that can be used to describe a
compliant business process and its execution.isnttiesis we define compliance as ‘adhering to
regulations in the area of enterprise risk manag&¢njeRM). As was stated in the introduction,
these regulations are in place in order to asdfeet®e internal controls within companies. The
main objective of this chapter is to introduce toee concepts of internal controls and business
process management which are used throughouthtssst

In section 3.1 internal controls are introducedyngl with an internal controls framework
proposed by the Committee of Sponsoring Organizai@OSO). The description of the
compliance domain included in this thesis is highijuenced by the COSO recommendations.
The provided models and the approach for achiebiumginess process compliance are in part a
result of our analysis of the COSO framework. Tigtoaut this section we will refer to SOX as
‘a popular regulation requiring internal controlengliance’. This introduction to internal
controls concludes with an analysis of some otkgulations in the area of ERM in order to
expose their relationship to internal controls.

In section 3.2 the key life-cycle phases of a bessnprocess are introduced. After their
introduction, they are put in relation to the imi@rcontrols by discussing the application time of
internal controls in business processes (Deteciverols vs. Preventive controls). Based on the
relationship exposed, a detailed argumentatiorauorf of the model-driven approach presented
in this thesis as being the core requirement falizeg a preventive nature of business process
compliance is given (section 3.3).

3.1 Internal Controls

There are several definitions and interpretatiohthe terminternal Contro| as it affects so
many different parts of an organization as welthesr responsible stakeholders. It also impacts
an organization on different levels, from strategianagement level to the way that IT systems
are managed. Thus the way internal controls arégies and assured may depend on the
organization, its risk and business environment #ed organizational level at which internal
controls are applied.

The committee of Sponsoring Organization (COSO)gpsed in €0S092] a popular and
mature framework for setting up internal contrelsenterprises. COSO defines internal controls
as:

“a process, effected by an entity's board of dioest management, and other personnel,
designed to provide reasonable assurance regardhg achievement of objectives in the
following categories: a) Effectiveness and efficierof operations; b) Reliability of financial
reporting; and c) Compliance with laws and regubais.”

Effective internal control is supposed to assuet #m organization generates reliable financial
reporting and complies with the laws and regulaitmwhich it is subjected. Naturally, internal
control cannot absolutely insure that the objestieé an organization will be met. This often
depends on exterior factors, such as competitioteanological innovation. These factors are
outside of the scope of internal control; therefaféective internal control provides only timely
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information or feedback about any progress which lbeen made towards the achievement of
operational and strategic objectives, but cannatantee their achievement.

Internal control plays an important role in the vaation and detection of fraud under the
Sarbanes-Oxley Act (SOX)sPpx02]. The SOX requires that companies perform a risk
assessment and assess related controls. This llygiveolves identifying scenarios in which
theft or loss could occur and determining whetheéstang control procedures effectively manage
the risk level (see the use case example presentdthpter 2). The SOX comprises 69 different
sections organized in 11 titles ranging from addiil corporate board responsibilities to criminal
penalties and describes specific mandates andreagemts for financial reporting. Here is an
overview of those SOX sections affecting softward &-systems, which are outlined in Title 3
(Corporate responsibility) and Title 4 (Enhancetficial disclosures):

= Title 3, section 301 (Public company audit comnesde The auditing committee shall
establish procedures for confidential and anonymepsrts by employees of an
organization regarding questionable accountinguditeng methods and issues.

» Title 3, section 302 (Corporate responsibility fimancial reports): Management is
responsible for effective disclosure of controls @nocedures regarding financial
reporting, operations and compliance, and discesiisignificant deficiencies in internal
control to audit committee and external auditors.

= Title 4, section 401 (Disclosure reports): All ntedécorrections (corrective actions) must
be included in the financial reports, which haverbelentified by external auditors.
Further, investors must be provided with a cleatanstanding of the company’s balance
sheet situation and the way the balance sheetsitdms are affected by the activities in
an organization.

= Title 4, section 404 (Management assessment ahialteontrols): Periodic reports
should include a report from management on thegffeness of internal controls over
financial reporting. This report should contain daoentation on the control designs and
effectiveness, their tests, disclosure of any natereaknesses, and their attestation by
external auditors.

= Title 4, section 409 (Real time issuer disclosuf@nely information on material
changes in the financial conditions and operatafithe company must be provided.

The most important part of the SOX for IT-systemsssection 404, which requires the
realization of effective internal controls in comges. Section 302 defines the requirements
defined in section 404 as ‘management respongibilit this thesis our most important goal is to
provide novel methods and solutions for the impletaton ofsection 404 which will implicitly
support management in substantiating the secti@ré&juirements of the Sarbanes Oxley Act.

The internal controls compliance must be reportexogically to external partners. The level
of possible deficiencies in the internal controfsaocompany will be assessed based on these
reports. The internal controls compliance of a canypwill then be decided based on these
deficiencies.

COSO defines deficiency aa ‘tondition within an internal control system worthf attention.

A deficiency, therefore, may represent a perceiygatential or real shortcoming, or an
opportunity to strengthen the internal control gystto provide a greater likelihood that the
entity’'s objectives will be achievédThere are 3 levels of deficiencypGAOB04]: control
deficiency, significant deficiency and material Weeass. PCAOB04] gives the following
definitions for different levels of deficiency:

= “A control deficiency exists when the design or apen of a control does not allow

management or employees, in the normal coursertdrp@ng their assigned functions, to
prevent or detect misstatements on a timely bd8iSAOB04, section 8]
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= “A significant deficiency is a control deficiency, ammbination of control deficiencies,
that adversely affects the company's ability tGate, authorize, record, process, or report
external financial data reliably in accordance withenerally accepted accounting
principles such that there is more than a remokelihood that a misstatement of the
company's annual or interim financial statement it more than inconsequential will not
be prevented or detecte@PCAOBO04, section 9]
= “A material weakness is a significant deficienciycombination of significant deficiencies,
that results in more than a remote likelihood thahaterial misstatement of the annual or
interim financial statements will not be preventedietected”[PCAOB04 section 10].
Although material weakness is the relevant issu@tiblic reporting on internal controls, there
exists no automatable process for identifying aemat weakness in the internal controls of a
company. This is because the making of such a rdetation cannot be expressed in only
quantitative terms. Material weakness can inclugleal concepts: the level of risk, materiality
in relation to the entity’s financial statement:idathe timeliness of error detection. A
shortcoming in the internal control system of amegrise may actually be considered as a
material weakness, whereas the same shortcomitogt(sn) in another enterprise may only be
considered as a control deficiency by the audi@rperts. The reason for this is that the impact
of a loss caused by a deficiency is relative tosike and to the financial situation of a company.

3.1.1 Roles and their Responsibilities in Internal Controls Compliance

We introduce the roles and their responsibilitiest ta publicly traded company must enact in
order to comply with SOX 404 and 302. This moddl thien serve as a generalized pattern for
compliance with other regulations in the area ofMERhey will be described in sub-section
3.1.3) which are associated with internal controégarding necessary roles and their
responsibilities.

SOX 404 requires the assignation of the followirggidct roles:

» The Management Teamembodied in the person of Chief Financial OffiFO) who
takes personal responsibility for an effective iempéntation of internal controls.

= Compliance Experts The management team is usually supported by @aspeam or
even a department dedicated to SOX compliancerdathal audit experts. The task of
identification, design, and effectiveness checkihefcontrols is delegated by the CFO to
these experts, whom we will call compliance expé&mmpliance experts act in
conjunction with requests from the CFO. They hastaited knowledge of regulatory
requirements. They have little or no knowledgehef tealization of business processes in
an enterprise. Their main task is rather to dediné monitor the necessary controls
according to the risk assessment, and to notifgragntities in the enterprise in the case
of control violations. They do not define how tangra process into a compliant state
because this is the task of the business processtex

» Business Process Expert§hese groups of people are responsible for ratldwasiness
processes residing in operational departments,ertherbusiness processes are run. Their
task is to implement the identified controls acaogdo their design. Typical
characteristics of business process experts in¢dladimg the knowledge of configuration
and maintenance of processes while keeping busnigsstives (goals) in mind. For
example, the business objective of a purchasinggsis simply to set up a process in
which internal orders can be processed and sesuppliers so that the ordered goods can
be received and supplier invoices paid. It is obsithat in large scale ERP systems this
role is carried out by different persons, or evegmlifferent organizational units. This
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group of persons in an enterprise usually hage littino knowledge of regulations and
compliance requirements, but very detailed knowdeolighow a process is implemented.

» Business UsersBusiness users are the employees in a companyaetbally fulfill the
business tasks (using business processes). Thaysha/e compliantly by using the
business processes in accordance with the con@olapliant behavior may or may not
be system supported.

» External Auditors: These are official bodies or external firms wissess and certify the
effective design, documentation, and implementadiointernal controls. For most large
public companies, external auditors will be frone af these four firms: Deloitte, Ernst &
Young, Price Waterhouse Coopers, and KPMG. Thikwall however not touch upon
their role in business process compliance.

3.1.2 COSO - A Framework for Internal Controls

Section 404 of SOX requires that management of phielic companies implement and
document a system for internal controls compliaiig. SOX does not give any guidelines on
how to realize an effective internal controls sgstdt rather recommends using well-known
frameworks as a best practice to set up an efieatiternal control process. COSO, which was
mentioned earlier, is mostly recognized by regalatbodies and auditors as a de facto standard
for the realization of the internal controls systdm the internal SAP project ICCOMP (see
section 1.2) COSO was selected as the guidelimaefnark for defining internal controls on
business processes.

COSO emphasizes an internal control whichas specific to one event or circumstance, but
rather to a series of actions that permeate aty@néctivities. These actions are pervasive and
are inherent to the way management runs the bissingdss implies that being SOX 404
compliant is not a one-time task. It is a contimupuocess due to two facts: 1) Internal control is
itself a process and 2) SOX 404 compliance mugteedically reported.

COSO introduces two key terms for setting up aectife internal control proces€ontrol
ObjectivesandControl Components

3.1.2.1 Control Objectives

To provide a context for the implementation ofiiteegrated framework, COSO sets out three
types of objectives, referred to as control obyectypes, for management and auditors. Control
objectives of a control provide the measurablegtsr ¢ view of which the company can define
controls. COSO differentiates between the followtyyges of control objective£pS092]:
= Operations: Controls of this type should ensure that the camygs operating effectively
with respect to safeguarding resources against loss
» Financial Reporting: Controls of this type should ensure the prepanatif reliable
published financial statements (within the US imatordance with Generally
Accepted Accounting Principles — GAAP). To supphbit objective a series of
assertions underlying an entity’s financial stateteenust be made regarding the
following aspects:

o Existence or Occurrencé&ssets, liabilities, and ownership exist at a fedate
and recorded transactions represent events thatllobccurred during a certain
period.

o0 CompletenesdAll transactions and other events and circumsttitat occurred
duringa specific period, and should have been recogniz#tht period, have, in
fact, beemrecorded.
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0 Rights and ObligationsAssets are the rights, and liabilities are thigalions, of
theentity at a given date.

o Valuation or Allocation Asset, liability, revenue, and expense componarés
recordedn appropriate amounts in conformity with relevant appropriate
accounting principleslransactions are mathematically correct and apatsty
summarized, and recordedthe entity’s books and records.

0 Presentation and Disclosuréems in the financial statements are properly
described, sorted, amthassified.

= Compliance Controls of this type assure that the companyesthto all industry- and
environmental-specific laws and regulations to \uttte company is subjected. They are
dependent on factors such as the industry in wiielcomplany operates (food, health
and medicine, transport and logistic etc), the tguthe company is located in, etc.

3.1.2.2 Control Components

COSO recognizes that industries, companies, anchgesanent practices all differ. Therefore,
COSO recommends evaluating the optimal applicaifdhe framework in the subjective context
of the specific company concerned with realizing ititernal control process. The fulfillment of
the control objectives introduced above is achieakuhg five essential control components
which should be acknowledged by the company andtasd The description of control
components is narrowly adhered to by COSO in otdeneet the dynamic process of internal
control and to control for its subjective naturéheTfive components are interrelated and are
derived according to the way the management rumbuisiness of a company. These components
are:

= Control Environment

* Risk Assessment

= Control Activities

= Information and Communication
*= Monitoring

3.1.2.2.1 Control Environment

This component refers to the overall tone of thgaaization. . It includes integrity and ethical
values. It also applies to the competence of thiéy&npeople, the management’s philosophy and
operating style, the way management assigns atithand responsibility, and organizes and
develops its employees, as well as the attentiah direction received from the board of
directors. The control environment is reviewed byeeal auditors who pay attention to the
following aspects:

» Existence and implementation of codes of condudtather policies regarding acceptable
business practice, conflicts of interest, or expeéctandards of ethical and moral
behavior. This is directly related to section 30B0X.

» Dealings with business partners including supplieastomers, investors, creditors,
insurers, competitors, and auditors, etc.

» Pressure to meet unrealistic performance targptsticularly for short-term results — and
the extent to which compensation is based on arigekiose performance targets.

Control Environment is the most subjective componenCOSO. It is not discussed in this
thesis.
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3.1.2.2.2 Risk Assessment

Risk assessment is a methodological approach toctiminuous identification, analysis,
control, and monitoring of critical situations aedents by proactively using adequate processes,
methods, and tools in order to balance the effbnnanaging events and the impact of these
events.

The COSO risk assessment process calls for rightifib@ation and analysis as a company
generates revenue and manages expenses. The hisksare due to internal or external factors
and which affect the company’s achieving its deficentrol objectives are those upon which the
most focus is placed. The risk assessment sholltvfohe specific company’s value chain of
activities [Green, 2002]. The value chain of activities is directly refled in the balance sheet of
a company (See as examples for risk assessmeniséheases in 2.2 and 2.3). Obviously the
value chain is different for each company. Riskeasment is an iterative process and should be
tightly integrated into the planning process okaterprise.

Further, according to COSO, risks have to be ségériato two different levels: thentity-
wide leveland theactivity level

Entity-wide risks influence the company as a whéeternal factors influencingntity wide
risks can include: Technological developments, gl customer needs or expectations,
changing competition situations, new legislation regulation, natural disasters, and global
economic change. Internal factors influencing gntiide risks can include: Disruption in
information systems, quality of personnel, methadstraining, and motivation; change in
management responsibilities, nature of the entag®vities and employee accessibility to assets,
and unassertive or ineffectual board or audit cotees.

Dealing with risks at thactivity level,according to COSO, should help the company togocu
on major business units and existing functionsetinersuch as sales, production, marketing, etc.
This is done by identifying control objectives fbusiness processes that affect significant
accounts. To avoid overlooking relevant riskssibest to identify potential risks while ignoring
the likelihood of risk occurrence. We will focus asks associated with the activity level of a
company.

A further COSO requirement is thanage the change an enterprise. Every entity needs to
have a formal or informal process, whose purpode identify conditions that can significantly
alter its ability to achieve objectives. Some o tthanging circumstances that require special
attention are:

» Changed operating environment

= New personnel

= New or revamped information systems
» Rapid growth

= New technology

= New lines, products, and activities

= Corporate restructuring

Basically, managing the change states that buspres®ss reengineering has to be followed
by an updated risk assessment in an enterprise.efhphasizes the nature of risk assessment as
an iterative process.

3.1.2.2.3 Control Activities

A control activity is a procedure instigated in @rdo mitigate the risk that a control objective
may not be achieved. It is very important to empeaghe nature of a control activity (in the
following, a control) the way the compliance andlitars understand it, since it may easily be
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misunderstood as the control objective itself. Tegsential elements of a control areptdicy
and itsprocedure the policy is in close relationship with the amhtobjective, which was the
original motivation for defining the control. Thegeedure of a control assures that an action, or
a set of actions, will be carried out in order ts@re the policy of a control. For example if an
approval or authorization for a certain businesll@ctivity is required (the policy), then the
control exists in order to check the approval othatization procedure for that business level
activity is in fact carried out as required. Thentrtols are by no means bounded to the
information processing and IT level operations ofemterprise. For example, the policy of a
control in an enterprise which holds precious gadoisexample gold) in stock is to have a door
to the stock. Having a door does not assure theaaeffectiveness in this case, since the door
could always be open and everyone could enter.pfbeedure of the control is then to check
whether i) the door exists ii) it is closed andl @nly authorized personal may enter.

For SOX 404 compliance, a company may identify ssuesk areas that require mitigation by
control procedures. It is for this reason that thsult of a risk assessment, following the
definition and design of the according control dts, is a matched set of control objectives,
risks, and controls. Keep in mind that a contrdiirdigon is usually described in terms of its
policy and its procedure only. It is not separatelgntioned in such a matched set of control
objectives, risks, and controls.

There are several categorizations of control typdsch are relevant to different levels and
aspects of an enterprise. Theey can be locatedybridvels, as top level reviews of management
activities, system software acquisitions, the systievelopment methodology an enterprise uses
to build its IT Systems etc. For a comprehensige dnd discussion of control types, refer to
COSO E£0s092].

A control can b@reventiveor detective

Preventive Controls
Preventive controls are designed in order to aaoidinintended event or result. They exist to

avoid the occurrence of potential problems. They m@nitor operations and/or provide input to
operations. One example of a preventive contr@viagit to the activity level risks of a company
(as described in 3.1.2.2.2) is an inventory consydtem that predicts out-of-stock items or a
credit authorization system that checks credit hingss before goods are shipped. An example
of a preventive control which addresses the emtitle level risks of a company (see section
3.1.2.2.2) is a control which prevents a compaoynfhaving unqualified personnel by requiring
a certain qualification level in a job descriptidiurther examples of preventive controls are:

= Segregate Duties (An example of this control tygpprovided in section 2.3)

= control access to physical facilities and inforrmatsystems

» use well-designed documents (prevent errors)

» acash budgeting system which monitors cash flowisfarecasts of future cash flows

* an inventory control system that predicts out-ofktitems

» a credit authorization system that checks credithitness before goods are shipped.
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Detective Controls
COSO defines a detective control as a control desigo discover an unintended event or

result. It exists to uncover problems which couttpéde the achievement of control objectives
soon after they arise, by measuring the relevardanpeters of a process and indicating if they
deviate from a given plan. Some typical examplededéctive controls are

= periodic performance reporting with variances

» standard costing and variances

= reconcile receivables, i.e. to check on a peribd&ic that a company has received the

expected money from its business partners
= periodic credit history review etc.

3.1.2.2.4 Information and Communication

A properly designed internal control should provide management with information about
its performance. For this reason COSO requiresaltaimpany establish separate procedures that
will generate information about the state of intdrcontrols and communicate this information to
the appropriate managers.

This can be achieved with the help of informatigistems that produce reports containing
operational, financial, and compliance-related iimfation. They deal with internally generated
data and information about external events, a@witaind conditions necessary for business
decision-making and external reporting. Communicatin a broader sense must also occur
throughout the organization. Communication mustuodoom the top-down in order to inform
employees about the existence of internal contmtstheir respective responsibilities. A bottom-
up communication must occur to inform managemewnutlthe state and effectiveness of the
internal controls, in order to help managemeniate tfollow-up actions in case of deficiencies.
Effective communication with external partners, lsu&s customers, suppliers, regulators, and
shareholders, is also necessary.

3.1.2.2.5 Monitoring

Internal controls change over time, and effectivecpdures may eventually become non
effective. This may happen due to new personnedngéd business practices or a changed
control environment. For this reasons, internalticis systems need to be monitored. This is a
process which, over time, will help the assessmehtthe system’s effectiveness and
performance. This is accomplished by ongoing moimigpactivities and separate evaluations of
the internal controls system.

3.1.3 Relations between Internal Controls and Regul atory Compliance
Requirements

We have introduced internal controls, with COSQhesrelevant framework for realizing an
internal controls system in an organization. Théstexce of an effective and effectively
documented and implemented internal controls sysseraquired by SOX 404. The reader may
ask how regulatory compliance requirements in gdnare related to the internal controls
system. What does having an effective internal ratsitsystem mean with respect to other
regulatory requirements with which an organizatiomst be compliant? Internal control is about
enterprise risk management (ERM), thus only thesgulatory requirements associated with
ERM should be considered. In this sub-section,deatify the existing redundancy among some
key regulations associated with ERM. With the iderdtion of this overlap, the cost of
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compliance can be reduced by simply eliminating th@undancy in the related compliance
processes.

We will first briefly introduce those regulatorygeirements associated to the ERM (other than
SOX), which were selected for the analysis. Thi¥ahg list of regulations does not represent a
complete list of regulations associated with ERMe3e were selected according to the amount
of attention they receive from the compliance etger

= Basel Il in Europe and its US counterpart: Inteeragy Operational Risk Supervisory
Guidance on Operational Risk Advanced Measuremeppra@aches (AMA) for
Regulatory Capital
The Federal Deposit Insurance Corporation ImproverAet of 1991 (FDICIA)
The Gramm-Leach-Bliley Act of 1999 (GLBA)
Solvency li
Grundsatze ordnungsmaldiger DV-gestltzter Buchfigasysteme (GoBS)

We will then compare these partly overlapping ratprdy requirements and discuss their
common elements and requirements. Based on this,wille identify opportunities for
organizations to construct a holistic approach d@alizing enterprise-wide risk management,
which reduces the cost and efforts necessary ierdodoecome ERM compliant.

Basel I

Basel Il Baselll08] is intended by international bank regulatory awities to promote
enhanced risk management practices and to bejarralnimum regulatory capital requirements
with the risk profile of a banking institution. titsitions qualified for Basel Il will be allowed to
use their own internal models for quantifying opieraal risks. Quantified operational risks will
help to determine minimum regulatory capital. Quadtion will be subject to regulatory review
on a qualitative and quantitative level. Basekslabout applying state-of-the-art risk management
of operational risk and internal controls systemd aetting minimum capital requirements for
banks.

FDICIA

The Federal Deposit Insurance Corporation Improvemet of 1991(FDICIA) FDICIA91]
was one of the earliest efforts to promote a formigrnal control discipline, with the process of
attestation of the adequacy of internal controlsidér the annual audit and reporting
requirements specified in FDICIA all insured depasi institutions with $500 million or more in
total assets are required to submit annual manageassessments of their internal control
structure and to obtain attestations of those ass&#s from their independent external auditor.

Banking institutions are the main focus of FDICMhich mandated that federal banking and
thrift supervisors pass specific regulations t@lelsth standards for the safe and sound operation
of a banking organization. As a result, specifigulatory definitions of effective internal control
structures, and requirements for annual managemeview and board reporting were
established. It made executive management, thrthugjh assertions, personally responsible for
the internal control structure of their organizato

Solvency i

Solvency Il Romeike et. al, 2006] is relevant for insurance companies that opemathe EU.
Its purpose is to create an international standacbframework that insurance regulators can use
when creating regulations about how much capitainsarance firm needs to put aside for
unforeseen events. Solvency |l prescribes thregsavkrequirements for insurance companies: i)
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quantitative requirements, mainly regarding the amboof capital an insurer should hold, ii)
requirements for the governance and risk managewofemsurers as well as for the effective
supervision of insurers, and iii) disclosure arahsiparency of processes.

GoBS

Grundséatze ordnungsmaliger DV-gestitzter Buchfigasysteme (GoBSPhilipp, 1998] is a
German law and regulates the electronic procesdiagcounting and their underlying IT-
systems. It can be considered as equivalent to B@érmany. It basically prescribes an internal
controls system as a “component of process docwanent within a framework of IT-based
accounting systems. It further regulates the retemequirements of the data and documents that
are produced and consumed by electronic accousyistgms and the rules applicable to security
in accounting systems.

GLBA

The Gramm-Leach-Bliley Act of 1999 (GLBA)GLBA99] imposes standards on how a
financial institution’s customer’s private financiaformation may be shared among commonly
owned businesses and with third parties. GLBA nmexguihat banking regulators write safety and
soundness standards for the safeguarding of cusiafoemation. It was used as an expansion of
the original FDICIA safety and soundness regulatidocording to GLBA, the (U.S.) banking
agencies are responsible for establishing comgatégulations, and enforcing these in the banks
they regulate. One main focus is the need for tigoimg assessment of the adequacy of internal
risk management processes. GLBA auditors and regalassess GLBA compliance on an
enterprise-wide basis based on the managemenpsmnebility for risk assessment processes,
risk management systems, and risk controls.

3.1.3.1 Comparison and Discussion

Often an organization has to be compliant with meéhan one of these regulatory
requirements. It is difficult to quantify and segagée costs according to each regulation. A close
look at FDICIA, GLBA, GoBS, SOX, Solvency II, andaBel Il / AMA requirements reveals
certain common principles. They aed{S05]:

= A greater emphasis on internal control systems @nodesses and their impact on
operational risk;

= Extended requirements for risk assessment and dtsindentation and supporting
evidence of sound systems of controls;

» The need for clearly defined roles and responsigsliregarding senior management’s
overseeing of internal control systems, with spediccountability and penalties for
non-compliance directed at responsible individaalg entities;

= Concern for the accuracy and transparency of fiahneporting and their related
controls;

= An increased need for operational risk data cabecand quantitative processes; and

= Better alignment of minimum regulatory capital regments with the risk profiles of
supervised institutions, specifically with regaodaperational risk (and internal control
systems).
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The overlaps between these various sets of reguledquirements can be drawn to show the
convergence of the internal control certificatiord attestation processes. The main challenges
are:

= Determining which business processes should baded in the evaluation of risks;

= Determining which controls are relevant;

= Documenting the design of the controls;

= Evaluating the design effectiveness of controls;

» Evaluating the operating effectiveness of controls;

= Determining which control deficiencies are of a magde great enough to constitute a
material weakness;

= Documenting the results of the evaluation; and

» Communicating the findings to the auditory.

Thus it is obvious that bringing a higher levelsopport and automation to the above aspects
will improve the introduction and maintenance ofiaternal controls system and consequently
will improve regulatory compliance in area of ERM.

3.2 Business Process Management

Business process management (BPM) can be considsredset of management activities
related to business processes along a timelines Husiness process management can be
described by the set of these management activhigsdescribe the life cycle of a business
process. Business process management life cyclelmbdve been proposed in among others,
[van der Aalst et al, 2002a] [zur Muehlen, 2004] [Dumas et al, 2005]. In this thesis we follow
a slightly extended life cycle model compared ® ttodel proposed byyr Muehlen, 2004]. In
our case we see business process verification anichgn(which will be described in sections
3.2.6 and 3.2.7) as separate stages. The reasotisidare: i) that our model, based amr|
Muehlen, 2004], reflects a consolidated view on business progeasagement proposed by
[Heilmann, 2005][Neumann et al, 2003][Galler et al, 1995][Striemer et al, 1995] ii) that in
addition to activities in a business process matledlso considers the resources that are
consumed and the outputs that are produced byiadsgsprocess and iii) that it is the way that
most commercial and open source BPM solution pergidealize their business processes with
respect to the infrastructures for using thosermss processes. The life cycle comprises the
management activities of analysis, design, impldgatem, execution, monitoring, and
verification and validation.zur Muehlen, 2004], in contrast, combines the two latter phases
together and calls it evaluation.

3.2.1 Business Process Analysis

This phase is the first life cycle phase of busna®cess management. In this phase, not only
does one analyze how a process should work, oneaalyzes and defines the roles involved in
the operation of the process on an organizatianattsire level. The result of this phase is a set
of business level requirements on the businessepsoavhich serves as input to the next BPM
phase.

3.2.2 Business Process Design

This phase, also called Business Process Modekngbout capturing the business level
knowledge of a domain produced during businessgsanalysis in one or more models. In our
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understanding of business process design, we asthanhéhe produced models arecutable
Therefore a minimum requirement of the resultingadigtion of the model is that it must be
expressed in clear syntax in order to be interpteteand executable by an execution
infrastructure.

3.2.3 Business Process Implementation

The proposed business process model produced dhwengrevious phase is the input for the
technical realization of the business process. iBhislated either to software development, if no
pre-built business process infrastructure is usedy business configuration (see section 1.2), if
the software is deliverd by a standard softwarevides. In the latter case, the process model is
used as a blueprint for the adaptation of an exjssiystem in order to reflect the requirements
formulated in the analysis phase and technicallgetex in the design phase.

3.2.4 Business Process Execution

This phase, also called enactment, relates todh aperations of the business process. Based
on the implemented business process, business esacs the business process to fulfill their
assigned function, be it to order goods, sell goetts In this phase, the business process
infrastructure is used to handle individual casegeoed by the business process. We call such a
case, which is a grounded member instance of teené&ss process model,basiness process
instance This instance reflects individual informationatdd only to that instance. We call the
entity containing all individual information for lausiness process instancdwasiness process
context A business process instance can unambiguoustebéfied by its context.

3.2.5 Business Process Monitoring

This phase is also called Business Activity Monitgr Monitoring is a continuous activity that
is performed with respect to individual businesscpss instances. During this phase, each
instance is tracked according to defined metriagsilBess process monitoring can be used to
obtain information about the current state of aifmss process instance. This can be used as
basis for communication with business partners. @.gustomer calls and requires information
about his order) or it can be used to detect probleith a certain business process instance (e.g.
a delivery has not reached the customer).

3.2.6 Business Process Mining

Business process mining is a relatively young gise in business process management,
which relies on business process monitoring. The @i process mining is to analyze event logs
extracted through business process monitoring. &tteacted information can then be seen in
comparison with the previously designed model. Thibws process analysts to detect
discrepancies, bottlenecks, or contradictions betwie currently executed business process
instance and its model. Another usage of businesseps mining is to discover process models
based on event logs that were produced by infoomaystems. The motivation behind the latter
usage is that often in companies business processsiswithout being formally designed or
communicated. They exist implicitly because empésyanformally do their daily work
supported by various information systems which theild the business processes. Mining
techniques applied on event logs produced by irdtion systems enables us to discover and
determine explicit (formal) process models.
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3.2.7 Business Process Verification

Verification addresses the correctness of a busipescess model. It focusses on two aspects:
1) that a model satisfies a set of properties ghwea formula and 2) checking general properties
of a model regarding its “syntactical” correctneBle first aspect is subject to model checking.
The second aspect is related to determining isshesh can exist in a process model design such
as determining deadlocks or constellations in whacprocess execution of the given model
would never terminate. We consider business prooesfication as a management activity on a
process model during the design phase useful fterméning in advance whether a process
model exhibits (or does not exhibit) certain dddeabehaviors. By performing this verification
at design time the model can, based on the pokgmthlems identified, be modified before it is
executed. Technical verification of a process magtektly depends on the language, i.e. the
formalism used to express the business process| modeg the business process design phase.

3.2.8 Business Process Validation

The task of business process validation is to ciduither a process model works as designed.
Compared to business process verification, it carcdnsidered as a “higher level” check of a
business process. The validition of a businessegs®ds a more difficult process than its
verification. This is because verification requisebogical analysis of a process model, while the
validation requires matching the behavior of a bess process execution with the requirements
formulated during the business process analysisgphas a basis for validation of a business
process, both business process monitoring and dmssiprocess mining can be used. The core
difference between verification and validationhattwhile verification results let the user know
whether a business process model is designed tgrfgs design accords to a specification),
validation determines whether a business processkswas designed (its execution is in
accordance with its specification and design).

3.3 Interrelationship between Business Process Mana  gement
and Internal Controls Compliance

Business process management carried out in theegtitases is well recognized as a means to
enforce corporate policies. Regulatory mandates @dfine policies and guidelines for business
practice. One may question why a separate modédiagity in addition to those available in
BPM is required to capture and enforce compliarespirements for business processes. We
identify the following reasons:

= Firstly, the source of the control objectives angibess objectives will be distinct with

regard to ownership and governance as well to iimaeMWhereas business objectives for
business processes within businesses can be esdpecteave some similarities, control
objectives will more often be dictated by exters@lirces and at different times.

= Secondly, they have different concerns: businegscbbes and control objectives. Thus

the use of business process techniques and largytmgeodel control objectives may not
provide a conceptually faithful separation of thw® tdomains. Compliance is in essence a
normative notion, and thus control objectives amedbmentally descriptive, i.e. indicating
what needs to be done (in order to comply). There islesnwte of some developments
towards descriptive approaches for BPM, but theskksvwere predominantly focused on
achieving flexibility in business process executi@ee e.g.Hagerty, 2007] [Sartor,
2005]).
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= Thirdly, there is likelihood of conflicts, inconsencies, and redundancies within the two
specifications. The intersection of the requireraeartd the modeling perspective needs to
be carefully studied.

And why not model the controls during the busingssess design phase in accordance with
the business process model produced with the Hetheoselected business process modeling
language? Reducing business process complianchetdusiness process design phase has
several drawbacks, from both a legal and a techperapective:

A compliance project requires a certain approasmfan auditing perspective, which defines a
set of requirements on the IT system landscapenoérderprise. Actually, in the context of
regulatory requirements such as SOX, the law requihat the internal controls on different
entities in enterprises leffectivelyapplied during the execution time of business ggees. This
means that the enterprises have to prove that tirerresses and internal controls work as
planned in daily operations.

Therefore a pure design time based approach ddefilho satisfy the requirements set by
regulations such as SOX. Further, the manual embgdd all compliance requirements into the
process models has several technical drawbacks:

= Firstly, the process models become too complicatetreadable and manageable when

they are directly, i.e. manually enriched with tdmenpliance controls.
= Secondly, since the compliance requirements ombssiprocesses are usually defined and
implemented by different stakeholders in entergriaad they have different life cycles,
they have to be separated from the original busihggic of a process. This requirement
becomes obvious when considering the fact thatréqaired control option of a business
process is reset due to some operational reasactsas faster transactional response time
or similar, the business process will still functiproperly in terms of fulfilling its
“business objectives”, namely “purchasing goods™s#lling goods”, but will no longer
fulfill its “control objectives”. For an example afuch a situation, please refer to the
different use cases introduced in section 2.2 aBd 2

= Thirdly, from the perspective of a standard sofevarovider, the shipped process models
become less reusable for different customers if dbmpliance requirements are “hard
coded” in the original process models. The custsnaat in different environments and
have different compliance requirements for equivalbusiness processes (equivalent
business objectives). Therefore, the compliancaiiregpents have to be designed and
provided separately.

Further, from a compliance auditing perspective, ¢dbompliance requirements are tested and
certified as late as possible in the managemeetdjyfcle of a business process by external
auditors, namely during the execution phase obtigness process — possibly by processing logs
collected through monitoring techniques.

All of which serves to illustrate that a novel apgeh is required to 1) decouple the internal
controls from the business process and 2) redueeetfort (especially the technical skills)
necessary for setting/managing new control objestiaccording to their controls. The necessity
for such an approach can also be practically adariby referring again to the compliance use
cases described in sections 2.2 and 2.3, whereawettse orthogonal nature of compliance
compared to the business process (as concludedctios 2.5). As shown in those cases, the
reasons we've taken such a compliance approachedound in the nature of internal controls
compliance. It forces us to define separate rolesai company (see section 3.1.1) and
consequently separate technical layers for compdian

However, the challenge inherent in such a techrepgr is that on a representation level
(namely in the business process design), we aiootceptually separate the controls from the
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business process, and on the level of their exatute aim to tightly integrate the controls with
business process execution in order to supporctimrol effectiveness at runtime. We must
therefore strive to effectively separate and thehecently reintegrate each control, out of and
then back into, its respective business process.

Detective Controls vs. Preventive Controls

There are several approaches which put the abolk Bfases to some use, either alone or in
combinations, in order to handle the internal castcompliance of business processes. This
leads to different relationships between internahtmls management and business process
management, especially with regard to the life eyghases. The core difference between the
different approaches is whether they aim to supgetective or preventive controls (see COSO,
section 3.1.2).

One can use business process verification to civbether, during business process design, a
process model that satisfies certain controls, teina these controls) is produced. As discussed
before, this is not sufficient from the auditing ggective. The reason is that with this strategy an
enterprise only documents that it has designedcdimdrols. It must also prove that the controls
are effective while executing process instancesisthe business process execution phase has to
be taken into account as well.

In the area of detective controls there are culyregmto main approaches towards achieving
post compliance. The first retrospective reportingwherein traditional audits are conducted for
“after-the-fact” detection, often through manuaécks by expensive consultants. A second and
more recent approach is to provide some level tdraation througrautomated detectionhis
approach may be supported by usage of process gnigichnologies fan der Aalst et
al.,2005a]. The bulk of existing software solutions for cdmpce follows this approach. The
proposed solutions hook into a variety of entegpggstem components (e.g. SAP HR, LDAP
Directory, Groupware etc.) and generate audit tspagainst hard-coded checks performed on
the target system. These solutions often specializecertain class of checks, for example the
widely supported checks that relate to SegregatibrDuty violations in role management
systems. However, this approach remains “afterfdloé-detection, which we call assuring “Post
Compliance”.

A major issue with the above approaches (in varyiegrees of impact) is the lack of
sustainability. Even with automated detection faed the hard coded check repositories can
quickly grow out of control making it extremely fidult to evolve and maintain them for
changing legislatures and compliance requireméntaddition to external pressures, there are
often internal pressures within a company towardality of service initiatives for process
improvement, which have similar requirements. Tamglexity of the situation is increased by
the presence of dynamically changing collaborapirecesses shared with business partners. The
diversity, scale, and complexity of compliance iegments warrant a highly systematic and
well-grounded approach.

Figure 10 visually summarizes preventive contrads detective controls and puts them in
relationship to the according stages in businessgss management life cycle as described in
section 3.2.
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Figure 10The position of preventive and detective controlsibusiness processes

Based on the discussion above, we believe thast@isable approach for achieving business
process compliance should fundamentally hay@rewventive focus. As such, we envision an
approach that provides the capacity to capture Gange requirements through a generic
requirements modeling and enforcement frameworHt,sutbsequently facilitates the propagation
of these requirements into business process maeaelsenterprise applications, thus achieving
compliance by desigihe ideal is to have as many preventive contislpossible. The usage of
formal approaches, beyond all others, would fulfi# role of capturing the conditions in which a
detective control may be violated and to preverbatrol violation from occurring. Of course
one has keep in mind that the occurrence of a t&tecontrol violation may not necessarily
represent the occurrence of a risk. For this reasfthexible strategy has to be developed in order
to react to a control violation in a suitable wayis is important, since defining a general
blockingof all business process instances causing a ¢abtation may not be adequate.

Example 3.1:

Let us assume a detective control suchCisck whether the bank account of a supplier has
changed

Such a situation may or may not be a fraud sitnatfan existing supplier may in fact have
changed his bank account due to perfectly validlagdl reasons). Currently, the above detective
control is realized in the following manner:

1. An accounting expert periodically collects a setabifsuppliers from whom goods are
ordered.

2. He subsequently checks whether the bank accoumtmation of each supplier has been
changed.

3. He then investigates whether or not each suppéitarchined in step 2 exists.

Realizing such an approach is very inefficient argensive due steps 1 and 2, for which all
order entries and supplier entries must periodida#i manually visited by the accounting expert.
And in cases of fraud, the order has already bebmgted and must be retroactively retrieved.

One can design such a detective control as a ipiigeecontrol and execute the control
automaticallybeforean order has been submitted to a supplier. Inrdaaddo this, the following
requirements must be realized:

A. Define the triggering event of a control as a mdbat can be automatically recognized by
the system. In the example above such an eventdwarilbefore the order is sent to that
supplier (or even before it is approved)

B. Capture the conditions that could potentially repré a fraud in that model. The
occurrence of such a condition could then be auticaily recognized. In the case of the
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above example such a condition would be the s@natthere the banking account of a
supplier has changed”

Providing the above-described requirements enattlesoriginal detective control to be
realized as a preventive control. The efforts nemflifor assuring internal controls compliance are
reduced by eliminating the manual steps 1 and Z;lwivere necessary in the original detective
approach.

In cases where the conditions of the preventivdrotmn(see B) become true during the event-
part of a preventive control (see A), the curramibess process instance could be blocked from
continuing and a notification message for the anting expert could be generated. The
accounting expert would then continue with step 3.

3.4 Conclusion

In this section we introduced the basic conceptsntd#rnal controls and business process
management. By looking at other relevant regulateguirements in the area of enterprise risk
management (ERM), we showed the common requirenfentie existence of an effective, up
and running, internal controls system.

As a consequence of those requirements, we provdel methods and solutions for realizing
effective internal controls on operative businegsxesses. These methods rely on the fulfillment
of the following requirements:

» a functioning “Control Environment” of COSO in anterprise
» aguaranteed top-down “Information and Communicetimeaning that the necessity
and responsibility for internal controls is comneated by management to the employees
» a set of selected significant accounts, relevasinass processes for those accounts, and
assessed risks and controls proposed by complexpssts.

Given this, the methods and solutions providedis thesis then address the following COSO
components:

= Control activities: Design of controls on businpsscesses

» Bottom-up Information and Communications: Issues stortcomings are communicated
to management and responsible roles in an enterpris

» Monitoring: The operations of business processesramitored for effectiveness of the
prescribed controls in daily operations.

We call a business process in such an environnmanplant (Business Process Compliance)
and mean: explicitly compliant to regulations asstec with ERM.

We further discussed relevant phases of businesegs management with regard to internal
controls. We discussed the difference between tietegnd preventive controls and how they are
related to the business process life cycle. Weeatghat an effective and efficient strategy for
achieving business process compliance should havy@esentive nature, which supports
compliance by design in a business process, wheletsctive controls represent a post-
compliance. The requirement for realizing a preiwenhature of compliance is to capture the
entities involved in internal controls in preciserhal models.
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4 Domain Model for Business Process Compliance

In the previous chapter, we introduced basic coscéipat are used in business process
compliance, namely internal controls and businessgss management. In this chapter we move
from a rather informal discussion towards more igeeanodeling of business process compliance
and the necessary artifacts for defining and aahgeit. This chapter aims to provide a formal
framework in the form of a set of modeling entitiessed on which the controls on business
processes will be define. The business processuggras will then be validated according to
those controls.

For this endeavor a top down approach is usedt &rsupper model for business process
compliance is formally described by introducing sobbasic sets and the relations between them.
In the next step we concentrate on a part of theumodel, namely the relationship between
controls and business processes. We introduceefaeence model that we propose in this thesis
to ensure the effectiveness of controls in busipessesses. The reference model sets different
phases in business process and internal controtgageanent in relation to each other. These
phases should support the effectiveness of conimosisiness processes. The reference model
proposes to use a verification and validation apginato ensure the effectiveness of controls in
business processes: Business process verificatisores that a business process model is
deigned as required. Validation ensures that bssimocesses work in daily operations as
required by the controls through validating theibeiss process executions.

In order to define controls on business proceses,notion of controlled entities will be
introduced. They are the entities in a businessga® that are controlled by a control during
execution time of business processes. The rolgasition of the controlled entities in a business
process must be precisely captured. Controllediestare further used as artifacts serving the
modeling of a control. Chapter 6 will present atooinmodel that can be designed on business
processes building on top of the controlled erttitieescribed in this chapter. To support the
readability of the formal descriptions and thelat@nships, an object-oriented approach is used
in the endeavor to describe models: With the udifieodeling language (UML) providing a
modeling set of constructs there exists a languadequate for capturing the structural
complexity of the models represented on a statiellaVe use basically the structural features of
UML in terms of class diagrams.

In summary, the objectives of this chapter areetiocdd:

1. To establish a reference model for supporting o&in business processes

2. To construct a formalized repository of businesscpss models building on top of the

controlled entities, on which a control will be dpsed.

3. To construct a formalized repository of businesgess instances building on top of the

controlled entities, which must behave as requingthe controls.

In section 4.1 we give a formal definition for thpper model of business process compliance.
The definition is exemplified by the situation bktuse case companies presented in chapter 2. In
this section we introduce the interconnection ofsibess process and internal controls
management in terms ofthe reference model for stipgahe effectiveness of controls. Section
4.2 introduces the controlled entities (CEs) inusibess process. Here a model of business
process, consisting of the controlled entities #ralr relationships to each other, is motivated
and formally described. In section 4.2 we furthevelop the necessary artifacts that are required
to assure the effectiveness of a control duringetxen of business processes (business process
instance). We conclude this chapter by discusshe related work (section 4.3). Here we

52



compare the related research in the area of intagrasks in business processes (section 4.3.1).
In sub-sections 4.3.2 and 4.3.3 a detailed disonssi current business process modeling
approaches is provided, along with a comparisothe$e to our proposed model of business
process capturing the controlled entities.

4.1 Formal Definition of Business Process Complianc e

In the following, the logical relationships betwedme first class entities identified and
exemplified by the scenario (see chapter 2) arducag. The core elements of the formal
definition of the upper model for business procassipliance are: a set of significant accounts
(ACCOUNT$, a set of risksRISKS, the set of relevant business procesB&S(in a company
and a set of control<CTLS on the business processes (see Figure 11). Amsygtsponsible for
business process compliance must contain the geete and implement the relationships
between them as shown in figure 11.

isRelevant

Figure 11 The involved entities and their relationkips in business process compliance

Definition 4.1: Business Process Compliance Definition (BPCD)

A tuple BPCD = (ACCOUNTS, BPS, RISKS, CTLS, isRelevant, congfitstivityRequires,
mitigates, isAssigned, riskAssessment, interdepeaadradicts)is called theBusiness Process
Compliance Definitionin which:

= ACCOUNTSSs a set of significant accounts

= BPSis set of business processes

» RISKSis a set of risks

= CTLSis a set of controls

» isRelevant7BPSx ACCOUNTSs a relation that maps relevant business prosesse
siginificant accounts.

= controlsis a total functiorCTLS - BPS.

» effectivityRequired/CTLSx BPSis a relation between the set of controls and/egie
business processes.

= mitigates//CTLSx RISKSis a total function

» isAssigned/RISKSx BPSis a relation between risks and relevant busipessesses.

* riskAssessmerl/ (BPS QRISKS CTLS)is a set of tuples of tydebps, rk, ctl) where
bpsO BPS, rks 2754S andctl O CTLS.
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» interdependd/CTLSx CTLSis a relation, which identifies those controls degiag
on each other.

» contradicts//CTLSx CTLS is a relation, which identifies those controls cadicting
each other.

The description of each of the relations in thevabdefinition is as follows and they will be
exemplified in next sub-section:
= controlsdelivers the set of controls that are requiredafbusiness processes
» isRelevantelivers relevant business processes on signifaarounts
» effectivityRequireslelivers business processes that are necessatlyef@ffectiveness
of a control
» mitigatesdelivers the risks for which a control exists.
» isAssignedshows the risks that have been identified forsirimss process
» riskAssessmens a relation that represents for each businessepsoits risks and the
controls mitigating them. This relation reflecte tresult of achieving COSO’s Risk
Assessment component (see section 3.1.2.2.2)
» interdependss a relation between those controls that mudiébdefined together on a
business process, because they depend on each other
= contradictsis a relation between those controls that are atlotved to be defined
together on a business process, because theydich&ach other.
The domain-specific-knowledge required for the riné¢ controls compliance for business
process reflected in BPCD (Definition 4.1) is detared by following sources:
» Analysis of non IT-related COSO framework as a aldd standard for realizing the
internal controls compliance recognized by regafatbodies and compliance/auditing
experts

» Analysis of Accounting Standards of the Public Camp Accounting Oversight Board
(PCAOB) [PCAOBO04], which has also ratified COSO.

= Participation in internal controls compliance pobge

4.1.1 Scenario Revisited

In the following each relation that occurred in BPee Definition 4.1) is shown graphically
using the two use cases of the scenario (see cHgpte

The relationisRelevanin the case of CustomerA (see section 2.3) is showrigure 12. The
procurement (in the case of CustomerA, the puralgalsusiness process) and its sales business
process are relevant for significant account&entoryandReceivables
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Figure 12 Example of RelationisRelevantin case of CutsomerA

Figure 13 exemplifies the functiaontrols and the relatiorffectivityRequiresn the case of
CustomerA. Controls CA1, CA2, CA3 and CA4 (seeisac?.3) are defined for the procurement
of CustomerA (its purchasing business process),regsethe control CA4 requires RfQ-sub-
process for its effectiveness (see section 2.2.5).

CTLS BPS
) )
i controls
CA1 Procurment
Exam ple: CustomerA CA2 ‘
[ cas |
CA4 ; RiQProcess
" rﬁed:vrlyReqtlrE -

Figure 13 Functioncontrols and relation effectivityRequiresn case of CustomerA

Relationinterdependss exemplified in Figure 14 using the use cas€astomerA. Controls
CA1 and CA2 depends on CA11 to be effective and Cédpends on CA12.
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Figure 14 Relation interdependdor CustomerA

Figure 15 shows the risks that were identified he tpurchasing business process of
CustomerA.

RISKS
Accepting BPS
Quotations isAssigned / ] N\
from first
supplier )
Example: CustomerA/| A I
] ) CustomerB pprovals Procurment
isAssigned take too long

Unauthorized
purchases
could be

executed \. - /

Figure 15 Relation isAssigned Risks that are identified in the Procurement of QistomerA and
CustomerB

Figure 16 exemplifies the relatiomitigatesfor some of the controls that were defined for
purchasing business process in case of CustomedACastomerB: In the case of CustomerA
control CA3 mitigates the risk of “Accepting Quatets from first supplier” and CA4 mitigates
the risk that “Approvals take too long”. In the easf CustomerB controls CB1, CB2 and CB3
are all required to mitigate the risk that “Unauthed purchases could be executed”.
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Figure 16 Relationmitigatesin case of CustomerA and CustomerB

The exemplification of relatiomiskAssessmenn the case of CustomerA is illustrated for
reason of better readability in the form of a tabkiead of a figure, as was the case for previous
relations. The table has the following form: Thestficolumn contains a list of relevant business
processes, the second column contains for each inthe first column a list of risks, and the
third column contains a control for each entry i@ ffirst column. One row of the table is
illustrated as an example in Table 7. A companytmtesent such a table (with rows for all of its
relevant business processes) to external auditors.

Table 7 Example of a Risk Assessment entry for CustomerAigkAssessmentelation)

Business Risks Control
Process
Procurement Accepting quotation from first supplier| CA3

Risk of selecting low-quality goods
Risk of having only one supplier

4.1.2 Selected Method for supporting the relation controls

We concentrate on the realization of the relatontrolsin BPCD (Definition 4.1)oetween
business processes and the existing controls amgany. We propose a hybrid approach based
on business process verification and validation.

Business process verification (see section 3.2.7sed to check the process model according
to a given business level specification. Since ee pilesign-time approach — as discussed in
section 3.3 — is not sufficient, our approach sufgpthe compliance validation of business
processes executions. This is achieved by mongdousiness process executions in order to
check whether business process instances violgtpramiously designed controls.

We require the existence of the &FLS(introduced in Definition 4.1), which means thag th
task of enterprise-specific interpretation of aulagon in the area of enterprise risk management
(ERM) remains that of the compliance experts. Themain-specific knowledge is necessary to
interpret a regulation for an enterprise. Basedha interpretation (Determining of significant
accounts, risk Assessment, etc.), the complianpereyroposes a set of necessary controls to
mitigate the enterprise-specific risks. Based an gloposed set of controls by the compliance
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expert, the business process instances will béedisand checked during execution time (see
Figure 17).

(@ )
Regulation Text Enterprise specific
§1... risks
§2...
§3...
Interpretation
Compllance
Expert

ﬂ Modeling

Monitor & Check
e

Execution facts

( : @.------.......p
BP Execution > BP Mining—J

Figure 17 Compliance expert identifies and providesa set of controls

In Figure 18 our overall method as the interconinacbetween business process and internal
controls management is presented. The bold arrtvw she flow between different phases in
business process and controls management. The ddashtmvs represent the way the roles
involved in business processes compliance are vedoin different phases of business process
and controls management. The two domains are fateallby different stakeholders and have
different lifecycle phases. On the one hand thegdesf controls will impact the way a business
process is executed. The test of controls carrigdog control testers (under the supervision of
compliance experts) may lead to (re)design of mgstontrols or to the definition of new
controls. On the other hand, a (re)design of anmssi process causes an update of the risk
assessment, which may lead to a new/updated sedvrafols. Additionally, business process
monitoring will support the validation of a busisgzrocess, which assesses the effectiveness of
internal controls on business process executiohs. résult of the validation will serve as an
input to internal controls certification.

58



Business Process Management Controls Management

Business

e l I ‘ l Compliance Expert
Business Process Risk P T i
Design H Execution r- 19 )
Expert g Assessment |« J
. ? l geressesssisresaenanaaneneaeas 4 S
< ¥ :

J ‘ Monitori l = Design ‘ Test :
= onitoring [&=T®  Design [ | = Test  [dsfgeeeeres 8
=T — :
I l l External Auditor
b |
‘ Verification ‘ ‘ Validation | 'P| Certification m

Figure 18 Selected Method: Verification and Validation of Busness Processes

4.2 Controlled Entities in Business Processes

In this section we introduce the concept of cotgwbkentities in a business process, formally
define them and present their position in a busipescess that is subjected by a control.

A control influences different dimensions of theymusiness processes are enacted, namely:

» The execution order and occurrence of its actwitie

» TheBusiness Documeniisvolved (including their attributes such as antoetc.) and

» TheUsersincludingtheir roles performing any action in a business process.

Each of these dimensions contains entities thaswgected to controls. We call such an entity

a Controlled Entity (CE) In order to develop a clear understanding of toenpliance
requirements on business processes, we must @gakcise model for the business processes
and identify the position of the controlled enstieithin them. In focus are operative business
processes such as Purchasing, Sales, Human Reddama&gement etc, which can be IT
supported using workflow technology. In the follogisub-sections such a model for business
process is introduced and formally defined, basedt® controlled entities a control will be
designed.

4.2.1 First Class Entities in Business Processes

In order to provide a modeling approach for comstial business processes, a precise model of
a business process, including the entities thatbeansed to design a business process together
with the relationship between them, has to be dpes. A control can then be modeled on top of
such a model. Current approaches in support ohbasiprocesses (their design, implementation
and execution, see section 3.2) can be viewed fsam of the following perspectives, upon
which they focus:
= Activity-based perspective: tends to emphasizeatttesities in a business process as
the dominant dimension. The activities produce,scome or transform information
according to a set of rules
» Information-based perspective: emphasizes thenrdton dimension by considering
an activity in a business process as an operahanh is triggered by a change of
information
Most business process systemdgdrgakopoulos et al, 1995] support a modeling approach
with focuses on the first perspective, namely atidaken to achieve a certain “business
objective” (also referred to as “activity-orientedt “verb-centric”). Thus, in these cases a
business process model must be described as aoflastivities. In real life business scenarios
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the process model descriptions should also captina is enacted on during enactment of a
business process by describing the models obtistness documentsat matter to the business
(for instance a Purchase Order document, an Inseaolicy document etc).

Describing the process models purely by the busingscuments involved is called
“document-oriented” or “noun-centric” and is relhtéo the information-based perspective of
workflow systems. This approach is mainly concemgith dependencies between data used by
activities and deriving process flow based on sdependencies. The work imM{ller et al.,
2006] showed that the available dependency informagarsually insufficient for the generation
of process models. It also showed that it couldliffecult to determine the dependencies of a
large number of data objects.

We believe that in order to be able to reflect4#albusiness scenarios as precise models, for
which compliance requirements in terms of conteddormal models can be defined, a sensitive
mix of both the document- and activity-oriented mehes is required. This can also be
ascertained when studying the Hammer’'s Framewesknmer, 2004], which employsseven
dimensions to describe how work is coordinated doieve operational and strategic business
objectives. The notion of “work” mentioned in thabrk is in our point of view the operational
business processes in enterprises. As we can s&abile 8 each dimension can clearly be
assigned to the scope adtivitiesor business documenté/e have assigned the fourth dimension
“who performs the work” to the scope of activitigbie question raised in this dimension
motivates us to ask which role the users play ibuainess process model and how their
interrelationship to business documents and aesvitan be described. Our interpretation is as
follows: Users enact activities on business documeWe will detail this relationship later in
section 4.2.2.3.

Table 8 Hammer's View on work achieved reflected ifbusiness processes

Dimensions of Business Process Reflection

Which results does the work deliver? Business Daum
Which information does the work require? Businessinent
How thoroughly is the work performed? Business Doent
Who performs the work? Activity

Where is the work performed? Activity

When is the work performed? Activity

Which work is not performed? Activity

Based on the mapped dimensions on business docsimedtactivities proposed by Hammer
we can see that neither a pure activity-flow narwoent-centric approach for designing business
processes is sufficient to describe the modelpefative business processes. This is due the fact
that both activities and business documents adectel in different dimensions of work as
presented by Hammer. Referring back to the scewiporchasing business process (see section
2.1), the same fact can be recognized: businessntads (such as Purchase Requests and
Orders, Goods Receipts) together with activitieglisas approving or rejecting them) were the
entities that constituted the business process.

At the same time compliance requirements in busipescesses, in terms of internal controls,
constrain the behavior of such entities in busiqpeesesses. For example the presence of control
CB2 at CustomerB (Segregation of Duties on Purclasker Creations and Approvals with an
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amount higher than 10000 $ for certain materiaksypsee section 2.3.3) forced the business
documentPurchaseOrderand the activities related to its creation andraygl in the purchasing
business process behave in a special way at Cudtombile the non-existence of the control
CB2 at CustomerA leads to another behavior of thosgness documents and activities.

In the following sub-section a model satisfying #i®ve discussion, calldlisiness Process
Definition, is presented. The controls will be formally definn chapter 6 based on the entities in
the business process definition.

4.2.2 Business Process Definition

In the following we introduce thBusiness Process Definition (BRD) represents the defined
business model of an operative process in an ergerg-irst we use the class-diagram of UML
notation to present a model of BPD, then we suoceglgdetail its controlled entities relevant for
business process compliance.

The model oBPD is represented in Figure 19. In our meta-modeffitisé class entities in a
BPD areActivity, Role, Business Document (BD), and Traomsit

Business Process Definition [gp———
1

1-9 $1- P
Role hasfirstiend Transition
* n.= *1..*
1. en&ct
* ‘E 0 2 * 1
1 Activity = 1. | Business Document
1 1. n.*
readsimodifiesicreates P>

Figure 19Business Process Definition (UML Notation)

A business process designed according to busimessgs definitiorBPD consists of at least
two activities BeginandEnd denoting the beginning and the end of a businesseps) and one
BD. Each activity and BD can be reused in diffe®RDs. An Activity has access to a certain set
of BDs, where a BD must occur in the context deast one Activity. Furthermore each Activity
has a transition and a BD may also have a Transifiach transition is unique to a BD or
Activity. In a BPD there exist one or several roldsRoleenacts a set of activities inside a BPD.
The high level description of the entities is a#ofes:

Business Document

A BD is a self-contained type representation ohajue business level entity, which is used in
daily operations. BDs are processed in a businessegs in order to achieve a certain business
goal. Beyond an internal structural model and atatethods, which expose the functionality of
the BD to the outside world (clients), a BD hasfa ¢ycle, which is described by its according
transitions. As will be later described, the lifecle of a BD in terms of its transitions is unique
inside a customer enterprise. From the point ofvvaé a standard software provider, a BD can
have different sets of transitions, which is dueh®e fact that the business models of customer
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enterprises differ one from the other. Examplestypical BDs are “Purchase Order”, “Sales
Order”, “Insurance claim” etc.

Further, a description of how these documents apeessed by the transitions, i.e. which
statesthey go through to achieve a specific “businegsailye”, is necessary. For instance, the
roles involved in purchase order processing willlate the purchase order business document in
the course of the purchasing operations. The psecbeder business document thereby has a life-
cycle starting from its creation in some operatiodapartment, receipt by the purchasing
department, possible its validation by the conimglidepartment and upon delivery of goods, its
closing and archiving. As we saw in our scenahe,design of such a business document can be
too coarse-grained to be used on daily operatiamsch leads to dividing such a business
document into several business documents with i life cycles and attributes (such as
Demand, Purchase Request, Purchase Order, GoodpRec.).

Activity

An Activity represents significant business-levebgress during the execution of a business
process. One could also refer to an activity agsaness process step. As mentioned before, BDs
are processed, which means that an activity reag$ af BDs, may modify those BDs, and may
create new instances of other BDs. This is achidyethvoking several methods of BDs inside
an Activity. The relations between activities isdmed by the transitions between them. Further,
an Activity may be aggregated by other activitizs.such a case an activity itself is a “sub-
process”.

Role

A Role is a job function within the context of anterprise which is designed into a business
process.A Role is a job function within the contekan enterprise in which the business process
(its definition) is designed. It has some assodideowledge captured about the authority and
responsibility conferred on a group of personsgmesi to the role. Being assigned to a Role in an
enterprise means an approval to perform an actilvéycan affect one or more BDs.

Transition

A Transition is a modeling entity that describee 8tate change for a BD or the progress
between activities in a business process. Giveet afsactivities and BDs in a BPD, there exist
special coordinating transitions specifying whichivaties are to be executed on which BDs. The
concept of transition is required for two reasdhdt is used to describe the notion of “activity-
flow” in a business process (also called “conttolsf’ in activity-oriented workflows) ii) it is
used to capture the state change of a businessng@otun a business process, i.e. the state-flow
of a business document in a business process. Ammg of the state-flow of a business
document captured by a transition would be a pweharder business document that is in
approvedstate and later becomesiered In our conceptual model for business processfldie
of activities and business documents states atereapby transitions.

Based on the above entities a formal definitionBBD is given:

Definition 4.2: Business Process Definition (BPD)
A Business Process Definition is a tufd®D = (BDS, ACTIVITIES, ROLES, TRS, start, end,
enacts reads, modifies, creat@s)wvhich:

= BDSis a set of Business Documents

= ACTIVITIES is a set of activities over BDS

62



= TRSis a set of Transitions ovB&DSandACTIVITIES
ROLESIs a set of roles
» startandendare each a total function froBPS(see Definition 4.1) t&A\CTIVITIES:
BPS - ACTIVITIES)
enacts//ROLESx ACTVITIESs a relation between roles and activities
= Relationgeads, modifies, and creatase each a subset ACTIVITIESxBDS

The definition of business process models accortin®PD allows us to capture real life
business process scenarios as they are found ustired operative environments, because it
contains several dimensions of work as describédammer’'s Framework (see section 0). The
concept of BPD will be compared in detail to thiated-work in section 4.3.2.

The controls will be defined on business procesdeatsoand designed according to BPD (see
Definition 4.2). Each of the entities occuring imgle 20 is aControlled Entity (CE) in a
business process, where the relation betwedesestand the other relevant entities in a business
process will be described in section 4.2.2.3.

User

A

controls
controls

o controls contrals Transition
Role = —— | cControl
controls
v

BusinessDocument

Figure 20 Controlled Entities

Definition 4.3: Controlled Entity (CE)
A Controlled Entity for a business process can be of the following entities in a business
process:
» Transition
Business Document
User
Role
Control

Thus it is important to develop a detailed underding of each of the above entities that are
subject to business process compliance. In theviallg sub-sections we are concerned with
controlled entities ofransition, business document, r@adusertypes in BPD. A model of the
controlled entity of typeControl will be presented in detail in chapter 6.cAntrol itself is
considered as a controlled entity in a businessga® because if a control is not effective in a
business process, i.e. its violation does not atfez business process executions, the enterprise
runs the risk of being non-compliant. Thus the ntask of compliance experts is not only to
design the controls but also to assure their effecess. This situation was discussed in section
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3.1.1 and recognized in our selected method foiessity business process compliance by
separating the roles in compliance from that ofifess process expert (see Figure 18, section
4.1.2).

The required controls for business process congiamll be defined on business processes
that are contained in a repository of business gg®enodels at a company. The definition of
such a repository is straightforward:

Definition 4.4: Business Process Repository (BPR)
A business process reposit@iPRis a set oBPDs

We conclude the introduction of BPD by a visualisa@mple for the BPD dBoods Receipt
(GR) Processingas introduced in the scenario-chapter (see $e2tin3).

Example 4.1:Goods Receipt Processing according to BPD

Goods Receipt Processirdgsigned according to BPD is visualized in Fig@fe The figure
contains 3 setdROLES ACTIVITIESand BDS (see Definition 4.2). The relation between the
elements of the sets (enacts, reads, etc. as they imtroduced in Definition 4.2) is shown as
arrows between the elements. In the figure, thesrare shown only at an organizational-unit
level (LogisticsL, Material Managemer¥l and AccountingA). A role can itself represent a role
hierarchy, which represents the different rolesdmsan organizational unit. Further, only the
relations:enacts, creates, reads, and modifees represented. The relatiossart andend are
obvious and the interplay dransitionswill be formally defined later in sub-section £22..)

ROLES ACTIVITIES BDS
f \ enacts ( \ reads, modifies \
» Receive GR PO
L creates
modifies
»  Inform MM » GR
MM Inform modifies
Accounting
A * Update MM reads, modifi Sr Inventory
modifies 5
IRU,Edate reads, modifies IR Account
ccount
] | modifies \

Figure 21 Visualization of the business process deition for Goods Receipt Processing

4.2.2.1 Business Documents, Activities and their Tr ansitions

Below we discuss in detail the interrelationshipa®En business documents and activities in
our model, which together with their transitionsilthuthe key notions of a business process
definition. An overview of the definitions in thgib-section is given in Figure 22. These entities
and their interrelationships will be used in chap& for the modeling of compliance
requirements, i.e. control modeling.
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Figure 22 Model of Business Document, Activity and Transitionf(UML Notation)

We assume the existence of the following pair wis@int sets:

= PCD a set of primitive core data types

= ACTVITIESa set of activity names

= BDSNa set of business document type names

» ATTRIBUTESa set of attribute names

» STATES set of business document states names

= STATEVALUES, set of state values

= IDSis a set of unambigious identifiers of core dgfeetD.

The requirements for having pair wise disjoint séitded above basically force the
unambiguity of the business document names andtgatames in a system, i.e. they assure that
there exist no two business documents in whiclviéies have the same name. The same applies
to the attributes, states, their values, and thetifier of a business document.

In the following we define the state model of aibass document:

Definition 4.5: State Model (SM)
A State Models a tupleSM = (S, SV, initialStateValue, finalStateValuessignStateValues)
with

» S/[STATES

Sv/[ ZSTATEVALUS, is a finite pair wise disjoint set STATEVALUESets

» initialStateValue/7 S x SV is a relation that specifies for easli/ S an unique initial
state value

» finalStateValued’/ S x SVis a relation that specifies for eash7 S a set of possible
final state values
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= assignStateValue§/ S x 2%V maps each state name on a finite set of possiate s
values.

Example 4.2: An excerpt of the state model (SM) for the bussndocument of type Purchase
Order (PO) is visualized in Figure 23. It represemly an excerpt of the possible status names
(state variables) and their values. A PO can beof@mothers) in states cAPPROVAL,
ORDERING, POCNFMPurchase Order Conformation) etc. ABPROVALstate for example
may be not decidedNpt Approved or Awaiting Rejected, Approveetc. We will not attempt to
provide a complete state model for PO, i.e. alpassible state names and their possible values.

SV

APPROVALVALUES
Not Approved
/L\ Awaiting POCNFVALUES
N Not
APPROVAL | Rewced Confimed
Partty
Approved Confirmed
PO
CNFM - :
\ i ) . ORDERINGVALUES
_ assignStateValves
Confirmed NotOrdered
assignStaseValues ./
ORDERING

= =

Figure 23 An excerpt of state model for purchase order busires document (PO)

The controlled entity of business document typeessary for business process compliance is
defined in following, wherean (r) represents theangeof a relatiorr between setX andY with

ran () ={y: Y | Ox: X [Tr (X, y)}.

Definition 4.6: Business Document Type (BDT)
A Business Document Type is a tu@®T = (bd, A, header, items, COMMANDS, type, SM)
with
= bd//BDSN
* A /JATTRIBUTESRecovery ACTION
= header, itemg/A, whereheaderz [/
= COMMANDS s a set of action names that can be invokeldrbtisiness document
= type: AxPCD //BDSN wherePCD is the set of primitive core data types &1SNis
a set of business document type names. We saw thasiness document typet’ is
referenced in business document tpé if bdt’ //ran (type)litype(a)/a [/ A.
= SMis a state model
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The definition above specifies a business docurtyga with an unambiguous narbd, a set
of attributes, a state mod8M, and a set of actionlCOMMANDS that a business document
provides. A command belonging ®OMMANDSof a business document type represents a
possible life-cycle action specific to that busme®cument type that can be performed on that
business document. An example of a command podsibke business document of tyjrvoice
would beConfirm Invoiceor a command:heck POfor a business document of type PO. The
headerand items attributes refer to two special sets of attributekich are integrated in the
definition to emphasize the necessity of their geanfirst class entity for business document
types. Aheadercontains additional meta-data information abow& Husiness document that
further specifies its business document typEms if existent, is a collection of attributes which
referenceother business documents and core data type®isyftem. This is achieved through
the introduction of the relatiotype which relates each attribute of the business miecd
(including its headerand possiblatemg to any data types in the system. By doing so, the
specification allows to flexibly build new businedscuments based on an already existing set of
core data types and other business document type isystem. This is basically following the
paradigm of Object-Oriented-Design (OOD) and thegosition and aggregation mechanisms
therein. The life cycle of a business documentpiscgied by the state mod&M it may go
through. TheTransitionsof a business document will build on top of th&te model, which we
will elaborate upon later. As we will see, the stabf a business document reflect the steps a
business document may undergo (in an enterprisefgla business process, (eg. a purchase
order may be: created, approved, declined etc.).

Instances of business document types can be crdatedy execution of business processes,
which are defined as follows:

Definition 4.7: Business Document Instance (BDI)
A Business Document InstandBfl) of aBDT (as defined in Definition 4.6) is a trip@DI =
(id, CURRENTSTATES, valusjith
= id JIDS
* CURRENTSTATES STATEVALUES the set of the current values for each stdie
Sof the according business document type
= value: (A xIDS) xRl is a partial functionwhich assigns each attributeAn(including
the headeranditemg to an element of the possible values (instanceBPSN /7 PCD
(Rlis defined in Definition 4.9

The definition of a business document instanceucaptthe notion of “object instantiation” as
known from the OO-Paradigm. An instantiation of asipess document type generates an
unambiguous instance of that business documengr{giwrough itsd /7IDS). The attributes in
the business document types may have a valakigis a partial function) and a business
document instance has a set of states and a cprtgjress of the business document life cycle in
a business process.

Notation: By value(id, a) = bwe denote the valuk of an attributea // A referenced in the
according business document type with an instashestificationid.

Discussion: The definition above intentionally leaves open tpgestion of how exactly to

instantiate a certain business document type pliiposefully not specified which attributes must
have a value after the instantiation. In this respee must remain abstract because we consider
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the instantiation procedure of a business docunypetto depend on the type of business being
discussed. We leave it to the implementation lefel business process (see section 3.2.3),
because of two reasons: Firstly, the instantiabbra business document type (for instance a
purchase order) will be different from the instatin of a business document type goods receipt
(GR) especially with regard to which attributestlodse business documents must have a value
after the instantiation. Secondly, and closelyteglais the fact that the instantiation (the set of
required assigned values) of one same businessndotuype is enterprise-specific. It is for this
reason that a standard software provider (Delivefdusiness Document type repository) will
include as many attributes as possible/known i $pecification of a concrete business
document type without further specifying its conereimplementation with regard to
instantiation. Instantiation will then happen ate tlcustomer enterprise: this is called
Customization or Business Configuration. Such aegyy enables a standard software provider to
serve different customers with the same set of nmssi document types. As an example,
remember the modified Control CB41 of CustomerBrfrine scenario chapter: the requirement
for the technical realization of this control waatttheGR Business document type must contain
an additional attributeorder-numbercopied from the accordin@O. This attribute was not
necessary for CustomerA’s model of the businessirdeat type GR since the control was not
necessary for CustomerA. The EAVendor, aware ofdifferent customer requirements, would
include this attribute in the business documene t@R without specifying it as mandatory, in
order to keep the Business Document type as flex@nld reusable as possible at different
(customer) enterprises. One could argue that thteduaction of identifiers “optional” and
“mandatory” in the specification of the partial fition value would be necessary, but we made
the decision to stay generic at this stage of grexification in order to remain as reusable as
possible on the conceptual level.

Example 4.3:Business Document Instance of Purchase Order (PO)
Figure 24 partly illustrates an instance of theifess document typgeurchaseOrder.

ﬁurchaseOrder \ Supplier
header

L header

‘D [ -4711 -ID -4714 .

+CreationDate| -30.08.2007 L

+CreatedBy «4712

[FSuppher 4714

item item SupplierQuote

‘D 4715 ‘D -4718 header
“Product ~4716 -Product 4719 T .ID 4720
“Quantity ‘5 *Quantity -3 “Supplier 4714 .
“SupplierQuote 4717 -SuppllerQuote +4720 r—

Figure 24 An instantiation of business document tyg purchase order

The notion of business document repository has bhemntioned. Such a repository is normally
provided by a standard software provider (such A¥dhdor) to its customers. The customers
can select business document types from such asitepo and implement their enterprise-
specific instantiation of the business documenesym their business processes. The formal
definition of such a repository is as follows:
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Definition 4.8: Business Document Repository (R)
A business document repositasya finite seR of business document types, such that
[7bdt, bdt’: BDT, att/7A [Jtype (att, bdt’) = bdt/ /R /7 bdt’ /R

The definition should assure that every businessiti@nt type referenced Ralso occurs in
R. This property assures that a customer impleméntsusiness processes on top of a predefined
set of business document types. During the exetuifobusiness processes, a set of business
document instances are instantiated and availablbet processed. They are contained in a
business document repository instance, which imeeéfbelow.

Definition 4.9: Business Document Repository Instance (RI)
A business Document repository instafieof a repositoryR is a mappingnstancethat assigns
each business document typdRia finite set of business document instances.

An instance RI of repository R represents the debusiness document instances which
currently exist (already created, modified, or barread by activities).

Example 4.4:Business Document Repository and its instance

Consider a simplified set of business documentsli@d in the purchasing process (see Figure 5
in chapter 2). Th& (see Definition 4.8)RI andinstance(see Definition 4.9), the functiagpeof

the business documen{see Definition 4.6) andialuefunction of the business document
instancegsee Definition 4.7) of such a model are visualizefligure 25.

PurchaseRequestitem
- 0:x prifem Product=prd
_'_’/_'__,.-o-'-"
1
0.* value
o | \'Smpnermme
prifem. =sg3
D *T
1 sq2 Supplier-su?
Supplier
value

Figure 25 Example of a Business Document Reposito(iR) and its instance(RI)

The notion of statements defined below is introduiceorder to enable us to define an activity.
An activity is not only specified through the busss documents it consumes (creates, reads, or
modifies), but an activity definition also spec#iehich conditions have to be satisfied before an
activity can be enacted. Further with the help tatesnents we design possible effects of an
activity (on a set of business document instandeghis way it becomes possible to specify the
flow of activities in a business process.

Definition 4.10: Statement
A statemenbn arepository instance Rif arepository Ris one of the following:
» a predicateASSIGNED(bdi, a)which returnsTRUE if for the business document
instancebdi the value of its attributea returns a business document instanc&lin
Formally:
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[bdt: BDT, bdi:BDI, a/7/A [JATTRIBUTES instance (bdt, bdi)
[JASSIGNED (bdi, a)
= value(bdi, ay/RI [Ja/JRI

= A predicateEQUALS (bdi, a, h)which returnsTRUE if ASSIGNED (bdi, ajs TRUE
andvalue (bdi, a) = b

* GREATER, GREATER_EQUALS, SMALLER, SMALLER_EQAd 8ach predicates
which take following parameters as inghti, a, b)and returnTRUE if the predicate
ASSIGNED (bdi, a)s TRUE and a is greater (or equals) respectively smaller (or
equals) tharb.

» predicateNEW(bdi,a),which returnsTRUE if for the business document instariud
the value of its attributa returns a business document instance nBi.ifrormally:
[bdt: BDT, bdi:BDI, a/7/A [JATTRIBUTES instance (bdt, bdi)

[JASSIGNED (bdi, a)
= value(bdi, a)/RI [7 a//RI

» predicate STATE(bdi sv)(state statement) returnBRUE, if the current state of a
business document instanbdi has the state valugv, where STATE/7 S and sv/J
STATEVALUE Sis a set of states belonging to a business dodutyiesbdt //R.

The business document instarix# is initial if for all state value€URRENTSTATES( that
instance it iISTRUE they are in an initial state and there exists satgbuteatt of a bdi for
which the predicatBlEW(bdi, att)eturns true.

Definition 4.11: Condition
A condition is a conjunction or disjunction o$tatements(Definition 4.10) andnegated
statementsAn effectis a conjunction oftatelessstatementsi.e. it contains no statement of the
form STATE (bdi, sv)A preconditionis a conjunction of stateless statements and withay
statement of the forldEW(bdi, att)

We now introduce the formal definition of an adiyvi

Definition 4.12: Activity
An activity over a repository instance Rl is a wiglctivity = (name,BDI o, BDI o4, P,
Ecreater Emodity )» SUch that:

= name//ACTIVITIESIs the activity name
= BDI 4 JRlis a set of business document instances to be read

* BDlogy & Rlis a set of business document instances to be fiemdiwith
BDI ¢aq0 BDI o4ir, @nd BDI

» P s a precondition
E is an effect, which contains only non-negated NE¥tements

Enodiry is an effect, which contains negated or non-nega&sIGNED-statements.

modity = [ allowed

Create

An activity modifiesRl, if
*  BDl o4, % O and
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= there exists a seah of attributes of a business document instamdie for which the
attributeatt the statememASSIGNED(bdi,apccurs in Emodify of theactivity and

= for those attributesn the values of some attributest in m are modified after the
activity is enacted.

An activity createsa business document instarck in RI, if
* bdi &7 BDI,4and

= NEW (bdi’,a)is a statement itk With value (bdi’, a) = bdiand
= ASSIGNED(bdi, ajs allowed inE, g, -

The introduction of two different effecteréate and modify allows an activity to create a
business document instance and at the same timeddy it.

Example 4.5:Activity Receive GR
(Notation:varName: attstores the current instanceatf in attVar. attVar can then be reused in
another place in the activity specification.)
Activity Receive GR
* pame = “Receive GR”

= BDI ,4={po:PO}

= BDI gy = {p0:PO}

» P = -ASSIGNED(po,GR)/ASSIGNED (po, Supplier)
Ereate= NEW(po,GR)

" Eqpodity = ASSIGNED (po,GR)

Description: The activity has the nam&éceive GR It reads the business document instgnee
of typePO. It reads this business document to determin@é¢icessary information regarding the
order. The activity modifies thao (PO is element dBDI modify seét There are twatatements
(simplified) that have to be fulfilled as preconalit P of this activity: 1) No “Goods receipts”
exist already for that order (the attribu@®® of po is not assigned and 2) a supplier does in fact
exist for that order (the attribu&@upplierof pois assigned). The activity generatesratial GR
business document instance for the order by spegifMEW (po, GR)in the create effect.
Further the activity modifies the order in such aywhat the order will contain an according
Goods ReceiptGR Attribute of it is assigned). The specificatioaves open the implementation
of the business document instance creation (in ¢hse GR), i.e. which attributes may be
assigned (See definition ofitial business document instance in Definition 4.7).

Definition 4.13: State Change Command (SCC)
A State Change Command a command belonging to the SEOMMANDS of a business
document type (according to Definition 4.6) whidmanges the current value of a state name
belonging to a business document type. Formallgtesthange command for a business
document type is a tupkec = (bdi, cn, Fwith

* bdibeing the business document instance on whichahmerand has to be invoked,

= cn//COMMANDSspecifying the command name, and

* F being a non-negated state statement (as spetif@éfinition 4.10).
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Based on the state change commands and actividgesow define the transitions of business
documents and activities that were used in Deéinid.2.

Definition 4.14: Transition
Given a set of activitieACTIVITIESover a repository instangel, atransitionis an expression
with one of the following forms:
= If c theninvokeact
» If c theninvokescc
wherec is a condition of statements oW, act //ACTIVITIESis an activity oveRI, andscc
is a state change command for a business docunstance irRlI.

Using the transitions it is possible to describth@ progress of a business process in terms of
the activities which have to be executed and 8)life cycle of the business documents involved
in a business process.

Example 4.6: Transitions in Purchase Order Processing
Below (see Figure 26) we give two examples of tiffereént types of transitions that occur in the
purchasing business process, namely in its PurcDeder Processing (see section 2.1.2).

In the first examplet(s), the transition specifies that the actividgnd POwill be invoked if
the approval status of an instance of the purchase order besidecumentp) is “Approved
and an according purchase request for ploaxists (the attributPurchaseRequest assignedn
thepoinstance).

In the second transitiorir§’) it is specified that if a purchase order instapoehas already
been sent to a supplier (the activignd PChasassignedhe attributeéSupplierof thepo) and the
APPROVALstate of thepo is alreadyApproved then theORDERINGstate of thepo will be set
to Ordered The transitionsrs andtrs’ are as followed:

trs: if APPROVAL(po, Approved)/ ASSIGNED(po, PurchaseReqyesten invoke “Send
PO” activity

trs’: if ASSIGNED(po,Supplier7 APPROVAL(po, Approvedhen invokescc = (po,release,
F),
wherereleases thenameof the state change command akRd= ORDERING (po, Ordered);

The two transitions in the example above are Vi in Figure 26.
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@_O instance po header \

APPROVAL ORDERING 0 4711
-CreationDate +30.08.2007

‘ ‘ ‘ *CreatedBy 4712
. FSupphier o474
trs +PurchaseRequest [+ 4715

| Approvedl ‘ Ordered ]
ASSIGNED{po, Supplier) A
\ AFPPROVAL(po, Approved) /
A
i APPROVAL(po, Approved) A
i ASSIGNED(po, PurchaseRequest)

E “__b‘ Rp;g)\fe }.;Ey{ Send PO }7—h A

Figure 26 Two Examples for Transitions (trs and trs’) in thePurchasing Business Process

The activities and commandsthat can be performed on a business document enenh
described as transitions between the activities thedstatus changes of business documents,
instead of a pure activity-flow-oriented definitiohthe process description as is the case in most
workflow approaches. The modeling approach selectelis thesis was chosen due to the fact
that with this model, the user has a variety ofsgae alternative activities at every stage in the
process’s progress. Upon choosing an activity tdopa, the status of the business document
may be changed and another set of activities magorbe available, depending on the
preconditions of the activities available and tlegvrstate values of the business document states.
Modeling such a behavior in a pure activity-flowemted approach would lead to a process
model graph so vast as to be impossible to handheast real life business processes. Modeling
the state model of business documents in UML Sf&grams has two disadvantages: UML
State diagrams are not executable and the acfleity-aspect cannot be expressed via UML
State diagrams.

Theactivitiesandstate change command (s@ayoked in aransitionare mostly performed by
users in a business process. This is related tadghen of business tasks that appear in the task
inbox of a business user, and that have to be psedeby that user. For instance a user can
accept a task, reject it, or assign it to anotiser etc. One could consider the transition as lgavin
an execution life cycle in terms of a state diagemwell. We see the status model for workflow
steps done inCJasati et al., 1999] as suitable to be reused in our transition model.

4.2.2.2 An Execution of Business Process Definitio n: Business Process
Instance

In this section we are concerned with construcangiodel of business process instance. A
business process instance represents an execufian lmsiness process model designed
according to BPD (see Definition 4.2). The busin@sscess instances are collected in a
repository called business process repository mestdBPRI). The validation of business process
compliance, i.e. the effectiveness of controls usibess processes, will be checked on the
process instances stored in a BPRI. The controle leen previously defined for business
process definitions contained in a BPR (see sedti®r2, Definition 4.4).

In the following we introduce the definition of tlemtities required to build the repository of
business process instances. Figure 27 gives amieweof these entities.
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Figure 27 Entities related to Business Process Instance

The description and specification of each of thities occurring in Figure 27 is as follows:

Upon the invocation of aactivity or asccin a transition (see Definition 4.14) #ransition
instancewill be produced. A transition instance is an athginvokedtransition. All transition
instances have some common attributes, which leetfetermine the current state of a process
instance. These common attributes are specifiedaftnansition instanceby the following
definition:

Definition 4.15: Transition Instance
A transition instances a tuplers = (id, usr, rle, start, end, refp which:
» id ZIDSidentifies the current instance of a transition
» usr/JUSERSs the user, who has caused the invocation ofréimsition
» rle //ROLESHs the role of that user
» startandendare each of typPATE //PCD (primitive core data types), which is a core
data type. Respectively, they identify the begignamd the end of the time that the
current transition instance took to complete
» ref /IDSrefers to the transition type of the current titams instance.

All that remains is to specify the execution of RBitself, a business process instance. Based on
a business process definitianocording instances can be created, started adtexe The
execution then relates to fulfilling the businebgective of a business process. Although a
business process instance adheres to a definatekagrocess definition, different business
process instances can vary according to the diftéransitions taken during their execution and
the actors involved in fulfilling the business dfijee for which the business process exists. As
explained in section 3.2.4, the state of a busipessess instance is reflected in the business
process context. The context of a business proestsice acts as a container for all consumed
and produced information (in terms of business dwmnt instances) and the execution path of a
process instance. Before introducing the formainttedn of a business process instance, we
formally introduce its context:

Definition 4.16: Business Process Context

The Contextof a business process instabgeis tuplectx = (id, 2(BDSNCRI) , PATH) where:
» id /7IDS identifies the instance of a business processshich the current context is
assigned
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2(BDSNRI) 1o 3 set of business documents type names andctire@nt instantiation in

bpi
= PATH is a setof transition instanceswhich have so far been invoked during the
execution of thépi.

The second parameter in the tuple of Definitior64atts as a set of key-value-pairs consisting
of business document type nanbels’/BDSNand the according business documents insthdce
in bpi. The current value of a certain business docuinstance can be acquired through its key-
name from theontext(its second parameter) of a business processgestésing the context a
business process instance can now be defined &slltheing:

Definition 4.17: Business Process Instance
A business process instanoéa business process definitibpd is atuple bpi = (id, start, end,
bpdld, ctrs, ctx)in which
» id Z/IDSidentifies the current instance of a businessgs®c
» start andendare each of typ®ate /7 PCD. They respectively identify the beginning
and, in the case that the instance has been cadpléte end time of the current
instance.
= bpdid /7 IDS identifies the corresponding business processiitiefi of the current
business process instance
= ctrs /7 IDS refers to a transition. It marks the current positof the business process
instance.
= ctxis the context of business process instance.

It should be noted that @rs refers to aransition andnot a transition instanceThis implies
that the accordingactivity or scc in the transition is still not invoked. Furthersing the
information provided in a business process definifiincluding its transitions), it is possible to
calculate the possible set of transitions that sirtess process instance could take as the next
transition (next progress step in a business psorestance which is at the position marked by
ctrs). In addition, the information provided by contestk of a business process instariya
enables the complete determination of the currasiness document instances (i.e. their current
states and the values of their attributes) involf@dduced and consumed) in the course of the
execution of a business process.

A collection of business process instances iBuginess Process Instance Repositdty
definition is now straightforward:

Definition 5.18: Business Process Instance Repository (BPRI)
A business process instance reposi®idRI1is a set of business process instances.

Controls will be designed on the elements in BP&e (Befinition 4.4) and the effectiveness of
these controls will be assured in daily operatibased on the elements in BPRI according to
Definition 4.17.

4.2.2.3 Role-Based Access to Business Documents an  d Activities

As we saw in the scenario, some of the definedrotenfcontrols CA4, see section 2.2.3, CB1,
CB2 and CB3, see section 2.3.3) were related ts fsenployees) and their roles in the use case
companies. We have also identified (in section2}.the entitiedJser and Role as controlled
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entity (see Definition 4.3) types in business psses. In the current section we are concerned
with exposing these types of controlled entitiesuodng in business process compliance, and
exposing their relationship to business documentsativities. The model proposed serves as
an underlying meta-model to define controls on hess processes which involve users and their
roles in their control definition.

In Figure 19, we only sketched the accessing ofatttevities in a business process, which is
represented through amactsrelation between &ole in a business process definition and an
Activity. In the following we detail this relation in theidiness process definition (BPD) and the
Role-Based-Access to business processes in ouridonagel for business process compliance.

We basically apply the concept of role-based-aecessrol (RBAC) in an adapted form of the
RBAC-Model proposed bySgndhu et al, 1996]. Below we first give a brief general
introduction of the RBAC Core Model, and then welgpt to our model.

Role-Based Access Control (RBAC) has become a widetepted and well-known approach
for managing the authorization and controlling Heeess to modern systems. It regulates the
access of individual persons in an enterprise @ itfiormation and systems containing the
information on the basis of activities the usersaexe in the system. The core difference between
this and the user-based access systems is theadnst specifying all the activities each user is
allowed to enact, the access to activities is @efinased on the authorizations specified in roles.
A role is usually a function used to categorizersisdgthin the organization, and is assigned to an
appropriated set of permissions by an administratgrermission being an authority to perform
an operation/activity on one of the objects in ¢glgstem. So when a user attempts to execute an
activity on a target object, the access controtesgsonly allows it to proceed if this user is
assigned the role(s) that includes the necessamgig@ons for that operation. The main benefit
of such an approach is the ease of administratiohits scalability; if a user moves to a new
organizational unit with a new function within tleeganization, there is no need to revoke the
authorizations that the user had in the previounstfan and grant the authorizations that the user
needs in the new organizational unit; the admiaistr simply needs to revoke and grant the
appropriate role membership for the user.

According to the description above, the core RBAGd#gl includes sets of five basic data
elements called users, roles, objects, operatant permissions. The RBAC model as a whole
is fundamentally defined in terms of individual iséeing assigned to roles and permissions
being assigned to those roles. As such, a rolemgans of naming many-to-many relationships
among individual users and permissions. In addittbe core RBAC model includes a set of
sessions where each session is a mapping betwesar and an activated subset of roles that are
assigned to the user.

A user is defined as a human being. Although thcept of a user can be extended to include
machines, networks, or intelligent autonomous agéservices, the definition is limited to a
person for reasons of simplicity. A role is a jamdétion within the context of an organization
with some associated semantics regarding the atytteord responsibility conferred on the user
assigned to the role. Permission is an approvaetform an operation on one or more RBAC
protected objects. An operation executes some itundor the user upon its invocation. The
types of operations and objects that RBAC con@odésdependent on the type of system in which
it will be implemented. In our case, the RBAC olgeare business documents produced and
consumed in a business process.

Below we apply the RBAC model to our business pssadefinition model as introduced in
section 4.2.2, which is visualized in Figure 28. vdé it RBAC4BPD.
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Figure 28 RBAC4BPD: Role-Based Access to Activities and Busiss Documents in Business
Process Definition

In RBAC4BPD a set of roles are assigned to an Gzgdonal Unit. The general role
hierarchies taken from RBAC allow the user to miag structure inside an organizational unit
(like a purchasing department) and to map the iegisbles into the model. Hierarchies are
commonly used for structuring roles to reflect argamization’s line of authority and
responsibility. Role hierarchies define an inhex& relation among roles. Inheritance has been
described in terms of permissions; i.e., rl “intsrirole r2 if all privileges of r2 are also
privileges of rl. Below is the formal definition BBAC4BPD:

Definition 4.19: RBAC4BPD
The RBAC for Business Process Definitias a tupleRBAC4BPD = (ORGUNITS, ROLES,
USERS, ACTIVITIES, BDS, uAssigned, ouAssigned,Prew] createPrms, modifyPrms
,PAssigned ,rh)with

» the setORGUNITS, ROLES,USERS,ACTIVITIES,BDS

» UuAssigned/ROLESx USERSIs a many-to-many relation, which assigns usersles

» ouAssigned/7 ROLESx ORGUNITSIs a total functiorROLES - ORGUNITS which

assigns each role to a single organizational unit

= readPrms, createPrms and modifyPrmsZéACT'V'T'EgBDS), the set of read, create,
and modify permissions for activities on businessuinents

» pAssigned7ROLESx ACTIVITIES a many-to-many role -activity assignment relation

» rh //ROLESxROLESs partial.

The RBAC-permissions in our case are the unioreatl, modify, and creatgermissions on
business documents, upon which an activity wilabewed to enact. Thus the semantic between
the enactsrelation in Definition 4.2 and theAssignrelation inRBAC4BPD(Definition 4.19) is
as follows: if a role enacts an activity, then ke rassignment to that activity must exist and & th
activity creates a business document, the actmitgt have the permission to create that business
document etc.
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4.3 Related Work

Discussion of related work in this section is daddnto 3 distinct parts:

In section 4.3.1 we discuss the research doneeia @i risks in business processes, which we
consider as related to section 4.1. In sectiorR4v@ compare related work for business process
models, which we consider as related to the mofdelsiness processes proposed in this chapter.
In section 4.3.3 our RBAC4BPD is compared with pyas research in the area of role-based
access to business processes.

4.3.1 On Risk Management for Business Processes

The concept of risk is extensively discussed erditure and is subject to various definitions
depending on the domain of study.

From the financial perspective as discussedviarfowitz, 1952], risk can be considered as
“variance of return”. From the project managemesrspective, risk is defined as a “measure of
probability and consequence of not achieving aneeffiproject goal”.

Obviously, there are several types of risk, wheigakis work we consider the taxonomy of
enterprise risks as presented in Figure 29. Thentaxy is derived by the work done ERMO06].

Risk
]’1
= Tt Tt i 1.
Action Priority ‘ Type Frequency Objective
Strateqgy Operational Hazard Operational Financial Strateqy Reqgulation

Figure 29 A taxonomy of enterprise risks ERM06|

One interesting type withing the domain of businesxess compliance is the domain having
to do with operational risks. A commonly used digfam of operational risk is “the loss resulting
from inadequate or failed internal processes, peapl systems or from external events”
[Baselll08].

A risk may occur in the context of the internabstgy of an enterprise, can be defined due to
external factors prescribed by regulations, or ltave elements of both. While controls monitor
the business processes and report the occurrerecasif for a business process, an action can be
defined for each risk as a reaction to its occueenAn action can adjust the strategic
management of an enterprise or may be operatianarms of causing the reengineering of the
business process. For a discussion on measurefinpribity and frequency of enterprise risks
please refer toERM06].

[Bernard et al, 2002] have proposed a conceptual model of risk andndeiti as a probable
event and its impact on an entity: Given an inigi@te of an entity, probable events may affect
that entity during its evolution and cause deviaidrom the expected future states. Risk factors
may be concrete or abstract (endogenous or exoggaad they are able to affect the likelihood
or the impact of events. The impact itself is defiras the effect of the event related to the entity
supporting the risk. An effect can be positive egative.
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In our case, the entities in the above conceptuwalainof risks are operative business processes
affecting a significant account in an enterprigerisk on such a business process is any probable
event which can cause some deviations on expectEdraes, in our case financial statements
asserted by an enterprise or the expected openastdts of that business process, which are
reflected in the significant accounts of the erniegp

Previous research bysienou et al., 2006a] has shown that an integration of risks and
business processes entails the following challenges

= Domain-Specific-Knowledge: Risks for business psses are events which occur in a
given business context requiring domain-specifiovidedge of that domain to identify
and manage. Thus it is difficult to transfer andse=the results of risk management of a
certain business process on another business proces/en on another organization
using the same business process.

*» Risk treatment: It is expensive to identify thekriduring operation of business
processes. In most cases it is required to reviedvraengineer the business process
models

» Heterogeneity of Risks: Risks and events causiegntlare complex structures with
multiple interdependencies.

Thus it is desirable to find a smooth approachniegrate risks and their treatment into
business process models.

The work of fur Muehlen et al., 2005] provides an appealing method for integrating gisk
into business processes. The proposed techniqué&is&raware” business process models is
developed for EPCs (Event-driven Process Chainggum extended notation. However, their
notation as introduced in that work is not ablecéptureall types of process-related risks. In
particular, it is not possible to capture risksatetl to process elements other than functions (see
[zur Muehlen et al., 2005]). As a more comprehensive model, which capturtésrdnt types of
risks in the context of a process model, they psep column-based notation, in which each risk
type is captured in a separate column next to tieegss model. However we consider the
proposed model for business process complianceciiogs 4.1.2 as a completion to the approach
proposed in4dur Muehlen et al., 2005], since that work does not explicitly state howisk is
positioned inside the business process complianogh and leaves the semantic link between
risks, business processes, accounts, and corupas,

Similarly [Goedertier et al., 2006] present a logical language PENELOPE that provities
ability to verify temporal constraints arising frocompliance requirements on effected business
processes. Distinct from that work, the contribaitiof the definition of business process
compliance (Definition 4.1) in our work provides @ecise model for business process
compliance that can be used in a model-driven ambréo develop a system for managing the
business process compliance in enterprises.

[Sienou et al., 2006b] proposes a vertical and horizontal integratiomisk management into
process management: Horizontal integration is amackwith applying the risk management in a
given process management phase in order to mamagetainties or opportunities specific to the
current context. Vertical integration is about nging the information of risk management while
moving down in the process management lifecyclegaid while we argue that the approach
proposed is valid, we consider it as orthogonahtomodel of business process compliance and
the formal definition proposed in our work. We amncerned with formally capturing the model
of business process compliance in order to proaittemal specification of a system for business
process compliance. While we see the four elem@htsount, Business Process, Risk, and
Control) as essential first class entities in sachodel, the works introduced above only capture
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the interrelationship between risks and businesggsses including their management life
cycles.

4.3.2 On Modeling the Behavior in Business Processe s

A significant amount of work exists which proposd#ifferent approaches for modeling the
relationship between different artifacts (conttolfs and data) in business process models.

The most prominent models are the traditional @gtisentric workflows such asvén der
Aalst, 1997][Basu et al., 2002][ Georgakopoulos et al, 1995][Cubera et al., 2007] focusing on
control flow. Recently data-flow-driven workflowsich as Wuller et al., 2006][Sun et al.,
2005] have received increasing attentiowang et al, 2005] propose document-driven
workflow systems where data dependencies and dofitws are combined in the process
design. In their framework, activities (called mess tasks) are defined using input and output
documents as well as constraints similar to busimekes and policies. We extend the concepts
presented in the above works by the introductionhef business documents and by modeling
their state life cycles in terms of theéransitions which provide a general framework to group
“business level” data logically into a set of uregentities (Business Documents). In this way we
show how the activities that operate on those lessilocuments are related to each other.

Very close to the concept of “Business Documendsthe entity “Business artifacts”, which
were originally introduced inNigam et al., 2003]. They define an artifact as a “concrete,
identifiable, self-describing chunk of informatidhat can be used by a business person to
actually run a business”. Further “Artifacts arketa to be the only explicit information contained
in the business; that is, the set of business dscaepresents the information content of the
business”. The key properties of business artifats

* A business artifact consists of two parts: an @nige-wide unique identity and self-
describing content.

= The content may be represented as nested hamepaifge

» The identity of a business artifact cannot be clkdng

= Consequently, an artifact cannot be split into twonore pieces, each of which has the
same identity (although a different artifact witle tsame content but different identity can
be created).

= The content of a business artifact can be moddrbdtrarily; that is, values can be
modified and new name-value pairs can be added.

= Content can be copied from one artifact to another.

» New information from computation, external inputamy other source can be added to
an artifact.

We strongly agree with this definition and our faimmodel is widely aligned with the above
definitions and properties. The significant difiece between our model and the above definition
is the way we see and accordingly designed theyiéée of a business document in terms of the
transitions on the state names and their valuede\\igam et al., 2003] designs the states of
business artifacts as a fixed list of states (ngymes design the life cycle of a business document
as a list of states where each state can havedtiffgalues (Exampl&8PPROVALstate can have
the valuesNot Approved, Rejected, Approvea). This allows for a more flexible way of
defining business process models.

Another related thread of work is the product-dnizase handling approachah der Aalst et
al., 2005b], which addresses many concerns of workflows sin ours, especially with respect
to the treatment of process context or data. Theaeconcept for case handling is taseand
not the activities or the routing of the activitid@$e case is the “product”, which is manufactured,
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and at any time workers should be aware of theymodExamples of cases are the evaluation of
a job application, the outcome of a tax assessorahie ruling for an insurance claim. Central to
the concept of case handling are activities and dbjects. States can be modeled on both
activities and data. Our process definition andseare similar in many respects. Case-handling,
however, details the structure of the case usitg alsjects that can be managed and updated
independently in various activities in the conteikthe case. We treat data as unique entities that
are updated within each activity. To maintain theper granularity of business level operations,
we do not detail the business documents and tihatest. Case handling is more concerned with
the case execution details by providing differ¢ates of activities, while we argue that the
activities and their states proposed there can loalgpplied to “tasks”, which mainly appear in
the work list of a business user. Our activitied Hreir interrelationships with the business
documents and the transition model describe thevbehmodel of a system. Further the state
model of data in the case handling paradigm ha8eaeht semantic than our state life cycle of
business documents, which allows for a more flexéid practice-oriented (from perspective of
business users) modeling approach of business dadantheir life cycle and interplay with
activities in a business process.

Another thread of related research significanthi ¢oncept of activities in our process model
is the “services” in Service Oriented Architect(®A). In particular we consid&/eb Ontology
Language for Web Servic€@WL-S) [Martin et al. 2004] as a relevant development in this area.
OWL-S provides an ontology to describe Web servemmantically in order to compose them
together into business processes. In our modekawitg is roughly described by the business
documents it reads and the business documentsdifie®or creates. It is then expressed by
preconditions and effects. Similarly, a “servicei OWL-S has an input, an output, a
precondition, and conditional effects. Here we aéscthe OWL-S model and compare it to our
approach:

OWL-S is an ontology-based approach for the semadaiscription of Web services. It
encompasses efforts to populate the web with coateeh services having formal semantics. The
ultimate goal of OWL-S is to provide an ontologyathallows software agents to discover,
execute, and compose web services to businesssgascan an automated manner. The structure
of the ontology of services is motivated by thech&e answer three essential questions about a
service:

= What does the service provide to the potentiahtdi@ This is answered by a profile,
which is used to advertise the service. To caphigeperspective, each instance of the
class Service present$SarviceProfile

* How is it usedThe answer to this question is given in the "pssamodel” captured by
the ServiceModetlass. Instances of the class Service use theepyogescribedByto
refer to the serviceServiceModel

= How does one interact with itPhis is a rather technical issue and an answéhiso
guestion is given in the "grounding”, which prowddée needed details about transport
protocols. Instances of the claSgrvice have asupports property referring to a
ServiceGrounding

The classServiceprovides an organizational point of referencedieclaring Web services; one
instance of Service will exist for each distinctbpshed service. The propertiggesents
describedBy and supportsare properties (relations) of a Service. The classes Servicelerofi
ServiceModel, and ServiceGrounding are the resgecéinges of those properties. The details of
profiles, models, and groundings may vary widetyrirone type of service to another.

OWL-S suffers from problems, which haven been dised in detail inHalzer et al., 2004].
OWL does not give constructs that are sufficiemtbh to express the data flow in OWL-S.
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OWL-S therefore can be thought of as an extendedL QaWguage, requiring specialized
reasoning methods in the most general case. Whamies to modeling with OWL-S concepts,
it often becomes hard to get an overview of howdliferent parts connect to each other. For
example, the same parameter (such as an inpypriacass) may be referenced in several places,
and the control flow of composite processes magflsgnificant complexity. Especially for the
domain of business process compliance we see llbeviiog two shortcomings of OWL-S:

= Conditional Model: Although OWL-S Profile desigaatelements for pre- and post
conditions (effects), it still does not specify htmdeclare those conditions precisely. This
limitation of OWL-S Profile is directly related tbe problem of describing relations
between input and output parameters. The main @noid that conditions often refer to
concrete parameter instances which are not knowarbexecution. Thus, a declaration of
these instances must be present in the definifi@npoecondition via variables. The
problem is that OWL as the underlying formalisnOdVL-S does not support any
straightforward mechanism to declare variablBslzer et al., 2004] propose as a solution
to this problem to extend OWL by reification of &dzhal concepts in a similar way as it is
done by OWL-S to define the data flow in a proaesslel. As a consequence, special
algorithms are required to verify such definiti@ml to derive knowledge from them.
[Balzer et al., 2004] then come to the conclusion that subsumptionom@ag is not
sufficient anymore to tackle this issue. Compatmgur model, we consider our model as
a formal specification on a conceptual level anddeenot bound it to a certain logical
formalism as OWL-S does with OWL respectively Dgstarn Logics.

= Business level Underlying Data Model of Servicas:said before, a crucial requirement

for modeling operative business processes for applthe compliance requirements on
them is to define business level data entities dhatconsumed and produced by a business
process respectively the services/activities irugiress process. For this reason we have
integrated the concept of “Business Documents” dhdir pertinent state model
respectively the transitions on them as first ckastities in our process model definition.
OWL-S completely suffers to provide this aspecitinspecification and it also lacks to
propose how to treat data in processes and thwices.

However in many respects we also follow the spifi®OWL-S, especially when it comes to the
definition of an activity by providing a mechanismspecify the “effect” of its enactment. In our
case, the effect will be described in terms of Wwhetbusiness document attributes become
assigned or not, and whether new business docunstahces are created. On the same note, we
also allow non-determinism in the execution of a&tivety resulting in many possible effects
given by the fact that our model is kept mostlytedzt without specifying any business-specific
details about the underlying business documentghaidstate life cycle.

In context of web services and service orientedhisgcture Web Services Model Ontology
(WSMO)[Roman et al., 2005] provides a conceptual framework for semantic dpson of web
services in order to facilitate the automationhdit discovery and invocation over the web. The
combination of such web services can potentialgultein business process models, thus we
consider WSMO as related work on modeling the bmhavin business processes. The
conceptual model WSMO consists of four main elestgdhtologies Goals Web Serviceand
Mediators Ontologiesprovide the terminology used by other WSMO elermdntdescribe the
relevant aspects of a domain. Web services desthdeomputational entity providing some
functionality in a domain. Goals represent an dibjecupon thir fulllfilment a web service is
executed. Mediators support overcoming interopétalproblems between different WSMO
elements. One of the key differences between OVABEWSMO is the existence of the concept
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Goals in WSMO for describing web services. Web Bes/Modeling Language (WSML) is the
language used to formally describe different ele@m WSMO that support different formal
logic variants and therefore different expressiliyels. According toAgarwal, 2007], WSML
does not provide any modeling entity for orchesttatveb services. Therefore it is not made
clear in WSMO how to model business processes bas@kb services.

We conclude the related work discussion with tiageshent that, to the best of our knowledge,
none of the works introduced above shows a concaefaicable model which recognizes all the
aspects required in the domain model of businessegs compliance, namely Role, Business
Documents, Activity and the Transitions applicatdiéhose Documents and Activities. We have
developed a concrete, novel, conceptual desigthdrdomain, which explicitly contains all the
necessary semantic relationships between the aspecttioned above.

4.3.3 On the RBAC and Business Processes

Many extensions to RBAC models have been proposach as task-based access control
(TBAC) [Thomas et al., 1997] or web service-based access control (WS-RBAC4B#&)g et
al., 2004]: TBAC models permissions to enact operations feomore task-oriented perspective
than the traditional subject-object one which isgmsed by the core RBAC model. It is an active
security model that makes access decisions basednip on the operations the subject
(user/role) owns but also on the current executiomiext of the business process, in which an
activity may be accessed and enacted. It also tekmporal constraints into account where
access is permitted based on a just-in-time fastuiothe tasks related to the sessions introduced
in the core RBAC model.

Further, in the context of Service Oriented Arctitee (SOA), where Web services may be
used to realize cross-organizational business psesgleng et al., 2004] proposes an extended
RBAC model for web services. The most significaiffedence from traditional RBAC models is
that their model takes companies as subjects anul 8&ersices as protected objects. There are
two kinds of constraints in their RBAC-extensionipplement constraints and authorization
constraints. These constraints must be enforced wine relations are constructed and access
decisions are made.

Many Access Control Models including the ones abbased on RBAC have limitations
regarding the representation of the relationshipvéen user and roles, the business level
operation(s) they enact during the execution ofuairess process, and their organizational
embedding in an enterpris€Handramouli, 2003]. Thus we adapt the RBAC model in a very
limited and cautious way in order to use it in approach and bridge the gaps mentioned above.
We see our work rather as a completion to the REBA@nsions mentioned above since they are
concerned with different facets of modeling therissand the system’s access to resources.

4.4 Conclusion

In this chapter we have developed a novel modelfandal specification for the domain of
business process compliance and the entities dlotravithin it. We started by introducing an
upper-level model containing entities relevanthte tiomain, namely: account, business process,
control, and risk. A part of the model was tackledmely the model of a business process and
the controlled entities. We discussed the relefiesttclass entities of a business process model
from the angle from which they are observed in afpee business processes in the industry. We
argued that the traditional, purely activity-orieditview of business processes is not enough to
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describe a business process the way the business uasderstand it. We argued that the
“business level data”, which are consumed alongettexution phase of a business process, are
crucial and have to be considered as first clad&ie=nin a business process model. We
introduced the concept of “Business Documents”. Weognized the question of “who” is
involved in an operative business process by inicod) the entity “Role” as a first class citizen
in a business process model. As a framework tamé@te the concepts in our model we used the
Hammer’'s Framework, which introduces seven dimerssaf the work done in enterprises. We
put the framework in the context of business preegsand derived the motivation of three
entities: activity, business document, and role.

The notion of controlled entities for business ps® compliance that are subject to controls
was introduced, i.e. a control will constrain thehavior of a certain controlled entity in a
business process. The controlled entities arevipgtibusiness documents, user, role and a
control itself.

Step by step, we showed the position of each clbedrentity type in a business process model
and showed the semantic interrelationships amothgsh. An exception is the model of the
controlled entity control that will be separatatyroduced in chapter 5.

As the next refinement step on the model, we intced the formal model of business
documents. We designed the lifecycle of a busidessment instance in a business process as a
set of states, where each state can potentiallg lthifferent values. Based on the business
documents and the concept of conditions, we themdtly designed the behavior of an activity.
It consists of: a tuple of the business documedntsads and modifies, the preconditions of the
activity, and the effects on the business documemetsly created and those which were
consumed by the activity. The “flow” of a businge®cess can then be described in terms of
“transitions”, which may happen between the adtgiand the states of business documents.

Further, the model of business process instancatam®pending artifacts transition instance
and business process context were introduced. Tieetieeness of a defined control on a
business process model will be checked during xlkeewion time of business processes using a
business process instance.

For the design of the way users enact the activitie tightly followed the RBAC model, with
some necessary conceptual adaptations. The exteaisis to integrate the concept of business
documents in the model. In order to reflect theaaigational structure in which the operative
business processes happen, we introduced the &dtigyJnit”, which builds on the relation of
“role hierarchies” proposed in RBAC.

Throughout this chapter we frequently referredhi® $cenario use cases provided in chapter 2
and exemplified the concepts and the relationsthgyeloped by different facets of the scenario.
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5 Business Process Verification

In the previous chapter, in section 4.1.2, we phiiced the proposed method for realizing
effective internal controls on business procesfiesonsists of two steps: theerification of
business process models in order to verify that #re designed as required, and vaédation
of business process executions in order to validhetéact that they work as designed.

Based on the proposed method, in this chapter inadince the solution provided by this thesis
for verification of business process models produgering design or a reengineering phase of
business processes (see section 3.2).

Note that this chapter is not directly related he formalizations we gave in the previous
chapter, since for the implementation of the bussngrocess design verification presented here
we used a tool (given in scope of a project théitlve described shortly) that does not support all
the modeling entities developed in previous chapter section 5.1.1.2 we give detailed
explantations of the relationship between used fsode

Generally verification of process models spans tweraspects:

1. Checking that a model satisfies a set of propegiesn by a formula

2. Checking general properties of a model regards{signtactical’ correctness.

In this chapter, the proposed solution for busin@egess verification is related to the first
aspect, i.e. the properties represent some busieesiscorrectness requirements on a business
process model.

The benefits of a method for verification of busisgirocesses in the context of business
process compliance are threefold:

1. Through an automated verification of a set of bessnprocess models that exist in
companies, the risk of designing, implementing aodnsequently executing
noncompliant business processes can be decreased

2. By automating the task of verification achieved fioe most part manually in today’s
business world, the cost of manual inspection,yambBnd testing of business process
models for compliance can be reduced.

3. Completely new-designed and implemented businessepses, once verified, can be
considered as compliant, while it should be noteat they cannot be considered as
remaining always compliant (see section 3.1.2.2.2).

The verification of a business process model iSze@ using formal methods. These methods
seek to establish a logical proof that a systerhwatk correctly, i.e. that it is correctly desighe
A formal approach requires:

» amodeling language to describe the system, irtase a business process;

» a specification language to describe the busiresd torrectness requirements on the
system and

= an analysis technique to verify that the systemtsnige specifications.

The model describes the possible behavior of tiséery, and the specification describes the
desired behaviors of the system. The statementatimaddel satisfies the specification is now a
logical statement, to be proved or disproved udiieganalysis technique.

The modeling language to describe the system ircase is provided by the business process
definition BPD (Definition 4.2) introduced in seati 4.2.2. In the current chapter we introduce a
specification language using Web Ontology Langué@®VL) to semantically describe the
business processes and their business level amessctequirements together with the analysis
technique used to verify a business process design.
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In this chapter, we start by outlining the basiequired for understanding the approach as
well as the context of the project ATHENA, throughaevhich the research in this chapter was
achieved. In project ATHENA, a business process ating approach was developed called
Cross Organizational Business Proces$€8P). CBP provided the underlying models of the
tools implemented in the project. These tools sas/¢he underlying business process modeling
infrastructure in this chapter, on which the vesdfion approach is applied. In this section we
also introduce OWL, the ontology language, whiclveg as the underlying formalism to
represent CBPs. In section 5.2 we detail the apprbg presenting the CBP ontology developed
in OWL and also how the business level correctnegsirements can be expressed and verified
based on the ontology. Here we also provide thdementation of the approach along with its
integration architecture in the underlying tool momment. In the subsection relating to related
works, we briefly introduce a scenario in the cahtef an internal SAP project, in which the
research results were practically applied in aast prototype, before we discuss and compare
other possible approaches used for the verificatfdyusiness processes.

5.1 Basics

5.1.1 Introduction to Cross Organizational Business Processes

The concepts and implementations provided in thapter were realized within the EU-funded
research project ATHENA. The ATHENA project dealghwthe problem of interoperability
between enterprise information systems. Today comimgsiness paradigm is dominated by
service outsourcing, in which an enterprise focusmesits core business processes and has
secondary process parts enacted on its behalffuicagrovider organizations. These kinds of
business processes, within the ATHENA context, ealed Cross-organizational Business
Processes (CBPslLippe et al., 2005], i.e. processes that cross two or more entemgarise
Solutions to problems associated with CBPs areobiiee main goals of the project. Support for
the semi-automatic modeling and automatic execuifdhese processes were the focus of study
in the different research groups, which investiddtes problem at business and technical levels.

In ATHENA concepts were developed to classify pescéypes pursuing different goals.
Processes are divided into three levels of abstrach level suited for business people, an
intermediate level suited for process analysts@bkas business people, and a level suited for IT-
experts. At this last level the processes may lerwed by computer systems. Furthermore,
ATHENA presents a concept to model cross-orgartnati processes without having to reveal
the internal, private information of enterprisesisl concept includes three different process
types that vary according to the degree of inforomaprovided about a single enterprise as well
as the degree of information provided about thelevhollaborative process:

= Cross-Organizational Business Process: This protygss is intended to explain the
whole collaborative process and contains mainlytrabsinformation about the roles
the involved enterprises play

» Private Process: This process type is used orgyrially by an enterprise and contains
all information regarded as necessary by interaatsi

»= View Process: This process type hides sensitivernmétion contained in the private
process of an enterprise and provides partnersimfitbhmation on how to interact with
the enterprise owning this private process.

Based on these concepts, modeling and executiofs taere developed to support
collaborative business processes on each levelagpeoach of having three different levels of
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abstraction was also implemented. ATHENMovides the toolMaestrq which is used for
designing CBPs. They can be executedNliepemiaha CBP Execution Engine. It is possible to
model processes at the business level and to aramghem to the technically detailed process-
models used in Maestro. Apart from this and basefbonal operators, a method was developed
to enable horizontal transformation. Thus automiatinsformations from view process to private
processes and vice versa are also supported bjeabstro tool.

5.1.1.1 Modeling CBPs with Maestro

Maestro supports the graphical modeling of busingssesses. Business processes are
graphically modeled as a set of abstract activiied the dependencies between them. Each
activity may have a so-callethsk Profileattached to it, which gives this activity somediof
functionality. A task profile can be either a mahuser interactionyser task profilgor a Web
service invocationgervice task profile

The management of task profiles is accomplishea lbgol calledGabriel By allowing the
orchestration of web service invocations into bess processes, Maestro paves the way for
automated business process execution without huimanaction. The actual enactment of
business processes is then done by Nehemiah. Maesiizes the process abstraction concept,
I.e. it distinguishes betweegsrivate processes, view processasdpublic processes order to
retain internal knowledge of a company while imtperating with external business partners on a
business process level.

The main graphical components of the Maestro bagsingrocesses arexctivity nodes
coordinator nodes, sender nodasidreceiver nodesin a valid Maestro business process, these
four node-type elements are connected with eactr thmeans of thdirected edges

Coordinators control the actions which take plaatwieen activities, sender nodes, and
receiver nodes. Several kinds of coordinators eg#sth of them influencing the activity flow in a
certain way. The different kinds of coordinators:degincoordinatorsendcoordinatorsgchoice
coordinatorswhile coordinatorsmerge coordinatorssync coordinatorsfork coordinatorsnull
coordinators, ando coordinators.

During the creation of the CBP, for each commuimceamong the business partners that were
determined, a sender node is inserted into thenbssiprocess of the business partner who
actually invokes this communication, and a recenadte is inserted into the business process of
the business partner who retrieves informationmdutihis communication. The insertion of these
nodes is necessary due to technical reasons arattdmhing appropriate service task profiles to
these sender and receiver nodes, data exchangedretive business partners is then realized
using web service technology.

A CBP in Maestro can be remodeled in terms of chmgndhe sequence of activities,
coordinators, sender nodes, and receiver nodea. CBP may be changed by the way the task
profiles are attached to the activities of the bess process. Depending on the kind of task
profile, this change could refer to a manual uask br to a web service invocation.

5.1.1.2 Relationship between a CBP and a business p rocess according to
BPD

The main focus of business process modeling basetieoconcept of CBPs is the design of
interactions between different business partneesdallaborative scenario. Here web services are
the main facilitators for realizing the communioatiand exposing the functionality between
different business partners. Thus modeling CBRdaestro and executing them in the Nehemiah
engine is bounded to the usage of web serviceschwhie consider s related to the
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implementation level in business process managenembntrast, a business process designed
according to the definition of a BPD is not boura the usage of a certain technical
implementation, as it is the case with CBPs. Thalired parties in BPD are defined through
users and their roles. During the implementation, alssigning roles and users appropriate
technical endpoint addresses, (for instance usiep wervice addressing etc.), it will be
established whether those roles and users areeitiselcompany or remote (external business
partners). Naturally, external business partnelidoeiassigned remote addresses.

According to BPD, one of the first class entitidsadousiness process is the data created and
consumed in a business process, which is refldngetie notion of business document. Maestro
does not provide any modeling entities to designddita in CBPs.

However due to the concept abstraction provide8BE a CBP can be treated as a BPD on a
conceptual level. A CBP cannot be considered aR@,Because it does not support the notion
of business documents (and all relating concepth s1$ the states through which a business
document instance can go).

In Table 9, a mapping between the core modelinmets of CBPs as introduced in section
5.1.1.1 and the core concepts of BPD as introdurcedction 4.2.2 is provided.

Table 9 Mapping between CBP and BPD concepts

CBP BPD
Activity Node Activity or

State Change Command
(scc)

Coordinator Node Condition

- Business Document
Edge Transition

- User

- Role

Attachment of a user or task Enacts
profile to an activity node

- creates / reads/ modifies

Begin Start
End End
User/ Service task profile Activity or scc
Private/ Sender/ Receiver -
task profile

Private/ View/ Public view -

5.1.1.3 Limitations of CBP Verification in the cont ext of Business Process
Compliance

A verification of business processes designed iredita has certain limitations. These
limitations are related to the fact that not alhcepts of a BPD are supported in the model of
CBPs (see Table 9). We consider the lack of busidesuments in a CBP especially to be one of
the main shortcomings of the CBPs. See sectionr(a fletailed discussion on the necessary of
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inclusion of business documents in a model for hess processes in the context of business
process compliance.

It is possible to verify the model of a system engral (and in our case particularly business
processes) through the elements that build thesyste. by the elements that the static design of
a system contains. Thus it is not possible to ye¢h& model of CBPs according to the elements
that a CBP does not provide. A CBP only reflects dbtivity flow in a business process by
supporting the notion of activity nodes, coordimatodes etc. Thus the verification of a CBP
presented in this chapter provides only the veiion of theactivity dimensiorof a business
process design.

5.1.2 Ontologies in Web Ontology Language (OWL)

In this section we explain some basics of the Watnlogy Langage (OWL) that are necessary
to the understanding of the verification approamhlfusiness process discussed in this chapter.
The CBPs introduced in the previous sub-sectioasrerdeled in OWL.

OWL [OWL2004] is an ontology language developed by the W3C \Welnlogy Working
Group. OWL was developed as an extension of RDFei@ehRDFS2004]. OWL is based on
Description Logics (DL)Baader et al., 2003]. DL is a decidable subset of First-Order Logic.

Knowledge in DL is represented as a hierarchicaictiire of classes (also called concepts),
thus as taxonomies. A DL system is usually divided two parts: the TBox and the ABox. The
TBox defines terminological knowledge and consisfs declarations describing general
properties of classes, thus it contains the déimst of classes and its relations. The ABox of a
DL system contains the definition of instancesdalalled individuals).

OWL exists in three dialects, namely OWL-Lite, OWIDescription Logics (OWL-DL), and
OWL-Full, which differ in terms of expressivenessdadecidability. OWL- Lite is a subset of
OWL - DL, which in turn is a subset of OWL Full.niee OW-Lite's expressiveness only provides
vocabulary for defining taxonomy with some simptanstraints, it is much simpler to provide
tool support for this dialect, especially in terro§ reasoning. OWL-DL offers a greater
expressiveness while still being decidable, wher€A&/L-Full supports the full OWL
expressiveness but is no longer decidable andeiefittre not supported by today's reasoning
tools. As a result, when one requires reasoningauipvith good expressivity, OWL-DL is the
OWL dialect one should usB¢an et al, 2004].

OWL uses RDF's XML syntax. Each resource that imdgelefined can be assigned to a
Uniform Resource Identifier (URI) consisting of tm@amespace of the ontology and a string
identifying the resource. OWL ontologies use naraesp as their identifiers, therefore each
ontology has to have a unique namespace.

The main resources for the representation of OWtologies areclasses properties and
individuals Classes are defined usiagl:Classelements. Basically, two predefined classes exist
in OWL, namelyowl:Thing the universal class of which every other clasa subclass, and
owl:Nothing an empty class, of which every other class igpeclass. Expressive elements like
owl:subClassObr owl:disjointWithmay be used to further specify a class. dwsubClassOf
element specifies that the class is a subclasgyofem other class, whereas the owl:disjointWith
element determines the following: Given two OWL sslasClassA and ClassB which are
disjointed from each other, if an individual is iastance ofClassA then it cannot be an instance
of ClassBat the same time, and vice versa. For a fulldisbwl:Classelements, please refer to
[Dean et al, 2004].

An individual stands for a single real world objbeing an instance of one or more classes. In
OWL, relations between individuals are modeled tmypprties. Two types of properties exist: 1)
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Object properties relate individuals with other iuiduals and 2) Datatype properties relate
individuals to data type values such as an integex string value. XML Schema data types are
supported for the definition of OWL data type prajes.

Another important feature of OWL is that it allowse user to define restrictions on top of
properties. With theowl:Restriction element, a number of restrictions can be defireat t
constrain the individuals of a class in terms o thumber of relations to other individuals
through a certain object property they have. Wé mat discuss further details on the syntax or
the semantics of OWL here as this is not our interthis section. This section should serve to
give an insight of OWL basics. For full and fornagfinitions on the syntax and the semantics of
OWL refer to Pean et al, 2004].

5.1.3 SWRL — A Semantic Web Rule Language

The expressiveness of OWL does not support theesgfmn of rules, which is regarded as an
important additional expressive feature. Therefargjle extension to OWL ontologies is needed.
Semantic Web Rule Language (SWRHofrocks et al., 2004] is currently one of the most
promising and most widespread semantic web rulguages. SWRL combines the OWL
sublanguages OWL-DL and OWL-Lite with a sublanguafjRule Markup Language (RuleML)
[RuleML]. SWRL allows the defintion of the Horn-like rulés OWL-DL and OWL-Lite. These
Horn-like rules consist of a body (also called aatient) and a head (also called consequence).
This relationship could be visualized as follows:

body 2 head

Such a rule is to be read as follows: If the coodd specified in the body apply, then the
conditions specified in the head likewise applytBitne body of a rule and the head consist of a
conjunction of one or many atoms. A general SWRE nould be visualized as follows, where
A1 to An represent the body atoms andt® Bn represent the head atoms:

AroAz20...0Ar>BroB2o... oBn

The atoms, that the rule body and the rule headisbof, can be of the form C(x), P(x,y),
sameAs(x,y) or differentFrom(x,y), where C is an D¥Wéscription, P is an OWL property, and
X, y are either variables, OWL individuals or OWIlatd values Horrocks et al., 2004].
Accordingly, atoms can be formed from unary preisg OWL descriptions or OWL classes),
binary predicates (OWL properties), equality praths (sameAs), or inequality predicates
(differentFron). Consequently, an atom consists of a predicaiggbone of the four predicates
mentioned above, and a set of variables, OWL inldizis, or OWL data values.

SWRL rules are expressed using the vocabularyeotittderlying OWL ontology, mainly with
regard to OWL classes, individuals, and properti88/RL also offers further expressive
vocabulary such as built-in predicates. We will gotinto detail on those concepts as they are
not needed to achieve the goals of this thesisaFoil and formal definition of the syntax and
semantics of SWRL, refer téirrocks et al., 2004].

A drawback when it comes to OWL-DL knowledge basath SWRL rules is that these
knowledge bases cannot be reasoned by today'soggtobasoners due to the undecidability
problem, which is further discussed itofrocks et al., 2004b]. One approach for overcoming
this problem was developed bydtik et al., 2004] and led to a subset of SWRL called DL-safe
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rules, which is restricted to some extent in ordemake reasoning over OWL-DL ontologies
with rules decidable.

DL-safe rules make reasoning over OWL-DL ontologigth rules decidable by restricting the
expressivity for rule definition. The structuretbk rules regarding the rule body, the rule head,
and the fact that they consist of one or many atmmexactly the same for SWRL rules as for
DL-safe rules. The restriction of DL-safe ruledbisst expressed by the definition of a DL-safe
rule, which is given byMotik et al., 2004] as follows: "A rule r is called DL-safe if each
variable in r occurs in a non-DL-atom in the ruledip." DL-atoms are the ones introduced as
atoms in SWRL.

5.1.4 KAON2

KAONZ2 [KAONZ2] is an ontology management tool for managing OWL-@ntologies and
rules. Furthermore it offers rule support for OWL-Dntologies by supporting the DL-safe
subset of SWRL. The class diagram, which visualibe structure of a KAON2 Rule object, is
shown in Figure 30. On the basis of this classanatry, we developed the rule expression
mechanism for the verification of business processe

1 Rule

has has
body literal head literal

Literal 1."

has t2rm

has
predicate

: Tﬁfr

1

Predicate Individual Wariable Constant

Figure 30 KAON2 — Rule Object

KAONZ2 uses the concept of Backward Changing toaeas/er DL-Safe rules on top of an
OWL-DL knowledge base. Backward chaining startshvatlist of goals and works backwards
from the head of rule to its body to check whetiere is knowledge, in terms of individuals,
available that will support any of the heads ofthles. Thus backward chaining is considered as
being “goal-driven”, meaning that it starts witlt@nsequence which the engine tries to satisfy. If
it can not, it will search for consequences thati, known as 'sub goals’, that will help satisfy
some unknown part of the current goal - it cont;ubis process until either the initial
consequence is proven or there are no remainingaails.

For a complete discussion on the underlying cosceptd reasoning algorithms used in
KAONZ2, refer to KAON2].
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5.2 Approach for Business Process Verification

The solution provided in this thesis for verificati of business process models includes
following conceptual steps:

» Define a formal description for the business preessas a formal ontology.

= Express the business level correctness requiren@hGR) of an enterprise’s specific
business process definition according to the teants concepts defined in that formal
ontology

= Store the specific business process definition senaantic enriched model according to
the formal ontology (Business Process Model Insganc

= Use an Inference Engine, which takes as input daadative rules and the semantic
process model instances and infers whether therubusiness process model instance
violates the existing set of given rules.

The steps above are visualized in Figure 31, inotuthe technology used for implementing
the approach: For the business process definitiems<CBPs modeled in Maestro are used. The
CBP ontology has been developed in OWL-DL. Businessel Correctness Requirements
(BLCRS) are represented as DL-Safe-rules. KAON2rktice Engine is used as the underlying
reasoning infrastructure to verify whether a bussnprocess model instance satisfies the set of

BLCRs.
: SWRL / DL-Safe
=
8P aoa @
dh dh Result of the
owroL  F0 00 - KAON2 =)
Onfology % oH Verification

._“‘

OWL-DL
Process Model

Instance

Figure 31 Conceptual steps for Business Process Yfaration

At design time, business processes are modeledaestvb and then saved to the business
process repository. The business processes canbthesnacted by the Nehemiah engine at
execution time. The latter step is out of scopkusiness process verification.

The verification mechanism proposed is supposdeetmtegrated in this sequence right after
the business process modeling step, which is iitett in Figure 32. The figure outlines that,
after the business process has been defined offiethdt is verified by a reasoner in a business
process verification step, before being addededothsiness process repository.
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Figure 32 Sequence of process modeling includingvarification step
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In the following we go into the approach in greatetail:

5.2.1 CBP Ontology

The semantic representation of CBPs is necessaryhéo verification mechanism because
defining the structure, the concepts, and the icglghips of Maestro business processes
semantically builds the basis for being able toregp and to capture the business level
correctness requirements, i.e. the constrainta. Way, the semantic representation provides the
vocabulary for expressing these constraints. Rabtj the business process expert needs to be
able to save a semantic process model instanclkeobusiness process model he is currently
designing in Maestro. This, in a first step, regsithe creation of an ontology, which we called a
semantic CBP model @BP ontology

It contains all relevant classes, concepts, andtiogiships regarding CBPs and acts as a
blueprint for each business process model instant@ogy that is created. In the following we
further detail the CBP ontology developed:

The ontology defines all relevant classes and ptigsethat can be used for the semantic
description of CBPs. In order to avoid redundarityis common to model the classes and
properties as a model ontology and to store thiwichahls, i.e. the actual business process model
instances, in a separate OWL file, which we ca#libeiss process model instance ontology. The
taxonomy of the model ontology is shown in FiguBe 3
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Figure 33 Taxonomy of CBP Model Ontology
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The root class of the CBP ontology, which is thessbwl: Thing for all OWL ontologies, has
the following subclasses (see Figure 34):

= Graph

= Business Process
= Partner

= Node

= Edge

= Task

Graph represents a Maestro business process graph rogtabne or several business
processes run by different companies. Its subdaaseCoalitionGraph PrivateGraph and
ViewGraph It is connected with the clasBusinessProcesshrough the object property
hasBusinessProceshlote that the number of business processes whah be connected to it
through thehasBusinessProcesbject property differs depending on the graptetyp

TheBusinessProcesdass is related toodesandedgesby the object propertidsasNodeand
hasEdge respectively. It can be linked to the claBartner through the object property
hasPartner

The classPartner stands for one business partner, who is linketthédusinessProcessdass
by its object propertirasPartner

The clasdNoderepresents any kind of node contained in a busipescess. By means of the
object properties isPredecessorQf isDirectPredecessorQf isSuccessorQf and
isDirectSuccessorOgach individual of th&lodeclass is in some way linked to all other nodes
within the according business process. Its subetagsActivityNode(representing an activity in
a business proces§genderNodéstanding for a node that enables outgoing comaation in a
CBP), ReceiverNodéstanding for a node that enables incoming comaoation in a CBP), and
CoordinatorNodgrepresenting a node that aligns and managesxdwigon flow of a business
process instance later). Activity nodes can be eoted to an individual of thBerviceTasklass
through the object propertgallsServiceTaskin the same manner, sender nodes and receiver
nodes can be connected to th®enderServiceTaskclass by the object property
callsSenderServiceTaslor to the ReceiverServiceTaskclass by the object property
callsReceiverServiceTaskespectively. In addition to linking service tasto activity nodes,
individuals of the clas®JserTaskcan be linked to activity nodes through the objemaperty
callsUserTask

The classEdge links two individuals of theNode class, which are both found within one
graph, with each other. It is connected to exaatly source node and to exactly one target node
by the object propertidsasSourceNodandhasTargetNode

An individual of theTaskclass refers to a task profile that can be atthdbea node of a
business process. The subclasses of this class UmserTask Private-ServiceTask
SenderServiceTas&ndReceiverServiceTaskhese different kinds of task profiles are neeted
correctly represent the communication between ags® model and its implementation, i.e. the
connections between nodes within Maestro and aseshbce endpoint.

Each class in the above ontology is shown as amgl in Figure 34.

95



Partner

Bl hasPartnerTd

) BusinessProcess
[l hasEdge ' Edge
_f:'l- hasNede : Nods =
- ASPETENED | hasPartnerilame

| Graph
Bl hasPartner : Partmer[0..1]

] hasBusinessProcess : BusinessProcess
Ml hasMaestroVersion hia<Busine
B hasModelld
4
\
l‘,‘h asNode
) Node
i Node

[l hasPrivatabode
[ hasViewhode : Nede[0..1]
M isDirectPredecessor0f : Node

—[[ll isDirectSuccegsorOf t Node

') Edge

B hasPrivateEdge @ Edgel0..1]
B hasSourcelode @ Nodell..1]
B hasTargethods : Node[1..1]

de
j= [ isPredecessorQf : Node
[ isSuccessorCf @ Mode

B hasNodeDefinitionId

[l hasViewEdge ! Edge
B hasModeText

Receivertode
Wl calisReceiverServiceTask ¢ RecsiverServicaTask

Coordinatoriode
]
)
|

ActivityNade
M callsServiceTack : PrivateServiceTask |
[ callsUserTask | UserTask [
B hasPrivatetlodeOccld
[N
- |
|.I | Y Senderflode |'I
! |_ callsSandarSarviceTask @ SenderServiceTask {
/ .
f ,."f |
“gon i
| Task |
|
|
|
|
|

B hasTackld
B hazTackMame

'q:F"' cReceiverServiceTask

| ReceiverServiceTask
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5.2.2 Expressing Business Level Correctness Require
A business level correctness requirement that carcdptured could be, for example, a
constraint through which web services have to dedatan a certain activity of a business

process, or which specifies that after a certativiac of a business process, a certain user task
must be performed. Although these constraints el@ed to a certain business process, they

should be decoupled from the actual technical sspration of the business process, so that they

can persist, regardless of whether the belongirsgnkas process is redesigned or even deleted
Thus, the constraints are to be stored separately the semantic business process model

instance itself.

We should extend the business process modelinggseqshown in Figure 32 by the extended
modeling sequence depicted in Figure 35.
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Figure 35 Business process modeling sequence inghglexpressing business level
requirements

Expressed in terms of literals and the vocabulawerg by the model ontology described
earlier, a rule could be defined using the rulécedor CBPs shown in Figure 36:

x

Tarine: I3DirectIyAfterSaIesOrded

Description: Ilirectly After Sales Order

If... |F\ctivity1 [ActivityMode] _v_l Ihas narie ;j lSaIes Order LI - |
and. .. ISenderServicel [Senderser... _V_I Ihas kask name ;j kaIICaIcuIateRateSender _V_I - |
and... ISenderNodel [Sendertode] _v_l Icalls sender weh service ;j ISenderServicel [Senderser. .. LI - |

then... |SenderNodel [Sendermaode] ;_l Iis enacted directly after Ll Inctivityl [ActivityMode] LI
add condition I saverule | cancel |

Figure 36 Add rule dialog

The "Add rule" - dialog constrains the vocabuldrgttcan be used for defining business rules
by offering only the available vocabulary in comimmxes. For each literal, regardless of whether
it is a body or a head literal, the same vocabukadgts. Each literal of a rule consists of a
predicate and a set of terms. The predicates thgtha used for modeling the rules are confined
to binary predicates, also called properties. Bimaedicates, as the name suggests, have exactly
two terms, which is why the literals of the "Adde’u- dialog always consist of one property and
two terms. The properties available in the "Addetul dialog reflect the object properties and
data type properties defined in the model ontoldigyrder to make the "Add rule” - dialog more
user friendly, it does not show the names of tloperties as modeled in the ontology, but rather
displays a description of them that is easier far tiser to read. The two terms that belong to
every property are also called domain and ranggur€i37 identifies the domain, the property,
and the range of an example literal displayed en"#dd rule" - dialog. The domain of a literal,
with regard to the "Add Rule" - editor, is alwaysrse kind of variable. The property may be an
object property or a data type property. When iansobject property, the range is a variable,
whereas when the property is a data type propeyrange is a string value.
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Figure 37 Structure of the Add Rule Dialog

5.3 Overall Architecture and Implementation

The architecture of the prototypal verification engion consists of the following three main
parts: The Maestro application provides the Ul,KW®ON2 framework, which is responsible for
ontology and rules management and additionallyréasoning over the ontological Knowledge
base, and the ontological KB containing OWL onteésgand rules. The functionality offered by
the KAON2 framework can be separated into threetspaReasoning Engine, Ontology
Management, and Rules Management, as shown in&-ig8r It gives an overview on the
architecture of the prototype for business prosesgication integrated in the Maestro tool. On
the one hand, Maestro enables the process modedavé model instance ontologies of business
processes, which are then created through KAON2IGgy Management and saved as OWL
ontology files. On the other hand, it allows foetbreation of rules by the business process
expert, which are processed in KAON2 Rules Manageraed saved to rule files. These rule
files together with the CBP ontology and the precesodel instance ontology build the
ontological knowledge base. The CBP ontology presicall relevant concepts and the
relationships between them regarding business psese whereas the instance ontology, which
can be seen as an instance of the model ontolegyesents an actual business process modeled
by the process expert. On the basis of this ontcddbd<B, reasoning can be conducted by the
KAONZ2 reasoning engine and the results can be gass¢o the Maestro Ul and thus to the user,
i.e. the process expert.

X ™y s ™y s
Ontological KAON2 Maestro
Knowledge Base
R - ) : User Interface for Business
Model Ontology | : Reasoning Engine »  Process Verification
Cntology L, User Interface for
e Management - Ontology Creation
Instance
Ontology - n User Interface for
Rules Management |« Rules Management
l Y
Rules Ontology
L ~ n, ~ L ~

Figure 38 Overview Architecture of the Business Proess Verification Approach

Because the CBP ontology is an OWL-DL ontology ttattains all concepts and properties of
Maestro business processes in general, it is redatd be TBox knowledge. It is business
process independent and therefore static, andildsbthe basis for each process-specific KB.
Accordingly, only one global OWL ontology file fahe model ontology exists. The instance
ontology is an OWL-DL ontology containing busingsecess specific information. It consists of
individuals of the concepts that are describedhm €BP ontology. Therefore, the knowledge
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contained is ABox knowledge. Consistent to the ideantologies, the process model instance
ontology has to import the model ontology, sincedses knowledge from the model ontology.
The creation of instance ontology is to be staltgdhe process expert through the Maestro Ul
after he has modeled a business process. Theéestaology is stored in an ontology file that is
named according to the name of the business prozedsich it belongs.

On the basis of the existing KB consisting of thedel ontology and the instance ontology,
rules can be expressed by the business procesd.ekpe rules are saved in a separate OWL
ontology file, which contains only information ohet rules. These rules are business process-
specific as well. The rules ontology is also impdrtby the instance ontology, so that the
knowledge from the rules ontology is also availainiehe instance ontology. To clarify the
structure of the ontological KB, it is visualizedfigure 39.

o ™y

Ontological Knowledge Base

s ™ P ™,
TBox ABox
Model mports »| Instance [, m2ets | Rules

Ontology Ontology Ontology
L o L A
Busineas Process - independent Knowledge Busginess Process - specific Knowledge
L -

Figure 39 Ontological Knowledge base

5.4 Related Work

5.4.1 On the Application of the Approach in the con  text of an internal
SAP project

We used the presented approach for the verificaifdsusiness process models in the context
of an SAP internal project in the area of carri@pper-solutions. The integration of carrier (web)
services in a standard Order-To-Cash business ggas@nterprise-specific. The situation is that
the same web service, provided by a certain cacéenpany, may be integrated in different
activities of the Order-To-Cash business process hy different customer enterprises. This
results in different variants of the same busimeesess. The verification approach was used as a
prototype using Maestro to verify whether the @arweb services were integrated in the correct
way, as required by a customer company in the OftteiCash business process. The scenario is
as follows:

Two different business situations for two differenistomer enterprises (shipper 1 and 2 in
Figure 40) lead to different configurations of te@me core-carrier servic€alculate Ratg
generateRouting Codel.abelingandManifest These services are provided as Web services by a
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carrier company and are integrated into the stahdader-to-cash-process in each customer
enterprise. In the case of process variant 1rateecalculationand therouting code calculation
are done duringales Ordemwhereaslabel generationis done after the goods are packed. In
process variant 2 theouting code calculationrate calculationand label generationare all
performed after the goods have bg@acked The verification approach presented in this abapt
provided a mechanism that enables a business aigaptess and verify the business level call
dependencies for each process variant in SWRL ubmdlaestro rule editor extension. Once the
SWRL statements are added to the KB, the businemsaan use the verification mechanism to
determine whether the current technical configoraf the CBP still satisfies the previously
expressed BLCRs on its CBP.

Shipper 1 : Carrier WS Shipper 2 Carrier WS

Sales Order

Faicuiate fate || L53les Order

Calculate Rate

Routing Code

i
|
i
i
. [Routing Code
i
i
i
i

Labeling Laheling

Packing Packing

Process Variant 1 Process Variant 2

Figure 40 Two different shipping process variant

5.4.2 On Model checking of business processes

One could question the usefulness of developingars¢ép process model ontology as
introduced in section 5.2.1, when ontologies lIR&/IOS have already been proposed. We argue
that the motivation behind the development of OWLlw&s rather dynamic web service
discovery, selection and composition, where ouediie is the verification of already existing
process models (built on top of a set of alreadstig services in the case of CBPs). Further the
verification of OWL-S process models is done malyuahd requires human interaction, whereas
our approach supports the automated formal vetifica which is opposed to traditional
techniques such as testing and simulation and Wwasntain advantages (i) formality - the
intuitive correctness claim is made formally; anyl erification - the goal of the analysis is to
prove or disprove the correctness claim.

There are two approaches introduced in related sviwk the verification of OWL-S process
models: In Narayanan et al., 2002] a Petri net-based operational semantics is pexhoshich
only reflects the control-flow of a process-modehkolekar et al., 2005] additionally models
the data flow and applies the SPIN model-checkemasutomatic verification tool. As discussed
in section 4.3.2, however, OWL-S suffers from sbamings which make it not the ideal model
ontology for the verification of process models.

[Liu et al., 2007] proposes an approach for process models exprasskd Business Process
Execution Language (BPEL) that are transformed ppitgalculus and then into finite state
machines. Rules captured in the graphical BusiResperty Specification Languaged et al.,
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2006] are translated into linear temporal logic. Thugcess models can be verified against these
rules that can stem from compliance requirementsnbgns of model-checking. The design of
Web Services composition languages, such as XLANGEPEL, also claims to be based on pi-
calculus. Howevervan der Aalst, 2005] has appealed that more solid work should be done
prove the effectiveness of pi-calculus in modelingsiness processes. According t@n der
Aalst, 2005] the main challenges when using pi-calculus atated to the complexity of the
models developed with the pi-calculus in orderxpress the rather simple workflow constructs
that are subjected to the verification.

Very similar to the proposed SWRL-based verificataf business processes in this thesis is
the work presented insfojanovic et al., 2006]. In that work business processes modeled in
Ontoprocess-Tool can be stored semantically in Oadd verified using SWRL. The main
difference lies in the underlying process model.ilé/lthe business process model instances
created according to CBP ontology in Maestro aecxetable business processes (by Nehemiah),
the processes modeled in ontoprocess are not exdeut

5.5 Conclusion

In this chapter we presented an approach and ingpiation for the verification of business
process models. In the context of business procesgliance, the verification of business
processes lowers the risk of designing and usirginbas processes that have a noncompliant
structure according to a set of predefined rulesifiéation is used as a tool during the modeling
of new business processes or reengineering old trexssures compliance of the process models
before their execution and consequently increds=sdiability of business process operations.

The verification is automated through the use afmfal methods based on ontological
representation of process models in OWL-DL and byngi SWRL to express the correctness
requirements on the structure of business proceseln The approach was implemented in the
context of the EU-funded project ATHENA. There tregification approach was applied to cross
organizational business processes (CBPs) graphicaddeled in a business process modeling
tool called Maestro. The Maestro modeling tool watended by the verification mechanism and
a user-friendly rule editor to express businessllewrrectness requirements on process models.
The business level correctness requirements aegnaity transformed into SWRL/DL-Safe
rules, thus the end-user does not need to haveeahyical and specifically logic knowledge.
The concepts behind the business process accoti@BPs were compared to the business
process definition introduced in section 5.1.1.8 #me current shortcoming of the approach in
terms of possibility to verification of businesscdments was discussed.

As was previously mentioned, in the context of tatpury requirements such as the Sarbanes
Oxley Act, the law requires that some rules/comstsain terms of controls be effective during
the execution time of business processes. In sasbsca design time approach as introduced in
this chapter is not sufficient to satisfy the regments. Thus, a next step is required to expand
the approach so that it considers the runtime sfr@ss processes. Such a step, the compliance
validation of business process executions, wilptesented in chapter 8.

101



102



6 Control Model for Business Process Compliance

The notion of controlled entities (CE) in busingg®cess compliance was introduced in
chapter 4. The following types of controlled emstiwere identified in business processes:
Transition, Business Document, User, Role and ©bnfihroughout chapter 4 a precise formal
model for the first four controlled entities wasvdmped and their relations within a business
process identified.

In the current chapter we are concerned with dgvetpa model for the CE of type Control.
According to this model a control will be defined a business process model. The business
process model is defined according to Definitio2 @PD). The interplay of the developed
model of CE of type Control in this chapter and BEKposes the semantics of the relation
controlsfrom BPCD (see Definition 4.1). In this chapter we prep@ state model for controls.
The state model of control is required for manading control docoumentation (acting as a
business document) in the business process comwkeitie designing the controls in a company.
Consider that such a business process is not aatygebusiness process, such as Purchasing,
Sales etc. Regulations such as SOX require not trdy controls be assured in the daily
operations of business processes, but also thagirtleess of managing controls be well defined.
By managing the controls according to the propatate model a company can effectively prove
to external auditors that the company has docurdetgeontrols (as required by SOX).

We start this chapter by giving an example of saiskate model of a control in section 6.1. We
continue in section 6.2 by developing a formal niagfecontrols. This is done in a bottom-up
manner in four sub-sections: section 6.2.1 - G2a¥ide a set of entities that are used together to
formally define the formal model of a control incien 6.2.4. In section 6.3 related works are
discussed and followed by the conclusion of thigptér.

6.1 Control State Model

A control is treated as a business document insinbss process: it has a certain state life
cycle. Regulations such as SOX require that a obiself goes through certain phases, starting
at its definition and over to its design, througk tvay the problems with the design of a control
are dealt with, and up to and including its appiaraon a business process and its monitoring. A
company has to prove that the current set of iaterantrols existing in the enterprise have gone
through such a well defined process, i.e. thedyfele of a control is managed from its creation,
the issues that are identified within the desiga ebntrol are handled, and the use of the control
in daily operations is both managed and monitored.

In this section we present such a life cycle of bnginess documembntrol in terms of the
state model that a control can go through. The gincf the state model of a business document
was explained and formally specified in section2

Below the state model of a control is formally givaccording to the formal definition of a
business document’s state model (see Definition 4te state model is determined based on the
following sources:

» Analysis of the mainly non-IT related COSO framek@s a de facto-standard for
realizing the internal controls compliance recogdizby regulation bodies and
compliance/auditing experts

= Participation in internal controls compliance pobge
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= Analysis of commercial software products, such AB’S MIC-Tool or Oracle’s Internal
Controls Manager, to promote the management ofriateontrols projects.
Below, the specification of control state modelpgesented and visualized (Figure 41),
followed by the textual description of its statenes and their possible values:

Control State Model:
S = {DESIGN, ASSESSMENT, ISSUE, MATURITY, VIOLATION
SV = {Scoped, Designed, Evaluated, NotAssesse@s#ast Effective, Released, Open,
Remediation, Closed, Informal, Tested, Monitored}
initialStateValue (DESIGN) = Scoped
initialStateValue (ASSESSMENT) = NotAssessed
initialStateValue (ISSUE) = Open
initialStateValue (MATURITY) = Informal
finalStateValues (DESIGN) = {Evaluated}
finalStateValues (ASSESSMENT) = {Assessed, EeRealeased}
finalStateValues (ISSUE) = {Closed}
finalStateValues (MATURITY) = {Tested, Monitored}
finalStateValues (VIOLATION) = {NotViolated, Victal}
assignedValues(DESIGN) = {Scoped, Designed, Evadijat
assignedValues(ASSESSMENT) = {NotAsssessed, Asdeffsetive, Released}
assignedValues(ISSUE) = {Open, Remidiation, Closed}
assignedValues(MATURITY) = {Informal, Tested, Manait/}
assignedValues(VIOLATION) = { NotViolated, Violated

S SV
| /[T ’
DESIGN / » Scoped Designed Evaluated
\. J
\
ASSESSMENT > Not Assessed Effective Released
Assessed
. v
N\
ISSUE > Open Remidiation Closed
. v
N\
MATURITY > Informal Tested Monitored
. v
( )
\ . Not .
VIOLATION K Violated Violated
\ ) . S

Figure 41 Visualization of a Control State Model acording to Definition 4.5

The business level meaning of each state neameéS and each state valwy /7 SV (see
Definition 4.5) is described below:

DESIGN: When a control is in the state &coped,the control has been recognized as
necessary to a relevant business process. Aftentiot has been scoped, it esignedby a
compliance expert and its desigriErgaluatedby a business process expert.
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ASSESSMENT:During Assessment of a control the following faat®ut a control must be
covered:

= Control is documented properly

= Control design achieves the related control obje¢s)

= Control mitigates or avoids risk(s)

= Do other controls exist which could achieve the sawontrol objective(s) in a faster or
cheaper way?

An ASSESSEIRontrol is considered as effective, if it permahesatisfies the above four
properties. The assessed control will then be selai.e. become part of the internal controls
(SetCTLSin Definition of BPCD — see Definition 4.1). The assessment of a conaolhowever
discover some issues in a control design. Whenhapens, the control is classed in EBEUE
state.

ISSUE: This state occurs when a control design contairysdaficiencies. In this case the
issue must be remediated. Practically speakingprara in statelSSUE signals that some
shortcomings have been discovered within the chrara that those shortcomings were reported
when a control was being assessed or testedontrol which falls into this state requires the
following documented information in order to be swmiered as internal controls compliance
certified:

» Cause: What causes the shortcoming to occur?
» Implication: What are the implications of the sltorning?
= Owner: Who is responsible for the remediation of tiscovered shortcoming in
control design?
= |dentifier: Who has identified the shortcoming?
» |dentification time: When was the shortcoming idiieed ?
= Priority: Which priority has the remediation of thldscovered shortcoming been
assigned?
» Status: In which status is the current shortcom{ifgSUEstate values:Open,
Remediation, Closéd
= Remediation plan: Which actions are or will be utmlen to remediate the
shortcoming?
» Validation Date: When will the remediation of thentrol’s shortcoming be validated?
The validation procedure of a shortcoming is abowes: After thelSSUEstate on a control is
remidiated the issue will be&losed.In this case, the control has to be re-assegs88ESSMENT
state). In all other cases an issue is considexéeiagopen.

MATURITY: The Maturity state of a control is related to tlsigoning of a control inside the
control environment of an enterprise and to the wsyeffectiveness is assured. Arformal
control indicates that the control is in place, Imats not been documented, systematically
designed or assessed and therefore may contaiasisgucontrol which igestedhas been
assessed, and the discovered issues have beeratagedut the control is natonitoredduring
daily operations.

VIOLATION: This state is related to the execution phase afsinbss process, during which
the effectiveness of a control is monitor®dATURITY state isnonitored. If a business process
instance violates the conditions of a control,dbetrol is assigned the statéplated

A control can be added to the s8fLS in BPCD (Definition 4.1), if its creation and
management have gone through the state life cyebrribed above and if its state name
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ASSESSMENHRas the valu®eleaseand itsMATURITYstate has been assigned eifhestedor
Monitoredvalue

6.2 Control Model

Now that we have introduced the state model ofrgrof we will continue with its internal
design and its composition as a controlled entity.

A closer look at the controls presented in the aden(see chapter 2) intuitively exposes the
following model for a control:

All of the controls had aavent after which occurrence, during the course ofekecution of
a business process a setohditions had to hold (or not hold). Such events can halvasiness
level semantic or they can be related to certaintpan time, i.e. the beginning of each month.
We call the former type of evenBusinessEventand the latter typ®ateEventsEmbedded in
each control design is the definition of necessariions which must be undertaken if the
conditions of a control falil, i.e. if the contrd violated. Keep in mind that this is a different
situation from that when thESSUEstate of control iOpenor Remidiated(see control state
model in section 6.1). In the latter situation, ttemtrol design has some deficiencies (control
deficiencies or significant deficiencies, see s#r8.1) or even material weaknesses. This means
that a control, even if it works as designed, isalie to prevent or detect some risks and fails to
fulfill its control objectives. In contrast, actisrthat have to be undertaken in the case of
violations of control conditions relate to the ex&an time of business processes. This is when
the controls are actually applied. In this work, nig&er to these actions &ecovery ActionsFor
eachcontrol, at least oneecovery actionmust be assigned which reacts to the violation of a
control during the execution of a business proadsusiness process instance that has caused a
control violation).

Figure 42 represents a control model as describedea Each part of the figure is defined in
the following sub-sections in bBottom-up manner: We begin by introducing the triggering
event-part of the control. After, the models of ttohcondition and recovery actions are each
presented in separate sub-sections. Based on tingidies provided in these three sub-sections
we specify the model of a control in sub-sectidh4.

ControlCondition
11
RecoveryAction L.l Control

Figure 42 High level overview of Control model

TriggeringBvent

1

The explanations require the existence of the ¥ohg functions returning an instance of
transition, wherérs is a transition according to Definition 4.14 aaxt is an activity according to
Definition 4.12:

» model_next (trsyeturns an instance of a transition following intiaely after the
giventransition trsin the current business process definition (BPD)

= model_previous (trsjeturns an instance of a transition immediatelyokethe given
transition trsin the current business process definition (BPD)
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» model_transition (actyeturns the transition in the current businessgse definition
(BPD), which leads to the invocation of thetivity act

6.2.1 Designing the Triggering Event of a Control
In this section we formally define the triggeringeat of a control, as it was shown in Figure 42.

In order to become active a control must be trigden ascope It can be triggered at a certain
point in time or at regular interval®éteEventys or it can be activated by the occurrence of
business level eventBysinessEventsCapturing and triggering such events is the nssoe in
achieving the automation of the control proces®ré&tore, the seEVENTTYPES as follows:

EVENTTYPES = {DateEvent, BusinessEvent}.

DateEvents

We introduce the formal definition of a DateEvemta control in a bottom-up manner. First,
some required basic sets and data types are imeddiihen some definitions are given, based on
which the final definition of a DateEvent will begvided in Definition 6.6.

We assume the existence of a data ptein the form(dd, mm, yyyyin which:

» ddis anumbef{dd //N | 1< n <31 }specifying the day in Bate,
* mmisa numbefmm//N | 1< n<12 } specifying the month in Bate and
* yyyyis a numbefyyyy//N) specifying the year in Bate

The recurrence of ®ateEventis specified using thérequencyof the recurrence of the
DateEvent Different kinds of frequency can be defined, whiare given in the set
FREQUENCIES The frequency of ®ateEventcan be on a daily, weekly, monthly or yearly
basis:

FREQUENCIES = {Day, Week, Month, Year}

In addition, the following basic sets are requirehere the notation “..” is used as an
abbreviation for the rest of elements in the sdti¢tvare obvious):

DAYS = {Monday, .., Sunday}
MONTHS = {January , .., December }

EachFrequencytype (elements iFREQUENCIESSet) can be specified in a certain way (i.e.
configured). Their specifications, together withamples, can be found in the following four
definitions:

Definition 6.1: DayConfig

The configuration of daily-frequenc®ay /7 FREQUENCIESIs given byDayConfig = (n)
where

= nisanumbefn //N|1ls ns 361}.

Example: Using the parameterin Definition 6.1, the number afaysspecifying the recurrence
of the DateEvent will be given, for instance “e&otrth days” withn = 4.
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Definition 6.2: WeekConfig
The configuration of weekly-frequendyeek/7 FREQUENCIESs a tupleWeekConfig = (n,
on), where
* nisanumbefn /N | 1<n<52}
= onis a total functiodAYS - {TRUE, FALSE}.

Example: Using the parameten in the definition above, the number wfeeksbefore the
recurrence of th®ateEventand theday(s)in a weekwill be given, for instance€ach second
week on monddywith n = 2 andon (Monday) = TRUEandon (Tuesday) = FALSEnd on
(Wednesday) = FALSEtc .

Definition 6.3: MonthConfig
The configuration of monthly-frequendyionth /7 FREQUENCIESSs a tuple either of the form
MonthConfigDayNumberBased = (n, o)
MonthDaylnWeekBased = ( o, d, myhere
" nisanumbefn 7N | 1sns31}
» misanumbefm/ /N | 1sns 12}
» oisanumbefo/ /N | 1sns4}
= d/JDAYS

Example: Using theMonthConfigDayNumberBaseform of monthly-frequency, it is possible
to specify aDateEventwith arecurrenceof the form “on the 10th of each second month”jclrh
would be represented by the tupenthConfigDayNumberBased = (10, 2)

Example: Using theMonthDaylnWeekBasedorm, it is possible to specify a DateEvent wath
recurrence of the form “on the second Friday oheaonth”, which would be represented by the
tuple MonthConfigDayNumberBased = (2, Friday, 1)

Definition 6.4: YearConfig
The configuration of yearly-frequencyear /7 FREQUENCIESIs a tuple either of the form
YearConfigDaylnMonth = (n, n9r
YearConfigDaylnWeekIinMonth = ( o, d, mwhere
" nisanumbefn /N | 1<sns<31}
= m0OMONTHS
» oisanumbefo/ /N | 1sns4}
= d/JDAYS

Example: Using theYearConfigDaylnMonth form of yearly-frequency, it is possible to sigci
a DateEvent with a recurrence of the form “on e@8nd of December”, which would be
represented by the tup(23, December)

Example: Using theYearConfigDaylnWeekinMontliorm, it is possible to specify a DateEvent

with a recurrence of the form “on each third FridayDecember”, which would be represented
by the triple(3, Friday, December)

108



The recurrence of BateEventcan be constrained using tHaration of the recurrence of a
DateEvent. The definition of thduration of aDateEvenis as follows:

Definition 6.5: Duration
The duration of the recurrence of RateEvents a tuple either of the forfurationEndsOnDate
= (ed) or DurationEndsAfterRecurrence = ( nwhere:
» ed: Datespecifies the end date of tBateEvent
* nis a numbeln /7 N) specifying the number of recurrences of ateEvent after
which the duration of the DateEvent will expire.

It is now possible to specify a DateEvent formally:

Definition 6.6: DateEvent
A DateEvenis a data type specified through a trifd®ate, freq, rConfig, dwhere:
» DbDate : Datespecifies the beginning date of thateEvent
» freq /FREQUENCIESwhere the following rules apply:
o if freq = Day, thenrConfg : DayConfig
o if freq = WeekthenrConfig: WeekConfig
o if freq = Month then eitherrConfig: MonthConfigDayNumberBasedr
rConfig: MonthDaylnWeekBased

o if freq = Year then either rConfig: YearConfigDaylnMonth or
rConfig: YearConfigDaylnWeekinMonth
= d is the duration, either of the formd : DurationEndsOnDate or

d:DurationEndsAfterRecurrence.

BusinessEvents

A BusinessEverns an event that defines the boundaries betwee l®asiness process step in
a business process. A step in a business procgsssca business document to change its state or
a “business-level” activity to be invoked.

Building on top of the process model provided ircctiem 4.2.2.1, the specification of a
BusinessEvenh a business process is straightforward:

A BusinessEvenh a business process is represented as the exeofianactivity (according
to Definition 4.12) orstate changef a business documetiseestate change command sicc
Definition 4.13), if certairconditions(according to Definition 4.11) are satisfied.

This is equivalent to ransition (as defined in Definition 4.14) in a business psxscdefinition
(Definition 4.2).

Based on the description above, we capture themati BusinessEventequired for control
modeling by the transitions existing in a businpsscess definition and refer the reader to
section 4.2.2.1 for a detailed introduction of siginns and accompanying examples.

Regardless of whether the events arBudinessEvenype orDateEventype, an event has to
be specified within acope The scope is basically the extent of the busipessess execution or
time for which the control will be triggered anddbghout which the conditions of a control
must hold. There are different types of scopes:

SCOPES = {Global, Before, After, Between}

A Global scope monitors the entire business process erecuthis means that the conditions
of a control must always hold during a businesc@se execution. The scopeforemonitors
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the execution of a business process up to a giventeThis means that the conditions of a
control will be checked immediately before the givevent is executed, and up to the time when
the specified event has occurred. The scéer monitors the execution of a business process
after the occurrence of an event. This means tiatconditions of a control will be checked
immediately after the execution of the event. TBetweerscope monitors any part of the
execution from one given event to another event.

The concept ofcopeis inspired by previous research presented by Dwayal. in Pwyer et
al., 1999], which will be discussed in the related workstgecof this chapter (section 6.3.1).

Using the concept o$copeintroduced above and the two different event typess now
possible to formally specify the event-part of atcol:

Definition 6.7: TriggeringEvent
A triggering event in a control is a triple of typeent = (scope, eventtype, evenig)ere
=  scope//SCOPES
= eventtype/EVENTTYPES
= eventss a tupleevents = (beginEvent, endEvetitat adheres to following rules:
o if eventtype = DateEventhenbeginEventandendEvenare both of type
DateEvent
o if eventtype = BusinessEvettienbeginEverandendEventare both of type
Transition
o if scope = Globglthenevents = (null, null)
o if scope = Befor@r scope = AfterthenbeginEvent = endEvent

6.2.2 Specification of Control Conditions

Conditions of a control apply to a certain busingfisation related to the current instance of a
business process that requires a special treatpentits occurence.

In order to formally capture the control conditioms require the notion afontrol statements
Control statements are by nature closely relatetheéstatementgDefinition 4.10, see section
4.2.2.1) that can be used to express conditionignsitions (see Definition 4.14) and activities
(Definition 4.12) in business process definitionefiDition 4.12). Modeling the conditions that
describe a control violation requires additionglday of statements, which are listed in Definition
6.8. The parameters used there have the followipesttrs is of typeTransition(see Definition
4.14),tri is a transition instance (see Definition 4.1%¢,is a role,usr is a usern andm are
natural numbersN), f /7FREQUENCIESintroduced in section 6.2.1gtl andctl’ are controls
(will be formally defined later), anceis a controlled entity.

Definition 6.8: Control Statement
A control statemenfor a controlctl on a business processpository instance BPR[according
to Definition 4.17) of aepository BPRaccording to Definition 4.4) can be one of thiof@ing:
» a predicatee XECUTING (trs, rle) which returnsTRUEIf the rolerle is executing the
transitiontrs in BPRI
» a predicateEXECUTING (trs, usr)which returnsTRUEIf the userusr is executing the
transitiontrs in BPRI
» a predicateEXECUTED (tri, usr) which returnsTRUE if the userusr has already
executed the given transition instarige
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= A predicateEXECUTED (tri, rle) which returnsTRUE if any user having the rokte
has executed the given transition instance

» a predicateEXECUTED (tri, n, m, f) which returnsTRUE if the transitiontri is
executed ] N- times in the last period specified imyx f //FREQUENCIES

» a predicatEXECUTED (tri, fromDate, toDate), which returns TRU the transition
instanceri is executed on a Date betwdemmDateandtoDate.

» a predicate/IOLATED(ctl’, n, m, f)which returnsTRUEIf control ctl’ has previously
been violatedh /7 N- times in the last period specified byx f /7FREQUENCIESnN
BPRI, i.e. the state value of NMdOLATION State has beelOLATED Furtherctl #
ctl’ must hold

» a predicateCONTAINS (CES<ceType>, kewhich returns true if the seCES
consisting of controlled entities (replaceeType> by either Control or Role or
Transition or BusinessDocument or Useontains the given entity instance

» three predicatesSIZE_EQUALS(CES, n), SIZE_GREATER_EQUALS(CES, n),
SIZE_SMALLER_EQUALS(CES,, nyvhich each returnTRUE if the number of
elements in the seCES consisting of controlled entities are respectivedgual to
greater or equal to, or smaller than, the nunmber

Consider that the result of both types EXECUTINGstatements returifRUE before the
transition is actually executed by the role orubker specified.

Using the control statements together with theestants introduced in Definition 4.10, the
control conditions can be specified in followingywa

Definition 6.9: Control Condition

A control conditionis a conjunction or disjunction statement(according to Definition 4.10)
negated statements, control statemedascording to Definition 6.8)and negated control
statements

6.2.3 Recovery Actions of Controls

A control is originally defined by a compliance expin an enterprise. His main objective is to
design the control and to monitor its effectiveness we previously mentioned, (see section
3.1.1), a compliance expert has little or no knalgke of the implementation of a business
process. The detailed knowledge on how to bringsaaness process model and its instances into
a compliant form/state is the task of a businessgss expert. The control model for business
process compliance in this thesis recognizes #usHy introducindrole-Based Recovery Action
Modeling During control design (i.e. after tidESIGNstate has the state valDESIGNED,see
section 6.1), a business process expert checksdhtol (i.e. its recovery action- part) to
determine whether it could have a negative infleeon the operational effectiveness and
efficiency of the business process (Assuring thsirf@ss objective). After this, tHBESIGN
state of the control is assigned the valtdALUATED

Here are the different possible types of recovetipas:

= Ignore: The control violation is ignored.

= Block: The current instance of the business process,iwgeocerated a control violation,
is blocked.

» Notify (User, Message)A notification message for the specified usdser is created
with the given messag®lessage

= Retry: The activity that generated the violation is répda
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» Rollback (Activity): The current instance of the business process geaerated the
control violation is rolled back to the given adtyv Activity.

» Instantiate (User, RecoveryProcessk previously designed recovery business process
RecoveryProcess instantiated parallel to the current instant¢he original business
process that generated the control violation. Beevery process itself is an autonomous
business process. Its task is to remove the conditthat caused the original business
process instance to violate the control conditidie instance of the recovery process is
assigned to the specified uségerin order to enact it.

Note that combinations of the above listed recowaions are also possible, for example
Retry & Notify, etc.

In the case of a control violation a complianceazkpefines the recovery actions as minimally
as possible with regard to avoid influencing theibess process logic. The decision of which
recovery action needs to be selected in a certaitral design is made by the compliance expert.
This decision depends on the enterprise-specsic assessment, which may vary for the same
kind of control from enterprise to enterprise. Aftéhe control is initially designed by a
compliance expert, and includes a recovery act@onprresponding business process expert is
notified about the creation of a new control. Thsibess process expert can now review and edit
the recovery actions for the control originally id@ed by the compliance expert.

The valid combination of recovery actions set by @ompliance expert and business process
expert follows these basic rules:

- A control violation always requires a reaction, iagke Ignore in particular is never
allowed, since the existence of a control with sactecovery model makes that control
meaningless

- The recovery action designed by a business praogssrt is never allowed to “weaken”
the original recovery action designed by the coamge expert. For instance, if a
compliance expert requiresBdock & Notifyon a business process instance in the case of a
certain control violation, the business processedxs not allowed to redesign the
recovery of a control to onlotify.

In order to clarify the role-based recovery actimodeling we give an example of its

application below:

6.2.3.1 Scenario Revisited — Role-Based Recovery Ac  tion Modeling

The description of the following situation is vid@ad in Figure 43. Recall the required control
“Minimum Numbers of Suppliers” (control CA3) spaed for CustomerA in our scenario (see
section 2.2). The compliance expert in that enigepdesigns the control according to the risk
assessment of the company and decides to seleBtdble & Notify recovery action in the case
of the control violation. The compliance experthas stage is not concerned with all phessible
blockedpurchasing process instances (having material SypetheirPO if the number of valid
contracts to possible suppliers of this materipetpecomes lower than 2). This is represented in
the step 1 in Figure 43).

During evaluation of the control, the business pssc expert who possesses detailed
knowledge of the Purchase-To-Pay process (se®msettl) is informed of the creation of the
new control (step 2 in Figure 43) and checks thevery action of that control. Since the
business process expert has the business objéBlivehase Goods” in mind, he is aware that
some process instances may be completely blocketabycontrol design, and that this effect is
not desirable. Further he is aware of a businessegeRfQProcessingwhich creates a so-called
Request for Quotation (RfGyom a supplier. The business objective RifQProcessings to
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contract the selected supplier in the Supplier-fR@lahip-Management (SRM) - system of
CustomerA. As a consequence, the business proxped enodifies the recovery action model of
the control by adding the recovery actibistantiate (RfQProcessing) & Rettg the control
design (step 3 in Figure 43).1f a control violatioccurs later on in the execution of the business
process,RfQProcessingis enacted in parallel, in addition (because & tkcovery action
Instantiatg to the current P2P Process instance. The pratepsis retried again (because of
recovery actionRetry) and, if the control violation no longer existsefpaps because
RfQProcessingdnas increased the number of contracted supphdisibackend system SRM to 2
or more), the process instance can continue. Tier laxplanations are not illustrated in the
figure because it relates to the execution timbusiness processes. We are concerned with the
designing of controls in a business process model.

Consider that the application of the above strategyld eliminate the necessity for the
integration of theRfQProcessingub-process in thd’urchase-Requesub-process as was
necessary in the scenario in the case of Custorfsa#\section 2.2.5).

o Purchasing
under Yiolation o
Control CA3

No Blocked
Purchasing

Compliance Expert Business Process Expert

b >

l 1. Design RecoveryActions l 3. Madify RecoveryActions
Control CA3 Control CA3J
[MinNumherOfSuppliers:l [MinNumherOfSuppliers]
o 2. Business Process expert gets
""" . _ informed about Control CA3 RecoveryActions =
RecoveryActions = : —_— ¥
Biock &r!';_,oﬁfy Instantiate(User.RfQProcessing) &

T T T T T T T T T T T T T T "% Notify & Retry

Figure 43 Role-Based Recovery Action Modeling exertified

6.2.3.2 Definition and Application of Recovery Act  ions

Based on the introduction above, the applicatiothefproposedecovery actionsaccording to
the formal model of a business process (BPD, séaiben 4.2), is given.

The implication of the application of a designetl &ferecovery actions in a control definition
has an impact on the way ttransitions(see Definition 4.14) are invoked in a businesxess
instance. Some recovery actions may fulfill addiéibtasks, such as sending a message to a
particular userNotify recovery action) or instantiating an autonomousrass process instance
(Instantiatg, which then removes the conditions in a systenichwvhvere responsible for the
control violation in question.

Definition 6.10: RecoveryAction
A RecoveryAction for a business process bp is gmession of the form
tMod /7 job
in which:
= tModis an expression of the formnext(trs) = trs, where
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trs andtrs’ are each a transition in the model,
the functioni_next(trs) sets the nextransition that will be taken in of the current
instance obp on thetransition trs
= job represents the invocation of an actiwaigt in a transition of the fornf TRUE then
invoke act(see Definition 4.12). The existencejalb for the specification of a recovery
action specification is optional. However ,jaib is specified then the activityct will
always be invoked.
= [Jis an operation that causes the parallel execofitiod andjob.

The definition above is applied to each typeasfovery actiorusing the introduced functions
model_next (trs), model_previous (trgnd model_transition(act) in section 6.2. The
formalization is as follows:

Igonore:
i_next(t) = model_next(t)7 7
, wherel means there is no activity required in tiob. The tMod-specification of
Ignore-recovery action sets the next transition in theentrbusiness process instance to
that transition that was originally modeled in thesiness process definition (determined
by model_next()) In this case the business process instance costittu@xecute as
originally designed, i.e. the control violationigmored

Block:

i_next(t) =t/ /7.

Notify (User, Message):
I_next(t) = model_next(t)/ NotificationActivity
, Where
Activity NotificationActivity
= npame = “NotificationActivity”
» BDI, . 4={usr:User, msg:Message}
*  BDl gy = {usr:User}
» P=TRUE
Ecreate:

Ernodity = ASSIGNED (usr,Message).

In the above specification an employee who is matihbout a control violation is represented
as a business documerdsgr) in the system. The message box of the emplolyat is
changed by invocation of the activity is one of fussibleattributes (A)of theUser business
document (see Definition 4.6).
Retry:

I_next(t) = model_previous(t)/ 7/ .

Rollback(Activity)
I_next(t) = model_transition(Activity)/ /7.

Instantiate(RecoveryProcess, User)
I_next(t) = model_next(t)/ InstantiationActivity

114



, Where
Activity InstantiationActivity
* pame = “InstantiationActivity”

»  BDI ,q={usr:User, prc:RecoveryProcess}
*  BDl oqify = {usr:User}
= P=TRUE

Ecreate= NEW (prc, RecoveryProcess)

Enodity = ASSIGNED (usr, RecoveryProcess).

6.2.4 Specification of a Control for a Business Pro  cess

Based on the definitions introduced in the prevituse sub-sections we shall now introduce
the formal definition of &ontrol for a business process:

Definition 6.11: Control
A control for a business process definitiopdis a tuplectl = (cbdt, event, cc, RAS)ith:
» cbhdtspecifying thebusiness document typecording to Definition 4.6 of the control
with the followingheader attributes
o bpd the business process for which the control exists
o risk, that the control must mitigate
0 accouni the entry in the general ledger, which the bussraocess is relevant
for
0 co, the control objective of the control
» events a tuplee = (scope, eventtype, everasgording to Definition 6.7
= ccis acontrol conditionaccording to Definition 6.9
» RASIs a non-empty set oécovery actiongccording to Definition 6.10.

The state model of the business docuncbidtin the definition above can be found in section
6.1 Control State Mod¢!

Consider that if a control contains an event ofetigusinessEventhe statements used in a
control condition (Definition 6.9) may be the saa the statements of conditions (Definition
4.11) occurring in the transitions of a businesecgss definition. But they have different
purposes and meanings: while the conditions immsttion of a business process definition have
as their main purpose to describe the process (ildwch conditions must hold for the progress
of the process instance), the control conditiona control describe the parameters that cause a
violation of that control. In the latter case aaeery action must be instantiated and applied to
the current instance of a process model. While astrecases the conditions of a control must be
different from the conditions in a transition, tissnot formally required in our proposed control
model. The possibility of separate modeling of gbads in a control and transitions in a
business process raises the modeling approaches aévlexibility. This flexibility is achieved
by differentiating between business and controlediyes in business processes (see section
2.4.3).
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6.3 Related Work

6.3.1 On System Specification Properties

Our definition of the two elements of a contsdope and thecontrol statementavere
conceptually based on work done ywlyer et al., 1999]. They have analyzed over 500
examples of program requirement properties and dotirat nearly all conformed to eight
temporal property patterns within five scopes. Aiiph their patterns are used for defining
formal requirements on program specifications, tleayn be applied to internal controls
compliance and their monitoring requirements. Inlde@e controls on an operative business
process which we deal with in the course of thisknare for the most part technically reflected
on an implementation level in the form IBFELSE Statements in program code. The goal of the
Dwyers system specification properties is to presiaese kinds of system properties. Thus, we
argue that they are very well suited to applicaionthe design of controls for business process
compliance.

Beyond different kinds of scope in the event-p&g oontrol (see section 6.2.1) the concept of
different variants oEXECUTING, EXECUTED, CONTAINSdSIZE_EQUALSontrol
statements used in the control conditions are iedy the patterns of system specification
properties presented iD\yer et al., 1999]. They present the following patterns:
» Absencalescribes that the defined scope is free frone flat
» Existencalescribes that a state P occur within the scope
= Bounded Existenc#escribes that a state P must occur k times witt@rscope
» Universalitydescribes that a state P is true throughout thygesc
» Precedencelescribes that a state P must always be precedgdte Q in the scope
» Responseescribes cause-effect relationships. An occug@fthe state P must be
followed by an occurrence of state Q.
» Chain Precedencea sequence of state must always be precededjbgrsee of other
states in the scope
» Chain Responsea sequence of states must always be followeddggaence of other
states in the scope.
We are able to present the patterns above usirfgrefit kinds of statements and control
statements. Dwyer patterns are widely adopted apdieal in different contexts and in other
research i et al., 2005] [Robinson, 2005]. As stated before the experiments and empirical
research inQwyer et al., 1999] have shown that the scopes and patterns aressiypeeenough
to represent different kinds of system requiremeamsl thus we argue that the control statements
are able to express the control requirements oratipe business processes.

For a detailed description of the Dwyer scopesatterns and their semantics, please refer to

[Dwyer et al., 1999].

6.3.2 On Exception Handling in Business Processes

The proposed model of recovery actions is closelgted to the concept of exception handling
in software applications in general and in paracub those in workflows.

Although exception handling is not explicitly a eocomponent of internal controls, since
COSO [0s092] does not explicitly state how to do exception diang in an internal control
process, our study argues for the requirementettfinition of an explicit exception model as
part of our proposed model for internal controlanily, COSO proposes in its component
“Control activities” that “exceptions should be edttupon and reported if necessary”. Further in
its component “Monitoring” COSO requires “spottimgiickly on significant inaccuracies or
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exceptions to anticipated results” and statestti@teffectiveness of the internal control system
is enhanced by timely and complete reporting amsdlotion of exceptions”. We consider the

term exception in following since they arise whemle is broken. The term exception is used by
IT- and Accounting experts for semantically the sahing (in context of compliance).

At this point we would like to discuss the relatgdrk in the area of exception handling: In
[Russel et al., 2005] a classification framework for exception handliiog workflows is offered.
They determine a comprehensive range of exceptiosisare capable of being detected and
provide a useful basis for recovery handling andoldion of exceptional situations.
Additionally, their research found that there dreeé different possible recovery actions in the
context of workflow exception handling: no actioallback and compensate.

From the point of view of realization, we see tksalution of exceptional situations detected
by internal controls during runtime of processeshamg well within the context of software
system error recoveryL¢e et al., 1990]. There are two main strategies of error recovery:
backward and forward error recovery. Backward emexovery is based on rolling system
components back to a previous correct state. Fdrvearor recovery transforms the system
components into any correct state. This is maihly same result aRyssel et al., 2005]
reported for workflow management systems. AccordmdChristian, 1989], backward error
recovery has a limited applicability and modern lmggion systems involving human beings,
Commercial-Off-The-Shelf (COTS) components, extedevices and several organizations rely
on forward error recovery. As compliance manageneénhternal controls clearly falls within
these categories of applications, we propose arptedaforward error recovery strategy
performed at the application level by a business asid not at a technical level by a system
administrator. A business expert in charge in ehgilrsren manner is notified with a request to
resolve the exceptional situation (see for instamaéy- or instantiate-recovery actions)After
motivating the forward error strategy we come tmatosion that its usage is the preferred
exception handling mechanism for internal contomlsipliance in business processes.

[Charfi et al., 2004] uses Aspect Oriented Programming (AOP) technigoesxtend the
functionality of a BPEL process with additionaliaities. This is closed to the idea of separating
internal concerns from business processes manageWeragree with the argumentation given
in [Charfi et al., 2004] that there are several concerns, in particulamfour point of view the
regulatory requirements such as SOX, in a busipessess management life cycle that have to
be separated from process designs. However the winidh uses the AOP technology addresses
the implementation level of business processesrArol can be implemented using AOP.

[Giblin et al., 2006] provides temporal rule patterns for regulatoryligies, although the
objective of that work is to facilitate event mamihg. A conceptual model based on UML
Profile is defined as a basis for defining comptmmules. But the work does not explicitly state
how to reason over the UML Profiles and how they @ related to the business process model
and execution levels within enterprises.

[Governatori et al., 2006] uses a logic-based formalism called Formal Canttaanguage
(FCL) [Governatori et al., 2005] to describe business contracts on business mesesCL
could be used to implement controls on businessgsges. However, the work i@dvernatori
et al., 2006] uses BPMN as a target platform for applying ti@&fstatement and does not state
how the FCL-statements on BPMN process models eleged to the execution of business
processes, during which the controls actually hawvebe checked. We would require this
specification in order to support a preventive rataf business process compliance in daily
operations. The objective of the presented comntmobel in this chapter is to validate the
compliant execution of business processes accotditige condition of a control, if and when its
triggering event becomes valid. We intentionallyraxt bind the control model presented in this
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chapter to a certain logic like FCL, because weéekielthat this step should be relegated to the
implementation level of a control.

6.4 Conclusion

This chapter provided a precise formal model oftcads that can be designed on a business
process. The model builds on top of the controkedities in a business process that were
introduced and formalized in chapter 4.
A control has the following structure:
= A Triggering event, which is bounded to a certaiope. There are two different types
of events: DateEvents and BusinessEvents. The la#te a business level meaning.
BusinessEvents are captured in the control modekhiegy occurrence of a certain
transition in a business process.
= Control condition describes which conditions mustdatisfied by a business process
during the scope of its triggering events. A detantrol statements were introduced
for describing the control condition. They can ls=d together with statements (see
Definition 4.10) to formulate the control conditiofha control.
= A set of recovery actions that will be invokedhgtcontrol condition is violated in the
scope of its triggering event. Different types etavery action were introduced that
can be combined together in a control.
Several types of control statements and the corafeptope are inspired by System Property
Specification Pattern®yer et al., 1999].
This chapter also provided a state model of comttbht can be used during design and
management of controls.
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7 Pattern-Based Design of Controls in Business Proc  esses

The control model introduced in chapter 6 servethasinput for the implementation of the
controls in business processes. Since the condeptadel presented is rather formal and
technically oriented, its usage would be too difficand hard to understand for compliance
experts. For this reason, a pattern-based approadche definition of the controls on business
processes is proposed in the current chapter. &tterps should simplify the design of controls
for non-technical persons by providing a high-leleglguage for internal controls. The patterns
of controls on business processes will be mapped time proposed model of a control
(Definition 6.11).

This chapter is organized in the following way:sEithe motivation for using a pattern-based-
approach for control design is given in section; ilen the nature of a control pattern is
discussed and set in context to related work otepabased approaches for conceptual modeling
(section 7.2). Based on the discussion, the atgghthat describe a control pattern are introduced.
Based on the structure of a control pattern, tmeéb definition of a control pattern is given in
section 7.3. Section 7.4 introduces the set ofrobmatterns identified in this thesis. In that
section the formal model of control pattern is &gpto each control pattern in the repository. In
section 7.5 we introduce the notion of control @attinstantiation. Control pattern instantiation is
a procedure that generates the control conditioa obncrete control based on a given control
pattern. Section 7.6 concludes this chapter.

7.1 Motivation for Using a Pattern-Based Approach f  or Control
Design

A violation of controls represents an exceptiondliagion in the enactment of business
operations as manifested in operative businessepses. The methodology presented here is
inspired by the observation that similar contrale aften defined for mitigating certain risks,
which need to be managed in a similar fashion. drae risks may occur in different business
processes. For instance unauthorized or unappremadtment of business level activities is a
certain type of risk that may occur in several bass processes. Business level activities in a
purchasing process are, for instance, approvahahgernal purchase requesipprovePR or
selection of a supplierSupplierSelectioh(see section 2.1). Both activities can be subjedhe
risk of internal misuseTypical controls that are used in practice toigaie these kinds of risks
are the application of thet*eyes-Principléor separating the duty of enacting a certain fess
level activity among different users or rol&eparation of Duties- SolBeesection 2.3). Another
example of a risk that occurs frequently in bussngocesses is that received goods or services
are not in line with the order originally sent tbasiness partner. A concrete example of this in a
purchasing process is the situation that the redegoods have a different quality or quantity
than requested. Furthermore, a certain situatioa lusiness process may represent a risk, for
instance, a situation where a goods shipment isived from a supplier other than the one to
whom the purchase order was originally sent. Thipdssible when the original supplier uses a
subcontractor to fulfill the order. Typical contsoto mitigate the possibility of fraud in such
constellations are teompare the business documeptsduced as result of the execution of
different activities in an instance of a businesxcpss. In such a way the situation representing
the above described risk can be determined. Applmttretely to the purchasing process, a
control that compares the business docum@&usds Receipt, Purchase Ordand Purchase
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Requestwith each other (including their attributes) cagtedt any undesired mismatch in the
quantity or quality of the received supplier shipm@-Way-Match- see section 2.3). In addition
such a control would detect any fraudulent situeiwith respect to the current business partner
(Supplier identification, its address or bank imfation are not identical on Goods Receipt - and
Purchase Order- Business documents).

These observations led to the idea of taking adwpnof repetitive patterns in control design,
in order to reduce the modeling effort and prowige compliance experts with reusable process
knowledge. The result is a set of patterns of im@kecontrols on business processes. Each pattern
acts as a generalized description of actions tteafraquently used in mitigating similar risks.
They define typical rules or set of rules that captthe knowledge about the occurrence of a
situation that violates a control and about theoast that can be performed to handle the
violation.

Taking the perspective of a standard software peayiproviding this set of patterns in a
repository, where a certain pattern can be seleatsthntiated to a real control, and applied to
business processes brings a higher level of syst&incomponent reusability to the ERP/BP
products. Taking the perspective of a customer emypbuilding their compliance on top of
such a pattern repository can reduce the requimedach specific knowledge in compliance
projects.

7.2 Analysis and the Structure of a Control Pattern in Business
Process Compliance

The control patterns provide the basis for the teology in which the compliance experts
communicate about the domain. We have determinedéh of control patterns, which will be
presented shortlgmpirically by analyzing following kinds of popular ERP busiagrocesses:

* Purchasing,
» Sales and
= Human Resource Management.

In addition, the corresponding side-processes (siscfor example Goods Return, Payment,
Dunning, etc. in case of Purchasing) were in tleaioof the analysis. The information used for
analysis was provided by the consulting companie®mile and PriceWaterhouseCoopers. In a
contribution to a part of the SAP’s internal cotgrdocumentation tool called MIC (Management
of Internal Controls)NIIC], they describe a best practice model for the aldmwsiness processes
(including all necessary controls). The businesegsses, including the control proposals, act as
documentation and are not related to the implentientdevel of business processes. The best
practice recommendations are not enterprise orsinidi+sector specific, meaning each company
using the best practice recommendations can sleab-set of recommended controls according
to its enterprise-specific risk assessment.

Our analysis of the different process descriptimictuding the controls that were provided by
Deloitte and PriceWaterhouseCoopers resulted inategorization of controls, which then
represents the proposed control patterns. Basethisranalysis, we present in Figure 44 the
different categories of control patterns (Contrattern Repository). We recognize that this is not
a completelist of possible control patterns that may be nesgliin practice. However based on
the auditing know-how of the auditing companiesoimed in the description of the analyzed
business processes mentioned above, we believeththptesented patterns reflect a large part of
possible controls in practice. There follows a bdescription of each pattern category type,
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without details of its sub categories. A detailedatiption of each pattern will follow in section
7.4.

Second Set of Eyes (SSE) patterns Intra-Role SSE
Inter-Role SSE
Bu=iness Document Control patterns Completeness Chedks
Plauzibility Checks

Limit Checks

H-WayMatch

Predefined Entries

Inter Activity patterns Existence

Absence

Report patterms I I Execution check

Intra Report Comparison

Inter Report Comparison

Separation of Duties (SoD) patterms User-Bazed

Role-Ba=ed

Authorization patterns I User-Based

Role-Ba=ed

Time Limited

E=calation patterns

Figure 44 Control Pattern Repository

SSE patterns We already mentioned this kind of control pattbriefly in the scenario section,
where certain transactions were shown that require&SE-principle. Here we add the comment
that a control demanding a “higher number of eyesuld also be possible and would fall into
this category as well.
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Business Document control patterns:Here the syntax and semantics within and between
different business documents are subject to cantrol

Inter Activity patterns: The controls satisfying these patterns require teatain activities
occur (or are absent) if a set of other actividesur in a business process (or a side process).

Report patterns: Reports are collected based on attributes oraioetypes of activities and
business documents in an enterprise during a ngetiod, e.g., monthly turnover reports. The
purpose of report control patterns is not the d&dim of a report, but rather to control that a
report has been generated and/or the respectioetsegre compared to each other as required in
the control.

Separation of Duties (SoD) patternsin order to minimize fraud or misusage it is reqdithat
an activity is divided into sub activities and ealtb activity is executed by different users or
roles.

Authorization patterns: These controls limit users/roles access to reseurce

Escalation patterns: If control conditions are ignored by the respolesilisers, this fact can/has
to be escalated to responsible entities in therpmnse.

A detailed description of each pattern type anditiscategories will be given in section 7.4.
The idea is to provide for each control pattermaesponding mapping to a control according to
a control model (Definition 6.11). The control mbaeroduced there represents a more technical
view on the controls and its introduction is aintedfacilitate the use of formal methods by
system developers/technical personnel who havetdbk of implementing the controls in
ERP/BPM Systems. The control patterns and the cbmiodel are kept implementation-
independent in their nature in that they are natnidoto the usage of a certain system-specific
implementation. Each development team can selext favorite and suitable technical
representation of the controls, which can vary frdatabase-oriented/SQL to a temporal logic
such as LTL (see Figure 45).

System

Compliance/ System saL

Business Process Developer
Expert / Productioni

ECA-Rules
Control FE— Control Implementatior> -
Patterns apping Model FoL

N

LTL

]

Figure 45From a Control Pattern to its technical implementaton in a system

The description of the control patterns follow thpirit of pattern-based design, which
originally aimed to provide a reusable approachkdive a recurring problem instance in a certain
domain.
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Christopher Alexander, a well-known building arekit is widely acknowledged to be the
originator of the pattern idealgxander, 1979]. He explains that “each pattern is a three-part
rule, which expresses a relation between a cectaitext, a problem, and a solution”. Further he
adds that “as an element in the world, each patteanrelationship between a certain context, a
certain system of forces which occurs repeatedlythat context, and a certain spatial
configuration which allows these forces to resdhemselves”Alexander, 1979].

The usage of patterns in software applicationseimegal became popular by the introduction of
object-oriented design patterns known as the Gdégpor (GoF)-patternsamma et al.,
1995]. Control patterns for realizing business processpliance are introduced using an
analogy to software design patterns in object-¢ei@rsystems. Software Design patterns are
"descriptions of communicating objects and classasare customized to solve a general design
problem in a particular context'Ggmma et al., 1995]. In contrast, control patterns are
descriptions of rules, predefining certain conditi@n the occurrence of certain events during the
execution of a business process.

Significant research exists on the modeling of @nfiow in business processes by using
patterns to identify commonly used constructs [wwerkflowpatterns.com].

On a similar note,diblin et al., 2006] provides temporal rule patterns for regulatorjiqges,
although the objective of this work is to facilgag¢vent monitoring rather than the usage of the
patterns for support of compliance in business gsses.

Significant work has been contributed iQafati et al., 2000] for pattern-based exception
handling in workflows, which we consider as highilated to our pattern-based approach.
Especially the proposed algorithm for pattern sgegtion in [Casati et al., 2000] can be
reused and applied to the control patterns propiwsedr work.

However, control patterns and the patterns mendicad®ve have in common that both are
intended to give some guidance on howrablemcan be solved by using the concepts of an
underlyingmodel In the case of business process compliancertidemis the occurrence of a
potentialrisk. The underlying model in the case of control pages the model of a business
process introduced in chapter 4, while in the aassoftware design patterns the model is the
object-oriented model. By applying the idea of @ait to business process compliance the
reusability of a design is facilitated as well.the case of control patterns, these reusable design
are an abstract means to capture a certain kimgrapliance requirement in a generic and thus
system independent manner. The compliance expertlisved from the task of capturing
compliance requirements in controls in a recurriranner.

A pattern language is provided using a certain gfiedd form for each pattern description. A
pattern description is constituted using certaitmitattes in the form that build the pattern
language. Several pattern forms exist in the liteea each one differing from the other in the
categories of attributes they emphasize in theepatiescription. Among others there exist the
Alexandrian form Alexander, 1979], the GoF form Gamma et al., 1995], and the Coplien
form [Coplien, 1995]. All forms contain the basic attributes to spgaf pattern: name, problem
statement, context, description of forces, solutiod related patterns. The attributes to specify a
control pattern proposed in this work are alignathwhese common attributes. The attributes
and their descriptions for pattern specificatioe: ar

= Nameof the pattern: Since theameof the pattern should become part of the vocabulary
of the community, it should be easy to remembet rafer. The name must be intuitive
in the sense that it gives an image of the intéthe pattern.

= (optional) A (nested) list obuper type categoriesof the given pattern, in order to
identify the pattern in the pattern repository
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» Risk situation: The risk situation in a control pattern beconfesgroblem statement part
of the pattern. The aim of the control patterneésatibed, as well as how it can be used
for mitigating certain risk situation(s).

= Control Objective(s): The control objective types (Operations, Finah8tatement or
Compliance) for which the control pattern can bedus

= Solution: How the control can be used to mitigate the A§larnings about the pitfalls of
using the pattern should also be given. (how doisgpattern become dmti-Pattern
Additionally, this attribute should reference vatof the pattern.

» (optional) Related ta the possible dependency links between differgpés of control
patterns.

» (optional) Example: a concrete control in the Purchasing processftilaws the given
pattern.

7.3 Control Pattern Formalization

Using a pattern means instantiating its abstrastmjgion into a control model according to
the formal definition of a control in chapter 6 ésPefinition 6.11). Considering each control
pattern description given and the formal definita@ircontrol model, reveals that while all control
patterns have many aspects in common, each patiguires certaipattern-specific parameters
A pattern-specific parameter is an element of arobpattern, which is always required in order
to capture the information required for the defonitof a control according to the pattern. A
pattern-specific parameter will be reflected in doatrol condition in the corresponding concrete
instance of a pattern. For instance consideratidghedSoD-Patternreveals that the specification
of a control according to this pattern requiregeast a set of transitions, whose enactment must
have been separately done by different users es @epending on whether user or role-based
SoD is intended by the compliance expert, see Eigd). But taking th&scalation patterrfor
instance, the design of a control according to gatern requires the selection of a concrete
control (possibly from a control repository) ane gelection of the number of ignored violations,
after which the recovery action (see Definitiondj.bf the control will be invoked. To simplify
the design process of controls required for businpsocess complianceyattern specific
parameters (PSPg$dr each of the patterns types shown in Figure aehbeen identified, which
are included in a pre-defined template for desigréncontrol according to a certain control
pattern.

The application oPSPsduring pattern-based control design is eithereotid in thecontrol
conditions(Definition 6.9) of a control or in itgiggering eveni{Definition 6.7) or in both parts.
We remain generic withecovery actiongDefinition 6.10) of a control, because the dexison
which recovery action to select is enterprise-dpeand needs to be determined by compliance
experts. This means that the compliance experiosved to specify any recovery action-type
presented in section 6.2.3 during instantiationaotontrol pattern into a concrete control
according to Definition 6.11 (iRASpart).

Using the notion oPSPsand the attributes specifying each pattern (setose7.2), the formal
definition of a control pattern is given below, wéehe notatiofX] means that the existence of
Xin an entity defined according to the tuple in dedinition is optional:

Definition 7.1: Control Pattern (cp)
A control pattern is a tuplep = (pName, pRisk, pCO, pSol, [pREL], [pEX], pJatsp]), with:
= pNameis the name of the control pattern
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pRiskis the description of the risk situation in whitle control pattern can be applied
pCO specifies the control objective types of a cp witbO /7 {Financial Reporting,
Operations, Compliance},

pSolis the textual description of the approach that lsa applied to mitigate the risk
situation given

pREL s a set of other control patterns to whichpais related (see attribute “Related
to” introduced in section 7.2)

[PEX] An example usage of the control pattern

pCat specifies the categorization of the control pattas a paipCat = ([supC],
[subC+]), wheresupCdefines the name of super-category antdC defines the sub-
category otp (Notation X+means thaX occurts0 to n times)

pspdefines the possible pattern specific parametecg.of

The formal specification above intentionally leatks formal description of pattern specific
parameterspsp open due the diversity of the parameters for eamtirol pattern type. Pattern
specific parameters for each of the proposed cbpétberns will be given in section 7.4.

7.4 Control Pattern Repository

A brief description of each pattern type given igufe 44 was given in section 7.2. In this
section the current content of the control patteqository is further explicated and specified.
This is done by the description of the busines®llesage of the currently provided control
patterns and the introduction of pattern-specificameters (PSPs) for each control pattern.

SSE Patterns

Name: Second Set of Eyes (Also known as 4-Eyes-Principle)

Risk situation: Financial mis-statements can be made either gfraie intentional
fraudulent misuse of resources and transactionistbynal employees or unintentionally
through incorrect business decisions.

Control Objective(s): Financial Reporting, Operations

Solution: Set up an approach for business related acswitiolving financial
transactions, so that leasttwo people sign off on each activity independenflgach
other. Select the number of such activities anctwple involved carefully. A high
number of activities under the control of SSE aadtuce the operational efficiency of the
business process. An activity can block the pragoéshe business process, if it is
subject to SSE and the grant for enacting thaviicis revoked later. An activity can
block the progress of the business process,sfdtibject to SSE and at the same it is
subject to SoD, where the role or (one) of theg¢ie the case of Inter-Role SSE) does
not appear in the list of roles in SoD.

Related ta SoD, Authorization

Example: Approving high volume purchase requests and erder those related to
material types not ordered for a certain time aigaeshould be done by two different
employees.

There are two variants of the SSE control patt&or. Intra-Role SSE it is sufficient that
employees executing a transition under the coofr8SE have the same role, whereas Inter-Role
SSE requires different roles for each employee.
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Pattern specific parameters of this control patéeengiven below:

PSR, = (trs, n, RLS), with

= {rsis the transition under control
* n//Nisthe number of users (number of eyes), where and
= RLS/7ROLESSs the set of roles of users, who exedtge

The following example will show that the patterresibic parameters given above can be used for
both types of SSE-control patterns.

Example 7.1 Application of pattern specific parameters foES®ntrol patterns

In Figure 46 we give an example of the pattern i§ipeparameters of two different controls
adhering to two different SSE-control patterns.cAs be seen, using pattern specific parameters
in pattern-based design of controls will furthemglify control design for business process
compliance. This is due to the fact that it is jassto support compliance experts with
predefined Ul-templates for each control patterne Brea in figure marked with GP (Generic
Parameters) can occur in any type of control pagtethus they are generic and not further
specified. They are technical control conditiongf{bition 6.9) and will be manually added by a

compliance expert in order to customize the control
Intra Role SSE Inter Role SSE

PSP = (irs, 3, ,Purchaing Clerk") PSP = (irs, 2,
{,Purchaing Clerk",
LPurchasing Manager*})

Control Design Ul Control Design Ul
| Transition  [&s ] i Transiion — T
Number of Users Number of Users |:|
Their Role Their Roles

ke e e e e e e e e e e e ] e e e e e e e o e o e o e

Business document | Purchase Order Business document |Purchase Order
Total Amount 5000 $ GP Total Amount 1000 %

Figure 46 Application of PSP for SSE

Inter Activity Control Patterns
= Name:Inter Activity Control Pattern
» Risk situation: Operational effectiveness and efficiency of ailess process becomes
negatively affected, if upon occurrence of a cartaiexpected business related situation
no appropriate reaction to its occurrence is piaddf
= Control Objective(s): Operations
= Solution: Identify an unusual unexpected business situati@nbusiness process (or a
side-process of it). In case this unexpected basisguation occurs the control checks
whether:
0 another business event, whose occurrence is centirog the occurrence of the
unexpected event, has occurred as well (possibdy sbme elapsed time), (Inter-
Activity- Existence) or
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0 another business event has not occurred (possielysmme elapsed time)

» Related ta

= Example: A sample usage of the Inter-Activity-Existencét@an is thesubstitute concept
for users with the role Approver in a purchasinggess. The control requires the
assignment of a substitute approver within thet fikgy of absence of the originally
assigned approver.. All approving tasks of the absg@prover will be rerouted to the
substitute employee. This control ensures thatwaithasing orders will be processed in a
timely manner, if an employee with a key respotigytialls out.

The Pattern specific Parameters for both typehisfdontrol pattern arieentical.
I:)SFI)nter—Activity: (trs, trs’, n, m, f), with

= {rsis a transition

= after the occurrence dfs, the transitiortrs’ has to occur as well (respectively not
occur in case of an Absence Pattetry £1rs’)

= n, m/ N andf /7 FREQUENCIESspecify the following:n is the number of
invocations oftrs’ (in the case of an Existence pattern at leasnegj in the case of
an Absence pattern at most n times); in the laBequencies (for exampla = 3and
f = Weekspecifies3 week}

Business Document Control Patterns

= Name:Business Document Control Pattern

» Risk situation: Business documents produced (probably by framusetivities or
software errors) could result in undesired actgitor results.

= Control Objective(s): Financial Reporting, Operation

= Solution: Check the content (syntax and semantic) of anessidocument instance or
compare several instances of different businessrdent types in a business process to
determine whether a business document is completeyate and valid. There are several
sub-types of this control pattern:

0 Completeness Checks: Verify whether all mandatatg-dields (attributes) in a
business document instance are filled with a codata type.

o Plausibility Checks: Verify whether the attributalves of a business document
instance is plausible.

o Limit Checks: Certain attributes of different bussis documents instances
belonging to the same business process instand®manel to a mathematical
relationship.

0 N-Way-Match: The value of certain attributes offeliént business documents
instances belonging to the same business procassmae must match each other.

= Example

0 Completeness Check: The number of items PCabusiness document instance
must be the same as the number of items in thesmyndingnvoice document
received from a supplier, if invoice splitting istrindicated.

o Plausibility Check: The PO Creation date is na¢@aRO Approval Date

o Limit Check: Check availability of requested matérin warehouse without
assignment: Do not accept purchase orders with terraatype in their items,
where the current amount of that material typé atidilable in the warehouse (in
stock) is higher than $10000 and the amount obtber is lower than $1000 .
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Due

o 3-Way-Match: Check whether Purchase Order, Invaind Delivery Business
Documents of a purchasing process instance haveathe supplier identification
and purchase request identification.

to the diversity of different business documeantrol patterns, there are no pattern

specific parameters provided. The controls can bdeted in a generic way using the general
control conditions-part in a control as introducedection 6.2.2.

Report Patterns

The

aim of report patterns is not the definition tbé reports, but rather to check their

generation in the system by required users. A tejgl special type of Activity with no
preconditions and effects:

Definition 7.2: Report
A report over a repository instance Rl is a tupigort = (name,BDI, .4, bdi 0,), Such that:

» namel] ACTIVITIES is the name of the report
= BDI 4 JRlis a set of business document instances to bearehd

bdi,epo 7/ Rlis a business document instance representing fieet-data.

The definition above does not state hbdi,,,,, is acquired using the elementBDI,,,.
Based on the definition above the specificatioditierent report patterns is as follows:

Name: Report Control Pattern

Risk situation: The necessary analysis of business transacticnsssible through
periodic reports fails because the employees asdigm run and analyze the reports are
remissed in their duties. Thus undesired businasati®ns (such as continuously reduced
monthly turnover) remain undiscovered.

Control Objective(s): Financial Reporting, Operations

Solution: Check whether the necessary reports in the syaterrun by the assigned
employees and compared to each other on a pebadis.

Related ta

Example: Check whether the necessary report, which geeeatlist of open purchase
requests that have not been converted into purardses, is run on a periodic-basis.

There are three different variants of this pattern:

Report Execution Check: Controls of this pattersuas that a report is run on a
periodic basis.

Intra-Report Comparison Check Pattern: This pattdrecks whether the variance of
certain attributes between different instanceshef $ame report type generated in a
certain frequency (daily, weekly, monthly, yearyceed a predefined value.
Inter-Report Comparison Check Pattern: This pattdrecks whether the variance of
certain attributes between different instancesifééreént report types generated in the
same period (day, week, month, year) exceed a fimedevalue.

In the following section, the pattern-specific pagders for each type of report pattern are
introduced:
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PSFI)?eport—Execution-Check:(r’ n, m, f)W|th

» ris areport according to the Definition 7.2,

= n, m//N and f/7FREQUENCIESpecify the number of generations (invocationi of
in a certain period (for exampte= 1, m = 4, f = weelspecify that the report has to
be generated 1 time in a 4 week period).

PSP

Intra—Report-Comparison
* risareport
= CATTS/[Ais sub-set of attributes didi, (the business document representing the

data of report r - see Definition 7.2)

= VOO is a set of real numbers witfy = # CATTSwhere# A means the cardinality
of setA

» assignVariances a total functionCATTS- V, which specifies the allowed variance
of each attribute ICATTSon a periodicf(/7FREQUENCIES- basis

» assignVarianceTypdotal function V- PCD, which specifies the type of each
variance inv (PCDis set of primitive data types, see sectioR.2.1).

=(r, CATTS, V, assignVariance, assignVarianceTfpvith:

PSR icr-reportcomparison = (I v CATTS, CATTS., V, assignAttribute assignVariance,

assignVarianceType, With:
= 1,1 are each the reports to be compdredr’)
= CATTS DA and CATTS. A are each a sub-set of attributes of the report-

specific business-documerltgli, andbdi,. with #CATTS =# CATTS.
= VOO is asetof real numbe\( = # CATTS)

= assignAttributeis a total functionCATTS - CATTS. specifying which attribute

of each of the given report types have to be coethar
» assignVarianceis a total bijection between the set representimg results of
assignAttributerelation and V. It specifies the allowed variance between the
respective attributes ofandr’ on a periodicf(/7FREQUENCIES- basis
» assignVarianceTypes a total bijectionV -~ PCD, which specifies the type of each
variance inV (PCDis set of primitive data types, see section.2.1).
Figure 47 represents the roleasfsignAttribute, assignVarianeadassignVarianceType
relations in PSP-Definition dhter-Report-Comparisogontrol pattern by an example. In the
figure two reportfR1andR2are used, wherle@1 has the attributes, bandc andR2has the

attributesd, eandf.
ﬂ'\
> 2.5
nVaﬁanegk assi

Figure 47 llisutration of PSPs for Inter-Report-Comparison
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SoD Patterns

Name: Separation of Duties Pattern (Also known as Segi@yaf Duties — SoD)

Risk situation: A deliberate fraud might occur when the completad an activity is the
duty of a single person.

Control Objective(s): Financial Reporting

Solution: Divide a business level activity into two or maugh-activities, which together
fulfill the original activity. Define for each suéetivity a separate employee having the
same role (User-based- SoD) or a separate roke-lfiaded-SoD) to achieve the sub-
activity. Consider that it is possible that an emyple can have more than one role. Role-
based- SoD becomes ineffective if an employeetmasales required to achieve each
sub-activity in SoD. An unreasonably high numbeadivities under the control of SoD
can reduce the operational effectiveness of a basiprocess. In case of user-based-SoD
make sure that the substitute-concept for the wghrthe duty for each sub-activity is
implemented and assure its effectiveness.

Related ta SSE, Inter-Activity

Example: See control CB2 in scenario (section 2.2.3).

Below the pattern-specific parameters for use-ratetbased SoD are introduced:

PSBser—Based-SoD: (TRS, rle), with

» TRSis a set of transitions in the current businessgss
» rleis arole. Each user executings// TRSmust have the rolee.

PSR ie-Based-sop= (TRS, RLS, assignRoleyith

» TRSis a set of transitions in the current businessgss
» RLS//ROLESS a set of roles.
» assignRoles a total bijection betweehRSandRLS

Authorization Patterns

Name: Authorization Pattern

Risk situation: A deliberate fraud might happen when an employgentionally can
misuse resources or has unlimited access to resourc

Control Objective(s): Financial Reporting

Solution: There are several (complementary) solutionshéc& the restricted access of
users to roles (User-based- Authorization), ii)ahie role’s grant to execute an activity
(Role-based) or iii) limit users' grants to exeatsetain activities, if they did not execute
that activity for a certain period (Time Limited #orization pattern)

Related ta SSE, SoD

Example: One-Time-Supplier-Creation-Control: To accelerdtee reactivity of a
company to changes in the supplier market, it issjipe to give the right to certain
employees in the purchasing department to creapplist-entries with incomplete
information data of the supplier. This should eerable company to enter into short-term
business-relationships with a business partnerglg@rp who will be contracted possibly
only once). This type of supplier is calledCne-Time-Supplieand certain users are
allowed tocreatesuch supplier entries. The control says thatoushbe ensured that this
right (Executing One-Time-Supplier-Creation-Actyjitis revokedfrom those employees
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in the purchasing department who did not creaté susupplier-type in the last 3 months.
Such a control is of type “Time Limited”.

Below the pattern-specific parameters for differépgpes of authorization patterns are
introduced:

I:)SFUse|-Baset—Authorizaion = (usr, rle), with:

= usr/7JUSERSs a User, which will be checked if it has thesndé
= rolerle //ROLES

PSFI)?OIE-Basen-Authorizaion: (rle’ trs), with:

= rle /7 ROLESis a Role, which will be checked if it is allowed &xecute the
Transition
= {rs: Transition.

F)SF'Izime-Limited-Authorizaion: (usr, trs, n, m, fwith:
= usr/JUSERSis the employee, who should execute the
= trs: Transition
= nm//Nandf [7FREQUENCIESspecify together the period of time, during which
the user is required to enact the transition (f@meple n = 3, m = 1, f = year specify
that transition should have been enacted by thediBmes in the last 1 year).

Escalation Patterns

= Name: Escalation Pattern
Risk situation: The control environment set up in an enterprisesdnot provide an
atmosphere in which employees can behave compliaatiother risk is that the policies
are not taken seriously by the employees, or th@ytdpay attention to the control
violations caused by them.

= Control Objective(s): Financial Reporting. Operation, Compliance

= Solution: Notify certain instances in the company (emplaye# a control is violated
more than a certain number of times during a aegatriod.

» Related ta All other control patterns

= Example: If purchase orders that require SSE are apprdwednly one employee
frequently (say weekly), then the purchasing manhgs to be informed.

Pattern-specific parameters for escalation patezn
I:)SPES(:alationz (ctl, n, m, f),with:

» ctl //CTLSis the control, which is violated

= n, m//N, andf /JFREQUENCIESpecify together the number of control violations
in a period (for exampla = 3, m = 1, f = weelspecify that the control ctl is not
allowd to be violated more than 3 times weeklyeottise this will be escalated)
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7.5 Control Pattern Instantiation

Control pattern instantiation is a mechanism farating a control (according to Definition
6.11) based on a specific control pattern. Thenini® to create a specific control enforcing the
desired usage of the pattern in a specific busipes=sess. Instantiation consists of binding all the
pattern-specific parameters of a control pattera ¢ontrol condition (see Definition 6.9).

In order to be able to evaluate control conditicagturing a business situation that violates the
control, it is required to obtain the set of instas of any controlled entity (CE) (Transition, Role
Business Document, Control, User) in a businessga®instance according to a given selection
criteria. By checking the attributes of the setaifieved CEs, it can be decided whether a control
is violated or not. For this reason we introduce ¢bncept oQueryof a CE. The query of a CE
(CEQuery determines the set of all instances of that Gibiating to a given filter.

The following definition specifies different typesf queries, where the sets used in the
Definition are:TRANSITIONSs a set of transitions (Definition 4.1ARANSITIONINSTANCES
is a set of transition instances (Definition 4.16)[LSis a set of controls (Definition 6.11),
ROLESHs a set of roles aldSERSs a set of users.

Definition 7.3: A CEQueryon a business proces=pository instance BPRif arepository BPR
is any of the following functions:

= queryRoles/(BPRIx TRANSITIIONS)> 2ROLESs 5 partial function which returns a
sub-set of roles IROLES who have executed a transitiod TRANSITION$ the
givenBPI /7BPRI

= queryBDIS//(BPRI xR x{condition}) = 2%isa partial function, which returns a

sub-set of business document instances in RI.Heoresult seR™' it holds that the

type of the business document instance is the sarttee business document type given
by the business document typeRiiin the domain of the relation) and all the instes
satisfy the condition given.

= queryTRANSITIONS BPRI x TRANSITONS3 2TRANSITIONSTANCES;q 5 hartial
function which returns a set of transitions insemof the specified transition type
existing in the corresponding model of the givesibess process instanceBRRI. If
no transition type is specified, all transitiontarsces will be retrieved.

= queryCONTROLS$/BPRI xCTLS=> 2°™° s a partial function that returns all the
controls applied on a business process instandehwabhe of the type specified in the
query. If no control type is specified, all congraif all types will be retrieved.

= queryUSERZ/BPRIxTRANSITIONS> 2YSERS retrieves the set afserswho have
executed the specified transition type in the gibesiness process instanceBiRRI.

Although the different types of queries introdudgadDefinition 7.3 are invoked during the
execution of business processes (in order to eteatha control condition), during instantiation
of a control pattern (which is related to designetiof controls) a set of such queries must be
created and stored together with a control conditithus a control instantiation of a control
pattern is defined as follows:
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Definition 7.4: Control Pattern Instantiation
Instantiation of a control pattep on a business process is a proceqldﬁe which receives as

inputs PSng anda business process definitibpd @ccording to Definition 4 2andgenerates a

control condition(according to Definition 6.9) and a set ©EQuery(according to Definition
7.3).

As an example, the control pattern instantiatiarcpdure for control pattern Intra-Role-SSE is
described in detail below:

Control Pattern Instantiation ¢,._role-sselAccording to Definition 7.4)

Input: PSR, _roe-sse= (trs, n, rle), business process definition bpd

Output: control condition cc; set CEQ containing elemesftsype CEQuery
1 /7bpi of type bpd {

2 T : queryTRANSITIONS (bpi, trs);

3 R: queryROLES(bpi, trs);

4 U: queryUSERS(bpi, trs);

cC =

SIZE_EQUALS (R, 1) and

CONTAINS (R, rle) and

SIZE_EQUALS(T, n) and

SIZE_EQUALS (U, n);

CEQ = {queryTRANSITIONS (bpi, trs), queryRGL{Bpi, trs), queryUSERS
(bpi, trs)}

O© 00 ~NO 0l

}

The setCEQ containing elements of tyg@EQueryis given in line 9. The variabl&s R and U
(Line 2-4)are variables that will contain the results of theeries (which will be available at
execution time). These variables are then usethteraents of control condition (cc).

The control condition (cc), as another output oé tbrocedure, contains the following
statements: The control statement in line 5 chéakssthere is only one role, which has executed
the transitiontrs. The reason is that the control pattern is of typea-Role. The control
statement in line 6 verifies whether the requiretk rle in fact has exclusively executed the
transition. The statement in line 7 checks thatithés executeadh times and the statement in line
8 checks that number of users, who have exedtgesin.

Note that the instantiation procedure only binde pattern—specific-parameters to control
conditions. The extension of a control conditiorp@ssible by manual addition of more control
statements to a control condition, in order tonefthe control. This is out of scope for the
instantiation procedure of a control pattern. Fostance by adding a statement like
GREATER_EQUALS(po, amount, 50@0)an already existing control condition of a cohtr
definition adhering to the SoD-Pattern (possiblyeyated by the instantiation procedure), it is
possible to make the control mandatory only forchase order business documents instances
(po) with a total amount higher th&b000 .

134



7.6 Conclusion

Using the control patterns, the compliance expart considerably reduce the compliance
effort and improve the quality of the compliancesida for a business process. This is possible
due to the fact that instead of having to defirmatrol from scratch, a compliance expert may
browse or query the control pattern repository aetect a control pattern of interest that
mitigates an identified risk. The compliance expéen designs the control for the currently
selected business process by configuring the dgpdittern into a real control (specifying values
for control parameters). Furthermore, providingoatml pattern repository and an approach for
designing them into business processes can pradded value to the software of standard
software providers. A major value-add is that thmistomers from different sectors can build
their compliance on top of such a repository. Thises the level of reusability and usability of
software and provides the compliance experts atctigomer site with reusable knowledge
provided by the patterns. In this chapter we presersuch a pattern-based approach for
designing the necessary controls for business psomempliance.

Furthermore, a set of empirically determined cdnpatterns were presented and described.
For the description of these patterns a set oibates were used. We introduced the notion of
pattern specific parameters for control patteragtePn specific parameters are parameters related
to a specific control pattern. They serve as trsgshfar generating a concrete control that adheres
to a certain control pattern and also as input denerating control-pattern-specific user-
interfaces. The process of generating such a ddméised on a control pattern we called control
pattern instantiation. Control pattern instantiatwas defined as a procedure that generates a
control condition and a set of queries for eachtrmbnThese queries will be used to assure the
compliant behavior of business process instancgsdoyding the basis for evaluating the control
condition during the execution of business processe
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8 Compliance Validation of Business Process Execulti ons

In chapter 4, we presented a detailed model ofbtlsness process model as a BPD. We
showed in chapter 6 how the controls can be modeledbusiness process model (Definition
6.11). The relationships existing between the n®déla control and a business process were
also described there.

The focus of this chapter is to engage the proposedels through an approach that ensures
the compliant behavior of business process instamoeording to the defined controls. The
system realizing this approach is called ICR (Im&Controls Repository), which is divided into
two sub-components: ICR-Design and ICR-Executios.we will see in this chapter, assuring
the compliant behavior of business process instaneguires a set of preparations on business
process models. This set of preparations is andrémt part of our approach. A detailed
description of the implementation of the approachrovided.

First, we make some introductory remarks on ICR. &fetinue in section 8.2 by discussing
the foundations of the technologies used in thdempntations. The discussion on foundations
will be completed by describing the selected tonli®nment. Our approach is realized based on
this tool environment. In section 8.3 the approsélf, which is used for the implementation of
ICR, is described. In 8.4 we describe the imple@m by giving

i) the requirements for the technical realizatod the approach and

i) the reasons behind our selection of the speatiplementation of ICR-Design, motivated
by the technical requirements listed before and

iii) the detailed implementation of the integratiohcontrol and business processes instances

(ICR-Execution).

Related work will be discussed in section 8.5,raftkich this chapter will be summarized.

8.1 Introduction

Although the proposed modeling approach allows doflexible and usable definition of
controls on business processes (supported by titerpdased design of controls presented in
chapter 7), during the execution of business pgeEsthe separated model of business processes
and the controls have to work in a tightly integchtmanner in order to support the prevention of
control violations produced by business processmtes. Recall that the design and controls of
business processes are not the only processestsigbg@mpliance certification; the execution of
business processes in daily operations (businege$s instances) must also be compliant. This
implies that, while one must be able to separatebign the controls and business processes, it is
also necessary that the controls and business g¥dostances be re-integrated during the
execution of business processes. One of the maitmiloations of this thesis is that we render it
possible to separate the design of controls arttlisiness process models, done respectively by
compliance experts and business process expersedBm this, the approach presented in this
thesis allows for the automatic detection and pmgea of control violations of business
processes during execution time without necessgatny human interactions.

In order to support the separation of the busiraess control objectives, and the automatic
prevention of control violations produced by busmerocess instances, this thesis introduces the
possibility of another layer above the businesscgge model and executions. The system
responsible for realizing this layer is callddtérnal Controls Repository” (ICR) . The ICR is
divided into two sub-components:
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= |ICR-Design: According to the assessed risks, a set of cantldefined in ICR-
Design.

» |CR-Execution: By executing a business process, ICR-Executidhbei continually
updated with information needed for the evaluatidndefined controls in order to
ensure that compliance tests will pass.

In chapter 6 and 7 we discussed how the contraiscoaceptually be designed in ICR (ICR-
Design). In this chapter we are concerned withagiygication of controls existing in ICR-Design
to support the compliance of business process &rasu

The approach necessary for the realization of IGReHtion is tightly linked to the way a
control is technically realized, i.e. its concretpresentation in ICR-Design. Recall that in
chapter 6, we only presented the conceptual mddelcontrol and did not make any statements
as to its concrete realization, i.e. the formalend the implementation selected for its technical
persistence in a system for business process camnapli

We have decided to implement the system of ICRdasea rule-based approach. The reasons
supporting this decision are as follows:

» Considering the core structure of a control aceydo Definition 6.11 as consisting of
a triggering event, control condition, and recovacgions, a control can be read in the
following way: if a triggering event occurs andtla¢ same time a condition is fulfilled,
then invoke the recovery actions. This is basicaltyle.

» Rule based languages can be expressive enougpttoe#e control model.

» The declarative nature of rule-based languagesds/i@in acceptable compromise
between expressiveness and simplicity.

»= The high abstraction level of rule-based languadiesvs formulating statements close
to natural language formulations suitable for peoplth little or no technical skills.
This has led to developments in the area of dorspatific languages (DSLMErnik
et al., 2005] built on top of rule languages.

Based on the rule-based presentation of contrags dhapter will present an approach for
integrating the controls with business processamss achieved in ICR-Execution.

8.2 Foundations

8.2.1 Introduction to Business Rules

Business rules provide a way to capture organizatikknowledge in a structured and
formalized mannerHerbst, 2000]. Further Herbst, 2000] states that business rules can be
defined as "statements about how the businessis, de., about guidelines and restrictions with
respect to states and processes in an organizaliba"Business Rules GroupRG2000] defines
a business rule as "a statement that defines ostremms some aspect of the business. It is
intended to assert business structure or to cootrinifluence the behavior of the business".

[Taveter et al., 2001] and [Wagner, 2002] give a typology of formalized business rules loase
on [Bubenko et al., 1998], which distinguishes between the following typ#sbusiness rules:
Reaction rules, derivation rules, and integrity stomints. Reaction rules are further sub-divided
into Event-Condition-Action-rules (ECAs) and protlan rules:

ECA-Rules are concerned with the invocation ofadiin response to events. They state the
conditions under which actions must be takeadner, 2002].

In rule based systems, production rules are ofdhma “IF ¢ THEN d, wherec is a condition
anda is any kind of action, including external proceskimethods. Production rules are very
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similar to ECA rules.\Wagner, 2002] states that ECAs can even be considered as &bkpase
within general concept of production rules. Froooaceptual point of view, we see an ECA-rule
as a production rule, where the notioregéntin ECA is explicitly designed in the left hand sid
(LHS) of a production rule. However the underlymgorithms and infrastructure for processing
both types of rules can be identical. In this thesie differentiate between production rules and
ECA-rules through the way a rule is written, thus BCA-rule can be transformed into a
production rule. Because production rules serveth@simplementationof the compliance
approach during the execution time of businessgas®s presented in this thesis, we introduce
them in detail in sub-section 8.2.2.

Derivation rules allow for the derivation of knowlge from other knowledge by an inference
or a mathematical calculatiowggner, 2002]. Each rule expresses the knowledge that if ohe se
of statements happens to be true, some other sghtements must also be, or will become, true.
Derivation rules are the basis for the programmpagadigm “Logic programming”Loyd,
1984], which relies on a subset of first order logeferred to as Horn clause Logic.

According to fvagner, 2002], an integrity constraint is an assertion that trhes satisfied in
all evolving state and state transition historika discrete dynamic system.

To the above-introduced categorization, we add shelear semantic separation of different
categories of rules is not a straightforward tallany rules can be assigned to different
categories and at the same time a certain categorybe considered as a special type within
another category: categories must not necessadlymbtually exclusive. For example, an
integrity constraint can be interpreted as a readtille, if in the case of its constraint violatian
reaction should follow.

8.2.2 Production Rules

8.2.2.1 The Structure of a Production Rule

The following concepts are generally central to ysteam employing production rules

[BRG2000]:
= Terms
= Facts
= Rules

Terms are artifacts that are important to a domain. Theyld the language and the
terminology for the presentation of the domainotm model of business process compliance the
conceptual model behind the terms are the set ofrated entities, namely the business
documents, transitions, users and their rolestlaadontrols.

A Fact is an instantiation of terms or the instantiatafirelationships between two or more
terms. Examples for facts areéA ‘PO with a total amount of 5000$ for material typéas been
approved on 21.12.2005or “User Smith has invoked the operation One-Time-Mfendo
Creatiori. In the area of business process compliance ctimeept of facts is reflected in the
model of business document instances, transiti@tamtes, business process instances and
controls instances.

The core component of a production rule systertsiguie engine (sometimes called inference
engine). This engine is able to process rules aots.f The engine matches the facts against the
existing rules to infer conclusions resulting ire tBxecution of the actions defined in the rules.
The matching process is callBattern Matching A production rule is itself a two-part structure
of the following form:

IF <conditions> THEN <actions>
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The IF- part in a production rule is called theft-Hand-Sidg(LHS) and theTHEN- part is
called theRight-Hand-Sidg RHS). In production rules the foundation used dgpressing the
LHS is first order logic, while the actions in RH8n be reduced to a set of invocations, which
create new facts or modify or delete existing facts

8.2.2.2 Components of a System for Production Rule s

The basic functions of a production rule system are

1. Creation of rules

2. Management of facts and

3. Decision of which rules to fire

In the context of production rule systems, thet fitsctionality results in a technical

component calle®Production Memonor Rule BaseWe will use the ternmule base A rule base
basically contains a set of production rules. Tdehhical component responsible for the second
functionality is calledNorking MemoryA working memorycontains a set of facts and is related
to the execution time of business processes icdle of business process compliance. Facts are
managed in a working memory; they can be creategk(don), modified, or deleted (retraction).
As previously mentioned, the third functionalityashieved by th&ule EngineThe rule engine
has two main sub-components, fPattern Matcherand theAgenda While the pattern matcher
determines the truth of conditions of rules thatstrioe fired, the agenda is responsible for the
execution order of rules that are fired. The agendider verifies whether rules are in conflict
with each other, in cases where more than onebedemes true. In the latter case the agenda of
a production rule system usesa@flict resolution strategyo resolve conflicting rules that have
become true in parallel. All rules are evaluatediags all facts in the working memory. For each
eligible combination of facts (that is, the conalitipart of the rule is true) a rule instance (the
action part) is created on the agenda. The agenbasically a last-in-first-out-stack (LIFO) that
keeps track of rules which have to be fired. Aftez agenda has been updated, rules are fired
(their action part is executed). The execution nila may alter the working memory, which may
lead to a new modification of the agenda (creatbnew rule instances on the agenda). After
these modifications, ineligible combinations ofesiland facts are pruned from the agenda. The
execution of rules continues until the working meynig stable and the agenda is empty. Figure
48 outlines the general architecture of a produatige system.

Rule
Engine
Pattemn
Rule Matcher Working
Base | Memory

Agenda

Figure 48 Rule Base, Rule Engine and Working Memorgf Production Rule Systems

When facts are asserted to the working memory, progluction rule engine creates
“working memory elements” for each fact. In the Wog memory, a fact is stored in the form of
a tuple and may contain an arbitrary number of datas. Thus it is possible to store business
document instances as facts in the working memnodytheir assigned attributes as elements in
tuples. The possibility of storing fact combinasoallows for the creation of a working memory
based on the “objects” as instances of classes &pnwobject-oriented point of view. Many
production rule engines (Drools [Drools] and llogil& [ILOG] to name a few) use this
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possibility to create rules according to the classlel provided by an object-oriented application.
The working memory then presents the current itisti#on of classes (objects) produced by OO-
runtime components (JVM in case of java). Thus passible that the class model of the current
domain of interest provides the terms (the langpage which the rules are built. A very
important aspect of building production rules op tdf an already existing “domain model” is
that it requires no further modelling efforts, ®nihe terms relevant for building the rules are
already designed and provided by the applicatiosifiess process).

8.2.2.3 RETE Algorithm and Forward Chaining

The effort required for processing a larger rulegeckly increases if every combination of
facts in the working memory is evaluated againgrgwondition of the rules in the rule base.
Most production rule engines are based on the REIMérithm Forgy, 1982] in order to
increase the performance of rule processing. ThelrERElgorithm is responsible for
implementing the PatternMatcher-component as destrin the previous section. It builds a
network of nodes in which each node representaglescondition of a rule. The RETE network
allows for the identification of valid fact combi@ns that fire rules more efficiently. If rules
contain identical conditions, the condition-nodetisated only once. Facts are then “filtered” by
the RETE network. Only those facts and fact contimna that can cause a rule to fire are passed
through the network. Since *“valid” combinations faicts are identified more quickly, the
identification of valid rules (those which havet® fired) is improved.

The RETE network has a single entry point and odiep®int for each rule. The first part of
the tree differentiates between types of objects &lne processed in the netwodksCrimination
tree). Alpha Nodesepresent conditions of a ruldoin Nodesepresent joins between conditions
of one or more rules. The last node is Bide Node which controls the agenda. Whenever a
valid combination of facts (a fact combination thadtches the conditions) reaches this node, the
agenda will be modified according to the actioncdped in the current rule.

Facts are propagated through the network via tokkem®sitive token indicates that a new fact
has been asserted in the working memory. A negdbken indicates that a fact has been
retracted from the working memory. If such a tokeaches a rule node, the agenda will be
updated accordingly. That is, putting the rule anse on the agenda in the case of a positive
token and removal of the rule instance in the cdsenegative token.

The RETE algorithm uses the principle Bbrward Chaining In contrast toBackward
Chaining(see section 5.1.4), forward chaining has a reaaty nature and is “fact-driven”. That
is, it reacts on changes affected by facts assertéek working memory. As facts are asserted in
the working memory, the conditions of some rules) become true, possibly concurrently, and
are put on the agenda to be fired. In this way mclesion is reached. Backward chaining is
“goal-driven”.

8.2.2.4 Truth Maintenance and Shadow Facts in Prod uction Rule Systems

Another significant feature of compliance validatiof business process executions supported
by the rule engines of production rules is the ephof Truth MaintenancgDoyle, 1979]. This
concept is used in the implementation of the apgrdshat will be presented in section 8.4) in
order to achieve an accurate and efficient synchation of the ICR-Execution when changes in
a business process instance take place outsitie ¢€R-Execution.

Truth maintenance is related to the statefulnestheffacts generated and managed in the
working memory and assures the consistency of dbgrlationships generated by actions in a
rule. Truth maintenance in production rules is madssible because the modification and
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retraction of facts already existing in the workimgmory is possible. Rule engines that are able
to support truth maintenance are called non-monot@asoners.

Closely related to truth maintenance is the conoéfhadow FactsA shadow fact is basically
a shallow copy of the productive data (for instameesiness document instances) generated
outside of the production rule system, which hasnbasserted to the working memory. They
represent a cashed copy of the asserted objectaas ia the working memory. The rule engine
Jess [JESS] was one of the first rule systems wimglemented the concept of shadow facts.

The basic relation behind truth maintenance andahidacts is that a production rule system
should guarantee the accuracy of the conclusiongedeby the rule engine. A productive system
(for instance a business process execution infretstre or ERP system) may alter the data during
the progression of a business process instaneicim a situation, the rule engine must somehow
be informed of the changes which have occurredideitthe rule system in order to derive
conclusions that accurately reflect the situatiorthie outside world (Truthfulness). This can be
achieved in two ways: i) by locking all the facend their according original productive data)
during the inference process or ii) by maintainengache copy of the productive data and
delegating all modifications through the rule emgifihus the working memory is automatically
synchronized to changes occuring outside of the system.

Figure 49 exemplifies the concept of shadow facthée case of a business document instance
bdi. Let’'s assume that durinfy an initial fact versiorbd'h exists in a bp instance maintained by

the infrastructure responsible for executing thesifmess process definitions (BP Execution
Engine). DuringT2 the business document instangg‘h is asserted to the working memory.

During Ty the original business document instamﬁlis modified by the application and it is
now an updated version of the original businessichant instanc@,d'h, which we callbdiz. The
concept of shadow facts assures that dummgthe pdj, fact is automatically updated in the
working memory, so that the working memory now edms a factodi, (bdi no longer exists in
the working memory Let's assume that durin]% the value of the attributes @‘dizcauses the

pattern matcher to update the agenda by firingodymtion rule (putting it on the agenda). Let’s
further assume that the RHS-part of this rule caulse modification Obdiz, so that duringr5

the working memory contains a new version of thiefact, calledpdi,, as an updated version of
bdi,- The concept of shadow facts automatically assuhraasthebdizinstance in the bp instance
maintained by BP Execution Engine is updated dumingso that the bdi of the bp instance has
the valuebd'% and nothdi, (as it was during3), and so on and so forth.

Location
h T 7 7 7 7

Bp
Instance
Working ; ;
Memory Time

Figure 49 A business document instance in a busirgeprocess instance and its shadow in a
working memory

142



8.2.3 Tool Environment

From the point of view of implementation, there & open issues which remain to be
discussed:

1) How to design and execute the business procasses

2) How to implement the ICR.

We have chosen to implement the business processegva-environment with JBoss jBPM
[[BPM] including a graphical Process Designer Tamld a Process Execution Engine. The
processes in the jJBPM designer can either be dedigs BPEL or as jPDL [[BPM]. The latter
one is a language developed by BPM itself. jPDdnkeon XPDL [XPDL]. We decided to design
business processes with jPDL because it allowscforcepts such as task management and
identity management, which allowed us to complesgigulate typical ERP scenarios necessary
to our experimental environment. BPEL did howevavehlimited usage in our approach: BPEL
does not account for humans in a process, so gndogrovide typical real life business scenarios
[BPEL4People]. It was for this reason that we chioskrst design the processes as jPDL in our
prototype and then to use jBPM as its executiotfqia.

As for ICR implementation, we decided to implem#rg ICR based on production rules. A
detailed technical discussion about the reasonthi®idecision is provided in the implementation
part of this section. As the implementation platidior production rules we selected the Drools
Rules Engine [Drools]. We selected Drools rulesaaepresentative of several rule engines,
because it is open source and is popular. Drooleseas a provider onplementhe underlying
control model and the approach for compliance wadilich of business process execution.

In the following two sub-sections, the basic tecahtoncepts behind jBPM and Drools Rules,
those which are necessary in order to understamdnmplementation part of the approach, are
explained. For a detailed introduction to jBPM ambtools rules, please refer to the
documentation of jJBPM [[BPM] and Drools [Drools].

8.2.3.1 Business Processes with jBPM

JBPM is a java-based open source solution of a flmskengine.. A process definition in
JBPM describes a state machine that is executdédeiengine. In the following, a brief overview
of the basic concepts behind jBPM is provided.

8.2.3.1.1 Business Process Design

Each business process is designed inJdha Business Process Definition Langug@igroL).
The result of designing a business process in jDha directed graph of nodes with edges
between them. The following node-types are avastabl

= A Tasknode represents one or more tasks that are tefbermed by humans. When
the execution path arrives at a node of this tgptask instance in the task list of a
specified business process participant will betexkaAfter that, the node will fall into
a wait state. When the users have performed task; the completion of the task will
trigger the further processing of the execution.

= A Statenode executes no business logic. This state carsékll when waiting for a
signal from an external system (asynchronous basipecesses).

= A Decisionnode handles decisions in the flow, i.e. whictvieg edge of the current
node in the process execution should be taken.

= A Fork node can be used to split one path of executitnritultiple, concurrent paths
of execution.
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= A Join node is the opposite of therk node and joins the multiple concurrent paths
into one single path.

In the case where a node implementation has tokeneocertain functionality automatically
(e.g. a web service), akction Handler(seethe next sub-section) must be implemented on that
node. jBPM exposes its process design programmiRyj fus custom node types can be
implemented as well. The design entities in jBPMahkirsupport the concepts ogersand their
rolesin business process definitions av@mlanesandactorsin jPDL.

8.2.3.1.2 Business Process Implementation

With a jPDL-process definition only the flow of ex#ion is specified. The access to the
underlying business logic encapsulated in diffetaumnsiness systems (which provide business
documents and their instances) is implemented bynttion ofActionsthat can be attached to
the nodes.

When a node is processed during the executionbofsaness process, its Actions are invoked.
An Action is implemented by implementing the intex® ActionHandler.An ActionHandler
satisfiesthe Command-Design-pattefBamma et al., 1995] and works in the following way
When the process execution engine encounters aindbe process definition that has an action
associated with it, allActionHandlersrelated to the node are invokedctionHandlersare
instances of java code that can interact with eetlesystems when executed. AntionHandler
interface contains the methoexecute which receives arExecutionContextas an input-
parameter ExecutionContexis basically a Map-Data structure (set of key-eghairs), which
can contain any serializable java object. The imgetation of theexecuteMethod of an
ActionHandlercan read and write received data into Ex@cutionContextin such a way data
can be manipulated and populated across nodes ipustness process instance. Our
implementation of the business process context ([Beénition 4.16) encapsulates the
ExecutionContext of jBPM. The following listing i simple example of aActionHandler
implementation and its corresponding integratioraijPDL-defintion. The explanations of the
code are given in the code as comments:

Listing 9.1

public class ApprovePurchaseOrderActionHandler ienpénts ActionHandler

{

Il execute is the only method of an ActionHandkerface. Every class of this interface must
/I implement this method

public void execute(ExecutionContext execution€dht

/Il read from context which purchase order habé@pproved, where APPROVE-PO is
Il the key under which the purchase order carob&édd up in the context
Integer pold = (Integer)

ctx.getContextinstance().getVariable("TAPPROVE-PO"

/Il connect to the PurchaseOrder-Business-Layer (S&d approve the order:
Connection connection = SRMFactory.getConnectjon()

I/ invoke the approve-activity
connection.approve(pold);

/I close the connection to SRM
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connection.close();

}
}

The ActionHandlerabove can be integrated in the following way precess definition:

Listing 9.2
<process definition name = “purchasing”>

<l—The activity Approve-PO, to which the action dim
ApprovePurchaseOrderActionHandler will be assigred
<state name = “ApprovePO">
<l—An instance of the ApprovePurchaseOrderActiomtHar-class will be generated and
equipped with the context of the business procestance, when from the Approve-PO-
Node the transition to Send-Po-Node is taken -->
<transition to = “SendPO">
<action class = “ApprovePurchaseOrderActionHandle
</transition>
</state>
<state name = “SendPO”">

</state>
</process definition>

The JBPM engine will fire different kinds of everdsiring a process graph execution. Events in
jBPM specify moments in the execution of the precésh event occurs when jBPM calculates
the next state. Each node type has its specifiotdypes. A node can firereode-enterevent or a
node-leaveevent by default. An event in jBPM is the hook &ations and is associated with a
list of actions. When the jBPM engine fires an ay#ére list of actions is executed. Using the
node-enteevent we implement the control conditBXECUTING(see Definition 6.9). In such
a way, we are able to capture the montefbrea transition in a business process instance is in
fact invoked, i.e. theffectof anactivity (see Definition 4.12) or state, e.g. changingltesan a
business document instance in casestbte change command (s¢sge Definition 4.13). State
change commands are commands of a business doctyperisee Definition 4.6) that cause a
business document to change its state value (ske@tioa 4.5).

The logic behind aecisionnode, i.e. the calculation of the leaving edgedein, is realized
using the implementation of aDecisionHandlerinterface. The principle behind a
DecisionHandleris very similar to the one of aActionHandler The difference is that a
DecisionHandlefinterface contains the methodecide which receives an instance of
ExecutionContexand as a result returns the name of the leavigg #tat should be taken. It is
up to the implementation of ti@ecisionHandletto determine the name of the edge.

8.2.3.2 Process Execution

The jBPM execution engine is responsible for exegubusiness processes designed with
jPDL. The execution model of jBPM is about procegsthe directed graph, created during
design of a business process, and interpreting & state machine. JBPM implements the graph
interpretation and execution according to the cludithe command design pattei®anma et
al., 1995]. Very briefly explained, the chain of the commaradtern means that each node in the
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graph is responsible for propagating the processwgion. A wait state (node) means that a node
does not propagate the execution. When an execattiores in a nodesignalscan be sent to the
execution. Sending a signal to the execution isnatruction to continue the progress of the
current business process instance. In additiorhéoabove described synchronous execution
model, BPM also supports asynchronous processuéres. In this case a business process
instance can handle signals received from extesgstems. jBPM relies on the concept of
asynchronous messaging (such as Java MessagingesS&MsS) to implement this behavior. For
a detailed description of the jBPM execution maalad the underlying graph process algorithms,
please refer to [jBPM].

8.2.3.3 Production Rules with Drools Rules

For the implementation of the ICR, we used DrooldeR 4.0. Drools Rules is a java-based
Rule engine. Rules in Drools can be written in & rootation called DRL (Drools Rule
Language) or as XML. We decided to produce the mI®RL-format since it is more user-
friendly to read, write and understand than XML. ¥so use the rule-management API, which
is provided to create and manipulate rules in DRLthe following we give a brief overview of
the concepts behind rule authoring in Drools rufes.a complete documentation, please refer to
[Drools].

The rule base-component of production rules (setose8.2.2.2) is covered in Drools through
a set of rule-files. A rule-file in DRL is made opthe following elements:

* import

= globals

= functions
= queries
= rules

Import elements import a set of classes that can be insade authoring, i.e. the available
terms. They have the same purpose in a Droolsfitalas the import statements in a java-class.
Globalsare global variables used to make applicationaibjavailable to the rule&lobalsare
not asserted to the working memory, thus any charngea global variable caused by the
application logic will not be available to a rulsing a global variablezunctionsin Drools are
used to put executable java-code into the rulecsofile, which can be invoked in the RHS of a
rule. Functionsin Drools may have a return type (java class) r@ogive different parameters as
input. In the following we further detail tHRuleelement in a rule file and the concepigokries
on the facts in the working memory.

8.2.3.3.1 Rules in Drools

A rule in Drools follows the following syntax, whe means that the preceding element may
occur 0 to many times:
rule “<name>"
<attribute>*
when
/ILHS
<conditional element>*
then
IIRHS
<action>*
end
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In the LHS a set of conditional elements can becifpd. In Drools 4.0, the following
conditional elements exist:

» pattern

= and

= Or

= not

= exists

= forall

= collect

= from

= accumulate
= eval

With Pattern conditional element patterns of facts existinghe working memory can be
specified. For example the pattern

?po: PurchaseOrder (id = 4711, totalAmount > 10000)

returns true if in the working memory a fact withetid-parameter-value 4711 and a
totalAmourdparameter higher than 10000 were asserted. Its@®attern conditional element
(its parenthesis) a set of constraints can be BpeciConstraints can be separated by the
following symbols ', '&&' (conjunction) or '||disjunction). A field of fact is an accessible
method of the according java object. Thus the mobgicts (java classes) should follow the java
bean pattern [JavaBean]. A java bean is a containattributes, where each attribute is accessed
via "get<X>" or "is<X>" methods (assuming X is the name of the attribdth)s means that in
the above example the java-implementation of theliseOrder-class must have two methods
getld() andgetTotalAmount()The value of the fact matched by a pattern candadbed to a
variable using th@ and: notations. A variable can then be used in othaditimnal elements or
in the RHS of a rule.

The ‘and and ‘or” conditional elements are used to group other tmmél elements together.
'not’ has the semantic of the negation of first ordgicls existential quantifier and determines
the non existence of a fact in the working memoeyists'is first order logic's existential
quantifier and checks for the existence of somethim the working memory. Théorall
conditional element will be evaluated as true whkriacts matching the first pattern also match
all the remaining patterns. Thellectconditional element allows rules to reason oveolgection
of objects collected from the given source or fribra working memory. This is the cardinality
quantifier in first order logic.

Besides the above constructs, Drools providesah@afing types of conditional elements:

The From conditional element allows the user to specifyarse for patterns to reason over.
This enables the engine to reason over data nbeiworking memory. This could be a sub-field
bound to a variable or the results of a java mettedd In this way, out of the box integration
with other application components and frameworksn&de possible. The conditional element
accumulatecollects facts in the working memory in the samennea as theollect conditional
element, but with the additional functionality thiatllows a rule to iterate over a collection of
objects, executing custom actions for each of tleenents, and at the end returning a result
object.

Eval allows any java-class-method (that returns a prmiof typeBoolear) to be executed.
This can refer to variables that were bound inltH& of the rule and functions in the rule file.
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Usage ofeval should be kept to a minimum because its use okl the declarative level of the
rules.
In the RHS of a rule the following actions can Inelertaken:
» insertwill place a new fact in the working memory
= retractremoves a fact from the working memory
» insertLogicalinserts a fact to the working memory, but the faidt automatically be
retracted when there are no more facts to suppertruth of the currently firing rule
(Truth Maintenance)
» updatewill modify an existing fact in the working memo(gne that has been bound to
a variable on the LHS) with new parameters
» invoke afunctionexisting in the rule file.

8.2.3.3.2 Querying facts in the working memory

The concept oQuery(not related to the concept of queries on corddoéintities — CEQuery —
in section 7.5) in Drools allows the user to retei¢he facts that match the conditions stated in
the query. The queries are designed in the rudedild are invoked from outside the working
memory, i.e. any java-based application, whichdesference to the working memory. A Drools
query has the same structure as the LHS of a Tile.following is an example of a query in
Drools. It retrieves all facts of typeControl’ from the working memory, where their attributes
id, bpld, andviolationStatushave the specified values (see inline commentdertie code):

Listing 9.3

/l name of the query and its input parameters

Query "Query Control Violation" (int controlld, iripd)
I/ specifies the query for all controls with viaatStatus having the value Violated etc.
Control( controlld = id, bpdid = bpd, violationStas = “Violated” )

end

A java application can invoke the query and regiés result in the following way (see inline
comments inside the Listing):

Listing 9.4
/I establish a connection to the working memory
WorkingMemory workingMemory = getReferenceToWoiieaory();

Il initialize the input parameters of the query &pecified in query specification in Listing 9.3)
Object[] queryArguments = initializeQueryArgumertztrolid, bpd);

/l invoke the query on the working memory.
I the results are contained in the variable “caplg”
QueryResults controls =
workingMemory.getQueryResults( " Query Control &i@n ", queryArguments);

I/l each element retrieved by the invoked querersitied.
for ('Iterator it = controls.iterator; it.nasNext() {
QueryResult result = ( QueryResult ) it.next();
Control violatedControl = ( control ) result.get¢ontrol” );
/l Do something with each retrieved fact (viol&@edtrol) from working memory:
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doSomething(violatedControl);

8.3 Overall Approach

Our approach for compliance validation of busin@gess instances spans over three phases:
the Compliance Design phase, the Business Proceésitdn Adaptation phase, and the
Compliance Enforcement phase. These phases dewib#erplay of

= a control that will be included into ICR-Design ithe business process definition, on
which the control is designed, and
» a business process instance with ICR-Execution.

8.3.1 Compliance Design Phase

This phase reflects the creation of a set of cémtfaccording to Definition 6.11) by a
compliance expert on business process definitiansofding to Definition 4.2) contained in a
business process repository (BPR) (according tonideh 4.4). The process definitions in their
original form as delivered by a standard softwamaviper have a generic nature (in terms of
compliance), because compliance modeling is custepecific. Before this phase, the process
definition in the BPR may be non-compliant in thiaéy do not contain and realize the controls
required by the risk assessment of the entergfigere 50 illustrates the sequence of steps in the
compliance design phase indicating the manual dk agethe automated (system-supported)
steps. The steps in the figure can be explainédllasvs:

First, a compliance expert goes through the relelvasiness process definitions (identified by
the relationisRelevant in BPCDsee Definition 4.1), as they may be deliveredabstandard
software provider. Then the compliance expert selacontrolled entity (CE, see Definition 4.3)
contained in the process definition. Then he sglectertain control pattern from the control
pattern repository. He then instantiates the sedeatontrol pattern. This is achieved by
configuring the control conditions, scope and ewvaint control according to the enterprise’s
specific requirements (setting the configurable $8Pthe pattern) after the control conditions
are automatically produced by the instantiationcpdure (see Definition 7.4) of the selected
pattern. Further, the required recovery actionssaten the control. When the compliance expert
decides to activate the control (create contrdlOR-Design), then i) the control is stored in the
ICR Design as a model adhering to the control $igecin Definition 6.11 and ii) the step for
supporting the role-based recovery action mode$ingvoked. Upon creation of a new control in
ICR-Design, the according business process expeutified. He checks the recovery action part
of the control and, if necessary, he modifies/easetine recovery action model of the control (see
section 6.2.3). After this phase, the control i@ lBR-Design is again updated.
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Compliance Design Phase

(Check Control Design

Instantiate CP Hotify
Select Crede Set BP Expert
BPD Confrol [ Scope + ¥
Conditions Event Create Control pdate Control|
l | in | Check in || AdaptBPD
ICR-Design RAS ICR-Design
Select Configure Set i
cp Control [ RAS
Conditions Update
RAS

Figure 50 Sequence of steps in phase 1: Compliarigesign Phase

In the next step, the currently selected CE inghecess definition will be extended by the
currently generated control in ICR-Design. Thidiates the next phase of the approach, called
the Business Process Model Adaptation Phase (A2Raptin Figure 50).

8.3.2 BPD Adaptation Phase

A BPD is originally in a control-free form. Aftehase 1 of the approach not only is a required
control stored in ICR-Design, but the BPD currensiglected is also extended by artifacts
necessary to the required control. These artifhaige the task of implementing the recovery
actions in a BPD. This means that that businessegsinstance, which has caused a control
violation, will behave as designed in the RAS-mdithe control definition.

These additional artifacts in a BPD ensure thatBR® is not executed in a non-compliant
way. Later on, during phase 3, the control in @R Imonitors that the controls are effective, i.e.
that they operate as designed. This is requirddy

Definition 9.1: Business Process Model Adaptation
The process model adaptation of a business proedsstion is a tupleadaptation = (bpd, bpd’,
ctl, TRS) in which:

» bpd/7BPRIis the process definition, which has to be adapted

» bpd’ //BPRIs the adapted process definition, waibd = bpd’

= ctl /JCTLSis the control definition stored in ICE-Design

» TRSis a set of newly generated transitionbal’.

The definition above can be interpreted as spewftine business process definition adaptation
as an operation. This operation receives a buspresess definitiolpd and a control definition
ctl as input and generates a new business processtidafbpd’ containing a set of transitions
TRS which did not exist before inpd as output.

A control model includes a specified set of recgwations (see Definition 6.10), which are to
be invoked if a control violation is detected. [@iknt types of possible recovery actions were
identified and discussed in section 6.2.3. In thgecof a recovery action typestantiate (User,
RecoveryProcess)no adaptation of the selectdipd as described above is required. The
instantiation of the specified business prodessoveryProcess dependent on the underlying
implementation of the approach, i.e. its descripti® a technical issue. The realization of the
recovery action on pdwill be detailed in section 8.4, which deals witiplementation.
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8.3.2.1 BPD Adaption for a selected Recovery Action Model

Below we show the adaptation for a process dedimibpd by a controlctl. The adaptation is
illustrated in Figure 51.
Let
* bpd be the original control-free process definitiomsisting of (among others) two
activities callech andmthat are connected by a transitios)
= ctl be the required control,
= the scope ofttl bebeforeand thebusiness evemtf the control event bdransition trs
with trs having the following form:
if ¢ then invoke a,
with a JACTIVITIES.
» the recovery action model selected Retry & Notify (mgr, msg) &Instantiate
bpexpert, rbp ), with:

o transitiontrs being the transition that will be repeated by xwery actionRetry,
the business procesigp being the pre-designed recovery process definfbon
the procesbpdin case of violation oftl.

0 The usebpexperiwill process the instance dip.

The setTRS of transitions inbpd’ as specified in Definition 9.1 contains the follog
transitions:

trsNotOk: if (VIOLATION(ctl, Violated))
then invoke notify (emp, msg) & instantiate( bpetxpbp );

trs: if (c and VIOLATION(ctl, NotViolated))
then invoke a;

trsRetry  if EQUALS (msg, to, emp)
then invoke model_previous (trs);

trsCtl : if (VIOLATION(ctl, Violated))
then invoke scc = (ctl, updateControl,, jhere
updateControls thenameof thestate change commarmeh a business document
type Controland F = VIOLATION (ctl, ViolationRecorded);
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Figure 51 BPD Adaptation for Recovery Action modeRetry & Notify & Instantiate

BPD
Adaptation

The new transitions exist in the adapted procedmitien bpd’ in order to achieve the
following functionality at a later stage during ness process executionlgid’:

1. The transitiortrsNotOk in the case of a violation of the controf|QLATION state ofctl
has the valu®/iolated, invokes the recovery action modébtify & Instantiate For the
specification of recovery actions, please refeseiction 6.2.3.

2. The transitiontrs is a modified version of the originaéls in bpd and only allows the
process instance to later continue its originairess logic (invocation dadctivity 8 if no
violation ofctl was recognized.

3. The transitiontrsRetry implements the behavior of theetry recovery action irbpd’.
When it encounters a correct generation of a basim®cument instanamsg of type
Messagd(its attribute to” has the correct value), the process is continngle activity
m. We presuppose the existence of a business dotushagpe Messagehaving the
attribute 'to” indicating to which user the notification of casitviolation should be sent.

4. The transitiontrsCtl is responsible for updating the control state,cltindicates that a
control violation has been recognized and mana@eeControl State Modein section
6.1). For specifications ostate change command sqiease refer to Definition 4.13.
Since this transition is related to assuring thetr@d objective (separated from business
objectives) of a business process, it is not piatthe process model represented in Figure
51. Indeed, technically the invocation of #ecommand updating the control state takes
place in ICR-Execution, and will later be described

Because the adaptation of process definitions tlegrcselected recovery action models is very
similar to the one presented above and can beatkriging the one presented here,we will not
provide other examples at this time.

8.3.2.2 Discussion

Using this approach, even if a compliantly desigreedl operating BPD becomes non-
compliant (in terms of violating the conditions afcontrol), the control in the ICR will still
detect the control violation which has occurredha business process instance of that BPD. A
business process is not compliant if it fulfillshorts business objectives. The control objectives
must also be fulfiled. A compliant business pracesan become non-compliant due to
reengineering or the redesigning of a businessegby a business process expert/developer
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who is not aware of compliance requirements. Ia tlaise the implementation of recovery actions
on the adapted BPD ensures that a business prot#asce does not continue its original
execution course, but takes an execution path esdoby the recovery actions of the control
definition. It is for the most part in this way thtae approach enables compliance of a preventive
nature. No business process instances that haweaau control violation will be allowed to
continue. The BPD adaptation phase exists to exdanekisting BPD by the necessary artifact in
order to realize the above described behavios itportant to note that any modifications of a
BPD achieved during this phase are not relatel@dtsiness objectives of the process, i.e. they
do not adapt the original “business logic” of aqass, but rather implement the consequences of
the recovery actions- part of a control in a BPDbusiness process instance based on such an
adapted BPD during this phase cannot be considgsredmpliant, but is consideredrag “non-
compliant”. The task of bringing a process modet] mmore specifcally a non-compliant business
process instance, into a compliant form is stidl tesponsibility of the relevant business process
expert, who will be informed about the control eitbbn (Concept of Forward Error Recovery,
see section 6.2.3).

The cooperative interactions between the actorslwed and the system during phase 1
(Compliance Design phase) and phase 2 (BPD Adaptatiase) are summarized in Figure 52.
The descriptions of each numbered step in thedigoe:

1. A compliance expert selects a relevant businessepso

2. Control Pattern Configuration by compliance expert:

a. The compliance expert selects a certain contraépatnd configures its pattern
to specific parameters. If necessary, additionakrob statements are added to
its control conditions

b. The compliance experts sets the recovery actiottseofontrol

3. Control activation by compliance expert

a. The control pattern instantiation is invoked and tontrol is added into ICR-
Design

b. The BPD Adaptation is invoked on the relevant bessnprocess which in turn
automatically generates an adapted BPD

c. The original BPD is replaced by the adapted BPD

4. The relevant business process expert is informedeofreation and activation of a new
control.

5. The recovery action model of the control is vedfiey the business process expert,
regarding the business objectives of the businesseps. If necessary, the business
process expert will modify the recovery actionshe control

6. Control activation by business process expert:

a. The checked control will be stored in ICR-Design

b. BPD Adaptation is invoked on the relevant busirgssess

c. The original BPD is replaced by the adapted BPD.
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Figure 52 Overview of the interactions between rokeand ICR-Design

8.3.3 Compliance Enforcement Phase

This phase enables the bidirectional interactiotwéen business process management and
internal controls management. It takes place dubinginess process execution time and the
component involved in the interaction with a buss@rocess execution infrastructure in this
phase is ICR-Execution. In order to recognize aaaddle the control violations, ICR-Execution
requires the following functional blocks (see Figb3).

= Synchronize ICR-Execution
= Determine Control Violation

= Notify of the Control Violation
» Invoke recovery action

Compliance Enforcement Phase

!

Synchronize
ICR-Execution

Determine Notify Invoke
Control Control Recovery

Violation j Violation Action

Figure 53 Required functional blocks during the corpliance enforcement phase

The ICR-Execution will be continuously updated hjormation about the current instance of
the business processes being enacted (Synchrd@Rexecution). In the occurrence of any
triggering control event, the control condition Mok evaluated with help of tHeEQueries(see
Definition 7.3) in order to determine if it has be@olated. If it has the ICR-Execution updates
itself to take into account the fact that the colnias been violated and then invokes the recovery
actions in the control, which were defined durihg tompliance design phase and implemented
during phase 2 of the approach (BPD adaptationg)has

In order to enable the automated generation ofssacg information for ICR-Execution, it
must be continuously updated, whenever a transitidhe scope of a control is performed in a

¥
¥
v
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relevant business process instance. The updatee dCR-Execution is done by the introduction
of a Knowledge Base of FactsEF) which is enacted during the execution of a bussn@ocess.
With the help of the KBF, the current context o thusiness process instance (i.e. all relevant
CEs) can be provided to the ICR-Execution.

The KBF updating the ICR-Execution are orthogonal to bessnprocess management and we
introduce them on a conceptual level. The updatehar@sm of the ICR-Execution is dependent
on the underlying BPM infrastructure, i.e. its dgsiton is a technical issue. The description of
the technical realization will be provided in seati8.4. However, on an implementation level,
the destination of a KBF is in all cases a netwafreddressable devices such as Trace/log files, a
RDBMS, or a messaging destination such as a MQS8KS’s Topic/Queue. The destination of
the KBFs can also be the ICR-Execution itself. Thicurs when the underlying process
execution infrastructure implements thleserver design patterar thecommand design pattern
[Gamma et al.,, 1995]. The interaction of system components during thigase and the
information exchanged between them is shown inr€igd. It can be interpreted in the following
manner:

» Business Process Instance Repository (BPRI, seaifbmf 4.17) contains the set of
business process instances. It directly (or intiyethrough the KBF) provides all
data necessary to the evaluation of a control iR-Execution. This control relevant
data is encapsulated in an entity adhering to tbéeinof a business process instance
according to Definition 4.17. The concrete inforioatrequired by ICR-Execution is
encapsulated in the business process context (sation 4.16), which provides the
business document instances so far produced arslim@d as well as the transition
instances (see Definition 4.15) already enacttATH of the business process
context). Further, the business process instano&ics a reference to the current
position of the instance.

= At the end of the above interaction, the contréévant data is extracted as a set of
facts and is provided to ICR-Execution.

= Based on the control definition provided by ICR-Qesand the set of current facts,
ICR-Execution determines whether any control violsd on any business process
instances have occurred.

= |If control violations are judged to have occurdds is communicated back to BPRI
by changing setting the status of the violated rabnt

ICR-

Execution

WO ATION Y, Wolated)

Figure 54 Interaction between a business processstance repository and ICR-Execution

In the following we describe the validation of antrol ctl during execution time of a business
process definitiodbpd with a recovery action model in the control of tbem Retry & Notify &
Recover( rbp )All steps are visualized in Figure 55:
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Figure 55 Interaction of a business process instaaavith a control (ICR-Execution)
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The control-relevant data is written to the KBF.t&lthat this can be done directly on the
ICR-Execution itself (updating facts directly if diepending on the underlying BPM
Engine implementation. In this case, we continuth siep 2a.

The log entries are extracted and correspor@difvfacts are created and updated in the
ICR-Execution.

As the state of the ICR-Execution changes thghaddition of new CE facts to or by
updating previously existnet CE facts, the triggfecontrol ctl gets activated. The control
condition of ctl is determined by the values of @ facts in the ICR-Execution itself or by

gueries the set of factSEQuery. Consider that EQuerycan collect data by forwarding
the query to some other external systems (CEBagkend

If the conditions of the controls are violatadjew fact in the ICR-Executiont(Violation)
will be generated signaling that contodl has been violated (Corresponding to state
VIOLATION (ctl, Violatedpf a business document instancetbf

An instance of the recovery procesp is generated and initialized with the necessatg.da

The relevant business process instéapeeontinues into the decision step (either transitio
trs or trsNotOR. This step is marked by the decision nodén the figure.

ICR-Execution will be queried to determine YHOLATION state ofctl.

In the case of @/iolation+act with aViolatedvalue in ICR-Execution, the business
process instance continues with the transitisNotOk Otherwise the transitians will be
made. In the latter case, the process continuesgisally designed.

If trsNotOkis made, a notification message is generatech@rdsponsible entity in the
organization lotify recovery action).

A business user or business process experh@agportunity to process thigp instance,
which was generated as a recovery actiottlgfnstantiatg. As a result of this execution,
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some CE will be updated. This may bring the busipgecess instance to a state, in which
it can be compliantly execute as specified by tharol.

9. The process instance has now returned to ti@amsitin the business process instance. The
process instance will continue with step la.

Notice that the approach described above will dedtemontrol violation in the ICR-Execution
even if a business process expert/technical camgutemoves the control from the process
definition because he or she is not aware of tleesmty of that control: the process context is
always written to the ICR-Execution during steplbaand the controls exist independently in the
ICR-Design. Further, the described approach enatyeramic application of the controls during
the execution phase of a business process. Thengimal overlap between business process
design and compliance design. Thus, new contraisbeadesigned for business processes by
adding new control definitions to the ICR-Designhile the original design of the business
process requires no manual change (BPD Adaptatiasepis automated), which is one of the
main advantages of the approach.

8.4 Implementation

Apart from conceptual soundness, one of the chgdignnherent in such an approach is to
assure the possibility of its efficient and scagaiphplementation. In this section we elaborate on
the technical challenges we faced while implementime approach during the internal SAP
project which was introduced in section 1.2.

The system of the ICR is divided into two functibparts, ICR-Design and ICR-Execution. As
we mentioned in the introduction of this chaptee, selected the production rules to implement
the controls for the implementation of the ICR, aadRETE-Based Rule-Engine for the
realization of ICR-Execution (Drools Rules). Oneynguestion why we did not choose the
implementation approach selected in the verificeattb BP models (see chapter 5), which was a
SWRL/OWL-DL-implementation. The answer, for the ingmrt, relates to the nature of
compliance validation of business process instanwegh take place during the execution phase
of business processes. A detailed discussion otetmmical reasons for preferring a Production-
Rules-Based implementation of the approach to SV@RWVL-DL is given in section 8.4.1.
Section 8.4.2 describes the implementation of pt2agd the approach, the business process
adaptation phase.

The main challenge regarding the implementatiothefapproach on top of a pre-existing BP-
and Rule-Infrastructure is to find a way of intdgrg the business process instances running
outside of the ICR. The integration must refle@ donsequences of potential control violations
detected in ICR-Execution. The integration mustuemghe invocation of appropriate recovery
actions. This is related to phase 3 of the approabich is the compliance enforcement phase.
The technical implementation of this integratiorthe system is presented in section 8.4.3.
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8.4.1 Requirements for the Realization of ICR

The basis for the implementation of the ICR is fiienal model of the controls (see chapter 6).
The core model of a control can be expressed BGH-Rule.

» The triggering events and their scopes represerg\bn-part,

= the control condition cc represents the conditiar;@and

» the RAS-part of a control definition representsadb#@on-part
of an ECA-Rule. As mentioned in section 8.2.1, EXQkes can be considered as a special type of
production rule. From a conceptual point of vievg see ECA-rules as a production rule where
the notion ofeventin ECA is explicitly designed in the left hand sifLHS) of a production rule.
We decided to use a production rule execution engnfrastructure (Drools rules) for the
implementation of the controls in ICR-Execution.

Further, we defined the following four requirememecessary to the rule language and the
infrastructure in order to effectively representd agxecute a rule-based implementation of
controls in the context of business process compdia

R1) Business Process Instance Awareness
R2) Expressivity

R3) Actionable output to business process
R4) Querying external backend systems

Based on these requirements we finally selected patential candidates for the
implementation of ICR:
1) SWRL and associated inference engine and
2) Drools Rules (including its Rule Engine) recentiyopted by JBoss Drools (JBoss
Rules). It basically provides the same architectun@ approach as Jess and we see it as
representative of a family of business rule engines
In the following we elaborate on each requirem@fier each elaboration, we analyze how far
the selected implementation alternatives, SWRL &rdols Rules, support that specific
requirement.

8.4.1.1 Business Process Instance Awareness

The current state of ICR-Execution, i.e. the faxdatained in it, is heavily dependent on the
current business process instances and their domtexh is run inside the business process
execution engine. In most real-life scenarios, vavehto assume the pre-existence of an
infrastructure for defining and executing businesscesses in terms of an ERP-system or a
workflow engine. Usually the system of the ICRngeépendent of these infrastructures and they
are not under its control. Thus the state in ICRdttion is determined based on the context
provided and changed from the outside. This meaaisthe facts in ICR-Execution are not only
generated or updated after a control is evalu#tépossible that a BPM Execution Engine adds
new facts or updates existing facts in ICR-Executligure 56 illustrates the two possible ways
that facts can be created or updated in ICR-Execuiinteractions in the figure are marked A
and B).
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BP
Execution

Engine

Add/Up date

b

Add/Update

| Rule/Inference Engine |

Figure 56 Possible Interactions (A and B) between BRI (managed by BP Execution
Engine) and ICR-Execution

In the following we further explain interactionsafad B in the figure above:
Interaction A: Rule/Inference Engine adds/updatesdcts in ICR-Execution

As a rule representing a control is evaluated Buée/Inference Engine, the Rule/Inference
Engine may consequently add new facts or updagadyrexisting facts in ICR-Execution as the
result of the evaluation.

Example: An illustration of the example is given in Figus&. Let us analyze the situation
(time T,) in which the ICR-Execution (its Rule/Inferencediire) determines that because a PR'’s

total amount (an already existing fact in ICR-Exemu belonging to a bp instance wiith =
4711) is lower than 10000 $, the control for SSE is wimlated even if there is only one
ApprovePRActivity enacted. This is signaled in ICR-Executidhrough an update of the
according fact in ICR-Execution, e.yIOLATION (ctISSE, NotViolated).ater, q'z) after a

purchaser has updated her PR by setting the amoubl000 $ (pdatePRTransition), the
control is re-evaluated in ICR-Execution, before #hxecution of th&endPQActivity. As the
process instance again enters the scope of theototte rule engine determines that for the
samePR instance, the SSE control is now violated. Conestiy, the previously added fact in
ICR-Execution will be updated MIOLATION (ctISSE, Violated)

Location
iy context 3
i = 4717
context (PR, 4712)
i = 47711 (CTLSSE, 4713)
BP (FR, 4712) “PATH= +
Context {CTLESE, 4713) updatePR - i
<PATH> Transition }'“te'gm"’"
""""""" Y h 4
pr pr
W= 4712 W= 4712
PR Instance Totaldmaount = 3000F Totaidmount = 110008
-------------- L 4 h 4
ctiSSE ctiSSE .
Control i = 4713 id= 4713 Interaction
Instance VICLATION (ctiS5E, NotWfiolated) VICLATION (ctiS5E, Wiolated) A
I ! T, Time

Figure 57 Example of Interactions A: Rule Engine ads/updates facts in ICR-Execution

Interaction B: BPM Execution Engine adds/updates fats in ICR-Execution
The enactment of a business process inside a Isgsgimecess execution engine may cause the
creation of completely new facts or update alreaxigting facts in ICR-Execution. Updating

159



existing facts in ICR-Execution is required for tb@mpliance enforcement phase (see section
8.3.3) and visually shown by steps 1la and 1b inrf€i$5 (Synchronization of ICR-Execution).

Example: An illustration of this example is also given iilgére 57 (marked as interaction B).
When creating &R business document instance during the purchasiogeps by a BPM
execution engine, the following fact is added tdRiExecution:pr(..., TotalAmount=900p
When a purchaser updates this already existingyPiRdpeasing the amount of the PR document
instance to 11000 $, the fact that was previoudiyed to ICR-Execution must be updated to
pr(...,TotalAmount =11000in order to correctly reflect the state of thesibess process instance
in ICR-Execution.

8.4.1.1.1 Business Process Instance awareness with SWRL

The use of SWRL for the implementation of ICR-EX@mu in a business process context did
have the following limitations: When a user implartgean ICR-Execution based on SWRL, the
ICR-Execution must be continuously synchronize@gm®pen world system with thmonotonic
assumptionby the business process instance, and its copteaineters must be provided by a
closed world data-base-centric system (BPM Exenigingine).

When it comes to the synchronization of the opendW&R-Execution, the originally existing
closed world system forces us to simulate the dioa®rld behavior in an open world
environment. This is due to the fact that, wherdweating a control condition, i.e. when executing
a rule by the inference engine, we have to assthiateewvery fact used by the rule refers to the
most recently provided business process contegténBPM Execution engine. Otherwise, the
execution of the rule in an outdated business po@®ntext may result in a different and
incorrect conclusion with regard to the violatiohaocontrol. For example, if a PR with a total
amount of 9000 $ is not approved twice, the enthefspecified control scope leads to a different
conclusion than that of a PR with an amount of D1®@vhich was not approved twice. Thus this
approach actually works in closed world environmeemthere each property of a specific fact
maintains its most recent value (Concept of Trut@irenance, see section 8.2.2.4). In other
words, when a new value for a fact is provided, phevious value is overwritten. But in an
OWL/RDF implementation of the facts in the ICR-Exgon, monotony causes the approach to
be less straight-forward. This issue is discussefiatheus et al., 2005] and two solutions to
this problem are therein outlined. We summarizeTtig closed world behavior can be manually
implemented in an open world environment througheaternal management of the incoming
facts and the removal of the inconsistent tuplelCiR-Execution logically inferred based on the
“older version” of the fact. 2) Every fact is prded with a timestamp and added to ICR-
Execution. For compliance validation, the most néctact, i.e. the one with the highest
timestamp, is taken. However, both approaches wsidnificantly increase the required
computation resources as well as the complexith@fpproach’s implementation.

8.4.1.1.2 Business Process Instance awareness with Drools Rules

Through the usage of jBPM and Drools we are abienflement a real-time business process
instance-aware ICR-Execution. This is made posdiplthe fact that all facts are added to ICR-
Execution as Shadow factssupporting the concept of truth maintenance &@saion 8.2.2.4).
We discuss its role in our approach in the follayvin

For each fact in ICR-Execution, whether it was wddy the Drools Rule Engine or by jBPM,
a iava bean class [JavaBean] is developed. Thusafcr fact in ICR-Execution a corresponding
java bean instance exists in the Java Virtual MalWVM).
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Java beans provide a component architecture tledlesieasier integration of applications. A
property change notification mechanism is suppottexie that allows one object to become a
registered listener of another object. The listestgect will then automatically receive changes
from the source object. This is the java-based @mgintation of the observer patteGafnma et
al., 1995]. Within Drools, each java bean corresponds totudhknown as a shadow fact. Thus a
shadow fact is a “mirror image” of a java beananse. All shadow facts are registered listeners
of their java bean counterparts. Thus, wheneveava jpean instance changes in the BPM
Execution engine, a property change event is autoatly generated for the given java object
instance and its corresponding shadow fact is eodat ICR-Execution. Figure 58 shows the
update-path of an already existing fact related tpurchase request (PR) from a Purchasing
process instance inside a BPM Execution enginea toorresponding shadow fact in ICR-
Execution.

9
J". bpi (purchasing PR instatice ProperyChangeSuppornt PR Fact
A i JavaBean) i (ShadowFact
Update armount of PO | 1! setAmount l | !
|

/U 1.1: fireFropertyChange |

’IT! 1.1.1; properyChange . |
|
| /I., ICR-Execution

Figure 58 Sequence diagram showing an update to IGRxecution from a business process
instance bpi

8.4.1.2 Expressivity

The language must provide constructs which makessible to directly or indirectly express
the control definitions as ECA-rules. Directly andirectly means that we do not require
constructs to express the control definitions as single statement. Several equivalent logical
statements representing one control definitioraése acceptable.

8.4.1.2.1 Expressivity with SWRL

The SWRL Rule formatHorrocks et al., 2004, Horrocks et al., 2004b] has to be mapped to
the form of a control definition (an ECA).

To express a control definition, all the terms inoatrol definition as described in 6.2.2 must
be expressed as atoms that constitute the antdcaadenhe consequent in SWRL. SWRL as an
extension of OWL, along with the classes and prigeethat are defined in OWL, are then both
used to define a control as a constraint over thdasses, properties, and instances. The
antecedent of a control definition consists ofEaentof acontrol conditiondescribing a control
Violationin a business process instance.

8.4.1.2.2 Expressivity with Drools Rules

Drools Rules provides production rules that are cwtceptually ECA rules, but the Event-
Model of a control (as described in section 6.24dr) be designed in the LHS of a production rule
with acceptable overhead. Thus the challenge wisergDrools Rules in order to represent an
ECA-rule is to provide a sufficient and easy-to-weseent-object-model that can be used to
construct a control definition. Such an event-objaodel was specified by Definition 6.7.
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Further, using the different types of provided dtindal elements in Drools rules (see section
8.2.3.3.1) allows the expression of control stateisiéand control queries) in a control condition.

8.4.1.3 Actionable Output to Business Process Inst  ances

The approach requires that an activity advised bgrapliance expert and codified in the control
statement in terms of the recovery action be exelint the business process instance in the case
of a violated control. This actually means that wiaeviolation is determined in ICR-Execution,
the state of things in the outside world, i.e. tugrent business process instance running in a
BPM Execution engine, has to be updated accordinghé recovery action. This update
mechanism is triggered inside the ICR-Executioe &etion 8.3.3).

8.4.1.3.1 Actionable Output with SWRL

SWRL allows the use of constructs in the consegueatt of a rule statement or built-ins
which are modeled in OWL. SWRL does not provide amgchanisms to invoke operations
outside of the OWL/SWRL knowledge base. When imgetimg the ICR with OWL and
SWRL, the architecture must be realized in suchag that a separate component updates the
business process instance in the BPM Executiomengi

8.4.1.3.2 Actionable Output with Drools Rules

Drools provides different mechanisms to affectahtside world based on the rule execution:

1) In the right hand side (RHS) of a Drools-rule, adiw fact can be modified or retracted.

2) Methods on java-API level, which modify the accogljava object instances, can either be
invoked directly within the rule itself or can beparately implemented in a function used
in the rule.

Thus when implementing the ICR based on Drools ae realize the architecture in such a
way that, based on the control-evaluation resi@R-Execution updates the outside world in a
push-driven-manner. The mechanism of the shadove fean be used to modify the current
business process instance that caused the violdtieatly from ICR-Execution. Recall that the
parameters of the current business process instmecavailable in ICR-Execution as shadow
facts as well. Thus their update causes the automadlate of the corresponding process instance
in the BPM Execution engine.

8.4.1.3.3 Querying External Backend Systems

This requirement is closely related to the requeetof business process instance awareness
of ICR-Execution.

During our analysis of different types of contralsd the different ways in which it is possible
to evaluate their conditions during execution tiohidusiness processes, we realized that it would
be expensive to keep the ICR-Execution completsiyclsronized with the heterogonous
environment with which we were faced. The hetereggns given through different backend
systems containing different operational data aglsRM (Supplier Relationship Management)
systems, CRM (Customer Relationship Managementjesys etc, which contain relevant
information about orders, contracts, business &etiens etc. Further, the information necessary
to the evaluation of a control condition cannotaj® be provided by the context of a business
process instance itself. For example, consider mtrao pattern adhering to a temporary
authorization pattern, let's say the “One-Time-SigsgCreation” control (see use case of
CustomerB in section 2.3). Such a control definitowntains a control statement (see Definition
6.8) of the typeEXECUTED (usr, trsyespectivef EXECUTED (trs, n, m, fin order to evaluate
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such a control it must be determined how oftenrtaceuser has executed a certain activity in a
transition, in this case “One-Time-Supplier-Creatidn this case it is not sufficient to determine
whether the current user has invoked this tramsitiothe current business process instance. All
business process instances adhering to the giveimdss process definition (in this case
purchasing) and processed during the period defimedh control must be checked for transition
instances of the transition in focus in order foe tontrol to be evaluated. Thus the necessary
information cannot be provided by the current beseprocess instance. In this case, other
backend systems containing data about previoustissesactions (such as LDAP etc.) have to be
queried to collect the necessary input to evaltreecontrol conditions. This basically means that
ICR-Execution will have to access the (transactjodata outside the BPRI and ICR-Execution
in order to evaluate the condition part of the oaint

Figure 59 illustrates the situation described abd¥e set of facts required for the evaluation
of a control is A. Set A itself consists of two sebs B and C. Set C contains facts, which can be
provided directly by the current business processancebpi, for which the control must be
evaluated. Set B contains those facts which haea peoduced by earlier executions of business
process instances (set D in BPRI). The members a@irdDeither already terminated process
instances or those currently in execution. In ordecreate B, ICR-Execution must be able to
collect the necessary facts from relevant backestesis by querying those backend systems
(covered by concef£EQuery see Definition 7.3). The target of these quesesither the ICR-
Execution itself (the facts in it) or a relatior@ddtabase of the according backend systems, in
which the operational data is stored.

T

ICR-Execution

~_ "

B Fact
\ [ [

User

1| Managementy
LDAP

__________

Figure 59 Querying data from external systems by I&-Execution

8.4.1.4 Querying External Backend Systems with SWRL

SWRL is by nature a rule language and not a quanguage. RDF query languages like
RDQL [RDQL] and SPARQL [SPAQRL] can provide SQLdilquery functionality on triple
stores. OWL ontologies can be stored in tripleestmackends without loss of semantics.

Further, with SWRL Query Built-In [SQWRL] a builtriis provided to define queries on an
OWL Knowledge Base. It defines a set of built-ihattcan be used in SWRL rules to query
OWL ontologies. The built-ins in this library cae bised to turn SWRL into a query language.
They provide SQL-like operations to format knowledgtrieved from an OWL ontology. The
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resulting query language complies with the stand@WIRL syntax and does not alter the
semantics of the language.

The main issue when using SWRL to retrieve the dataessary for the evaluation of controls
is that SWRL, and also SQWRL, require an OWL-Knalgle Base (Ontology), from which
necessary data can be extracted. Unfortunatelyndar and for the foreseeable future, most data
will continue to be stored in relational databap@<onner et al., 2007]. To bridge the gap
between the different underlying data models,retational and triples in case of SWRL/OWL,
the relational data has to be reformatted into &REMurocessable form, namely triplets.

One possible way to solve the problem would betatically map a relational database to a
triple-store. However, this approach suffers fraaaesal shortcomings: There is an issue of data
duplication and there are questions about how &etiy triple stores should be updated in order
to reflect changes in the associated relationalliete. Applications with permanently changing
data, (such as is the case in business procesdianog), and requiring up-to-date information
about business process executions require freqyaichronization, which may be cumbersome
and problematic. Similary, supporting logical updaton the replicated data means that
synchronization issues arise in the reverse doecti

[O'Conner et al., 2007] propose another approach for automatic or seraraatic dynamic
(i.e. during execution time of the underlying apation) mapping between relational databases
and triple-based formats. This is achieved in assp software layer where SWRL-level queries
are mapped into SQL queries in order to retrieeeréguired data from a database.

However both approaches described above repressghificant overhead for the realization
of querying external backend systems with SWRL:IRafpng the relational data in an OWL
ontology as described in the first approach leadwdblems of synchronization between the two
sources. Implementing a separate software layen&pping the SWRL/OWL based queries into
SQL queries and turning the retrieved relationah dmck to OWL significantly raises the level
of effort necessary for implementation as well ke tomplexity (execution time) of that
implementation.

8.4.1.5 Querying External Backend Systems with Droo  Is Rules

Relational data can be accessed in the LHS of duptmn rule in Drools by invoking a so-
called Data Access Object (DAO) with the help of from-conditional element (see section
8.2.3.3.1). DAO is a software design pattern engdagiag the data retrieval functionality with
methods implementing the access to backend systetheetrieving data from there according to
a specified set of retrieving filters. The resultsach a method’s invocation would the required
set of data, which comes from a persistent medih as a relational databaseCEQuerywould
be implemented technically as such a DAO. Whenkimgoa method of a DAO from the LHS of
a production rule, the retrieved data represerts fiacthe working memory of the rule engine.

Figure 60 illustrates the architecture of queryaxgernal backend systems when using Drools
Rules in a java-like notation: In the business pssclayer, an instance of a DAO (lets say
TransitionInstanceDapis created and initialized with the context of turrent business process
instance. This way the DAO is initialized with theer and role, (and possibly other CEs in a
business process), currently executing the busipessess. The DAO in this case will retrieve
the information required about the current usere Tistance of the DAO is asserted in the
working memory (step 1 in Figure 60). When the ¢wpecification of a control matches (in case
of production rules some facts in the working meyrfaifill the conditions in the rule), then the
corresponding method of the DAO instance (now &ifathe working memory) will be invoked
with the necessary retrieval filter parameters (gging control design phase, step 2). Next the
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implementation of the DAO retrieves the data acogrdo the filter (step 3) and returns the

answer (number n) back to its caller (step 4). Ty it is possible to implement a production
rule which evaluates a rule based on a set of fabtish were not asserted to the working
memory by the application (business process layer).

BusinessProcessContext cix = bpi. getContext();

Business TransitioninstanceDAQ irslao = new TransiioninstanceDAQ{ch);
Process _ _
Layer workinghfanory.assertQbjectisbDao);
[

rule someControl
when
... <aventhas occured> ...
TransitfoninstanceDAD{ getTransiionnstances {<names <mi»<fz) <= <> )
A

trsDao |
Fact

Control
Layer

Then

Working
Memory

i
TransitioninstanceDAQ{ | |
i

DAO int getTransiti on.fnst;"wces (String name, int m, String H{

Layer intn = gueryBackendX(...) < 3,
retun m;

H

Backend X

}

Figure 60 Querying an external Backend System (X)yba production-rule-based ICR-
Execution

8.4.2 Realization of the Business Process Model Ada  ptation phase of
the approach

Implementation of phase 2 of the approach includestasks:

1. Implementation of an Instantiation-mechanism fogieen bpd in the case of recovery
actioninstantiate(user, bpd)

2. Modification of an existing jPDL process definitian the case of all other recovery
actions.

The implementation of the above tasks is descriibéide following two sub-sections.

8.4.2.1 Implementing Instantiate-Recovery Action

The implementation of the instantiation functiotals related to the requirement of actionable
output for business process instances (see se&iri.3). As we have mentioned, the
implementation is encoded as a Drools-function-calthe RHS of a production rule. When a
control violation is detected, i.e. the facts ie tworking memory match the LHS of a rule, the

function in the RHS is invoked. The encoding inuéerlooks as follows. Comments are given
inline in the listing:

Listing 9.5

rule "control X for business process <bpdid>"
when
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/I retrieve a fact of type Processinstance withpdld-parameter having the value
/I <bpdld>. The retrieved fact will be written irakiable $pi, in order to be used

/Il in other rule-parts

$pi : Processinstance( bpdld = <bpdlid>)

I/ retrieve the business process context belongirige selected process instance
Il ($pi). The resulting fact will be written in vable $context
$context : BusinessProcessContext( bpild = $pi )
<events>
<conditions>
then

/ the function createProcessinstance will beoked. The input-parameter $
/Il context is retrieved in the LHS of the rule. Tiqgut-parameter <rbpdid> and
Il <userld> specifies the process definition thatiastance of it will be created.
/I The input parameter specifies the user to whuarcteated process instance
I/ will be assigned, i.e. who will process it. Tgaameters <rbpdld> and
/Il <userld> are part of the specification of thestantiate-recovery action, thus
/Il they are defined by the compliance expert ducomgtrol design.
createProcesslinstance ( <rpbdld>,<userld>, $coritpx
end

The implementation of thereateProcessinstand@rools-Function in the rule represented
in Listing 9.5 looks as follows (the explanationtioé code is inline in the code):

Listing 9.6
function void createProceslinstance (String rbpdid,
String userld,
BusinessProcessContext ctx)

try {
/I get Reference to JBPM Execution Engine:

jopmContext = ctx . getJbpmContext () ;

/l Load the definition of the given process (bpdid

graphSession = jopmContext . getGraphSessign ()

ProcessDefinition processDefinition = graphSessio
findLatestProcessDefinition ( bpdid ) ;

Il Create an instance of the process:
Processlinstance rpi = processDefinition . createt&gsinstance () ;

/I Create instances of roles and user modules
Swimlanelnstance = getRoleOf(userld);
TaskMgmtinstance tskmgtinstance = new TaskMghtathce();
Swimlanelnstance role = getRoleOf(userld);
role.setActorld(userld);
tskmgtinstance.addSwimlanelnstance(role);
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/Il Assign the created module in the process ingtahbis causes that
/Il the process instance will be created as a tagke task list of the
I/ specified user with id userld:

rpi . addinstance(tskmgtinstance);

/I Start the process instance:
rpi . signal () ;

/I A process instance of rbpld is now created imdirst task is
/l assigned to user userld

}

catch ( Exception ) {
/I exception handling

}

}

8.4.2.2 Modification of a JPDL- Process Definition

The modification of a jJBPM process definition cam implemented in two ways: i) Using the
Design-time API provided by jPBM to load an exigtiprocess definition and then to add the
necessary elements in the process definition \agBRFPM-API, or ii) modification of the process
definition on an XML level via the XML-APIl. We salted the second alternative for the
implementation of modifications: we chose to diechodify the process definitions via the
XML-API by the use of XSLT.

The following is an example of a jPDL process dé&bn before and after adaptation. The
selected recovery actions wdketry & Notify(see Figure 61).

Original Business Process Definition

0 ==5ian State== o ==Task Node=> . ==Task Mode== = <<End Slale==
start = PRCreation PRApprovement end1

4

Adapted Business Process Definition

o el e e, ==7ask Node== 2 =<Decision== oK . <=Task Node== _ =<f£nd States>
start PRCreation | " MinNumSupplierCheck 7 ~ PRApprovement ] ot
. D)o i
(F)«-- v NotOK ¥ -
(A) B) ()
= ==Task Noga==
'MinimumNum'l:erOTSuppliers-muiaﬂun-Nmﬁy SR ':E}

Figure 61 Application of BP Model Adaptation on a PDL process

This is an example of the XML of the adapted preadsfinition, where the modifications are
marked in the code and shown in Figure 61 (Marlesitijpns A — F).
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Listing 9.7:
<?xml version="1.0" encoding="UTF-8"?>
<process-definition
xmins="" name="purchasing">
<swimlane name = “PD">
</swimlane>
<start-state name="start">
<task name="Start Process"></task>
<transition name="" to="PRCreation"></transion>
</start-state>
<task-node name="PRCreation" create-tasks = &u
<task name="Please enter purchase reques'dswimlane = “PD">
<controller>
<variable name="material type" accessead,write,required"></variable>

</controller>
</task>
<event type = "node-leave">
<action name = "validation"
class = "com.sap.reséuaiar.execution.ICRSynchronizer">
</action>
</event>
<transition name="" to="MinNumSupplierCheck"></transition>
</task-node>
<decision name="MinNumSupplierCheck">
<handler class =
"com.sap.research.icr.execution.ControlEvalwat>
<variableName>MinimumNumberOfSuppliers<frableName>
</handler>
<transition name="OK" to="PRApprovement"></traigition>

<transition name="NotOK"
to="MinimumNumberOfSuppliers-Violation-Notify">
</transition>
</decision>
<task-node name="PRApprovement" create-taskgrae">
<task name="PurchaseRequestApprovement" samew “PD">
</task>
<transition name="" to="end1"></transition>
</task-node>
<task-node name="MinimumNumberOfSuppliers-Vidian-Notify"
create-tasks = "true">

<task name="The Control MinimumNumberOfSupglis has been violated. "
swimlane = “PD"/>

<transition name="" to="PRCreation"></transiion>
</task-node>

(A)

(B)

(©)

0)

(E)

(F)
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<end-state name="end1"></end-state>
</process-definition>

8.4.3 Integration of Business Process Instances wit  h ICR-Execution

For the task of synchronization of the ICR-Exeaut{phase 3 of the approach), we use the
functionality provided by the jBPM Engine implemiergt the command software design pattern
[Gamma et al., 1995]. This functionality is implemented in a synchroaion component that
will be described in section 8.4.3.1.

The execution course of a business process instardecided (based on the occurrence of a
control violation detected in ICR-Execution) usiaglecision component. This component will
be introduced in section 8.4.3.2. The interplayhef synchronization component and the decision
component during the compliance enforcement phasbewgiven in section 8.4.3.3.

8.4.3.1 Synchronization-Component

JBPM provides the possibility of registering (dugindesign-time) anActionHandler —
Implementation to each node-class (activity) oPBIli-Process definition. The implementation
of the ActionHandler-interface can invoke additibonastom functionality. We introduced this
jBPM functionality in section 8.2.3.1.2.

Our implementation of thActionHandlerInterface is calledCRSynchronizeand it obtains a
reference to the ICR-Execution (in terms of obtagna reference to the rule engine’s working
memory). The current instance of the business geoce provided automatically by the jBPM
Process Execution Engine to the handler (input rpater of the execute-method
ExecutionConteXt Based on the current instance, necessary datdlésted and encapsulated in
the business process context. The instance andoittext are then asserted to the working
memory as facts. Since we use the shadow fact itunadity, each update of th€E
corresponding to the facts previously assertechéovtorking memory on the business process
execution layer will automatically be updated ie thorking memory as well.

In order to assure a continuous synchronizatiotheflCR-Execution, each node in the jPDL
process definition which has an ActionHandler dtéatto it, (a node which potentially contains
some business logic), is automatically equippedh véih ICRSynchronizer-ActionHande(a
custom extension to the jBPM jPDL-Modeler-Tool). Bwoid performance drawbacks, the
implementation olCRSynchronizekeeps a reference to the working memory and chétke
current business process context is modified bytiment business process instance. This means
that only if there exist completely new businessuwioent instances or transition instances
(PATHparameter of business process context, see Defin4.16) in a business process
instance, will the working memory be updated byséh@ew facts throughCRSynchronizer
With this mechanism the resource overhead of symiting the ICR-Execution is reduced by a
reduction of the calls from the business processu@tion to the ICR-Execution.

The method we just described requires no extermiaange in the internal implementation of
the process execution engine and is completelelpa®upled.

8.4.3.2 Decision Handling Component

The execution course of a business process instaraegomatically determined based on the
facts in the ICR-Execution. In the case of a certaintrol violation, a fact will be asserted in the
RHS of the rule which detected the control violati®he relevant part of a rule for achieving this
behavior looks as follows:
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Listing 9.8:
rule "control<X> for business process <bpdld> "

when

%(-:ontrol : Control ( name = <X>, bpd=<bpdId>) 01

$pi : Processinstance( bpdld = <bpdld>, id = $coakpild ) (2)
then

.fl.slcontrol . setViolationStatus ( “Violated”, Bp; 3
end

In line (1) of the rule in Listing 9.8, the workimgemory will be retrieved to check whether
there exists a control instance (fact) for the bess process identified pdld, for which the
control definition exists. A default control facta& previously added to the working memory,
through assertion of the business process conbgxthe ICRSynchronizer Recall that the
business process context contains the businessngmds and their instantiations in a business
process instance. Since a control itself is treatea business process as a business document, it
is available as well in business process contedtamcordingly in the working memory. In line
(2) of the rule the process instance of the curcentrol instance is retrieved from the working
memory. The process instance written in varidigeis required in the RHS of the rule (line 3),
in order to set th&/IOLATION status of the control for that process instanoettee value
“Violated in case the LHS of the rule detects a controlation.

During business process adaptation (phase 2) oapbeoach, a decision-node was added in
the jPDL process definition (seMlinNumberSupplierCheeRecision Node in the XML-
definition of the adapted jPDL inListing 9.7). Thidecision-node is equipped with a
DecisionHandlerimplementation  ControlEvaluato). Our implementation of  this
DecisionHandlerestablishes a connection to the ICR-Executioncuadies it (Drools Query, see
section 8.2.3.3.2) in order to determine an insgtamfca control withVIOLATIONstatus having
the value Violated. ControlEvaluatorknows for which instance control definition mustech
in the working memory, because the name of thercbname is set as a parameter in the XML-
configuration-part of th&€ontrolEvaluatorin the jPDL definition yariableNamenode in XML-
definition,see Listing9.7). In this way the implementation of a separ&tecisionHandler
implementation for each control definition is netjuired.

However, when a violated control exists in the vimgkmemory,ControlEvaluatorforces the
process execution (the next transition) to thesiteom which was set during the business process
adaptation phase (recovery action). If no violatedtrol fact existsControlEvaluatorwill take
the originally designed transition in the currensimess process instance.

A summary of the steps described in this and tlegipus sub-section is provided in the next
sub-section.

8.4.3.3 Sequence of Component Interactions

This section summarizes the implementation of p@ach we developed for the integration
of business process instances (run in a businese$s execution engine) and control instances
(run in the ICR-Execution). It visualizes the semgee of interactions between the parties
involved in Figure 62. They are:

= A business process instan&P(nstance)
= |CRSynchronizeas described in section 8.4.3.1
» ControlEvaluatoras described in section 8.4.3.2 and
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= A control in the ICR-Execution

We now describe the interactions (as marked inrei¢@):
1. readControlParameters() As the business process instance is instantigtezhds the
required control names on each jPDL-node configufeatiableNameparameter in
decision-node, see Listing 9.7, area marked with B)
2. setControlParametersinContext() The control name is set in the context. Now the
context contains all controls on each node.
3. execute(context) When the business process instance is exedbueeexecutemethod
of theICRSynchronizeof each node containing business logic is invoked.
3.1 isSynchronizationRequired(context)lICRSynchronizechecks whether the received
context contains new business document or transitnstances. Only then will it
synchronize with the ICR-Execution.
3.1.1. assert (facts): ICRSynchronizeffetches the context and asserts the necessary
parameters from the business process instancetasrito the ICR-Execution
3.1.1.1 setControlStatus (Violation): As the working memory is changed by
ICRSynchronizerthe RETE-algorithm of the underlying Drools relegine processes all
controls and updates the agenda. In the case abné&rot violation, the control's
VIOLATION S status will be set toViolated in the RHS of the rule representing a control
for the current business process instance.
4. updateShadow(facts)This is a continuously occuring interaction. Eagldated CE in
a business process instance will be reflected ®adtording shadow fact in the ICR-
Execution.
4.1. setControlStatus(Violation) The same as 3.1.1.1, with the difference thai@-
Execution is not updated WgRSynchronizer
5. decide (context) :As the business process instance token has aratex jPDL-
decision-node, it€ontrolEvaluatoris invoked
5.1.readControl (context) : ControlEvaluatorreads thecontrol namefrom the context
(set in step 2).
5.2.query(controlName) :ControlEvaluatorqueries the ICR-Execution for checking the
existence of a violated control (with nammentrolNamé. In this caseControlEvaluator
returns the name of the transition responsibleéiferecovery action of the control.
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Figure 62 Sequence of interactions between compornsninvolved in compliance
enforcement phase
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8.5 Related Work

8.5.1 On Adaptive Workflows

We consider the research done in area of adaptwdflews as related to the approach
presented in this chapter. There is significant amhaf research done in the area of adaptive
workflows, such as AgentWorkvfiller et al., 2004] or AdeptFlex Reichert et al., 1998]. In
these approaches instances of business processdapéed during the execution of business
processes, whenever a prescribed failure occurs. @nld argue for the application of these
approaches to the area of business process cowglitm the case of a control violation, the
business process instance would be adapted dyngmitaing the execution of a business
process and the instance could continue to prao@sgliantly. Theoretically, these approaches
would then have two advantages ours lacks:

1. Phase 2 of our approach, the business processatidapphase, which takes place in
parallel to the business process design phase,dwmappen later, during the business
process execution phase.

2. There would be no need for the concept of forwardreecovery processed by a business
user or a process expert.

However, the concept of adaptive workflows durixga@ition time of business processes can
not be applied to the domain of business processpkance for two reasons, one from a
technical perspective and the other from a busipesspective, relating to the way in which
internal controls compliance is certified. We dissu

From a technical point of view, in the context ghdmic adaptive workflows, all approaches
known to us apply the algorithms for dynamic ad@égta of instances on an execution
infrastructure implemented specifically for the sggrh. These concepts and their
implementations do not represent a universal reapfilicable in any technical environment. For
example, in our experimental implementation on as@B jBPM-based process execution
infrastructure, the dynamic adaptation of a busin@®cess instance was not realizable in that
infrastructure during the execution of businesspsses. The main reason is that, although we
were able to adapt a business process instanckeojava object level, it was not possible to
persist the adapted instance in the database ol jfRhe business process instance goes into a
wait state and is waiting to be processed at a ladént. The reason the process cannot be
persisted is that most commercial and popular aggmnce process engines and ERP systems
check a business process instance to verify whatheidfills its original model before the
instance is persisted. In those cases where thence does not satisfy the original model, a
runtime exception is thrown by the engine. The gnpéntation of the dynamic instance
adaptation in most cases then requires significaadifications to the core engine of the
infrastructure in order to realize the approachweleer this is not the objective of our research.
We argue that in most cases a predefined busimesggs execution environment or an ERP
infrastructure will exist. The challenge is to ctughe compliance validation framework with the
already existing infrastructure, as was shown in case with the ICR. Our approach has a
universal character and does not depend on a gpbua#iness process execution infrastructure to
be realized.

From a business perspective, i.e. from the pointiek of compliance certification, in typical
internal controls compliance projects, external itausl check whether the enterprise has
documented its business processes (business paefassons) and its controls and whether the
business processes work (execute) as designeckimdifinitions and controls. In the case of
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dynamic adaptive business processes, it is pereppnaf the approach not guaranteed that
business process instances will execute as desigeeduse they can take any other execution
course as implemented in the runtime adaptatioorigigns in use. This is a significant
contradiction to the methodology required for asguthe business process compliance desired
by official bodies. In our case, an adapted busipescess after phase 2 of the approach becomes
the business process definition that will be presmo external auditors. Using the compliance
enforcement phase we are able to prove that bisspresess instances behave as described in the
adapted business process definition. This is duieetdact that the recovery actions defined in the
control definitions are implemented in the adagiadiness process definition during phase 2. A
special case in this context is a selected recoaetypn of typeinstantiate In that case, the
recovery action is not reflected in the adaptedrn®ss process definition, but in the RHS of a
rule in our implementation. However in this case timplementation of the recovery action is
stored in the ICR (and not on the business prdegss), and the consequence of its invocation is
again reflected in a pre-designed business pradefasition (recovery business process), which
will be instantiated in order to correct the coiudis in the system that cause a relevant business
process to violate a control. The recovery busimeesess is again in the focus of compliance
certification (business process layer) and canresgmted to certification bodies.

8.5.2 On Industrial Solutions

Software providers offer solutions for the problerescountered when tackling the
management of compliance requirements (such as 3@ih are related to our work. They can
be divided into two categories: 1) software whiciports the realization of detective controls,
and 2) software which supports the realizationrel/pntive controls.

8.5.2.1 Commercial Tools supporting Detective Contr  ols

The providers in the first category originate frdhe business intelligence and analytics,
enterprise reporting, and data warehousing/minirgaaa Some of the prominent software
companies here are SAS, COGNOS, Business ObjeuisMécroStrategy. Based on collected
information produced in an enterprise, the religbipf financial statements can be supported by
detecting the occurrence of certain patterns osiptes control violations in the produced data.
Periodic reports can also be generated about eiffdransactions in an enterprise in alignment
with internal controls. Those reports can then itieee manually or automatically processed to
identify certain control deficiencies in the op&as and financial statements of an enterprise.

The requirement for realizing detective controlgg&hering the necessary compliance data
produced during business process executions. Basédge collected information, they can then
be audited and possible control violations andciksiicies which have already taken place can be
discovered. The specific compliance-related infaromacollected is usually calledudit logs
which are useful for post-checking the enforcensemt effectiveness of controls. The audit logs
do not only have to be collected, they also haveetananaged. IrRemanathan et al., 2007],

IBM sets out the requirements of a service foremihg and managing audit logs, which is called
audit service.The audit service can be used by a given IBM pegdsuch as Tivoli or Access
Manager for e-businessy others, to enhance its auditing capabilitiese Bervice can also
potentially be used by any IBM application implenieg operative business processes. Each
product using the audit service has to producetitht logs sent to the audit service in a certain
format, called Common Base Event (CBEBE101]. The audit service thestores the audit logs
received in a relational database called an awddldise that is tailored for the storing of large
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volumes of data and also provides utilities thdp véth the life cycle (reporting, archiving and
restoration, etc.) of audit logs. The content & #udit database can then be used in a queny
generate reports as a basis for detective contiégporting facilities such as IBM DB2
Alphabloxor other business intelligence solutions, somehefm mentioned above, can then be
used to analyze the data. The main technical shroitgy of the audit service provided by IBM is
that it can only be used by IBM products, i.e. ol products can invoke the service. It also
represents a manual approach insofar as that theessystem representing the operative
business process application has to gather thess@gecompliance data manually, map it to the
log format required (CBE) and then invoke the smvin the productive code. Thus during
execution of the processes the data can be traokdtlie audit service to the audit database.
Because there is no clear conceptual separatieaoropliance and business process design, it is
the responsibility of the programmer of the sowsgstem to ensure the auditability of a business
system.

8.5.2.2 Commercial Tools supporting Preventive Cont  rols

The industry supporting preventive controls doegysperally from two different angles: 1)
Business Rule engines and 2) Workflow/Businessda®engine providers.

8.5.2.2.1 Business Rule Engines

Business Rule product providers such as ILog [IL@G]Corticon [CORTICON] provide a
generic rule framework to express conditions oarget system (in our case business processes).
The general architecture common to most businekes providers is depicted in Figure 63:
Through an editor, the business rules are entetedai business rules repository. The business
rules can then be processed by an engine. Theseooemts are developed by the business rule
product provider and deployed at a customer engerpHowever the software is not usable for
business process compliance directly out of the begxause the rule engines are kept generic.
They have to be provided with some data, which thay then process according to the
algorithms that the rule engine implements. Howewdrat we have depicted in Figure 63 as a
“Target System” are business process instances anterprise. Through an adapter component,
which has to be implemented at the customer emgerpthe data produced during business
process executions will be sent to the businegsengine. In this approach the controls have to
be modeled and implemented manually on alreadyiegibusiness processes, since there is no
clear formalization and conceptual separation & tontrols from business processes. The
introduction and integration phases of the tradalorule engines at enterprises currently
represent significant overhead because they aretlyndscoupled from business process
management models and infrastructures.

Although we use a rule-based approach to implettenapproach presented in this chapter as
well, the core difference is that we built our aggwh on well-defined models of controls and
business processes, which is not the case withaia plile engine provided by business rule
engine providers.

Business Rule Business Rule
Editor Repository

Data Data

Business Rule Target

Figure 63 General Architecture of Business Rule Engines
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8.5.2.2.2 Business Process/Workflow Providers

In the area of Business Process/Workflow Provideese are two approaches: 1) controls are
implemented inside the processes during the dedigihose processes, or 2) there are solutions
provided which offer only the documentation of éxig controls without considering their
application on process designs or checking thefecateness during the execution of the
processes.

One major provider in the first category is ARISRKS]. We introduce and discuss ARIS
solutions for compliance as a representative ofwsoe providers in the area of business
process/workflow.

The ARIS core products that can be used for busipescess compliance are: ARIS Business
Architect and ARIS Audit Manager. According t&ldeckmann, 2007], ARIS considers the
business process design phase as the basis faebsigirocess compliance. The business process
design phase is supported by the tool ARIS BusiAeskitect Here processes are designed with
the process modeling methodology of event-drivascgss chains (EPC4)sing the method of
EPC, the events in a company which lead to thatmoh of certain functions, which in turn set
off other events, can be visualized. The individfiaiction can be related to the operational
organizational units. The controls are part of psscmodeling in EPCs. Thus the controls in
EPCs are not conceptually separated from the b&sipeocess design phase and the modeling
artifact in business process modeling. Thereforth whis approach the reusability of process
models and the controls disappears, since thealsrdre “hard wired” into the process models.
After modeling the business process as an EPC iis ARsiness Architect, the identified risks in
a business process can be designed into the ERE€isTalso done with help of the tool ARIS
Business Architect. The risks represent the cheoktp on controls previously designed in an
EPC. The controls are then synchronized into théSARudit Manager, where a testing process
of the controls takes place. The testing proceppated by ARIS Audit Manager represents a
one-time testing of the controls by connecting perative IT systems of an enterprise (ERP,
CRM, SRM, etc), where the actual technical impletagon of a business processes resides and
is enacted (BP Execution phase). The test of clenieodone by a separate test workflow
modeled in the ARIS environment, which starts byomatically requesting assigned testing
routines and ends with a sign-off by managementthadgreparation of test results for external
audits. Once tests have been closed by the ARI®mysr the user, they can no longer be
changed. The test workflow is documented and lockeid important to note that this is not a
continuous monitoring of the business processese@sired for business process compliance
(Monitoring component in COSO, see section 3.152.2The problem is that the control
effectiveness can only be determined based ontHte sf business process instances. After
successful testing of a control in ARIS Audit Maeggthe tested controls are considered as
effective. This approach represents a manual psocisce the real business processes run in
different systems, not in ARIS products (externBIFEsystem for instance), compliance in the
running system is not guaranteed. For exampler aftecessful testing of a control, the controls
(which actually should be checked during busingssgss executions) can be reset or changed
by a technical or business process expert in tieeatipe back end systems (the business process
implementation). Thus the test results previoudigresl in ARIS Audit Manager do not
necessarily represent the real effectiveness gituaf the controls. The main weakness is based
on the disconnection between the business pro@ssgndphase and the controls design phase in
ARIS Business Architect and on the fact that thed execution and effectiveness of the controls
take place in different operative systems, outi@eARIS Tool set. The main building blocks of
the business process compliance solution provigeiRiS are represented in Figure 64.
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Figure 64 Interplay of ARIS tools for achieving busness process compliance

8.5.2.3 Compliance solutions provided by big player s in the software market

Big players in the software market also provideusohs for ensuring internal controls
compliance. With reference tadrawal et al., 2006] the software products basically address the
information and communication element of the COStwl| framework. When it comes to
design, and to assuring the effectiveness of tiérals, they rely on the manual implementation
of control activities and monitoring requiremengs By COSO. Agrawal et al., 2006] lists that,
for example, IBM’s Workplace for Business Contralsd Microsoft’s Solution Accelerator for
Sarbanes-Oxley provide central content repositamiés controlled access to company financial
data. But these solutions represent a more ornessial assistance for compliance-responsible
persons in an organization to document the risksassents and control policies. Further, with
the help of these software products the controgbamesibility can be assigned (delegated) to
employees in the enterprise and those assigned ogegd are then responsible for
implementation and monitoring of control effectiess. Thus the task of assuring the controls
effectiveness remains unspecified and manual, Isecabe assigned control owners must
manually verify whether each control has been imgleted and assessors must likewise indicate
whether each control has been effective.

A higher level of automation in business procesag@nce is provided by Oracle’s Internal
Controls Manager, which offers conventional worflanodeling capabilities. Virsa, recently
acquired by SAP, provides through its product Gardus Compliance suite, some concrete
controls in the area of security and access cantwlIT systems. HoweverAdgrawal et al.,
2006] comes to the conclusion that despite the existemica wide variety of professional
software solutions on the market, “a considerapleootunity exists to develop new technologies
that further automate the most labor-intensiverivdkecontrol processes”. They basically argue
that the opportunity is related to the low degreawdomation in business process compliance. A
sound conceptual separation of business procesdah@ internal controls process on the design
level serves as a basis for bringing a higher le¥@daptability, reusability, and usability to the
models, and these needs are not actually being@sskett by industrial solutions in this area.

8.5.3 Application of Formal Ontologies for Business Process
Compliance Automation

According to Btuder et al., 1998] “an ontology is a formal, explicit specificatiai a shared
conceptualization. A conceptualization refers toalstract model of some phenomenon in the
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world by having identified the relevant conceptstlzdt phenomenon. Explicit means that the
type of concepts used, and the constraints on tiseirare explicitly defined. [...] 'Formal' refers
to the fact that the ontology should be machinelabke, which excludes natural language.
Shared reflects the notion that an ontology captwensensual knowledge, that is, it is not
private to some individual, but accepted by a group

Based on formal ontologies the mechanisntogfcal reasoningcan be applied. With logical
reasoning the following tasks can be achieved:

= Consistency checkd# a model

= Subsumption reasonipgvhich determines hierarchies of concepts (orrtimstances)
existing in the ontology

» Ruleprocessing

Regulation is one of the domains which apply extenszquirements on the formal modeling
of the domain due to the complex normative knowdedgisting in and between different related
regulations. Thus one could claim that businessge® compliance could greatly benefit from an
ontology driven information system based on thenfdization of text contained and referenced
in and between regulationGgngemi et al., 2005].

Further, another thread of research exists in dweldpment of domain specific ontologies in
the area of financial accounting and costing. Onan® main motivations of regulations such as
SOX and requiring public companies to document iamglement internal controls is to assure
the control objective “financial statements”. Thusng a clear, precise specification on financial
transactions and accounting practices in terms afreology could provide support to companies
in order to help them achieve this control objestincluding the “operations” control objective.
In this context, there exists a set of businessaiiomntologies such as TOVEok, 1992], REA
Accounting Ontology Geerts et al., 1999], Business Model OntologyOkterwalder, 2004],
Enterprise OntologyUshold et al., 1998], or E3 Value Ontologydordijn et al., 2001]. The
developers of the business domain ontologies lisbeve have different scientific backgrounds,
which is reflected by the domain-specific knowledggtured in those ontologies and can also be
noted through the level of formalization providédhile the creators of TOVE and of the
Enterprise Ontology come from the artificial intgince community, with a precise
understanding of the ontology engineering process the formalization there, the other
ontologies are more focused on the business I&hel.E3-value ontology is not formalized at all
and according todordijn, 2002], a formalization of the ontology is not requiredcause of the
communication focus of the ontology.

The assumption is that modeling the enterpriset ihamodeling its business processes
according to the (formal) model proposed in a ‘ahbi#” ontology, would have benefits. In
[Spyns et al., 2002] the possible benefits of formalizing the busindssnain ontologies and
their application are recognized and discusseditidadlly, having the compliance requirements
(lets say SOX) for a business company formalizecbiatng to the concepts and properties
provided by a “suitable” legal ontology could beedgo automate achieving business process
compliance supported by logical reasoning posgyhihat can be utilized on top of formalized
ontologies. The option of using such a method mshmanalyzed in the following manner:

For the discussion on the applicability of ontoksyin business process compliance we leave
out the point of the expressivity of the formalisised, because it is off-topic for the discussion.
We assume for the discussion an ideal constellatioere we have a highly expressive language
for describing the ontologies, so that we can y@ecisely and formally express and capture the
content (text) of a regulation (lets say e.g. SANM M Let’s further assume that we also have an
ideal formalized business domain ontology, whidteots all necessary aspects and layers in an
enterprise including its business processes and/dlyehey are designed. Based on that ontology
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we could capture the execution semantics of a basiprocess instance. So far we have two
different ontologies, one for modeling the curreegulation (let's call itRegOntohere) and
another one for modeling the business processesrpanies (we call iBPOntohere). The
question would be how and in which constellation aeeld use these two ontologies to better
support business process compliance.
A possible method could be the following, as présgin Figure 65:
1. Develop, based oRegOntoa formalized model of the currently consideregutations.
2. Design your enterprise, including its business @sses, according 8POnta
3. Build a repository in which semantically enrichegeution facts, according to the
BPOntoontology, are collected.
4. Use logical reasoning to determine whether the sememstances of a business process
instance as prepared during step three “satisyRégOntarepresentation of the current

regulation.
(a
Regulation XYZ
§1...
§2...
§3...
RegOnto | Modeling
Ontology
Ontological
Representation
XyZ
(Satisfying?) | missing Risk factors
Logical Reasoning
BPOnNto
------ Semantically Enriched
Ontology Execution facts
Modeling

collect

( ? ’@.------.......p
BP Execution > BP Mining—vl

Figure 65 Possible role of legal and business ontologies indiness process compliance

It is important to remark that although in our assed world, a 1:1 mapping of a regulation
including all the references to other related ratyahs in the case of business process compliance
in an ontology would be theoretically possible, thsulting ontology is not as straightforwardly
usable as described in the above approach. Thenzase as follows:

Recall the internal controls process as describe@®SO (and required by SOX 404). The
descriptions and the requirements in those reguistand frameworks are not “grounded” on a
business level. By not grounded, we mean thatesdwt tell a company how exactly to ensure
compliance, it does not specify which accounts,ciwhusiness processes, and which controls
have to be included in the internal controls projébis is due to the fact that each enterprise is
unique in the way it works internally (internal faxs) and how it is influenced by the external
factors (such as market situation, politics, comest etc.). We exemplified such a situation in
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chapter 2, where each use-case company requirechpletely different set of controls for same
business process. The crucial differentiating faédo each business is the notionrefk. The
regulation does not tell an enterprise what cantstt a risk for that enterprise, and what therefore
has to be addressed by its internal controls systdra enterprise itself has to assess the risk,
possibly by consulting domain experts in the afeanterprise risk management (ERM). This is
what we call thenterpretation of the regulatign.e. what it means for a company. Interpretation
means to assess the risks and derive necessargqoemses for the enterprise in terms of
controls. The two variable factors are risks ar@rtbonsequences: We mention again that risk is
enterprise-specific, which means that the occug@i@ certain situation may represent a risk for
an enterprise, while the occurrence of the sammtsinal constellation may not be a risk for
another enterprise operating in a different envitent (internal and external factors). At the
same time, the consequence of a risk is enterppseific as well in terms of how to handle a
certain risk. Thus the regulations in the areargemprise risk management require enterprise-
specific interpretation. The modeling of the regola text, as it is given in an ontology, (see
Figure 65), is not sufficient for business processipliance, because the “interpretation”-step is
necessary. The reflection of the interpretatiothefregulation will lead to a partially enterprise-
specific ontological model of the same regulatidhis is due to the fact that each business
domain (transportation vs. high tech companiegiample) use their own terms, have their own
business processes and have their own risk factdrish leads to partially different conceptual
models being present in an ontology for each engerisee Figure 66).

To the best of our knowledge there is currentlyresearch that addresses the problem of
interpretation of regulation and how enterpriseeffierisks may be related to the ontological
modeling of regulations. According t8dyns et al., 2002] and [Ushold et al., 1996], important
ontological quality factors are: reusability, reéligy, shareability, portability, and
interoperability. We see in the context of businpgsxess compliance the factors of reusability
and shareability of ontologies used in the appradetcribed above as not fully satisfied. The
reason is that in each enterprise, significant eptual modeling effort has to be made on top of a
given regulation ontology in order to integrate thkevant concepts of risk for that enterprise in
that ontology.

@ )
Regulation Text
§1... Enterprise specific
§2... risks
§3..
:»‘:'G

=
= External
‘Modeling ‘ + ‘ Interpretation }< ffffffff —__ Facto
% N L Internal
Facto

Enterprise A Enterprise B
Ontological Ontological
Representation Representation

Figure 66 Different set of required concepts for idntical regulations resulting in two
different ontologies
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8.6 Conclusion

This chapter presented the description and theeimghtation of an approach for detecting
control violations during business process exeaostiGGuch an approach enables us to realize
business process compliance in a preventive maiihersystem realizing the approach, called
ICR, consists of 2 parts: ICR-Design and ICR-ExecutlCR-Design contains a set of controls
and ICR-Execution is responsible for ensuring thatbusiness process instances which violate
controls in ICR-Design will not pass. ICR builds models that were provided in chapters 4, 6
and 7.

In ICR-Design, controls according to Definition 6.&re designed on business process models
according to Definition 4.2, possibility throughetinstantiation of a control pattern according to
Definition 7.4. The controls will be deployed byethstorage in ICR-Design and by adapting the
business process model according to recovery acfiorthe control. This adaptation step will
compile a set of new transitions in the businessgas model. These transitions will ensure that
a control-violating business process instance belavording to the required recovery actions of
the control. The integration of a business progestsnce with a control is then achieved by the
continuous monitoring of a business process instdnc ICR-Execution. This is achieved by
evaluating the current state of the business psogestance (contained in business process
context, see section 4.2.2.2) against the contoolditions of a control specifying in what
circumstances its triggering event can be consiblasehaving occurred.
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9 Assessment

The contributions in this thesis are assessed dicgpto the following two aspects:
1. Complexityof the system proposed and its
2. Completeness

In the following we introduce the role a@omplexityand completenes@ssessment in the
context of this thesis:

In software engineering, several definitions hawerb given to describe the meaning of
complexity. Fenton, 1991] defines complexity as the amount of resourceaiireq for a
problem’s solution. urtis, 1980] states that complexity is a characteristic of Hudtware
interface which influences the resources anothstesy will expend or commit while interacting
with the software.ard et al., 1988] define relative system maintenance complexityhassum
of structural complexity and data complexity divddby the number of modules changed. For
business process managemengrfloso, 2006a], defines process model complexity as “The
degree to which a process is difficult to analyzederstand or explain. It may be characterized
by the number and intricacy of activity interfaceansitions, conditional and parallel branches,
the existence of loops, data-flow, control flowJesy activity categories, the types of data
structures, and other process characteristics.’liéghpo our context complexity, is related to the
following aspects:

1. Design complexity and
2. Execution complexity.

Design complexity affects the following aspect: Hoamplex is it to provide a model of
business process compliance)? In order to ansuetlestion we divide the system realizing
business process compliance into the following sysgtems:

i) System of business process models, as they hale tepresented according to the
definition of BPD
i) Controls according to the Definition 6.11; contr@ldl be designed separately from

business processes.

The key gquestion asks how much effort would be irequto design such a system. The
assessment of the design complexity of businessepses will be discussed in section 9.1.1.1
and the complexity of control modeling will be dissed in 9.1.1.2.

Execution complexity is in our approach relatedh® execution phase of business processes,
as described in chapter 8. More specifically, ekeaucomplexity is about monitoring business
process instances and reacting to control violatidhe key question in this context is: “Is it
feasible, from a performance point-of-view, to assthe control effectiveness through the
integration of the component ICR-Execution duringgibess process execution?” We assess the
performance of the system according to the additibme complexitypbrought into the system
through ICR-Execution. The existence of such a amrept is not allowed to influence the
runtime performance of the system, i.e. the timleetiato fulfill a certain part of a business
process, in such a way that an end user of themydte. a business user, is hindered in the
pursuit of the business objective intended by tlusiress process. Space complexity of
execution is not subject to our assessment becthigse are usuallyarge scale enterprise
systemsesponsible for implementing the business proseageare dealing with. Thus providing
additional hardware plays, from our point of vieavminor role in assessing the feasibility of
approaches today. To summarize, we consider theedomplexity of business process execution
as the crucial factor for assuring the feasibilitiy the ICR-Execution. The optimal way to
evaluate the time complexity of the approach isodgh its technical deployment and
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performance measurements in real production enviemts. This was not possible for this thesis,
due to mostly political reasons: in order to makidis approach possible, a business or company
must first provide a critical set of controls réswd from a risk assessment for that enterprise. By
providing such information, a business company waudlirectly expose the risks with which the
business enterprise is faced. Companies are natlysuilling to provide such information, not
even to their internal employees. Thus we werecibto take the approach edtimatingthe time
complexity of the system. It is in this way that sfgow that the implementation of our approach
will have no negative influence on the efficiencl @ system for managing the business
processes. Technical performance will not be affictThe time complexity aspect will be
discussed in section 9.1.2.

There exist several definitions focompleteness We consider completeness from an
expressiveness point of view in general and refethe definition provided by Wikipedia for
language completenes®vikiCompleteness]: “A language isexpressively completé it can
express the subject matter for which it is intendégbplying this definition to our context, the
“language” would be the model of control (Definition 6.11)daits different patterns presented
in chapter 7. The terffsubject matter” in the definition is the possible set of internahtrols in
a company. Whether and how far is it possible tiecedifferent kinds of controls in the control
model proposed should be assessed. We assumedbatral that can be captured by the model
can be used in the compliance validation duringetkecution as described in chapter 8. The key
guestion to be answered by the completeness asssissnwhether, and how well, building on
top of the proposed models is able to provide tbeessary set of controls according to the
models that are the basis for the automation oinless process compliance design. Automation
in this context is related to the question of wketland how much, human interaction will still be
required for defining the controls on top of thedals. This completeness assessment is covered
in section 9.2.

9.1 Complexity

In the following we first discuss the design conxgle of business process models and
controls, and then provide the estimation modetlierexecution complexity of business process
instances in a system which includes ICR-Execution.

9.1.1 Modeling Complexity

9.1.1.1 Complexity of Business Process Modeling

The effort required to model a business processukpkighly the complexity of the business
process to be designed. To determine the compl@fity business process model, the BPM
community relies mostly on research results confiiag the software engineering community,
where a significant amount of research has beer degarding the complexity of software
programs.

[Cardoso, 2006b] extends the work ofven der Aalst et al., 2005c] by stating that the
complexity of a business process model can be rdeted from four perspectives. These
perspectives are:

= Activity complexity: This view on complexity simplgalculates the number of activities
in a process model. This metric was inspired bgdiof-code (LOC) metric used with a
significant success rate in software engineeringds, 1986].
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= Control-flow complexity The control-flow perspective describes activitiesnd their
ordering, through different constructors, whichmigrthe flow of execution control. The
control-flow complexity of a process is closely ated to its activity
complexityperspective. While the control-flow comgty can be very low, its activity
complexity can be very high. For example, a prodkas has a thousand activities may
have a very low control-flow complexity (if it isequential), whereas its activity
complexity is very high.

» Data-flow complexity:This perspective reflects the complexity of docuteeand other
data objects that flow between activities. The dima complexity of a process increases
with the complexity of its data structures, the t@mof formal parameters of activities,
and the mappings between activities’ d&teijers et al., 2004].

» Resource complexityThe resource perspective provides an organizatisivaicture
anchor to the business process in the form of huamahdevice roles responsible for
executing activitiesvan der Aalst et al., 2005c].

The above complexity perspectives on a businessepsomodel are reflected in the proposed
model of a business process in terms of BPD: theityccomplexity is measured by the number
of activities according to Definition 4.12 in a BP[Qontrol-flow and data-complexity are
reflected by the transitions (see Definition 4.dfpusiness documents and activities in a BPD.
Resource complexity is influenced by the numbeus#rs involved in a BPD and by their roles
(see section 4.2.2.3) in that BPD. There are coxitglenetrics of business process models for
data flow and control-flow complexity. They aretdid in the following and can also be taken as
reference metrics to measure the complexity of B:BP

According to fardoso, 2005], a data-flow complexity metric can be composedaferal sub-
metrics, including: data complexity, interface cdexity, and interface integration complexity.
While the first two sub-metrics are related toistdata aspects, the third metric is more dynamic
in nature and focuses on data dependencies betiveatifferent activities of a process. In the
case of our model of BPD, this means that if aress document is composed of basic data
types, it will have lower complexity than one whishcomposed of business documents that are
a composition of other business document typesgh&ufGruhn et al., 2006] propose seven
measurement metrics for the complexity of the ad+ftow in a business process model, which
are: Number of Activities, Control Flow Complexi{@€FC), Max. / Min. nesting depth, Number
of handles, Cognitive weight, (Anti) Patterns fd?P8, Fan-in / Fan out. For a detailed discussion
of these measurement metrics, please refegrichp et al., 2006].

To the best of our knowledge there exists almosesearch about the calculation of the effort
needed to model a business process. However, weog®oa modified calculation approach,
borrowed from ontology engineering called ONTOCOBbrtas et al., 2006]. Ther modified
approach based on ONTOCOM can be used to estilmateost of modeling a business process
according to BPD. We believe that the creation bfiainess process model can be treated as an
ontology engineering problem, given a constellatidrere a standard software provider offers
different repositories of business documents, digs/etc, on top of which a customer enterprise
can build its business processes. In this caséiffexent entities in these repositories and their
relationships can be seen as an analogy to theeptsand the properties between them defined
in the ontology (TBox). The business process mbdét on top of entities in such a repository
then represents an instantiation of the ontologyi¢wcan be treated as the ABox).
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Based on this argumentation we propose below thewimg adapted formula for calculating
the effort (in person-months PM) required for maugh business process:

PM = A*|CES|” *[ cq,

,where

» The cardinality of controlled entities CES = USERSROLES[] TRANSITIONS O
BDS (business documents) in a business processsess one of the modeling effort
factors. The required controls in a business paes excluded here, because they will
be separately designed.

» Parameten is defined in the same way as in the ONTOCOM-mgadethat it controls
for the possibility of non-linear behavior of thedel with respect to the number of
controlled entities.

= A is a constant according to the ONTOCOM-model, Whiepresents a baseline
multiplicative calibration constant in person manth

» cds are differentost drive factors having a rating level that expresses tingpact on
development effort.

The critical factor for calculating the PM in therntext of business process compliance is the
number of entities, which are affected by the aasiri.e. the size of the set CES. The cost
drivers in the area of ontology engineering cardbmain analysis complexity, implementation
complexity, support tools etc. A detailed descaptiof different cost drivers in the area of
ontology engineering and their rating levels canfdaend in Bontas et al., 2006]. From our
point of view these cost drivers will mostly holar bbusiness process modeling as well.

As a concluding statement regarding the modelingiptexity, we argue that because our
proposed model of BPD adds no additional complepiyspective to the complexity of a
business process model, its modeling method andethating models would have the same
complexity and require the same effort as otheruneaprocess modeling approaches such as
EPCs, BPMN etc.

9.1.1.2 Complexity of Control Modeling

The task of identifying the necessary controlsrisheo to mitigate the existing risks on business
processes remains manual (see section 4.1.2).elrottowing, we discuss the complexity of
modeling the controls for a business process. dieroto achieve this task a compliance expert
must be assisted by supporting the following fuordiities:

1. Model a control
2. Apply the modeled control to a business processatod

The first functionality relates to the modeling afcontrol and is supported by providing a
precise model of the control (see Definition 6.1Ihe management of controls, i.e. a desired
modification of an existing control, is highly fléke. This is achieved through the
parameterization of the control model that enatilesmodification of its different attributes. The
factors influencing the complexity of a control #ne number of its attributes and the complexity
of each of its attributes. Through a strict mod@eh design of controls, the maintenance of
controls, which is closely related to the challemenaintaining compliances described in
section 2.4.5, is greatly simplified.

The second functionality can be treated generallyama annotation, i.e. a business process
model is annotated with the necessary controlsartbe treated as an annotation due to the fact
that an annotation approach must be capable ofostiipg or helping in answering the questions:
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‘what to annotate”, “where to annotate” and “howattotate”, and can be applied to our case in
following way:

1. What to annotate in a business process with the confioé question of what to
annotate in a business process is answered by alieooe expert. The approach
supports him in the selection of an identified coli¢d entity in a business process and
helps him to equip it with a control.

2. Wherein a business process to annotate the controk iBhthe scope of the control
codified in itsevent part as defined in Definition 6.11.

3. How to annotate the control: The technical annotatbra business process is then
automated as described by the business procesd adaf#ation in 8.3.2. Through the
concept of business process model adaptation, estingx business process model
designed according to BPD is extended by the nacgsstifacts required in order to
monitor a business process instance and react anfrot violation. This is an
automated approach and requires no manual interacti order to adapt the process
model. All that is required is to identify the busss process, specify the control for it
and set the recovery actions (see section 6.2&)dould be invoked in case that
control is violated.

Providing a quantitative number regarding the miodebnd annotation effort required for
controls in business processes is heavily depenglerihe level of technical and compliance
expertise of the person using and applying the msode order to determine an approximate
value of effort for annotating the business proesswith controls, the evaluation results of
[Handschuh, 2005] can be used as an orientation, although the @atiannotation problem in
[Handschuh, 2005] is different from the case of business processipgiance. Handschuh,
2005] determined the effort required for the semantiaaation of web sites with semantic
information. The results achieved therein did shioat, in that specific context, the effort for the
manual annotation of web sites with semantic infttfan is almost within reasonable or feasible
limits. In that work, evaluation was in a contextere experiments were carried out by students
without deep technical and logical knowledge, using annotation approach. We argue that
these results can be applied to designing contrddsisiness processes, because the approach can
be treated as an annotation. We further believethgaefforts required in our context would be
even lesser, for the following reasons:

i) Through usage of configurable patterns (see pasfeecific parameters in section 7.4),

the required level of technical knowledge is sigaintly lowered

i) The level of required knowledge of logic is minim@cause of the use of business

level control patterns, which hide the technicahptexity of the underlying formalism

iii) The number of concepts and the relationships betwieem in the domain model of

business process compliance is relatively limited

iv) The set of possible annotations in a business psoiselimited through the extensible

set of proposed control patterns

V) The target users of our approach are experts im tlemain, namely compliance

experts in a company, whereas in the context oaséimannotation of web sites the set
of target users is potentially open.

9.1.2 Execution Complexity

Regarding the integration of ICR-Execution into #eecution of a business process, in the
following we discuss and validate the performantex system with regard to its real world
feasibility. The integration of ICR-Execution imgd that during the execution of a business
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process, additional steps have to be enacted iasgtecess part, in the scope of a control. The
full set of possible additional required stepsisuglized in Figure 67, which yields worst-case
time complexity results during execution:
1. Synchronization
a. Collect data
b. Obtain reference
c. Write
2. rule processing
a. working memory update
b. query backend systems
c. RETE
d. Control Violation Fact Creation
3. Recovery Action Handling
a. instantiate rbp
b. Business process instance recovery

control scope ,
| | bpinstance

>

Figure 67 Full set of possible additional steps regred in compliance validation

These additional steps only exist to assure thgtante of business processes in a preventive
manner. They would not exist if the controls woblave been handled in a detective manner,
which is the usual state of practice. In additithgse steps are not necessary for achieving the
business objectives of a process. These additgiept exist for assuring the control objective of
a business process and thus are not allowed teeimde the execution of business processes in
such a manner that from a technical point of viee &chievement of a business objective of a
process will be negatively influenced. The techinfaetor that has to be taken into account is the
additional time complexity of the system addedhi® system through ICR-Execution.
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9.1.2.1 Effort estimation

Step la (Collect Data)is about replicating the operational data, whishproduced during
business process execution and which is necessiacpfitrol evaluation. This is copied from the
business process instance and context into a M&p-Bpe, which will be asserted to ICR-
Execution as facts. Since this operation is bagi@atopy-operation without any computational
effort we estimate its time complexity as lin€n) depending on the numbaerof data items
which are copied.

Step 1b (Obtain reference)s about establishing a connection to the workirgmory of the
rule engine. The connection will be cached in tbetext of the business process instance. We
estimate the time complexity of this operation aastantO(c) = 1 in the best and worst case.
Best case would be if the reference is cached mtegd, worst case would be if the reference has
to be obtained by connecting to the working memory.

Step 1c (Write)is responsible for sending the set of collected dams copied during step 1a
to ICR, i.e. its working memory. Although the reahe efforts for this operation depend on
several factors, such as network connectivity &eddistribution model of the engines (rule and
BPM), we estimate the time complexity of this séeplinear O(m) depending on size m of data
sent to ICR-Execution.

Step 2a (Update Working Memory)updates the existing facts in the working memorg an
creates new ones. The time cost for this operatepends on the current size of the working
memory, i.e. the number | of facts in it and thenber k of received facts from business process
instance. The time complexity of this operatio®{$ + O(k) linear.

Step 2b (Query Backend Systemsljhe time complexity of this step depends on thenfand
number of the rules representing the controls, drethey require data from operational backend
systems in order to evaluate a rule. The processinguch backend queries depends on the
technical environment parameters, i.e. the perfoneaf the database of the backend systems
responding to such queries. We assume that in cessts in practice the database of such
backend systems is relational. Performance of ggicg queries in relational backend systems
depends on technical factors such as the usagadids in the database, form of the queries
(Selection, Projection type of joins etc.), the fpmment design of database schema and its
normalization, size of operational data to be es&d or whether a distributed query processing is
possible etc. Assuming j as the cardinality of itblation in database, it is well know@4su et
al., 1999] that the complexity of relational operation caniag a simple select without using
joins in the selection is linear O( j ), a join-ogeon has the complexity of O(j * log j) and the

worst case would be a query with a cartesian priodperation that has a complexity of ),

However, in practice, implementations of the sttehe art relational databases offer a very
good performance and query optimization technigaesh that we expect a linear time
complexity as well in practice for query processiige further argue that this kind of query
operations would be invoked during business proegssution anyways, in order to fulfill the
business objectives of a business process. Inabe af the application of a detective nature of
controls, the query of the backend systems in otdeevaluate the controls would be done
manually, by a compliance expert.

Step 2c (RETE)This step represents the most critical phase regattie time complexity.
Beside the technical environment, i.e. the numlmer size of CPUs used for running the rule
engine infrastructure, the processing of this stepends on 2 factors: i) number of rules and ii)
the form of their LHS. According toFérgy 1979] and [Albert, 2006], RETE requires in worst
case a linear time complexity in order to compune $et of satisfied rules. Further, different
production rule engines have their custom impleat@ns of RETE algorithm, which optimizes
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the pattern matching algorithm. Figure 68 refera toenchmark provided by ILog Rule engine
regarding the time needed for executing the rils.do not expect that the number of rules (i.e.
the controls in a company) in a real applicatioenseio would exceed 4000. As shown in Figure
68, the time effort for processing such a rule bageains almost linear.

40
30 /
S

[o%)
o
®

°

5 e,,,_,,,,_,,,,_,

1000 2000 3000 4000 5000 6000 7000 8000 9000 10000

Number of Rules
Figure 68 Performance of llog Rule ExecutionJRULES]

Step 2d (Control Violation fact creation)In the case of a control violation, during thispste
fact will be generated in the working memory sigmglthe control violation. It is obvious that
the time complexity of this operation is constant.

Step 3a (Instantiate rbp)During this step an instance of the business psoEsponsible for
eliminating the conditions which make a controllated is generated. Here in parallel necessary
data for processing the instance will also be mledi While we estimate the time complexity of
the instantiation itself as constant, the time clexipy of providing data to the instance depends
on the number p of data items set in the instahbas we consider the time complexity of this
step af(1) +O(p) = O(p).

Step 3b (Business Process Instance Recoveii)is step is related to the application of all
other types of the selected recovery action modehd control design phase (as described in
section 8.3.3). The time complexity of this stepel®ds on the complexity of the process
definition that has to be recovered. The most tocmesuming recovery action would be a
rollback and we estimate its complexity as linear, dependin the number of transitions
existing in a process definition.

The whole complexity brought to the system by theve steps will be discussed in the
following sub-section

9.1.2.2 Discussion

None of the steps oulined above requires a timept®aty worst than linear. Thus we
consider that the integration of ICR-Execution dgrprocess of business process instance adds a
linear time complexity to the system, where the neapensive operation is the rule execution in
the rule engine by RETE algorithm (Step 2c¢) depmmpdin a number j of rules. This is the
general observation in several applications usingr@duction rule engine. However it is
important to assess the additional complexity bhbugto the system while considering the
nature of operative business processes, whichhardacus of business process compliance.
Typical operative business processes such as palesssing, purchasing or human resource
management require several days to be processedtypital paradigm is that certain roles or
users involved in a business process receive taskBeir task lists, which they then must
process. This is very similar to e-mail processidgre a business user does not immediately
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process a task (as he would not immediately proaess-mail received), but rather checks his
task list and processes the tasks in FIFO or pyidsesed manner. For these reasons, the
additional time required for processing the comtriol ICR-Execution can be ignored and does
not significantly influence the fulfillment of theusiness objectives of a business process in the
context of how they are processed by business.users

9.2 Completeness Assessment of Control Model

The completeness aspect will be assessed empiriddkk assess the completeness of the
control model by reporting our analysis of a lasge of controls and the way we could capture
them in our model according to our approach.

COSO provides in0S092] an evaluation framework designed to assist atuat@r in
completing the “Risk Assessment and Control Aatgit in a company. The controls covered in
the COSO’s Reference Manual are based on a genedel of a business enterprise. The
generic business model depicts major activitiemnimenterprise in terms of its business processes,
and is organized in levels, from a “high level’wief an enterprise to increasingly more detailed
“low level” views.

The complete set of controls proposed within thasifework contains 504 controls. We used
this framework to assess how far we are able teatethe required set of controls in an enterprise
based on our model. The result of our assessmshbign in Table 10. The table is organized in
the following way: The first row shows the namelwod process in the enterprise, the second row
the total number of controls proposed for that pssdby COSO, the third row named “Possible”
shows the number (and percentage) of controls,lwlieare able to design and check according
to our model and then to approach in a preventiag, the number of controls in the fourth row
(Interpretation) require further human interpretatio be reflected in the model, thus they are not
immediately applicable in the approach. The fiftwrshows how many controls we were unable
to capture and check.

Table 10 Assessment results for possibility of mappy the COSO’s control set on the
control model

Process area Total Possible Interpretation | Not Possible
No. of
Controls
Inbound Activities 39 27 (~69%) 5 (~12%) 7 (~18%)
Operations 33 18 (~55,5%) 3 (~9%) 12 (~36%)
Outbound Activities 34 24 (~70,5%) 3 (~9%) 7 (~28)5
Marketing and Sales 29 14 (~48%) 2 (~7%) 13 (~49%)
Service 19 10 (~53%) 5 (~26%) 4 (~21%)
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Human Resources 33 14 (~42%) 8 (~24%) 11 (-33%
Technology Development 12 6 (~50%) 2 (~17%) (~83%)
Procurement 40 37 (~92,5%) 1(~2,5%) 2 (~5%)
Process Accounts Payable 18 18 (100%) 0 (0%) 0 (0%)
Process Accounts Receivable 17 16 (~94%) 1 (~6%) (0%
Process Funds 46 38 (~83%) 2 (~4%) 6 (~13%)
Process Fixed Assets 13 8 (~61,5%) 2 (~15,5%) 3%)2
Analyze and Reconcile 3 3 (100%) 0 (0%) 0 (0%)
Process Benefits and Retiree 20 12 (~60%) 1 (~5%) (~33%)
Process Payroll 22 14 (~64%) 2 (~9%) 6 (~27%)
Process Tax 10 5 (50%) 0 (0%) 5 (50%)
Process product costs 15 12 (80%) 3 (~20%) 0 (0%)
Process Financial Managemeril 5 (~45%) 3 (~27%) 3 (~27%)
and Reporting

Manage the enterprise 15 4 (~27%) 3 (20%) 8 (~53%)
Manage external Relations 6 0 (0%) 0 (0%) 6 (100%)
Manage Administrative Services 3 0 (0%) 0 (0%) 1@000)
Manage IT 24 15 (62,5%) 4 (~17%) 5 (~21%)
Manage Risks 15 1 (~7%) 3 (~20%) 11 (~73%)
Manage Legal Affairs 13 5 (~38%) 3 (~23%) 5(~38%
Planning 14 4 (~28,5%) 6 (~43%) 4 (~28,5%)
All (25) 504 ~ 55 % ~125% 32,5 %

Some examples of controls in the table above warehin the row named “Interpretation” are:
= “Monitor production problemselated to unavailable materials and parts” englhocess
area “Inbound Activities”

» “Evaluateadequacyof production capacity” in the process area “Opens”
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»  “Monitor adequacyof staffing, their overtime and workloads” in thecess area
“Service” etc.

The problem with the above control descriptionthét the model does not know the notion of
“problem” or “adequacy”. In order to be reflectedaur control model, a compliance expert has
to describe what a “problem” or “adequate” meamsafspecific enterprise in quantitative terms.
This is the reason why such controls have to beefjpmeted” before they can be designed in a
business process.

Some examples of controls in Table 10 in the “Nmédtble” row are:

» “Institute and monitor code of conduct” or “Maimtahysical security of purchase
orders” in the process area “Procurement”

» “Personnel report suspected violations of lawsyla&gns or company policies” or
“Human resource personnel are subject to periodinihg regarding legal and regulatory
requirements in the process area “Human Resources”

» “Periodically evaluate direction and priorities bgtsenior management to make certain
they are still valid” in the process area “Mandge énterprise” etc.

The above control descriptions cannot be captuyeslb model and consequently cannot be
automatically monitored, because they involve elygdobehavior and do not interact with IT
systems. These controls can only be verified méyaal are closed to COSO component
“Control environment” as described in section 312

It is interesting to remark that some process asaabk as “Processing Accounts payable”,
“Processing Accounts receivable” or “Procuremerera to be very well suited to use in our
approach (high percentage of possible controlsds&lare according to COSO “low level” areas,
which are in closed interactions with IT systemsthe same time, we count in “high-level”
process areas such as “Manage the enterprise”, dlygaxternal relationships” or “Manage
Administrative Services” very few controls whicleawell-suited to our approach.

However, the results of the completeness assessientthat more than half of the controls
(55%) can be represented by our model and theicifeness can be assured automatically in a
preventive way by our proposed approach. We arsfigat with this number, it shows that using
a model-driven approach will significantly redube tmanual efforts required for compliance
management of internal controls for business psEes

The fact that a significant number of the contrelguire a further interpretation to be used in
our approach (12,5 %) and even that 32,5% of tiherals are not automatable at all shows that
the human factor still plays a very important roldusiness process compliance. Business
process compliance and the required internal clentannot be completely automated, we
conclude that the roles of compliance experts amdral testers will not be rendered obsolete.

9.3 Summary

In this chapter we assessed the added value of usawels to design and manage controls for
business process compliance. To this purpose veestisd the modeling complexity of business
processes and controls in a step-by-step manner.

We also showed that the integration of ICR-Executiwill not negatively influence the
transactional response time of business procegsesftion complexity). Negative influence is
interpreted in this context as resulting in a gitrin which the business objectives of a business
process can not be satisfied due to low performafdcae whole system. We showed that this
was not the case by estimating the time compleaftyhe additional steps required during
execution of a business process in order to refiee@approach implemented by ICR-Execution,
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which according to our estimation seems to be tindawever we concluded that this additional
time will not be of any consequence due the nabfiigperative business processes, which often
take several days to be processed by business users

The completeness of the control model and its petevere assessed in a scenario-driven
fashion using the proposed controls on 25 diffepgntess areas proposed by COSO evaluation
framework.
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10 Conclusion and Outlook

In this thesis, we tackled the problem of high sastd effort for achieving the compliance of
business processes to regulations in the areatefffise Risk Management (ERM). Common to
these regulations (such as the Sarbanes Oxley A€X) are requirements on the presence of
effective internal controls at companies. The aurighortcomings faced by companies in this
respect are the low level of automation in thegtation of compliance requirements into a set of
internal controls and assuring the effectiveneshege controls during the execution of business
processes. The high cost of business process @moelis due to the fact that in many
organizations a large number of the steps in desgand testing controls on business processes
are manual.

In section 10.1, we briefly summarize the contewitsthis work and accentuate its main
contributions. Subsequently, an outlook on posdiltiere work is addressed by discussing some
open research questions in section 10.2.

10.1 Summary of Contributions

Most companies rely on standard software providerdeliver software solutions on top of
which they build the companies’ business proces$bsse companies require this standard
software to provide mechanisms which yield a higlexel of adaptability, reusability and
usability of internal controls on their busineseqasses. The aspects adaptability, reusability and
usability of internal controls are related to thesign time of business process compliance,
namely, modeling the controls in the business m®e® Another requirement from customer
companies on their standard software providers iassure the automatic detection of possible
control violations or to prevent possible non-coiap executions of business processes. Meeting
this requirement depends on having an approacledotinuous monitoring of compliance at
companies. An automated approach for monitoringiness process compliance provides
companies with a means to transform manual stegp@atomate them as system level controls.
Automation of controls and monitoring the compliaraf business process executions to them
saves those costs associated with performing thnérate and improves the reliability of the
controls because the level of human interactionuired for assuring their reliability is
minimized.

The basis for the contributions of this thesis &mucing the high effort of modeling
compliance and assuring compliant executions ofnless processes is a strict model-driven
approach to business process compliance. Using Imnddedescribe the necessary artifacts
involved in internal controls enables the realmatiof preventive compliance for business
processes. This is achieved by increasing the nurobepreventive controls that can be
automated. By comparison, the usual manually dedectontrols can only assure post-
compliance.

The problem space described above was exemplifigtiis thesis by elicitation of a set of
challenges identified through two use cases. Thieallenges can be summarized as follows:

Each company has different sets of significant ants) affected by different relevant business
processes containing different kinds of risks that the focus of internal controls. Risk
assessment of business processes is enterprisé@espEcis leads to the situation that each
company building on top of standard software respiits own enterprise-specific variant of a
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certain type of business process (such as saleshgming etc.) that has to be provided and
supported by standard software providers. Differelgs in a company are involved in the design
of business processes and the necessary set oblsamt them which mitigate the exiting risks in
the business process: business process and coogpkaperts. They have different background
knowledge and expertise and different intentiongarding a business process. A business
process expert is interested in a business prabasschieves the business objectives for which
it exists, whereas a compliance expert is intedeieassure the compliant behavior of a business
process by assuring the effectiveness of contegjaired for a business process. This leads to the
situation that one meets not only a heterogenegstera environment necessary for achieving
business process compliance, but also a heterageirei the roles involved and their
responsibilities in business process complianceéerAhe necessary set of controls on a relevant
business processes are determined, their desigriodag a manual nature in that they are
basically only documented. The lack of precise n®adé controls, business processes and the
existing formal relationships between them hindergechnical link between the documented
controls and business process designs and, acgbydiheir execution. This missing link leads
to the situation that assuring the effectivenesthefcontrols is mostly manual in nature, using a
test-driven approach by a control tester in a camp&urthermore, once a control has been
tested, and has been judged to be working propéedgnnot be assumed to work properly in the
future, meaning it may become non-effective. Thasoa is that new business processes,
respectively new software versions implementingiress processes are continuously deployed
in companies, and may affect the effectivenessoofrols. Therefore, a continuous monitoring
approach built on top of a formal domain model ohtcols and business processes assures
preventive detection of non-compliant behavior oéibess process executions, minimizing the
manual effort that is today required in maintaingognpliance.

In order to overcome the above challenges thisighdmsveloped an abstraction layer above
business processes, which is responsible for bssipeocess compliance. In this layer the
controls are formally modeled and evaluated agaxisting process models and their execution
instances. The thesis describes a novel, modetdrapproach for the automation of business
process compliance through monitoring the effectdgs of controls. This is enabled through the
conceptual separation of the design of controls lauginess processes at a model-level, and a
tight integration of controls in the business psscenstances at the execution-level. In order to
address the usability of the models and the approéis thesis advocated the use of control
patterns in the abstraction layer responsible fmiress process compliance. The control patterns
should give compliance experts and business proegssrts access to specify and design the
compliance requirements accordingly. These comatierns are then mapped to formal models
that are used by technical experts to implementctrgrol patterns in business processes. The
provided model-driven approach in the context dibess process compliance has the following
added value:

|t enables the usage of formal methods, like inferefzethe verification and validation
of a business process’ compliance to internal otsas required in regulations such as
SOX.

= Consequently, compliance will be achieved autorafiicbased on the current state of
parameters (instances) of a business process.

= Moreover, the conceptual description of controldibans ensures the flexibility of the
approach, i.e. changes to the controls require aoua changes in the design and
execution of the original business processes; #mnsures relatively effortless
maintenance of compliance.
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= Finally, through another abstraction layer intragldion top of the compliance definitions,
we ensure that non-technical experts can builde¢heired internal controls on top of
the domain model provided.

To complement this abstraction layer which useseisodf the entities involved in business
process compliance, a verification and validatippraach was presented: The verification of
business process models assures that businesssgescare built in a compliant manner as
required in a formal specification (chapter 5). Madidation assures the compliant behavior of
business process executions, i.e. the businesegz®s work as described in the formal model of
controls (chapter 8).

The requirements for realizing this approach toirmss process compliance based on
verification and validation were the following:

) Model of a control and its relationship to businpsscesses

i) An approach for separating the design of controtslausiness processes

i) An approach for deploying independently designedtrobs on business process
models

Iv) Monitoring of control effectiveness during busingsscess executions

V) A mechanism for handling possible control violason

Vi) A cooperative environment for compliance and bussrarocess experts to design and
manage controls

vii) A common domain terminology in which the involvedes communicate.

The basis for satisfying the above requirements pvasided in chapter 4 through a precise
formalized description of the entities in busingsscess compliance that are the targets of
internal controls (Controlled Entities). The precmodel of a control, which is a controlled entity
as well, was formally described in chapter 6 inadeWerification and validation of business
process compliance builds on top of this formaliz#éoinain model of business process
compliance. Furthermore, the pattern-based appréactesigning the controls in business
processes presented in chapter 7 uses the domaliel wiobusiness process compliance and the
compliance controls provided in chapters 4 and 6.

In addition to the fulfillment of the requiremenisted above, the following major
contributions to the research questions addresstis thesis can be identified:

= Models of Intersection between Business Processesldnternal Controls

This contribution is related to the question altbetrelationship between business processes
and internal controlghat was raised by the first research questions Tiesis provides a set
of modeling entities for business process desigat Hre subjected to internal controls
(Controlled Entities). It was shown what the formelationships between these controlled
entities and a business process at design and texedume are. These entities and their
relationships serve as the basis for modeling trerals in business processes and assuring
their effectiveness during business process exwwuti Furthermore, using the models
proposed we showed that the level of automatiothendesign and application of internal
controls to business processes can be raised, wiaidly addresses the second research
question Can internal controls be automated using a modeleadr approach™?

» Identification and Application of Controls Patterns to Business Processes

With this contribution the third research questiaimout theusability of a model-driven
approach for compliance experis tackled. This thesis presents a set of contattepns as
the terminology in which the compliance expertsagpabout the internal controls compliance
domain. The control patterns are formalized and tleéationships to the models presented in
the first contribution are specified. Designing t@ntrols in business processes with the

198



suggested pattern-based approach reduces the ctiyplieusing the models in this thesis.
This improves the usability of the approach.

» Preventive nature of Business Process Compliance diaily operations

While the purpose of the first contribution was address the second research question
concerning theautomation of internal controls in business proesssn a modeling level,
with this third contribution the question about tangomation of business process compliance
is answered on the execution level. The system p@&Rides a preventive kind of business
process compliance by detecting non-compliant mssiprocess instances automatically and
reacting to possible control violations as requirethe control. The automation is technically
realized using a rule-based approach that buildsnodels that were provided by the first
contribution.

The impact of the above contributions for standswftware providers are adaptability and
reusability of models through providing a modeldzhsontrol repository that can be rolled out to
the different customer companies. The customersexunce their compliance costs by designing
and building pattern-based controls on top of sacbntrol repository. Furthermore, reduction of
the manual effort needed to test the controls resltite compliance costs. Further cost reductions
are achieved by the automatic detection of comimétions, which is enabled by the compliance
validation of business process executions.

In chapter 9 the modeling and execution complexitythe approach was assessed. The
complexity was assessed by discussing the modehdgexecution complexity of the approach
for compliance validation of business process eti@cs. The basic result for the assessment of
modeling complexity was that since the models oftidled entities in business process
compliance do not add any new modeling dimensiobusiness process models, the modeling
efforts, and, therefore, the complexity remains saene compared to other existing business
process modeling approaches. The compliance validaf business process executions adds a
linear time complexity to the overall system respble for enacting business processes during
runtime. This additional overhead was considered@eptable given the nature of business
processes that are the focus of business procegdiaace; usually it takes several days for each
process step to be completed. The basic resulbwipeteness assessment was that business
process compliance, i.e. modeling of internal aaatin business processes and assuring the
compliant behavior of business process executioasnot be completely automated using a
model-driven approach. This is due to the fact #pgtroximately 32.5 % of the common controls
at companies cannot be formally modeled and thexefannot be automatically monitored at
runtime. The necessity of the human factor in teofnsompliance experts for assuring business
process compliance at companies remains.

10.2 Future Work

There are several directions to extend the repuitsented in this thesis. The main challenge is
to raise the level of automation in control identfion, since it is not addressed by the models
and approach in this thesis.

Currently our model does not capture the interiyaltax and semantics of all the entities
involved in business process compliance (see Dimi4.1). For instance the model does not
make any statement about the composition of rigkiemformalization. In addition, capturing
the semantics of the relatioirgerdependsand contradictsis currently not performed,e. it is
not possible to detect any contradicting, respebtiinterdependent controls automatically. The
same applies for the adjectivegnificant relevantetc, - i.e. it is not possible to determine
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automatically what a significant account is or whatlevant business process in a company is.
The advantages of having a precise formal modétefelations mentioned above and the risks
in relation to formalized business processes wbeldhe following: As seen in the scenario (see
chapter 2), the starting point of each businessga® compliance project is the risk assessment
for the enterprise. Given a well formalized repreagon of those risks and their semantic
relationships to business processes and contrats|laborative system landscape, which can
propose a set of required controls on the busipes=ss according to the enterprise specific risk
assessment can be provided.

Furthermore, our approach requires the manual tealeof a concrete control pattern and its
specific design for a business process accordirntgdcenterprise-specific compliance needs. A
higher level of automation can be brought to thelapproach by building a “Risk Repository”
as a starting point of the approach. Through a &mescription of business level patterns in a
business process, as for instance proposethon] et al., 2007], an automated matching of the
available control patterns presented in our worlt #ie existing patterns in a business process
can be achieved. Such a pattern matching appraattautomatically propose possible control
patterns to mitigate the existing risks associatgtth business processes. Such an approach
requires that business level patterns in businessepses are annotated with possible types of
risks (available in the risk repository).

Another direction of future work would be to coraidoutsourcing scenarios related to
business processes between companies. In outsgpuscenarios an organization uses other
external service organizations to perform outsaliservices. These services are still part of an
organization’s overall operations and responsibgihd, consequently, need to be considered in
the overall internal control process; they are thuisject to business process compliance. In this
context PCAOB04] specifically addresses the service auditor's repdt states:The use of a
service organization does not reduce managemeaspansibility to maintain effective internal
control over financial reporting. Rather, the maeagent should evaluate controls at the service
organization, as well as related controls at thenpany, when making its assessment about
internal control for financial reporting.”

In this context the research question would be bmwautomatically detect possible control
violations at a partner company, to which partthefbusiness process have been outsourced. The
challenge would be to effectively and efficientigntrol and react to potential control violations
at a partner company without forcing that compamyexpose its internal business data which
may not be directly related to achieving businesgsgss compliance.
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