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1. Introduction

Critical infrastructures are the backbone of every industrialized society. Therefore, they demand extraordinary protection.
Multiple threats such as accidents, natural hazards, crime and terrorism menace these infrastructures. The main goal of
the security staff of such a critical infrastructure is to protect the infrastructure from disastrous events. To this end, the
security staff has to perform the best response action according to the current threat situation.

In order to achieve this goal, surveillance of the critical infrastructure is the first choice. Several sensors gather
information on the current threat situation of the infrastructure. These data are evaluated by the security staff or by
computer algorithms. After the data have been evaluated, the security staff has to assess the current threat situation
correctly. Thereafter, the security staff performs appropriate actions based on the risk assessment. In the following, closed
infrastructures such as railway stations, airports and logistic centres are considered.

In state-of-the-art surveillance of critical infrastructures, the infrastructures are equipped with monitoring cameras and
alarm-triggering sensors such as smoke detectors and photoelectric sensors. The decision support for the security staff
consists of simple operation guidelines in form of a small book. These guidelines list in very detail the appropriate actions
that should be executed when a certain alarm is triggered or when suspect observations are made from the cameras or
other available surveillance means. The guidelines are based on an extensive risk assessment of the infrastructure and on
experience of experts.

A trivial way to protect a critical infrastructure is to increase the number of sensors and to increase the size of the
security staff so that the infrastructure is under complete control at any point in time. But this approach is very expensive
and therefore not practicable. Increasing the number of sensors only, would lead to informational overflow since all
information has to be evaluated by the rather small number of security staff. By this, the view on the essential point
might be obscured. Therefore, decision support is desirable so that attention is focussed on the essentials. In this text, a
mathematical model is presented from which decision support can easily be provided. The background of the present
work is that the sensors and the security staff should be deployed in some kind of an intelligent manner in order to provide
insight to the current threat situation or in order to prevent arising threats in the most efficient way. Here, “intelligence”
comes into play by using the framework of finite-state finite-action continuous-time Markov decision processes (CMDPs).
The solution of a CMDP provides optimal actions which take into account the evolution of the threat situations over the
whole time horizon, which is assumed to be infinite in our case.

Mathematics finds use in numerous surveillance applications. But applications primarily focus on methods for sensor
data analysis. One important matter is the evaluation of sensor data with statistical and simulation methods in order
to discover knowledge from the data. This is known as data mining. Several methods are presented, e. g., in (Tan
et al., 2006; Ganguly et al., 2009). Furthermore, biometrics, e. g., face, fingerprint and speech recognition, finds use in
surveillance applications (cf. (Delac and Grgic, 2004; Tistarelli and Nixon, 2009; Tistarelli et al., 2009)), which also
requires mathematical background in stochastics and statistics.

(Shu et al., 2005) present a framework for performing real-time event analysis. It consists of a smart surveillance
system in which the sensor evaluation is automatic. From the result of the sensor evaluation, certain events of interest
are automatically generated and cross indexed into a single data repository. The security staff then performs appropriate
actions with the help of the database which also provides real-time access to recorded sensor data. This framework merges
the data of the single surveillance means in order to give more information to the security staff. But the framework does
not propose optimal actions to the security staff. Although there are systems which provide information on the current
threat situation of infrastructures, no attempt can be found in the literature in order to support the security staff in choosing
optimal actions. This thesis presents a first step in the direction of proposing optimal actions to the decision maker. To
this end, a mathematical model for the dynamics of threat of a critical infrastructure is formalized, from which optimal
actions can be obtained for the current threat situation.

In this work, we present the mathematical model for the dynamics of threat of a critical infrastructure. The resulting
model is a CMDP. Several theoretical aspects of the model are discussed. Among these, the structure of optimal policies
is considered and bounds on the optimal value function are derived. Unfortunately, the exact solution cannot be computed
for large infrastructures due to the sheer complexity of the model. Therefore, we consider a new heuristic index, and
we examine the mathematical background of this index for a generalization of the model for the surveillance task. The
surveillance task itself is approximately solved by a heuristics which uses the aforementioned index. Furthermore, we
show that the original framework might not be adequate to the decision maker’s preferences since she might be risk-averse.
Therefore, finite-state finite-action discrete-time Markov decision processes (MDPs) are considered with respect to new
optimality criteria. At first, the criterion is to minimize the average value-at-risk of the total discounted cost over a finite
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or over an infinite horizon. Then the minimization of the average value-at-risk of the average cost is considered. The
thesis is organized as follows.

In chapter 2, we shortly present the mathematical theory of CMDPs. The theory is well-known and can be found, e. g.,
in (Bertsekas, 2001; Guo and Herndndez-Lerma, 2009; Puterman, 2005). At first, the definition of a CMDP is given. In
section 2.2, we introduce the expected total discounted cost criterion. In section 2.3, the expected total discounted cost
criterion is solved. Furthermore, solution methods such as linear programming and value iteration are presented.

In chapter 3, the mathematical model for the surveillance task is given in detail. At first, the infrastructure is divided
into sectors. To capture the structure of the infrastructure, we model a dependency structure of the sectors. Current
threat of the infrastructure is measured by a finite number of threat levels. The model dynamics is based on defining
proper threat events, which are endowed with certain features such as state transition functions, costs and occurrence
rates. Moreover, elementary actions are modelled, which are endowed with transition mechanisms, costs and a time until
completion. From the model, we derive a CMDP. In the course of this chapter, an example infrastructure is constructed
which is considered in the following text.

In chapter 4, we consider mathematical aspects of the model. At first, it is shown that it is beneficial to have a large size
of security staff in hand if the staff does not earn a fixed salary but is only paid for actual working time. Furthermore,
if the parametrization of the mathematical model satisfies certain assumptions, then we derive that a policy which is of
control threshold type is optimal. From a generalization of the mathematical model in section 4.2, we derive bounds on
the optimal value function of the surveillance tasks in terms of the sector-wise optimal value functions.

In chapter 5, approximate solution methods and heuristics are studied. This is necessary since the exact solution methods
do not work for large infrastructures due to the so-called curse of dimensionality. At first, requirements on approximation
methods for the surveillance task are stated. It is shown that value iteration does not satisfy these requirements. In
section 5.3, we consider approximate linear programming where we exploit the special structure of the mathematical
model. In section 5.4, we consider an approach using heuristics. At first, the concept of index policies is explained by
considering the well-known indices of Gittins and Whittle. In section 5.4.4, a new heuristic index is introduced. It is shown
that it can be seen as an approximation of the Whittle index. The heuristic index and the Whittle index are compared in a
small simulation study for a resource allocation problem. In section 5.4.6, the heuristics for the surveillance task based on
the heuristic index is presented. The chapter is concluded with a study on the impact of the model parameters on the
performance of the heuristics.

In chapter 6, we show that the concept of the expected total discounted cost might not fit the decision maker’s preferences
since she might be risk-averse. To this end, we investigate two risk measures, value-at-risk and average value-at-risk, with
respect to their suitability for the surveillance task. It turns out that the average value-at-risk is an adequate risk measure
for the surveillance task.

In chapter 7, MDPs are examined. At first, a technique, called uniformization, is illustrated to convert the CMDP-
model for the surveillance task into an MDP which is equivalent for the expected total discounted cost criterion over an
infinite horizon. The optimality criterion is the minimization of the average value-at-risk of the total discounted cost. In
section 7.5, the finite-horizon case is studied. The analysis of this problem is tackled by solving an intermediate criterion
at first. The intermediate criterion penalizes costs only if they exceed some given threshold. It is shown that there are
deterministic optimal policies for the intermediate criterion, which might depend on the history. In section 7.5.2, the
average value-at-risk criterion is solved. Again, it is shown that there exist deterministic optimal policies for this criterion.
Furthermore, the analysis shows how optimal policies might be constructed. In section 7.6, the infinite horizon case
is studied. Again, an intermediate criterion is examined at first. As in the finite-horizon case, costs exceeding a given
threshold value are penalized by the amount of excess. We consider two approaches. At first, we use results from the
finite-horizon case and examine the case when the time horizon converges towards infinity. In the second approach, we
derive an optimality equation for the intermediate criterion. Furthermore, deterministic optimal policies are constructed.
From the intermediate criterion, optimal policies for the average value-at-risk criterion can be determined.

In chapter 8, we again consider MDPs. But here, we focus on the long-run average cost. At first, we illustrate the
uniformization technique for CMDPs which determines an equivalent MDP for the expected average cost criterion. In
this chapter, the optimality criterion is to minimize the average value-at-risk of the average cost. To this end, the average
value-at-risk is computed for finite random variables and Markov reward processes in sections 8.2 and 8.3. In section 8.6,
unichain and weakly communicating MDPs are considered. For these MDP-classes, every policy which is optimal with
respect to the expected average cost criterion is also optimal for the average value-at-risk criterion for the average cost. In
section 8.7, we study the average value-at-risk criterion for general MDPs for stationary policies. To this end, the state
space is partitioned into its strongly communicating classes and its transient states. We restrict ourselves to MDPs in
which the strongly communicating classes consist of exactly one state. Then, an appropriate non-convex non-differentiable
mathematical program is formulated the solution of which is the minimal average value-at-risk of the average cost. The
chapter is concluded with a remark, which shows the structural difference between the expected average cost criterion and
the average value-at-risk criterion for the average cost.



2. Continuous-Time Markov Decision Processes

In chapter 3, the dynamics of threat of an infrastructure is modelled in terms of a finite-state finite-action continuous-time
Markov decision process (CMDP). In this chapter, we provide the theoretic foundation of the arising surveillance task.
We give the definition of a CMDP. Furthermore, we state the main results of CMDP-theory with respect to the expected
total discounted cost criterion. Besides, two solution methods are presented: value iteration and linear programming.

2.1. Definition of Continuous-Time Markov Decision Processes

In this section, we define finite-state finite-action CMDPs. Furthermore, we define randomized history-dependent and
deterministic stationary policies, which play a crucial role in the following. CMDPs are considered, e. g., in (Bertsekas,
2001; Guo and Hernandez-Lerma, 2009; Puterman, 2005). The main results and definitions of this chapter are obtained
from (Puterman, 2005).

Definition 2.1.1. A finite-state finite-action continuous-time Markov decision process (CMDP) I' is given by I =
(S,A,D,A,P,J¢ %, ), where the components are defined as follows:

e S is a non-empty finite state space.

A is a non-empty finite action space.

D C S x A is the restriction set, which satisfies the condition D(s) :== {a € A : (s,a) € D} # 0, s € S. The set D(s)
contains all actions which are admissible in state s € S.

A = (A(s,a))(s,a)cp» Where A(s,a) > 0, (s,a) € D, are the transition rates.

o P=(p%))syesaen(s). Where p%, >0and Yyesp%, =1, 5,5 €S, a € D(s), are the transition probabilities.

H = (K(s,a))(s,ajep> Where K(s,a) € R is the setup cost when initiating action a € D(s) in state s € S.

€ = (C(s,a))(s,a)cp» Where C(s,a) € R, is the cost rate, which has to be paid continuously as long as the state is
s € S and action a € D(s) is executed.

e « > (is a discount rate.

A CMDP develops over time as follows: at time 79 = 0, the system occupies some initial state s € S. The decision maker
chooses an action a from the set D(s), which could possibly be done by an appropriate random mechanism. According to
this choice, the system state remains in s according to an Exp(A (s, a))-distributed time 7;. At time #; = T, the system
state jumps to some state s’ € S, possibly s’ = s, with probability p%,. The cost the decision maker has to pay for the
time interval [fo,?1) is given by the setup cost K(s,a) and an additional cost C(s,a) - T; given by the cost rate and the
sojourn time. By choosing the next action a’ € D(s’), again, the system stays an Exp(A(s’,a’))-distributed time 75 in
s" and jumps to another state s” € S with probability p‘;,/s/, at time 7, = t; + T. The cost for the time interval [t},7,) is
given by K(s',a’) + C(s’,d’) - Ty . In this manner, the system state is evolving over time. A state path of a three-state and
two-action CMDP is illustrated in Figure 2.1, where the actions are chosen randomly according to a uniform distribution
and f;, = Zle T;,k=0,1, ..., are the decision times.

Note that the decision maker is only allowed to choose actions at transition times, i. €., she must not abort a currently
being executed action. In CMDPs, the decision maker has to decide which action is the most appropriate, i. e., optimal
action in some sense. The basis of decision making is captured in a so-called history.

Definition 2.1.2. For k € Ny, we define the set of histories (up to decision epoch k) recursively by

H() =3,
Hiy1 = Hy X A% [0,00) X S.

An element of the set Hy is called a history (up to decision epoch k). For every k € Ny, a history iy = (x0,4a0,0,X1,- - -,
ap—1,t—1,xx) is called admissible if aj € D(x;) forall 0 <[ <k— 1.
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action 1
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Figure 2.1.: State path of a CMDP.

The most general form of how the decision maker can choose an action when she has the knowledge of the evolution of
the process within our framework is given in the next definition.

Definition 2.1.3. A randomized history-dependent policy T = (T )ren, is a sequence of measurable mappings 7 :
H; x A — [0, 1] such that

Y, m(h,a)=1 and m(h,a)=0 (a¢D(x))

aeD(xy)

for all k € Ny and all admissible /; = (X(),ao,l‘(),X] e ,akfl,l‘kfl,xk) € Hj. We also write ﬂk(a‘hk) = ﬂk(hk,a). Further,
let IT be the set of all randomized history-dependent policies.

By this definition, the decision maker chooses an action randomly depending on the history. Another important class of
policies is the class of deterministic stationary policies where the action choice depends on the current state only.

Definition 2.1.4. A policy 7 € IT is a deterministic stationary policy if m(a|xo,a0,10,X1, - . ., ax—1,t—1,Xk) = T(alxg, ap,
10:X) 5@y by Xk) = m(alx) € {0,1} for all x;, x; € S, a; € D(x;), a) € D(x)) and for all 1, 1] € [0,00), [ =0, ...,
k—1, for all k € Ny, and if m(alx;) = m(alxy), a € D(xx), for all k, I € Ny. A deterministic stationary policy can be
identified with a constant sequence u* = (U, U, ...) of some decision rule i : S — A such that u(s) € D(s) forall s € S
so that 4™ can be identified with u itself.

There are more classes of policies of interest, depending on whether the action choice is randomized or deterministic
and whether the action choice is stationary or not. But in view of Theorem 2.3.4, these classes are of little interest for the
surveillance application in the following chapters.

Next, similar to (Puterman, 2005), section 11.1.4, we construct a suitable probability space (£2,.27, P™) for a given
CMDP for every € I1. Let w € I1. Then define

oo

Q=X (§xAx[0,00)) and & = é(@(s) X P(A) x B([0,0)))
k=0 k=0
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where (M) is the power set of the set M and ([0, <)) is the Borel 5-algebra of [0,c0). An element @ € Q has the
typical form

o = (x05a05707x17a171717 .. )

Define the projection mappings X; (@) := xx, Ax(®) := a; and T (®) := 74, k € Ny, as the state, action and sojourn time
processes respectively. We assume that the initial state is known so that the initial probability P is degenerated to a single
state s € S with Py({s}) = 1. The policy 7 induces a unique probability measure P on (£2,.%7) by setting the conditional
probabilities

P* (Xo =xo) = Ry({x0}).

P* (A = a| Xo = x0,A0 = A0, To = T0, - - -, Xi = k) = M (ax| (%0, a0, T0, - - - 1%k))>
P* (T < 7| Xo = x0,A0 = ao, To = To, ..., Xp = X, A = a) = | — e M) T,

P (Xi1 = X1 | Xo = x0,A0 = a9, To = T0, -, Xi = Xp, Ap = a, T = ) = Pk,

)CkGS,akGA,TkE[O,OO),kZO, 1,...,

with regard to the Ionescu-Tulcea theorem (cf. (Bertsekas and Shreve, 1978), Proposition 7.28) since S, A and [0, o) are
Borel spaces. The expectation with respect to the probability measure P” is denoted by E™. The process of transition
times (f)xeny, iS given by # = Y| T;, k € Ny. The state process (X;);>o and the action process (4,),>0 regarded as
processes in continuous time are defined by

X, =X, and A, =A, ift€ [, ) forsomek €Ny, t>0.

2.2. Expected Total Discounted Cost Criterion

Given a CMDP, one could consider several criteria such as the expected average cost criterion or the expected total
discounted cost criterion. In the following, we consider the expected total discounted cost over an infinite time horizon.
The total discounted cost C* under policy 7 is defined by

hai Tkt 1 > il " o~
c=) e"’”kK(Xk,Ak)+/ . e Y C(Xy,Ay)dt| = Ze*a’kK(Xk,Ak)jt/ e " C(X,,A,)dt,
k=0 Ik k=0 0

where the processes (Xj) ke (X)r>0, (A ket (A);>0 and (Tx)ken, depend on the underlying 7 € IT and so does C*.
Note that under every policy 7 € I1, the total discounted cost C* is a random variable. The setup cost is discounted at the
corresponding decision time, whereas the cost rate between to decision times f;, and f; is discounted continuously over
the whole interval [t ;1 1), k=0, 1, .... Denote the expected total discounted cost under policy @ € II when the initial
state is s € S by

Vi(s) = ET[C”| Xo = s].

If u : S — A is a decision rule, then we write v* := v*~ . The value function v* is finite for every 7 € IT since D is finite.
We seek for a policy that minimizes the expected total discounted cost when starting in some state s € S. To this end, let
the optimal value function v* be defined by
vi(s) := inf V7 (s), s€S.
nell
Definition 2.2.1. Let € > 0. A policy & € I is €-optimal (with respect to the expected total discounted cost criterion) if
VP <v*+ €. Apolicy ¥ € I1 is optimal (with respect to the expected total discounted cost criterion) if v = v*.

By definition of the infimum, an €-optimal policy exists for every € > 0. But the existence of an optimal policy is not
assured a priori. Anyway, we shall see that a deterministic stationary optimal policy exists within the framework of a
finite-state finite-action CMDP.

If the decision maker is not interested in costs but in rewards, the expected total discounted reward criterion, which
is to find a policy 7* € IT such that E* [ ~C>| Xo = 5] = supc;; E*[—C| Xo = 5], s € S, is equivalent to the expected
discounted cost criterion.

For a given initial state xo € S, another standard criterion for CMDPs is to minimize the expected average cost

1 t L vi—1
limsup — E” /C(X,,At)dtJr Y K(Xi.Ar)
0 k=0

f—yoo 1

Xo = XO]
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over all @ € IT, where v;, t > 0, is the number of state transitions that have occurred up to time ¢ and (v;),;>0 is the
respective process. This criterion is also considered in (Puterman, 2005). Equivalently, the expected average reward
criterion could be considered.

2.3. Solution Methods for the Expected Total Discounted Cost Criterion

In this section, we present several solution methods based on (Puterman, 2005). First, let us define the expected discounted
one-step cost by

T s,a
c(s,a)=E {K(s,a)—i—/o ewC(s,a)dt} =K(s,a)+ C(O; )E [1—e @T0]

:K(s,a)Jr@ {1/ml(s,a)e_’l(s’“)’e_“td[}
0

=K(s,a)+ C(Z;a) [1 + l(i(:l;(? p {e*M(J"“)*o‘)’} :] =K(s,a)+ m, (s,a) € D,

where Ty ~ Exp(A(s,a)). Then c(s,a) is the expected discounted cost that occurs during the first decision time #) = 0 and
the subsequent decision time #;. For every function v : § — R, we define the one-step cost operator T by

Tv(s) :== min {c(s,a) + mx Y p?slv(s’)}, sES.

aeD(s) s'es
The next three lemmas state important properties of the operator 7.
Lemma 2.3.1. The operator T is isotonic, i. e., for u, v: S — R such that u < v, we have Tu < Tv.

Proof. This is immediately clear from the definition of T since A(s,a) > 0 for all (s,a) € D and since p%, > 0 for all s,
s'€S,aeD(s). m

Lemma 2.3.2. It holds Tv* = v*.

Proof. After applying Theorem 11.1.1 of (Puterman, 2005), the proof is essentially given in (Puterman, 2005), Theo-
rem 6.22. m]

The proof of this lemma is quite involved because, among other aspects, one has to show that one can restrict attention
to decision rules rather than to the general class of randomized history-dependent policies. Again, the details can be found
in (Puterman, 2005).

Lemma 2.3.3. The operator T is a contraction mapping on the function space V := {v|v: S — R} with Lipschitz constant
Y= max( g)ep{A(s,a)/(A(s,a) + @)} with respect to the supremum norm.

Proof. Letu,v:S — R be two arbitrary functions. Further, let § := ||u — v||. such that u(s) — 8 < v(s) < u(s)+ & for all
s € S. Then

. A(s,a) a /
T(u+8)(s) = Jmin, {C(w) tieata E,Spss/ (u+8)(s )}
. A(s,a) 0 A(s,a) { A(s,a) }
B arergﬁ) {C(&a) + A(s,a)+ o S,z"esp“/ u(s') + A(s,a)+a 5} s Tu(s)+0 aglg()i) A(s,a)+a
<Tu(s)+06y", seSs. 2.1
Analogously,
T(u—0)(s) >Tu(s)—8y", seS. 2.2)

Since T is isotonic, we have

@2 @.n
Tu(s)— 6y < T(u—308)(s) <Tv(s) <T(u+8)(s) < Tu(s)+0y" (s€9),

from which we conclude ||Tu — Tv|je < ¥*|l# — v||w. Since D is finite, we have y* < 1. mi
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Now, we present the main theorem for finite-state finite-action CMDPs. It shows that the optimal value function is
the unique fixed point of the operator 7', that minimizing actions are optimal in the respective states and that an optimal
decision rule exists.

Theorem 2.3.4. The optimal value function v* is the unique solution to the optimality equation, also called Bellman
equation,

v=Tvy 2.3)

in the function space V := {v|v: S — R}. Furthermore, a deterministic stationary policy (U*)” is optimal if and only if

x . A(s,a
w(s) Eajegg;sl)ll{c(s,a)—&—l(scz)ﬂxs%p”/v )} (seS) (2.4)
if and only if
c(s,1*(s)) + M— Z =Vv*(s) (s€S). (2.5)
As, u*( =

Furthermore, such a decision rule [L* exists.

Proof. Since (V]| ||«) is a complete vector space and T is a contraction mapping on V, the Banach fixed point theorem
(cf. (Agarwal et al., 2009), Theorem 4.1.5) provides a unique solution v € V to the equation v = Tv. By Lemma 2.3.2,
v =v*. Now, let it : S — A such that u(s) € D(s), s € S, be an arbitrary decision rule, then v* is the unique fixed point
of the equation v(s) = c(s, (s)) + A (s, 1(5))/ (A (s, (5)) + &) s P v(s'), 5 € S, by setting D(s) = {g1(s)}, s € 5,
for the just derived result. Defining u* such that p*(s) € argmin,p) {c(s,a) +A(s,a)/(A(s,a) + &) Lyes poy v (s) },
s € §, we obtain

vi(s) =Tv(s) = c(s,u"(s)) + _Msp(s) pﬁj(s) vi(s'), ses,

and therefore, v = v*" so that u* is optimal. There exists some *(s) € argmin,ep(,) {c(s,a) +A(s,a)/(A(s,a) + &)

Yyesp® vi(s') } for every s € S since D(s) # 0 is finite for all 5 € S. Conversely, let [J S — A be an optimal decision
rule. Since v* = v*, we have

(s) = = Mo pls) ) pu (s V(s)=Tv"(s) =v*(s), s
V<~‘>—V“(S)—C(*“(”)*us,u(s))wé”fs’ A 2T () =TV (s) =v'(s), s€Ss. (2.6)
=Ty vk (s)

Hence, equality holds in (2.6). Thus, we have u*(s) € argmin,cp) {c(s,a) +4(s,a)/(A(s,a) + &) Lyes ply v (s) },
s € S, since otherwise, we had v#(s) = Ty, v (s) = Tﬁv*( §) > Tv*(s ) v* (s) for some s € S, violating the optimality of .
Equivalence of (2.4) and (2.5) is evident by applying v* = Tv*. O

Remark 2.3.5. For a given decision rule u : S — A, the corresponding value function can be obtained by solving the
system of linear equations

w(s) = (s, p(s) 4 o EEE) g )y e

This system of equations has exactly one solution due to the proof of Theorem 2.3.4.

Theorem 2.3.4 justifies the terminology of an “optimal action « in state s” since there is an optimal decision rule. For
applications, this result is important since one only has to search the set of decision rules in order to find an optimal
policy. Having this result in hand, it essentially remains to solve the optimality equation (2.3). This can be done in several
ways. We demonstrate two important methods in the following sections. Another common method is Howard’s policy
improvement algorithm often referred to as “policy iteration” (cf. (Puterman, 2005), section 6.4).
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2.3.1. Value lteration

Since the proof of Theorem 2.3.4 relies on the Banach fixed point theorem, a straightforward method for approximately
solving CMDPs with expected total discounted cost criterion can be deduced as in (Puterman, 2005), Theorem 6.3.1,
from the standard bounds given by the Banach fixed point theorem.

Proposition 2.3.6. Let vy : S — R be an arbitrary function. Then T"vy — V¥, n — oo. Let € > 0. If |V —v"|| <
e(1—v9")/(2y"), then a deterministic stationary policy U such that

u(s) € argmin {c(s,a) + MMSSQ) Y plvt! (s/)}, sES,

aeD(s) s,a)+ o s'es
is €-optimal.
Proof. See (Puterman, 2005), Theorem 6.3.1. O

This method is called value iteration since it is an iterated application of T to some initial (value) function. One
drawback of this method is that it does not compute the exact optimal value function in general. Only an €-approximation
of the optimal value function can be established theoretically. Nonetheless, the e-optimal decision rule 1 might indeed
be optimal. Also note that the function c(s,a) + A(s,a)/(A(s,a) + &) Lyes p%, V"' (s') has to be evaluated for every
(s,a) € D at each iteration step so that for very large state spaces or very large restriction sets respectively the value
iteration method is inappropriate.

2.3.2. Linear Programming

In order to obtain the exact optimal value function and a deterministic stationary optimal policy, one can use linear
programming. The next lemma provides the basis of this approach.

Lemma 2.3.7. The optimal value function v* is the largest function v : S — R such that v < Tv.

Proof. Let v* be the optimal value function, i.e., v* is the unique solution to the optimality equation v = Tv by
Theorem 2.3.4. Then we trivially have v* < Tv*. So, v* is a solution to v < Tv. To show that v* is the largest
solution to v < T'v, let ¥ be an arbitrary solution to v < T'v. We have to show that v* > ¥. This is clear since we have

N . . . koo . . . L . . .
PSTI<ST2< ... <Thp" 7 by exploiting that T is isotonic when using induction and by the value iteration method
of Proposition 2.3.6. Hence, v* is the largest solution to v < T'v. O

Indeed, this lemma is required to prove Lemma 2.3.2 so that it has to be proven without the use of the Bellman equation.
Now, we can formulate a linear program the solution of which is the optimal value function. Moreover, we are able to
obtain an optimal decision rule from its solution.

Theorem 2.3.8. Let § : S — R be arbitrary. The optimal value function v* is the unique solution to the following linear
program (LP):

Maximize Z E(s)v(s)

seS
under the constraint (LP)
v(s) — mx sgtspfx/ v(s') <c(s,a) ((s,a) € D).

For v =v*, the constraint (s,a*) € D is active if and only if a* is optimal in s.

Proof. By Lemma 2.3.7, v* is the largest solution to

v<Tv & v(s)— mx Y piv(s') <c(s,a) ((s,a) € D).
’ s'es

Suppose that 9 # v* is a solution to v < T'v. Then we have Y (¢ §(s) P(s) < Yyes §(s)v*(s) since § > 0. Hence, v* is the
unique solution to (LP). For v = v*, we have that the constraint corresponding to (s,a*) € D is active if, by definition,

V*(S) - )L(}L(s’a*)

s,a*)+o

Z p?; vi(s') = c(s,a®),

s'es
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which holds if and only if a* is optimal in s by Theorem 2.3.4. Conversely, we know by Theorem 2.3.4 that there is a
deterministic stationary policy so that for every s € S there is some a* € D(s) such that ¢(s,a*) + A (s,a*) /(A (s,a*) +
o) Y es p?;, v*(s") = v*(s). In other words, the constraint corresponding to (s,a*) is active for v = v*. o

Remark 2.3.9. 1. Since an optimal decision rule exists according to Theorem 2.3.4, the active constraints of (LP) are
the basis of an optimal decision rule. The decision rule p* is optimal if and only if the constraint (s, (t*(s)) is active
for v=v* for every s € S.

2. In section 6.9, (Puterman, 2005) also considers linear programming for solving the expected total discounted cost
criterion. But he uses the dual formulation of the above linear program, which is the following for an arbitrary
{>0:

Minimize Z c(s,a)x(s,a)
(s,a)eD

under the constraints

PN ICY) . N (LF)
Y x(s'.a)— m( Y, plx(s,a)=C() ('€9),

aeD(s") s,a)eD
x(s,a) >0 ((s,a) € D).

The advantage from a theoretic point of view is that existence of stationary optimal policies can be established
without use of the optimality equation. Let x* be a solution to (LP’). Then a stationary policy 7, which is randomized
in general, such that 7w(als) = x*(s,a)/ Lycp(s) X* (s,d'), (s,a) € D, is optimal where 7(als) is the probability of
choosing action a in state s. But from a practical point of view, this approach has the disadvantage that the optimal
value function cannot be derived from the solution to the dual linear program (LP’). But as we shall see later, we
need the optimal value functions of given CMDPs. Moreover, we can easily establish an optimal decision rule from
the solution to (LP).






3. The Surveillance Task

In this chapter, we model the dynamics of threat of a critical infrastructure that is exposed to multiple threats. The
dynamics are formulated in terms of a CMDP. Then the associated so-called surveillance task consists in minimizing
the expected total discounted cost of the arising CMDP. This chapter is structured as follows: at first, we give a short
overview on applications of CMDPs. In the following sections, we motivate the use of a CMDP for the threat model and
describe the components of the model in detail. The chapter is closed by a small consideration of aspects concerning the
practical application of the model.

3.1. Literature Overview of Applications of CMDPs

CMDPs find wide use in applications. In this section, we shortly summarize some areas of application besides the standard
area of queueing systems (cf. (Bertsekas, 2001; Guo and Hernandez-Lerma, 2009; Puterman, 2005)).

(White, 1993) lists numerous applications of Markov decision processes in discrete time (MDPs) as well as in continuous
time. For the definition of MDPs, we refer to section 7.2. Continuous-time models with an infinite horizon are used in the
following articles:

(Crabhill, 1974) considers a production system of various machines which could break down. The decision maker is
able to repair several machines at the same time. The criterion considered is the expected average cost criterion.

(Deshmukh and Winston, 1979) consider pricing strategies for a dominant firm in some industry with a number of
competing firms of different sizes. The dominant firm has to find a price of a product so that the expected total discounted
reward is maximized. Here, the main model assumption is that, when the price of the product is high, then new firms are
founded which want to skim the market and, therefore, decrease the profit of the dominant firm. So, the dominant firm has
to find a price which balances maximal short profit and the loss of sales due to the foundation of new firms.

(Lefevre, 1981) considers the control of the spread of an infectious disease for a closed population, which is modelled
as a controlled birth and death process. The decision maker is able to quarantine the entire population or to apply some
medical care treatments to the infective individuals. The goal is to minimize the expected total discounted cost.

More recent applications of CMDPs can be found in the following articles: (Qiu and Pedram, 1999) consider dynamic
power management. It is sought for a policy which minimizes the power dissipation of a system of electric power
consumers under performance constraints. Their goal is to minimize the expected total discounted cost as well as the
expected average cost where the cost contains power consumption and a switching energy which arises at state transitions.

(Nair and Bapna, 2001) consider internet service providers, which offer services to users. It is assumed that there are
two classes of customers, platinum and gold customers, which have different arrival and service rates. Since the internet
service provider has a limited capacity, it must be decided whether arriving customers should be admitted to the system or
whether they should be refused. The goal is to maximize expected total discounted reward.

(Economou, 2003) considers immigration of batches of pests in a habitat. The state space is the number of the pests in
the habitat which is countably infinite. The damage done by the pests yields certain costs. The decision maker can set a
catastrophe mechanism which also yields a cost. The expected total discounted cost criterion as well as the expected
average cost criterion are considered.

(Kyriakidis, 2006) considers a population of pests in a habitat of finite size. As long as the decision maker does not
intervene, pests immigrate into the habitat at given rates. The decision maker is able to introduce a predator to the habitat.
The predator arrives at a given rate. When the predator arrives, immigration of the pests immediately stops. The predator
captures the pests one by one at given rates until there is no pest left. After some time, the predator emigrates from the
habitat and the pests commence to immigrate. The expected average cost criterion is considered.

(Guo et al., 2009) model biochemical reactions. The state is given by the actual number of several molecules. The
actions are given as the rates of chemical reactions, which can be controlled by experimental conditions such as temperature
and pH-value. The actual reward is given by weight factors of the respective molecules. They consider the expected
average reward criterion.

(Feng and Pang, 2010) consider a manufacturer who produces one product. The decision maker decides whether the
produced product should be sold on the spot market and at which rate the product should be produced in presence of a
long-term contract. The considered optimization criterion is the expected total discounted cost criterion.
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3.2. Motivation for the Use of a CMDP

To give a motivation for the use of a CMDP to model the dynamics of threat, we have a look at an example threat scenario
which could take place at some fictitious airport. The evolution of threat could be as follows. At first, we assume that
each sector of the airport is in a perfect safe state. Then, after some random time, some security- or safety-relevant
event occurs, e. g., an alarm occurs in the technical sector. Due to this event, an increase of threat of the technical sector
would be observed. Moreover, threat might be increased in other sectors because there is a dependency of spatial or
functional nature. For example, after an alarm occurred in the technical sector, it is more likely that the electric power
supply breaks down, and therefore, threat of sectors which require electric power, e. g., such as the terminal and the apron,
might be increased. Moreover, threat might be increased in the terminal if it is proximate to the technical sector. After the
occurrence of the alarm in the technical sector, the question arises which appropriate actions the security personnel should
perform in the particular sectors of the airport in order to provide the safest states of the infrastructure over an infinite
horizon. Specifically, if the security staff is limited, one has to decide where the actions should be performed.

These dynamics can be modelled as a CMDP if we assume that the occurrence times of relevant events such as alarms
are exponentially distribution. The preceding ideas are formalized in the subsequent sections 3.3.1-3.3.5.

3.3. Components of the Threat Model

In this section, we describe the components of the threat model from which the CMDP is built. In detail, the components
of the model are

e the structure of the infrastructure (cf. section 3.3.1),
e threat levels (cf. section 3.3.2),

e threat events (cf. section 3.3.3),

e clementary actions (cf. section 3.3.4) and

e dangerous objects (cf. section 3.3.5).

Throughout this section, we make things clear on an accompanying example. We consider a small airport consisting of
four sectors: technical sector (TS), terminal (T), apron (A) and fence (F).

3.3.1. The Structure of the Infrastructure

The infrastructure itself is identified with its sectors. A particular sector might be some physical part of the infrastructure,
e. g., a building, a floor of a building or a single room. But also a more abstract but critical component of the infrastructure
could be modelled as a sector, e. g., the power supply or the water supply of the infrastructure. In the following, let X be
the non-empty finite set of all sectors of the considered infrastructure.

As seen in the motivation in section 3.2, the sectors alone do not cover the whole structure of the threat dynamics.
Dependencies between sectors have to be considered. To model the dependencies, we define the adjacency matrix
N € {0, I}EXZ, where N(o,0*) =0, 6, 6* € Z, if 6* does not depend on 0, i. e., relevant events in 6 do not have any
influence concerning the threat state of 6*. If 6* depends on o, then we define N(¢,6*) = 1. For completeness, we
define N(o,0) =0 for all o € X. Note that the dependency structure need not be symmetric.

Example 3.3.1. In Figure 3.1, the fictitious example airport is illustrated. Here, £ = {TS, T, A,F} and

TS T A F
0110\ TS
ro1o0] T
N=1o0100]| A
0010/ F

In Figure 3.1, the dependencies between the sectors are indicated with arrows where an arrow leading from ¢ to ¢* if
N(o,0%)=1.
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Fence

Apron

Terminal

Figure 3.1.: Structure of the example airport.

3.3.2. Threat Levels

At every point in time, each sector is in a certain threat state. To measure the current threat state of a sector, we introduce
threat levels. We assume that a threat level takes a value lying in the set G = {0, 1, ..., gmax }. Here, O should indicate a
safe threat state, whereas gmax should indicate the most threatened state of a sector. An interpretation of the respective
threat levels is given below since we have to define other components beforehand. However, we define

S:=G*

as the state space of the CMDP. A state of the CMDP assigns a threat level to each sector. Therefore, the current state can
easily be depicted as a risk map of the infrastructure from which the decision maker is able to determine the current threat
state at a glance.

Example 3.3.2. In the airport example, we assume gnmax = 4 so that the state space of the respective CMDP is § =
{(5(0))gex | s(0) €{0,1,2,3,4}, 6 € £}. The whole model consists of 5* = 625 states.

3.3.3. Threat Events

We model events that influence threat of a certain sector with threat events. Examples for threat events of interest are
various alarms in the sectors and the destruction of the sectors. The set of all threat events that may occur in sector 6 € X
are denoted by & (o). Occurring threat events influence the threat situation in a crucial way. To this end, a threat event
e € &(0o) is endowed with certain features:

e When e occurs, the subsequent threat level of ¢ is determined by the transition function ¥, : G — G.

e When e occurs, the subsequent threat levels of a dependent sector is determined by the transition function y, : G —
G.

When e occurs, the decision maker incurs the cost C, > 0.

If the current threat level of o is g, then e will occur after an Exp(A,(g))-distributed time which is independent of
all occurrences of threat events of all sectors.

The cost C, might be the actual monetary value of the threat event e € & (). But C, could also be a weight which
represents the dislike of the decision maker for the occurrence of e.

By this parametrization, the subsequent state when e € &(o) occurred can be determined by a function §, : S — S. If
s € S is the current state just before e € &(0) occurs, then the subsequent threat level of 6* € X is

¥ (s(c*)), ifo*=0o
C(s)(0%) =2 W(s(c%)), ifN(c,0*)=1, s€S.
s(o™), else

Example 3.3.3. In the airport example, we have three threat events for each sector. In every sector ¢ € X, an alarm may

be triggered in ¢ (32™), ¢ may be destroyed (ede5"ction) or nothing may have happened in o (e%;™). For every o € X,

the transition functions are given by

W (8) = min{g+2,4},  Wuum(g) =min{g+1,4},

13
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%(éeslruction (g) = O, llleg_estruclion (g) = 4,

1, ifg=0,1,2 B
"Ve?f"'(g)_{g—l, ifg=34 ° VYarl®=g

where g € G. So, an alarm increases the threat level by two in the affected sector, and in dependent sectors, the threat
level increases by one. When a sector is destructed, we assume that it is rebuilt in no time and that the subsequent threat
level is 0. In contrast, all dependent sectors are severely threatened. We introduce a third threat event. It models that
threat varies after some time has passed. The threat events ¢’ are triggered by a random number generator which is
assumed to be integrated in the system. When nothing has happened in a sector with threat levels 2, 3 or 4 during an
appropriate amount of time, then the threat level decreases by one since there is evidence that threat is not as large as it is
supposed to be. If the threat level is 0, then, after some time, threat increases since knowledge about the real situation
diminishes. (This mechanism is introduced to force the decision maker to gather information or to initiate inspection
walks after a random time. Otherwise, the decision maker would have to wait until an alarm is triggered or a sector is
destructed. So, e%™ could be seen as a small alarm in ©.) If the current threat level is 1 and nothing happened, then the
threat level remains 1. The costs of the threat events are

Ce?rlarm =0 (G € Z)’

Cedeslruclion - 1,000,000, Cedeslruction - 10,0007000, Cedeslruction - 5,0007000, Cedeslruction - 100,000,
TS T A F

Cun =0 (CEX)

The occurrence rates of the threat events are given by

1 1 1
At (0) = 1380° Agaam (1) = 31 At (2) = 2’ Agtam (3) =2, Ay (4) = 4,

1 1 1
)veg_cstruction (0) - % > )veg_cslruction (1) - @ > leg_cstruction (2) j B zvedo_cstruction (3) = 1, )vetc:l;cstruction (4) = 2’

~2
Agn () =1, Agn() =1, 2pn(@) =1 Apn(3)=1. Agn(4)=1

€c

for all o € X, where the time unit is given by 1 hour.

3.3.4. Elementary Actions

Now, we model the available actions of the CMDP. We assume that the decision maker is able to execute one elementary
action from the finite set Ag # 0 in every sector. Further, we assume that a passive elementary action, denoted by 0, is
available in every sector. Then the action space is

A=Af,

i.e., the decision maker has to choose one elementary action for every sector. Similar to a threat event, an elementary
action agp € Ao is endowed with certain features since it influences the dynamics of threat:

e There is a probabilistic transition mechanism @,  for the affected sector 0. Let g € G be the current threat level
of o just before ag is completed. Then the subsequent threat level of ¢ is g’ with probability <I>§0’6(g' ).

e There is a transition function @, : G x G x G — G such that ¢, (g, gs,8c+) is the subsequent threat level of the
dependent sector *, when due to the completion of elementary action g in ¢ the respective threat level changes
from g5 to g and gs+ is the current threat level of o*.

e There is a cost rate ¢4, > 0 so that executing ag costs ¢, per time unit.

e If qy is executed in o, then it will be accomplished after an Exp (A4 (ao))-distributed time which is independent of
all occurrences of threat events of all sectors and independent of all completions of elementary actions in every
sector.

For the passive elementary action 0, we define 455,0(3) =1forallo € X and g € G, ¢0y(gs,85,80*) = 8o+ for all g5,
g5, 8o+ € G, co = 0 and for all A5(0) = 0 for every ¢ € X. So, the passive elementary action does not change the threat
level of the respective sector, it does not cost anything, and it will never be accomplished. Therefore, a sector in which
the passive action 0 is executed has to rely on elementary actions being executed in sectors from which the first one is
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[g\g'[| O [1[2]3] 4 |
0 [099]0]0]0]001
i 08 [0][0|0]02
2 [[05[0[0[0] 05
3 [ 02[0[0][0] 08
4 001 [0[0]0]09

Table 3.1.: Parameters of & _(g) forall o € X.

dependent. If no such elementary action is executed, then the sector is at the mercy of threat events that could occur in the
respective sector and in those sectors from which it is dependent.

Let s = (s(0))gex € S be the current state just before completion of an elementary action ag in sector 6. Depending

on the outcome g’ € G, the subsequent state can be determined by a function Cglg(:’d : § — S which is defined by

’ gl’ lf O-* =0
Cfoﬁ(s)(a*) =1 @q(s(0),¢,s(0")), ifN(oc,6*)=1, seS, 0" €.
s(c™), else

Example 3.3.4. In the airport example, we have three elementary actions: “Do nothing” (0), “Camera evaluation” (1) and
“Inspection walk” (2), where the parameters are the following: we give (Pf -(&") in Table 3.1 which is independent of .
When a camera evaluation is completed, it is observed that the sector is either in the safe threat level O or that it is severely
threatened so that the threat level is 4. We define

min {4,max {O,gc* + {%J }} , ifgo =0

/
/ ’ go, g(y €G9
min {4,max { 1,86+ + {%J }}, else

01(86:85:80%) =

where |- | is the floor function, i. e., | x| is the smallest integer z such that x < z for x € R. Thus, the subsequent threat level
depends on the result of the camera evaluation in 6. So, by the definition of ¢;, we assume that we can conclude that the
threat levels of dependent sectors change about a half of the change of the threat level of 6. The min-max construction
assures that the threat level stays in G = {0,...,4}. The cost rate is ¢; = 0 since we assume that the security staff earns a
fixed salary. The rates are

As(1)=30 (0 €X),

which means that a camera evaluation takes approximately two minutes since the time unit is 1 hour. For the inspection
walk, we assume

D5 _(0)=1 (ce€ZX,g€l),

which means that the inspection walk is carried out perfectly leaving the respective sector at threat level 0. For the
dependent sectors, we define the subsequent threat level by

0 if gor =0

X /
max {1,g5+ — 1}, else » 8058080 €G.

02(85,85,80") ={

Again, we set the cost rate c; = 0. The rates until completion are given by
As(2)=10 (c€X)

so that an inspection walk takes about six minutes in every sector. The functions ¢ and ¢, are defined in such a way that
it is not possible to reach threat level 0 by completing elementary actions in sectors from which the first one is dependent.
To reach threat level 0, an elementary action has to be accomplished in the respective sector (or the respective sector must
be destructed). This is due to the practitioner’s point of view: when there is evidence that threat is increased in a certain
sector, then it is necessary to act in that sector directly.

15



3. THE SURVEILLANCE TASK

3.3.5. Dangerous Objects

In our model, we also include that there could be dangerous objects in the sectors which should be removed. By ¥5(g),
we denote the probability that there is a dangerous object, e. g., a bomb or an abandoned suitcase, in sector ¢ at threat
level g. The removal of the object costs an expected amount of Cs > 0 which has to be paid when an elementary action is
completed in the affected sector. In this manner, elementary actions are made more expensive.

Example 3.3.5. In the airport example, when elementary actions 1 or 2 are completed, there might be some probability of
detecting dangerous objects. Nevertheless, we define ¥5(g) =0 forall 6 € X and g € G. We define Cs =0 forall 0 € £
so that removing dangerous objects is free of cost.

Now, we come back to the interpretation of a threat level g € G of sector o € X. The threat level is g if the threat events
e € &(0) occur at the given rates A,(g) and if dangerous objects are located in ¢ with probability Y5 (g).

3.3.6. Discount Rate

The discount rate o > 0 determines the influence which the elapsed time has on the incurred cost. If « is very large,
then only costs arising during a short period have a significant influence on the total discounted cost. In this case, the
decision maker would have a myopic attitude and wants the cost to be minimized over a short period, whatever costs will
be incurred later on. Whereas, if a = 0, the decision maker considers the long-run behaviour of threat of the infrastructure.
More accurately, we have the following theorem.

Definition 3.3.6. Let Iy, = (S,A,D,A,P, ¢ ,¢,a), o > 0, be finite-state finite-action CMDPs. A policy 7 € IT is
Blackwell optimal if there is some ¢* > 0 such that 7 is optimal for all 0 < o0 < ™.

Theorem 3.3.7. Let Iy, = (S,A,D,A,P, ¢ ,€,Q), a >0, be finite-state finite-action CMDPs. Then there is a Blackwell
optimal decision rule W*. Furthermore, W* is optimal for the expected average cost criterion.

Proof. See (Puterman, 2005), Theorems 10.1.4 and 10.1.6. m]

Example 3.3.8. In the airport example, we assume that there is a half life of 1 day or 24 hours respectively for the cost.
That means, costs of the respective states and executed actions only count in half of their present amount 24 hours later.
Here

log(2
e—24oc:0'5 RN o= %4(],) =0.02888....

One could also define o to be the actual discount rate if the costs are monetary values.

3.3.7. The CMDP-Model

We assume that all exponentially distributed times for the occurrences of threat events and for the completions of elementary
actions are independent for all sectors. In this case, we are able to formulate the CMDP from the parametrization given in
sections 3.3.1-3.3.6. As already mentioned, the state space is

§=G*,

and the action space is
z
A - AO .

Let the number of the available security staff be » € N. We assume that each person of the security staff is able to perform
exactly one elementary action in one sector at the same time. So, the decision maker is allowed to perform elementary
actions different from the passive elementary action 0 in at most r sectors. Therefore, we define the restriction set

Z (1—50a(6>)§r}, sES,

oeX

D(s) = {a €A

where § is the Kronecker delta. The transition rates of the CMDP are given by

A(s,a) =Y l Y PLe(s(O'))Jrlg(a(G))] , (s,a) €D.

oeX [ecé(o)
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3.3. COMPONENTS OF THE THREAT MODEL

If A(s,a) > 0, then the transition probabilities are explicitly given by

1

)

Y| ¥ ze(s(o)).n(s/:ge(s))M{,(a(o))qb;ggg’(;(s/(o)).]1(sf:;;;g?o(s))},

ceX |ecé(0)

5,5 €S, a € D(s), where 1(.#) = 1 if the mathematical statement . is true and 1(.%) = 0 if .¥ is wrong due to the
independence of all threat events and elementary actions. If A(s,a) = 0, then the system remains in s forever so that s
is absorbing under a, and pfx, can be defined arbitrarily. In our model, the setup costs are zero, i.e., K(s,a) = 0 for all
(s,a) € D. One might introduce set-up costs for the elementary actions. In this case, continuing an elementary action after
a decision time, would result in another set-up cost. So continuing an action, cannot be modelled since the respective
elementary action would be started anew. If the set-up cost is zero for all elementary actions, then setting up an elementary
action again can be interpreted as continuing the elementary action due to the lack-of-memory property of the exponential
distribution.

Now, we define the cost rates. Let e € &(0) for some ¢ € X and let s € S. After an expected time of 1/4.(s(0)),
e occurs, which yields the cost C,. If we define the respective cost rate A,(s(0))C,, the cost C, is incurred after the
expected time 1/A.(s(o)) until occurrence of e. A similar argument for the cost rate is applied to the terms representing
the removals of dangerous objects. Therefore, the cost rates of the CMDP are defined by

Cls,a) =), [ Y, Ae(5(0))Ce+cuio) + (1= Oou(o)) Ao (a(0)) Yo (s(0)) Co | . (s,4) €D,

o€X |ecé(0)

since the cost rates of the elementary actions have to be added assuming that every elementary action except O is able to
detect dangerous objects. The discount rate & > 0 can be chosen arbitrarily.

To determine the contraction operator 7 for the expected total discounted cost criterion for the surveillance task with
restriction set D, the transition probabilities P need not be calculated explicitly. For v : S — R, the operator T takes the
form

C(s,a)+ Y

oceX

Y Ze(s(0))v(Cel(s))

ecé(s(o))

g (a(c)) 45;8))76\/({5(16)766))”}, s€Es.

geG

. 1
TV(S) - agg?\‘) { A.(S,Cl) +o
3.1

The surveillance task consists in finding an optimal policy for the expected total discounted cost criterion. In other words,
the surveillance task consists in finding a policy which minimizes the expected occurrences of (appropriately discounted)
expensive threat events. Theoretically, as seen in section 2.3.2, this problem can be solved by linear programming which
yields an optimal decision rule.

Next, we compute the number of states and actions depending on the number of sectors |X| and the security staff size r
in order to get some insight into the numerical complexity of the surveillance task.

Proposition 3.3.9. For some infrastructure, let the parametrization be given as in sections 3.3.1-3.3.6 and let r € Ny.
Then we have

>
151 = (gmax+ D and |A|=Z<R|)<|Ao|—1>R.
R=0

Proof. The formula for the number of states is clear. If exactly R € Ny elementary actions apart from O have to be
executed, then there are (lil) subsets containing R sectors. In each sector, |Ag| — 1 elementary actions apart from 0 can
be executed making (JAg| — 1)X such actions for a given subset of R sectors. Adding over all R =0, ..., r yields the
assertion. ]

Example 3.3.10. With the parameters given in the accompanying example of this section where the security staff consists
of two persons, we obtain the following optimal values:

1*(0,0,0,0) = 505,180.3, v*(2,2,2,2) = 576,118.5, v*(4,4,4,4) =2,766,976.2.

An optimal decision rule is depicted in Figure 3.2. It has to be read in the following way. The horizontal axis as well as
the vertical axis illustrate the threat levels of two sectors. Take the horizontal axis. The two considered sectors are the
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Figure 3.2.: Optimal decision rule for the accompanying example when the staff size is two.
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Figure 3.3.: Optimal value function of the accompanying example when the staff size is two.

technical sector and the fence. The first block of length five represents threat level O for the technical sector. Within this
block, the threat level of the fence goes from 0 on the left side to 4 on the right side. The next block contains the states
in which the threat level of the technical sector is 1. Again, within this block, the left column belongs to threat level O
of the fence and the right column belongs to threat level 4 of the fence. In a similar manner, the vertical axis has to be
interpreted. The blocks belong to the threat level of the terminal. The rows within such a block belong to the threat levels
of the apron. Consider the top left mark. It belongs to the state s with s(TS) =0, s(T) =4, s(A) =4 and s(F) = 0. The
four large blocks of Figure 3.2 tell us which elementary action is optimal for the respective sector in the respective state.
A white square corresponds to “Do nothing” (0), a black square standing on a vertex corresponds to “Camera evaluation”
(1), and a black square standing on an edge corresponds to “Inspection walk” (2). In s, the optimal action ©*(s) is given
by u*(s)(TS) =0, u*(s)(T) =2, u*(s)(A) =2 and u*(s)(F) = 0. This example shows that there is little structure in the
optimal decision rule. Roughly, one could say that elementary actions besides 0 are optimal in expensive sectors or if the
sector has many dependencies. But due to the lack of structure of an optimal decision rule, the decision maker cannot
easily guess optimal actions.

The respective optimal value function is shown in Figure 3.3. The states are arranged in the x-y plane in the same manner
as in the plot of the optimal decision rule. The states (0,0,0,0), (0,0,0,2), (0,0,2,0), (0,2,0,0), (1,1,1,1), (2,0,0,0),
(2,2,2,2), (2,4,4,0), (2,4,4,1), (2,4,4,2), (3,3,3,3) and (4,4,4,4) are marked, where the order of the components is
TS, T, A, F. From this illustration, it can be seen that the threat level of the terminal has the greatest influence on the
optimal value function. The blocks corresponding to the same threat level of the terminal are more or less at the same
height so that there are levels of the optimal value function. These levels are varied by the threat level of the apron.
Whereas the influence of the threat levels of the technical sector and the fence is quite small. Note that, if we fix three
threat levels of three sectors, then the optimal value function need not be increasing in the component of the last sector.
This can be seen from the states (2,4,4,s(F)), s(F) € G. We have v*(2,4,4,0) >v*(2,4,4,1) <v*(2,4,4,2).

Now, consider the same infrastructure where the staff size is four. The optimal values of the states (0,0,0,0), (2,2,2,2)
and (4,4,4,4) are

1*(0,0,0,0) = 452,601.5, v*(2,2,2,2) =493,369.6, v*(4,4,4,4) = 1,909,995.9.

The costs are smaller than in the case when the staff size is two. The reason is that more actions can be executed in if
the staff size is four than when the staff size is two as shown in Theorem 4.1.1. An optimal decision rule is depicted in
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Figure 3.4. Again, the optimal decision rule is low in structure. The optimal value function is illustrated in Figure 3.5.
The level structure of the optimal value function is quite similar to the optimal function of the surveillance task with staff
size two.

Also note that it need not be optimal to execute an elementary action when the current threat level is greater than O.
This is due to the rather non-transparent structure of the respective CMDP. Consider the state (3,0,0, 1) in which action
(2,2,0,0) is optimal. Why is it not optimal to execute 2 in F? We have v*(3,0,0,0) > v*(3,0,0, 1). Since executing 2 in
F shifts some probability mass towards the state (3,0,0,0), 2 is not optimal in F. A reason might be the modelling of
elementary action 1. When a camera evaluation is completed in threat level 1, then there is quite a high probability to end
up in threat level O so that the threat level of dependent sectors decreases by one with high probability. This mechanism
could not be used if the threat level of the fence was 0.

3.4. Aspects of a Practical Application of the Model

In this section, we consider some aspects when modelling the dynamics of threat of an infrastructure in practice along the
above lines.

In practice, various kinds of threat might appear in a sector of the underlying infrastructure. For example, in some
sector, fire could break out or electric power could break down. But threat events concerning different threat types might
have very different effects on the threat levels of dependent sectors. Furthermore, only the amount of threat with respect
to a certain threat type might change so that the threat level which measures the occurrence rates of all threat events of
all threat types cannot include this information. Potential fire outbreaks might threaten only adjoining sectors, whereas
a potential breakdown of electric power might have effects on much more sectors. The model covers these thoughts
by mapping one original sector of the infrastructure onto various sectors of the model where each sector stands for one
threat type of the original sector only. Then the dynamics can exclusively be defined for each threat type. In doing so, the
CMDP becomes more complex since the state space and the action space increase considerably.

If the set of threat events contains multiple threat types, then threat appears in a more or less abstract sense. So, the
dynamics of threat has to be understood in a qualitative manner. One could think of the model as of a cloud of abstract
threat spreading on the sectors of the infrastructure. The thicker the cloud gets, the more it costs. The cloud can be
forced back by threat-reducing actions. But threat itself is not concrete so that no threat-specific countermeasures can be
modelled.

It is not very hard to define meaningful parameters for most of the components of the threat model. A lot of parameters
are known from a rigorous risk assessment of the infrastructure. For example, the structure of the infrastructure, threat
events, the respective costs and possible elementary actions should be known. More tricky is the definition of the threat
levels, where the occurrence rates of the threat events should be defined appropriately. The same applies to the transition
functions and the transition mechanisms of the threat events and of the elementary actions. Both definitions are a matter
of sure instinct. The discount factor can be chosen arbitrarily from a computational point of view, except for round-off
errors. So, it should be chosen very small so that the long-run behaviour is considered in view of Theorem 3.3.7.

In order to provide support for the correct risk assessment of the security staff, the current threat state might be illustrated
on a monitor by depicting a risk map with several colours indicating the various threat levels of the sectors. Furthermore,
optimal actions might be shown on the map in order to provide decision support to the security staff.

The main problem of the model is its complexity. For an infrastructure consisting of five sectors where gmax = 4,
the exact optimal decision rule is computable by linear programming. But for a similar infrastructure consisting of six
sectors, the solution of the respective linear program was not available within 48 hours. This is a very small infrastructure
compared to realistic infrastructures like a small airport. To tackle the surveillance task, we have to consider approximation
techniques. This is done in chapter 5.
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Figure 3.4.: Optimal decision rule for the accompanying example when the staff size is four.

v
L

K]

TS
F

Technical Sector/Fence

Technical Sector/Fence

in Fence

10ns 1n

Act

Actions in Apron

L L1111}
(24 [um]
HENOD

mEEOR

(24 [miu]
L L L1 1]

[ L | [uu]

v T 0 v T
€

o v T 0 ¥ T O
T I

uoldy/feuruiia],

HEEeN
EEEeN
HEEeN
EEEeN
EEEeN

EEEeN
EEEeN
EEEeN
HEEeN
EEEeN

EEEeN
EEEeN
EEEeN
EEEeN
EEEeN

EEEeN
EEEeN
HEEeN
EEEeN
HEEeN

EENEQ
L L] [u]
EENEQ
L L] [u]

HENeN EHEN+N EEENE EEEEQ

HEEEQ -

v T 0 v T
14 €

TT TTTTT TTTTT
0¥ T 0t T 0

T 1

uoxdy/euruo ],

14

T
0

ov
L

«

TS

Technical Sector/Fence

Technical Sector/Fence

21



3. THE SURVEILLANCE TASK
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Figure 3.5.: Optimal value function of the accompanying example whe the staff size is four.
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4. Model Analysis

In this chapter, we consider several aspects of the mathematical model for the surveillance task. At first, we show that
increasing the staff size leads to a decrease of the optimal value. Then we derive that a control threshold policy is optimal
in the case of an infrastructure consisting of exactly one sector if it satisfies certain assumptions. This is followed by a
section which considers infrastructures without dependencies. In the second section, we consider how a policy derived
from an infrastructure with no dependencies performs in the very same infrastructure, now, with dependencies. This is
done by means of a generalization of the threat model, which we call a coupled CMDP.

4.1. Exact Solution

In this section, we derive some results concerning the exact solution of the surveillance task. At first, we show that it
pays off to have a maximal number of security staff at hand. In a second part, we demonstrate that a control threshold
policy is optimal for a surveillance task for a one-sector infrastructure. Third, it is illustrated that it is optimal to solve the
surveillance task for each sector separately if the infrastructure has no dependencies.

4.1.1. Dependency of the Optimal Value Function on the Staff Size

At first, we show that increasing the staff size leads to a decrease of the optimal value so that it is profitable to have
maximal staff size at hand.

Theorem 4.1.1. For some infrastructure, let the parametrization be given as in chapter 3. Let r < v/, and let v} and vy
be the optimal value functions for the surveillance task with staff size r and v’ respectively. Then

* *
V., Z V.

Proof. Let D, and D, denote the restriction sets for the surveillance task with staff size r and #’ respectively. Moreover,
let 7, and T,» be the respective contraction operators as defined in (3.1). Now, let v : § — R be arbitrary. Since D, C D,
we have T,v > T,sv, from which Trzv >T,T.v> Tr%v follows from isotony of 7. By induction, it follows 7)"v > Tr’,‘v for all
n €N. Since T}'v — v}, n — oo, and T} — v};, n — oo, by value iteration of Proposition 2.3.6, the assertion follows. O

So, it is best having a large security staff in readiness, as long as only the effective working time has to be paid. An
example of this theorem has already been given in Example 3.3.10. In practice, there is a fixed number of personnel r
employed so that, in fact, actions do not cost anything. But each employee earns a fixed cost rate cy,gr > 0 per time unit. In
this case, the arising discounted cost rcy,fr/ @ for the salaries has to be added to the optimal value function v} so that the
real expected total discounted cost for s € S is vi(s) + r csuatr/ . As deduced in Theorem 4.1.1, the optimal value function
v¥ is decreasing for r increasing. But the additional amount r ¢,/ 0 might overcompensate this benefit. In this manner,
the threat model could be used as a tool for optimal resource planning by choosing an r* such that v, (s) + r* g/ o is
minimal for a given state s € S.

4.1.2. Optimality of a Control Threshold Policy

Although there is no practical interest, we examine the case of an infrastructure consisting of only one sector next. We
derive the optimality of a control threshold policy (CTP) if the parametrization of the threat model satisfies certain
assumptions. When there are two available actions, a CTP chooses the first action for every state below some control
threshold and uses the second action for every state above this control threshold.

CTPs turn out to be optimal in several applications. For example, (Economou, 2003; Kyriakidis, 2006) derive CTPs
for their respective CMDP-models. (Gupta and Wang, 2008) consider among others the revenue management of a
single-physician clinic. Patients have different preferences whether they want a same-day appointment or a scheduled
future appointment. Their model is a finite-horizon MDP, and they derive the optimality of a CTP, which is to let choose
the patient an arbitrary booking slot up to some booking limit. If the booking limit is reached, then the appointment
request should be declined.

Throughout this section, let £ = {c} and G = {0, ..., gmax } S0 that the state space is S = G. In the following, we omit
the index ¢ whenever possible. Then we have the non-empty finite set of threat events &. We assume that the action
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space is A = Ag = {0,2}. In terms of the accompanying example of the previous chapter, this means that the decision
maker is able to initiate the action “Do nothing” or the action “Inspection walk.” The transition mechanism of action 2 is
given by d)g (g'), g, & € G, the cost is given by ¢ > 0, and the rate is given by A(2) > 0. Since there is only one sector,
we need not define parameters for dependent sectors.

As we shall see, the term

HY(g) = 4(2) ¥ Aelg) |Ce(B(9)) — 75

ees

—Y(8)Co — P2v(g) |,

where ®2v(g) = Ypec P (') v(¢'). ¢ € G, and v: S — R, plays an important role in the following analysis. The value
D,v(g) is the expectation of v(X), where X is the random variable which is the result of action 2 when the current state is
g. For now, let us make the following assumption.

Assumption 4.1.2. Let the parametrization of an infrastructure with £ = {o} be given according to chapter 3. Moreover,
let the parameters satisfy the following assumptions:

1. Let y be increasing.

2. Let ¥, be increasing for all e € &

3. Let A, be increasing for all e € &.

4. Let A.(g)/A(g,0) be increasing in g for every e € &.
5. Let @,v be increasing for all increasing v : § — R>o.

6. Let v: G — R> be increasing. If Hv(g) > a[c2 + A(2) y(g) Cs + A(2) P2v(g)] for some g € G, then it holds
Hv(g') > afca+A(2)7(g)Co+A(2) Prv(g)] forall g’ > g.

7. Letv: G — Rxq be increasing.
a) If g > 0and Hv(g) > 0, then it holds Hv(g') < Hv(g") forallg—1<g <g".
b) If Hv(0) > 0, then it holds Hv(0) < Hv(g') for all g’ > 0.

In practice, Assumptions 4.1.2.1-3 are plausible assumptions for an adequate threat model. It is more likely to find
a dangerous object, and it is more likely that threat events occur more often in a sector which is in a high threat level
than in a sector which is in a low threat level. Furthermore, when a threat event occurs in a sector with a high threat
level, the subsequent threat level will be higher than when the threat event occurs in a sector with a low threat level.
Assumption 4.1.2.4 is a technical assumption. From Assumption 4.1.2.5, it follows that the expected threat level after
action 2 is accomplished is increasing in g. Assumptions 4.1.2.6 and 7 are implicit assumptions on action 2, on the threat
events and on y. Later, in Assumption 4.1.5, we state simple conditions under which Assumption 4.1.2 holds. We have
the following theorem.

Theorem 4.1.3. Under Assumption 4.1.2, the optimal value function v* is increasing, and a CTP U™ is optimal, i. e.,

0, lf & < &threshold
* — J o = , €G,
H (g) { 2, if &> Zihreshold &
for some gireshold € GU{—1}. (If gthreshold = — 1, then action 2 is optimal in every state.)

Proof. At first, note that A(g,0) = ¥ ,co A.(g) and A(g,2) = A1(g,0) + A(2), g € G. We define the respective one-step
operators of the actions 0 and 2 forv: G — R by

. Yece )Le(g) Ce /'L(g,()) ;Le(g) o Yece )Le(g) [Ce+v(%(g))]
Tov(e) =5 0) 1 a +l(g,0)+ae§al(g,0) v(¥e(9)) = 2(3.0)+ :
_ Lecshe(8)Cet2+A(2)Y(8)Cs | Alg:2) Ae(g) A(2) N
)= e P a | 5 A T A L B
_ Yees Ae(8) [Co+v(Fe(8))] + 2+ A(2) ¥(8) Co + A(2) Pav(g)
Ag,2)+ o
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4.1. EXACT SOLUTION

respectively for g € G. We define Tv := min{7yv, Tov} so that v* = Tv* by Theorem 2.3.4. Forv: G — R and g € G, we
have

T()V( ) > Tzv( )

& A(2) Y Aclg) [Co+v(Fe(8))] > (A(g,0) + ) [e2 +A(2) ¥(g) Co + A(2) Pav(g)] 4.1)
ecé
& Hy(g) > afea+2A(2)y(g)Co+A(2) P2v(g)]- (4.2)

Let v be non-negative and increasing. Let (4.2) be valid for some g € G. From Assumption 4.1.2.6, it follows
a [c2+A(2)7(8) Co+A(2) Pav(g)] <HV(g')

for all g’ > g. Hence, Thv(g') = Tv(g') for all g’ > g. Next, we want to show that if v: G — Rx is increasing, then T'v is
increasing, too. This is done in three steps:

1. First, we show that Tpv is increasing. To this end, we define for g € G the random variable X, with distribution

o Ae(8)

P(X, = 0) = TG0 P(X;=C.+v(¥(g)) = A(g.0)+a’

ecé.

Then EX, = Tov(g). Furthermore, from Assumptions 4.1.2.3 and 4.1.2.4 we obtain that A.(g)/(4(g,0) + &) is
increasing in g forevery e € &. (Lete € & and g’ > g, then A,(g')/A(g’,0) > A.(g)/A(0,8) < A.(g') A(g,0) >
A(g)A(g,0) = Ae(g') (A(g,0) + &) > Ae(g) (A(g',0) + &x).) Therefore, if g’ > g, then X, is stochastically larger
than X, due to Assumption 4.1.2.2. Hence Tyv(g') = EXy > EX; = Tyv(g).

2. The next assertion we want to show is the following: if Tyv(g) > Thv(g) for some g > 0, then Trv(g") < Trv(g")
forall g—1 < g’ <g". Loosely speaking, we want to show: if 2 is better than O for some g > 0, then Trv
increases already at g — 1. To this end, let g — 1 < g’ < g”. At first, since Tyv(g) > Trv(g), we have Hv(g) >
ofca+A(2)¥(g)Co + A(2) Prv(g)] > 0 by (4.2) since all parameters are non-negative. By Assumption 4.1.2.7a,
we have Hv(g") > Hv(g'), which holds if and only if

2

2 LA |Gt -

ecé
2) LAl |Cort v )~ 5 1) Ca - Bav(e)| 20
ecs

—1(g")Co — ¢zV(g”)}

& AL |Al) [Cornlls) - 57~ 1) Com @r(e)
ec (4.3)

|
) [Cor ) - 1 1) Ca - ()| | 20

Furthermore, we have Tov(g') < T»(g"”) if and only if

(A(g",0)+2(2) + )

2+ A(2)Y(g) Co+A(2) Pov(g) + Y Ae(g) [Ce+ V(¥ @))}]
ec&

< (A,0)+A(2) + )

2 +A(2)7(g") Co +A(2) Prv(g") + ) Ae(s") [Ce +V(‘I’e(g”))]]

ecé
& A(,0) |2+ 2(2)1(¢") Co+A(2) P2v(g") + Y Aelg") [Ce+v(Fe(g"))]
ecé
—A(g",0) |2 +A(2)¥(g") Co +A(2) Pav(g') + Zl [Co+v(¥(g ))]]
ecé
+A(2) Zg [Ae(8") [Co+v(He(g")] = Ae(g) [Ce+v(¥el(e))]]
+a Z(,p[ ") [Ce+v(Fe(8"))] = 2e(g) [Co+v(%elg)]]
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+(AQR)+a)A((2) [Co (1(g") —7(g")) + Pav(g") — Pav(g)] =0
& (g0 Y A(g") [Co+v(Felg))] =2 (g",0) Y Ae(g)) [Co+v(He(g))]

ecé ecs

>0, since A.(g)/A(g,0), ¥ (g), v(g) are increasing by Assumptions 4.1.2.2 and 4

2 y(g")Co - 452V(g)}

H0 L [Mg”) [ce+v<we<g”>> 1o

_Ae(g/) |:C€ + V(qle(g/)) - ),(2)

- ¥(¢)Ca - (o)

>0, due to (4.3)
+a Z [)*e(g”) [Ce +V(%(8//))] —2e(g) [Ce+V(lPe(g/))H

eed

>0, since A.(g), ¥(g), v(g) are increasing by Assumptions 4.1.2.3 and 2
+(A2)+ o) A(2) [Co (Y(8") = 1(g) + Pav(8") — Pav(g')] 2 0.

>0, since y and @, v are increasing by Assumptions 4.1.2.1 and 5

So, the last statement is true, and so is the assertion.

3. Now, we show a similar assertion as assertion 2 for g = 0: if Tov(0) > Tv(0), then Tav(g') < Tov(g”) forall g’ < g".
The proof of this assertion is similar to the proof of assertion 2, the only difference being that Assumption 4.1.2.7b
is used and that only g’ > 0 are considered.

From 1-3, we conclude that 7v = min{7yv, Trv} is increasing. Furthermore Tv > 0. Iterating steps 1-3, implies
that v, Tv, T?v, ..., are increasing and non-negative. By value iteration of Proposition 2.3.6, we obtain that v* =
lim,, . T"v is increasing and non-negative. Plugging in v* for v in (4.2), we see that the right-hand side is non-negative.
Assumption 4.1.2.7 implies: if action 2 is optimal in g, then 2 is optimal for all g’ > g. Thus, a CTP is optimal. O

Knowing that a CTP is optimal for a certain problem, reduces the complexity of computation of an optimal decision rule
since the space of decision rules that has to be considered is drastically reduced. In our case, instead of considering 28max+1
decision rules, it remain gmax + 2 CTPs. Unfortunately, there is no improvement for the linear programming method since
all constraints concerning the restriction set have to be used. One possibility to exploit the CTP-structure of an optimal
policy is to search all CTPs and pick one with minimal expected total discounted cost. Howard’s policy improvement
algorithm could also be speeded up according to Algorithm 4.1: in the algorithm, the policy p(gk ..q) is defined

by Hi (g{(hrcshold)(g) = O’ 8 < g{(hreshold’ and Hi (g{(hreshold)(g) = 2’ 8> g{(hreshold’ for some control threshold g{(hrcshold € G’
k=0,1,....

Proposition 4.1.4. Algorithm 4.1 terminates after a finite number of steps K and U is optimal.

Proof. By the proof of Theorem 4.1.3, we have that 7;,(,)v(g) = Tv(g) for all g € G for some CTP p for every increasing
v:G— Rsg. Fork=0, 1, ..., K, condition (4.4) holds if and only if Tov(g) < Tyv(g) by (4.1). Hence, a policy
improvement step is performed in the sense of Howard’s policy improvement algorithm. The same is true if v/ is
decreasing. So, Algorithm 4.1 is equivalent to Howard’s improvement algorithm (cf. (Puterman, 2005), Theorem 6.4.2),
from which the assertion follows. m]

Due to line 6 of Algorithm 4.1, one need not consider all states of the infrastructure in the improvement step if v« is
increasing which increases the speed of Howard’s improvement algorithm in general. Assumption 4.1.2 holds under the
following conditions:

Assumption 4.1.5. Let the parametrization of an infrastructure with £ = {o} be given according to chapter 3. Moreover,
let the parameters satisfy the following assumptions:

1. Let y=0.
2. Let ¥, be increasing for all e € &
3. Let A.(g) = c(g) A.(0) for all g € G and e € & where ¢(g) > 1 is increasing in g.

4. Let @5(0) =1forall g € G.
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Algorithm 4.1 Policy improvement algorithm.

Require: parametrization of the infrastructure according to chapter 3 and Assumption 4.1.2
1: define k =0 and v#-1 = —oo
2: choose g3 . oq € G and determine Uo (8% espotd)
3: determine vt0
4: while v # yH-1 do
5. if v is increasing then
6 determine smallest g € G such that

2) ) Ae(8) [Ce+ v (He(8))] = (A(8,0) + &) (c2+A(2) 7(0) Cs + A(2) P2y (g)) > 0 4.4)

ecé

. . k1 _ k+1
if such a g exists, define gy .01 = & — 1 and i1 (&reshold)

7: if no such g exists then

8: define giit ), 1q = 8max and 1 (g5 ora)

9: end if

10:  else

11 determine i such that f,1(g) € argminge o,y {7 (g)} forallg € G
12:  endif

13: k< k+1

14:  determine vt
15: end while
16: return L is optimal

Assumption 4.1.5.1 means that there are no dangerous objects or that removing of dangerous objects is free of cost
respectively. Assumption 4.1.5.2 again says that threat events occurring at higher threat levels leave the sector at a higher
threat level than when occurring at a lower threat level. Assumption 4.1.5.3 has the interpretation that occurrences of
threat events increase equally for every threat level. By Assumption 4.1.5.4, the inspection walk is carried out perfectly
and therefore leaving the sector at threat level 0 when it is accomplished.

Corollary 4.1.6. Under Assumption 4.1.5, the optimal value function v* is increasing and a CTP is optimal. Furthermore,
action 0 is optimal in state 0.

Proof. We have to verify Assumptions 4.1.2.1-7. Assumptions 4.1.2.1-3 are trivially satisfied. Since
Ae(8) _ Ae(8) _ c(g) 2.(0) _ Ae(0)
A(8,0)  Yeeshe(g)  c(g)LecsA2(0)  A(0,0)

is constant for all g € G and e € &, Assumption 4.1.2.4 is satisfied. Assumption 4.1.2.5 holds since ®»v(g) =v(0), g € G,
is constant. Assumption 4.1.2.6 is satisfied since

o [c2+A(2)7(8) Co +A(2) Prv(g)] = & [c2 +A(2) v(0)]

is constant for all g € G as soon as Assumptions 4.1.2.7a and 7b are shown, which follows. Letv: G — R>¢ be increasing
Hv(g) > 0 for some g € G. Then ¥ oc s A.(0) [Co +v(F(g)) — c2/A(2) — v(0)] > 0, which is increasing in g. For g’ > g,
we then have

0 v Ae(0) |Co+v( _~ —v(0
< Hlg) =) 12) T A0) Gt v(le) ~ 575 >]
) P v _2
B;g A0 |Gt s 08)) ~ 355 (0)| <)1) T A0) [Cot(¥ele) - 55 -0

= Hv(g). 4.5)
If g > 0, we also have

y Ae( v( @ —v

H(g) = c(6)(2) £ A0 ) |eortte) - 52 -0
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Figure 4.1.: Control threshold dependent on the cost rate c;.

13
Ae(0) |Co+v(W(g—1)) — — —
g’o A(2)

since ¢(g), c(g—1),A(2) >0and ¥ pc o Ao (0) [Co + V(¥ (g)) — c2/A(2) —v(0)] > 0 so that “>" in (4.6) holds independent

of the sign of ¥, e 4. (0) [C. +v(¥e(g — 1)) —c2/A(2) — v(0)]. Hence, Hv(g) > Hv(g —1). So, the first assertion follows

from Theorem 4.1.3. Under Assumption 4.1.5, optimality of action 0 in state O follows in the following way: by the
Bellman equation action 2 is optimal in state 0 if and only if 75v*(0) = v*(0), which holds if and only if

Y 2(0) [Co+v* (F(0))] + 2+ A(2)v*(0) = (A(0,0) + A(2) + a)v*(0) & Tov*(0) +c2 =v*(0) 4.7

ecé

v(0)| =Hv(g—1) (4.6)

by the definitions of 7y and 75 in the proof of Theorem 4.1.3. So if ¢; = 0, then actions 0 and 2 both are optimal. Let
¢z > 0 and assume that action 2 is optimal in state 0. Then it follows

Tov* (0) > v*(0) 2 T0v*(0) + 2 > Tov* (0),
which is a contradiction. Hence, action 0 is optimal in state 0. O

Remark 4.1.77. Note that if ¢, = 0, then under Assumption 4.1.5, action 0 and action 2 both are optimal in state 0.

Example 4.1.8. We consider a one-sector infrastructure {o'} satisfying Assumption 4.1.5. The parameters can be looked
up in the appendix in section B.1. In this example, we consider several cost rates for action 2, ¢; € {0,1,...,5000}, and
compute the control threshold gresnold for the respective surveillance tasks. The result is presented in Figure 4.1. The
solid line indicates greshold + 0.5 depending on c¢;. In states which are below this line, action 0 is optimal, whereas
in states above this line, action 2 is optimal. The control threshold gresholq 1S increasing with ¢;. The single dot in
(0,0) represents the optimality of action 2 in threat level 0 if ¢; = 0. For ¢; = 0, we have ggyeshold = — 1, which is not a
contradiction to Corollary 4.1.6 since action 0 and action 2 both are optimal in 0.

Remark 4.1.9. Assumptions under which a CTP for general MDPs is optimal are derived, e. g., in (Altman and Stidham,
Jr., 1995). Their proof of optimality of a CTP requires tedious calculations where the notion of submodularity is crucial
for their analysis. It is done by considering finite-horizon problems and deriving optimal policies for these problems. By
letting the time horizon to infinity, submodularity is derived for the infinite-horizon model, from which the optimality of a
CTP is concluded.
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4.1.3. Optimal Policies for Infrastructures without Dependencies and without Resource Restrictions

In this section, we consider an infrastructure consisting of several sectors which has no dependencies, i.e., N = 0.
Furthermore, we assume that the restriction set satisfies D = A so that there are no restrictions on the actions, meaning
that the security staff size is |X|. So, the infrastructure can be seen as various independent projects, where each sector
represents a single project.

Definition 4.1.10. Let (CMDP;) = (S;,A;,D;, Ai, P, #;, %, ), i =1, ..., n, be CMDPs as defined in Definition 2.1.1
such that % =0,i=1, ..., n, and such that they have the same discount rate a; = & > 0. Then we define the compound
CMDP (CMDP;);_;. n_(SA D,A,P,.% ,%,a) by

n n » .
S=XSi, A=XA4;, D(si1,...,5:) = XDj(si), K(s,a)=0, C(s,a)= ZCi(Si,ai),
= =1 =1 i=1
— - (. . (al,...,a,,) . M a;
),(S,Cl) = ;)Ll(suat)a p(A‘].,...,A‘n)(b‘h...,b‘j_],A\“l/,b‘_,'_*_|7...7b‘n) - /'L(s,a) jv“jS'j’

1
s:(sl,...,s,,)ES,a:(al,...,a,,)ED(s),sj,s’jESj,j:1,...,n

The following theorem states that the compound CMDP indeed models # independent projects. Furthermore, optimizing
each project solely is equivalent to optimizing the compound CMDP as a whole.

Theorem 4.1.11. Let (CMDP;), i = 1, ..., n, be independent CMDPs such that #; =0 and a; = o.. Fori=1, ..., n, let
v} be the optimal value function of (CMDP;). Then the compound CMDP (CMDP) = (CMDP;);— ..., has the optimal
value function v*(s) = Y, vi(s;), and a decision rule *(s) = (Ui (s1),- .., 1, (sn)) is optimal if and only if u* is optimal
for (CMDP;) foralli=1,...,n

Proof. Forie {1,...,n}, the optimal value function v} of (CMDP;) satisfies the Bellman equation

. Ci(s;,a;) Ai(si,a;) ,
vi(s;) = min ASEL R A A A A G v Y, s eSS,
i (si) a;€D;(s;) li(s,-,ai)—i—a l,'(s,‘,a,')—i—asgipl,s,',si i (s7) i i

which is equivalent to

(Milsi, @)+ 0)vi (si) < Cilsirai) + Ailsinai) Y pf o vi(st)  ((sivai) € Di) (4.8)

SES

with equality for at least one a; € D;(s;) for every s; € S;. The value function v* of (CMDP) satisfies the Bellman equation

* _ . C(s,a) ﬂ,(s a
’ (s)_are%g){l(s,a)+a+l(s a)+as%pvs’v )} sES,
or equivalently
(A(5,0) + 0)v"(5) £ Cls,a) + A(s,) ¥ o' (5) - ((s,0) € D) “9)
s'es

with equality for at least one a € D(s) for every s € S. We show that v*(s) = Y,;—; vi(s;), s € S, satisfies condition (4.9).
Therefore, let (s,a) € D. Then

vi(si) < C(s,a)+A(s,a) Z Py iv;‘(s')

1 s'es i=1

Zn:A«L Sual +(X> Zn:V Zn: sual “V‘A« S a Zn:);l"gl’al Z ?lss [ Vi +ZV S]]

M=

(A(s,a)+ (X)

=4
i=1

(Ai(sivar) + iz
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i3
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Il
—_

[(Ai(siyai) + o) vi(si)] < Ci(siyai) + Ai(si,ai) Z Pl i | (4.10)

0,5;8;
i i sies;

Inequality (4.10) is satisfied for all (s,a) € D in view of (4.8). Moreover, equality in (4.10) holds if and only if
a; € D(s;) is optimal for (CMDP;) for all i € {1,...,n}. Therefore, Y'7_, v} is the optimal value function and u*(s) =
(U (s1)s-. ., i (sn)), s €S, is an optimal decision rule if and only if ;" is an optimal decision rule for (CMDP;) for every
i=1,...,n. O

So, it is sufficient to compute optimal policies for each sector separately. Since one has to consider only n CMDPs
with respective restriction sets D;, instead of solving one large CMDP with restriction set Xlr.l: 1 Di, which reduces the
dimensionality, the numerical complexity is reduced. By this theorem, the result from the preceding sections can be
carried over to the case of an infrastructure which has no dependencies between its sectors and the decision maker is able
to perform actions from the set A in all states.

Corollary 4.1.12. Let the infrastructure consist of n sectors. Let N = 0 and r = n. If for each sector Assumption 4.1.2
holds, then there is a decision rule u* = (Uf,..., ;) such that ;" is a CTP for every i € {1,...,n}. Furthermore, action
(0,...,0) € A is optimal in state (0,...,0) € S.

Proof. The result follows immediately from Theorems 4.1.3 and 4.1.11. O

But if dependencies come into play or if the parameters are more complicated than in Assumption 4.1.2, optimal
decision rules are much more unstructured as could already be seen from Figure 3.4. Infrastructures with dependencies
but again without resource restrictions are considered in the subsequent section. But strong results as the optimality of a
CTP under certain assumptions cannot be derived in this case.

4.2. Coupled and Decoupled CMDPs

In this section, we consider a generalization of the threat model of chapter 3. As we have seen in the preceding section,
an infrastructure with N = 0 without resource restrictions can be seen as a compound CMDP. If the infrastructure has
dependencies but if there are again no resource restrictions, then it can be seen as a coupled CMDP in the following sense.

Definition 4.2.1. Let (CMDP;) = (S;,A;,D;, A, P, #;,6;,0;), i = 1, ..., n, be CMDPs as defined in Definition 2.1.1
such that #; =0,i =1, ..., n, and such that they have the same discount rate o; = o > 0. We define the coupled CMDP
((CMDPI‘),':1 n, PC, K‘) = (S,A,D,A,P,%,%,(X) by

n

S:=XS8;, A=XA;, D(st,...,50):=XD(si), A((s1,---,8),(ar,-..,an)) =

i=1 i=1 i=1 i

C((Sla'~~,Sn),(a1,...,an)) =

M=

Ai(si ai),

Il
-

-

Il
—_

Ci(si,a;), K =0, (s1,...,80) €S, (ai,...,an) €D(s1,...,84)s

1

and P is given by the following mechanism: let N € {0, 1}"*" be a matrix with N(i,i) =0,i=1,...,n. Let N(i) = {j :
N(i,j)=1} and

SN([):: >< Sj, l:l,,n

JEN(i)
Moreover, let k € [0, 1] be the coupling mechanism probability and let plcsa’s, o be the coupling transition probabilities,
SiSiSN(i)SN (i)
(si;ai) € Dy, 57 € Sis Sn(iy» S;V(i) € Sn(i» i = 1, ..., n. After an Exp(A(s,a))-distributed time for (s,a) € D, there is a

transition in (CMDP;) from s; to s} with probability A;(si,a;)/A((s1,--.,8a), (a1, ..., an)) p;" - With probability «, this
C,a;
i.,s,-sf,sN(,-)s;V(i)
at the same time when action g; was chosen in (CMDP;). With probability 1 — K, there are no state transitions in these
(CMDP;). If N(i, j) = 0, i # j, then there is no state transition in (CMDP;).

Given a coupled CMDP ((CMDP;);— 5, P¢, k), we define the associated decoupled CMDP by the coupled CMDP
((CMDP;);=1,...n,P°,0) (or equivalently by ((CMDP;);—1 ... »,0, k) or by the compound CMDP (CMDP;);— .. ,) in which
no coupling is present.

transition causes the states of those (CMDP;) with N(i, j) = 1 to transition from sy ;) to S;v( ) with probability p

i
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4.2. COUPLED AND DECOUPLED CMDPs

In this model, coupling arises in two ways: when there is a state transition in one of the (CMDP;), then, in a first
experiment, it is determined whether there is a coupling with probability k. If the answer of the first experiment is that
there is a coupling, then the transitions of those (CMDP;) with N (i, j) = 1 are determined by a second experiment with
transition probabilities according to P€.

Note that the threat model of chapter 3 is a coupled CMDP with x = 1 if » = | X|. Each sector of the infrastructure is
one of the (CMDP;) forming the coupled CMDP. If a threat event occurs or an elementary action is completed in some
sector o € X, then its threat level changes. Furthermore, dependent sectors change their respective threat levels with given
transition functions depending on the current and the subsequent threat level of .

Our aim is to find bounds on the difference between the optimal value functions of the coupled model of Definition 4.2.1,
denoted by v ,, and the optimal value function of the associated decoupled model, denoted by vj_. At first, we define the
fixed point operators of the coupled CMDP and of the associated decoupled CMDP by

T, = min ¢ ———— [C(s, : K o (<—'7’-7’->
C,Kv(s) ang]?s) l(s,a) Lo (S a) ; Sl Sgg pl YIY g{v pl S: SUYN Y NG) s (l Si SN(I))
()

(L= K)V(STy ey Simty Sty Sitts - Sn) ,

. 1 & /
Tdcv(s) .=ar€nL;l(’l) m C(S7a)+i:21)~ Si,aj s; le Sl; S,'_1,S,-,S,'+1,...,Sn) s

s=(81,...,8) €S,a=(ay,...,an) €D(s), wherev:S —R. Fors € Sandi € {1,...,n}, we define (s + (i ,7sN(l.))) es
as the state in which the ith component of s is replaced with s} and the components of N(i) are replaced with S;V(i)‘ Of
course, we have v¢ (s) = Te xve o (s) and v (s) = Taev, (s) for all s € S. We make use of the following definitions:

= o e ra )

is the Lipschitz constant of both contraction mappings T;  and Ty.. Note that 0 < y* < 1 since D is finite. The optimal
value functions of the underlying (CMDP;), i =1, ..., n, are denoted by v;. For a finite set M # 0, we define the span of
the function v: M — R by

span(v) := max v(x) — min v(x).

At first, we have the following lemmas.
Lemma 4.2.2. Let M + 0 be a finite set, Y epyps = 1, ps >0 (s €M) andv: M — R. For all s € M, we have
— Y pyv(s))| < span(v).

s'eM
Proof. For s € M, we compute

- Z px’v(sl) -

s'eM

Y py [v(s) ()]

s'eM

< Y py u(s) —v(s)] < Z o+ span(v) = span(v). m

s'eM eM

Lemma 4.2.3. Let ((CMDP;)i—1 ., P, k) be a coupled CMDP and letv: S — R. Then
1Teoev — Taev]l.. < K7 span().
Proof. We compute
1 Te v — Taev ..
= max | min _ C(s,a) + i" (si,a Zp KoY ope (se(, sh, N())>
A(s,a)+ o bsisp | ESSHSNG) i)

s€S |aeD(s) i=1 sies; S (i) ESN (i)
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F (L= K)V(STye ey Sim1, St Sit1s- -y 8n)

— min — |C S Si— IS
aEDl() A(S,a)+(x (s,a) ; S,, Sgg PIH S17 38 lasz7sl+1a 7sn)
Lemma A.5 1
< max § ———————— S K i (s(— s )
T (sa)ep | As,a) +a E’ i Sg pl” N(%N()pts,s SN () (555537
@.11)
—KV(S17...,Si_l,S;,Si+1,...,Sn)
Lemma 4.2.2
K" span(v). m]

Thus, the functions 7; v converge uniformly to Ty.v as k — 0, i. e., as the coupling mechanism vanishes. Now, we are
ready to compute the following bound.

Proposition 4.2.4. Let ((CMDP;)i—; . ,,P°, k) be a coupled CMDP. Then it holds

HVCK deH""_%,EnaX { Z span(v }

- JEN(i)

Proof. By the triangle inequality, we have
Hvz,K - vchw = HTC,KV:,K - Tdcvchm < ||TC-,K'V:,K - Tc,KV:;cHw + HTC-,KVEC - Tdcvécllw

Lemma 2.3.3 N N N N N
< Y HVC,K_Vchw—’_||TC~KVdc_TdCVdc||oo’

from which we obtain ||vZ7K7v§CH°° < | Tewvie — Taevic||.. /(1 = 7*). Since the associated decoupled CMDP is a
compound CMDP, we have v (s1,...,s,) = Y1 v (si), (s1,...,5,) € S, by Theorem 4.1.11. For (s,a) € D, s} € S;,
i€{l,...,n}, we have

C,d; * TR A | * !/
Z pH’S o~ Ve (s +— (l,Sl-,SN(l-))) —Vae(STse ooy Sic1y Sty Sick1sesSn)
S ESNG) ®

Lemma 4.2.2
<Y ) pfj; Sl )j((se(, ,,sN(i)))j>v_’;(s,») e Y. span(v}) (4.12)

JENG) |k ESv) JEN(i)

since v! (<s<—(, l,sN())) >=vj(s,~) if j ¢ N(i). From (4.11) and (4.12), we obtain
J

1T evge = Taevell.. < ky" max { )y Span(ﬁ)},

i= JEN(i)
from which the assertion follows. m|

The bound from Proposition 4.2.4 is easy to obtain because only y* and the solutions v; of the underlying (CMDP;),
i=1,...,n, have to be known. Note again that it is much easier to derive the optimal value functions of the (CMDP;)
than the value function of the coupled CMDP ((CMDP;);—; ..., P, k) since the dimensions of the restriction sets are
reduced. The bound is sharp in the sense that if the coupled model is indeed decoupled, i.e., Kk =0 or N =0, then it
follows from Proposition 4.2.4 that v, ,. = vj.. The bound might not be very good since y* is almost one if ¢t is sufficiently
small. But if the bound is not too large, one is able to obtain the approximate magnitude of the optimal value function of
the coupled CMDP.
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Figure 4.2.: Bounds on the optimal value function according to Proposition 4.2.4.

Example 4.2.5. Again, we consider the accompanying example of chapter 3. If a = log(2)/24, then y*/(1 — v*)
“LjeN(j) span(v}‘-) ~ 10'9 50 that the bound of Proposition 4.2.4 is not good at all since the optimal value functions of

the four sectors all satisfy 0 < v <2- 10° which is four orders of magnitude lower. Therefore, we consider the same
infrastructure with o = 1000. Then we have y*/(1 —¥*) L jen(j) span(v}) ~ 3763 which is quite a useful bound. In
Figure 4.2, the optimal value function is illustrated together with the lower and upper bounds derived in Proposition 4.2.4.
In the following Figures 4.3 and 4.4, cuts of Figure 4.2 through the states with fixed s(T), s(A) and with fixed s(TS), s(F)
are illustrated. The lower bound is shown by a triangle with a downward pointing vertex and the upper bound is shown
by a triangle with an upward pointing vertex. The bounds give a quite good approximation of the value function of the
infrastructure.

Next, we investigate how the decision rule pj. which is optimal for the associated decoupled CMDP performs in the
coupled model. This is of interest, since the derivation of pj. might be quite simple since it is given by optimal decision
rules for the underlying (CMDP;), i =1, ..., n, by Theorem 4.1.11.

Proposition 4.2.6. Let ((CMDP;)i—1,. »,P¢,x) be a coupled CMDP. Let 1, be an optimal decision rule for the
associated decoupled CMDP defined by W, (s1,...,5x) = (U (51),-- -, ly (sn)), (S1,-..,8,) €S, where | is an optimal

decision rule of (CMDP;), i=1, ..., n, and vgdé be the value function of uj, for the coupled CMDP. Then

ﬂﬁ‘c *
Vek —Vex

* ) C ) — mi s,a C ) H*C
; L’“& MaX(s.q)ep C(8,@) — Mings ep C(5,4) + L)y { )3 span(v;f)}] ’

< . max
1= y'“dc i

o 1 —Y* i=1,..., JEN(i)

where yHde == maxes { A (s, 1 (5)) /(A (s, i (s)) + @) }.
Proof. Forv:S — R, define the operators

TC,K,,u:i‘CV(S)
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1 1l un S I *(Y')
= o | C(s, 1ge () + Y AilGsi, 147 (s:) Zp’ Tl Y pok (se( Shiny)
* ) ide DI AR i,5;s" 0,5i8h S (1) Sh »Sis N(i)
A(s, 1. (s)) + @ i=1 sles; S v N()SN (i)
F (L =K)V(STy ey Sim1, St Sitts-8n) | | »
Tye ur v(s$) = ! C(s, ug (s))Jri (i, 17 ( Zp V(ST ey Sic1, 85 Sit Sn) sES
C.,/J* e Y s Mdc 1y M l 9. i—15975910 IERRRE ) > .
de )‘(svﬂgc(s))—’—a i=1 S‘ES lSS
Then we have T ;. e vg = vf de and Tdcy%vgﬁc = V). By the triangle inequality, we have
Hie Hie Hie Hie
Vch - Vc K < Vch Tch,u;ch,dK - + HTch,u;ch,dK — Ve - + HVEC - V:,KH(X, . (4.13)
For the first summand of (4.13), we obtain
* Lemma 4.2.3

Mdc

Hic 5 M
Vexk — Tdc,ugcvc,lé < Kyud‘ Span(Vc )

< K’yl'l:; maxs q EDC(Sva);min(s,a)eDC(saa) i (4.14)

T « vujc _ T « vudc
C,K Mg, Ve, K de, . Ve, -

where we set D(s) to {/,de( s)} for all s € S when applying Lemma 4.2.3. We also made use of the trivial bounds
miny epC(s',a') /o < vﬁdc( ) <maxy ;epC(s',a’)/a for all s € S. The second summand of (4.13) is bounded by

e, * _ B * * B
HTdc,ugc Vek —Vae|| = HTdC,uS‘C Ve — Tdc,u&‘C Vae|| < yHde Ve — Vdc
* “d * *
< e (o2 — v |+ e —viel) (4.15)

The third summand of (4.13) is considered in Proposition 4.2.4. So, collecting the results of (4.14), (4.15) and Proposi-
tion 4.2.4, we finally obtain

e *
Vex — Ve

« Max (g, a)eDC(S a)— min a)eDC(S a)

1 , , N
< P _yﬂic lKWdc ” ’J/Hdc l—l?..)in{ Z span(vj)}

K)}fk *
+l_y*linaxn{ Z span(vj)H

""" JEN(i)
* s,a C ) — mi s,a C ) IJ*C
== |y Ma%(sa)e0 C5,0) — MinGajen Cls) + (4 y)y max Z span(v§) p | .
1 — yHde o 11—y i=ln Jen ) J

Remark 4.2.77. A necessary condition so that Proposition 4.2.6 gives a nontrivial bound is that &% /(1 — yHic) < 1 &
yHde < 1/(1+ x) since the value function of any policy lies between min( ,cp C(s,a)/a and max ; 4)ep C(s,a) /.

If the coupling mechanism is sufficiently small, then pj. is an e-optimal decision rule for the coupled CMDP.
Unfortunately, the bound given in Proposition 4.2.6 might be very large since y“gc ~ 1 and y* = 1 for some small o > 0.
This might be the case, e. g., when considering the threat model in which the coupling mechanism applies with probability
k=1
Example 4.2.8. Let us again consider the accompanying example of chapter 3 with discount rate @ = 1000. Then
yHic 72 0.045 < 1 /2. Then the bound of Proposition 4.2.6 is about 5150. An optimal policy for the associated decoupled
CMDP is to perform elementary action 2 in every sector in every state. The maximal difference between the value function
of this policy and the optimal value function of the surveillance task is about 248 which lies well below the calculated
bound. Unfortunately, the policy which chooses elementary action O in every state also satisfies this bound in this example.
This indicates that the bound might not be very good indeed at least for the surveillance task. Better results might be
obtained for other models of coupled CMDPs.
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5. Approximate Solution Methods

In this chapter, we consider the surveillance task with security staff size r of general parametrizations of infrastructures
according to chapter 3. Numerical experiments have shown that it is impossible to compute an optimal decision rule with
respect to the expected total discounted cost criterion for even quite small infrastructures. An infrastructure consisting
of five sectors with three threat events for each sector, gmax = 4 and |Ag| = 3 with staff size r = 2 is tractable through
the linear programming method of Theorem 2.3.8. But the derivation of a solution of a similar infrastructure with six
sectors is impossible through linear programming. In this case, the associated linear program could not be solved by
the commercial solver CPLEX within 48 hours on a computer with an AMD Athlon 64 X2 Dual Core Processor 4600+
2.41 GHz with 2 GB RAM with a Windows XP system running.

For a general infrastructure, the associated linear program for the surveillance task is not sparse. This is due to the
transition functions of the threat events and of the elementary actions. The more threat events or elementary actions are
modelled, the more states have non-zero probability to be reached at the next step so that the matrix of the linear program
is becoming more dense. So, no efficient sparse matrix algorithms can be used for solving the surveillance task.

The fundamental cause why solutions are hard to obtain for large infrastructures is the so-called curse of dimensionality.
As the size of the infrastructure increases, the state space increases exponentially and so does the restriction set if r = |X|.
For fixed r < |X|, the growth of the restriction set is only polynomial. In the first case, there are 5° = 3,125 states, whereas
in the second case, there are 5 = 15 ,635 states. From Proposition 3.3.9, we have 1 + 10 4 24 = 35 actions in the first
case and 1+ 12+ 40 = 53 actions in the second case if r = 2. So, the linear program for the first infrastructure has 3,125
variables and 109,375 constraints, and the linear program for the second infrastructure has 15,635 variables and 828,655
constraints.

For Howard’s policy improvement algorithm, one has to compute 7,v(s) for all (s,a) € D for appropriate v : § — R.
For large state spaces, this is impossible. Furthermore, one has to obtain the value function of a given decision rule, which
consists of solving a system of |S| linear equations by Remark 2.3.5. Again, this is impossible if the state space is large.

So, exact determination of an optimal policy is not possible. But we try to find a decision rule which is almost as good
as the optimal decision rule with the help of approximation techniques.

There are several approximation methods for MDPs considered in the literature. A very good overview on general
approximate dynamic programming techniques is given in (Powell, 2007). Numerous simulation-based solution methods
are considered in (Chang et al., 2007).

5.1. Requirements on Approximate Solution Methods

The aim is to find an approximate solution method for the surveillance task such that a resulting policy can be used as the
basis of a decision support system. Since in the surveillance task, decisions have to be made under time pressure in critical
situations, an important requirement is that an appropriate action should be accessible within a short time. Therefore,
computationally intensive parts of a solution method should be computable in advance.

Another important point is that the essential parts of the method, from which the policy is obtained, should be able to
be stored on a hard disk drive. As an example, consider an infrastructure such that |X| = 12 and gmax = 4. Assume that a
decision rule is stored in a naive way as a lookup table as shown below where each row stands for one state, and each
symbol for an elementary action for the respective sector:

000000000000
100010000000
002000001000

If each symbol requires 8 bits, then the whole policy requires 5'%- 12 - 8 bits ~ 2.9 GB of memory. The memory require-
ments grow exponentially with the number of sectors which makes it impossible to store a policy for large infrastructures
in this manner. An infrastructure of size 15 requires about 450 GB of memory, and an infrastructure of size 20 requires
about 1.9PB.



5. APPROXIMATE SOLUTION METHODS

5.2. Value lteration

In section 2.3.1, we briefly introduced the value iteration method for approximately solving the expected total discounted
cost criterion. Essential for this algorithm is the execution of a one-step improvement by updating v,,41 := Tv,, n € Ny.
As for Howard’s policy improvement algorithm, this includes computing T,v,(s) for all (s,a) € D, in which all necessary
parameters have to be determined from the parametrization If S is sufficiently large, even one minimization step is
impossible to accomplish. For example, if |[X| = =3 and r = 2, one has to consider 5'> = 244,140,625
states and 1 + 24 + 264 = 289 different actions for each state. Furthermore, the convergence of the value iteration is linear
atrate y* = max; q)ep{A(s,a)/(A(s,a) + &)}, which is very slow since y* might be almost one if & > 0 is small.

5.3. Approximate Linear Programming for the Surveillance Task

In this section, we want to solve the problem by approximating the optimal value by a linear combination of basis
functions. This is similar to (Guestrin et al., 2003) where factored MDPs in discrete time are considered. In a factored
MDP, the state space S consists of several components such that § = X;’Zl S; for some n € N. The state transition of one
component depends on the current states of only few other components and on the current action. At every time step,
each component changes its state independently of the simultaneous transitions of the other components. Often, the cost
function is also factored, meaning that it is a sum of cost functions each representing one component and the action only.
Then there are efficient approximate algorithms for solving the factored MDP. (Kan and Shelton, 2008) carry over this
approach to factored CMDPs. A state transition may occur in each component of the state space independently of the
state transitions of the other components where the state transitions only depend on the current state of some components.
Note that only one component changes its state at every transition time in a factored CMDP since the sojourn times of the
states of the components are independent and exponentially distributed.

The threat model is almost a factored CMDP in the sense of (Kan and Shelton, 2008). Threat events occur and
elementary actions are accomplished, which both have influence on the affected sector only. But due to the dependency
structure, dependent sectors are influenced and may change their threat levels, too. This is the difference to factored
CMDPs.

5.3.1. General Approximate Linear Programming

We begin with a general method for approximately solving CMDPs. In the discrete-time case, it is considered, e. g., in (de
Farias and van Roy, 2003) and in (Powell, 2007), section 9.2.5. But in continuous time, the formulation is straightforward.
In this approach, the optimal value function v* is approximated by a linear combination v of given basis functions /4,

hy © S — R such that ¥(s) = Y72, wihi(s), s € S, for some w € R, i =1, ..., m. Instead of using the exact linear
programming formulation of Theorem 2.3.8, we use its approximate version by substituting v(s) with its approximate
counterpart Y7, w; hi(s), s € S, where § : § — Ry is given:

Maximize Z g(s) i wihi(s)

seS i=1
under the constraint (LPappr)
i A(s,a) 4
wihi(s) — ———— ) <c(s,a) ((s,a)€ D).
i:ZI ini A,(s,a)ﬂ-asg ;
In (LPgppr), the variables are the wy, ...,w,. In contrast to the exact linear programming formulation, the choice of
the state-relevance weights § influences the solutions wi, ...,w} as stated in (de Farias and van Roy, 2003). Whereas

an optimal decision rule can be obtained directly from the solution of the respective exact linear program, there is no
such way in approximate linear programming. In general, there may not be an action a € D(s) such that the constraint
corresponding to (s,a) is active for every s € S. Nevertheless, an approximate decision rule {I may be derived from the
greedy algorithm, meaning that {i(s) is chosen such that

. . A(s,a)
f(s) e argmrn{c(S,a) + Asa) o 4 Z Pesv(s }, seS. (5.1)

aeD(s) s'eS

The decision rule [i leads to the greedy policy with respect to V. In (Bertsekas, 2001), pp. 55-58, this method is called
the one-step look-ahead policy with respect to v. Note that the greedy algorithm is a one-step iteration of the value
iteration, which we wanted to avoid due to its complexity. Furthermore, (de Farias and van Roy, 2003) give bounds for the
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difference of the optimal value function and the approximate value function with respect to the supremum norm and the
weighted supremum norm. Continuous-time versions of these bounds can be found in (Kan and Shelton, 2008). Moreover,
(de Farias and van Roy, 2003) also make numerical studies considering several queueing networks. They show that with a
good choice of the basis functions and of the state-relevance weights, the derived greedy policy is almost optimal.

5.3.2. Structured CMDPs

We make use of the approximate linear programming approach of section 5.3.1. The goal is to reduce the number
of constraints of (LP,pp) by exploiting the special structure of the threat model. Consider the parametrization of
an infrastructure according to chapter 3. We assume that the security staff size is . For every ¢ € Z, let X(0) =
{o*€X:N(o,0")=1}U{o} be the set of all sectors that are affected by a threat event occurring in ¢ or by an
accomplished elementary action in ¢. Following (Kan and Shelton, 2008), the constraint of (LPp;) for the respective
surveillance task holds if and only if

m1n{ Zw, [ (s,a) + ) hi(s) +A(s,a) Zp“,h )]}20 (acA)

uJED( ) s'es

< min {C(s,a)—i—iw,-l (Oc— Y Ao(s ) Z A (s (0)) hi(s)
) i=

aeD(s oel(i) o¢l(i)

g'eG ' ecé(0) (5.2

N Z [/la(g)(d) CDZEfZ;,G(g')hf (éf(c),c(s)> + Z le(s(G))hi(Ce(s))H } >0

g'eG ecé (o)
(a€A),

where As(5(0),a(0)) = Yecs(o) Ae(0) + Aq(o)(0), 0 € X, the I(i), i = 1, ..., m, are arbitrary subsets of X and {, and
¢ j(/ o), A€ the functions which determine the subsequent states as introduced in sections 3.3.3 and 3.3.4. If for some

a € A, there is no s € S such that a € D(s), we define the corresponding constraint of (5.2) to be valid. Now, we seek
for subsets 1(i) such that the computation of (5.2) is simplified. To this end, let £(o) := {o* € £ : N(c*,0) = 1} U{c},
o € X, be the set of all sectors that have influence on the threat level of o. Consider the basis function %; : S — R for
some i € {1,...,m}. We assume that /; only depends on the threat level of the sectors lying in the set X, C Z, i.e.,
hi(s') = hi(s) for all s, s’ € S such that s(c) = s'(0) for all ¢ € X,.. At last, we define /(i) as the set of sectors that have
influence on Xy, i.e., I(i) = Usey, £(0). The following lemma shows that this definition (i) is the right choice to
simplify the constraint (5.2). l

Lemma 5.3.1. For every (s,a) € D, we have

)3 [ 0) L @) ol&)hi (o) + X ze<s<c>>h,»<ce<s>>]

o¢l(i) g'eG ecé (o)
= Y A(s(0).a(0))hi(s), i=1,...,m. (5.3)

o¢l(i)

Furthermore, constraint (5.2) holds if and only if

rglsn {C(s,a)—ﬁ-iwi [ (05— Z Ao (s ))) hi(s)
) i=1

a€D(s oel(i)

54

+ )

oel(i)

0) ¥ @fe) o(&) i (o) + X ae<s<c>>hi<ce<s>>H}zo (aca)

g'eG ecé (o)

Proof. We compute

Z[ 0) ¥ @) o8 i (o) + X Ms(o))h,»(ce(s»]

o¢l(i) geG ecé(0)
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= Y |Ao)(0) ¥ ) (& mis)+ Y le(s(c))hi(s)] = ()z(s(c),a(a))hi(s), i=1,....m,
o¢l(i

o¢l(i) g'eG ecé (o)
for every (s,a) € D. Substituting (5.3) into (5.2), yields the second assertion. |

Unfortunately, (5.4) is not a linear constraint. Nevertheless, it can be transformed into a linear constraint by a trick
that also finds use in (Guestrin et al., 2003; Kan and Shelton, 2008). It can best be seen from an example since
the formulation of a general proposition is rather tedious. Consider some function f : M| X M, x M3 — R such that
fx1,x0,x3) = fi(x1,x2) + fa(x2,x3) + f3(x3) where My, M, M3 are non-empty finite sets. Then we can write

()} = mip { o)+ mip { )+ mip (i) .

min
xi€M;i=1,2,3

Given x; € M, we introduce a new variable e; (x;) € R such that e; (x2) < fj(x1,x2) for all x; € M;. Then we replace the
constraint miny,ep; i—1,2,3 { f(x1,%2,x3)} > 0 by the constraint

Xgréiﬁr/ll3 {fg(x3) erlzléiﬁz {fa(x2,x3) + e (xz)}} >0, (5.5a)
e1(x2) < fi(x1,x2) (x1 € My, x2 € Mp). (5.5b)

Proposition 5.3.2. If minycp; i—123 {f(x1,%2,%3)} > 0, then there is some e (x2) € R such that ey (x2) < fi(x1,x2) for
all x| € M, for every xo € M. Conversely, if (5.5) holds, then miny,cp, i=1 23 {f(x1,%2,x3)} > 0.

Proof. Let xo € Mp. Then e|(x2) = minle emy f1 (x},x2) < fi(x1,x2) for all x; € M;. The second assertion follows
immediately by substituting (5.5b) into (5.5a). O

By Proposition 5.3.2, the constraints miny,ep; i—1,2,3 {f(x1,x2,x3)} > 0 and (5.5) are equivalent. Iterating this procedure,
we can rewrite constraint (5.5) by

fx3)+ea(x3) >0 (x3 € My),
e1(x2) < fi(xr,x2) (x1 € M1, x2 € My), (5.6)
e2(x3) < falx2,x3) +e1(x2) (2 € Ma, x3 € M3).

Note that constraint (5.6) is linear where the variables are e (x2), x» € M», and e;(x3), x3 € M3. This procedure obviously
increases the number of constraints. Constraint (5.6) consists of |Ma| + |M3| variables and |M3|+ [M]| - |Ma| + |M2| - |M3]
linear constraints. Instead of evaluating f for every single (x1,x2,x3) € M| X My x M3, we can use the respective linear
constraint to check its validity.

5.3.3. Numerical Example

In this section, we use the preceding approximation method to solve the accompanying airport example of chapter 3
where the staff size is two. Then we have

E(TS)={TS, T}, X(T)={TS,T,A}, Z(A)={TS,T,AF}, X(F)={F}.

Here, we define basis functions which depend on one sector only. We consider basis functions for each sector which
are supposed to be arbitrary polynomials of degree two. To this end, we define the constant function hy(s) := 1, s € S, and
for each sector o the basis functions

ho1(s) =5(0), hea(s)=s(c)?, sES.
Let (s,a) € D. Then we define for o € X

2
Z5(5) :=Z]wa,j —|la— X As(s(0),a(0)) | ho.(s)
s

oct(o)

+ Y |Aion(0) L ) ()0 (80 (9)) + X Aels(07) R (Ge(9))] |
o*eX(o)

geG ecé(o*)
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s € 8. Note that 7 (s) = f(s') if s(TS) = §/(TS) and s(T) = s'(T), that #f(s) = L{(s') if s(TS) = 5'(TS), s(T) =
s'(T) and s(A) = s'(A), and that A (s) = ¢ (s) if s(F) = s/(F) due to the assumptions on the hs;, 6 € Z, i = 1,2.
Furthermore, D(s) = D(s') =: 2 for all s, s’ € S. Hence, for some fixed { : S — R~ an approximate non-linear program
is given by:

Maximize Z £(s)

seS

wo + 2: 2:1vg]h5/ ]

oelX j=

under the constraint

uin { min {in { min (Crs(5(15).(TS) + 745(5) + #£(5) + 74060} + Co(s(T)a(T) |

+CA(S(A)7a(A))} +Cr(s(F),a(F)) +=5”1§‘(S)} +wo =0 (a€ D).

Assume that { = 1/625. Then we have for the objective function

) 4(s) W0+Zzwwh‘” ] W0+@222w61h51

seS oeX j= seSoek j=

_W0+625 X wo1 Y hoi(s) 625 Y wo2) hoo(s)=wo+ ) 2wei+ ) 6wsp,

ocX seS oeX ses oeX oeX

since Yycsho,1(s) = Yyes5(0) = 125Y ;68 = 125-10 = 1250 and Yesho2(s) = 125F 468> = 3750, 6 € £. By the
linearization technique of the preceding section, this is equivalent to the following approximate linear program:
Maximize wg + Z 2weg,1 + Z 6ws 2
occX ocX
under the constraint

4 (5(T),(A),5(F)) < Crs (s(TS),a(TS)) + 5 (s) + F4(s) +72(s)  (s(TS), s(T), s(A), s(F) € G,
et (s(A),s(F)) < Cr(s(T),a(T)) + et (s(T),s(A),s(F))  (s(T), s(A), s(F) € G), (5.7)
eA(s(F)) < Ca(s(A),a(A)) + e (s(A),s(F))  (s(A), s(F) € G),

et < Cr(s(F),a(F)) + €4 (s(F))  (5(F) € G),

ef+wo>0

foralla € 2.

In (5.7), the variables are wy, the wg_; and the e (s(T),s(A),s(F)), ef(s(A),s(F)), e1(s(F)), ef. A solution is given by
wh =207,302.5, wis; =—919.5, wigy=1499.5, wi = —480.0, wi,=2763.2, wh, = 7473,
wao = 1,849.8, wp=-2522, wg,=408.0,

so that $%(0,0,0,0) = 207,302.5, $%(2,2,2,2) = 228,586.1 and #*(4,4,4,4) = 302,033.2. We can see that the approximate

value is quite far away from v*. Using the greedy algorithm, we obtain an approximate policy 1> which leads to the value

function v with
8% (0,0,0,0) = 38,550,016.2, v**(2,2,2,2) = 40,418,014.8, vA’(4,4,4,4) = 68,077,128.3,

which is about 76 times worse than the optimal value function in (0,0,0,0) and 25 times worse in (4,4,4,4). The decision
rule 1> given by the greedy algorithm with respect to ¥ is illustrated in Figure 5.1. One can see that much more often
elementary action 1 is chosen than in the optimal decision rule (cf. Figure 3.2).

A similar experiment was done by using polynomials of degree four as the basis functions. The value function of the
greedy policy fi* takes the values

8" (0,0,0,0) = 2,143,461.8, v*'(2,2,2,2) =2,563,478.2, v (4,4,4,4) = 21,061,804.4.

In (0,0,0,0), the value function is about four times the optimal value, and in (4,4,4,4), it is about eight times the optimal
value. But the performance has obviously improved compared to the approximation with polynomials of degree two. The
greedy policy with respect to ?* can be seen in Figure 5.2. Again, elementary action 1 is taken far more often than in an
optimal decision rule.

Since the results of approximate linear programming are not very promising and since a one-step iteration might be
hard to perform for the greedy algorithm, the concept of approximate linear programming has been discarded as a solution
technique for the surveillance task.
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Figure 5.2.: Greedy policy with respect to ¥*.
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5.4. Index-Based Heuristics

In this section, we present another approximate solution method for the surveillance task. The idea is quite simple:
assume that the security staff consists of r persons. The question is: in which sectors should the security staff perform
which elementary actions so that it is most beneficial for the whole infrastructure? This question will be answered by the
definition of an appropriate index.

5.4.1. Index Rules

In this section, we present the concept of an index and the index rule based thereon. Assume that there are n projects (P;),
i=1, ..., n, the decision maker has to work on. The dynamics of these projects are assumed to be independent from each
other. In general, an index rule assigns a real number to each project depending on the state of the respective project only.
This number is called the index of the respective project. A decision rule which assigns actions to those r projects having
the highest indices is called the index rule.

The appeal of an index rule is its simplicity. One need not solve the system of all projects with the restriction that only r
projects can be worked on. It is sufficient to derive the indices for each project solely, from which the index rule is easily
determined. But the problem is to find appropriate indices. In general, indices giving satisfactory results need not exist for
given projects.

In the following, we present two well-known indices for MDPs, the Gittins index and the Whittle index. Then we
introduce a new heuristic index, which is easy to derive for the single projects. A small numerical study follows. Then we
define the heuristics for the surveillance task. Finally, we examine the influence of the parameters of the surveillance task
on its performance.

5.4.2. The Gittins Index

A well-known result from MDP-theory is the following, which was first presented in (Gittins, 1979). There is an abundance
of further proofs available in the literature. The problem is originally formulated for MDPs in discrete time. For the
definition of MDPs, we refer to section 7.2. Assume that we have n projects (P;), i =1, ..., n, which all are MDPs and
which all are independent from each other. Furthermore, we assume that

e in each state, there are exactly two possible actions, a passive action p and an active action a,
o if the passive action p is chosen, the respective project remains in the current state and no cost arises,

o if the active action a is taken, the project transitions according to given transition probabilities and a cost only
depending on the current state of the project arises,

e the decision maker can work on at most one project at the same time.

This model is called the multi-armed bandit model. For such a model, (Gittins, 1979) shows that there is an optimal
decision rule of the following form: let s; € S; be the state of project (P;), i =1, ..., n. Then it is optimal with respect to the
expected total discounted cost criterion to perform the active action a in project (P;) with v (s;) = max 1 __, vj(-;(s ;) if

vZ(s;) > 0, for appropriate functions VJ-G : §; — R, which depend only on the parameters of (P;), j =1, ..., n. Otherwise,

it is optimal to perform the passive action p in all projects. The function ij is called the Gittins index with respect to
project (P)).

5.4.3. The Whittle Index

The Whittle index is a generalization of the Gittins index. In (Whittle, 1988), a restless bandit model is considered. Again,
we have n independent projects (P), all of which are assumed to be MDPs, with respective state spaces S;, i =1, ..., n.
The projects behave like in the multi-armed bandit model only that the states might change under the passive action p as
well and that there might be a cost for the passive action, too, i. e., for project (P;), we have the cost function C;(s;, a;),
si € S, a; € {a,p}. In the restless bandit model, it is assumed that the decision maker is forced to work on exactly r
projects at the same time. (Whittle, 1988) derives an index by relaxing the requirement of working on exactly r projects at
the same time by the constraint that in average on r projects are worked on simultaneously when considering the expected
average cost criterion. For the expected total discounted cost criterion, the appropriate relaxation is that policies 7 are
considered such that in discounted average E* [Y5 ( B*R¢] = r/(1— B) projects have to be worked on, where € (0,1)
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is the respective discount factor and Ry, is the number of projects being worked on at time step k (cf. section 7.2). So, for a
given initial state xo = (x10,...,%n0) € X:‘Zl S;, one has the Lagrangian function L for the relaxed problem given by

n

L(m,v):=Y E* i BX (Ci(Xi k. Aig) + VRix)
k=0

\%
X0 :xw] ~ 2L mellveR, (5.8)
i=1

1-p’

where IT is the set of all randomized history-dependent policies for MDPs of the restless bandit model, (Xj)ken, =
(X1 g5 Xnk))ken, is the state process of the restless bandit and (R; x)keny, is the process which indicates that the active
action a is taken for project (B;), i =1, ..., n, with tax v on the active action, i.e., R;y =1 if A;y =aand R;; =0
if Ajx = p, k € Ng. The Langrangian multiplier v can be seen as a tax on the active action a for each project since
it is only added if the respective project is active. For fixed v € R, the underlying projects (P;) are now decoupled.
Minimizing L(-, V) can be solved by considering the underlying MDPs (P;) with the tax v on the active action solely.
From MDP-theory, it is known that a decision rule g is optimal for (), i =1, ..., n, cf. Theorem 6.2.10 of (Puterman,
2005). Now, we come to the definition of the Whittle index. But at first, we need the notion of indexability.

Definition 5.4.1. A project is indexable if the set of states in which the active action a is optimal is increasing from the
empty set to the full state space when letting v from oo to —oo.

General projects need not be indexable as (Whittle, 1988) demonstrates by an example. For a state s; of an indexable
project (P,), the Whittle index is defined as the unique tax v} (s;) such that the passive action p and the active action a are
equally preferable to the decision maker. Note that the tax on the active action a is raised at all states of the project (P;). If
v* # 0 minimizes (5.8), then it is optimal with respect to the relaxed problem to act in every project (P;) according to a
deterministic stationary policy ,uiv*’* where the tax v* is raised for every (P;), i =1, ..., n. If all projects are indexable,
then it is optimal with respect to the relaxed criterion to use the active action a in project (P;) if the current state s; € S;
satisfies v} (s;) > v* and to use the passive action in (P,) if the current state s; € S; satisfies v}V (5;) < v*.

Again, one can define a policy based on the index in order to approximate an optimal decision rule for the problem
with the strict constraint on working on exactly r projects: perform the active action a on those r projects having the
largest indices, and perform the passive action p on all other projects. This policy need not be optimal in general. But
computational experiments have shown that this policy is a very good heuristics (cf., e. g., (Ansell et al., 2003)). Moreover,
(Whittle, 1988) shows that the Whittle index is equivalent to the Gittins index if the restless bandit model is degenerated
to the multi-armed bandit model.

The Whittle index can easily be carried over to CMDPs by assigning a tax in form of an additional cost rate on the
active action a. The relaxed constraint is then E™ [ [;"e~*' R, dt | Xo = xo] = r/a, 7 € IT, where a > 0 is the discount rate
and (R;)>0 is the process of the number of allocated resources or the number of projects which are currently worked on.

A disadvantage of the Whittle index is that it may not be easily derived for any indexable project. For some specific
models, the Whittle index is known (cf. (Whittle, 1988; Ansell et al., 2003)). For a certain CMDP model, the Whittle
index is derived in (Dusonchet and Hongler, 2003). Especially for the surveillance task, the Whittle index is hard to derive
due to the complexity of the model, assuming there are only two elementary actions for each sector.

5.4.4. A Heuristic Index

Although the Whittle index is hard to compute in general, the idea of assigning an index or some kind of measure to the
projects remains because a policy based on such an index is easy to implement. For the surveillance task, the idea is the
following: we split the infrastructure into its subinfrastructures of a given size, from which the respective surveillance
task can be exactly computed in an adequate time. Then we assign the resources to such a subinfrastructure that benefits
the most from allocating the security staff.

In this section, we define an index for a specific CMDP-model which includes the surveillance task of chapter 3.
Furthermore, we show that this index has meaningful interpretations. Throughout this section, we assume that the
individual projects are of the form as given in Assumption 5.4.2.

Assumption 5.4.2. LetI" = (S,A,D,A,P,. 7 ,¢, ) be a CMDP with the following properties:

o Let K(s,a) =0 forall (s,a) € D.

There is a passive action p € D(s) for every s € S.
e For the cost rates, we have C(s,a) = C3¥¢(s) + " () for all (s,a) € D and C*i"(p) = 0.

e For the transition rates, we have A (s,a) = A%%¢(s) + 13N (g) for all (s,a) € D and A*1°"(p) = 0.
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e There are transition probabilities p,y driven only by the current state s € S, and there are transition probabilities
pé, driven by the current active action a € D(s) such that the Bellman equation for the optimal value function v*
can be written as

. { Cstate (S) + Caction (a) 4 /'Lstate (S) Zs’eS Dys/ V(S') + /'Laction (a) ZS’ES p?S/ V(S/) }
v(s) = min , SES,

aeD(s) lslate(s) + ) action (a) Ta

wherev:S — R.

Note that we allow numerous active actions in Assumption 5.4.2. The costs are given by the penalty cost rate for being
in state s by C**°(s) and the cost rate C**°" () for executing action a. A project satisfying Assumption 5.4.2 has an inner
dynamics driven by the current state which cannot be turned off. But this dynamics can be modified by the current action.
This means, whatever action the decision maker chooses, the system has the same drive to reach subsequent states as
under the passive action p. This is just the same as in the surveillance task of chapter 3. Assume that in a certain sector,
the threat level is g. Then threat events occur independently of the current action at given rates. The decision maker
can only hope that the current action is accomplished before a threat event occurs, but active actions cannot modify the
entrance rates of the threat events.

If D(s) = {a, p} for all s € S, the model of Assumption 5.4.2 is a specific restless bandit model. But the model of
Assumption 5.4.2 generalizes a restless bandit model in allowing to model more than just one active action.

Furthermore, note that any infrastructure modelled in terms of chapter 3 satisfies Assumption 5.4.2. One only has to
identify the passive action p with the passive elementary action O of the surveillance task.

At first, we have a look at single projects satisfying Assumption 5.4.2.

Lemma 5.4.3. Let (P) be a project satisfying Assumption 5.4.2. Let v* be the optimal value function of (P), and let u*
be an optimal decision rule for (P). If p is optimal in s € S, then it follows

Aaction (g ( Z Pigv* > — N (g) <0 (a € D(s)). (5.9)
s'es
Furthermore, we have in general
1(s) = A%eton (g *(s)) (Tpv*(s) -Y pfs,(‘?) v*(s’)) —ction(*(5)) >0, seS. (5.10)
s'es

Proof. At first, we define for v : S — R the usual one-step cost operators for CMDPs by

C¥e(s) 4+ C*" (@) + A™(5) Lyes oy V(') + A* (@) Ly es P v(s)
z’state( )+2{dct10n( )+a ’

Tav(s) = a € D(s), and

Tv(s) = arergg) T,v(s), seS.

By Theorem 2.3.4, p is optimal in s € § if and only if
Tv'(s) =Tv(s) < Ty (s) <Tw'(s) (ae€D(s))

e (S) + Ase (S) Zs’ES Pss' v* (S/)
) state (S) +a

S HCTIa) AT s g (4) AN el )

lstate(s) +)~acti0n( ) (a € D(S))
PN kaction ( a) (Cstme ;thate Z Dy’ W )
seS
S (lstate(s) + O() (Caction( a’actlon Z pm/v ) (Cl c D(S))
s'es
ion Cslate(s) _~_)~State( )Zs S Pss’ v* jon
A ) < Astate (g )Jrz ‘ze;gpsszv —C*""(@) <0 (a € D(s)). (5.11)

=Tpv*(s)

46



5.4. INDEX-BASED HEURISTICS

Inequality (5.9) follows from the assumption that p is optimal in s, and therefore T,v*(s) = Tv*(s) = v*(s). Inequality
(5.10) follows from T(,v*(s) < T,v*(s), s € S, and from similar manipulations yielding (5.11) with opposite inequality
sign. ]

Let us consider 1(s), which is defined in Lemma 5.4.3, for some s € S. Assume that A (u*(s)) > 0 and C*1" (u*(s)) > 0.
Then, we have T,v*(s) — Yves pﬁls L) (s) > 0. Heuristically, increasing 221" (u*(s)) or decreasing C3i°" (11*(s)) both
lead to an increase of 1(s) if all other parameters are the same. Of course, this is not mathematically correct since by
changing A*(u*(s)) or C24°"(u*(s)) also v* changes. However, assuming we have two projects and we can only work
on one of them, we would prefer to work on the one which transitions faster or which is cheaper if both have similar costs.
So, the number 1(s) gives some information about the benefit from executing p*(s) compared to the passive action p in a
project being in state s € S. Therefore, we use 1 as a heuristic index.

We can rewrite 1 in the following way which gives more insight into how 1 works:

Proposition 5.4.4. Let (P) be a project satisfying Assumption 5.4.2, then we have
U(s) = (A(s, 1" (s)) + &) (Tpv*(s) =V'(s)), s€S,
where v* is the optimal value function of (P), and 1W* is an optimal decision rule for (P).

Proof. Since v = Tv* and u* is optimal, we compute for s € S

. 1(s)
QR Y PyEr s

B Cstate (s) + Caction ([.L* (s)) + ), state (S) ZS’ES D v* (S/) + ﬂ,aaion (,LL* (S)) Zs’eS PI:;<S) o (s/)

a As,u*(s)) +
20 (417 (5)) (v (5) = Eyes ply v (5)) = C0on 17 (5))

A5 (s) +
| C(s) + AN (s) T por v ) + AR (0 5)) Tyv* ()
205,17 (5)) + o
(AR (5) + 0) Ty (s) + A5 (1" (5)) Tpv* (5)

- A(s, u*(s)) + o =Tpv"(s),

_|_

from which the assertion follows. O

Remark 5.4.5. The factor (A (s, *(s)) + o) approximately gives the rate until the next state transition when using the
optimal action u*(s) in s € S if « is near zero. So, the larger this factor, the faster a resource working on the respective
project would be deallocated.

The second factor (T,v*(s) —v*(s)) compares two policies: v* is the value function of an optimal policy. Whereas
T,v*(s) can be seen as an approximation of a policy which acts optimally in all states except for s, in which the passive
action p is chosen. Motivated by the value iteration method of Proposition 2.3.6, it is a common approach in approximate
dynamic programming to obtain an approximation of the value function for some given decision rule it : S — A by starting
with some initial approximating value function vy : S — R. Then a one-step iteration is applied to vy so that we have a
new approximation v given by

C(s,1(5)) + A (s, 14(5)) Eyes P v (s')
vi(s) = 2600 L , sE€S.

This is essentially the same as the greedy algorithm with respect to vy except that here the restriction set is degenerated to

D(s) = {u(s)} s €.
Together, the index 1(s) measures the approximate benefit from using the optimal action instead of the passive action p
in state s.

Another argument for using 1 as an index is due to the following theorem.
Theorem 5.4.6. Let (P) be a project satisfying Assumption 5.4.2. Then we have for s € S
1. 1(s) >0, and

2. 1(s) =0 if and only if p is optimal in s.
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Proof. The first assertion is proved in Lemma 5.4.3. Since o > 0, the second assertion follows from v* = Tv* < T,v*
and v*(s) = T,v*(s) if and only if p is optimal in s € S. o

By this theorem, when using 1 as an index, it has the advantage of detecting projects in which it is optimal to perform
the passive action. Hence, no resource would be wasted by allocating it to a project in which it is optimal to do nothing.
Remark 5.4.7. Note that any index 1 of the form i(s) = f(s) (T,v*(s) —v*(s)), s € S, for some function f : § — R,
satisfies the assertions of Theorem 5.4.6. Especially, we define the following modified heuristic index

i(s) =T,v(s) —v*(s), s€S,
which only measures the benefit from using the optimal action without taking the transition rate under the optimal action
A(s,u*(s)) into consideration explicitly. Of course, the transition rate is implicitly used in order to determine v*.

From the proof of Proposition 5.4.4, we obtain the next corollary.

Corollary 5.4.8. Let (P) be a project satisfying Assumption 5.4.2. Let (P) be a project of the following form: the

restriction set is D(s) := {0, u*(s)}, s € S, where u* is an optimal decision rule for (P), and all further parameters are
the same except that the costs are given by C(s, t*(s)) = C(s,u*(s)) +1(s) for all s € S. Then

Tye(V'(s) =Tpv*(s) (s€S),

where v* is the optimal value function of (P) and Tp and Tﬂ*(S) are the one-step cost operators for (P) for action p and
u*(s), s € S, respectively, i. e.,

oy O ) + AN (s) Yyves oy v(S)

TPV(S) = Astﬂte(s) +o ’
(s em S0 N 5)) 4 (5) +A(s) Dy Py ) + AN 5)) Eves )
n*(s) ‘— )Lstate(s) 4 )Laction(”*(s)) + o ’ ’
forv:S—R

Proof. Fors € S, we note that t(s) = 0 if and only if u*(s) = p. Thus, the operators 7, and T+ (5), s € S, are well-defined.
Since T, = T},, the rest of the proof is the same as for Proposition 5.4.4. o

Remark 5.4.9. Corollary 5.4.8 gives another interpretation of the index. Assume that the optimal value functions of (P)
and (P) are approximately the same. Then the decision maker is indifferent between the passive and the optimal action
(*(s) in (P). Or in other words, 1(s) is the amount that when added to the cost rate of the optimal action makes the
passive and the optimal action equally preferable to the decision maker. This can be seen as an approximate local version
of the Whittle index. It is just an approximation since v* is not the exact value function of (P), but it is considered to
be an approximation of it, and 1 is local since there is only a tax depending on the optimal action p*(s) at state s which
might not be the same for all states s € S.

If 1 is defined as in Proposition 5.4.4, 1 could be used as an index for more general types of projects. Then the
interpretation of 1 is just the same as in Remark 5.4.5: it is the approximate benefit from using the optimal action instead
of the passive action. But 1 cannot be interpreted as an approximation of the Whittle index as outlined in Remark 5.4.9.

5.4.5. Whittle Index Versus Heuristic Index

In this section, we present a small numerical study in which we compare the Whittle index with the indices t and 7 defined
in the preceding section. To this end, we consider a specific model which could represent a deteriorating machine which
can be repaired. It has two states, a good state and a bad one, and the decision maker has to decide whether she wants to
repair the machine and if so, which of the machines she wants to be repaired.

Assumption 5.4.10. Assume that we have a project (P) of the following form: the project has two states 0 and 1. In
each state, the decision maker can perform the passive action p and the active action a. If the project remains inactive, it
transitions from O to 1 at a rate of 1(0, p) = A%*¢(0) =: A, > 0, and from 1 to O at arate of 0,1.e., A(1,p) = A5¢(1) =0,
so that it remains in 1 in this case. If the active action is used, the project transitions from 0 to 0 at a rate of A, > 0 where
A4 is the rate of the active action and from O to 1 at rate A, so that (0,a) = A5¢(0) + 121" (q) = A, + A,. (In order
to satisfy Assumption 5.4.2, the artificial transition from O to O has to be defined.) Under the active action, the project
transitions from 1 to 0 at a rate of A(1,a) = AS8€(1) 4 A3 (g) = A,. We assume that the cost rate of the active action
for project (P) is C*U°" () > 0. There is no cost for being in state 0, i. ., C*¥¢(0) = 0, and a cost rate C***¢(1) > 0 for
being in state 1. The dynamics of the model can be seen from Figure 5.3.

48



5.4. INDEX-BASED HEURISTICS

Figure 5.3.: Model of a project satisfying Assumption 5.4.10.

Note that a project satisfying Assumption 5.4.10 also satisfies Assumption 5.4.2. We might think of the project as of
a production machine which can be in two states. It is either in the “good” state O or in the “bad” state 1 with which a
certain cost rate CState(l) is associated, e. g., for production losses. It transitions from O to 1 at a given rate lp. In state 1,
the decision maker can arrange a repair at a cost rate C**"(a), or she could use the passive action leaving the machine in
state 1. The rate A, can be seen as a deterioration rate of this machine and 4, as the repair rate. If the decision maker has
several such machines with different parameters, she has to decide which machines should be repaired now and which
should be repaired at a later time and which should never be repaired. For such a project, we are able to derive the Whittle
index explicitly.

Proposition 5.4.11. A project (P) satisfying Assumption 5.4.10 is indexable, and the Whittle index vV takes the form

. A .
VW (0) _ _Cactlon(a) and VW(I) — a Cstate(l) _ Cacnon ((1)
Ay + o
Proof. Recall that the Whittle index for state s is the tax on the active action a such that the passive and the active action
are equally attractive to the decision maker. The Bellman equation for the optimal value function v, for the project with a
tax v € R on the active action is given by

vy (0) = mln{ m%vv(l)a p (C*M (@) + v + A, v (1) + A4} (0)) } (5.12a)
action p action a
1 . 1 " acti
Vi(1) = min{ — CH(]), o (C(1) + 2O (@) + v + A, v (0) ) } (5.12b)
o Ao+t
~——————
action p action a

From the Bellman equation (5.12), we obtain that p is optimal in state O if and only if
(Ap + A+ 0) 2 vy (1) < (Ap + @) (C*9" (@) +V + A vy (1) + v}, (0))

Ap A, i
> prax _ * __(action . )
& v> lp—i—aVV(l) Aq vy (0) — C*"°%(a) (5.13)

Further, p is optimal in state 1 if and only if
A .
V> _)‘aviﬂ’(o)_'_gacstate(l)_Cactlon(a)_ (5.14)

In the next steps, we compute the taxes v for which the respective four deterministic stationary policies are optimal:

1. At first, we obtain the taxes v for which it is optimal to use the decision rule u”?, defined by u??(0) = uP?(1) = p.
The value function of pu?? with tax v is given by

urr 1 state uer AP state
1)=—-C 1 d 0)=—7——"-—C 1).
W = o) A0 = e
Then p?? is optimal if and only if
(5;3) A17 lﬂ state(l) _ ;LP ;La cstate ( 1) _ Caction ( a) — _ Caction ( a) and
T a(Ap+a) oA, +a)
(5.14) A y . vy .
v A P Cstate 1)+ Ta Cstate 1) — Cacuon a) = a Cstate 1) — Cactlon a),
Ha(lp+a) () a () () 7LP+(X () ()

which holds if and only if v > max{—C%°(a), 4,/(A, + a) C@te(1) — Cton (q)}.
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2. Next, we consider the decision rule pu?”, defined by u?(0) = a and (1) = p. The associated value function is

uar 1 state I lP state action
1)=-C 1 d 0)=———=C 1)+ ——(C V).
VV () a () an VV () (X(AP—F(Z) ()—'—Ap—‘ra( (Cl)+ )
Hence, u? is optimal if and only if
613 A A , A, A A ' .

v < pa state 1) — pa state _ a Cactlon v _Cacuon
S @S Vet 0 W gpe @) (@)
& v<—C*tiong) and

(5.14) Ay A A, . A .
> p™a Cslate 1) — a Cactlon Ta Cstate 1) — Cactlon
V2 e DT @) e (@

s v> +};’fl - Cstate ( 1) . Caction (a),
a
/4 a

which holds if and only if A,/(A, + A, + ) C38€(1) — C3Uon(g) < v < —Cction (),

3. For the decision rule u??, defined by u”*(0) = p and u?%(1) = a, we obtain from (5.12a)

ur N Ap b
vy (0)—lp+avv (1). (5.15)

Further, (5.12b) yields

’ . T
(la—&—oc)v‘\fp (1):Cstate(1)+cactlon(a)+v+Ap+avep (1)
P

ube )LP +a state AI’ +a action
& l)=———C H+——F——(C V). 5.16
v (1) a(Ay+ i+ a) ( )+a()tp+7ta+a)( (@) +v) (5.16)
Substituting (5.16) into (5.15), yields

a A
W) = ot

A
Cstate 1 P
it Wty

—(),p T )“a T (Z) (CaCtiOn (Cl) + V) .

Therefore, the policy pu?* is optimal if and only if

G113 A, A yra ApAq  ypa i ;
> pTa M _ pra M __ (action _ __(action
v > l,,%—(xvv (1) l,,+ocvv (1)-C (a) C (a) and
(5.14) Ay A A, A ) A .
< pa state _ pa action a ~state __ (action
v < a()L,,+xa+a)C (1) T (c (a)+v)+aC (1) = C*""(a)

= ()Lp-i-a) (+ta)v<A, (la-l-OC)CState(l) _ ()Lp"ra) (Aza‘l-(X)CaCtion(a)

o y< A’ﬂ cstate ( 1 ) _ Caction (a)
— p + a b

which holds if and only if —C%1°"(a) < v < A,/(A, + &) C*¥¢(1) — Caction(g),

4. Last, for the decision p?, defined by u%“(0) = u“*(1) = a, we obtain from (5.12a)

—

aa A, aa
H _ P U
Vy (O)_ )Lp+avv (1)+

action
pa— (C*t (@) +v), (5.17)

and from (5.12b), we obtain
(Aa+ o)V (1) = C(1) + C*MM (@) + v + A0 (0)

Aa
Ay + o

. A, A, aa
:Cstate(1)+cact10n(a)+v+APP—’_ZXV!J (1)+

& (Ap+a) A+ o)A (1) = A, AV

(Caction(a) + V)

aa

(1) = (A + @) (1) + (Ap + A+ 1) (C**" (@) + V)
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aa A, + o 1 .
M _ P state — ((action
e W)= (x(?Lerlqua)C (1)+a( (a)+V). (5.18)

Substituting (5.18) into (5.17), yields

A, 1

Nna( ): a()thr)LaJra) Csta[e(])_i_a( aclion(a)_,'_v)-

Vy

Then p? is optimal if and only if

Ok Ay, - ) M s
< ____pTa  state M la action M Ma stateqy 2 (action
O‘(APJF%JFO‘)C (1)+05(/1p+0¢) (C* (@) +v) a(lp+7ta+oc)c (1) a (C**" (@) +v)
_ Caction (a)

& (),p +Ahta)v< —(x()Lp + A+ @) Caction(a)

o V< —C€g) and

(5.14) Ay A

Aa(Ap+ Ao+ a) = Ay, Ay
Aat A+t

Cstate(l) _ % (Caction(a) + V) + % Cstate(l) _ Caction(a)

& (Mta)v< CH (1) — (Mg + 1) Caclion(a)

)Lll cstate ( 1) _ Caction (a) ,

& y<—4
Y P

which holds if and only if v < min{—C%1°"(a), A,/ (A, + A, + &) C¥¥(1) — C¥tion () }.

Since we assume C3¢(1), C*°(g) > 0, we have the following conclusions:

1. pPP is optimal < v > 4,/(A, + o) C@(1) — C3ton(q),

2. a) IfC*%(1) = 0, then u“ is optimal < v = —C*t°(g).

b) If C3¢(1) > 0, then u“ is not optimal for any v € R.

3. uPis optimal & —C*1°M(a) < v < A/ (A, + @) C¢(1) — C*" ().

4. 4 is optimal < v < —Ca¢tion(q),
From 14, we conclude that the Whittle index has the asserted form and that the project is indexable. O

Note that the summand —C?%" () appears in vV (0) and in v% (1). It is remarkable that the same term occurs in the
original definition of 1 in Lemma 5.4.3 if a is optimal.

Proposition 5.4.12. For a project (P) satisfying Assumption 5.4.10, we have

10)=0, 1(1)=(Ay+0) <Ct;(1) v*(l)) and

Cslate ( 1 )

1(0)=0. (1)=—

—v*(1).
where v* is the optimal value function of (P), and 1W* is an optimal decision rule for (P).

Proof. Since C*U"(g) > 0, it is always optimal to choose action p in state 0 by the proof of Proposition 5.4.11
(since uP? or uP* is optimal for v = 0). Therefore 1(0) = 7(0) = 0. We have T,v*(1) = C**¢(1)/a. Hence i(0) =
C*™e(1) /ot —v*(1). If a is optimal in state 1, then we have 1(s) = (A, + &) (C****(1) /a — v*(1)). Moreover, we have
that p is optimal in state 1 if and only if 7,v*(1) = C***(1) /ot = v*(1), so that C¥**¢(1) /o — v*(1) = 0. Together, we
have 1(1) = (A, + o) (C3?*(1) /ot — v*(1)). i

Now, assume that the decision maker has to take care of 100 machines each of them satisfying Assumption 5.4.10.
The parameters of machine i are denoted by a lower index i, i = 1, ..., 100. Further, assume that the decision maker can
repair at most » machines at the same time. Since C,‘?‘C‘i"n(a) > 0, it is optimal to choose the passive action in state O for
every project. Hence, the decision maker has only to decide which of the machines currently being in state 1 she wants
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proj. | 1 | 2 |3 |4 5|6 7|8 |9 |10|11|12|13 |14 |15 16 |17 |18 |19 | 20
rank | 78 | 74 |70 | 9 | 68 |69 |8 |99 | 8 |76 |82 |22 |25|75|95| 30 |60 |55| 5 | 62
proj. | 21 | 22 | 23 |24 | 25|26 |27 |28 |29 |30 |31 (32|33 |34 (35| 36 |37 (38|39 40
rank | 23 | 64 |89 |80 |96 | 10|50 | 1 | 8 |71 |56 |31 |45|65|97|100 |94 |43 | 7 | 92
proj. | 41 | 42 | 43 |44 |45 |46 | 47 | 48 |49 |50 | 51 | 52 |53 | 54 |55 | 56 | 57 | 58 | 59 | 60
rank | 2 |53 |42 |41 | 3 | 4 |35]29 (54|49 (67 |91 |77 |15|73| 38 |52|79| 16| 11
proj. | 61 | 62 | 63 | 64 | 65 | 66 | 67 | 68 |69 |70 |71 |72 |73 |74 75| 76 |77 |78 |79 | 80
rank | 6 | 58 | 51 |36 |47 |21 |39|46 |59 |57 |98 |88 |34|63|90 | 17 | 14|81 | 33 | 48
proj. | 81 | 82 | 83 | 84 | 85 | 86 [ 87 | 88 |89 | 90|91 (92{93 94|95 96 |97 |98 |99 | 100
rank | 12 | 61 | 87 |26 | 28 |37 |19 |93 | 18 |44 |66 | 13 | 40 |27 | 32| 83 | 72|20 |85 | 24

Table 5.1.: Ranks of the projects with respect to v% in state 1.

proj. | 1 | 2 |3 |4 |56 |7 8 ]9|10|11 12|13 |14 ]15|16| 17 |18 | 19| 20
rank | 75 | 74 | 68 | 50 | 71 | 69 | 75 |75 |20 | 75 | 75 |45 |21 | 75|75 |34 |67 |46 | 1 59
proj. | 21 | 22 | 23 |24 | 25|26 |27 |28 |29 |30 |31 |32 |33 |34 |35|36|37 |38 |39 40
rank | 13 |66 | 75 | 75 |75 |56 (44 | 2 |75 |70 |64 |26 24|60 |75 |75|75 |27 |11 | 75
proj. | 41 | 42 | 43 | 44 | 45 | 46 | 47 |48 | 49 | 50 | 51 | 52 | 53 | 54 | 55 | 56 | 57 | 58 | 59 | 60
rank | 3 |38 |37 23|30 |33(31| 6 (392961 75759 |73(43 |51 |75| 7 | 40
proj. | 61 | 62 | 63 | 64 | 65| 66 | 67 |68 | 69 | 70 | 71 | 72 | 73 | 74 | 75 | 76 | 77 | 78 | 79 | 80
rank | 15 | 54 | 48 | 17 |36 | 10 | 35| 16 | 63 [ 52 | 75 |75 |49 | 5T |75 | 4 |41 |75 |12 | 42
proj. | 81 | 82 | 83 | 84 | 85 | 86 | 87 | 88 | 89 | 90 | 91 [ 92|93 |94 | 95|96 |97 | 98 | 99 | 100
rank | 58 |55 |75 122 |65 |14 (28 |75 | 8 (47 162 |25 |53 (32|19 |75]72| 5 |75| 18

Table 5.2.: Ranks of the projects with respect to 1 in state 1.

to be repaired. Note that it need not be optimal to repair a machine occupying state 1 since Cf‘“ion(a) might be high in
comparison to its benefit when reaching state 0, and therefore, machine i should remain in state 1 forever. The data for the
experiments were drawn uniformly from the following sets: 4; , € {1,...,50}, i, € {1,...,50}, C;®*¢(1) € {1,...,25}
and C2ton(g) € {1,...,12},i=1,..., 100. Also, some initial state xo € {0, 1}'® was randomly chosen. The discount
rate is oo = 0.001.

For state 1, the ranks of the projects given by the indices v", 1 and 7 are illustrated in Tables 5.1-5.3. The rank tells the
decision maker with which priority the projects should be worked on if they are in state 1. For the Whittle index vV (1),
we have the ranks shown in Table 5.1. So, machine 1 has priority 78, and if machine 28 is in state 1, the index rule given
by the Whittle index v chooses to repair machine 19 by all means since v}¥ (0) < v[{(1) foralli=1, ..., 100 due to
the non-negativity of the model parameters. Here, note that the index rule given by the Whittle index is not only given by
Table 5.1, also projects currently being in state 0 have to be considered. The priorities with respect to the heuristic index
1(1) are given in Table 5.2 and with respect to the modified heuristic index 7(1) are given in Table 5.3.

As one can see from the tables, there are quite big differences between the project orderings. For instance, project
4 is ranked 9th with respect to the Whittle index, whereas it is ranked 50th with respect to 1 and 6th with respect to 1.
However, some projects are ranked similarly such as, e. g., project 28 which is ranked 1st under the Whittle index and
2nd under 1 and 1. Nevertheless, there remains one major drawback of the Whittle index: one cannot directly deduce

N

proj. | 1 2 13 516 | 7|8 |9 10|11 |12|13|14|15]16 |17 |18 | 19| 20
rank | 75 |74 |70 | 6 |69 |68 | 75|75 |5 [75]75 |12 (26|75 |75|32]60|50| 1 54
proj. | 21 | 22 |23 |24 | 25|26 |27 (28|29 |30 |31 32|33 |34 |35/|36]|37|38]|39]| 40
rank | 16 | 62 | 75 | 75 |75 |29 (47 | 2 |75 |71 |58 |46 |38 |64 |75 |75 |75 |41 | 15| 75
proj. | 41 | 42 | 43 | 44 | 45 | 46 | 47 |48 |49 | 50 | 51 | 52 | 53 | 54 | 55 | 56 | 57 | 58 | 59 | 60
rank | 4 |53 |34 30| 3 |42 (27|14 |51 (44|61 |75 |75]10 |73 |24 45|75 |11 | 18
proj. | 61 | 62 | 63 | 64 | 65| 66| 67 |68 |69 |70 |71 |72 |73 |74 75|76 |77 |78 |79 | 80
rank | 17 | 49 | 57 |31 |37 | 8 [ 33|35 |56 |66 |75 |75 |48 59|75 9 [ 20|75 |23 | 43
proj. | 81 | 82 | 83 | 84 | 85 | 86 | 87 | 88 | 89 | 90 | 91 | 92 |93 |94 | 95| 96| 97 | 98 | 99 | 100
rank | 55 | 67 | 75|36 | 63 |22 | 13 | 75|19 |52 |65 |21 |40 |25 |28 |75 |72 7 |75 39

Table 5.3.: Ranks of the projects with respect to 7 in state 1.
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from it whether the active action is optimal at all for a given project. This comes from the nature of the Whittle index,
which gives an optimal policy under the constraint that in discounted average r projects are being worked on at the same
time. Hence, even for projects in which it is not optimal to use the active action numbers have to be assigned. The indices
1 and 1, of course, include this information, since the single projects are solved separately and 1;(1) =0, or ;(1) =0
respectively, if and only if p is optimal in state 1 by Theorem 5.4.6. Note that the highest rank for 1 and 7 is 75, meaning
that there are 26 machines for which it is never optimal to be repaired.

We used the indices to simulate six different policies:

1. u%" is the original Whittle heuristics: it chooses action a for those r projects having largest indices viW (s;). Here,
also projects which currently are in state 0 might be assigned with the active action a.

2. 1% is similar to the Whittle heuristics. It chooses those r projects having largest indices, but it only assigns
a to those projects currently being in state 1 and p to those projects being in state 0. Due to the proof of
Proposition 5.4.11, action p is optimal in 0 for every machine. Therefore, the heuristics {i"" should perform better
than u".

3. A" is also based on the Whittle index. But we use more information about the single projects. Projects in which it
is never optimal to use the active action are dropped from consideration. Furthermore, projects which currently
are in state 0 are not considered. From the remaining projects, those r projects having largest indices vl-W (1) are
assigned with the active action.

4. u’ is the heuristics derived from the heuristic index 1. The active action a is chosen for those r projects with largest
indices 1;(s;) as long as 1;(s;) > 0. The passive action p is chosen for the remaining projects. So, only projects
currently being in state 1 are considered.

5. Q1" is derived from the modified heuristic index 7 in the same manner as (t”. Similar to pt”, only projects currently
being in state 1 are considered.

6. T, .dom 1S @ policy which chooses uniformly r projects which should be repaired. This policy is simulated to assess

the performances of the above heuristics.

We simulated the 100 projects 1000 times under each policy over a time horizon of length T.p,q = 10 for several r €
{0,...,90}, where every simulation run started in xo. The results can be seen in Figure 5.4 where the average of the
discounted cost up to T¢yg of the respective policies are plotted. For all policies, the standard deviation is less than 100.

The costs for the random policy are the highest of all policies. They decrease first and increase afterwards with a
minimum at about » = 30. For increasing r, the values of the Whittle heuristics p"+", which are marked by the upper
dashed line, decrease first and increase again with a minimum at about » = 25. Since one has to work on exactly r
machines under the Whittle heuristics 4", it might happen that machines have to be worked on for which it is not
optimal to work on at some point in time, e. g., machines which currently are in state O are worked on although it would
be better not to repair those machines. So, additional costs arise. The same holds for """, which is depicted by the
middle dashed line. An explanation for this behaviour is that the Whittle index does not detect projects for which it is not
optimal to repair in state 1. The remaining policies perform better for increasing r. For r > 25, there is not much change
in the simulated costs. The reason is that every machine can be treated optimally at almost any point in time for r > 25.
Since all machines are independent, a policy which works optimally on every machine at any point in time is optimal by
Theorem 4.1.11. From Figure 5.4, one can see that the index policies derived from 1 and 7 both perform almost as good as
the Whittle heuristics for » < 25. Nevertheless, policy fi” performs better than y”. But both policies are good heuristics to
derive a suboptimal policy. The policy 1" is the best of the considered heuristics. For r < 25, it performs as good as the
policies u"+" and %", For r > 25, it performs as good as the heuristics u” and fi".

In conclusion, if there is no better heuristics available, e. g., because the Whittle index is not computable, then one
should use u” or fi" to obtain a suboptimal policy since both obviously perform better than to randomly choose actions,
and both heuristic policies perform almost as good as the Whittle heuristics.

5.4.6. Index-Based Heuristics for the Surveillance Task

In this section, we present how the index 1 of section 5.4.4 might be used as the basis of a heuristics for the surveillance
task. Assume that the infrastructure consists of n sectors and that the security staff size is r. We propose Algorithm 5.1 in
order to derive a heuristics for the surveillance task.

In Algorithm 5.1, Tx,, o is the one-step operator of the passive action (0, ...,0) with respect to the subinfrastructure
Yab- The algorithm splits the original infrastructure into subinfrastructures of size m. These subinfrastructures are
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Figure 5.4.: Performance of the six simulated policies.

Algorithm 5.1 Computation of the heuristics for the surveillance task.
Require: parametrization of the infrastructure X according to chapter 3, m > r
1: for all subinfrastructures Xg,, = {01, ..., 0} C X of size m do {off-line computations}
2:  determine from the parametrization of X restricted to X, the optimal value function v}sub and an optimal decision
rule ,uiub of Zaup

3. for all s, € G™ do

4: determine (50 (ssub) = ()Llsub (Ssub7 ﬂ;sub (ssub)) + OC) (Tzsub,o\)Esub (ssub) - V},‘wb (ssub))
5. end for

6: end for

7: for s € S do {on-line computations}
8:  determine X, (s) such that

sub

(S) (SZ:ub (S) ) = lelulbag; { lzsub (szsub ) } ’

#Egp=m

Ly*

'sub

where sy, is the restriction of s to the sectors of Xg, C X
9:  define

By (552, 9)(0), if 0 € I3 (s)

Hneur(5)(07) 3= 0, else

10: end for
11: return Upeyr
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treated as if they were independent projects. In short, for a given state s € S of the original infrastructure, the heuristics
chooses a subinfrastructure X* . (s) with maximal index and assigns the respective active elementary actions to the original

sub
infrastructure. For sectors which do not lie in X, (s), the passive elementary action 0 is chosen.

sub

Remark 5.4.13. 1. Note that Algorithm 5.1 requires m > r so that the entire security staff can be assigned to the
subinfrastructures. Therefore, subinfrastructures of size m have to be computable in adequate time. In our examples,
m should not exceed five.

2. The number of considered subinfrastructures might also be a limiting factor when using this heuristics. This number
is given by ().

3. In Algorithm 5.1, the computation of the indices for the subinfrastructures in lines 1-6 should be done in advance
before implementing the decision support system. For the current state s € S, the heuristic suboptimal action
Uneur(s) can be determined on-line during operation of the decision support system so that the entire heuristics Upeyr
need not be known in advance. So, the heuristic decision rule e, need not be stored on a hard disk drive, but only
the indices and optimal decision rules for the subinfrastructures.

4. Because of its structure, the heuristics makes several errors. First of all, dependencies from a subinfrastructure
to its complement sectors are not considered in any way. Furthermore, the subinfrastructures are considered as
independent projects, which is not the case due to the dependencies. Moreover, the index 1 itself is also only a
heuristics to find the most beneficial subinfrastructure to which the resources should be allocated if the considered
subinfrastructures were independent.

5. If r is larger than any m for which the surveillance task of subinfrastructures of size m is computable, one could try
to find other heuristics. We propose two simple heuristics which are both based on 1.

a) At first, we solve the surveillance tasks for all one-sector subinfrastructures. For some given s € S, one could
then define a heuristic action by assigning the optimal action of those r subinfrastructures {6} C X which
have the highest indices ;4 (s(0)). This approximation method does not take into account any dependencies
between the sectors and treats the sectors to be independent of each other. For » = n, i. e., there are no resource
restrictions, the resulting error of this heuristics is considered in section 4.2.

b) At first, we solve the surveillance task for all m-sector subinfrastructures with m resources, where m is
chosen such that the respective surveillance tasks are exactly computable. Now, let s € S be given. First, we
take the subinfrastructure with maximal index and assign the respective elementary actions to the heuristic
decision rule. Next, we take the subinfrastructure with second-largest index. There are several cases: if this
subinfrastructure chooses an active elementary action in a sector we have already assigned another active
elementary action, then we drop this sector. We assign the optimal active elementary action to the respective
sector if enough resources are still available. If one can only assign some active elementary actions to the
heuristic decision rule due to the resource restriction, ties are broken by the number of dependencies or by
arandom choice. In this manner, we go through every subinfrastructure in descending order of the indices.
We stop if we have assigned an active elementary action to r subinfrastructures. It might be the case that
there are some resources left. In this case, we consider all one-sector subinfrastructures to which no active
elementary action has already been assigned. We solve the associated surveillance tasks. Again, we consider
the subinfrastructures in descending order of the respective indices and assign the respective active elementary
action to the heuristics until r active elementary actions are assigned to the heuristic decision rule or until we
have gone through all one-sector subinfrastructures, in which case not all resources are needed for the heuristic
decision rule. In this way, dependencies of the infrastructure are considered within the subinfrastructures.

Other heuristics may be derived by considering several subinfrastructures with different sizes and different resource
capacities and by composing the heuristics from optimal actions of the subinfrastructures with highest indices.

5.4.7. Numerical Experiments

In this section, we investigate the behaviour of the heuristics presented in the preceding section. We do not only consider
the heuristics Lipe,, but also an ad hoc heuristics iy, which is marked with ¥ in the subsequent tables. In the following
surveillance tasks, we have included elementary action 2, i.e., “Inspection walk,” of the accompanying example of
chapter 3. Since an accomplished elementary action 2 leaves the respective sector in state 0 and also decreases the
threat level of dependent sectors, we define [1y in the following way: in the subsequent examples, there are threat events
e}, € &(0), o € Z, which model the destruction of 6. For r = 1, 4 assigns elementary action 2 to the sector which
has the highest threat level. If two or more sectors have the highest threat level, 2 is assigned to the sector o € X with
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Minimal Average Maximal Relative
r | m | relative error | relative error | relative error error
1] 1 2.2 % 9.7 % 32.5% 14.0 %
1] 2 0.6 % 33% 17.7 % 9.4 %
1] 3 0.1 % 1.0% 10.1 % 5.3%
1| % 1.0 % 3.8% 36.4 % 16.3 %
2|2 1.2 % 5.1% 14.8 % 9.0%
213 0.7 % 2.6 % 12.0% 7.7 %
2 | % 1.2 % 6.5% 30.3 % 17.0 %

Table 5.4.: Results for the accompanying example of chapter 3.

Minimal Average Maximal Relative
r | m | relative error | relative error | relative error error
1 1 2.2 % 11.1 % 43.4 % 152 %
1| 2 1.0 % 4.6 % 20.2 % 9.8 %
113 0.4 % 1.3% 7.8 % 4.4 %
1] % 1.0% 3.8% 36.4 % 16.3 %
21 2 2.4 % 7.5% 20.6 % 19.0 %
213 1.2 % 3.8% 19.4 % 8.9 %
2| % 1.2 % 6.5 % 30.3 % 17.0 %

Table 5.5.: Results for the accompanying example of chapter 3 with respect to index 1.

maximal destruction cost C, 1 For r = 2, it assigns elementary action 2 to the sectors which have the two highest threat
levels. Again, ties are broken by considering the respective destruction costs C, L and assigning elementary action 2 to the
sectors with highest destruction costs.

At first, we consider the accompanying example of chapter 3 with security staff sizes » = 1,2. The results can be
obtained from Table 5.4.

In Table 5.4 and in the following tables, we give the minimal and the maximal relative error between the heuristic
value functions vreur and the optimal value function v* of the respective surveillance tasks, i. e., mingeg{v*heu (s5) /v*(s) —
1}-100% and maxes{v*heu (s)/v*(s) — 1} - 100 % respectively. Furthermore, the average relative error computed by
[Lses[(vHneur (s) —v*(s))/v*(s)]/|S|] - 100 % is given. The relative error is given by |[vtheur —v*||_ /||v¥||.. - 100 %.

For r = 2, Figure 5.5 illustrates the heuristic decision rule for a two-sectors approximation, i.e., m = 2, and Figure 5.6
shows the heuristic decision rule for a three-sectors approximation, i.e., m = 3. A comparison shows that the heuristic
decision rules have roughly the same structure as the optimal decision rule depicted above in Figure 3.2. The heuristics
Uneur Works well for this example for all m. Moreover, the simple heuristics [y is quite good, too. Note that there are
decision rules which are very bad for this very surveillance task as can be seen in section 5.3.3.

In Table 5.5, the same infrastructure is considered. But this time, 1 as defined in Remark 5.4.7 is used as an index in
lines 4 and 8 of Algorithm 5.1. This heuristics performs worse than the original heuristics. Therefore, the heuristics Uneyr
is based on 1.

Now, we consider an infrastructure consisting of five sectors since we are able to solve the respective surveillance
tasks exactly. The parameter set is stated in section B.2. We computed the value functions for the heuristics given in
the preceding section for » = 1,2 and » < m < 4. Later, we vary these parameters in order to see how the quality of the
heuristics is influenced by the particular models of the surveillance task.

One can see that the heuristics Upeyr Works quite well for » = 1. It is remarkable that the one-sector heuristics is better
than the two-sectors and the three-sectors heuristics. Also the simple heuristics pty is quite good for r = 1. But for r =2,
the performance of the heuristics improves as m is getting larger. In this case, the heuristics Upeyr and iy both perform
very well.

The next experiment includes basically the same infrastructure, except that we have changed the dependencies between
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Figure 5.5.: Heuristic decision rule for the accompanying example for r = 2 and m = 2.
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Figure 5.6.: Heuristic decision rule for the accompanying example for r =2 and m = 3.
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5.4. INDEX-BASED HEURISTICS

Minimal Average Maximal Relative
r | m | relative error | relative error | relative error error
1|1 6.8 % 30.3 % 93.9 % 45.8 %
112 20.0 % 57.9 % 114.0 % 60.2 %
1|3 13.9% 39.7 % 81.9% 41.7 %
1| 4 4.7 % 14.7 % 45.2 % 21.7 %
1| % 6.7 % 28.8 % 93.4 % 45.5 %
212 2.1% 17.2 % 46.0 % 23.7 %
213 1.0% 11.5% 41.5% 24.9 %
2| 4 0.3% 4.8 % 26.5 % 11.5%
2 | % 0.7 % 14.5% 83.1% 26.5 %

Table 5.6.: Results for the original numerical experiment.

Minimal Average Maximal Relative
r | m | relative error | relative error | relative error error
171 1.6 % 83.5% 423.0 % 159.2 %
1|2 0.6 % 35.5% 120.4 % 74.7 %
1|3 0.5% 31.9% 80.7 % 50.6 %
1| 4 0.2% 12.2 % 60.3 % 39.6 %
1| % 1.1% 35.9% 112.7 % 68.8 %
212 2.2% 22.8 % 77.6 % 35.0%
213 1.8 % 13.1% 41.7 % 21.9%
2| 4 0.5% 6.0 % 30.6 % 18.6 %
2 | % 1.3% 20.8 % 89.2 % 22.3 %

Table 5.7.: Results for the numerical experiment with very few dependencies.

the sectors. Here, we assume that the infrastructure has very few dependencies such that

01 0 0O
001 00O
N=| 01010
00 0 01
00 010

The results for this infrastructure are listed in Table 5.7. Again, the performance is satisfactory for the heuristics for
r = 1. But the performance of the heuristics is even better if the security staff size is two. In both cases, the performance

improves with increasing m.
In the next experiment, we have much more dependencies between the sectors, but all other parameters are the same as

above: here, we have

01 1 01
1 01 00
N=] 01 011
I 1 0 0 1
1 1110

The results for this infrastructure are given in Table 5.8. For r = 1, the heuristics perform rather bad. However, Uneyr is
clearly better than piy for m > 2. Whereas for r = 2, the heuristics is very good for m > 3, and definitely beats the simple
heuristics iy even for m = 3. Again by increasing m, the performance of the heuristics lpe,r improves.

Now, we consider the original five-sectors infrastructure. But, we assume that the costs of destruction are given by

C, =100,000, C, =10,000,000, C, =500,000, C, =3500,000, C, =/500,000.
0'1 0'2 0'3 0'4 0'5

So, one sector is extremely more expensive than the others. The results are presented in Table 5.9. For r =1 and r = 2,
the simple heuristics Uy works very well. But at least for r =2 and m > 2, the performance of the heuristics Upeyr 1S very
good, too.
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5. APPROXIMATE SOLUTION METHODS

Minimal Average Maximal Relative
r | m | relative error | relative error | relative error error
1|1 109.3 % 414.7 % 743.8 % 418.4 %
1] 2 50.1% 175.0 % 311.1% 208.4 %
1] 3 44.3 % 166.6 % 273.3 % 211.0%
1| 4 39.6 % 147.7 % 224.8 % 196.4 %
1] % 108.0 % 412.3 % 670.6 % 418.3 %
212 12.4 % 94.8 % 189.5 % 102.4 %
213 2.2 % 17.6 % 52.5% 26.2 %
2| 4 0.8 % 9.5% 27.0 % 16.4 %
2| % 8.3 % 82.8 % 209.2 % 89.7 %

Table 5.8.: Results for the numerical experiment with many dependencies.

Minimal Average Maximal Relative
r | m | relative error | relative error | relative error error
1|1 11.9% 44.0 % 140.6 % 52.7 %
1| 2 18.3% 54.7 % 168.3 % 66.3 %
113 20.7 % 53.7 % 127.0 % 65.3 %
1| 4 10.3 % 31.2% 67.4 % 43.9 %
1] % 4.8 % 24.0 % 84.1 % 39.8%
212 5.3% 42.8 % 131.2% 48.1 %
213 1.4 % 16.7 % 69.3 % 26.5 %
21 4 0.5 % 6.9 % 31.0% 17.4 %
2 | % 1.0% 15.8 % 98.4 % 43.5 %

Table 5.9.: Results for the numerical example with one very expensive sector.

In the next experiment, the rates of the actions depend on the sectors. The remaining parameters are the same as in the
first experiment. We have

Ai(04) =20, Ai(os) =40,
12(64) = 20, 12(65) =15.

M(o1) =30, Ai(o3) =10, Ai(03) =15,
)Q(O'l) = 10, 12(0'3) = 5, 2,2(0'3) = 5,

The results are given in Table 5.10. It is obvious that the quality improves when m increases. For r = 1, the ad hoc
heuristics is bad as well as Upe for m = 1. Furthermore, the heuristics ppe,r performs better than the simple heuristics
Uy forr=2and m > 3.

In the next experiment, we have set the discount rate to & = 107, but all remaining parameters are the same as in
the first five-sectors experiment. The results can be seen in Table 5.11. Surprisingly, the performance does not improve
for r = 1 when m is increased. The simple heuristics [y is quite good, but the heuristics with respect to m = 4 is even
better than tt4 . For r = 2, all heuristics seem to be very fine. Nevertheless, the four-sectors heuristics is the best of the

considered heuristics.
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Minimal Average Maximal Relative
r | m | relative error | relative error | relative error error
1] 1 69.0 % 249.0 % 723.7 % 174.9 %
1] 2 25.7 % 90.5 % 333.2% 71.3 %
1] 3 7.1 % 30.1 % 179.4 % 37.7 %
1| 4 0.6 % 6.6 % 82.1 % 24.9 %
1] % 72.6 % 239.4 % 714.3 % 172.0
212 9.4 % 63.1 % 200.2 % 553 %
213 2.6 % 22.0% 88.6 % 36.5 %
2| 4 0.9 % 13.1% 69.8 % 25.0%
2 | % 5.0% 41.8 % 203.2 % 61.6%

Table 5.10.: Results for the numerical example with varied action rates.




5.4. INDEX-BASED HEURISTICS

Minimal Average Maximal Relative
r | m | relative error | relative error | relative error error
1|1 6.9 % 7.0 % 7.0 % 7.0 %
1|2 20.3 % 20.3 % 20.4 % 20.4 %
1] 3 14.2 % 14.2 % 14.2 % 14.2 %
1| 4 4.7 % 4.8 % 4.8 % 4.8 %
1| % 6.8 % 6.8 % 6.9 % 6.8 %
212 2.1% 2.1% 2.1% 2.1%
213 1.0 % 1.0% 1.1% 1.1%
2| 4 0.3% 0.3% 0.3% 0.3%
2 | % 0.7 % 0.7 % 0.7 % 0.7 %

Table 5.11.: Results for the numerical example with discount rate o¢ = 107°.

In conclusion, the heuristics Upeyr is more robust in comparison with the simple heuristics t4 . Especially, if the
infrastructure has many dependencies or if the rates of the elementary actions differ for the sectors, the performance
of Uneyr 1s better than py . It is beneficial to choose m as large as possible in general. However, Figures 5.5 and 5.6
suggest that the heuristics Upeyr tends to assign elementary actions to sectors with high destruction costs. So, the actions
proposed by the heuristics are plausible to the decision maker. Therefore, the heuristics tne,r might be used as the basis

of a decision support system.

5.4.8. Memory Requirements

Using the heuristics of section 5.4.6, the memory requirements are significantly reduced. To see this, we consider an
infrastructure of size n where the security staff size is r. If the heuristics works with an m-sectors approximation with
r < m, then (;‘l) subinfrastructures have to be considered. To determine the heuristic decision rule, it is sufficient to store
the indices and the optimal decision rules for all subinfrastructures of size m. This approach requires less memory since
the state spaces are lower in dimension than the underlying infrastructure.

Example 5.4.14. For a twelve-sectors infrastructure with gma.x = 4 which is approximated by subinfrastructures of
size five, storing an optimal decision rule for a subinfrastructure requires 5° - 5 - 8 bits ~ 15.6kB of memory for each
subinfrastructure. Assuming that the indices for one subinfrastructure are stored in a text-file at a length of about 16
digits, then it takes about 5° - 16 - 8 bits = 50.0kB to store the indices file for one subinfrastructure. All in all, the memory
requirements are (152) (15.6+50.0) kB = 52.0MB meaning that the memory requirements are reduced by about 95 %.
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6. Risk Measures for the Surveillance Task

In chapter 3, we modelled the dynamics of threat of a critical infrastructure in terms of a CMDP. Then we concentrated
on the expected total discounted cost under deterministic stationary policies since it is known that there exists an optimal
policy of this kind according to Theorem 2.3.4. In the context of the surveillance task, expected total discounted cost
measures the expected discounted frequency of the occurrence of threat events weighted with their associated costs.
Discounting causes a weight on the time of occurrence of threat events such that the earlier a threat event occurs the
more influence it has on the total discounted cost. The objective in the previous chapters was to find a decision rule
which minimizes the expected total discounted cost. Now, the question arises whether this criterion is appropriate for the
surveillance task or whether the objective criterion should be modified in order to comprise the infrastructure owner’s or
decision maker’s preferences.

Certainly, the primary goal of a decision maker who is in charge of a critical infrastructure is to minimize the occurrence
of threat events which would heavily harm the infrastructure. For this purpose, the decision maker might accept the
occurrence of several threat events which have a minor impact on the infrastructure as long as disastrous threat events
are prevented in this way. Therefore, the decision maker is risk-averse. But this risk aversion is not included within
the framework of the expected total discounted cost, where all threat events are just weighted with their probability of
occurrence and corresponding costs, no matter if they are disastrous or if they have a low impact on the infrastructure.
In order to formalize the decision maker’s preferences or risk aversion, appropriate risk measures might be defined. At
first, we introduce a risk measure which is appropriate for the surveillance task. In the risk aversion framework, we seek
policies which minimize the risk measure of the total discounted cost in chapter 7 and for the average cost in chapter 8 for
some given initial state.

6.1. Risk Measures

In this section, we shortly summarize the concept of risk measures and its meanings in financial applications. We consider
the case of integrable random variables only.

Definition 6.1.1. Let L' (Q,.27, P) be the space of all real-valued integrable random variables on some probability space
(2,9, P). A risk measure p is a function p : L' (Q,.</,P) — R.

So, a risk measure assigns a real value to each integrable random variable. In particular, the expectation and the
variance, if it exists, or any other characteristics of random variables X are risk measures. In finance, according to (McNeil
et al., 2005), p. 239, p(X) should be interpreted as the amount of capital that should be added to a position with a loss
given by X, so that the position becomes acceptable to an external risk controller. If p(X) < 0, then the position X is
acceptable without injection of capital and if p(X) < 0, then capital may even be withdrawn. There are several properties
that a reasonable risk measure should satisfy in order to adequately measure risk in financial applications. To be consistent
with the following, we assume that costs are measured by positive values and that rewards are measured by negative
values respectively.

Definition 6.1.2. A risk measure p is a convex risk measure if it satisfies the following properties:
1. Forall X;, X, € L' (Q,.o7, P) such that X; < X», we have p (X)) < p(Xy) (monotonicity).
2. Forall X € L'(Q,/,P) and c € R, we have p(X +c¢) = p(X) + ¢ (translation equivariance).
3. Forall X|, X, € L'(Q,.47,P) and A € (0,1), we have p(A X1 + (1 = A1) X2) < A p(X1) + (1 —2) p(X2) (convexity).

Definition 6.1.3. A convex risk measure p is a coherent risk measure if p is positively homogeneous, i.e., for every
X € L'(Q, < ,P) and every A > 0, we have p(1 X) = A p(X).

Definition 6.1.4. A risk measure p is subadditive if p(X; +X2) < p(X;) +p(Xz) for all X1, X, € L' (Q,.%7, P).

Convex and coherent risk measures are extensively studied in the literature (cf. (Artzner et al., 1999; McNeil et al.,
2005)). Examples for coherent risk measures include the expectation and the average value-at-risk, which is considered
in section 6.2.2. In contrast, value-at-risk, which is considered in section 6.2.1, is not even a convex risk measure. The
properties in the above definitions have their respective economical interpretations. Monotonicity is clear: if one risk



6. RISK MEASURES FOR THE SURVEILLANCE TASK

is higher than another, then more capital has to be added in the first case so that it is acceptable to an external risk
controller. Translation equivariance means that when adding p (X) to a position X, which corresponds to subtracting it
from the position X, then the position X — p(X) is acceptable to the risk controller since p(X — p(X)) = 0. Convexity
and subadditivity reflect the idea that diversification should be rewarded by a reduced risk, i. e., splitting risks should be
rewarded.

Positive homogeneity is the most controversially discussed property. It means that risk is proportional to the position.
In (Follmer and Schied, 2004), this property is questioned since risk might depend in a non-proportional manner.

A remarkable relation of risk measures is the following: if a risk measure is positively homogeneous, then it satisfies
the property of convexity if and only if it is subadditive. For a much more detailed introduction to risk measures used in
finance, we refer to (McNeil et al., 2005).

In the surveillance task, things are different from the financial framework. This lies in the fact that in finance, decision
makers have to arrange a portfolio consisting of several financial instruments. Each financial instrument comes with a
certain risk. Therefore, risk measure theory based on the above meaningful definitions is needed in order to adequately
measure risk. In contrast, we only have one infrastructure which has to be taken care of in the surveillance task so that,
e. g., convexity is not a meaningful property of measuring risk in this case.

Nevertheless, some of the above properties are meaningful in the surveillance task. We measure threat by the total
discounted cost that the dynamics of threat generates. Then monotonicity is a natural property of an adequate risk measure:
consider two infrastructures which are modelled according to chapter 3 with the only difference being that the costs
of the first infrastructure are lower than the costs of the second infrastructure. Then the total discounted cost of the
first infrastructure is lower than the total discounted cost of the second one. We would assume that risk of the second
infrastructure is higher than risk of the first one since it is more expensive. Hence, monotonicity should be a property of
an adequate risk measure. In a similar manner, translation equivariance is also a reasonable property of an adequate risk
measure. The notion of diversification cannot be applied to the surveillance task since the decision maker cannot invest in
several infrastructures. She has to take care of the one infrastructure she is in charge of and has to provide safety and
security. The concept of positive homogeneity could be applied to the surveillance task. By multiplying the costs of the
threat events with some factor, risk might be increased by the same factor.

So, the concept of a reasonable, i. e., convex or coherent, risk measure for financial applications cannot be transferred
easily to the surveillance task. Therefore, we consider two risk measures from scratch and examine whether their respective
definitions are meaningful in the framework of the surveillance task.

6.2. Two Risk Measures for the Surveillance Task

As we have seen, the expectation does not resemble the decision maker’s preferences since her main goal is to prevent
disastrous threat events. Therefore, let us consider two more risk measures which are popular in finance and examine
whether these risk measures are applicable in the surveillance task. The two risk measures considered here are the
value-at-risk and the average value-at-risk.

6.2.1. Value-at-Risk for the Surveillance Task

A desirable property of a “good” policy, i. e., well suited for the surveillance task from the decision maker’s point of view,
might be that the value of the total discounted cost that would be exceeded with a probability of (1 — 7) - 100 % under
the same policy is minimized for some given 7 € (0,1). We call 7 the confidence level. In practice, one would choose,
e.g., T=0.95or 7 =0.99. This approach would lead to the objective criterion of minimizing the 7-quantile, i.e., the
value-at-risk at level 7, of the total discounted cost.

Definition 6.2.1. Let X be a real-valued random variable on some probability space (2, ,P), and let T € (0,1). The
value-at-risk of X at confidence level T, denoted by V@R (X), is defined as

V@R (X) = Fy (1) =inf{x cR|P(X <x) > 7},

where Fy lis the quantile function of X.

In Definition 6.2.1, it has to be taken care that costs are measured by positive numbers and rewards are measured by
negative numbers respectively. In case that costs are measured by negative numbers, one defines the value-at-risk of X at
level T by V@R (X) = F:)} (1) so that indeed the distribution of the cost is considered.

In general, value-at-risk is not a convex risk measure. Value-at-risk is monotonic, translation equivariant and positively
homogeneous. But it is not subadditive in general, which is one point of criticism, e. g., of (Artzner et al., 1999). However,
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if the risks are elliptically distributed, then value-at-risk is subadditive as noted in (McNeil et al., 2005). Hence, if the
risks are elliptically distributed, then the value-at-risk is a coherent risk measure.

Applying value-at-risk to the surveillance task, a policy which minimizes the value-at-risk would reduce the probability
that very expensive, i. e., disastrous, threat events occur to some extent. The major disadvantage of using the value-at-risk
approach is that it does not take into account that the total discounted cost might exceed the optimal 0.95-quantile. So, the
0.95-quantile is minimized by some policy, assuming such a policy exists, but its value does not give any information
about the total discounted cost which exceed it. This is another point criticism of the value-at-risk as, e. g., (McNeil et al.,
2005), p. 38, note. This is illustrated in a small example: consider two random variables X, X, representing costs with
P(X1 = O) = P(X2 = 0) = 0.8 and P(Xl = 100) = P(Xz = 1000) = 0.2. Then we have V@Ro.g(Xl) = V@Ro_g(Xl) =0.
But since there is a probability of 0.2 that X, is 1000 whereas X is 100 with the same probability, a decision maker would
prefer X over X;. This demonstrates that very catastrophic threat events might still occur with rather high probability. For
this reason, the value-at-risk criterion should not be used to model the decision maker’s preferences.

Nevertheless, value-at-risk is used as a risk measure in several fields of application. Apart from finance, where
value-at-risk took its start, there are, e. g., inventory control (cf. (Luciano et al., 2003; Tapiero, 2003)), foodservice
industry (cf. (Sanders and Manfredo, 2002)) and layers of protection analysis (cf. (Fang et al., 2007)). In (Luciano et al.,
2003) and in (Sanders and Manfredo, 2002), value-at-risk is taken as a describing statistical characteristic of a probability
distribution. Whereas in (Tapiero, 2003) and in (Fang et al., 2007), minimizing the value-at-risk is used as the objective.

6.2.2. Average Value-at-Risk for the Surveillance Task

To avoid the disadvantage of not including the (1 — 7) - 100 % highest outcomes of the total discounted cost when using
value-at-risk as the objective criterion, one could try to find a policy which minimizes the average of the (1 — 1) - 100 %
highest possible outcomes of the total discounted cost. This procedure leads to the average value-at-risk criterion at level
7 for the total discounted cost.

Definition 6.2.2. Let X € L'(Q,.97,P) and 7 € (0,1). The average value-at-risk of X at confidence level t, denoted by
AV@R(X), is defined as

1
AV@R(X) = % V@R, (X)dt.

- T
This definition follows (Béduerle and Mundt, 2005). Average value-at-risk is sometimes called expected shortfall or
conditional value-at-risk. But as mentioned in (Bduerle and Mundt, 2005), these terms are also used for several other risk
measures. Therefore, the reader has to be careful which risk measure is meant in a particular text. From the definition,
it can be seen that the average value-at-risk is exactly the mean of the (1 — 7) - 100 % highest costs that might occur.
Alternatively, the average value-at-risk can be defined as the mean of the 7-tail distribution of X like in (Rockafellar and

Uryasev, 2002), where the 7-tail distribution of X is defined by the cumulative distribution function

0, if x < V@R (X)

P _ B R.
T-tail (X) {P(Xf)?f’ if x> V@R, (X) ’ re

The cumulative distribution function of the 7-tail distribution is zero below V@R:(X), and above V@R.(X), it is
essentially the same as the cumulative distribution function of X, but it is stretched with the factor 1/(1 — 7). In Figure 6.1,
V@R, (X) and AV@R(X) are illustrated for some random variable X with cumulative distribution function Fx. As long as
V@R (X) is non-negative, the average value-at-risk is the appropriately normalized hatched area illustrated in Figure 6.1.

The average value-at-risk is a common risk measure which enjoys great popularity in finance. This is because the
average value-at-risk is a coherent risk measure. This result is for instance presented in (Rockafellar and Uryaseyv,
2002). This is due to the fact that probability atoms are split appropriately. Risk measures that pursue the same idea
as the average-value-at-risk, that is to take the mean of the loss above some level in a certain sense, like upper average
value-at-risk, defined by E[X| X > V@R.(X)], or lower average value-at-risk, defined by E [X | X > V@R (X)] (cf.
(Rockafellar and Uryasev, 2002)), do not split a present probability atom at V@R (X), and therefore, they are not coherent
risk measures. For our purpose, it is sufficient that the average value-at-risk at level 7 also takes into account values which
are greater than the value-at-risk at level 7.

An interesting result concerning the average value-at-risk is provided in Theorem 10 of (Rockafellar and Uryasev,
2002). Its proof can also be found there. In (Rockafellar and Uryasev, 2002), the average value-at-risk is studied in very
detail and an abundance of its properties is given. Furthermore, it is compared with the lower and the upper average
value-at-risk. This theorem is a fundamental building block in establishing the results of the following chapters.
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(1-1) AV@R(X)

Fx(X)
T

T T
-2 -1 0 1=V@R(X) 2 3 4 5

X

Figure 6.1.: V@R; and AV@R.
Theorem 6.2.3. Let X € L' (Q,<7,P) and T € (0,1). Then it holds

AV@R(X) = min {x—l— %E [(X—x)"] }

where x := max{0,x}, x € R. Moreover,

1
V@R(X) = inf argmin {x—i— —E[(X-x)"] } .
xeR -1

Proof. See (Rockafellar and Uryasev, 2002). |

So, by Theorem 6.2.3, the computation of the average value-at-risk can be achieved by solving a convex minimization
problem rather than by computing an integral of the quantile function. In addition, we obtain the value-at-risk at level 7 as
the minimal minimizer of this optimization problem.

Coming back to the surveillance task, a policy which minimizes the average value-at-risk at level 0.95 would avoid
very devastating threat events because also the highest possible costs come into consideration when using the average
value-at-risk. Hence, average value-at-risk could be used as a measure of risk for an application of the threat model.

The average value-at-risk finds further use, e. g., in crop insurance (cf. (Liu et al., 2008)), in operational planning (cf.
(Verderame and Floudas, 2010)), in traffic network design and in cancer treatment (cf. (Cromvik and Patriksson, 2010)).
In the first application, average value-at-risk is not the criterion itself. Here, average value-at-risk is part of the constraints
in corresponding optimization problems. In (Cromvik and Patriksson, 2010), average value-at-risk is used as the objective
in a static probabilistic framework. In (Webby et al., 2007), both value-at-risk and average value-at-risk are applied in a
case study on the Mekong fishery. They consider four scenarios where they examine how different payment strategies of
international aid influence the risk of the fishery. Moreover, value-at-risk and average value-at-risk are used to deal with
uncertainty in breeding values of bulls (cf. (Pruzzo et al., 2003)). Of course, the last two articles examine effects in fields
that heavily violate animal rights (cf. (Singer, 2002)) and should therefore just be seen as illustrating examples.
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7. Average Value-at-Risk Criterion for the Total Discounted Cost — A
Non-Standard Objective Criterion for Discrete-Time Markov Decision
Processes

In this chapter, we examine a novel objective criterion for MDPs. MDPs are introduced in (Bellman, 1952). We assume
that at every time step the decision maker has to pay a random cost depending on the current state and the chosen action.
The subsequent costs are discounted and summarized leading to the total discounted cost.

This chapter is structured as follows. Section 7.1 gives an overview on non-standard criteria for MDPs. Section 7.2
provides the main definitions which find use in the following text. In section 7.3, we make some notes concerning the
surveillance task which is modelled in continuous time whereas the discrete-time case is examined here. In section 7.4,
we formulate the multi-stage optimization problem. In section 7.5, we study the average value-at-risk criterion for the
total discounted cost for a finite horizon. This is done in two steps: in the first step, we solve an arising intermediate
criterion for a given MDP. In the second step, we derive optimal policies for the average value-at-risk criterion from
the solution of the intermediate criterion. This section is concluded with a numerical example. In section 7.6, we treat
the infinite-horizon case. Again, this is done by solving an intermediate MDP criterion at first, and then deriving an
optimal policy from the solution of the intermediate criterion. In the last section, we discuss the results when the average
value-at-risk criterion is applied to the surveillance task.

7.1. Literature Overview on Non-Standard Criteria for Discrete-Time Markov Decision
Processes for the Total Discounted Cost

Up to the present, numerous non-standard criteria for MDPs considering the total discounted cost have been studied for
the discrete-time case and for the continuous-time case in the literature. Some of these are shortly summarized in the
following.

First, (Howard and Matheson, 1972) consider the case of maximizing an exponential utility function with constant risk
aversion which leads to a risk-sensitive criterion for discrete-time MDPs. They examine inhomogeneous and homogeneous
MDPs with finite and infinite horizon and show that a backward induction algorithm is valid for this problem. They also
give a policy improvement algorithm for the homogeneous case which converges to a stationary optimal policy.

Furthermore, (Jaquette, 1973) discusses a criterion called moment-optimality in discrete time for homogeneous MDPs
where the moments of the total discounted cost are considered. In this criterion, a policy performs better than another
by definition if the signed moments of the first policy are higher than those of the second one with respect to the
lexicographical order. This means optimal policies with respect to the expected cost criterion are distinguished by which
one has minimal variance. If the variances are also the same, then a policy leading to the maximal third moment of the
total discounted cost is better, and so forth. He shows that there exists a stationary optimal policy within the class of
deterministic policies in the case of an infinite horizon. By lexicographically ordering the moments of the total discounted
cost, some risk aversion comes into play since if the expected value is maximal for some policies, then a policy with
minimal variance is chosen. In (Jaquette, 1975), the continuous-time case of the same criterion is considered. The
results are similar to the ones from the discrete-time case, i. e., there exists a stationary optimal policy within the class of
piecewise constant policies.

Generalizations of the moment-optimality criterion can be found in (Jaquette, 1976; Bouakiz and Sobel, 1992) where
the case of optimizing some exponential utility function with a constant risk aversion factor and a constant discount factor
is considered. In this case, it turns out that there is no stationary optimal policy within the class of deterministic policies
for the infinite-horizon problem in general. But there exist so-called ultimately stationary optimal policies, i. e., the policy
is stationary from a certain point in time if the state space is finite. However, a stationary policy can be shown to be
optimal in special cases, as for example in (Bouakiz and Sobel, 1992). In (Chung and Sobel, 1987), the same criterion is
examined. They provide a backward induction algorithm for the finite-horizon problem, an optimality equation for the
optimal value function and approximations for the infinite-horizon problem.

A similar criterion arises as an application in (Porteus, 1975), which also includes maximization of exponential utility.
In his framework, exponential utility of the rewards at each time step are considered in contrast to the exponential utility
of the total discounted reward. Results are that there exists a stationary optimal policy in the finite-state finite-action case
if the risk aversion is constant over time. Furthermore, value iteration can be applied and an optimality equation holds for
the optimal value function.
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Another criterion is the so-called target level or target value criterion, in which the decision maker wants to find a policy
so that the total discounted reward exceeds a given target value with maximal probability. This problem is studied in
(Bouakiz and Kebir, 1995; Wu and Lin, 1999). It turns out that a backward induction algorithm holds in the finite-horizon
case and that the optimal value function associated with this problem satisfies an optimality equation in the infinite-horizon
case and that the optimal value function is its unique solution in a certain class of functions.

The target hitting time criterion is studied in (Boda et al., 2004) which is related to the target level criterion. The
objective is to find a policy which minimizes the probability that the total discounted reward does not exceed a given
target value at the first n € N time steps. Results in (Boda et al., 2004) include a backward induction algorithm and the
characterization of optimal policies.

Based on the target value criterion, together with the so-called target percentile criterion the cases of value-at-risk and
average value-at-risk are treated in (Boda and Filar, 2006) for the finite horizon, too. They characterize optimal policies
for the value-at-risk criterion. Moreover, they show that there are optimal policies which are optimal for the value-at-risk
criterion for all confidence levels under strong assumptions. Furthermore, they are able to show that under certain strong
conditions there exist time-consistent optimal policies for the average value-at-risk criterion. They do not consider the
case of general finite-state finite-action MDPs. Furthermore, the infinite-horizon case is not studied. Their approach is to
use the definition of a time-consistent risk measure, whereas we tackle the average value-at-risk criterion my means of an
intermediate criterion.

(Schil, 2004) considers the minimization of the ruin probability of a discrete-time insurance model, where the state
space is uncountable, over an infinite horizon. The main results are that the value iteration hold, that there is an optimality
equation, and that there is an optimality criterion.

The aforementioned criteria just concern standard MDPs in which the decision maker has to pay one cost or gains one
reward per time step respectively. In constraint MDPs, for example, the initial situation is different. In such problems,
reward has to be maximized. But together with a single reward, certain costs have to be paid simultaneously. The incurred
costs have to satisfy some other conditions like remaining below a certain threshold in expectation. More on this type of
problems can be found in (Altman, 1999). Another criterion is studied in (Feinberg and Shwartz, 1994) in which the
decision maker yields multiple rewards. Then the decision maker wants to find a policy so that the sum of several total
discounted rewards is maximized where different discount factors might be used for each total discounted reward. The
results are rather different from the results of the former problems: there might exist some positive £* such that for every €
being smaller than £* there does not exist a stationary €-optimal policy. But optimal policies exist under weak conditions.

The preceding criteria are just a small collection of non-standard criteria for MDPs. Further non-standard criteria for
MDPs considering the total discounted cost can be found in the survey article (White, 1988).

7.2. Definitions

In this section, we give the main definitions which find use in the further text. Throughout this chapter, let I" =
(S,A,D,W P, 3) be a homogeneous finite-state finite-action discrete-time Markov decision process (MDP). The meanings
of the components of I" are as follows:

e Let S be a non-empty finite state space.
e Let A be a non-empty finite action space.

e Let D C S X A be the restriction set, which satisfies the condition D(s) := {a: (s,a) € D} #0, s € S. The set D(s)
contains all actions which are admissible in state s € S.

e Let W C R>g be a non-empty finite set, the elements of which should be interpreted as costs.

o Let P = (pS,.)s.ves.acn(s),ccw De the transition probabilities. For s, s' € S, a € D(s), c € W, the value p, _ is the
probability of moving from s to s’ resulting in the cost ¢ when action a is taken. Since P contains conditional
probabilities, p¢, >0 foralls,s' €S,c € W,a € D(s) and Yycg cew P = 1 forall (s,a) € D.

e Let B € (0,1) be a discount factor.

The notation of the transition probabilities p{,. is not the standard definition of the transition probabilities where the
costs are fixed for the state and the chosen action. But if the costs are deterministic, i. e., pfs,c =1 for some ¢ € W for all s,
s’ € S and a € D(s), then the model coincides with the standard model. Moreover, the standard notation can be achieved
by combining states from S and costs from W to the new state space S’ := S x W and defining the transition probabilities
appropriately by (p’ )?s,c)(s’,c’) = piy forall c € W. The kind of model with random costs as it is used in this text is also

considered in (Bertsekas, 2005, 2001; Chung and Sobel, 1987; Wu and Lin, 1999) for instance. Furthermore, (Chung and

68



7.2. DEFINITIONS

Sobel, 1987) give an example why the notation p{, makes sense in some risk-sensitive models. The example contains an
inventory model where the demand is random, and therefore, the reward is random in some states, too. The standard
notation comes into play when considering a criterion based on the expectation of the costs. Then one defines transition
probabilities p¢; = Y ew ply,. 5. 8" €S, a € D(s), and expected costs c(s,a) := Yeew ses Py, ¢ (5,a) € D, leading to
the standard MDP definition. But these definitions would not meet the demands of a risk-sensitive criterion since the
distribution of the one-step costs plays a crucial role. Therefore, we use the notation p, . Homogeneity of the MDP
means that the transition probabilities are not time-dependent.

Next, we model the basis of decision-making. We assume that the decision maker has access to the whole past at any
point in time and the current state but that she cannot look into the future. This basis is given by a history which is defined
next.

Definition 7.2.1. Define for k € Ny the sets of histories (up to time step k) recursively by

Hy =S,
Hipp =Hy xAXW xS.

An element of the set Hy, is called a history (up to time step k). For every k € N, a history h; = (xo,a0,c0,X1,...,dk—1,
Ck—1,Xx) € Hy is called admissible if a; € D(x;) forall 0 <1 < k—1.

A history hy = (x0,a0,C0,X1, .- ,ar—1,Ck—1,%k) € Hy, k=0, 1, ..., is admissible if all actions g; are in the restriction
set D(x;), 0 <1 < k—1, of the current state. Based on the knowledge of the past and the current state, the decision maker
is able to choose the next action. We assume that the decision maker can randomly choose between admissible actions
according to a selected probability distribution on the admissible actions. Therefore, an admissible policy is defined as a
randomized history-dependent policy.

Definition 7.2.2. A randomized history-dependent policy T = (7 )ren, is a sequence of measurable mappings 7 :
Hy x A — [0, 1] such that

Y m(h,a)=1 and m(h,a)=0 (a¢D(x))
aeD(xy)

for all k € Ny and for all admissible hy = (xo,d0,c0,X1, -, ax—1,Ck—1,%) € Hy. We also write m(alhy) = m(hyg,a).
Further, let IT be the set of all randomized history-dependent policies.

We show that for every randomized history-dependent policy 7 € IT there is a probability space (2,7, P™) so that the
parameters of the MDP match their interpretations. The construction of these probability spaces is according to (Puterman,
2005), section 2.1.6. Let

=

Q=X (SxAxW) and M:zé(@(S)x@(A)ng(W)), well,
k=0 k=0

where (M) denotes the power set of the set M. Let @ € £ be of the form
= ()C(),CZ(),C(),X],(Jl,Cl, .. )

Define the projections Xi (@) = xi, Ax(®) = ai, Ci(®) = cx, k € No. So, (Xi)reny» (Ak)ken, and (Cy)reny, are the state,
action and costs processes respectively. Let Py be the initial probability distribution, which we assume to be concentrated
on a single state in the whole chapter so that Py({xo}) = 1 for some fixed xo € S. A policy & € IT induces a probability
measure P” on 7 by setting

P™ (Xo = x0) = Po({x0})s
P (Ak = ay |X() = Xx0,A9 = ag,Co = co, ..., Xk ZXk) = ﬂk(ak|x0,ao,co, ... ,xk),

(7.1)

T
P (C = ¢k, Xir1 = X41 | Xo = X0,A0 = do,C0 = Co, - .., Xie = X, Ak = ag) = piy oo

X0 -3 Xpr1 €8,00,...,ar €A,y ...,k €W, kK=0,1,...,
from which

y4
P (Xo = x0,A40 = ag,co = ¢o,-..,Ck = C, X1 = X+1)

= Pi(x0) T (a0|x0) P, co * - -~ M @x|X0, @0, €05 - Xk) PEEr, s
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X0y s Xkt 1 ES,ao,...,akGA,CQ,...,CkGW,kZO, 1,....

By this equation, the finite-dimensional distributions of the first components are uniquely determined by a theorem of
Tonescu-Tulcea (cf. (Bertsekas and Shreve, 1978), Proposition 7.28), furthermore, P” is the unique probability measure
on (2,.47) such that (7.1) holds. This completes the construction of the probability space (2,4, P™).

The set of randomized history-dependent policies is the largest class of policies we consider in this section. In the
case of the expected total discounted cost criterion, it is known that there exist optimal policies which have much more
structure. The next definition gives a variety of policies, which we come across when establishing the following results.

Definition 7.2.3. Let & € II. For k € Ny, let h;, € H; be of the form &, = (JC(),aU,CU,xl yeen ,akfl,Ckfl,xk).

e The policy 7 is a deterministic history-dependent policy, denoted by 7 € IT¢, if for all k € Ny and &, € Hj, there exists
some a € D(xy) such that m;(a|h) = 1. In this case, we also write m; () = a. A deterministic history-dependent
policy chooses a certain action with probability one depending on the history.

e The policy 7 is a randomized Markovian policy, denoted by & € IT,, if for every k € Ny it holds m(alh;) =
m(alxgy, ap, o, Xy, gy, ¢y, xk) = m(alxg) forall (x],a)) € D, ¢; € W,0 <[ <k—1. A randomized Markovian
policy randomly chooses an action only depending on the current state and time step.

e The policy 7 is a deterministic Markovian policy, denoted by 7 € IT¢, if & € IT? N IT,,. Then we write 7 (x;) =
(g ). A deterministic policy chooses a certain action with probability one only depending on the current state and
time step.

e The policy 7 is a randomized stationary policy, denoted by & € II;, if # € II,,, and my = 7 = mp = .... Then
we identify the policy m with a component 7;. A randomized stationary policy chooses randomly an action only
depending on the current state and independent of the time step.

e The policy 7 is a deterministic stationary policy, denoted by & € IT¢, if & € IT¢ N IT;. If m;(a|x;) = 1 for some
a € D(x;), then we also write m(x;) = a. A deterministic stationary policy chooses a certain action with probability
one only depending on the current state and independent of the time step.

e A mapping i : S — A with u(s) € D(s) for all s € S is called a decision rule. Let F == {u|p:S— A, u(s) €
D(s) (s € S)} be the set of decision rules. For u € F, the policy u* := (u,u,...) is an element of IT¢, and we
identify u* with u.

We have the following implications:

mcr,ci,crn and Ncnécndci.

In this chapter, discounted costs are considered. The total discounted cost up to time step n € N and the total discounted
cost over an infinite horizon are defined by

=

n
=Y ¢ and C*:=Y B,
k=0 k=0

respectively. The discounting with factor f € (0, 1) leads to a decrease in the weighting of the costs which are incurred
at a later time. Under every policy © € IT and every initial state xo € S, the total discounted costs C" and C™ are
random variables with certain conditional distributions given by their conditional cumulative distribution functions
PT(C"<E&|Xo=xp) and PT(C™ < &| Xy =x0), & € R, respectively. Since W is assumed to be finite, we define the
upper bound of W by U := maxW. Hence, for every 7w € II we have

—F U Pras, neN, and

We make use of these relationships in the further text.
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7.3. Continuous- and Discrete-Time Markov Decision Processes

The model of the dynamics of threat of an infrastructure is defined in terms of a CMDP (cf. chapter 3). But we can
reformulate the model as a discrete-time MDP by using a uniformization technique as it is proposed in (Serfozo, 1979).
Assume we have a finite state space and a finite action space. Let A(s,a) = 4 := max(y 4)cp A(s',@'), (s,a) € D, be the
transition rate for the uniformized model. In the uniformized model, the transition probabilities (5, ), v es,aep(s) and the
costs (&(s,a))(s.q)ep are defined by

Als:a) Pl

i S8 s
é(s,a) = W c(s,a)

ifs’ #s

{ 1— M&ﬂ)gl—P?x)’ ifs =s
. ._ A
Pyt

fors, s’ € Sand a € D(s). The discount rate for the uniformized model is again &. As it can be seen from the uniformization
procedure, the original model is varied such that for every state and every action the transition rate is the same. In the
uniformized model, a number of additional “fictitious” state transitions from one state to the same occur. In order to
conserve the probabilistic behaviour under deterministic stationary policies, the transition probabilities and costs have to
be changed appropriately. (Serfozo, 1979) shows that the expectations of the total discounted cost of every deterministic
stationary policy coincide under the continuous-time and under the uniformized model. (Puterman, 2005) generalizes this
fact to randomized stationary policies in Proposition 11.5.1. In order to fit the uniformized model to the non-standard
MDP formulation used here, we have to define the transition probabilities ﬁgs’é(&,a) = ﬁfs,, (s,a) € D.

Therefore, a deterministic stationary optimal policy for the continuous-time problem with expected total discounted cost
criterion can be derived by solving the uniformized version of the problem and taking a deterministic stationary optimal
policy of the uniformized model as a solution for the continuous-time problem. This works because it is known that in both
cases there exists a deterministic stationary optimal policy. Moreover, the optimality equation of the uniformized model
matches the optimality of a discrete-time MDP with discount factor A /(o + i) and hence methods for discrete-time
MDPs can be used to obtain a deterministic stationary optimal policy.

But this does not justify that we can use the uniformization technique without any further consideration in order to
obtain an optimal policy for the average value-at-risk criterion. If there is no deterministic stationary optimal policy for
the uniformized model, first, it might not be clear how to convert the optimal policy for the uniformized model into a
policy for the original continuous-time model. Second, if such a conversion is feasible, then it is not clear a priori that the
converted policy is optimal for the continuous-time model.

Although the effect of the uniformization technique on the preceding results is not known and is not studied in this text,
we assume that the data of the surveillance task are given as a discrete-time MDP and that the results of this chapter are
considerably good when applied to the surveillance task.

7.4. The Average Value-at-Risk Criterion

The average value-at-risk is besides expectation, moments, variance and quantiles another characteristic of a random
variable. Given the confidence level 7 € (0, 1), the average value-at-risk at level 7 is the average of the (1 — 1) - 100 %
highest costs. The definition of the average value-at-risk has already been given in Definition 6.2.2.

Formw e IT, xo € S,n € Ng and 7 € (0,1), we write AV@RT (C" | Xy = x) for the average value-at-risk of C" at level 7
under policy 7 if the initial state is xo and AV@RT (C*™ | Xy = xp) in the infinite-horizon case. In the context of the defined
MDP, the average value-at-risk problem is the following for a finite horizon n € Ny: find a policy * € IT, if it exists,
such that

AV@R’T”* (C" Xo=x0) = inlfIAV@Rf (C" Xo = x0) =t AV@R}; (C" | X0 = x9) . (7.2)
e
For the infinite horizon, the problem we want to solve is: find a policy ©* € IT, if it exists, such that

AV@RT" (C*| Xy = x0) = inf AV@RT (C*|Xp = x0) =t AVE@R (C”| X0 = x0). (1.3)
e

Definition 7.4.1. A policy ©* € II satisfying (7.2) for all xo € S is optimal with respect to the average value-at-risk
criterion at confidence level T for the discounted cost for the finite horizon n. A policy n* € II satisfying (7.3) for all
xo € S is optimal with respect to the average value-at-risk criterion at confidence level T for the discounted cost for the
infinite horizon.
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7. AVERAGE VALUE-AT-RISK CRITERION FOR THE TOTAL DISCOUNTED COST

From now on, let the initial state xy € S and level T € (0, 1) be fixed. By Theorem 6.2.3, we can rewrite the right-hand
sides of the problems (7.2) and (7.3) as

. . 1 N
G+ G = CoCMER)

Lemma A4 . . 1 T n__ £\t —
= g {64 T -8 0

1—17 nenn

_inf{§+

inf inf E*[(C"—&)"| Xo _xo]} (7.4)

in the finite-horizon case and in the case of an infinite horizon as

. o . . 1 o
Inf AV@RT(C|Xo = x0) = ;ggglelg{é + T ET[(C7=8)" [ Xo = x] }

Lemma A4 . . 1
= f inf ——ET[(C*-&)T | Xy =
ggR;QH{éJrl—r [( ¢) | 0 xo}}

= inf{é;+

nf inf E*[(C™—&)*| Xo :xo]}, (7.5)

1—17 nen

simply by interchanging the minimization procedures. Hence, in order to obtain solutions for the original problems,
i.e., the average value-at-risk problems, we can solve the inner problems in (7.4) and (7.5) for all £ € R in advance.
Afterwards, we pick some £* € R such that it minimizes equation (7.4) for the finite horizon and (7.5) for the infinite
horizon, respectively, which exists in both cases. This procedure leads to the optimal values of AV@R(C" | Xy = x¢) and
AV@R(C™|Xp = x¢). Furthermore, we are able to construct an optimal policy for the average value-at-risk criterion by
executing these steps.

In the next section, the finite-horizon problem is examined, followed by the section which treats the infinite-horizon
case.

7.5. The Finite Horizon

The case of a finite horizon is treated in (Boda and Filar, 2006). Their result is that under certain strong conditions there
exists a time-consistent optimal policy for the average value-at-risk criterion in the finite-horizon case. But the structure
of such optimal policies remains unclear and hard to compute. Their approach is based on the cumulative distribution
function of the total discounted cost which leads to the time-consistent risk measure which they call target percentile risk
measure.

The main result of this section is that there is a deterministic, in general not Markovian, optimal policy for the average
value-at-risk criterion. In contrast to (Boda and Filar, 2006), the results are derived by solving intermediate problems for
MDPs first for which we can prove the existence of deterministic optimal policies. The details and the derivation follow.

Although we have a look at a finite horizon only, we consider a general infinite-horizon policy & € IT as defined in
Definition 7.2.2 where actions are chosen for every n € N. But for a horizon consisting of n € Ny time steps, we are just
interested in the first n entries of 7. The tail of policies concerning the n-horizon problem does not play any role in our
consideration and, hence, can be chosen arbitrarily. But if the # first components of 7 in an n-horizon problem satisfy any
of the conditions given in Definition 7.2.3, we also say that 7 is of the respective type if its first » components satisfy the
respective definition.

7.5.1. An Intermediate Criterion

From (7.4), it can be seen that minimizing average value-at-risk can be done by two optimization steps. First, we consider
the inner optimization problem. Fix n € Ny and £ € R and define the n-horizon value function for an arbitrary policy
7 € I1 by

Vrjf(xové) =E" [(C" - §)+ | Xo :JCO] , Xo€S.
Then the inner problem of (7.4) is:

Minimize v} (xo, &) over all & € IT. (7.6)
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Note that (7.6) is independent of level T. Minimizing v7 (xo, &) is another criterion for MDPs in its own right. Considering
this criterion, only the costs exceeding the threshold value & are penalized by the amount of excess. If C" remains below &,
the decision maker is not penalized. For & < 0, problem (7.6) is equivalent to the expected total discounted cost criterion
since C" is considered to be non-negative. Hence, there exists a stationary optimal decision rule which solves (7.6) by
(Puterman, 2005), Theorem 6.2.10, for example. But for & > 0, problem (7.6) differs from the expected total discounted
cost criterion. The decision maker considering the intermediate criterion has to take into account that the costs up to & are
not penalized since the contribution to v*(xo, &) is zero. Butif &€ > U /(1 — f3), then (C" — &)* = 0 P"-a.s. under every
policy 7 € IT, and hence every policy is optimal. A trivial observation is that the value function satisfies v*(xo,&) > 0 for
all xo € S, w € IT and for all £ € R.
Now, define for 7 € IT, (xg,a0) € D, and ¢y € W a policy 'zl0-40<0) ¢ IT by

L0900 (a1 ) = ey (al (x0, 0,0, ki), @ € A, by € Hi, k € No.

The policy ! z(0:90:<0) is called the cut-head policy of m (cf. (Wu and Lin, 1999)). The cut-head policy based on 7 € IT
and (xg,d9,co) € S X A x W acts according to 7 shifted one time step forward in time, when (xg,ao, o) is observed at the
Oth time step. With this definition, we prove the following essential lemma.

Lemma 7.5.1. Let @ € I1. Then for every n € N, it holds

(S‘(I.C) —C0
Z 71'()610|S Zpuco n— 100 (S/vgﬁ )r SES,&ER.

ap€D(s) COEW
s'es

Proof. Let w € I1,n €N, s € S and £ € R. Then computation yields by positive homogeneity of (-)™ (cf. Lemma A.2)
and the definition of ! 7(s:40:c0)

Vi(s.8) =ET[(Co+BCi+...+B"Ci—&)" | Xo =]
= Z 7o (apls) Z psscO [c0+BC1+ 4+ B"C, &) |X0=S,A0=(10,C0:C0,X1:s/]

ageD(s) ‘oEW
s'es
+
=B Y m “ ET|(C "—lcf@ Xo = s,A0 = ap,Co = co, X1 =5
= mo(aols) Y. Plve, 1+ BTG B 0 =15,40 = ao,Co = co, X1 =5
ap€D(s) L?/‘EGVSV
ao 1 g(sag.co) n—1 5_60 * /
=p Z mo(aols) Z Pyye E Cot+...+B" Co1— Xo=s
ag€D(s) C?/'EG"SVx ﬁ
(s:a0,c0) é —CQ
=B ¥ mlal) ¥ o, (v 550,
ap€D(s) LOEW
sles
which is the assertion. |

We denote Lemma 7.5.1 in short notation by
v —T,;Ovn 1, tell,neN.

The 0-Horizon Case

In this section, we restrict ourselves to the case n = 0 to give a first idea of the general finite-horizon problem. That is, the
decision maker has to make exactly one decision at time step 0. The system starts in xo € S. According to the decision
maker, an action ag is chosen, possibly by a random mechanism, a cost ¢y occurs, and the system ends up in a final state
s'. The following proposition characterizes the structure of an optimal policy of problem (7.6).

Proposition 7.5.2. Let xo € S, £ € R and n = 0. Then a policy n* € I is optimal for problem (7.6) if and only if

7y (alxo) =0 forevery a¢argminq Y Py, (0=&)"
aoGD(xo) coEW,
s'es
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7. AVERAGE VALUE-AT-RISK CRITERION FOR THE TOTAL DISCOUNTED COST

Proof. The assertion follows immediately from

Vg(x07§):E”{(CO*§)+’X0:XO}* Y, m(aolxo) ZP;OSCO co—&)"> min Y pl (co—&)"

apeD(s) ag€D(xp) coEW,
s ES s'es
for every 7 € IT and xy € S since D(xp) is finite and since equality holds for 7 of the proposed form. O

From Proposition 7.5.2, it already follows that there exists a deterministic optimal policy for problem (7.6) since a
policy ng € ¢ depending on the threshold & € R is given by

(77:*)0 (x0)=a, ac aI’Eng’I(liI; Z;’V pf:gs’co (co— &) % arbitrary,
a0 X0 coEW,
s'es

(ﬂ%‘)k (x0) = ar, ag € D(xo) arbitrary, k > 1,

is optimal.

The General Finite-Horizon Case

In this section, we want to solve problem (7.6) for an arbitrary finite horizon of length n € N. For n € Ny, define the
optimal value function v;, by

vi(s,6) = ﬂigllflvf(s,é), seS, EeR

For the proofs, we need some more definitions. Let v: S x R — R and u € F. Then we define one-step operators by

Tuv(s,&) =B Y, pmo ( 5;:0) s€S, EER,

COEW
s'es

Ci
Tv(s é) Bagg?) Zv,vpvv’c()v(s ‘gﬁ 0)’ s€S,EeR
COE
s'es

Note that a minimizing action a in the definition of 7 may depend on both s and &.
Lemma 7.5.3. The operators T, and T are isotone, i. e., foru, v: S X R — Rwithu <v, it holds Tyu < T, v and Tu < Tv.

Proof. The assertion follows from the definitions of 7, and T and from the non-negativity of § and p?,_ for every s,
I ss’co

s'€S,aeD(s)and ¢y € W. O

Next, we prove a backward induction procedure for the optimal value functions. This is the essential proposition of this
section. Moreover, optimal policies for problem (7.6) are constructed in the course of the proof.

Proposition 7.5.4. Withv* |(s,§) =&~ = —min{0,8}, s€ S, & €R, it holds

* *
v,=Tv, 4, n&Np.

Moreover;, for every s € S and & € R, there exists a deterministic optimal policy 77:2"* € IT? for the n-horizon problem (7.6),
n € Ny.

Proof. We prove the proposition by induction. At first, for & € Ritholds £ = (—&)~. Fix £ € R. For n = 0, define a
deterministic optimal policy ng’* according to the preceding section. Then by positive homogeneity of (-)™*

‘S): Z ps(;fo )0(“‘).(CO_§)+: min Z pssco é) B m1n Z p“CO <§ﬁ60>—

cEW, a€D(s) L0€W coeW
s'es s'es s'es
*
=Tv54(5,8),
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s € S, by the definitions of ng’* and T'. Hence, the assertion holds true for n = 0. Now, let vy = Tv;;_, be true for some

n*

n € Ny. Forevery £ €R, let 5’ € T with vn (5,&) =vi(s,&) forall s € S as part of the induction hypothesis (IH).
Then forevery s € Sand £ € R

Va1 (s,6) = inf ET [(C"H -&)" ‘ Xo ZS}

+
Li 7,51 (s:ag.¢ —Co
emma 1nIfY Z o(aols) Z pSSCO 00) (C0+ﬁC1+...+ﬁ"Cnéﬁ ) Xo=+s
" Dl
> B f v é —C0 _ v 6 —C0 — Ty 5 77
1n ) 71:0 (aols) Y. p oV S B = ml1)n Y P 0V B =Tv,(s,8). (1.7)
a eD(s L()EW ao€ coeW
s'es s'es

To see that the reverse inequality holds true, we define for every £ € R a policy 71:2“’* € IT? for which we can show that
it is optimal for the (n+ 1)-horizon problem. To this end, let

—Co0 .
n"+1’*) (s) € argmin Py (s’ , 3 ) arbitrary,
( ¢ 0 apeD(s) (OGZW eg U B

s'es

(ngﬂ’*)l (co,x1) = (ﬂ?l"*)l(s do, co,x1) = (71?5 ro)()(x')’ (7.8)

B

n+1,% . n+1,% . %
(ﬂé )k(c‘o,...,ck,l,xk) = (ﬂé )k(s,ao,co,xl,...,ak,l,ck,l,xk) = (755(70) (Cl,...,Ckfl,xk),
k—1
S, X1, ..., Xk €S,aq,...,ar_1 €A, co,...,ct EW, k=2,...,n+1,

and (7r2+1’*)k arbitrary for k > n+ 2. For n:gH’* and s, s’ €S,ae D(s) and c, co, ..., cx_1 € W, the respective cut-head
policies are given by

1 (Tcg+1,*>(()s-,a,c) (sl) = (ﬂg+1,*)1 (C,S/) = (ﬂ;’g‘v*C)O (s/),

1 n+1,% (s.:a0) / n+1,% !
ng (COa"'vck—lvs): ”& ' (C7007 <3 Ck—1,8 ) 5 (C()v'“ack—las),
k k+1 T X

1 £\ (8,a,0) N . .. *
So, (ngH’ )k = (ng’c) ,(s,a) €D, c €W, k=0, ..., n+ 1. With the abbreviation ag(s) := (7172“’ )0 (s), s €S,
B /k
it follows
nngl‘* 1nn+1‘*

L 7.5.1
(s vt (8 B T 60)
0

5
7[3 Z pssco

(‘0€W

( L )(Mo(ﬂwo) Xo = K

<C0+[3C1+...+ﬁ"c,,§ﬁc°)+

rL,*
E—co
= B
ﬁ Z pvs 60
L0€W
s'es

Wp ¥ (5550 ) =i L)

L0€W
s'es

X():S/

(C0+ﬁcl+---+ﬁncn_ggco>+

Hence, equality holds in the previous inequality chain. Thus, 7r2+1’* is an optimal policy for the (n+ 1)-horizon problem,
which concludes the proof. O
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Remark 7.5.5. 1. The operator T defines an MDP with uncountable Borel state space S x R. The system jumps from
(s,8) to (s, (§ —c)/B) with probability p, _if action a € D(s) is chosen. The incurred cost is zero for all states and
for all actions and the discount factor is . Theory on discrete-time Markov decision processes with uncountable
Borel state spaces without terminal cost can be found in, e. g., (Hernandez-Lerma and Lasserre, 1996).

2. Problem (7.6) can be modelled as an MDP with uncountable Borel state space S x R and with finite disturbance
space (cf. (Bertsekas and Shreve, 1978)). The system jumps from (s, &) to (s, (§ —c)/B) with probability p?, if
action a € D(s) is chosen. At each time step, a cost of zero is incurred, and at the last time step, the terminal cost
v (s,8) =&, (5,€) € S xR, has to be paid. Hence, theory of uncountable Borel state spaces, e. g., (Bertsekas and
Shreve, 1978; Schil, 2004), can be applied. By checking several assumptions, similar results as in Proposition 7.5.4
can be established with respect to the state space S x R.

Remark 7.5.6. 1. The optimal policy ng‘* defined in the proof of Proposition 7.5.4 is deterministic. In general, ng’* is

not Markovian since 77:2’* depends on the incurred costs.

2. The recursion formula of the deterministic optimal policy defined in (7.8) can be rewritten as

£, 1k, 1k,
(ﬂg ’*)k (coscts- - 7Ck7175/) = <Tcr§lco _ *cl g ) (S/) = (Enl(ggk_lﬁlq)> (sl), (7.9)
ng ﬁk—l B 0 ng 1=0 0
€0, Cly.. s i1 EW, 5 €S, k=1,...,n+1.

So, the optimal action of the (n+ 1)-horizon problem with threshold & in k time steps after having paid the sequence
of costs ¢y, c1, ..., ck—1 at the preceding time steps 0, 1, ..., k— 1 is the same as in the (n+ 1 — k)-horizon problem
with threshold =% (?; - Z?‘;& B! cl) at the Oth time step. Moreover, it is remarkable that the optimal policy does
not depend on the whole history of costs but only on the cumulated discounted cost ;‘;01 B! ¢, together with the
current system state and the current time step k as it can be seen from equation (7.9).
The next corollary links the optimal policy for problem (7.6) with policies which are optimal with respect to the
expected total discounted cost criterion.

Corollary 7.5.7. Assume the decision maker acts optimally for problem (7.6).

1. Let the incurred costs cy, ..., ¢y € W satisfy Y4 B* ¢y > & for some m € {—1,0,...,n— 1}, then an optimal
policy with respect to the expected total discounted cost is optimal for time steps | withm <1 < n. (Form = —1,
the assertion refers to the case & <0.)

2. Let the incurred costs cy, ..., cp, € W satisfy ):’,?:()ﬁkck + g+l %Y;WU < & for somem € {—1,0,...,n—1},

then any action is optimal for time steps | with m <1 < n. (For m = —1, the assertion refers to the case & >

(1=pHu/(1-B).)

Proof. To see 1, note that form € {0,...,n— 1}, r €T ands€ S

EF[(C"=&)"|Ci=ck, k=0,...,m, Xps1 =5

m
= Y Brek—E+ B ET [ G 4o+ BN G Xt =]
k=0

since W C Rx¢ and therefore Y} B kep+ ) 2 B*Ci— & >0 P-a.s.. So, a standard expectation problem for the total
discounted cost over an (n — (m + 1))-horizon remains to be solved. For m = —1, we have £ <0and C" — & >0 P™-a.s.
for every 7 € IT so that the positive part function is obsolete. Then the problem transfers into a standard expected total
discounted cost problem. In the case of 2, we have for every m € {—1,0,...,n— 1} satisfying the assumption, for every
7w € IT and every s € S

+
m 1_ n—m
OSE”[(C”—i)’L]Ck:ck,k:O,...,m,X,n+1:s]§(Zﬁkck+[3’”+'lﬁﬁU_§> —0.
k=0

Hence, every action is optimal after time step m. O

So, the corollary tells us, how the decision maker has to act if the costs she has to pay until time step m are too high: in
this case, she should act according to an optimal policy derived from the expected total discounted cost criterion for the
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Figure 7.1.: Value function of the example in section 7.5.3.

remaining time steps. Moreover, the decision maker can lean back if the incurred costs are so low until time step m that
they satisfy 2 from Corollary 7.5.7 because any action choice after time step m is optimal.

The next statements give properties of the value functions v (s, -) and the optimal value function v} (s,-) for fixed
s € S. We see that the value functions as well as the optimal value functions have a nice structure, which is exploited
in the following section. In Figure 7.1, the value functions v} for n =0, 1,2,3 of the example given in section 7.5.3 are
illustrated. Note that there are non-negative terminal costs included in the example the cost distributions of which differ
from those when state transitions occur. But in this case, subsequent statements are true, too (cf. Remark 7.5.13.2).

Lemma 7.5.8. Letn € Ny, m € Il and s € S. Then vi(s,-) and v} (s,-) are decreasing.
Proof. Let & < n. Since (-)" is increasing, it holds
vi(s, ) =ET[(C"=&)" | Xo=s] ZET[(C"—n)"| Xo = 5] = vy (s,m).

Taking the infimum over all 7w € IT concludes the proof. O

Proposition 7.5.9. Let n € Ny, w € IT and s € S. Then v (s,-) is Lipschitz continuous with Lipschitz constant 1.

Proof. This is an immediate consequence of the Lipschitz continuity of the positive part function (-)*: let & < 1. Then
we have forn e No, t €Il ands € S

VE(5,&) = vE(s,m)| MRTISVT (5, 8) v (s,m) = EF[(C" = &) T — (C"— 1) | Xo = 3]

Lemma A.3
=E"[([C"=n+n=&)" —(C" =) X=s] < ET[(C"-m)"+n-&—(C"-m)" | Xo=35]
=n—-&=1-|E—nl,
which is the assertion. O

A similar statement is true for the optimal value functions v} (s, -) for fixed s € S. Let us note this statement in the
following corollary.

Corollary 7.5.10. Let n € Ng and s € S. Then vii(s,-) is Lipschitz continuous with Lipschitz constant 1.
Proof. Let & < 1. Then together with Lemma 7.5.8 we get

Lemma A.5

‘V;;(S?&)_VZ(‘Y?””: inf VZ-(Sv‘S)_ inf VZ(Svn) < sup |fo(5’§)—"§(5777)|
well well rell
Proposition 7.5.9
< sup [ —n[=1-|5—n],
nell
since vZ(s,-) > 0 forevery s € Sand 7 € IT. mi
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2,1

1,0 1,0

Figure 7.2.: MDP model of Example 7.5.12.

Another remarkable property of the value function v’ (s,-) is convexity. The same is not true for the optimal value
function in general since the infimum of convex functions need not be convex as one can see from an example of two
intersecting linear functions. This property is not needed in the further text. Nevertheless, it is proven in the next
proposition.

Proposition 7.5.11. Let n € Ny, w € IT and s € S. Then vl (s,-) is convex.

Proof. This result follows in a similar way as Proposition 7.5.9 from the convexity of (-): letn € Ng, x € I, s € S, &,
neRand A € (0,1). Then

(s, A8+ (1=2)n) =EF[(C"= (A& +(1-2)m))" | Xo = 5]
=E"[(A(C"=&)+(1-2) (C"=m))" | Xo =>5]
<AE" [(C”—§)+‘X0:s] +(1-A)E”" [(C”—n)ﬂXo:s} =Avi(s, &)+ (1—A)vi(s,n),

which is the definition of convexity. O

Up to this point, we established a backward induction algorithm for problem (7.6) for finite-horizon MDPs in Proposi-
tion 7.5.4. If the criterion is to minimize the expected total discounted cost over a finite horizon, a very similar backward
induction algorithm also known as the dynamic programming algorithm holds (cf. (Bertsekas, 2005), Proposition 1.3.1).
The difference between those two algorithms is that the backward step includes the outcomes of the states and additionally
the incurred costs in the case of the average value-at-risk criterion, whereas for the expected costs only the outcomes of
the states are relevant. Furthermore, the criterion considered in this section lacks the principle of optimality within the
class of deterministic Markovian policies. Let ©* = (7,..., 7, ...) be optimal for the n-horizon problem. Then for some
0 < m <n, the policy (x,,..., 7, ,...) need not be optimal for the (n — m)-horizon problem. This is demonstrated in the
following example.

Example 7.5.12. Let § = {1,2}, A = {1,2} with D(1) = A and D(2) = {1} and W = {0,1} where the transition
probabilities are given by

i 2 |
piio=1 pia=1 pp=1

and all remaining transition probabilities are zero. A sketch of this model is given in Figure 7.2 where the numbers on the
arrows indicate the action and the corresponding deterministic costs. Let the discount factor be B = 0.4. In this example,
we consider the 0- and 1-horizon case. In state 2, there is nothing to decide. Hence, we must only consider the following
three deterministic Markovian policies 7!, 72 and 7 defined by

=1, =(1)=1,
m()=1, #i(l)=2,
(1) =2.

Then we compute for & = 0.5
E™ {(cl—g)*‘xozl} — (04+0—&)" =0,
ER[(C'-8)" | %=1] = 0+B-&)"
ER[(C =) | xo=1] = (1+0-&) 0.

O,

Hence, policies ! and 7> both are optimal in the 1-horizon case. But in the 0-horizon case, we have for the truncated
policies !0 := (x!,...) and 70 := (72,...)

ER1(C0-8)" | Xo=1] = (0-&)" =0,
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P [(-8) [ xo=1] =(1-¢)" =05,

Therefore, the principle of optimality does not hold for policy 72 since it is not optimal for the 0-horizon problem although
it is optimal in the 1-horizon case. This is because after having paid the current cost, in general, the threshold value £ has
to be adjusted appropriately to obtain an optimal policy according to equation (7.9).

‘We conclude this section with a remark.

Remark 7.5.13. 1. In this chapter, we assumed W C R>¢. But Lemmas 7.5.1-7.5.8, Propositions 7.5.2-7.5.9 and
Corollary 7.5.10 hold true for any finite W C R. Corollary 7.5.7 may fail in the general case since the costs C" may
not be increasing under all policies. But this lack can be fixed by assigning appropriate bounds including minW.

2. We could also include positive terminal costs in the model. That is, in the last step the decision maker has to pay
a cost according to a distribution which depends on the current state but differs from the cost distribution when
there are state transitions, here according to p%. = P(C, =c| X, =s5,A, =a), s €S, c € W, a € D(s). Then the
backward induction algorithm of Proposition 7.5.4 has the form

vy =Tov:y,
vi=T""'Tpv* |, where
. —c
Tov(€) :== B min Z pe v §—c , s€S8,EeRv:R—>R, and
a€D(s) coew 50 B

vii(s,E)=E", E€eR.

The preceding proofs can easily be adapted to this formulation.

7.5.2. The Average Value-at-Risk Criterion

Having solved the intermediate problem (7.6) for every & € R, we can now return to the original problem given in (7.2),
which is to find a policy that minimizes the average value-at-risk for a finite horizon. We can restate it in the following
form. For some given confidence level T € (0, 1) and initial state xo € S, we wish to solve:

1
Minimize & + 1z vi(xg,&) overall £ €R. (7.10)

The functions v}, (xp, -) are assumed to be known for all xy € S, although their computation may be hard. Define w; as the
objective function of problem (7.10), that is

1 *
Wa(x0,8) =&+ va(x0,8). xweS. LR

In the following, we study the behaviour of w}. From this, we can finally conclude that there exists a deterministic optimal
policy for problem (7.2) (cf. Theorem 7.5.17).
Lemma 7.5.14. The function w}, is Lipschitz continuous with Lipschitz constant 1+1/(1—1) = (2—1)/(1 —1).

Proof. This is a consequence of Corollary 7.5.10 and Lemma A.6 since the identity mapping on R is Lipschitz continuous
with Lipschitz constant 1. o

Lemma 7.5.15. For every s € S, it holds

1. wi(s, &) 2 oo and

2. wi(s,€) 5" e,

Proof. To obtain 1, consider & > U /(1 — f3). Then for s € S, since C" < & P™-a.s. for every m € I,

1
1—7

W;Z(&é) :§+

inf ET[(C"—&)" | Xo=5] =& 5o, & oo,
nell
To see 2, let £ < 0. Since C" > 0 P*-a. s. under every policy 7 € IT, we obtain

Vi(s,6) = inf ET[(C"—&)T | Xo =s] = inf E*[C"|Xo=3s]—&, s€S.
mell nell

n
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Figure 7.3.: Function w03 of the example in section 7.5.3.

Hence, fors € S,

1 1 T
i fE” C}’l X = 1—7 = i fEﬂ Cn X = —_—— oo’ _oo,
-1 aen €] X0 s]+< 1—1’)é [ ("] X0 =s] 1—'55_> 5

WZ(S,&) =

since T/(1—1) > 0. mi

In Figure 7.3, the functions wg's are illustrated for n = 0, 1,2, 3 for the numerical example of section 7.5.3, from which
we can see the continuity and the increase towards o for & — oo for the functions w)- (xo, &) for all xg € S proven
in Lemmas 7.5.14 and 7.5.15. The next proposition makes the almost clear statement that such a function attains its

minimum.
Proposition 7.5.16. There exists a solution to problem (7.10).

Proof. We have to show that there is an x* € R such that w} (xo, ) = infe cg wj; (x0,&). Because wy(xo,§) is growing
above all bounds for & — 4o (cf. Lemma 7.5.15), there exists some R € R such that K := {& e R: w}(x0,&) <R} #0 and
bounded. Furthermore, K is closed since w (xp, -) is continuous by Lemma 7.5.14. Hence, K is compact. So, by a theorem
of Weierstral (cf. Theorem 5.2.12 in (Trench, 2009)), there is some §* € K such that w} (xo,&*) = ming cx wy; (x0,§).
Since wi(xp,&) > wl(xo,&*) for all & ¢ K, the assertion follows. mi

With Proposition 7.5.16 in hand, we can prove the existence of a deterministic optimal policy for the AV@R ;-problem
(7.2).

Theorem 7.5.17. There exists a deterministic optimal policy for problem (7.2).

Proof. Let E* € R be a solution to problem (7.10). Define a deterministic optimal policy ng;* € IT? for the intermediate
problem (7.6) with & = &* and horizon n € N according to (7.8). Then 7.;" is AV@R -optimal since

. Theorem 6.2.3 . . 1 +
EAVORE(C 30 =0 M g (e o (-0 sl

bemm A ing { E+—— inf E"[(C"—&)"| Xp = xo] }

EcR 1 —1Treln
=V, (x0,8)
Proposition 7.5.16 . . . T n 4 Proposition 7.5.4 . 1 Pk n £+
= f E c"— Xy = = — F (3 c"— Xy =
§ 41— inf [(C" = &) | Xo = x0] &+ [(C"—&")" | Xo = xo]

1 n
> int {5 + T E% [(C"=8)" | Xo = x)] } eI 023 AVER® (€] Xo = xo).
; -

Hence AV@R,S (C"| Xo = x0) = infrer AV@R (C"| Xo = x0). O
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Figure 7.4.: MDP model of Example 7.5.19.

We conclude this section with some remarks and two small examples.

Remark 7.5.18. 1. The value £* in the proof of Theorem 7.5.17 is almost the value-at-risk of C" under policy 7,.". If
&* is the smallest value such that it solves problem (7.10), then indeed £* is the value-at-risk of C" under policy
ng;* by Theorem 6.2.3. But it need not be the case that ng** minimizes the value-at-risk of C", i. e., a policy which
is optimal with respect to the average value-at-risk criterion for level 7 € (0,1) need not be optimal with respect to
the value-at-risk criterion for level 7. This is illustrated in Example 7.5.19.

2. Since W is finite, the total discounted cost C" can only take values from the set W" := {ZZZO Brey:cr € W}, which
is a discrete set. Therefore, for every policy only values lying in W” come into consideration as the value-at-risk of
C". Since the value-at-risk of an AV@R ;-optimal policy minimizes problem (7.10), one has to consider v} (xg, &)
for & € W" only, which reduces the complexity of the problem considerably.

3. Theorem 7.5.17 is also true for arbitrary finite W C R. Only the proof of Lemma 7.5.15.2 has to be changed: one
has to consider & < L/(1— ) where L := minW. Since the costs C" cannot drop below L/(1 — ) and hence
C" — & > 0. Together with Remark 7.5.13.1, the results of this section follow.

4. In a similar manner, we can include positive terminal costs, leading to the same results of this section.

5. The deterministic optimal policy of Theorem 7.5.17 has the following form: at first, the decision maker has to
determine the appropriate threshold value £* € R which she should not exceed in order to minimize the average
value-at-risk by solving problem (7.10). After that, she acts optimally with respect to the inner problem (7.6) with
threshold value £*. After each step, the decision maker has to adjust her preference, which & € R she should not
exceed in the remaining steps according to equation (7.9).

6. The problem of minimizing AV@R7 (C" | Xy = xo) we posed does not satisfy the principle of optimality within the
class of deterministic Markovian policies. Having found some &*(xo, T) which should not be exceeded in order
to minimize the average value-at-risk at level 7, problem (7.6) with & = &*(x¢, T) might be time-inconsistent as
we have seen in Example 7.5.12. To make things explicit, Example 7.5.20 demonstrates this property by direct
computation.

Example 7.5.19. Here, we shortly illustrate that a general AV@R ;-optimal policy might not be V@R ;-optimal. The MDP
model is the following: S = {1,2,3,4}, A = {1,2}, D(1) = A, D(2) = D(3) = D(4) = {1} and W = {0,0.5,2} with
transition probabilities

P}zo =0.5, P%42 =0.5, P%3(0.5) =1

A sketch of this model can be found in Figure 7.4 where the numbers on the arrows denote the action, the transition
probability and the cost respectively. Let T = 0.5, B be arbitrary, and let the initial state be xyp = 1. Consider the
0-horizon problem, i. e., the decision maker has to make exactly one decision. As we have shown, there is a deterministic
optimal policy to the AV@R-criterion. Consider the two only deterministic policies, which are defined by 7; (1) := 1 and
m(1) := 2. Then we have

AV@R{L(C’|Xo=1)=2 and AV@R}%(C’|Xp=1)=0.5.
So, m, is AV@R 5-optimal. But for the value-at-risk at level 0.5 of C0 under 7; and under m respectively we have

V@R{S(C’|Xo=1)=0 and V@RG%(C’[Xo=1)=0.5.

81



7. AVERAGE VALUE-AT-RISK CRITERION FOR THE TOTAL DISCOUNTED COST

1,1,1 1,1,0

Figure 7.5.: MDP model of Example 7.5.20.

Example 7.5.20. In this example, we demonstrate that the principle of optimality does not hold for the average value-
at-risk criterion for deterministic Markovian policies. Let S = {1,2,3},A = {1,2}, D(1) = A, D(2) = D(3) = {1} and
W ={0,0.5,1} with transition probabilities

P}lo =05, P%zo =05, P%3(o.5) =1 Pézl =1 P%30 =1

A sketch of this model can be found in Figure 7.5. Further, let T = 0.5 and 8 = 0.4. Let us again consider the 0- and the
1-horizon problem for the initial state 1. By Proposition 7.5.17, we have to consider deterministic policies only. There
are three deterministic policies since there is nothing to decide in states 2 and 3. Define the policies 7! = (n&, nll, R
7= (n2,n%,...) and 7° = (3, 7},...) by

(=1, #i(1)=1,
m()=1, #i(l)=2,
(1) =2.

Then we compute the following conditional distributions

1

P"(C'=0|Xy=1)=05  P" (C'=04|X=1)=05,
P”(C'=02|X=1)=05,  P*(C'=04|X=1)=0S5,
PP (C'=05]X=1)=1,
from which we obtain
AV@RZs (C'| Xo=1) = 0.4,
AV@RZ (C'| Xg=1) = 0.4,
AV@RZ; (C'| Xo=1) =05.
Hence, the two policies 7! and 7> are optimal within the class of deterministic Markovian policies in the 1-horizon case.
But for the truncated policies 7''* = (x},...) and 720 = (%?,...), we have
AV@RZS (C°|Xp=1) =0,
AV@RZ: (C°|Xp=1)=0.5

and 7% is not optimal in the 0-horizon case, which shows that the principle of optimality does not hold for the average
value-at-risk criterion within the class of deterministic Markovian policies.

In (Boda and Filar, 2006), this time inconsistency of the average value-at-risk with respect to decision rules is
demonstrated by another example. It concerns portfolio optimization and is more complex than the preceding example
since the values of the underlying assets follow continuous distributions.

7.5.3. Numerical Example

In this section, we examine a small example. We suppose that there are three states, in which one can choose between
three actions. At each time step, the decision maker has to pay a cost lying in W = {0,1,2,3}. A list of all parameters
of the model can be found in section B.3. We consider a horizon of length 1, i. e., the decision maker has to make two
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EAEN n AV@R? | | 1 | x| i AV@R? || 1 | x| n AV@R?
0.1 1 opt_0.1 0.8396 05| 1 opt_0.1 1.4596 095 | 1 opt_0.1 2.4000
011 opt_0.5 0.8685 0511 opt_0.5 1.4243 095 | 1 opt_0.5 2.4000
011 opt_0.95 0.9460 051 opt_0.95 1.5624 095 | 1 opt_0.95 2.4000
0.1 | 1 | opt_0.95_2 | 1.7518 05| 1 | opt_0.95_2 | 2.1939 095 | 1 | opt_0.95_2 | 2.4000
0.1 1 random 2.2801 051 random 3.1455 095 | 1 random 4.9795
0.1 2 opt_0.1 2.5492 05| 2 opt_0.1 3.4363 095 | 2 opt_0.1 49123
0.1 2 opt_0.5 2.5927 05| 2 opt_0.5 3.4221 095 | 2 opt_0.5 4.9392
0.1] 2 opt_0.95 2.6782 051 2 opt_0.95 3.4403 095 | 2 opt_0.95 49110
0.1 | 2 | opt_0.95_2 | 2.8083 05| 2 | opt_0.95_2 | 3.6682 095 | 2 | opt_0.95_2 | 49138
0.1 2 random 3.4530 051 2 random 4.3717 095 | 2 random 5.4000
0.1 3 opt_0.1 2.4759 05| 3 opt_0.1 3.1443 095 | 3 opt_0.1 4.4000
0.1 3 opt_0.5 2.4955 051 3 opt_0.5 3.1312 095 | 3 opt_0.5 4.4000
0.1 3 opt_0.95 2.5847 051 3 opt_0.95 3.2869 095 | 3 opt_0.95 4.2184
0.1 | 3 | opt_0.95_2 | 2.8918 05| 3 | opt_0.95_2 | 3.3905 095 | 3 | opt_0.95_2 | 4.2408
01| 3 random 3.0854 05| 3 random 3.8869 095 3 random 5.4000

Table 7.1.: Results after 100,000 simulation runs.

decisions, one at time step 0 and another one at time step 1. Further, we assume that there are terminal costs according to
distributions for the different actions which differ from the transition probabilities at time step 0. Note that the results for
the foregoing model apply also in this case by Remark 7.5.18.4.

Optimal policies for the AV@R ;-criterion were computed for the confidence levels T = 0.1,0.5,0.95. For 7 = 0.95, we
defined two distinct optimal policies. The optimal policies were derived according to Theorem 7.5.17: we determined
extreme points of w{ (xo,-) and then defined optimal deterministic policies as given in (7.8) with the aim not to exceed
the respective extreme points. These policies only differ at the second decision making step. At time step 0, all policies
choose the same actions. To compare the results, we also implemented a random policy, which always chooses with
uniform probability one of the three actions.

It is an interesting point that for policy opt_0. 1 for all time steps and for all states the actions are uniquely determined,
whereas there are some histories for which the action can be chosen arbitrarily for an AV@Ry s-optimal policy and
in even more states for AV@R g9s-optimal policies. The reason is rather simple: in this example, we have that with
increasing 7 the threshold value &* = £*(x,T) for the intermediate criterion (cf. Theorem 7.5.17) increases, too,
as one can see from Figures 7.1 and 7.3. Hence (&*(x,T) — )/ increases. From this, we obtain that the set
{co €W : (E*(xp,T) —co)/B > 3} increases if T increases. If (§*(xo,T) —co)/B > 3, then every action is optimal. This
behaviour can be seen from policy opt_0.95 and opt_0.95_2 for state 1. Both policies are optimal for level 0.95
but policy opt_0.95_2 chooses actions which lead to a higher cost at times step 1 such that the total discounted cost
still remains below the value-at-risk at level 0.95 of this policy, and hence, it does not have an impact on the average
value-at-risk.

Since exact computation of the average value-at-risk is quite exhausting, the five policies were simulated 100,000 times
for each initial state to estimate the respective average-value-at-risk. The total discounted cost of the ith run is C}, i=1,
..., 100,000, for a fixed xp € S. As an estimator for the average value-at-risk under policy 7, we used

" Lillono00c+1Cly
< 1 I= A T i
AVER: (€71 Xo =x0) = 750 000 (1 —7) °

where C(ll.) is the ith largest of the le-, j=1,...,100,000,i.e., (C%i)),-:h_ﬂloo_,ooo is the order statistics of (Cil)i:1,,_,,100,000-
The results are demonstrated in Table 7.1 and Figures 7.6—7.10. From Table 7.1, it can be seen that the policies are optimal
for the levels they supposed to be optimal for, except for small deviations for level 0.95.

Note that for xp = 1 and 7 = 0.95, all policies except random seem to be AV@Ry gs-optimal. But constructing
AV@R) g5-optimal policies according to Theorem 7.5.17, where the respective threshold value is £*(1,0.95) = 2.4, leads
to the optimal policies opt_0.95 and opt_0.95_2. However, the policies opt_0.1 and opt_0.5 are no solutions to the
intermediate problem for & = £*(1,0.95). Note that this is not a contradiction to the results of the preceding sections. We
proved that the construction of policies according to (7.8) leads to optimal policies. But we did not state that an optimal
policy has to be based on such a threshold value £*(1,0.95). There may be, as in this numerical example, optimal policies
of another type.
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As a further example, we have a look at xo = 3 and 7 = 0.95. In this case, the policies opt_0.95 and opt_0.95_2
are rather bad for the AV@R( ;- and for the AV@R s-criterion. But they outperform the remaining policies for the
AV@R gs-criterion. From the histograms, we see that there is a smaller probability for the policies opt_0.95 and
opt_0.95_2 to end up with a cost of 4.4 than the other policies. Therefore, the cost 3.6 is included into the computation
of the average value-at-risk. In contrast, the other policies tend to put high probability to lower costs together with the
acceptance to increase the probability of higher costs.

7.6. The Infinite Horizon

In this section, we want to solve the average value-at-risk criterion for the total discounted cost if the time horizon is
infinite, i. e., problem (7.3), which can be rewritten as in (7.5).

7.6.1. An Intermediate Criterion

At first, we consider the inner problem of (7.5) as we did for solving the finite-horizon case. We define the infinite-horizon
value function for an arbitrary policy 7 € II by

Vi(s,E) =ET[(C"—&)" | Xo=3s], s€S,EER
For the given initial state xy € S and the threshold value & € R the inner problem is:
Minimize v" (xo, &) over all & € IT. (7.11)

Again, the inner problem is independent of the level 7. This is a problem for MDPs where the decision maker wants the
total discounted cost not to exceed the threshold &. The total discounted costs the decision maker has to pay are penalized
by the amount of excess. In the following, let

vi(s, &) = ﬂiglflv”(s,é), s€S, EER,

be the optimal value function for the infinite-horizon problem. To tackle the problem, we consider two distinct methods.
First, we study the convergence of v7, 7 € IT, and v}, with results from the finite-horizon analysis, whereas we establish
results by making use of the Banach fixed point theorem in the second approach.

Convergence Analysis

First, we study the convergence of v and v} directly. This procedure leads to £-optimal policies for problem (7.11) in a
rather straightforward way.

Lemma 7.6.1. Let n € Ny and ©n € I1. Then we have
vy <viey oand vy <vi.
Proof. Lets € Sand & € R. Since C,11 > 0 P*-a.s. for every & € I, we get
VE, (5,E) = ET [(C0+ﬁcl b BTG —E)T ’ X :s} > E™[(Co+BCr+...+B"Cu— )| Xo = o]
— (s, £),
and taking the infimum proves the second assertion. O
Since 0 <vF <U/(1— ) for every n € Ny and v7 is increasing in n by Lemma 7.6.1, we obtain that the pointwise limit

lim,,_,o v =: vZ exists for every & € I1. Furthermore, from 0 <vF <U/(1—f) foralln € Ny, we get0 <vZ <U/(1—B).
The next proposition identifies vZ, with v”.

Proposition 7.6.2. For every € I, it holds

T
v =v".
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Proof. Lets € Sand & € R. Since (C*— &) > 0and (C" — &)* are increasing in n P¥-a. s. under 7 € IT, an application
of the monotone convergence theorem (cf. (Billingsley, 1995), Theorem 16.2) yields

vi(s,&) =ET[(C"=&)" | Xo=s] 1 ET[(C*=&)" | Xo=s5] =V"(s5,§), n— oo,

On the other hand v (s, &) "=~ vZ (s, &) by definition. Thus, the assertion follows. i

The following lemma gives upper bounds for v* and v* in terms of the finite-horizon value functions v} and v},
respectively, where the threshold & has to be modified for the finite-horizon problem in an appropriate manner.

Lemma 7.6.3. Letn €Ny, s€ S, £ € Rand n € II. Then

. . _Uﬁ”“ " s e _Uﬁ”“
v < (se- 000 ) wa v s (se-5E5).
Moreover, it holds
n+1 n+1
veo i+ wd v v+ 54

Proof. The first assertion follows from the monotonicity of (-)* since

Vi(s,E) =ET[(C™—&)" | Xo =] =E” Xo=s

. +
(Cn +p! Y B Cuiicr1 — é)
k=0

U + U ﬁn+1 +
< Eﬂ' n n+1 _ X — _ T n __ _ X —
<em|(erep ' g -g) froms| | (o (555 ) [
Uﬁn+1
zv,f(s,é— —p )
The second assertion follows by taking the infimum over 7 € I1. Similarly, we obtain
U * Lemma A.3 U B!
V(s,) <ET (C”+B”+'1B—é> Xo=s| = EF[(C"-&)|Xo=s]+ 1‘3 ;
U Bn+1
=8+ g
The second part follows by taking the infimum over 7 € I1. O

So, Lemma 7.6.3 provides uniform convergence of v7 and v}, as n — oo. In analogy to vZ, define v, := lim,,_,« v}. Since
v is increasing by Lemma 7.6.1, the limit is well-defined. Furthermore, we have v, > v} for all n € Ny. Analogously to
vZ, we can identify v with v*.

Proposition 7.6.4. It holds
Vi =v".

Proof. Letn € Ny. Then we have v, <v* < v+ U B""! /(1 —B) in view of Lemmas 7.6.1 and 7.6.3. Hence v}, — v* as
n — oo, i

From the last assertions, we can immediately give a value iteration algorithm to determine v*.

Proposition 7.6.5. Lets€ S, & ¢ Randv* ((s,§) =&, s€ S, & €R. Then

v = lim 7" .
n—soo

Proof. The statement follows from Proposition 7.5.4 and Proposition 7.6.4 since for n € N

Proposition 7.5.4

Proposition 7.6.4
" (s,&) vi_1(s,8) roposTion vi(s,E), n—oo. O
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Now, we have everything in hand to prove the existence of a deterministic €-optimal policy.

Definition 7.6.6. Let € > 0. For a fixed £ € R, a policy & € IT is called €-optimal, if v¥(xp,&) < v*(xo,&) + € for all
xg € 8.

Of course, for every € > 0 an €-optimal policy exists by definition. The next proposition shows that there is a
deterministic £-optimal policy, which is constructed by truncating the costs after a certain time step.

Proposition 7.6.7. For every € > 0, there exists a deterministic €-optimal policy for problem (7.11).

Proof. Let & € R. There exists some ng (&) € Ny such that U ! /(1 - B) < /2. Let ng"’* € I1¢ be optimal for the
no-horizon problem as in the proof of Proposition 7.5.4. From Lemma 7.6.3, we obtain

ne* ()%
vi(s,&) =V (8»5)‘ <|VH(5,8) =iy (5,8)] + [V (5,8) =& (5,€)
N N 0" 1o Lemma 7.6.3 Uﬁ"()*] Uﬁ’l()*]
:’V (s,&)—vno(s,§)|+ V’lg (Sﬂé)_vng (S,é) < + <E€
1-B 1-B
for all s € S. Hence, ﬂgo’* is £-optimal. O
Remark 7.6.8. 1. When there are negative costs included in W, i. e., W is an arbitrary non-empty finite subset of R, the

results from this section are true, too. To see this, let L := min W < (. The second assertion of Lemma 7.6.3 can be
modified to v+ LB /(1 —B) <vF <vI4+U B /(1—B) and vi+LB" /(1 —B) <v* <vi+U B /(1-B),
n € Ny, from which it directly follows that vI — V" for every & € II and that v} — v* as n — oo, which are the
analogous results of Propositions 7.6.2 and 7.6.4. The remaining results can be established as above.

2. Also, when terminal costs are included in the finite-horizon problems, the results of this section can be established.
In the analysis, the terminal costs uniformly tend to zero as n — oo, which achieves the corresponding results of this
section.

The Optimality Equation

In this section, we make another approach to solve problem (7.11). In the end of this section, we are able to prove the
existence of a deterministic optimal policy of the intermediate problem (7.11). Furthermore, we construct an optimal
policy. The results are based on the Banach fixed point theorem. First, we give a lemma similar to Lemma 7.5.1.

Lemma 7.6.9. Let w € I1. Then it holds

.S(IC) —CQ
=B Y mlals) ¥ po, v <S/’§B ) s€S EER

ag€D(s) COGW
s'es

Proof. Fors € S, & € Rand & € I1, one computes
v”(s,é):E”[(C“f +’X0:s}
= Z w(apls) Z p“LO {(co—l—ﬁcl—|—ﬁ2C2+...—€)+‘XO:s,Aozao,Cozco,Xlzs'}

apeD(s) COEW
sles
+
— ¢
=B ) mwlaols) ) PZSC E” <C1+ﬁC2+~--§ﬁ ) Xo = 5,40 = a9,Co = co, X1 =5’
ageD(s) fOEW
+
1 -(s,ag.co) —C
_B Z Cl0| Zpssc‘oEfr o (C0+I3C1+—é 0) X():S/
GOGD LOEW ﬁ
B ¥ k) ¥, v (.55,
ageD(s) fOEW
s'es
which is the assertion. O
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A short formulation of Lemma 7.6.9 shall be
Vi =Ty, p' T
The result of Lemma 7.6.9 can be inductively expanded to / € N time steps. Therefore, let for every / € N

lﬂlixo-,ao,co....,xzfl,azfl,c‘zfl)(alhk) = s (a]X0, 05 €O, - X111, CI—1, P

Xm €S, am €D(xp),cn €EW,m=0,...,1— 1,k €H,acA, k=0,1,...,

be the [-cut-head policy of ® for every w € II. With this definition, we can formulate the following corollary of
Lemma 7.6.9.

Corollary 7.6.10. Let w € I1. Then for everyl € N

1 .(x0,a0,¢0) a
V x()a Z TEO ao\X() Z prX]CU Z n.() (al |xl) Z pX]lxzcl Tees
aoeD oW, aj€D(xy) cIEW,
X1 €S x€eS
. Z ln(()XO-,amCo-n-wxlfl70171&171)(al‘xl) 1
a;eD(x;) ( : )
1+1 n(xo,a().co,....xl,al.cl) k
. Z pzzlxulflv ]+17ﬁl+] Zﬁ Ck , xeS EeRrR
cleW,
X+1€S

Proof. Letmw €11, xo € S and £ € R. For [ = 1, the assertion is proven in Lemma 7.6.9. Let the assertion be true for some
I € N. Similar to the proof of Lemma 7.6.9, we obtain

11 (x(,a(:CQs---X] a7 )
v X040 €0+ X141 €] <x1+17ﬁl+1 (g Zﬁk0k>>

=B Z 1+1n(()x()sa(]',(:o,'“ax/?a[#c/)(al+l x141)

aj+1€D(xp41)
+1
ar I+2n()fo-“0-€o~»---x1+1-“1+1~L‘1+1> v k
Z Pxirxisaciin V x1+2’ﬁ1+2 Zﬁ Ck

L1 €W,
X142€8

(7.13)

for every x;11, Xm € S, am € D(xp), cw € W, m =0, ..., [. Plugging in (7.13) into the induction hypothesis (7.12), yields
the assertion. |

In what follows next, we want to show a little more than we have established up to this point. We show the convergence

of T™W* " v* for a broader class of functions, i.e., T"u "= v* for all u lying in the set of functions .%, which is
defined by

u(s,-) decreasing (s € S), |u(s,&) —u(s,n)| <|E—n| (s€S, &, N €R),

9
9

ﬁ::{u:SxR—ﬂRzo

u(s,&) = —1(s €5, & < 0), u(s,&) =0<ses,<§zU/(1—B>>}.

Note that every function u € .% is unbounded since u(s, &) é:w oo for all s € S. Now, we derive that v* € . for all
7 € II and that (% ,d) is a complete metric space, where for u, v € %, the metric d is defined by

d(u,v) = sup |u(s, &) —v(s, ).

sES.
éeR

Note that d is indeed a metric on .%: for u, v € .Z, it holds 0 < d(u,v) <U/(1 — ) < o since u(s,-) and v(s,-) are
continuous, equal zero above U /(1 — ), since for each s € S the difference u(s, &) — v(s, &) is constant for all & < 0 and
since S is finite. Further, it holds u = v if and only if d(u,v) = 0. Symmetry and triangle inequality are obvious. In order

to apply the Banach fixed point theorem, we show that the operator T maps . into .% itself and that T is a contraction
mapping. But first, we illustrate the reason of defining .# in the above manner.
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Proposition 7.6.11. Let &t € I, then v* € 7.

Proof. Let w € I1. At first, v® > 0. Since () is increasing, v* (s, -) is decreasing for all s € S. The Lipschitz continuity
of v*(s,-) can be achieved as in the proof of Proposition 7.5.9. For s € S and & < 0, we have
Vi(s,§) =ET[(C*=&)" | Xo=5] = E"[C™[ Xo=5] - &

since C* > 0 P-a.s., and hence dv”(s,€)/d€ = —1 for all s € S and for all £ < 0. Since C* <U/(1— ) P*-a.s., it
holds v*(s,€) =0 for all s € S and for all £ > U /(1 — ). So, v" satisfies all conditions of functions lying in .%, and
therefore, v* € .%. m|

Lemma 7.6.12. The metric space (F ,d) is complete.

Proof. We have to show that every Cauchy sequence in % converges towards an element of .% with respect to the
metric d. To this end, let (u,)ncny, be a Cauchy sequence in .%. Let € > 0. Then there exists some ng (&) € Ny such
that d(uy,,u,) < € for all m, n > ng. Let s € S and & € R. Then |up(s,8) — un(s,&)| < d(um,un) < € for all m, n > no.
Hence, (un(s,£)),en, is @ Cauchy sequence in R. Let u(s, &) := lim, o0 s (s, &), which exists for all s € S and § € R
since (R,|-|) is complete. In this manner, define a function u: S x R — R by u(s, &) = limy, ety (s 5) The definition of

u is independent of the choice of the Cauchy sequence (u,,)neNO. We have to show that u € .% and u, "% u with respect
to the metric d.

1. Since uy(s,-) is decreasing for all s € S, we have u(s,-) is decreasing by Lemma A.7.
2. The Lipschitz continuity of u(s,-) with Lipschitz constant 1 can be seen as follows: let £, 1 € R, then
(s, &) — 5, )| < [0, &) — (5, )| + [t (5, ) — tn(5,1) | + |t (5,17) — (s, m)| < £+ € — ]
for all n > ng with ng € Ny such that |u(s, &) — u,(s,&)| < €/2 and |u,(s,n) —u(s,n)| < /2 for all n > ny.

3. Lets € S. Forevery & < 0, we have that u, = a, — & for certain a, € R>o, n € Ny. Thus u(s, &) = lim,—e (s, &) =
lim, e a, — & and du(s,£)/d& = —1.

4. Since uy(s,§) =0foralls € Sandforall§ > U/(1—f), we have u(s,&) =0forall s € Sand forall & > U /(1—f3).

To show the convergence of u, towards u with respect to the metric d, let € > 0 and no(€) € Ny such that d(up,,u,) < €
for all m, n > ngy. Then we have |uy,(s, &) — uy(s,E)| < d(upm,u,) < € foralls € S, & € R and m, n > ng. Letting m — oo,
this implies |u(s,&) —u,(s,§)| < e forall s € S, & € R and n > ng, and hence d(u,u,) < € for all n > ny. o

Lemma 7.6.13. The operator T is a contraction mapping with Lipschitz constant B on the function space containing all
functions u : S x R — R with respect to the metric d.

Proof. Letu, v:S xR — R with d(u,v) < eo. Then Tu and T are both functions with domain S x R and values in R.
Now, we check the contraction property: let s € S and £ € R, then

Lemma A.5 é — o é
Tu(s,&)—Tv(s, < max . 2= ) =&, < P max d(u,v
s &) 1.0 2B max B gt o555 ) o (455) B gy, T o)
s'es s'es
= Bd(u,v).
Taking the supremum on the left hand side over all s € S and £ € R yields the assertion. O

Lemma 7.6.14. The operator T maps % into itself, i.e., T.% C F

Proof. Letu € %. Then Tu > 0. We have to show that Tu satisfies the four remaining properties of functions belonging
to F:

1. The functions Tu(s, -) are decreasing since the functions u(s,-) are decreasing for all s € S.

2. For &, n €R, we have

Lemma A.5

5—60) ( 11—%)‘
Tu(s,&) — Tu(s, < max e s, —uls,
rute &)~ 1uts )| B max 8 gt fu (4,5 .
s'es
g—CO n-—co
< [ max — =& —-n|,
ﬁaED(>CO;NpSSC0 B B |§ n‘

s'es

since u(s, ) is Lipschitz continuous with Lipschitz constant 1 for all s € S.
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3. Let &£ < 0. Then (§ —c¢g)/B < 0 forall ¢y € W. Since u € %, we can write u(s, &) =a;,—&,s €S, & <0, for
certain constants a; > 0, s € S. Then we have for £, 11 <0

. 5—60> , , M —co
Tu(s,&) —Tu(s,n) = B min Do U (s/, —f min Dol s,
(5.0) = Tulsom) ﬁaen(moezw, e B ﬁﬂED(S)aOgv’v. e B
s'es s'es

R o a 56‘0) . ; ( nco>
fﬁagg) Z Pie, (as/ B B min Z Psge, | G5 B

coeW, aeD(s) coEW,
s'es s'es
=—¢+B min Y Psseo <asf + CO) +1n—p min ) Plve, (as/ + CO) =n-E&.
a€D(s) o&w, B a€D(s) o&w, B
s'es s'es

Hence, dTu(s,&)/d€ = —1 forall s € S and for all £ < 0.

4. For every cop € W, it holds

U Co U
U-c>0 < (1-B)(U—-c)>0 & U—(1-B)co>BU & —ve—0>_ 2
(1-B)p B~ 1-
U
-5 €0 U
& > .
B 1-B
Since u(s,-) is decreasing for s € S, we have fors’ € S, & >U/(1—f)and cp € W
U
— -8 — €0
Ogu(s',é CO)SM sl,il P Su(s/,U )_0,
B B 1-B
from which we conclude
Tu(s,&) = B min Z Do U s,’é—Co =0
aeD(s) oo, 0 B
s'es
forallE >U/(1-p).
From 1-4, we have Tu € .%. O

In Lemmas 7.6.12-7.6.14, we have gathered all conditions to apply the Banach fixed point theorem:

Proposition 7.6.15. The optimal value function v* is the unique fixed point of the operator T in the function space .%.
Furthermore, we have T"u "=~ v* forallue 7.

Proof. By Lemmas 7.6.13 and 7.6.14, T is a contraction mapping such that T.# C .%. By the Banach fixed point theorem
(cf. (Agarwal et al., 2009), Theorem 4.1.5), we have T"v " Ve for all v € .Z for some unique ve, € %. On the other

hand, since T"v* | " % and V', € .Z by Proposition 7.6.5, we conclude v, = v*. |

Remark 7.6.16. 1. By Remark 7.5.5.1, an MDP with state space S x R is defined by the operator T where the decision
maker has to pay a cost of zero at each time step. The expected total discounted cost is then zero for every policy.
Hence, the optimal expected total discounted cost is zero for all initial states. Indeed, v =0 is a fixed point of 7.
Since the costs are bounded, v is the unique fixed point of T in the space of all real-valued bounded measurable
functions by Note 4.2.1 of (Herndndez-Lerma and Lasserre, 1996). But O ¢ .%. Therefore, the operator T might
have several fixed points. But there is only one fixed point in the set .# by Proposition 7.6.15.

2. The inner problem (7.6) can be formulated as an MDP with state space S x R with terminal cost v*;(s,§) =&,
(5,€) € S X R, in the same manner as in Remark 7.5.5.2, we can apply theory of (Bertsekas and Shreve, 1978;
Schil, 2004) since the respective assumptions, i. €., the uniform increase assumption and the structure assumption,
are satisfied. Therefore, the optimality equation as well as the value iteration hold. But since we could use the
Banach fixed point theorem, we were able show a little more than can be established with the general theory, e. g.,
the convergence T"u — v* for every u € .%.

91
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In order to provide a deterministic optimal policy for the infinite-horizon problem, we show that the value of every
history-dependent randomized policy can be generated from any function u € .% by inductively applying the appropriate
[-step iteration.

Proposition 7.6.17. Let w € I1 and u € .F. Further, let

ul+1('x07 = Z 750 a()|.X() Z pxoleO Z ln(gXO7a0’C0) (a1|.XI) Z pjclllxzcl :
s P o
] yreg A —1,0]—1,C]— 1 L
Z ln(()xo,aOVCo, X1 1,41 —1,C] 1)(al|xl) Z pﬁfxmq u le,W E— Z ﬁkck
aIED(xl) cew, k=0
Y141€8

forl €Ny, xo €S, £ €R. Then
d(u,v*) =0, [ —oo.
Proof. Letl € N. By Corollary 7.6.10, we have

V" (x0,&) — s (x0, )

Z To(ao|xo) Z I’xoxwo Z lnéx0110760 (a1]x1) prwfzcl""

eD coEW, a1€D(x CIEW,
ap€eD(s) 0% 1€D(x1) 1
1 (X05@0,€0 5+ X1 —1,81-1,C1—1)
Y Im (ar|x;)
alED(X])

1
1+1 (xo Q)0 X[ 4] ,C]) 1 X
Z pX1X1+1cz v Xi+1, BT ¢— Z B e

CIE k=0
514168
1 ,ao,
Z 7[0 ao|)€0 Z pXOXICO Z ”(gxo “ CO)(al‘xl) Z pz}xzcl
ap ED C)?leev; ap GD(xl ) CXIZGEV?
1, (X0:00,€05-+-X1— 1,41 1,C1-1) 1 l k
2405C0 s+ X]— 158 —1 5C]— a
Z Ty (a]x;) Z Pl ¥ xl“"BlH §— ZB Ck
a;€D(x) 1w k=0
xl+|ES

Yy 7To (aolxo) Y, PPy Y, 17ré"°’“°’“°>(a1|x1) Y i

ap€D(s coEW, a1€D(xy) crew,
X1 €S x€S
1 (X0,00,€05+++X1—1,81-1,C1-1) a;
Z Tty (ar]xr) Z Pxixi e
aj ED(X]) cIEW,
Y1418

l 1
141 (X0 Q-+ X7 7 €] ) 1 1
y im0 0 A le’W i—ZBka —u xl“’w é—Zﬁka

k=0 k=0
| L mleko) T s B 1Rk T plien
aoeD coeW, a1€D(xy) c1EW,
x| €S x€ES
Z ln(()xo’ao’co"“’x’_]’a’_]’q_l)(al|x,) Z p;llllerlCI
a;€D(x;) W,
X141€8
l+1n(xo,ao.ro.,..,xl.alrl) 1 ! k 1 ! k
v XHI’W 5—213 Ck —u XIH’W é—ZB Ck
k=0 k=0

d
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B'U
1-B

I+1 n(x().a().co,....xl ar.cr)

<

since v € F for every x, €S, am € D(xy), ¢y € W, m=0, 1, ..., [, by Proposition 7.6.11. Thus
I—300
d(u ") < B'U/(1-B) = 0. =
At last, we are able to prove that there exists a deterministic optimal policy for the infinite-horizon problem.

Proposition 7.6.18. There exists a deterministic optimal policy 717%k € I1¢ for problem (7.11).

Proof. Inductively define the following deterministic history-dependent policy ﬂg €I1¢ for £ € R:

(7)o
<7t ) 0, X1) ( 5) (x0,a0,c0,%1) = (7[200)0()(1)’
),

“5 (x0) such that /.Li(xo) € argmin Z pg()S/CU V¥ <s/,§ﬁ6‘0) )

a€D(xg) | coew.

B

(ﬂ €COsCl s vy Chm1,Xk) = (ng>k(x07a07007x17~-axkflaakfhckfhxk) = (ﬂzco) (ClyeevyChm1,%%),s
B/ k-1

Mo (gt prer) )

x,',xkES,a[ED(x,'),C,'GW,iZO,1,...,k—1,k=2,3,....
(7.14)

Since v* = Tv* = T?v* = ... by Proposition 7.6.15, we have for every € N, xo € S and £ € R by the definition of ng

( )(Xo Q) 60)()61) [(”E) (X0:00,€0 -+ X1 — 1 41— 1€/ —1) (x)

V*(XOaé):TIV*(XOaé):ﬁZ Z )g)xl)co Z pxlxzcl Z pX1X1+1(C)[

cOEW, Cc1EW, clEW,
X1 €S x€eS X[41€S

foeple-Er)

where the convergence is provided by Proposition 7.6.17 since v* € .# by Proposition 7.6.15. Hence v*(xg, &) = V7 (x0,&),
or in other words, ng is optimal for problem (7.11). O

V% (x0,&), 1— oo,

Remark 7.6.19. 1. Note that the optimal policy defined in Proposition 7.6.18 does not depend on the complete history
by the last equation of (7.14). Similar to the finite-horizon problem, it is sufficient to know the accumulated
discounted cost Zé‘:o B! c;, the current system state and the current time step k in order to derive an optimal policy.

2. The infinite-horizon problem (7.11) can also be formulated as an MDP with state space S x R in the same way
as in Remark 7.6.16.2. Then we see that the optimal policy given by (7.14) is stationary with respect to the state
space S x R. This result can also be derived from Theorem 3 of (Schil, 2004) since the so-called uniform increase
assumption and the structure assumption both are satisfied.

3. As the proof shows, after each time step and resulting cost, the decision maker has to adjust her preference, which
&’ should be the new threshold for the following infinite time steps in order to act optimally corresponding to the
original threshold & with respect to the intermediate criterion.

4. We could also have included negative costs as long as W remains finite. The function space .% then should be

changed to

F = {u:SxR—>R>0 u(s,-) decreasing (s € ), |u(s,&) —u(s,n)| <|E—n| (s€S, &, 1 €R),

;514(&5) =—1(s€eS. e <L/(1=P))u(s,§)=0(s€S. ¢ >U/(1—l3))},

where L := minW, again. The results of this section can be derived with simple modifications of the above proofs.
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5. (Schil, 1990) studies discrete-time MDPs with the non-standard infinite horizon limsup criterion, as he calls it. At
each time step, the decision maker has to pay a cost which is not discounted and after the nth time step she has to
pay a terminal cost. The largest class of policies (Schil, 1990) examines contains all deterministic policies which
depend on the history of the preceding states. This class shall be denoted by ITy. The total cost up to time step
n € Ng when starting in initial state Xy is given by

I/tn(ﬂ?) = i C(Xk, E(Xo, e ,Xk)) + M(Xn)
k=0

(Schaél, 1990) considers the case when letting n — co. The general assumptions are that for every policy 7 and initial
state xo the conditional expectation

C(m,x0) = E™ [liminfun(n') l Xo = xo]
n—soo
exists and that —eo < infrepr, C(7,x0) < co. Since we want to minimize the total discounted cost, the original
lim sup when maximizing, as does (Schél, 1990), turns into a liminf. The intermediate criterion of this section can
be seen as a special case of the limsup criterion. To see this, we have to reformulate the MDP as follows: let £ € R
be fixed. Let the state space be

o0 k oo
S=5xJ <><W>< X {A})
k=0 \/=0 I=k+1
so that the state is determined by the system state and the incurred costs. Here, we assume that A ¢ W,
which marks the remaining time steps, i.e., there is a component from which on all components are A and
none of the preceding components is equal to A. Note that § is countably infinite. A state transition from
§=(5,¢0,C1s---,Cr, A, A,...) 10 (5',¢0,C15- -, CkyChi1, A, . ..) under action a € D(§) := D(s) occurs with prob-

ability pf,. . The one-step costs satisfy c(5,a) = 0 for all (5,d) € D, and the terminal cost is given by

u(§) = (Xp_oB e f§)+, § = (s,c0,C1,-..,Cx,A,...) €S. The initial state is (xo,A,...). Then we have for a
deterministic policy 7 € IT¢ in the original model which depends only on the state and the occurred costs

. + . +
(Zﬁka—5> Jg(iﬁkck—§>
k=0 k=0

where 7 is the appropriate policy for the reformulated model. Hence, we can apply the results of (Schil, 1990).
Among these are that the optimality equation holds in the reformulated model. Moreover, we can establish the
existence of an optimal policy for the initial state xy which can be derived as a minimizer of the optimality equation.
This can be done by applying Satz 18.26 where the assumptions are fulfilled by Satz 18.22 and since u(§) is bounded
by U/(1-B)—¢.

The results established in this section are a bit stronger since we derived optimality of a deterministic history-
dependent (in the original formulation) policy within the class of randomized history-dependent policies. Further-
more, in order to handle the average value-at-risk criterion, we need information about the optimal value function
v* as we shall see in the next section, e. g., v* € .%.

vi(x0,§) =E"

X() ZXO] :E”

Xo ZXO] = C(ﬁ',xO)

7.6.2. The Average Value-at-Risk Criterion

Now, the solution of the original problem, that is to minimize the average value-at-risk at confidence level 7 € (0, 1) of
the total discounted cost over an infinite horizon if we start in state xo € S, is within reach. This problem is equivalent to:

v¥(x0,&) overall £ € R. (7.15)

1
Minimi
inimize & + -

To show the existence of an £* € R which is optimal for problem (7.15), we define similarly to the finite-horizon case
the objective function of problem (7.15) by

1
1—7

w'(x0,8) =&+ vi(x0,E), x0 €S, EER.

The optimal value function v* is an element of .%, which follows from the Banach fixed point theorem in Proposition 7.6.15.
So, we have the following proposition.
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Proposition 7.6.20. There exists a solution to problem (7.15).

Proof. Letxy € S. It holds w¥(xo, &) e oo, since dv*(xg,&)/dE =—1,& <0,and 1/(1 —7) > 1. Moreover, we have

—ro0 . —ro0 o . . . . .
w¥(x9,&) 52 o since v* (x0,&) *%°0.In addition, w®(xo,-) is continuous since v*(xo, -) is continuous. In the same way
as we established Proposition 7.5.16, we conclude the assertion. m]

With the last proposition in hand, we can prove the existence of a deterministic optimal policy for problem (7.3).
Theorem 7.6.21. There exists a deterministic optimal policy for problem (7.3).

Proof. The proof is very similar to the finite-horizon case. Let £* be a solution to problem (7.15) and ng* € IT be

a deterministic optimal policy for the intermediate problem (7.11) with threshold £* which is defined as in (7.14) for
& = &*. Then we have forxg € S

. T [ oo . Theorem 6.2.3 . . 1 P o £\t _
Inf AV@RT (C7|Xo=x0) "= ;gg{égﬁ{éﬂ_ﬁ [(C"=&)" | Xo Xo]}}

Lemn:1aA.5 inf { é"‘

(e mr e -9 o] }

=v*(x0,6)

Proposition 7.6.20 . T fpeo g\t
&+ 7 aem [( &) | 0 xo]
e 6. l ¥ . l "
Proposttion 7.6.18 g+, T TE"5* [(C°—E")"| Xo=x0] > 52&{5 + _TE”5* [(C—&)"| Xo = 0] }

Ty
Theore:m 6.2.3 AV@R; (Coc ‘ Xo = xO) )

Hence, 7'5;5* is optimal for problem (7.3). O

We conclude this section with some remarks.
Remark 7.6.22. 1. Here again, if £* is the smallest solution to problem (7.15), then £* is the value-at-risk at level T
of the AV@R ;-optimal policy 75, defined as in (7.14). But £* need not be the optimal value-at-risk at level 7.

2. A finite number of negative costs could be included without changing the results of this section.

3. In order to act optimally, the decision maker chooses at first the threshold £*, which she should not exceed in
infinite time steps with respect to the intermediate criterion, by the proof of Theorem 7.6.21. Depending on the
outcome of the actual cost after each step, the decision maker has to adjust her preference, which & € R she should
not exceed in the remaining infinite steps according to (7.14).

Next, we give a condition for a policy & € IT under which 7 is e-optimal with respect to the AV@R ;-criterion.

Proposition 7.6.23. Let T € (0,1) and € > 0. Let 7t € I1 be a policy such that |[v® —v* ||« < (1 —17) €. Then T is €-optimal
for the AV@R -criterion.

Proof. For every xg € S, we compute

0 * 0o 1 *
|AV@RT (C” | Xo = x9) — AV@R}; (C” | Xp = x9)| < - 2up|v”(xo,§)—v (x0,&)| <e.
o €R

Hence, 7 is e-optimal for the AV@R ;-criterion. m]

According to Proposition 7.6.23, the policy 7 has to be ((1 — 7) €)-optimal for the intermediate criterion for every
threshold & € R so that it is AV@R;-optimal. This is a quite strong assumption on 7.
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7. AVERAGE VALUE-AT-RISK CRITERION FOR THE TOTAL DISCOUNTED COST

7.7. Conclusion

Having established the results for the average value-at-risk criterion for an infinite horizon, we now want to examine
whether this criterion is applicable in practice. Recall that our goal is to develop a decision support system for the
surveillance task of a critical infrastructure.

At first, it is very intricate to compute the value functions v* or even €-approximations. So, we cannot easily compute
optimal or €-optimal, according to Proposition 7.6.23, policies for the average value-at-risk criterion. A first idea that
comes into mind is to use a suitable grid {&;|i=1,...,n} on [0,U /(1 — )] and compute v*(xo,&;), i =1, ..., n (cf. (Wu
and Lin, 1999; Boda and Filar, 2006)). Then the optimal value function v*(xo,-) could be approximated by a piecewise
linear function 7*(xo, -). Then ¥ (xo, -) could be used instead of v*(xo, -) in the preceding section. The result would be an
approximated threshold value £* and an associated policy %, which could be used as an approximation of an average

g
value-at-risk optimal policy.

But a much more serious drawback of using the average value-at-risk criterion in practice is the following: the average
value-at-risk optimal policy as derived in the proof of Theorem 7.6.21 is not stationary with respect to the system state
space S. So, if the current system state at some time step k is s, then some action a might be optimal. But at a later time
step [, when the system state is again s some other action @’ might be optimal. This behaviour of an optimal policy is not
very intuitive so that it might cause confusion when using this policy as the basis of a decision support system.

In conclusion, although average value-at-risk is a suitable criterion for the surveillance task, it might be not a good
choice to base a decision support system upon an optimal policy with respect to this criterion. This is due to the optimality
of a policy which depends on the incurred costs. But when the personnel is properly instructed and accepts that there
might be different optimal actions at different points in time, a policy based on the average value-at-risk criterion might
be valuable.
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8. Average Value-at-Risk Criterion for the Average Cost — A Non-Standard
Objective Criterion for Discrete-Time Markov Decision Processes

In this chapter, we want to study the case of the average cost for the average value-at-risk criterion. Within the threat
model for closed infrastructures, it means that the decision maker wants to act optimally so that the most devastating
threat events are prevented in the long run. The approach is very different from the case of total discounted cost. As in the
case of the expected cost criterion for the average cost (cf. (Puterman, 2005)), we need to go deeper into the structure of
the MDP.

In the case of the average cost, the standard criterion is, as in the case of total discounted cost, to optimize the expected
value of the costs and rewards respectively. There is an abundance of literature available for this kind of problem. A very
detailed treatment can be found in (Puterman, 2005), chapters 8 and 9. The theory of the expected average cost for MDPs
is much more intricate than the theory of the expected total discounted cost in MDPs since the chain structure of the MDP
comes into play vastly. Results of this theory are that the optimal value function satisfies certain optimality equations
and that there exist deterministic stationary optimal policies. Furthermore, algorithms for finding optimal policies are
known, such as a linear programming approach and a policy improvement algorithm, which are both based on optimality
equations. These methods can be refined by considering MDPs which have a certain chain structure such as unichain or
communicating MDPs.

In this chapter, we consider the criterion of minimizing the average value-at-risk for finite-state finite-action MDPs. To
this end, we compute the average value-at-risk for a random variable taking only a finite number of values in R since this
is the foundation of the following. After that, we compute the average value-at-risk for so-called Markov reward processes.
This is followed by a section which treats the case of unichain and weakly communicating MDPs. Then we introduce an
approach how theoretically the average value-at-risk problem could be solved for general finite-state finite-action MDPs.
This approach goes back to a decomposition of the state space introduced in (Ross and Varadarajan, 1991). We conclude
this chapter with some remarks concerning average value-at-risk optimal policies for MDPs.

8.1. Literature Overview on Non-Standard Criteria for Discrete-Time Markov Decision
Processes for the Average Cost

Alongside the expected average cost criterion, certain non-standard criteria for the average cost are studied by various
authors. For example, certain percentile, i. e., quantile, performance criteria are considered in (Filar et al., 1995) for the
average cost: for instance, the problem whether there exist policies which achieve a specified value of the average reward
with a specified probability, the problem of maximizing the target for a specified quantile or conversely the problem of
maximizing the quantile of a specified value.

In (Baykal-Giirsoy and Ross, 1992), two variability criteria are introduced: expected time-average variability and
time-average expected variability. In the former criterion, the expected value of the long-run average of a function which
measures variability of the actual reward from the average reward is considered. In the latter criterion, the long-run
average of the variability between the actual costs and the expected average cost are minimized. The function measuring
variability is assumed to be continuous. For both criteria, it turns out that there are deterministic stationary policies. In the
survey paper (White, 1988), more non-standard criteria considering the average cost are introduced.

8.2. Average Value-at-Risk for Finite Random Variables

In this section, let X be a random variable on some probability space (£2,.27, P) which takes the values c1, ..., cy € R for
some N € N. We assume that the values are ordered so that c; < ¢» < ... < cy. Let the distribution of X be given by

P(X:Ci):pi, = 1,...,N,
with p; € (0,1),i=1, ..., N. For some fixed confidence level T € (0,1), let i; € {1,...,N} be the unique index such that

ir—1

i
ipi >1> Y pi
i=1 i=1



8. AVERAGE VALUE-AT-RISK CRITERION FOR THE AVERAGE COST

ie., Fy ! (1) = ¢;,. From Proposition 8 of (Rockafellar and Uryasev, 2002), we have

AV@R (X) = ﬁ [(2])5—1’) C,'T—i—( i p,'C,')] .

i=ig+1

By this formula, it is very easy to compute the average value-at-risk for finite random variables. From this formula, it can
be seen that the probability atom present at i is split as mentioned in section 6.2.2.

8.3. Average Value-at-Risk in Markov Reward Processes

In this section, we have a look at finite-state Markov reward processes and determine the average value-at-risk of such a
process for its average cost. In order to obtain the results of this section, we only need some standard results on ergodic
Markov chains. At first, we define a Markov reward process according to (Puterman, 2005):

Definition 8.3.1. Let S ={1,...,N} be a non-empty finite state space. For each s € S, let ¢; € R with ¢, > 0 representing
costs and ¢, < O representing rewards respectively that occur together with state s. Let (Xi)ren, be a homogeneous
Markov chain on § with transition probability matrix P. The bivariate process ((X,cx, ))ren, is called a Markov reward
process.

A Markov reward process is again a homogeneous Markov chain, now on the state space S x R. Let ((Xg,cx, ) )ren, be
a Markov reward process with transition probability matrix P = (p,y ) yes for the Markov chain (Xj)kew,. Furthermore,
we partition the state space into R > 1 non-empty closed irreducible recurrent classes %, ..., Zg and the (possibly
empty) class .7 of transient states. Define the random variables

1 n
C' = s :0, 1,...,
' n+1k:ZOCXk "

representing the average cost up to time step n. We want to determine the average cost in the limit as » tends to infinity.
For this purpose, we define the random variables

C_ =liminfC, and C; :=limsupC,,

n—o0 n—oo

since it is not clear a priori that the limit of C, exists.
To determine AV@R;(C_ | Xp = s) and AV@R(C; | Xp = s), it is sufficient to know the distributions of C_ and C;
respectively, which we compute in the following. To simplify the notation, we make the following assumption.

Assumption 8.3.2. Assume that the closed irreducible recurrent classes contain exactly one element, w.l. 0. g., let
Hs={s},s=1,...,R.

Proposition 8.3.3. Under Assumption 8.3.2, it holds
AV@RT(C_ ‘X() = )Co) = AV@RT(C+ |Xo = )C()) = Cx,
forallxy €{1,...,R} and T € (0,1).

Proof. Forxg € {1,...,R}, we have P(X; = x| Xo = x0) = 1 forall k € No. Hence G, = 1/(n+ 1) ¥}_jcx, = ¢y, P-a.s.,
which transfers to the limits: P(C_ = ¢y, | Xo = x0) = P(C4 = cy,) = 1, which finally leads to AV@R(C_ | Xp = xp) =
AV@R(Cy | Xo =x0) = ¢y, forall T € (0,1). m

Now, we are left with the case of starting in a transient state s € .7. What we have to know are the absorption
probabilities of (Xj)ren, in the recurrent states 1, ..., R, from which the average value-at-risk of C_ and C, can be
computed, as we shall see. Define

a(s,s') =P ((Xi)ken, is absorbed by s’ | Xo =s), 5,5 €S,

as the absorption probabilities of (Xi)ken,. Since S is supposed to be finite, we have Y g a(s,s’) = 1 for all s € S by
(Brémaud, 1999), Remark 5.1 of chapter 4. Of course, we have

a(s,s)=0 (s€8,s'e€T). (8.1)
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8.3. AVERAGE VALUE-AT-RISK IN MARKOV REWARD PROCESSES

Moreover, we have for the recurrent states
ofs,s)=1 (s€{l,...,R}), (8.2)

which we implicitly used in the proof of Proposition 8.3.3. The absorption probabilities can be computed via first-step
analysis (cf. (Brémaud, 1999), section 2.3.1), that is

a(s,s') = Z pssr a(s” s') (5,5 €8). (8.3)
s"es

The system of equations in (8.3) has a unique solution due to the finiteness of S and the boundary conditions (8.1) and
(8.2). The first-step analysis plays a crucial role later on. But next, we fully describe the conditional distribution of C_
and C. conditioned on the initial state xg € S.

Theorem 8.3.4. Under Assumption 8.3.2, it holds
P(C_=cy|Xo=x0)=P(Cy =cy|Xo=x0) = Z (Z(X(),S”)
s'"ef{l,...,R}:

c=c
S=C

forall xg, s' € S. Furthermore,

P(C € J{ey} XO:x0> :P(C+ € (J{ey}

Xo ZX()> =1 (x0€89).

s'eS s'eS
Proof. Letxp € Sands’' € S. For s’ € {1,...,R}, define the stopping time
Ty =inf{k €Ng: X, =+s'}.

Then by definition P (Ty < oo |Xy = x0) = ¢t(x0,s’). With probability one, Ty < e for exactly one s’ € {1,...,R} since S
is finite. If Ty < oo, then C_ = ¢y since X = s, and thus cx, = ¢y, for all k > ny for some ng € Ny. By partitioning the
event {C_ = ¢y}, we get
R R
P(C_ =Cy | X() :)C()) = Z P(C_ = CS'7TY" < oo| XO :x0> = Z P(C_ = CS'7C— = CS”’TY” < 00‘ X() :.X,'O)
s'=1 s"'=1

= Z P(Ty <oo| Xg=x0) = Z OC(X(),SU).

s"e{l,...,R}: s"e{l,...,R}:
C=cy Cg=cy

The statement that C_ cannot take any other values with probability one follows in a similar manner from

R R
P (C_ S U{CSI} Xo ZX()> = Z P(C_ S U{CS/}, Ty < oo| Xo ZX()> = Z OC()C(),S//) =1.
s"=1 s'es

s'es s"=1
Similar calculations lead to the statements for C.. O

Together with the results of section 8.2, we are now able to determine AV@R(C_ | Xp = x9) = AV@R(C | Xp = x0),
Xxo € S, under Assumption 8.3.2.

The next step is to relax Assumption 8.3.2. From now on, we drop Assumption 8.3.2 and assume w. L. 0. g. that the
closed irreducible recurrent classes %, consist of states {is1,...,in, }, for some N, € N, r =1, ..., R. Then the Markov
chain is not absorbed by one special state but by one of the closed irreducible recurrent classes %,, r =1, ..., R. Therefore,
we have to define the absorption probabilities appropriately by

a(s,r) =P ((Xk)ken, is absorbed by Z, | Xo =s), s€S,re{l,...,R}.

Theorem 8.3.5. The conditional distributions of C_ and C. conditioned on the event {Xo = xo}, xo € S, are given by
R
P(C_=c|Xo=x0)=P(Cy=c|Xo=x9) = Z o(x0,7) Ocrer, CER,
r=1

where 1" is the unique stationary distribution of the Markov chain (Xi)rew, restricted to %,, ¢ = (cs);re% is the cost
vector restricted to Z,, r =1, ..., R, and § is the Kronecker delta. Furthermore, it holds

R R
P (CE U{?‘L’rcr} Xo :x0> =P <C+ € U{?’Crcr}

r=1 r=1

X():x0> =1 (x€9).
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8. AVERAGE VALUE-AT-RISK CRITERION FOR THE AVERAGE COST

Proof. Let s € R, for some r € {1,...,R}. Then we have
P(C_=a"c"|Xo=s5)=P(Cy=n"c"|Xo=s5)=1

by an ergodic theorem for Markov chains (cf. (Brémaud, 1999), Theorem 4.1 of chapter 3.4). Hence, for arbitrary xo € S
and ¢ € R, it holds

R R
P(C_=c|Xo=x9) = Z P ( (Xk )keny, is absorbed by %,,C_ = c| Xo = xo) = Z 0t (x0, 1) Oc zrer

r=1 r=1

by partitioning the event {C_ = c}. Again, the same calculation gives the statement for C.. The second assertion follows
in a similar manner as the respective assertion in Theorem 8.3.4 due to the finiteness of S. O

Having computed the conditional distribution of C_ and Cy conditioned on {Xp = xo}, we are able to determine
AV@R(C_ | Xp = x9) = AV@R;(C | Xp = x9), due to Theorem 8.3.5, by applying the results of section 8.2.

In the remainder of this chapter, we demonstrate how the average value-at-risk criterion could be solved for unichain
and weakly communicating MDPs as well as for multichain MDPs afterwards. For the latter, we consider an approach to
compute optimal policies within the class of stationary policies. At first, we give the main definitions for the following.
Then we introduce a uniformization technique to convert the continuous-time model of the surveillance task into a
discrete-time model. After that, the average value-at-risk criterion for the average cost is examined.

8.4. Definitions

In what follows, we define an MDP in a slightly different way than in the preceding chapter 7 where the costs are
stochastic at each time step. Here, the costs are already determined by the state and the action. Therefore, we have to
reformulate some definitions from chapter 7. We define an MDP I" = (S,A, D, P,%¢), with the following components:

e S is a finite state space.

e A is a finite action space.

e D C S X A is the restriction set which satisfies the condition D(s) := {a: (s,a) € D} #0,s € S.
o ¢ = (c(s,a))(s.a)ep i the cost structure with c(s,a) > 0 for all (s,a) € D.

o P = (ps)s.ses.acn(s) are the transition probabilities.

As indicated in the definition of an MDP in section 7.2, these two notions are equivalent in the sense that either formulation
can be converted into the other formulation.

In the following, we restrict ourselves to stationary, possibly randomized, policies. Again, we define histories and
certain sets of policies of interest.

Definition 8.4.1. Define the set of histories (up to time step k) inductively by

H()I:S,
Hypp =HyxAxS, k=0,1,....

At time step k € Ny, the decision maker has access to the information given in /; € Hy. Based on this information she
is able to choose an action, possibly in a randomized manner.

Definition 8.4.2. Let © = (1) e, be a sequence of measurable functions 7 : Hy x A — [0, 1] so that ¥, D) T (B, a) =
1 and m(hg,a) = 0 for all a ¢ D(x;) and for all k € Ny where hy = (xo,a0,x1,-..,ak—1,%) € Hi. Then 7 is called a
history-dependent randomized policy. Let I be the set of all history-dependent randomized policies. A policy & € I is a
Markovian randomized policy if m(hy,a) = m((x,a0,X}, ..., a;_,xk),a) for all by = (xo,a0,x1,...,ak—1,X) € H, and
Xps s Xy €S,a€D(xi), a; € D(x;),1=0,...,k—1, and for all k € Ny. The set of all Markovian randomized policies is
denoted by IT,,. Moreover, let it : D — [0, 1] such that ¥, p(s) (s,a) = 1 for all s € S. Then the sequence u* := (1, L, ...)
is called a stationary policy. The set of all stationary policies be denoted by IT;. We also write i (als) := u(s,a) and
identify u with u* and also write p € IT;. A policy u™ € Il is a deterministic stationary policy if u(s,a) € {0, 1} for all
(s,a) € D. If u(s,a) = 1 for some (s,a) € D, then we also write (t(s) = a. The set of all deterministic stationary policies
is denoted by IT¢.
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8.5. CONTINUOUS- AND DISCRETE-TIME MARKOV DECISION PROCESSES

Let the sample space be  := X7 (SxA) and o = X[, (Z(S) x Z(A)) be a -algebra on . For an element
(x0,a0,X1,ai,...) € 2, we define the projections X (@) = x; and X; (@) = a;. The processes (X )ren, and (Ay)ien, are
the state process and the action process respectively. In this section, we only treat the case in which the initial state is
known with probability one. Therefore, let Py be an initial distribution on Z2(S) with Py({s}) = 1 for a fixed initial state
s € S. For w € II, we can define a probability measure P” on (Q,./) by

P (Xo = x0) = Po({xo}),
P* (A = a| Xo = x0,A0 = ag, - .., Xk = x¢) = (g, a),
P"(Xe=s ’ Xo = x0,A0 = a0, X1 =x1,..., Xk = X, A = ax) = Py
X0, ..., Xk, 8 €8, ao, ..., a, a €A, keN.

The probability measure P" again exists and is unique by a theorem of Ionescu-Tulcea (cf. (Bertsekas and Shreve, 1978),
Proposition 7.28).
In this section, we define the average cost by

n

C :=limsup Y (X Ar),
n—oe N 1 k=0

where (Xj)ken, is the state process and (Ag)en, is the action process. Under every policy 7 € IT;, the average cost C is a
random variable on (Q,.</). By this definition, the decision maker takes a conservative point of view by minimizing the
pessimistic outcome of the average cost by considering the limsup. The problem we want to solve for a given 7 € (0, 1)
and a given initial state xo € S is:

Minimize AV@R% (C|Xo = x0) over all u € IT;. (8.4)
In this chapter, optimality is defined in the following way unless otherwise stated.

Definition 8.4.3. Let 7 € (0,1) and xy € S. A policy pu* € Il is called optimal with respect to the average value-at-risk
criterion at confidence level T for the average cost (or AV@R-optimal) if AV@R%; (C|Xo = xo) = infyep, AV@R% (C| X
= xo).

Here, the property of optimality of a policy is associated with the initial state xo. Here, we try to optimize the average
value-at-risk within the class of all stationary policies.

8.5. Continuous- and Discrete-Time Markov Decision Processes

As in the discounted case, one can apply a uniformization technique in order to transform the continuous-time model
into a discrete-time model such that the expected long-run average costs coincide in both models for every deterministic
stationary policy. This technique is also provided by (Serfozo, 1979). But it is a bit different from the discounted case.
Again, let A(s,a) == A = maxy »)epA(s',d), (s,a) € D, be the transition rate for all state-action pairs. The transition
probabilities and the costs in the uniformized model are defined by

s, s € Sand a € D(s). (Beutler and Ross, 1987) show that this uniformization procedure does not result in the same
expected average cost for the continuous-time and the uniformized model for general stationary policies. They refine
the uniformization step such that the expected long-run average cost of the continuous-time and the uniformized model
coincide. Nevertheless, a stationary optimal policy for the uniformized model is also optimal for the original model.
Furthermore, techniques for solving discrete-time MDPs can be applied to solve the uniformized model. But there is
no evidence that the uniformization procedure can be applied to the average value-at-risk criterion without any further
consideration. However, we assume that this procedure can be applied without great loss when the data of the surveillance
task are transformed to the discrete-time model.
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8. AVERAGE VALUE-AT-RISK CRITERION FOR THE AVERAGE COST

8.6. Unichain and Weakly Communicating MDPs

At first, we show that a stationary expectation optimal policy is AV@R ;-optimal if the MDP is unichain. In the following,
we obtain the same result for weakly communicating MDPs. In these cases, we can verify that there are deterministic
stationary policies which are optimal in the class of all history-dependent randomized policies.

Definition 8.6.1. An MDP is called unichain if for every u € Il the corresponding Markov chain (Xj )kew, consists of
exactly one class of recurrent states and additionally of a class of transient states, which could be empty.

Theorem 8.6.2. Let I" be a unichain MDP. Further, let u* € Il be a stationary policy which is optimal with respect
to the expected average cost criterion. Then U is optimal with respect to the AV@R -criterion within the class of
all history-dependent randomized policies for all T € (0,1) and for all xo € S. Moreover, there exists a deterministic
stationary policy L* € Hs‘l which is AV@R ;-optimal within the class of all history-dependent randomized policies for all
T € (0,1) and for all xy € S.

Proof. At first, there exists a deterministic stationary policy u* € IT¢ which is optimal with respect to the expected
average cost criterion for all xy € S by (Puterman, 2005), Theorem 8.4.5. Now, let u* € I be an arbitrary stationary
expected average cost optimal policy. Since I is unichain and u* € II;, the resulting Markov chain under y* consists
of exactly one closed irreducible recurrent class and a possibly empty set of transient states. Hence, there is a unique
stationary distribution 7, on S. So, for all initial states xy € S one has

1
C = limsu
n*)oop n+ 1

Y, el " (6)) = ¥ e (9)els.°(5)) PP
k=0

seS

by an ergodic theorem for homogeneous Markov chains (cf. (Brémaud, 1999), Theorem 4.1 of chapter 3.4). Hence, C is
constant P* -a. s. for every xo € S. Thus, for every 7 € (0, 1)

AV@RY (C|Xo =x0) = E*"[C | Xo = x0] < E*[C | Xo = x0] < AV@R (C|Xo=x0) (7€ ).

The last inequality follows from the fact that for a random variable X with E|X| < e, we have EX < AV@R(X) for every
7€ (0,1). mi

By Theorem 8.6.2, considering unichain MDPs with respect to the average value-at-risk criterion for the average cost
only requires theory on unichain MDPs with respect to the expected average cost criterion. A survey of such problems and
its solution methods is given in (Puterman, 2005), sections 8.4—8.8. Since there always exists a deterministic stationary
optimal policy with respect to the expected average cost criterion, there exists a deterministic stationary optimal policy for
the AV@R ;-criterion. For its computation, the common Bellman equation for the expected average cost criterion can be
used, which is in the case of a unichain MDP

g(s)+h(s) = min {c(s,a) +) p?slh(s’)}, sES, (8.5)
aeD(s) Jes
and a minimizer u*(s) of (8.5) is optimal in state s € S by Theorem 8.4.4 of (Puterman, 2005). In practice, methods such
as Howard’s policy improvement algorithm and a linear programming approach are available for exact computation, and
also approximate methods such as value iteration can be used to solve the problem.
The results of this section can also be applied to so-called weakly communicating MDPs, which we define as in
(Puterman, 2005).

Definition 8.6.3. An MDP is weakly communicating if there is a closed set of states, with each state in that set accessible
from every other state in that set under some deterministic stationary policy, plus a possibly empty set of states which is
transient under every policy.

Theorem 8.6.4. Let I" be a weakly communicating MDP. Further, let W* € I be a stationary policy which is optimal with
respect to the expected average cost criterion. Then U* is optimal with respect to the AV@R ;-criterion within the class
of all history-dependent randomized policies for all T € (0,1) and for all xy € S. Moreover, there exists a deterministic
stationary policy u* € IT¢ which is AV@R ;-optimal within the class of all history-dependent randomized policies for all
7€ (0,1) and for all xg € S.
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8.7. MULTICHAIN MDPs

Proof. To obtain the results, first note that there is a deterministic stationary optimal policy with respect to the expected
average cost criterion for all xy € S by (Puterman, 2005), Theorem 9.1.8, for a general finite-state finite-action MDP.
Now, let u* € II; be a stationary optimal policy with respect to the expected average cost criterion. Assuming a weakly
communicating MDP, we get by Theorem 8.3.2 that EX* [C| Xy = xo] = ¢ for all xy € S for some ¢ € R independent
of x9. Each closed irreducible recurrent class % under u* must have a stationary distribution 7y restricted to the
states of Z such that ¥, 75 (s) c(s, 4*(s)) = c¢. Otherwise, there is a closed irreducible recurrent class % so that
Yieo, Tz, (s)c(s,1*(s)) < c. Then by a slight generalization of (Puterman, 2005), Theorem 8.3.2a, there is some 1 € IT;
so that % is the only closed irreducible recurrent class and fi(s,a) = u*(s,a) for all s € %) and for all a € D(s), leading
to EA[C| Xo = xo] < ¢, which is a contradiction to the optimality of u*. Since S is finite, we have PX* (C = ¢|Xo = xo) = 1
for all xy € S. Therefore, as in the unichain case, we conclude

c= AV@R’;* (C|Xo=x0) = EM [C| X0 =x0] < E™ [C| X0 =x0] < AV@R:;7 (C|Xo=x0) (mell).
Hence, pt* is optimal with respect to the AV@R ;-criterion for all T € (0, 1) and for all xy € S. O

In weakly communicating MDPs, it is more cumbersome to obtain a deterministic stationary optimal policy with
respect to the expected average cost criterion since theory for multichain MDPs has to be used in this case. Nevertheless,
it is possible to find such policies by solving the “nested” optimality equations (cf. (Puterman, 2005))

min { Y plie(s) —g(S)} =0,

aeD(s) o
& (8.6)

min < c(s,a) —g(s)+ 9 (s —h(s)y =0, seES,
min { (5:0)=(5)+ L. Pl h(5) >}
for g, h: S — R, where B(s) := {a € D(s) : Lycsp%, g(s') — g(s) = 0}. By Theorems 9.1.7 and 9.1.8, a deterministic
stationary optimal policy u* can be obtained in the following way: compute g, i : S — R which satisfy (8.6) and choose
p* € I¢ such that Zslespﬁ;/(s)g(sl) = g(s) forall s € S and p*(s) € argmin,cp,) {c(s,,u*(s)) +Z‘Y/€Spfs/(s)h(s’)} for
all s € S. In practice, algorithms like a linear programming approach and a policy improvement algorithm or approximate
methods like value iteration are available, which differ from the respective variants for unichain MDPs.

8.7. Multichain MDPs

Throughout this section, we consider general finite-state finite-action MDPs. The goal is to find a method for determining
AV@R(C|Xp = xo) = infyeq, AV@RY (C | X = x0) for some given xo € S and some stationary policy u* € IT; for which
AV@R% ’ (C|Xo =x0) = AV@R(C| Xy = x0) holds. Before we come to that, we make a definition concerning the structure
of a given MDP, which was first given in (Ross and Varadarajan, 1991). They treat the case of minimizing the expected
average cost along a sample path constraint. In their task, together with rewards for choosing an action in a state costs
arise, too. In their article, the constraint is that the average cost should stay below a given real value with probability one.
Their approach is to decompose the state space into sets the elements of which have helpful properties. This approach is
also useful in other non-standard criteria for the average cost, like for example in (Baykal-Giirsoy and Ross, 1992; Filar
etal., 1995).

Definition 8.7.1. A class #Z C S is strongly communicating
1. if there is a u € I, such that Z is closed irreducible and recurrent under u and
2. if there is no %' 2 % such that %’ satisfies 1.

In other words, a class Z is strongly communicating if it is closed irreducible recurrent under some stationary policy
and if there is no #’ 2 % which is closed irreducible recurrent under some other stationary policy. Such a stationary
policy may not be deterministic in general, as the next example shows.

Example 8.7.2. Let S = {1,2,3},A = {1,2} with D(1) = D(3) = {1}, D(2) = {1,2} and transition probabilities

Pizzl, Pélzl, P%3:1, Pézzl’

where all other transition probabilities are zero. Figure 8.1 illustrates this model. There is exactly one strongly commu-
nicating class, which equals S. Under every strictly randomized stationary policy, S is recurrent. Whereas for the two
deterministic stationary policies, which either choose action 1 or action 2 in state 2 with probability one, there is exactly
one transient state.
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1 1

Figure 8.1.: MDP model of Example 8.7.2.

In Proposition 1, (Ross and Varadarajan, 1991) show that the classes .7 of states which are transient under all policies,
and the strongly communicating classes %}, ..., %g for some R € N, form a partition of S. Moreover, they give an
algorithm for obtaining this partition. Another important property of a strongly communicating class is also provided in
(Ross and Varadarajan, 1991), Lemma 2:

Lemma 8.7.3. Let % be a strongly communicating class. Then for every m € I1 and for every xo € S
P" ({X, € Z for infinitely many n € Ny} N {X,, ¢ Z for infinitely many n € Ny} | Xo = xo) = 0.
Proof. See (Ross and Varadarajan, 1991). O

Note that in Lemma 8.7.3 the policy 7 € II need not be stationary. Further below, we fall back on the next definition.
Let s € #, for some strongly communicating class % C S. Then define

Dy = {aED(S)Z Z p?s’ = 1}
s'ex

as the set of actions the decision maker can choose in s after which the state transitions to a state also lying in % with
probability one. If the MDP has a certain structure containing the next definition, then we are able to obtain optimal
stationary policies quite easily, as we shall see.

Definition 8.7.4. A strongly communicating class & is called a sink if Dy = D(s) for all s € %.

By this definition, a sink is a strongly communicating class which cannot be left under any policy, once it has been
entered. To get an idea of sinks, we prove the following proposition:

Proposition 8.7.5. Let I" be an MDP. Then there exists a sink.

Proof. Let 7 be the set of states which are transient under every policy. Further, let %, ..., %Zr be the strongly
communicating classes. Assume that there is no sink. Hence, for all r € {1,...,R}, there is a state s, € %,, and there is
an action a, € D(s,) such that p?r’s, > 0 for some s’ ¢ Z%,. For every r € {1,...,R}, let U, be a stationary policy such that
2y is closed irreducible and recurrent under i, in view of the definition of strongly communicating classes. Then define a
stationary policy u € Il by

w(s,a), ifseT
ws,a), ifseZ,s+s,r=1,....,R
(s, a) =

s ifse%,s=s,a=a,,r=1,...,R

Nl— 1l—

W (s,a), ifse%,s=s,a+a,r=1,...,R

for (s,a) € D. Under u, all states in the strongly communicating class %, are communicating. Furthermore, none of the
strongly communicating classes is closed under u since in all strongly communicating classes, there is one state which
can be left with positive probability towards a different strongly communicating class or an element of .7. But since
S is finite, there has to be a closed irreducible recurrent class. This class has to be of the form Z%,, U... U%,ﬁ =%, r,

..., rp€{1,... R}, for some R>2 w.lo. g., since all states in %, are communicating. Hence, Z is closed irreducible
and recurrent under y with Z 2 %, for all r € {ry,...,rz}, which contradicts the assumption that the %, are strongly
communicating classes, which concludes the proof. O

The idea of finding an AV@R ;-optimal policy is similar to the one in (Ross and Varadarajan, 1991). At first, we solve
the MDP just for the strongly communicating classes. Then we find an overall-policy which adequately finds a way
through the transient states and the strongly communicating classes so that it is absorbed by the strongly communicating
classes such that the distribution of the average cost minimizes the average value-at-risk of the average cost.
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Figure 8.3.: MDP model of Example 8.7.6.

8.7.1. MDPs with Communicating Classes Consisting of Exactly One State

In this section, we restrict ourselves to a simpler kind of MDPs. In the following, we assume that the strongly communi-
cating classes consist of exactly one state. Then a strongly communicating class %, = {r}, r =1, ..., R, consists of a
state which has some action a, € D(r) leading back to r with probability one. Further, we assume that there is exactly one
such action. But it is not excluded that there might be other actions that lead to other states of the MDP which might be
either transient under every stationary policy or might be a strongly communicating class itself. We define
0, ifse 7
c(s) = . ,
c(s,a5), ifse{l,...,R}

where .7 is the set of states which are transient under every stationary policy. Note that by Proposition 8.7.5 there exists
at least one sink, which means that there is at least one state which cannot be left under any policy. Figure 8.2 gives an
example of an MDP which meets the aforementioned assumptions without any parameters specified. The numbers on the
arrows denote actions and arrows indicate strictly positive transition probabilities. State 1 is transient under every policy,
whereas the states 2, 3, 4 and 5 are strongly communicating of which the states 3 and 5 are sinks.

For 7 € (0,1) and x € S, we want to solve problem (8.4). The set IT; is compact since it can be identified with a
closed subset of [0, 1]" for n = ¥ ;s |D(s)| where components belonging to state s must add up to 1. But the functional
AV@RY, (C| Xy = xo) is not continuous in g with respect to any vector norm on R”, which is demonstrated by the following
small example.

Example 8.7.6. Let S ={1,2}, A= {1,2}, D(1) = {1,2}, D(2) = {1} with p}, = p3, = pl, =Tl and (1) =0, ¢(2) = 1.
A sketch of this model can be seen in Figure 8.3. Define dependent on ¢ € [0, 1] the stationary policy g, by p,(1,1) =¢
W(1,2)=1—rand y(2,1) = 1. Let 7 € (0, 1) be arbitrary. Then

P (Xi)ken, isabsorbedbyl]Xo:I):{ (1)’ ;gi[lo’l) ,
hence
1, ifre(o,1)
He _ _ > )
AV@RY (CXO_I)_{ o i1

which yields the discontinuity of AV@RY'(C|Xo = 1) in ¢ and so in u with respect to any vector norm on IT;.

So, it is not clear from the beginning whether there exists an optimal policy amongst the stationary policies. Looking at
the absorption probabilities and with Theorem 6.2.3 in mind, we consider the following optimization problem (8.7) for a
given initial state xo € S, which is examined in the following:

1 R
Minimize x + 1< S,Z::l (c(s") —x) " a(xo,s") (8.7a)

under the constraints
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x €R, (8.7b)
0<u(s,a) <1l ((s,a) €D), (8.7¢)
0<a(s,s) <1 (5,5 €8), (8.7d)
Y u(s,a)=1 (se9), (8.7¢)
aeD(s)
Y a(s,s)=1 (s€9), (8.7
s'es
al(s,s' Z U(s,a Z Pl o(s ") (s, 5 €S), (8.72)
aeD(s) s"es
a(s,s)=|u(s,a5)] (s€{l,...,R}), (8.7h)
als,s)=0 (se€s,s' €. (8.71)

In this problem, | x| denotes the greatest integer less than or equal to x € R, i.e., | -] is the floor function. The variables of
problem (8.7) are x, ct(s,s") and u(s,a) fors, s’ € Sand a € D(s). If a(xo, -) is a fixed distribution on S, then minimization
of the objective function in (8 7a) over x € R yields the average value-at-risk of a random variable X with distribution
P(X =c(s))=XLyeq,.. )=c(s) ®(x0,5") by the average value-at-risk representation theorem 6.2.3. Constraints (8.7¢)—
(8.7f) ensure that o(s, ) and U(s,-) are probability measures on S and D(s) for every s € S respectively. Constraint
(8.7g) comes from the first-step analysis for homogeneous Markov chains. Constraints (8.7h) and (8.71) give absorption
probabilities for the strongly communicating states and the transient states respectively. A strongly communicating class
which is not a sink could either be transient or recurrent under appropriate policies. So starting in it, either the state
process will never return to it after a finite number of time-steps or it will be absorbed by it by Lemma 8.7.3 under any
policy.

Remark 8.7.7. Observing problem (8.7), one recognizes that it is neither a convex nor a differentiable problem, which
makes the computation of a solution hard. It is not a convex problem because of constraint (8.7g) and it is not a
differentiable problem because of the objective function and the constraint (8.7h), which is not even continuous. However,
problem (8.7) turns out to be useful in order to derive some theoretic results.

Proposition 8.7.8. Let (1(s,a))sq)cp be fixed so that 0 < u(s,a) <1 for all (s,a) € D and ¥ 4cp(s) U(s,a) = 1 for all
s € S. Then it holds for xo € S

AV@RY (C| Xy = x9) = min(8.8),

where (8.8) is the following optimization problem:

R

Minimize x + % Z —)c)+ a(xg,s') (8.8a)
s'=1

under the constraints

xER, (8.8b)
0<afs, ) 1 (s,5€89), (8.8¢)
Y a(s.s)=1 (se$), (8.8d)
s'es

a(s,s') = Z (s,a Z plaals”s’) (s,5€8), (8.8e)

a€D(s) s"es

of(s,s) = |u(s,as)| (se€{l,...,R}) (8.8f)
als,s)=0 (se€8, s eT) (8.82)

Proof. Since L is a stationary policy, it defines a homogeneous Markov chain (X, Ax)ren, on the augmented state space
S x A with initial distribution P* ((Xo,A0) = (x0,a0)) = M (x0,a0), ap € D(xp). Together with the costs ¢(s,a), (s,a) € D,
we have a Markov reward process defined by (. So, we can use the result from Theorem 8.3.5, that the distribution
of the average cost is given by the absorption probabilities in recurrent classes of S x A under u. At first, note that for
s€{l,...,R} we have

(s,as) isrecurrentunder 4 < u(s,a;) =1 <& sisrecurrent under i, (8.9)
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since the strongly communicating classes consist of exactly one state. Next, we verify that every solution * to
problem (8.8) satisfies

o (s,s') = P* ((Xi)ken, is absorbed by 5| Xo =s), 5,5 €5, (8.10)

which is true if the boundary conditions of the absorption probabilities are correct since (8.8e) is the first-step analysis.
Constraints (8.8¢) and (8.8d) assure that o* (s, -) is a probability measure on S for every s € S. From (8.8f), we have
o*(s,s) =1< u(s,a;) =1 and a*(s,s) =0 < u(s,as) < 1forevery s € {1,...,R}. This gives the correct absorption
probabilities under u since under U a state s € S is recurrent if and only if ((s,as) = 1 and s is transient if and only if
U (s,as) < 1. Furthermore, for a transient state s' € .7 under p, we have a*(s,s") = 0, which is given by constraint (8.8g).
Hence, the variables ot* (s, s") are uniquely defined for every s, s’ € S. For an arbitrary x € R, we compute

HI(C—x)"| Xo =x0] = E*

+
1 n
limsu c(Xi,Ap) —x
<n~>oopn+1]§)(k k) )
| "
limsu c(Xp,Ar) —x
prn+1k§,0 (X, Ax)

Z P“(A()Zao‘Xo Z)Co)

Xo = xo]

= Z P“(A0:a0|X0:)CQ)EH
a()ED(xo)
Theorem 8.3.5

(Xo0,A0) = (xo,ao)]

aoED(xo)
R
Z r,ay) —x)" P* (X, Ap)ken, is absorbed by (r,a,) | (Xo,A0) = (x0,a0))
; -
= Z (c(r) —x)+ Z " (Ag=ap| Xo=x9) P* ((Xk,Ak)keNo is absorbed by (r,a,) ’ (Xo,A0) = (xo,ao))
r=I1 €D (x
R
= Z (c(r) —)c)Jr Z ((Xx,Ax)ker, is absorbed by (r,a,),Ag = ao | Xo = xo)
r=1 €D(xp)

R
= Z (c(r)—x)" P* ((Xk,Ak)keNo is absorbed by (r,a,) ’ Xy = xo)

39 & : ®.10) ¢
= Z (c(r) —x)" P* ((Xi)ken, is absorbed by r|Xo=x0) = Z (c(r) —x)" a*(x0,7). (8.11)

r=1 r=1
Since in problem (8.8) all variables except x are fixed, as shown up to this point, we have
inf ¢ x+ . i (c(r)—x)" a*(xo,7) GV inf dx+
xeR 1— ’ x€R

——E* [(C—x)+|X0:x0]}

=1

Theorgn 6.2.3 AV@RI; (C|X0 _ xO),

which proves the assertion. O

With the last proposition in hand, we are able to prove the following statement. It links the optimization problem (8.7)
with the original problem (8.4).

Theorem 8.7.9. For T € (0,1) and xo € S, it holds

inf AV@R% (C|Xy = x0) = inf(8.7).
REI

Furthermore, if there exists a solution W* to problem (8.7), then U* is AV@R -optimal within the class of stationary
policies.

Proof. Since the constraints are the same, we have that problem (8.7) is equivalent to the problem:

Minimize problem (8.8) (8.12a)
under the additional constraints
0<pu(sa)<1 ((s,a)€D), (8.12b)
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Y u(s,a)=1 (se9). (8.12¢)
aeD(s)

Since the constraints (8.12b) and (8.12c) determine the full space of stationary policies Il;, we conclude the assertion
from Proposition 8.7.8. O

Remark 8.7.10. 1. Theorem 8.7.9 guarantees that problem (8.7) is equivalent to problem (8.4). Unfortunately, we
cannot conclude that there exists an AV@R ;-optimal stationary policy in general from problem (8.7).

2. The approach used to solve problem (8.4) could be transferred to other criteria for MDPs considering the average
cost. This can be done by replacing the objective function by another one. For instance, to determine the minimal
expected average cost, consider the objective function Zf,:l c(s") a(xg,s’). But since the problem is neither convex
nor differentiable, this approach is not handier than the common linear programming approach for the expected
average cost criterion.

If we got rid of the “bad,” i. e., not differentiable, constraint (8.7h) of problem (8.7), then we could conclude that there
indeed is an optimal stationary policy. For an MDP model consisting only of states which are transient under all stationary
policies and of states which are sinks this constraint does not appear in the problem formulation. Therefore, we have the
following corollary.

Corollary 8.7.11. Let T € (0,1) and xo € S. If the states 1, ..., R are sinks, then there exists an optimal stationary policy.

Proof. Since the states 1, ..., R are sinks, the only possible action in state s € {1,...,R} is as. So, l(s,a5) = 1 forall s €
{1,...,R}. Then constraint (8.7h) is equivalent to a(s,s) = 1 for all s € {1,...,R}. Since the constraints associated with
the variables o(s,s") and i (s,a) of problem (8.7) are differentiable, they define a closed set. Furthermore, these variables
are bounded because of the constraints (8.7c) and (8.7d). Moreover, the objective function is continuous and tends to
infinity as x — oo for all feasible a(s,s’) and u(s,a). Therefore, the assertion follows since a compact set of all variables
can be constructed which contains the minimum point in a similar manner as in the proof of Proposition 7.5.16. O

Note that also with the assumptions of Corollary 8.7.11, the optimization problem (8.7) does not degenerate into a
convex or differentiable problem because of the non-differentiable objective function and the non-convex constraint (8.7g).

Next, we prove the existence of an AV@R ;-optimal stationary policy if not all strongly communicating states are sinks.
Its derivation is much more intricate than in the previous case. In its proof, it is crucial that S is supposed to be finite.

Theorem 8.7.12. Let T € (0,1) and xo € S. There exists an optimal stationary policy for problem (8.4).

Proof. Let 7 C S be the set of states which are transient under every policy. Let . C S be the set of sinks. Furthermore,
let Z .= S\ (J U.¥) be the set of states which may be transient for some stationary policy and recurrent under another
stationary policy. We have s € Z is recurrent if and only if i (s,a,) = 1. The idea of the proof is to determine an optimal
stationary policy under the constraint that a subset of states of Z is recurrent and the complement is transient, and then to
take the stationary policy according to such a subset which performs better than the optimal stationary policies arising
from the other subsets. This goes well because S is finite. But we have to take care that every stationary policy is
considered. Therefore, let .7 = {s1,... ,5g} C Z be a possibly empty subset of states of % for some R € Ny and modify
the MDP I" to an MDP I';; such that D (s) = {as} for all s € 7, i.e., all states from .7 are sinks, and D (s) = D(s) for
all s ¢ .. Furthermore, restrict the stationary policies so that 0 < (s, ay) < 1 forall s € Z\ .. In doing so, states lying
in Z\ .7 are transient under every feasible stationary policy. (The case (s, a;) = 1, s € Z\ .7, is considered within a
problem for the choice of a different #.) The related optimization problem is (8.13):

Minimize x + I%T S,e;bj (c(s) —x)* a(s,xo)

under the constraints

x €R,

u(s,a) =1 (s€LU7),

0<u(s,a) <1 ((s,a) €D),

0<u(s,a) <1 (se€Z\S), (8.13a)
0<a(s,s)<1 (s,5€8),

Y u@sa)=1 (s€9),

aeD ;(s)

108



8.7. MULTICHAIN MDPs

Z(X(s,s’):l (s€9),

a(s,s') = Z WU(s,a) Z plaas”s’) (s,5€8),
aeD ;(s) s"eS

a(s,s) =1 (s€.SU.9),

a(s,s)=0 (s€8,5 € TU(Z\P).

Let pt be feasible for problem (8.13). Then, as seen in the proof of Proposition 8.7.8, the ¢(s,s’) are uniquely determined,
and they are the absorption probabilities under policy p. The policy [ defined by

u(s,a), ifs€ 7USU.Z,acD(s)
fi(s,a) = % ifs € &\ .7, a+ay
0, L ifsE%\&Z,a:as

has the same absorption probabilities as y1 since a state s € Z \ . is left with the same probability towards another state
under {1 as s is left under u. Note that {1 is also feasible for problem (8.13). Every u which is feasible for problem (8.13)
can be mapped onto such a feasible {I which has the same objective function value for every x € R. So, constraint (8.13a)
can be replaced by the constraint y(s,a,) = 0 for all s € %\ . yielding an optimization problem the solutions of which
are solutions to (8.13). The constraints of the equivalent problem describe a closed set of variables. Here again, the
objective function tends to infinity as x — +oo for every feasible o and u in the equivalent optimization problem. Thus,
there is a non-empty bounded subset of the set described by the constraints which contains points the objective function
values of which are less than outside of this subset (cf. proof of Proposition 7.5.16). Since the objective function is
continuous, there exists some [I which takes the minimum value on this subset, which then is a minimum of the set
described by the constraints. Subsequently going through all subsets . C 2\ . in the same way, every stationary policy
is considered in one of the MDPs I' ;. Selecting one MDP I'; with minimal solution of the objective function and an
associated optimal stationary policy yields the assertion since Z is finite. O

Remark 8.7.13. 1. With the same method Theorem 8.7.12 is proven with, one can prove the existence of an optimal
stationary policy for MDPs the strongly communicating classes of which consist of one state only if the objective
function is continuous with respect to the absorption probabilities. For example, minimizing the value-at-risk at
level 7 € (0, 1) for such an MDP, leads to the objective function ¥'5_, pz(c(s') —x) ot(xo,s’) where p;(x) = (t—1)x,
x < 0, and pr(x) = Tx, x > 0. This relationship between a quantile and an expectation of the loss function pr is
used for example in quantile regression as in (Koenker, 2005). The constraints remain the same as in problem (8.7).
Therefore, the above method can be used, and hence, there exists an optimal stationary policy with respect to the
value-at-risk criterion. Indeed, this problem was solved earlier in (Filar et al., 1995). Their result is also based
on the decomposition approach. Furthermore, they consider intermediate MDPs with rewards 1 and O for the
states of strongly communicating classes. Then maximizing the average reward of the intermediate MDPs, leads to
maximizing the probability of ending up in those MDPs the rewards of which are set to 1. By this, the optimal
value-at-risk can be found by solving the MDPs for the strongly communicating classes, ordering the strongly
communicating classes by the amount of their average cost and then minimizing the probabilities of ending up in
the strongly communicating with highest costs, until the probability of ending up in the strongly communicating
classes with highest costs exceeds the given level T € (0,1). The approach we have chosen here is a little more
intricate since we need more information about the distribution of the upper end of the distribution of the average
cost.

2. Since the value-at-risk minimizes the term of the representation theorem of the average value-at-risk (Theorem 6.2.3),
constraint (8.7b) can be replaced by the relaxed constraint x € {c(s) : s € S} in order to determine the average
value-at-risk of the average cost.

8.7.2. General MDPs

Having solved problem (8.4) under the assumption that the strongly communicating classes consist of exactly one state,
the next step is to drop this assumption.

Now, we come to the main results of this section. They provide that there exist optimal stationary policies under certain
assumptions for general finite-state finite-action MDPs. Otherwise, one could try to construct semi-stationary policies
which are stationary in some states and history-dependent in others. Furthermore, we show that optimal stationary policies

109



8. AVERAGE VALUE-AT-RISK CRITERION FOR THE AVERAGE COST

Algorithm 8.1 Computation of an AV@R ;-optimal stationary or semi-stationary policy for multichain MDPs.
Require: I', 7€ (0,1),x € S
1: determine %\, ..., %R, W1, ..., Mg and T
determine .
forr=1toRdo
determine p;' (s,a) for s € %, and c(r)
end for
determine I = (S,A,D,P, %)
determine fi* and .7*
if fi*(5,d) € {0,1} forall § € {1,...,R}\ .7*, a € D(5) then
determine pu* € II;
else
try to determine a semi-stationary policy which has the same average value-at-risk as fi* in I
. end if

R A A A T

— =
N2

can be constructed in the way we formerly proposed. We state Algorithm 8.1 and prove its correctness in Theorem 8.7.14.
The details of the algorithm are explained in the following.

The input is a discrete-time MDP I" = (S,A,D, P, %) as introduced in the beginning of section 8.4, the confidence
level T € (0,1) and some initial state xo € S. Here, we assume that D(s) N D(s") = @ for all s # s’ so that every action is
uniquely associated with one state. This is done to circumvent intricate notation w. l. 0. g.. At first, in line 1, the strongly
communicating classes %Z,, r = 1, ..., R, of I shall be computed, together with associated stationary policies y,, r =1,
..., R, so that %, is recurrent under y,. Furthermore, the set 7 C § of the states which are transient under all stationary
policies shall be computed. This can be done by the partitioning algorithm presented in (Ross and Varadarajan, 1991).
Next, the sinks of I' are determined, which can be done by going through all states in a strongly communicating class
and checking if every action ends up in the same strongly communicating class with probability one. Therefore, let
& CA{l,...,R} be the indices of the strongly communicating classes which are sinks. This is needed in line 7. In the
for loop 3-5, stationary expected average cost optimal policies for the strongly communicating classes %Z,, r =1, ..., R,
and the respective costs c(r), which are the same for each state lying in %,, are computed. In line 6, a new MDP I is
generated such that the strongly communicating classes consist of one state only: the state space is § = {1,...,R} U .7.
The restriction set is D() := D(5) forall § € 7 and D(r) := {a € D(s) : s € %y, p°, > 0 for some s’ ¢ %, } U{a,}, r=1,
...,R wherea, #ay,r#r,anda, ¢ Aforall r c {1,...,R}. All actions which could end up outside of the strongly
communicating class %, and an additional action a, which forces the state process to remainin r =1, ..., R, are contained
in D(r). Then the canonical action space is A := ;g D(5). The transition probabilities of I are defined by

P, if§,§ € 7,ac D)

zs/%pg;,, ifse 7,5 €{l,....R},ac D®)
) Pl ifse{l,....R}.§ € T,s€Xs, acD(s)
Ps = Yoew, Plys i85 €{1,....R}, s € Zs5,a € D(s)

1, ifs=35e{l,....R},d=as

0, else

The stochastic dynamics have not changed in I for transient states. The states of a strongly communicating class
r€{1,...,R} are assimilated in such a manner that the over-all dynamics are not modified by introducing an action a,
which forces the state process to remain in the strongly communicating class r representing a stationary policy so that the
strongly communicating class is recurrent. The cost structure % shall be the following:

a0, ifse s
€)= ¢s), ifse{l,....R} ’

which is independent of the chosen action @ € D(5) for all § € S. In line 7, an AV@R ;-optimal stationary policy ft* of I"
shall be computed and a subset .#* C {1,...,R} such that all states lying in #* are sinks. Such a policy and the set .57*
are provided by Theorem 8.7.12 since I is of the form considered previously where all strongly communicating classes
consist of exactly one state. The last step is putting together an AV@R;-optimal stationary policy u* for the over-all
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problem or a semi-stationary policy if possible. There are two cases: 1. fi* is deterministic in the states r € {1,...,R} \,55 *
and 2. fi* is randomized in one of these states. In the first case, we define a stationary policy u* € I by

fi*(s,a), ifse T, aeD(s)

w(s,a), ifse R, i (r)¢D(s),re{l,...,R}\*, acD(s)
u(s,a) =< 0, ifs€ R, re{l,... . RI\.7* a#i*(r)

1, ifse€ Z,re{l,....R}\.7*, a=f*(r)

wi(s,a), ifs€%,re. 7 acD(s)

Note that u* need not be deterministic since f1* need not be deterministic for some states s € 7, and since Y, need not
be deterministic for some r € .9* as Example 8.7.2 shows. In the second case, which is not excluded from consideration,
one can try to compute a policy which leads to the same value of the average value-at-risk for I". In general, there need
not exist a stationary policy with this property. In the states lying in .7 and Z,, r € ., the definition of such a policy 7*
is just the same as for u*. But once entered a strongly communicating class %Z,, r € {1,...,R} \ S *, we must assure that
the appropriate actions are chosen with the correct probabilities in order to leave the respective strongly communicating
class with the probabilities given by fi*. This action choice is depending on the entry state and the time the MDP has
already stayed in Z,. This definition is quite cumbersome because, in general, in I" actions with i*(r,a) > 0 cannot be
chosen from one state. If we had shown that for an MDP the strongly communicating classes of which consist of exactly
one state there indeed is a deterministic optimal stationary policy, the second case would be obsolete.

Theorem 8.7.14. Let I" = (S,A,D,P, %) be an MDP, © € (0, 1) be the confidence level and xo € S be the initial state. Then
Algorithm 8.1 computes an AV@R -optimal stationary policy within the class of all stationary policies if fa*(s,a) € {0,1}
foralls€{1,....R}\ % a < D(3).

Proof. Let ‘%Jl , ..., %g be the strongly communicating classes where, w.1. 0. g., .7 is the set of the indices of the sinks.
Further, let ¥ C {1,...,R}\ % be arbitrary. Now, we consider stationary policies the sinks of which are exactly the
strongly communicating classes Z,, r € ¥ U.. Let u € I, be such a policy. Moreover, consider the policy fI € I,
defined by

[.AL(S CZ) _ [,L(s’a), ifs € yUUrE{],..-,R};\(Yuy) %r, ac D(S)
’ ui(s,a), ifse#.,re UL acD(s)

Then the probabilities of absorption by the strongly communicating classes %, r € . U.#, under fl are the same as under
W. Since every %,, r € . U.¥, is a sink and all states in %, are communicating, we have P* (C > ¢(r) | Xo = s) = 1 for
every s € %, where c(r) := E* [C| Xo = s], which is the same for every s € %, by Theorems 8.3.2 and 9.1.8 of (Puterman,
2005). Because C takes only a finite number of values P*-a.s. by Theorem 8.3.5, we obtain from monotonicity of the
average value-at-risk

AV@RY (C| Xy = x0) > AV@R? (C| Xy = xo)

since we have P (C = ¢(r)| (X¢)ken, is absorbed by %#,) = 1 and P* (C > ¢(r)| (X)kex, is absorbed by %,) = 1 for
all r € . U.Z. So, choosing actions according to the respective u* for all s € U,e.ou.5%r, does not perform worse than
choosing actions according to any ¢ modified in such a manner. Therefore, solving MDP I leads to an AV@R ;-optimal
stationary policy u* as indicated in the detailed explanation of the algorithm. To this end, one has to remember that s € %,
with fi*(r) € D(s) for some r € {1,...,R} (which means that %, is transient under the proposed p* since a, ¢ D(s) for

any s € %, by assumption) is recurrent under ,, once %, has been entered. Hence, it leaves the strongly communicating
(s) i (s)

. towards the strongly communicating

class Z, with probability pi t towards s € .7 and with probability Yoew, P
class %, forall ¥’ € {1,...,R} which corresponds to the dynamics of I" under fi. Together, u* is optimal under the given

assumptions. O

Remark 8.7.15. Consider the second case of Algorithm 8.1, that is {t*(5,d) ¢ {0, 1} forsome § € {1,...,R}\.7*, a € D(3).
What makes this case much more intricate is the fact that the strongly communicating classes which are transient under
fi* in I' must be left with the same transition probabilities. Then we define another MDP I" = (§ ,A,D,ﬁ,‘f) with
S=%,U{A,:a€D(s),s €%} where the states A,, are some absorbing states indicating that action a is chosen. The
restrictions sets are D(§) = D(§), § € %,, and D(A,) = {8}, 8 ¢ A, a € D(s), s € %,, and A = | J_¢ D(5). The transition
probabilities are

seS

P, if$,§ €&, a€ D), i*(ra)=0
v )L ifse€ %, 8 =Az 4€D(S), jf*(r,a) >0
Pss =\ 1, if§=§€c{A:acD(s).s€RB},a=5
0, else

111



8. AVERAGE VALUE-AT-RISK CRITERION FOR THE AVERAGE COST

The costs are given by é(§,d) =0, § € S,ae ﬁ(f), since they do not play a role here. Assume there is a policy 7, € I1,
not necessarily stationary, so that

P ((Xy)kew, is absorbed by A, | Xo = 5) = f1*(r,a)

for all s € %, and a € D(r) for every r € {1,...,R}.

Then we are able to construct a semi-stationary policy 7* € IT which has the same average value-of-risk as the one of
I" under i*. For all states in s € .7, choose fi*(s). If fi*(r,a) € {0,1} for all @ € D(r) for some r € {1,...,R}, then route
the process through %, (according to ) until the state s’ is reached such that {i*(r) € D(s’). Then choose action fi*(r)
with probability one. If 0 < fi*(r,a) < 1 for some a € D(r), r € {1,...,R}, then act according to %, until some action a
with fi(r,a) > 0 is chosen. If the subsequent state is again a state s’ € %,, then again act according to 7, starting at time
step 0. By this, it is guaranteed that action a is chosen with probability fi(r,a) as long as the process remains in Z%,. Any
other policy than 7 does not perform better than fi* for the intermediate MDP I

8.7.3. Example

We illustrate Algorithm 8.1 in the following example with eight states. But before we come to that, we make some further
comments on the average value-at-risk in MDPs which is helpful in the example.

Proposition 8.7.16. Ler (2,2, P) be some probability space. Let X;, X»
andY ~ Bin(1,p), 0 < p < 1, where X,, X; and Y are independent. Let Z := 15y(Y)X; + 1(1,(Y) Xo. Then for every
€(0,1)

AV@R,(Z) > (1—p) AV@R.(X)) + pAV@R(X;).

Proof. Let T € (0,1). From the representation of the average value-at-risk from Theorem 6.2.3, we derive

corem O. 1
AV@R (z) "2 023 1y {x—|—1E [(z—x)+]}

AER

:%}{Hllf (PY=0E[(Z-x)"|Y=0]+PY=1)E[(Z-x)"|Y = 1])}
:%{Hl_lr (1= p)E[(X1 —x)* | ¥ = 0] + pE [ (a—x)" | ¥ = 1])}

min (a1 (1= p)E (06— ] +pE [0 -0)])}

:I&iﬁ{(l —p) (x+11TE (X, —x)+]> +p (x+liTE [(Xz—x)+]>}

) 1 " . 1 +
>(1-p) mlﬂg{x—k ﬁE (X —x)"] } —&-pgg{g{x—i— EE (X —x)"] }
Theorem 623 (1 _ 1) AV@R (X)) + p AV@R(X,)
since X1, X» and Y are independent. O

The preceding result can be generalized to a random variable Y which takes a finite number of values.

Corollary 8.7.17. Let (Q, ./, P) be some probability space. Let X, ..., X, be random variables with E|X;| < oo, i =1,
.,n LetY : Q — {1,...,n} be a random variable with distribution P(Y =i) =p;, i=1,...,n and X, ..., X5, Y
independent. Let Z =Y} 13 (Y)X;. Then for every T € (0,1)

n
AV@R(Z Z i AV@R (X,

Proof. Essentially, the proof is the same as the proof of Proposition 8.7.16 and is therefore omitted. O
From Corollary 8.7.17, we obtain a lower bound on the average value-at-risk of the average cost for stationary policies.
Proposition 8.7.18. Let 7 € (0,1), xo € S and u € II;. Then it holds

AV@R’ (C|Xp=x0) > min Y pi% AV@R: (C|Xo=5).
ageD(xo) Jeg
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Figure 8.4.: MDP model of Example 8.7.19.

Proof. This is a simple conclusion from Corollary 8.7.17. O

By Proposition 8.7.18, one cannot improve the distribution of the average cost in such a manner that the average
value-at-risk of the average cost remains below the optimal average value-at-risk of subsequent states. Now, we come to
the numerical example.

Example 8.7.19. Let S = {s1,52,53,54,55,56,57,5 } and the restriction sets

D(Sl) = {asl’l’asl,Z}’ D(SZ) = {aSz,l}7 D(S3) = {assyl’ale}’ D(s4) = {aS4~,17aS4’2}’
D(SS) = {as5,17as5,2}9 D(SG) = {aS(,,I}’ D(S7) = {aS%l}’ D(SS) = {ass,l}‘

The transition probabilities are

Asy,1 Agi .2 ds; 2 Ass,1 A, 1 A1 As3,2 Ay, 1
| R R 1< 250 20 3 34 4,0
pS],S6 - 19 ps1s2 - 05» pS|,S3 - 05» pszx5 - 05’ p&‘zSG - 057 pS3,S4 - 19 pS3.v7 - 1’ pS4S5 - 1’
Asy,2 Ass 1 Ass .2 Qs 1 ds,1 Asq,1
45 50 5 60 __ 70— 81 __
pS4S3 - 19 pS5S4 - ]9 pSSSg - ], ps6sﬁ - 19 pS7S7 - la pSgSg - ]

and all other transition probabilities are zero. Formally, let A = | ;g D(s). The dynamics are shown in Figure 8.4 where
the actions of the states sg, 57 and sg are not depicted. We are looking for an optimal stationary policy with respect to
the AV@R s-criterion, i.e., T = 0.5. In the following, we omit evident definitions we come across, e. g., when defining
policies in the state s¢. Let the initial state be xo = s1. The strongly communicating classes are

K1 ={83,54,55}, Fr={s¢}, FHz3={s7}, Ha={ss}

and the class of states which are transient under every policy is & = {s1, s, }. Furthermore, a stationary policy y; so that
<, is recurrent is given by

['Ll (S37as3,1) = 1’ ”l(s4;as4,l) == 0'5’ ”l(s47as4,2) = 0'57 ul (S57aS5.l) = 1

The sinks are the strongly communicating classes with the indices . = {2,3,4}. For %), we have an optimal stationary
policy u; with respect to the expected average cost criterion given by

% 1, if ¢ 83,ds, 1 +c §3,d5, 2 >CS4,a )1 +c 85,0 1
ul (s47aS471) { () EISB( 3 ) ( 4 ) ( 5 ) ( % ) s
0, ifcs,a +c(s3,a > c(84,a +c(s5,as..
Hf(m,am,Z) { 1 else( ’ S3’1) ( ’ 54’2) ( ) S4’1) ( i 55’1)

The optimal expected average cost for %) are given by c(1) = min{0.5¢(s3,ay,,1) +0.5¢(s4,as,,2),0.5¢(s4,a5,,1) +
0.5¢(s5,a,5,1) }. Now, we define the MDP I". It is illustrated in Figure 8.5. According to Algorithm 8.1, the next step is to
solve MDP I with respect to the AV@R s-criterion. At first, following the proof of Theorem 8.7.12, we have a look at all
stationary policies so that exactly all states of the set . = {2,3,4} are sinks. We are not going to solve the optimization
problem (8.13), but we establish an optimal stationary policy by direct computation. Consider the deterministic stationary

policies u'!, u'2, u?! and u?? given by

ull(sl):asl,l’ ”11(1):(1&3,2’
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1 (s1) =ag.1. p2(1) = a0,
p(s1) = a5 2, HH(1) = a0
u?(s1) =ag0, p2(1) =asgn
We write ¢(sg) = ¢(S6,a,1), ¢(87) = ¢(87,a4,,1), c(s8) = ¢(58,as,1). Then we have

11 12
AV@RJ ; (C|Xo=s1) = AV@R{ < (C|Xo = s1) = c(s5).

AV@Rg.ZSI (ClXo=s1) = { 0.5¢(s¢) +0.5¢(s7), if c(sg) > c(s7) } — max {0.5¢(sg) +0.5¢(s7),¢(57)}

c(s7), else
AVGRE (X =s1) = { Lo FO2elon) Belbn) = <) s (0.5¢(56) +0.5¢(50)cl50)-

For every randomized stationary policy p = pii p'' + pra > + pay p?' + poo p** with p1, pia, par, pa2 >0 and
pi1+pi2+p21+pn =1, we have

AV@R] . (C|Xp = s1)
> p11 AV@R] ((C| Xp = 2) + p1o AV@R} (C| Xg = 2) + 0.5 po1 AV@RY < (C|Xp = 1)
+0.5p21 AV@R} < (C| Xy = 52) 4+ 0.5 p2o AV@RY < (C|Xo = 1) +0.5 poy AV@R] S (C | Xo = 57)
= (p11+p12) ¢(s6) + p21 max{0.5¢(s¢) +0.5¢(s7),c(s7)} + p22 max{0.5¢(s¢) +0.5¢(s3),c(s3) } (8.14)
by Corollary 8.7.17. The term (8.14) is minimized if

p11 = 1, in the case ¢(s¢) < c(s7) < c(s3) or c(sg) < c(s3) < c(s7),
p21 = 1, in the case ¢(s7) < c¢(s¢) < c¢(s3) or ¢(s7) < c(sg) < ¢(s6),
p2 =1, 1in the case ¢(sg) < c(s6) < c(s7) or c(sg) < c(s7) < c(s6)-

Hence
AV@R{ ((C| Xy =s1) >
AV@R{ ((C|Xp=s1) >
AV@R{ ((C|Xp=s1) >

c(s6),1f c(s6) < c(s7) < c(sg) or c(sg) < c(sg) < c(s7),
max{0.5¢(s¢) +0.5¢(s7),c(s7)}, if ¢(s7) < ) < < <
max{0.5¢(s¢) +0.5¢(sg),c(s3)}, if c(sg) < c(s6) < c(s7) or c(s3) < c(s7) < c(s6),

where equality holds for u'!, u?! and u?? respectively. Hence, depending on the costs c(ss), ¢(s7) and c(sg), one of
the deterministic policies p'l, u2! and p?? is optimal. Now, we consider the case where the indices of the sinks are
% ={1,2,3,4}. In this case, we need to consider just two stationary policies p' and p? with

[.11(51) =a5,,1 and /,Lz(sl) =ay, 2.
In this case, we have

1
AV@R{ ,(C|Xp = s1) = c(s6),
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1 L.5 2 3

Figure 8.6.: MDP model of Example 8.8.1.

AV@RY(C|Xo = 51) = max{c(s),c(1)}.

The same technique as before establishes optimality of u! in the case ¢(s¢) < c(1) and optimality of u? in the case
c(sg) > c(1). Hence, we can give deterministic AV@Ry s-optimal stationary policies for the MDP I". Note that the cost
c(1) does not play any role since u'! performs at least as good as ! and u? in any case. The AV@R 5-optimal stationary
policies for I' are

u'l, in the case c(sg) < c(s7)

w2, in the case c(s7) < c(s¢)

w?2, in the case c(sg) < c(s¢)

IN

c(sg) or c(se) < c(sg) < c(s7),
(s8) or c(s7) < c(ss) < c(s6),

c(s7) orc(sg) < c(s7) < c(s6).

IN
o

IN

Now, we are able to put together the results and specify an over-all optimal policy. From now on, let ¢(s7) < c¢(s6) < ¢(s3),
for example. In this case, an optimal stationary policy p* is given by

u*(sl) - aS[,Z? .u'*(s2) - a52,17 #*(53) - 613372, IJ'l (S47aS4,l) - 059 IJ'I (s47aS4,2) - 059 IJ'I (s57aS5,1) - 15
”*(55) :a35,19

which leads to the optimal value AV@R’(“;_*5 (C|Xo =x0) = c¢(s7). Indeed, defining u*(s4) = as, » leads to a deterministic
optimal stationary policy.

8.8. A Remark on Average Value-at-Risk-Optimal Policies

As already mentioned in Example 8.7.6, the function u — AV@R% (C| Xy = xp) is not continuous according to any
vector norm on Il;. Another remark is that a convex combination of AV@R ;-optimal stationary policies need not be an
AV@R ;-optimal stationary policy in general. This is different to the case of the expected cost criterion where the convex
combination of two optimal policies is optimal, too. This is shown in the following example.

Example 8.8.1. Let the state space be S = {1,2,3,4,5}, the action space be A = {1,2} and the restriction sets be D(1) = A
and D(s) = {1}, s =2, 3, 4, 5. The transition probabilities and the costs are given by

pl, =075, pls=025 p};=05, pi, =05,
c(1)=0, c2)=1, cB)=15, c(4)=2, ¢(5)=3

and psls =1,5=2,3,4,5, where the remaining transition probabilities are zero. The model is depicted in Figure 8.6
where trivial actions which lead from one state to the same with probability one are blanked out. The decision maker has
only to decide which action should be chosen in state 1. Let the confidence level be 7 = 0.5. Then the decision rules p;
and yp defined by i (1|1) = 1 and pp(2|1) = 1 respectively lead to the following values of the average value-at-risk of
the average cost:

0.25-34+0.25-1
AV@RY! (C|Xp=1) = + =2,

0.5-2
AV@RP(C|Xp=1) = o5 ~2

For r € [0, 1], define the stationary policy u’ by p' := 7y + (1 —1¢) lp. In the next step, we want to calculate AV@R’;t (C|
t

Xo=1) forall t € [0,1]. We have AV@R% (C|Xo = 1) >t AV@RY! (C|Xy = 1)+ (1 — 1) AV@RY*(C| Xy = 1) =2 for

every t € [0, 1] by Proposition 8.7.16. Next, we show that indeed strict inequality holds for every ¢ € (0,1). To begin
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(a) Function t — AV@RY (C|Xo = 1). (b) Simulation of AV@R (C|Xo = 1).

Figure 8.7.: Results of Example 8.8.1.

with the calculation, note that for no ¢ € [0, 1] we have P*' (C = 3| Xy = 1) > 0.5. Hence AV@R‘TH (C|Xo=1) <3 forall
t € [0, 1]. Further, we have

PYC>2(X=1)>05 < 025+05(1-1)>05 & (<0 < 1=0.

0
In this case, AV@R% (C|Xo = 1) = 2 as computed earlier. We precede by calculating those ¢ € [0, 1], for which

W N

PY(C>15|X=1)>05 & 025(405(1—1)+05(1-1)>05 < 1<

For ¢ € (0,2/3], we then have

3:025t+2-0.5(1—1)+1.5-(0.5—0.25:—0.5(1—1))
0.5

=2+0.25¢.

AV@RY (C|Xo=1) =

In the last case ¢t € (2/3, 1], we have

3.0.25:42:0.5(1—1)+1.5-05(1—1)+1-(0.5-0.25:—0.5(1 —1) —0.5(1—1))
0.5

AV@RY (C|Xo=1) =
=2.5-0.5¢.

Hence, u; and u, both are AV@R ;-optimal, whereas any strictly convex combination of these policies performs worse
t
with respect to the AV@R s-criterion. The maximum value of AV@RY (C|Xy = 1) is reached for t = 2/3 with

2/3
AV@Rg_S/ (C|Xo = 1) =13/6. In Figure 8.7, these results are illustrated as well as a an estimate of AV@R’TJt from
a simulation, from which the same facts are apparent.
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A. Miscellaneous Lemmas

In this chapter, some lemmas which are used in the prior text are stated and proved.
Lemma A.1. The positive part function (-)* : R — R, x — x* = max{0,x}, is increasing and convex.
Proof. These statements are obvious. O
Lemma A.2. The positive part function is positively homogeneous, i. e., for every x € R and ¢ > 0, it holds

(cx)T =cxt.
Proof. Let x € R and ¢ > 0. By definition of the positive part function and non-negativity of ¢, one computes

(cx)™ = max{0,cx} = c max{0,x} = cx™. O
Lemma A.3. Leta, beR.

1. If b >0, then

(a+b)" <a'+b.

2. If b <0, then

(a+b)" >a* +b.

Proof. For 1, easy computation yields
at +b=max{0,a} +b=max{b,a+b} > {0,a+b} = (a+b)"
since b > 0. For b < 0, we have the transition functions
a’ +b=max{0,a} +b=max{b,a+b} < {0,a+b} = (a+b)",
yielding 2. O
Lemma A4. Let X, Y # 0 be arbitrary sets and f : X x Y — R. Then it holds

inf inf = inf inf .
Inf inf f(x,y) = inf inf f(x,y)
Proof. Let X' € X. Then we have f(x',y) > inficx f(x,y) for all y € Y. Hence infycy f(x',y) > infycy infeex f(x,y).
Since x" is arbitrary, we have infycy infyey f(x',y) > infyey infeex f(x,y). For the reverse inequality, take some y' €
Y. Then infyey f(x,y) < f(x,y’) for all x € X. Hence inf,cx infycy f(x,y) < infiex f(x,)'), and finally, it follows
infxEX infyGY f(xay) S innyY infxEX f(xvy)~ d

Lemma A.5. Let X # 0 be an arbitrary set. Further, let f, g : X — R be real-valued functions, where f or g is bounded
below. Then it holds

inf f(x) — infg(x)| < sup |f(x) —g(x)|.



A. MISCELLANEOUS LEMMAS

Proof. At first, let f and g be bounded below. Further, let € > 0 arbitrary and fixed. Then from the definition of
the infimum, there is some x; € X such that f(x;) — & < inf,cx f(x). Similarly, there exists some x, € X such that
g(x) — € <infyex g(x). With these x; and x;, one computes

B0~ e

_ | infyex f(x) —infrex g(x), if infrex f(x) = infrex g(x)
infyex g(x) —infyex f(x), if infrex f(x) < infrex g(x)

< f(xn)—glx)+e, if infiex f(x) > infiex g(x) A1)
= glx1)—f(x1)+e, if infrex f(x) < infrex g(x) ’

<{ |f(x2) —g(x2)| €, if infyex f(x) > infrex g(x)
=L fGa) —gla)[+e, if infrex f(x) < infrex g(x)

<sup|f(x)—g(x)|+e&. (A2)
xeX

Since (A.2) holds for every € > 0, we get |infyex f(x) — infrex g(x)| < sup,ex | f(x) — g(x)|. In the remaining case, let f be
bounded below and g be unbounded below w. 1. 0. g.. Then [infyex f(x) — infrex g(x)| = oo and sup,cx | f(x) — g(x)]| = co.
The assertion holds in this case, too. o

Lemma A.6. Let f, g : R — R be Lipschitz continuous with Lipschitz constants Ly and L, respectively. Then f + g and
cf for some c € R are Lipschitz continuous with Lipschitz constants Ly + Lg and |c| Ly respectively.

Proof. Letx,y € R. Then

[(f+8)x) = (f+ &)W < [f(x) = F) I+ |g(x) —g(¥)| < (Lp+Lg)[x—y| and

[(cf)(x) = (/)W) = lel[f(x) = fFO)] < [el Ly [x—y. o
Lemma A.7. Let f, : R — R, n € Ny, be decreasing with f,(x) "= f(x) for all x € R. Then f is decreasing.

Proof. Let € > 0 and x <y. Then there is an ng € Ny such that | f,(x) — f(x)| < €/2 and |f,,(y) — f(¥)| < /2 for all
n > ng. Therefore

f(y) _f<x) = f(y) _fn(y) _(f(x) _fn(x)) +fn<y) _fn(x) <e.

e(—¢e/2,e/2) e(—¢e/2,e/2) <0

Since € > 0 is arbitrary, we conclude f(x) > f(y). m]
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B. Parameters of the Numerical Examples

For completeness, the parameters of the numerical examples that are considered in the above chapters are listed in this
chapter.

B.1. Parameters of Example 4.1.8

The infrastucture consists of a single sector £ = {c}. The state space is G = {0, 1,...,4}. The elementary actions are
Ao = {0,2}. Action 2 satisfies Assumption 4.1.5.4. We have three threat events & = {e;,e»,e3} with

_ . _J, ifg=0,1,2
() =0, Tl -minfe+24), w0-{ 1, B0 geq
C., =1000, C,, =0, C, =0,
1 1 1
180:77 A’ 0:75 130:7’
1(0) 8760 (0) 4380 (0) 4380
365

c(0)=1, ¢(1)= - ¢(2) =365, ¢(3)=28760, c(4)=17520.
The discount rate is set to o« = 1/1000.
B.2. Parameters of the numerical example in section 5.4.7
The infrastructure consists of five sectors such that X = {0y,...,05}. The dependency structure is given by

Z

Il
el e Nl
—_— O == O
o= O OO

1
0
1
1
0

S = O = O

We have five threat levels so that G = {0,...,4}. For every sector, we have three threat events &(o;) = {e},i,e%,i,e':’,i},
i=1,...,5, where the first threat event models the destruction, the second one models an alarm and the third one models
a “Nothing happened” event of the respective sector. We let

1 1 1 1 2
Y, 0= 50000 ()= g7e000 M@ = g7e0 An D= T AW =g
2 1 1 2
0= 5700t V=730 2@ =g Mg () =3 Aq #)=40
A (0)=4, A5 (1)=3, A3 (2)=2, Az (3)=1, Az (4)=0, i=1,..,5

The costs are

C, =119,680, C, =746,400, C, =418,000, C, =488,000, C, = 460,000,
0'1 0'2 0'3 0'4 0'5
90-5

Cez =1, Cez =1, Cez =1, Cez =1, C, =1,
Ceg_l e 0, C€3o-2 e O’ C(:%3 = 0, Ce§)'4 = 0, C 3 = 0.

60-5

The transition functions for the affected sectors are

¥, (¢) = min{g+2,4},



B. PARAMETERS OF THE NUMERICAL EXAMPLES

‘Pegi(g)Z{ ;’_1’ glsgezo’l , g€G, i=1,...,5.
For dependent sectors, we have

v, (8) =4,

W (g) = min{g+1,4},

llleg;i(g)zg, geqG, i=1,...,5.

Further, we have two active elementary actions: elementary action 1 models a camera evaluation and 2 models
inspection walk. The rates are

an

11(0',') = 30, lz(()'i) = 10, = 1, ceey 5,

and the transition probabilities for the affected sector are given by

D) ,(0)=099, @) (1)=0, P (2)=0, D/;(3)=0, P}, (4)=001,
Bl (0) =08 Blo(1)=0. Bl,(2)=0, Blo(3)=0, B, (4)=02
D} (0) =05, Di5(1)=0, 95(2)=0, P[;(3)=0. Pg(4)=05,
D), (0)=02, P} (1)=0, D];(2)=0, &,(3)=0, P}, (4)=028,
P, (0)=001, P (1)=0, P};(2)=0, D/,(3)=0, &, (4)=0.99,
BV (0) =1, P (1)=0, D)5(2)=0, D5(3)=0, P (4)=0,
Dy (0) =1, Pyg(1)=0, D5(2)=0, P5(3)=0, P;4(4) =0,
B35 (0) =1, P35(1)=0, D75(2)=0, D75(3)=0, D5 (4) =0,
P35 (0) =1, P35(1)=0, D5(2)=0, P35(3)=0, @3 (4) =0,
Py (0)=1, P5(1)=0, P}5(2)=0, P35(3)=0, D15(4)=0, i=1,...,5
The transition functions for the dependent sectors are

L min { 0, max 4,g*—|—[g/2—gj , ifg"=0

Pi(e:8.87) = min 4§ 1, max 4,g*+Lg/;gJ , ifg"#0

(Pz(gag/ag*) :43 8 gl, g* cG.

The elementary actions do not cost anything, i.€., ¢c; = ¢ = 0. We have ¥5, =0 and C5, =0, i =1,
rate is o0 = log(2)/24.

..., 5. The discount

B.3. Parameters of the numerical example in section 7.5.3

In this section, we present the parameters of the example in section 7.5.3. The state space is S := {1,2,3} and the action
space A = {1,2,3}. The restriction set is D(s) := A, s € S. The costs take values in W := {0,1,2,3}. The discount factor
is B :=0.8. The transition probabilities are given by

P}O =0.1, P}1 =04, Piz =02, Pb =03,
Plo=04, pi; =00, pi,=03, p};=03,
plo=01, p} =02, pl,=06 pi=0.1,
P =06, py =03, pp=01 py=00,
Pio=0.1, p3 =0.1, p3=03, p3 =05,
P =06, p3 =02, p5 =01, p3=01,
plo=03, p} =02, plh=01, piy=04,
Pl=00, p3, =03, ph=05 pl=02
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B.3. PARAMETERS OF THE NUMERICAL EXAMPLE IN SECTION 7.5.3

Pgo =0.3, P%l =0.3, P%z =02, P%s =02,

Pho=02, pl;; =03, pl,=00, pl;=00,
P%zo = 0.0, P%zl =02, P%zz = 0.0, P%za =0.1,
P%30 = 0.0, P}31 =0.1, P%sz =0.1, P}33 =0.0,
P%lo = 0.0, p%ll =0.0, P%lz =0.1, P%B =0.1,
Pho =00, ph =02, phy=0.1, py=00,
Pio=0.1, pi3; =02, pip =01, pis;=0.1,
P%IO =02, p?ll = 0.0, P?lz = 0.0, P?B =0.0,
P%zo =0.5, P?zl =0.0, P?zz = 0.0, P%23 =0.0,
Pl =03, piy =00, pi3p =00, pi33 =00,
Pho=0.1, ply=0.1, pl,=0.1, pi;=00,
Pézo = 0.0, 1’521 =00, P%zz =0.1, P§23 =02,
P530 =0.3, P%31 = 0.0, Pé32 = 0.0, P533 =0.1,
Pro=0.1, p3, =00, p3,=00, p};=023,
P30 =00, p3y =00, p3p =00, p3;=03,
Pr3o=0.0, piy =00, phy =00, pi=03,
P%lo =0.1, P%n = 0.0, P%lz = 0.0, P%13 =02,
Pao=0.0, p3; =00, ply=02 pi3=03,
P30=02, p33; =00, p33 =00, p3s; =00,
i =00, pij =00, p3p =00, p3y3=00,
P%zo =0.3, P%zl = 0.0, Pézz = 0.0, P§23 =04,
P%30 = 0.0, Pézl =0.1, P%32 =02, Pé33 =0.0,
Pio=0.1, p3;; =03, p3, =02, p3;5=00,
Pho =00, phy =00, pi =00, ph =02,
P =00, piy =00, pi=00, pis =02
P%lo = 0.0, P%u =0.1, P%n =02, P§13 =0.0,
P =00, ph =02, pin=02, ph;=00,
P =00, ply =02, ply=0.1, ply=00.
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C. Mathematical Symbols and Notation

N={1,2,...}
No={0,1,2,...}
R

Rso={x€R:x>0} =[0,00)
Rog={x€R:x >0} =(0,)

> =
=
&

[

S
PR

SR

[}
—~
\E’)

S
~—

Pﬂ:

Eﬂ

(Xi)kerts (Xr)r>0
(At)keny» (Ar)i>0
(Cr)keny,

M|

P (M)

[Vlleo = supeps [v(x)

T4

X

N
G={0,...,8max }
&(0)

set of natural numbers

set of natural numbers including O

set of real numbers

set of non-negative real numbers

set of positive real numbers

state space

action space

restriction set

admissible actions in state s

set of costs

rate until transition when the current state is s under action a
transition probability from state s to s’ under action a

transition probability from state s to s’ and incurring cost ¢ under action a

discount rate

discount factor

setup cost structure

cost structure

cost of being in state s and taking action a (for MDPs) or

the expected discounted one-step cost of being in state s and taking
action a (for CMDPs)

set of randomized history-dependent policies

set of deterministic history-dependent policies

set of randomized Markovian policies

set deterministic Markovian policies

set of randomized stationary policies

set of deterministic stationary policies

arbitrary policy

optimal policy

stationary policy

stationary optimal policy or

optimal stationary policy in chapter 8

distribution under policy @

expectation under policy ©

state process

action process

cost process

number of elements of the set M

power set of the set M

supremum norm forv: M — R

indicator function of the set A

set of sectors of the infrastructure

dependency matrix

set of threat levels

set of threat events of sector o

transition function for the affected sector when threat event e occurs
transition function for dependent sectors when threat event e occurs
cost of threat event e

rate until occurrence of threat event e at threat level g

probability of finding a dangerous object in sector ¢ at threat level g
cost of removing dangerous object from sector



C. MATHEMATICAL SYMBOLS AND NOTATION

Ao
¢tl(),()'

AV@RZ (X)
V@RZ(X)
(X(', )

<<
NIx3y

<
:ga *

S
N

Q"&ﬂtﬂ

124

set of elementary actions

transition mechanism when elementary action ag is accomplished in
sector ©

transition function for dependent sectors when elementary action ay is
accomplished

rate of accomplishing elementary action ag in sector &

cost rate of elementary action ag

coupling mechanism probability

coupling transition probabilities

heuristic indices

total discounted cost over a finite horizon of length n

total discounted cost over an infinite horizon

liminf of the average cost

limsup of the average cost

long-run average cost

risk measure

confidence level

average value-at-risk at level 7 of X under policy 7

value-at-risk at level T of X under policy &

absorption probabilities

n-horizon value function under policy &

optimal n-horizon value function

value function under policy &

optimal value function

objective function for finite-horizon AV@R ;-criterion for the total discounted
cost

objective function for infinite-horizon AV@R ;-criterion for the total discounted
cost

one-step operator according to the stationary policy u

minimizing one-step operator

strongly communicating class

set of sinks

set of states which are transient under every policy
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