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Zusammenfassung

Der Trend in der heutigen vernetzten Welt geht dahin, IT-Dienste von Drittanbietern
zu nutzen. Sowohl fiir Endnutzer als auch Dienstbetreiber existiert eine Vielfalt an
Angeboten, die eine Auslagerung von Daten an Drittanbieter erfordern. Beispiels-
weise verspricht die Auslagerung von Datenbanken zu externen Cloud-Anbietern
Kostenersparnisse fiir Dienstbetreiber. Dariiber hinaus konnen sich Dienstbetreiber
mit Hilfe von Technologien des foderativen Identititsmanagements auf digitale Iden-
tititen verlassen, welche die Endnutzer bereits bei anderen Parteien etabliert haben
und so vermeiden, selbst digitale Identitdten verwalten zu miissen. Um auf Dienste
zugreifen zu konnen, miissen Nutzer eine Vielzahl an Anmeldedaten verwalten. Um
Anmeldedaten zu speichern, greifen sie zunehmend auf Credential-Repositories wie
etwa Passwort-Manager zurtick. Angebote wie die genannten implizieren, dass Daten
zu mehreren verschiedenen Parteien ausgelagert werden, die teilweise verschiedenen
Rechtsprechungen unterliegen und individuellen Richtlinien beziiglich dem Schutz
sowie der Nutzung der ausgelagerten Daten folgen. Vor diesem Hintergrund stellt
die Durchsetzung von klassischen Schutzzielen wie Datenvertraulichkeit, -integritét
und -verfiigbarkeit eine Herausforderung dar.

Mittels Sicherheitsmechanismen wie beispielsweise Verschliisselung ist es moglich,
Schutzziele durchzusetzen, bevor die Daten ausgelagert werden. Allerdings beein-
trachtigen Sicherheitsmechanismen oft andere Qualitétseigenschaften wie etwa Ef-
fizienz negativ. Unnotige negative Effekte auf Qualitdtseigenschafen konnen ver-
mieden werden, indem Ansitze auf die Anforderungen des gegebenen Einsatzszena-
rios maf3geschneidert werden und nur Sicherheitsmechanismen eingesetzt werden,
die wirklich nétig sind. Allerdings sind solche maf3geschneiderten Ansitze oft
nicht in Einsatzszenarien mit anderen Anforderungen einsetzbar. Oftmals muss
ein maf3geschneiderter Ansatz neu entworfen und implementiert werden, um in
einem Einsatzszenario einsetzbar zu sein, fiir das er nicht konzipiert war. Ansitze
die es erlauben, die Abwigungen zwischen Sicherheits- und anderen Qualititseigen-
schaften nach der Entwurfs- und Implementierungsphase einzustellen, konnen in
einer grofieren Menge an Einsatzszenarien eingesetzt werden und mit Anforderungen
umgehen, die sich iiber die Zeit weiterentwickeln.

In dieser Dissertation wird untersucht wie a) eine passende Kombination von Sicher-
heitsmechanismen ermittelt werden kann, um einen Ansatz auf die Anforderungen
eines speziellen Einsatzszenarios maf$zuschneidern und b) der Prozess zu Findung
einer passenden Sicherheitsmechanismenkombination automatisiert werden kann.
Basierend auf den resultierenden Erkenntnissen konnen Ansitze geschaffen werden,
deren Eigenschaften ohne Neukonzipierungs- und Neuimplementierungsaufwand
passend auf Einsatzszenarioanforderungen eingestellt werden konnen. Somit adressiert
diese Dissertation die folgende fundamentale Forschungsfrage: Wie konnen Sicherheits-
eigenschaften einstellbar gemacht werden, um breit einsatzbare Datenauslagerungs-
ansitze zu ermoglichen? Diese Dissertation zeigt auf, wie Errungenschaften aus den
Gebieten Policy-based Management und Operations Research mit Sicherheitsmecha-
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nismen zu einer Methodik fiir die Erstellung von einstellbaren Ansétzen kombiniert
werden konnen. Die vorgeschlagene Methodik wird angewendet um anerkannte
wissenschaftliche Datenauslagerungsprobleme in den Gebieten 1) Datenbankaus-
lagerung, 2) foderatives Identititsmanagement und 3) Credential-Repository Aus-
lagerung zu adressieren:

1) Die Dissertation enthilt eine Studie beziiglich existierenden Sicherheitsmecha-
nismen, welche die Vertraulichkeit von Datenbanken durchsetzen und gleichzeitig
die Ausfithrung von Anfragen auf die Datenbank ermoéglichen. Weiterhin werden
Datenbankauslagerungsansitze mit einstellbaren Vertraulichkeits- und Anonymitits-
garantien vorgestellt, welche die Effizienz hinsichtlich Anfragelatenz, Speichernutzung
und Netzwerkkapazitit maximieren soweit es die Sicherheitsanforderungen zulassen.
Insbesondere wird der Securus-Ansatz vorgestellt, der es erlaubt, Vertraulichkeitsan-
forderungen, angenommene Angreifer und Anfragbarkeitsanforderungen zu spezi-
fizieren. Falls spezifizierte Anforderungen konfligieren, ermittelt Securus diese und
prasentiert sie dem Nutzer um ihn bei der Konfliktauflosung zu unterstiitzen. Fiir
konfliktfreie Anforderungen ermittelt Securus eine effizienz-optimierte Kombination
von Sicherheitsmechanismen, die die Anforderungen erfiillen, und implementiert
diese. Die in der Arbeit durchgefiihrte Leistungsbewertung zeigt, dass Securus eine
maf3geblich hohere Leistung erreichen kann als Vertraulichkeits-durchsetzende Daten-
bankauslagerungsansitze bei denen Vertraulichkeitseigenschaften nicht einstellbar
sind. Des Weiteren wird der Dividat Ansatz prasentiert, der zur Erstellung von Leis-
tungsmodellen fiir anonymisierte Datenbanken genutzt werden kann. Derartige
Leistungsmodelle sind notig, um die Optimierung von Indizierungsstrategien von
anonymisierten Daten zu automatisieren und so die Effizienz von Anfragen unter
Einhaltung von Anonymitdtsanforderungen zu steigern.

2) Dienste, die auf foderativen Identititsmanagementansitzen basieren, sind fiir
einen Endnutzer nicht verfiigbar, wenn die Heimatorganisation des Nutzers nicht
verfiigbar ist und somit keine Identitdtsdaten liefern kann. Die Dissertation stellt
den Occasio-Ansatz vor, mit dem Heimatorganisationen Nutzeridentititen sicher
zu einer hoch-verfiigbaren, externen Partei auslagern konnen, der nicht zugetraut
wird die Vertraulichkeit und Integritdt der Identitdtsdaten sicherzustellen. Insbeson-
dere erlaubt es Occasio, die notige Abwigung zwischen Aktualitit und Verfugbarkeit
von ausgelagerter Identititsinformation an die Anforderungen des Einsatzszena-
rios anzupassen.

3) Credential-Repositories sind anfillig fiir Passwort-Rate-Angriffe, falls ein An-
greifer das System, auf dem das Credential-Repository betrieben wird kompromit-
tieren kann und die enthaltenen Geheimnisse nur mit einem schwachen Passwort
geschiitzt sind. Die Dissertation stellt den Credis-Ansatz vor, der ein auf mehrere
Parteien verteiltes Credential-Repository basierend auf Secret-Sharing Ansétzen er-
stellt. Ein verteiltes Credential-Repository ermdglicht es, sicher kryptographisch
schwache Passworter gegen Geheimnisse wie kryptographische Schliissel zu tauschen,
sofern nicht alle Parteien kompromittiert sind. Credis optimiert die durch die Secret-
Sharing Ansétze nétige Abwigung zwischen Vertraulichkeit und Verfgbarkeit der
Geheimnisse automatisch hinsichtlich der Einsatzszenarioanforderungen.



Abstract

In today’s networked world the trend to make use of IT services that are provided by
external parties accelerates. A variety of offerings that require to outsource data to
third parties have emerged both for end users and service providers. For instance,
service providers have the option to cut costs by outsourcing databases to various
external cloud providers. Furthermore, service providers can avoid having to manage
digital identities that are needed to authenticate and authorize end users by relying
on identities that the end users have already established with other parties based
on federated identity management technologies. To access services, users have to
remember a lot of credentials, a task for which they increasingly rely on credential
repositories such as password managers that allow to store credentials. Such data
outsourcing options imply to outsource data to multiple different parties that are
subject to different jurisdictions and have individual policies on how to protect and
use the outsourced data. Thus, enforcing traditional security characteristics such as
data confidentiality, integrity, and availability constitutes a challenge in such a setting.

It is possible to enforce the security characteristics before outsourcing the data by
security mechanisms like encryption. However, in many cases these security mech-
anisms negatively affect other quality characteristics like efficiency. Unnecessary
negative effects on quality characteristics can be avoided by tailoring an approach
to apply only security mechanisms that are really needed to satisfy the security re-
quirements of the given scenario. However, such an approach that is tailored to
satisfy the requirements of a single scenario is often undeployable in scenarios with
different requirements. This limits the deployment potential of the approach’s imple-
mentation. Furthermore, even in the scenario for which the approach was tailored,
applying the approach can become inadequate if the scenario’s requirements evolve
over time. To deploy a tailored approach in a scenario with different requirements
than the original scenario, the approach has to be re-designed and re-implemented
in many cases. Approaches that allow to tune security trade-offs after the design and
implementation phase can be used both to cope with evolving scenario requirements
and to cover a larger application area.

In this thesis we explore a) how a suitable combination of security mechanisms
can be determined when designing an approach that is tailored to satisfy specific
deployment scenario requirements and b) how to automate the process of finding
a suitable security mechanism combination. Based on our insights, approaches can
be built that can be to tuned to satisfy deployment scenario requirements without
re-design or re-implementation effort. Thus, we address the following fundamen-
tal research question: How can security characteristics be made tunable to enable
deployable data outsourcing approaches?

iii
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We address this question by proposing a methodology on how to build tunable
approaches that combines findings from the domains of policy-based management
and operations research with security enforcement mechanisms. Furthermore, we
apply the proposed methodology to make contributions that address scientifically
acknowledged data outsourcing problems in the domains of 1) database outsourcing,
2) federated identity management, and 3) credential repository outsourcing:

1) To address the problem of securely outsourcing databases, we survey existing
security mechanisms that preserve database confidentiality and allow to execute
database queries on the outsourced data at the same time. Furthermore, we propose
approaches that can be used to tune the confidentiality and anonymity of outsourced
databases in order to improve efficiency with regard to query latency, storage ca-
pacity, and transmission overhead. We present Securus, an approach that allows to
specify confidentiality requirements, against which attackers the outsourced data
has to be protected, and how the data will be queried. In case the specified require-
ments are conflicting, Securus narrows down which requirements are conflicting
and presents them to the user to aid in conflict resolution. If the requirements are
not conflicting, Securus automatically generates a software adapter that incorporates
security mechanisms to satisfy the confidentiality requirements and is efficiency op-
timized for the specified queries. We measured the query performance of Securus
and found it to be significantly higher than that of other confidentiality-enforcing
database outsourcing approaches that cannot be tuned. Furthermore, we propose
Dividat, an approach to build performance models for anonymized databases. Build-
ing performance models for anonymized database indexes constitutes a step towards
automating the optimization of indexing strategies for anonymized databases and
tuning anonymity for increased efficiency.

2) One problem of federated identity management approaches is that services are
not available to end users if the home organization that stores the user’s digital identity
is unavailable. We contribute Occasio, a tunable approach that allows home organiza-
tions to securely outsource user identities to highly available external parties that are
not trusted to enforce appropriately security characteristics such as the confidentiality
and the integrity of identity data. Among others, Occasio allows to tune the inherent
trade-off between integrity and availability of the outsourced identity information.

3) Credential repositories are often vulnerable to password guessing attacks if an
attacker compromises the system that hosts the credential repository and a weak
password is used to protect the stored secrets. We contribute Credis, a tunable ap-
proach to build credential repositories that are distributed on multiple parties based
on secret sharing schemes. Based on a distributed credential repository, it is possible
to securely trade cryptographically weak secrets such as passwords for strong secrets
such as cryptographic keys. Credis allows to fine-tune the trade-off between secret
confidentiality and secret availability that is inherent to all secret sharing schemes.
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Introduction

“Everything should be made as secure as necessary, but not securer.”

Ravi Sandhu - Executive Director and Chief Scientist
Institute for Cyber Security (ICS)
University of Texas at San Antonio

In today’s networked world the trend to use IT services that are provided by external
parties accelerates. A variety of IT service offerings have emerged both for end
users and service providers that imply to outsource data to external parties. Service
providers have the option to cut costs by outsourcing databases to various external
cloud providers [AFG*og]. Furthermore, service providers can avoid having to
manage digital identities that are needed to authenticate and authorize end users by
relying on identities that the end users already have established with other parties
based on federated identity management technologies [Clog]. To access services,
users have to remember of a lot of credentials including passwords and cryptographic
private keys, a task which they increasingly outsource to credential repositories such
as password managers that allow to store credentials.

In this section we outline the benefits as well as the security challenges that arise
when outsourcing data in the domains of database outsourcing, federated identity
management, and credential repositories. Furthermore, we highlight security trade-
off situations that occur in data outsourcing settings and motivate the need for ap-
proaches with tunable security properties. Based on these motivations we state the
research questions that are addressed in this thesis and provide an overview of the
contributions as well as the structure of the thesis.
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1.1 Benefits of Data Outsourcing

Outsourcing data offers many benefits in various domains. In this thesis we focus on
1) outsourcing databases, 2) relying on outsourced digital identities, and 3) outsourc-
ing user secrets to so-called credential repositories. Some of the benefits that come
with data outsourcing in each of these domains are illustrated in the following.

1) Database outsourcing: From the perspective of a service provider (SP), outsourc-
ing databases to external cloud storage providers (CSPs) can yield several benefits
[AFG*o9]. One benefit is scalability due to the large resource pool of the cloud
provider, i.e., the ability to scale the capacity of the database and the query workload.
Other aspects are cost benefits that result from a high elasticity, i.e., the ability to scale
the capacity of the database down on demand, and the pay-as-you-go business model
of common cloud providers that only requires to pay for resources that are requested.
This also implies that, from the service providers perspective, no big investments have
to be made up-front to get access to a large pool of resources. Another benefit is that
no know-how has to be maintained by the service provider on how to operate and man-
age highly available infrastructure as the cloud provider operates the infrastructure
and offers a highly available platform to its customers. For instance, developers of
applications that are run on the GoogleAppEngine cloud infrastructure' do not have
to worry about the availability of the underlying hardware or network outages.

2) Identity outsourcing: In order to enable service providers (SPs) to authenticate
users and make authorization decisions, digital identities of these end users have
to be managed. Based on federated identity management approaches, the task of
managing and maintaining the digital identities of end users can be outsourced by
relying on digital identities that the user has already established with other organi-
zations, so-called identity providers (IdPs). Besides relieving the service provider of
having to keep identities and the according authorization tokens up-to-date, using
federated identity management approaches can also lead to a better user experience, as
existing accounts can be used to access new services without having to remember any
additional credentials. This in turn leads to fewer password reuse at multiple services
and therefore reduces the risk of user passwords becoming compromised.

3) Credential outsourcing: Whereas federated identity management simplifies the
credential management for users, it is unrealistic to believe that users will only have
to manage credentials for a single digital identity in the future. For instance, banks
will most likely not allow users to authenticate based on their Facebook identity alone
and users want keep some of their digital identities separated for privacy reasons.
Thus, users still have to manage a variety of credentials. Ideally, they should use
unique passwords for each of their user accounts. Furthermore, some users have
to manage user certificates for applications such as encrypted or signed email com-
munication. In general, if a user encrypts data she has to manage cryptographically
strong encryption keys. While memorizing multiple passwords is cuambersome for
most users, memorizing cryptographically strong encryption keys is more or less
impossible. The user can rely on credential repositories to store and retrieve creden-
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tials. In order to be able to retrieve credentials on arbitrary end-devices the credential
repository has to be highly available. To enhance availability and minimize the effort
to operate the credential repository, the user can outsource the credential repository
to a highly available third party.

1.2 The Need for Tunable Security

One major challenge of outsourcing data is that the ability to control who can access
the data is forfeited to the party that stores the outsourced data. A risk manager may
decide that an approach that outsources data to third parties constitutes too much of
a risk due to a high probability that certain protection objectives are undermined by
relying on the third party. In particular, such protection objectives include security
characteristics like data confidentiality and data integrity. One potential risk factor
is that the third party may be malicious and deliberately undermines protection
objectives for its own gain, e.g., by selling the outsourced data. Even if the third
party is honest, its employees (e.g., admins) might not be or the third party may
be forced to cooperate with governmental agencies for legal reasons [Nieo6]. The
third party can also be compromised by external attackers if its infrastructure is
not sufficiently protected.

In some cases these risks can be mitigated by contracts that regulate accountabil-
ity, by certifications of the third parties according to common security standards
such as the ISO 270xx standard series [ISO14b, ISO14c], by relying on parties that
are not subject to jurisdictions that force them to undermine protection objectives,
or by relying on “commonly trusted” third parties that have a good reputation for
enforcing protection objectives as intended. In this thesis, we focus on another ap-
proach: to enforce security characteristics before outsourcing the data by technical
security mechanisms like encryption. While security mechanisms enforce security
characteristics, they can negatively affect other quality characteristics. If the problem
setting inherently contains one of these trade-offs between security properties and
other quality characteristics, designing and implementing approaches that satisfy
the requirements of all possible deployment scenarios is impossible. To satisfy the
requirements of a specific scenario, approaches often have to be tailored to the specific
scenario in which they will be deployed. In the following, we show how security
mechanisms that enforce security characteristics can affect other quality characteris-
tics such as efficiency, usability, and availability in the problem settings of database,
identity, and credential outsourcing. Based on these observations we then motivate
the need for approaches with tunable security properties.

1) Database outsourcing: When outsourcing databases to cloud providers, the
risk of data disclosure can be mitigated by encrypting the entire database before
outsourcing it. However, this induces efficiency overheads for evaluating queries
on the outsourced database. For instance, it is no longer possible to retrieve only
records that match certain criteria, as the cloud provider cannot evaluate which
encrypted records match the criteria. Thus, to evaluate a query on the database, the
whole encrypted database has to be downloaded from the cloud provider and then be
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decrypted. This process induces a high efficiency overhead in terms of query latency
and network transmission. To optimize efficiency, an approach has to protect only
the parts of the database that require protection, i.e., tune its security properties to
the requirements of the given scenario.

2) Identity outsourcing: To make an authorization decision, a service provider
often requires authorization tokens that are part of the digital identity of the user who
accesses the services. For instance, such an authorization token can be a membership
in a group. To make sure that the authorization decision is correct, the service provider
has to make sure that the authorization tokens are up-to-date which is not trivial
in the federated identity management setting since the authoritative source of the
authorization tokens is the identity provider rather than the service provider. The risk
of making incorrect authorization decisions can be mitigated by letting the service
provider query up-to-date authorization tokens from the identity provider each time
they are needed. However, this affects the availability of the service. If the identity
provider is not available to provide authorization tokens, the service provider cannot
be sure to make a correct authorization decision and has to decline access to the
user. To maximize the availability of service providers, an approach has to be able
to tune the time span in which outdated authorization tokens are still accepted to
the requirements of the given scenario.

3) Credential outsourcing: When a user outsources a credential repository to a
third party in order to make the contained credentials highly available and easily ac-
cessible, the user faces the risk that the third party is compromised and the credentials
are revealed to the attacker. To mitigate the risk of a compromised user credential
repository, the credential repository can be split up on multiple parties so that a
single compromised party is not able to reveal any credentials. However, splitting the
credential repository up on multiple parties affects its availability, since all parties have
to be available for the user to be able to retrieve credentials. Ideally, such a credential
outsourcing approach should allow to tune its security properties by splitting up the
credential repository in such a way that the risk of compromised secrets is mitigated
to an acceptable level and the credential repository is as available as possible.

The examples for database, identity, and credential outsourcing illustrate that enforc-
ing security properties can negatively affect other quality properties such as efficiency
and availability. Thus, many IT systems are forced to choose between enforcing certain
security properties and achieving other quality properties [Sano3, EYoy]. By making
this decision, the application area of these systems is limited as they can only be
deployed in scenarios with matching requirements. For instance, an approach that en-
crypts databases before outsourcing them cannot be used in scenarios in which a high
efficiency is required. Likewise, an approach that outsources a database in plaintext
to guarantee a high efficiency cannot be applied in scenarios in which confidentiality
is an imperative requirement. This application area limitation is particularly problem-
atic if it can be assumed that the requirements of the deployment scenario change
over time, possibly even during the implementation phase of the approach [Cheo3].

Based on these observations, we argue that a paradigm shift is necessary when
designing approaches for problem settings that contain inherent trade-offs between
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security and other quality characteristics. Standard approaches that have fixed security
properties are not suited for a problem setting with diverse scenario requirements,
as such approaches would have to be constantly re-designed and re-implemented
to satisfy requirements of different scenarios or to cope with scenario requirements
that change over time. Thus, tunable approaches are required that allow to adapt
their security properties to the individual scenario requirements after the design
and implementation phase.

1.3 Problem Statement and Research Questions

To keep the application area of an approach wide, the approach has to be tunable, i.e.,
it has to be possible to parameterize the approach to satisfy the requirements of the
scenario in which it is to be deployed. In comparison to static approaches, tunable
approaches do not have to be re-designed and re-implemented to alter trade-offs
between security and quality properties. We advocate the view that tunable approaches
should not consider the trade-offs between security and other quality characteristics
as a binary one but should enable to tune the trade-offs in a fine-grained manner.
This maximizes the area of application as many scenario requirements since security
and other quality characteristics are not binary either. To achieve and fine-tune
trade-offs between security and other quality characteristics we address the following
fundamental research question in this thesis:

How can security characteristics be made tunable to enable deployable data
outsourcing approaches?

To approach this generic question, we show how tunable approaches can be built
that address scientific challenges in the domains of database outsourcing (Section
1.3.1), federated identity management (Section 1.3.2) and credential repositories (Section
1.3.3). Based on these contributions, we show how fine-grained trade-offs between
security characteristics and other characteristics can be achieved and tuned to en-
able deployable approaches.

1.3.1 Database Outsourcing

In the Database-as-a-Services (DaaS) problem setting, security properties like data
confidentiality or the anonymity of individuals have to be enforced before outsourc-
ing the database to the external, untrusted cloud provider. As we showed in Section
1.2, security mechanisms that enforce security properties like confidentiality nega-
tively affect efficiency and a trade-off situation exists between efficiency and security
properties of database outsourcing approaches. Efficiency can be improved by only
protecting the data that requires protection. The individual confidentiality require-
ments of each scenario in which data is outsourced are highly diverse. For instance,
entirely different parts of the data have to be protected when outsourcing either re-
search data or patient records. This underlines the necessity for a tunable approach
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that satisfies the security requirements of a scenario and maximizes efficiency as
much as possible. The research question that we address in this thesis with regard
to secure database outsourcing is the following:

How can database outsourcing approaches tune their security properties to satisfy
security and efficiency requirements?

In particular, we investigate how efficiency with regard to performance and resource
utilization can be maximized by tuning the confidentiality and anonymity guarantees
of approaches to satisfy individual scenario requirements.

1.3.2 Identity Outsourcing

In the federated identity management setting, the availability of the service providers
depends on the availability of the identity provider that authenticates the user and
provides the service provider with information that is needed to make access control
decisions. If the identity provider is not available to authenticate a user that wants to
access a service, the service is not available to the user. Thus, identity providers are
typically obligated to be highly available. Especially for small-scale home organizations
that do not operate computing centers, operating highly available identity providers
constitutes a challenge. As we show in this thesis, securely outsourcing identity
providers to highly available cloud providers is possible, but requires the technical
enforcement of certain security properties if the cloud provider is not trusted to
enforce them. In particular, the freshness of the outsourced identities has to be
enforced to allow authorization decisions based on up-to-date identity information.
However, applying security mechanisms that enforce the security properties have a
negative effect on other quality properties. Whether security mechanisms to enforce
security properties have to be applied depends strongly on the individual requirements
of the given scenario. We address the following research question with regard to
outsourcing identities to highly available cloud providers:

How can approaches to outsource identity providers tune security characteristics to
satisfy security, usability, availability, and efficiency requirements?

1.3.3 Credential Outsourcing

Modern users have to manage a multitude of credentials and use them on various
end-devices. Credential repositories can help users to achieve this. By outsourcing
credential repositories to highly available parties or devices, the credential repos-
itory can be accessed from arbitrary end-devices. However, the confidentiality of
the contained credentials has to be enforced by security mechanisms if the parties
that host the credential repository are not trusted to enforce confidentiality appro-
priately. Enforcing confidentiality via encryption requires the user to memorize a
cryptographically strong encryption key as user passwords typically do not contain
enough entropy to be applied securely for encryption. An alternative to encryption
are secret sharing schemes which split the credentials up on multiple parties, forming
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a distributed credential repository. Such schemes guarantee confidentiality as long as
not all of the parties are compromised and allow to access secrets via a memorable
user generated password. However, the credentials can only be accessed when all
parties are available. Thus, a trade-off between the confidentiality and availability
of a distributed credential repository exists that has to be adapted to the individual
scenario requirements. We address the following research question with regard to
distributed credential repositories:

How can the confidentiality of credentials be tuned in distributed credential repositories
to satisfy confidentiality and availability requirements?

1.4 Main Contributions of this Thesis

In the following we provide an overview of the contributions presented in this thesis.
Based on the ISO 250xx standards [ISO14a] on software and system quality we
provide a conceptual framework for tunable security. We show how the concept of
tunability relates to other research areas and perspectives including risk management
and secure system development. Based on the conceptual framework we propose a
methodology to build tunable approaches that allow to tune security trade-offs in a
fine-grained manner. In particular, we show how the methodology can be used to ben-
eficially combine methods from operations research, policy based management, and
secure system development to build approaches with tunable security properties. We
apply the methodology to address acknowledged research challenges in the domains
of database outsourcing, federated identity management, and distributed credential
repositories. The resulting tunable approaches constitute substantial contributions on
their own. The domain-specific contributions are summarized in the following.

Database Outsourcing

- Taxonomy and assessment of security mechanisms that enforce confiden-
tiality in databases [KJH15]. We propose a taxonomy that can be used to assess
existing security mechanisms to preserve data confidentiality in databases while
still being able to efficiently evaluate specific database queries. Such security
mechanisms are denoted as confidentiality-preserving indexing approaches
(CPIs) in the following. We apply this taxonomy in a comprehensive survey
of CPIs to categorize them according to the provided level of security, their
robustness against various attacker models and their ability to evaluate queries
efficiently.

- Securus [JKHi12, KJ14, KJH14], an approach to find an efficiency-optimized
combination of CPIs that satisfies user-specified requirements with regards
data confidentiality requirements, against which attackers the outsourced data
has to be protected, and how the data will be queried. In case no such CPI
combination exists, some of the specified requirements are not satisfiable to-
gether and Securus presents the conflicting requirements to the user. Securus
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tunes confidentiality in a fine-grained manner by considering the CPIs’ differ-
ences with regard to confidentiality guarantees against various attacker models.
Securus automatically generates a software component that implements the
CPI approaches which enforce the specified deployment scenario requirements.
The user can transparently use this software component to outsource data and
execute queries without being required to adapt the design or implementation
of Securus to the scenario. Our query performance measurements show that
by being able to tune the confidentiality properties of the outsourced database
to satisfy the requirements, Securus can significantly outperform other secure
database outsourcing approaches that cannot be tuned.

Dividat [KH14], an approach to build efficiency models for outsourced, anon-
ymized databases. Based on the example of ¢-diversified databases we show
that it is not trivial to find an efficiency optimal strategy to execute queries on
anonymized data which makes performance models necessary. We exemplarily
apply Dividat to build performance models for ¢-diversified databases and show
how they can be used to optimize the efficiency of query execution. The effi-
ciency models can be used by approaches to tune anonymity for efficiency, i.e.,
by relaxing anonymity requirements a more efficient query execution strategy
can be found.

Identity Outsourcing

- Occasio [KH13], a tunable approach to securely outsource identity providers to

highly available external providers that cannot be trusted to adequately enforce
security characteristics like confidentiality and integrity. We propose security
mechanisms that can be used to enforce security against malicious external
providers who try to read confidential identity data and manipulate authoriza-
tion decisions. Additionally we investigate how the security mechanisms affect
other quality characteristics and show that Occasio’s security properties can
be tuned to satisfy deployment scenario requirements in order to omit these
negative effects whenever the scenario requirements allow for it.

Credential Outsourcing

- Credis [KMH13], a tunable approach to build distributed credential repositories

that store credentials and allow to retrieve the credentials by providing a weak,
user-generated password. Credis protects the confidentiality of the outsourced
credentials by making use of existing secret sharing schemes that split up the
credentials on multiple parties. By naively applying these schemes, all parties
have to be compromised to undermine the credentials’ confidentiality, yet all
parties have to be available to allow a legitimate user to retrieve the credentials.
Credis applies the schemes in a more sophisticated way that allows to tune
the trade-off between confidentiality and availability in a more fine-grained
manner. Furthermore, Credis automatically determines a strategy to apply the
schemes that satisfies specified deployment scenario requirements with regard
to confidentiality and maximizes availability.
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1.5 Structure of the Thesis

The thesis is structured as follows. We introduce the concept of tunability and the
methodology on how to build tunable approaches in Chapter 2. We apply this method-
ology to the research challenge of secure database outsourcing and introduce the
resulting tunable approaches in Chapter 3. In Chapter 4, we address the research
question we stated for secure identity outsourcing. The research question we stated
for secure credential outsourcing is addressed in Chapter 5. Finally, we provide a
conclusion and an outlook in Chapter 6.



2
Methodology

In this chapter we define precisely the concept of tunability and propose a method-
ology on how to build tunable approaches. Furthermore, we place approaches with
tunable security properties in context with other research fields and established
standards for software and system quality as well as for security management and
secure system development.

In this thesis we make use of the terminology that is introduced by the ISO 25000
standard [ISO14a] for modeling software and system quality. We provide an overview
of the ISO 25000 quality models in Section 2.1. As the ISO 25000 standard addresses
quality models rather generic without focusing on security, we provide an overview
of the ISO 270xx [ISO14b] information security management process and the KAS-
TEL method [Kasi4], a unifying process to develop secure systems in Section 2.2.
We use this as a basis to place our contributions. We motivate and define the con-
cept of tunable approaches in Section 2.3 and illustrate their potential through a
case study in Section 2.4. We provide a generic methodology on how to develop
tunable approaches in Section 2.5 and show how findings of other research fields
including operations research and policy-based management can be leveraged within
this methodology. Furthermore, we provide an overview of the domain specific
trade-offs that we address in the remaining chapters of this thesis by applying the
methodology to build approaches which allow to tune the trade-offs. We summarize
the methodology chapter in Section 2.6.

2.1 Software Quality

The ISO/IEC 25000 standard [ISO14a] defines software quality as the “capability
of software product to satisfy stated and implied needs when used under specified

11
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conditions”. In particular, this definition implies that the quality of specific software
is not to be understood as a fixed value but has to be evaluated for each context
in which the software is used.
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Figure 2.1: Quality models according to the ISO/EIC 25010 standard [ISO11b].
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Definition - Context of Use [ISO14a]: A context of use is defined by
ISO/IEC 25000 as “users, tasks, equipment (hardware, software and
materials), and the physical and social environments in which a product
is used” [ISO14a].

To enable a structured evaluation of software quality, the ISO/IEC 25010 standard
defines software quality models as a “defined set of characteristics, and of relation-
ships between them, which provides a framework for specifying quality requirements
and evaluating quality” [ISO11b].

Definition - Quality Characteristic [ISO11b]: A quality characteristic is
defined as a “category of software quality attributes that bears on software
quality” [ISO11b].

Definition - Quality Property [ISO11b]: A quality property is defined as a
“measurable component of quality” [ISO11b].

The ISO/IEC 25010 standard distinguishes between a product quality model and a
quality in use model. While the characteristics of the product quality model can be
applied to the software product as such and the target computer system on which the
software is executed, the quality in use model can be applied to assess the “degree to
which a product or system can be used by specific users to meet their needs to achieve
specific objectives with effectiveness, efficiency, freedom from risk and satisfaction
in specific contexts of use” [ISO14a].

The defined characteristics of the product quality and the quality in use model are
shown in Figure 2.1. It can be distinguished between characteristics such as “Security”
and subcharacteristics such as “Confidentiality” and “Integrity” that allow to assess
the characteristic in a more fine grained manner. It’s important to note that not all
characteristics are relevant for every stakeholder and in every contexts of use [ISO11b].
The specified models are applicable to software products and computer systems in
general. In fact many of the specified characteristics are also relevant to systems
other than software/computer systems [ISO11b].

To assess the quality properties of a system with regard to the characteristics of
the proposed quality models, measurement methods and models are proposed in
the ISO/IEC 2502n standards [ISOo7b] and ISO/IEC 15939 [ISOo7a]. Furthermore,
methodologies to specify quality requirements are introduced in the ISO/IEC 2503n
standard series [[SOo7c]. Based on specified requirements that depend on the context
of use, the software quality of an existing software product can be evaluated by
using the methodologies presented in ISO/IEC 25040 [ISO11c]. While the ISO 250xx
standards provide a framework to assess software quality quantitatively and to check
whether quality requirements are met, quantifying certain properties is hard and not
practical in many cases. For instance, developing metrics to measure confidentiality
or anonymity is still an open field of research [FWCY10].

13



2

METHODOLOGY

14

In this thesis, we do not focus on quantifying systems’ quality properties but in-
vestigate interdependencies between quality characteristics and show how trade-offs
between different quality characteristics can be achieved.

2.2 System Security

Security is one characteristic of software and system quality. The ISO 25000 standard
defines security to be the “degree to which a product or system protects information
and data so that persons or other products or systems have the degree of data access
appropriate to their types and levels of authorization” [ISO14a]. For a system to be
considered secure, it suffices to guarantee that the risk of unauthorized access is
acceptable [Sano3, ISO14b]. Furthermore, not every risk needs to be addressed. For
instance, it makes no sense to address the risk of an unauthorized access if addressing
the risk is more expensive than the occurrence of the unauthorized access. Managing
IT security risks, i.e., deciding on how to cope with risks is important and constitutes
a field of research on its own.

In the following, we give an introduction to IT security risk management based
on the ISO 270xx standard series [ISO14b, ISO11d]. To provide an understanding of
the development of secure systems, we provide an overview of the KASTEL method
[Kas14], a unifying framework to guide the development of secure systems. We
show how it relates to the generic IT security management workflow and how our
contributions relate to it.

IT Security Management

A high-level overview of managing IT security according to the ISO 270xx standard
series [ISO14b, ISO11d] is shown in Figure 2.2.

Step 1 - Identification of security objectives: In a first step, the security objec-
tives have to be identified. Security objectives can be the protection of high value
information assets, the business needs for information processing, storage, and com-
munication as well as the fulfillment of legal, regulatory, and contractual requirements.

Scopeofth,sThes,s

2. Risk
management

Security
Objectives

Security 3. Security mechanism
:Requirements | selection and implementation

1. Identification of

. L. Start 4. Monitoring and improvement
security objectives

Figure 2.2: IT Security Management Process according to ISO 270xx standard series [ISO14b, ISO11d].
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Step 2 - Risk management: A risk manager has to identify, analyze and assess risks
with regard to achieving the specified security objectives. Based on the assessment,
risks have to be reduced to an acceptable level [ISO11d]. Risk treatments include risk
avoidance, e.g., not outsourcing data at all, risk retention, e.g., simply accepting the
risk of data disclosure, risk sharing, e.g., sharing the risk with other entities such as
insurance companies, and risk mitigation, e.g., implementing measures to reduce
the risk. In this thesis, we focus on risk mitigation by requiring systems to enforce
specific security properties. For instance, a requirement could be to enforce the
confidentiality of a specific piece of data to achieve a higher level security objective.
The data confidentiality requirement can be enforced by applying security mechanisms
such as encryption to achieve specific security properties.

Definition - Security Mechanism: A security mechanism enforces specific
security properties on a technical level and can be used to satisfy security
requirements.

By applying security mechanisms, the cost of undermining security can be increased
from an attacker’s point of view. This reduces risk as attackers are less likely to per-
form an attack. The higher the cost from an attacker’s point of view, the smaller
the occurrence probability, the smaller the risk. Note that security requirements
do not necessarily dictate which security mechanisms have to be applied. For in-
stance, the confidentiality of the data can also be enforced by storing it on a trusted
system instead of encrypting it.

Thus, the risk manager can mitigate the risks to a level that is considered appropriate
by specifying which security requirements a system has to satisfy to be applied in
a given context of use [MLYos5]. While security objectives can be understood as
business goals that can be ambiguous, security requirements constitute unambiguous
requirements which can act as input for system development processes.

Step 3 - Security mechanism selection and implementation: Security mecha-
nisms are selected that satisfy the specified security requirements. The selected
security mechanisms are implemented to build a secure system that satisfies the
specified requirements. In this context, a system is considered “secure” if it correctly
enforces the security requirements that were specified by the risk management.

Step 4 - Monitoring and improvement: As it is common practice in IT security
management processes [ISO14b], it has to be continuously checked whether the
system is still suited for the current context of use, i.e., it has to be monitored whether
the deployment scenario changes. For instance, in case more powerful attackers have
to be addressed, the risk assessment has to be performed again and in case security
requirements changed the secure system has to be re-developed.

The scope of this thesis is the development of technical solutions that satisfy re-
quirements which reflect the decisions made by risk management. This is also part of
secure system development workflows. To provide a more in-depth view on secure
system development we provide an overview of the KASTEL method [Kasi4] and
show how our contributions relate to it.

15
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Secure System Development - The KASTEL Method

The KASTEL method [Kas14] constitutes a unifying framework to guide the develop-
ment of secure systems. An overview of the KASTEL method is shown in Figure 2.3.
In particular, the method highlights the factors of influence on system security and
points out that developing secure systems is not only about the implementation
of security mechanisms that enforce specific security properties. Instead, security
can break at each part of the software development process, including the system
specification, system design and system implementation.
The KASTEL method proposes the following process to develop secure systems:

Step 1 - Requirements Elicitation: In the first step, a stakeholder defines security
requirements on the system on an abstract, imprecise level. This can be seen as
analogon to step 1 of the general IT security management workflow.

Step 2 - Knowledge Engineering: From the initial abstract and possibly imprecise
requirements specification, an accurate and unambiguous system specification is
derived that contains accurate security requirements that have to be met to satisfy
the ambiguous and possibly imprecise security requirements specified by the stake-
holder. In this step, it is decided which specific security property requirements a
system has to satisfy to be considered “secure”. To determine which specific security
requirements have to be satisfied, a variety of factors have to be taken into account
such as existing trust relationships, law, and domain specific knowledge on which
vulnerabilities can be exploited.

Example: If a stakeholder requires data confidentiality and the party that
stores the data is trusted to maintain data confidentiality, there is no need
to additionally enforce confidentiality by the technical system.

The Knowledge Engineering step is comparable to the risk management step (step
2) in the general IT security management workflow in the sense that the require-
ments that have to be satisfied for a system to be secure in a given context of use
are precisely defined.

Step 3 - System Design: Based on the system specification, a system design is
created. The system design includes choosing security mechanisms that enforce the
security properties as required in the system specification.

Step 4 - System Implementation: Finally, the set of security mechanisms contained
in the system design is implemented to build the final system. System design and
implementation can be considered as part of the development step (step 3) of the
general IT security management workflow.

For the final system to be “secure’, i.e., to satisfy the stakeholders requirements,
steps 2-4 have to be performed correctly, i.e., a system specification that correctly
enforces the stakeholder requirements specification has to be determined based on
knowledge engineering, a system design that satisfies the system specification has to be
determined and it has to be correctly implemented. Errors in any of these three steps



2  METHODOLOGY

Requirements Specification System

Context of use
Standards, directives

Law
Trust models $\\

Computer science 4>
Social sciences >

Security Ontology

Focus of this thesis

Requirements System System System
Requirements: Specification Knowledge Specification System Design System
Elicitation | ™ Engineering Design )
Security Security Security RT Security
Req. Req. Mechanisms Mechanisms
T T T
0/1

Stakeholder

L ) r
Legend: 0/1 0/1
[] e

z

£\ Relationships
S

between artefacts

<3

Deployment Scenario

Deployment Scenario
Requirements

Secure
System? I

Figure 2.3: Development of secure systems according to the KASTEL method (adapted from [Kas14]).

result in an insecure system. For instance, if requirements are incorrectly specified in
step 2, the final system has to be considered insecure as it is only guaranteed to enforce
the incorrect requirements. If the system is designed correctly, but the implementation
does not correctly reflect the system design, the system cannot be guaranteed to be
secure. If the requirements are correctly specified and the implementation of the
system design is correct but the system design does not meet the system specification,
the security of the final system cannot be guaranteed.

2.3 Deployable & Tunable Approaches

At first glance, the KASTEL method appears to be a finite process. However, it has
to be considered as a part of the IT security management process to take evolving
security ontologies and stakeholder requirements into account. In the knowledge
engineering step (2) of the KASTEL method, both the requirements specification
and the security ontology can change over time. This may even be the case dur-
ing the design and implementation phase of the system. In such cases, the system
specification has to be adapted and it is not guaranteed that the old system implemen-
tation still satisfies the requirements of the new system specification and is deployable
in the deployment scenario.

Definition - Deployment scenario: We define a deployment scenario of a
system as a combination of the stakeholder’s requirements specification
and a given context of use.

Definition - Deployment scenario requirements: We define deployment
scenario requirements to be an instance of a system specification. De-
ployment scenario requirements comprise requirements with regard to
both security and other quality characteristics.

17
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Definition - Deployable: A system is deployable in a specific deployment
scenario if it satisfies the deployment scenario requirements.

Whether a system can be considered deployable in a given deployment scenario
depends on 1) whether it satisfies the scenario’s security requirements and 2) whether
it satisfies the scenarios requirements with regard to other quality characteristics
such as performance efficiency. The quality properties of a system determine the
system’s area of application.

Definition - Area of application: A system’s area of application is deter-
mined by the set of deployment scenarios in which the system is deploy-
able.

Maximizing a system’s area of application is beneficial. Systems with a wide area
of application address a bigger market from a business perspective. From an open
source perspective, systems with a wide area of application have a larger user base
which increases participation. Maximizing a system’s area of application is also
beneficial due to the fact that deployment scenario requirements may change over
time due to evolving stakeholder requirements or an evolving context of use (e.g.,
trust relationships that change over time). Approaches that satisfy the old and the new
deployment scenario requirements and are also deployable in the new deployment
scenario are desirable. This is especially relevant for software development, where
initial requirements and contexts of use may change even before the approach is
deployed, i.e., during the design and implementation phase [Cheo3].

To maximize the area of application, system developers aim to satisfy as many
deployment scenario requirements as possible by maximizing the system’s quality
properties. However, maximizing two quality properties is not possible if trade-
offs between them exist.

Definition - Quality characteristics trade-offs: A trade-off between quality
characteristics exist in a given problem setting if multiple characteristics
depend on each other and improving one characteristic impairs another
quality characteristic.

If quality characteristics trade-offs have to be made in a given problem setting,
deployment scenarios requirements can be conflicting, i.e., it is not possible to satisfy
them at once. Thus, maximizing each quality property to satisfy all possible scenario
requirements is impossible. This is illustrated in the following example.

Example: Consider the trade-off between efficiency and confidentiality
in the problem setting of outsourcing data to a cloud provider. The
trade-oft situation is illustrated in Figure 2.4 based on possible scenario
requirements and approaches with different quality properties.

In deployment scenario X the requirements are that data confidentiality
has to be enforced by technical means as the cloud provider is not con-
sidered trustworthy. In deployment scenario Y, the ability to efficiently
search in the outsourced data is required.



2  METHODOLOGY
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Figure 2.4: Example: The trade-off situation between confidentiality and efficiency in the database
outsourcing problem setting.

Approach 2 outsources plaintext data enables efficient searches on the
data, but does give the provided confidentiality guarantees as the cloud
provider can read the data. To satisfy the confidentiality requirements,
approach 1 encrypts the data before it is outsourced. However, this makes
searches inefficient as the cloud provider cannot efficiently search en-
crypted data that is indistinguishable.

Satisfying both requirements, guaranteed confidentiality and efficient
searches, is not possible based on known security mechanisms. Thus,
the requirements of efficient search and confidentiality guarantees are
conflicting and no approach can satisfy both requirements at once.

However, we show in this thesis that the trade-off can be adjusted in a
more fine-grained manner by applying security mechanisms that allow
specific search operations to be executed eficiently and in exchange leak
information about parts of the outsourced data. Thus, by relaxing the
efficiency and confidentiality requirements a bit, the requirement conflict
can potentially be resolved.

The example shows that quality characteristics trade-offs that are inherent to the
problem setting force systems to accept a lower level of one quality characteristic in
order to achieve a better level for another quality characteristic. Hard-coding these
trade-off choices in the system’s implementation limits the system’ area of applica-
tion and risks that the approach can no longer be applied if deployment scenario
requirements change over time.
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Example: The example shown in Figure 2.4 shows that hard-coding trade-
off decisions in the systems implementation limits the area of application.
Approach 1 satisfies the deployment scenario requirements in the blue
area and approach 2 satisfies those in the red area. Approach 1 satisfies
the requirements of deployment scenario X, while approach 2 does not.

Ideally, to maximize a system’s area of application it should be tunable in the sense
that characteristics can be traded for each other without having to re-design and re-
implement the system. Thus, a tunable system can be adapted to scenario requirements
and covers more deployment scenario requirements than an approach that hard-
coded a specific trade-off choice does.

Definition - Tunable approaches: We consider an approach tunable w.r.t.
quality characteristics C = {C,,...,C, } if the approach can be parameter-
ized to satisfy requirements with regard to the characteristics R ¢ C and
maximize the quality levels for the characteristics of M ¢ C. In particular,
the approach can achieve better levels of quality for the characteristics
M if the requirements on the characteristics R are less tight.

Example: In Figure 2.4, approach 3 is tunable and can tune its confiden-
tiality and efficiency properties to those of approach 1 and 2. Thus, it
is deployable in all deployment scenarios covered by approach 1 and
2, including deployment scenario X and Y. Furthermore, approach 3’s
area of application exceeds that of approach 1 and 2 as it can additionally
satisfy the requirements of deployment scenarios that are beneath the
green graph which are not covered by the blue and the red box.

The concept of tunability is not limited to quantitative requirements that can be
measured by a continuous metric such as time behavior in milliseconds, but can
also be applied for qualitative requirements such as “users should not be obligated to
download software in order to use the approach”. Furthermore, it is not necessary
that requirements regarding characteristic are comparable in the sense that they can
be ordered. For instance, an approach can also be tunable in the sense that it matches
(non-orderable) confidentiality requirements like “Attribute A and B must not be view-
able together” with the requirement “query X should be executable in at most 300 ms”

In this thesis we identify trade-offs between security sub-characteristics and selected
other quality characteristics, show how they can be tuned, and propose approaches that
allow to automatically tune the trade-off to meet deployment scenario requirements.
In other words, we explore how tunable approaches can be developed that have a large
area of application by being tunable to deployment scenario requirements. The tunable
approaches we propose for selected data outsourcing problem settings automate the
process shown in Figure 2.3 from step 2 on. Thus, our approaches can be applied
instead of designing and implementing a new system that is tailored to satisfy the
requirements of a given deployment scenario. To apply them for a given deployment
scenario, only the deployment scenario requirements have to be determined based
on the stakeholders requirements and the context of use.
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2.4 Case Study: The bwIDM ldentity Federation

To illustrate the relevance of tunable systems in practice, we show how Facius [KLS*12,
KSNHi3], a tunable approach we developed to integrate services with identity fed-
erations, is applied in practice within the bwIDM identity federation.

In the state of Baden-Wiirttemberg, state-funded academic IT services such as high
performance computing (HPC) clusters, large file storage systems and library services
are consolidated at single universities (see Figure 2.5) [HWC13]. As the services are
funded by the state, they should be accessible by all academic users that are affiliated
with a university of Baden-Wiirttemberg. For instance, a user A that is affiliated with
university X should be able to utilize the HPC cluster of university Y.

If traditional intra-organizational identity management solutions were used, a user
that wants to access an IT service of a foreign university would have to create a local
account at this university. This account is independent from the user’s account at her
home organization, i.e., the university the user is affiliated with. Thus, the user has
to manage an additional set of credentials for the newly created local account and
has to maintain and update identity information such as residential or contact e-mail
addresses once they change. In the worst case, a user that wants to access multiple
services that are hosted by n universities has to manage and maintain n accounts.

In the context of the bwIDM project [KLS*14], an identity federation was estab-
lished that enables users to access the state-funded services based on the users’ home-
organizational accounts without being required to establish local accounts at each
service. The bwIDM federation is based on the Security Assertion Markup Language
(SAML) Standard [HCH"o5] to make use of the existing SAML identity providers.
This kind of IdPs are already operated within the DFN-AAT federation' at a majority
of Baden-Wiirttemberg’s universities to federate access to web-based services such
as the Elsevier? or Springer Link? library services. Integrating the non web-based
services of the bwIDM federation with these IdPs is desirable to avoid having to build
application-specific identity federations from scratch and to leverage existing trust
relationships. The integration of existing non web-based services into the bwIDM
federation was performed based on the tunable Facius approach [KLS*12] that we
developed within the bwIDM project.

Integrating non web-based services with existing web-based federations constitutes
a challenge as trade-offs exists between security characteristics and other charac-
teristics such as service availability and usability. At the user’s end, traditional non
web-based service clients (e.g., SSH clients) send the user’s password directly to the
service provider (e.g., the SSH server) instead of the identity provider. At the ser-
vice provider, many established non web-based services are designed for traditional
inner-organizational identity management solutions like Lightweight Directory Access
Protocol (LDAP) servers and do not support federated authentication and authoriza-
tion. Adapting existing proprietary services to support federations is not feasible
in many scenarios. While we designed the Facius approach to be made transparent

1

https://www.aai.dfn.de/ [last visited on March 2015]
http://www.elsevier.de/ [last visited on March 2015]
3 http://link.springer.com/ [last visited on March 2015]
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to the service by providing a common LDAP interface [KSNH13] to the service, it
is inherently impossible to make service clients send the user password to the IdP
instead of the SP without modifying them. Thus, there exists a trade-off between
usability, i.e., allowing users to use their accustomed service clients, and security,
i.e., not enabling the SP to view user passwords.

In the following, we show on a conceptual level how different deployment scenario
requirements can exist based on the existing trust relationships within a federation
and how security mechanisms to satisfy those requirements influence usability and
availability characteristics. For a more detailed view on trust relationships in feder-
ations and deployment scenario requirements we refer to Section 4.2. For a more
detailed and more technical description of the Facius approach see [KLS*12].
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Figure 2.5: Overview of the bwIDM federation.
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Deployment scenario 1: Service providers are not trusted by the IdPs and the
users to handle user passwords, i.e., the risk of an attacker compromising an SP and
eavesdropping passwords is considered too high. The Facius approach provides two
options to avoid the risk of password interception at the SPs: 1) use an enhanced
service client that sends to password directly to the IdP and relays the IdPs signed
confirmation that the user correctly authenticated to the SP and 2) authenticate the
user locally based on either an SP-specific password that was established during the
registration for the service or a public-key that was deployed during the registration to
enable a challenge response authentication. Both options can decrease usability. Users
can be confused if it is not possible to use their accustomed home-organizational
password to log on. Likewise, downloading a modified service client only to access
one specific service can be considered cumbersome if non-modified clients such as
standard SSH clients are already installed. Notice that in some deployment scenario
such as the Dropbox-like file synchronization solution bwSync&Share a new service
client has to be installed by the user anyway. Thus, in this case, the modified service
client option does not decrease usability. O

Deployment scenario 2: Service providers are trusted by the IdPs and users to han-
dle user passwords. The risk of the compromised SPs that eavesdrop passwords is con-
sidered acceptable. Based on this trust relationship, sending the home-organizational
password to the service is feasible. The service can then validate the password against
the LDAP interface of Facius like it would with a local identity management. The
Facius component behind the LDAP interface then sends the password to the IdP
to validate it and notifies the service of the outcome. Thus, Facius can leverage the
trust relationship in this deployment scenario to increase usability as users are able to
login to services with their familiar credentials and unmodified service clients. [J

Deployment scenario 3: Service providers are not trusted by the IdPs and users
to handle user passwords. Furthermore, authorization decisions have to be strictly
correct and must not be based on outdated authorization tokens, i.e., the freshness
of authorization tokens is paramount when making authorization decisions. For
instance, it must not be possible for a user that recently lost the group membership
“admin” to gain admin rights at an SP. Facius allows to enforce this security requirement
by strictly forcing the retrieval of authorization tokens from the IdP each time an
authorization decision has to be made. Even in case the user authenticated against
the SP using an SP-specific password, the IdP of the user is queried for up-to-date
user attributes. However, retrieving authorization tokens from the IdP each time an
authorization decision has to be made harms the availability of the service. If the IdP
is not available, none of its users can access services as the services are not able to
retrieve up-to-date authorization tokens. O

The use of Facius in the deployment scenarios shows that by tuning security char-
acteristics (e.g., the integrity/freshness guarantees of authorization tokens and the
protection against SPs that eavesdrop passwords) higher levels of usability and avail-
ability can be achieved. Compared to static approaches that cannot be configured
to tune security characteristics, the Facius approach can satisfy the requirements
of a bigger variety of deployment scenarios.
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In the exemplary case of the bwIDM federation, this is an important feature, as some
home organizations only trust selected SPs to handle user passwords. Furthermore,
the SP requirements with regard to the freshness of authorization tokens vary. For
instance, when accessing a HPC service, for each login it has to be guaranteed that
the user still possesses the according rights. This is not a pressing requirement for
other services for which the guarantee suffices that the user possessed the according
rights during the past x hours. The more SPs and IdPs participate in a federation,
the higher the heterogeneity with regard to security requirements will become. This
underlines the importance of approaches with tunable security properties like Facius,
as otherwise the SP/IdP with the highest security requirements would dictate the
necessity to apply security mechanisms and all other SPs/IdPs would have to accept
the negative effects of these security mechanisms on other quality characteristics.

2.5 Building Tunable Approaches

To address the fundamental research question we propose a generic methodology on
how tunable approaches can be developed. We apply this generic methodology to build
tunable approaches that address various domain specific problems in the remainder
of this thesis. To build a tunable approach, the following steps have to be performed.

Step 1 - Identification of trade-offs: Designing tunable approaches only makes
sense if inherent quality characteristic trade-offs have to be made within a problem
setting. Otherwise, an approach that maximizes all quality characteristics can be
designed which can be deployed in all deployment scenarios. In a first step, these
quality characteristic trade-offs have to be identified. We show in Section 2.5.1 which
trade-offs are addressed by the tunable systems that are proposed in this thesis.

Step 2 - Identification and assessment of security mechanisms: To satisfy the
deployment scenario security requirements, security properties have to be enforced by
security mechanisms. These security mechanisms have to be identified and assessed
with regard to the provided level of protection and their impact on other quality
characteristics. Based on the assessment it can be determined how the identified
trade-offs can be made and tuned.

Step 3 - Definition of a deployment scenario requirements language: The deploy-
ment scenario requirements have to be specifiable by domain experts of the approach’s
application domain. These domain experts do not necessarily have expert knowledge
on the security mechanisms that can be used to enforce their deployment scenario
requirements. Thus, a language that abstracts as much as possible from the security
mechanisms is required to express deployment scenario requirements. We show how
this relates to the concept of policy-based management in Section 2.5.2.

Step 4 - Development of a transformation method to match security mecha-
nisms with deployment scenario requirements: Based on the specified deployment
scenario requirements, a tunable approach should be capable of automatically de-
termining and implementing a suitable set of security mechanisms that are suitable
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to enforce the security requirements and optimize other quality characteristics. As
we show in this thesis, in some cases the resulting optimization problem can be
trivially solved by providing a mapping of deployment scenario requirements on se-
curity mechanisms. However, in some problem settings the optimization problem is
complex. We provide fundamentals on solving optimization problems in Section 2.5.3.

In the remaining chapters of this thesis, we show how the methodology can be
applied to develop tunable approaches that address domain specific problems in the
domains of database outsourcing, identity outsourcing and credential outsourcing.
We show which trade-off situations are addressed by our contributed tunable ap-
proaches in Section 2.5.1. In particular, the tunable approaches that we provide in this
thesis show how methods of policy-based management (Section 2.5.2) and operations
research (see Section 2.5.3) can be leveraged within the proposed methodology.

25.1 Examined Trade-Offs

Like the ISO/EIC 25010 standard, we do not claim to address every quality character-
istic in this thesis. In this section we provide an overview of the quality characteristics
that are relevant to understand the contents of this thesis and show which trade-ofts
our proposed tunable approaches address for each problem setting. The problem
settings we address in this thesis are database outsourcing, identity outsourcing and
credential outsourcing. An overview of the trade-offs between security and other
quality characteristics that are addressed in this thesis is shown in Figure 2.6.
Security is defined as the “degree to which a product or system protects informa-
tion and data so that persons or other products or systems have the degree of data
access appropriate to their types and levels of authorization” [ISO11b]. The security
characteristics that we investigate in this thesis include the following:

- Confidentiality: “degree to which a product or system ensures that data are
accessible only to those authorized to have access” [ISO11b].

- Anonymity: degree to which a product or system ensures that data cannot be
mapped to an individual#.

- Integrity: “degree to which a system, product or component prevents unautho-
rized access to, or modification of, computer programs or data” [ISO11b].

We investigate trade-offs between the listed security characteristics and the char-
acteristics of performance efficiency, reliability, usability and compatibility. In the
following we provide the ISO 25010 definition for each characteristic and give an
overview of the trade-offs we identified and addressed in this thesis. For a more
detailed analysis of each identified trade-oft we refer to the section in which the
tunable approach that addresses the trade-off is introduced.

4 The ISO 25010 does not specify an anonymity characteristic. However, we feel that it is an
important security sub-characteristic that is not covered by the other sub-characteristics that
are defined in the ISO 25010 standard. This point of view is also shared by other established
researchers in the community [Ecko6].
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Figure 2.6: Examined quality characteristics in this thesis.

Trade-offs between Performance Efficiency and Security

Performance efficiency is defined as “performance relative to the amount of resources
used under stated conditions” [ISO11b]. Enforcing security properties by mecha-
nisms such as encryption can negatively affect the efficiency of an approach. Sub-
characteristics of performance efficiency according to ISO 25010 include:

- Time behavior: “degree to which the response and processing times and
throughput rates of a product or system, when performing its functions, meet
requirements” [ISO11b].

- Resource utilization: “degree to which the amounts and types of resources
used by a product or system, when performing its functions, meet requirements”
[ISO11b].

- Capacity: “degree to which the maximum limits of a product or system param-
eter meet requirements” [ISO11b].

When outsourcing databases to potentially curious storage providers, the con-
fidentiality of the database records can be enforced by encrypting the records so
that they are indistinguishable from one another. However, as the records cannot
be distinguished anymore, the database can no longer be queried for records that
match specific conditions. As the whole database has to be decrypted before a query
can be evaluated, efficiency overheads for query executions are incurred. To enforce
anonymity, anonymized data can be outsourced. However, executing database queries
on anonymized data that return the same results as they would if they were executed
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on the original data can incur efficiency overheads as we show in this thesis. We
propose the Securus and Dividat approaches that can be tuned to satisfy confidential-
ity and anonymity requirements and optimize efficiency in terms of query latency,
transmission and storage overhead at the same time.

In the case of identity outsourcing, some deployment scenarios require the enforce-
ment of freshness, i.e., the guarantee that a specific identity is not outdated and no
newer version of it exists already. Furthermore, some deployment scenarios require
the enforcement of the confidentiality of identity information against potentially
malicious hosters that store the identities. We show that enforcing confidential-
ity and freshness incurs efficiency overheads and propose the Occasio framework
which can be tuned to enforce both freshness and confidentiality at the expense of
increased resource utilization.

Trade-offs between Reliability and Security

Reliability is defined as the “degree to which a system, product or component performs
specified functions under specified conditions for a specified period of time” [ISO11b].
Enforcing security properties can negatively affect the reliability of an approach.
Sub-characteristics of reliability according to ISO 25010 include:

- Availability: “degree to which a system, product or component is operational
and accessible when required for use” [ISO11b].

- Reliability includes further sub-characteristics such as maturity, fault tolerance,
and recoverability which are not addressed in this thesis.

The confidentiality of outsourced credentials can be enforced by splitting them up
on multiple non-colluding parties. All of those parties have to be compromised to
access the credentials in an unauthorized way. However, also all of the parties have
to be available to retrieve the credentials in an authorized way. Thus, there exists a
trade-off between confidentiality and availability. We propose the Credis framework
to outsource credentials that maximizes the availability of the credentials by tuning
the provided level of confidentiality to the deployment scenario requirements.

In federated identity management, freshness and availability constitute conflict-
ing objectives. To be absolutely certain that the identity information on which an
authorization decision is based is up to date, the identity information has to be at-
tested by the home organization that is the authoritative source of it. However, if
the home organization has to attest the freshness of a user identity each time the
user logs on, every relying service provider is not available if the home organiza-
tion is unavailable. In this thesis, we propose the Occasio approach which allows
to maximize availability by tuning the provided freshness guarantees to the level
that is required in a given deployment scenario. Furthermore, the Facius approach
presented in Section 2.4 can be tuned to either query the users identity from the
home organization each time the user logs on if freshness is required or to rely on
identity data that was cached at a previous login.
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Trade-offs between Usability and Security

Usability is defined as the “degree to which a product or system can be used by specified
users to achieve specified goals with effectiveness, efficiency and satisfaction in a spec-
ified context of use” [ISO11b]. Enforcing security properties can lead to a decreased
level of usability. Sub-characteristics of usability according to ISO 25010 include:

- Efficiency: “resources expended in relation to the accuracy and completeness
with which users achieve goals” [ISO11b]

- Satisfaction: “degree to which user needs are satisfied when a product or system
is used in a specified context of use ” [ISO11b]

- Usability included further sub-characteristics such as learnability, operability
and user interface aesthetics which are not addressed in this thesis.

In the problem setting of federated identity management, enforcing the confiden-
tiality of user credentials against SPs that are not trusted to view user credentials can
negatively affect usability (see Section 2.4). To enforce the confidentiality of creden-
tials, different authentication mechanisms such as challenge response protocols or
SP-specific passwords can be used. Thus, users have to synchronize cryptographic
keys on their end devices or they have to memorize a password for each SP. Further-
more, clients that support authentication against IdPs instead of SPs can be used. If
the users already have clients installed that do not support this form of authentication
they have to install a modified version which constitutes usability overhead. Depend-
ing on the deployment scenario, both options can constitute a significant overhead
for users [HVO12] and considerably decrease the users’ efficiency and satisfaction.
The Facius approach supports multiple authentication methods and can be tuned
to meet deployment scenario requirements with regard to credential confidentiality
to optimize usability by only requiring the user to use modified service clients or
alternative authentication methods if absolutely necessary.

With Occasio we propose an approach that can be used by home organizations to
securely outsource their IdP to highly available, untrusted providers. Thus, home orga-
nizations that do not possess a highly available infrastructure can still offer their users
a highly available access to relying services. However, this problem setting induces a
trade-off between usability and credential confidentiality. The SP has to perform the
authentication as the home organization cannot be assumed to be available and the
party that stores the identities is not trusted to view user credentials. Similarly to the
Facius problem setting (see Section 2.4) usability is negatively affected if the SP is not
trusted to view user credentials as home-organizational credentials can no longer be
used without revealing them to the SP. The Occasio approach supports multiple authen-
tication methods and can be tuned to meet deployment scenario requirements with
regard credential confidentiality to optimize usability by only requiring the user to use
modified service clients or alternative authentication methods if absolutely necessary.
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Trade-offs between Compatibility and Security

Compatibility is defined as the “degree to which a product, system or component can
exchange information with other products, systems or components, and/or perform
its required functions, while sharing the same hardware or software environment”
[ISO11b]. Enforcing security properties can negatively affect the compatibility of an
approach. Sub-characteristics of compatibility according to ISO 25010 include:

- Co-existence: “degree to which a product can perform its required functions
efficiently while sharing a common environment and resources with other
products, without detrimental impact on any other product” [ISO11b]

- Interoperability: “degree to which two or more systems, products or com-
ponents can exchange information and use the information that has been
exchanged” [ISO11b]

We show that based on techniques that are currently supported by prevalent feder-
ated identity management standards, guaranteeing freshness in the problem setting
of Occasio incurs an unbearable efficiency overhead in most deployment scenarios.
Alternative techniques induce substantially less overhead and make the enforcement
of freshness feasible. However, as they are not supported by commonly deployed SP
implementations, modified SP implementations are required. Thus, applying efficient
techniques to enforce freshness is not interoperable with common, unmodified SPs.
Depending on the deployment scenario requirements, Occasio can be tuned to make
use of the alternative techniques if freshness is required or to support unmodified
SPs if freshness is not required.

2.5.2 Fundamentals: Policy-Based Management

The deployment scenario requirements have to be specifiable by the risk manager and
domain experts of the approach’s application domain. The domain experts and the
risk manager do not necessarily have expert knowledge on the security mechanisms
that can be used to enforce their deployment scenario requirements. Thus, a tunable
approach has to allow for a specification of deployment scenario requirements on an
abstract level that assumes as little expert knowledge on the security mechanisms as
possible. The idea of separating requirements from their technical enforcement is the
main idea of the policy-based management paradigm. In the following we provide
an overview of the fundamentals of policy-based management and show how the
tunable approaches we present in the remaining chapters of this thesis relate to it.
Policies enable a distinction between high-level objectives and the satisfaction of
these objectives via low-level system implementations or configurations. This distinc-
tion enables a policy maker to achieve management objectives by specifying policies
without having to address technical details regarding the implementation and config-
uration of low-level technical components [MSg3, Slog4]. In particular, this comes
with the advantage, that policy makers do not have to be experts regarding the low-
level implementation of a system [Damoz]. Likewise, the entity that is responsible for
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operating or implementing the technical components is no longer obligated to address
abstract management objectives but can configure or implement the system to satisfy
deployment scenario specific policies. Applications of the policy-based management
paradigm include access control [OAS13], network management applications [SLXo1],
and the application of service level agreements [BAo7].

For the data outsourcing problem setting, the application of the policy-based man-
agement paradigm is shown in Figure 2.7. From the perspective of the risk manager,
policies are tools to meet objectives, i.e., to mitigate risks with regard to higher level ob-
jectives. Thus, policies can be considered as deployment scenario requirements. From
the perspective of the secure system, policies are the objectives that have to be enforced
by implementing security mechanisms such as encryption. This separation of duties
allows the risk manager to be oblivious to low-level security mechanisms and the out-
sourcing solution to be oblivious to high-level risk management objectives. In case the
translation of policies to secure systems can be automated, complexities are further re-
duced as the risk manager can adapt policies and generate a new outsourcing solution
on-the-fly once the deployment scenario changes without a deep understanding of
the protection guarantees of the security mechanisms that are used to enforce policies.

In the following we summarize different aspects of policy-based management and
highlight how they relate to the data outsourcing problem setting that is addressed
in this thesis.

Policy specification: In a policy-based system, the policies are typically specified at
the so-called policy administration point (PAP) and stored in a policy repository. To
specify policies, a variety of domain specific languages exist that are tailored to the spe-
cific use-case. For instance, there exist a variety of languages to specify firewall policies
and network routing policies [SLXo1] as well as security [DDLSo1] and access policies
[PHBo6]. For specific use-cases these languages have already been standardized. For
instance, the eXtensible Access Control Markup Language (XACML) standardizes
the representation and evaluation of access control policies [OAS13].

To our knowledge no standardized policy languages exist that are tailored to the
secure data outsourcing problem settings that we addressed in this thesis. However, we
make use of policy concepts that are widely used in the academic literature, including
the Structured Query Language (SQL), so-called confidentiality constraints (see
Section 3.5) and anonymity notions (see Section 3.6).

Policy evaluation: When applying policies, it can be distinguished between the pol-
icy decision point (PDP) and the policy enforcement point (PEP). The PDP determines
which policies should be applied and makes a policy decision based on these policies.
The PEP then enforces this policy decision. While the PDP depends on the policy
framework that is used, the PEP depends on the technical foundations of the system.
For instance, a policy decision based on the policy “user A may access server B” is
“grant access for the current user” if the current user is user A. This policy decision can
be enforced by an SSH server that acts as PEP and grants access to user A. In this exam-
ple, a policy decision was made for a specific action, i.e., a user who requests access to a
resource, in specific system configuration, i.e., the access control matrix of the system.
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Figure 2.7: Policy-based management vs. the ISO 270xx IT security management process vs. the
KASTEL method.

In other policy frameworks, the goal is not to generate a policy decision in a specific
system configuration but rather to find a system configuration or design that satisfies
all policies. For instance, service level agreement (SLA) policies each guarantee a
specific throughput to a customer. The challenge is to find a system configuration, i.e.,
a mapping of resources on customers that does not violate any SLA.

The contributions presented in this thesis aim to find a system design or configura-
tion that does not violate the policies, i.e., the deployment scenario requirements.

Policy refinement: Policies can be refined in a cascading way;, i.e., more specific
policies are derived from higher-level policies [MSg3]. This reflects the hierarchical
enterprise management structures where high-level business objectives are broken
down into smaller objectives that are handed to departments. Compared to translat-
ing high-level policies directly into specific technical solutions, a policy refinement
approach is modularized. In practical scenarios, it is not realistic to assume that high-
level business objectives can be directly translated into specific technical solutions
in an automated fashion without human interaction. This human interaction can
take place within each policy refinement step.

With regards to the data outsourcing problem settings we address in this thesis,
the risk manager may be subject to policies that are issued by the management of
the organization and refines these policies to deployment scenario requirements. In
the ISO 270xx process the higher-level policies are the security objectives, in the
KASTEL method the higher-level policies are requirements that are specified by
the stakeholder. Thus, the risk manager aims to satisfy the higher-level policies by
specifying lower-level policies. In this thesis we address the final step of satisfying
the policies via approaches that implement security mechanisms.

Policy conflict detection and resolution: In some cases policies can conflict with
each other. For instance, the policy “user A may access file B” conflicts with “user A
may not access file B”. In some systems simple meta-policies can be used to resolve
policy conflicts. For instance, a deny-overrules meta-policy expresses that the more
restrictive policies are authoritative. However, in more complex settings policy conflict
resolution is harder and potentially requires user supervision.
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The approaches that we present in this thesis enable policy conflict detection and
resolution. If the transformation method to match security mechanisms with deploy-
ment scenario requirements (policies) is as simple as mapping a set of requirements
to a set of security mechanisms, policy conflict detection is simple. If no mapping
exists for the deployment scenario requirements, the requirements are conflicting.
To resolve the conflict, the risk manager has to determine whether another set of de-
ployment scenario requirements would also satisfy the high-level security objectives
or stakeholder requirements.

If the transformation method is more complex and many policies are defined, a
policy conflict exists if no set of security mechanisms can be determined that satisfies
the deployment scenario requirements. In many cases only a small subset of the
specified policies are conflicting. However, from the perspective of the risk manager
resolving the policy conflict is not trivial as it is not clear which policies are actually
conflicting. A trial-and-error approach that alters specific policies to find a non-
conflicting policy set is often not feasible due to the amount of candidate policies.
The approaches we present in this thesis make use of mathematical programming
to isolate conflicting policies and present them to the risk manager.

2.5.3 Fundamentals: Mathematical Optimization

To find a feasible combination of security mechanisms that satisfies given deployment
scenario requirements, brute force approaches that traverse all possible combinations
of security mechanisms are not practicable in most cases. Developing problem-specific
algorithms from scratch to find feasible security mechanism sets is an option. How-
ever, in this thesis we reduce data outsourcing problems on optimization problem
representations that have been well-researched in the operations research community
and use existing optimized solvers to solve them. It's important to distinguish between
the way an optimization problem is modeled and the way the modeled optimization
problem is solved. In particular, the problem of finding security mechanism combi-
nations that satisfy given deployment scenario requirements can be modeled as a
satisfaction problem as well as an optimization problem.

Constraint Satisfaction problems: Constraint Satisfaction problems are about
finding a variable allocation for a fixed set of variables that satisfies specified con-
straints. The problem of finding a set of security mechanisms that satisfies specified
deployment scenario requirements can be mapped on a satisfaction problem. Tech-
niques from the field of boolean satisfiability [Coo71] and the field of satisfiability
modulo theories (SMT) [DMB11] or, more generally, constraint satisfaction [Tsag3]
can be applied to solve the resulting problem. These techniques include backtracking
[Apto3], constraint propagation [Apto3], and local search approaches [Apto3]. In case
the problem is too large to be solved in feasible time by exact algorithms, heuristics
can be used to approximate solutions to the problem. Depending on the heuristic,
the produced solutions are not guaranteed to be optimal or feasible. While in most
cases it is easy to verify that an approximated solution is feasible, it can happen that
a heuristic finds no feasible solution even if one exists.
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Techniques to solve satisfaction problems can be used to find a set of security mech-
anisms that satisfies specified deployment scenario requirements. In many practical
scenarios optimized approaches are required that do not only satisfy the deployment
scenario requirements but also optimize certain quality characteristics such as effi-
ciency. A feasible solution that does not violate any deployment scenario requirement
might not be an optimal one in practice. For instance, encrypting all attributes of a
database before outsourcing it enforces the deployment scenario requirement that
a specific attribute A may not be visible to the storage provider but only encrypting
attribute A would suffice and be more efficient.

Constraint Optimization problems: Mathematical programming [BHM77] al-
lows to specify a set of constraints that determine the feasible solutions and a target
function that rates each feasible solution. The techniques that are used to solve the for-
mulated optimization problems aim to find a feasible solution that either minimizes
or maximizes the target function.

The complexity of solving mathematical programming problems depends on the
properties of the optimization problem. On a high level, it can be distinguished
between convex optimization [BVog] and non-convex optimization [Avro3]. Both the
constraints and the target function of a convex programming problem have to be
convex functions. In case of non-convex programming problems, the constraints
and the target function may be arbitrary functions.

Techniques exist to solve convex programming problems efficiently. For instance,
linear programming problems that require the constraints and the target function to be
linear functions are a subclass of convex programming problems and can be efficiently
solved by interior points methods [BVog] in polynomial time or by the simplex algo-
rithm [NM65]. The simplex algorithm runs in exponential time in the worst case but
has shown to be more efficient for practical problems than the interior points method.

Solving general non-convex programming problems is considered complex and
cannot be achieved in polynomial time in many cases [BVo4]. However, for some
specific kinds of non-convex programming problems, techniques exist that showed
good performance in practice. For instance, solving integer linear programming (ILP)
problems were shown to be NP-hard but can be addressed by combining branch-
and-bound [LD60] or branch-and-cut [PRo1] techniques with efficient techniques
to solve regular linear programming problems. Furthermore, to solve non-linear
programming problems with differentiable constraints and target function, Karush-
Kuhn-Tucker conditions [KT51] can be used to at least identify a subset of solutions
that contains the optimal solution. If no approach exists that can solve a non-convex
programming problem in appropriate time, heuristics with a better runtime that
output close-to-optimal solutions can be used.

For the approaches presented in this thesis, binary decisions are necessary. For
instance, a partial solution either contains the assertion “attribute A needs to be
encrypted before being outsourced” or not. Unfortunately, this implies that the set
of feasible solutions is not convex. The approaches presented in this thesis, make
use of Integer Linear Programming [GN72] as they require binary decisions as well as
integer variables/constraints and aim to optimize performance via a target function.
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We abstract from concrete solving techniques by using generic ILP-solvers to solve
the ILP problems that are formulated by our approaches.

2.6 Summary

We showed that in many problem settings trade-offs between quality characteristics
have to be made. This is especially true for security characteristics. If a problem
setting includes inherent trade-offs between quality characteristics, it is impossible
to develop static approaches that satisfy all possible scenario requirements at once.
We introduced the concept of tunability which allows to tune quality properties of
an approach without having to re-design and re-implement the approach. Tunable
approaches can tune trade-offs to match the requirements of the deployment scenario
in which they should be applied. Thus, compared to static approaches they can be
deployed in a multitude of scenarios even if the requirements of two such scenarios
are conflicting. We illustrated this on the example of Facius, a tunable approach to
integrate non web-based services with identity federations that is used in production
within the bwIDM federation. Furthermore, we provided a methodology on how
to develop tunable approaches and showed how findings of different research fields
including policy-based management and operations research can be beneficially
applied in the methodology. In the remaining chapters we show how the introduced
methodology can be applied to build tunable approaches that address acknowledged
problems in the domains of database, identity and credential outsourcing.
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Database Outsourcing

The paradigm of outsourcing databases to external parties and evaluating database
queries on the contained outsourced database records is subsumed under the term
of Database-as-a-Service (Daa$). Outsourcing databases to cloud storage providers
(CSPs) yields many benefits with regard to availability, scalability, and maintainability
of the database as well as cost benefits (cf. Section 1.1). However, when data is
outsourced to a CSP, data confidentiality and data integrity are at risk. For instance, a
compromised CSP may try to sell the outsourced data to a competitor or manipulate
the outsourced data to harm the business of the party that relies on the outsourced
data. Possible attackers include both insiders such as malicious admins who work
for the CSP and external attackers that compromise the infrastructure of the cloud
provider. Note that the topic of database outsourcing is not limited to the cloud
computing setting. Even inside of an organization databases can be “outsourced” in
the sense that the database is operated by employees who do not have the security
clearance to access the stored data [Sdai4].

We apply the proposed methodology to build tunable approaches that address the
DaaS$ problem setting in this chapter. We provide a detailed overview of the secure
Daa$ problem setting and define the scope of this thesis in Section 3.1. In Section 3.2,
we specify the major research questions that arise and summarize previous work that
relates to these research questions in Section 3.3. Following our proposed method-
ology, we first provide a comprehensive study of existing security mechanisms that
preserve data confidentiality in Section 3.4 and assess them with regard to the level of
protection they offer as well as with regard to the query functionality that they support.
Which specific approaches should be applied in a deployment scenario depends on
the scenario requirements with regard to confidentiality, the assumed attacker, and
the queries that will be executed on the data. In Section 3.5, we propose the Securus
framework which constitutes a tunable approach that allows to specify deployment
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scenario requirements in a domain specific language, automatically determines an
optimized set of security mechanisms, and implements them in a software adapter.
Besides the surveyed security mechanisms that enforce data confidentiality, security
mechanisms that enforce data anonymity exist. We propose the Dividat approach
that can be used to assess and optimize the efficiency of database anonymization tech-
niques in Section 3.6. In Section 3.7 we discuss the differences between anonymized
and confidential database outsourcing, highlight their individual benefits, and show
how synergies can be leveraged. We summarize our contributions to the domain of
database outsourcing and draw conclusions in Section 3.8.

Parts of the contributions presented in this chapter have been previously published
in [KJ14, KJH14, KH14, KJH15, JKH12].

3.1 The Secure Database-as-a-Service Problem Setting

Securely outsourcing databases to external providers constitutes a complex problem
setting that can manifest itself differently in particular depending on a) the relevant se-
curity characteristics which define “security” in a particular scenario, b) the assumed
attackers, and c) which parties in the problem setting can be trusted. In the following,
we provide an overview on the possible manifestations of the DaaS problem setting
and clarify the scope of this thesis. We present the range of enforceable security char-
acteristics (see Section 3.1.1), the range of attackers who can be assumed (see Section
3.1.2), and the possible trust anchors (see Section 3.1.3). Furthermore, we provide an
exemplary deployment scenario that matches the scope of this thesis in Section 3.1.4.

3.1.1 Security Characteristics

Security in the Daa$ problem setting can be subdivided into multiple security char-
acteristics that can be required to be enforced. We list the most common security
characteristics in the following.

Data confidentiality: The confidentiality of outsourced data is achieved if only
authorized subjects can read the data’s content. It can be distinguished between
enforcing data confidentiality in a single-user setting in which only the data owner
outsources and queries the database and multi-user settings in which multiple parties
with different access rights to specific records outsource and query data [DdVF*os].

Anonymity of individuals: Anonymity is achieved if information contained in
the outsourced data cannot be linked to individual persons by unauthorized sub-
jects [FWCY1o]. This objective can be achieved by applying approaches that enforce
data confidentiality. However, approaches that enforce anonymity do not necessar-
ily enforce confidentiality. Anonymization approaches can have advantages over
confidentiality enforcement approaches with regard to efficiency.

Data integrity: The integrity of outsourced data is achieved if the outsourced
database and query results cannot be manipulated by an unauthorized subject un-
noticed. In particular, it can be a requirement to enforce that no database records
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can be manipulated, deleted, or inserted by unauthorized subjects without being no-
ticed. Furthermore, it can be required that the results of database queries are correct,
complete, and up-to-date [MNTo6, XWYMoy, WY14, WYXi13].

Data availability: In many scenarios it is important that the outsourced data
is indeed available and can be queried. This might not be the case if data was
intentional deleted by an attacker or was never stored by the CSP to save costs
[BJOo9, JKo7, SWo8].

Scope of this thesis: We focus on enforcing the confidentiality and anonymity of in-
dividual records that are contained in outsourced relational data, i.e., data that contains
records that consist of a fixed set of attribute values. We assume a single-user setting
in which just one party outsources and queries the database. The other mentioned se-
curity characteristics are orthogonal to enforcing confidentiality and can be enforced
by approaches that can be applied additionally to those presented in this chapter.

3.1.2 Attacker Models

In the DaaS$ problem setting it can be distinguished between honest-but-curious and
malicious attackers. Furthermore, attackers can be assumed to be non-colluding.

Honest-but-curious attackers behave according to protocol and do not manipulate
data or query results in any way but strive to gain confidential information from
what they can observe. Examples for honest-but-curious attackers include CSPs that
aim to extract data and either use it to achieve their own goals or sell it to third
parties without the data owner noticing. CSPs that attack their users tend to be
honest-but-curious attackers to prevent the user from noticing the attack by protocol
violations or manipulated data. Once the data owner notices protocol violations
or manipulated data, she will stop using the CSP service which conflicts with the
primary business goals of most CSPs.

Malicious attackers do not behave according to protocol and can manipulate data
and query results as well as pretend to store data when in fact they are not. They can
do this to undermine security characteristics such as integrity and availability but also
as an intermediary step to breach confidentiality. Examples for malicious attackers
are external attackers that aim to harm the data owner. For instance, data can be
manipulated so that all results that are derived from the data have to be considered
tainted. In particular, if the data is used for research the credibility of the researchers
that own and rely on the data can be undermined.

Non-colluding attackers: In some settings data is not outsourced to a single but to
multiple CSPs. In the non-colluding attacker model it is assumed that a single attacker
cannot compromise more than one CSP and does not collude with other attackers.

Scope of this thesis: In this chapter we assume that CSPs are honest-but-curious
attackers and investigate how the data confidentiality of outsourced databases can
be enforced even if CSPs are assumed to be compromised. In case multiple CSPs
are used to outsource data we assume non-colluding attackers as the black bar in
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Figure 3.1: The Database-as-a-Service problem setting: Scope of this thesis.

Figure 3.1 indicates. We provide a more fine-grained attacker categorization of honest-
but-curious attackers in Section 3.4 in order to assess and compare the protection
guarantees of existing security mechanisms.

3.1.3 Trust Anchors

In this thesis, we use the term “trust” in a black and white fashion [VCDCa1], i.e., an
agent within a system is either trusted to perform specific actions or she is not. A
trust anchor that enforces access control is necessary to enforce data security. For
instance, access control can be enforced by a party that applies encryption. In this
case, the party is trusted to correctly apply encryption. The trust anchor can either
be established at the CSP (trusted cloud) or at the client application that outsources
the data to the CSP (trusted client).

Trusted cloud approaches aim to achieve data security by establishing a secure
environment at the CSP to store and query the data. This can be achieved by relying
on trusted components such as secure co-processors [MTos] and trusted platform
modules that have to be installed at the CSP [BS11]. Trusted cloud approaches are
suited if the data has to be protected against third party attackers that compromised
the CSP. If the outsourced data has to be protected against insiders with access to
hard- and software, the protection offered by these approaches is significantly reduced.
Furthermore, trusted cloud approaches require the CSP to install additional hardware
features such as secure co-processors.

Trusted client approaches assume that the CSP cannot be trusted in providing a
secure environment and pin the trust anchor at the client that outsources and accesses
the data. For instance, data can be encrypted before being outsourced and decrypted
upon retrieval by a trusted component that is executed by the client and acts as a
mediator between the application that outsources data and the CSP.
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Scope of this thesis: In this chapter we focus on a trusted client architecture that
is shown in Figure 3.1. A user outsources data to one or more CSPs. While the
application may access the data, the CSPs are considered compromised. Thus, data
has to be protected before being outsourced to enforce data security. To achieve that,
the application makes use of a mediator that applies security mechanisms such as
encryption before outsourcing data and that also governs the execution of queries
on the protected, outsourced data.

3.1.4 Exemplary Database Outsourcing Use-Case

As an example for secure database outsourcing consider the use-case of storing elec-
tronic health records [TBF14]. The records of hospital patients contain highly sensitive
data. Storing those records in in-house databases requires in-house database experts.
Especially for small hospitals this often constitutes a challenging requirement. To
address this challenge, electronic health records can be outsourced to external CSPs.
However, in many cases it is not clear whether outsourcing the data undermines con-
fidentiality. For instance, this can be the case if the CSP is not sufficiently protected
against third party attackers or employees of the external CSP are honest-but-curious
attackers. Note that the security problems that arise with insider threats also ex-
ist for in-house health record databases [Sdai4]. The contributions presented in
this chapter are not limited to the outsourcing scenario, but can provide protection
against insider attacks as well.

An attacker that compromised the cloud provider can monitor queries. The attacker
is interested in eavesdropping patient data over extended time periods and remaining
undetected. For instance, the goal of the attacker can be to sell the eavesdropped
patient data or to use it to perform social engineering attacks. As manipulations
on the data increase the risk of being detected, the attacker can be assumed not to
manipulate any data. Data confidentiality and the anonymity of patients have to be
enforced against such an attacker. This can be done by providing secret keys to the
stakeholders who are allowed to access the electronic health records database and let
them access the encrypted database via a mediator as shown in Figure 3.1.

Consider the exemplary database shown in Table 3.1. To protect the privacy of
the patients it is important to enforce the anonymity of patients in the sense that
it must not be possible to map illnesses to patients. Other attribute values such as
the social security numbers or x-ray pictures may be considered confidential on
their own and have to be protected.

‘ internal id ‘ name ‘ social sec. number ‘ X-ray pic. ‘ illness ‘ room number ‘ ‘
1 Adam 12345 m] Headache 102
2 Bob 25123 ] Flu 212
3 Carol 35613 m] Cancer 112

Table 3.1: Examplary database: electronic health records.

39



3  DATABASE OUTSOURCING

40

Most importantly, notice that some information does not have to be protected.
For instance, the internal id of a patient has no meaning outside of the database.
Furthermore, the room numbers of the hospital may not be considered confidential.
The mapping of room numbers to patients on the other hand can be considered
confidential. As we show in the remainder of this chapter, approaches that can be
tuned to satisfy specific deployment scenario requirements can improve the efficiency
of evaluating queries on the database by leveraging the fact that some outsourced
data does not require protection.

3.2 Specific Research Questions

In the Daa$S domain, the security characteristics confidentiality and anonymity overlap
in the sense that it is possible to achieve anonymity by providing confidentiality'.
However, the approaches that were proposed to enforce confidentiality and anonymity
differ significantly. Confidentiality enforcing security mechanisms aim to hide as
much information as possible from attackers. Anonymization approaches aim to hide
the relationship between individuals and sensitive information while at the same time
exposing as much information as possible that is not related to individuals.

In the following, we distinguish between confidential Database-as-a-Service and
anonymized Database-as-a-Service. While the confidentiality preserving Daa$ ap-
proaches can be used to achieve anonymity by enforcing confidentiality, the anon-
ymized DaaS$ approaches aim to achieve anonymity via traditional anonymization
techniques that aim to expose as much information as possible without violating
the anonymity requirements. Confidential and anonymized Daa$S approaches have
advantages and disadvantages over the other. Anonymized data constitutes noisy
plaintext data based on which a CSP can evaluate complex queries. The anonymized
data is noisy in the sense that some information is removed from it to preserve
the anonymity of individuals. Confidential DaaS$ security mechanisms apply cryp-
tographic methods and outsource ciphertext values instead of plaintext values in
most cases. Based on these ciphertext values it is possible to evaluate simple query
conditions more efficiently than on noisy plaintext data. In both problem settings
an inherent trade-oft exists between confidentiality/anonymity and efficiency with
regard to query latency, transmission, and storage overhead.

We introduce the research questions that we address for the confidential Database-
as-a-Service setting in Section 3.2.1 and for the anonymized Database-as-a-Service
setting in Section 3.2.2.

3.2.1 Confidential Database-as-a-Service

Various security mechanisms exist that can be used to protect the confidentiality of
outsourced data and still allow to execute query workloads efficiently, i.e., query the
data in an efficient way. However, these security mechanisms differ with regard to

! This is true from a technical perspective. From a legal perspective, whether mechanisms such as

encryption are sufficient to achieve anonymity is a controversial subject.
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the queries they support, their ability to provide protection against different attacker
capabilities, and their efficiency. Thus, a single security mechanism usually does
not support the efficient execution of queries that are required to be executed in
a given scenario (query requirements). Multiple security mechanisms have to be
combined to satisfy the requirements of most deployment scenarios. Furthermore,
usually not every part of the data is considered confidential and requires the same
level of protection (confidentiality requirements). Efficiency can be optimized by
applying only the security mechanisms that are necessary to protect confidential
parts of the data. Choosing an appropriate combination of security mechanisms
that satisfies the confidentiality requirements and optimizes efficiency is hard. This
leads to the following questions that need to be answered to develop an approach
for a specific deployment scenario:

- Which combination of security mechanisms satisfies the confidentiality require-
ments of the deployment scenario?

- Which suitable combination of security mechanisms is optimal in terms of
efficiency?

To build a tunable approach that does not have to be re-designed and re-implemented
by a cryptography expert for different sets of confidentiality and query requirements,
it is necessary to develop an automated transformation method that transforms
requirements with regard to efficiency and confidentiality to a suitable and efficiency-
optimized set of security mechanisms. The key challenge for such a transformation
method is to optimize the workload efficiency without violating the confidentiality
requirements. This leads to the following research question that is addressed in this
chapter with regard to confidential DaaS:

How can an efficiency-optimized database outsourcing solution that satisfies
confidentiality requirements be derived for a given query workload?

3.2.2 Anonymized Database-as-a-Service

Existing anonymization approaches apply noise to the data but otherwise leave the
data in plaintext. Outsourcing the noisy data on its own is no option in most DaaS
settings due to the fact that most applications are not designed for noisy query results
and require exact query results. Inexact query results can be avoided by outsourcing
securely encrypted records and only anonymizing index tables that can be used by
CSPs to participate in query evaluation. The CSP can evaluate queries on the noisy
records of the index table and return the encrypted records that are linked to the
matching noisy index table records to the mediator. The original records that do not
contain noise can be restored at the mediator by decrypting the encrypted records of
the result. The noisy index tables can lead to the transmission of encrypted records to
the mediator that actually do not match the query. After decryption, these records
can be filtered out by the mediator by checking if they match the query conditions.
Compared to plaintext index tables, anonymized index tables reduce efficiency as
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records are unnecessarily transmitted. Thus, there exists a trade-off between efficiency
and noise that is applied for anonymization.

For a given set of data records, existing anonymization techniques can produce
different anonymized index tables that all satisfy the same set of anonymity require-
ments but differ with regard to their efficiency. An approach that allows to tune the
trade-off between anonymity and efficiency has to determine an efficiency-optimal
anonymized index table that satisfies the given anonymity requirements. To optimize
the efficiency of anonymized indexes, the efficiency impact of approaches that are
used to build anonymized indexes and their parameterization has to be understood
and modeled. This leads to the following research question that is addressed in this
chapter regarding anonymized DaaS:

How can efficiency models for anonymized database indexes be built?

3.3 Related Work

Confidential Database-as-a-Service

To enable confidential database outsourcing, frameworks exist that integrate the
confidentiality preserving indexing approaches which we survey in Section 3.4. We
propose Securus which constitutes such a framework in Section 3.5. In the following
we provide an overview of comparable frameworks, highlight the differences and
show which frameworks are suited for which deployment scenario.

Onion-encryption approaches: Popa et al. proposed the CryptDB framework
[PRZB11, PZB11] which encrypts the entire database and makes use of so-called
onion-encryption to loosen the confidentiality guarantees adaptively once queries
are executed. In simple terms, onion-encryption works as follows. To enable the
evaluation of range queries, each attribute value is encrypted by an order-preserving
encryption scheme (first encryption onion). The resulting order-preserving cipher-
texts are encrypted with a probabilistic encryption scheme (second encryption onion).
The resulting indistinguishable ciphertexts cannot be used by an attacker to learn
anything about the data’s content and can be outsourced to the CSP. Once a query
that contains a range condition on an attribute has to be executed, the CSP notifies
the mediator that it is not able to evaluate the query based on the ciphertexts of the
probabilistic encryption scheme. The mediator then sends the decryption key for the
second encryption onion to CSP. The CSP can use the key to decrypt the probabilistic
ciphertexts and get access to the contained order-preserving ciphertexts. Thus, the
CSP learns the order of the attribute values and is able to evaluate the range query.

As long as no queries are executed, the CSP only has access to indistinguishable
ciphertexts of probabilistic encryption schemes. Once queries are executed, the confi-
dentiality guarantees are considerably weakened as encryption onions that prevent an
efficient query execution are decrypted. In this regard, onion-encryption can be seen
as opportunistic encryption and confidentiality is not strictly enforced. For instance,
to execute the TPC-H benchmark [Trai4] 32.80% of the outsourced attributes have
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to be decrypted to order-preserving ciphertexts [GHH*14]. In the worst case, the
executed queries result in the entire database to be decrypted to plaintext. Thus,
unlike Securus, onion-encryption approaches like CryptDB are not suited to enforce
strict confidentiality requirements.

Kerschbaum et al. [KHK*13] addressed this problem by adding a policy layer to
onion-encryption that allows the mediator to check whether onions can be decrypted
without violation of the specified confidentiality requirements. For instance, a user
can specify that the onions of an attribute a must not be decrypted further than
order-preserving ciphertexts. To satisfy this requirement, the mediator will never
release the encryption keys for the order-preserving ciphertexts of attribute a. If an
onion that has to be decrypted to evaluate a query condition must not be decrypted,
the condition cannot be evaluated by the CSP and false-positive records that do not
match the query have to be transmitted the mediator. The mediator then decrypts
the values and evaluates the remaining query condition. In Section 3.5.6 we show
that the efficiency overhead for transmitting false-positive records can be substantial
and depends on the outsourced data’s structure.

Compared to Kerschbaum et al. and Popa et al’s approaches, the efficiency of
outsourcing solutions based on Securus is higher due to the fact that 1) Securus only
protects what is necessary and 2) Securus requires that queries are specified up front
and can leverage this information to optimize efficiency.

1) Compared to Kerschbaum et al. and Popa et al’s approaches, Securus only ap-
plies CPIs if it is necessary to satisfy the specified confidentiality requirements. Even
encryption schemes that are considered efficient by CryptDB induce a certain over-
head compared to outsourcing plaintext data>. Securus avoids to protect attributes
unnecessarily.

2) Securus leverages that future queries are specified up front to optimize the set of
CPIs that have to be applied for efficiency. For instance, consider a scenario in which
either attribute a or attribute b must not be revealable by the CSP. Furthermore, a
single query with a condition on attribute a is evaluated before a large set of queries
with conditions on attribute b. Onion encryption approaches would decrypt attribute
a as it is queried first. Securus avoids that attribute a is decrypted for maximum
efficiency and favors decrypting attribute b instead. Furthermore, Securus avoids
unexpected efficiency overheads induced by transmitting false-positive records as it
is checked beforehand whether the specified queries can be evaluated at the CSPs.

As we show in Section 3.5.6 Securus can achieve more efficient solutions than
adaptive onion-encryption approaches. However, Securus requires the user to a-priori
specify the future query workload. In future work Securus can be combined with
onion-encryption to also support further queries beyond those that were specified
in the policy profile and for which the mediator is optimized. Thus, queries that
were not known to be relevant at the time the policy profile was specified can be
executed in a best-effort way.

2 This is especially true for insert and update operations, as each onion has to be updated even if

the encryption onion is not required by any future query.
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Fragmentation-based approaches: The concept of splitting up the attribute val-
ues of a record and storing each attribute in a separate data table [ABG*o05] can be
used to protect attribute value combinations rather than the attribute values them-
selves. Achenbach et al. proposed the Mimosecco framework [AGH11] which applies
fragmentation to protect an entire database. Their approach protects every possible
attribute value combination. The values of each attribute are stored in a separate
table in plaintext along with encrypted record IDs of the records that they are part
of. As the record IDs are encrypted, the CSP is not able to link the attribute values.
To evaluate a query, the CSP can evaluate each query condition separately on the
table that contains the attribute that is required to evaluate the condition and return
the encrypted record IDs of the matching values to the mediator. The mediator de-
crypts the record IDs, intersects the results of different conditions and retrieves the
according encrypted records from the CSP.

Huber et al. proposed the Cumulus4j [HGSB13] framework which also applies frag-
mentation to protect an entire database. If attribute values of a single attribute value
have to be protected, the attribute is not indexed and therefore not outsourced in
plaintext. Besides providing a framework, they formalized a security notion that
Cumulus4j can achieve.

The problem that Mimosecco and Cumulus4j share is that a lot of encrypted record
IDs are transmitted unnecessarily which substantially affects query execution effi-
ciency. For instance, given that 50% of the outsourced records map to a male person,
50% of all encrypted IDs have to be transmitted to the mediator to evaluate the con-
ditions name=john and gender=m even if only one record would satisfy both
conditions at once. Thus, many of the transmitted record IDs constitute false-positives,
i.e., they map to records that do not match all of the query conditions.

Vimercati et al. [DCdVFJ*14, For11, DFJ*13b] address this problem by using frag-
mentation only to protect the attribute combinations that are specified as confidential
by the user. Thus, attributes can occur together in plaintext in one table and the
number of transmitted records can be minimized. Based on a user-specified query
workload their approach is capable of finding a fragmentation strategy that satisfies the
confidentiality requirements and minimize the number of transmitted false-positive
records. However, we show in Section 3.5.6 that the efficiency overhead for trans-
mitting false-positive records can still be substantial.

Compared to the introduced fragmentation approaches, Securus makes use of
fragmentation but enforces that each query is evaluated based on a single fragment to
avoid the transmission of false-positives. Furthermore, Securus applies CPIs to avoid
the need for data fragmentation. This also allows Securus to protect single attributes
while still being able to evaluate query conditions on it.

Recommendations: Each approach has advantages over the others in some re-
spects. Which approach is suited best for a given deployment scenario depends
on whether confidentiality has to be guaranteed as well as whether precise require-
ments are known with regard to data confidentiality and queries that will be executed
in the future. Our recommendations on which approach to use are summarized
in the following:
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- Unknown query and confidentiality requirements, opportunistic encryption
sufficient: use CryptDB [PRZB11, PZB11].

- Unknown query and confidentiality requirements, guaranteed security proper-
ties required: use Mimosecco/Cumulus4j [AGH11, HGSB13].

- Unknown query and known confidentiality requirements, guaranteed security
properties required: use Kerschbaum et al’s approach [KHK*13] or combine it
with Securus for improved efficiency of queries that are known when the policy
profile is specified.

- Known query and confidentiality requirements, guaranteed security properties
required: use Securus [JKH12, KJ14, KJH14] to leverage the knowledge and
improve efficiency as much as possible.

The main reason why Securus is better suited than other approaches when query
and confidentiality requirements are known is increased efficiency. We provide a fine
grained comparison between the approaches’ efficiency in Section 3.5.6.

Other related frameworks: Approaches were proposed that allow to evaluate
MapReduce and PigLatin queries on encrypted data [TLMMa13, JSSSE14, SSSE14].
They address the execution of analytical data-processing query workloads. In com-
parison, the Securus approach we present in this chapter focusses transactional
data-processing based on relational databases. Furthermore, they aim to encrypt ev-
erything instead of selectively applying security mechanisms to satisfy the deployment
scenario requirements. This results in efficiency overheads that could be avoided.
In this sense, the approaches cannot be considered tunable. Furthermore, query
conditions that cannot be evaluated based on the outsourced ciphertexts are evaluated
by the mediator which can result in unexpected efficiency overheads.

To our knowledge, unlike Securus, other related approaches do not allow to specify
the attackers’ capabilities. Thus, the weakest security mechanisms they apply limit
the applicability against specific attackers and only “weak” attackers can be addressed.
The Securus approach allows to specify attacker capabilities. Thus, it is possible to
make selective use of weak security mechanisms to increase efficiency if they can
be considered sufficient to protect against the assumed attacker. Securus can be
tuned to provide protection against stronger attackers by specifying stronger attacker
capabilities. In this case, Securus only makes use of stronger security mechanisms.

Anonymized Database-as-a-Service

Anonymity notions: A variety of notions exist that capture the anonymity level of
the individuals that are contained in a set of data records [FWCY1o0]. The anonymity
notions that are relevant to understand the content of this thesis distinguish between
sensitive attributes and attributes that can be used to re-identify an individual in
the data. The set of attributes that can be used to map an individual to its data
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record is called quasi identifier (QID)3. Ideally, an attacker should not be able to map
sensitive attribute values to an individual. By definition, the QID can be used to
map individuals on their data records. To prevent the mapping between individuals
and sensitive attribute values, it must not be possible to map an allocation of the
QID to a specific sensitive attribute value.

The k-anonymity [Sweo2b] notion demands that each QID allocation occurs at
least k times in a set of records. Thus, it is not possible to determine which of the k
records maps to the record of an individual i. However, if all k records map to the
same sensitive value, an attacker that is interested in the sensitive attribute value of the
individual i does not need to find the precise record that maps to i, as all candidates
map to the same value. Thus, the attacker is able to reveal sensitive information on i
regardless of whether the outsourced records satisfy k-anonymity.

To remedy this shortcoming of k-anonymity, the notion of ¢-diversity [MKGVo7]
was proposed. Intuitively, a set of records is considered ¢-diverse if each QID allocation
maps to at least € distinct, well-represented sensitive values. As it is guaranteed that
each QID allocation maps to at least € distinct sensitive values, the introduced attack
against k-anonymity no longer works.

Sophisticated attacks against £-diversity still exist which led to proposals of stricter
anonymity notions. Among them are t-closeness [LLVoy], m-invariance [XToy] and
differential privacy [Dwoo6]. It has been shown that satisfying stricter anonymity
notions becomes increasingly complex and costly. As we exemplarily apply our
contribution Dividat on approaches that achieve ¢-diversity, we do not present all
anonymity notions in this thesis. However, Dividat is not limited to approaches
that meet ¢-diversity requirements but can also be applied to approaches that satisfy
other anonymity notions.

Anonymization techniques: Various techniques exist to satisfy specific notions
of anonymity. To give an impression of the range of anonymization techniques we
provide an overview of the anonymization technique categories.

Generalization [LDRos, FWYo7] enforces anonymity by censoring the values of
the QID attributes in such a way that each QID value combination occurs more
often and it is thus harder to map an individual to a record. For instance, numerical
attribute values can be generalized by suppressing certain number of digits so that
“12345” and “12389” both become “123**”. For categorical attributes, a taxonomy can
be used to generalize attribute values. For instance, “Painter” and “Musician” can
both be generalized to “Artist”

Anatomization [XTo6] enforces anonymity by hiding the relationship between QID
attributes and sensitive attributes. This can be achieved by splitting up the QID

3 A QID is formally defined as follows [Sweo2b]: Given a population of entities U that are contained
in the data and the set of total entities U’, an entity-specific table T(A,,...,A,), fc: U—>T
and fy : T — U’, where U ¢ U’. A quasi-identifier of T', written QID, is a set of attributes
Aj, s AjS{A,, ..., A, } where: 3p; € U such that f,(f.(p;)[QID]) = p;. “Intuitively, f. maps
an entity p; on its according record in table T. QID is a quasi-identifier if there exists a mapping
f¢ that can map the record f.(p;) back to the original entity p; based on the attributes contained
in QID” [KHi4]
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and the sensitive attributes on multiple tables [DFJ*13a]. Thus, an attacker may be
able to map an individual on its QID allocation in the QID table but is unable to
map a sensitive value to it.

Suppression [WFYo7, LDRo6] enforces anonymity by not outsourcing certain at-
tributes at all. In the extreme case, no QID attributes are outsourced. Thus, the
attacker is not able to map an individual to its database record and, therefore, its
sensitive attribute values.

Perturbation deliberately adds noise to attribute values that are contained in the table.
For instance, this can be achieved by swapping attribute values of different records
[Rei84] or by outsourcing generated data that has the same statistical characteristics
as the original data [AYo08]. Using perturbation in DaaS$ scenarios is problematic as
the results of a query cannot be assumed to be complete. For instance, if attribute
values are swapped between records, a query selecting all records that contain the
swapped attribute value returns a record that does not fit the query (false-positive)
and does not return the record that actually fits the query (false-negative). Whereas
false-positives can be filtered out by the mediator, it is not possible to recognize
false-negatives records that were not transmitted to the mediator.

Counterfeit Records [XTo7] can be inserted into a data table so that the required
anonymity notion is satisfied. This method can add a lot of artificial information to
the original data which makes it undesirable for data-publishing. However, in DaaS
scenarios, the anonymized table can be extended by encrypted statements whether
a record is counterfeit or not. Thus, it is possible for the mediator to determine
counterfeit records from real ones while the CSP cannot distinguish them.

Anonymization techniques for continuously updated data: Traditional anonymization
techniques focus on anonymizing a set of data that is not modified in the future. In
most deployment scenarios, the outsourced data records are modified. However,
applying updates to already published anonymized data can undermine the achieved
anonymity notion. More recent approaches address this problem and investigate
how anonymized data can be updated without undermining specific anonymity no-
tions. In particular, approaches were proposed to achieve the notions of m-invariance
[HBN11][XTo7] and k-anonymity [FWFPo8][ZHP*o9][PXW*07] in presence of up-
dates on the data. The approaches apply the strategy to suppress updates until a
large enough number of updates can be performed in one batch. Each batch of
updates can be anonymized, so that the anonymity of the unmodified records and
the updated records is not harmed.

Anonymized database-as-a-service approaches: In most DaaS deployment scenarios,
databases are frequently updated and it is required that executed queries return correct
and up-to-date results. Anonymization techniques for continuously updated data
aggregate updates until they can be applied to the outsourced data without harming
anonymity. Thus, it is not guaranteed that each update is reflected in the outsourced
data right away and query results may be incomplete, i.e., records that would actually
match a query are not returned as an already issued update was not yet applied to the
outsourced data. To achieve the completeness of query results, several approaches
were proposed for the DaaS setting.
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Nergiz et al. [NCM13, NC11] leverage findings from the continuous data publishing
community to enable ¢-diversified database outsourcing. They divide the outsourced
records into groups of at least £ records and assign a group ID to each group. Then they
anatomize the data by storing the QID attributes and the sensitive attributes along with
the assigned group IDs in two separate tables at the CSP. By doing that, the binding
between the QID part of the records within a group and their sensitive attribute
values are lost. Each QID allocation maps to € sensitive attributes and the ¢-diversity
requirements are met. Newly inserted records or updates on existing records are stored
in separate fully encrypted tables until they can be committed to the anatomized data
without violating the ¢-diversity notion. These tables are downloaded and decrypted
by the mediator for each query so that query result completeness can be guaranteed.

Vimercati et al. [DFJ*13a, DCdVFLS11] propose a similar approach that also builds
on anatomization and supports attributes that are both sensitive and contained in the
QID. They show that the anonymity notions that can be achieved by their approaches
are comparable to €-diversity.

The Dividat framework we present in Section 3.6 is not a new anonymization
technique for anonymized database outsourcing but a framework to develop models
to measure and optimize the efficiency of existing anonymized indexing approaches.
Dividat can be applied on existing database anonymization approaches. In Section
3.6.2 we explain the approaches we exemplarily apply Dividat on in more detail. To
our knowledge, we are the first to propose a framework to capture and optimize the
efficiency overheads that are incurred by anonymized indexes in Daa$S scenarios.

Measurement of the utility of an anonymized database: In the privacy-preserving
data publishing community the overhead that is induced by anonymization ap-
proaches was measured based on general purpose information metrics [Iyeo2, Samoz,
Sweoz2a, Sweoz2b]. For instance, the quotient of the number of different attribute
values before and after applying generalization makes an assertion on the informa-
tion loss with regard to data granularity. These general purpose information metrics
only covered the information loss that is incurred by anonymization techniques
such as generalization without making assertions on the impact on the actual use-
case for which the data was published. Other approaches measured the overhead of
anonymizing data by checking the quality of classifiers that were built based on the data
[FWYoy, LDRo6, Iyeo2]. In the privacy-preserving data publishing problem setting,
building classifiers is a common use-case which makes classifier quality a meaningful
metric. In the database outsourcing problem setting the objective is to evaluate queries
as efficiently as possible. Dividat can be used to determine efficiency models that assess
different anonymized index tables with regard to meaningful database outsourcing
metrics such as the induced query latency, transmission, and storage overhead.

Database index optimization: Similarly to Dividat, efficiency modeling method-
ologies were proposed for the physical design and query tuning of non-anonymized
databases. Physical design tuning [CNo7, ACNo6, BCos] has the objective of finding
a set of indexes that minimizes the execution costs of a query workload W while
not violating a storage budget B. Query tuning [CCG*99, CNg7] aims to find the
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most efficient method to evaluate a query on a database. This includes choosing
an appropriate index.

Physical design and query tuning approaches are based on the assumption that the
query can be fully executed within the database management system and the result of
the query that is passed to the relying application can be considered final. This is not
the case in anonymized database outsourcing scenarios, as the query results are noisy
and encrypted when they leave the database management system of the CSP and have
to be post-processed by the mediator before the final, de-anonymized query result
can be passed to the relying application. Thus, traditional physical design and query
tuning approaches are insufficient to optimize query execution and index creation
in the anonymized database setting. In particular, they do not consider the network
link between the mediator and the CSP as well as the transmission of false-positive
records that leads to increased query latency and transmission overhead. However,
Dividat makes use of these existing techniques in the sense that it relies on traditional
database management systems that perform query tuning.

3.4 Study of Confidentiality Preserving Indexing Approaches

Enabling an efficient query evaluation on outsourced data and protecting data con-
fidentiality at the same time constitutes the primary challenge in the confidential
DaaS$ problem setting. Addressing this challenge constitutes an active field of research.
Various security mechanisms already exist that address parts of this confidential
database outsourcing challenge and can be used to enforce the confidentiality of
attribute values and reduce query efficiency overheads by allowing the CSP to partici-
pate in the evaluation of queries. In this section we identify and assess these security
mechanisms. In the following we denote such security mechanisms as confidentiality
enforcing indexing approaches (CPls). Existing CPIs are heterogeneous in the sense
that they differ in the level of protection they provide against attackers with specific
capabilities and support different types of queries. Thus, CPIs that are suited for one
deployment scenario might not satisfy the confidentiality and efficiency requirements
of another deployment scenario. Determining which CPIs are suitable for a given
deployment scenario is not easy as expert knowledge on the CPIs and possible attack
vectors is required. In this section we assess existing CPI approaches and categorize
them according to their ability to enable an efficient query execution and their pro-
tection guarantees against various attackers. The resulting CPI catalog constitutes
a mapping of CPIs to deployment scenario requirements.

We first provide a taxonomy in Section 3.4.1 that captures deployment scenario
requirements and can be used to categorize CPIs according to their supported query
functionality and their protection guarantees against different attackers. In Section
3.4.2 we provide a methodology that can be used to assess and categorize CPIs with
regard to the taxonomy. We apply this methodology in Section 3.4.3 on a wide range of
existing CPIs to build a catalog that can be used to determine which CPI is suitable to
satisfy given deployment scenario requirements. Furthermore, we assess the efficiency
of the investigated CPIs in Section 3.4.4. In Section 3.4.5, we draw key conclusions
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and provide recommendations on which CPIs induce the least efficiency overhead
for each attacker type and required query functionality.

3.4.1 CPl Taxonomy

In the following we provide a CPI taxonomy that can be used to assess CPIs according
to their supported query functionality, i.e., the types of queries that are supported by
the CPI, the guaranteed protection level, i.e., the degree to which confidentiality is
preserved, and the attacker models against which a CPI can give those guarantees.
The taxonomy can be used to express the properties of CPIs as well as deployment
scenario requirements. Thus, a CPI categorization according to the taxonomy can be
used to map deployment scenario requirements on CPIs that satisfy them.

Query Functionality

The main focus of CPIs is to protect the outsourced data’s confidentiality and still
allow for an efficient query execution. Queries are used to retrieve certain records or
aggregated data values from the outsourced data. Each CPI focuses on allowing for an
efficient execution of queries that contain specific query components, e.g., conditions
that a record has to satisfy to be included in the query’s results. For the CPI study
we focus on the following subset of query components.

- Equality selections (ES) can be used to query for records that contain a certain
attribute value.

Example: SELECT . . . WHERE pseudonym='Adam’

- Range selections (RS) can be used to query for records that contain an attribute
value within a certain range.

Example: SELECT . . . WHERE salary<30000

- Like selections (LS) can be used to query for records that contain an attribute
value that are similar to a given expression.

Example: SELECT . . . WHERE pseudonym LIKE ’Ad’

- Aggregations (AG) can be used to query for aggregated attribute values of multi-
ple records.

Example: SELECT SUM (salary)

The list of query components must not be understood as exhaustive but as a foun-
dation for our CPI study. We show in Section 3.5.3 how the results of the study can
be easily used to determine the suitability of CPIs to support more complex SQL
query components such as “GROUP BY”.

Aside from requirements regarding the querying of the outsourced data, many
deployment scenarios require to modify the outsourced data. In particular, insertions,
updates, and deletions of outsourced data records have to be performed. CPIs also
differ with regard to whether they support those data modification operations.
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‘ 1D H pseudonym ‘ rating ‘ position ‘ salary ‘ age ‘
1 Adam 1 1 20000 | 23
2 Bob 2 2 20000 | 25
3 Carol 3 2 24000 | 25
4 Dan 4 2 20000 | 30
5 Eve 5 3 26000 | 30
[ Adam 6 2 40000 | 30

(a) Plaintext data

‘ ID H pseudonym ‘ rating ‘ position ‘ salary ‘ ‘ ID H age

« Adam 345 0 ! i1 23
B Bob 452 n K p 25
y Carol 632 n A o 25
é Dan 742 n U T 30
€ Eve 893 4 v v 30
¢ Adam 897 7l ¢ ¢ || 30

rating: order-preserving ciphertexts

position: distinguishable ciphertexts

salary and ID:  indistinguishable ciphertexts

(b) Data that is outsourced to the CSP

Table 3.2: Running example: plaintext and outsourced database.

Protection Levels

CPIs focus on preserving the confidentiality of outsourced data records. The con-
ception of whether the confidentiality of a single record can be considered protected
depends on the deployment scenario requirements. For instance, some deployment
scenarios only require to protect the confidentiality of specific attribute values that
are contained in each record. In other deployment scenarios, attribute value combina-
tions have to be protected, i.e., specific attributes must not be readable by an attacker
together. Note that attribute combinations can be protected by protecting single at-
tributes. In the CPI study we will focus on the protection of single attributes. We show
in Section 3.5.2 how CPIs can also be used to protect attribute value combinations.

Example: Consider that the confidentiality of a record in Table 3.2a can be
considered protected if it is not possible to map a pseudonym to a salary.
This requirement is enforced in Table 3.2b by only storing ciphertexts
of salary at the CSP. Thus, the confidentiality of the salary attribute is
protected and it is not possible to map a pseudonym to a salary.

CPIs can be categorized with regard to their conception of record protection, i.e.,
when the