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Abstract—1In this paper, we consider sequence-based LQG
control of stochastic linear systems with linear integral state
and input constraints over networks subject to stochastic packet
delays and losses. For this scenario, we derive a novel closed-
loop optimal control law that consists of a feedback term that
depends linearly on the current state estimate and network
acknowledgments, and a feedforward term that depends on
the initial system state, the constraints, and network acknowl-
edgments. The feedback term is given in closed-form, while the
feedforward term demands the solution of a quadratic program.
The number of decision variables corresponds to the number
of constraints. The presented control law is evaluated by means
of a Monte-Carlo simulation.

I. INTRODUCTION

In modern control systems, control loops are often closed
by packet-based networks. Such control systems are then
referred to as Networked Control Systems (NCS). The
employment of networks allows for flexible architectures
and reduces installation and maintenance costs [1]. While in
early days of NCS design, only networks dedicated to be used
in control loops such as CAN or PROFIBUS, were employed,
there is an upcoming trend towards designing NCSs using
general purpose networks, e.g., Ethernet or WLAN. However,
the usage of general purpose networks introduces effects into
the control loop such as stochastic packet delays and losses,
variable medium access times, quantization, and limited
bandwidth [1], [2]. If not anticipated, these effects can degrade
system performance or even destabilize the control loop.
Consequently, for high-quality networked control, explicit
consideration of network-induced effects is required. In this
paper, we focus on stochastic packet delays and losses
assuming that other effects are negligible or mitigated by
other means.

Sequence-based control is a promising approach to compen-
sate for stochastic packet delays and losses. The idea of this
control method, first introduced in [3], is to let the controller
transmit a sequence of predicted control inputs to the actuator
instead of a single control input. By doing so, the actuator
can apply control inputs from successfully transmitted data
packets in case subsequent packets are delayed or lost.
In literature, sequence-based control was investigated from
Model Predictive Control (MPC) perspective, e.g., in [4], [5],
or from the perspective of Linear Quadratic Gaussian (LQG)
control, e.g., in [6], [7]. In [6], an optimal sequence-based
control law was derived for NCS with stochastic packet losses.
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Fig. 1. Considered system setup. The connection between the actuator
and the controller indicates the TCP-like nature of the controller-actuator
network.

These results were generalized in [7] to NCS with stochastic
packet delays and losses. Stability criteria for this optimal
control law and the minimum required sequence length are
given in [8].

In this paper, we extend the results presented in [7]
to systems subject to state and input constraints. Since
hard constraints cannot be satisfied if the process noise is
unbounded [9], we will consider soft expectation-type integral
constraints. In finite-horizon control, integral constraints are
a generalization of constraints defined for a single horizon
step only. LQG control of non-networked systems with this
type of constraints was considered in [10], [11], [12], [13].
In [10] and [13], the authors developed an efficient interior-
point technique for solving quadratic programming problems
in Hilbert spaces and applied this technique to continuous-
time LQ control of linearly constrained systems. In [11] and
in a more thorough discussion in [12], these results were
generalized to linearly constrained LQG control in discrete
time. The authors further proved that Lagrange-based solution
methods are applicable in the considered setup. We will use
this result, to derive the optimal closed-loop control law for
linear NCS with linear integral state and input constraints.

Outline The remainder of this paper is organized as follows.
In Sec. II, we describe the considered setup and formulate
the control problem. The proposed solution to this problem is
presented in Sec. III and evaluated by means of a Monte-Carlo
simulation in Sec. IV. Conclusion is given in Sec. V.

Notation Deterministic quantities are in normal letters (a),
while random variables are in bold letters (a), vector-valued
quantities are underlined (v), and matrices are in bold capital
letters (A). Time-variant quantities are indicated by an index,
e.g., v. Expression @ ~ f(a) indicates that a random variable
a has the probability density function f(a). A matrix with
all elements being zeros is denoted by 0 and the identity
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matrix by I. For a matrix A, AT denotes its transpose and
A its Moore-Penrose pseudoinverse.

II. PROBLEM FORMULATION

In this paper, we consider the NCS depicted in Fig. 1
whose components are time-triggered and synchronized. The
plant and the sensor are discrete-time linear systems described
in state space by

Ty = Az + By, +wy
)
gk = Czk + Yy

where x,, € R" denotes the state of the system, u;, € R™ the
control input, and y, € R” the measurement at time step k.
The matrices A, B, and C can be time-variant. Both the plant
and the sensor are subject to stationary independent additive
zero-mean Gaussian noises wy, ~ f(w;) and v, ~ f(v;)
with covariances

E{ww;} =W and E{vw}=V.
The initial system state x, is Gaussian with
Ty = E{z}

Control inputs u, are applied to the plant by an actua-
tor. The controller communicates with the actuator over a
stochastic network (CA-link). Data packets transmitted over
the network can experience i.i.d. stochastic delays or even get
lost. Packet delays 7{4 € Ny in the CA-link are governed by
a stationary stochastic process with a given probability density
function (pdf) f(74). Packet losses are modeled as infinite
delays. Further, the CA-link provides the controller with
instantaneous acknowledgments on successful transmissions
(TCP-like network!). Of course, the assumption of a TCP-like
network is very limiting since in real world applications this
channel also has to be modeled stochastically. However, if
packet delays in the acknowledgment channel are bounded,
it is possible to model this channel as a Markov chain and
thus remain within the applied modeling framework.

To mitigate network-induced delays and losses, the con-
troller transmits sequences of control inputs U, to the
actuator. These sequences consist not only of the current
control input but also of N — 1, N € N predicted control
inputs, i.e.,

and Xo=E{(z; —Z,)(z, — EO)T} ‘

T

_ T T T
Qk—[@k\k Upy11k UpyN_1fk|

where the index k + ¢|k indicates that the control input was
computed based on the information available to the controller
at time step & and is intended to be applied to the plant at time
step k+14, i € {0,1,..., N — 1}. The selection logic at the
actuator buffers the control sequence that was computed based
on the most recent information, i.e., the control sequence
U, with the largest index k, and applies appropriate control
inputs from the buffer to the plant. In case the actuator buffer

IThe term TCP-like is used only to indicate that the network provides
acknowledgments on successful transmission and does not refer to real
TCP/IP.

runs empty, the actuator applies the default control input
ud = 0.

To compute the sequences U, the controller not only uses
acknowledgments on successful transmissions but also sensor
measurements y, . The measurements are transmitted from the
sensor to the controller over — possibly another — stochastic
network (SC-link). Each measurement can experience a
delay ch € Ny described by the probability distribution
f(799). Losses in the SC-link are also modeled as infinite
delays. Since the measurements can be delayed or lost, the
controller can receive none, one, or several measurements
at each time step. The set of measurements available to the
controller at time step k& will be denoted by Zj. Further,
it is not required that the network acknowledges successful
transmissions (UDP-like network) because the sensor will
not retransmit any measurements.

The performance of the controlled system is measured by
a cumulative linear quadratic function

K—-1
1
Jo=3E i Qrzi+ Y [z Quay + ug Ry ] | To ¢,
k=0

2

where K € N is the length of the considered optimization
horizon, and the matrices Q; and Ry are positive semi-
definite and positive definite, respectively. The expected value
in (2) is conditioned on the information set Z; available to
the controller at time step 0. This information set will be
defined later.

The control task is to minimize the cumulative costs (2)
w.r.t. the control sequences Uy = {Upyy.--,Ug_1}-
However, the optimization is not unconstrained but subject
to M € Ny linear integral constraints

gs(@O:KﬂﬂO;K_l)SCsa cs €R, 56{17--~7M}7

with
9s(Tg. 1, Uo. 1)
K-1

-0 {(ai(ﬁwK 3 (@) T, + () ] Io} @

k=0

where af € R™ and b; € R™ are state and input weight-
ing parameters, respectively. The superscript s denotes the
constraint number.

The considered control problem can be summarized as

min Jy
QO:K—I (4)
st gs(p. s Yo 1) < sy sE{L,...,M}.

The proposed solution to optimization problem (4) is de-
scribed in the next section.

III. CONTROL LAW DERIVATION

In this section, we describe the derivation of the control law
that solves (4). For this purpose, we first model the considered
NCS as a Markov Jump Linear System (MJLS) using state
augmentation and express the cost functional and the integral
constraints by means of the augmented state. Finally, the



optimization is described in Sec. III-B. To find the solution,
we first convert the constrained optimization problem into an
unconstrained problem using the Lagrange multiplier method.
Then, it is possible to perform a closed-form optimization
w.r.t. the control sequences U, _,. The optimization w.r.t.
Lagrange multipliers has to be computed numerically.

A. System Modeling

If the control sequence U,,t € {0,...,k} is buffered by
the actuator at time step k, we denote the age of this sequence

by 0y with
k—t
O, = ’
= {

If the actuator buffer runs empty, we set 8 = IN. With this
definition, the control input applied to the plant at time step
k is given by

fort > k— N,

otherwise .

. forfy < N |
T )
u®=0, forf,=N.

We will refer to 0 as the mode of the system. As demon-
strated in [7], the mode 6, can be modeled as the state of a
Markov chain. The transition matrix T of this Markov chain
can be obtained from the delay pdf f(7F4). The elements
pji = Prob(6 = i|0;_1 = j) of the transition matrix are
given by

0, fori>j5+1,
i

172117’7 fOI"Z::j+17

Dji = r=0 L

qr, fori <j, <N,
N

1- 3 g, fori=j=N,
r=0

where ¢, denotes the probability that a data packet is delayed
by r € Ny time steps.

To consider control inputs that still could be applied to the
plant at subsequent time steps, we augment the state x,; by
the vector 7, with

uT UT UT ’
Yplk—1  Ygt1je—1 YpiN—2|k-1
uT uT UT !
n, = LE|k—2  Zk4+1|k—2 LE4+N-3|k—2
Up|k—N+1

With this definition of 1, , it is possible to express (5) by
means of a stochastic linear system according to

Ny =F1;, + GUy
Uy, :Hkﬂk +J: U, (6)
with
#columns:mm(N—1)
A~ #rows: #columns: m m(N #rows‘
0 }m(N—l) '

#columns:m m(N—-1) m m(N-2)

#rows
0 0 0 0 0 0 JmN
o I 0 o0 o o [mw-D
F=| 0o o0 o0 I 0o o pre2
0 0 0 0 I 0 }m
#columns:m  m(N—-2) m  m(N-3) m
P e U —_—— F#rows:

H; = 06,11 0 06,21 0 . Og vl }'m 5

where dg, ; denotes the Kronecker-delta. Please note that the
stochastic matrices Hy and J; are driven by the Markov
chain which models the age of the control sequences buffered
by the actuator.

Finally, introducing the augmented system state

3 =z} QZ]T

yields
A BH; BJg wy.
ca-lo e [ u ]
=AiE, +BLU, + Wy, . (7)

Using this state augmentation, we can express the cost
function Jy and the constraint functions g, as
zo}

K-1
Jo Z%E {€;QK€K + Z [§Zék§k +Q2f{kgk}
k=0

with

5. _ |Qx 0 &5 _ Qs 0
QK[OK 0]’Q’“{0 H;RkH;J’

These results follow directly from inserting (6) into (2)
and (3), and using definition (7).

Finally, we summarize the information available to the
controller at time step k as the set

T = {Z> X0, Upup—15 21k, Boik—1 } -

Having reformulated the considered NCS by means of a
MILS, we solve the control problem in the next section.

Remark 1: The results on constrained control of MJLS
as, e.g., presented in [14], [15] for quadratically constrained
MILS, are not applicable in the considered setting because
the mode 0}, is available to the controller only with a delay
and full observation of the state x;, is not possible.



Remark 2: As has been demonstrated in [7], the separation
of control and estimation, i.e., the absence of the dual effect,
and thus the optimality of linear policies holds for the
unconstrained version of sequence-based LGQ control due
to the acknowledgments provided by the CA-link. These
properties are also preserved for the optimization problem
considered in this paper.

B. Derivation of the Control Law

Because the properties mentioned in Remark 2 hold for the
problem considered in this paper, we can apply Lagrangian
relaxation to solve (4) [11]. For this purpose, we introduce the
vector of Lagrange multipliers A > O with an entry for each
of the M constraints, i.e., A € Ré‘ﬂ. Consequently, according
to the Karush-Kuhn-Tucker (KKT) conditions [16], the
considered constrained control problem (4) can be converted
into an unconstrained dual optimization problem given by

m/{ix [ min [Jo + ATZ — )\TCH
A York-1 (8)

_ . T AT

gy o2 27

where v and ( denote the concatenated constraint functions

g, and the corresponding bounds cg, s € {1,..., M} with
91(Zo. > Uo. k1) €1
v = and (=
9m (Lo e Uo. 1) M

To find a solution to (8), we first perform the minimization
w.rt. Ugy._; applying dynamic programming. For this
purpose, we express the function Jy + ATW by means of
a recursion according to B

Cx =E {;:s;QKeK + ATQI@K’IK} :
1 ~ ~
oo (g i)

+ATQLE, +ATRIU, +Cra

Ik} )

M

b -
The terms Cj, are often referred to as costs-to-go. The optimal
solution of

with

Qi = [a; "] and Ry, = [ézlf

min Jy + ATl

=0:K—1

corresponds to minimal costs-to-go Cg at time step 0.
According to dynamic programming algorithm, we begin
at time step K. The minimal costs-to-go are

Ci =C .

After substituting § - in Cj using (7) and a manipulation,
the optimal costs-to-go at time step K — 1 are given by

Cr—1 :QHSiE {;E;l(QK—H- J&I(_1QK;&K—1) [ 3
27 (QR Akt + Qi) &,
+%Q1T<71 (ﬁK—l + ]A3;T<_1QK]§K—1> Ug_4
e, (A}—(—léKﬁK—l) Ukg_4
+A7 (Q}ﬁK—l + ﬁ}_l) QK_l’IK—l}

+E {@271QK@K71 ’ IK—l} .
9)

Differentiation of (9) w.r.t. Uy _; and setting the result to
zero yields

Uk 1=~ (E {ﬁK—l + ]§271QK1§K71‘IK71}>T
X [E {§;_1QK1&K—1‘IK—1} E {§K_1 ’ IK—l}
+E {ﬁ;_lﬁK +Rx 1 ) IK—l} A] .

The pseudoinverse is used instead of the normal inverse
because the entries of the control sequences past the end
of the optimization horizon are not defined and thus the
augmented matrices may become singular. For a more
thorough discussion of this issue see [7]. Please note that

Uy _, is a function of the estimate E {E P 1‘IK 1}, the

mode Ok o, and the Lagrange multipliers J, i.e., the control
sequence U _; is a policy.
Consequently, the minimum of (9) is given by

Ch_ = %E {;ITHPK,@KA‘IKA}
ATBIPL g [T b+ SaTs
+ %E ek 1 Pr1ex_1|Tx-1}
+ %E {@;_1621(@1(_1‘11(71} ;
with the estimation error
w= 6P|
and the matrices
Px=Qx, Px =0, Px = Qg, Sk =0,
P.—F {K{Pkﬂﬁklzk} (E{ﬁﬁﬁzpkﬂﬁk) Ik})T
x E {ﬁ;Pk+13k‘Ik},
P, =E {Qk + l&l—chkJrl-A\k’Ik} - Py,
=E { Prp+ Qk‘zk} {A;Pkﬂﬁk‘l}c}
&

x (B +Bk Pk+1Bk‘Ik}) E{ﬁ;f’k+1+ﬁk’1k},



Sy = E{Si1|Z) — E {ﬁ{HEk i ﬁ,j‘zk}

~ ~ ~ T P~ ~ -
X @{Rk+Bng+lBk’Ik }) E {BQPHﬁRk’Ik}.

Applying dynamic programming up to time step k£ = 0 yields
C; = min Jy +AT1

Upx 1
_ %E {§0TP0§0‘ IO} +A'E {153‘20} E {§0’ Io}
K-1

1 — 1
+3 > E{elPigy|To} + 52" S0A

B Priiiy| T}
(11

With these results, the unconstrained problem (8) reduces to

RRCETIE RIS HESTIAES

max
A

K—1
1 — 1
+5 ;O E{ei Prey| To} + 5A7S0A —AT¢
1 K-—1
~T ~
+3 ; E {Qk Pk+1Qk‘Ik}

= max [;ATSOH B{e)| 7o} B {Po| 7o} A~ CTA]

K-1

1 _
SCLTIEIRES SEAREINES
k=0

=

—1
B {@;—Pm—l@k ’ Ik} .
0

Ll
2

el
Il

This quadratic optimization problem with the constraint
A > 0 can be solved numerically using, e.g., interior point
algorithms. The number of decision variables corresponds to
the number of constraints.

Having computed the Lagrange multipliers, we obtain the
control law

U, =U{’+UY,
with the feedback term U ib given by
~ ~ ~ T
Qib = - (E {Rk + B;—Pk—i-lBk‘ Ik})
x E {ﬁ/;rpk+11&k’1k} E {ﬁk‘lk} s

which depends linearly on the minimum mean square estimate
(MMSE) E {§ . ‘ Ik} of the augmented system state and the

(12)

mode 6j,_1. The feedforward term U if is given by
~ ~ ~ T
uff =~ (BE{Ri + B[P1By| Ti})

NS _ (13)
X BB Prit + Re| T} A
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Fig. 2. Delay pdf of the networks used in the CA- and the SC-link.
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Fig. 3. Example run with control sequence length N = 6.

and depends on the initial system state Z,, the constraints
9s(Zo. s Wo. 1) and the mode 65_;. The estimation of
the augmented system state corresponds to the estimation of
the state ; of the initial system because other entries of
3 I ie., s contain previously transmitted control sequences
Uk _nNy1,--->Uy_y that are known to the controller. Esti-
mators that can be used to obtain a state estimate from the
measurements transmitted by the sensor can be found in, e.g.,
[17], [18]. The computation of the expected values in (10),
(12), and (13) is described in the appendix.

It is worth noting that the derived control law is closed-loop
optimal. Furthermore, the control law can be precomputed
offline. If the constraints or the initial state T, change during
runtime, only the convex quadratic program

max |:;)\TSO>\+ E {éOT‘Io} E {f’o‘Io}A —CTA]

has to be recomputed to obtain the Lagrange multiplier \.
The feedback term (12) remains unchanged.

The implementation of the proposed controller is available
at the CloudRunner project website [19].



IV. EVALUATION

To evaluate the presented controller, we compared it with a
model predictive control law adapted from [3]. The simulated
plant was a double integrator with parameters

! _[o] B 2
A_[O 1}73_[2 , C=[1 0], V=017

022 0 01 0
W:{o 0.22]’(’2’“:[0 0.1]’R’“:1’

_ —100 (052 0

xo_[ 0 ]’XO_ 0 0.52}'
The delay pdf employed in the CA-link as well as in the SC-
link is depicted in Fig. 2. As an estimator, we implemented
the filter proposed in [17] with buffer length N*% = 4. The
optimization horizon was chosen to K = 40. The constraints
were set to

0

-
1] E{z,} <20 and —5<uy, <5,

20< {
for the MPC controller. These constraints can be converted
into 160 integral constraints for the proposed controller with

ai=1[0 1], fori< 40,
a_p=1[0 —1]", for 41 <i <80,
a,=1[0 0]
bi_go =1, for 81 < i < 120,

bl 190 = —1, for 121 < i < 160,

b, =0, otherwise,

o {20, for i < 80,
1 T 5,

for 81 < ¢ < 160.

Fig. 3 demonstrates an example run with control sequence
length N = 6. Depicted are the trajectories of the state x,, as
well as the control inputs applied to the plant. It can be seen
that both controllers are able to maintain input constraints.
However, constraints on the second entry of the state are
violated by the proposed controller at time step k£ = 12 and
by the MPC controller for k = {13, 14,23, 24, 25}.

Figs. 4, 5, and 6 demonstrate the evaluation results for
the Monte-Carlo simulation with 1000 runs per simulated
control sequence length. Fig. 4 depicts the average cumulated
LQG costs for control sequence lengths N = [1;10]. The
costs of both controllers converge from control sequence
length N = 4 on. The costs of the proposed controller are
approx. 40% lower than the costs of the MPC controller.
Fig. 5 demonstrates the average magnitude and Fig. 6 the
average number of constraint violations over control sequence
lengths N = [1;10]. These quantities also converge from
N = 4. The average constraint violation magnitude of the
proposed controller is approximately half the violation mag-
nitude of the MPC controller. Also, the proposed controller
conducts approx. 35% less constraint violations than the
MPC controller. These results allow to conclude that in the
considered scenario, the proposed controller outperforms the
model predictive control law adapted from [3].
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V. CONCLUSION

In this work, we considered control of stochastic linear
systems subject to linear integral state and input constraints
over networks with stochastic packet delays and losses. The
derived control law is closed-loop optimal and possesses the
advantage that it can be precomputed offline. The control law
consists of a dynamic feedback term given in closed form and
a static feedforward term that requires a numerical solution
of a quadratic program. The number of decision variables
corresponds to the number of constraints. In the simulated
scenario, the presented control law was able to outperform
the model predictive controller adapted from [3].

Future work will consist in deriving feasibility and stability
conditions from system parameters, and considering quadratic
expectation-type integral constraints and generalizing the
control method to linear chance constraints.

APPENDIX

The expected values of the matrices in (10), (12), and (13)
can be precomputed offline by conditioning the expectations at
time step k on the Markov mode 6,1 =4, ¢ € {0,..., M }.
This is possible because at time step k this mode will be part
of the information set Z; available to the controller.
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