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ABSTRACT

Technical research has achieved strong advancesidressing
security concerns in internet voting, yet the dohg are
complicated and difficult to explain to the publi&ccordingly,

internet voting commonly faces opposition desplte benefits
voters and authorities may expect. It appearssbatrity features
are only one premise underlying a system’s acceptamong the
electorate. The other challenge is to exploit thésssures at
establishing the required trust among the pubtichis paper we
introduce a number of measures meant to help ainggirust. We
hereby emphasize the importance of taking the étiposof a

system's security features and the remaining riaks the
foundation of any strategy. After describing theopgwsed
measures and discussing both their advantages itfatlsp we

relate them to four commonly known applied interweting

systems.

Categories and Subject Descriptors
K.4.1 [Public Policy Issue$

General Terms
Management, Documentation, Design, Security, Huifractors,
Standardization, Legal Aspects, Verification.

Keywords
e-voting, elections, trust, internet, privacy,
transparency, evaluation, standards, acceptance

fiabiility,

1. INTRODUCTION

During the past decade, many governments have hegdebate
on introducing modern technology into their votipmpcedures.
In the United States different types of electroniting devices
have already been in use for many years. Estoriians gained
the experience of internet voting at two parliaraentelections,
and numerous Swiss referenda have been conducieg te
internet. After several trials at non-binding refeda, also
Norwegian citizens will vote from their home comgust at the
binding municipal and county elections in fall 201hternet
voting projects in the United States and Armenia emrrently
being assessed. In Germany and other countriamatteoting is
also in use, however only in the non-political @t i.e. at
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companies, universities and non-profit organization

Voting technology comes with many promises. Whitene see
the potential of saving significant time and monethers will

hope to increase voter turnout due to easy andibfex
participation. Also, voters may expect mechanismsvalidate
their ballot to avoid an invalid vote, and the reed disabled
people can be addressed adequately. Although niakgh®lders
in voting are likely to benefit from such featuressome way,
voting technology still faces opposition and distru
Correspondingly, they do not accept the technolddgng with

privacy concerns, critics express their doubts ndigg the

integrity of the outcome of electionsAccordingly, distrust
towards the Irish voting machines culminated in ¢hacellation
of the respective project shortly before going .li#®r similar

reasons Germany and the Netherlands have pergistentned
their voting machines from use at political votes.

Trust in voting technology that lasts can only bablished when
operating a system that complies with high secugtindards. On
the other hand, securing a system even to the noaxim
imaginable extent alone will hardly increase amstramong the
public. In orderto avoid the fate ofthe voting machines in
Germany, the Netherlands and Ireland, we must mby ask
ourselves how to make systems that are more sethesfocus
should rather lie on the primary, superordinatestjoe of how to
establish trust itself and in particular trust tlzets.

We perceive a voting system as “trusted” if itadts voters and if
it leads to confidence regarding the integrity bé tpublished
results and the secrecy of the vote. Apparentlgtesgs may be
well-accepted despite being unworthy of trust. Sackituation
may emerge from a combination of initial blind truer
indifference among the public and an expositiontly voting
authorities that does not relate to the employedirity features.
However, it seems that such acceptance is fragileraay easily
be disrupted in the event of even small irreguksitDue to its
lacking persistence, we believe that “trust basedimawareness”
holds much potential for the failure of systemst thatually
deserve to be trusted. In our framework we theeefi®fine a class
of measures focusing on establishing “justifiedisty i.e. trust
that grounds on openly exposed security featured teir
assessment by experts. A second class of measuraesant to
attract voters who have other personal reasonstmatast an
electronic vote, for instance due to distrustingitiown technical
abilities.

In the following section we start off by giving st introduction
to the measures that seem likely to have a positipact on the
public's view of a voting system. Section 3 shoesmted work
that motivates the selection of our measures. Quthér
exposition will relate to the two prominent votingystems
employed at parliamentary elections in Estonia &uatway,
further to the voting system Polyas, which is maimsed for low



risk elections, and Helios, which emerged direfithm security
research. Section 4 briefly introduces each of e¢hsgstems.
Starting with section 5 we dedicate each sectiomrte of the
identified measures. In corresponding subsectiorsdescribe
and discuss each measure and relate each one appilisation
within the different systems.

2. OVERVIEW OF MEASURES FOR
TRUST ESTABLISHMENT

A literature review shows that there is only littherk done on
this topic. Although security in electronic votirgwidely studied
in the research community, the question of howdtalily benefit
from security features at gaining the public's ttresems to be
undiscussed. Certain measures may expose seceaityrés that
solve one problem but introduce another. The giation of the
two problems may be assessed variably among ingilsdand
across societies. In our exposition we thereforscudis the
measures in the light of both their benefits arithits.

The list below introduces the measures in the scbpleis paper.
The comments after each point give a first intuitiaf how the
measures are meant to be applied or explainedder @stablish
trust. Note, that we do not aim at specifying astrinctive hand-
book on trust establishment, since it seems tteaiddal selection
and the concrete mode of application of the idemtiimeasures
will vary over time, across societies, and in defezte of the
type and character of the elections or referendquiestion. We
rather provide a starting point that should enabking providers
to estimate which ones they could employ in ordeac¢hieve a
satisfying payoff in terms of trust.

1. Transparency — This is the key-measure for the successful

application of the remaining ones. The more infation is
withheld, the less the public will appreciate thieled value
gained by applying the remaining measures.

2. Evaluating the system according to international
standards — This is meant to confirm to voters that the
developed system corresponds with the one that
documented in terms of security. It also suggebt t
accredited experts actually took advantage of tpeno
documentation and performed a thorough analysisrdiowm
to widely accepted security standards.

3. Implementing separation of duty —If all computations are
performed at one site, secrecy and integrity caniblated
there. By splitting up computational tasks amondtipie
organizations, the two security features will ohly broken
if the persons in charge at all sites illegallyledé. Trust
among the public is thus not only determined by ttist
they bring forward to an individual party. It isher defined
due to the organizational independence of mul{yaleies.

4. Enabling verifiability — By accessing the data collected by
the voting servers, voters can verify that theitevas
counted as intended. They can even verify thatalected
votes were cast by eligible voters and that alkéheotes are
correctly counted. If all processed data can béiedras
correct, it becomes obsolete to trust in any sygikayers at
preserving the integrity of the vote.

5. Enabling vote updating —If voters can re-cast and replace
previous electronic votes, vote-buying can be resdidar

more difficult. Further, voters must not fear amyease or
confusion during or after the process of castingta.

6. Test elections —This measure allows voters to experience
the full voting process beforehand. Thus, voteositds and
concerns that emerge from the act of casting trae itself
can be addressed without requiring them to simatiasly
question the success of a real election.

7. Allowing independent implementations of voting cliat
software — Certain groups of voters may distrust the correct
functioning of the officially provided voting cli¢rsoftware
(the program they use for casting votes). Otheugsamay
fear that they will not be able to operate the potd
correctly. In both cases the possibility of using a
alternative product could be appreciated.

Points 3-5 comprise measures that are directlyve@rifrom
concrete technical system aspects. The technistérayaspects in
return imply security features. Unfortunately therfpct system,
i.e. the one that solves all commonly quoted sécuwwoncerns
simultaneously, has not yet been invented. Accatginwith
contemporary systems the goal can never lie inestgy to the
public that every security gap is closed. Nevedbsl if the
electorate gets an understanding of the securigyufes, we
believe that it will more likely assess certain lgéy gaps as
acceptable and gain trust towards a system in.spite gained
trust will be rather persistent since it is dirgagualified by the
system itself. In that spirit, measures 1-5 (oustficlass of
measures) seem helpful as a starting point fora@xiplg the
strengths and limitations of those security featuaed thus aid
voters at assessing the trustworthiness of thessysis a whole.
We point out that despite known security deficiescithe
traditional paper-based model is also generallgptad. It seems
reasonable to believe that the acceptance mosligsren a
common understanding of the remaining risks.

While an appropriate application of measures 12aadpports the
payoff of measures 3-5, measures 6 and 7 do netttjirimply

is enhanced security features of the overall systesveNheless,

they address personal concerns that may keep Vobenscasting
their vote. Concerns may include distrust towatisir own
technical abilities or personal reservations towardhe
organizations who provide and operate the systemasMres 6
and 7 form the second class.

Due to space constraints the list of measurescsniplete. We
leave further possibilities such as “voting by peaized codes”
to address secrecy and integrity on the voters’ prgers, or
“employ cryptographic smartcards” to address souwathote
authentication to future work.

3. RELATED WORK

Some of the measures listed in the previous secélate to the
following three existing documents: 'Guidelines toansparency
of e-enabled elections' published by the CouncEwfope in [1],

the discussion in [2] on advantages and disadvestag two

concrete measures, i.e. security evaluation vemstiability, and

the computation of a k-resilience value in [3] dd{l to clarify

which entities (including persons, hardware andvsuk) voters
need to trust in terms of not maliciously collakorg in order to
violate one of the security requirements. Furtligf,proposes a
list of information that should be published in tbentext of an
electronic voting project.



In order to ensure that our list of measures isenoomprehensive
than in existing literature and that the paper aimstan objective
analysis of these methods, we integrate the meaguoposed in
[1] and extend them. Further, our exposition of tegifiability
and the evaluation measure takes into account sponeling
discussions from [2]. Furthermore, the k-resilieapgroach from
[3] and [4] is integrated in the separation of dutgasure. Our
statements on the transparency measure also inpleg@sitions
from [5] regarding what kind of information shoubé published
about an electronic voting system.

4. VOTING SYSTEMS

In this section we shortly introduce the interneting systems
and corresponding projects that we discuss in igig lof the

measures enlisted in section 2. We have selectedytems and
projects that provide enough publicly availablemfation.

4.1 Estonian System

The Estonian system was used at the national gmesrtal level
in the 2007 and 2011 parliamentary elections [63toRians
wanted to be the first nation to implement interneting

nationwide. They succeeded due to beneficial prditions. First
of all the widely distributed national electronidentification

document (ID card), secondly the huge amount oferote-

governmental applications enabled over the inteamet last but
not least the confidence in the young government.

In 2007 30,275 voters used internet voting, repréisg 3.4% of
the eligible voters and 5.4% of the votes cast20i1 140,846
voters used internet voting, representing 15,4%hef eligible

voters, and 24,3% of the votes cast [7].

There are a couple of available sources which weesl as input
for the analysis below: The Election AssessmentsMis Report
of the OSCE “Office for Democratic Institutions artliman

Rights” (ODIHR) [8], the Report for the Council Bfirope by the
European Union Democracy Observatory [9], and teé wages
of the National Electoral Committee (NEC) [6],[7].

4.2 Norwegian System

The Norwegian internet voting project has recelien started
and is the one that is currently discussed mos. gdvernment’s
motivation is to increase the availability of thaetimg system and
to reduce costs in the long term. The internetngptthannel is
available for everyone in advance to the Electiosy.DAfter

registering, voters authenticate based on a wedbéished service
called MinID, which has already been employed fdheo

governmental purposes. Trials are planned in tenicipalities

for the 2011 county and municipal elections in.félfterwards,

the parliament will decide whether to continue fireject and
enable remote electronic voting for federal eledio future.

The employed system is provided by Scytl, a renalym®vider

of internet voting solutions. Of all internet vagisystems that are
currently in use for political votes, the Norwegiame is by far the
most documented. Documents describing the admntilgtr

context, including project guidelines, responsiigé and

milestones, but also the technical system feattinemselves
including the source code can be accessed pulthchugh the

project web-site [10],[11],[12].

4.3 Helios System for academic elections
Based on preexisting cryptographic and web devedopm
technologies, the Helios system was designed toiggoan
accessible End-to-End verifiable remote electronioting

solution. Helios was first presented and mainly lenpented by
Ben Adida [13],[14][15]. However, Helios is far frobeing just a
research project and an experimental prototype aferaote
electronic voting system. There exist first usedglines [16] and
videos explaining the ballot casting process [lDjfferent
custom deployments of Helios were successfully usedctual
legally binding elections, namely for the univeysitpresidential
election in March 2009 at the Université CatholigleeLouvain
[18], 2010 for the election of student associatiabsPrinceton
University, and the election for the Internatiodasociation of
Cryptographic Research (IACR). In this paper, werreo the last
deployment at IACR.

4.4 Polyas System for the Gl election

The Polyas Internet voting system has been develope
Micromata Objects GmbH, a company headquartereldassel,
Germany. Polyas has been in use since 1996 inusanational
and international elections in the private seatehiding those for
the DFG - Deutsche Forschungsgesellschaft (Germaen&
Foundation) -, the Initiative D21 Association, tiSaviss Life
Group (an insurance company), and both Finnish @adnan
youth elections. Recently, it was used to enabigote electronic
voting for the first legally binding university egon at the
Friedrich-Schiller-University in Jena, Germany. Thest popular
example has been the annual elections of the Giselzchatft fir
Informatik (German Society for Computer Scientistsjvhere it
has been used in parallel with postal voting si2€8®4 (for
example in 2010, 3193 members cast an electroriee atod only
51 cast a mail vote). Therefore, in this paper eterrto the
annual GI's elections. Information can be foundif)] and [20]
and on the Polyas web page [21].

Polyas has so far successfully handled all thesetiehs. It is
estimated that as of 2010, about one million lggaithding votes
have been cast using this voting system [20]. Hewnewe note
that these elections, similarly as the one run wigélios, bear a
low public profile and a low security risk.

5. TRANSPARENCY

Transparency is the key element for establishingttamong the
public. In the absence of a thorough documentatibbe, public
would not be able to assess and appreciate thetigsiabf a
system. Instead, trust would solely rely on vagssedions
provided by the election organizers and their @mitrs. Notably,
if authorities fail to inform the electorate on thpplied security
precautions, significant efforts may be wasted thald much
potential of increasing trust.

5.1 Description

Relevant information includes the followihg

Full technical documentation of how the systemdsighed
functionally and technically (user interface, enygld
protocols, all levels of software documentationurse
code) and of the technical and organizational emvirents
where the system is hosted. The exposition shaldde to
a security goal that is clearly defined. This skoallow

! Note that we exclude information which is alreadievant for
traditional paper based elections like the notiftca of
elections and the nomination of candidates.



independent experts to understand and appreciae th 5§ 3 Systems in Use

security features, and establish their individissessment.

* A simplified documentation of how the system wouksler
the application of the chosen measures to estabiisdt.
They can be explained easily on a high level afmvathe
broad public to assess the trustworthiness ofteisydn the
exposition limitations of security should also k@rped out
in terms of those measures. Independent techniqeres
should confirm to the public that the simplified
documentation has been correctly derived from thié f
technical documentation and that the expositionthof
limitations in security is complete.

* A public platform for collecting and answering gtiess
and doubts among the electorate.

*  Administrative project information including a peaf plan,
the call for tender and minutes of meetings. Allolved
parties and their responsibilities should be cledeclared.

e Full documentation of all conducted evaluationssoal
assessments provided by independent experts. lldsho
relate to the system documentation (full and sifigal) and
most importantly to concerns expressed by the publi

The published documents should clearly refer tcheztber and
need to be available early enough for everyone etad rand
analyze. Thus, doubts can be ruled out early enbeffire going
live.

5.2 Discussion

In order to be able to provide all this informatiothe
transparency policy should be explained and distlisgth the
vendor before the tender. Generally, companiesnaillikely be
thrilled about sharing too many details on theahtelogy with
the market.

By consistently following the transparency guidelithe project
will become more expensive for various reasonsstfef all, the
vendor will most likely ask for an extra compengatiAlso a lot
of documents have to be produced and managed. dFuittlis
required to hire extra staff to answer general apecific
questions on the documentation and the system.

The following issues related to changes in theesysluring the
preparation phase should be discussed and cormisgon
guidelines set before starting the project:

- When is information ready to be published? (Not ¢aoly,

In the past, electronic voting projects generaliplgshed only
scarce information about their systems. The puddicumentation
was incomplete and kept on a very high level of osigon.
Notably it did not allow to analyze and understéimel system and
its security in depth. Generally only the averagtevis addressed
and given a high level understanding of the systemstly
focused on why the secrecy of the vote will notabestake. In
some cases it is possible to get more informatioth also the
source code after signing a very restrictive NDAeTwo systems
on which finally more public information is madeadlable are
the Norwegian and the Helios system.

Specifically, the following transparency levels ierms of
published information are reached in the diffegratems:

The source code of the Estonian system and log &fger an
election can only be reviewed after signing a retste NDA.

Interested people have to visit an office whereittiermation is
provided on some machine. Thus, it is not possiblese own
equipment for the review. However, information abdhe

Estonian system is available for average votersdasttibuted to
the public explaining them how the system operatesa very
high level and in particular that the internet magtisystem exactly
mimics the mail voting system. This is explained sach an
approachable way that people believe to understhadvoting

system and that it is secure.

The Norwegian project has chosen transparency asobitheir
main guidelines. The available documentation shioigh quality
and is presented in a logical, accessible structoréneir web-site
[10]. The protocol underlying the system is presdrin [11]. The
same document provides an analysis of its secfa#ttures. The
security objectives are defined in [12]. Furthereyothe source
code is publicly available and Common Criteria Siggurargets.
Since the project is still at an early stage, o expect to find
detailed information on the implementation of tr®istem soon.

Documentation about the Polyas system as wellesdhrce code
is made available after signing an NDA. Some pe@pla the Gl
signed this NDA and reviewed the source code angheso
documents. For non-experts there exists a higH kxmanation
of the system as well as a FAQ and screen shotgisahe vote
casting process.

As the Helios system is an open source projectpapers on the
protocol have been published on several confererdemiled
information is available including a security copteHowever, as

because items may change, but not too late to allow it is an academic project the specification of soairce code is

analysis.)

- How should changes in the full system documentakien
managed?

hard to understand due to missing or inconsistentichentation.
For the average voter, there exist videos accessimh
youtube.com, showing how to cast and how to vehfy correct
casting of a vote. However, background informatiam

- How should change recommendations be handled after,gifiapility and its inherent benefits and pitgals not included.

costly and time-consuming evaluations
successfully performed?  (Implement change and
evaluate, or go ahead as planned.)

Further, publishing all this information bears thisk that

someone exposes vulnerabilities that give the ptdjad press.
The risk of people losing blind trust just due e tmere fact the
system's security aspects are debated seems reakever, if

security problems can be solved due to transpareheyelection
authorities can gain much credibility when explaitheir

system.

have been

® 6. EVALUATION

People are used to the approach of having accdeddampanies
or agencies evaluate products (devices, food, lsat software).
Accordingly, the evaluation of a voting system adaog to
standardized and internationally recognized proresiis critical
at establishing trust.

6.1 Description
Some may argue that an evaluation of the remottrefec voting
system is not necessary for systems that implentE2E



verifiability. According to [2] this is not the casbecause
verifiability only covers the integrity of the elian outcome but
not privacy and many other requirements. In addjtgeople who
are not familiar with verifiability and the relatextyptography,
will gain more trust if they know that qualified perts checked
the system according some standard evaluation apipes.
Notably, publishing the detailed system documeateasilone does
not automatically imply that experts will thoroughlook into

them, as this costs time and money.

Such a standardized evaluation approach shouldaicofdrmal
logical and mathematical methods to prove that #ystem
ensures the security requirements. Correspondimgbst of the
evaluation techniques address security. Howevesp ahe
usability should be evaluated.

Regardless of the item under evaluation, it is irtgrd to base the
evaluation on international standards (in gener@D)l or
recognized research methods. Thus, it is ensured the
evaluation methods, depth and processes are tramspa

Ideally, such an evaluation would envelope the ofsihg
approaches:

e Formal protocol analysis and proofs including
identification of underlying assumptions fitting tthe
published security concept (see Section 4)

e Common Criteria evaluation [28] for software coments
of the voting system e.g. according to or basedttan
existing Protection Profile [29]

e ISO 27001 [30] or similar standards to evaluatesieurity
of the infrastructure (servers, backup
organizational measures, etc.) in which the intexging
software is used; again including the identificatiof
underlying assumptions fitting to the published usitg
concept

e Observation of security critical processes durirgppration
and election; as due to our knowledge there exists
standard; at least a concept should be developeithein
preparation phase of the project

Whatever path is taken, it should be explained iscthoice
justified to the public.

6.2 Discussion

All of these evaluations are costly and time-conisgmThus,
evaluations have to be started early enough (pipbzdaween 9
and 12 month before the day the certificate is ireg). Notably
special knowledge to produce corresponding docusneast
required. In addition, the Protection Profile preed in [29] only
covers basic requirements and in particular doets aturess
verifiability. Correspondingly, this Protection Fite needs to be
extended for broader application.

Such security evaluations are very static and éngficate is only
valid for one particular implementation of a systef re-
evaluation after modifications is required. Thusamges shortly
before the election would mean that a non-certifigstem is used
for the election (compare to section 5.2).

6.3 Systems in Use

In many projects, the security of the voting prafoand/or the
voting software and/or the infrastructure has beealyzed by
internal experts. However, it remains unclear whd how many
people with which background and expertise, usingiciwv

the

systems,

methods have participated and how deep the evatuatent.
This intransparency results in mistrust.

The Polyas system is currently undergoing a Comi@adteria
evaluation according to the Protection Profile mwgd in [29].
Also the Norwegian project announced that they il for a
Common Criteria evaluation and even a more thoraugh than
demanded in [29] before using the voting system ftather
elections after the local elections this year impt8mber. In
addition, they announce to run the voting softwandy in data
processing centers that are certified accordin§@ 27001 [30].

The only system that — due to our knowledge — le@s analyzed
scientifically regarding its usability is the Hdlisystem [32]. The
user study identifies a few flaws in the interfaesign.

A formal voting protocol analysis has only been elam the
Norwegian one. The analysis shows many beneficaurity
features. However, it lies in the nature of protatfinitions that
they do not specify all technical particularitiesakes for defining
a full system. The protocol analysis thus simplysuases
beneficial security features of some of the comptseOnce the
detailed technical specification documents are madalable,
trust would benefit from an analysis on whether #Hystem
succeeds in complying with the initial assumptionghe security
features.

The Estonian project applies a different approathey have

auditors who have a booklet describing all stepwmiaidtrators

have to take during the election set up, the elagbhase and the
tallying. They are present together with the adstiators to take
care that the administrators take only these s&qk log this

manually. As it is unclear what is described in taoklet and

who produced and checked it, this measures seebs teeak at

establishing trust.

7. SEPARATION OF DUTY

If a process is designed to output data, appra@pnatification
mechanisms might allow acknowledging its correctoexion?
However, it is much harder to verify that all capi critical data
have been deleted, when they are supposed to, ar
computations have not been performed, when they rete
supposed to.

7.1 Description

Particularly, no system entity should compute thforimation
showing how voters voted (privacy) and no partegult of the
ballot should be available prior to the closing thie polls
(fairness). Although the Council of Europe recomdations [1]
do not explicitly enlist these requirements, itrasgeasonable to
believe that they underlie the public acceptancéhiwi any
electorate. In [22] the effect of doubts regardipgvacy on
internet consumer behaviour has been observed. la8yni
establishing trust in secrecy is bound to have sitipe effect on
the acceptance of a voting system.

By distributing secrecy-critical duties, one cartlege the event
of a single entity being able to break the votgmvacy or
fairness. Under separation of duty, secrecy is dmbken if a

2 The question of how to verify the integrity of afection is
discussed in the next section. Separation of dity kegard to
integrity is also discussed there, i.e. as a weagacement of
verifiability. Other requirements in this contextd robustness
are left for future work.



whole group of entties fail in following their nesctive
procedures correctly.

Responsibilities can be separated on various leveks.

organizational (enforcing restricted access tormtion within

an organization), architectural (physically andi¢agly separating
information) and evolutionary (having the organizas in charge
use their own equipment, particularly use self-ttgved or well-
established 3rd party software). The degree ofghieed trust
heavily relies on the selection of the responsimeties, their
ability to perform their duties independently anccbnfirm to the
public that they have done so truthfully.

Trust in secrecy will certainly benefit from theagbreputation of
a vote organizer in combination with experts whaft the
implementation of sophisticated measures to gueearfor
secrecy. However ‘“real” trust as specified in timéraduction
grounds on an explanation on how secrecy is ensidgedtifying
a number of independent organizations and statiag privacy
will only be broken if all organizations collude rcdbe easily
understood. Finally, instead of requiring all vetéo trust in the
same organization, it is sufficient for each vdtetrust in merely
one out of all participating ones. In a society rehandividuals
tend to confide in the party they vote for, it n®em reasonable
to distribute duties evenly across the politicaam.

7.2 Discussion

Separation of duty has the potential of drasticadlglucing the
probability that secrecy properties are broken., Yt extent of
the gained trust strongly depends on the degresepération
(organizational, architectural, and evolutionakihile there is an
obvious benefit in running computations indepenigeredat

different sites (architectural), the payoff is lted when each
party runs the same software, since trust in theral system
again reduces to one entity, i.e. the producerhef software.
Similarly, separation of duty is not fully in placehen all

involved parties need to store their data at a commentral
server despite using self developed software (¢iemiary). On
the other hand, spliting responsibilities to al fdlegree is
expensive and operationally complicated. Neverseléhere are
technical measures to allow critical computatianbé performed
not necessarily by the full group of players, balydy a fraction
[23]. Thus, the failures of few system players witit affect the
success of the whole system.

Separation of duty only makes sense if it is taliera guideline
that is consistently followed. For instance it withit help much to
define a system in which secrecy-critical inforraatisuch as the
secret keys for decrypting votes, is initially gexted by one
single entity on behalf of all other parties. Ieth is a need for
making such compromises, it is inevitable to declére risk

openly in the documentation at an early stagehdfgecurity gap
is discovered at a point when elections have ajrdmbn held
under the impression of separation of duty, votersy feel

misled.

7.3 Systems in Use

A minimal degree of separation of duty on the oizational level
will need to be implemented in any system. Othexwileast one
employee could inherently access the critical data.

In that sense the Estonian system employs mulspleers to
provide separation of duty on an organizationakleBy having
multiple election officers provide their individuléys to decrypt
the votes contained by the hardware security mo(ii&M), the

regular decryption process cannot be executed poeeha
Before the votes reach the HSM they are mixed kg server for
anonymization. Thus, here separation of duty isimpiemented
as there is only one server mixing the encryptadsidThe server
holds the information showing the order of the gipted votes
and can thus reveal privacy.)

Polyas and the Norwegian system both distributeesgccritical
duties between two sites. In the case of Polyag site is
provided by its producer Micromata, the other steperated by
the organizer of the election. In Norway informatigs split
between two governmental organizations that aceépeddently
and are located 700 km apart.

Helios provides the possibility to select more thane “trustee”
and the idea is that only if all trustees collabenmaaliciously the
secrecy of the vote can be broken. However, usinly the

software from the web would also mean that thewso# for

different entities is programmed by the same teah @so all

components are hosted by this team. Correspondirmgfore

using Helios for legal binding elections softwacenponents have
to be re-programmed and hosted by different parties

Note, in all four cases the employed software @dpced by the
same company, which is not ideal. We concludegbparation of
duty is implemented to some degree in all projeEtswever,
there is much potential for improvement.

8. VERIFIABILITY

In traditional voting voters witness their ballotach its
destination inside the ballot box themselves. Kmgathat the
ballot box is under constant surveillance, theyragssured that
their vote will be included in the counting proceeluln some
countries concerned citizens are even allowed tmess the
counting and verify that the staff performs thesks with care. It
seems natural that citizens who appreciate theisdeges will
ask for strong integrity reassurances in interrgtng as well.
Based on a verdict of the German federal constitati court in
2009, German voters are even explicitly requirecb¢oable to
verify that their vote is correctly recorded andhsidered in the
final outcome. Complying with this requirement ihwes
introducing appropriate technical measures.

8.1 Description

Voting systems are widely considered verifiablesdatalled end-
to-end verifiable) when corresponding with the doling three
properties.

¢ According to [1],[24], individual verifiability eables the
voter to verify that his vote is cast as intendad that it is
stored in the electronic ballot box as cast.

¢« According to [1],[24], universal verifiability endds the
voter and everyone else to verify that all votesest at the
voting server are properly tallied.

¢ According to [25], eligibility verifiability enabke anyone to
check that each vote in the election outcome watlmaa
registered voter and there is at most one voteqter.

Ideally, the available mechanisms will offer veafility without
requiring voters to trust any system players. Tég to achieving
that lies in publishing the electronic ballot bdsrey with all data
needed to assert the correct execution of theirigllprocedure.
Apart from information taken from the cast balldtse data will
generally comprise so-called zero-knowledge proofgistify all
partial computation steps on a public bulletin lodhese proofs



mathematically reveal enough information to provid&dence of
correct tallying; however they do not reveal angrsey-critical
information.

8.2 Discussion

The application of the required cryptographic teghas yields
the outlined approach very promising. However,dimes along
with drawbacks that may lead to the decision ngprimvide full
end-to-end verifiability because of security gapsatt are
introduced due to its implementation.

1. If voters are provided with a proof to confirm thlaeir vote
will be counted as intended, they can use that fptoo
reveal to a third party how they voted. The existeof such
Jreceipts” increase the risk of vote buying. Tedahi
approaches to solve that dilemma have been intemuc
[26], however it will take further research befthese ideas
have sufficiently matured for efficient applicatiom
practice.

2. Privacy relies on the long-term security of the &yed
cryptographic techniques. While experts will find i
reasonable to believe that these are powerful éndog
maintain privacy during the coming few decades, st
assume that somewhen in the far future the privaicy
today's electorate will be broken. Whether
generations may be made responsible for unpopoldical
views of their ancestors is a matter of debate.

These concerns may lead to a solution where ondjt@s are
given the access to the full collection of votirgtaland perform
the remaining verification steps not granted to ftheblic.
Nevertheless, under the assumption of appropriggparation of
duty, voters can be strongly reassured that thw# is counted as
intended. In that case it is crucial that voters @d what they
actually verify themselves and what aspects aregadgtd to
auditors. This can be easily explained in termseygaration of
duty as exposed in the previous section. The tansbng the
public then depends on the trust they bring forwtamdards these
authorities and their ability to publicly confirninat they have
performed their tasks independently and truthfully.

Further, end-to-end verification using the conterapp methods
grounds on calculations one cannot perform with @ed paper.
Successful verification thus requires the elec&satrust in the
programs provided to perform the verification ahd integrity of
the computer the verification is performed on. Neheess,
verification steps can be repeated using diffe@atforms and
independent third party software.

The responsible authorities need to establish Iggalelines to
handle cases where voters claim that their vetifioafailed.
Apparently, vote updating, discussed in the nexttice,
constitutes an appropriate auxiliary instrument.

8.3 Systems in Use

The Helios system is the strongest in fulfilling ttriteria for end-
to-end verifiability: The relevant cryptographictdas displayed
to the user who can then use third party softwark \erify that

his vote has been considered in the final tallpglwith all other
ones. However, note that the strong sense of abiiily allows

voters to obtain a receipt to reveal to others ltoey voted. The
Polyas system only provides universal verifiabilignd the
possibility to verify that votes have been cast iatended.
However voters need to trust in one specific sitehie backend
(i.e. one server) in storing their vote correcflne Norwegian

coming

system also provides verifiability in terms of “t@s intended”,
while “stored cast” is granted under the premiss &l leastone

of any of the two backend sites follows its proaeducorrectly.
However, the universal and eligibility verificatias only granted
to auditors, not to the people sitting at home. Tiection

officials have chosen this approach for makingripéssible for
voters to prove to third parties that do not p#éte in the
system infrastructure how they voted. In the Estorsystem, no
verifiability is provided.

9. VOTE UPDATING

Vote updating (re-cast and replace the previouaht electronic
vote) is a measure to establish trust regardinggiity of the

published result, in the sense that the publiskedlit captures the
electorate’s free will.

9.1 Description

In many cases remote electronic voting is introdues an
additional channel to traditional paper based wlastat polling
stations. For the traditional channel the voteingsprocess is
protected by a polling booth and the poll workerkereas for the
remote electronic voting channel, the vote casfmgcess is
conducted in an uncontrolled environment, i.e. whitre voter
might be observed or influenced when casting his.via order to
undermine voters' fears and inherently generatt inuthe remote
electronic voting system, the election authoritishould
implement vote updating. This allows a voter to atpd his
electronic vote multiple times, particularly untié is convinced
that he successfully cast his vote unobserved atitbw being
influenced. Given this possibility, vote-buying betes far less
interesting.

Voters might distrust the voting system only aftez experience
of casting their vote. This might occur for instanehen they
misinterpret information presented to them, or witstecting
malware on their PC after casting their vote. Gspomdingly,
they would not know whether their vote is sent eastdred
properly or whether the process was interruptedreef Again, in
order to take away corresponding fears from theenvand
correspondingly gain trust in the remote electromiting system,
the election authorities can implement vote updgiimcluding
overwriting the e-votes with a paper vote.

9.2 Discussion

There are different ways to implement vote updafc@mpare to
[27]) while they have different advantages and diisatages. In
general, replacing electronic votes by a paper care support
receipt-freeness in the context of verifiable elmtic voting
systems. A general challenge is to ensure thatlasievote is
counted and no problems by replay-attacks or detaysthe
network can cause that an earlier vote is counted.

Opponents of vote updating argue that vote updatifigences
the value and character of an election. They atgatthe act of
casting a vote is something special and shouldoratepeatable
otherwise it gets the character of a game.

9.3 Systems in Use

Vote updating has become popular after Estoniarhplemented
it for its parliamentary elections in 2007. Apaxirh Estonia, it is
also applied in the Norwegian and the Helios system

The only system that does not offer vote updatingalyas. They
claim that this is to maintain the seriousnessroekection. Also



from a technical point of view, vote updating wouldt easily be
integrated as the system separates informatiorh@rvater from
information on the vote already during the stageasfting. Thus
it becomes problematic to elicit the vote to bdaegd.

10. TEST ELECTION
Test elections before the binding elections enabkers to get
familiar and learn how to use the system properly.

10.1 Description

All the other described trust establishment measwan be
supported by implementing test elections beforentae election.
Such test elections would enable voters to “playthvthe new
voting system, get used to it, cast test votesawitioeing afraid to
make mistakes. They can also get used to new mischsrike
verifiability and vote updating.

Such a test election should be as similar to thim rakection as
possible in order not to confuse voters, i.e. tebguld receive
their login data through the same channel as nthin election.
Also the hotline to call in case of questions aripems should be
available.

It is not recommended to use a pre-system foreestions, with

reduced functionality as this might confuse theevdb see a
different system for the real election. In addititimere should be
enough time for the test election. Thus, every mi@e voter

should have the chance to test the system.

Besides running a test election right before thenreection one
could also run a mock election in parallel to a grapased
election and enable everyone who is interestedoircdst in
addition an electronic vote. Here, the paper veates the legal
binding ones and the electronic voting system ity ém enable
voters to gain experience with the internet vosggtem.

Sometimes, ‘test elections’ are also implementeth wElected
voters to get feedback about the interface. As ithigart of the
usability evaluation this does not count under ¢htegory test
election.

10.2 Discussion

Almost no disadvantages can be identified for theasure. The
only disadvantages are the additional costs anddb#ional time
required to run the test election. Notably, thalfisystem needs to
be ready prior to the real election.

10.3 Systems in Use
In most of the projects they have test electiortsitgeneral not
for all voters but only for a selected group.

Estonia runs test elections before all parliamgnédections but
due to our knowledge only for selected voters. $ame is true
for the Gl elections. For each Gl election, Micreaeuns a test
election for 100 randomly selected voters. They aiso give
feedback to further improve the system. Thus, tiefps only
partially to get used to the system. However, theason is
different as Polyas has been used for Gl electginse 2005.
Thus, most voters are already familiar with thaesys

As Helios is an open source system, it is easyotalact a test
election. When the system was used for the IACRtieles they
formally run a test election.

In Norway, they currently run test elections, hoemrwsing a
system with reduced functionality; particularly tt&MS for
verifiability is not yet implemented.

11. ALLOWING INDEPENDENT
IMPLEMETATIONS OF VOTING CLIENT

Allowing and supporting the development of clieoftware by
third parties is meant to address concerns regardime
trustworthiness of the official product.

11.1 Description

Voters need to have a high degree of trust in lileatcside voting
software they run on their home PC because thewandt
generally gets secrecy-critical information, ilee tvote to be cast
and also the identity of the voter at authenticat®y sending out
that information fairness and privacy can be brokamthermore,
voters may fear that the software neglects the'suseput and
casts a vote for the wrong party and misleads riffaagion.

Voters who personally feel that the official venaeas the wrong
choice will benefit from this measure, too. Thuse tvoter does
not need to trust one particular client but can aise from any
entity he thinks is trustworthy, for instance hisferred party.

Further, a variety of clients is likely to attramiore voters. For
instance, people who fear being misled during thigng process
due to their own inexperience with the internet rbayprovided
with a client that offers the guidance tailored thoeir needs.

11.2 Discussion

By publishing a documentation of the technical rifatee used on
the backend site, it becomes very simple for tipaities to
develop their own voting client. Even people witimited
engineering experience will be able to producediattibute their
own software. This effect will allow voters to clemo their
preferred product out of a great choice.

Although this freedom of choice will improve theudt of
individual voters regarding their own vote, the mggzh holds the
risk of having malicious software in the marketie@t software
could potentially be designed to influence votergheir choice,
or even worse, reveal or alter their choice unmeotidJnder this
premise voters may tend to lose confidence in itegrity of the
published election outcome. Nevertheless this eamitigated by
allowing only clients that have been assessed hyedited
institutions. In any case voters need to be eddaatetheir risks
when using software from a third party. Electiothauities need
to assess whether the gained trust due to thiagpipiis likely to
outrule the risk of malicious software being spread

11.3 Systems in Use

None of the projects in our scope encourages peoptkevelop
further voting clients. Nevertheless, the Heliostemn is open
source and thus allows deducing rather easily hovdevelop
another voting client. Similarly in Polyas one oalitit how to
make a client by reading the html code in the bew#s in
Helios the same should be possible in the Norwepgiafect as
soon as the source code is made available. Whtthgrplan to
publish technical documentation of their servereifé#ice and
motivate to use it for engineering voting cliengssiill unclear.
The Estonian system does not publicly documerdatsvare on a
technical level, which makes it rather difficult weduce the
necessary details to implement an own client.



12. CONCLUSION

Technical research in voting technology has madmifsiant

advances. Many schemes have been proposed to neeéigh

security standards required at elections. Althomghall concerns
can yet be addressed simultaneously, experts fesl the
contemporary state of research allows developingtisas that
yield remaining risks and dangers negligible. Weehargued that
the discussed measures are suited to allow thel natalic to feel
alike. Further measures will be discussed in aesuim the near
future.

We have argued that transparency will allow indeleen experts
to assess a system's qualities and establish ape&iion. Since
transparency relates to a system's technical s$gcteatures,
experts are likely to gain rather than lose trasa isystem, given
that it exhibits the expected qualities. Under ghismise alone,
the technical laymen still do not know which expett take as
their reference. Hereby, the primary difficulty doaot lie in
estimating whether the experts have the skillsakes for a
thorough assessment. The difficult question liesestimating
which experts share their moral standards. Thespamency
measure, thus being the most critical one, foresees
documentation to address the majority of the pubtio are not
aware of technical particularities. We have exmdinvhy the
documentation should describe the remaining daragedsisks in
a non-technical language. This allows anyone whoté&ested to
assess the trustworthiness of a system on the dfatbeir own
moral standards. Since irregularities during arctela process
can be explained in terms of the widely acceptsKsriit seems
less likely that voters lose their trust once i baen established.

We have shown that each of the proposed measusrspkyed
by at least one of the four presented internetngotystems.
While some have been consciously ruled out (e.glyaBo
explicitly excludes “vote updating”), others argesf implemented
only to a minor degree.

It is the task of the responsible election authesito estimate
which concerns regarding security are the most premht among
their citizens. The measures should then be selecteordingly.
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