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Abstract. We propose a concept called TORPEDO to improve phish
detection by providing just-in-time and just-in-place trustworthy tooltips
to help people judge links embedded in emails. TORPEDO’s tooltips contain the actual URL with the domain highlighted and delay link activation for a short period, giving the person time to inspect the URL before
they click. Furthermore, TORPEDO consists of an information diagram
to explain phish detection. We evaluated TORPEDO in particular with
respect to its effectiveness: Compared to the worst case ‘status bar’. as
used in Thunderbird and Web email clients. TORPEDO performed significantly better in detecting phishes and identifying legitimate emails
(85.17% versus 43.31% correct answers for phish). A proof of concept
implementation is available as a Thunderbird Add-On.
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Introduction

Phishing is merely a modern equivalent of a confidence trick that has been
carried out for centuries: to deceive someone to derive some personal benefit.
The first time that the term “phishing” was used to refer to this digital version
of confidence tricking was on January 2, 19964 . Phishing messages offer a link
embedded in an email message that entices the recipient to click. Email recipients
are likely to click on links due to their widespread legitimate use. If they do click,
it redirects them to a website masquerading as the real thing or downloads some
malware onto their computer. Twenty years after its emergence, phishing still
succeeds [11, 39].Automated detection is a powerful tool against phishing, but
the fact that it takes, on average, 28.75 hours to detect new phish websites
[2] means that users have to detect phishing messages themselves during the
discovery window. However, many people are unable to distinguish legitimate
from phish messages. Since there is no financial bar on the number of emails
phishers can send, this means a sizeable number of people are snared every day.
The goal of our research was to propose a solution to reduce phishers’ success in the email environment significantly (note, we studied the approach in
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