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Abstract: With recent trends in manufacturing automa-
tion, control software in automated production systems 
becomes more complex and has more variability to keep 
pace with customer and market requirements. Quality as-
surance also becomes more and more important to ensure 
that the systems live up to expectations. However, 
correct-ness of automation software is rarely verified 
using for-mal techniques in spite of their high coverage. 
One of the main reasons is the lack of specification 
languages suit-able for this application area that are both 
comprehensible and sufficiently expressive. Generalized 
test tables (GTTs), which are a specification language 
for reactive systems, were presented recently as an 
accessible representation for application engineers. This 
formalism achieves both the comprehensibility of 
concrete test tables and the cov-erage of formal 
methods. In our approach, the specifica-tion provided 
by GTTs is used for formal verification, es-pecially 
model checking. In this paper, we present four new 
features for GTTs: the progression flag, strong rep-
etition, row grouping, and specification on internal vari-
ables. We demonstrate the applicability and evaluate the 
comprehensibility of GTT-based specification and verifica-
tion using a range of diverse scenarios from the community 
demonstrator, the extended Pick & Place Unit.
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Zusammenfassung: Steigende Kunden- und Marktanfor-
dungen in der Fertigungsautomatisierung erfordern kom-
plexere Steuerungssoftware und kürzere Entwicklungszy-
klen. Umzukünftig Korrektheit und Zuverlässigkeit sicher-
stellen zu können, ist eine Anpassung an der Qualitätssi-
cherung erforderlich. Formale Methoden können hierfür
nachprüfbare Garantien bieten, aber obwohl Automatisie-
rungstechnik inunternehmenskritischenBereicheneinge-
setzt wird, werden formale Methoden dort selten verwen-
det. Einer der Gründe ist derMangel an geeigneten Spezifi-
kationssprachen für die Automatisierungsdomäne, die so-
wohl nachvollziehbar als auch ausreichend aussagekräf-
tig sind. Generalized Test Tables (GTTs) sind eine formale
tabellen-basierte Spezifikationssprache für reaktive Syste-
me für den Entwicklungsingenieur. GTTs erhöhen die Aus-
sagemächtigkeit und Testabdeckung konkreter Testtabel-
len unter Beibehaltung ihrer Verständlichkeit. In diesem
Beitrag analysieren wir die Anwendbarkeit und Verständ-
lichkeit von GTTs. Dazu spezifizieren wir Teile des Anla-
genverhaltens diverser Szenarien aus demCommunity De-
monstrator Pick&Place-Unit (PPU).

Schlagwörter: formale Verifikation, formale Spezifika-
tion, funktionale Spezifikation, Software-Engineering,
Fertigungssystem-Engineering

1 Introduction

Automated Production Systems (aPS) and their engineer-
ing become more and more complex, following current
trends such as, e. g., increasing customer flavor vari-
ety [21]. The proportion of system functionality realized
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by software is increasing [18]. A malfunctioning soft-
ware may cause damage to the system itself, the pay-
load, or even harm persons within the reach of the sys-
tem. Therefore, effective software quality assurance is es-
sential [8]. aPS are usually automated with Programmable
Logic Controllers (PLCs), and these computing devices are
expected to control aPS with assured quality in depend-
able or safety-critical real time environments [20]. The set
of guidelines defined in the Good Automated Manufactur-
ing Practice (GAMP) by the ISPE (www.ispe.org) is an ex-
ample for quality criteria for the validation of aPS (in the
pharmaceutical domain).

In today’s industrial practice, software quality is com-
monly achieved by dynamic validation either through
manual step-by-step testing or automatically generated
test cases [14]. However, the main weakness of traditional
testing is that one test case covers only a single, particular
runof the aPS software.Moreover, developers are oftenun-
der pressure to meet a delivery deadline [21]. This implies
that the full system behavior is usually not covered dur-
ing validation, and that some scenarios remain untested.
Thus, software correctness cannot be proven completely.
Unpredictable and rare malfunctions may remain undis-
covered, which can have severe consequences.

In contrast to testing, formal verification achieves full
coverage by proving the correctness of an implementation
mathematically and exhaustivelywith respect to its formal
specification. Moreover, formal verification allows for an
easy re-validation, which is, e. g., required by the GAMP
guidelines for each change of a safety-critical aPS. Thus,
there is a need to support formal verification of PLC soft-
ware [8].

But formal verification is not commonly used, yet, to
verify the correctness of implementations. One of themain
reasons is that it is difficult to specify the desired temporal
properties of a system, since that requires expert knowl-
edge on formal specification languages [13]. Even worse,
in many cases not even an informal description of the re-
quirements is available that could be used as a basis for a
formal specification.

To tackle this problem, we have extended the concept
of test tables, which are commonly used to describe test
cases in table form [19]. In recent works [24, 3], we sug-
gested an approach to support quality assurance by gen-
eralizing test tables such that they can be used for formal
verification purposes in addition to testing.

While non-formal behavior verification, e. g., using a
conventional testing process, is largely based on the actual
execution of a system, formal methods provide proofs en-
suring software correctness with respect to the specifica-
tionwithout actually executing the system [12]. Formal ver-

ification uses logic-based deductive techniques for these
proofs. In our approach, we use model checking, which
checks for desired behavioral properties by systematically
exploring all states of the system’s model [15].

In this paper, we demonstrate the applicability and
evaluate the comprehensibility of specification and ver-
ification using generalized test tables (GTTs). Their ex-
pressiveness is analyzed using a range of diverse sce-
narios from the community demonstrator, the extended
Pick&Place Unit (xPPU) [21]. A further contribution are
additional features for GTTs that allow to better express
repetitive behavior.

2 Related work

Though formal verification of aPS behavior is a recent re-
search topic, there has been work on verifying PLC soft-
ware using model checkers, e. g., [2, 23, 5]. Regression ver-
ification is a variant of verification focusing on ensuring
that no regressions, such as software bugs or undesiredbe-
havior, are introduced by changes to an evolving system.
Starting from [17], many approaches have been developed
for such relational proofs. In recent work, these ideas have
been adapted to PLC software [4].

Software Cost Reduction (SCR) is a formal require-
ments method, that was applied to mission-critical sys-
tems by NASA [9]. SCR uses synchronous state machines
to describe the behavior of a system. State machine speci-
fications use a “user-friendly” table-based notation for the
transition relation and the output relation. SCR provides
various tools for the simulationandvalidationof specifica-
tions, the generation of system invariants and source code,
and the formal verification of application properties.

CocoSpec [7] is a specification language for reactive
programs that arewritten in the Lustre programming lan-
guage. Similar to GTTs, CocoSpec is based on an assume-
guarantee paradigmusing constraints on input values (as-
sumptions) and output values (assertions) in every time
step. The constraints are Boolean expressions following
the semantics of Lustre.Using a statemachine, assertions
andassumptions become time-dependent inCocoSpec. In
GTTs, in contrast, assumptions and assertions are always
time-dependent, i. e., they depend on the table-rows.

The ForSpec Temporal Logic (FTL) is an extension
of Linear Temporal Logic (LTL) developed by Intel [1]. In
addition to LTL operators (until, always, eventually), it
supports the corresponding past operators. Moreover, FTL
adds some features that are of interest w.r.t. GTTs. For ex-
ample, FTL supports the specification of time windows, in
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which certain events need to occur (bounded LTL opera-
tors). And, FTL allows the description of regular events, 
which are sets of finite state sequences described by reg-
ular expressions.

In [13], several user-friendly specification languages 
are presented and compared. Unfortunately, formal spec-
ification languages such as temporal logic are still a bar-
rier for the application developers to understand and use. 
Most of the languages for describing the relative order of 
events, such as Computational Tree Logic (CTL) and LTL, 
require a level of expertise that is currently not found in de-
velopers that have little experience in using formal speci-
fications [10]. This lack of expertise in using logical formu-
las is a main motivator for the development of GTTs.

3 Introduction to GTTs
In this section, we introduce the syntactical concepts of 
GTTs, explain what it means for a system to conform to a 
GTT, and describe how conformance is proven.

3.1 Concrete test tables

A (non-generalized) concrete test table describes a test pro-
tocol consisting of a sequence of input values (provided by 
the environment) and expected output values (computed 
by the PLC software under test). Every input and output 
variable has its dedicated column in the table. Every step 
in the protocol is represented by a row in the table. A sys-
tem can be checked against the test case described by a 
concrete table by providing the input stimuli to the system 
row by row and checking that it responds as specified with 
the expected output values.

Instead of repeating a row several times, the number 
of repetitions can be annotated in the special table column 
duration (�).

3.2 Abstractions in GTTs

GTTs follow the same principles as concrete test tables, but 
go beyond them by introducing three means to abstract 
from concrete values: (1) abstraction using constraint ex-
pressions, (2) using references to other cells in constraint 
expressions, and (3) using generalization in the duration 
column (see Fig. 2 for a simple example GTT).

Though a GTT covers a (possibly infinite) set of con-
crete behaviors, it usually does not fully specify a system 
but only its behavior for a certain situation or scenario.

Abstraction using constraints. Whereas cells of
concrete test tables contain concrete values, the cells in
GTTs describe constraints, such as “X ≥ 0”, “X − 1 = 0”,
or “X > 3 ∧ X < 10” that may be satisfied by many values.
These constraints are formulas over the input and out-
put variables. Their syntax and semantics follow those of
expressions in the programming language Structured-
Text [11].

To make GTTs more readable, we allow a number of
abbreviations. They are shown in Fig. 1. Furthermore, we
use a vertical line (cf. Column IN, Fig. 2) over consecutive
cells of a column to mark the repetition of the upper con-
straint in the consecutive cells.

Abbrev. Constraint

n X = n
< n X < n (same for >,≤,≥, ≠)
[m, n] X ≥ m ∧ X ≤ n
— X = X (don’t care)

Figure 1: Constraint abbreviations (X is the name of the variable
that the cell corresponds to; n,m are arbitrary expressions of type
integer) [24].

References to other cells. A reactive system may
possess an internal state, i. e., its behaviormaydependnot
only on the current but also on previously observed input
values. GTTs have two expressivemeans to formulate such
dependencies: global variables and past references.

Global variables can be used in constraints. They are
denoted by lower-case letters and have a fixed valuewhich
does not change throughout a run. For example, if v is a
global variable, A = v occurs in one cell and X = v + 1 in
another cell, then this requires that X = A + 1. While the
value of a global variable v does not change in a single run,
there may still be several values for v that satisfy all con-
straints. Using X = v in a cell for X is equivalent to “don’t
care” if this is the only occurrence of v.

Past references are relative references to previous val-
ues of variables. A past reference “X[−n]” refers to the
value of variable X which it had n ∈ ℕ cycles before the
current one. A past reference refers to the system itera-
tion n cycles ago, not to the nth row above the current row
(this may differ because rows may be repeated). Absolute
references to particular cells canbe expressedusing global
variables.

Generalization in the duration column. The entry
in the duration column determines the number of repeti-
tions for each row. In this column, only intervalswithnatu-
ral numbers as bounds are allowed as constraints [3], i. e.,



constraints of the form “[n,m]”, “≥ n”, and “—” (“don’t
care”) are the only possibilities (with m, n natural num-
bers). If a duration constraint includes the value 0, then
that row is optional and can be skipped. Note that for sys-
temswith a constant cycle time, duration can also be spec-
ified as time intervals (in ms) instead of as number of rep-
etitions: time intervals are converted to repetitions by di-
viding them by the cycle time.

Example: Pulse Timer. Figure 2 shows an exam-
ple GTT specifying the Pulse Timer function block from
IEC 61131-3 [11]. As long as the timer receives the input
IN = FALSE, it keeps waiting and signals constant values
(Row 0). When the Pulse Timer is started, which happens
when IN is set to TRUE (Row 1), the software must output
Q = TRUE (signalling that the timer is running) for a period
whose duration is specified by the pulse time provided as
input in PT. Note that the pulse time is measured in mil-
liseconds, but that the value shown in the table actually
represents an integer, namely the time shown divided by
the cycle time. In this GTT, we require that the input IN re-
mains TRUE and PT remains constant as long as the timer
runs. The latter is expressed using =PT[-1] in Rows 2–4,
which requires PT to have the same value as in the previ-
ous cycle.

Figure 2: A simple GTT for the Pulse Timer function block defined
in IEC 61131-3 [11]. The vertical lines in columns IN and PT denote a
repetition of “TRUE” resp. “=PT[−1]”.

Rows 2 and 3 correspond to the state inwhich the timer
is running and the elapsed time ET has not reached the
pulse time. The entries “1” resp. “≥ 0” in the duration col-
umn specify that the timer must be in this state for at least
one cycle. While the timer runs, the elapsed time output
ETmust monotonically increase (“≥ ET[-1]”).

When the elapsed time reaches the pulse time, the out-
put Q, signalling that the timer is running, must switch
from TRUE to FALSE (Row 4). Interestingly, the GTT leaves
the exact switching behavior unspecified, allowing the
PLC software to signal TRUE or FALSE in the first cyclewhere
the pulse time is reached (Q is “don’t care” in Row 3).

The GTT contains a strong repetition “—∞”, which
means that repeatedly starting the timer is possible.

3.3 Conformance

The behavior of a reactive system S is the set of its possible
runs, modeled by a set B(S) of infinite sequences of inputs
and outputs. These sequences can also be interpreted as
(infinite) concrete test tables. Similarly, a GTT G describes
a set T (G) of concrete test tables, which arise from G by
unwinding rows according to the duration column and
by instantiating all cells with values that satisfy the con-
straints. The set T (G)may comprise both finite and infinite
instances of G. See [24] for details.

Intuitively, S conforms to G if all its possible runs b ∈
B(S) conform to G. A single run b conforms to G iff one
of the following cases holds: (1) b ∈ T (G), (2) there is
an instance t ∈ T (G) which is an initial sub-sequence
of b, or (3) there is no concrete test table in T (G) whose
input sequence is the input sequence of b or an initial sub-
sequence of it. In the first two cases, b is covered by G: The
behavior b is a possible (finite or infinite) concretization
of G. The third case covers the situation in which G does
not include the scenario to which b belongs at all. If the
sequence of input values in b is not present in T (G), then
the table does not make a statement about how the soft-
ware should react to these inputs.

3.4 Verification

The question of whether a PLC program conforms to a GTT
is decidable as the state space of PLC programs is always
bounded.

Based on the state-of-the-art model checker
nuXmv [6], we have built an automatic decision proce-
dure for conformance checking (Fig. 3). Our tool translates
the PLC program, given as StructuredText or Sequen-

Model Checker
nuXmv

Specification
GTT

Symbolic
Execution

IEC 61131-3 code
(PLCOpenXML)

Verification Result
✓ / ✗ / �

Figure 3: A schematic view of the procedure deciding conformance
of PLC software to GTTs. The result of checking conformance is ei-
ther (a) that the software indeed conforms to the GTT, (b) a coun-
terexample, or (c) a time out due to limitations on resources.



tial Function Chart, and the GTT into a combination of 
two automata and formulates conformance as an invariant 
on them. The program automaton describes the transition 
relation between two PLC cycles and is obtained from the 
PLC source code using symbolic execution and a trans-
formation into single static assignment form. The GTT is 
translated into an automaton that keeps track of the table 
rows to which the current state may correspond (which 
can be more than one). The program conforms to the GTT 
if this automaton either reaches an end state or if no row 
is active any more. It violates the specification if the out-
put values violate the output variable constraints of all 
currently possible rows.

We have implemented two tools that support the con-
struction and verification o f GTTs. The backend geteta 
constructs automata for the software and the GTT and 
launches the model checker. The graphical user interface 
stvs provides a user frontend with support for the visu-
alization of counter-examples and the generation of con-
crete test tables.1

4 Extensions for GTTs

In addition to the concepts of GTTs presented earlier [24], 
we introduce in this paper four extensions, mainly pos-
sibilities to formulate duration constraints: the progress 
flag, strong repetition, row grouping, and columns for in-
ternal state variables. Although the expressiveness is not 
extended by the new features, they enable better compre-
hensibility and efficient expressions.

4.1 The progress flag

The progress flag is a supplementary annotation to a du-
ration interval, denoted by a subscript ⋅ p. If a row is an-
notated with the progress flag, then the test must progress 
to a subsequent row if possible. For example, “—p” is, like 
“—” (don’t care), a repetition of arbitrary length, but unlike 
“—”, the flag requires that the execution continues with a 
successor row if possible. Only if that is not possible, the 
current row is repeated. Using the progress flag ensures 
that the test does not get stuck unnecessarily.

Moreover, the progress flag helps t o s pecify t he de-
terministic software requirements concisely and leads to

1 Both tools are available online at https://formal.iti.kit.edu/geteta
resp. https://formal.iti.kit.edu/stvs

more comprehensible test tables. A typical pattern in spec-
ification is waiting for a trigger event to occur, and then
to proceed as specified. In a GTT, this is expressed by two
successive rows: the first row allows all input and output
values for an arbitrary duration. Its successor row specifies
the trigger event by input constraints (See Rows 0 and 1 in
Case 2 in Sect. 6.2). When the second following row is sat-
isfied, the first row needs to be vacated in favor of the sec-
ond. Without the progress flag, any systemwould be weak
conform to this table because the system can not violate
the first row.

An equivalent specification without “—p” can be ob-
tained by including the negation of the input constraints
of the following rows to the current row and using “—” as
duration. But this leads to tables that areunnecessarily dif-
ficult to read.

4.2 Strong repetition

Strong repetition (indicated by using “—∞” instead of “—”
in the duration column) denotes that a row is to be re-
peated infinitely often. This is needed to specify that a de-
sired pattern must never be violated. Strict safety require-
ments are typical use cases of strong repetition. The don’t-
care duration “—” is not suited for specifying such prop-
erties since a table row with “—” is already satisfied if the
software conforms to a finite number of times – or even
zero repetitions.

The strong repetition in a row prevents a system from
being strict conform to the table, since the end of the GTT
cannot be reached. Therefore, if all possible paths through
a GTT end up in strong repetition, there does not exists a
strict conform system to this table. The App. B gives a for-
mal explanation.

For every GTT T∞ that contains strong repetitions, we
can construct aGTTT∗with equal (strict andweak) confor-
mance for every system. T∗ is obtained by replacing every
strong repetitionwith a “don’t-care”, andaddinga sentinel
row that prevents the row is ever left. The construction and
proof are given in App. C.

4.3 Repetition of multiple rows

The third extension is the grouping of consecutive rows
to be repeated as a row group. Every row group has its
own additional duration constraint. Row groups can be
nested, i. e., a group may contain other groups and rows
(but they cannot partially overlap). With row groups, we
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can express specifications composed of repetitive or op-
tional sections that span over multiple rows. The sections
can represent different state of the software, e. g., initial-
ization, error recovery, or automatic and manual opera-
tion.

As an example, an error handling function of a con-
veyor belt is shown in Fig. 4. This shows complicated
nested row groups on a conveyor belt behavior. Row 2 de-
fines the triggering the conveyor and an error might di-
rectly occur without this conveyor trigger. The row group
covering only Row 2 makes this row optional (see the du-
ration defined as [0, 1]). Rows 3 to 5 form the error recovery
bymoving thework piece back and forth up to three times.
The error recovery is exitedwhen thework piece reappears
at the beginning and the error is reset as specified inRow6.

We present the revised definitions in App. A.

Figure 4: Example of a nested GTT for a conveyor belt.

4.4 Expression over state variables

Weallowa column todesignate not only an input or output
variable, but also an (internal) state variable of the soft-
ware. This enables the specification of internal behavior of
the system, e. g., the specification of invariants or changes
of global variables.

The state column can either be categorized as an in-
put or output, resulting in different interpretations in the
semantics. As an output column, the state column be-
haves equally as if it would be an output of the system:
a violation of the corresponding constraint leads non-
conformance of the system. The constraint is an assertion.
If the column is categorized as an input, its constraints are
a prerequisite or assumption for the application of the cor-
responding row. The value of the state variable is deter-
mined by the system and can not be chosen by an envi-
ronment, as any normal input variable. But a constraint
violation on the input state column does not lead to non-
conformance of the system.

Beside the conformance, the categorization also ef-
fects the evaluation of the corresponding constraint. By

default, a state variable refers to the last value. As an input
column the state variable refers to the previous cycle (be-
cause the input constraints are evaluated before the sys-
tem is executed). As an output column, the state variable
refers to the value after the execution of the system. To
make a clear distinction, we use Xpre or Xpost to refer to the
value of a state variable before and after the execution of
the system. Technically, an input column for state variable
Xpre has always an implicit constraint = Xpost[−1]. Their
value in the first cycle is determined by the standardized
default values or user-defined in the variable declaration
(cf. [11]).

5 Demonstrator: The xPPU

The Pick & Place Unit (PPU) is a lab-size manufacturing
plant demonstrator [21] to benchmark evolution scenarios
for aPS, and the extended PPU (xPPU) [22] is a recent ex-
tension of that demonstrator (see Fig. 5). It has been es-
tablished within the DFG priority programme SPP 1593 in
Germany as a common case study for evolution in plant
andmachine automation. Although the xPPU is quite sim-
ple, it realizes the basic functionalities representative in
intralogistics systems as identified by Spindle et al. [16].
The original PPU consists of four modules: a stack as a
loader for work pieces, a stamp as a manipulation demon-
strator, a conveyor as a sorting unit, and a crane as a trans-
porter to transfer work pieces between the other modules.
The extension adds more modules and features, e. g., a re-
ordering module for logistic flexibility named PicAlpha,
reinforced security and safety, product recognition, and
more. A wide range of evolution scenarios have been de-
fined and implemented for the (x)PPU with different moti-

Figure 5: Community demonstrator: the Pick & Place Unit.



vations (e. g., changing requirements, fixing failures, and 
unanticipated situations on site).

In the xPPU, work pieces are processed differently de-
pending on their type (black plastic, white plastic, and 
metal). Work pieces that are to be processed are loaded 
into the stack. From there, a cylinder separates an individ-
ual work piece which is then on standby to be delivered 
by the crane either (a) directly to the sorting module or 
(b) first to the stamp and then –  after stamping –  to the 
sorting module.

Transportation by the crane module requires a series 
of actions: turning to the target, stopping, lowering the 
arm, gripping the work piece with pneumatic pressure, 
raising the arm, turning, stopping, lowering the arm, re-
leasing the pneumatic pressure, and raising the arm again. 
Turning/stopping and lowering/raising are implemented 
by a motor and a cylinder. In the stamping module, once 
a work piece has been placed into the container at the end 
of the slider, the slider cylinder is retracted down to the 
stamping point where a vertical cylinder with a stamp at 
its tip is installed. As soon as the work piece has been 
stamped, the slider is extended to move the piece back 
to its arrival position. In the sorting module, once a work 
piece has been placed at the end of the conveyor belt, it is 
taken to the pusher point by a motor. The pusher is imple-
mented by a cylinder that pushes out the work piece onto 
the ramp on the opposite side.

The case study which we specified using GTTs and ver-
ified is a collection of three xPPU scenarios that are vari-
ations of this basic setup. They differ in their mechanic, 
electric, electronic and/or software configuration.

6 Case study:
Using GTTs for specification

In this section, we present three xPPU scenarios, whichwe
use as the application cases of a case study, and show how
behavioral patterns can be specified using GTTs. The for-
mal verification of the PLC software w.r.t. the presented
GTTs is discussed in Sect. 7. The application cases were
selected such that a variety of GTT features is covered,
but also to demonstrate that various behavioral patterns of
aPS can be specified and verified using GTTs. For printing
we omit variables in the presented GTTs. A detailed ver-
sion of the GTTs can be found on the companion website2

along with the verification models and results.

2 Companion Website: https://formal.iti.kit.edu/at2018

6.1 Application Case 1: Emergency stop

Once an unexpected or abnormal situation is detected by
the software, it has to initiate the right halting actions im-
mediately to avoid damage. After stopping in a safe con-
figuration, the xPPU is switched into manual mode, and
the operator may be asked to operate the aPS manually
to allow an automatic restart, or to prevent further dam-
age. For the purposes of initiating an emergency stop, the
xPPU has three emergency-stop push-buttons at the stack,
the stamp, and the sortingmodule. As soon as one of these
buttons is pressed, the emergency-stop process is initiated
and the following actions are taken: The pneumatic cylin-
ders in the stack are retracted, the rotation of the crane is
stopped, the conveyor of the sorting module is stopped,
and the pushers on the conveyor are all retracted.

The emergency-stop procedure for the pneumatic
pressure on the crane’s gripper is more delicate, as turn-
ing off the vacuum without taking the current state of the
gripper into consideration may allow a work piece to fall
to the ground. Therefore, if a work piece is currently be-
ing gripped, then the gripper must continue to hold onto
that piece until the emergency procedure has terminated
(or the work piece is removed manually).

The GTT in Fig. 6 specifies this emergency stop behav-
ior. Note that this particular table only describes the emer-
gency routine; to fully specify thePLCbehavior, otherGTTs
for non-emergency situations would need to be added.
Row 0 is active as long as the emergency-stop procedure is
not activated (EmergencyStop = TRUE, active-low). For that
case, this GTT does not prescribe any particular action, so
that all output columns in Row 0 contain a don’t-care sym-
bol. Once an emergency stop is initiated (EmergencyStop =
FALSE), the GTT advances to Row 1.Without delay, the rou-
tine needs to ensure that the crane gripper does not drop
any work piece. Thus, if the input variable Sucked is TRUE,
which indicates that the gripper holds a piece, the output
variables VaccuumOn and VacuumOff are set accordingly in
Row 1. If the operator removes the work piece during the
emergency routine, Sucked becomes FALSE and the vac-
uum is switched off. For all other emergency actions (be-
sides making sure that no piece is dropped by the crane),
a delay of up to 250ms is admissible. Because of that, the
proceduremay remain for up to 250ms inRow 1,whichhas
don’t-care symbols for the corresponding output variables.
Then, after at most 250ms, the proceduremust move on to
Row 2, where all output variables are set to constant val-
ues that move all actuators into a safe position. The sym-
bol —∞ (strong repetition) in the duration column of Row 2
indicates that as long as the emergency is active (indicated

https://formal.iti.kit.edu/at2018


Figure 6: A GTT for specifying the emergency-stop behavior (Application Case 1). For readability, we use a single input variable Emergen-
cyStop combining the three active-low signals for the emergency buttons (in the original version, there are three input variables, one for
each button). Also, 11 output variables are not shown that control further emergency actions.

by EmergencyStop = FALSE), the PLC software needs to
maintain the specified output values.

6.2 Application Case 2: Crane as a buffer for
improved throughput

This application case is based on Scenario 5 in the
xPPU description [21], where the behavior of the crane is
changed to achieve a higher overall throughput. In the un-
changed version, the plant processes only one single work
piece at a time, i. e., a new piece is taken from the stack
only after completely processing the previous piece and
storing it in the ramp. The idea of the change in Scenario 5
is that now the crane delivers a new piece from the stack
to the conveyor instead of waiting for the old piece to be
stamped at the stamp module. That is only possible if the
piece that happens to be at the front of the stack does not
need to be stamped. After moving the new piece to by-
pass the stampmodule, the crane continues with the orig-
inal behavior by delivering the work piece that has been
stamped in the meantime from the stamp to the conveyor.

AGTT specifies thebehavior required to correctly carry
out the stamp-bypass maneuver in Fig. 7 . The GTT exem-
plifies a typical pattern: it specifies that, if a certain event
occurs that is modeled by a condition on the input vari-
ables, then a particular detailed behavior sequence is car-
ried out. In this scenario, if the bypass maneuver becomes
possible (Row 1), then the crane correctly carries out the
maneuver (Rows 2–17).

Row 1 specifies the condition for starting the maneu-
ver by requiring a certain combination of input variable
values (including TRUE for the internal variable Go_Up.X).
At first, the GTT can stay in Row0 indefinitely (all columns
are “don’t care”), but once the conditions on input vari-
ables in Row 1 are met, the GTT – and, thus, any PLC soft-
ware conforming to this GTT –must move on to Row 1 and
then Rows 2–17, because the progress flag is set in the du-
ration column of Row 0.

The maneuver, as specified by Rows 2–17, consists
of the following steps: (1) the crane turns to the stack,
(2) picks up the newwork piece (lower, vacuum-on, raise),
(3) turns to the conveyor, (4) release the piece (lower,
vacuum-off, raise), and (5) turns back to the stamp.

Figure 7: A GTT for the crane-as-buffer maneuver to bypass the stamp and improve overall throughput.



After finishing t he m aneuver, t he G TT g oes back 
to waiting for the conditions of Row 1 to become true 
(Row 18). Note that Rows 1–18 are grouped together and 
can be repeated so that the behavior specified by the GTT 
can contain the bypass-maneuver infinitely often. Alterna-
tively, the GTT can remain in Row 18 forever from a certain 
point onwards and not repeat the maneuver.

6.3 Application Case 3: Sorting the work
pieces

This application case is known as Scenario 11 in the
xPPU description [21]. The scenario is concernedwith sort-
ing work pieces according to their type into three differ-
ent ramps: white non-metal (plastic) pieces are put into
ramp 1, metal pieces into ramp 2, and black pieces into
ramp 3. Sorting is done by placing each work piece on the
conveyor, which first moves the piece into a sensor posi-
tion to detect its type. There are two sensors: a light sen-
sor for distinguishing black and non-black, and an induc-
tive sensor that detects metallic pieces. The conveyor then
moves the work pieces towards two pushers. If the piece is
to be sorted into ramps 1 or 2, one of the pushers must ex-
tend at the right moment to push the work piece onto the
correct ramp. If no pusher extends, the piece moves on to
ramp 3.

We present two GTTs for the sorting application case.
Figures 8 and 9 show GTTs specifying the correct behav-
ior for handling black andwhite non-metal pieces, respec-
tively.

Figure 8: A GTT specifying the PLC software’s behavior for sorting
black work pieces.

Handling black pieces is easy because they are sorted
into ramp 3 independently of their inductivity (Fig. 8).
First, theGTTwaits inRow0. Then, at somepoint, itmoves
on to Row 1 and indicates that the piece has arrived (in-
dicated by StartVar = TRUE). After that, the two pushers
must be retracted by the PLC software (Row 2). Then, the
input variable Lightness is set to FALSE by the GTT corre-
sponding to the case of a black piece (Row 3). In reaction
to that, the software must keep the pushers retracted in-
definitely so that the piece moves into ramp 3.

TheGTT in Fig. 9, specifying the case of sorting awhite
non-metal piece, is more complex as it must consider the
sensor input variable Metallic (in addition to Lightness).
Moreover, it must specify the activation of the first pusher,
which needs to be extended at the rightmoment. Rows 0–2
are similar to the GTT for sorting black pieces: After start-
ing the process (Rows 0 and 1), the pushers are retracted
(Row 2). But then, when a white non-metal piece is de-
tected (Metallic = FALSE and Lightness = TRUE in Row3),
the behavior starts to diverge from the one for black pieces.
After waiting for 340ms (Row 4) and checking that the
first pusher is indeed retracted (PusherIn1 = TRUE and
PusherOUT1 = FALSE, Row 5), the PLC software must set
the output variable Push1 to TRUE for 200ms to activate the
pusher and move the work piece into ramp 1. Finally, the
software must retract the pusher again (Row 7).

7 Case study: Verification

In the previous section, we have shown that GTTs can be
used to specify the behavior of PLC software. To demon-
strate that these GTTs can also be the basis for formal veri-
fication, we have applied our tool chain (see Sect. 3.4) to
generate input for the model checker nuXmv and prove
that the xPPU [21] PLC software is correct w.r.t. the GTTs
from Sect. 6.

For Application Case 1, we verified the complete soft-
ware of PPU Scenario 13 w.r.t. the GTT from Fig. 6. For

Figure 9: A GTT specifying the PLC software’s behavior for sorting white non-metal work pieces.



Application Cases 2 and 3, we applied the verification
tool chain to prove the correctness of individual function
blocks. The function block Crane (Scenario 5) was shown
to be correct w.r.t. the GTT from Fig. 7 (Application Case 2);
and the function block Pusher (Scenario 11) was shown to
be correct w.r.t. the GTTs from Fig. 8 and 9.

Statistics for the verification are shown in Fig. 10. Ex-
periments were carried out with an Intel i5-6500 (3.2 GHz)
CPU and 16GB RAM, and with the nuXmv model checker
version 1.1.1.

GTT used for
specification

Implementation
being verified

Verification
cpu time model size

Appl. Case 1, Fig. 6 Scen. 13 0.88 s 784 bit
Appl. Case 2, Fig. 7 Scen. 5, Crane 0.26 s 114 bit
Appl. Case 3, Fig. 8 Scen. 11, Pusher 0.66 s 127 bit
Appl. Case 3, Fig. 9 Scen. 11, Pusher 32.30 s 186 bit

Figure 10: Statistics for verification of PLC software w.r.t. the specifi-
cations given by the GTTs from Sect. 6. The verified implementations
are taken from the xPPU [21]. CPU times are the median for n = 5
runs.

As canbe seen from the table, all requiredproofs could
be done in reasonable time. Because formal verification is
based on carrying out a single symbolic proof for each GTT
and not on running concrete test cases, the verification ef-
fort is independent of the number of test cases that theGTT
represents (as long as they are similar to each other). Also,
proof time is independent of the specific PLC hardware.

Our experiments show that proof time and complexity
mainly depend on the number of rows in the GTT and their
minimum duration, as this influences the search depth of
the model checker.

8 Discussion and future work
Software verification is independent of specific hardware
and can be deployed early in the software development
process. In contrast to software testing, verification covers
all input sequences included in a GTT – even if there are
infinitely many of them. The GTT and the PLC software are
exhaustively explored by the model checker. For example,
in Application Case 1, the GTT covers all situations where
an emergency stop is activated. We verified that the soft-
ware handles the emergency stop correctly in all reachable
software states.

In this paper, we have presented four extensions of
the GTTs and demonstrated the applicability. The appli-
cability of GTT-based specification and formal verification

is investigated using diverse-ranged community demon-
strator scenarios. The syntax of GTTs is aligned with that
of concrete test tables, which are state of the art for val-
idation in industry and, therefore, are accessible for ap-
plication developers. Generalizing concepts allow GTTs to
represent a family of test cases, and, therefore, allow the
quality assurance activity to have more coverage. As GTTs
have the potential to be an understandable formal specifi-
cation method for describing the desired behavior of reac-
tive systems, they can help to establish formal verification
as a validation technique for aPS and make their coverage
strength available to application developers.

In future research, we plan to apply our GTT-based
specification andverificationmethodology onpractical in-
dustry cases to evaluate its practical efficiency and com-
plexity. In particular, food and pharmaceutical packaging
industry cases are under consideration, inwhich aPSmust
be validated according to regulations to ensure both safety
and behavioral integrity. Also, to evaluate the comprehen-
sibility and usability of GTTs, we will perform expert and
junior interviews with subjects that are application engi-
neers and representative for real future users.

Funding: Research supported by the DFG (German Re-
search Foundation) in Priority Programme SPP1593:
Design for Future – Managed Software Evolution
(VO 937/28-2, BE 2334/7-2, and UL 433/1-2).

Appendix A. Definition for the new
features

In this section we present the updated definitions for the
structure of GTT ([3, Def. 3]), and the definition of unrolled
instances (D1(T) cf. [3, Def. 3]).

In earlier version the duration interval is an interval
[m, n], wherem ∈ ℕ and n ∈ ℕ ∪ {⊥}.

In the previous work, the structure of a GTT is defined
as a sequence of triples (input, output and duration con-
straint). Strong repetition andprogress flag requires exten-
sion on the domain of the duration constraints τ:

Definition 1 (Duration interval τ). A duration interval is ei-
ther ω (strong repetition), an (top-open) interval [m, n]with
or without the progress flag:

τ ∈ {ω} ∪ {[m, n] | m ∈ ℕ, n ∈ ℕ∞}
∪ {[m, n]p | m ∈ ℕ, n ∈ ℕ∞}

withℕ∞ = ℕ ∪ {∞}.



We define a function val( τ)  that evaluates a duration con-
straint into a set of possible repetitions.

Definition 2 (val( τ) ).

val: τ Ü→
{{{
{{{
{

{ω} τ = ω
{x | n ≥ x} τ = [n,∞] ∨ τ = [n,∞]p
{x | n ≤ x ≤ m} τ = [n,m] ∨ τ = [n,m]p

(1)

With the introduction of nested blocks, this sequential
structure becomes obsolete. The new mathematical struc-
ture is defined inductively to capture the recursive nature
of GTTs.

Definition 3 (GTTs as a Tree of Constraints). Let InVar be
the set of input variables, OutVar be the set of output vari-
ables, and GVar be the set of global variables; then the set
of all GTTs TΣ over signature Σ = InVar ∪OutVar ∪GVar. is
defined as
base The empty table ϵ and a single row (ϕ,ψ, τ) are GTTs

(ϵ, (ϕ,ψ, τ) ∈ T, ϕ is the conjunction of all input column
constraints of a row, resp. ψ for the output columns and
τ defines the duration interval).

step Let T ∈ T a GTT, then
seq the sequential composition ⟨T ,T耠⟩ ∈ T is also a

GTT, where T ,T耠 ∈ T.
nest the repetition of a GTT T is also a GTT: [T , τ] ∈ T

with an arbitrary duration interval τ and T ∈ T.

The set InVar and OutVar also includes the catego-
rized state variables. The constraints formulas ϕ and ψ
are Boolean formulas over the signature Σ. The sequential
composition with the empty table cover the GTTs as de-
fined in [3]. We use angle brackets to denote the sequence,
and parentheses to denote a row. ϵ denotes the empty ta-
ble. The nest rule creates the nested row groups, denoted
by brackets.

Example 1. TheGTT in Fig. 4 is represented by the following
structure for a cycle of 100ms.

[ (¬WP ∨ ERR, true,—p),

(WP ∧ ¬ERR,MOVE = Stop, [1,∞])
[ (¬WP ∧ ¬ERR,MOVE = Fwd, [50, 60]), [0, 1] ]
[ ⟨ [ (ERR,MOVE = Fwd, [10, 10])
(ERR,MOVE = Rwd, [10, 10])
(WP ∧ ERR,MOVE = Stop, [5, 5]), [0, 3]],
(WP ∧ ¬ERR,MOVE = Stop, [1, 1])⟩, [0, 1]],ω]

Thegame [3, Fig. 4]maintains the set S = D1(T),which rep-
resents the possible remaining test table. D1(T) defines a
infinite language over the alphabet Σ = FmlΣ×FmlΣ, where
FmlΣ is the set of all Boolean formulas over signature Σ.We

define D1耠(T)—a version for GTTs after Def. 3. D1耠(T) trans-
form the recursive data structure into an (infinite) set of
(in)finite words.

D1耠(T) =def

{{{{{{
{{{{{{
{

{ϵ} if T = ϵ
(ϕ,ψ)τ if T = (ϕ,ψ, τ)
D1耠(T耠) ⋅ D1耠(T耠耠) if T = ⟨T耠;T耠耠⟩
D1耠(T耠)τ if T = [T耠, τ]⟩

(2)

Note, ϵ denotes the emptyword, and Lτ = ⋃k∈val(τ) L
k .With

D1耠(T)weare back into the framework given in [3]with one
exception: D1耠(T) could contain infinite words. The game
remains applicable, but an infiniteword inD1耠(T)prevents
the win of the system by reaching the table end.

Appendix B. Semantic impact:
No strict conformance
The following proposition rephrase the termination of the
game:

Proposition 1. Termination of the game [3, Fig. 4] The game
terminates in round k > 0
1. if S = 0 after the turn of the challenger (System wins,

Line 13)
2. if S = 0 after the turn of the system (Challenger wins,

Line 17)
3. if the end of the table is reached ∃D ∈ S.|D| = k (System

wins, Line 21).
S denotes the set of the currently remaining valid unwound
GTTs.

The next proposition is generalization of the state-
ment, that a strong repetition prevents strict conformance.

Proposition 2. Let Sk be set of remaining test tables in
round k. If all remaining test tables are infinite∀w ∈ Sk .|w| =
ω then the system can not win by Line 21 (end of table).

Proof. The first implication is a direct consequence that k
is always finite: k ∈ ℕ and ∀n ∈ ℕ.n < ω.

Moreover for the prevention, we need to require the
existence of a challenger that can survive infinitely long.
Therefore all input constraints ϕ, especially these the
strong repeated rows, need always be satisfiable.

Proposition 3. If there exist infinite valid challenger stimuli
in, i. e.

∃w ∈ Sk .∀k ∈ ℕ.in[k] Ïâ ϕ[k]

then there does not exists a strict conform system. ϕ[k] is
the input constraint given w[k].



Proof. Let there be a strict conform system. Also, the sys-
tem wins against every challenger. The win by end-of-
table is disabled and there exists a challenger which has
a never-ending valid play. The system can not win. Con-
tradiction!

Appendix C. Proof: Strong
repetition does not extend the
expressiveness
After defining the structure in Def. 3. We can define the
transformation of T∞ to T∗ formally.

Definition 4 (Construction of T∗). T∗ for a given GTT T∞ is
constructed by the following recursive function trans(T∞):

trans(T) =def (3)

{{{{{{{{{{{{{{{
{{{{{{{{{{{{{{{
{

ϵ if T = ϵ
⟨(ϕ,ψ, τ), trans(T耠)⟩ if T = ⟨(ϕ,ψ, τ),T耠⟩∧

τ ̸= —∞
[trans(T耠), τ] if T = [T耠, τ] ∧ τ ̸= —∞
⟨(ϕ,ψ,—),
(ϕ, false, 1), trans(T耠)⟩ if T = ⟨(ϕ,ψ,—∞),T耠⟩

⟨[trans(T耠),—], (Φ(T耠), false, 1)⟩ if T = [T耠,—∞]
(4)

Φ(T) is defined by the disjunction⋁(ϕ,ψ,τ)∈succ(0) ϕof all
immediately reachable rows succ(0) in T from the start (cf.
function succ in [3]).

We introduce 핀 and 핆 as finite sets that denote the
value domain of the input and output variables of the reac-
tive system, determined by the system’s interface (variable
type).

Our goal is to prove the equal weak and strict confor-
mance.

Proposition 4 (Equal Conformance). A reactive system is
weak conform to T∞ iff it is conform to T∗, analog for strict
conform.

The conformance of a test table is based on the out-
come of all possible plays, i. e. a system is strict conform
iff it is a winning strategy andweak conform iff its strategy
never loss.

The next lemma reduces the equal conformance on
equal game outcome on all plays.

Lemma 1. Two GTT T ,T耠 have equal conformance if the
game outcome for all possible plays is equal.

In rest of the proof for Prop. 4, we need to show that
for an arbitrary play, without assumption on the table or
the system, the outcome (winner and loser) is equal on T∗
and T∞. The outcome is determined by the algorithm [3,
Fig. 4]. We show that by defining a coupling between both
run of the algorithm for T∗ and T∞. More formally, the al-
gorithm based on a set S (cf. Lemma 1), that holds the re-
maining possible unwound GTT. S is determined byD1耠(T)
in thebeginning. Theoutcome is decidedwithinone round
of the game, especially if S becomes empty.We established
a coupling relation between the set S from the run over T∞
and T∗: Sk∞ and Sk∗ for round 0 < k. The coupling relation
established a bisimulation.

To define the coupling relation, we need following
property on the structure of Sk∞ and Sk∗.

Lemma 2 (Structure of Sk). In every round k ≥ 0, Sk∞ and
Sk∗ can be separated:

Sk∞ = L
fin ∪⋃

l
αl ⋅ β

ω
l (5)

Sk∗ = L
fin ∪⋃

l
αl ⋅ β

∗
l (Φ, false) (6)

for a language αl and βl.

Lfin contains the finite words defined of a test tables,
e. g., if a strong repetition is avoidable. It is also possible
to select a separation, s. t. αl is the path into an strong rep-
etition, and βl is the strong repetition. There are only a fi-
nite amount of strong repetition, the set union is finite.
Moreover in the separation Sk, β represents the block (or
row), that is strong repeated, which is implicitly described
in Lemma 3. This connects the βl with the construction T∗,
especially Φl.

Further, we define the languages VC ,VS ⊆ Sk, that rep-
resent thewords in Sk that are violated by turns of the chal-
lenger or the system.

Definition 5. Let S be language of (ϕ,ψ), p ∈ (핀,핆)∗ a play,
and k > 0:

VC(S, p, k) = {w ∈ S
k | (ϕ,ψ) = w[k − 1] ∧ p ̸Ïâ ϕ} (7)

VS(S, p, k) = {w ∈ S
k | (ϕ,ψ) = w[k − 1] ∧ p ̸Ïâ ϕ ∧ ψ} (8)

(Proof by induction over k). For k = 0, the separation fol-
lows immediately from the Definition of D1耠, S0 is actually
regular.

For k > 0, in every round Sk is filtered by the current
play p with |p| = k, formally Sk = (Lfin ∪ Sk−1) \ VS(S, p, k).
From induction hypotheses, we know that Sk−1 can be sep-
arated and by definition of the game thewords in Sk−1 have
at least the length k, otherwise the game has terminated.



Assume w. l. g. that every αl in the separation of Sk−1 con-
tains only words with length k, otherwise we would un-
wind β as many times as needed.

Sk∞ = (L
fin \ VS(S, p, k)) ∪⋃

l
(αl \ VS(S, p, k)) ⋅ β

ω
l (9)

Sk∗ = (L
fin \ Lk(v)) ∪⋃

l
(αl \ VS(S, p, k)) ⋅ β

∗
l (Φl, false)

(10)

We established a relation between both sets, which
follows from the Def. 4.

Lemma 3 (Coupling of Sk∞ and Sk∗). There exists a separa-
tion of Sk∞ and Sk∗, s. t. both L

fin are equal and for

∀l . αl ⋅ β
ω
l ∈ S

k
∞ ⇔ αl ⋅ β

∗
l (Φ, false),

We show the coupling between both sets are maintain
after each, additionally prove a little bit more: The cou-
pling is maintained after the choice of the challenger and
the system.

(Proof by induction over k). The lemma is immediately
valid for k = 0.

Let Sk−1∞ and Sk−1∗ are be coupled, we need to show
that the coupling ensured after the round k for Sk∞ and
Sk∗. We also assume an arbitrary play p ∈ (핀,핆) s. t. p =
p耠 ⋅ (a, b) ∧ |p| = k and there is no winner of the play in
all rounds k耠 < |p|, otherwise the game would have ter-
minated (both sets are empty and the coupling relation
would immediately hold).

The coupling is stable under set difference: Stable
means, that the a coupled αlβωl and αlβ∗l (Φl, false) will
stay coupled in all rounds.

In detail: By induction hypotheses the languages of
the finite words in D1耠(T∞) are coupled, hence Lfin,k−1∞ =
Lfin,k−1∗ . Applying the set difference keeps equivalence:

Lfin,k−1∞ \ Vk,ξ = Lfin,k∞ = L
fin,k
∗ = Lfin,k−1∗ \ Vk,ξ .

The same holds for any coupled αlβωl and αlβ∗(Φl, false)
of the separation. W. l. g. we can pump up αl with βl s. t. all
words w ∈ (αl ⋅ βl) are at least greater or equals to k.

Leaving one open case, αl(Φ, false) (we choose ϵ ∈
β∗). Obviously, this word is removed by subtracting with
VS(S, p, k) (ψ in position k is false), but this is not valid
VC(S, p, k). Here it is possible, thatαlβωl ⊆ VC(S

k−1
∞ , p, k), but

αl(Φl, false) ̸⊆ Vc(Sk−1∗ , p, k). Note, βl represents the corre-
sponding block forwhichΦl is built for. By definition,Φl is
the disjunction of allϕ of the first symbols in βl. Therefore,
the play p violates Φl iff it violates all first ϕ in β.

Prop. 4. From coupling in Lemma 3 it follows that Sk∞ =
0⇔ Sk∗ = 0. (Proof in contraposition)

Example 2. For a better auditability, we show the equal
conformance on the special case with

T∞ = (ϕ,ψ,—∞) T∗ = ⟨(ϕ,ψ,—), (ϕ, false, 1)⟩. (11)

The row (ϕ, false, 1) prevents the strict conformance of
the system—the system cannot fulfill false, the same holds
for the strong repetition in T∞. Therefore, we only need to
consider weak conformance. Let p ∈ (핀,핆)∗ be an arbitrary
play. The system wins in T∞ if p ̸Ïâ ϕ. At the same time it
would win in T∗, as p is not allowed in both rows. Otherwise,
the system loses in T∞ (p Ïâ ϕ and p ̸Ïâ ψ) iff it also violates
T∗ as none of both rows is adhered (p ̸Ïâ ψ ∨ p ̸Ïâ false).
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