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Smart Grids & Critical Infrastructures: Emerging Supply Risks

Dependencies:

= Most critical Infrastructures like
hospitals or the water supply
depend on the continuous supply of
power

= Power dependencies will increase
further - potentially in Smart Cities

Objectives

®

Find system-embedded controls or management options to...
= ...maintain Security of Supply as far as possible with regard to critica
= ...enable continuous and fair power supply of critical services In the

degraded state of the power system.

Risks:

= Fluctuation of power generation

= Climate Change related risks

» Drastic change in power consumption due to
= climate change,
= dissemination of new technologies

c) = Cyber risks...
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Criticality & Flexibility: Supply Index

= Criticality ¢; of an infrastructure x; measures the
severity of the consequences a failure has to an
urban population — result of a socio-political process
and the dynamic features of demand and supply [Ot]

= Power demand interval |P} ,..in, Ppmax| Of x;- power
range, where essential services are running.

Supply Index:
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Methodology & Results

Resilient Smart Controls Management

» Advanced Metering Infrastructures, Smart Meters
» Energy and Distribution Management System

= Resilient real-time Controls

= Smart Contingency Planning, Scheduling
Composite Resilience Supply Metric:
Wi st+wyse+wz-p , W ,Wrw3=0; wy+w,+
W3 = 1,
where se is an efficiency indicator and p measures
fairness in terms of equal treatment

Benchmark-Cases: Blackouts occur, systemically in terms of contingency planning e.g. rolling blackouts — 75 % of

current demand

Blackout

Smart Resilient Control
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Rolling Blackout Smart Resilient Scheduling
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