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Abstract

Web assurance seals are actions taken by e-commerce vendors to increase their
trustworthiness and alleviate consumers’ concerns. In their essence, web assurance
seals are a product of negotiations, adoptions, and settlements among various groups
of interests (e.g., seal authorities, vendors, consumers, or governmental institutions).
However, previous research has hitherto used a unilateral research perspective when
studying web assurance seals (i.e., either consumer- or vendor-centric), which has
acted as a gridlock for web assurance seal literature development. Drawing on sign-
aling theory, we use a ranking-type Delphi study with three distinct, yet mutually
supportive expert panels (N=60) to compare vendors’ intentions to acquire web
assurance seals and perceived effects by consumers. Our results uncover a mismatch
between consumers’ perceptions and vendors’ intentions of web assurance seals,
unintended side effects as well as vendors targeting other stakeholders than consum-
ers, ultimately providing starting points for research to move forward.
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1 Introduction

Given the uncertainty of e-commerce transactions (e.g., unauthorized collect-
ing, storing, and transmitting of consumers’ data), third-party assessments such as
web assurance seals have been considered as an important means for vendors to
reduce consumers’ concerns regarding privacy, security, or business-integrity [41].
By web assurance seals, we refer to graphical cues embedded in vendors’ online
websites that independent third-parties grant as proof of endorsement after ven-
dors completed a thorough and voluntary attestation process [52]. Web assurance
seals become increasingly relevant for both vendors, as can be seen in the growing
adoption rates [2, 16, 43], and consumers having more faith in certified websites
[115]. Especially, seals such as ‘Certified Privacy’ by TrustArc (formerly TRUSTe)
or ‘Norton Secured’ by Symantec have gained much attention among scholars and
practitioners alike [2, 96, 123]. Likewise, the major European seal authority Trust-
edShops has currently issued more than 20,000 web seals to websites to strengthen
these websites’ trustworthiness [121]. The EU’s General Data Protection Regulation
(GDPR) directive posits also that voluntary data protection seals will be used as the
primary means of signaling compliance with GDPR requirements. A major cause is
the inexorable growth of e-commerce as an economic segment and the increase of
diversified and related consumer threats. With 2.3 trillion U.S. $ in sales in 2017,
e-commerce is estimated to account for over 17% of the retail sales worldwide in
2021 [20].

Although web assurance seals’ importance increases, selecting appropriate web
assurance seals remains challenging because vendors nowadays face a wide vari-
ety of web assurance seals that aim to engender trust by assuring data security and
protection in electronic markets [60]. While these web assurance seals differ from
each other in their key characteristics, such as their content (e.g., proving compli-
ance with security or data protection requirements) or their process (i.e., independ-
ent third-party audit or self-assessment by the vendor) [60], vendors are concerned
whether acquiring a specific web assurance seal leads to intended effects on con-
sumers, such as increasing consumers’ willingness to buy [53, 77]. These concerns
are reinforced by studies highlighting inconsistent findings of seal effectiveness [2,
53, 60, 70, 71] and revealing that consumers struggle with grasping the meaning of
web assurance seals when surfing online [52]. For example, a recent survey shows
that only 19% of respondents knew what web assurance seals for online shops were
[116]. Vendors fear a potential mismatch between the web assurance seal effects as
intended by vendors when acquiring a specific web assurance seal and as perceived
by consumers. Vendors thus worry whether web assurance seals outweigh related
expenses (i.e., costs for acquiring and complying with assurance requirements) if
vendor’s intentions and consumers’ perceptions are out of sync.

Prior research has already analyzed vendor’s intentions to acquire web assur-
ance seals, such as signaling quality towards consumers [29], and web assurance
seals’ effects on consumers, including increasing trust and perceived assurance
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[54]. Although embodying valuable contributions, previous research findings
limp in addressing the aforementioned imperative of syncing intentions and per-
ceptions as they have applied a lopsided (and hence limited) view on web assur-
ance seals. That is the analysis of web assurance seals from either a consumer
(perceptions) or vendor (intentions) perspective only. We argue that research on
web assurance seal effectiveness and practical relevance remains questionable as
long as vendor intentions and consumer perceptions are out of sync, particularly
because the emergence and development of web assurance seals are a result of
continuous negotiations, adoptions, and settlements of interests and compromises
from different stakeholder groups and perspectives [5]. Hence, using a multi-per-
spective lens to study the phenomenon of interest is necessary to come up with
novel insights about web assurance seals effectiveness and, most importantly, to
deepen our understanding of what is perceived by consumers versus what was
intended by vendors regarding web assurance seals. As long as a unilateral view
is taken to study web assurance seals, our knowledge base will not be advanced
as such approaches contradict the inherent nature of web assurance seals. As a
result, seal authorities face the risk of developing web assurance seals that are out
of sync with vendors’ aims and consumers’ needs, hence, leading to the refusal of
vendors to acquire web assurance seals after all. Therefore, we strive to address
this research gap by answering the following research questions (RQ):

RQ1: What are the prevalent vendor intentions to acquire web assurance seals and
consumer perceptions of web assurance seals?

RQ2: To what extent do vendor intentions and consumer perceptions match or
differ?

We conducted a ranking-type Delphi study using three distinct, yet mutually
supportive panels with overall 60 participants, including consumers, vendors, and
seal authorities. Incorporating these stakeholders into our study, we were able
to create a unique data set enabling us to derive diverse effects of web assur-
ance seals on consumers (i.e., those (outcome) variables that are expected to be
influenced by web assurance seals) as well as intentions to acquire and use web
assurance seals by vendors (i.e., those intention variables that are expected to be
achieved when acquiring web assurance seals). Besides identifying 15 effects that
consumers perceive when recognizing web assurance seals and 18 intentions of
vendors to acquire web assurance seals, our analysis—guided by signaling the-
ory—uncovered, first, a mismatch between consumers’ perceptions and vendors’
intentions of web assurance seals. Second, unintended side effects arise (i.e.,
skepticism of consumers when evaluating web assurance seals) and undermine
the effectiveness of web assurance seals. Third, the fact that vendors do not only
use web assurance seals to signal, for instance, integrity and therefore increase
trustworthiness among consumers but also target other stakeholders such as com-
petitors, legal authorities, or the market in general forestalling stakeholder-spe-
cific effectiveness.
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Our research has several theoretical and practical contributions. First, to the best
of our knowledge, this is the first study to utilize a multi-perspective investigation on
web assurance seals in e-commerce. We not only contribute to research by reveal-
ing that the importance of effects and intentions identified in consumer and vendor
panels differ but also by determining intentions were no counter-part effect could
be identified and vice versa. For example, whereas vendors aim to increase trust-
worthiness, consumers perceive a far more diverse set of effects. These advance-
ments expand our knowledge to allow for a more differentiated and nuanced analy-
sis of web assurance seal effectiveness. Second, we validate that common vendor
intentions of related research streams are applicable in electronic markets and reveal
novel intentions that have not been discussed in related literature to date and are
specific for electronic markets, such as Signal data protection and Achieve legal
conformity. Third, we provide a more nuanced analysis of the effects of web assur-
ance seals on consumers by identifying effects that have been overlooked in previ-
ous research (e.g., skepticism or apathy). We also refine our understanding of preva-
lent effects (i.e., trust, perceived assurance, and purchase intention), enabling us to
derive several recommendations for future research on web assurance seals. Finally,
construing web assurance seals as informational signals, we propose a starting point
to further develop signaling theory by highlighting the emergence of undermining
side effects of signals and acknowledging that signals can have multiple receivers at
the same time, which calls for a more fine-grained analysis of signal effectiveness in
future research.

2 Theoretical background
2.1 Web assurance seals in e-commerce

A web assurance seal is defined as a graphical cue embedded in vendors’ websites
that targets consumers and is issued by an independent seal authority if an online
vendor’s information systems and processes comply with a pre-defined standard,
requirement catalog, or regulation [60]. Web assurance seals involve three actors:
seal authorities, online vendors, and consumers. Seal authorities are independent,
neutral intermediaries between consumers and vendors that provide forms of over-
sight to deter or punish inappropriate behavior by the online vendor [55]. The over-
sight covers, among other aspects: assessing vendors’ system documentation about
security and data protection measures, interviewing vendors’ employees, or con-
ducting on-site assessments to attest compliance. If vendors and their systems and
processes adhere to specified requirements, the seal authority awards a formal testi-
monial, and the vendor is then permitted to present the seal in their communications
to consumers and outside stakeholders. Consumers may be able to access detailed
information on the seal authorities’ attestation results and trust-assuring arguments
by clicking on the seal.

While already a wide variety of web assurance seals have been proposed, there
are three central structural elements of web assurance seals: (1) content (i.e., the
assurances made), (2) source (i.e., the issuing and auditing instance), as well as
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(3) process (i.e., the rigor and frequency of the attestation process) [60]. Regard-
ing the content, one generally differentiates three types of seals: addressing (1)
privacy, (2) security, and (3) business-integrity concerns of consumers [41]. First,
seals addressing consumers’ privacy concerns are used to alleviate consumers’
perceived risks in terms of, for example, inappropriate usage of personal data
[129]. Second, seals addressing consumers’ security concerns (e.g., unauthorized
access or malicious programs/malware) are used to reassure consumers that an
online vendor uses, for example, intrusion detection software, firewalls, or anti-
virus/anti-spyware [26]. Finally, seals addressing business-integrity concerns are
used to guarantee fair business practices and business transactions before, during,
and after the transaction (e.g., safeguarding a prompt delivery of goods) [53].

In electronic markets, web assurance seals reduce consumers’ perceived risk
and assure proper and safe online transactions by verifying and disclosing incor-
porated protections (either legal protections or technological safeguards) [63, 83].
Figure 1 illustrates the well-known web assurance seals in the context of elec-
tronic markets. With easy access to vendor information, consumers can determine
the vendors’ qualities and foresee vendor behavior with greater accuracy and con-
fidence [56]. Web assurance seals are particularly relevant for electronic markets
because consumers mainly transact with unfamiliar online vendors and thus face
a high degree of uncertainty [98, 130]. Consequently, web assurance seals are
valued, in particular, by small- and medium-size online vendors because they lack
a strong, confidence-building market position and a strong reputation [53, 117].

2.2 Related research on web assurance seals

Related research on web assurance seals is ever-increasing throughout the recent
decades and can be divided into three major streams: (1) developing, designing
and innovating seals and underlying attestation processes, (2) taking a vendor
perspective, or (3) taking a consumer perspective. Regarding the former, various
research has taken a look on how to develop trustworthy seals (i.e., for cloud ser-
vices [74]), on understanding seals’ structural elements [60] and classifying seal
criteria [111], and on how to increase the reliability of seals by performing con-
tinuous compliance assessments [65, 66], among others. In the following, we will
discuss related research taking a vendor and consumer perspective in more detail.

(—~\ TRUSTe vy g%ccAJﬁ‘E

Secured
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Fig. 1 Example web assurance seals in the context of electronic markets
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2.2.1 Research taking a vendor perspective

Research taking a vendor-related perspective analyzes rationales for organizations
to acquire web assurance seals and whether organizations can harvest benefits of the
acquisition and internalization (Table 1). Researchers do not have a clear consensus
regarding the main driving forces behind the acquisition of web assurance seals, in
particular, because the acquisition decision is voluntary and not legally required [17,
34, 103]. However, there is a consensus to group those intentions in external and
internal factors. Internal intentions refer to when the seal is acquired autonomously,
for the organizational benefits that can be derived from its implementation, such as
minimization of costs associated with improved internal efficiency. Prior research
taking an internal perspective argues that organizations can mature in their imple-
mentation of, for example, the ISO 9000 quality management standard underlying
the seal by internalizing the actual practices contained in the standard and making

Table 1 Related research taking

. Focus Main assertions Example intentions
a vendor perspective
Internal Internalize best practices and Performance
standards, underlying web assur-  improvements [35,
ance seals, to achieve internal 79, 89]
improvements Dominant top

management or
employees [6, 44,
69]

Realize the com-
pany’s strategy for
pursuing quality
[103]

Improve efficiency
and control in the
operations [102]

Achieve cost savings

[17,69]

External Conform to external pressures Match competitors’
and/or communicate information  actions [17, 28]
about unobservable character- Meet customer
istics and actions of oneself to demands [69, 102,
reduce information asymmetry 103]
and consumers’ uncertainty Comply with govern-

ment policies or
regulations [77,
102, 108]

Gain a competitive
advantage [28, 35,
118]

Increase sales and
profit [12, 16, 29,
44]

Use seals as a
marketing tool [69,
108]
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changes in organizational quality practices [79]. On the other hand, external inten-
tions refer to the implementation of the seal in response to certain external pres-
sures (e.g., from competitors, consumers, or governments) or incentives such as an
enhancement in the image of the organization. Thus, organizations acquire seals to
ensure their survival in increasingly competitive markets, rather than to improve
performance [6, 15]. Prior research taking an external perspective proposes that
seals may act as a market signal of superior quality and thereby increase sales as
well [29, 118].

Given these competing perspectives, prior research is debating whether vendors’
intentions of seal acquisitions are more internally or externally driven [17]. For
example, the external perspective has been criticized on the basis that organizations
are dynamic and active and therefore, they can respond in different ways accord-
ing to their internal resources and capacities [34]. More importantly, it remains
unclear whether these intentions are applicable and relevant in electronic markets
because extant research analyzes only seals that are based on ISO standards, like
ISO 9001 for quality, ISO 14001 for environmental or ISO 50001 for energy man-
agement systems [34, 77]. In contrast, web assurance seals in electronic markets are
considered as a bundle of signals, comprising diverse assurances, such as security,
privacy, availability, consumer-friendliness of contracts, and legal compliance [41,
61]. Hence, we are eager to understand vendors’ intentions in electronic markets
and discuss whether vendors are more internally or externally driven regarding web
assurance seal acquisitions.

2.2.2 Research taking a consumer perspective

A major research challenge with web assurance seals is to explain how they affect
consumers, why these effects occur, and how to predict the effect of a seal on con-
sumers (Table 2). In particular, studies have primarily focused on three effects: (1)
trust, (2) purchase intention, and (3) perceived assurance. Trust is defined as con-
sumers’ perceptions of a vendor’s competence (the ability of the vendor to do what
the consumer needs), benevolence (vendor’s caring and motivation to act in the
consumer’s interests), and integrity (vendor’s honesty and promise-keeping) [84].
Purchase intention is understood as a predictor for actual purchase behavior [125].
Perceived assurance refers to a consumer’s perception of the likelihood that the ven-
dor will try to protect consumer’s confidential information collected during trans-
actions and has applied security measures, such as authentication, encryption, and
non-repudiation [51].

However, empirical work exhibits inconsistent findings regarding the effective-
ness of web assurance seals as our (example) overview in the e-commerce literature
reveals (Table 2). On the one hand, studies assert that web assurance seals have a
significant positive effect on consumers’ trust [41, 81], purchase intention [10, 91],
and perceived assurance [54, 128]. On the other hand, scholars could not confirm
any positive significance on trust [51, 62], purchase intention [33, 123], and per-
ceived assurance [73, 105]. These ambiguities proliferated calls for further research
on web assurance seals [2, 53, 60, 71].
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One of the multiple reasons behind the ambiguity of research findings lies in the
use of an exclusive set of seal’s effects (i.e., what do consumers think and feel when
being confronted with seals) and their isolated use in theory building. While only
a small number of seal effects has been used in prior research over the last dec-
ades (namely trust, purchase intention, and perceived assurance), no solid founda-
tion exists towards why these effects are the most salient to consumers. On the other
hand, prior research has already shown that how consumers perceive seals depends
on several factors, including perceptual contingency factors (e.g., understanding of
seals [73]), contextual contingency factors (e.g., structural elements of seals [60]),
and consumer characteristics (e.g., personality [70]). In light of these factors, it is
surprising that other effects of seals on consumers have not been analyzed or at least
taken into consideration so far. It seems reasonable to assume that consumers’ per-
ceptions of and responses to the presence of web assurance seals might be highly
diverse as well. When being able to more accurately and comprehensively capture
seals’ effects on consumers, researchers are empowered to develop a more fine-
grained theory on seals’ effectiveness and increase comparability of results.

2.3 Signaling theory as theoretical foundation to compare intentions
and perceptions

While embodying valuable contributions, previous research has applied a lopsided
(and hence limited) view on web assurance seals by focusing on web assurance
seals from either a consumer (perceptions) or vendor (intentions) perspective only.
To tackle prevalent issues in related research streams and the lopsided view, we
are eager to understand to what extent do vendor intentions and consumer percep-
tions match or differ. We draw on signaling theory in guiding our scientific course
because signaling theory has been recognized to provide strong explanations for the
mechanisms of signaling itself as well as on the interplay of the central elements
(i.e., signal, signaler, receiver, and signaling environment). Further, it is frequently
applied in both web assurance seal research streams: to examine intentions of online
vendors to acquire web assurance seals [29, 118], and analyze the value and effects
of web assurance seals on consumers [3, 81]. Because a multi-perspective nature is
inherent to signaling theory (i.e., considering the signaler and the receiver as essen-
tial building blocks), it provides an appropriate theoretical foundation to explain the
mechanisms of web assurance seals and their effectiveness and to compare vendors’
intentions and effects on consumers [61, 67].

Signaling theory is fundamentally concerned with reducing information
asymmetries between two or more parties (i.e., the consumer and vendor) by
performing actions to intentionally communicate positive, imperceptible quali-
ties of a signaler [30, 114]. At the center of signaling theory is the signaler (e.g.,
vendor) who possesses the information, which is not accessible to external par-
ties (e.g., consumer or competitors). However, such external parties may find it
useful to consider that information when, for example, making a purchase deci-
sion. The signal (e.g., web assurance seal) itself is an informational cue that con-
veys information credibility to the receiver (e.g., a potential consumer) [104].
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The receiver views and interprets a signal as well as derives inferences from
it. Furthermore, the signaling environment affects the entire signaling process.
The signaling environment can be distorted when the medium for transmitting
the signal inherently reduced the signals’ observability or when other receiv-
ers of the same signal change the relationship between the original signaler and
receiver [11].

From a signaling theory perspective, web assurance seals have to fulfill sev-
eral requirements to act as reliable signals [7, 61, 67]. First, most web assurance
seals are costly and difficult to obtain, and thus, signals might not be easily imi-
tated by low-quality vendors as the disproportional investment may not be justi-
fied by future profits. Further, because web assurance seals non-adherence rep-
resents a cost to the vendor due to associated penalties, the web assurance seals
are themselves a bond against failures (i.e., cases of non-adherence). Second, a
vendor that fails to fulfill web assurance seal requirements sacrifices its reputa-
tion with current consumers, eliminating any possibility of repeat business and
loses other potential consumers due to negative word-of-mouth effects. Third,
low-quality vendors are more likely to fail web assurance seal requirements
than high-quality vendors. Thus, low-quality vendors will face higher penalty
costs and negative word-of-mouth effects for the same web assurance seals than
vendors of high quality. Assuming that this cost difference is not compensated
by potential gains from cheating (i.e., sending a false/faked web assurance seal
signal), high-quality vendors can acquire web assurance seals that low-quality
vendors cannot without lowering their profitability. Based on these reasons, web
assurance seals can act as reliable signals in consumer-vendor relationships from
a signaling theory perspective.

3 Methodology

To answer our research questions, we used a ranking-type Delphi approach to
first, assess web assurance seals’ effects on consumers as well as the intentions
of vendors to acquire web assurance seals, and second, to compare the two per-
spectives. A Delphi study is a systematic and iterative process to anonymously
elicit a consensus view from a group of experts [75]. The Delphi method is typi-
cally used to understand factors that may influence decision making on a specific
issue, topic, or problem using controlled and repeated feedback loops [75]. For
the paper at hand, a ranking-type Delphi method is deployed, applying the pro-
cedure outlined by Schmidt [110] to brainstorm, select, and rank factors (Fig. 2).
We chose the ranking-type Delphi approach (over other approaches such as
best—worst scaling) because it enables an iterative and controlled feedback con-
sensus mechanism among a group of experts [14, 46]. Besides allowing to iden-
tify web assurance seals’ effects on consumers as well as intentions to acquire
web assurance seals, this type of Delphi approach also provides insights about
the relative importance (or ranking) of these effects and intentions.
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Phase 1 — Brainstorming

Each panelist is asked to
provide at least three artefacts
(either effects or intentions)
Research team consolidates
artefacts into a two lists
Panelists receive consolidated
lists and are requested to give
feedback

Research team revises both
lists based on received
feedback

In total, 15 effects and 18
intentions were identified

Phase 2 — Selection

Panelists are tasked to select
the ten most important
effects and ten most
important intentions
Panelists are asked to justify
their selection (not
mandatory)

Only those effects and
intentions selected by > 50%
(effects) and > 45%
(intentions) are considered
for the ranking phase

As aresult, 11 (consumers)
and ten (seal experts) effects
were selected. Accordingly,
nine (vendors) and eight
(seal experts) intentions were

Phase 3 — Ranking

Each panelist is tasked to
rank the remaining effects
and intentions

Panelists are asked to justify
their ranking (not mandatory)
Research team calculates
mean ranking for each item
and level of consensus
Research team provides
controlled feedback to
panelists

Panelists iterate their ranking
based on the provided
feedback until adequate level
of consensus is achieved or
predefined stopping criteria
are fulfilled

chosen.

Fig.2 Overview of Delphi phases

3.1 Panel selection

We utilized a multi-panel design [14], with each panel designed to obtain unique
perspectives on web assurance seals. We used three independent panels for our
study to satisfy the multi-perspective nature of web assurance seals: an e-com-
merce consumer panel (representing consumers’ perceived effects of web assur-
ance seals) and a vendor panel consisting of e-commerce experts that operate
online shops as a sales channel within their organization (representing the ven-
dors’ intentions to acquire web assurance seals). Additionally, we used a panel
consisting of experts from independent authorities that issue web assurance seals.
These seal authorities not only advise online vendors in weighting seals’ intended
benefits and costs but they also present and market their web assurance seals
to consumers. For example, in Germany, representatives of diverse authorities
teamed up in a non-profit board to advise consumers about reliable seals, given
the increasing number of fake seals and malicious online vendors. Seal authori-
ties thereby exhibit substantive knowledge about the needs and concerns of both
actors: vendors and consumers. Hence, including seal authorities helped us to
increase data reliability and validity as well as further substantiate our results
with first-hand expert opinions [14, 46], who’s daily business centers around web
assurance seals.

To acquire vendor and seal authority experts, we followed well-known instruc-
tions provided for selecting the right experts: we (1) defined minimum selection
criteria, such as (a) having knowledge on web assurance seals, (b) having at least
2 years professional experience, (c) having at least one handled/acquired web assur-
ance seal; (2) identified experts that meet the predefined criteria; (3) nominated the
chosen experts and asked them to identify further potential participants; (4) ranked
experts in priority of invitation based on qualification; and (5) invited experts
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according to established ranking [97]. For the acquisition of the consumer panel, we
used a snowball sampling approach, starting with the authors’ network.

In general, it is claimed that more experts increase reliability [88]. A large num-
ber of experts, however, bears the risk of difficult managing but does not necessar-
ily guarantee better results than the results gained from smaller groups of experts
[47]. There is no consensus among researchers regarding the panel size for Delphi
studies [4, 14], so that panel sizes can vary from small to large [68]. Against this
background, we initially invited 67 panelists (21 for the consumer, 20 for the vendor
panel, and 26 for the seal authority) of which 60 (21 consumers, 15 vendor experts,
and 24 seal authority experts) followed our invitation (response rate: 89.55%). Our
study had 60 panelists, a number that is at least consistent with other Delphi studies
in IS research [14, 46, 48, 113, 119].

Overall, selected seal authority and vendor panelists are considered appropri-
ate experts in case they exhibit good knowledge on web assurance seals and related
assessment processes (Table 3), which we measured adapting a three-item construct
[24]. To ensure a high-quality panel of consumers, we determined whether subjects
have sufficient online shopping experience (Table 3), measured by usage frequency,
intensity, and duration [124].

3.2 Data collection and analysis
3.2.1 Brainstorming phase

We utilized an online survey platform and developed a custom-fit online question-
naire for each of the three Delphi phases. Questionnaires for each phase were pre-
tested with seven academics testing survey functionalities, comprehension, and clar-
ity of questions. Afterward, we sent the survey link to all chosen experts to start the
brainstorming phase. To ensure panelists’ participation throughout all phases as well
as to guarantee high-quality answers, the online questionnaire was constructed as
follows: we first introduced each panelist to the generic concept of a Delphi study.
Second, we displayed brief information about the study’s objectives and context and
highlighted the main tasks we were asking the participants to complete. We then
asked panelists to answer various questions about potential effects that web assur-
ance seals have on consumers and/or about vendors’ intentions to acquire web assur-
ance seals (see the Appendix). Although all questions were deliberately formulated
openly, pre-test results (in which we tested a variety of different questions and for-
mulations) seemed to provide promising results.

We highlighted that we are conducting a research project, therefore we requested
panelists to respond honestly, and emphasized that answers are kept confidential to
decrease social desirability biases when responding. Besides, a major benefit of this
questionnaire-based approach is that biases through the influence of other partici-
pants are inhibited because questions are answered independently and anonymously
using the Internet [95, 97]. To ensure anonymity, yet allow for insightful analysis
across Delphi phases, we asked panelists to create an identification label on his/
her own using truncated information about a relative’s name and birthday. We also
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A multi-perspective lens on web assurance seals: contrasting...

requested online vendors and seal authorities to respond based on their professional
experiences and not on their online shopping behavior.

For all questions, we asked for an answer as well as for a short description
explaining the given argument or rational. Such descriptions are of great value
for clarifying potential answer ambiguities [95]. Except for seven (one consumer,
two vendors, and four seal authority experts), all panelists provided at least three
answers including descriptions (e.g., not leaving text boxes blank or filled with
space characters).

At the end of the brainstorming phase, 60 panelists provided 289 answers regard-
ing web assurance seal effects as well as intentions to acquire web assurance seals.
All lists of answers were then consolidated and refined. We aggregated and grouped
identical answers and similar ones through content analysis [57]. In particular, we
open-coded web assurance seal effects/intentions by analyzing the responses of pan-
elists [1, 13]. For each answer, we coded a name and a description. If a new effect/
intention fitted to an existing effect/intention, we assigned it accordingly; if other-
wise, a new effect or intention was created. During this process, we avoided seman-
tic ambiguities as suggested by Shaw and Gaines [112]. We tried to use the same
effects and intentions across all three panels. In case ambiguities occurred regarding
the exclusive assignment of a new answer to an existing effect/intention, research-
ers assigned the new answer to an existing effect/intention according to their best
knowledge. Potential coding mistakes would then be corrected during the interim
validation phase described in the next paragraph. Four of the authors independently
coded the data and compared their results. Following Hayes and Krippendorff
[32] suggestions on selecting appropriate inter-coder reliability measures, we cal-
culated Krippendorff’s a. Compared to other measures (e.g., Scott’s Pi), Krippen-
dorff’s o has major advantages: it is suitable to calculate agreement between two
or more researchers, and it establishes a numerical scale within a continuum of two
extremes, which is easily computable [32]. Calculating Krippendorft’s o revealed an
acceptable level of consensus among researchers (@ =0.805 for the consumer panel,
a=0.762 vendor panel, a=0.834 for the seal authority panel) [90]. This consoli-
dation process yielded a list of 14 web assurance seal effects and 17 intentions to
acquire web assurance seals. It should be noted that we merged effects yielded by
consumers and seal authority experts as well as intentions proposed by vendors and
seal authority experts, respectively.

In most insightful Delphi studies, at this point, a validation interim phase is
induced [100]: the panelists are allowed to revise the outcome of the consolidation
and grouping activity conducted by the researchers. The validation of the catego-
rized list of factors has a twofold aim: first, to verify that the stated responses were
correctly interpreted and categorized and second, to verify and refine the categori-
zation of factors [95]. After having received the feedback from five consumer pan-
elists, we added an additional effect to the consumer effect list (i.e., Induce inter-
est), resulting in 15 web assurance effects in total. Similarly, feedback given by one
vendor resulted in a new intention (i.e., Signal integrity), leading to a final set of 18
intentions. The remaining panelists confirmed the correct coding of their responses.

Further, we applied selective coding to classify effects and intentions under
common themes [1, 13], and more importantly, to compare consumers’ perceived
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effects and vendors’ intentions. Selective coding enables us to create hierarchical
classifications that allow moving beyond mere description to a more abstract level
of conceptualization [122]. We reflected the identified effects and intentions based
on signaling theory principles and related signaling theory literature by applying
selective coding. For example, the identified effects Perceive vendor, website, and
product quality signal information about unobservable characteristics of the vendor
(i.e., hidden information). Likewise, the intentions Signal data protection and integ-
rity aim to communicate information about a vendor’s privacy handling (i.e., hid-
den actions). We, therefore, grouped these effects and intentions into the theoretical
category ‘convey hidden information and hidden actions’. Overall, and based on the
signaling theory, we identified five theoretical categories, which will be discussed in
the results section (see also Table 4).

3.2.2 Selection phase

In the second Delphi phase, the selection phase, the resulted list from the previous
brainstorming phase was randomized and subsequently sent to the panelists 1 week
after completion of the first phase and with clear selection instructions. One central
aim of this phase is to reduce the list of effects to a manageable size [14, 95]. Litera-
ture has proposed various thresholds with regards to the number of items that should
be selected within this phase (i.e., between 10 [95] and 20 items [110]). Due to the
rather small number of items (15 effects and 18 intentions), we decided to let partici-
pants choose exactly 10. Moreover, we asked for feedback on the selection offering a
text box to enter comments. We applied a cut-off threshold greater than 50% (mean-
ing those effects that were chosen by 50% or less of the participants were sorted out)
for the consumer panel and a 45%-threshold for the vendor and seal authority panel.
It should be noted that we adopted the threshold for the vendor and seal author-
ity panel to provide an equal amount of effects and intentions to be ranked in the
respective panels. The selection phase yielded a set of 11 web assurance seal effects
chosen by 21 consumer participants and ten web assurance seal effects chosen by
19 seal authority experts. Accordingly, 18 vendor experts chose nine and 19 seal
authority experts selected eight intentions to acquire web assurance seals. Because
we deemed this a bearable number of items to be ranked (i.e., not too many items),
we did not perform a second selection phase.

3.2.3 Ranking phase

In the ranking phase, we again transmitted the list of randomized items to the partic-
ipants to rank them according to their order of importance. This step was performed
1 week after the completion of the second phase. Furthermore, we asked panelists
to provide additional feedback elaborating on their importance selection [113]. This
not only allowed us to better understand their perspectives but also provided an ini-
tial understanding with regards to consensus making within the participating group.
To determine the rank of web assurance seal effects as well as acquisition inten-
tions, we used Friedman’s Test [25]. As done by other authors from the IS discipline
[14, 100, 113], we calculated Kendall’s coefficient of concordance (W) to measure
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the degree of consensus. While the values of Kendall’s W range from O (indicating
low consensus) to 1 (indicating high consensus), consensus levels are considered
weak at W<0.5, moderate at 0.5 < W<0.7, and strong at W> 0.7 [97]. Scholars [97,
113] suggest to reiterate the raking phase until at least a moderate consensus level
(W>0.5) is reached. However, according to Schmidt [110], the statistical (in-)signif-
icance of Kendall’s W does not suffice as a stopping criterion. Therefore, after each
round of the ranking phase, researchers should examine and balance the trade-off
between feasibility and potential gains from another round [110]. After the first rank-
ing phase, participants only reached a low level of consensus. Web assurance seal
effects from consumer panel: W=0.276; N=21; ;(2=57.93; p<0.001; web assur-
ance seal effects from seal authority panel: W=0.358; N= 12;;{2=37.56; p<0.001;
as well as intentions to acquire web assurance seals from vendor panel: W=0.240;
N=14; ;(2=26.93; p<0.01; and from the seal authority panel: W=0.193; N=11;
2*=14.87; p<0.05. Due to this low level of consensus among the panelists, we
conducted a second iteration of the ranking phase 4 weeks after the first ranking
phase. We intentionally increased the time between the two ranking phases because
panelists already expressed their concerns about participating in an additional rank-
ing phase. However, after the second round, Kendall’s W was increased to a mod-
erate level of consensus (W=0.510; N=14; ;(2=71.39; p<0.001) among consum-
ers and a high level of consensus (W=0.753; N=35; ;(2=33.87; p<0.001) among
seal authority experts regarding web assurance seal effects. Further, vendor experts
reached a high level of consensus concerning intentions to acquire web assurance
seals (W=0.765; N=6; ;(2 =36.31; p<0.001), while seal authority experts increased
consensus in this regard to a moderate level (W=0.659; N=5; ;(Zz 23.06; p<0.01).

In this second iteration of the ranking phase, we provided the panelists with vari-
ous information: (1) the mean rank of each item, (2) the panelists’ ranking for each
item of the previous iteration, (3) the current level of consensus, and (4) comments
indicating why the other panelists ranked the item as they did [95]. The provision
of such feedback supports the panelists reaching a higher consensus more quickly
[107]. However, due to the increasing drop-out rates and the fact that a moderate to
a high level of consensus was reached [97, 113] across all panels, we refrained from
conducting a third-ranking phase.

4 Comparing vendors’intentions and consumers’ perceptions

Overall, study findings revealed 15 web assurance seal effects on consumers as well
as 18 intentions for vendors to acquire web assurance seals, which will be discussed
next. Outcomes are theoretically grouped into five categories based on the underly-
ing concepts of signaling theory to increase generalizability and theoretical contri-
bution (Table 4).
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4.1 Web assurance seals aim to encourage consumers to purchase

In line with signaling theory, for a signal (i.e., web assurance seal) to be effective,
the signaler (i.e., vendor) is expected to benefit from some action (i.e., purchasing
products or services) performed by the receiver (i.e., consumer) that the receiver
would not have done without perceiving the signal [11]. We discovered that vendors
gravitate to Acquire further consumers through embedment of web assurance seals
on their website. The web assurance seal should persuade consumers to buy online
because vendors proved their quality with the issuance of the seal. As one vendor
stated, “With the seal, we hope to convince consumers to buy from us”. Consumers
agree that web assurance seals Increase purchase intention because web assurance
seals attest that an independent third-party (i.e., the seal authority) has proven the
integrity of the online shop. As a consequence, vendors indicated that they expect
Increases in sales and profit following the seal acquisition. Finally, it was revealed
that consumers feel that payment transactions with online shops having web assur-
ance seals are more secure than with online shops without seals: “When transacting
with certified online shops, I am more willing to use a certain payment method over
another”. They stated that with certified online shops they are more willing to use
riskier options (e.g., credit cards) to handle payments. Thus, web assurance seals can
indirectly impact consumers to Make Payments.

4.2 Web assurance seals aim to convey hidden information and hidden actions

According to web assurance seal and signaling literature, signals can bridge informa-
tional problems [7] by making otherwise hidden information [81] and hidden actions
[101] available. While hidden information is outlined as a situation, in which the sig-
naler has more information available regarding an imminent decision compared to the
receiver, hidden action is defined as the state where the signaler chooses an, for the
receiver, unobservable level of effort regarding their agreement [31]. Vendors confirm
that they acquire web assurance seals to Increase transparency in general. As web
assurance seals expose information about various characteristics of the vendor, con-
sumers might value such candor providing an advantage over other vendors. Also,
vendors Use seals as a marketing tool through exploiting the seal’s popularity. As one
vendor stated: “The public image of a certified company is always better”. Consum-
ers confirm this intention, mentioning that web assurance seal Increase vendors’ repu-
tation because “web assurance seals serve as evidence that the certified online shop
possesses some kind of incumbency”. More specifically, participants acknowledged that
seals function as proof for successful transaction history.

Within the area of hidden information, vendors aspire to Signal integrity as one
vendor stated: “By using a seal, we want to be reputable towards our consumers”.
Consumers have a more nuanced view of how web assurance seals can render hidden
information. Consumers perceive quality-related information such as Perceive vendor,
website, and product quality. Vendor quality outlines an effect related to the vendor’s
external representation as well as internal processes. Regarding the vendor’s external
representation, a consumer stated that “web assurance seals signal the integrity of a
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vendor” (e.g., not being a malicious vendor) because vendors adhere to corresponding
legislation or seal requirements, matching vendors’ intentions. Concerning internal pro-
cesses, consumers described that web assurance seals attest superior internal processes
such as fast delivery processes or qualified personnel. The Perceive website quality
effect is related to the superiority of the website or interface used to purchase goods
online. For example, some consumers stated that seals indicate high ease of use of a
website. Lastly, Perceive product quality is linked to the quality of the products offered
in three dimensions: first, products are delivered as described, second, products exhibit
certain idiosyncrasies such as fair trade, and third, products are not counterfeit.

Furthermore, we found the effects of web assurance seals on consumers that can
be considered to constitute signals to overcome hidden actions from a signaling
theory perspective. Consumers argue that web assurance seals ensure a low level
of fraud potential, which lowers their risk perception (ex-ante), as well as that web
assurance seals, represent measures that ensure recovery of consumers’ conceded
assets in case something unexpected will be happening (ex-post). Hence, Perceive
risk minimization as an effect was framed. Similarly, we found Perceive Safety as
an often conceived and overarching effect. As consumers stated, when noticing web
assurance seals “online shopping feels safer’. In general, certified websites commu-
nicate a safe and reliable way of doing online shopping, in which (potential) con-
sumers do not have to conduct safety and security checks on their own (as far as
possible). Given the e-commerce contexts, our study further unveiled intentions
and effects related to consumers’ perceived levels of IT-security, data protection as
well as consumer protection. The effect Perceive IT-security is related to perceived
technical security safeguards and measures applied by the online vendor and their
respective information systems. A consumer stated that “seals confirm the preven-
tion of information and data abuses”. Vendors’ intent to Signal data protection
match with the effect Perceive data protection. Participants agreed that web assur-
ance seals assure a confidential and safe usage of their data, which is becoming more
and more important in modern electronic markets. Regarding vendors’ intention to
Signal consumer protection, we also identified the corresponding consumer effect
Perceive consumer protection. Participants acknowledged that the effect captures
consumers’ protection in case of misbehavior originating from the vendor. That is,
some seals testify a money-back guarantee when products do not exhibit the charac-
teristics as expected or promised by the online vendor. Some participants stated that
issuing seal authorities may serve as arbiters for consumers given a potential dispute
settlement.

4.3 Web assurance seals influence consumers’ affect

Signaling literature acknowledges that receivers, depending on their idiosyncrasies,
interpret signals differently [99]. Receivers’ interpretation is outlined as the pro-
cess of translating signals into perceived meaning [11]. We found that web assur-
ance seals as signals influence consumers’ affect (i.e., beliefs, emotions, and atti-
tudes) [64, 120] and hence, stimulate cognitive trust-building processes [49]. For
instance, the effect Induce interest captures a rather positive belief or attitude [21].
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One participant mentioned that web assurance seals increase her or his general inter-
est in the seal itself and how it has been obtained (i.e., assessment process). In this
regard, effect Induce interest can be considered a precursor of trust. Herein we adopt
the definition of trusting belief [83] for the identified Induce Trust effect further tak-
ing into account trust, trustworthiness, as well as trust transference [73]. Participants
stated that web assurance seals verify the trustworthiness of online shops due to the
examination of an independent third-party. Participants also mentioned that “seals
support my trust in an online shop because I trust the seal issuing instance”, refer-
ring to trust transference. Increasing consumers’ trust in the vendor is also one main
intention of online vendors when acquiring web assurance seals. Contrary, Induce
apathy emerged as an effect that captures consumers’ emotions of apathy or indiffer-
ence [78]. Some participants delineated that the simple presence of web assurance
seals does not “arouse or influence me in any way”. In contrast, to Induce apathy, in
which web assurance seals “only” facilitate a state of indifference, the effect Induce
skepticism—a disbelief [92]—has an opposing and dismissive impact. Participants
stated that, when seeing web assurance seals, they are not acquainted with, they tend
to question the seriousness and reliability of the respective vendor (“When seeing an
unfamiliar seal I feel rather insecure than more secure’).

4.4 Web assurance seals influence stakeholders in the environment

Signals are not only used to bridge information asymmetries between the signaler
and an individual but also between the signaler and a collective whole—the sign-
aling environment [11]. Therefore, the meaning assigned to a signal is not only a
function of the receivers’ interpretation (e.g., consumers, competitors, or suppliers)
but also of a collective belief (e.g., the market in general) [59]. In line with this,
we found that vendors acquire web assurance seals to “achieve competitive advan-
tages over other vendors”, framed as Achieve competitive advantages. In this regard,
vendors also stated that web assurance seals Increase Comparison between com-
petitors as “consumers evaluate seals and can compare an offer with other trust-
worthy offers”. Some vendors intend to acquire web assurance seals because they
feel Pressure from stakeholders (e.g., the public, consumers, competitors, suppliers,
or governmental institutions). Vendors mentioned that they have to follow certain
mandatory or voluntary requirements to be successful in their respective markets. In
some cases, vendors even hope to ease their access to markets, framed as Gain mar-
ket access because web assurance seals prove the compliance to minimum standards
making the vendor eligible to enter a market.

4.5 Web assurance seals lead to internal improvements of vendors

The last category considers intentions of vendors to acquire web assurance seals that
do not occur and act as signaling effects on the consumer side (at least not directly)
but aim to improve vendors’ internal conditions, thus representing the internal per-
spective (Table 1). When undergoing an attestation process, vendors value to Gain
access to experts. Seal authorities’ profound knowledge and experience in online
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vendors’ businesses and technological and organizational safeguards can be regarded
as complementary resources that can be leveraged to improve existing systems and
processes. Through web assurance seals, a vendor’s IT security standards can be
assessed and improved (if necessary) as shown by the intention Increase IT security.
As one vendor stated: “with seals, we also check our existing systems with regards
to security aspects”. Likewise, vendors aspire to Achieve legal conformity. The seal
attestation process provides vendors support for improving the conformity regarding
legal requirements of an online vendor’s business, particularly by reviewing online
vendors’ general terms and conditions as well as related legal texts. In doing so, seal
attestations can note weak points regarding legal compliance, which might have led
to penalties from consumers in the future. Similarly, vendors mentioned that inter-
nal quality and productivity are improved through the assessment process. While
achieving these internal improvements, vendors also intend to Increase consumer
satisfaction: “It is part of our consumer service to provide [...] a degree of security
for the consumer”. Finally, vendors claim that acquiring seals help them to Achieve
a better web search ranking: “appearance at the top of a Google search”. Never-
theless, while the specific search algorithms are opaque and constantly evolving,
the online community dealing with search engine optimization remains uncertain
whether embedding independent reviews and seals impacts search results.

While these intentions to acquire web assurance seals cannot be considered to
signal certain hidden information or actions of the vendor nor do they influence con-
sumers’ affect, they indirectly impact the signaling process because they positively
influence the signaling fit. Signal fit is a characteristic of the signal and outlined as
the correlation between the idiosyncrasies of a signal and the unobservable quality
of the signaler [11]. Internal improvements positively affect signaler’s quality result-
ing in an increased alignment between the signal and the true quality of the signaler,
thus increasing signal fit.

5 Comparing effect and intention weighting
5.1 Effect selections and rankings

Following Schmidt et al. [109], we let the consumer and seal authority indepen-
dently pare down and rank the lists of web assurance seal effects. After the selection
phase, the participants from the consumer panel deemed 11 out of 15 effects impor-
tant. With selection rates of 90%, Perceive data protection and consumer protection
were rated among the most important effects next to Induce trust and Perceive risk
minimization. In contrast, only 14% marked Induce interest and 38% chose Induce
apathy as important effects. Analog, we analyzed web assurance seal effects from
the seal authority panel after the selection phase. All seal authority participants
chose Perceive vendor quality, data protection, consumer protection, and Increase
purchase intention as being relevant to them. Induce apathy (32%) and Induce skep-
ticism (74%) are the least often chosen effects among seal authority experts, how-
ever, Induce skepticism was still considered for the ranking phase given a threshold
of 45%.
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To be able to compare the ranking results, we calculated the mean rank (=sum
of means/number of data points of each effect). Overall (and after the second-
ranking phase), the top three effects that consumers named when seeing web
assurance seals are Perceive consumer protection (mean rank=3.52), risk mini-
mization (mean rank=4.38), and safety (mean rank =4.76). Contrary, seal author-
ity experts’ first three effects were Induce trust (mean rank = 1.20), Perceive safety
(mean rank=2.20), and risk minimization (mean rank=4.20). On the other end,
consumers rated Perceive vendor quality (mean rank =7.00), website quality (mean
rank=28.38), and product quality (mean rank =9.44) as least important, while web
assurance seal experts ranked Increase vendors’ reputation (mean rank =7.40), Per-
ceive website quality (mean rank =8.80), and Induce skepticism (mean rank =9.40)
as the three least important effects. The selection and ranking results of consumers’
perceived web assurance seal effects are depicted in Table 5.

5.2 Intention selections and rankings

Our results show that nine intentions to acquire web assurance seals were deemed
important by at least 45% of vendor experts. Signal integrity (100%) was the
most often selected intention. With selection rates of 93% Acquire consumers and
Increase consumers’ trust were the second most selected intentions, followed by
Increase consumer satisfaction with a selection rate of 87%. Yet, the least often
selected intentions are Increase comparability with 20% and Gain market access
27% selection rates. Applying also a 45%-threshold for seal authority panelists,
experts selected eight intentions among which Achieve competitive advantages
(84%), Signal integrity (719%), and data protection (68%) were the most often chosen
intentions to acquire web assurance seals in e-commerce. On the other end, only
5% chose Increase comparability, 21% Achieve better web search ranking, and 26%
Gain market access.

The top three intentions for vendors to acquire web assurance seals were Increase
consumers’ trust (mean rank=1.33), Signal integrity (mean rank=2.83), and
Increase consumer satisfaction (mean rank =3.33). This was partially supported by
the opinions of seal authority experts. They ranked Increase consumers’ trust (mean
rank=1.20), Acquire consumers (mean rank=2.60), and Signal integrity (mean
rank=3.00) as most important. On the other hand, vendors ranked Use seals as a
marketing tool (mean rank=6.67), Signal data protection (mean rank=7.83), and
Increase IT security (mean rank =8.67) as the least three intentions to acquire web
assurance seals for their online shops. Experts from the seal authority panel ranked,
similarly to the vendor experts, Signal data protection (mean rank=5.40) among
the last three intentions. The other two are Increase consumer satisfaction (mean
rank=6.00) and Achieve competitive advantages (mean rank=7.00). The selec-
tion and ranking results of vendors’ intentions to acquire web assurance seals are
depicted in Table 6.
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6 Discussion

This study aimed to provide a multi-perspective view on web assurance seals to
extend our understanding of web assurance seal effectiveness. We started with iden-
tifying both, effects that occur when consumers perceive web assurance seals and
intentions of vendors to acquire web assurance seals. We did so by applying a multi-
perspective Delphi study with three panels comprising consumers, vendors, and seal
authority experts. Synthesizing the results from the respective panels not only con-
stitutes a unique way to research web assurance seal effectiveness but enables to
contrast consumer perceptions and vendor intentions to come up with novel insights
that can provide a basis for research to move forward.

6.1 Comparing vendors’intentions and consumer’s perceptions

When revisiting the previously presented results, it becomes evident that we uncov-
ered a mismatch regarding vendors’ intentions to acquire web assurance seals and
consumers’ perceptions of web assurance seals, which has several implications for
web assurance seal research.

First, we show that the importance of effects and intentions identified in con-
sumer and vendor panels differ. Based on the cumulated results from the consumer
and the seal authority panel, Induce trust (mean rank =3.12), Perceive safety (mean
rank=3.48), and Perceive consumer protection (mean rank=4.26) were the most
important effects that consumers perceive when recognizing web assurance seals.
Accumulating results from the vendor and seal authority panel, Increase consumers’
trust (mean rank=1.27) is also the most important intention to acquire web assur-
ance seals. Yet, the second and third most important intentions are Signal integrity
(mean rank=2.92) and Acquire consumers (mean rank =3.64), therefore, indicating
the first hint for a mismatch between consumers’ perception of and vendors’ inten-
tions to acquire web assurance seals.

Second, we analyzed the identified effects and intentions within the respective
theoretical categories. While consumers and vendors both agree that web assurance
seals aim to encourage consumers to purchase, we identified several mismatches
between the other theoretical categories. Starting with the category web assurance
seals aim to convey hidden information and hidden actions, the study results show
that vendors and consumers both value web assurance seals as signals to reduce
prevalent information problems (e.g., hidden information or action). Yet, the type
of information or action to be transferred in the respective signals such as seals
and how they are perceived by stakeholders differs substantially (see Sect. 6.2 for a
detailed discussion).

The third rationale that underlines a mismatch between intentions and actual
effects of web assurance seals, is the fact that a signal is not necessarily a tailored
measure to be received by only one type of receiver (e.g., consumers) but by various
receivers (e.g., consumers, competitors or the market in general) at the same time.
In particular, we identified intentions were no counter-part effect could be identi-
fied. For instance, vendors intend to use web assurance seals not to address their
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consumers but their environment, as embodied in the category web assurance seals
influence stakeholders in the environment, or acquire web assurance seals to achieve
internal improvements (see Sect. 6.3 for a detailed discussion).

Finally, inspecting the category web assurance seals influence consumers’ affect,
one can derive an additional mismatch between vendors’ intentions and consumers’
perceived effects. Whereas vendors aim to increase trustworthiness, consumers per-
ceive a far more diverse and surprising set of effects (see Sect. 6.4 for a detailed
discussion).

6.2 Comparing study findings with prior literature on web assurance seals’
effects on consumers

Our study supports the refinement of our understanding regarding the three—in web
assurance literature often researched effects—trust, perceived assurance, and pur-
chase intention. We confirm that increasing consumers’ trust is an important effect,
given the high ranks in multiple panels (rank 1 seal authority and vendor panel, rank
4 consumer panel). More importantly, our results confirm that trust takes a dual
form in the context of web assurance seals. First, consumers’ trust in online vendors
is increased because information asymmetries are reduced and web assurance seals
confirm vendors’ integrity, competence, and benevolence. Second, the mechanism
of trust transfer takes place to increase consumers’ trust as highlighted by diverse
consumers in our panel: “Online shops that display seals are trustworthy because
those institutions that issued the seal are trustworthy”. Assuming that a seal author-
ity is trustworthy, a seal can establish a cognitive association between a certified
vendor and a seal authority whereby a consumer’s trust in a seal authority is trans-
ferred to a certified vendor [18]. Although prior studies on web assurance seal effec-
tiveness acknowledge the potential occurrence of trust transference [41, 54], existing
studies have neglected to test whether and how trust transference takes place in the
context of web assurance seals. We thus recommend seal research to consider the
duality of trust when analyzing seal effectiveness. Prior research has already shown
that consumers’ perceived credibility of the seal authority plays an important role in
achieving seals’ intended effects [127]. A fine-grained analysis of trust mechanisms
may help to understand boundary conditions of seal effectiveness, for example, in
contexts where seal authorities are not perceived as trustworthy, and thus trust trans-
ference is disturbed. Hence, online vendors should be cautious when selecting seal
authorities because consumers’ perceived credibility and trustworthiness of these
authorities might have an impact on acquired seal effectiveness.

This research also provides a more nuanced view on increasing consumers’ per-
ceived assurance. Prior research has mostly operationalized perceived assurance
regarding reducing security and privacy concerns of consumers [51, 54, 73]. While
our study findings confirm that vendors acquire seals to convey secure, reliable, and
confidential handling of consumers’ data (i.e., intention Signal data protection), con-
sumers report that they also Perceive vendor, website, or product quality when see-
ing web assurance seals. In addition, we not only found evidence for context-specific
effects on consumers depending on the objectives and content of the seal but also for
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the fact that consumers derive effects from seals independent of their actual speci-
fication and that misconceptions may arise about seals’ true meaning. For instance,
Perceive safety was referred to as: “I feel saver when recognizing seals” by one con-
sumer, while another stated: “The online shop displaying seals seems to be safer
than non-certified shops”. The concept of safety, typically defined as the absence of
risk, is very broad and it remains vague what consumers are actually expecting from
the seal. Similarly, the effect Perceive risk minimization reflects a broader percep-
tion of seals. On the other hand, Perceive consumer protection captures the very
specific idea of a shop that has to provide a money-back guarantee in case of unsat-
isfying delivery, which is not part of every seal [41, 61]. As one consumer stated:
“I see seals as a guarantee of low fraud potential and that I will receive my money
back, in case, I do not want the product anymore”. Thus, our findings highlight that
some consumers may form a general assurance perception of seals (e.g., feeling
safe and expecting fewer risks), while others may have specific expectations regard-
ing the assurances a seal provides (e.g., providing money-back guarantees). Early
research findings on seals might provide reasoning because it was shown that an
expectation gap might exist between the intended assurances and perceived quali-
ties of web seals —even when the seal in question has been widely adopted [39, 58,
93]. Such an expectation gap may result because consumers often do not understand
what seals are, what they stand for, and how to interpret and classify the informa-
tion they intend to convey [55, 85, 86]. We, therefore, recommend research on web
assurance seal effectiveness to take a look at the content of the seal under exami-
nation (e.g., security vs. quality seal) and prevalent information asymmetries (e.g.,
hidden information concerning product qualities). Then, researchers should identify
(context-specific) effects on consumers to better operationalize the effect perceived
assurance. In addition, research may control for whether consumers understand the
assurances the seal under examination provides to ensure that indented effects are
perceived, or whether a limited understanding leads to confounding effects, such as
only increasing consumers’ general perception (e.g., Perceive safety and risk mini-
mization). Online vendors should also carefully elaborate on the content of seals to
ensure that they are signaling their unobservable qualities to consumers [61].
Regarding increasing consumers’ purchase intention, our study shows mixed and
surprising findings. Whereas each seal authority expert selected the effect Increase
purchase intention, only 47.62% of the consumers selected this effect. Instead,
consumers perceive seals as guarantees for secure payments: “I believe that pay-
ment transactions with certified online shops, in general, are more secure than with
shops that do not own a certificate.”—Ileading to the assumption that seals indirectly
impact their purchasing behavior. In line with this, we recommend seal research to
consider identifying potential mediators impacting the influence of seals on con-
sumers’ purchase intentions. Trust and perceived assurance, for example, have been
regarded as antecedents for consumers’ behavioral intentions [54, 73, 84], and thus
seals might have an indirect effect on purchase intention via increasing consumers’
trust and perceived assurance [70]. We thus propose that researchers should not only
analyze the direct effect of seals on purchase intention but also examine the role of
potential mediators for consumers’ purchase intention to control for indirect effects
of seals. Our recommendation is consistent with recent calls for contextualized
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theory (i.e., considering context-specific mediation and moderation effects) in the
broader IS discipline [38, 94].

6.3 Comparing study findings with prior literature on vendors’ intentions
to acquire seals

We identified the diverse intentions of online vendors to acquire web assurance
seals. Some of these intentions are consistent with prior literature, such as Increase
sales and profit [12, 16, 29, 44], Improve quality and productivity [35, 79, 89], and
Achieve competitive advantages [28, 35, 118]. Our results thus provide a first indica-
tion that there is a set of factors impacting organizations’ intentions when deciding
to acquire a web assurance seal that is independent of the actual contexts, such as
electronic markets or environmental certification. Contrary, we found intentions that
were not present in prior literature and are specific to electronic markets, includ-
ing Signal data protection, and Achieve legal conformity. These differences mainly
relate to the actual content of the seal (i.e., what is certified), such as security and
privacy requirements for online platforms. Consequently, our findings also support
our assumption that intentions in electronic markets differ from motives in related
disciplines.

Moreover, our results demonstrate that web assurance seals do not only serve as
signals to bridge information asymmetries between consumers and vendors but also
to address other stakeholders in the signaling environment. In line with signaling
theory, the interpretation of a signal is not only a function of a single receiver but
can also inform collective beliefs [59]. Therefore, it can be argued that a certain
signal can be received and evaluated by various receivers. Nevertheless, our results
confirm that the intended signal objective might diverge, such as to comply with
pressures from external stakeholders or to achieve advantages over competitors,
requiring a multi-receiver perspective to study signal effectiveness. This situation
can further be impaired by environmental noise that originates from the signaling
environment, other signalers with similar aims or external referents [11]. Conse-
quently, when planning to acquire web assurance seals, vendors should critically
evaluate who may be receiving the signal and then acquire a web assurance seal that
best fits the information problem to be overcome.

Finally, our results show that vendors acquire seals to achieve internal improve-
ments (e.g., Increase IT security or Gain access to experts). Nevertheless, our brain-
storming phases reveals that 12 out of 18 intentions are related to external intentions,
which were also more often selected and higher ranked than internal intentions.
Revisiting our initial question, whether online vendors are more driven by external
than internal intentions (see Sect. 2.2.1), we can conclude that our results give an
initial indication that external intentions are more important in electronic markets.
In addition, taking a signaling theory perspective, we propose that internal inten-
tions to acquire web assurance seals also improve signaling fit as described above
and, therefore, improving signal effectiveness indirectly. Consequently, when ana-
lyzing web assurance seals effectiveness, researchers should evaluate the indirect or
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long-term effects of web assurance seals too, to better understand and predict web
assurance seals’ true effectiveness.

6.4 Unintended effects of web assurance seals

Although we found that trust, as a belief, is the most important effect when recog-
nizing web assurance seals as well as intention to acquire web assurance seals, our
findings, surprisingly, also revealed unintended effects of seals on consumers, such
as Induce apathy and Induce skepticism. We assert that due to variances in signal
interpretation among receivers [11, 61] unintended side effects can arise. Our results
show that consumers felt emotionally apathetic when recognizing web assurance
seals: “web assurance seal do not arouse me in any way”. Signaling theory pro-
vides rationales as apathy might be a result of weak signaling strength, for example,
because of a low signaling fit [8]. Moreover, consumers even mentioned opposing
or dismissing beliefs when seeing web assurance seals such as Skepticism. One con-
sumer stated: “When seeing unfamiliar web assurance seals, I question the serious-
ness of the online shop”. As such, the signal failed to achieve its intended effect,
which further emphasizes a mismatch between vendors’ intentions and consum-
ers’ perception of web assurance seals. More importantly, this is a surprising find-
ing because previous studies have only explicitly identified trust as a positive effect
of web assurance seals. With this study, we show that extremely opposing effects
(i.e., skepticism) may be induced for consumers. Both, from theoretical as well as
practical perspectives, this finding is of highest relevance because it provides deeper
insights about the volatility of consumer perceptions in digital contexts. Thus, signal
effectiveness may be balanced on a razor edge.

According to the rationales of signaling theory, an explanation for the emergence
of skepticism might be a lacking signaler’s honesty. Signaler’s honesty defines the
degree to which the signaler is capable of meeting the characteristics as promised
by the signal [19]. Such low signaler’s honesty was also reported in negative media
news about seals throughout the last years. Media frequently warns consumers that
online vendors may embed fake seals on their websites. Similarly, blog entries [36]
and consumer reports [76] instigate consumers to be skeptical about issued web
seals. Consumers’ skepticism toward seals may also be strengthened due to famous
incidents that became public, as in the case of TRUSTe [106]. TRUSTe provides web
seals assuring consumers that businesses’ privacy practices comply with specific
privacy standards. TRUSTe, however, has been given a $200,000 fine by the US Fed-
eral Trade Commission after consumers were deceived into thinking that TRUSTe
was doing proper auditing of those organizations displaying its web seal [22]. In
fact, TRUSTe allowed commercial websites and mobile apps to display their web
seal but did not verify whether these websites and apps were indeed meeting privacy
standards [72].

While negatively connoted, affective influences have not been part of prior inves-
tigations on seal effectiveness, we recommend seal research to control for poten-
tial unintended effects, such as consumer skepticism. Likewise, research might add
moderators on the relationship between the presence of seals and their intended
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effects, for example, consumers’ willingness to depend on the seals or general
attitude toward the seals to control whether consumers value the seal in general.
Including these variables in theory building, especially potential effect moderators,
may help to get a more comprehensive picture of seal effects and define potential
boundary conditions helping to uncover origins of the seal effectiveness variation.
A deeper understanding will also help vendors and seal authorities to prevent such
unintended effects.

7 Conclusion

Previous web assurance seal literature has been impeded by the fact that research
findings were based on a unilateral view on web assurance seals. That is, web assur-
ance seals have been researched either form the vendor or the consumer perspective.
However, the nature of web assurance seals, as shown in this study, contradicts this
approach. Hence, the paper at hand has examined web assurance seals in a novel
way, that is, by using a multi-perspective approach that advances our understanding
of the phenomenon under investigation. In doing so, we reveal a mismatch between
perceived and intended effects of web assurance seals.

7.1 Theoretical implications

Our study has several implications for research (Table 7). Although embodying val-
uable contributions, previous research has applied a lopsided (and hence limited)
view on web assurance seals. That is the analysis of web assurance seals from either
a consumer (perceptions) [54, 83, 96], or vendor (intentions) perspective [29, 34,
103] only. To the best of our knowledge, this is the first study to utilize a multi-
perspective investigation on web assurance seals in e-commerce. Using signaling
theory as our theoretical lens, we derive five aggregated categories of intentions and
effects that enable better comparison and theoretical grounding. For each category,
we show an incongruence between what web assurance seals as signals are intended
by vendors to transfer versus what is truly perceived by consumers. We not only
reveal that the importance of effects and intentions identified in consumer and ven-
dor panels differ but also revealed intentions were no counter-part effects could be
matched and vice versa. For example, whereas vendors aim to increase trustwor-
thiness, consumers perceive a far more diverse set of effects. These advancements
expand our knowledge to allow for a more differentiated and nuanced analysis of
web assurance seal effectiveness.

Second, while extant research analyzes organizations’ motivations to adopt cer-
tifications that are based on ISO standards [34, 77], it remains unclear whether
motives are applicable and relevant in electronic markets, which is an essential con-
text in everyday life. By conducting a Delphi study with stakeholders from elec-
tronic markets and identifying 18 intentions to acquire a web seal, we were able
to confirm that certain intentions of related streams are applicable in electronic
markets, proving that that certain intentions are context-independent. Additionally,
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our Delphi study leads to the identification of novel motives that have not been dis-
cussed in related literature to date and are specific for electronic markets, such as
Signal data protection and Achieve legal conformity. We further inform research by
giving an initial indication that external intentions are more important in electronic
markets, thereby helping to resolve prevalent debates about whether vendors’ inten-
tions of seal acquisitions are more internally or externally driven [17].

Third, we provide a more nuanced analysis of the effects of web assurance seals,
discussing 15 effects compared to prior research that mostly uses an exclusive set
of three effects, namely perceived assurance, trust, and purchase intention. We not
only refine our understanding of these effects but also identify effects of web assur-
ance seals that have been overlooked in previous research (e.g., skepticism or apa-
thy). By relating our findings to prior research, we derived several recommendations
for research on web assurance seals (see Table 8 in Sect. 7.3). These advancements

Table 8 Summary of recommendations for future research on web assurance effectiveness

Related variables Recommendations

Trust We propose that research should consider the duality of trust
when analyzing seal effectiveness. First, consumer’s trust in
online vendors is increased because information asymmetries
are reduced and seals confirm vendor’s integrity, competence,
and benevolence. Second, trust transfer takes place if consum-
ers perceive that a seal authority is trustworthy, a seal than can
establish a cognitive association between a certified vendor
and a seal authority whereby a consumer’s trust in a seal
authority is transferred to a certified vendor

Perceived assurance We propose that research should take a look at the content of
the seal under examination (i.e., security vs. quality seal) and
prevalent information asymmetries (i.e., hidden information
concerning product qualities), and identify (context-specific)
effects on consumers to better operationalize the construct
perceived assurance

Purchase intention We propose that research should not only analyze the direct
effect of seals on purchase intention but also examine the role
of potential mediators (i.e., trust, perceived assurance) for
consumers’ purchase intention to control for indirect effects
of seals

Consumers’ understanding of seals We propose that research should control whether consum-
ers understand the assurances a seal provides to ensure that
indented effects are perceived

Receiver of seals We argue that research should consider multiple receivers when
evaluating seal effectiveness, as such seals might also pertain
to pressures of competitors, the public, or government

Skepticism and Apathy We recommend research to control for potential negative effects
of seals, such as consumer skepticism

Consumers’ general perception of seal We recommend research to add moderators on the relationship
between the presence of seals and their intended effects, for
example, consumers’ willingness to depend on the seal or
general attitude towards the seal to control whether consumers
value the seal in general
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expand our knowledge to allow for a more nuanced analysis of web assurance seals’
effects on consumers.

Fourth, our findings contribute to the signaling theory knowledge base by dem-
onstrating that scholars should consider a shift from researching unilateral sig-
naler-receiver relations to more complex signaler—multi-receiver relations (e.g.,
consumers and competitors), considering multiple actors in the signaling ecosystem
[71]. Whereas prior web assurance seal research was mainly on the isolated influ-
ence of one or more signals on a single target group (e.g., consumers) [3, 81], with
this study we provide deeper insights about why vendors acquire seals to influence
their signaling environment.

Finally, with this study, we also contribute to signaling theory literature, as we
uncover an additional concept worth spending consideration: signaling side effects.
Signaling side effects constitute a potential boundary extension to signaling the-
ory. Even though contemporary literature discusses signaling feedback (from the
receiver to the sender) to improve signal effectiveness, and the influence of the sig-
nal environment being a source of signal distortion [11], it neglects the influence of
side effects that can occur in parallel to the intended signaling effect. In this way,
the identified signaling side effects apathy and skepticism may play an important
role concerning the complexity of evaluating signal effectiveness. While discussing
origins for side effects, we also add to web assurance seal literature by highlighting
the need for signals to be understood by the receiver [82]. Otherwise, web assur-
ance seals might not only be ignored but also induce negative and counteracting side
effects.

7.2 Practical implications

Besides theoretical implications, this work also has implications for practice. First,
caused by the mismatch of web assurance seals perceptions and intentions, vendors
should crucially evaluate web assurance seals content with, first, their aims regard-
ing the type of information problem to overcome (e.g., unobservable vendor char-
acteristics to signal) and second, evaluate (e.g., utilizing web tracking mechanisms)
what their respective consumers perceive or value when recognizing web assurance
seals. Second, for seal authorities, we provide the groundwork to improve the seal
design to suppress undesirable side effects that weaken the quality and strength of
web seals as signals. Third, based on our finding that web assurance seals may not
only be received by consumers but also by competitors, legal authorities or the mar-
ket in general (i.e., collective belief), seal authorities should tailor or multipurpose
their web assurance seals as to better target the individual audience or various audi-
ences, respectively.

7.3 Limitations and future research

This study is subject to limitations. First, our results are based on the responses
from initially 60 participants of which 25 (14 consumers, six vendors, and five seal
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authority experts) participated in all four rounds, leaving concerns regarding a suf-
ficient sample size open. However, contemporary Delphi studies within the IS area
exhibit even smaller sample sizes [48, 100], and, following Okoli and Pawloski [95],
samples are not required to be statistically representative. However, we believe that
we have produced results that exhibit above-average reliability, due to the combina-
tion of three separate, yet mutually supporting panels with the same goal. Second,
as with every Delphi study, responses given by the participants are rather subjec-
tive. This also becomes evident when looking at the consensus calculated between
participants (cf. Tables 5, 6). Besides, responses from seal authorities and vendors
might be biased because experts wanted to emphasize the positive aspects of web
assurance seals to ensure their effectiveness. Nevertheless, compared to other recent
method-related studies, the consensus among participants was moderate to high,
which we acknowledge as acceptable [100].

In general, Delphi studies are often treated as explorative starting points for fur-
ther empirical investigations. We, therefore, first and foremost, call upon future
research to investigate and validate the identified web assurance seal effects of con-
sumers as well as intentions to acquire web assurance seals for vendors. By compar-
ing our results with prior research, we were able to derive particular recommen-
dations for future research on web assurance effectiveness, summarized in Table 8.
Especially, we encourage scholars to examine the most important effects revealed
herein as well as controversial effects such as Apathy and Skepticism. In particu-
lar, and referring back to the two latter mentioned effects, the influence of consum-
ers’ personality traits on web seal effectiveness may be of prime interest for future
research.
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Appendix

In the following, we summarize the exact wording of all questions asked during the
brainstorming survey. We decided to include two questions in the consumer panel
because verbalizing potential effects of web assurance seals is challenging for con-
sumers compared to seal authority experts whose daily business is about web assur-
ance seals. Yet, both questions aimed to derive potential web assurance seal effects.
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We considered potential differences in consumer responses across both questions
during our data analysis.

Consumers:

(D
2

How does a web assurance seal help you shopping online?
What properties do you associate with a web assurance seal?

Vendors:

ey
2

Which reasons motivated your company to have your online shop certified?
Which reasons discouraged your company to have your online shop certified?

Seal authorities:

ey
2

What reasons motivate companies to have their online shops certified?
What reasons prevent companies from having their online platforms certified?
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