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Abstract

Participatory sensing systems utilize privately owned mobile devices and their embedded sensors to
gather data. This is used in research projects in several fields such as environmental monitoring, public
transport monitoring, and public safety. Due to the vast amount of information that can be inferred
from sensor readings, such applications pose a serious risk to the privacy of the participants.

The Privacy-enhanced Participatory Sensing Infrastructure with Collusion Resistance (PEPSICo)
model provides formal privacy and security guarantees for both, the participants contributing the data
and the queriers that request and analyze it, but does not provide a way to reward participants for
submitted data. However, as the participants incur costs through the sensing process, many systems
will not be able to attract numerous participants without offering compensations. In this work, we
extend PEPSICo with a mechanism to incentivize participants with rewards, without compromising the
privacy of the participants. Therefore, we adapt Extended Black-box Accumulation (BBA+), a secure
and private point accumulation scheme. Our proposed model provides strong security and privacy
guarantees without requiring strong trust assumptions. Especially, transactions of honest users remain
unlinkable even against malicious system operators colluding with the registration authority, queriers
and other users. In opposite to PEPSICo, we do not have to trust the registration authority to behave

honestly in this regard.






Zusammenfassung

Participatory Sensing Systeme machen sich die Vielzahl der Sensoren in heutigen Mobilgeréten zur
Datenerhebung zunutze. Sie finden Anwendungen in Forschungsprojekten auf vielen verschiedenen
Gebieten, z. B. in der Umweltiitberwachung, der Beobachtung des offentlichen Nahverkehrs und im
Bereich der 6ffentlichen Sicherheit. Die Vielzahl der Informationen, welche von den erhobenen Daten
abgeleitet werden kann fiihrt jedoch dazu, dass solche Anwendungen die Privatsphére ihrer Teilnehmer
gefihrden.

Das Privacy-enhanced Participatory Sensing Infrastructure with Collusion Resistance (PEPSICo) Model
garantiert starke Datenschutz- und Sicherheitseigenschaften sowohl fiir die Teilnehmer welche die
Daten liefern als auch fiir Datenverarbeiter. Allerdings bietet PEPSICo keine Moglichkeit, Teilnehmer
fiir die beigesteuerten Daten zu entlohnen. Dies konnte viele Systeme davon abhalten, eine ausreichende
Menge an Teilnehmern zu gewinnen, da diesen durch die Datenerhebung und -iibermittlung auch Kosten
entstehen. Diese Arbeit erweitert PEPSICo mit einem Anreizsystem, welches es erlaubt, Teilnehmer fiir
die beigesteuerten Daten zu belohnen, ohne deren Privatsphire zu gefahrden. Dazu verwenden wir eine
modifizierte Version von Extended Black-box Accumulation (BBA+), einem sicheren und Privatsphire
schiitzenden System zum Sammeln von Punkten, welche dann fiir Belohnungen eingetauscht werden
konnen. Das vorgeschlagene Model bietet starke Sicherheitsgarantien und schiitzt die Privatsphére
der Teilnehmer, ohne dass auf das ehrliche Verhalten von Systemkomponenten vertraut werden muss.
Insbesondere kénnen Transaktionen selbst dann nicht als vom gleichen Benutzer ausgehend identi-
fiziert werden, wenn boswillige Servicebetreiber mit der Registrierunsgstelle, Datenverarbeitern und
weiteren Teilnehmern kollaborieren. Im Gegensatz zu PEPSICo gilt dies selbst dann, wenn sich die

Registrierunsgstelle nicht an das Protokoll halt.
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1 Introduction

The ubiquity of mobile devices such as smartphones provides lots of possibilities for data collection and
analysis but also poses major challenges regarding user privacy. A participatory system uses a collection
of such mobile nodes as its source of sensor data. These devices are controlled by their respective owners
instead of a central observer, which is why the participation of a large group of people is required to
utilize such a network.

However, collected information often includes Personally Identifying Information (PII). For example,
if it contains location information and individual data reports are linkable, the system operator could
misuse this information to create movement profiles of participating devices which, in the case of
smartphones, often directly correlate to the movement of their owners. This poses a threat to the
owner’s privacy. While a lot of research has already been done in this field, many proposed solutions
have strong trust assumptions and do not provide formal security and privacy proofs (cf. [Shi+11;
Chr+13; GGP16; Con+19]).

An exception is Privacy-enhanced Participatory Sensing Infrastructure with Collusion Resistance
(PEPSICo) [GMP14], which is a formal model addressing this issue by defining an architecture and
protocols for a participatory sensing system. It effectively protects the user’s privacy by preventing the
linkage of data reports as originating from the same user. Moreover, it hides the submitted data and
its context, the query identity, from the system operator and protects the privacy of the queriers that
request and utilize this data by hiding the query identities of the reports they collect. However, it lacks
a mechanism to amplify participation and attract more users. This is usually done with an incentive
system, which allows compensating users for their efforts and computing time required to generate
data reports by giving them incentive points that can be accumulated over many reports and at some
point in time exchanged for goods or money.

A general model to implement such an incentive mechanism in a privacy-preserving way is Extended
Black-box Accumulation (BBA+) [Har+17], which allows secure accumulation of incentive points without
enabling the system operator to link transactions to individual users.

This work extends PEPSICo using BBA+ as a mechanism to provide incentives while preserving
strong guarantees for the privacy of the participants. More precisely, we propose Incentivized Privacy-
Preserving Participatory Sensing (I3PS), a general-purpose participatory sensing system with an incentive

mechanism that provides the following features:

« Unlinkability of honest users during report submission, incentive collection, and incentive redemp-

tion, even if all other system entities collude. This property is not limited to honest-but-curious
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system entities.

« Data reports are confidential towards the system operators and unauthorized queriers, especially,
if they do not collude with a user registered for the same query, the query identity is hidden as
well protecting the privacy of the queriers.

« Incentive rewards are bound to a user identity, thus, incentives cannot be shared between users.

« The number of reports an individual user is allowed to submit for a specific data query can be
limited.

+ The querier can verify that incentive rewards have been delivered correctly by the system.

The structure of this work is as follows: In Chapter 2, we discuss participatory sensing systems and
their challenges in general before introducing cryptographic preliminaries in Chapter 3. Afterwards,
we recapitulate PEPSICo (Chapter 4) and BBA+ (Chapter 5), as they are fundamental to our work. In
Chapter 6, we introduce an interim model that combines these two models into a participatory sensing
system with an incentive mechanism. However, this model has still some issues, wherefore, in Chapter 7

we introduce a second model addressing these issues.



2 Participatory sensing

To improve a given participatory system, it is important to understand the requirements of such systems.
In this chapter, we first examine the meaning of the term participatory sensing and how it differs from
similar and related terms. We then motivate the importance of participatory sensing by giving use case
examples and discuss the main challenges for participatory sensing systems. Last, we give an overview

of the existing research on privacy-preserving participatory sensing.

2.1 Definition

The term participatory sensing was introduced by Burke et al. [Bur+06] to describe a paradigm that
focuses on the participation of users from the public sphere. Because of their ubiquity and high
capabilities, mobile phones can be used to form interactive networks of sensors to collect data location-
and time-aware. As the sensor devices are under the control of their respective owners instead of a
central observer, the owner’s participation is required. Moreover, the network itself is usually not owned
by the operator of the participatory system and, therefore, potentially distrusted (cf. [HCG15]).

Goldman et al. [Gol+09] state three general approaches to participatory sensing:

Collective design and investigation
The participatory system is collaboratively defined and used by a group of individuals. The
community of individuals owns the entire process, being investigators and subjects at the same

time.

Public contribution
While the participants are actively involved in the collection of data, the definition of the research
question and the use of the results is usually done by another individual or organization without
their involvement. Recruiting interested individuals for the data gathering process allows acquiring

data at a larger scale than it would be possible by conventional methods.

Personal use and reflection
Within this approach, individuals record data about themselves for personal discovery, eg. to

reveal hidden habits and patterns in their lives.

Within this work, we focus on the public contribution approach, which is the approach PEPSICo
uses. Moreover, the other approaches are less critical regarding privacy as the data reported by the

participants is not under the exclusive control of a third party. We only focus on the parts that are
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important to user privacy, not on the complete participatory sensing process, mainly the transfer of the
sensing data and the involved parties. However, the complete sensing process is described by Goldman
et al. [Gol+09] as well.

There are three elementary roles in participatory sensing systems focusing on public contribution (cf.
[HCG15]): The participants/users, that provide the data, the queriers, that request and utilize the data,
and the system operator, providing the infrastructure and mediating between the participants and the

queriers.

2.2 Similar and related terms

Wireless Sensor Networks
Wireless Sensor Networks (WSNs) are widely used in industrial and environmental monitoring
and are well researched. According to He, Chan, and Guizani [HCG15], the main differences to
participatory sensing are that the sensor nodes, as well as the network, are under central control
and ownership. They only sense the surrounding environment but typically not human behavior
and, therefore, the main security concerns are the interception or modification of data in transit,

alongside the disruption of routing packages and the malicious retasking of sensing nodes.

Mobile Crowd Sensing
Guo et al. [Guo+14] define Mobile Crowd Sensing (MCS) as “a new sensing paradigm that empow-
ers ordinary citizens to contribute data sensed or generated from their mobile devices, aggregates
and fuses the data in the cloud for crowd intelligence extraction and people-centric service deliv-
ery”. In addition to participatory sensing, it reuses the user-contributed data from mobile internet
services, such as mobile social networks. Therefore, it involves implicit and explicit participation.

However, the term is also used as a synonym for participatory sensing (cf. [HCG15]).

Social sensing
The term social sensing was introduced by Wang, Abdelzaher, and Kaplan [WAK15]. Similar to

MGCS, it describes the combination of three data collection types:
Participatory sensing, where the user is actively involved in the data gathering process

Opportunistic sensing, where the user is only passively involved (eg. by pre-authorizing the

gathering process)

Social data scavenging, where the user is unaware of the gathering process (eg. scanning social

networks)

The main challenge is perceived to be the reliability of data and reported data is viewed as an

unverified claim.
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2.3 Motivation and examples

Utilizing participatory sensing can have several advantages over traditional WSNs [HCG15]. It does not
require setting up a cost-intensive sensing infrastructure as it usually makes use of the large variety of
sensors already included in mobile phones or wearable devices. Moreover, these devices also tend to
have more computing resources available than traditional sensor nodes, which allows for more complex
sensing applications. It is even possible to actively involve the participants in the sensing process.
Participatory sensing systems are able to operate in environments that WSNs are not (which also applies
the other way round) and are well-fit to collect space- and time-dependent data.

In 2012, Tilak [Til13] surveyed the real-world deployments of participatory sensing. At this time, they
were primarily limited to small-scale research prototypes in the areas of health and fitness monitoring,
environmental monitoring, transport and civil infrastructure monitoring, and urban sensing. However,
these prototypes already wielded promising results and demonstrated the huge potential of participatory
sensing applications. A recent survey from 2019 by Capponi et al. [Cap+19] shows that participatory
sensing has indeed become quite successful and further areas of applications, such as emergency
prevention, public safety, indoor localization, and waste management, have developed. They also
provide a timeline of developments in participatory sensing and indicate its success factors.

In the following, we give a few examples of participatory sensing applications in some of the areas
mentioned above.

Examples for environmental monitoring applications include GasMobile [Has+12], a low-cost system
to monitor air pollution levels, and NoiseMap [Sch+11], which uses Global Positioning System (GPS)
and microphone data to generate real-time noise maps.

In the area of public transport, Haig, Hayati, and Tomasic [HHT18] propose the usage of participatory
sensing to detect crowded buses. They argue that the traditionally used Automated Passenger Counting
(APC) systems are not always reliable and that transit information providers typically do not have access
to this information in real-time. Their system uses the accelerators available in modern smartphones to
predict the state of the riders (such as sitting, walking or running) with machine learning algorithms.
In addition, Zhou, Zheng, and Li [ZZL12] predicts the arrival time of buses using sensing resources
that impose a low power-consumption on participants’ mobile phones, such as cell tower signals and
movement statuses instead of GPS.

As an application in the field of public safety, iSafe [Bal+12] uses participatory sensing to predict the
safety of users based on the crime statistics of their current location and the safety profiles of co-located

users.

2.4 Main challenges

There are three main challenges in participatory sensing systems: User privacy, participant attraction,
and data trustworthiness. User privacy strongly conflicts with data trustworthiness, as a high degree of

user anonymity makes it very difficult to identify and eliminate users reporting false data (cf. [HCG15]).
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User privacy

In participatory sensing systems, a lot of PII can be exposed to the system operator and the
queriers. Apart from the actual sensor data, the data reports usually contain important contextual
information such as location and time of the sensing. Moreover, multiple records can be linked
together to profile users and derive further information. Additionally, there is the network and
communication data, eg. the Internet Protocol (IP) address of the user and the frequency of
reporting. This may also include the client and operating system used to communicate with the
service. Lastly, observing which sensing tasks a user takes part in can reveal some information in
itself.

For the actual sensor data, a privacy respecting system has to be transparent on exactly which
data is collected and its possible relevance for privacy. This is especially important for systems
where the user is not actively involved in the actual data gathering process, but where data is
collected passively without requiring user interaction. Privacy with respect to the actual sensor
data cannot be addressed by an abstract system, as it may highly depend on the specific sensing
task. Moreover, some responsibility remains with the user, eg. to make sure transmitted photos

do not contain something the user does not want to share.

However, the system can prevent profiling to some extend, eg. by providing report unlinkability
(as PEPSICo does), ensuring records cannot be linked preventing tracking and identification of
users based on their activity over time. Within this work, we focus on this aspect of privacy.

However, we assume that linking transactions is not possible based on the network data alone.

Therefore, the network should not give away identifying data, eg. it should remove IP address and
additional information that could be used to identify individual devices or to derive their location.
If the network does not provide this property, anonymity services such as the Tor project [Tor19]

could be used.

Participant attraction
The strength of participatory systems is that they allow for much larger and more diverse partici-
pation than traditional systems, where the data is gathered by a small research team. However,
this requires that people are willing to participate. Some participatory systems assume altruistic
motivation (cf. [HCG15]) and that might work for some research problems, especially if there is a
large public awareness and the system minimizes the privacy risks of the participants. However,
more participants might be attracted by adding an extrinsic motivation factor, which is usually
done via an incentive mechanism. Such a mechanism rewards users for their participation, eg.
by offering monetary compensation or other benefits. In general, participatory systems should,

therefore, support such a mechanism.

Data trustworthiness
Because of the openness of participatory sensing systems, they are usually exposed to erroneous

or even malicious data. For example, participants might unintentionally gather sensing data in the
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wrong environment (eg. indoors instead of outdoors). Moreover, participants might maliciously
report bad data. How to detect bad data is a difficult problem that highly depends on the sensing
task. Including an incentive mechanism might even worsen the data trustworthiness as the

submission of forged data reports can now result in a personal benefit for participants.

A general approach to increase the trustworthiness of the gathered data are reputation systems.
Users get assigned reputation scores based on the quality of their contributions, as far as it can be

determined. Those scores are then used as an indicator for the trustworthiness of future reports.

2.5 Related work

A lot of research has already been done in the area of privacy-preserving participatory sensing. However,
most of this work requires strong trust assumptions, such as requiring multiple trusted parties or only
considering honest-but-curious system operators, and does not provide formal security evaluations. An
exception is PEPSICo [GMP14], which we extend in this work. The PEPSICo model is given in Chapter 4.

2.5.1 Surveys

There are not many surveys that provide an overview of all the approaches to address the privacy issue
in participatory sensing systems. Christin [Chr15] surveyed privacy-preserving mechanisms based on a
high-level threat model. They provide an extensive list of the mechanisms available in 2015 and classify
them according to their threat models and used protection techniques. Moreover, they point out that
pseudonymity is insufficient to protect the privacy of the participants and point out several studies that
show how the identity of users could still be derived in such a case (eg. [Kru07; De +13]). There is also a
predecessor survey from 2011 [Chr+11a].

In a more recent survey, Wang et al. [Wan+19] define a more detailed threat model for participa-
tory sensing applications and evaluate numerous participatory sensing systems based on the privacy

requirements they fulfill and the privacy goals they address.

2.5.2 Partial approaches

To protect the user’s location information, spatial cloaking techniques are used by several systems. This
mainly includes k-anonymity techniques, which requires that the user’s location is indistinguishable
from the location of at least k — 1 other users (cf. [SS98]). An example is PiRi [KS11], a peer-to-peer
system where participants distribute tasks among each other to achieve k-anonymity during location-
based sensing task assignment. TAPAS [KS12] further extends this solution to improve the quality of
the submitted data. Nevertheless, in these solutions, privacy depends on the trustworthiness of other
users. A centralized approach is given by Vu, Zheng, and Gao [VZG12] and Gao et al. [Gao+12], where
a trusted party is used to cloak location information among the information of other users.

A different approach for location-based task assignment is given by [TGS14], where the network

provider, which already knows the users’ location, acts as a broker between them and the application
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server. They use geocasting (cf. [NI97]) to deliver task requests to the users.

LOCATE [BK13] proposes a distributed model in the collective design and investigation setting, that is,
users and queriers are identical. They focus on the privacy of location trajectories, which they preserve
in opposite to many other systems, and narrow their approach to the Android operating system. Each
user has a local database storing his sensed data but can also issue queries on data stored across the
system. Their approach is to distribute the data trajectories among multiple user databases so that
adversaries cannot decide which user a trajectory belongs to.

More general approaches to protect user information are based on data perturbation or aggregation.
For example, Zhang et al. [Zha+12] propose the PESP algorithm, which adds dynamically varying noise
to the user’s data. Thus, they hide the actual values and even trends of individual data streams while
still allowing global statistics to be computed. Moreover, Li and Cao [LC12; LC13] uses additively
homomorphic encryption to construct a very efficient scheme where an aggregator colluding with a
fraction of the users can only obtain the aggregate of all users data but not the individual values or
intermediate results. They give protocols to compute the sum and the minimum of the submitted values,
from which further protocols such as computing the average or maximum can be derived. However,
because of their nature, such schemes require to trust the users to submit honest data.

To guarantee user anonymity, Christin et al. [Chr+11b] proposes to exchange sensor readings between
participants that physically meet. In [Chr+14], they further improve their approach by assigning trust
levels to participants, wherefore a minimum level requirement for data exchanges can be specified by
the users.

Jin et al. [Jin+16] focuses on the privacy and economics of the incentive mechanism. They feature an
auction-based model where the user’s bid on a bundle of tasks by specifying their price for providing the
data. Based on these bids, the platform selects a set of winners, and, after they send their data reports,
they are given their payment. The scheme provides differential privacy for the bidding profiles of users.

“Worth One Minute” (WOM) [Klo+19] tries to decouple the incentive mechanism from the participatory
sensing system by proposing an open and anonymous rewarding platform. However, they only consider
anonymity against honest-but-curious system operators and do not formally evaluate the security of
their system.

In opposite to the approaches listed above, PEPPeR [DKS12] does not protect the privacy of the users
but the privacy of queriers. Queriers anonymously purchase tokens from the service provider that
allow them to directly contact users and forward their queries to them. Moreover, the scheme provides

double-spending detection, which requires users to contact a witness server before accepting a token.

2.5.3 General purpose frameworks

An early approach of a participatory sensing system protecting the participant’s privacy is AnonySense
[Shi+11]. It considers collusion attacks by other participants and queriers and some of the system
components. Moreover, it considers the integrity of messages against malicious network access points.

It uses Tor [Tor19] as an anonymizing network, together with the MIX network Mixmaster [Cot+08]
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and an anonymization service that mixes sensitive reports with the reports from other mobile nodes
and can additionally apply blurring techniques to further mask sensitive information. Moreover, group
signatures are used to authenticate messages from registered mobile nodes. However, these mobile nodes
are trusted not to submit invalid reports and only an informal security evaluation based on predefined
attack scenarios is given.

IncogniSense [Chr+13] makes use of pseudonyms, which, however, are changed periodically to
protect the privacy of the participants. It mainly focuses on its reputation mechanism and they use blind
signatures to circumvent the need for a trusted third party, as it is used by Huang, Kanhere, and Hu
[HKH12]. They use cloaking techniques to prevent the linkage of pseudonyms based on the evolution of
their reputation scores. However, these techniques may incur a loss of reputation for users. Moreover,
the time intervals in which the pseudonyms are changed have to be selected carefully as within one
interval, all transactions are linkable. They only consider user privacy against honest-but-curious
system operators in their security model and analyze the privacy properties of their system based on a
predefined set of attacks instead of providing formal proofs.

SPPEAR [GGP14; GGP16] also uses frequently changed pseudonyms, however, they are changed after
a specific number of contributions instead of a fixed time interval. They provide an incentive mechanism
and accountability for malicious users. For the security of their system, they consider honest-but-curious
system entities and malicious users. However, a collusion of some of their system operators can result
in the full de-anonymization of users.

Lord of the Sense [MK14] is a model for the collective design and investigation approach. Therefore,
it does not include an incentive mechanism but it includes a reputation mechanism. Users can vote
for published reports which will affect the reputation of the user that submitted the report. Therefore,
users have to contact a central server to update their reputation scores. The system is based on group
signatures and provides anonymity against other users and accountability, that is, anonymity can be
abolished if at least k users from the same group cooperate. However, the system components are trusted
not to deviate from the protocol and the central server, where reports are submitted and reputation
scores are updated, can link reports and, therefore, to profile users. Furthermore, only an informal
security evaluation is given.

Privacy-Aware Incentivization (PAI) [Con+19] is a decentralized privacy-preserving participatory
sensing system, featuring anonymous and unlinkable data reporting and incentive rewarding as well as an
adaptive mechanism to compute incentive rewards. It adapts Identity Privacy Preserving Incentivization
(IPPI) [CDB18], a decentralized and unlinkable incentive mechanism to achieve these goals. One of
its advantages is that there is no direct communication between participants and queriers (which
they call service providers in their model) and no central system operators, which prevent the tracing
of participants via IP addresses. The threat model considers honest-but-curious queriers that use
interference attacks to gain private information of participants. For submitted reports, the reported data
is encrypted with the queriers public key and a one-time public encryption key of the user is attached.
This ensures that only the querier can access the reported data. The incentive mechanism is controlled

by the so-called OrderBook, which receives signed validity tokens from the querier, containing a unique
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incentive identifier (ID) and the one-time public key of a user. It then publishes reward tokens which
will be encrypted with the one-time key so that only the user that submitted the corresponding report
can decrypt and spend those tokens. The anonymity of the users is ensured by this use of one-time keys

in the incentive process. However, only informal security proofs are provided for the system.
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3 Cryptographic preliminaries

In this chapter, we introduce the notation, security assumptions and cryptographic building blocks we

use in this work.

3.1 Notation

Parties are denoted by calligraphic fonts (eg. A, U) and sets are denoted in fracture font (eg. €, J).
Special sets are denoted in black board font (eg. N, Z). Algorithms and Protocols are denoted in teletype
font (eg. Setup, ReportData). Oracles are usually denoted in standard font (eg. HonUser, CorruptRA).

To denote interactive protocols, the participating parties are noted in angular brackets with their cor-
responding inputs (eg. Protocol (P (inputp), V (inputq,)) denotes the interactive protocol Protocol
between # with input inputp and V with input inputq). The parties are always denoted within the
same order. If one of them is replaced, eg. by an adversary, the adversary acts in place of the party
that is at the same position in the algorithm specification (eg. in Protocol (A (input.#), V (inputv))
A takes the role of # in the original protocol).

AtonUser means that the party A is given access to the HonUser oracle. The notation A (sk, -)
specifies that A is given access to an oracle that executes the Dec algorithm using sk, which is unknown

to A, as its first input parameter and a value supplied by A as its second input parameter.

General

n, 1" Security parameter (standard and unary notation)
negl(n)  An arbitrary function that is negligible in n

N Set of natural numbers

Z Set of integers

G1,G2,Gr  Cyclic groups, usually of prime order p

Parties
A Adversary AC Accumulator (in BBA+)
u User RA Registration Authority
P Prover SP Service provider
vV Verifier C Challenger
I Issuer or Incentive System Provider (ISP) Q Querier
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3.2 Pseudorandom functions

A Pseudo Random Function (PRF) is an efficient distribution of functions where a key is used to select a
specific function. As long as the key is randomly chosen, the selected function must be indistinguishable

from a randomly chosen function from the set of all functions of the same form (cf. [KLO07]).

Definition 3.1 (Pseudorandom function) Let F : {0,1}* X {0,1}* — {0,1}* be an efficient, length-
preserving, keyed function. We sad F is a pseudorandom function if for all PPT adversaries A, there exists

a negligible function negl such that

Pr[l — ﬂFk(')(l")] —Pr[l — ﬂf"(')(ln)” < negl(n)

where k «— {0,1}" is chosen uniformly at random and f,, is chosen uniformly at random from the set of

functions mapping n-bit strings to n-bit strings.

3.3 Hash functions

The idea of a cryptographic hash function is to generate a unique, short fingerprint of arbitrarily large
data. A hash function maps an input of arbitrary size to a bit string of a fixed size. By design, multiple
possible inputs result in the same hash value. However, as these fingerprints should be unique, such
collisions are required to be hard to find. This implies that hash functions are one-way functions (cf.
[KL07]).

Definition 3.2 (Hash function) A family of cryptographic hash functions is defined by a pair of algo-
rithms (HGen, H) with the following properties:

hk & HGen(1™)
This probabilistic polynomial-time algorithm generates a hash key hk which identifies a specific
function from the family.

h «— Hp(m)
The keyed hash function is a function Hpy : {0,1}* — {0,1}}® for a polynomial | that can be

computed in deterministic polynomial-time.

Definition 3.3 (Collision resistant hash function) A family of hash functions I = (HGen,H) is
called collision resistant if for all PPT adversaries A and the experiment Exp%Rﬂ defined in Figure 3.1,

there exist a negligible function negl such that

Pr [Explc-}?ﬂ(n) = 1] < negl(n)
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Exp%l?yI (n) Exp%ff 2a(n)

hk<$;HGen(1”) hk<$;HGen(1")
(m,m’") « A(hk) m& {0,1}";  h < Hu(m)

return m # m’ and Hy, (m) z Hp(m')  (m’) « A(hk, h)

return Hy, (m’) Zh

Figure 3.1: Collision resistance and preimage resistance experiments for hash functions

Definition 3.4 (Preimage resistant hash function) A family of hash functions I = (HGen,H) is
called preimage resistant if for all PPT adversaries A and the experiment Exp%R 5 defined in Figure 3.1,

there exists a negligible function negl such that
Pr [Expgfﬂ(n) = 1] < negl(n)
Any family of hash functions that is collision resistant is preimage resistant, that is

Pr [Explc-}?ﬂ(n) = 1] < negl(n) = Pr [Expf-fﬂ(n) = 1] < negl(n)

3.4 Message authentication codes

As the name implies, Message Authentication Codes (MACs) are used to authenticate messages, that is
to prevent an adversary from modifying a message sent by one party to another, or even injecting a new
message in the communication, without the parties detecting the interference. They are the symmetric
counterpart to digital signature schemes (Section 3.10). Thus, both parties are required to have a shared
secret to authenticate legitimate messages. When sending a message, the sender uses this secret to
compute a MAC tag on the message which can be validated using the same secret by the recipient. No
adversary should be able to forge such a tag for any message not send by the legitimate parties before.
We use the definition from [KLO07].

Definition 3.5 (MACs) A MAC is a tuple of PPT algorithms (Gen,Mac, Verify) defined as follows:

k « Gen(1")
The key generation algorithm outputs a uniformly distributed key k € {0,1}"

t «— Mac(k, m)
The MAC tag generation algorithm generates a MAC tag for a message m € {0,1}* under the key k

{0,1} « Verify(k, m,t)
The MAC tag verification algorithm checks whether a tagt is indeed a valid MAC tag for the message
m under the key k
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A MAC is correct if honestly generated tags always verify, ie. if for alln, k € {0,1}" and m € {0,1}* it
holds that
Pr|Verify(k, m,Mac(k, m)) Z1|=1

MAC-forge (T’l)

Exp A

kGen(1")
(m’ t) - ﬂMac(k;)(ln)

The experiment outputs 1 iff Verify(k, m, 1) Z1and A
did not query Mac(k, -) for m during the experiment

Figure 3.2: Security experiment for MACs. Hereby, Mac(k, -) is an oracle that returns Mac(k, m*) for any
m* chosen by A.

Definition 3.6 (Security of MACs) Let ExpgAﬁ'fOrge

cation code PI = (Gen,Mac, Verify) is called existentially unforgable under adaptive chosen-message
attacks (EUF-CMA secure) if for all PPT adversaries A, there exists a negligible function negl such that

be defined as in Figure 3.2. A message authenti-

MAC-forge

A (n) 21 < negl(n)

Pr [Exp

3.5 Bilinear groups

Bilinear groups form the basis of pairing-based cryptography. We use the definition from [Har+19]
([Bel+09] for g-DDHI).

Definition 3.7 (Prime-order bilinear group generator) A prime-order bilinear group generator is a

PPT algorithm SetupGrp which behaves as follows:

g9p = (G1, Gz, Gr, €, p, g1, g2) «— SetupGrp(1")
Based on the security parameter n, the group generator algorithm outputs the description of three
cyclic groups G, Gz, Gr of prime order p, where logp = ©(n). Furthermore, g and g, are the

generators for Gy and G, respectively.

e: G1 X G2 — G’[‘
The pairing e generated by SetupGrp efficiently maps a tuple (a,b) € G1 X G, to an element of the
target group Gt and has the following properties:
Bilinearity
Foralla € G, b € Gy, x,y € Z,, it holds that e(a*, bY) = e(a,b)*y.
Non-Degeneracy

e(g1, g2) generates Gr.
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Definition 3.8 (DDH and SXDH assumption) The DDH assumption holds with respect to SetupGrp
over G; if for all PPT adversaries A, there exist a negligible function neg| such that

gp = (G, Gz, Gr. e, p.g1.g2) < SetupGrp(1") |
XYz — 2y
Pr|bZ b |hy = 9.7 hi=g; B % < negl(n)
b « {0,1}

b — A", gp. g}, 9} hy)

The SXDH assumption holds with respect to SetupGrp is the DDH assumption holds for both source
groups, ie. for bothi=1andi= 2.

Definition 3.9 (CDH assumption) The CDH assumption holds with respect to SetupGrp over G; if for
all PPT adversaries A, there exists a negligible function negl such that

gp = (G1,Ga,Gr, €, p, g1, 92) < SetupGrp(1™)
Pr|g; Z 9. |xy — 2, < negl(n)
z — A(1" 9p.g7.9)

Obviously, the CDH assumption is implied by the DDH assumption.

Definition 3.10 (Co-CDH) The Co-CDH assumption holds with respect to SetupGrp if for all PPT ad-

versaries A, there exists a negligible function neg| such that

gp = (G1,Ga, Gr, e, p, g1, g2) < SetupGrp(1")
Pr a;gg x —7Z, < negl(n)

a«— A", gp,97)

The Co-CDH assumption is implied by the SXDH assumption.

Definition 3.11 (g-DDHI) The g-DDHI assumption holds with respect to SetupGrp over G; if for all
PPT adversaries A, there exists a negligible function negl such that

gp = (G1, Gy, Gr, €, p, g1, g2) — SetupGrp(1") ]

a,r Z;
? ., 1 1

Prib=b h()::gl-a;hl::g;'ﬁ _E Sneg|(n)

b« {0,1}

’ 2 3
b — A" gp. g5 g 9 .. cp)
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3.6 Verifiable random functions

Verifiable Random Functions (VRFs) are a special kind of PRF (cf. Section 3.2) where, in addition, the
party executing the function can compute a non-interactieve, publicly verifiable proof that the function

was executed correctly (cf. [Bel+09]).

Definition 3.12 (VRF) A VRF is a tuple of algorithms PI = (SetupGrp, SetupVRF, Gen, Prove, Verify)

as follows

gp <« SetupGrp(17?)
The group generation algorithm generates the public group parameters gp that define the message

space of the scheme.

CRS « SetupVRF(gp)
This algorithm generates the Common Reference String (CRS) CRS of the scheme.

(pk, sk) < Gen(CRS)
The key generation algorithm generates the public key pk and the corresponding private key sk. For

convenience, we assume that CRS is part of pk.

(y) « Eval(CRS, sk, x)
This algorithm only evaluates the underlying PRF without computing a proof. It computes the pseu-

dorandom image y of the preimage x.

(y, m) < Prove(CRS, sk, x)
This algorithm computes the image y of x using the PRF and moreover, computes a proof m that

allows to verify y.

{0,1} « Verify(pk, x,y, 7)
This algorithm returns 1 if &t is a valid proof fory being the image of x under the PRF and the private
key sk corresponding to pk.

Additionally, a VRF satisfies the following properties:

Correctness
Honestly computed proofs and images always verify, ie. for alln € N and all x in the domain of the
VRF it holds that

gp < SetupGrp(1")

CRS « SetupVRF(gp)

Pr|1 « Verify(pk,y, x)
(pk, sk) « Gen(CRS)

(y, m) < Prove(sk, x) |
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VRFps(n>

Epo A

gp < SetupGrp(1™)

CRS « SetupVRF(gp)

(pk, sk) « Gen(CRS)

(x, statey) «— ﬂgrove(Sk") (CRS, pk)
(yo, 7m9) « Prove(sk, x)

y, « D(CRS)
Prove(sk,-)

b’ — A (yp, statey)

The experiment returns 1, iff b Zb and A = (Ap, A1) did not query Prove(sk, -) for
x during the experiment and D(CRS) is the domain of the VRF defined by CRS

Figure 3.3: Preudorandomness experiment for VRFs. Hereby, Prove(sk, -) is an oracle that computes the
output of Prove under sk an input provided by the adversary

Pseudorandomness
The VRF is pseudorandom, if for alln € N and for all PPT adversaries A = (Ay, A1), it holds that
|Pr [Exp;R;ps(n) < 1” < negl(n)
Uniqueness
For alln € N, gp < SetupGrp(1™) and CRS « SetupVRF(gp), there do not exist (pk, x, Yo, Y1, 7o,

1) such that
yo # y1 A Verify(pk, x, yo, mo) z Verify(pk, x, yq, m1) z 1

3.7 Commitments

A commitment scheme allows committing to a message which remains secret until the commitment is
opened (ie. the commitment is hiding). Moreover, the commitment can only be opened to the message it

has been created for (ie. the commitment is binding). We use the definition from Hartung et al. [Har+17].

Definition 3.13 (Fy,-binding Commitment) A non-interactive commitment scheme is a tuple of PPT
algorithms (SetupGrp, Gen, Com,Open). Let Fg, : M — J be a bijective function mapping the message
space M to the implicit message space . In an Fyp-binding commitment scheme, one commits to a message

m € MM but opens a commitment to Fg,(m) € 3.

gp < SetupGrp(1™)
The group setup algorithm generates the public group parameters gp that define the message space
of the scheme.

CRS « Gen(gp)
This algorithm generates the public CRS CRS.
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(com,d) < Com(CRS, m)
The commitment algorithm takes the CRS CRS and the message m as input and outputs the com-
mitment ¢ and a decommitment value d.

{0,1} < Open(CRS, com, d, M)

The opening algorithm returns 1 if the commitment com can indeed be opened to M € I using the

decommitment value d and 0 otherwise.

The commitment scheme is called correct, if Open always verifies honestly generated commitments, ie.

gp < SetupGrp(1™)
Pr | Open(CRS, com, d, Fyy(m)) =1 | CRS « Gen(gp) =1
(com,d) < Com(CRS, m)

The commitment scheme is called hiding if an adversary cannot distinguish between commitments to two

message of his choice with more than negligible advantage, ie. for all PPT adversaries A = (Ao, A1)

gp < SetupGrp(1™)

CRS « Gen(gp)
Prib=10" -

s < negl(n)
(mo, my, statey) < Ay(CRS),b —{0,1}

DN | =

com « Com(CRS, my); b" «— A;(CRS,com, state)

The commitment scheme is called Fy),-binding an adversary has at most a negligible probability of finding

a commitment that can be opened to two different implicit messages, ie.

Open(CRS, com, d, M) 2 gp < SetupGrp(1")
Pr| A Open(CRS, com,d’, M’) =1 | CRS « Gen(gp) < negl(n)
AM#M (M,M’,d,d’") — A(CRS)

The commitment scheme is called additively homomorphic if given a commitment to my and a com-
mitment to my, a commitment to their sum mg + my can be efficiently computed without knowing mq and

my. More precisely, there exist two PPT algorithms CAdd and DAdd, such that

gp <« SetupGrp(1")
CRS « Gen(gp)
Pr [Open(CRS, com,d, mg + my) 21 (comyg, dy) < Com(CRS, my)

I~

(comy,d;) < Com(CRS, my)

com « CAdd(comq, com,);d < DAdd(do, d1) |

The commitment scheme is called equivocable if there is a trapdoor for the CRS that allows to open it



3.8 Public key encryption 19

to any given implicit message, ie. there exist PPT algorithms SimGen, SimCom and Equiv such that for all
PPT adversaries the following holds:

1. A CRS generated by Gen is statistically indistinguishable from a CRS generated by SimGen, together

with a simulation trapdoor td_,,,,, ie.

[ — SetupGrp(1"
Pr|1 « A(CRS) 9» ()
| CRS « Gen(gp)

I~

gp < SetupGrp(1”)

—Pr |1 « A(CRS)
(CRS/, td

) « SimGen(gp)

com

2. With trapdoortd_,,, a commitment can be generated that can latter be opened to any message within

the message space, ie.

gp < SetupGrp(1”)
(CRS’, td
m— M
(com,d) « Com(CRS’, m)

) « SimGen(gp)
Pr|1 — A(CRS,td_,,,m,com,d) o 7

gp < SetupGrp(1”) 1| < negl(n)

(CRS’,td_, ) « SimGen(gp)

com
—Pr |1 « A(CRS,td_,,,, m,com’,d") | (com’,r) « SimCom(gp)
m«— M

d’ < Equiv(CRS’,td

com> M r)_

3.8 Public key encryption

Encryption is used to hide the information contained within a message from everyone but the intended
recipients. In opposite to symmetric or private key encryption, in an asymmetric or Public Key Encryption
(PKE) scheme, there are separate keys for encryption and decryption. A message is first encrypted with
the public key of the recipient, which as the name suggests, can publicly available and does not allow
the decryption of messages. However, messages can be decrypted using the corresponding private key
that should only be available to the recipient. We use the definition from BBA+ [Har+17].

Definition 3.14 (PKE) A PKE scheme is a tuple of PPT algorithms (SetupGrp, Gen, Enc, Dec) defined as
follows:

gp <« SetupGrp(1™)
The group setup algorithm generates the public group parameters gp.
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(pk, sk) < Gen(gp)
This key generation algorithm outputs the public encryption key pk and the corresponding private
decryption key sk.

¢ « Enc(pk, m)
The encryption algorithm takes as input a public key pk and a message m and outputs the ciphertext

C.

mor L « Dec(sk,c)
The deterministic decryption algorithm takes as input a private key sk and a ciphertext ¢ and outputs
the message m hidden in c if ¢ is a valid encryption of m under the public key pk corresponding to
sk. Otherwise, the algorithm outputs L, indicating failure.

A PKE scheme is correct if for alln € N, gp < SetupGrp(1"), (pk,sk) < Gen(gp) and message m
from the message space of the scheme, it holds that

Dec(sk, Enc(pk, m)) Im

IND—CCA(n)

Epo A

gp < SetupGrp(17?)

(pk, sk) « Gen(gp)

(mo, my, statey) «— A"CR) (pk), where |my| u [my|
b « {0,1}

¢ « Enc(pk, my, statey)

b — AR (¢)

The experiment returns 1 iff b z b’ and A = (Ap, Ay)
did not query Dec(sk, -) for c

Figure 3.4: IND-CCA experiment for PKE schemes. Dec(sk, -), is an oracle that returns Dec(sk, ¢*) for
an ¢* chosen by A

Definition 3.15 (Security of PKE) Let IT be a PKE scheme and A = (Ao, A1) a PPT adversary. We
define the IND-CCA experiment in Figure 3.4. II is called IND-CCA secure and therefore provides indis-
tinguishability under chosen-ciphertext attacks, if for all PPT A

Pr [Exp%CCA(n) ] < negl(n)

A weaker notion of for the security of a PKE scheme is indistinguishability under chosen-plaintext attacks
(IND-CPA). It is defined equivalent to IND-CCA, but in the IND-CPA experiment A has no access to the

Dec oracle.
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3.9 Ildentity-based encryption

The idea of Identity-based Encryption (IBE) was first introduced by Shamir [Sha84]. An IBE scheme is
similar to a PKE scheme, except that an arbitrary string, such as a user’s identity, can be used as the
public key. However, if every member of the system could be able to compute the secret key for a given
string, the scheme would not provide any security. Therefore, a Trusted Third Party (TTP) is required
in the scheme. The TTP has additional information (the so-called master secret key) which allows the
efficient computation of user secret keys. The TTP is responsible for authenticating the users before

they are given their user secret key.

SkAlice skBob
TTP
secure channel secure channel

Enc(mpk, Bob, m)
Alice J Bob

Eve

Figure 3.5: Sending an encrypted message in an IBE scheme

Figure 3.5 shows how such a system would work with two users, Alice and Bob. First, the secret keys
are distributed by the TTP via a secure channel. Using Bob’s identity, Alice can now send him encrypted
messages that hide all information about the message (except its length) from potential eavesdroppers.
We use the same definition as in PEPSICo [GMP14], which is based upon [Abd+05] and [BF01].

Definition 3.16 (IBE) An IBE scheme is a tuple of algorithms (Setup, Extract, Enc, Dec):

(mpk, msk) & Setup(1™)
The setup algorithm generates the master key pair. The master public key mpk together with the
identity of the recipient is required for the encryption. The master secret key msk allows to extract

the secret decryption key for a specific identity.

sk;g <i Extract(mpk, msk, id)
This algorithm extracts the secret decryption key sk;, for the identity id € {0,1}".

c hd Enc(mpk, id, m)
The encryption algorithm encrypts a message m from the message space WM under an identity id,

resulting in a ciphertext c in the cipher-space €.

m « Dec(mpk, sk;;, ¢)
The decryption algorithm decrypts the ciphertext c € € with the help of the corresponding secret key

sk, g, resulting in a message m € IM.
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An IBE scheme is called correct, if for all id € {0,1}* and for allm € IMN
Dec(mpk, Extract(mpk, msk, id), Enc(mpk, id, m)) = m

Definition 3.17 (Security of IBE) Let IT be an IBE scheme and A = (Ao, A1) a PPT adversary. The
ANO-IND-ID-CCA experiment is defined in Figure 3.6.

ANO-IND-ID-CCA
Exp A (n)

(mpk, msk) & Setup(1™)

((ido, mo). (ids, m). statey) « AT MPRMHIPEC (ple

b {0,1)
¢ « Enc(mpk, idp, my)

b ﬂfxtract(mpk,msk,-),Dec(skid,-) (mpk, ¢, stateo)

The experiment returns 1 iff b Z b’ and A did not query Extract(mpk, msk, -) on idy
or id; nor Dec(sk;y, -) on sk;, or sk;; and the challenge c.

Figure 3.6: ANO-IND-ID-CCA experiment for IBE. Hereby, Extract(mpk, msk, -) is an oracle that re-
turns Extract(mpk, msk, id*) for any id* chosen by A. Dec(sk;, -) is an oracle that returns
Dec(sk; 4+, c*) for any id*, c¢* chosen by the adversary.

The IBE scheme I1 is called ANO-IND-ID-CCA secure and therefore provides anonymity and indis-
tinguishability under chosen-ciphertext attacks, if all adversaries can win the experiment with at most
negligible advantage, ie. for all PPT adversaries A

IND-ID- IND-ID- 1
Advﬁlﬁg IND-ID-CCA () .= |pr [Expﬁ{\g IND-ID-CCA () = 1] ~3 < negl(n).

Foridy = id, the experiment models only indistinguishability (IND-ID-CCA security) and for my = my

only anonymity (ANO-ID-CCA security). If A is not granted access to the Dec oracle, the experiment

models the respective chosen-plaintext security variants instead (ANO-IND-ID-CPA, IND-ID-CPA and
ANO-ID-CPA security).

3.10 Digital signatures

Digital signatures were designed as an analogy to handwritten signatures. They are used to authenticate
messages and validate their integrity. Similar to asymmetric encryption, there is a public and private
key pair. The private signing key can be used to generate a signature for a message. Given the message
and the signature, the public verification key can be used to validate that the signature is valid for the

message and therefore has been generated by the owner of the private key.
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Definition 3.18 (Signatures) A signature scheme is a tuple of PPT algorithms (SetupGrp,Gen,Sign,
Verify) satisfying the following

gp < SetupGrp(1™)
The group setup algorithm generates the public group parameters gp.

(pk, sk) < Gen(gp)
This key generation algorithm outputs the public verification key pk and the corresponding private
signing key sk.

o « Sign(sk, m)
The signing algorithm takes as input a private key sk and a message m and outputs the corresponding

signature o.

{0,1} « Verify(pk,m, o)
The deterministic verification algorithm takes as input a public key pk, am message m and a signa-

ture o. It outputs 1 if o is a valid signature for m for the given pk and 0 otherwise.

A signature scheme is correct if for alln € N, (gp) < SetupGrp(17?), (pk,sk) « Gen(gp) and message

m from the message space of the scheme
Verify(pk, m, Sign(sk, m)) 29

Definition 3.19 (Security of signature schemes) Let IT be an signature scheme and A be an PPT
adversary. Then, the EUF-CMA experiment is defined in Figure 3.7.

BplE A o

gp < SetupGrp(17)
(pk, sk) <« Gen(gp)
(m, ) = AECEI (pl)

The experiment returns 1 iff Verify(pk, o) 2 1and A
did not query Sign(sk, -) for m.

Figure 3.7: EUF-CMA experiment for digital signature schemes. Hereby, Sign(sk, -) is an oracle that
returns Sign(sk, m*) for any m* chosen by the adversary.

IT is called existentially unforgeable under adaptive chosen-message attacks (EUF-CMA) secure, if for

all PPT adversaries A

Pr Expf-}f;CMA(n) 21| < negl(n)
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3.11 Non-interactive zero-knowledge proof systems

A zero-knowledge proof system allows a prover to convince a verifier of the truth of a statement, without
the verifier learning anything beyond that fact. For a non-interactive proof system, the proof consists of
a single message sent from the prover to the verifier, without further interactions between those parties.
We use the definition of Fy,-extractable Non-interactive Zero-Knowledge proof systems (NIZKs) from
[Har+19].

Definition 3.20 (F,,-extractable NIZKs) Let R be an efficiently verifiable relation containing triples
(gp, stm, wit). We call gp the group setup, stm the statement and wit the witness. Let Ly, be the language
containing all statements stm such that (gp, stm, wit) € R. Then a non-interactive zero-knowledge proof

system for R is a tuple of PPT algorithms pok := (SetupGrp, SetupPoK, Prove, Verify).

gp < SetupGrp(17)
The group setup algorithm generates the public group parameters gp.

CRS « SetupPoK(gp)
This algorithm generates the CRS for the proof system. We assume the CRS contains the public group

parameters gp.

7 < Prove(CRS, stm, wit)
The proof generation algorithm outputs a proof 7 if wit is a valid witness for the fact that stm is

within the language Ly, ie. (gp,x, w) € R

{0,1} « Verify(CRS,stm, )
The verify algorithm checks if 7t is a valid proof attesting that the statement stm is contained within
Lgp.

The proof system is perfectly complete if all honestly generated proofs verify, ie. for alln € N, gp «
SetupGrp(1™), CRS « SetupPoK(gp), (gp, stm, wit) € R and = < Prove(CRS, stm, wit) we have that

Verify(CRS, stm, 1) = 1

The proof system is perfectly sound if no (possibly unbounded) adversary can forge a proof for a false

statement, ie. for all adversaries A

gp < SetupGrp(1”)
CRS « SetupPoK(gp)
(x, ) «— A(CRS)

I~

Pr|Verify(CRS, stm, ) = 1

X ¢ Lgp

The proof system is perfectly Fg,-extractable if we can replace the CRS with an extraction CRS which
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allows to extract Fgp, (wit) using a trapdoor td,,,.. More precisely, there exists a PPT extractor (SetupEPoK,

ExtractW) such that for all (possibly unbounded) adversaries A it holds that

1. A cannot distinguish between a CRS generated by SetupPoK and one generated by SetupEPoK, ie.

«— SetupGrp(1")
Pr|1 « A(CRS) 9

CRS « SetupPoK(gp)

I~

0
«— SetupGrp(1™
—Pr|1 « A(CRY) 9 ()
(CRS’, tdpok) < SetupEPoK(gp)
2. From each valid proof, Fg,(wit) can be extracted for a valid witness wit, ie.
gp < SetupGrp(1”)
) (CRS’, tde,ok) < SetupEPoK(gp)
Fwit : Fgp(w) = W ?
Pr (stm, r) «— A(CRS") =1
A (gp, stm, wit) € R
1 « Verify(CRS’, stm, )
W ExtractW(CRS',tdepOk,stm, ) |

The proof system is composable zero-knowledge if the CRS can be replaced with a simulation CRS that
allows to simulate proofs without the knowledge of a witness. More precisely, there exists a PPT simulator
(SetupSPoK, SimProof) and hint generator GenHint such that for all PPT adversaries it holds that

1. A cannot distinguish between a CRS generated by SetupPoK and one generated by SetupSPoK, ie.

«— SetupGrp(1”
Pr|1 « A(CRS) 9 ()

CRS « SetupPoK(gp)

gp < SetupGrp(1”) < negl(n)
—Pr |1 « A(CRS’) | hint « GenHint(gp)

(CRS’, td, i) < SetupSPoK(gp, hint)

2. A cannot distinguish between real and simulated proofs with more than negligible probability, ie.
for all gp «— SetupGrp(1") and (CRS’,td) « SetupSPoK(gp)

Pr [1 — ﬂPI"OVe(CRS').;)(ln, CRS/, tdspok)]

, < negl(n)
—Pr [1 — ASIMProof’ (CRS'tdypg0) (17 CRS/, tdspok)]

where SimProof’ is an oracle which on input (stm, wit) € R returns SimProof (CRS’, td

spoks SEM).
On input (stm, wit) ¢ R SimProof’ and Prove both return L.
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4 PEPSICo

The Privacy-enhanced Participatory Sensing Infrastructure (PEPSI) was introduced by De Cristofaro
and Soriente [DS11; DS13] as an model for privacy-preserving participatory sensing. Glinther, Manulis,
and Peter [GMP14] addressed some of its shortcomings (mainly collusion resistance) and published a
revised version as the PEPSICo model.

In this chapter, we describe the PEPSICo model and the security properties it defines as it is funda-

mental to this work.

4.1 The PEPSICo model

The PEPSICo model consists of the following parties [GMP14]:

Mobile Nodes (MNs)

These are the actual sensor devices, eg. smartphones that are owned by the participants

Querier

These are the entities interested in receiving sensor reports

Service Provider (SP)
The SP acts as a broker between the MNs and the queriers. It stores the data reports of the MNs

and forwards them to the queriers.

Registration Authority (RA)

The RA performs the system setup and handles the registration of mobile nodes and queriers.

The architecture of the model is shown in Figure 4.1. MNs and queriers have to register to the RA before
they can use the system. After registration, a MN can send its data reports to the SP, where individual
reports can optionally be aggregated. A querier can subscribe for reports with the SP.

Based on this infrastructure, the model formulates privacy and security notions to protect the Mobile
Nodes and queriers. The basic idea is that the query identity describing the sensing task as well as the
report data are hidden from the Service Providers and individual data reports are not linkable to a MN’s

identity.

Definition 4.1 (PEPSICo) A PEPSICo instantiation consists of a tuple of algorithms (Setup, RegisterMN,
RegisterQ, ReportData, SubscribeQuery, ExecuteQuery, DecodeData). Optionally, an additional
AggregateData algorithm can be defined.
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Data Report Service Query Subscription
%
Provider
Mobile Node Querier
Registration
Registration Authority Registration

Figure 4.1: The PEPSICo infrastructure

(Pkges Skesg) - Setup(17)
The setup of the scheme is executed by the RA and outputs its public key pkg4 and secret key skg4.
pkg# contains a description of the query identity space 3 and the message space M.

regMN, ;4 & RegisterMN(pke 4, skga, qid)
The MN registration is executed by the RA when a new MN wants to contribute data for a given
query identity qid € 3. It outputs the mobile node registration value regM Ngiq which the RA has to
send to the MN.

rengid i RegisterQ(pkg4, skga, qid)
The querier registration algorithm is executed by the RA to register a new querier for a given query

identity qid € 3. The querier registration value regQg;q has to be sent to the querier.

c i ReportData(pkg4, regM Nqid’ qid, m)
The data report algorithm is executed by the MN to report some data m € I under a query identity

qid € 3. The output of the algorithm is a data report ¢ which the mobile node has to sent to the SP.

s hd SubscribeQuery(pkgy, regQ 4, qid)
The query subscription algorithm is executed by the querier to generate a subscription token s for a

given query identity qid € 3. The subscription token has to be send to the SP.

$
cor L « ExecuteQuery(pkgy,c,s)
The query execution algorithm is executed by the SP to determine whether the hidden query identity
of a given report ¢ matches with the subscription token s. In case of a match, the algorithm outputs

c to indicate that the report has to be sent to the querier subscribing fors, else L.

qid, c)

The decoding algorithm is executed by the querier to obtain the data m from a received data report

mor L <fi DecodeData(pkg 4, rengid,

c. In case that the query identity does not match with the report, the algorithm outputs L.



4.2 Security of PEPSICo 29

cor L & AggregateData(pkgy, €)
The optional data aggregation algorithm is executed by the SP to combine multiple data reports
¢ = (co,--->ck). If all of them have been created for the same query identity, the output is a single,
aggregated data report c. Else the algorithm outputs L to indicate failure.

A PEPSICo instantiation is called sound if data reports match with query subscriptions and are decodable
using the querier registration value generated for the same query identity. More precisely, for alln € N,

(pkga, skgg) < Setup(1”), qid € I and m € M

regMN;; < RegisterMN(pkgy, skgx, gid) ]

¢ < ExecuteQuery(pkg4,c,s) ¢ < ReportData(pkgg, regMN, 4, gid, m)

I~

Pr
m « DecodeData(pkg4, rengid, qid, c) rengid « RegisterQ(pkg4, skrg, qid)

s «— SubscribeQuery(pkg, regQgq. gid) |

For a PEPSICo instantiation that provides the AggregateData algorithm, it has to hold that for all (pkg 4,
skgq) < Setup(1™), gid € I and m = (my, ..., mg) € M¥

regMN;; < RegisterMN(pkgy, skgx, gid)

Vie€o,..k:c < ReportData(pkgsz, regMNqid, qid, m;)
¢ « ExecuteQuery(pkgy, ¢, s)
¢ « AggregateData(pkg4, (co, ..., Ck))

[~

Pr . &
m = Z(mk) regQ,;; < RegisterQ(pkgy, skgx, gid)
0

s < SubscribeQuery(pkgx, regQ g;q; gid)
qid, c)

m’ < DecodeData(pkgg, regQ;q.

4.2 Security of PEPSICo

The adversary model of PEPSICo assumes confidential channels and allows the adversary to be a
collusion of the parties, in particular of the SP and some MNs and queriers against other MNs and

queriers.

To model the security of a PEPSICo instantiation PI, a PPT adversary A is considered that can corrupt
other parties, in special cases even the RA. Therefore, the security games give the adversary access to
a subset of the oracles described in Figure 4.2. €3\ and €3I denote the set of identities that have
been corrupted by A. €4 and €sp denote whether the RA or the SP have been corrupted. They are

initialized with 0 and set to 1 in the case of a corruption of the respective party.

There security and privacy of PEPSICo is defined by three properties, Node privacy, query privacy

and report unlinkablity, which is defined in the following sections.



30

4 PEPSICo

CorruptMN(gid)

ReportData(qid, m,s := (sq,...,5k))

regMN;q — RegisterMN(pkg 4, skg, gid)
(SSMN “— (Y/SMN U qld
return regMN_;,

CorruptQ(gid)

rengid < RegisterMN(pkg 4, skg, qid)
C3q < RegisterQ(pkgy, skga, gid)

return regQ,

qid
CorruptSP()  CorruptRA()
Csp =1 Crap =1
return sk
SubscribeQuery(qid)

rengid < RegisterQ(pkgy, skrg, qid)
s « SubscribeQuery(pkgx, regQ;q. gid)

return s

regMN ;4 — RegisterMN(pkg 4, skg, gid)

¢ < ReportData(pkgs, regMN; 4, gid, m)
if €sp = 1 then

return ¢
else

foriel,...,kdo

¢; « ExecuteQuery(pkg4. ¢, si)
endfor
return ¢ := (cy,...,ck)

endif

DecodeData(qid, c)

rengid <« RegisterQ(pkg4, skrg, qid)
m « DecodeData(pkgy, rengid, qid, c)

return m

Figure 4.2: Oracles available to the adversary in PEPSICo
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4.2.1 Node privacy

The node privacy notion formalizes the confidentiality of the reported data and the query identity. It
requires the reported data and the query identity to be hidden from the SP as well as unauthorized
queriers and other mobile nodes. It is modeled as indistinguishability of data reports against an adaptive
adversary which could be a collusion of multiple of the parties mentioned before. It is distinguished
between node privacy under chosen-plaintext attacks and under chosen-ciphertext attacks. In the weaker
first notion, the adversary has no access to the decoding oracle. This notion is important for PEPSICo
instantiations that implement the AggregateData algorithm as such instantiations cannot achieve the

stronger notion.

Definition 4.2 (Node privacy) LetPI be a PEPSICo instantiation and A = (Ay, A1) an PPT adversary,

then the game GameEIP;[:CA(n) is defined in Figure 4.3.

NP—CCA(n)

GamePL A

(pkga, skrg) < Setup(1?)

. . - CorruptMN,CorruptQ,CorruptSP,ReportData,SubscribeQuery,DecodeData
((qldOs m0)> (qldl»ml)ass Stateo) — ﬂo (kaﬂ)

b (0,1}
regMN;; — RegisterMN(pkgy, skg, gidp)
¢ < ReportData(pkgy, regMNqidh, qidp, mp)

if €5p = 1 then

CorruptMN,CorruptQ,CorruptSP,ReportData,SubscribeQuery,DecodeData
b’ — A, up uptQ.Corrup P U Query. (pkgas ¢, stateg)

else
forie {0,...,k} do
¢; < ExecuteQuery(pkgxs ¢, si)
endfor

’ CorruptMN,CorruptQ,CorruptSP,ReportData,SubscribeQuery,DecodeData > _
b" — A, (pkga, € = (co, ..., ck), stateg)
endif

return b = b’ and {qidy, qid1} N (E3un U €I o) )

Figure 4.3: NP-CCA game for PEPSICo

The adversary A has the following additional restrictions:
e A must not query SubscribeQuery with qidy or qid,
e IfCsp Z 1, then A is not allowed to query ReportData with qidy or qid,
e A is not allowed to query DecodeData for qidy or qid; together with ¢ (if Csp Z 1) or any element
of ¢ (if €sp # 1)
PI is called NP-CCA secure if no adversary can win this game with more than negligible probability, ie.
for all PPT A

1
Advz}:JII’)-j?CA(n) - Pr[GameNP—CCAPLﬂ(n) =1] - 5 < negl(n)
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Let the game GameII\,IE’;PA(n) be identical to Gamegf;q?CA(n) except that A is not given access to the
DecodeData oracle and Advgf;[:PA(n) be analogously defined as above. Pl is called NP-CPA secure if

AdVI}:IIE;fc([:PA(n) < negl(n) for all PPT adversaries A.

4.2.2 Query privacy

The query privacy property protects the privacy of the queriers by hiding the query identity of a
subscription from the SP, MNs, and other queriers. The property is modeled as indistinguishability of

subscription tokens for two query identities.

Definition 4.3 (Query privacy) Let PI be a PEPSICo instantiation and A = (Ay), Ay) an PPT adver-
sary, then the game Gameglpﬂ(n) is defined in Figure 4.4. In the game, A must not query ReportData or
SubscribeQuery with qid, or qid,.

QP
Gamep,; 4(n)

(pkgras skgg) < Setup(17?)

(qidy, qidy, stateo) — ﬂ(()IorruptMN,Corruth,ReportData,SubscribeQuery,DecodeData (pkn)
b {01}

regQ;q, < RegisterQ(pkgg, skga, gidp)

s < SubscribeQuery(pkg 4. rengidb, qidp)

C tMN,C tQ,ReportData,Subscrib .DecodeDat:
b — ﬂl orrup orruptQ,ReportData,SubscribeQuery,Decode aa(pkm,s,stateo)

return b = b’ and {qgido, gid; } N (€Iq U EIJpn) = 0

Figure 4.4: Query privacy game for PEPSICo

PI provides query privacy if all PPT adversaries win the game with at most negligible probability, ie for
all PPT A
1
AdVIQ’IPg[(n) = |Pr [GameQPPl,ﬂ(n) = 1] -3 < negl(n)

4.2.3 Report unlinkablility

To protect the privacy of users, PEPSICo demands that no other party should be able to link two data
reports as being generated by the same user. They explicitly include the RA in their definition. For
example, this prevents to trace the location of mobile nodes (if included in the sensing data) to generate
profiles that might be used to identify the owner.

As MNs do not have identifiers in the model, the security definition models report unlinkability as
indistinguishably of the mobile node registration value used to generate a report. The query identity
and message are freely chosen by the adversary. Obviously, this property demands that more than one
MN has to be registered for the query identity. Note that this property only holds with respect to an
honest-but-curious RA as, even if the RA is corrupted, the mobile node registration values are generated

by the experiment.
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Definition 4.4 (Report unlinkability) Let PI be a PEPSICo instantiation and A = (Ao, A;) an PPT
adversary, then the game Gameggﬂ(n) is defined in Figure 4.5.

GamegJ (1)

$
(pkga> skgg) < Setup(1?)
(qi d.m,sta te()) - ﬂgorruptMN,Corruth,CorruptRA,ReportData,SubscribeQuery,DecodeData(pkm)
regMNgid — RegisterMN(pkgx. skga, qid)

regMNllp.d « RegisterMN(pkg4, skrg, gid)

b {01}

b

c & ReportData(pkg4, regMN_, ;. qid, m)

’ CorruptMN,CorruptQ,CorruptRA ReportData,SubscribeQuery,DecodeData 0 1
b’ — A, (Pkga regMN_, ;. regMN ;. c, stateg)

? 9
returnb = b

Figure 4.5: Report unlinkability game for PEPSICo

A PEPSICo instanciation PI provides report unlinkability if there exist a negligible function negl such
that 1
Advggﬂ(n) = Pr[Gameggﬂ(n) = 1] -3 < negl(n)

4.3 Discussion

While PEPSICo guarantees strong privacy and security properties even against collusion attacks, it still
has some limitations. PEPSICo provides report unlinkability only with respect to malicious RA. However,
this is a weak trust assumption compared with other participatory sensing models. Moreover, in the
report unlinkability experiment, the mobile node registration values are generated after the adversary
outputs the query identity and message pair, and, therefore, unknown to the adversary when computing
those. Thus, PEPSICo does not offer forward privacy. Once the mobile node registration value of a user
has been exposed, report unlinkability does not hold for subsequent transactions, even if the adversary
has no further access to private information of the mobile node.

In addition, node privacy and query privacy do not hold against a collusion of the SP and a mobile
node registered for the query identity in question. It depends on the openness of user registration,
whether it might be difficult for an adversary controlling the SP to just register for each query identity
to circumvent these properties. Moreover, side-channel attacks might be possible. As one of the design
goals is to make it easy to register as a querier, it is likely that there will be queriers registering few
query identities, if not only a single one. If the RA publishes the responsible queriers together with the
query identity and task this could allow the SP to derive the query identity of data reports. Moreover,
the querier might publish their results, from which the query identity could be derived. Depending on
the system and business model, the SP could know which querier uses which subscription token as

the connection could be identifying, eg. for billing purposes. Therefore, node privacy and query privacy
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could be circumvented. However, in the instantiations they provide, the reported data will remain
confidential even if the query identity of a report gets exposed.

Furthermore, the Network Operator (NO), which was considered in PEPSI, has been dropped from
the system model because of its attack capabilities were strictly weaker than the SP. However, it should
be mentioned that in PEPSI, report unlinkability does not hold with respect to the NO. This property is
inherited by PEPSICo. Therefore, it is necessary to use an anonymizing network if the network operator

is not trusted.
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5 BBA+

BBA+ [Har+17] is a secure point collection and redemption system with a strong focus on user privacy.
It allows users to anonymously collect and redeem points while preventing cheating. It is an extension of
Black-box Accumulation (BBA) [JR16] but has stronger security properties and supports some additional
features. Because of its privacy properties, BBA+ is highly suitable to be used as an incentive mechanism
in participatory sensing.

In this chapter, we describe the system model of BBA+ and provide its formal system definition and

security properties.

5.1 The BBA+ model

The BBA+ model consists of the following parties:

Trusted Third Party (TTP)
The TTP is only required once in the setup phase of the scheme to generate the CRS that describes

the algebraic framework and contains system-wide public keys.

Accumulator

The accumulator interacts with users to add points to their balance.

Verifier
The verifier interacts with the users to enable them to verify that they possess the claimed balance

and to redeem points.

Issuer
The issuer interacts with the users so that they can obtain their initial balance tokens. Thereby, it

verifies that a user is in possession of their secret key and that their public key is indeed unique.

User

The participants of the system that may collect and redeem points.

The accumulator, verifier, and issuer are called operators. They are required to trust each other as they
share the same secret key.

Figure 5.1 outlines the working of the model. To participate, a user generates a public and private
key pair invokes the issue protocol with the issuer to obtain an initial balance token with balance 0.

To add points to the token’s balance, the user runs the accumulation protocol with the accumulator
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CRS CRS
TTP

Issue user’s balance token
User : Issuer

Add balance to user’s token . double-spending tag

> Accumulator : Database
Check or redeem balance . double-spending tag
— Verifier ;
""" Operators
(shared secret key)

Figure 5.1: Entities in the BBA+ model

and obtains an updated token with the modified balance. Hereby, the added value might be positive or
negative. The accumulator outputs a double-spending tag which allows identifying users that cheat by
using old tokens. Those double-spending tags are stored within a global database, where regular checks
are applied. The verification protocol allows interacting with the verifier, either to prove that the user’s
token has a certain balance or to redeem points from this balance. This protocol is very similar to the
accumulation protocol. The user obtains an updated token and the verifier a double-spending tag.
The interesting part is that the users are anonymous during the accumulation and verification protocol

and that transactions are unlikable.

Definition 5.1 (BBA+) An BBA+ scheme consists of a tuple of algorithm and interactive protocols (Setup,
IGen, UGen, Issue, Accum, Verify, UVer, IdentDS, VerifyGuilt).

(CRS, td) & Setup(1")
The setup algorithm has to be executed by a TTP. It returns the public common reference string CRS
and a trapdoor td. The trapdoor is only required to define the security notions and has to be kept

secret.

(pk;.sk;) & IGen(CRS)
With this algorithm, the issuer generates his public and secret key, which has to be shared with the

accumulator and verifier as well. For convenience, it is assumed that CRS is part of pk ;.

(pkqy. skqg) < UGen(CRS)
With this algorithm, a user generates his personal public/private key pair.
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$
The interactive token issuing protocol is executed between a user U and the issuer I and results in
the user outputing a balance token t with a balance of 0. The bits bq; and by indicate whether the

user and the issuer accept the protocol run.

((r*, bey), (dstag, hid, bac)) < Accum (U (pk 7, pkagr skep 7, w, 0), AC (pk 7, sk 7, 0))
The interactive accumulation protocol is executed between a user U and the accumulator AC. 7 is
the user’s balance token with balance w and v the value that should be added to the balance. T* is
a new token with balance w + v. The issuer outputs a double-spending tag dstag = (s,z) with token
version number s and data z and a hidden user ID hid, which is for definitorial purpose only. The

bits bqy and b a¢ indicate whether the parties accept the protocol run.

((z*, bq), (dstag, hid, b)) i Verify <(L((pk[, pkqs skqp T, w,0), V(pkz, skz, w, U)>
The interactive verification and redeeming protocol is analogous to the accumulation protocol, with
the accumulator exchanged with the verifier, which gets the current token balance w as additional

input.

b «— Wer(pkz, pkq, skqp 7, w)
With this algorithm, a user can check whether t is indeed a valid token with the balance w that is

owned by him.

(pkqy, IT) or L < IdentDS(pk, dstag,, dstag,)
The double-spender detection algorithm checks whether two double-spending tags were generated by
reusing the same token. If this has been the case, it outputs the public key pkqs of the according user
together with a proof of guilt I, else it returns L.

This algorithm can be used to check if a user is guilty of double-spending. It outputs 1 is IT proofs
that the user with the public key pkq, is guilty of double-spending.

A BBA+ scheme is called correct if the following properties hold for alln € N, (CRS, td) « Setup(1"),
issuer key-pairs (pk 7, sk;) « IGen(CRS), user key-pairs (pkq,, skq;) < UGen(CRS) and parties U, T,
AC and V honestly following the protocols:

Correctness of issuing
For all outputs of the issue protocol ((t, bqy), br) & Issue (W(pk], pkqs skqy), I (pky, sk, pkru)>,
it holds that
by =br=1 A Wer(pky, pkq,skqt,0) = 1

Correctness of accumulation

For all tokens 7, balances w € Z,, with UVer(pkz, pkq, skq;, 7, w) z 1 and all valuesv € Z,,, we
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have that

((7%, 1), (dstag, hid, 1)) « Accum <‘L{(pkl—, pkqss skqp, T, w,0), AC(pk 7, sk, v))

A UVer(pk, pkqy, skqp, 7w +0) Z1

Correctness of token verification
5
For all tokens , balances w € Z,, with UVer(pk, pkq,, skq;, 7, w) = 1 and valuesv € Z,,, we have
that

((r%, 1), (dstag, hid, 1)) <i Verify <’Ll(pk_7, pkqs skqp, T, w,0), V(pkz, sk, w, v))

A UVer(pk 7, pkqy, skqp, 7%, w +0) =1

5.2 Security of BBA+

BBA+ categorizes its security properties into two categories: System security which protects the system
from cheating users and user security and privacy, which protects the user from a cheating or tracking

system. In the following, the security properties within these categories are described.

5.2.1 System security

From the system operator’s point of view, we want to have three properties enforced. Balance tokens
should be owner-binding, meaning that they can only be used by their legitimate owner, balance-binding,
meaning that there is no way to claim a false balance, and we want to prevent users from using old tokens.
BBA+ achieves this by ensuring that users presenting old tokens can be identified later (double-spending
detection). If all protocol messages are additionally encrypted with an IND-CCA secure encryption
scheme, BBA+ is additionally secure against eavesdropping, which is not considered in the following
security definitions.

For the definitions, we define the oracles Mallssue, MalAcc and MalVer as in Figure 5.2. Moreover,
(Vr’i‘éﬁ{g" denotes the set of the accumulators views of the Accum protocol runs for a fixed security pa-
rameter n and CRS CRS, consisting of all its inputs, outputs and messages send and received, i.e.,

(pkz, sk 7,0, msgs, dstag, hid, b#¢), where msgs € {0,1}" is the bit string of all sent messages. Analo-

(VVerify

' crs_ defines the set of views of the verifier on the Verify protocol runs.

gously,

Trapdoor-linkability

To be able to define the required security properties, we need to be able to link each transaction with a
user and token. However, we demand these transactions to be anonymous and unlinkable. This conflict
is resolved by introducing a trapdoor that allows abolishing privacy. This trapdoor has to be kept secret
by the TTP.
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Mallssue(pkq,) MalAcc(v)
if M N pky; = O then Accum (A(pk 7, pkqy, skqg 7, w,0), AC(pk 7, 5k 7,0) )
M — M U pky,
Tssue (A(pk , pkqp skg) T (pk sk, pky))  MalVer(w, o)
endif Verify (ﬂ(pkj, pkas skqp T, war, 0), V(pk 7, skz, w, 0)>

Figure 5.2: Oracle definitions for the BBA+ system security properties. The outputs of the interactive
protocols have been omitted in the figure.

Definition 5.2 (Trapdoor-linkability) A BBA+ scheme BBA+ is called trapdoor-linkable if it satisfies

the following tow conditions:

Completeness
Foralln € N, (CRS,td) < Setup(1") and view = (pky, sk, v, msgs, dstag, hid, 1) € ‘V,fcccé‘g' U
q/’zzrésfy there exist inputs (pkq,, skq;, T, w) and random choices for an honest user U and an honest

accumulator AC such that if they run the respective protocol this leads to a view view’ containing

the same hidden user ID hid as in view.

Extractability
Foralln € N, (CRS,td) < Setup(1") and view = (pk,sk,v, msgs, dstag, hid, 1) € (Vrf‘écé‘é“ U
(VZ?;;; Y resulting from a protocol run with an honest user on input pky,, there exist a PPT algorithm

ExtractUID such that
pkq, < ExtractUID(td, hid)

Owner-binding

This property ensures that a token can only be issued to its legitimate owner and cannot be used by

anyone but its legitimate owner.

Definition 5.3 (Owner-binding) A trapdoor-linkable BBA+ scheme BBA+ is called owner-binding if no

OB-issue OB-acc-ver
BBA+,A BBA+,A

probability. More precisely, for all PPT adversaries A

PPT adversary can win Exp (n) orExp (n) as defined in Figure 5.3 with more than negligible

Pr Expggzif;‘f(n) 21| < negl(n) and Pr|Exp®P 2V BBA+, A(n) 21| < negl(n)

Balance-binding

Only the exact amount of points that have legitimately been collected up to this point can be claimed
for a token unless an old version of the token is present (this case is addressed by the double-spending

detection property).
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OB-issue (n)

EXPrpar. 7

(CRS, td) « Setup(1™)

(pkz,sky) « IGen(CRS)

(pkqy skqg) < UGen(CRS)

b ﬂMaIIssue,MalAcc,MaIVer(ka’ pky,)

The experiment returns 1 iff A did a successful call to Mallssue on input of the given public key pkq,

OB-acc-ver (n)

EXPppas.a

(CRS, td) « Setup(1™)
(pk,sky) < IGen(CRS)
b — ﬂMaIIssue,MalAcc,MaIVer(ka)

The experiment returns 1 iff A did a successful call to MalAcc or MalVer such that ExtractUID
applied to hid being part of the view of this call outputs a public key pkq, for which there has been

no seccessful execution of Mallssue up to this call.

Figure 5.3: Owner-binding experiments for the Issue, Accum and Verify protocols of BBA+

Definition 5.4 (Balance-binding) A trapdoor-linkable BBA+ scheme BBAP is called balance-binding

if for all PPT adversaries A and the experiment ExpggA+ #(1") as defined in Figure 5.4

Pr [Expggmﬂ(l") < 1] < negl(n)

Double-spending detection

The BBA+ system cannot prevent users from using old tokens, which could potentially have a higher
balance than the current token. However, this property ensures that the use of old tokens can be detected

and the cheating user can be identified.

Definition 5.5 (Double-spending detection) A trapdoor-linkable BBA+ scheme BBA+ ensures double-

DSD

spending detection if for all PPT adversaries A and the experiment Expgr s

¢ as defined in Figure 5.5

Pr [Expgggtﬂ(l") Z 1] < negl(n)

5.2.2 User security and privacy

There are two properties within this category. From the user’s point of view, we need to ensure that the
system operator does not learn more than necessary and especially cannot track the user’s transactions
(privacy). The second property prevents the misuse of the double-spending detection mechanism by the

system operator, demanding that users cannot be proven guilty of double-spending unless they are.
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ExpggA+ A ( 1'1)

(CRS, td) « Setup(n)

(pky,sky) < IGen(CRS)
b — ﬂMaIIssue,MalAcc,MalVer(ka)

The experiment returns 1 iff A did successful call MalVer resulting in a view view =
(pk, sk, w,0, msgs, dstag, hid, 1) € (eraisfy and extracted user public key pkq
ExtractUID(td, hid) such that the following conditions are satisfied:

+ all successful Mallssue/MalAcc calls produced unique token version numbers
+ the claimed balance w € Z,, does not equal the sum of previously collected accumulation
values v for pky, ie.,
w * Z 0,

UE%pk,u

where B, is the list of all accumulation values v € Z,, that appeared in previous successful
calls to MalAcc or MalVer for which pky, could be extracted using ExtractUID.

Figure 5.4: Balance-binding experiment for BBA+

DSD

I

(CRS, td) « Setupn

(pkz,sky) « IGen(CRS)
b — ﬂMalIssue,MalAcc,MalVer ( ka)

The experiment returns 1 iff A did two successful MalAcc/MalVer calls resulting in two views
view, and view; including two double-spending tags dstag, = (s,zp) and dstag; = (s,z;) and

extracted user public keys pkaO{) and pkELII) (using ExtractUID) such that at least one of the following
conditions is satisfied:

. pkEL(;) # pkall) or
« IdentDS(pk;y, dstag,, dstag,) # (pk(o),H) or
. IdentDS(pk,, dstag,, dstag,) = (pk'”, IT) but VerifyGuilt(pk,, pk'?, IT) £ 0

Figure 5.5: Double-spending detection experiment for BBA+
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Privacy

This property protects the user from tracking through the system operator (a potential collusion of 7,
AC and V). The operator may not be able to link Accum and Verify transactions of honest users, even
for transactions preceding and succeeding (except for the very next) a corruption of the user (forward
and backward privacy).

This is property is defined using the real/ideal paradigm. The adversary plays the role of the issuer,
accumulator, and verifier and is allowed to interact with a couple of oracles that allow him to create
and corrupt users as well as to interact with honest users. There is the restriction that whenever an
interaction does not terminate successfully, the according user refuses to participate in any future
interactions. In addition, concurrent oracle calls for the same user (same pkg,) are not allowed.

In the real world, the oracles behave according to the protocol, whereas in the ideal world, the honest
users are substituted with a simulator that in most cases has no access to any user-related data. However,
the simulator has to be able to provide a secret key, a plausible token and the correct balance for a user
in case of his corruption. Therefore, the simulation must keep track of all balances. In case the adversary
wants to interact with a user that has previously been corrupted, the simulator executes the real protocol

with the information previously returned to the adversary instead of simulating its execution.

Definition 5.6 (Privacy) A BBA+ scheme BBA+ is called privacy-preserving, if there exist PPT algo-
rithms SimSetup and SimCorrupt and interactive PPT oracles SimHonlIssue, SimHonAcc and SimHonVer
as described in Figure 5.6, respectively, such that for all PPT adversaries A = (Ay, A1) and for the exper-
iments defined in Figure 5.7

[Pr [ ExpERhrln) £ 1] - pr[ExpERiidesd(n) £ 1| < negl(n)

False accusation protection

No system operator should be able to forge a proof that a user has allegedly committed double-spending.

Definition 5.7 (False accusation protection) A trapdoor-linkable BBA+ scheme BBA+ ensures false-

accusation protection, if for all PPT adversary A = (Ay, A1) and the experiment Expg%ili 7 as defined

in Figure 5.8 and the oracles defined in Figure 5.6

Pr Expg%iiﬂ(n) 21| < negl(n)
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HonUser()

(pkqy skqg) < UGen(CRS)
return pkg,

RealHonlssue(pkq,)

HonUser()

(pkqy, skqg) < UGen(CRS)
return pkg,

SimHonlssue(pkq,)

if 3N {pky} = 0 then

I — I U {pky}

Issue (U(pky, pkqy skqy), A(pk 7, sk 7, pkqy))
endif

RealHonAcc(pkqy, v)

if 3N {pky} # 0 then

U (pk 7, pkqy, skqy, Tq4, wey, 0),
Accum< (pk 7, pkay skqp, e way )>

A(pkyz,skr,0)

RealHonVer(pkg,, v)

if 3N {pkqy} # 0 then

U (pk 7, pkqy, skqy T4, Wy, 0), >

Verify
A(pkyz, skr, wey,v)

endif

RealCorrupt(pkq,)

return (skq;, way, T17)

if 3N {pky} = 0 then

I — I U {pkqy}

Issue (Sim(pky, pkqy,), A(pk . sk, pkqey))
endif

SimHonAcc(pkq,, v)

if 3N {pkqy} # 0 then
Accum <Sim(o), A(pkyz, sk, v)>
endif

SimHonVer(pkq,, v)

if 3N {pkqy} # 0 then
Verify <Sim(w(u, v), A(pkz, sk, wyy, v)>
endif

SimCorrupt(pkq,)

return (skq,, wey, 7q7) < Sim(pkqy, skqp way, s)

Figure 5.6: Oracles for the BBA+ user privacy experiments. For simplicity, the return values of the
interactive protocols have been omitted. If a protocol run for a user identity is not accepted
bq; = 0 then the user will reject to further participate, ie. A cannot make any more oracle

calls for this user identity.
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PRIV-real ( n)

EXPrpa..a

(CRS, td) « Setup(1™)

(pky, statey) < Ay(CRS)

b« .?(?OnUser,RealHonISSUe’ReE‘IHOHACC’RealHonver’Realcormpt (pky, stateg)

return b

PRIV-ideal (n)

EXPppas.a

(CRS, td;,,,) < SimSetup(1™)

(pky, stateg) « Ay(CRS)

HonUser,SimHonlIssue,SimHonAcc,SimHonVer,SimCorrupt
b— A P (pky, stateg)

return b

Figure 5.7: Real and ideal world user privacy experiments for BBA+

FACP (n)

EXPppa. 2

(CRS, td) « Setup(1™)
(pky, statey) < A (CRS)

(pkqy» skqy) < UGen(CRS)

RealHonlIssue,RealHonAcc,RealHonVer
IT « A, (pky, pkqy, statep)

return VerifyGuilt(pkr, pke,, IT) 2

Figure 5.8: False accusation protection experiment for BBA+
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6 Interim Model

In the following, we present an interim model that extends PEPSICo by using BBA+ as an incentive
mechanism. First, we discuss the design choices and provide an informal overview of the model before
the formal definition of the algorithms and protocols is given and the security requirements are looked at.
Thereafter, we give an implementation of our model and prove that it satisfies the specified requirements.
Last, we identify several shortcomings in this model, leading to the advanced model presented in
Chapter 7.

6.1 Discussion on design choices

The idea behind the interim model is to combine PEPSICo and BBA+ as straight forward as possible
to create a participatory sensing model with an incentive mechanism. This allows using these models
mainly as a black box and to reuse most of their security properties. We use this model as an interim
step towards our final model, allowing to reflect on its strengths and weaknesses.

The main decisions for the interim model are the design of the incentive mechanism and which

entities are required within the model. We discuss those choices within the following sections.

6.1.1 Incentive mechanism

The first important design choice is how the incentive mechanism shall look like. In this regard, our
scheme features a central incentive mechanism instead of handling incentives on a per querier basis.
We argue that it is considerably less effort to register as a querier if you do not have to provide own
infrastructure to reward the users. Moreover, it is also more convenient from the user’s perspective if
incentives gathered from multiple queriers are accumulated into a single account. Therefore, incentives
should be handled by the system and not by individual queriers. The problem is that the system has no
way to determine the value of the provided information as we want the report type (query identity)
as well as the data to be only known to queriers that have registered for the specific query identity.
Therefore, they are the only parties that can determine the quality and value of the reported data and
thus can decide on the number of incentives that should be rewarded for providing that data. This is
also the reason why we will not include report aggregation, as one bad data report could render the
aggregate useless.

The querier, therefore, has to report the value of the data, corresponding to the number of incentives

the mobile node should receive, to the system where it can be collected by the mobile node. However,



46 6 Interim Model

this requires linkability between the report and the mobile node. Moreover, if it should be possible
to sort out bad data directly at the SP, the querier could additionally report the quality of the data (or
the incentives could be distributed based on the quality), which would make the complete transaction
traceable through the system. Despite this, it has to remain impossible to link multiple transactions as
originating from the same user.

An alternative possibility would be to reward each report with a fixed number of incentives. A scheme
for this could be obtained by using BBA+ between the SP and the MNs, without changing the PEPSICo
scheme. Sending a report could be combined with the accumulation protocol to obtain the incentives.
However, this approach has a major drawback. So far, we haven’t considered users presenting wrong
information. However, using this alternative, a user could just repeatedly report random data to collect
arbitrary many incentives as the SP cannot even check the plausibility of the data. To address this
problem, feedback from the queriers is required in any case. This is why restricting the model to fixed
incentive rewards would not result in a considerable reduction in complexity in the long run. However,

we are not completely addressing the problem of malicious data reports within the interim model.

6.1.2 Entities in the interim model

In this section, we discuss which entities are used within the interim model. As our model combines
PEPSICo with BBA+, we start with the entities of the individual schemes and discuss which should be
combined and which should be kept separated.

First, the MNs from PEPSICo and the users from BBA+ have to be combined as they both represent
the sensor device (and its owner). Moreover, we want to reward users with the incentives, therefore
they require an incentive account, corresponding to a user in BBA+.

Second, we keep the queriers as separate entities. As discussed in the previous section, our model
implements a central incentive system independent of the querier. However, the querier is responsible
to determine the quality of the received data and the number of incentives that the users should obtain.

To simplify the model, we can combine the issuer, accumulator and verifier from the BBA+ scheme,
as they have to fully trust each other anyhow. We call the combined entity ISP (denoted with 7') and
keep it as a separate entity from the SP to remain more flexible. However, as they are both part of the
untrusted infrastructure, they could be combined in the actual implementation.

Last, we cannot combine the TTP with the RA. Even though the RA is partially trusted, eg. not to
violate the node privacy of PEPSICo, report unlinkability should hold against the RA. As the different
parts of a transaction have to be linkable (at least by a collusion of SP, querier and ISP) to allow the
number of incentives being determined based on the reported data, the trapdoor of the BBA+ scheme

would allow the TTP to link transactions to users.
While the users and queriers are offline entities and therefore only require a network connection

whenever they want to send or receive data or register for a new query, the SP, and ISP, as well as the

RA, are online entities that have to be constantly available.
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6.2 Overview of the model

This section outlines the architecture and working of the interim model that has been derived from the
previously discussed design choices.

The interim model consists of two phases, a setup phase that has to be performed once in the beginning
and an operation phase. In the setup phase, the public parameters describing the scheme are established
together with the secrets of the RA and ISP. Within the operation phase, mobile nodes and queriers can

register for query identities as well as send and collect data reports and incentives.

TTP
(Setup)
Register MN Register querier
RA
User M ISP SP Querier

Figure 6.1: Setup and registration in the interim model

Subscribe Query

Report Data
SP
Execute Query
User Querier
Collect Incentives Post Incentives
ISP
Redeem Incentives Verify Delivery

Figure 6.2: Operations of the interim model

The model is outlined within Figure 6.1 and Figure 6.2 with just one user and querier. The first figure
shows the setup phase as well as the registration process for a querier and a user.

First, the TTP is required for the setup of a common reference string for the incentive scheme. Then,
the RA and the ISP can generate their key pairs and publish their public keys. New users can generate a
key pair at any time and have a balance token issued by the ISP.

The RA should also publish a list of available query identities together with a description of the
gathered data. A querier could either register for an existing query identity, where special condition-
s/authentication may apply, or for a new query identity where he could define what data should be

gathered. Moreover, users could look at the list with the queries and register with the RA for those they
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are able and willing to provide data for.

After registration, queriers can subscribe to receive reports for query identities at the SP and users
can generate data reports and send them to the service provider.

To match incentives to users, a bulletin mechanism is used. When creating a data report, the user
also creates a bulletin nonce and secret and sends the nonce to the SP together with the report. The SP
relays it to the querier and after evaluating the reported data, he can determine the appropriate number
of incentives and send this information to the ISP. The ISP posts the nonce and the incentive value on a
virtual bulletin board, allowing anyone with knowledge of the respective secret to claim the incentives,
which is then be accumulated to the users’ balance token. At any time, a user can redeem all or some of

his accumulated incentives at the ISP.

6.3 Formal definition
Definition 6.1 (Interim I3PS) An interim I3PS scheme consists of the following algorithms:

(CRS, td) & Setup(1”)
The Setup algorithm for the incentive scheme is executed by the TTP once before the scheme can be
used. The common reference string CRS is made public while the trapdoor td remains a secret only

used to define the security of the scheme.

(kg Ske) < SetupRA(1")
With this algorithm, the RA creates its public and private key pair. The private key allows the RA to

generate registration tokens for users and queriers.

(pkz,sky) < IGen(CRS)
This algorithm is executed by the ISP once to generate its public and private key pair. For convenience,

it is assumed that CRS is part of pk ;.

(pkqys skqy) < UGen(CRS)
Every user is required to generate a public and private key pair for the incentives scheme. The public

key acts as an identifier for the user.

((zr,bqq),by) < Issue <ﬂ(pk[, pkqs skqp), I (pkz,sky, pk,u)>
The next step for a user would be to request a balance token. This is done by engaging in the issue

protocol with the ISP. During this protocol, the identity of the user is exposed.

regMN,;; < RegisterMN(pkgy, skg, gid)
This algorithm is executed by the RA to generate a registration value for a query identity which
enables a user to submit data reports. As in PEPSICo, this algorithm is completely independent of the

registering user’s identity.
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(c,p,r) < ReportData(pkg4, regMNqid, qid, m)

With this algorithm, a user can, given his report data m and a registration value regMN_;; generate
a data report for a query identity qid. In addition to the data report c, the algorithm outputs a
bulletin nonce p and an corresponding secret r. The secret allows the user to claim any incentives

posted for the corresponding bulletin nonce.

((7",bqq, w’), (dstag, hid, by)) < Collect <7/{(ka, pkqs skqp 7, w, 1), I (pky, sk, p, 0))
With this algorithm, a user with a balance token t with balance w and a bulletin secret r can request
any incentives posted for the corresponding nonce. After the protocol, the user has an updated token
t’ with the balance w’ that should be equal tow +v, whereby v is the sum of the incentives currently
posted for the bulletin nonce p. Furthermore, the ISP obtains a double spending tag dstag which can
be used to detect cheating users. The hidden user id hid is only required for definitional purpose.

((z/,bq, w’), (dstag, hid, br)) < Redeem <(Ll(pk], pkqss skqp, T, w,0), I (pk 7, sk, w, v))
This algorithm allows a user to redeem a specific number of incentives from his tokens balance.
This algorithm exposes the balance of the token to the ISP to allow verifying that it is sufficient for
retrieving the specified number of incentives. After the protocol, the user has an updated token t’
with the balance w’ that should be equal to w + v (where v < 0). Again, the ISP obtains a double
spending tag dstag to identify cheating users and hid is for the definition only.

b « Wer(pkyz, pkq, skqp 7, w)
This algorithm allows a user to verify that his balance token t is indeed a valid balance token with

the balance w.

regQ;y < RegisterQ(pkgy, skgs, qid)
With this algorithm, the RA computes a querier’s registration value for a given query identity qid.

s «— SubscribeQuery(pkg, regQg;q, qid)
The query subscription algorithm allows an querier to compute a subscription token s for a query

identity qid if he is in the possession of valid registration value for qid.

(c,p) or L « ExecuteQuery(pkgs,c,p,s)
This algorithm allows the SP to determine whether a report c matches a subscription toke s. In case

of success, the report ¢ and the bulletin nonce p have to be sent to the corresponding querier.

mor L « DecodeData(pkgy, regQ ;4. qid, c)
The decoding algorithm is used by queriers to obtain the data m from a report c for a query identity
qid for which he has a registration value regQ.

(pkqs, IT) or L « IdentDS(pk, dstag,, dstag,)
Given two double spending tags dstag, and dstag,, this algorithm outputs the public key of a user

if the double spending tags originate from this user using the same balance token twice to collect or
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redeem incentives. Moreover, it outputs a proof I1 that allows verifying that the owner of pkq, is

indeed guilty of double spending.

b «— VerifyGuilt(pky, pkq, IT)
This algorithm allows verifying a proof I1 to see if the user identified by pkq, is guilty of double
spending.

An interim I3PS scheme is called correct if the following properties hold for alln € N, (CRS,td) «
Setup(1”), (pkgra, skgs) < SetupRA(1"), ISP key-pairs (pky,sk;) < IGen(CRS), user key-pairs
(pkqss skq) < UGenCRS and parties U and I honestly following the protocols

Correctness of issuing

For all outputs of the issue protocol ((t, bqs), br) & Issue <‘L{(ka, pkqs skqp), I (pkyz,sky, pkru)>,
it holds that
byu=br =1 A Uer(pky, pkqsskq7,0) = 1

Correctness of data reporting
For all sensing data m € M, query identities qid € I, mobile node registration values regMN ;; <
RegisterMN(pkg 4, skrg, qid), querier registration values rengid «— RegisterQ(pkg4, skrg, gid),
subscription tokens s «— SubscribeQuery(pkg, skgg, qid) and (c,p,r) < ReportData(pkgy,
regMNqid,qid, m), we have that

ExecuteQuery(pkgs. ¢, p.5) = (¢, p)

A DecodeData(pkgg, regQg;q: ¢) =m

Correctness of collection
For all tokens 7, balances w € Z,, with UVer (pk 7, pkq;, skq, 7, w) z 1, valuesv € Z,, sensing data
m € I, query identities qid € I, mobile node registration values regM Ngia < RegisterMN(pkg 4,

skra, qid) and (c, p,r) < ReportData(pkg4, regMNqid, qid, m), we have that

((*,1,w"), (dstag, hid, 1)) « Collect (U (pk, pkqs, skqs 7w, 1), I (pky,skz, p,v))
/\ UVer(ka, per{, Sk(L[; T*a W’) ; 1

r 2
Aw =w+o

Correctness of redemption

For all tokens 7, balances w € Z,, with UVer(pkr, pkq;, skq;, 7, w) z 1 and valuesv € Z,,, we have
that

((z%, 1), (dstag, hid, 1)) & Redeem (ﬂ(ka, pkqs skqp, T, w,0), I (pk 7, sk, w, v))

A UVer(pk 7, pkq, skq, 75w +0) <1
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6.4 Security

In this section, we first discuss informally what security properties are needed for the extended model
and which of them can be directly carried over from PEPSICo and BBA+. Second, we provide formal

definitions for the new or adapted properties.

6.4.1 Requirements

Our model has three fundamental security goals. First, we want to protect the privacy of users and
prevent tracking based on the transmitted data reports. Second, the confidentiality of the transmitted

data itself should be guaranteed and third, the incentive system should be secure and prevent cheating.

Unlinkability of transactions

To prevent the profiling of users, no other party (nor a collusion of other parties) should be able
to link two transactions as being originated by the same user. For this definition, a transaction
consists of the submission of a data report, the transmission to the queriers as well as the posting
and collection of the incentives. Please note that this property is independent of the report data.
For example, including a unique user identifier in every report payload would trivially enable
report linking.

Both, PEPSICo and BBA+ include a similar privacy notion. However, a transaction in our extended
scheme is more complex and it would be theoretically possible for the extended scheme to allow
transaction linking, even if using instantiations of PEPSICo and BBA+ that do not. A trivial
example would be to use the same bulletin nonce p for all data reports of the same user. We,
therefore, have to provide a modified privacy definition for the extended scheme. We call the

corresponding property transaction unlinkability.

This property implies that balance tokens are owner-hiding and balance-hiding. If the adversary
could determine the owner of a balance token, he would trivially be able to link transactions.
Furthermore, if the current balance could be determined from a token (during the accumulate
protocol) a collusion of adversaries and the ISP could keep track of the possible token balances

and use it as a side-channel to track users.

Confidentiallity of report data and query identifier
The service provider works as a mediator between the users and the queriers, mainly for efficiency
purposes and to allow queriers to remain offline parties. Therefore, even though all the reports are
routed through him, he should not be able to obtain information about their content, including

the query identity which encodes the type of the report.
We require that the reported data and the query identity are only visible to authorized queriers.

This property corresponds to the node privacy and query privacy properties of PEPSICo.

System security of the incentive mechanism

A secure incentive mechanism has to prevent cheating by the user as well as the system operator.
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As this property is independent of the participatory sensing model it is used with, we can reuse
the security notions from BBA+. We, therefore, require that balance tokens are owner-binding and
balance-binding and that they guarantee freshness. The last property is split into two. Double-
spending detection allows the ISP to determine whether the same token was used twice within a
transaction and false accusation protection protects the user by requiring that a user can only be

proved guilty of double-spending if he indeed committed this deed.

Security of the bulletin mechanism
The bulletin mechanism has to ensure that rewards posted on the bulletin board can only be
claimed by the user that submitted the corresponding report, that is, knowledge of the bulletin
secret is required to claim a reward from the bulletin board. To ensure this, we define the false

claim protection property.

In summary, we require that the security notions of the underlying models hold and require that even
the additional inter-dependencies in the extended model do not affect the users’ privacy. In the following,

we therefore only define transaction unlinkability and false claim protection.

6.4.2 Transaction unlinkability

To define transaction unlinkability, we modify the privacy property of BBA+, which follows the real/ideal
world paradigm. The adversary plays the role of the SP and ISP. He has access to oracles that allow the
creation and interaction with honest users as well as to corrupt users and queriers. In the real world, the
oracles behave as the real users would. However, in the ideal world, the interaction is simulated without
using user-related data (except for the issue process, which is identifying). The goal of the adversary
is to decide whether he is in the real or the ideal world. If both worlds are indistinguishable for the
adversary, he cannot learn any information in the real world that the simulator did not use in the ideal

world as such information could be used to distinguish both worlds.

Definition 6.2 (Transaction unlinkability) The real and ideal world experiments are defined in Fig-
ure 6.5 and the required oracles in Figure 6.3. An instantiation PI of our model is called transaction unlink-
able if the real and the ideal world experiments are computational indistinguishable. More specific, for all
PPT A = (Ap, Ay)

|Pr[Exng[,j;leal(n) Z 1] -Pr [Expgf;{deal(n) Z 1” < negl(n)

6.4.3 False claim protection

It should not be possible for an adversary (that does not collude with the ISP) to claim incentives that
have been posted for a report where the adversary does not know the bulletin secret. More precise, no
adversary can generate a valid bulletin secret from a bulletin nonce.

Within the definition of this property, the adversary takes the role of a user as the property protects

the system and mainly other users from cheating users.
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HonUser()

(pkqy> skqy) < UGen(CRS)
return pkg,

RealHonlIssue(pkg,)

if 3N {pky,} = 0 then

I — I U {pky}

Issue (U(pkz, pkqy skqy), A(pk 7, sk 7, pkqy))
endif

RealHonReportData(pkg,, gid, m)

if regMN;; ¢, # L then
regMN ;4 ¢/ < RegisterMN(pkgag, skg gid)
Qs — Qo U {qid, regMN g4 4/}
endif
(c,p,r) < ReportData(pkgg, regM Nqid,,u, qid, m)
Mqy — Mq, U {(qid, m, 1)}
Rp)=r

return (c, p)

RealHonCollect(pkqy, p, v)

if 3N {pky} #0andR(p) # L then
r=R(p)
collect <'Ll(pkj, pkass skqgs Tap ways ), >
A(pkyz,skz.p,v)
endif

RealHonRedeem(pkq,, v)

if 3N {pky} # 0 then

U (pk 7, pkqy, skqy, Tq7, wqy, ),
Verify< (pk 7, pkays skqy, Ta way )>

A(pkyz, sk, wqy,0)

RealCorrupt(pkq,)

return (skq;, way, T, Qi May)

RegisterQ(gid)

return regQ_;; < RegisterQ(pkgy, skga, qid)

CorruptRA

return skg4

SimHonlIssue(pkg,)

if 3N {pky} = 0 then

I «— I U {pky}

Issue (Sim(pky, pkqy,), A(pky, sk, pkqe,))
endif

SimHonReportData(pky,, gid, m)

Qg — Q7 U {qid}

regMN;y — RegisterMN(pkg, skr, gid)
(c,p,r) < ReportData(pkg4, regMN
Mqy — Mqy U {(qid, m,r)}

R(p) = r

return (c, p)

qid> qid, m)

SimHonCollect(pkq,, p, v)

if 3N {pky} #0and R(p) # L then
r:=R(qid, m, p)
Collect (Sim(r), A(pkz, sk, p,v))
endif

SimHonRedeem(pkq,, v)

if 3 N {pkqyt # 0 then
Verify <Sim(w(u, v), A(pky, sk, wey, v)>
endif

SimCorrupt(pkq,)

(skqp war, Tar, Qui) < Sim(pkqy, skqy, way, Q7. statesim)
return (skq;, wey, 71, Qg May)

Figure 6.3: Oracles for the transaction unlinkability experiments. For simplicity, the return values of the
interactive protocol calls have been omitted. The Sim algorithm used by SimCorrupt is given
in Figure 6.4. If a protocol run for a user identity is not accepted (bq; = 0) then the user will
reject to further participate, ie. A cannot make any more oracle calls to this user identity.
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Sim(pkqy, skqp way, Qﬁu, statesim)

(skqp war, 1) < Simppa. (pkqy, skqy way, statesim)
for gid € Q7 do

regMN, ;4 — RegisterMN(pkg 4, skg, gid)

Qu — Qq U {qid, regMN_,;;}
endfor

return (skq,, wyy, T, Q)

Figure 6.4: Simulation algorithm for the SimCorrupt oracle

Expl ()

(CRS, td) « Setup(1™)
ko, sk « SetupRA(1"
PKRgra> SKga
(Pk7,50) < FAo(CRS)
b ﬂi{onUser,RegisterQ,CorruptRA,RealHonIssue,RealHonReportData,RealHonCollect,RealHonRedeem,RealCorrupt(ka’

p km, 50)
return b

EngI[’J%deal (n)

CRS,td_; ) <« SimSetup(17?)
sim
(pkgras skrg) < SetupRA(1")
(pkyz,s0) < Ay(CRS)
i i i i imHonRed SimC
b ﬂi{onUser,ReglsterQ,CorruptRA,SlmHonIssue,SlmHonReportData,SlmHonCOIIeCt,Slm onRedeem,SimCorrupt (ka,

Pkm, S0)
return b

Figure 6.5: Real and ideal world experiments transaction unlinkability

FCP
PLA

(CRS, td) « Setup(1™)

(pkga, skra) < SetupRA(1")

(pky,sky) < IGen(CRS)

(pkqys skqys stateg) — Ao(pk )

((r, bq, statey),br) « Issue <ﬂ1(pk1, pkqs skqp), I (pkz, sk, pk(u)>
regMN;q — RegisterMN(pkg s, skg4, id)

Game

(c,p,r) < ReportData(pkg4, regMNqid, qid, m)
r’ «— Ay(statey, c, p)

((z', bqy, w"), (dstag, hid, b)) « Collect <‘LI(ka, pkqs skqp, 7, w, '), I (pky, sk 7, pkqy. p. v)>
return bgy #0or by # 0

Figure 6.6: False claim protection game for the interim model
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Definition 6.3 (False claim protection) An instantiation PI of our model has false claim protection, if

for all PPT adversaries A = (A, A1, Ayz), for all (qid, m) and the game Gamef)fg( as defined in Figure 6.6

Pr[Gamef)%;(n) = 1] < negl(n)

6.5 Instantiation

In this section, we give a generic instantiation of the interim model, based on arbitrary instantiations of
PEPSICo and BBA+. Subsequently, we prove that the security properties defined in Section 6.4 hold for

the implementation.

6.5.1 Generic instantiation from PEPSICo and BBA+

We instantiate the interim model based on PEPSICo and BBA+. A collision-resistant hash function is

used to implement the bulletin mechanism that allows the collection of incentives for a data report.

Definition 6.4 (Instantiation of interim I3PS) Let H : {0,1}* — {0,1}" be a collision resistant hash
function. We assume that the key hk is fixed by the implementation of the hash function and, there-
fore, write H instead of Hpk. Alternatively, hk could be generated as part of Setup and included in
the CRS. Let further BBA+ = (Setupgga,, I1Gengpa+, UGengpa+, Issueppas+, Accumppas, Verifyppa,.,
UVerggpas, IdentDSgpa., VerifyGuiltyga,) be an BBA+ instantiation and P1 = (Setupp;, RegisterMNy;,
RegisterQp, ReportDatap), SubscribeQueryp;, ExecuteQuerypy, DecodeDatapr) be an PEPSICo instan-
tiation.

Then the generic instantiation Gl of the interim model is given as follows: ReportData, Collect and
ExecuteQuery are defined in Figure 6.7 and the remaining algorithms and protocols are equivalent to their

counterparts in PEPSICo and BBA+ as shown below.

Setup = Setupgga+ UVer = UVergga+

SetupRA = Setupp; RegisterQ = RegisterQp;

IGen = IGengga+ SubscribeQuery = SubscribeQueryp;
UGen = UGengga+ DecodeData = DecodeDatap;

Issue = Issuegpa+ IdentDS = IdentDSgga+

RegisterMN = RegisterMNp; VerifyGuilt = VerifyGuiltgga,
Redeem = Verifygga,

6.5.2 Security of the instantiation

In this section, we prove that the given implementation satisfies the specified security properties. As with
the definitions, we only provide the proves for the adapted security properties defined in Sections 6.4.2
and 6.4.3. The other properties follow directly from the security of the underlying PEPSICo and BBA+

instantiations.
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ReportData(pkgg, regMN, 4, gid, m) ExecuteQuery(pkg4,c,,p,s)
r & {0,1}" if ExecuteQueryp;(pkgg,c,s) # L then
p «— H(r) return (c, p)
¢ < ReportDatap;(pkg, regMN;4. gid, m)  else
return (c, p, 7) return 1
Collect (ﬂ(ka, pkqs skqp, 7, w, 1), I (pkz, sk, p, U)>
U (pky, pkqs skqp 7, w, 1) I(pkz.skz, p.0)
r
if H(r) Z p then
return (L, 1,0)
endif
0
pkz, pkqy, skqp T, w, 0 pkz,skz,v
', by, W’ Accumpga. dstag, hid, by

return (7’, bq;, w') return (dstag, hid, br)

Figure 6.7: Implementations of ReportData, Collect and ExecuteQuery
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Multiple report unlinkability

Before we can prove that our instantiation satisfies report unlinkability, we define multiple report un-
linkability as a helper property. This property follows directly from the report unlinkability property of

PEPSICo and therefore holds for our instantiation as proven below.

Definition 6.5 (Multiple report unlinkability) An instantiation of the interim model I has multiple
report unlinkability if an adversary cannot decide whether a list of data reports have been generated from
a fixed registration value or from a fresh registration value for each data report. More precise, for the

experiments defined in Figure 6.8 we require that for all PPT adversaries A = (Ao, A1)

Adv}r,’}%U (n) =

Pr [Expyj;U-reaI(n) 2 1] _Pr [Exp;‘j;U-ideal(n) 2 1” < negl(n)

where q is the number of plaintexts the adversary requests data reports for.

Exp;n;U—real ( n) EXP?;[U—ideal ( n)

(pkga, Skeg) < SetupRA(1™) (pkgras skgg) < SetupRA(1")

(qid, {m;}o<i<q, statey) «— Ay(pkgy) (qid, {m;}o<i<q, statey) < Ay(pkgy)

regMN « RegisterMN(pkgy4, skgg, qid)  fori:=0to (¢ —1) do

fori:=0to(¢g—1)do regMN; « RegisterMN(pkg 4, skpa, qid)
¢; < ReportData(pkg4, regMN, gid) ¢; < ReportData(pkgy4, regMN;, gid)

endfor endfor

b — Ai({cito<i<q, Statey) b — Ai({cito<i<q, Statey)

Figure 6.8: Multiple report unlinkability experiments in the real and ideal world

Lemma 6.6 (Multiple report unlinkability) The generic implementation of the interim model as de-

fined in Section 6.5.1 has multiple report unlinkability. For all PPT adversaries A
Advgfgl(n) < negl(n)

mRU-real
GLA

value used to generate the data report with a new registration value (see Figure 6.9). Therefore, in the

Proof We start from Exp and modify the experiment step by step, replacing the registration
qth step we reach Expg{{g{ideal. We show that Step i is indistinguishable from Step i + 1 for the adversary
by reducing a successful distinguisher between those two steps to a successful adversary on the report
unlinkability property of PEPSICo.

Now, let us assume A can efficiently distinguish between Step j and Step j+1. We construct an
adversary A’ on report unlinkability as shown in Figure 6.10. A’ is successful whenever A is. As the
underlying PEPSICo scheme has report unlinkability, we have a contradiction and, therefore, no efficient

A can distinguish between two subsequent steps.
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RU
Exp‘s’;ep A (n)

(pkga> skgg) < SetupRA(1")
(qid, {m;}o<i<q, statey) < Ay(pkgy)
regMN «— RegisterMN(pkg 4, skg, qid)
fori:=0to(j—1)do
regMN; « RegisterMN(pky 4, skg, qid)
¢; < ReportData(pkgy4, regMN,, gid)
endfor
fori:=jto(q—1)do
¢; < ReportData(pkgy4, regMN, gid)
endfor

b — Ai({ci}o<i<q. statey)

Figure 6.9: Step-wise transition between the mRU experiments of the real and ideal world

Pkra Pkra

(m}, qid) (qid, {mi}o<i<q)

regMN,, regMN,, c

fori:=0to (j—1)do
mi « RegisterMN(pkg 4, skga, gid)
ci — ReportData(pkm,—re’g_Ami,qid)
endfor
cji=c
fori:=j+1to(qg—1)do
¢i < ReportData(pkg4, regMNy, gid)

endfor {Ci}Osi<q

Figure 6.10: Reduction of an mRU adversary to an RU adversary
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mRU-ideal mRU-real
GLA GLA

of an adversary distinguishing between two consecutive steps. For a generic instantiation GI of the

An adversary distinguishing between Exp and Exp has at most q times the advantage

interim model and PI being the underlying PEPSICo instantiation and for all PPT adversaries A
Advgfg( (n)<q- Advggﬂ (n)

As g is polynomial and Advggﬂ (n) is negligible, this advantage remains negligible.

Transaction unlinkability

Theorem 6.7 (Transaction unlinkability) The generic instantiation GI as defined in Section 6.5.1 has

transaction unlinkability.

Proof The definition of transaction unlinkability is a modified version of the privacy proof of BBA+.
We show that the modifications made to the real and ideal world experiments cannot be distinguished
and, therefore, if the two experiments can be distinguished, the underlying BBA+ instantiation did not
satisfy the user privacy notion. We show this by modifying the real and ideal world experiments of the
original proof to match our definition of transaction unlinkability and proof that these modifications

preserve the indistinguishability of the experiments.

PRIV-real
BBA+,A

PRIV-ideal

We start from the BBA+ experiments Exp BBA+ A

and Exp . If BBA+ is privacy-preserving, those
two experiments are indistinguishable.

First, we apply the changes that are the same in both worlds. We modify the two experiments to an
interim version by generating the RA key pair as part of the setup and giving the adversary access to
the RegisterQ and CorruptRA oracles from the transaction unlinkability experiment (Figure 6.3). This

results in the experiments shown in Figure 6.11. We now assume there is an efficient adversary A that

real ideal
Stepl, A Stepl, A~

A’ against the original BBA+ experiments. More precisely, we show that for all negligible functions

can distinguish between Exp and Exp We reduce this adversary to a successful adversary

negl

APPTA: |Pr[Exp§i2;Lﬂ(n) Z 1] - Pr [Expis‘i;ll’ﬂ(n) < 1” > negl(n)

= JPPTA: |Pr[Expg§X:;‘,l(n) < 1] —Pr [Expggx,id;(fd(n) z 1” > negl(n)

As the existence of such an adversary contradicts with the transaction unlinkability property of BBA+,
we have shown that our assumption was wrong and, therefore, the experiments are indistinguishable.

The reduction is given in Figure 6.12. During the setup phase, where there is no oracle access, A’
generates the RA key pair and sends the RA’s public key to the adversary. After the setup phase has
been completed, A’ has to simulate the RegisterQ and CorruptRA oracles for A. As A’ learns the RA’s

secret key, this can be done directly by executing the corresponding oracle code. All other oracles
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real
EXpStepl,.?[ (n)

(CRS, td) « Setup(1™)
(pkga, Skgg) < SetupRA(1™)
(pkyz,s0) <« Ao(CRS)

HonUser,RegisterQ,CorruptRA,RealHonIssue,RealHonAcc,RealHonVer,RealCorrupt
be—A, (Pk 7, Pk $0)

return b
ideal
EXPISt:;Lﬂ (n)
(CRS, tdy;,,,) < SimSetup(1™)
(pkga, Skgz) < SetupRA(1™)

(pkz.s0) <= Ao(CRS)
HonUser,RegisterQ,CorruptRA,SimHonlssue,SimHonAcc,SimHonVer,SimCorrupt
b« ﬂl (P k I

Pkm, 50)
return b

Figure 6.11: Interim experiments for the transaction unlinkability proof

available to A are already available to A’ and therefore queries to these oracles just need to be relayed.

Therefore, A’ simulates the changes perfectly and has the same advantage as A.

Second, we modify our interim experiments to equal our definition of transaction unlinkability. While
the setup phase remains the same, we modify the oracles that are accessible by A afterward. A gains
additional access to an oracle encapsulating the report data algorithm (RealHonReportData in the
real world, SimHonReportData in the ideal world). Moreover, the oracles for the Accum and Verify
protocols from BBA+ are replaced with oracles encapsulating the Collect and Redeem protocols of
the interim model. More specific, in the real world we replace RealHonAcc with RealHonCollect and
rename RealHonVer to RealHonRedeem. In the ideal world, we replace SimHonAcc with SimHonCollect
and rename SimHonVer to SimHonRedeem. Additionally, the user corruption oracles RealCorrupt and

SimCorrupt have to be modified.

Again, we assume the existence of an efficient adversary A successfully distinguishing between

TU-real TU-real
PLA PLA

existence of a successful adversary on either the interim experiments or the multiple report unlinkability

our two experiments, Exp and Exp . We now show by reduction that this would imply the

of the interim model (cf. Lemma 6.6). More precisely, we show that for all negligible functions negl

APPT A : ’Pr [Expgg;[eal(n) z 1] —Pr [Expgll’;eal(n) z 1” > negl(n)

= IPPTA":

Pr [Expgi:;lﬂ,(n) z 1] —Pr [Expis‘iigll,ﬂ,(n) z 1” > negl(n)

V3 PPTA" : Advig(n) > negl(n)

Our new reduction uses the interface available to the adversary in the previous step. Basically,
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CRS CRS
pky pkz
(pkga, Skeg) < SetupRA(1™) Pkra

regQ;y < RegisterQ(pkgy, skga, gid) 'RegisterQ’, gid
regQiq
..................................... CorruptRA oracle queries. ...........c.cooviiiiiiiiiiinnenn..
'CorruptRA’
skra
.......................................... final decision .......... ... ... . o
b b

Figure 6.12: Reduction proof for the interim step: We reduce an adversary on the indistinguishability
between Exp’ed L and Expldea! 4 to and adversary on the indistinguishability between

Step Stepl,
Expgléxr;;,l and Expgglxldﬂ??l. If A queries an oracle other than RegisterQ or CorruptRA, the

query is relayed to the corresponding oracle available to A’.
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SetupRA will now be executed by the challenger and the reduction receives pkg 4. We therefore only
need to simulate the modified or added oracle queries.

The simulation for the RealHonReportData/SimHonReportData oracles is given in Figure 6.13. For
the simulation, the RA’s secret key is required which can be obtained by calling the CorruptRA oracle.
In comparison to the previous oracle simulations, we now have the difficulty that there are different
oracles for the real and ideal world. However, our reduction A’ does not know in which world the
game is played. We, therefore, use the behavior from the ideal world in our simulation and show
that RealHonReportData and SimHonReportData are indistinguishable. The difference between those
oracles is that the real world oracle only once requests a registration value for a fixed gid and user,
while the simulation oracle requests a new registration value each time, independent of the user. Both
oracle queries output a data report which has been generated by the underlying PEPSICo’s ReportData
algorithm. As our PPT adversary can use the oracle a polynomial number of times, this difference
corresponds to the previously defined multiple report unlinkability property and by Lemma 6.6, A can
distinguish between these two ways to generate reports with at most negligible advantage. The second
output, the bulletin nonce p, is in both cases generated by applying the same hash function to a randomly
chosen secret r. Therefore, p is equally distributed in both worlds and an adversary cannot distinguish
in which world it has been created. L7, M¢, and R are used to store information that is required to

simulate the other oracles.
C A’ A

'ReportData’, pkq,, gid, m

if skeg z 1 then

'CorruptRA’

skpa

endif

Qy Qg Y {qid}

regMN;; < RegisterMN(pkgx, skgxs gid)
(¢, p,r) < ReportData(pkgy, regMN
Mgy — Mq, U {(qid,m,r)}

qid> 9id, m)

R(p) =r “Pp

Figure 6.13: Simulation of RealHonReportData/SimHonReportData oracle queries

Figure 6.14 shows how the RealHonCollect/SimHonCollect oracle queries are simulated based on the
RealHonAcc/RealHonVer oracles available to the reduction. In addition, A’ has to keep track of the

list 3 of user public keys for which a token has been issued. This is done by remembering all pkg,s for
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which A calls RealHonIssue/SimHonlIssue. The simulation retrieves the bulletin secret r corresponding
to the p specified by the adversary. Here, the applied modifications are the same in the real and ideal
world. Moreover, R is identically defined in both worlds. Therefore, our simulation is perfect.

C A’ A

"collect’, pkqy, p

if pkqy ¢ 3 or R(p) = L then
return L

endif
r=R(p)

! 7
accum’, pkq,, v v

Relay all further messages (use RealHonAcc/SimHonAcc as black box)

Figure 6.14: Simulation of RealHonCollect/SimHonCollect oracle queries

The simulation for the modified RealCorrupt/SimCorrupt oracles is given in Figure 6.15. Again, we
use the behavior from the ideal world within the simulation and show that it is indistinguishable from
the real world, at least for the modified parts. As My, is identically defined in both worlds, the difference
lies within Qq;. As regMN_;; is independent of the user’s identity, Qq/ is identically distributed in both
worlds. However, in the ideal world, the data reports that have been generated by SimHonReportData
beforehand have been generated using different registration values, while in the real world, the exposed
registration value has been used to generate all the data reports for the corresponding gid. However,
this difference does not allow an adversary to distinguish both worlds because the report unlinkability
property of the underlying PEPSICo scheme (Section 4.2.3) guarantees that it is not possible to distinguish

which registration value has been used to create a report (cf. Lemma 6.6).
C A’ A

"corrupt’, pke,

if pkq, ¢ 3 or R(p) = L then

, , return L
corrupt’, pkq,

endif
skqp W, Ty

Qo =0

for gid € Q7 do
regMN;q — RegisterMN(pkg 4, skgg, qid)
Qu — Qq U {qid, regMN;4}

sk.u, way, Ty, er
endfor

Figure 6.15: Simulation of RealCorrupt/SimCorrupt oracle queries
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Finally, the reduction has to relay the decision of the adversary A, whether he is living in the real

or the ideal world, to the challenger. Now, as long as ‘A’ cannot break the multiple report unlinkability

property of PI, our reducFion can distinguish between Expgi‘;;l’ 7 and Expis‘ﬁ;ll’ 4 and therefore between
Expg%IAfo;(i11 and Expgléxldﬂf’al, with the same advantage as A, As, by assumption, this advantage is

non-negligible, this contradicts with the privacy property of BBA+.

False claim protection

To show false claim protection for the instantiation defined in Section 6.5.1, we can show that a successful

attacker would violate the preimage resistance of the underlying hash function H.

Theorem 6.8 (False claim protection) The generic instantiation Gl as defined in Section 6.5.1 has false

claim protection.

C Ay Aat
hk, h
————————  (CRS,td) « Setup(1™)
(pkga, skrg) < SetupRA(1™) K
(pky.sk ) « IGen(CRS) Pz
pkqys skq,
pkyz,skz, pke, pk 7, pkqy, skq,
% %
br Issue T, by
— e ——
regMNqid — RegisterMN(pkg 4, skga., gid)
(¢, p,r) < ReportData(pkg4, regMNqid,qid, m)
c, h
r/ rl

Figure 6.16: Reduction of a successful adversary on the false claim protection of the generic implementa-
tion to an adversary on the preimage resistance of the used hash function

Proof We construct an adversary JH}?GI on the hash function H as follows: Ay simulates the false
claim protection game for Ag and replaces the bulletin nonce p with the challenge h from the preimage
resistance game (Figure 6.16). As r was chosen independently at random, this is indistinguishable for
Agi from the real game. Now, if A manages to win in the false claim protection game, it has to hold

that H(r’) = h where r’ is the bulletin secret Ag outputs. Therefore, Ay wins the preimage resistence
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game with the same probability as Ag;, which has to be negligible for a preimage resistant H. More
formally, for all adversaries Ay, Agr

Pr GamegfﬂH(n) =1| <negl(n) = Pr Gameg?;[m(n) =1| < negl(n)

6.6 Discussion

In this chapter, we defined a participatory sensing model as a straight-forward combination of PEPSICo
and BBA+. Our model extends the infrastructure of PEPSICo by the possibility to reward users with
incentives to make contributing more attractive. Moreover, it preserves strong privacy properties to
protect users from being tracked by the platform and queriers.

However, looking at the afore-defined model, we identified the following shortcomings:

Double reporting
One essential problem of the model is the missing protection from double reporting. There is
nothing to prevent a user from transmitting the same data report twice. While it might be possible
for queriers to detect such behavior for very specific query types, this is not the general case.
There is no way for a querier to decide whether a tuple of reports with identical data originated
from the same user or two different users. On one hand, this is a wanted privacy feature but on
the other hand, it allows a user to send a report multiple times to earn more incentives. This
problem did not exist within the original PEPSICo scheme as users had no motivation for such
behavior. The only motivation users had at all for participating was to support the querier with

his research.

Handling of bad data reports
There is an additional problem with bad data reports. The general technique to prevent bad data
reports is a reputation mechanism, which is out of our scope for now. However, in our model, all
data reports are saved by the SP and have to be checked for matches with every new subscription
token. A feedback mechanism would allow queriers that have determined a report to have bad
data quality to report this to the SP which could delete those reports if multiple queriers agree or

if the query identity is exclusively used by this querier.

A supporting factor for this issue is that the message space of a data report does not depend on
the query identifier. It is therefore not possible to restrict the message space of a data report to

possible sensing results.

Timeliness of rewards
In our model, after a user submits a report, an unspecified amount of time might pass before a
querier comes online to collect the reports for the query identity in question. Even more, time
may pass until the querier analyzed the data quality and instructed the ISP to reward the user

with incentives. This behavior might be an inhibitor as people in today’s world are used to get
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instant feedback on their actions. For the queriers, on the other hand, it might be more convenient
to collect and analyze the cumulated data reports once a month, resulting in long waiting times

for users.

Incentive sharing
BBA+ prevents users from uncontrolled points transfer. Even though the main reason for this is
to support use cases where negative points can be collected, all transactions in the model should
be handled by the ISP. However, as the bulletin mechanism that is used to distribute incentive
rewards does not depend on a long term secret, sharing the bulletin secret would be comparable
to transferring a specific number of incentives between users. Furthermore, this issue is critical
towards the double reporting problem. As long as incentive sharing is possible, a malicious user
could bypass any report limit by creating a new user identity, registering it for the query identity,
submitting the report and claiming the corresponding incentives for his original user identity.
This assumes that there are no restrictions for the registration of a new user in place. However,
without the possibility of incentive sharing, this approach would lead to many balance tokens

with a low balance, which would potentially be of limited value.

Verifiable delivery
In the interim model, there is no measure to ensure that users receive honest and fair incentive
rewards for their data reports. However, such a property is difficult to enforce. As we discussed in
Section 6.1.1, only the queriers can determine the quality of a data report and therefore decide
on the appropriate number of incentives as compensation. However, this makes it impossible to
prevent the querier from cheating. We argue that it is within the querier’s interest to distribute
fair rewards as their single purpose is to attract users in providing more data. A possible counter-
measure outside the model could be to provide the infrastructure for a public rating of queriers by

the users.

However, it remains for the querier to trust the ISP to correctly deliver posted incentives. To
weaken this trust assumption, an additional mechanism could be introduced that allows queriers

to verify the correct delivery of incentives.
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7 Advanced model

While the interim model achieves the goal of combining PEPSICo and BBA+ to a participatory model
with an incentive mechanism, it falls short in addressing the issues that arise with the combination (cf.
Section 6.6). We, therefore, specify an advanced model addressing the identified issues as feasible.

We first discuss how we address the identified issues. We then provide an overview of our model
(Section 7.2), followed by a formal definition (Section 7.3). In Section 7.4, we define the security properties
for our model, before we give an instantiation in Section 7.5 and proof that it indeed meets the specified
security properties in Section 7.6. Subsequently, in Section 7.7, we argue that our instantiation is
sufficiently efficient to be used within real-world applications. Lastly, in Section 7.8 we provide a

discussion of our model.

7.1 Improvements over the interim model

7.1.1 Prevention of incentive sharing

The first issue that should be addressed is the problem of incentive sharing as it correlates with the
double-reporting issue. However, if we restrain from using BBA+ as a black box, we can replace the
bulletin nonce with a commitment to the secret key of the user. We then modify the accumulation
protocol to include the verification that the commitment is indeed a commitment to the same secret key
that has been used to create the balance token. Therefore, the user identity under which the incentives
posted for a report can be collected is fixed at the time of report submission. Because of the hiding
properties of the commitment and the zero-knowledge property of the involved proof, transactions

remain unlinkable.

7.1.2 Prevention of double-reporting

The complete prevention of double-reporting is nearly impossible to achieve, especially if we do not
want to limit our system to a specific use case. With rising data complexity, it gets more and more
unlikely that two honest reports contain identical data and this could be used as an indicator, but for
queries that have only a small set of valid sensing data, such as yes/no-queries, this is not possible.
Ultimately, it remains the responsibility of the querier to decide whether the reported data is trusted or
not and what number of incentives it is worth. However, we want to keep the required effort at the

querier’s site, and with it the hurdle of becoming a querier, low, if possible.



68 7 Advanced model

One approach to restrain the extent of the double-reporting problem is to limit the number of reports
a single user can generate for a fixed query identity. More precisely, we enable the specification of an
upper limit of data reports allowed to be submitted for a specific query identity by the same user. Note
that because of the correlation with the incentive sharing problem, we have to make sure that reports
are counted under the same user identity as contained within the bulletin commitment.

There are multiple options to design such a mechanism. One of the core difficulties is, that the SP
should not know the query identity of a data report and queries should remain unlinkable even if the
RA colludes with the other parties. Multiple tradeoffs between security, flexibility, and efficiency are

possible. In the following, we discuss two possible approaches.

One-time token mechanism

The idea behind this mechanism is, given a query identity and a per-user contribution limit for this
identity, to provide a registering user with an equal number of one-time tokens. Each time a report is
submitted, a one-time token has to be attached. Furthermore, SP checks the validity and freshness of
the token. The required protocols together with a possible instantiation are given in Appendix A.

The disadvantage of this approach is that it is only feasible for small report limits per query identity.
We argue that this is likely to be the case for most use cases where the number of reports per user should
be limited. However, we require an additional mechanism to support query identities without a report
limit.

The RA could maintain a whitelist of query identities that do not specify a limit. Limiting the space
of query identities to Z,, which we require for the zero-knowledge proofs anyway, would allow using a
cryptographic accumulator for membership testing on this whitelist. When submitting a report, the
user would have either to supply a valid one-time-token or a zero-knowledge proof attesting that the

query identity the report has been generated for is indeed a member of the whitelist.

Report counter with BBA+

A second possibility is to use a modified version of BBA+. Upon registering for a query identity, the
RA issues a BBA+ token for this query identity to the user, incorporating the maximum number of
data reports he is allowed to send. This number is used as a counter. It is decreased by one upon the
submission of a report for this gid. Reports can only be submitted as long as the counter is larger than 0.
This construction avoids expensive range proofs as a check for inequality is sufficient. Note that each
token needs to be uniquely linked to a specific query identity.

This approach is much more flexible as the one-time token mechanism. Increasing the report maximum
comes at no additional costs. Moreover, we do not require separate handling of query identities without
a support limit. In such a case, we can set the counter to its maximum, which will be large enough
assuming that users only submit a polynomial number of reports. Therefore, we use this approach

within our model.
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7.1.3 Improved handling of bad data reports

We include a feedback mechanism, allowing queriers to report bad data reports to the service provider.
The service provider should have a policy whether they are deleted directly or only if a certain number
of queriers reports them as bad. We do not include a reputation mechanism in our model but recommend

it as future work.

7.1.4 Timeliness of rewards

We do not address this issue within our model. Not enforcing immediate responses of the queriers
is an essential design decision of PEPSICo that we maintain within our model. However, it could be
beneficial for queriers to be transparent about the time intervals in which they collect and evaluate the

data reports.

7.1.5 Verifiable delivery

Apart from the double-reporting problem, the other larger issue our model has to solve is how to provide
verifiable delivery. The service provider should be able to prove to the querier that the required amount
of incentives has indeed been delivered to the right user.

This property is correlated with the node privacy property of PEPSICo, that is, it is inherently
unsolvable if the adversary can collude with a querier registered for the query identity in question. If
the adversary can obtain the report data m, he can generate a new report for m by a compromised user
and replace the original report. Therefore, this property is of limited value if there are no controls in
place to restrict querier registrations. However, it works fine for query identities which are restricted to
a set of queriers trusting each other not to collude with the SP.

To achieve verifiable delivery, upon submitting a report, the user includes a newly generated MAC
key in the plaintext for the PEPSICo report. Therefore, only authorized queriers can obtain this key.
When collecting incentives, a MAC tag is computed under this key, attesting that the incentives have
been delivered correctly. Because of the security of the MAC, the SP cannot forge a valid tag. Note that a
new key has to be used with each submitted report to maintain transaction unlinkability. We use a MAC
instead of a signature scheme, as signature schemes usually have expensive key generation algorithms.
Moreover, even using a signature scheme, we could not just send the public key in the clear. It would
have to be bound to the content of the PEPSICo report in some way, else the SP could just replace it
with a different key.

7.1.6 Transaction unlinkability against a malicious registration authority

The report unlinkability property of PEPSICo only holds towards an honest-but-curious RA, as the
mobile node registration values are computed by the experiment. In the generic instantiation of PEPSICo
from IBE, these values are computed independently of the user’s identity using a PRF. We replace the
PRF with a VRF. Together with the mobile node registration value, the RA provides a proof to the user
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that the value has been computed correctly. This enables the user to detect if the RA deviates from an
honest behavior with respect to the computation of the mobile node registration value, thus, we can
provide transaction unlinkability against a malicious RA. Note that, in addition, we also get forward
privacy for PEPSICo reports. As all users registered for a query identity use the same mobile node
registration value, the adversary cannot link data reports to specific users based on previous knowledge

of their mobile node registration value.

7.2 Overview of the model

Incorporating the improvements discussed above, we construct a new participatory model based on

PEPSICo and BBA+. Our new model has the same parties than the interim model, namely:

Trusted Third Party (TTP)
The TTP is required for the trusted setup of the CRS, describing the algebraic framework for the

incentive and report limitation mechanisms (BBA+).

Registration Authority (RA)
The registration authority is a semi-trusted party (trusted not to collude with the service provider
to circumvent the confidentiality of report data and query identities, but not trusted regarding
transaction unlinkability). It manages query identities, allowing users and queriers to register for

a specific query identity to submit and collect reports for this query identity, respectively.

Service Provider (SP)
The SP acts as a mediator between the users and the queriers, allowing them to be modeled as
offline entities. They store all the reports submitted by the users, validating the reporting limits,
and make them available to be collected by registered queriers. Therefore, the SP has to be an

online entity, always available to interact with users or queriers.

Incentive System Provider (ISP)
The ISP manages the incentive mechanism, allowing the users to collect incentive rewards provided
to them by queriers and to redeem their collected incentives. Therefore, the ISP has to be an

online entity.

User
Users are the participants that provide the data for the sensing queries. Therefore, they register for
one or more query identity and submit reports for this query identity to the SP. Users are offline
entities, meaning that they do not have to be constantly connected to the network. Therefore,

they can only take part in communication if they are the initiator.

Querier
Queriers are the entities interested in receiving sensor reports. Therefore they register for one

or more query identities and regularly collect the corresponding reports from the SP. They are
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responsible for determining the quality of submitted data reports and reward users with incentive

points for those data reports. Similar to users, queriers are offline entities.

Initially, the TTP has to generate and publish the CRS of the system and the RA and ISP have to
generate their public and secret key pairs. Moreover, The registration authority has to generate a second

key pair for the limitation mechanism shared with the service provider.

(3) RegisterUser (1) RegisterQ
RA

(4) SubmitReport (5) CollectReports

User SP Querier
(10) ReportQuality
(2) Issue | (6) PostIncentives
(7) CollectIncentives \ (9) VerifyDelivery

(8) RedeemlIncentives

Figure 7.1: Overview of I3PS

Figure 7.1 outlines the system’s architecture and the interactions between the parties. During the
operation of the system, queriers can register themselves to receive reports for specific query identities
with the RA (1). The query identity defines the collected data. To participate in the system, a user has to
create his private and public key pair and needs to be issued an incentive token by the ISP (2). This token
represents the users’ incentive account, allowing them to accumulate and redeem incentive rewards. To
submit reports of a specific type, the user has to register for the corresponding query identity once (3),
obtaining a token representing the number of reports he is allowed to submit for this query identity.
Reports can then be submitted to the SP (4), where they can be collected by queriers registered for
the same query identity (5). Apart from using the reported data for their research, queriers can post
incentive rewards for the users that submitted a report to the bulletin board maintained by the ISP
(6). There, they can be collected by the corresponding users (7). They are accumulated in the users’
incentive accounts represented by their incentive tokens. Furthermore, the ISP allows users to redeem
incentive points they accumulated previously (8) to obtain rewards outside the system. The ISP can
proof to the querier that the posted incentive rewards have been transferred to the corresponding user
(9). Lastly, when posting incentives, the querier also indicates the quality of the data report. This allows

the ISP to regularly give reports to the SP (10), allowing the deletion of bad data reports.

7.3 Formal definition

Definition 7.1 (I3PS) An I3PS scheme consists of the following algorithms and protocols:
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Setup algorithms

(CRS, td) <& Setup(1™)
The Setup algorithm for the incentive scheme is executed by the TTP once before the scheme can be
used. The common reference string CRS is made public while the trapdoor td remains a secret only

used to define the security of the scheme.

(ks Sk P g s Skigp) & SetupRA(CRS)
With this algorithm, the RA creates its public and private key pair (pkgg, skg4). The private key
allows the RA to generate registration tokens for users and queriers. Additionally, it generates the key
pair for the report limitation mechanism (pk g, skgp) which it shares with the SP. For convenience,

it is assumed that pk g, contains CRS.

(pkz,sky) < IGen(CRS)
This algorithm is executed by the ISP once to generate its public and private key pair. For convenience,

it is assumed that pk;SP contains CRS.

(pkqys skqy) < UGen(CRS)
Every user is required to generate a public and private key. The public key pkq, acts as an identifier

for the user.

User protocols

((r7.ba),br) — Issue (U(pky, pkqs skq), I (pky, skz, pkqey))
The next step for a user would be to request a balance token. This is done by engaging in the issue

protocol with the ISP. During this protocol, the identity of the user is exposed.

Rﬂ(pkm, skga, pkgp, sksp, pkqeys qid, maxqid)
When registering for a query identity qid, the RA has to check the identity of the user and that the

((rsp, b)), bra) «— RegisterUser<

user is not already registered. Therefore, the protocol is identifying. I addition to the registration value
regMN 4,

the maximum number of reports the user is allowed to submit.

the user obtains a report counter token tsp, incorporating regMN_,,, and ctr = maxy;q,

qid’

(T(V! T§7M bf[,[),

U (pkpa, Pk ep, pkay, skay, gid, Tsp, m),
)<—SubmitReport< (Pmpsgopfu wd s )>

(¢, comy, dstag, hid, bsp) SP(pkgp,skgp)
This protocol is used to submit a report to the SP. The counter token tsp allows validating if the
user is still within the limit of allowed reports for this qid. Apart from the report c, the SP outputs
the public bulletin commitment com«y. dstag and hid are required for double-spending detection.
The user outputs the bulletin token ty, which is required to claim the incentives and contains the

and a new counter token T’

SP
with the counter value from tsp reduced by one. bqy and bsp are used to indicate protocol failures.

bulletin commitment com«, and the message authentication key k.,
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U (pk 7, pkqy, ska,, T, W, T, m),
(2%, basy w"), (tmac, dstag, hid, b7)) « Collect (Pl phay. ke, Tr w. Ty, m)
‘Z.(pk]:Skjycom(Va r, U)

With this algorithm, a user with a balance token T with balance w and a bulletin secret T4 can claim
any incentives posted for the corresponding nonce. After the protocol, the user has an updated token
% with the balance w* that should be equal to w + v, whereby v is the incentive value that has been
posted. Furthermore, the ISP obtains a MAC tag tya. which allows to proof the correct delivery of
the incentives to the querier that posted them and a double-spending tag dstag which can be used to
detect cheating users. The hidden user id hid is only required for definitional purpose.

((7%, bq, w), (dstag, hid, br)) < Redeem <ﬂ(ka, pkqs skqp 77, w,0), I (pk 7, sk, w, U))
This algorithm allows a user to redeem a specific number of incentives from his token’s balance.
This algorithm exposes the balance of the token to the ISP to allow verifying that it is sufficient for
retrieving the specified number of incentives. After the protocol, the user has an updated token 7’;
with the balance w’ that should be equal to w — v. Again, the ISP obtains a double-spending tag

dstag to identify cheating users and hid is for the definition only.

Querier protocols

((regQyuq» Stqia), bra) < RegisterQ <Q(pkm,qid),R7((pkm,skm)>
This protocol allows a querier to register for a specific query identity qid. The querier obtains the
querier registration value regQ;; and subscription token stgiq, which is required to collect reports
from the SP.

(M, bsp) « CollectReports <Q(CRS, Pkra, gid, regQ g, Stqia), SP (pkga, Q:)>
This protocol is used by the querier to collect all the reports for a subscribed query identity qid
from the SP. Hereby, € is a set of reports together with their public bulletin information of the form
(c,com«y). The querier outputs a set M containing the decoded data reports together with their

bulletin commitment, ie. tuples of the form (m,comqy, k).

(rey, (comey,v,r,q)) < PostIncentives (Q(CRS,v,comq,q),I)
This protocol allows the querier to post v incentive points as a reward for a submitted report on the
bulletin board. r«y is a random nonce required to verify its delivery. q is an indicator for the quality

of the data report corresponding to com«y as it has been perceived by the querier.

(bg,br) « VerifyDelivery (Q(com«v, Kpae> 7V), L (comey, tmac)>
This protocol checks if tnac is a valid proof of delivery for the incentive points posted for the report
identified by com.,, with the verification key k... In this case, bq = 1.

Double-spending detection and token verification algorithms

(pkqs, IT) or L « IdentDS(pk, dstag,, dstag,)
Given two double-spending tags dstag, and dstag,, this algorithm outputs the public key of a user
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if the double-spending tags originate from this user using the same balance token twice to collect
or redeem incentives. Moreover, it outputs a proof I1 that allows verifying that the owner of pkq,
is indeed guilty of double-spending. The same algorithm can be used to check double-spending for
counter tokens if pk 7 is replaced with pk gp.

b « VerifyGuilt(pk, pkq,, IT)
This algorithm allows verifying a proof I1 to see if the user identified by pkq, is guilty of double-
spending incentive tokens. For counter tokens, pk ; has to be replaced with pk gp.

{051} — UverSP(pksgo, pkfua Sk(L{a TSP, Ctr)
The report counter token verification algorithm returns 1 if tsp is a valid report counter token with

the counter value ctr for the query identity qid belonging to the user identified by pkq,.

{0,1} « UVer r(pky, pkq;, skqs 77, w)
The balance token verification algorithm returns 1 if tr is a valid balance token with the balance w

belonging to the user identified by pkq, and 0 otherwise.

Correctness

An instantiation GI of I3PS is called correct, if the following properties hold for alln € N, (CRS, td) «
Setup(1"), (pkga, Skra, pkgp, skgp) <= SetupRA(17), ISP key-pairs (pk,sk;) < IGen(CRS), user
key-pairs (pkq, skq;) < UGen(CRS) and parties U, SP and I honestly following the protocols

Correctness of balance token issuing
For all outputs of the issue protocol ((tz, bqs), b1) i Issue <(L((pk[, pkqs skqp), I (pkz,sky, pk,u)>,
it holds that
by =br =1 A Werz(pky. pkypske.tr,0) = 1

Correctness report counter token issuing

For all query identities gid in the query identity space, report limits maxqiq € Z it holds that

U (pkgp, pkqy, skqy, qid),

((rsp,1),1) « RegisterUser
RA(pkga skga, Pksp, sksp, pkqy, gid, maxgiq)

?
A UVer sp (pkgp, pkqys skqp Tsp, maxgia) = 1

Correctness of data reporting
For all query identities qid and for all report counter tokens tsp for qid, where UVer sp (pkgp, pkey,

? . ; . L
skqs Tsp, ctr) = 1 for a counter value ctr > 0, querier registration values and subscription tokens

((rengid, stgid), bra) < RegisterQ (Q(pkm, qid), RA(pkg 4, skm)>



7.3 Formal definition 75

and sets € containing tuples (c, com«,) of reports and public bulletin commitments, it holds that

(T(Vs T}p: 1):

7/{ k ) k 3 k ,Sk y id,’l’ ’m’
)<—SubmitReport< (Pkga Pk sps Pkeys skqy, gid, Tsp )>

(¢, comy, dstag, hid, 1) SP (pkgp,skgp)

)
A Wersp(pkgp, pkqy skqp Top,ctr —1) = 1

Q(CRS, pkg4, qid, rengid, stql-d),>

A (M, 1) « CollectReports
SP (pkra, € U {(c,comy)})

A (m,coma, k,.) €M

where k. is the same message authentication key as included in .

Correctness of incentive collection
For all tokens 7z, balances w € Z,, with UVer 1 (pkr, pkq;, skq, 77, W) z 1, values v € Z,, quality
indicators q from the quality space and (7, com«y) pairs generated by a SubmitReport run protocol
between U and SP it holds that

(rey, (comqy,v,r9,,q)) < PostIncentives (Q(CRS,v,comq,q), 1))

(l/[( k s k ,Sk ST, W, T ’m)’
A ((T5, 1, W"), (fmac, dstag, hid, 1)) « Collect Pkz. Pkep skep T Wi Ty

I (pky,skz,coma,rq,0)
A UVer 7 (pkz, pkqs, skqp 7, W) 21

% ?
AW =w+0

Correctness of incentieve redemption
2
For all tokens tr, balances w € Z,, with UVer 1 (pk, pkq;, skq;, 77, w) = 1 and valuesv € Z,,, we
have that

((r7,1,w"), (dstag, hid, 1)) < Redeem <W(ka, pkqs skqp 7, w,0), I (pk 7, sk, w, U)>

A UVer(pkz, pkqs skqs T},W - 0) z 1

Correctness of delivery verification
For all (to, com«) generated by SubmitReport, all rq generated by PostIncentives protocol
runs for com«y and all tags ty,.. generated by the corresponding Collect calls for comq, and T it
holds that
(1,1) « VerifyDelivery <Q(comq/, Kmac)> £ (comay, tmac)>

where k.. is the same message authentication key as included in t.
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7.4 Security

In this section, we define the security notions for our model. The notions are derived from PEPSICo, BBA+
and the previous model. We want to preserve the security properties from the underlying models and
ensure that our modifications work as intended. Therefore, the used reporting mechanism (encryption,
subscription matching and decryption of reports) should preserve the node privacy and query privacy
notions of PEPSICo while both of the used BBA+ instantiations, in the incentive and the report limitation
mechanism, should provide it’s security properties. The exception is the user privacy property, which
has to be combined with the report unlinkability property of PEPSICo as within the interim model.

To avoid having multiple similar security properties with the same name, we combine the security
properties for the incentive and report limitation mechanism. An exception is the balance-binding
property, where we have a slightly different goal for the report limitation mechanism. Instead of
ensuring that the latest token always has the legitimately collected balance, we require that it is not
possible to submit more reports than the allowed maximum. Therefore, we introduce a modified version
of this notation that we call limit-binding. With the owner-binding property, we also address the security
of the bulletin mechanism. Moreover, we specify the verifiable delivery property to ensure the soundness
of the VerifyDelivery algorithm.

When we talk about successful protocol runs within the security definitions, this means that the run
has been accepted by the SP or ISP. The view of a party during a protocol run consists of all its inputs,
outputs, messages sent and messages received.

Within the security experiments we define in this chapter, the adversary has access to specific
oracles that allow the interaction with the experiment. In Figures 7.2 and 7.3, we define some of the
oracles upfront, as they are used within multiple experiments. Within these oracles, the adversary A

impersonates the user. The oracles use the following global variables to store the state of the system

operators

) Set of pkq,s which already have a balance token issued

balancepkﬁu Current legitimately accumulated balance of the user identified by pky,

R Set of tuples (pkq,, gid) where pkq, is already registered for gid

L(qid) Previously defined max,;q, this is used to allow A to choose maxy;q but addi-
tionally enforcing that it remains consistent per query identity

¢ Set of tuples of submitted reports (c, com«,) stored by SP

S Set of tuples (pkj,, comq) corresponding to reports submitted by A where

the user identity pky, could be extracted from the interaction

MN,;
ctr;g, 74 Counter of the number of reports the user identified by pk7, submitted for
U

qid, where regMN_., is the corresponding mobile node registration value

qid
contained in the report c. These counters have to be initialized with 0

P Set of tuples (com«y, v, ry) that have been posted to the bulletin board
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B Set of tuples (pk7,, com«) where the user identified by pk?, has successfully
collected incentives posted for com«,
(7 Set of all user identities pky, for which there has been a successful call to
MalRedeem
€3o Set of all query identities for which A is registered as a querier
Mallssue

This oracle allows A to obtain a balance token by invoking the Issue protocol with the ISP played
by the experiment. The oracle verifies that the user ID pky, used by A has not been used in a

successful Mallssue call before and initiates balance,y » with 0.

MalRegisterUser
This oracle allows A to register as a user identified by pk,, for the query identity gid by invoking
the RegisterUser protocol. The report limit maxy;q for this query identity can be chosen by the
adversary but has to be consistent per query identity, which is validated by the oracle. Moreover,

the oracle checks that pkq, has not been registered for gid before.

MalSubmitReport
A can use this oracle to submit reports for a query identity gid by invoking SubmitReport. As
SubmitReport is not identifying, the oracle makes use of the trapdoor td to link the transaction
to a user identity pkg,. Moreover, the oracle keeps track of the number of submitted reports for

MN,;

this (pkg,, qid) pair with the counter ctr;g, 7 The oracle uses the mobile node registration
u

value regMN_;; as it can be extracted from the submitted report ¢ and is suited as it is also used

to match the report to querier subscriptions later.

MalCollect
Using this oracle, A can collect all the incentives that have been posted for a bulletin commitment
com. For each of the posted incentives, the oracle invokes the Collect protocol with A and if
the transaction was successful, uses the trapdoor td to extract the user ID used by A during the

interaction and updates balance,y; accordingly.

MalRedeem
With this oracle, A can redeem some of the balance previously accumulated on a user’s balance
token. Therefore, the oracle invokes the Redeem protocol with A for the balance w and redemption
value v and, if the protocol run was successful, extracts the user identity pkg, that A used during

the protocol run and updates balancepk;u accordingly.

MalRegisterQ

This oracle allows A to register as a querier for a query identity gid.

MalPostIncentives

Whenever A calls this oracle, an honest querier is created that collects all the reports previously
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submitted for gid and post incentives for them. This allows A to collect these incentives later

using MalCollect.

7.4.1 Data-hiding

This property adapts the node privacy property of PEPSICo to our model. It demands the confidentiality
of data reports against the SP, unauthorized queriers and other users, even if they all collude. It is
modeled as the indistinguishability of data reports generated using two query identity/message pairs
chosen by the adversary. The adversary is not allowed to register for the challenge query identities,
neither as user nor as querier. However, if the SP is not corrupted, The adversary can have reports for
any query identity be submitted by an honest user and collect any submitted messages for which they
can provide a valid subscription token.

For this property, we additionally define the oracles CorruptSP, SubmitReport and CollectReports
(Figure 7.4).

CorruptSP
This oracle allows A to corrupt the SP. It marks the SP to be corrupted and returns sk g,.

SubmitReport
When this oracle is called by A a new user identity pk,, is created and registered for gid. Afterward,
the user identified by pk, submits a report containing the report data m which is stored in the

list of submitted reports. This oracle does not return any information to A.

CollectReports
When this oracle is called, a new querier is registered for the query identity gid and uses the
subscription tokens specified by the adversary to try to collect all reports that have previously
been submitted for qid. A list of the obtained information (report data m, bulletin commitment

comq, and message authentication key k__ ) is returned to A.

mac

Definition 7.2 (Data-hiding) An instantiation Gl of our model is data-hiding, if no adversary can win

DH
GLA

negligible function negl such that

the experiment Exp with more than negligible advantage, ie. for all PPT adversaries A, there exists a

1
Advg?ﬂ(n) := Pr [Expgiiﬂ(n) < 1] -3 < negl(n)

7.4.2 Subscription-hiding

Our adaption of PEPSICo’s query privacy notion demands that the query identity corresponding to a
query subscription is hidden from the SP, as well as queriers and users that are not registered for the

same query identity, even if they collude with the SP.
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Mallssue(pkq,)

if pky, ¢ 3 then
((r7,bqy),br) « Issue <ﬂ(pkf, pkqss skq), I (pky, sk, pk,u)>
if by =1 then
I — I U {pkey}
balancepkﬂ =0
endif
endif

MalRegisterUser(pkq,, gid, maxgiq)

if {(pkq, qid)} ¢ R then

if maxg;q > 0 and (L(qid) 2 1or L(qid) Z maxgiq) then
L(qid) := maxgiq
A(pkgp, pkqs, skqy, qid),
((rsp, byy), bra) «— RegisterUser< (Pksyp. pleay. skay. gid) ) >
RA(pkras skrais Pksps sksp, pkeys qid, maxgiq)
if bra = 1 then
R := R U {(pky. gid)}
endif
endif

endif

MalSubmitReport(gid, m)

(ty, T}?, baqy),

< SubmitReport <
(¢, com«y, dstag, hid, br)

A(pkga: Pksp, Pk skqy, gidrsp, m), >
SP(pkgp,sksp)
if by = 1 then

€ :=CU{(c,comy)}

pky, == ExtractUID(td, hid)

S = G U {(pky,, comy)}

(regMN_ ;4. c1) = ¢
regMN_; regMN_;
P T |
Pkru Pkru
endif

Figure 7.2: Oracle definitions for the security notation of I3PS, part 1
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MalCollect(com)

for (comz,,v,ry) € B where comy, z com do
, A(pkyz, pkqs skqy, 77, w, T, m),
(% bgs w"), (tmaes dstag, hid, b))  Collect {7+ PEL Paw Skap w1, v, Ty, m)
I (pkyz,sky,comqs,rq,0)
if by 2 1 then
pk’, = ExtractUID(td, hid)
B := B U {(pky,, comy)}
balancepkrﬂ = balancepk;u +0
endif

endfor

MalRedeem(w, v)

((t7, by, w'), (dstag, hid, br)) « Redeem (A (pk s, pkq, skqp, 77, W, 0), I (pk 7, sk, w,0))
if by = 1 then

pky, := ExtractUID(td, hid)

€ = €U {pk],}

balance

endif

Pk, = balancepk/ﬂ -0

MalRegisterQ(qid)

((regQ ;g Stgia), bra) < RegisterQ (A(pkgy, gid), RA(pkga, skga) )
€30 = €30 U {(qid)}

MalPostIncentives(gid)

((regQ ;g Stgia), bra) < RegisterQ(Q(pkga, gid), RA(pkga, skra))
(M, bsp) <« CollectReports <Q(CRS, pkeas qid, rengid,stqid),SP(pkm, (€)>
for (m,comy, k,.) € M do

v:i=1

qg:=1

(ro, (comeqy,v,r,,q)) < PostIncentives (Q(CRS,v,comwy,q),T)

P =P U {(comy,v,ry)}

endfor

Figure 7.3: Oracle definitions for the security notation of I3PS, part 2
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Figure 7.4: CorruptSP, SubmitReport and CollectReports oracles for the data-hiding experiment

CorruptSP

corruptSP =1

return skgp

SubmitReport(qid, m))

(pkqy skqg) < UGen(CRS)

maxgiq =1

L(qid) :==1

U(pksp, pkqys sk qid), >

((rsp, b)), bra) «— RegisterUser< _
RA(pkga, skgas Pksp: sksp, pkey, gid, maxgiq)

(v, Tgp, ba),

U (pkpa, pksp, pkqy, skqy, qid, tsp, m),
)<—SubmitReport< (Pkga. Pksp. Pkay. skqy gid, Tsp )>

(c, comey, dstag, hid, br) SP(pksp,skgp)

€ :=CU{(c,comy)}

CollectReports(gqid, st)

((rengid, st;id), bra) < RegisterQ <Q(pkm, qid), RA(pkg4, skm)>
for st in st do
(M, bsp) <« CollectReports <Q(CRS, Pkra, qid, regQ;q, st), SP (pkga, (S)>

endfor

return N
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Expg?ﬂ(n)
(CRS, td) « Setup(1?)

(Pkgas Skeas Pkgp, skgp) «— SetupRA(CRS)
(pkqy, skqg) < UGen(CRS)

. . CorruptSP,MalRegisterUser,MalRegisterQ,SubmitReport,CollectReports
((qidy, my), (gidy, my), statey) «— A, (pkgsas Pksp)

b« {0,1}
Mmaxqid, = 1
U (pkgp, pkqy, skqs qidp),
((tsp, bqy), bra) «— RegisterUser< (Pksp. Pl sk, idy) ) >
RA(pkga, skra: Pksps sksp, pkqy, qidy, maxgiq, )

if corruptSP Z1do

((r«v, Ty ).

(c, comay, state;)

U (pkga, Pksp, Pk, skqy, gidp, TP, mp),

MalRegisterUser,MalRegisterQ,SubmitReport,CollectReports

« SubmitReport
A, (pkgp,skgp, statep)

2
if b7, = 0 then
return 0

endif

b e ﬂlz\/lalRegisterUser,MalRegisterQ,SubmitReport,CollectReports (S ta tel)

else

((T(V, Tgp, b’q,(),

« SubmitReport <
(c,comqy, dstag, hid, by)

U(pkga, Pksp, Pkeys skqy. gidp, Tsp, mp), >

€ = {(c,comy)}
CorruptSP,MalRegisterUser,MalRegisterQ,SubmitReport,CollectReports

(b',bsp) «— CollectReports*< !

(CRS, pkg 4, stateg),
SP (pkga, ©)

endif

The experiment returns 1 iff all of the following conditions are met:
cbhiy )
* {qidy, qidi} N C€Jp =0
o Bpkq : ((pkqy qido) € RV (pkyy, qidi) € R)
o If corruptSP Z 1, then A did not query SubmitReport for qid, or qid;.

Figure 7.5: Data-hiding experiment for I3PS. The oracles available to A are defined in the Figures 7.2
to 7.4. In the CollectReports™ protocol, SP behaves as it would in the CollectReports
protocol. However, A has to adapt his behavior in any case to the modified input and output
on his side. For example, A could try to find regQ,,;, and a corresponding subscription
token. Moreover, instead of outputting a message list, A outputs a guess for b.
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In our definition of the subscription-hiding experiment, the adversary only has the oracles required to
interact with the RA. In opposite to the previous experiment, the usage of the other oracles available
to the adversary in the original PEPSICo game is never allowed for the two challenge query identities.
However, the adversary can use the corruption oracles to obtain the registration values any other query

identity, allowing him to compute the corresponding algorithms on his own.

o (m)

(CRS, td) « Setup(1™)
(Pkgas Skras Pksp, skgp) < SetupRA(CRS)

Exp

(qido, Qidl, stateo) - ﬂg/IaIRegisterUser,MalRegisterQ(pkm’
b« {0,1}
((regQyiq,» Stqid, ) bra) — RegisterQ(Q(pkga, gidy), RA(pkga, skgz))

(M, b)) « CollectReports <Q(CRS, Pk qidp, regQiq. , Stqid, ) ﬂ?AalRegiSterUser’MalRegiSterQ(pkm, 0,stateo)>

pPksp,sksp)

qidp>

The experiment returns 1 iff all of the following conditions are met:
c b2y ,
+ {qidy, qidi} N €I =0
» Bpkq : ((pkqy qide) € RV (pkyy, gidi) € R)

Figure 7.6: Subscription-hiding experiment for I3PS. The oracles available to A are defined in Figure 7.2
and Figure 7.3

Definition 7.3 (Subscription-hiding) An instantiation GI of our model is called subscription-hiding

SH
GLA

for all PPT adversaries A, there exists a negligible function negl such that

if no adversary can win the query privacy experiment Exp with more than negligible advantage, ie.

AdeG]fﬂ(n) = < negl(n)

1
Pr[Expgfﬂ(n) Z 1] -3

7.4.3 Trapdoor-linkability

The trapdoor-linkability property addresses the issue that the formalization of some of the security
properties we want to achieve requires to link each transaction with a user and token. This conflicts
with our demand that transactions are anonymous and unlinkable. Therefore, privacy can be abolished

given a trapdoor which should be kept secret by the TTP.

Definition 7.4 (Trapdoor-linkability) For a fixed security parameter n and CRS CRS, let %Z%’gémeport
be the set of all views of the SP on successful SubmitReport protocol runs with any (possibly malicious)

party and any (pkg4, Skea, pkgp, Skgp) «— SetupRA. Hereby, a view is of the following form:
view := (pk gp, skgp, msgs, ¢, comq, dstag, hid, bsp)

where msgs is the bit string of all exchanged messages during the protocol run. Similar, let %ffclég“ be the
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set of all views of the ISP on successful Collect protocol runs with any party and any pk, sk ;) < IGen.
Hereby, a view is of the form

view := (pk, sk, comq, rq,, v, msgs, tmac, dstag, hid, br)

and %Eegggm be the set of all views of the ISP on successful Redeem protocol runs with any party and any

pkz,sk;) < IGen where view is of the form
view := (pk 7, sk, w,v, msgs, dstag, hid, br)

An instantiation Gl of our model is trapdoor-linkable if the following two conditions hold

Completness

Foralln € N, (CRS,td) « Setup(1") and view € %zugg;meport, containing a hidden user ID hid,

there exist inputs pkg4, pkq,, skqs, qid, Tsp, m and random choices for an honest user U and honest

ISP I such that a SubmitReport protocol run between U and I with these inputs leads to a view

SubmitReport
g;n,CRS

Analogously, for alln € N, (CRS,td) < Setup(1") and view € %goééga, containing the hidden

user ID hid, there exists inputs pkq,, skq;, 77, W, 797, m and random choices for an honest user U

view’ € containing the same hidden user ID hid as in view.

and honest ISP I such that a Collect protocol run between U and I with these inputs leads to a

view view’ € %g"éé‘;a containing the same hidden user ID hid as in view.

Furthermore, for alln € N, (CRS,td) « Setup(1”) and view € %ﬁecdsgm, containing the hidden

user ID hid, there exists inputs pkq, skq;, 77, W, v and random choices for an honest user U and
honest ISP I such that a Redeem protocol run between U and I with these inputs leads to a view

view’ € %flecdg‘;m containing the same hidden user ID hid as in view.

Extractability

There exists a PPT algorithm ExtractUID such that for any n € N, (CRS, td) < Setup(1"), and

SubmitReport
Q;n,CRS

run with an honest user on input pkq,, ExtractUID(td, hid) outputs pkq,. The same needs to hold

for ExtractUID with respect to views from %g%}{‘;“ and %Efgsgm.

view := (pkgp, skgp, msgs, ¢, com, dstag, hid, bsp) € of a SubmitReport protocol

This property implies that any fixed view view cannot result from interactions with different users.

7.4.4 Owner-binding

This property requires that balance and report limitation tokens are bound to a specific owner. Moreover,

we require that incentive points can only be collected by the same user that submitted the report.
This property is described by multiple experiments representing the ways an adversary may try to

impersonate honest users. First, in the OB-issue experiment, the goal of the adversary is trick the ISP

into issuing a balance or report limitation token for an honest and uncorrupted user to the adversary,
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which does not know the user’s secret key. Next, in the OB-submit and OB-col-red experiment, the
adversary has to make the ISP accept a forged token that has not been legitimately issued by the ISP and
RA, respectively. Last, in the OB-bulletin experiment, the adversary has to successfully collect incentive

points for a different user identity as it was used to submit the report.

Definition 7.5 (Owner-binding) An instantiation GI of our model is called owner-binding if no PPT

OB-issue OB-submit OB-col-red OB-bulletin ; ;
oLA aa s EXper g or Expg as defined in Figure 7.7 and

Figure 7.8 with more than negligible probability. More precisely, for all PPT adversaries A

adversary can win Exp , Exp

. ? . ? 2 . ?
Pr Expgf;[ssue(n) =1V Expgf;[“bm‘t(n) =1V Expgf;["l‘red(n) =1V Expgf;D{UIIthn(n) =1| < negl(n)

7.4.5 Limit-binding

This property is the equivalent of the balance-binding property of BBA+ for the report limitation
mechanism. Instead of requiring that claimed balance is correct, we require that it is not possible to

submit more than maxg;q reports for gid.

Definition 7.6 (Limit-binding) LetExpgi)’ ¢ be defined as in Figure 7.9. An instantiation Gl of our model
has a limit-binding report mechanism if for all PPT adversaries A, there exists a negligible function negl
such that

Pr Expgiﬂ(n) Z 1] < negl(n)

7.4.6 Balance-binding

This property is the balance-binding property of BBA+ for the incentive mechanism, adapted to the
interface of the advanced model. This property ensures that as long as a token is only used once the
claimed balance in the scope of the Redeem protocol always coincides with the sum of points allegedly
collected with this token.

Definition 7.7 (Balance-binding) An instantiation GI of our model is called balance-binding if for all
PPT adversaries A, there exists a negligible function negl such that

Pr Explé]iﬂ(n) 21| < negl(n)

7.4.7 Double-spending detection

We want to make sure that no balance or report limitation token is used more than once within a
transaction. As this is difficult to enforce, we make use of BBA+ capability to identify users that commit
such double-spending.

This property ensures that two transactions leading to the same token version number s have always
been initiated by the same user. Moreover, this user can be identified by IdentDS, resulting in a valid

proof of guilt IT.



86 7 Advanced model

OB-i
oA (n)

(CRS, td) « Setup(1™)

(Pkgas Skra, Pksp, skgp) < SetupRA(CRS)
(pkz,sky) < IGen(CRS)

(pkqy skqg) < UGen(CRS)

Exp

b — j{MalIssue,MalReglsterUser,MalSubmltReport,MalPostIncentlves,MalCollect,MalRedeem ( CRS, p kR?{ ,

pksp, Pk, pkey)
The experiment returns 1 iff A did a sucessful call to Mallssue or MalRegisterUser on input of the given
public key pkq,, ie.

pkq, € IV (Fqid : (pkey, qid) € R)

OB-submit ( n)

Exper a

(CRS, td) « Setup(1™)
(Pkgras Skra Pkgp, skgp) < SetupRA(CRS)
b — ﬂMalRegisterUser,MalSubmitReport(pkm,

pksp)

The experiment returns 1 iff A did a successful call to MalSubmitReport for an extracted public key pkq,
for which there has been no successful execution of MalRegisterUser, ie. if there exists pk7, such that

(3comey : (pky,, comy) € &) A (Vqid : (pky,, qid) ¢ R)

B-col—red(n)

Engl A

(CRS, td) « Setup(1™)

(Pkgas Skra Pksp, skgp) < SetupRA(CRS)

(pkz,sky) « IGen(CRS)

b — ﬂMalIssue,MalRegisterUser,MalSubmitReport,MalPostIncentives,MalCollect,MaIRedeem(pkm kaP ka)
The experiment returns 1 iff A did a successful call to MalCollect or MalRedeem for an extracted public
key pkg, for which there has been no successful execution of Mallssue, ie. if there exists pk7, ¢ 3 such that

(3comqy : (pky,, comy) € B) v pky, € €

Figure 7.7: Owner-binding experiments for the Issue, SubmitReport, Collect and Redeem protocols.
The oracles available to A are defined in Figure 7.2 and Figure 7.3
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-bulleti
8fjblu etin (n)

(CRS, td) « Setup(1™)

(pky,sky) < IGen(CRS)
b — ﬂMalIssue,MalRegisterUser,MalSubmitReport,MalPostIncentives,MalCollect ( p kRﬂ ,

Exp

pPksp, pkz)
The experiment returns 1 if there exists a tuple (pkg,, com«) such that

(pkg,, com) € B A (pky,, comy) ¢ S

Figure 7.8: Owner-binding experiment for the bulletin mechanism. The oracles available to A are defined
in Figure 7.2 and Figure 7.3.

Expgi a (n)

(CRS, td) « Setup(1™)
(pkz,sky) « IGen(CRS)

b — ﬂMalRegisterUser,MalSubmltReport ( p k'R{}[ ,

pksp)

The experiment returns 1 iff all successful MalSubmitReport calls produced unique token version
numbers and there exist a mobile node registration value regMN_;; and a user public key pky, such
that eeMN

ctrp B aid L(qid)

Ky
provided that both variables have been defined during the run of the experiment.

Figure 7.9: Limit-binding experiment for I3PS. The oracles available to A are defined in Figure 7.2 and
Figure 7.3.

Expgli a (n)

(CRS, td) « Setup(1™)

(Pkga> Skras Pksp, skgp) < SetupRA(CRS)

(pky,sky) < IGen(CRS)

b « AMellssueMalRegisterUser MalSubmitReport MalPostincentives MalCollect (-~ ok .. pk 1)

Given that all successful Mallssue/MalCollect and MalRedeem calls produced unique token version
numbers, the experiment returns 1 iff A did successful call MalRedeem for an extracted public
key pkj, resulting in balance w* that does not equal the sum of the collected/redeemed values, ie.
w" # balancepy .

Figure 7.10: Balance-binding experiment for I3PS
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DSD
GLA

tion GI of our model ensures double-spending detection if there exists a negligible function negl(n) such
that for all PPT adversaries A

Definition 7.8 (Double-spending detection) Let Exp be defined as in Figure 7.11. An instantia-

Pr Expgi];((n) 1] < negl(n)

Expeyin (1)

(CRS, td) « Setup(1™)

(Pkgas Skras Pksp, skgp) < SetupRA(CRS)
(pkz,sky) < IGen(CRS)

(pkqy skqy) < UGen(CRS)

b — ﬂMaIIssue,MalReglsterUser,MalSubmltReport,MalPostIncentlves,MalCollect,MalRedeem ( p k’Rﬂ’

pksp, Pk, pkqy)

The experiment returns 1 iff A did two successful MalCollect/MalRedeem or MalSubmitReport
calls resulting in two views view, and view, including two double-spending tags dstag, = (s, z¢)

and dstag, = (s, z1) and extracted user public keys pk,(LO{) and pkall) (using ExtractUID) such that
at least one of the following conditions is satisfied:

. pkg;) * pkfl}) or
+ IdentDS(pky, dstag,, dstag;) # (pkEL(;),H) or
+ IdentDS(pk;, dstag,, dstag;) Z (pk(qg),H) but VerifyGuilt(pky, pkaO{),H) 20

Figure 7.11: Double-spending detection experiment for I3PS

7.4.8 Verifiable delivery

This property ensures the soundness of the VerifyDelivery algorithm. The ISP should not be able to
falsely convince the querier of the successful delivery of incentives. The adversary can be a collusion
of the SP and ISP together with several users and queriers. However, the queriers are not allowed to

register for the query identity of the challenge report.

Definition 7.9 (Verifiable delivery) An instantiation GI of our model has verifiable delivery, if for all

PPT adversaries A = (Ay, A1, Az, As3) and for all (qid, m) € I X M and the game Game\é}?ﬂ as defined

in Figure 7.12, there exists a negligible function negl such that

Pr Game\éll?ﬂ(n, qid, m) 21| < negl(n)

7.4.9 Transaction unlinkability

As one of the main security goals of this model is to protect the privacy of the users, we require that

no other party should be able to link transactions originating from the same user. Our definition of
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Gameg)ﬂ (n, qid, m)

(CRS, td) « Setup(1™)
(Pkga> Skra, Pksp, skgp) < SetupRA(CRS)
(pkqy skqy) < UGen(CRS)
maxgiq =1
L(qid) =1
U (pksp, pkqy, skqy, gid),
RA(pkga, skra, Pksp: sksp, pkqy, gid, maxg;q) >
U(pkga, Pksps Pkay, skqy: gid, T p, m), >

MalRegisterUser,MalRegisterQ
Ay (pksp.sksp)

(tsp, b)), bra) «— RegisterUser<

((w, e by,

< SubmitReport
(c, comay, state;)

if b, < 0 then
return 0
endif
((regQ g Stqia), bra) < RegisterQ(Q(pkga, gid), RA(pkga, skra))
Q(CRS, pkra, qid, regQ g;q. Stgia), >

ﬂMalRegisterUser,MalRegisterQ

(M, state;) < CollectReports <
1 (pkgas {(c,comqy)}, state,)

Kppae := getMacKey (7o)
if (m,comq, k,.) € M then
return 0
endif
qg:=1
(rey, (comqy, 0,7, g, state,)) < PostIncentives <Q(CRS, v, comqy, q),3(glalRegiSterUser’MaIRegiSterQ(state1)>

alRegisterUser,MalRegisterQ (com
Vs

(bg,ba) < VerifyDelivery <Q(comq/, Kmacs rrv),ﬂ;v[ state2)>

return (bq and qid ¢ €3p)

Figure 7.12: Verifiable delivery game for I13PS. Hereby, the getMacKey algorithm returns the message

authentication key k. contained in a bulletin token 7«
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transaction unlinkability is a combination of the privacy notion of BBA+ and the report unlinkability
notion of PEPSICo, similar to the notion used within the interim model.

More precisely, our property demands that no collusion of the RA, the SP, and ISP, as well as users and
queriers, cannot compromise the privacy of an honest user. Moreover, it ensures forward privacy similar
to BBA+. In the privacy notion of BBA+, an adversary compromising a user can use its knowledge only
to link the first transaction directly following the corruption to this user but all subsequent transactions
are unaffected. We demand this for the Collect and Redeem protocols and, in addition, demand that, for
all the query identities the user was registered to prior to his corruption, only the next SubmitReport
call for each query identity can be linked. Therefore, even following a corruption of the user, the
adversary can only link a small fraction of the user’s transaction, limiting the potential impact.

For the definition, there are two security experiments which should be indistinguishable, the real-world

TU-real TU-ideal
GLA GLA

the adversary A plays the role of the SP and ISP and additionally knows the secret key of the RA.

experiment Exp and the ideal world experiment Exp (Figure 7.19). In both experiments,
Moreover, A has access to various oracles for the interaction with honest users, which additionally can
be corrupted. In the real world experiments, the user oracles behave in the same way an honest user
would, whereas in the ideal world, the user code is replaced by a user simulator Us;, that does not have
access to the personal user information that should not be disclosed within the interaction. Us;, does
not have access to the user’s secret key in any case but is allowed to know the user’s public key for
identifying transactions, such as Issue and SubmitReport.

In addition to simulating the protocols, the oracles have to ensure that certain conditions are met, ie.
that users cannot register for the same query identity more than once and that they would not attempt to
submit a report for a query identity they are not registered for. Additional, note that users that rejected
a protocol run in the past (because they detected cheating by A) also reject to participate in further

interactions. To validate these conditions, the oracles make use of the following global variables to store

the corresponding information:

pkqs skq; way, ... User specific global variables with the sub- or superscript U are used to store
the private information of the corresponding user U. An exception is the bit

bq; indicating whether U accepted a protocol run, which is only locally used.

3 Set of pkq,s which already have a balance token issued

¢ Set of pkq,s which have been eliminated due to not accepting a protocol run
R Set of tuples (pkq,, gid) where pkq, is already registered for gid

Sy Set of bulletin tokens 7, corresponding to reports submitted by U

Qu Set of (gid, Tg"*) for U

Qqid Set of all report counter tokens 7gp that have been observed by the experiment

during RegisterUser for gid, independent of U
corruptsp(pkq,)  Stores the output of last Corrupt (used within report limit mechanism and
modified in HonSubmitReport)
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corrupty(pkq,) Same for Stores the output of last Corrupt (used within the incentive mecha-

nism and is reset after a subsequent MalCollect or MalRedeem call)

6,’11 Set of bulletin tokens r,’v, where the token contains a simulated commitment
and the simulation randomness instead of a real commitment and opening
value

Gi‘u Set of bulletin tokens 7, where the token contain a real commitment and

opening value (generated after a corruption of pkq,, where pky, was already

registered for the qid the report has been submitted for)

In the experiments, the following oracles are available to A. A formal Definition is given in Figures 7.13
to 7.18.

HonUser
This oracle allows A to create a new user identity for an honest user played by the challenger. A

obtains pkg,.

RealHonlIssue/SimHonlIssue
With this oracle, A can play the Issue protocol with a user identified by pkg,. The oracle checks
whether pky, already has been issued a balance token or was eliminated due to rejecting a previous
protocol run before invoking the Issue protocol. The oracle also initializes the user’s balance wq,

with 0. In SimHonlIssue, the user simulator gets pkq, as Issue is identifying, but not skg,.

RealHonRegisterUser/SimHonRegisterUser
With this oracle A can have an honest user identified by pkg, registering for a new query
identity gid. The oracle validates that pky, has not registered for gid before and has not been
eliminated. Moreover, A is allowed to choose the reporting limit maxy;q for gid. Note that as the
RA is played by the adversary, different report limits maxy;q may be used for the same gid. In
SimHonRegisterUser the user simulator gets pkq,, as RegisterUser is identifying, but not sk,.
Additionally, it has to store the counter value ctr;lf , of the user as the actual report counter token
is not stored for this user. However, the oracle maintains a list Qg;q with all report counter tokens

issued for qid.

RealHonSubmitReport/SimHonSubmitReport
Using this oracle, A can have an honest user identified by pk, invoke the SubmitReport protocol
for a gid and m chosen by A. The oracle validates that pkg, is registered for gid, has not been
eliminated and that the report limit has not been exceeded before invoking the protocol. In
RealHonSubmitReport, after a successful run, Tw’qid

SP
remembered for this user. However, in SimHonSubmitReport, the situation is more complicated.

is updated and the bulletin token 7« is

Before the protocol run, the oracle has to check if ¢ has been corrupted before and if this is the

case, if pkqy, was already registered for gid when the corruption occurred and no other successful
‘L(,qid)

call to SimHonSubmitReport occurred after the corruption (this is done by removing (gid, 7y,
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from Qq, stored in corruptsp (pkq,) after a successful call following a corruption). If this was not
the case, then the user simulator is used to invoke SubmitReport, which does not get pkq,, skq,

or U’s tsp but gets a report counter token 7, selected randomly from all previously observed

tokens instead. However, if U has been corrugted and because of this, the report counter token
7sp which will be used in this transaction is already known to A, the oracle runs the real user
code with the information that has been returned by Corrupt. In both cases, the oracle has to store
the bulletin tokens, however, we have to store the tokens for the simulated and non-simulated
case separately as in the simulated case, the bulletin token is independent of the user’s identity
which has to be respected for subsequent corruptions of pkq,. Additionally, in both cases, the

oracle has to update the counter value ctr:]Ll.{ , for the initial verification to work.

RealHonCollect/SimHonCollect
With this oracle, A can have the honest user identified by pkq, collect the incentives for a public
bulletin commitment com«,. The oracle verifies that comq, has indeed been created during an
interaction with pkq, before and that an incentive token for pky, has already been issued and
pkq, has not been eliminated. In RealHonCollect, the real user code is executed and T}l and wqy
are updated accordingly. In SimHonCollect, if there was at least one previous interaction with
the ISP impersonated by A before (no RealHonlIssue, RealHonCollect, RealHonRedeem call), the
interaction is simulated. In this case, the user simulator only obtains com and the message

authentication key k.. contained in 7, but not pkg, or skq, or 7 itself. In case the interaction

mac
directly follows a corruption of the pkq,, the real user code is executed with the information
returned during this corruption. In both cases, the oracle has to update the user’s balance wqy

accordingly.

RealHonRedeem/SimHonRedeem
This oracle allows A to have the honest user identified by pky, redeem an amount v from his
incentive balance wq,. The oracle verifies that pk,, already has been issued a balance token, v does
not exceed the corresponding balance and pk, has not been eliminated. Then, in RealHonRedeem
the user invokes the Redeem protocol and T}I and wq, are updated accordingly. In SimHonRedeem,
we again distinguish based on whether there was no interaction between the ISP and U after the
last Corrupt call for pkq,. If there was, then the oracle uses the user simulator to invoke Redeem
which gets the user’s current balance wq, but not pkq, or skq,. If the call was directly preceded by
a corruption of pkg,, then the oracle executes the real user code for Redeem with the information

that has been returned by Corrupt.

RealCorrupt/SimCorrupt
A can use this oracle to corrupt the user identified by pkq,, thus obtaining all its private in-

formation. In RealCorrupt, this information is directly returned but in SimCorrupt, the balance
tokens T;l/, rg;)qld and the bulletin tokens 74, for pkq, have to be simulated to coincide with the

interactions U is supposed to have previously made with A.
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HonUser() RealHonlIssue(pkg,)

(pkqy skqy) <= UGen(CRS)  if pkq, ¢ J and pky, ¢ € then
return pky, (Y, byy),br) — Issue (U(pky, pkqs skq), Apk 7, skz, pkey))
if bgy = 1 then
3 — I U {pky}

wqy =0
else
€ :=C U {pky}
endif
endif

RealHonRegisterUser (pkq,, gid, maxgiq)

if {(pkqs, qid)} ¢ R and pky; ¢ € then
if maxg;q > 0 then
U (pksp, pkqy, skqy, gid, maqu-d),

((T'Ll,qid
ﬂ(pkm, Skm, kaP’ SkSP’ pkﬂ, qld, maxq,-d)

sp sbu), (bra)) < RegisterUser’

if bg; = 1 then
R =R U {(pkqe qid) }
else
€ :=C U {pkqy}
endif
endif

RealHonSubmitReport(pkq,, gid, m)

if (pkq, qid) € R and pky, ¢ € and currentCTR(zr 4

sp ) >0then

. U,qid
U (pkga, Pksp, Pkqy, skqy, gid, rqul ,m),
A(pksp,sksp)

(7. . bas).

< SubmitReport
(¢, comqy, dstag, hid, br)

if by = 1 then

Ugid _ «
Tsp =Tlsp
Sq = Sq U {ry}
else
€ :=C U {pkqy}
endif
endif

Figure 7.13: Transaction unlinkability oracles, part 1. In RealHonRegisterUser, RegisterUser’ is equiv-
alent to RegisterUser apart from U additionally verifying that the additional input maxg;q
is consistent with the report limit send by A during the protocol
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RealHonCollect(pkg,, comy)

1 = select(Sqy, comqy)
if pkq, € I and pkq, ¢ € and 74y # L then

, U(pk 7, pkqy, skqp T weyp, 1),
(7%, bag, w*), (tmac, dstag, hid, b)) — Collect Py phasskapo 77, war )

A(pkyz,sky,comq, rqp,0)

if by = 1 then
U

T =1
wq = w"
else
€ :=C U {pky}
endif
endif

RealHonRedeem(pkq,, v)

if pkq, € I and pkq, € € and v < wq; then
((r7,bqs, w'), (dstag, hid,br)) < Redeem <(L{(ka, pkqss skqy, T}{, way,0), A(pkz, sk, wey, U)>

if bgy = 1 then

T;Zf =17
wq = w'
else
€ :=C U {pke}
endif
RealCorrupt(pkq,)
Qy =0

for (pky,, qid) € R where pky, s pkq, do

Qu = Quy U {(qid, 7o)}

endfor

Uu
return (skq;, wey, 77, Qui, Sqy)

Figure 7.14: Transaction unlinkability oracles, part 2. Hereby, the select algorithm used within
RealHonCollect returns the first bulletin token 7« from the set of bulletin tokens spec-
ified in the first parameter which contains the bulletin commitment com«, specified in the
second parameter. If no such element exists, the algorithm returns L
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SimHonlIssue(pkg,)

if pkq, ¢ 3 and pky, ¢ € then
((t¥ bq)),br) « Issue <’L(5im(td51m, pk 7, pkqy), A(pkr, sk, pk,u)>
if bq; = 1 then
I — I U {pky}

wq =0
corrupty := L
else
€ :=C U {pke
endif
endif

SimHonRegisterUser(pkq,, gid, max;q)

if {(pkq,, qid)} ¢ R and pky, ¢ € then

if maxg;q > 0 then
Usim (tdsim, Pksp, Pkqy, gid, maxqid),
A(pkra, skra, Pksp, sksp, pkqy, gid, maxgiq)

(zsp. bay),

< RegisterUser’
(bra, transcriptra)

if bgy = 1 then
R := R U {(pkq qid)}
Uu
ctrql.d = MaXqid
Qqid = Qqia U {1sp}
else
€ :=C U {pkqy}
endif
endif

Figure 7.15: Transaction unlinkability oracles, part 3. In SimHonRegisterUser, RegisterUser’ is equiv-
alent to RegisterUser apart from Us;,,, additionally verifying that the additional input
maxgiq is consistent with the report limit send by A during the protocol
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SimHonSubmitReport(pkq,, gid, m)

if (pkq, qid) € R and pky, ¢ € and ctrqql.ld > 0 then
if corruptsp (pkqy) Zlor ((skqg wars T;Zf, Qu, Sqy) = corruptsp(pky,); select’(Qqy, qid) < 1) then
« $
Tsp < Qqid
Usim (tds;im, Pkga. Pkse, gid, T:;;p, m),
A(pksp,sksp)

(3. Tspbar).

< SubmitReport
(¢, com«y, dstag, hid,br)

if bg; = 1 then
&, = Gl U {r,}
endif

else
(Sk']/() wy, T}’a Q(L(’ 67/{) = corruptSP(pk'Ll)
U,qid )
Top = select’(Qy, gid)
. Ugid
U(pkga, Pksp, Pkass skqg gid, Tg ', m),

A(pksp,sksp)

(T )T* >b )s .

Vs U « SubmitReport
(¢, com«y, dstag, hid,br)
if bgy = 1 then

Sl = &, U {ry)

Q) = Qu\{gid, Ty

corruptsp(pkey) = (skqp, way, T}I, Q7 Su)

endif
endif
if by = 1 then
ctr;lfd = ctr;lfd -1
else
€ =€ U {pky}
endif
endif
Figure 7.16: Transaction unlinkability oracles, part 4. Hereby, select’(Qqy, gid) returns 7 491 G here
g y p y Uuq Sp

(qid, T‘(é{gid) € Qq or L if no such tuple exists.
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SimHonCollect(pkq,, comq,)

1, = select(S&7, U Sy, comy)
if pky, € 3 and pky, ¢ € and 7/, # L then
if corrupty Z | then
Kmae := getMacKey(z/,)

Usim (tdsi o, Pk 7, s Kmae)s
(25, b, w"), (tmac dstag, hid, b)) « Collect Sim (tdsim. Ple 7 COMY. i)
A(pkyz,sky,comqy, rq,0)

if bg; = 1 then
wq = w'
endif

else

(skqp war 75, Qui, Syy) 1= corruptr (pky)
T = select(Sq, comqy)

(25 bas w), (tmac. dstag, hid, b)) — Collect | P<TPhasSkur e
A(pkyz,sky, comqs, rq,0)
if by = 1 then
wy = wy +w'
corrupty = L
endif
endif

if by 2 0 then
€ :=C U {pky}
endif
endif

Figure 7.17: Transaction unlinkability oracles, part 5. Hereby, the select algorithm used within
RealHonCollect returns the first bulletin token 7« from the set of bulletin tokens spec-
ified in the first parameter which contains the bulletin commitment com« specified in the
second parameter. If no such element exists, the algorithm returns L. Additionally, the

getMacKey algorithm returns the message authentication key k_,. contained in a bulletin
token 7. 7} remains unused.
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SimHonRedeem(pkq,, v)

if pky, € I and pky, ¢ € and v < wqy then
if corrupts Z 1 then
((t7,bq, '), (dstag, hid,br)) < Redeem <(LISim(td5im, pkr, way, v), A(pky, sk, wyy, v)>
else
(skqp war, T}J, Qq, Sqq) = corruptr (pkqy)
((T}b%wl)’ (dstag, hid, b7)) < Redeem <‘LI(ka, pkqs skqy T}”, wqy,0), A(pkys, sk, wyy, v)>
endif
if bg; = 1 then
Wy =Wy —0
corrupty == L
else
€ :=C U {pky}
endif

SimCorrupt(pkq,)

(t¥, Qu, Sqy) « Sim(tdg;, pkeys skqy war, R, 67, S5))
corruptsp (pkqs) = (skqy, way, T}l, Qu, Sqy)
corruptr(pkq,) = (skqp wass T}I, Qa, Sqy)

U
return (skq;, wes, 77, Qui, Sqy)

Figure 7.18: Transaction unlinkability oracles, part 6. In the SimHonCollect oracle, 7} remains unused.

TU—real(n)

Exper a

(CRS, td) « Setup(1™)

(pk 7. kg, Pksp, statey) < Ay(CRS)

HonUser,RealHonlIssue,RealHonRegisterUser,RealHonSubmitReport,RealHonCollect,RealHonRedeem,Real Corrupt
b— A, (statey)

TU-ideal (1’1)

Exper a

(CRS, tdg;,,,) < SimSetup(1™)

(pky, state;) « Ay(CRS)

b — j{HonUser,SimHonIssue,SimHonRegisterUser,SimHonSubmitReport,SimHonCollect,SimHonRedeem,SimCorrupt

. (statey)

Figure 7.19: Real and ideal world transaction unlinkability experiments. The oracles available to A

within the experiments are defined in Figures 7.13 to 7.18
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Eg;[eal and Expgf;‘deal be defined as in Figure 7.19.

An instantiation GI of I3PS ensures transaction unlinkability if for all adversaries A = (A, A1), there

Definition 7.10 (Transaction unlinkability) LetExp

exists a negligible function negl(n) such that
|Pr [Expgg:;[eal(n) z 1] - Pr [Expg}f;(deal(n) Z 1” < negl(n)

7.4.10 False accusation protection

This property demands that an honest user cannot be falsely accused of double-spending by an adversary
that may collude with the RA, SP, and ISP.

In the security experiment, an honest user is created and the same user oracles as specified for the real
world experiment of transaction unlinkability above (Figures 7.13 and 7.14) are available to the adversary
A to interact with the user. Note that A does not have access to the HonUser and RealCorrupt oracles.

Afterward, the adversary has to output a valid proof of guilt for this user.

B

(CRS,td) « Setup(1™)
(Pkgas Skeas Pksp, skgp) < SetupRA(CRS)

Exp

(pky, state;) « Ay(CRS, pkgg, skegs Pksp, sksp)
(pkqy, skqy) < UGen(CRS)

RealHonlIssue,RealHonRegisterUser,RealHonSubmitReport,RealHonCollect,RealHonRedeem
II — A, (Pkgas Pksp, Pk, pkqy, stateg)

return (VerifyGuilt(pky, pke, IT) or VerifyGuilt(pkgp, pkey, IT))

Figure 7.20: False accusation protection experiment for I3PS. The oracles available to A are defined in
Figure 7.13 and Figure 7.14. They can only be called for pk,, as A does not have access to
the HonUser oracle to create new user identities.

Definition 7.11 (False accusation protection) Let Expg‘?C; be defined as in Figure 7.20. An instan-
tiation GI of our model ensures false accusation protection if for all PPT adversaries A, there exists a

negligible function neg| such that

Pr Expgi(;};(n) 21| < negl(n)

7.5 Instantiation

In this chapter, we give an instantiation for the I3PS model. We make use of PEPSICo in a white box
manner and two adapted versions of BBA+, one for the incentive mechanism similar to the interim
model and one for the report limitation mechanism.

In the following, we first specify the building blocks used within our instantiation, then discuss how
some of the core mechanisms are designed and lastly, give an instantiation for all the algorithms and

protocols defined by the model.
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7.5.1 Building blocks
MAC

Within the bulletin mechanism, we a mac to achieve verifiable delivery. Therefore, we make use of a
EUF-CMA secure MAC (Gen,Mac, Verify) denoted by M.

Group setup

Let SetupGrp generate the description gp of a bilinear group for which the SXDH problem is assumed
to be hard and the g-DDHI assumption holds over G;.

gp = (G1,G,, Gr, e, p, g1, g2) < SetupGrp(1")

All the other building blocks used by the incentive mechanism and report limitation mechanism make

use of SetupGrp as their common group setup algorithm.

NIZK

We make use of Fé;)-, Fg(f,)-, Fg(;)—, Fg,) -, and Fg(;)—extractable NIZK proof systems, denoted by P1, P2, P3,

P4 and P5, respectively. Fg;), Fg)), Fg,), Fg,),

group elements and map elements from Z,, either to G; or G, depending on whether these are used as

and Fg(f,) behave as the identity function with respect to

exponents of a G; or G, element within the language. The proof systems have a shared setup algorithm
CRS o < SetupPoK(gp) but we make use of two different CRS. One shared between P1, P2 and P3,
the proof systems used within the incentive mechanism and a separate one for P4 and P5 which are
used within the report limitation mechanism (CRS ;- and CRS,, . respectively). We make use of an
SXDH-based instantiation of Groth-Sahai proofs [GS08].

Homomorphic commitments

We use three equivocable, additively homomorphic commitment schemes Cr, Cgp and Cqp.

Cr is used within the incentive mechanism. The message space of the scheme is Z}‘, and the com-
mitment space G,. Decommitment values are from G;. Furthermore, the commitment is Fé;;-binding,
where Fgfp is a function mapping m := (mg, my, ma, m3) to M := (¢, 97", 97", ¢"*) and, thus, G} is the
implicit message space.

Csgp is used within the report limitation mechanism but has the same properties as Cy. We call its

SP
FgP ’

Cy is used within the bulletin mechanism. Its message space is Z,, and the commitment space G.

s 1. . s . T
binding function but it is equivalent to Fg,.

. . q/ . . (V . . . I
Decommitment values are from G;. It is Fyy,-binding, where Fg, is a function mapping m to M := g".
Thus, it implicit message space is G;.

The verification equations have to be compatible with the proof system, as users will have to prove

that they can open commitments to specific values. Therefore, the commitment scheme from Abe et al.
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[Abe+11] is used. As CAdd and DAdd coincide with the multiplication of commitments and decommitment

values, respectively, these operations are denoted by ’-.

Signatures

We use signatures on commitments to attest the validity of the corresponding balance and report counter
tokens. Moreover, users required to prove their knowledge of a valid signature without revealing it. We,
therefore, use two EUF-CMA secure signature schemes Sy and Sgp for messages in G; and G; X Gy,
respectively, which have to be compatible with the proof systems. As a concrete instantiation, the
structure-preserving signature scheme from [Abe+11] is used. In this scheme, the signatures are in
G: x Gi.

PKE

We use a IND-CPA secure PKE scheme E; to generate the hidden user ID hid. Its message space is Gy
and it has to be compatible with our proof systems. We use the ElGamal encryption scheme [EIG84].

PEPSICo

We extend the generic PEPSICo instantiation given in [GMP14]. It is based upon an IBE scheme
Ep; := (Setup, Extract, Enc,Dec) and a PRF {0,1}" x {0,1}* — {0,1}". We replace this PRF with a VRF
F = (SetupGrp, SetupVRF, Gen, Eval, Prove, Verify) in the same bilinear group setting as our other
building blocks where the underlying PRF is of the form Z,, X Z,, — G;. This restricts the query identity
space to Z,, but has the advantage that the VRF is compatible with the other building blocks we use.
The complete construction of the extended scheme PI is given in Figure 7.21. We include a SetupGrp
and SetupVRF algorithm, equal to their counterparts in F to generate the CRS for the VRF. In addition,
we compute the VRF key pair (pkg, skr) in PL.Setup and include include them in the keys of the RA.
We further extend PL.RegisterMN to output the proof of correctness 744 together with the VRF image
regMN_;; of gid. To be able to verify that regMN
a Verify algorithm that executes F.Verify. Note that the node privacy, query privacy and transaction

qia has been computed honestly by the RA we include
unlinkability of PI still hold as a VRF is pseudorandom. However, in the node privacy experiment,
CorruptMN outputs the proof 74 in addition to regMN_;;.

For the IBE scheme, we need to choose the message length large enough for the report data and a
MAC key to be contained within a single message, eg. {0,1}?". Note that this can also be achieved by
using hybrid encryption, that is, using the IBE scheme to encrypt the key of a symmetric encryption
scheme and encrypting the message symmetrically under this key. A possible instantiation of the IBE
scheme would be the IND-CCA secure variant of Boneh and Franklin [BF01]. For the VRF, we use the
construction from [Bel+09] which is based on the g-DDHI assumption and Groth-Sahai proofs.
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SetupGrp(17) Setup(CRS) RegisterMN(pkg 4, skrg, qid)
gp < F.SetupGrp(17) (mpk, msk) « Fpr.Setup(1")  (Tyia, qia) < F.Prove(CRSpokPI, sk, gid)
return gp (pkp, skp) < F.Gen(CRS) regMN ;4 = Tgia
pkga = (mpk, pk) return (regMN ;4. 7giq)
SetupVRF(gp) skgq = (msk, sk)
CRS « F.SetupVRF(gp) Teturn (pkga, skgz) Verify(pkgas gid, regMN ;4. 7)

return CRS

RegisterQ(pkg4, skra, qid)

b « F.Nerify(pkg, qid, regMN)

return b

ReportData(pkg4, regMNqid, qid, m)

sk;; < Epr.Extract(mpk, msk, gid)

Tyia < F.Eval(CRS , skg, qid)

pokpy
rengid = (Skid, Tqid)
return regQ;,

ExecuteQuery(pkga, ¢, Stgid)

(T,c1) =c¢
if T 2 stqiq then
return ¢

else return L
endif

Figure 7.21: Generic instantiation of PEPSICo extended with a VRF. In ReportData, gid has to be

¢1 := Ep.Enc(mpk, gid, m)
c:= (Tqids c1)

return ¢

SubscribeQuery(pkgs, regQ;q: gid)

Stqid = Tqid
return stg;q

DecodeData(pkg 4, regMN_; 4, qid, c)

qid>

(T,c1) :=c¢
m « Ep;.Dec(mpk, skqid, c1)

return m

interpreted as a bitstring
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7.5.2 Used mechanisms
Incentive mechanism

As in the interim model, we use BBA+ as our incentive mechanism. During the Issue protocol, users are
issued a balance token of the form 77 = (com, d, o, s, u;), Hereby, com < Cr.Com(CRS 7, (s, w, skq;, u1))
is a commitment to the token’s version number s, he token’s balance w, the user’s secret key skq,
and the user randomness u;. Moreover, the token contains the commitment value d required to open
the commitment and a signature o < S7.Sign(sk;, com) which is generated by the ISP and attests
the validity of the token. With each Collect and Redeem protocol run, the user obtains a new token
containing the modified balance.

Using the zero-knowledge proof systems P1, P2 and P3, a user can prove to the ISP that the commit-
ment com is of the correct for without revealing secret information. Moreover, due to the homomorphism
of the commitments, the ISP can modify the balance contained within the commitment without knowing

its content. The user, however, can validate that the commitment has been modified correctly.

Report limitation mechanism

For the report limitation mechanism, we use a modified version of BBA+. Instead of an incentive balance
w, the commitment within a report counter token contains a counter ctr. Initially, ctr is the maximum
number of data reports maxy;q allowed to be submitted for gid. This number is decreased with every
submitted report and is required to be larger than 0 to submit another report. The modified token is of
ctr) where com <« Cgp.Com(CRS

the form 7gp = (com,d, o, s, u1, regMN (s,ctr,skqsu1)). To

qid> comq,”
bind the report counter token to gid, the corresponding mobile node registration value regMN;; is

signed together with the commitment, ie. ¢ < Sgp.Sign(skgp, regMN_;;, com). The signature key

qid>
pair (pkgp,skgp), which is required to generate and verify o, is shared by the RA and the SP as both

parties need to be able to sign commitments.

Double-spending detection mechanism

The same double-spending detection mechanism is used in both, the incentive and the report counter
mechanism. Fach token is associated with a specific token version number s which is revealed during
SubmitReport, Collect and Redeem protocol runs. Moreover, the user has to reveal a value t which
is of the form t = skquz + u;, whereby sk, is the user’s secret key, u, is a random value supplied
by the SP or ISP and u; is the user randomness contained within the commitment. As long as each
token is only used once, ¢ looks completely random to the SP or ISP, however, if double-spending is
committed, that is, an old token is used within a transaction, the same token version number sy = s;
and user randomness u; has to be used during the protocol run, but the random value from the SP or
ISP differs with overwhelming probability (u, # u;). Therefore, two different values t = skq,u, +u; and
t" = skq,u; + u; are obtained. As u, and u;, are known, skg, can be extracted which proves that the user

identified by pkq, has committed double-spending.
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Trapdoor-linkability

Within each SubmitReport, Collect and Redeem protocol run, a hidden user ID hid is revealed to the
SP or ISP. Hereby, hid = E;.Enc(pk,, pkq,) is an encryption of the user’s public key pkq, and is proven
to contain the correct public key during the zero-knowledge proof used within the incentive or report
limitation mechanism. The public encryption key pk_ is contained in the CRS and the private encryption

key sk, is the trapdoor td that allows to link transactions.

Bulletin mechanism

During SubmitReport, the user uses Cq to compute a commitment com«, on his secret key sk, which is
sent to the SP. During the NIZK proof P4 used for the report limitation mechanism, the user additionally
proves that comq, can be opened to the same pky, as contained within the report counter token. The
user stores com« and the corresponding decommitment value dv,. The SP passes comq, on to the
querier, who is then able to post incentives for comq,. During the NIZK proof P2, which is used to collect
incentives, the user proves that comq, can be opened to the same pky, as contained within his balance

token. This ensures that incentives can only be collected by the same user that submitted the report.

Delivery verification

To enable the querier to verify that posted incentives have indeed been delivered correctly, during
SubmitReport, the user includes a newly generated MAC key ky,,c in the plaintext for the PEPSICo
report. Therefore, only authorized queriers can obtain ky,,c. The user remembers kp,. together with
the bulletin commitment com«. As there might be multiple queriers and, therefore, multiple incentives
posted for comq, an additional value r4,, randomly chosen by the querier, is added to each incentive
post. The user computes tyac «— M.Mac(kmac, comay||rey) and sends it to the SP. The SP can then use
mac to proof to the querier that the incentives have been submitted successfully. Hereby, the message
com«||re is already known to the querier. Hereby, rv, ensures that the proof cannot be reused by the

SP for other incentive posts for the same comay.

7.5.3 Setup algorithms
Setup

The Setup algorithm given in Figure 7.22 generates the CRS of the system. It has the form CRS :=

(9P, CRS - CRS CRScom,,» Pk CRS oy CRS

the bilinear group used in the commitments and Groth-Sahai proofs. CRS CRS and CRS_,,
SP VvV

comy? com

comgp? 70) where gp are the group parameters defining
are the CRS’s for the commitment schemes used in the incentive mechanism, the report limitation
mechanism and the bulletin mechanism, respectively. Furthermore, CRS,,, and CRS, _ are the
CRS’s for the proof systems used within the incentive mechanism and report limitation mechanism,
respectively. The trapdoor td is the secret decryption key for the encryption scheme used in both, the

incentive and the report limitation mechanism.
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Setup(1”) SetupRA(CRS)

gp = (G1,G2, Gr, €,p, 91, g2) < SetupGrp(1”)  (pkgy, skgg) < PLSetup(CRS)
CRS¢om, < C1.Gen(gp) (pkgig: Skgig) < S.Gen(CRS)
CRScomSp — CSP-Gen(gp) (kaP’ Sksp) = ((CRS, kaig)’ SkSig)
CRScom,, < Cv.Gen(gp) return (pkeg, skea, Pksp, sksp)

(sk., pk;) < Er.Gen(gp)

CRS,q, < SetupPoK(gp)

CRS ok, < SetupPoK(gp)

CRS, g, < PLSetupVRF(gp)

CRS := (9p, CRS o » CRS o s CRS oy 0
pkz, CRS 1, CRS o g, CRS

td := sk,

return (CRS, td)

POkPI)

Figure 7.22: Setup and SetupRA algorithm

I1Gen(CRS) UGen(CRS)

(pkgig kgig) < S.Gen(CRS) y«—7Z,

(pkz,skr) == ((CRS, pkg;,), sksig)  (Pkqys skqy) := (91.9)
return (pky,sk;) return (pkqy, skqy)

Figure 7.23: IGen and UGen algorithm

SetupRA

The SetupRA algorithm generates (pkg 4, skg4), the secret and private key pair of the RA as well as
(pkgp, skgp), the key pair it shares with the SP. The first one is used to generate mobile node and
querier registration values, the second is the signature key that is used to sign the report counter tokens

within the report limitation mechanism. Hereby, pk g, contains the CRS.

IGen

The issuer key generation algorithm IGen (Figure 7.23) generates a signature key pair (pk, sk ;). With
sk 7, the ISP signs the commitments within the balance tokens to attest their validity and with pk ;, the

signatures can be verified. In addition, pk; contains the CRS.

UGen

The user key generation algorithm UGen (Figure 7.23) generates the user’s public key pkq, and private
key skq, used during the protocols. Hereby, the public key is the G; element corresponding to skq,.
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7.5.4 User protocols
Issue

With the balance token issuing protocol Issue (Figure 7.24), a user identified by pkg, can obtain an
initial balance token, which is required to collect or redeem incentive points. We use the Issue protocol
from BBA+. First, the user generates a C; commitment com’ to the balance 0 and his private key skq,,
together with some random values s’ and u;. He then sends the commitment to the ISP and proofs that
it contains the correct balance and the sk, corresponding to the pkq, which the user used to identify
himself towards the ISP. The ISP verifies the proof, and if it is valid, uses the homomorphism of Cz to
add a random share to s’ to ensure the token version number s = s” + s” is random even if one of the
two parties is cheating. It then signs the resulting commitment com. The user computes his balance
token 77 from the values supplied by the ISP and checks if it is indeed a valid token linked to his user
ID and with the balance 0 before he outputs the token.

Issue <(L{(pk[, pkqs skqp), I (pkz,sky, pk,u)>
U (pkgp, pkqy, skqy) I(pky,skz, pkq)

s’ up — Z,
(com’,d’) « Cr.Com(CRS g, (s, 0,skqp u1))

stm « (com’, pkqy)
wit « (g;kﬂ,gi/,glfl, d’)

/7
T Pl.Prove(CRSpokI,Stm, wit) com.

stm « (com’, pkqy)

if P1.Verify(CRS ,stm, 1) z 0 then

poky
return 0
endif

14

s — Zp
(com”,d"”) « CI.Com(CstmI, (s”,0,0,0))

com := com’ - com”’

144 144
com,d”, o,s o « S.Sign(skz, com)

s:=s"+s” mod p

d=d-d’

7 = (com,d, 0,s,u1)

if UVer 7 (pk 7, pkqy, skqs, 77, 0) z 0 then
return (L, 0)

endif

return (77, 1) return 1

Figure 7.24: Issue protocol. The language for P1 is defined in Figure 7.25 and the UVer ; algorithm in
Figure 7.26
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dSKU € Gy;
(1) S/’Ulsd,EGlz
L 1 = /: k
pky (COm P (Ll) C.Open(CRscomI, COm,, d,, (S” 1, pkru, Ul) ; 1
?
e(pkqs 91) = e(g1, SKU)

Figure 7.25: Language for P1 (used within Issue)

UVer 7 (pk 7, pkqs skqp 77, w)

(com,d, o,s,u1) :== 11

if pkq, z gjk‘“ A CI.Open(CRscomI,com, d, (g3.97. pk,u,g'l“)) Z1A S.Verify(pky,com, o) 2 1 then
return 1

else

return 0
endif

Figure 7.26: UVer r algorithm

RegisterUser

The RegisterUser protocol (Figure 7.27) allows a user to obtain all the report counter token zgp
necessary elements to submit reports for a query identity gid. The RA controls who can register for a
query identity and should ensure that no user can register multiple times for the same query identity.

The protocol combines the mobile node registration from PEPSICo and a modified version of the
issue protocol from BBA+. In addition to the protocol, the RA must make sure that no user can register
multiple times for the same query identity. In the protocol, the RA sends the report limit maxg;q, the
maximum number of reports that users are allowed to submit for this query identity, to the user. The
user generates a commitment com’ on maxg;q, his secret key sk;, and some additional randomness
required for the double-spending detection. He proofs in zero-knowledge to the registration authority
that the commitment contains the correct values (cf. Figure 7.28). The RA adds a random share to
the token version number s’ contained in com’, resulting in a new commitment com, and computes
the mobile node registration value regMN_;, for gid as well as a proof 74;4 that regMN_;; has been

computed correctly. It then signs the com together with regMN;; and sends regMN_,;, the signature o

qid>
and the added randomness s”’ to the user. The user then computes the corresponding report counter

token 7gp and verifies that it is valid and that regMN_;; was computed correctly, before outputting 7.

SubmitReport

The SubmitReport protocol (Figure 7.31) adapts the Accum protocol of BBA+ to enforce the report limit.

The user generates the report ¢ containing the report data m and a new message authentication key
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RegisterUser (fLI(kap, pkqs skqyp, qid), RA(pkga, skgas Pksp, skgp, pkqys qid, maqu-d)>

U(pksp, pkqs, sk gid) RA(pkgas skga Pksps sksps Pkay, qids

maxyiq)

maxgid

s’ up — Zy
(com’,d’) « Cgp.Com(CRS

comgp?
(s', maxgiq, skqq, u1))

stm « (com’, pk(u,g;naxqid)

. sk. /o u
wit — (g, “. g3 .97 d")

’
; com’,
7 P4.Prove(CRS . stm, wit)
stm « (com’, pkq, g;naxqid)
”
if P4.Verify(CRSpokSP,stm, ) = 0 then
return 0
endif
143
s —Z,p
(com”,d"”) < Csp.Com(CRS o,
(s",0,0,0,0))
com = COm/ . COmH
(regMNqid, ngia) < PLRegisterMN(pkg4,
Skm, qld)
regM Nqid, com,d”,
-~ o « S.Sign(skgp, regMNqid, com)
0,8, Tqid

s:=s"+s"” mod p
d — d/ . d/l
s = (com,d, 0,s,uy, regMNqid, maxq,-d)

if UVerS¢>(ka¢>, Pk(u, Sk(u, TSP) ; 0

V PLVerify(pkg4, qid, regMNy;q. Tgid) Z 0 then
return (L, 1,0)
endif

return (zsp, 1) return 1

Figure 7.27: RegisterUser protocol. The UVer sp algorithm used within the protocol is given in Fig-
ure 7.29 and the language for P4 in Figure 7.28



7.5 Instantiation 109

3SKU € Gy;
@ S,,Ul,dIEGl:
LY = ! pkqy MAX,,;
phsp = | (€O Phas: MAXgid) C.0pen(CRS . com’, d’, (8" MAXgia, pkyy Up) = 1
?
e(pkqs g1) = e(g1, SKU)

Figure 7.28: Languages for P4 (used within RegisterUser)

UVersep (kaP’ pkqs skqy TSP)

(com,d, 0, s, uy, regMN ;4. ctr) = tsp
. ? sk u 2
if pkgy=g; “ A Csp-Open(CRS ., . com, d, (95,95, pkep i) =1

A SVerify(pkgp, regMN_;;, com, o) 2 1 then

qid>
return 1
else
return 0
endif
Figure 7.29: UVer sp algorithm
dcom € Gy;
o€ G:XGy;
pkﬂ, Ui, d, S’, Ul” d’, d(v, CTR € Gy;
skqpu1, 7 €72y :
E;.Enc(pk,, pkqsr) < hid
Csp.0pen(CRS oy, . com,d, (S, CTR, pkyy, Up)) = 1
16— com’,comy, S, 1, Csp.0pen(CRS,, . com’,d’, (S',CTR, pkq, UY)) 21
pksp uz, regMN ., hid 2
1 Cy.0pen(CRS ., ,comy, dy, pkey) =1
S.Verify(pkggp, regMNqid, com, o) z 1
CTR #1
? sk
pke; = 9? “
U1 ; 91111

”
t = skqup +u; mod p

Figure 7.30: Language for P5 (used within SubmitReport)
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SubmitReport (%{(pkm, pksp, pkqys skqy qid, tsp, m), SP (pkgp, 5ks¢>>>

U(pkra. pksp. Pkys. skqy. gid.rsp, m) SP (pksp,sksp)
uz uy — 7y

Kpac < M.Gen(1™)

(com,d, 0,s,u1, regMNqid,ctr) =TS

¢ < PLReportData(pkgy, regMN ;g gid, mllkpac)

(comeqy,dey) «— C(V.Com(CRsmm(v, skqy)
t:=skquz +u; mod p

r.s’ul — 7,

hid := E;.Enc(pk_, pkqs;7)

(com’,d’) « Csp-Com(CRS o - (', ctr, skqp up))
hid)

stm = (com’, comqy, g{, t, Uz, regM Nqid’

wit == (com, o, pkey, gll“, d, gf,gllll, d, dq/,g?’, skqp u1,1)

, .
T PS.Prove(CRSpOksw,stm,wit) ¢, comey, com’, s, t, mr, hid

z = (t,uz)

dstag := (s, 2)

(regMNqid, c1):=c

stm = (com’, g3, t, ug, regM Ngias hid)

. ?
if P5.Verify(CRSy ., stm, w) = 0 then

return (L, L, 1,0)
endif

144

)
(com”,d"") « Cgp.Com(CRS

COI’T'ISP 4

(s”,-1,0,0,0))
* ’ 77
w e com” :=com’ - com
com*,d", o, s

0" « S8.5ign(skgp, regMN_;4, com™)

qid>
s :=5"+s"” mod p
d=d-d’
ctr’ ==ctr—1
£ . 7
uy =uj
ctr’)

T:ksp = (com™,d"*, o*,s", u], regMN;q,

if UVer sp (pk g, pkay skqys Tp) = 0 then
return (L, 0)
endif

Ty = (Comrv, d(y, kmac)
return (7, rf‘sp, 1) return (c, com,,, dstag, hid, 1)

Figure 7.31: SubmitReport protocol. The UVer sp algorithm used within the protocol is given in Fig-
ure 7.29
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k... using the ReportData algorithm form PEPSICo and computes a commitment com«y to his public
key, which is required for the bulletin mechanism. The rest of the protocol largely corresponds to the
BBA+ Accum. The user re-randomizes the commitment within the report counter token and sends it
together with ¢, comq and some additional information required to provide trapdoor-linkability and
double-spending detection to the SP. Moreover, he proves in zero-knowledge that the new commitment
com’ contains the same query identity and report counter ctr as the original commitment for which the
user has a valid signature from the SP or RA. In addition, it is proven that the bulletin commitment com«,
can be opened to the same pkq, as com’” and com and that ctr not 0 (by verifying that g§*” # 1), meaning
that the user did not exceed his report limit. If the proof is accepted, the SP creates and signs a new
commitment with the report counter reduced by one (using the homomorphism of the commitment).
The new commitment and signature, together with its randomness, is sent to the user which now can
compute a new report counter token. Furthermore, the user outputs a bulletin token 7 consisting of
the commitment com«y, the corresponding decommitment value dy and the message authentication
key k
dstag and an encryption hid of the user’s public key.

The SP outputs the data report c, the bulletin commitment com., the double-spending tag

mac*

Collect

The Collect protocol (Figure 7.32) allows a user to collect incentives that have been posted for a report
previously submitted by this user. It combines the Accum protocol of BBA+, to add the incentive value

to the balance of the user’s token, with the bulletin collection mechanism.

First, the ISP sends a random u; together with the rq, from the querier and the incentive value v that
will be added to the user’s balance. The user computes t required for the double-spending detection
mechanism, hid required for trapdoor-linkability and a new commitment com’ containing the same
values as the commitment com contained in his balance token apart from a new token version number s’
and user randomness u]. Within the NIZK proof, he proves that com’ contains the correct values, ¢t and
hid are generated correctly and he knows a signature o on com. The user additionally proves that the
bulletin commitment com«, can be opened to the same user secret key as included within com, to verify
that he submitted the corresponding report (cf. Figure 7.33). This ensures that the incentives cannot
be collected by a different user. The ISP verifies the proof and adds a random share s” to the token
version number of com’ and the incentive value v to its balance. He signs the resulting commitment com*
and sends it together with the signature, s’ and d”’, which is required to compute the decommitment
value d* of com®, to the user. Upon receiving those values, the user computes a new balance token 7
and verifies that it contains the new balance w + v, where w was the old incentive balance of the user.
Moreover, at the end of the protocol, the user computes a MAC of com«, and r«, attesting that the

incentives have been correctly delivered and send it to the ISP.
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Collect (W(pkj, pkqs skqp Tr, W, ty), I (pk 7, sk, comqy, rep, v)>

U(pky, pkqs skqy 71, W, T9) I(pky, sk, comq,ry,0)

Uz, 1,0 Uy — Zp

(com,d,0,s,u1) =11

t = skquuz +u; mod p

r,s’, u{ — Zp

hid := E;.Enc(pk,, pkq; 1)

(com’,d’) « CI.Com(CRscomI, (s",w,skqq u))

(comay, dqy, kpae) = T

stm = (com’, comey, g3, t, uz, hid)

wit := (com, 0, g;", pkq, gll”, d, gfl,g';l, d’,
dey,skqg u1,7)

, .
T« P2.Pr0ve(CRSpOk , stm, wit) com’, s, t, 7, hid
i

z = (t,up)
dstag := (s,2)

stm = (com’, comy, g3, t, uz, hid)

if P2.Verify(CRS ,stm, 1) 2 0 then

pokz
return (L, L, 1,0)
endif
14
s — Zp

(com”,d”") « Cy.Com(CRS

comp>
(s”,0,0,0))

com™ := com’ - com”

o « S.Sign(skz, com®)

com*, d”, (7*, S”

s“:=5"+s"” mod p

d=d-d’
W*=W+U
% . 7
ul 4—u1

Tj_ = (com™,d*, 0", s",uj)

if Uver 7 (pk 7, pkqy, skqy, 77, ™) 2 0 then
return (L, 0)
endif

tmac < M.Mac(k,,., comq||rq,) Fmac

return (77,1, w") return (tpac, dstag, hid, 1)

Figure 7.32: Collect protocol. The language for P2 is defined in Figure 7.33
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decom € Gy;

o€ G:XGy;

W, pke, U1, d,S", U/, d’,dy € Gy;
skqpu,r €Zyp -

E,.Enc(pk.. pkqy:7) = hid

Cr.0pen(CRS,,,. ,com,d, (S, W, pkq,Uy)) = 1

comy’

1@

pk s = (COm » COMqy,, S, L, Uy, hld) C]Open(CRS com', dl, (S,, W, pkw’ Ul/)) ; 1

comy>

C.0pen(CRS,,, . comy, dy, pkay)

S.Verify(pky,com, o) 21

? sk
pkey =g ¢

U1 ; glfl

t z skquz +u;  mod p
Figure 7.33: Language for P2 (used within Collect)

Redeem

The Redeem protocol (Figure 7.34) is nearly equivalent to the Verify Protocol of BBA+. It allows the
user to redeem a subset of the incentive points accumulated on his balance token and reveals the balance
of the token to the ISP, wherefore it can be verified that the balance exceeds the amount that should be
withdrawn. It is very similar to Collect, with the exception that the G; element of the user’s balance W
is in the statement of the NIZK proof, there is no bulletin commitment com«, involved and the incentive

value v is subtracted from the balance instead of added to it.

7.5.5 Querier protocols
RegisterQ

The querier registration protocol (Figure 7.36) is used by a querier to register for a query identity gid.
The RA generates the querier registration value regMN 5, which is required to compute the subscription
token and to decrypt data reports, and sends it to the querier. The querier then additionally computes
the subscription token stg;q for gid, therefore obtaining all the information required to collect reports

for this query identity.

CollectReports

To collect all the submitted reports for a query identity gid from the SP, the querier executes the
CollectReports protocol (Figure 7.37). First, the querier sends the subscription token stg;q to the SP.



114 7 Advanced model

Redeem <(Ll(pkj, pkqs skqp, T7,w,0), I (pkz, sk, w, v)>

U (pky, pkqs skqp 1, W, 0) I(pky,sky, w,0)

uz Uy ZP

(com,d,o,s,u1) =11

t:=skquz +u; mod p

r.s’up — 7,

hid := E;.Enc(pk,, pkqs;7)

(com’,d’) « Cr.Com(CRS g » (s", w, skqg, uy))

stm := (com’, g, t, u, hid, g;")

wit := (com, o, pkqy, glf‘, d, gil,g?l, d’,

skqy u1,7)
’ .
7« P3.Prove(CRS_, ,stm, wit) com’, s, t, , hid
poky
z := (t,up)
dstag := (s,2)
stm := (com’, g3, t, uz, hid, g1")
if P2.Verify(CRS,q,.stm,m) = 0

or w < v then
return (L, L,0)
endif

144

)
(com”,d"") « Cr.Com(CRS

comp>
(s”,-0,0,0))
% ’ ’”
com™® := com’ - com
" « S.Sign(skz, com®)

com*, d”, 0_*’ s”

s*:=5"+s"” mod p

d* ._d/'d/,
w =w+o
® .
u; = uj

T:; = (com™,d*, o",s",uj)

if UVer 1 (pk 7, pkqy, skqy, T}, w") 2 0 then
return (L, 0)
endif

return (77,1, w") return (dstag, hid, 1)

Figure 7.34: Redeem protocol. The language for P3 is defined in Figure 7.35
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dcom € Gy;

o€ G:xGy;

pkq, Ui, d, S, U], d" € Gy;
skqpu1,r €2,y :

E,.Enc(pk,, pkqi7) = hid

C7.0pen(CRS,,. . com,d, (S, W, pkq, Uy)) = 1

3) ._ ’ . comy’
ka] =4 (com’, S, t, uy, hid, W) 7

Cr.Open(CRS com’,d’, (S", W, pkqs UY)) 21

comp>

S.Verify(pky,com, o) 21

?  skqy

pky = g,
U = 911“

?
t = skqupy +u; mod p

Figure 7.35: Language for P3 (used within Redeem)

RegisterQ (Q(pkgs. qid), RA(pkga, skea))
Q(pkga, qid) RA(pkgra, skga)

qid

regQqiq regQ,;y < PLRegisterQ(pkgy, skpa, gid)

stgia < PLSubscribeQuery(pkg 4, regQgiq: qid)

return (rengid, Stqid) return 1

Figure 7.36: RegisterQ protocol
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CollectReports <Q(pkm, qid, regQ ;g4 stgid), SP (pkga, (S)>

Q(CRS, pkg4, qid, rengid,stq,-d) SP (pkga. €)

Stqid

C =0

for (¢,com) € € do
¢* « PLExecuteQuery(pkga, ¢, stgiq)
if ¢ = ¢* then

C* :=C*" U {(c,comq)}

endif
endfor
G*

M:=0
for (c,com) € €* do

m||kpae < PLDecodeData(pkg4, regQqiq: qid, c)

M =M U {(m, comp, k.0)}
endfor
return M return 1

Figure 7.37: CollectReports protocol. € is a list of reports together with their public bulletin informa-
tion (c, com«y)

PostIncentives (Q(CRS, v, oM.y, q), I)

Q(CRS, v, com«y, q) I
r(V «— Zp COm(V, o, r(V’ q
if v < 0 then
return (L, 0,0,0)
endif
return (h") return (comqy, v, e, q)

Figure 7.38: PostIncentives protocol
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VerifyDelivery (Q(comq;, Kac> 7v), L (comay, tmac)>

Q(comq;, kmac= T(V) I(com(V: tmac)
comdy, tmac
?
if M.Verify(ky,..comq|lrqs,) = 0do
return 0
endif
return 1 return 1

Figure 7.39: VerifyDelivery protocol

The SP uses the ExecuteQuery algorithm from PEPSICo to determine the reports belonging to the
subscription token. These reports, together with their bulletin commitment com,,,, are sent to the
querier. The querier then uses PI.DecodeData to decrypt the reports obtaining m and k.. These values

are outputted together with com«y.

Postlncentives

The PostIncentives protocol is used by the querier to put an incentive reward for a received report
on the bulletin board, where it can be collected by the corresponding user. Therefore, the querier simply
sends the incentive value to be rewarded together with the bulletin commitment comq, identifying the
user and a random value r« required for delivery verification to the ISP. Moreover, the querier sends an
indicator g for the quality of the data report, which can help to identify and delete bad data reports from
the SP’s database. Please note that queriers should not be allowed to reward negative incentive points

for obvious reasons. The querier has to remember r«, to verify the delivery of the incentive points later.

VerifyDelivery

With the VerifyDelivery protocol, the ISP can convince the querier that the incentive points posted
for a report have been delivered. Therefore, he sends the bulletin commitment com« together with the
MAC tag tmac, which was obtained from the user during the execution of the Collect protocol, to the
querier. The querier checks whether ty,,. verifies for the message authentication key k_,. which he

obtained during the CollectReports protocol.
7.5.6 Double-spending detection algorithms

IdentDS

We use the IdentDS algorithm of BBA+ (Figure 7.40), as it works with the double-spending tags from
both, the incentives mechanism and the report limitation mechanism. If a token has been used twice,
that is, the token version number s included within the double spending tag is identical, then the

corresponding user’s secret key can be extracted as this ensures that t = skq,uy +u; and t” = skqus +u;
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IdentDS(pk, dstag,, dstag;,) VerifyGuilt(pk, pkqs, IT)
(51, (t,up)) = dstag, if g? L pkq, then
(s2, (', u3)) == dstag, return 1
if 51 # sy or uy z u; then else
return L return 0
else endif

skqy=(t—t") - (uz —uj)™" mod p

skqy

pke, =9,

IT = skq,

return (pkq,, IT)
endif

Figure 7.40: IdentDS and VerifyGuilt algorithms

for the same unknown user randomness u; and (t,u,), (', u;) contained within the double spending

tags. The knowledge of the secret key is then considered a proof for the user’s guilt.

VerifyGuilt

The VerifyGuilt algorithm (Figure 7.40) is used to verify if IT indeed proofs that the user identified by
pkq, has committed double-spending. In this case, Pi is the secret key sk, corresponding to pkg,, that
is, pkq; = gikw. If this is the case, the algorithm returns 1, else 0.
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7.6 Security of the instantiation

In the following, we proof that the instantiation GI of I3PS as defined within Section 7.5 meets the

security notions defined in Section 7.4.

7.6.1 Data-hiding

Theorem 7.12 (Data-hiding) IfPI is node-private, then GI is data-hiding.

Proof We assume there exist a successful adversary A, winning the data-hiding experiment Expg{ﬂ

(Figure 7.5) with more than negligible advantage. We use this adversary to build an reduction A’ that
breaks the node privacy property of PEPSICo (Figure 4.3). Our reduction has to be able to simulate the

experiment as well as all the oracles available to A within the experiment.
C A’ A

Pkra (CRS, td) « Setup(1™)

(PKi s SKigs Pk s s sk gp) — SetupRA(CRS) pkra: Pksp

Figure 7.41: Reduction proof for data-hiding, part 1

The simulation of Expgilﬂ looks as follows: First (A’ receives the RA’s public key pkg4 from the
challenger. It then performs parts of the Setup algorithm and embeds pkg 4. More precisely, A’ generates
(CRS, td) with Setup and (pkgp, skgp) using SetupRA. Instead of the RA’s key pair (pki,, skiz,)
generated by the algorithm, the public key pkg4 from the challenger is used for interactions with A.
Therefore, A’ now sends pkg4 and pk gy to A (Figure 7.41). This is equal to the real experiment from
A”’s perspective.

Next, A can make use of his oracles before outputting two query identity and message pairs (gidy, my)
and (qidy, m). Let us first look at the simulation of oracle queries. In the data-hiding experiment, the ad-
versary has access to the CorruptSP, MalRegisterUser, MalRegisterQ, SubmitReport and CollectReports
oracles. The reduction has access to the CorruptMN, CorruptQ, CorruptSP, ReportData, SubscribeQuery
and DecodeData oracles from PEPSICo’s node privacy experiment. We simulate the oracles available to
A as follows:

CorruptSP
This oracle allows A to corrupt the secret key material of the SP. Therefore, after calling this
oracle A can impersonate the SP. ‘A’ simulates CorruptSP oracle queries as in Figure 7.42. First,
it calls its own CorruptSP oracle, notifying the challenger that the SP has been corrupted. Then it
returns the SP’s secret key skgp to A. A’ has to remember that the SP has been corrupted to
modify its behavior accordingly.

DH

From the view of A, this simulation behaves exactly like CorruptSP in Expg| -
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C A’ A

’CorruptSP’ corruptSP := 1 ’CorruptSP’

sksp

Figure 7.42: Simulation of CorruptSP oracle queries

MalRegisterUser
This oracle allows A to register a user for a query identity gid with the RA. This user is completely
controlled by the adversary, ie. A obtains the report counter token rsp for gid, which contains the
mobile node registration value regMN;;. However, A is not allowed to query MalRegisterUser

for qid, or gid; which he has to output later in the experiment.

The simulation is shown in Figure 7.43. Given pky,, gid and maxg;q, A’ checks whether the user
identified by pkg, has already registered for qid and makes sure that the maximum for report
submissions maxg;q is consistent with previous calls. Then A" uses its CorruptMN oracle to obtain
regMN,;; and 7g;4. A’ is not allowed to use this oracle on gidy or gid; but the same restrictions

apply to A with respect to MalRegisterUser as discussed above.

Finally, A’ executes the RegisterUser protocol from the RA’s point of view with A impersonating
the user identified by pkq,. Within the protocol, A’ does not generate the mobile node registration
value for gid but instead uses regMN,; and 74,4 obtained from CorruptMN as described above.
Therefore, A" does not require knowledge of sk 4 to execute the protocol. For A, this simulation

looks identical to the real MalRegisterUser.

MalRegisterQ
This oracle allows A to register as a querier for the query identity gid. MalRegisterQ can be
simulated by A’ through relaying the call to its CorruptQ oracle. For both oracles, the same usage
restrictions apply: They are not allowed to be queried for gid, or gid;.

SubmitReport
This oracle allows A to have an honest user submit a report to the (honest) SP. A is not allowed
to call SubmitReport for gidy or gid; if CorruptSP is called during the experiment. As it does
not return any data, A’ can simulate it by simply remembering the submitted data. Therefore
A’ stores any qid, m for which A has called SubmitReport within the list of submitted reports
SR. Note that as SubmitReport can be called for gidy and gid; in case the SP is not compromised

during the experiment, A’ cannot necessarily generate the corresponding report c.

CollectReports

This oracle allows A to have an honest querier execute CollectReports for a query identity
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if {(pkqs, qid)} ¢ R then
if maxg;q > 0 and (8(qid) == L or
L(qid) = maxy;q) then
L(qid) = maxg;q

"'CorruptMN’, gid

regMNqid, Tgid

RegisterUser®

regMN_;q

if bra = 1then
R =R U {(pky, qid)}
endif
endif
endif

Tqid

Figure 7.43: Simulation of MalRegisterUser oracle queries. The RegisterUser* protocol is identical to
RegisterUser with the exception that the mobile node registration value regMN,,; and
the corresponding proof 74,4, which are send to A during the protocol, are not computed
but replaced with the values obtained by querying the CorruptMN oracle. The other inputs

and outputs are omitted in the figure.
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C A’ A

qid, st
for (gid, m) in SR do
"ReportData’, qid,m||kmac,s7 kmac < M.Gen(1")
¢
forc # Lincdo
"DecodeData’, gid, c
m’ || kfnac
(pkqy, skq) < UGen(CRS)
comq, := Cqy.Com(CRSp,,,» SKey)
M =M U {(comy, m, k,.)}
endfor
endfor
m

Figure 7.44: Simulation of CollectReports oracle queries for corruptSP = 0

a subscription token of his choice and to obtain the resulting output. In combination with
SubmitReport, A can try to forge a subscription token for gidy or gid; which he could use to win

the experiment.

We distinguish between two cases. If the SP has not been corrupted, A’ simulates CollectReports
oracle queries a shown in Figure 7.44. Upon obtaining a query identity gid and a vector of
subscription tokens st, A’ calls its ReportData oracle for all the previously submitted reports
stored in @R together with the subscription token vector st and generating a new message

authentication key k_, for each of them. Note that in case the SP is corrupted later within the

mac
experiment, ReportData is only called for gid, or qid; given that A has called SubmitReport for
the same query identity and therefore already lost the data-hiding experiment. For each element
# L in the report vector ¢ returned by ReportData, A’ calls its DecodeData oracle with the query
identity gid supplied by the adversary. For each report content m’ obtained in this way, A’
generates public bulletin commitment com,, belonging to a new user identity. A list of all the
obtained report contents together with their bulletin commitments and message authentication
keys k.. is sent to A. To A, the simulation behaves like the real oracle. He obtains the content

of all previously submitted reports for which st contains a valid subscription token. Moreover,
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each report is accompanied by a bulletin commitment for a newly generated user identity and an

independently generated message authentication key.

Let us consider the case that the SP has already been corrupted. In this case, A should not have
queried SubmitReport for gidy or qid; as else A would have already lost the experiment. Therefore,
A’ can just use its CorruptMN and CorruptQ oracles to obtain the necessary information to exe-
cute the real oracle code, except for the invocation of RegisterUser within SubmitReport where
the mobile node generation value has to be replaced with the value obtained from CorruptMN

instead of computed (cf. Simulation of MalRegisterUser).

C A’ A

Ko < M.Gen(1") (qido, mo), (qidy, my)

mac

(qidOs m0||kmac)s (qidlamlukmac)’s_)t S_)t = 1

(pkqy, skq) < UGen(CRS)

maxgiq = 1

(rsp,bqs), bra) «— RegisterUser™
W(Pksrp, pkqy, Skfu),
Rﬂ(kaP’SkSP’ pk(u,C, maxqid)

SubmitReport*

b’ b’

Figure 7.45: Reduction proof for data hiding, part 2 case 1. RegisterUser® is a modification of
RegisterUser where the mobile node registration value is not computed but taken from a
report ¢ and the verification of the corresponding proof 744 is ignored. Therefore, the RA’s
key pair and the query identity is not required to execute the protocol. SubmitReport™ is a
modification of SubmitReport where the challenge report c is injected instead of computing
a new report

After the adversary outputs (qidy, mg) and (gid;, my), the experiment distinguishes whether the
SP has already been corrupted and is impersonated by A or not. In the first case (Figure 7.45), that
is the SP has been corrupted, A’ directly forwards the two query identity and message pairs to the
challenger together with an empty vector of subscription tokens st. After obtaining the challenge report
¢ = (regMN

for the simulation of the SubmitReport protocol, A’ simulates the execution of RegisterUser. Hereby,

qid> €1), A’ generates a new user key pair (pkqy, skq;). To generate the report counter token

the regMN_;; from the challenge report is used instead of computing the value using P1RegisterMN.

Therefore, knowing the corresponding query identity or the RA’s secret key is not required.
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A’ now simulates the execution of SubmitReport with A, where A’ plays the role of the user
identified by pkq, and A the role of the corrupted SP. Within the protocol run, A’ does not generate a
data report with PL.ReportData but instead uses the challenge report c. As sy is a valid report counter
token for the same query identity as c, there are no complications in generating the zero-knowledge

proof in the protocol.

If A" accepts the protocol run (which is done on the same conditions as for an honest user), it waits
for the adversary to output a guess b’ for b. This guess is then relayed to the challenger. A’ wins with

the same probability then A.

C A’ A

(qido, mo), (gidy, my)

(qid0> my || kmac)’ (qldl’ my ”kmac)’ 3-% kmac «— M_Gen(ln) st

ol

(pkqy> skqy) < UGen(CRS)

for c in ¢ do
comqy := Cqy.Com(CRS .., skqy)
C* = C" U {(c,comyp)}

endfor

(g*

b’ b’

Figure 7.46: Reduction proof for data hiding, part 2 case 2

Now, let us consider the second case (Figure 7.46) where the service provider has not been corrupted
when A outputs (qidy, my) and (qidy, m;). In this case, A’ delays forwarding (gidy, mo) and (qid;, m;)
and waits for the adversary to send a vector of subscription tokens st as part of the CollectReports
protocol where A plays the role of the querier and A’ the role of the SP. A’ now sends (qidy, mo||k,,,.)

and (qidy, m|lk,,.), for a newly generated message authentication key k

aco together with st to the
challenger. After the challenger responded with a vector of reports ¢, A’ generates a new user ID.
Subsequently, for all reports ¢ in ¢, A’ generates a bulletin commitment com«, using this user ID and
adds (c, comq) to the list of reports €, which is returned to A. The guess b’ that A outputs for b is

relayed to the challenger. Again A’ has the same advantage as A.
Therefore, we have shown that the node privacy of PI implies that Gl is data-hiding, ie. for all A, A’

there exist negligible functions negl, negl” such that

Advyf‘;,CA(n) < negl'(n) = Advgilﬂ(n) < negl(n)
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7.6.2 Subscription-hiding

Theorem 7.13 (Subscription-hiding) IfPI is query private, then GI is subscription-hiding.

Proof We reduce the subscription-hiding property of our instantiation to the query privacy of the
underlying PEPSICo instantiation. More precisely, we assume there exists a successful adversary A,
winning the subscription-hiding experiment of I3PS with more than negligible advantage. We use this
adversary to construct an adversary A’ that breaks the query privacy property of PEPSICo, which

contradicts its security.

c A’ A
Pkra (CRS, td) « Setup(1)
(PKie SKigs Pk s skgp) — SetupRA(CRS)  Pkra Pksp. skgp
qido, qid, qido, qid;
st st
4 (UM

Figure 7.47: Reduction of an adversary on the subscription-hiding property of I3PS to the query privacy
of PEPSICo

The reduction A’ is given in Figure 7.47. It has to generate the CRS and the key pair for the report
limitation mechanism and send those together with the public key of the RA, which is obtained from
the challenger, to the adversary. After obtaining the query identity pair and relaying it to the challenger,
it then executes the CollectReports protocol with the adversary but using the challenge subscription
token instead of computing one. Moreover, as A’ is not interested in the message list I, it can abort
the protocol after receiving the list of reports €*, without encrypting its elements. Lastly, the decision
of the adversary is relayed to the challenger.

Furthermore, in the experiment A has access to the oracles MalRegisterUser and MalRegisterQ,
whereas A’ can use the CorruptMN, CorruptQ, ReportData, SubscribeQuery and DecodeData oracles
from the query privacy experiment from PEPSICo. The oracles available to A are simulated as in the
previous proof (Section 7.6.1). To simulate MalRegisterUser queries, the reduction has to check the
conditions, eg. users are only allowed to register once per query identity, and maintain the lists of
registered users and previously defined report maximums. It uses its CorruptMN oracle to obtain the
mobile node registration value for the queried gid and initiates the RegisterUser protocol with the
adversary. Within this protocol, instead of computing a mobile node registration value, the one obtained
from the challenger is used. Therefore, the RA’s secret key, which is unknown to the reduction, is not

required to execute the protocol.
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MalRegisterQ oracle queries can be simulated using the CorruptQ oracle available to the reduction.
Keep in mind that A is not allowed to query MalRegisterUser and MalRegisterQ for qid, or qid; as well
as A’ is not allowed to query CorruptMN and CorruptQ for these two query identities.

Our reduction A’ is successful whenever A is successful. Therefore, the existence of an adversary A
with more than negligible advantage would contradict the query privacy of PEPSICo and, thus, no such

adversary exists. More precisely, we have shown that for all PPT adversaries A, A’
)2 P
Advgl,ﬂ(n) < negl(n) = Advgl’ﬂ,(n) < negl(n)

where PI is the PEPSICo instantiation used within the I3PS instantiation GIL

7.6.3 Trapdoor-linkability

Theorem 7.14 (Trapdoor-linkability) If GI and E, are correct and P2, P3 and P5 are perfectly sound,
then GI is trapdoor-linkable.

Proof idea

Completeness
Consider a hidden user ID token hid which the SP outputs after a SubmitReport protocol run.
This implies that the proof 7 sent during the protocol verifies, and since P5 is sound, hid can
therefore be generated using E;.Enc. More precisely, there exists m € G, and r € Z,, such that
E;.Enc(pk,, m;r) Z hid. As the message space for E; coincides with the space for user public keys,
m is a valid public key pkq,. By the definition of UGen, there exists a corresponding secret key
sk,

As we assume Gl is correct, an honest user with the key pair (pkg,, skq,) could have obtained a
valid report counter token 5o by executing SubmitReport successfully. Using the randomness r
for encrypting pkg,, this would have led to hid. Hence, any hidden user ID hid appearing within

the view of a successful SubmitReport protocol run can be generated by an honest user.

The proofs for completeness with respect to Collect and Redeem work analogously, using the
soundness of P2 and P3.

Extractability
The trapdoor td contains the secret decryption key sk_ corresponding to pk,_. For an honest user,
hid is the encryption of the user’s pky, under pk,. Hence, we can set ExtractUID(td, hid) :=
E;.Dec(sk,, hid), which outputs pkg,. This works with respect to all three protocols in question:
SubmitReport, Collect and Redeem.
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7.6.4 Owner-binding

Theorem 7.15 (Owner-binding) If the Co-CDH assumption holds and P1, P2, P3, P4 and P5 are per-
fectly Féjl,) - Fg,) - Fg(z) - Fé;)- and Fg,) -extractable, respectively, Cy, Csp and C are ng, ngp and F‘;‘;
binding, respectively, S is EUF-CMA secure and E; is correct, then GI is owner-binding.

The owner binding property is split into multiple experiments which are each required to only return
one for any adversary with negligible probability. In the following, we give separate proofs for each of

the experiments.

Owner-binding wrt. Issue and RegisterUser

Lemma 7.16 (Owner-binding wrt. Issue and RegisterUser) If the Co-CDH assumption holds and
P1 and P4 are perfectly ngl,) - and F‘g(;,) -extractable, respectively, then Gl is owner-binding with respect to
Issue and RegisterUser.

Proof Idea The Issue protocol is the same as in BBA+, wherefore the same proof idea holds. Our
definition also covers the RegisterUser protocol. However, the changes made to the included issue
protocol do not affect the proof (cf. [Har+19]).

Due to the extractability property of P1 and P4, g;k“ can be extracted from the proofs given dkuring the
Issue and RegisterUser protocols. This value is a solution to the Co-CDH instance g1, g2, g; “ = pkq,.

Owner-binding wrt. SubmitReport

N . (4) (5)
Lemma 7.17 (Owner-binding wrt. SubmitReport) If P4 and P5 are perfectly F,, - and F,, -extract-
able, respectively, Csp is ng -binding, S is EUF-CMA secure and E; is correct, then GI is owner-binding

with respect to Collect and Redeem.

Proof idea The proof works analogously to the owner-binding with respect to Accum and Verify
proof of BBA+ (cf. [Har+19]). Consider the first call to MalSubmitReport that fulfills the winning
condition, ie. the adversary did call MalSubmitReport successfully for an extracted public key pk7, for
which there has been no successful call to MalRegisterUser before. The soundness of the NIZK proof,
the ngp-binding property of Csp and the correctness of E; ensure that the public key pky, extracted
from the corresponding NIZK proof and the key pky, extracted by ExtractUID(td, hid) are well-defined
and identical.

Now, there are two cases to be distinguished. Let com’ be the commitment from the NIZK proof.
Either com’ is a fresh commitment or it is a replayed commitment from a previous protocol invocation.

In the first case, the EUF-CMA security of the signature scheme S would be violated, as proofs only
verify for signed commitments and the commitment has not been signed under sk g, before. In the
second case, the adversary has to have equivocated an old commitment for some &ﬂ to pkq,. This

contradicts the Fgf—binding property of Csp.
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Owner-binding wrt. Collect and Redeem

Lemma 7.18 (Owner-binding wrt. Collect and Redeem) If P1, P2 and P3 are perfectly F(é;) - Fg(f,)—
and Fg,) -extractable, respectively, Cr is Fg]p—binding, S is EUF-CMA secure and E, is correct, then GI is

owner-binding with respect to Collect and Redeem.

Proof idea The proof works analogously to the proof for Lemma 7.17, ie. the proof idea from BBA+
still holds (cf. [Har+19]).

Owner-binding bulletin mechanism

Lemma 7.19 (Owner-binding bulletin mechanism) IfP3 and P5 are perfectlng(;) -and Fg(f,) -extract-
able, respectively, Cr, Csp and Cq are Fé;;, Fg‘if and F;; binding, respectively, and E, is correct, then GI
has an owner-binding bulletin mechanism.

Proof idea We adapt the proof idea for Lemma 7.17. Consider the first call to MalCollect that fulfills
the winning condition, ie. the adversary did collect incentives for a (pkq,, comq,) which has not been
used within a successful call to SubmitReport before. However, there must have been a successful call
to SubmitReport for com«y for a different user, ie. (EE(H, comey) € B, as otherwise com« would not
have been on the bulletin board and, therefore, could not have been collected using MalCollect. The
soundness of P5, the ng—bindin:g\ ;,)roperty of Csp, the ngl;—binding property of Cy E’l_l’\ld the correctness
of E; ensure that the public key pkq, extracted from the corresponding NIZK proof, pk,, and the public
key com,,, can be opened to are identical.

In the MalCollect call, the soundness of P3, the Fg‘;-binding property of Cy, the FQ; -binding property
of C and the correctness of E, ensure that the public key pkq, extracted from the corresponding NIZK
proof, pkg, and the public key com., can be opened to are identical.

Therefore, the adversary has to have equivocated the commitment com« for ﬁﬂ to pkg,. This

contradicts the Fg‘;-binding property of Cy.

7.6.5 Limit-binding

Theorem 7.20 (Limit-binding) If P4 and P5 are perfectly sound and perfectly F(éz) - and Fg(f,) -extract-
able, respectively, Csp is FgSPP -binding, S is EUF-CMA secure and E; is correct, then Gl is limit-binding.

Proof We adapt the proof idea for the balance-binding property of BBA+. The proof consists of a
series of Game hops, starting with the original limit-binding experiment and modifying it until the
adversary has no chance to win. If the adversary could distinguish between two consecutive games,
we could use the adversary to construct a new adversary breaking the security of one of the building
blocks of the protocol.

Let us only consider report counter tokens for a fixed query identity cﬁ?l and, therefore, a fixed mobile

node registration value wqi 4 contained in 7gp. Note that the probability that two query identities
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have the same mobile node registration value is negligible. Note further that the first MalRegisterUser

call of the adversary A also fixes the report limit max4;q > 0, because of the definition of the oracle.
LB-game-1

We denote the advantage of A in game i with Adv o

(n). The following proof works for any
(qid, maxg;q) pair.

Game 1

LB
GLA

of the internal details of all successful transactions from the SP’s and ISP’s point of view.

We start with the original limit-binding experiment Exp Additionally, the game keeps track

For every successful (bgg = 1) call to MalRegisterUser a record (pkgq, 7, com,s”,CTR =

out?
g?aqid) is stored. Hereby, pkq, is the user’s public key, given as an input to the RA, 7 is the proof
sent by U to the RA and comyyt = com and s’ are the commitment and random value sent to U
by the RA. CRT is the G, element representing max 4,4, which is the value crt should be initialized
with during RegisterUser. We use its G; element, as we want to compare it with values we can

extract from the proofs received during calls of the MalSubmitReport oracle.

s,s”",CTR)
is stored. Hereby, pkq, is the public key extracted with ExtractUID, 7 and s are the proof

For every successful (b7 = 1) call to MalSubmitReport a record (pkq,, 7, com;,, com

in’ out?

and the token version number send by U, com;, = com is the commitment extracted from 7,
comeyt = com™ and s”’ are the commitment and random value send to U by the SP and CTR
is the current report counter as a Gi-element which can be extracted from x as P5 is perfectly

extractable.

By definition, we have that

Advy 57 (n) = Advis 4 () (7.1)

Game 2
We first ensure that the submitted reports contain the correct mobile node registration value

regMN_;;. Therefore, we modify the experiment as follows: After every successful SubmitReport
)
transaction, where ¢ = (regM N:‘ﬂ. 1) has been submitted, the experiment verifies that regMN; J=

_re’g—/\TNqid. If this is not the case, then the experiment aborts and returns 0. We call this event

failure event F; (wrong query identity).

In case F; occurs, let 7ec := (ﬁ,u, 7T, COMip, COMout, S, S 5T\R) denote the record on a new success-
ful MalSubmitReport call. A signature o on the new message (regM N; ., COMin) can be extracted
from 7, which has to be valid due to the soundness of P5. Hence, in this case we can construct an

adversary 8B, against the EUF-CMA security of S with the advantage

Advg s M (n) = Pr[F] (7.2)

Game 3

Let us picture the set of successful transactions as a directed graph. For each transaction, there is
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a node within the graph labeled with the corresponding record. There is an edge from node A to

node B if A’s comqy; label equals B’s com;, label.

For the third game, we modify the second game as follows: On every successful MalSubmitReport
call, the experiments verifies that there exists a predecessor MalRegisterUser or MalSubmitReport
record. More precisely, let rec := (Z’E(L{’ T, COMip, COMoyt, S, S, C”ﬁl) denote the record on a new
successful MalSubmitReport call. If no previous record satisfying com,yt = com, exists, then the

experiment aborts and returns 0. We call this event failure event F, (no predecessor commitment).

Note that if F, occurs, a signature o for the new message (regMN_. . ¢omiin) can be extracted from

qid>
7, which has to be valid due to the soundness of P5. Hence, in this case we can construct an

adversary 8B, against the EUF-CMA security of S with the advantage

Advig MA(n) = Pr[ ] (7.3)

In case F, does not occur, every commitment com;, used within a MalSubmitReport call has been
generated in a previous transaction, which means that in the transaction graph, the indegree of

every node representing a MalSubmitReport transaction is at least one.

Game 4
In the fourth game, the experiment additionally verifies that the indegree of every node in the
transaction graph is at most one. More precisely, the experiment additionally checks whether
com;, occurs in more than one previous transaction as comey. If this is the case, the experiment

aborts and returns 0. We call this event failure event F; (two predecessor commitments).

Let recy and rec; be the record of two such predecessor transactions, containing the random

numbers s;" and s;’, which have been sent to U during these transactions. We split the event into

S/’:S//) (s//is//) A 3
two subevents F, ' and F, °" " based on whether s;" and s;” are identical.

Note that s;” and s;" have been chosen uniformly at random from Z, by the SP. Therefore, for
(S//:s//
F 1

50 , we have that

mZ

(sg=s7 1 124
Pr [F33° 51)] =Pr[FsAs) =s]] < (7.4)

where m is the polynomial bound on the number of MalSubmitReport queries.

2"
sy =s1)

For F;

recy such that the corresponding implicit message vectors differ in the token version number

, we can extract two valid openings for com;, for the proofs included in rec, and

component. If this case occurs, we can construct an adversary C, against the Fgfv -binding property
of Csp with the advantage

SP 1o
Fg, -binding

AdessD,Co

(n) = Pr [ngf)':s?')] (7.5)

Note that in case F5 does not occur, the indegree of every node representing a MalSubmitReport
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transaction is exactly one.

Game 5
We modify the previous game with an additional check if com;, has already occurred as com;, in
a previous transaction. If this is the case, the experiment aborts and returns 0. We call this event

failure event F, (two successor commitments).

Let rec be such a record with the commitment com;, = com;, extracted from the proof 7 and s

being the token version number send by U. We distinguish two different subevents, F. is:@ and
F4($¢§), based on whether s = 5.
For F, is=’s‘)’ due to the winning condition of A excluding this case, we have that

Pr|Expgy & () = 1A F [ =0 (7.6)

In case F is;@ occurs, we can extract two implicit messages M # M and opening values d, d from
7 and 7 for com;, = comiy, respectively. Therefore, we can construct an adversary C; against the
Fgf) -binding property of Csp with the advantage

F7 -binding

Adv 7

ot () = Pr [Ff*@] (7.7)

If F4 does not occur, every node in the transaction graph has an outdegree of at most 1.

Game 6
In the sixth game, the experiment verifies for every MalSubmitReport node that the same public
key has been used as within its predecessor node. More precisely, the experiment additionally
checks for each new MalSubmitReport call rec if for the previous record where com;, occurred as
comgy: (there is exactly one by now) it also holds that the included user public key pkq, = ;;E,u. If
this is not the case, the experiment aborts and returns 0. We call this even failure event Fs (token

sharing).

Let rec be such a previous record containing come,: = com;, but pkq, # f)T(Z, and the proof 7.
As P4 and P5 are sound and extractable and E; is correct and, therefore, perfectly binding, two
different implicit messages M # M and opening values d, d for COMgyt = COMi, can be extracted
from 7 and 7. Therefore, an adversary C, on the Fg‘?f-binding property of Csp can be constructed
with the advantage

F3Y¥ -binding

Adv ?

CapC,  (n) =Pr[Fs] (7.8)

Note that so far, if no failure event occurs, then each MalSubmitReport node in the transaction
graph has exactly one predecessor and at most one successor, which are both associated with the
same user ID as the node itself. As there can be at most one successful register user call per pkq,

by the definition of MalRegisterUser and the outdegree of the corresponding node is also limited
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to at most one, there is only one such path per user ID. So to verify that the reporting limit has

not been exceeded, we can check the length of these paths.

Game 7
In the seventh game, we verify that the counter values stored in the report limitation tokens are
correct alongside the path, ie. the report counter value is decreased by one with each step along
the path. On each new SubmitReport transaction, we check for the corresponding record rec
and it’s predecessor record rec with comyys = com,, and the extracted counter value CTR (as G;
element) it holds that CTR = CTR - g; ! in case that rec is a record for a MalSubmitReport oracle
call. If rec is a MalRegisterUser record, we check whether CTR = CTR. If the check fails, the

experiment aborts and returns 0. We call this event failure event Fg (wrong claim).

If Fs occurs, we can extract two openings for comys = comiy, from 7 and 7 with different (implicit)
report counter values. Therefore, we can construct an adversary Cs on the Fgf—binding property

of Csp with the advantage
F3Y -binding

Adesw,Cs

(n) = Pr[Fs] (7.9)

Game 8
At the end of the experiment, before returning 1 to A we now additionally check for each pkg,
used within the experiment that there are no more than nTchq,-d + 1 (1 MalRegisterUser + rﬁcﬁcq,—d)
MalSubmitReport calls) successful transactions associated with pkg,. If the check fails, we return

0 instead. We call this event failure event F;.

In case F; occurs, because each successful transaction is part of the unique path of pk,, within the

transaction graph, there has to be a path longer than maxg;q + 1. As the for the first and second

Max gid

node in the path, we have that CTR = g, and each subsequent step reduces the counter by

one, in step maxq;q + 2 it holds that CTR = ¢ = 1. As P5 is perfectly sound, we have that

Pr[F;] =0 (7.10)

Note that A cannot win Game 7.
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Combining Equations (7.1) to (7.10), we obtain

AdvER 7 (n) = Advg &7 (n)

1

= Pr |Exp™P&amel (p) Ziaa (VL, F,-)] +Pr [ExpLB'game'l(n) Z1A (Vi Fi)]

= Advé}i';ameq(n) +Pr [ExpLB'game'l(n) Z1A (Vi Fi)]

< Pr[F,] + Pr[F,] + Pr[F;] +Pr [ExpLB'game'l(n) Z1A F4] +Pr[F5] +Pr[Fq] +Pr[F,]

"_

< Pr[F,] +Pr[F,] +Pr [F§° = ] +Pr [ng”i/) ] +Pr [ExpLB‘gm-1 (n) 21 A FS™ ]

+Pr [Fj*g] +Pr[F5] +Pr[F] +Pr[F]

2 SP i3 SP i 3
EUF-CMA EUF-CMA m_ Fg, -binding Fg, -binding
< Ade,BO (n) + Advg (n) + » + Advcsp,c0 Cap.Cr (n)

B, (n) + Adv

FS? binding
gp
+ Adv Cop.Co

SP i1
Fg, -binding

(n) + Advcsq)’c3 (n)

as m is polynomial in n, S is EUF-CMA secure and Csyp is F&P-binding, this advantage is negligible.

7.6.6 Balance-binding

Theorem 7.21 (Balance-binding) If P1, P2 and P3 are perfectly Fg;,) - F(g(,f,)- and Fg,) -extractable, re-

spectively, Cr is F‘é, -binding, S is EUF-CMA secure and E; is correct, then GI is balance-binding.

Proof idea As our notion of balance-binding is essentially the same as within BBA+, the proof given
in [Har+19] holds. The proof works analogously to the proof of Section 7.6.5 but storing the balance W
and the accumulated/redeemed incentive values v instead of CTR in the records. Moreover, in Game
6, the experiment checks if the balance of the current record equals the balance contained within the
previous record modified by v (W = W - g7 for Collect, W=Ww-. g;° for Redeem).Game 2 and Game
7 are not required, as the goal of the adversary is to claim a false balance and the balance tokens are

independent of gid.

7.6.7 Double-spending detection

Theorem 7.22 (Double-spending detection) IfP1, P2, P3, P4 and P5 are perfectly Féll,) - Fg,) - Fg(z) -
Fg(;l,)— and Fg(;,) -extractable, respectively, Cr and Csp are additively homomorphic and ng;,—binding and
Fgf -binding, respectively, S is EUF-CMA secure and E. is correct, then Gl ensures double-spending de-

tection.

Proof idea We adapt the proof idea from BBA+ to incorporate the report limitation mechanism (cf.
[Har+19]). Let comy, 7y and comy, 7r; denote the commitment and proof, and s, = s; the token version

number contained in view, and view,, respectively. Furthermore, let zy = (t,u) and z; = (t',u;).



134 7 Advanced model

We consider each of the three winning conditions separately. For the first condition, we have that
pk,(l(;) * pkngl). We distinguish three subcases:

comgy = comy
Because of the correctness of E; and the soundness of P2, P3 and P5, this commitment can be
opened using pkg;) and pkfl}). Therefore, by the extractability property of the proofs, we can
extract two valid, implicit messages M® # M) and two openings d?), dV) for the commitment
comy = com;. This violates either the Fé)—binding property of Cr or the Fgf—binding property of
Csp.

comgy # com; and comg or com; is new
Either comg or com; did not occur in any previous transaction as a message sent from the 7 or
SP and neither within a token issuing (via MalRegisterUser or Mallssue). In this case, A has
managed to forge a signature in the name of the SP or ISP for this commitment, violating the
EUF-CMA security of S.

comy # comy and comy and com; occurred before
In this case, the commitments are already associated with some token version numbers s; and s,
which have been chosen uniformly at random. This is ensured as these token version numbers are
generated by a Blum-like coin toss between the adversary and the ISP or SP. Even if the adversary
cheats on his share s’, adding the uniformly random s”” using the additive homomorphism of the
corresponding commitment Cy or Csp ensures that s is random. Therefore, the probability that
the two version numbers generated by the protocols are equal is negligible. Hence, the adversary
can equivocate at least one of the commitments for the winning condition sy = s; to occur with

more than negligible probability, violating the binding property of the commitment.

For the second winning condition, we have that IdentDS(pk 7, dstag,, dstag;)) # (pk(o), IT). Let us
consider dstag, = (s, (t,uz)) and dstag, = (s, (t,u;)), where t = sk )uz +u;and t’ = sk(l) 5 +uj. Note

that IdentDS(pk s, dstag,, dstag,) = (pk(o) sk(o)) if the following conditions are satlsﬁed sk(o) = sk(l)
sk
pk(o) = 91 , U # uy and u; = u;. We show that these conditions are satisfied with overwhelming

probability, implying that this case can only occur with negligible probability.
We can assume that pk,(LO() = pk%) as otherwise we would be in the first case. Considering 7y and 7,

from the soundness of P2, P3 and P5 the correctness of E; and the languages used within the proofs, it

k0
follows that pkg)() = g1 k(l) = g1 and sk(o) = sk(l) Moreover, as u; and u; are chosen uniformly
at random from the ISP or SP, u, # u; holds with overwhelming probability. The remaining possibility
to violate the conditions of IdentDS would be if u; # u]. We distinguish between three subcases based

on the commitments com, and com;, similar to the first case.

comgy = comy
The extractability of P2, P3 and P5 allows us to extract two implicit messages M, and M; and

corresponding opening values for this commitment from 7y and 7;. M; includes g;* and M,
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. u . .
includes g,'. Therefore, u; # uj violates either the Fg;, property of Cr or the Fgf property of
Csp based on whether comy = com; is a commitment for the incentive or the report limitation

mechanism.

comg # com; and comy or com; is new
In case either of the commitments has not occurred within a previous transaction, the EUF-CMA
security of S would be violated as the extractability and soundness of the proof systems would

allow the extraction of a valid signature for the new commitment from the corresponding proof.

comg # com; and comg and com; occurred before
In this case, the token version numbers generated by the protocol runs are only equal with
negligible probability. Hence, the adversary has to be able to equivocate at least one of the
commitments comgy and com; for sy = s; to hold with more than negligible probability, violating

the binding property of the corresponding commitment.

For the third and last winning condition, we have that IdentDS(pk 7, dstag,, dstag,)) = (pk(o), IT)
but VerifyGuilt(pk, pk(o), IT) = 0. From our definition of IdentDS and VerifyGuilt, it follows that

this case cannot occur.

7.6.8 Verifiable delivery

Theorem 7.23 (Verifiable delivery) IfPI is node private and M is EUF-CMA secure, then GI provides
verifiable delivery.

Proof idea To win the verifiable delivery experiment, A has to provide a valid MAC tag ty, for
mac- 1 A would be able to do this without the
the EUF-CMA security of M would be violated.

Let us assume there exists an adversary A that can successfully extract the message authentication
key k
of PI. A’ simulates the verifiable delivery experiment for A replacing the RA’s public key pkg 4 with

the key provided by the challenger. It then generates two message authentication keys k,(r?gc and kfjgc

com« ||rqy under the message authentication key k
knowledge of k

mac’

mac from the experiment. We use this adversary to construct an adversary ‘A’ on the node privacy

and chooses a random query identity and message gid, m. It calls its CorruptSP oracle and sends
((qid, m||kl(1?gc), (qid, m||k§}§c)) to the challenger. The mobile node registration number contained in

the challenge report ¢ = (regMN ., ¢1) is used within the simulation of RegisterUser and c is then

id>
injected into the SubmitReport pzotocol, replacing the one that would otherwise have been internally
computed. This removes the need to know RAsk and regMN,;;.

The MalRegisterUser and MalRegisterQ oracles available to A can be simulated by A’ using its
CorruptMN and CorruptQ oracles. As A does not know gid there is only a negligible possibility that he
registers a user identity for this query identity, which would result in (A’ loosing in its experiment. In
fact, if A would be able to extract the query identity from c, we could similarly use this to break the

node privacy of P Note that A" could also use its knowledge of regMN_;; to simulate the oracle.
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A’ exploits the fact the subscription token st;,, is equivalent to the mobile node registration value

regMN_;; contained in the report ¢ = (regMN_., c¢1) to simulate the execution of the CollectReports

qid>
protocol. To detect modification, A’ compares the report c* returned together with com«, with c. Note
that we use an ANO-IND-ID-CCA secure IBE scheme within PI which is therefore not homomporphic.

If A is successful in extracting k.., A’ can compare it with k,(r?a)c and kfjgc and return the according

mac’

bit b’ to its challenger to win the node privacy experiment.

7.6.9 Transaction unlinkability

Theorem 7.24 (Transaction unlinkability) IfP1, P2, P3, P4 and P5 are composable zero-knowledge,
Cr, Csp and C are equivocable, E; is IND-CPA secure, PI provides report unlinkability and the VRF F

used within PI is correct and unique, then GI provides transaction unlinkability.

Proof The proof follows a series of game hops, similar to the privacy-preserving proof of BBA+

TU-real
GLA

. Hereby, we denote the experiments of the ith intermediate game by ExpTU_game_i. We further

. GLA
gﬁame_l with Honlssue;, HonRegisterUser;, HonSubmitReport;,

HonCollect;, HonRedeem; and Corrupt;. Setup; denotes the implementation of the setup algorithm

[Har+19]. We start from the real world experiment Exp and modify it in several steps until we reach

TU-ideal
GL A

denote the oracles available to A in Exp

Exp

used at the beginning of the experiment to generate the CRS. Note that the adversary additionally has

access to HonUser, which remains unchanged between the games.

Game 1
We start with Expgg;,f(eal(n), that is, in Game 1 we set
Setup; := Setup HonCollect; := RealHonCollect
Honlssue; := RealHonlIssue HonRedeem; := RealHonRedeem

HonRegisterUser, := RealHonRegisterUser Corrupt, := RealCorrupt
HonSubmitReport, := RealHonSubmitReport

Game 2
In the second game, we modify Setup, such that we generate all the CRSs for the zero-knowledge
proofs and commitments in a way that we can simulate the corresponding proofs and equivocate

the corresponding commitments, respectively. The full algorithm is given in Figure 7.48

As P1to P5 are composable zero-knowledge and Cy, Csp and Co are equivocable, A can distinguish

between Game 1 and Game 2 with at most negligible advantage.

Game 3
In the third game, we exchange all the zero-knowledge proofs within HonIssues, HonRegisterUsers,
HonSubmitReport,, HonCollect; and HonRedeems with simulated proofs using the correspond-
ing proof simulators SimProof’ (cf. Section 3.11). Note that in opposite to SimProof, SimProof”

takes the witness and returns L if the statement and witness pair is not in the language.
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Setup,(1")

gp = (G1,Gy, Gr, e, p, g1, g2) < SetupGrp(1”)
hk « HGen(l”)

(CRS
(CRS td ) « Csp.SimGen(gp)

comgp’ - comgp

(CRSme td comy ) « Cv,.SimGen(gp)
(sk,, pk,) < E;.Gen(gp)

(CRSpok] spok; ) < SetupSPoK(gp, (tdcomI dcom(v)
(CRSpOkSP,td

CRS,, ke < PL.SetupVRF(gp)

CRS = (gp, hk, CRS,ory - CRS o - CRSop - Pk, CRS gy, CRS oy CRS
tdg;,, == (sk,, td

td_ td. td., .td
return (CRS, tdg;,,)

) « Cz.SimGen(gp)

com] com

) « SetupSPoK(gp, td

spokgp comsy,)
pokPI)

comz> “Ycomgp? - comg,? “Uspokz? spokS,;)

Figure 7.48: Setup, algorithm

To show that Game 2 and Game 3 are indistinguishable, we use a nested game proof argument.
First, note that the statements that are proven are correct and, therefore, SimProof’ never returns

1 but always a simulated proof.

In Game 3.1, we only replace the proofs for P1 with simulated proofs. We now assume there
exists an adversary A’ that can distinguish between Game 3.1 and Game 2 with non-negligible
advantage. We construct an adversary A" against the composable zero-knowledge property of
P1 as follows: A’ runs A’ internally and simulates the experiment and all the user oracles.
However, CRS,,, is replaced with the CRS from the challenger and all internal calls to P1.Prove
are forwarded to A’”’s oracle that either returns a real or simulated proof. Finally, A" outputs the

same decision as A’. Note that A" has the same advantage as A’

Game 3.2 to 3.5 work analogously by replacing all proofs within P2 to P5, one proof system at a
time. In the proof, when replacing P4 and P5, CRS, o, has to be replaced with the CRS from the
challenger. Note that in Game 3.4 (where we replace P4), A’ is further restricted as he only has
access to the transcript of the interaction. Moreover, in any case, ‘A’ has to simulate all proofs
for the previously replaced proof systems. This is possible as A"’ gets the simulation trapdoor

td,,k in the zero-knowledge game.

Game 4
We now replace all commitments with simulated commitments. If a user gets corrupted, the
commitments are equivocated to contain the correct user secret key, balance or counter value and
query identity, whichever is applicable for the corresponding commitment scheme. For the token
version number s and the user randomness u; in Cy and Csp, new random Z.,, elements are chosen.

Additionally, before calling UVer sp or UVer z, the corresponding commitment is equivocated to
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contain the user secret key skq, := 0, a query identity gid := 0, if applicable, and a known balance
or counter value such that it is still possible to verify if A modified the commitments correctly.
As the statements proven with P1 to P5 are no longer valid, the corresponding proof simulator

algorithms SimProof have to be used directly instead of the wrapper SimProof”.

Again, we show that Game 3 and Game 4 are indistinguishable by a nested game proof argument.
More precisely, we use two levels of nested arguments. We first define the games Game 4.1, 4.2,
and 4.3 in which we replace all the usage of Cy, Csp, and Cy, respectively. We only give a proof

for the indistinguishability of Game 3 and Game 4.1 as the two remaining steps work analogously.

To show the indistinguishability of Game 4.1 and Game 3, we assume there exists an adversary
A’ distinguishing those games with non-negligible advantage. We define the games Game 4.1.i
for i € [0,m] as follows: In Game 4.1.i, the first i C; commitments that are sent to A are replaced
with simulated commitments generated with C7.SimGen. Hereby, Game 4.1.0 equals Game 3 and
Game 4.1.m is equal to Game 4.1. As A’ can distinguish Game 4.1.m and Game 4.1.0 there exists
an index i such that (A’ can distinguish between Game 4.1.i and Game 4.1.(i — 1). We use this
to construct an adversary A’ on the equivocability of Cy. A’ runs A’ internally and simulates
the experiment and the oracles for A". As A” gets the commitment trapdoor td,,, from the
equivocability challenger, it can generate the first i — 1 Cy-commitments with C7.SimGen and
equivocate for UVer ; and Corrupt. Moreover, A’ has the ith Cr-commitment be generated by
the challenger. All remaining Cr-commitments are generated by Cr.Gen as in the real world

experiment. A’ has the same advantage as A’ has in distinguishing Game 4.1.i and 4.1.(i — 1).

Game 5
In the fifth game, we modify HonSubmitReport, as follows: Let pkq, be the user identity and
qid be the query identity used within the call. If there was at least one successful call to
HonSubmitReport; for pkq, and gid between this call and the last call to Corrupt; for pkq, or the
successful call to HonRegisterUser; for pk,, and gid took place after Corrupt, has been called,
then the value t, which is used during the corresponding interactive protocols as part of the

double-spending detection mechanism, is chosen randomly and not calculated as t := skq uz + u;.

Analogously, we modify HonCollect; and HonRedeems, by choosing t randomly if there was
at least one successful HonCollect; or HonRedeems call between this call and the last call to

Corrupt; for the same user identity.

Excluding a transaction directly following a corruption of the user is necessary as in this case, A
knows uy, u; and skq, when getting ¢ and can, therefore, check if t was created honestly. Note
that we do not have to distinguish between HonCollect; and HonRedeems calls as they use the
same token.

. . . . . U U,qid
For transactions not directly following a corruption where the corresponding token 7;* or 7,

is exposed, A does not now u;, which is chosen uniformly at random in every transaction in

Game 4. Therefore, t looks uniformly random to A as it is the case in Game 5, which is why A
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cannot distinguish those two games.

Game 6
We replace the encryption hid of pky, within HonSubmitReport,, HonCollects; and HonRedeems
with an encryption of ¢¢ = 1. However, we do not change the cleartext pkq, used within the
identifying protocols Issue and RegisterUser, as they are part of the proof statement and,

therefore, the change could be easily detected by A.

To show that this modification is indistinguishable from Game 5, we assume there exists an
adversary A’ distinguishing between Game 5 and Game 6 with non-negligible advantage. We
define Game 6.0 to Game 6.m by replacing the encryptions one by one in the same order as they
are sent to A. Hereby, Game 6.0 equals Game 5 and Game 6.m equals Game 6. In Game 6.i, the
first i hids are replaced with an encryption of 1 while the following are encryptions of the real
pkqs. As A’ can distinguish between Game 6.0 and Game 6.m, there exists an index i such that
A’ can distinguish between Game 6.i and Game 6.(i — 1). We use this to construct an adversary
A’ on the IND-CPA security of E;. Note that A’ never gets the decryption key sk,. A" runs A’
internally and simulates the experiment and the user oracles for A’. Up to the (i — 1)th hid, A"
generates them as encryptions of 1. For the ith hid, A" sends (pkq, 1) to its challenger C and
uses the encryption obtained for C. All following hids are generated as encryptions of pkq,. The
decision of A" is the same as the decision of A’. In this construction (A”” has the same advantage

as A’ has in distinguishing Game 6.; and Game 6.(i — 1).

Game 7
In Game 7, for all (pkq,, qid) where the user identified by pkq, has not previously been cor-
rupted while already registered for gid, we replace the report counter token zgp used within
HonSubmitReport, with a 7,
previous successful calls to HonRegisterUser, for the same gid.

randomly chosen from all the report counter tokens observed in

We assume there exists an adversary ‘A’ distinguishing between Game 6 and Game 7 with non-
negligible advantage. Note that as we already simulate the proofs within RegisterUser, only the
mobile node registration value from the report counter token is used to execute SubmitReport.
Therefore, as long as all the mobile node registration values for the same query identity gid issued to
users played by the experiment are equal, the modifications made in Game 7 are not observable by
A’. Let, therefore, regMN qid * regM N:*]i 4 be two different mobile node registration values send by
A’ during two successful RegisterUser protocol runs for the same query identity gid. Let further

Tgiq and T[;i 4 be the corresponding VRF proofs send by A’. As the user accepted the protocol
run, it holds that F.Verify(pkg, qid, regM Nqid’

which is a direct contradiction to the uniqueness of F.

? . . . e N ?
7qia) = F.Verify(pky, qid, regMNqid, ﬂ'qid) =1,

Figures 7.49 to 7.53 show the behavior of Us;n, in Game 7 and Figure 7.54 the Sim algorithm used

within Corrupt,, accumulating the changes made in the previous games.
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Usim (tdgim, pk 7, pkey) I (pkyz,skyz, pkqy)

s’ up — Zy

(com’,r") « Cr.SimCom(gp)
stm = (com’, pkqy)

7 = P1.SimProof(CRS . . tds,ok - stm)

com’,

stm = (com’, pkqy)
if P1Verify(CRS,q,.stm,7) = 0 then
return 0

endif

s" Zp

(com”,d"") « Cr.Com(CRSqp .+
(s”,0,0,0))

’

com := com’ - com

o « S.Sign(skz, com)

com,d”,o,s”

s:=s’+s” mod p
d’ « Cr.Equiv(CRS
d:=d-d"

7:= (com,d, 0,s,u1)

,(5,0,0,u1),r")

COI’TII’ tdcomI

0
if UVer 7 (pkz,1.0.7,0) = 0 then return (L, 0)
endif

return (L, 1) return 1

Figure 7.49: Behavior of Us;,, during the Issue protocol in Honlssue;
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RegisterUser (”LISim (tdgim, Pk sps Pkess qid), RA(pkggs skea, pksps sksp, pkqy, qid, maqu-d)>

Usim (tdg;p,, pk sp, pkyy, gid)

maxgiq
s’ uy — 2,
(com’,d") « Cgp.SimCom(gp)
stm « (com’, pkqy, g;naxqid)
7« P4.SimProof (CRS,o > tdspok g, STM)
com’,
regMN,;4, com, d’, o,s"

s:=s"+s” mod p

d" — Csp EQuiv(CRS o, tdcom,g,:
(3, maxqid’ 0: ul)) r/)

d=d-d’

tsp = (com,d, 0, s, u1, regMN ;4. maxg;q)
?
if UVersq)(kap, 1,0, Tsp) =0 then
return (L, 1,0)
endif
return (75p, 1)

Rﬂ(pkm, Skm, kaP, Sksp, pk(L{,
qid, maxgiq)

maxgid

stm « (com’, pkess 9 )

if P4.Verify(CRS ,stm, 1) 20 then

pokgsp
return 0
endif
s — Zp
(com”,d") CSP'Com(CRScomSp’
(s”,0,0,0,0))
’”

com := com’ - com

regMN;q < PLRegisterMN(pkra,
skra, qid)

o « S.Sign(skgp, com)

return 1

Figure 7.50: Behavior of Us;, during the RegisterUser protocol in HonRegisterUser,
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Submi tReport (Usim (tdg;, Pkras Pksps gid, Tspr M), SP (pkgp, skgp))

Usim (tdsim. Pkra Pk sp. 4id, Tgp. m)

Uz

Kpac < M.Gen(1™)

mas
—_— T~~~ — *
(com,d, 0,5, u1, regMNqid,ctr) =Tgp

¢ < PLReportData(pkg4, regMN_. 4, gid, m||k

qid> mac)
(comeay,dqy) « Cqp.SimCom(gp)

t—2Zp

r,s’, u{ — Zp

hid := E;.Enc(pk,, 1;7)

(com’,r") « Cgp.SimCom(gp)

stm = (com’, g5, t, ug, regMN

7 < P5.SimProof(CRS

gia-hid)

,td ,stm)

pokgp® ““spokgp

¢, comqy, com’, s, t, m, hid

* 1’ * 144
com*,d", o, s

s"i=s"+s"” modp
d" = Csp EQUiV(CRScom s tdeomg,,» (57 1,0, up). 77)
d* — d/ . d/,
*® 4
u; = uj

Tgp = (com™,d"*, o",s", u], regMN;q, 0)

if UVer sp (pk g, Pk sy Tp) = 0 then
return (L, 0)

endif

Ty = (comey, dey)

return (7, 1, 1)

u — 7,

z = (t,ug)

dstag = (s, 2)

(regMNg g4, ¢1) == ¢

stm := (com’,gi, £, ug, regM Nqid’ hid)

if PS.Verify(CRSPOkSP,stm, ) z 0 then
return (L, L, 1,0)

endif

s — ZP

(com”,d"") « Cgp.Com(CRS
(s”,-1,0,0,0))

comgp?
* ’ 144
com =com -com

o « S8.Sign(skgp, regMN ;4. com™)

return (c, com.,, dstag, hid, 1)

Figure 7.51: Behavior of Us;m, during the SubmitReport protocol in HonSubmitReport;
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Collect (Usim (tdg;, pk 7, comay, ko). I (pk 7, sk, comq,, ra7,0) )

Usim (tdg;,,,, pk 7, comay, m) I(pky,sky, comy, ro,v)

Uz, r,0 Uy — ZP

t—7Zp

r,s’, u{ — Zp

hid := E;.Enc(pk,, 1;7)
(com’,r") «— Cr.SimCom(gp)
stm = (com’, comy, g3, t, uz, hid)

7 = P2.SimProof (CRS . tdgyol - stm)

com’, s, t, 7, hid

z = (t,up)
dstag := (s,2)
stm := (com’, comey, g3, t, uz, hid)
N
if P2.Verify(CRS,, . stm, ) = 0 then
return 0
endif
144
sTe—Zp
(com”,d"”) « Cr.Com(CRS o, . (s”,0,0,0))
com™ := com’ - com”’

" « S.Sign(skz, com®)

com®,d”, c",s"

s :=5"+s"” mod p
d’ «— C7.Equiv(CRS td

comp> ““comy>

(s',0,0,u7),r")

d=d-d’
x
ul = ul

r’} = (com*,d*, ", 5%, uf)

,
if UVer 7 (pkz, l.O.r},U) =0 then
return (L, 0)

endif

tmac < M.Mac(k,,,., comq,r) tmac

return (L, 1,0) return (tmac, dstag, hid, 1)

Figure 7.52: Behavior of Us;,, during the Collect protocol in HonCollect;
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Redeem <ﬂ5im(td5im’ pkr, war,0), 7 (pky, sk, wyy, U)>

Usim (tdg;,,, pk 7, way, 0) I(pky,sky, w,0)

2 Uy — 2,

t—7Zp

r.s uf «Zy

hid := E;.Enc(pk,, 1;7)
(com’,r") « Cr.SimCom(gp)

stm = (com’, g3, 1, up, hid, gr}'”)

7 = P3.SimProof(CRS . tdsyok - Stm)
com’, s, t, m, hid

z = (t,uz)

dstag := (s,2)

stm = (com’, g5, t, uy, hid,gr‘”

. ?
if P2.Ver1fy(CRSp0kI,stm, 1) =0
or w < v then
return (L, 1,0)
endif
4
s —Zp
(com”,d") « Cz.Com(CRS o »
(s”,-0,0,0))
com” := com’ - com”’
o « S.Sign(skz, com®)
com*, d”, 0_*’ $”

s*:=s"+s"” mod p
d « Cr-Equiv(CRS o - tdcom - (s",0,0.u7),r")
d=d-d’
uj = uj

rj_ = (com®,d*, 0", s", ui)
if UVer  (pk 7, pkqy, skqys r}, 0) z 0 then
return (L, 0)
endif
return (L, 1,—0) return (dstag, hid, 1)

Figure 7.53: Behavior of Us;y, during the Redeem protocol in HonRedeem;
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Sim(tdsim, pkqys skq;, war, R, &7, 67))

*

Let com’; and o be the latest commitment and signature that were send by A during
HonCollect or HonRedeem calls for pkq, and let /. Let further com’y P qid and o:*sp’ql. y
be the latest commitment and signature send by A during SubmitReport for pk,, and

qid.
st uy —Z,

d* := Cr.Equiv(CRS tdcomI,(s*,w,sk(u, uy),r’)

comj?
T;_u = (com?y,d", 0", s",uy)
Qqy =0

for (pky,”, qid) € R where pky,* = pky, do
s uy — 72,

d* = Csp.EQuiv(CRS oy s tdcom . (57, Ctr(;Li(d’ skqp ut))

(L(,qid — * * * * * Uu Uu
Top = (comsp,qid,d ,0', 8%, Uy, regMNqid, ctrqid)
o . U,qid
Q(u = Dw U {qld, Top }
endfor
Sqy =0

for 7, € Gg, do
(comay, 1’ Kpae) = Toy
dy = Cy.EQUiv(CRS oy, tdeom, 5kqy)
oy = (com,dy, k
Sqy =Gy U {ty}
endfor
Sy =Gy UGy,

return (r}l, Qau, Sqy)

mac)

Figure 7.54: Sim algorithm used in Corrupt,
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TU-ideal
GLA

indistinguishable from its predecessors, we have shown that Game 7 is indistinguishable from

TU-real TU-ideal
GLA GLA

Note that with Game 7, we finally reached Exp . As all the previous games have been

Game 1 and, thus, Exp is indistinguishable from Exp , which concludes our proof.

7.6.10 False accusation protection

Theorem 7.25 (False accusation protection) If GI provides transaction unlinkability and the CDH

assumption holds with respect to Gy, then GI provides false claim protection.

Proof idea The proofidea of the corresponding BBA+ property still holds. Assume there is an efficient
adversary A breaking the false accusation protection of GI. This adversary has access to the oracles
RealHonlssue, RealHonRegisterUser, RealHonSubmitReport RealHonCollect and RealHonRedeem for
a user identity pkq, created by the experiment. Note that this is a strict subset of the oracles from the
transaction unlinkability experiment. We replace all this oracles by the ideal world oracles SimHonlssue,
SimHonRegisterUser, SimHonCollect and SimHonRedeem and modify the setup algorithm to allow the
simulation of proofs and equivocation of commitments (cf. Figure 7.48). We distinguish between two

cases:

1. The proof IT that A outputs is still valid with non-negligible probability. As IT = sk, this
essentially means that A can compute the discrete logarithm of pky,, as all the simulation oracles
are PPT and pkg, is the only input they get that is not independent of skq,. Therefore, in this case,
we could use A to construct an adversary A’ against the CDH assumption in G;. A’ simulates
the experiment and the user oracles for A. Let g* = X, g¥ = Y be the challenge G, elements send
by the adversary. The A’ replaces pkq, with X. Note that for the simulation of the oracles, no
knowledge of sk, = x is required. When A outputs a valid proof IT = sky, = x, A’ outputs
YT = (g¥)* and wins the CDH experiment.

2. A cannot output a valid proof IT with more than negligible probability any longer. In this case,
we could use A to construct an adversary A’ against the transaction unlinkability property of
GL First A’ generates an honest user for A by calling its HonUser oracle. Then A’ forwards
all the oracle calls from A to its own oracles. After A outputs IT and terminates, A’ verifies IT
using VerifyGuilt and outputs the result as its decision whether it interacts with the real or ideal
world experiments. As IT is valid with non-negligible probability in the real world experiment
and only with negligible probability in the ideal world experiment, A’ can distinguish between

those two experiments with non-negligible probability.

7.7 Performance of the instantiation

We focus on the performance of the code executed by the users as they are the most resource-constrained

entities in our system. We assume that the user code will be executed on smartphones, which are powerful
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compared to the embedded devices used in traditional WSNs. As our protocols are similar to BBA+, we
use their profiling results as a baseline to estimate the performance of our system. We then estimate the
performance impact of our modifications.

For the evaluation of BBA+, Hartung et al. [Har+19] made use of a OnePlus 3 smartphone with a
Snapdragon 820 Quad-Core Processor (2 X 2.15 GHz & 2 X 1.6 GHz) and 6 GB RAM running Android
v8.0.0. They used the open-source library RELIC [AG16] v0.4.1 with Barreto-Naehrig curves Fp254BNb
and Fp254n2BNb and the optimal Ate pairing for the bilinear group. Executing the Issue protocol takes
the user 117.92 ms without and 123.96 ms with optimizations. The Accum protocol takes 414.87 ms and
338.98 ms and the Verify protocol 399.93 ms and 329.73 ms with and without optimizations, respectively.
Note that around 70%, in case of the optimized version, and around 80%, in case of the non-optimized
version, of this time is spend on calculations that can be pre-computed before the transaction is initiated.

Herold et al. [Her+17] provides benchmarks for the computation of exponentiations in G; and G, and
pairing evaluations for the same library, elliptic curves, and platform (except that they are using an older
version of Android). We use estimation techniques from Kloof3 [Klo17] which give us an upper bound
on the operations executed during Groth-Sahai proofs. Regarding proof verification, these estimations
only apply if batch verification (cf. [Her+17]) is used as an optimization technique.

Using these techniques, we estimate that the Issue protocol of BBA+ uses 27 G; exponentiations, 18
G, exponentiations and 12 pairings. Combined with the benchmarks from [Her+17], we would obtain
a total computation time of 116.61 ms, which is close to the real measurement results. Therefore, we
conclude that we can combine those two results to estimate the performance of our system.

To calculate the proof size of the Groth-Sahai proofs, we use the numbers from [EG14].

As our Issue and Redeem protocols are identical to the Issue and Verify protocols of BBA+, we only
examine the RegisterUser, SubmitReport and Collect protocols. We analyze the performance of our
system without optimizations applied. Our results show that our system achieves practical performance

on modern smartphones.

7.7.1 RegisterUser

The RegisterUser protocol is very similar to the Issue protocol from BBA+. The following differences

exist:

+ We require one additional G; exponentiation to compute the statement for the Groth-Sahai proof.
+ We require one additional pairing evaluation to verify the signature in UVer gp.

« We additionally have to verify the VRF proof.

Using the benchmarks from [Her+17], we would expect an additional execution time of 6.21 ms for
the pairing and the G; exponentiation. We estimate that the Groth-Sahai proof of the VRF takes at most
263.04 ms using batch verification, yielding an estimated total execution time of 387.17 ms.

Regarding communication complexity, 2 Z,, elements, 25 G; elements and 22 G, elements have to be

exchanged during the protocol run.
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7.7.2 SubmitReport

The SubmitReport protocol compares to the Accum protocol of BBA+. Compared to Accum, the following

modifications have been made:

« Additional generation of a MAC key with M.Gen(1"). This only has negligible impact on the
performance.

« Additional computation of a PEPSICo report with PI.ReportData.

« Additional computation of a commitment to the user’s secret key comq, containing one Z,,, element.
This requires one additional G; exponentiation and two additional G, exponentiations.

+ There is an additional G; element in the witness of the Groth-Sahai proof. This requires 4 additional
G; exponentiations to compute the Groth-Sahai commitment.

« There is an additional equation in the Groth-Sahai proof to verify that the bulletin commitment
com can be opened to the same pkq, as the commitment com from the report counter token.
This requires 8 additional G; exponentiations and 8 additional G, exponentiations.

« In the Groth-Sahai proof, we additionally have to verify that ctr # 0, ie. g{" # 1. Therefore, we
require 5 additional G, exponentiations and 16 additional G, exponentiations.

« We require one additional pairing evaluation to verify the signature in UVer sp.

Therefore, without the computation of the PEPSICo report, we would expect SubmitReport to take
an additional 63.6 ms compared to Accum. Computing the PEPSICo report is an encryption of the IBE
scheme. We suggest the usage of the Boneh-Franklin IBE, which uses symmetric bilinear groups for
which we do not have benchmarks on the same platform. However, the performance is almost identical
to an ElGamal encryption, with one additional pairing operation, which, however, is independent of
the message and, therefore, only has to be executed once. To support larger message sizes, hybrid
encryption can be used.

During the protocol run, 4 Z,, elements, 49 G, elements and 61 G elements have to be exchanged in

addition to the IBE encryption.

7.7.3 Collect

We compare the Collect protocol to the Accum protocol of BBA+.

« There is an additional G, element in the statement.

« There is an additional G; element in the witness. This requires 4 additional G; exponentiations to
compute the Groth-Sahai commitment.

+ There is an additional equation in the Groth-Sahai proof to verify that the bulletin commitment
comq can be opened to the same pkq, as the commitment com from the balance token. This
requires 8 additional G; exponentiations and 8 additional G, exponentiations.

« There is an additional MAC computation, which only has negligible impact on the performance.
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Those changes result in an additional 12 G; exponentiations, 8 G, exponentiations, which would take
an additional 22.60 ms, resulting in an estimated total execution time of 437.47 ms.
During the protocol run, 6 Z,, elements, 46 G, elements, 54 G, elements and one bitstring {0,1}" has

to be transmitted.

7.8 Discussion

While we have eliminated PEPSICo’s restriction to an honest-but-curious RA regarding transaction
unlinkability and achieved forward privacy by directly using implementation details instead of its
report unlinkability property, other limitations of PEPSICo still apply. Especially, the data-hiding and
subscription-hiding properties of our system do not hold against an adversary that has compromised the
SP and an honest user registered for the query identities in question. This is implied by the fact that the
mobile node registration value is fixed per query identity (cf. Section 4.3). In our model, we used this
fact in some of our proofs. Especially transaction unlinkability relies on this fact as the signatures that
attest the validity of report counter tokens are over the mobile node registration value as well as over
the corresponding commitment. As the signatures are known to the adversary and exposed if a user is
corrupted, the experiment would have to equivocate the signatures, which is not possible. However,
using a VRF mapping to Z,, and thus resulting in mobile node registration values from Z.,, one could
include these values into the commitment. Then, the indistinguishability between real and random
mobile node registration values could be reduced to the transaction unlinkablity of PEPSICo. However,
depending on the implementation, forward privacy might not hold any longer. Note that in case of
a collusion as mentioned above the data submitted in a report remains secret due to the security of
the IBE scheme. How feasible the assumption that such a collusion does not occur is, depends on the
verifications and restrictions for user registration.

In our system, a malicious user could collect incentives for a previously submitted report without
sending the MAC tag verifying its delivery to the SP. Therefore, the SP would not be able to prove their
successful delivery. We argue that there is no disadvantage for users in sending the tag and, thus, it is
feasible to assume that the large majority of users will behave honestly in this regard. However, this
could be further enhanced by using a fair exchange mechanism.

A reputation mechanism could be added by extending the balance token to include an additional
reputation score. Such reputation scores are helpful for the queriers to evaluate the trustworthiness
of the submitted data (cf. Section 2.4). However, there are some aspects to consider in the user of the
reputation scores. Would they be exposed and attached to each report during report submission, this
might allow the tracking of transactions based on the development of the transaction scores. Fortunately,
BBA+ already provides the means to address this problem. Using range proofs, it would be possible for
users to prove that their reputation exceeded a specific threshold, without exposing the actual score.
For example, different reputation levels could be specified. Then, during SubmitReport the user would
claim that he has a specific reputation level and proof this claim by providing a range proof that his

reputation exceeds the threshold of the level. The reputation level could then be attached to the report
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and the querier could use this information when determining the trustworthiness of the submitted data.
Together with the posted incentives, the querier could specify an update to the users’ reputation score
within a specific range defined by the system.

Note that we did not consider external threats such as entities eavesdropping on the network. There-
fore, all protocol messages should additionally be encrypted with an IND-CCA secure encryption
scheme. In addition, similar to PEPSICo, we did not consider privacy towards the network operator
or identification based on communication details such as IP addresses. If the network operator is not
trusted or identifying data would be exposed during the communication, an anonymizing network can
be used.

Additionally, we did not consider possible side-channel attacks that might reveal some information
about submitted reports and query identities, for example via statistics that might be published by the
queriers together with the result of their research.

Moreover, our model does not prevent the identification or linkage of users based on the data within a
single report. Therefore, the software that is used by users to submit data report has to provide absolute
transparency on which data is collected. Furthermore, there would be potential legal problems with
collecting personally identifiable information for query identities that are not exclusively available to
one querier as the purpose the collected data will be used for might not be clearly defined in advance as,
for example, it is required by the purpose limitation principle of the European General Data Protection
Regulation (GDPR) [Eur16].
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8 Conclusion

In this work, we presented I3PS, a participatory sensing system with incentive mechanism that provides
strong security and privacy properties based on weak trust assumptions. We first introduced an interim
model by combining PEPSICo and BBA+ in a black-box manner. We used this model to identify several
issues arising from such a combination, which we addressed in I3PS.

I3PS protects user privacy by ensuring that transactions are unlinkable, even if against a collusion of
malicious system operators, queriers, and other mobile nodes. Moreover, this also holds for transactions
following a corruption of the user, except for the next incentive submission for each query identity
where the corresponding report counter token has been exposed during the corruption and the next
report collection. It keeps the reported data confidential from the SP and, in addition, hides the query
identity of submitted reports and querier subscriptions as long as no user or querier registered for the
same query identity colludes with the SP. Moreover, its incentive mechanism provides strong security
guarantees towards malicious users and its report limitation mechanism provides a flexible way to limit
the extent of the double-reporting problem. This is additionally backed by the prevention of incentive
point sharing among users. Furthermore, queriers can verify that incentive points have been correctly
delivered to the corresponding participants, offering some protection against malicious SPs and ISPs.

Therefore, our model effectively addresses the privacy issues in participatory sensing without requiring
strong trust assumptions as in previous work.

As future work, the proposed model could be extended with a reputation mechanism to support the
queriers in assessing data trustworthiness. Moreover, a reference implementation would help system
operators to deploy the model in practical applications and would allow conducting precise performance
benchmarks.

To further improve our model, a PEPSICo instantiation providing node privacy and query privacy
against users registered for the challenge query identities could be helpful. However, it would remain
to be seen how such an implementation would affect the other properties of our model. Furthermore,
including a fair exchange mechanism in the incentive collection protocol, we could achieve verifiable

delivery against malicious users.
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A One-time token mechanism

As an alternative to the report counter mechanism, one-time tokens can be used to limit the number
of reports that a user can submit for a specific query identity. For the one-time token mechanism, we
replace the RegisterMN and the ReportData algorithms from the interim model with the interactive

protocols RegisterUser and SubmitReport respectively. We define them as follows.

((regM Ngid> f,by),bra) « RegisterUser (”L{(pk(u, skq, qid), RA(pkgg, skea, pkqeys qid, maqu-d)>
When registering for a query identity, the RA has to check the identity of the user and that the
user is not already registered. Therefore, the protocol is identifying. In addition to the registration

value regMN_,;, the user obtains maxy;q one-time tokens f.

qid>

(bas, (¢, com, b)) < SubmitReport <(L{(pkm, pkqs, skqp, regMN g, gid, m, t),SP(pkM)>
With each data report, the user has to send the commitment com and signature ¢ from a one-time
token ¢, which is verified by the SP for validity and freshness. Moreover, the SP has to verify that
the submitted report ¢, which has to be sent to the SP during the protocol, contains the same

mobile node registration value as the one-time tokens are issued for.

A possible instantiation of these protocols is given in Figure A.1 and Figure A.2, respectively.
(G1, G2, Gr, €, p, 91, g2) < SetupGrp(1”) is the description of a bilinear group where the SXDH problem
is assumed to be hard. We use a Commitment scheme C and Signature scheme S and IBE scheme E
compatible with the Groth-Sahai based implementation of BBA+ given in [Har+17]. P1 and P2 are
non-interactive Zero-Knowledge proof systems for the languages L; and L,, respectively. They are

defined as beneath the protocols. Furthermore, gid € Z,, and regMN;; € G1.
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RegisterUser (ﬂ(pkw, skqs, qid), RA(pkga, skeas pkqys qid, maxqid)>

U (pkqy, skqy, gid) RA(pkgas skeas Pkqs gid, maxqid)

regMNg;4, maxgia regMN, ;4 < RegisterMNp(pkgy, skg, gid)

$
ri—2Z,

(com;, d;) « C.Com(r;, skqy)
stm « (com;, pkq;)

. sk ri
wit < (g, “, g}, d;)

7 < P1.Prove(CRS, stm, wit) com;,
qid
stm « (com,-,g1 ,pkqy)
if P1.Verify(CRS, stm, ) 20 then
return 0
endif
Oi a; « S.Sign(skgq, regMN 4, com;)

............................................... endfor ...... ... ...

t = ((comy, dy, o, 00),

(com(maxq,-d—l): d(muxqid—l)s
t(maxq,-d—l)’ O(maxgia—1) )

return (regMN_. ;. 7, 1) return 1

qid>

ASKU € Gy;

R,d€G1:

L; := { com, pk
1 PE1U | . open(CRS, com, d, (R, pkqy) 2 1

2
e(pkqy g2) = e(g1, SKU)

Figure A.1: RegisterUser protocol for the one-time token mechanism
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SubmitReport <(Ll(pkm, pkqss skqys regMNqid, qid, m, t), S?D(pkm)>

U (pkgas pkqys skqy, regMN

rc<—Zp

qid> qid, m, t)
¢ < ReportDatapr(pkg 4, regMNqid,qid, m)
(com,d,r,o0) =t

(com’,d") « C.Com(CRS, (0,0,0))

com”” == com - com’

d’=d-d

stm « (com”’, regMNqid,g;, pkra)

wit « (com,c,d,d", pkqy, skqs, m)

7 « P2.Prove(CRS, stm, wit)

return 1

L2 = (COmH9 regMqud’ R’ pkm)

SP (pkga)
c,com,r, T
if r € R then
return (L, L,0)
endif
R—RU{r}
(co.c1) =c¢
stm « (com, co,g;, pkea)
if P2.Verify(CRS, stm, 1) = 0 then
return (L, 1,0)
endif
return (c,com, 1)
dcom € Gy;
o€ G:xGy;
144
dd’, pk,u € Gy;

C.0pen(CRS, com, d, (R, pky,)) = 1
C.0pen(CRS, com”,d”, (R, pky,)) = 1

S.Verify(pkgg, com,regMN_;;, o) 21

?  skey

pk,u =9
QID £ 47

Figure A.2: SubmitReport protocol for the one-time token mechanism
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