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some refer to the enormous innovation potential and to the 
opportunities in terms of maintaining prosperity and com-
petitiveness, others see risks for the labour market resulting 
primarily from a potential for technological rationalisation 
and new precarious types of employment such as crowd- 
working. As the technological change processes are inter- 
twined with complex economic and social processes, future 
impacts of the digital change on employment cannot be fore- 
cast reliably. This is also reflected in contradictory studies 
regarding the topic.

Compared to the economic consequences, the impacts of 
digitisation for employees have been neglected for a long 
time. In this regard, increasing flexibility in the workplace 
is an essential side effect: Thanks to the Internet, work is 
ever less linked to specific times or places. Studies confirm 
the ambiguity of this development: On the one hand, this 
creates a great deal of freedom for employees offering bet-
ter opportunities to reconcile work and family life. On the 
other hand, it also contributes to increasingly blurring the 
boundaries between professional and private life which is 
even aggravated due to rising time pressure and pressure to 
perform and might result in stress and overload. The impli-
cations of this area of conflict in individual cases depend, 
among other things, on the individual’s level of education, 
his/her mental and physical condition as well as on the 
workplace environment.

Comparison of two industries

The TAB report outlines and classifies the complex, but 
often still vague developments of a Workplace 4.0 for two 
very different industries. For this purpose, two econo-
mically strong industries have been analysed: the auto-
motive industry for the field of production work and the 

Summary

›› Digitisation involves a comprehensive workplace trans-
formation which is embedded in an overall economic 
and societal change (globalisation, demographic trends).

›› The currently widely unclear impacts on the labour mar-
ket resulting from the digitisation of production and 
business processes as well as from new platform-based 
forms of work are of particular social importance.

›› The increased flexibility resulting from being able to 
work anywhere at any time offers employees more auto-
nomy with regard to shaping their work. Partly, however,  
there is a risk that the boundaries between work and lei-
sure time are blurred and work is intensified which could 
involve impacts on human health.

›› Currently, the knowledge and data basis for evaluating 
these ambiguities is very rudimentary and should be im-
proved within the framework of a broadly based research 
policy.

What is involved

The rapid evolution of information and communication 
technologies (ICT) has already involved profound changes in 
the workplace. For approximately 25 years, the professional 
use of computers has increased continuously (fig. 2). More- 
over, since the emergence of mobile terminals (smartphones, 
tablet computers and the like), the degree of networking and 
mobility with regard to working processes once again has 
risen significantly. For companies, this results in the incen- 
tive to digitally network their production processes (Indus-
try 4.0) and to organisationally outsource work activities 
from the traditional business to the Internet (cloud compu-
ting, crowdworking). This development – which is taking 
place in various sectors and fields of activity at a different 
pace and in different forms – has a fundamental impact on 
employment in general and on how work is organised.

However, there are still major uncertainties with regard 
to tangible characteristics and effects of the digitisation of 
work. This mainly applies to the economic impacts: While 
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How can employment be secured?  
Continuing vocational training is what we need!

Both in industry and in service sectors, possible employment 
effects of digitisation have to be expected which, however, cur-
rently cannot be quantified accurately. Nevertheless, it is clear 
that the digital workplace transformation with regard to im-
minent risks for 
employment re-
presents a chal-
lenge mainly for 
education policy. 
This is due to the 
fact that in the 
future profes- 
sional oppor-
tunities will 
increasingly de- 
pend on digi-
tal literacy. As 
a consequence, 
tailored and pre-
ferably lifelong 
learning and 
training will be-
come more and 
more important.

In view of its 
excellent voca-
tional quali-
fication sys-
tem, Germany 
u n d o u b t e d l y 
offers outstan-
ding opportunities in this respect. However, there still is no 
common legal entitlement to continuing vocational education 
and training.

Moreover, though they generally are highly interested in 
continuing vocational training, many employees particu-

sector of ICT services for the field of service work. Alto-
gether, the results show that a considerable technological 
and organisational change is already taking place in both 
industries. However, it is interesting to note that the gene-
rally forecast profound changes due to Work 4.0 – such as 
e. g. the technical replacement of human work or the loss 
of stable forms of employment – have so far not been re-
flected in today’s workplace. Currently, both industries are 
experiencing a continuous increase of employment and 
both are still mainly characterised by traditional full-time 
forms of employment. So far, crowdworking does not play 
a decisive role in both industries. Another similarity can 
be observed with regard to the digital divide between lar-
ge and small enterprises. Applications of ICT and Indus- 
try 4.0 are used significantly more often by large companies 
than by small and medium-sized enterprises (SMEs). How- 
ever, there are differences with regard to digitally supported 
trends towards an increased flexibility and blurred bounda-
ries: These effects are already visible today in the sector of 
ICT services (fig. 1), whereas in the automotive industry – 
which is still characterised by shift work and fixed working 
structures – they are less pronounced. Though, employees 
in both industries experience a continuous intensification 
of work and increasing working pressure to a similar ex-
tent. Altogether, a comparison of the two industries shows 
that the development trends are likely to experience an ever  
greater approximation in the future due to digitisation:

›› At the technical level, this will happen due to cloud 
computing, automation as well as digital and networked 
production.

›› Moreover, there will be another cross-industry appro-
ximation with regard to potential new business models 
and products (e. g. regarding autonomous driving).

›› In the field of working structures, there will be an appro-
ximation due to the increasing number of digitally sup-
ported forms of work (project work, standardised work 
packages).

›› Another approximation is taking place at the level of 
qualifications and necessary skills (process understan-
ding, ability to analyse data).

Vision of Industry 4.0

The term Industry 4.0 includes many different technolo-
gies of the future (robotics, 3D printing, Internet of Things) 
which have the potential to fundamentally revolutionise 
industrial production. The core aspect of this approach is 
the digital networking of humans, machines and indus- 
trial processes within the framework of the so-called 
»Smart Factory« which shall enable technology-based 
efficiency gains and will involve profound changes with 
regard to work. Bitkom and Fraunhofer IAO estimate 
the national economic potential of Industry 4.0 to almost 
EUR 80 billion until 2025.

Crowdworking

Crowdworking is a form of outsourcing by means of 
which companies outsource different jobs to correspon-
dingly qualified and self-employed Internet users against 
remuneration. In recent years, the phenomenon of crowd-
working has been constantly growing. For 2016, the World 
Bank forecasts a global gross turnover of USD 4.8 billion 
for all services provided by means of crowdworking which 
probably will increase to approximately USD 25 billion in 
2020 already. In Germany, however, crowdworking still is 
a marginal phenomenon: Until 2014, only 3 % of German 
companies have made use of crowdworking.
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Illustration by TAB, based on IG Metall 2013 and DGB index »Gute Arbeit« (good work) 2014

Fig. 1 Focusing on increased flexibility and blurred boundaries
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Opportunities and risks of mobile and digital communication in the workplace

3

Focusing on the design of technology itself: 
Strengthening data privacy and co-determination

The digital transformation in the workplace can only be so- 
cially sustainable if working conditions are created that are pri-
marily oriented towards human needs instead of technical spe-
cifications. In this respect, data privacy is a primordial issue, 
as it concerns fundamental personal rights of the employees 
which seem to be increasingly threatened by a comprehensive 
digitisation of work.

On the one hand, manufacturers have to be addressed here. 
The manufacturers’ awareness of the development of flexibly 
adaptable IT solutions that implement data privacy and secu-
rity aspects already in the technical design should be increased 
(»privacy by design«). The new EU General Data Protection 
Regulation (GDPR) gives more weight to corresponding mea-
sures, but fails to involve manufacturers directly. From the go-
vernment side, it would be worth considering to specify as a 
technical standard that all recording options as basic settings 
for technical devices initially are switched off by default and 
have to be enabled first (»privacy by default«). In general, em-
ployees should know which personal data are recorded.

On the other hand, the aim is also to strengthen and further 
develop co-determination in the workplace. For it is clear 
that the employees and their representatives must support the 
IT-related reorganisation of entire business units. Although 
works councils have comprehensive information and co-de-
termination rights, they are facing fundamental challenges. 
Outsourcing activities to the global crowd is only one example 
that shows how Work 4.0 can gradually undermine efficient 
co-determination in the workplace. Against this background, 
it should be clarified how participation in the workplace can 
be reasonably strengthened when new technologies are intro-
duced and applied – particularly with regard to human-orien-
ted working conditions – and how it can be further developed 
in view of increasingly digitally networked company struc- 
tures with fewer and fewer spatial boundaries. The require-
ments of such a kind of Co-determination 4.0 are still unclear 
and should be negotiated between the social partners.

larly of SMEs currently have only few opportunities to take 
advantage of formal continuing vocational training options. 
Nevertheless, there is no lack of public funding. An essen- 
tial problem is that the existing funding options are not  
taken into consideration yet to the desired extent particular-
ly by SMEs and their employees which, last but not least, is 
also due to a lack of awareness and to the confusing variety 

regarding these 
options. Streng- 
thening conti-
nuing vocatio-
nal training par-
ticularly in view 
of the needs 
of SMEs and 
their employees 
should there- 
fore mainly fo-
cus on the effi-
ciency of exis-
ting programs.

In addition to 
formal continu-
ing vocational 
training, how- 
ever, more 
a p p r e c i a t i o n 
should be gi-
ven to informal 
learning out- 
side recognized 
educational ins- 
titutions. This 
type of learning, 

called »training on the job«, is becoming more and more im-
portant, as formal training offers can hardly keep up with the 
rapid pace of the changes mentioned. It should be considered 
how informally acquired skills can be recognized in order to 
ensure that they are generally accepted on the »certificate- 
oriented« German education market.
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Fig. 2	 Digital trend: Use of computers and machines in Germany since 1995
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would be required (e. g. of the German Federal Statistical Of-
fice and the statistical offices of the German Länder as well as  
within the framework of surveys of employees conducted by 
the Federal Institute for Vocational Education and Training 
(BIBB) and the Federal Institute for Occupational Safety and 
Health (BAuA)).

Moreover, based on this, there is an increasing need for qua-
litative research and – in view of the dynamic changes – for 
research with a high temporal resolution which provide  
in-depth findings on the industries and work areas involved 
as well as on their respective changes. One of the goals should 
be to develop practice-oriented design possibilities for achie-
ving a »good« digital change. Major topics include impli-
cations of new platform-based forms of work, an adequate  
design of production systems and human-machine interfaces 
or new qualification requirements.

Individual consequences: 
Focusing on the organisation of working time

Due to significant side effects of digitisation, it is necessary 
that employees shape their work processes more and more 
autonomously. This raises the question of how to adequately 
design legal and company framework conditions in order to 
protect individuals against stress and work overload. Besides 
occupational health and safety, the main issue in this context 
is the organisation of working time.

The following is obvious: Aspects like increasing contactabili-
ty and gradually blurred boundaries between work and leisu-
re time can hardly be kept down reasonably by general prohi-
bitions, particularly because many employees consider these  
developments to be an opportunity to make their working 
hours more flexible. In this respect, the aim is to adapt labour 
law to the digital era in such a way that the available freedoms 
will remain and the use of these freedoms at unusual times 
will nevertheless be limited to exceptional cases. In view of the  
heterogeneity of working structures and personal life situa-
tions, flexible forms of regulation seem to be most approp-
riate, for example in the form of tailored working time ar-
rangements at the company level as they are currently tested 
in several companies. Here as well, co-determination in the 
workplace plays a decisive role.

However, this has to be accompanied by considerations on 
how to further develop the legal framework so that at least 
gross misdevelopments can be prevented. In this context, 
e. g. a right to non-contactability or a legal obligation to log 
all digital working times (which are charged to the corres-
ponding working time account) have to be considered.

Need for information and research

Though, without any doubt, digitisation in the workplace re-
presents one of the major changes of the past 20 years, only 
little is currently known about the actual technology impacts 
and interdependencies involved.

In order to provide a better data and decision-making ba-
sis, a targeted specification and extension of existing statisti-
cal surveys on the use and distribution of digital work tools 




