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Summary

> Observation technologies are becoming increasingly
important in the field of civil security. The range of ap-
plications is wide and varies from video surveillance
in crime-prone areas and searches on the Internet in
the run-up to and during major events to the covert
collection of data from smartphones to investigate se-
rious crimes.

> Besides the intended security gains, technologised ob-
servation practices always have societal impacts as well.
The focus of public and political debates is on possible
psychological effects on the people observed. Howev-
er, the state of knowledge regarding this issue is still
limited.

> So far, only little attention has been paid to possible
effects of using these technologies on security actors.
However, undesirable effects on the technology users
can also even reduce the gain in security.

> In police observation practices, it is often difficult to
strike a balance between the security needs of society
as a whole and individual freedoms. In this context, it
seems to be necessary to enhance the proportionality
assessment.

> For actors in research and development, for the legisla-
ture and for actors in civil security, there are many op-
tions for shaping a target-oriented and societally viable
approach to observation technologies.

What is involved

Observation technologies expand the human ability to per-
ceive and assess risks, dangers or damage in many ways.
Accordingly, technologies in the field of civil security are
becoming increasingly important, both because of their ex-
tent of being already disseminated and used and because of
their development potential with regard to new and extend-
ed applications.

In parts of science, politics and the public, however, the (in-
creasing) use of observation technologies is also viewed in a
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critical light. Questions are raised about the actual security
benefits, the proportionality of many deployment practices
is doubted, and there are fears of undesirable effects of using
the technologies on the people being observed.

In the TA project, the opportunities and challenges of de-
ploying observation technologies in the field of civil security
were analysed in depth. For this purpose, the (possible) fields
of deployment were identified in their diversity as well as
critically reflected and presented with regard to their tech-
nical, legal and social complexity.

Wide range of applications for observation
technologies

Thanks to rapid developments in the fields of sensor technol-
ogy, computer science and information technology, a wide
range of observation technologies are already being used in
civil security practice, and new and extended fields of ap-
plication are constantly being added. Basically, a distinction
can be made between sensor-based and data-based technol-
ogies: Sensor-based observation technologies detect certain
physical or chemical properties of the real world and process
the measured quantities into information that can be easily
interpreted by humans. Data-based observation technologies
gather and analyse information from the digital world. Possi-
ble observation spaces are the Internet, telecommunications
services and infrastructures as well as information technol-
ogy end devices such as PCs or smartphones.
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Selected areas of application for observation technologies in the field of civil security

Video observation

Among sensor-based

observation techno-

logies, video observa-

tionplays a prominent

role. It is used in pub-

lic spaces (e. g. in crime-

prone areas) by the po-

lice, but for the most

part by other public

and private actors (e. g. in public transport) to detect dan-
gers or, for example, to protect against vandalism and theft.
However, scientific evidence for the benefits of video ob-
servation for combating crime is still lacking, because
scientific evaluations carried out so far have shown con-
tradictory results. There is still a need for research with
regard to this issue.

Automated observation technologies

One consequence of the rapid spread of video observation
is a steadily accumulating mass of image data, the ma-
nagement of which by security actors is increasingly
reaching its limits. This is why algorithm-based pro-
cedures are gaining in importance which are inten-
ded to support human observers with regard to an
analysis and interpretation of video images. One ex-
ample is automated facial recognition, which could
be used in the future to search wanted people in real
time e.g. at large railway stations. However, it is ex-
tremely difficult to make any predictions about the
security benefits of such applications. In addition to
the technical recognition performance, context-de-
pendent factors such as the behaviour of wanted per-
sons or the implications of using the technology for
police operation practice play an important role here,
but there is still little knowledge available.

Acoustic locating devices

Ground microphones - distributed e.g. on the debris of
collapsed buildings to search for trapped or buried per-
sons — are an example of acoustic observation technolo-
gies. The location of the trapped or buried person is deter-
mined by the positions of the microphones that receive the
strongest signals of sounds such as cries for help or knocks.

Internet observation

Security actors are dependent on keeping up with changing
communication patterns. It is common practice for police
authorities to monitor relevant websites or social media
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profiles before and during major events in order to gain
situation-specific information for the planning and exe-
cution of operations. Criminal investigation departments
focus on monitoring the Internet activities of suspicious
persons or violent groups. User-generated Internet content
can also be an important source of information for police
and non-police emergency services in the event of unex-
pected major emergencies. As it is the case with video ob-
servation, the challenge here is also to cope with the large
amounts of data. Within the framework of Social Me-
dia Intelligence (SOCMINT), intensive work is currently
being done on supporting software solutions that can re-
cord, visualise and analyse data (partially) automatically.

Source telecommunication surveillance

The target object of observation based on information tech-
nology is data that a person has entrusted to an electronic
system. Thus, for example, the police are allowed to in-
tercept the telecommunications of suspects in order to pro-
secute serious crimes (e. g. murder). However, communica-
tion services with end-to-end encryption are increasingly
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posing problems for law enforcement agencies, as this also
allows criminals to effectively protect their communica-
tions. One approach is to observe the data prior to the en-
cryption process, i. e. while it is still on the target person’s
end device (source telecommunication surveillance). For
this, however, special monitoring software must be secretly
installed on the target system, which can be done remote-
ly, e. g. by exploiting open software vulnerabilities on the
end device. This is why there are concerns that security
agencies might keep the existence of software vulnerabi-
lities secret — in order to be able to use them for observa-
tion purposes for a longer period of time. However, this
would represent a potential threat to I'T security as a whole.

Figure above: pixinoo/123RF; Figure below: lllustration by TAB based on

Munich Innovation Labs GmbH with picture materials from Goodway (CC-BY-SA-4.0)
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Insufficient research into psychological and
social effects of technologised observation

Wide spreading observation practices might also affect peo-
ple who themselves have not given any reason for the ob-
servation. For these individuals, adverse effects on mental
health and behaviour are assumed. However, it is difficult
to provide scientific evidence of such effects, because the
phenomenon of observation in a social context is very com-
plex. So far, only video observation has been relatively well
researched. Accordingly, the presence of video cameras can
lead to increased self-awareness — which may be perceived
as unpleasant - and behavioural modifications in the form of
avoiding observed areas are also possible. However, the cur-
rent state of research also suggests that these effects should
not be overestimated. Moreover, habituation effects seem to
crop up relatively quickly.

Possible psychological and social consequences of observa-
tion practices that take place without the knowledge of those
affected have become the focus of scientific attention only in
the wake of the Snowden revelations in 2013. Potentially af-
fected persons can hardly comprehend whether or not, when
and by whom they are being observed. The only thing one
is conscious of is the possibility that one might be observed.
Initial studies show clear indications of behavioural adjust-
ments or restrictions on individuals’ own actions as a result
of (covert) state observation on the Internet or in electronic
communication. However, it remains questionable, whether
these findings — which have been obtained almost exclusively
in the context of observation practices by (foreign) intelli-
gence services — can also be transferred to police observation
practices (in Germany). Currently, there is still a great need
for research in this field.

Unwanted impacts on technology users might
reduce security gains

Possible effects of the deployment of observation techno-
logies on security actors using them and their institutions
have hardly been researched scientifically so far. Further-
more, they play only a minor role in political and public de-
bates. In other security contexts, however, it has been shown
that undesirable effects on technology users might — under
certain circumstances — counteract the goal of increasing
security by using a higher level of technology.

From aviation, for example, the effect is known that exces-
sive confidence in the performance of safety technology can
lead to negligence and a decrease in situational awareness
among users. Observation technologies are also often said to
be technically superior to human observers, e. g. automated
facial recognition in terms of speed and reliability for the
identification of wanted persons. However, if security actors

lose awareness of the limitations of observation technolo-
gies, this can lead to technology-based recommendations
for action being accepted without any reflection. Moreover,
security-relevant situations that are not recognised by the
technology used might also be overlooked by humans.

It becomes clear that when considering and deciding on
the (future) use of observation technologies, possible im-
plications for security actors must be adequately taken into
account. For this, knowledge about such effects must be ex-
panded.

Difficult balance between security and freedom

Especially police observation practices regularly affect pri-
vacy guarantees protected by fundamental rights. This often
results in a sensitive tension between security needs of a
society on the one hand and civil liberties of individuals on
the other hand. To date, this conflict is still a core issue of
the - sometimes very controversial — public and political
debates regarding the essential functions of the state and the
legitimacy of the (observation) means used for this purpose.

In order to clarify the tension between security and free-
dom, the principle of proportionality is one of the central
instruments. This principle requires that any encroachment
upon fundamental rights by the state pursues a legitimate
purpose using suitable, necessary and proportionate means.
However, the example of technologised observation shows
that these criteria - at least according to their current appli-
cation practice - are partly too vague to be able to decide
on the proportionality of police observation measures also
according to societal assessment standards. For example, a
means is considered to be suitable in the constitutional sense
as soon as it helps to achieve the desired success potentially
or at least in individual cases. Though, police observation
measures fulfil this prerequisite quasi automatically, provid-
ed that the technical and functional efficiency of the respec-
tive observation technology is given. However, this does not
say all that much about the suitability of the observation
measure for combating crime, since the practical security
benefit depends not only on technical criteria, but on many
other factors, such as e.g. the respective social application
contexts or the behaviour of the persons observed.

In this context, it seems to be necessary to enhance the pro-
portionality assessment. Possibilities for doing this are dis-
cussed in the TAB report.

Political options for action

Options for shaping and supporting a target-oriented and
socially viable approach to observation technologies in the
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field of civil security exist in the phases of developing, in-
troducing and using the respective technologies. According-
ly, the addressees are actors in research and development,
thelegislator as well as actors in civil security who use the
technologies operationally.

Thanks to the corresponding funding structures (i.a. the
German Federal Government’s framework programme »Re-
search for Civil Security«), the actors in the field of research
funding have significant opportunities to exert influence in
order to help determine the goals and priorities in civil se-
curity research. Currently, in accordance with the approach
of integrated research, usually interdisciplinary project con-
sortia are funded in order to include socio-scientific aspects
as early as at the technology development stage. This is to
be welcomed because it increases the chances of a successful
and socially viable use in practice. It is important to em-
phasise, however, that the approach of integrated research
will not make redundant social science (impact) research
beyond individual interdisciplinary projects in the field of
technology development. Important research desiderata re-
sult from the knowledge gaps identified in the TAB report
(e.g. evaluation of security benefits, psychological and so-
cial effects of technologised observation, possible impacts
on technology users).

It is up to the legislator to create the legal framework condi-
tions for the introduction of new observation practices that
are relevant to fundamental rights — and in this respect also
to ensure a fair balance between security and freedom. This
is why options for action for the legislator are primarily seen
with regard to an enhancement of the proportionality assess-
ment. For example, in order to improve the possibilities for
suitability assessment regarding police observation practices,
additional assessment methods would have to be developed
alongside technical and functional suitability criteria. These
methods would have to be applicable to the respective tan-
gible deployment scenarios and make it possible to consider
technical, legal, socio-scientific and ethical assessment di-
mensions in an integrated way. In this context, it is important
that the review of the proportionality of state monitoring
practices is not understood as a one-off commitment during
the legislative procedure, but as an ongoing task.

TAB report no. 190

Beobachtungstechnologien im Bereich der
zivilen Sicherheit - Méglichkeiten und
Herausforderungen

Claudio Caviezel, Leon Hempel, Christoph Revermann,
Saskia Steiger

TR Website of the project
www.tab-beim-bundestag.de/en/
observation-technologies

Project manager and contact
Dr. Claudio Caviezel

+49 30 28491-116
caviezel@tab-beim-bundestag.de

The mandate to regularly put technologised observation
practices to the test also addresses actors in the field of civil
security. In daily practice, there are optimum conditions to
evaluate the actual security benefits and to identify at an
early stage possible undesirable effects of using the technol-
ogy. Moreover, another important option for action consists
in taking confidence-building and transparency-promoting
measures. Especially covert police observation practices — in
combination with insufficient knowledge about observation
technologies, the legal requirements and limits of their use as
well as the actual extent of their practical application - might
trigger concerns among citizens that are partly based on false
assumptions and are therefore unfounded. However, under-
standing and transparency are necessary preconditions for
an informed societal agreement about a target-oriented and
at the same time acceptable use of observation technologies
in the field of civil security.
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