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Abstract

Proof systems and zero-knowledge arguments have been a captivating subject of research since their
conception. Perhaps they receive even more attention nowadays, as they are reaching practical maturity.
In this dissertation, we expand the understanding of zero-knowledge arguments, by providing new
theoretical foundations, improved security analyses, and new constructions.

Theoretical Foundations. There are several definitions of zero-knowledge arguments, depending on
the exact security guarantees. A widespread definition considers (strict) probabilistic polynomial time
(PPT) provers, verifiers, and also adversaries, but allows expected polynomial time (EPT) simulator (and
knowledge extractors). The asymmetry between the efficiency classes of simulator and adversary not
only violates the idea of zero-knowledge — that anything that can be learned in an interaction with a
prover could also be simulated without any interaction — but it also hinders sequential composability.
Yet, this asymmetry is accepted in the plain model, because it is the only way to construct efficient
zero-knowledge arguments of knowledge, i.e. constant round black-box protocols with negligible
knowledge error and black-box simulation (Barak-Lindell, STOC’02). Compared to PPT, handling
EPT adversaries is surprisingly non-trivial, since average-case efficiency is harder to handle and less
well-behaved than worst-case efficiency. For example, an indistinguishable game hop can change the
expectation from polynomial to infinite.

To rectify this behaviour, we define computationally expected polynomial time (CEPT) algorithms,
which slightly expands the class of algorithms to include those which are indistinguishable from
EPT algorithms. The resulting efficiency class not only behaves well w.r.t. indistinguishable game
hops, it also allows us to handle CEPT adversaries with CEPT simulators, restoring the promise of
zero-knowledge and enabling modular sequential composition.

Improved Security Analysis and Efficiency. Security of a cryptographic scheme, say a zero-knowledge
argument II, is usually defined asymptotically — in terms of negligible functions and polynomial time
— and its security is shown by reductions to certain assumptions A;. In this context, an important
quantitative measure is the security loss, both in success probability, i.e. how much of the advantage
of an adversary against II can be turned into advantage against the assumptions A;, and in runtime
tightness, i.e. how does the runtime of the reduction to assumption A; relate to the runtime of the
attack on II. Tightening the bounds on the security loss is both of theoretical and practical interest.
Indeed, tight(er) reductions justify the use of small(er) security parameters and thus improve practical
efficiency.

Related to such tightness questions is the “expressivity” of NP-relations. The more expressive a relation,
the easier it is to encode high-level statements, and the smaller the witness (and often the security
loss) can be. Working on the folding technique from Bulletproofs (Bootle et al., EUROCRYPT’16, and
Biinz et al., S&P’18), we (1) define a new notion, called short-circuit extraction, to achieve tighter
security for knowledge extraction; (2) derive an argument system whose witness relation is general
quadratic equations (instead of the subclass of so-called rank-1 constraints) without compromising on
efficiency.
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Shorter Relaxed Range Proofs. Proving that a commitment contains a value which lies within a certain
(integer) range is an important special-purpose relation, and such zero-knowledge arguments are called
range proofs. For example, they are a widespread building block for privacy-enhancing technologies.
We show how to translate the use of the four square decomposition (Boudot, EUROCRYPT’00) of
non-negative integers, which was previously limited to integer commitment schemes over hidden
order groups, to commitment schemes over groups of known prime order. Our most efficient schemes
offer a relaxed form of soundness, namely membership within a range of rational numbers with short
numerator and short denominator, which is sufficient for certain applications and more than 10x faster
than Bulletproofs. We also show how to obtain stronger soundness, e.g. standard soundness, through
addition of a single hidden order group element.
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Zusammenfassung

Beweissysteme und zero-knowledge Argumente sind seit ihrer Erfindung ein faszinierender Forschungs-
gegenstand. Vielleicht erhalten sie heutzutage sogar mehr Aufmerksambkeit, da sie mittlerweile einen
praktischen Reifegrad erreicht haben. In dieser Dissertation erweitern wir das Verstdndnis von zero-
knowledge Argumenten, indem wir neue theoretische Grundlagen legen, verbesserte Sicherheitsanaly-
sen geben und neue Konstruktionen aufzeigen.

Theoretische Grundlagen. Es gibt verschiedene Definitionen von zero-knowledge Argumenten, die
sich in ihren genauen Sicherheitseigenschaften unterscheiden. Eine weit verbreitete Definition betrach-
tet strikte probabilistisch polynomialzeitige (PPT) Beweiser (prover), Priifer (verifier), und ebensolche
Angreifer, aber sie erlaubt erwartet polynomialzeitige (EPT) Simulatoren (und Wissensextraktoren
(knowledge extractors)). Diese Asymmetrie zwischen der Effizienzklasse von Simulator und Angreifer
verletzt nicht blofi die Idee der Zero-Knowledge-Eigenschaft — namlich, dass ein Angreifer alles, was er
in einer Interaktion mit dem Beweiser lernt, auch hiatte ohne Interaktion selbst simulieren konnen — es
behindert auch sequentielle Protokollkomposition. Nichtsdestotrotz ist diese Asymmetrie akzeptiert, da
es im sogenannten schlichten Modell (plain model) die einzige Moglichkeit ist, effiziente zero-knowledge
Wissensargumente (arguments of knowledge) mit Blackbox-Simulation zu konstruieren, d.h. Blackbox-
Protokolle mit vernachlassigbarem Wissensfehler (knowledge error) und Blackbox-Simulation (Barak-
Lindell, STOC’02). Im Vergleich zu PPT Angreifern ist es tiberraschend nicht-trivial EPT Angreifer zu
behandeln, denn durchschnittliche (average-case) Laufzeit ist schwieriger handhabbar als schlimmst-
mogliche (worst-case) Laufzeit. Ein besonderes Problem ist hierbei, dass selbst ein ununterscheidbarer
Spielschritt (game hop) die erwartete Laufzeit von polynomiell auf unendlich dndern kann.

Um dieses Verhalten zu korrigieren, definieren wir komplexitatstheoretisch (computationally) erwartete
Polynomialzeit (CEPT), indem wir die Klasse der Algorithmen um solche erweitern, die Ununterscheid-
bar von EPT Algorithmen sind. Die daraus erhaltene Effizienzklasse verhalt sich nicht nur gutartig
beziiglich ununterscheidbarer Spielschritte, sie erlaubt es auch CEPT Angreifer mit CEPT Simulatoren
zu handhaben, womit das Versprechen der Zero-Knowledge-Eigenschaft wiederhergestellt ist.

Verbesserte Sicherheitsanalysen und Effizienz. Die Sicherheit eines kryptographischen Verfahrens,
z.B. eines zero-knowledge Arguments I, ist tiblicherweise asymptotisch definiert — iiber vernachlassig-
bare Funktionen und polynomielle Laufzeit — und dessen Sicherheit wird durch eine Reduktion auf
bestimmte Annahmen A; gezeigt. Ein wichtiges quantitatives Mafl in diesem Kontext ist der Sicher-
heitsverlust, sowohl im Angreifererfolg — d.h. wie viel des Angreifervorteils in einen Vorteil gegen die
Annahmen A; umgewandelt wird — als auch in der relativen Laufzeit (runtime tightness) — d.h. wie
sich die Laufzeit der Reduktion auf die Annahme A; zur Laufzeit des Angriffs auf IT verhalt. Scharfere
Schranken fiir den Sicherheitsverlust sind sowohl von theoretischer als auch praktischer Bedeutung,
denn schirfere Reduktionen erméglichen die Verwendung niedrigerer Sicherheitsparameter womit die
praktische Effizienz verbessert wird.

Verwandt mit diesen Fragen ist auch die ,Ausdrucksstiarke” einer NP-Relation. Je ausdrucksstarker eine
Relation ist, desto einfacher ist es, eine abstrakte Aussage mithilfe der Relation zu codieren, und umso
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Zusammenfassung

kleiner ist der Zeuge (und tiblicherweise auch der Sicherheitsverlust). Unter diesem Gesichtspunkt
betrachten wir die Faltungstechnik von Bulletproofs (Bootle et al., EUROCRYPT 16, and Biinz et al.,
S&P’18), und wir (1) definieren einen neuen Begriff, die Kurzschlussextraktion, die es erlaubt schirfere
Laufzeitschranken fiir Wissensextraktion zu erreichen; (2) konstruieren ein Argumentsystem welches
allgemeine quadratische Gleichungssysteme als Zeugenrelation besitzt (statt der Teilmenge R1CS wie
bei Bulletproofs) ohne die Effizienz zu beeintrichtigen.

Kleinere Abgeschwichte Intervallbeweise. Sogenannte Intervallbeweise (range proofs) sind ein wich-
tiges Argumentsystem fiir eine bestimmte Relation. Sie beweisen, dass ein Wert in einem Commitment
innerhalb eine bestimmten Ganzzahlintervalls liegt. Zum Beispiel in datenschutzfreundliche Technolo-
gien (privacy-enhancing technologies) sind Intervallbeweise ein weit verbreiteter Baustein. Wir zeigen
auf, wie sich die Idee der Vier-Quadrate-Zerlegung (Boudot, EUROCRYPT’00) nicht-negativer Ganz-
zahlen, welche zuvor auf Ganzzahlcommitmentverfahren (integer commitment schemes) iiber Gruppen
unbekannter Ordnung beschrénkt waren, auf Commitmentverfahren tiber Gruppen bekannter primer
Ordnung tibertragen lassen. Unser effizientestes Verfahren bietet eine abgeschwichte Sicherheitsga-
rantie (relaxed soundness), denn statt Intervallzugehorigkeit als Ganzzahl wir nur Zugehorigkeit als
Bruch mit kleinem Nenner und kleinem Zahler sichergestellt, was jedoch fiir bestimmte Anwendungen
geniigt und mehr als 10X schneller ist als Bulletproofs. Wir zeigen des Weiteren, wie stiarkere Sicher-
heitsgarantien, z.B. gewohnliche Sicherheit, mittels Hinzufiigens eines einzigen Elements einer Gruppe
unbekannter Ordnung erreicht werden kann.

iv



Own Publications

[AFK22]

[CGKR22]

[CKLR21]

[FBK+21]

[HHK+17]

[HKR19]

[HKRR20]

[Klo21]

Thomas Attema, Serge Fehr, and Michael Kloof3. “Fiat-Shamir Transformation of Multi-
Round Interactive Proofs”. In: Theory of Cryptography - 20th International Conference,
TCC 2022, Chicage, IL, USA, November 7-10, 2022, Proceedings, Part ? Ed. by Eike Kiltz
and Vinod Vaikuntanathan. Lecture Notes in Computer Science. To appear. Springer,
2022.

Geoffroy Couteau, Dahmun Goudarzi, Michael Kloof3, and Michael Reichle. “Sharp:
Short Relaxed Range Proofs”. In: CCS "22: 2022 ACM SIGSAC Conference on Computer
and Communications Security, Los Angeles, CA, USA, November 7 - 11, 2022. Ed. by
Heng Yin, Angelos Stavrou, Cas Cremers, and Elaine Shi. To appear. ACM, 2022. por:
10.1145/3548606.3560628. URL: |https://doi.org/10.1145/3548606.3560628.

Geoffroy Couteau, Michael Kloof8, Huang Lin, and Michael Reichle. “Efficient Range
Proofs with Transparent Setup from Bounded Integer Commitments”. In: Advances in
Cryptology — EUROCRYPT 2021, Part IIl. Ed. by Anne Canteaut and Frangois-Xavier
Standaert. Vol. 12698. Lecture Notes in Computer Science. Springer, Heidelberg, Oct.
2021, pp. 247-277. DOI:|10.1007/978-3-030-77883-5_9,

Sebastian H. Faller, Pascal Baumer, Michael Kloof}, Alexander Koch, Astrid Ottenhues,
and Markus Raiber. “Black-Box Accumulation Based on Lattices”. In: 18th IMA Interna-
tional Conference on Cryptography and Coding. Ed. by Maura B. Paterson. Vol. 13129.
Lecture Notes in Computer Science. Springer, Heidelberg, Dec. 2021, pp. 220—-246. DoTI:
10.1007/978-3-030-92641-0_11.

Gottfried Herold, Max Hoffmann, Michael Kloof3, Carla Rafols, and Andy Rupp. “New
Techniques for Structural Batch Verification in Bilinear Groups with Applications to
Groth-Sahai Proofs”. In: ACM CCS 2017: 24th Conference on Computer and Commu-
nications Security. Ed. by Bhavani M. Thuraisingham, David Evans, Tal Malkin, and
Dongyan Xu. ACM Press, 2017, pp. 1547-1564. DOI:|10.1145/3133956.3134068.

Max Hoffmann, Michael Kloof3, and Andy Rupp. “Efficient Zero-Knowledge Arguments
in the Discrete Log Setting, Revisited”. In: ACM CCS 2019: 26th Conference on Computer
and Communications Security. Ed. by Lorenzo Cavallaro, Johannes Kinder, XiaoFeng
Wang, and Jonathan Katz. ACM Press, Nov. 2019, pp. 2093-2110. por:|10.1145/3319535)
3354251l

Max Hoffmann, Michael Kloof3, Markus Raiber, and Andy Rupp. “Black-Box Wallets: Fast
Anonymous Two-Way Payments for Constrained Devices”. In: Proc. Priv. Enhancing
Technol. 2020.1 (2020), pp. 165-194. DOI: |10 . 2478 / popets - 2020 - 0016, URL: https :
//doi.org/10.2478/popets-2020-0010!

Michael Kloof3. “On Expected Polynomial Runtime in Cryptography”. In: TCC 2021:
19th Theory of Cryptography Conference, Part I. Ed. by Kobbi Nissim and Brent Waters.
Vol. 13042. Lecture Notes in Computer Science. Springer, Heidelberg, Nov. 2021, pp. 558—
590. pOI:10.1007/978-3-030-90459-3_19,


https://doi.org/10.1145/3548606.3560628
https://doi.org/10.1145/3548606.3560628
https://doi.org/10.1007/978-3-030-77883-5_9
https://doi.org/10.1007/978-3-030-92641-0_11
https://doi.org/10.1145/3133956.3134068
https://doi.org/10.1145/3319535.3354251
https://doi.org/10.1145/3319535.3354251
https://doi.org/10.2478/popets-2020-0010
https://doi.org/10.2478/popets-2020-0010
https://doi.org/10.2478/popets-2020-0010
https://doi.org/10.1007/978-3-030-90459-3_19

Own Publications

[KLR19]

vi

Michael Kloof3, Anja Lehmann, and Andy Rupp. “(R)CCA Secure Updatable Encryption
with Integrity Protection”. In: Advances in Cryptology — EUROCRYPT 2019, Part I. Ed.
by Yuval Ishai and Vincent Rijmen. Vol. 11476. Lecture Notes in Computer Science.
Springer, Heidelberg, May 2019, pp. 68—99. DoI: 10.1007/978-3-030-17653-2_3.


https://doi.org/10.1007/978-3-030-17653-2_3

Acknowledgements

First and foremost, I would like to thank my advisors Jorn Miller-Quade and Andy Rupp. I'm most
grateful to Andy, for offering me the PhD position and for his constant encouragement; and I'm most
grateful to Jorn, for giving me both freedom and support during my doctoral studies. All in all, I am very
fortunate to having the both of you as my advisors. I am also sincerely grateful to Markulf Kohlweiss,
for serving as second referee despite all the odds.

Secondly, I would like to thank all of my external co-authors: Carla Rafols and Gottfried Herold for
sharing their knowledge and teaching me that sometimes, less is more — an important lesson which I
still struggle to apply; Max Hoffmann whose speed in implementing schemes, correcting them along
the way, was never short of amazing (and I would be glad to be half as proficient); Anja Lehmann for
her help and knowledge which steered a meandering project to completion with ease; Thomas Attema
for not only answering open questions of mine, but also reaching out to me about them, leading to
a fantastic paper; Serge Fehr for sharing his invaluable expertise, not only in cryptography, but also
in handling some rather unusual circumstances during our joint project; Geoffroy Couteau, for his
sharing boundless knowledge and dedication; Michael Reichle for his direct support and his creative
solutions to any roadblock; Dahmun Goudarzi for his endurance in squeezing out optimal benchmark
performance for our joint project; Huang Lin for providing and helping us theoreticians with real-world
applications.

Moreover, I also would like to thank my hopefully soon-to-be co-authors: Carsten Baum for making
sure my trip to Copenhagen was a complete success; Peter Scholl for hosting me at Aarhus and (taking
over Carsten’s role) patiently answering my questions; Chris Brzuska and Russell W.F. Lai for their
warm welcome during my visit and for offering me the opportunity to continue my research as a
post-doc with them.

Thirdly, I would like to thank all of my colleagues and all of the staff, former and present, old and
new. In particular, I would like to thank: Akin Unal for his dedication and unparalleled ability to
make memorable moments; Alexander Koch for so many interesting conversations about research,
philosophy and life, and his inspiring dedication to science and humanity in general; Astrid Ottenhues
for generously lending me some of her incredible organizing abilities; Brandon Broadnax for proving
that dedication to research is still possible outside of academia; Carmen Manietta for being the most
reliable, efficient and kind secretary imaginable; Christian van Rensen for being an incredible help in
writing lecture notes; Clemens Deuf3er for intriguing views and debates about politics and economy,
and for some excellent food; Clemens Frubdse for many interesting conversations about (different
approaches to) life; Dennis Hofheinz for being a helpful (runtime) oracle; Felix Dérre for all the amusing
real-world (security) stories; Geoffroy Couteau for his inspiring dedication to research; Jeremias Mechler
for sharing his incredible knowledge on composable security, his scrutiny which exposed so many
problems before they propagated, and his invaluable help w.r.t. teaching; Lisa Kohl for her positivity
and her advice; Marcel Tiepelt for his boundless optimism and motivation — without him my trip to
Denmark might never have happened; Markus Raiber for sharing his knowledge about PETs in theory
and practice, and for having perfected the art of endless (research) conversations with me; Matthias
Nagel for showing me the ropes when I started and for a great vacation in the US; Nicholas Brandt for

vii



Own Publications

his help during the restructuring of the “topics in cryptography” lecture; Robin Berger for his invaluable
help in and dedication to teaching and for providing me with enough time to complete my thesis and
prepare my defense; Sebastian Faller for making me learn a lot as part of teaching, turning a student
project into a publication along the way; Simon Hanisch, not only for setting up the IT infrastructure
which got us through a pandemic, but also for organizing regular board game events; Sven Maier
for making the institute more sportive and for many entertaining moments; Thomas Agrikola for
organizing hiking trips and his help and advice in general; Valerie Fetzer for (co-)organizing recreational
activities, ensuring a great vacation in Israel, her help with handicraft work, and taking care of so many
little things which made my (and everyone else’s) life so much easier; Willi Geiselmann for supporting
me in everything related to teaching.

I want to add a shout-out to my fellow stew-connoisseurs, everyone else joining the regular lunch, and
the staff who makes the great stews.

Finally, I would like to thank my family and friends. Thank you for enduring me — surely annoying
at times — babbling about cryptography. Thank you for supporting me in focusing on my work, but
even more so for distracting me from it. Especially to my parents, grandparents, and sister, I am most
grateful that you had faith in me, maybe even more than I had myself. Knowing that I can always count
on you made all of this so much more enjoyable.

Last but not least I wish to say, I truly tried and it was fun,
to those who were left out, it went on for a while,
if you believe I owe you thanks, but as it happens all too oft,
you can’t be wrong about [it]. I stopped for lack of time.
To anyone who has been part To me, just rhymes are hard enough,
of this delightful quest, as should be plain to see.
I surely want to thank you here Observe that names are far more tough,
and wish you all the best. try Jorn Miiller-Quade.
Now let me note a final thing: Away I threw my early draft,
I struggled — but conceded — went back where I set out.
to make acknowledgements in rhyme, If you succeed where I did not,
I ended up defeated. please let me know about [it].
Danksagung

Dieser Abschnitt gilt nun jenen,
die den oben nicht verstehen.

Von Herzen danke ich euch hier,
auch eingeschlossen manches Tier.
Denn euer Einsatz und Vertrau’n
war jener feste Unterbau,

der unverzichtbar — das ist klar —
fir dieses Abenteuer war.

1 Of course, this is not limited to the staff making the stews only. I'm grateful for (almost) all the food! And not just food,
also my clean office, running water, and so much more.

viii



Contents

Mbstract] . . . . . . . . . . .. i
[Zusammenfassung| . . . ... Lo iii
wn Publications|. . . . . . . . ... e v
[Contents . . . . .. . . . . . .. viii
[.__Introduction| 1
1. Introductionl . . . . . . . . . . . . ..o 3
[1.1. Zero-Knowledge Arguments (of Knowledge) . . . . . ... ... ... ... ... ... 4
1.2. Handling Expected Polynomial Time| . . . ... ... ... ... ... .......... 6
g LXp Yy
[1.3.  Revisiting Efficient Log-Size Arguments from Hardness of DLOG| . . . . ... ... .. 7
1.4. Short(er) Relaxed Range Proofs in the DLOG Setting|. . . . . . ... ... ........ 9
g g

(L5, Other Published Work{. . . . . ... ... .. . . 10
[1.5.1. Black-box Accumulators: Privacy-Preserving Incentive Systems|. . . . . . . . . 11
[1.5.2.  (R)CCA Secure Updatable Encryption with Integrity Protection| . . . . . . . .. 11
|1.5.3. Fiat—Shamir Transformation of Multi-Round Special Sound Protocols|. . . . . . 12
[L.6. Structureofthethesis . . . . ... ... ... ... .. 13
2. Preliminariesl . . . . . . ... ... ... 15
[2.1. Notation and Basic Functions|. . . . . . .. ... ... ... ... oo L. 15
[2.1.1.  Probability Theory| . . . . . . . . . ... 16
[2.2.  Cryptographic Primitives| . . . . . . . ... ... ... ... . o o oo o 17
2.2.1.  Cryptographic Groups| . . . . . . . . . . . 17

I yptograp p
222, HashFunctionsl . . . . . . ... ... .. . . 18
2.23. Random Oracle Modell . . . . . . .. ... ... 18
[2.2.4.  Non-Interactive Commitments| . . ... ... ... ... ... .. ........ 19
[2.3.  (Non-)Interactive Proof Systems| . . . . . . ... ... ... .. ... oL 20
[2.3.1.  Proof Systems and Soundness| . . . . . ... ... L 20
[2.3.2.  Reverse Sampling, Public-Coin, and Transparent Setup| . . . . . ... ... ... 21
[2.3.3.  Zero-Knowledge| . . . . ... ... . ... 24
[2.3.4. Knowledge Soundness| . . . . . . ... ... 25
[2.4. Knowledge Extraction and Special Soundness| . . . . ... ... ... ... ... ... 26
[2.5. Special Soundness| . . . . . .. ... 27
251 Tree-Findersl. . . . . ... ... 28
[2.5.2.  Recursive Tree-Finding|. . . . . . . ... ... ... ... .. .. 30

ix



Contents

Il. Contents 33
[3. Sharp: Short Relaxed RangeProofs| . . . . . . . ... ... ... ... ... ........... 35
Bl Introduction] . . . . .. ... ... 35
B.11. OurContributionsl . .. ............................... 37
3.1.2. Technmical Overviewl . ... .. ... ... . ... . .. .. .. ... ... 41
[3.1.3.  Structure of this Chapter|. . . . . . . ... ... ... 44

3.2, Preliminaries|. . . . . . . .. 44
3.2.1.  Notation and Basic Functions| . . . . .. ... .. ... ... ........... 44
[3.2.2.  DLSE and SEI Assumptions in Cryptographic Groups|. . . . . . ... ... ... 45
[3.2.3.  Rational Representatives| . . . . . . .. ... ... ... L. 46
[3.2.4. Masking Scheme| . . . .. ... oo 46

[3.3. Shortness Testingmod p| . . . . ... ... ... ... ... ... ... ... ..., . 47
B.31. Modulo Arithmetid . . . ... ... ... ..o 48
3.3.2.  Shortness Failure of Random Linear Combinations| . . . . . ... ... ... .. 51

[3.4.  Sharpss: Batching and Group Switching| . . . . . ... ... ... ... .. .. ... .. 52
B4l Parameters] . ... ... ... ... 52
B.4.2. Scheme Overviewl. . . . . .............................. 52
[3.4.3.  Security and Correctness|. . . . . . . . . . ... 53

[3.5. Sharp:d: Improved Proof of Short Opening| . . . . . .. .. ................ 55
351, Parametersl . . ... ... .. ... ... 55
B5.2. Scheme Overviewl. . . . . . ... .. ... 56
[3.5.3.  Security and Correctness|. . . . . . . . . . ... 56
[3.5.4. Trade-offs and Optimizations| . . . . . . . . . ... ... ... ... ....... 58

[3.6.  Soundness Guarantees and Hidden Order Augmentation| . . . .. ... ... ... ... 60
3.6.1.  Remarks on Relaxed Soundnessl . . . . .. ... ... . ... .. ... 61
[3.6.2.  Using Groups of Hidden Order| . . . . .. .. ... ... ... ... ....... 61
[3.6.3.  Non-Relaxed Soundness from Prior Knowledge| . . . . . . ... ... ... ... 62

[3.7. Applications| . . . . . ... 62
[3.7.1.  Anonymous Credentials| . . . . . ... ... ... ... L 0oL 62
[3.7.2.  Updatable Anonymous Credentialsand BBAs| . . . . . . ... ... ... .... 63
[3.7.3. Anonymous Transactions| . . . . . ... ... ... ... .. 63

[4. Efficient Zero-Knowledge Arguments in the DLOG setting, Revisited| . . . . . . . ... ... .. 65
M1 Tntroductionl . . . .. . .. ... 65
[4.1.1. Basic Techniques| . . . . . . . . . ... 66
41.2. Contribution| . . ... .. ... .. .. 68
413. RelatedWorkl . . . .. ........... ... ... 72
[4.1.4.  Structure of this Chapter|. . . . . . ... ... ... ... L. 73

[4.2. Preliminaries|. . . . . . . . .. 74
[4.2.1.  Matrix Kernel Assumptions and Pedersen Commitments| . . . . . ... ... .. 74
[4.2.2. ‘Testing Distributions| . . . . . . . .. ... 75
[4.2.3.  Special Soundness, Revisited|. . . . . . . ... ... o Lo 77

[4.3. HVZK Arguments for [Alw=[¢] . ... ... ... ... . ... . 80
[43.1. Intuitionl . . . . . . . oL 80
[4.3.2.  Step 0: A standard X-Protocol for [Alw=[¢]| .. ... ... ... ........ 80
[4.3.3.  Step 1: Batching All Equations Together| . . . . . . .. ... ... ... ..... 81
4.3.4. Intermezzo: Batch Proofs of Knowledge| . . . . ... ... ... ... ... ... 86

435. Step 2: ‘Batching” the Witness| . . . . . .. ... ... .............. 87




Contents

[4.3.6.  Step 3: Adding (Arithmetic Circuit) Relations to the Witness|. . . . . . ... .. 95

[4.4.  Arithmetic Circuit Satisfiability from Quadratic Equations| . . .. ... ... ... ... 95
[4.4.1.  Quadratic Gates|. . . . . . . . . ... 95
[4.4.2.  Arithmetic Circuits and Rank 1 Constraint Systems| . . . . . .. ... ... ... 96
[4.4.3.  The Verification Strategy|. . . . . . . . . . . .. ... 96
[4.4.4.  Zero-Knowledge Inner Product Argument| . . . . . . ... ... ... ...... 97
[4.4.5. Quadratic Equation Satisfiability] . . . . ... ... ... ... ... ..., 101
[4.4.6. Combining QESAzx with Other Proof Systems| . . . . ... .. ... ... ... 104

[4.5. Implementation| . . . . . . ... ... 109
[5. On Expected Polynomial Runtime in Cryptography| . . . . . .. ... .. ... ... . ... .. m
6. Introductionl . . . . . . . .. 111
BIl_Obstacles . .. ...... ... ... ... 112
[5.1.2. Motivation: Reproving Zero-Knowledge ot Graph 3-Colouring| . . . ... ... 112
5.1.3. Contribution| . . . . ... ... .. L 115
[.1.4. Technical Overview andResultsl. . . .. ...................... 116
6.5, RelatedWorkl . . . . ... ... 123
[5.1.6.  Separations| . . . . . . . ... 124
[5.1.7.  Structure of this Chapter|{. . . . . . . ... ... ... ... L. 125

5.2, Preliminariesl . . . . . . . . .. 126
[.2.1.  Notafion and Basic Definitions| . . .. ... .................... 126
[5.2.2.  Systems, Algorithms, Interaction and Machine Models| . . . . .. ... ... .. 127
[5.2.3.  Input Generation: Conventions and Shorthands| . . . . . ... ... ... .... 128
[5.2.4.  Preliminary Remarks on Runtime| . . . . . . ... ... ... ........... 128
[5.2.5.  Probability Theory| . . . . . . . . ... 129
[5.2.6. Indistinguishability and Oracle-Related Notions|. . . . . . ... ... ... ... 131

[5.3.  Computationally Expected Polynomial Time| . . . . . ... ... ... ... ... ... 132
[5.3.1. A BrietRecap| . . . . . . .. ... 132
[5.3.2.  Characterizing CEPT| . . . . . . . .. ... ... ... 133
b33, From CEPTtoEPT . . . . . ... ... i 137

[5.4. Towards Applications| . . . . . . .. . ... 138
[5.4.1.  Standard Reductions and Truncation Techniques| . . . . . ... ... ... ... 138
[5.4.2. Relative Efficiency] . . . . . . . . . .. ... 139
[5.4.3. Hybrid Lemmal . . . .. ... ... ... 140

[5.5. Application to Zero-Knowledge Arguments|. . . . . . ... ... ... ... ....... 146
[5.5.1.  Zero-Knowledge| . . . . ... ... ... 147
[5.5.2.  Application to Graph 3-Colouring|. . . . . .. ... ... ... ... ....... 148
[5.5.3.  Sequential Composition of Zero-Knowledge| . . . . . .. ... ... ... .... 152

[5.6. Benign Simulation|. . . . . ... Lo 153
[5.6.1.  Rewinding Strategies| . . . . . . . . . . ... ... 154
[5.6.2.  Simple Assumptions and Repeated Trials|. . . . . ... ... .. ... ... ... 158
[5.6.3. Benign Simulators| . . . . ... ... 159
[5.6.4.  Sequential Zero-Knowledge from Benign Simulation| . . . . . . ... ... ... 162

[5.7.  Sketched Application to SFE| . . . . . . . . ... ... 163
5.71.  Definitionsl . . . . . . . . 163
[5.7.2. Modular Sequential Composition| . . . . . . ... ... ... ... .. ... .. 165

[5.8. Conclusion and Open Problems| . . . .. ... ... ... .. ... ... ... . ... 167
B Conclusion] . . . . . . .. ... 169

xi



Contents

............................................... m
Il._ Appendix 189
IA. AppendixforChapter(3| . . . . . . . .. ... 191
[A1._Preliminaries Continued . .. ... ............. ... ... .......... 191
[A.1.1. Groupsof HiddenOrder| . . . . . . .. ... ... ... ... . ... ... .... 191
[A.1.2. Transparent Setup and Assumptions Without Invertible Sampling|. . . . . . . . 193
A13. ProofofTemmalA 17l . . ... ... ... ... ... ... .. .. ... .. ... 194

|A.2. Further Remarks on Sharp’s Soundness| . . . . ... ... ... ... .. ... ...... 196
[A.2.1.  Arithmetic Behaviour of Qpp|. . . . . . . . . oo o oo L 196
[A.2.2. Remark on the Square Decomposition| . . . . .. ... ... ... ... ..... 197

|A.3. Augmented Soundness| . . . . .. ... 198
[A.3.1. Proof of ShortOpening|. . . . . . . . . . . ... 198
[A.3.2. Augmented Range Proof| . . . . . . . ... ... 198

|A.4. Proofs for Shortness Testing| . . . . ... ... ... ... ... ... 201
A4l ProofofTlemmal337 . .. ... ... ... ... ... ... ... ... ..., 201
[A42. ProofofTemmal33.8 . .. ... ... ... .. ... . ... ... ... ... ... 201
A43. ProofofLemmal339 . . ... ... ... ... ... ... ... ... ... .... 202
[A44. Proofof LemmaB311l . ... ... ... ... ... ... ... . ... .. 203
A45. ProofofTemmal3.312] . . ... ... ... ... .. ... ... ... ..., 204
[A4.6. Proofof Theoreml333 . . . . .. . ... ... ... . .. ... ... .. 212

|A.5. Security Reductions| . . . . . . . . . ... 213
A.5.1. Security Proof of Sharpgg| . . . . .. .. oo 213
A.5.2. Proofof Sharpd . . . . . o 217
A.5.3. Security Proof of Sharp,of . . . . . . ..o oo 220

A6, Additional Tablesl . . . . .. ... ... .. 223
[B. Appendixfor Chapter[dl . . . . . . . . . . . . . 225
[B.1.  From Batch Proofsto Folding|. . . . . ... ... ... ... ... ... ... 225
B.2. An Efficient Proof of CorrectnessofaShufflel . . ... ................. .. 226
[B.2.1. Adapting the Shuflle Argument of Bayer-Groth| . . . . .. ... ... ... ... 227

B.3. Proofof Lemmald 46l . . . . ... ... ... 228
[B.4. LMPAzx for general [A]| . . . . . . . . 231
[B.5.  Further Notes on Knowledge Soundness and Testing Distributions|. . . . . . .. .. .. 237
B.5.1. Lower bounds for black-box extraction|. . . . . . . ... ... ... ... .... 237
[B.5.2.  Properties of Testing Distributions| . . . . ... ... ... ... .. ... .... 238
[B.5.3.  Tensor-Based Testing Distributions| . . . . . . . ... ... ... ... ...... 239

[B.6. Further Remarks on our Implementation| . . . . ... ... ... ... .......... 240
B.6.1.Arithmetic Circuitsl . . . . . ... ... ... ... ... 240
[B.6.2. Bulletproofs with IPAozx| . . . . . . . o o o o 241
B.Z_Overview of Protocolsl. . . . ... ... ... ... 241
B.8. A Short Noteon R1ICSand QE[ . . . . . ... ... ... ... . ... . ... . ..... 242
B.8.1. Preliminaries| . . . ... .. ... ... 244
[B.8.2. Comparing R1ICSand QF] . . . ... ... ... ... ... ... 244
[B.8.3.  Polynomially Encoded Inner Product Argument{. . . . . ... ... ... .... 247
[B.8.4. ASpecial Casel . . . ... ... 248
[B.8.5. The Choice of Languages| . . .. .. ... ... ... ... .......... 248

xii




Contents

[B.9. Tree-Finding for Short-Circuit-Extraction|. . . . . . . ... ... ... ... ... .... 249
[B.9.1. Generalizing Tree-Finding| . . . . . . . .. ... ... ... ... ......... 249
B.9.2. BasicTree-Finders| . ... .............................. 250
[B.9.3. Success Analysis of QExtearly| - - - - - o o oo 252

[C. Appendixfor Chapter[5] . . . . . . . . . . . . .. 255

[C1. Machine Modelsl . . . . . . . ... 255
[C.1.1.  Systems, Oracles, Algorithms| . . . . ... ... ... ... ... ... ... 255
|C.1.2.  Abstract Machine Model Operations and Interaction| . . . . .. ... ... ... 256
|C.1.3.  Timed Black-Box Emulation with Rewinding Access| . . . . .. ... ... ... 258
|C.1.4. (Probably) Admissible Machine Models|. . . . . .. ... ... .. ........ 260

[C.2. Supplementary Definitions for Commitment Schemes| . . . . .. ... ... ... .. .. 261
|C.2.1.  3-move Commitments Without Trusted Setup| . . . . . .. ... ... ...... 261
|C.2.2.  Security Against Other Polynomial Runtime Classes| . . . . .. ... ... ... 261

[C3. x Technicallemmatal . . .. ... ... ... ... ... ... . ... .. ...... 262
[C31. TailBounds| . . . . . . . . 262
[C.3.2. Simple Facts|. . . . . . . . . .. 262
[C33. UsefulLemmatal. . . .. ............................... 265
[C.3.4.  Testing Closeness of Distributions| . . . .. ... ... ... ........... 267

[C4. % General Runtime Definitions| . . . . . .. ............ ... ........... 269
|C.4.1. Preliminaries: Bound Algebras| . . . .. ... ... ... ... ... . ... 269
[C42. Runtime Distributionsl . . . ... .......................... 270
[C43. RuntimeClassesl . . ................................. 270
|C.4.4. I -time Triple-Oracle Indistinguishability| . . . ... ... ... ... ...... 272
[C4.5. Closed Runtime Classes| . . . ... ......................... 274
|C.4.6. Equivalence of Runtime-Indistinguishability for Algebra-Tailed Runtime Classes|276
|C.4.7.  From Oracles to Emulation and Standard Indistinguishability] . . . . ... ... 278

[C5. xTechnical Asidesl. . . . ... ... ... ... ... ... . ... ... 280
[C51. Sectionl5.2l. . . . . .. . . 280
[C5.2. SectionlB3l. . . . . . . . e 281
[C53. Sectionlbdl. . . . . . . . . 282
[C5.4. SectionlB5l. . . . . . . o 285
[C55. SectionlBfl. . . . . . . .. 291
|C.5.6. x Absolute Notions of Relative Efficiency| . . ... ... ... ... ....... 292
[C.5.7. x The Necessityof || - |[1| . . . . .. .. ... ... ... . ... ... ... ... 293
[C.58. % Measurability] . . . . . . . ... 294

[C.6. *x Extendability from Indistinguishable Queries|. . . . . .. ... ... ... ... ... .. 295
|C.6.1.  Query-Sequences Indistinguishability] . . . .. ... ... ... ......... 295
|C.6.2.  Adapting the Result of Katz—Lindell| . . . ... ... ... ... ... ...... 296
[C6.3. Runtime Estimationl . ... ...... ... ... ... ............. 298
|C.6.4.  Efficiency from Query-Truncation| . . . ... .. ... ... ... ........ 298
|C.6.5. Query-Benign Simulators| . . .. ... ... ... ... ... L. 299

xiii






Partl.

Introduction






1. Introduction

Since the invention of the personal computer, the internet and the world wide web, we have entered a
new information age with easy, quick and omnipresent access to and distribution of digital information.
However, these ever-present possibilities also gnaw away at the privacy of its voluntary and involuntary
users. Cryptography provides the technical means to tackle the questions of privacy and authenticity in a
digital world, enabling private and secure communication through encryption and digital signatures, and
much more with other advanced cryptographic primitives and protocols, such as (fully) homomorphic
encryption [RAD78}/Gen09]] or general multi-party computation[Yao86; | GMWS86].

Interactive Proofs and Arguments. Among these advanced cryptographic protocols, there are so-
called (interactive) argument systems, also called proof systems [GMR85; [BCC88||,which generalize
mathematical proofs. Traditionally, a mathematical proof of a statement x is a string w or sequence of
logical derivations based on axioms (or previously established true statements). Thus, mathematical
proofs can be interpreted as a relation R of statement x and proof w, where (x, w) € R if w is
a convincing proof for x. This idea is translated to complexity theory by taking into account the
computational complexity of verifying a proof, hence considering an efficiently computable relation (R,
i.e. an NP-relation, with associated language £ = {x | Jw: (x, w) € R} of “true statements” x. The
“proof” w is called a witness for x € L if (x, w) € R. In an interactive proof system, a party P, called
the prover, wants to convince another party V, called the verifier, of the fact that x € .

A proof system should be correct, i.e. if two honest parties P and V interact on common input x € £  then
V should accept. It should be sound, i.e. if x ¢ L even a malicious prover P* cannot convince the honest
verifier V except with small probability. Proof systems for NP-languages with a probabilistic polynomial
time (PPT) prover which receives a witness w as additional input (satisfying (x, w) € R), are also
called argument systems. In cryptography, proof and argument system is often used interchangeably
and merely refers to the syntax (i.e. a prover interacting with a verifier) of the protocol.E]

While the trivial protocol, mimicking a mathematical proof by sending the witness w to the verifier, is a
valid argument system, this does not exploit the power of interaction at all. Indeed, through interaction
and computational complexity assumptions, completely new properties can be obtained:

Sublinear communication: The communication between prover and verifier can be much shorter than
the witness w, e.g. logarithmic in the bit length |w| of w.

Sublinear computation: The computation of the verifier can be sublinear in |w| (but we do not consider
this in this work).

1 Historically, coming from complexity theory, proof systems were defined for arbitrary languages, not only NP-relations, and
thus concerned unbounded provers (and consequently soundness against unbounded adversaries, i.e. statistical soundness).
On the other hand, argument systems concerned (honest or malicious) PPT provers, and only guaranteed computational
soundness. This distinction has mostly been replaced by explicit soundness guarantees (computational or statistical),
especially in cryptography. Moreover, since even theoretical cryptography mostly revolves around efficient protocols, PPT
provers for NP-relations are the archetypal setting.
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Zero-knowledge: The interaction may only reveal that x € L' but not leak any other information to a
potentially malicious verifier V*.

Knowledge soundness: A convincing prover must “know” a witness w with (x, w) € R (even if w is
not sent to the verifier, e.g. in a zero-knowledge argument).

An incredibly versatile combination of these properties are zero-knowledge arguments of knowledge,
abbreviated as ZKAoK, which are argument systems that are both zero-knowledge and knowledge
sound. For example, a ZKAoK allows the prover P to convince the verifier V that it honestly computed
the output z of a public (efficient) program F with public input x and secret input w, i.e. that z = F(x, w).
Almost anything of interest (indeed, anything one can compute) is easily expressed as a public program
with public and secret inputs, e.g. one can prove that a ciphertext contains a solution to a hard puzzle,
say a Sudoku, without revealing the solution. Knowledge soundness asserts that P really knows such
a witness w. Zero-knowledge asserts that, besides what can be derived from the output z = F(x, w),
nothing (more) about w is revealed. This privacy-preserving assurance of honest computation is what
makes ZKAoKs an extremely flexible and broadly applicable tool. In practice, one uses relations and
protocols which are tailored to specific problems of interest. For example, an identification card might
prove that one is older than 18 years without revealing the actual date of birth.

Before we jump to the contributions of this thesis, let us recall on a high-level how zero-knowledge
arguments of knowledge are defined, and how they are proven secure.

1.1.  Zero-Knowledge Arguments (of Knowledge)

The requirements of zero-knowledge and (knowledge) soundness seem contradictory. But these two
guarantees consider different possible misbehaviours, and thus can co-exist. For zero-knowledge, one
must control what a potentially malicious verifier learns from the interaction with an honest prover. For
knowledge soundness, one must extract a witness from a potentially malicious prover which convinces
an honest verifier. Now, we give a more precise, but still informal, discussion of these properties.

Zero-Knowledge Simulator. What does it mean to “learn nothing” from an interaction? The general
definition of (black-box) zero-knowledge [GMW86] postulates an efficient simulator Sim which is given
black-box rewinding access (denoted by Sim"") to the potentially malicious verifier V*, i.e. Sim can
send messages to a virtual copy of V*, receive responses and rewind it to some prior state. The goal is
that Sim"" (x) generates an output which is indistinguishable from the view of V* (i.e. all messages V*
received) in an interaction with the honest prover P(x, w). Observe that Sim neither has w as input
nor interacts with P(x, w), yet its simulated output is indistinguishable from the view of V*. In other
words, instead of interacting with P, V* could just run Sim"" in its head to obtain the same information.
Thus, clearly, nothing new is learnt by interacting with the prover P.

To achieve this feat, the simulator Sim uses its black-box rewinding access to V* to explore V*’s reaction
to different messages in a given state, by sending a message, rewinding V*, and then trying another
message. This power of the simulator over the adversary allows manipulating an execution (via
rewinding) in a way which is completely impossible in a normal, straight-line execution. For example,
the simulator might first learn a verifier’s next message, called a challenge, rewind it, and then produce
a specially crafted response which is convincing for exactly that challenge (but maybe none other).
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Knowledge Extractor. The definition of (black-box) knowledge soundness [BG93; BG11] postulates an
efficient extractor Ext which is given black-box rewinding access to some potentially malicious prover
P*. Exploiting the power of rewinding, the extractor is able to obtain multiple related responses from P*,
by feeding it different challenges (in place of the honest verifier). In a knowledge sound protocol, these
responses are correlated in such a way that it is possible to recover the witness.

Rewinding: Two Sides of the Same Coin. In our description of zero-knowledge simulation resp. knowl-
edge extraction, we considered black-box rewinding access to the adversary (the malicious verifier, resp.
the malicious prover). While, this is conceptually simple and clean, it also comes with a price: It can be
shown that practically efficient protocols, namely constant round protocols with negligible soundness
error, are impossible with PPT simulation and extraction. To avoid this, a widespread definition of
zero-knowledge arguments of knowledge allow expected polynomial time (EPT) simulators and/or
extractors. This leads to neat definitions, allows proving natural protocols secure, and seems like a
wonderful solution. Alas, unlike PPT, EPT does not compose well and is prone to subtle problems.

Setups for Practical Efficiency. In the above, we always considered the plain model, where prover
and verifier interact without any common/shared information except the statement x. For practically
efficient zero-knowledge arguments, one often relies on a so-called setup assumption, e.g. that prover
and verifier share a common reference string (CRS) which was generated by an honest party. In the
best case, this CRS is simply a uniformly random string (URS), which can be heuristically generated in
the real world by nothing-up-my-sleeve methods, e.g. using the digits of 7. These setups also allow
simulation in PPT. In principle, they also allow extraction in PPT, however, to the best of our knowledge
this is only possible when the proofs do not have sublinear communication (excluding a large class of
proofs of particular interest) or under strong assumptionsE]

Tightness of Security. One can define zero-knowledge simulation and knowledge extraction using
quantitative measures. For zero-knowledge, one can quantify simulation in terms of a simulation error
(for the simulation’s quality) and the runtime of the simulator. For knowledge soundness, one can
quantify in terms of a knowledge error (which ties V’s acceptance and Ext’s extraction probability
together) and the runtime of the extractor. In theoretical works, the runtime tightness, i.e. the factor
by which the runtime of a simulator or extractor increased over the real execution, is often ignored
(beyond ensuring polynomial time). However, to justify a concrete choice of security parameterA, one
cannot argue with “negligible” and “PPT” anymore, since these make no sense for fixed A. Thus, to
have good provable assurances in this setting, it is vital to achieve the fastest possible runtime for
simulator and extractor, as well as the best possible quality guarantees in terms of simulation and
knowledge error, respectively. In practice, using setup assumptions facilitates very simple and efficient
simulation. Indeed, it is typically as fast as the adversary (hence has constant runtime tightness) and

2 Common idealized models are the random oracle model (ROM) [BR93] and the generic group model (GGM) [Sho97; Mau05],
and there are argument systems which are zero-knowledge and straight-line knowledge sound in these models. More
generally, knowledge assumptions are used which lie in between full idealization (like ROM and GGM) and standard
assumptions. On the one hand, such knowledge assumptions facilitate efficient extraction and often yield the tightest
plausible proofs in practice. On the other hand, they are also a very strong class of assumption and many of them contradict
the existence of indistinguishability obfuscation (IO) [BCPR16], which has since been established from well-founded
assumptions [JLS21]. Yet, some knowledge assumptions can, in some sense, be realized by IO [AHK20]. The idealized
models do not suffer from such contradictions but are known to be uninstantiable in general [CGH98; GKO03].
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the simulated view is statistically indistinguishable from the real view. However, the same does not
hold for extraction, especially not for sublinear communication argument systems [’

1.2. Handling Expected Polynomial Time

As noted above, for efficient zero-knowledge proofs (in the plain model), expected polynomial time
(EPT) simulation and extraction is a necessity [BL04]. However, the standard definition only considers
PPT adversaries. This introduces an asymmetry in the complexity classes of zero-knowledge simulator
and adversary, violating the intuitive promise that everything an adversary learns in a zero-knowledge
protocol (in the plain model) it could just simulate itself. Even worse, it makes it impossible to exploit
simple (sequential) composition properties, because once a PPT adversary V* is replaced by a simulation
Sim"”, the new adversary V/ = Sim"" is now EPT and thus cannot be handled by a zero-knowledge
simulator or knowledge extractor anymore. While it is possible to prove sequential self-composition
directly, it is not so simple for more general forms of composition, especially in the context of multi-party
computation where (sequential) composition of protocols is particularly useful.

Lastly, when trying to define what expected time adversaries are, one has many choices. For example:
Does the time of the honest prover count? Does the time required to compute the auxiliary adversarial
inputs matter (or do we assume non-uniform auxiliary inputs, which do not consume computation
time)? Does the to-be-called-efficient adversary V* have to be “efficient” (say EPT) only when it is
run with the honest prover P, or must it be “efficient” when run with any “efficient” (say EPT) party
P*? The last question is the most crucial one, and we call the former type of adversaries designated
adversaries, since they only need to be efficient in the protocols they are designed to attack, but not in
other, arbitrary contexts. This is the most natural definition, but also the hardest to handle.

Related work. Already Feige [Fei90] provides a discussion and example in his thesis which demon-
strates the difficulties in defining and handling designated adversaries. In particular, Feige shows
that the naive idea of simply cutting off the adversary’s execution after an a priori fixed number of
steps fails for any a priori polynomial cutoff (under plausible assumptions). Despite pointing out these
problems, Feige decides to keep the standard definition. Katz and Lindell [KLO05; KLO08|| are the first to
provide a solution, which is however not fully general. Their solution assumes the security of primitives
against superpolynomial-time adversaries, hence requires superpolynomial hardness assumptions. The
use of superpolynomial hardness allows superpolynomial cutoffs, sidestepping Feige’s obstructions.
Subsequently, [Gol07; Gol10] presented another solution, which intuitively works by postulating “nice”
adversaries. He considers a complexity class which (by definition) contains only algorithms whose
runtime cannot become superpolynomial even when exploiting black-box rewinding access to “attack”
it. At the expense of shrinking the class of adversaries against which security is proven, this makes the
difficulties of rewinding expected time and designated adversaries disappear, by essentially excluding
potentially problematic algorithms by definition. While Hofheinz, Unruh, and Miller-Quade [HUM13]
deal with strict polynomial time, i.e. PPT, they need to handle designated PPT adversaries (something
which is usually avoided or unnecessary) and develop techniques on which we build in our work.

3 Knowledge assumptions and idealized models (cf. Footnote [2) circumvent this, but we do not consider these.

4 Consider the interactive algorithm A which draws a random string r & {0,1}*, then expects a message s, then sends r
back, and if r = s it runs an extra 24 steps. In an interactive context, the expected time of A is ©(A), since, unless r was
guessed and sent to A, it just sends r and terminates immediately. With rewinding, one can first send s := 0% and thus
learn r from A, then rewind A and then deliberately send s = r, making A run for 24 steps always. Goldreich’s definition
forbids such algorithms.
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Contribution. In Chapter[5| we define a relaxation of expected polynomial time, called computationally
expected polynomial time (CEPT). Intuitively, we consider a runtime distribution T CEPT if it is
computationally indistinguishable from a runtime distribution T* which is EPT in the usual sense. We
prove a convenient characterization of CEPT which shows a, perhaps surprising, equivalence between
statistical and computational indistinguishability for runtimes. Moreover, we show that with CEPT, we
can finally handle designated CEPT adversary with CEPT simulation. This leads not only to symmetry
for adversary and simulator in the definition of zero-knowledge arguments which includes the efficient
black-box constant round arguments we aimed for. But it also shows that the most natural definition
of efficient adversary, a designated adversary, can indeed be handled. Contrary to Goldreich [Gol10],
instead of shrinking the class of allowed adversaries, we ever so slightly broaden it (and with it also the
class of allowed simulators), and unlike Katz and Lindell [KL08] we do not require superpolynomial
hardness assumptions to prove security.

1.3. Revisiting Efficient Log-Size Arguments from Hardness of DLOG

For practically efficient zero-knowledge arguments, one usually accepts a setup assumption in the form
of a CRS. In theory, the CRS is simply generated by a trusted party which disposes of any potential
trapdoor information that was needed during CRS generation (say, the factorization (p, q) if the CRS is
an RSA modulus n = pq). In practice, generating a CRS poses a difficult problem because the incentive
to keep and exploit the above-mentioned trapdoor information is huge. Thus, it is best to have a
transparent setup, that is, a CRS which is simply a uniformly random string (URS). Such a URS can be
heuristically obtained from nothing-up-my-sleeve methods, e.g. using digits of 7z, hashing a newspaper,
using sunspots [[CPs07]], and so on.

One of the most prominent examples of a practically efficient proof system with very small logarithmic-
size communication and transparent setup are so-called Bulletproofs [BBB+18|], an optimization
of [BCC+16]. As this part of the work is focused on understanding and improving Bulletproofs,
we give a high level overview of their characteristics.

Bulletproofs use a CRS as setup, which consists entirely of random group elements in a prime order
group with hard DLOG assumption, in particular, the setup is transparent. The CRS is used to instantiate
a linear commitment scheme. A commitment scheme allows to commit to a value v such that v is fixed
but hidden (similar to encryption), until it is (potentially) unveiled. A commitment scheme where it is
possible to add commitments (implicitly adding the committed values) and multiply commitments with
a scalar (implicitly multiplying the committed values with a scalar) is called linear. Linear commitment
schemes are one of the main tools for practically efficient (zero-knowledge) proofs of knowledge.

The crucial building block of Bulletproofs is a logarithmic communication inner product argument (IPA),
i.e. an argument (which is not zero-knowledge) for proving that (x,y) = t for committed x,y € F7,
t € F,, where the statement x = (c, t) consists of a commitment ¢ to (x,y) and of ¢, and the witness is
w = (x,y). On a very high level, logarithmic communication (in |w|) is achieved by repeatedly halving
and linearly recombining committed vectors. Since commitments are constant size, each halving has
constant communication. When n hits 1, the witness (x, y) is sent in the plain. This technique is called
folding.

The NP-relation for which [BBB+18]] is designed are so called rank 1 constraint systems (R1CS) [BCG+13].
Given avectorw € FZ, the witness, a R1CS is a system of equations of the form (21, a;w;)- (X1, biw;) =

> Strictly speaking, constant in the dimension of the committed vector (but not in the security parameter).
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2= ciw;. Given linear commitments and an IPA (without zero-knowledge) as above, [BBB+18|] reduces
verification of a committed R1CS solution to verification of an inner product, sending only a constant
number of commitments.

Contribution. In Chapter[4] we revisit the Bulletproofs construction, trying to understand, generalize
and optimize it further. For our approach, we need a zero-knowledge IPA and we show how to construct
it from the Bulletproofs IPA with very little overhead. Moreover, we found a simple optimization
which halves the prover’s computation and enables other standard optimizations. However, our main
contributions are the following:

« Relying on R1CS as a relation means that, perhaps surprisingly, Bulletproofs cannot prove inner
product statements without overhead. We rectify this by constructing QESAzy, an argument
system which proves general quadratic equation systems (QE) which contain R1CS as a special
case. In general, comparing different argument systems for different languages is a complicated
question, cf. Appendix[B.8] But fortunately, QESAz is both faster and smaller than [BBB+18]],
even if [BBB+18] uses our improved IPA. So, there is not much to debate about the improved
expressivity gained from handling QF instead of R1CS in this specific comparison.

« We outline a path towards a tighter knowledge soundness reduction. For this, we devised a
generalized form of the so-called special soundness property, which allows what we call short-
circuit extraction. With this, we show that a much smaller number of related transcripts suffice for
extraction than previously known. Concretely, our tightest instantiation needs a linear number of
transcripts (whereas Bulletproofs use a quadratic number [BBB+18]). We complement this result
by a lower-bound for certain hard languages, which even if it may not apply to QEs, shows that
to avoid an almost linear number of related transcripts, novel proof techniques will be necessary.

Lastly, our new proof system is flexible and can be combined easily with other proof systems in the
same setting (i.e. linear commitments based on DLOG). We demonstrate this swapping out the proof
system in the proof of correctness of a shuffle of ElGamal ciphertexts by Bayer and Groth [BG12]],
yielding the first practically efficient protocol with logarithmic communication. This example relies on
another building block, a so-called linear map preimage argument, which is obtained by the folding
approach and implicit in the IPA.

Related and Subsequent Work. We restrict our attention to the most closely related works, and refer
to Chapter 4| for more discussions. Clearly, our work is based on Bulletproofs [BCC+16; BBB+18|]. A
close subsequent work is [CHJ+22]], whose approach also relies on a zero-knowledge inner product
argument (zk-IPA), but they only handle R1CS.

The work [JT20] provides a tighter analysis of the extractor in [BCC+16[], improving the knowledge
soundness. In JACK21]] a modified extractor is shown to be essentially optimal for special sound
protocols (both in knowledge soundness and runtime). Neither of the works [JT20; |ACK21]] exploit
short-circuit extraction, resulting in quartic runtime tightness for Bulletproofs and QESAzx (in the
witness size) for general constraints, whereas short-circuit extraction suggest that linear runtime
tightness is possible for QESAzx. Another line of works [[GT21; |(GOP+22|] analyzes the security of
Bulletproofs (with Fiat-Shamir transformation applied) using the algebraic group model [FKL18||, which
is a (strong) knowledge assumption. Perhaps (not) surprisingly, for algebraic adversaries, they achieve
essentially optimal tightness results (both in knowledge error and runtime) since their extraction is
straight-line, i.e. does not rewind the adversary.
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1.4. Short(er) Relaxed Range Proofs in the DLOG Setting

In Chapterwe present a novel range proofﬂ in the DLOG setting. A range proof is a special-purpose
zero-knowledge argument of knowledge that shows that a committed value lies in some range [A, B] €
Z. This is a crucial building block for many applications, especially in privacy-preserving protocols
such as anonymous credentials [Cha90;|CLO1].

In the DLOG setting, one works modulo the group order n, i.e. over Z,. Although it makes sense to
define an “integer range [A, B]z,” in Z,, as the image of the set [A, B] modulo n, it is preferable to choose
a system of representatives and only consider ranges within that. The usual choice of representatives is
{—L"T_IJ, e, L”T_lj} C Z, as it also gives a sensible notion of positive, negative, and shortness in Z,,.

For efficient range proofs based on linear commitments, there are two general approaches:

k-ary decomposition: The idea is to reduce the general statement “v € [0, B]” to a simpler statement by
k-ary decomposition. Usually, binary decomposition is used, i.e. one proves v = Zl.[i%g(BH) 1 2'b;

and b; € {0,1}. If nis prime thenforb € Z, we getb € {0,1} & b(1-b) =, 0. Asalow-degree

polynomial equation, this is efficiently provable in zero-knowledge via linear commitments.

Square decomposition: Over the integers, for any x € Z, the square x? is non-negative. Moreover,

every non-negative number v can be decomposed efficiently as the sum of four squares [RS86}
PS19]. Thus, proving that v - (B —v) > 0 by decomposition into 4 squares ensures v € [0, B] over
the integers.

The k-ary decomposition approach is very easy to use, integrates easily into many protocols, and is
adequately efficient. Indeed, Bulletproof range proofs [BBB+18] use the binary decomposition approach
to prove range membership. The biggest downside of binary decomposition is that many values (namely
all ;) must be committed to, making the protocols relatively computationally expensive.

The deceptively simple square decomposition approach, however, makes no sense modulo n and requires
to work over the integers. Thus, linear integer commitments are required. Such commitments exist, but
(group-based) constructions rely on factoring-based assumptions, and are relatively large and relatively
computationally expensive as a consequence.

Contribution. In Chapter we present a range proof over Z,, for prime p. It is inspired by so-called
relaxed/approximate proofs of short preimages from lattice-based cryptography, and offers a slightly
weakened soundness guarantee: Instead of considering (short) integer representatives of Z, as used
in the explanation above, we consider short rational representatives, that is, fractions 5 with short
numerator n and short denominator d. This allows us to obtain a protocol whose communication (i.e.
proof size) is very small and which is highly efficient. Indeed, computation-wise it easily outperforms
Bulletproofs’| with the prover being more than 10x faster.

Shortness of rational representatives modulo p is in general incompatible with shortness of integer
representatives, e.g. ’%1 € Z, has a large integer representative, but the short rational representative
% € Z,. Moreover, shortness of rational representatives does not behave well under addition, since
denominators can grow multiplicatively. Thus, one might question the usefulness of this relaxed

6 As noted in Footnote|1| “proof” and “argument” is used interchangeably in cryptography and in this work. The term “range
argument” is much less common, even if it is technically correct (and perhaps more precise).

7 For proving range membership of a single commitment, even the proof size is comparably small. For larger batch range
proofs, the proof size grows linearly, unlike the logarithmic growth for Bulletproofs.
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soundness. However, if it is known a priori that a representative is a short integer, then proving
membership in the interval of short rational representatives actually proves membership in the interval
of short integer representatives. In other words, given this prior knowledge, relaxed soundness is
upgraded to standard soundness. A prime application example is a digital identification card, where
the birth date is known to lie within a predetermined range (say the last 200 years).

Nevertheless, we also provide a simple and efficient way to augment our range proof with a single
RSA group element to obtain standard soundness, slightly increasing proof size and computation, and
unfortunately, losing the transparent setup. Alternatively, using so-called class groups (of hidden order)
is compatible with transparent setup and forces denominators of the form 2* (for small k), making
rational representatives behave well under addition, eliminating an important source of trouble.

Chapter [3|is based on [CGKR22a]] which is a follow-up of our work [CKLR21b] and aimed specifically
at the DLOG setting, improving usability by using the relaxed soundness notion, improving efficiency
by changing the basic protocol for proving the decomposition, modularizing the decomposition and
shortness proofs, and improving applicability by using a novel batch proof of shortness (derived from a
“core lemma”) to efficiently handle standard sized groups,ﬂ e.g. 256-bit order elliptic curves.

Related Work. Many range proofs are based on the k-ary decomposition, which is certainly the most
straightforward approach in prime order groups. Concrete examples are the works [[CCs08;|Gro11] and
of course, the Bulletproofs family of range proofs [BBB+18; |(CHJ+22|]. Of course, due to the simplicity
of the approach, many works use binary decomposition within their protocols.

Range proofs based on square decomposition of integers are for example [Bou00; Lip03; |Gro05; (CPP17]].
As noted, these (must) rely on integer commitment schemes [FO97; DF02]] based on a group H of hidden
order. Prior work computes (almost) the full proofs over H. These works are well-suited for very large
ranges. For small ranges, say 64-bit integers, which are of great practical importance, working (solely)
in H leads to comparatively large proof sizes, since hidden order group elements must be large to
withstand generic attacks for computing (a multiple of) the group order. Conversely, in elliptic curves,
A-bit security against DLOG requires only 2A-bit elliptic curves.

Our range proof is inspired by lattice-based constructions of so-called relaxed/approximate proofs
of short preimages (e.g. [Lyu09; Lyu12]]), so there are clear similarities. However, to the best of our
knowledge, the proof of our core lemma, and indeed the specific setting and usage, does not appear in the
lattice-based literature and (standard) lattice-based techniques do not seem immediately applicable.

1.5. Other Published Work

This section briefly summarizes other work published during my doctoral studies, but which is not
included in this thesis. The work [HHK+17|], which evolved from my master’s thesis, is omitted.

8 The work [[CKLR21b] needs either group sizes which depend on the range, or it needs rather expensive (parallel) repetitions
to boost the soundness error.
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1.5.1.  Black-box Accumulators: Privacy-Preserving Incentive Systems

Part of my work was on privacy-preserving “point collection” systems, dubbed black-box accumula-
tion [JR16;[HHNR17|], which very roughly, allow a user to receive and spend points. This abstracts a
form of electronic payments with clearly separated roles of system operator and user, e.g. to implement
customer loyalty programs, reward programs, or anonymous ticket systems. The system operator, as
the name suggests, operates the system and wants to ensure that the points it gives out to users, or
points which users spend, behave as expected. That is, a user can collect a number of points, and it can
spend the collected points, but it can never spend more points than it collected. The user wishes to use
the system privately, hence the receive and spend operations should not reveal the user’s identity.

Contribution. In the work [HKRR20]], we improve upon the efficiency of [HHNR17] by avoiding
bilinear groups, using blind signatures, a security proof in the generic group model (GGM), and
(linear-size) Bulletproofs for security. The (linear-size) Bulletproofs can in fact be replaced by our new
relaxed range proofs [CGKR22a], leading to another significant speed-up. In another work [FBK+21]],
we translated the construction of [HHNR17] to the lattice setting, which required lattice-specific
adaptations to the general template to remain reasonably efficient without counting the overhead of
the zero-knowledge arguments.

Related Work. Closely related works in general are anonymous credentials (AC) [[Cha90; |(CLO1],
which are an anonymous form of identification scheme which allows to prove additional properties in
zero-knowledge, e.g. that one is over 18 years old and a college student. There are many flavours and
efficient instantiations [BL13; RVH17] of ACs, e.g. keyed-verification ACs [[CMZ14; CR19], updatable
ACs [BBDE19; BEK+20], and, of course, black-box accumulation schemes [JR16;[HHNR17]]. So-called
“central bank digital currencies” (CBDC) are another relatively new and closely related building block,
though setting, scope of application, and requirements [BEB+] (e.g. anti-money laundering mechanisms)
are different. Cryptographic techniques used for privacy-preserving CBDCs [WKDC22; KKS22|] are
closely related to (keyed verification, updatable) ACs and BBA. Electronic cash, introduced by Chaum
[Cha82], is yet another closely related primitive, in a different setting. Instead of system operator and
user, there are now banks, merchants and users. Users buy from merchants by “spending” coins, and
merchants later “deposit” the spent coins in the bank to receive the money. Thus, despite sharing basic
techniques, constructions [CFT98;|CHLO05; BCFK15|] and challenges differ from AC/BBA/CBDC.

1.5.2. (R)CCA Secure Updatable Encryption with Integrity Protection

In many contexts, it is mandated to secure encrypted data by periodic “key rotation”, i.e. an update
of the encryption keys for the encrypted data. To study this question theoretically, the notion of
updatable encryption (UE) schemes has been defined. Very roughly, an updatable encryption scheme
comes with two additional algorithms: A key-update algorithm, which takes as input an old key k
and outputs a new key k” and an update token A, and a ciphertext update algorithm, which takes as
input an old ciphertext ¢ under key k and an update token A, and outputs a new ciphertext ¢’ (which is
encrypted under k). The idea is that the server, which stores all ciphertexts, can update them after
receiving the update token A without further interaction. In fact, there are two flavours of updatable
encryption: The one described above has ciphertext-independent update tokens, and another flavour
has ciphertext-dependent update tokens, where the update token may depend on a (small) ciphertext
header.

11
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As security notions, one uses variants of privacy resp. integrity notions, adapted to the setting and
called UE-IND-CPA/CCA, i.e. indistinguishability under chosen plain/ciphertext attacks, resp. UE-
INT-PTXT/CTXT, i.e. plain/ciphertext integrity. In the adapted security games, the adversary may
(repeatedly) cause updates of keys and ciphertexts and it may corrupt keys and update tokens, unless
this causes it to trivially win the game. Depending on the definition of trivial wins, ciphertext updates
obtain a directionality; indeed, in many constructions it is possible to use an update token to both
upgrade and downgrade ciphertexts. The UE-specific security notion UE-IND-UPD, indistinguishability
of updates, ensures that ciphertexts (of the same size) become indistinguishable after a ciphertext
update. For technical reasons, UE-IND-CCA (and UE-INT-CTXT) are only defined for deterministic
updates, and so-called replayable CCA security (RCCA) [CKNO3] is the strongest known option for
probabilistic updates.

Contribution. In our work [KLR19], we define the notions of (bidirectional) updatable security
with integrity protection for ciphertext-independent schemes and present two constructions. The
first construction efficiently achieves deterministic UE-IND-CCA, UE-INT-CTXT and UE-IND-UPD.
The second construction achieves (probabilistic) UE-IND-RCCA, UE-INT-PTXT and UE-IND-UPD,
but is of mostly theoretical interest due to heavy reliance on Groth-Sahai proofs [GS08|] and their
malleability [[CKLM12].

Related Work. Prior work by Everspaugh, Paterson, Ristenpart, and Scott [EPRS17] considered the
ciphertext-dependent setting and achieved indistinguishability and integrity notions for this case. The
work by Lehmann and Tackmann [LT18] introduced the ciphertext-independent setting, but only
defined and achieved UE-IND-CPA and UE-IND-UPD. Subsequent works revisited and extended our
security definitions [Jia20; Nis21; BMPR21]], and several works study the deterministic setting with
UE-IND-CCA security, providing more efficient constructions [BDGJ20; BEKS20]. Constructions for
unidirectional schemes have also been found [SS21;[MPW22;|GP22|]. Moreover, RCCA-secure updatable
encryption has been used to construct secure onion routing with replies [KHRS21|]. To our knowledge,
there was no progress on more efficient probabilistic updatable encryption with integrity protection,
leaving our quite inefficient construction as the only RCCA-secure option.

1.5.3. Fiat-Shamir Transformation of Multi-Round Special Sound Protocols

The Fiat-Shamir transformation converts interactive arguments of knowledge into non-interactive
arguments by letting the prover compute the verifier’s challenges as the hash of the partial transcript.
It is well-known that the transformation is provably secure in the random oracle model when applied
to certain 3-move protocols, or more generally constant round protocols. Pathological examples are
known which show that, in general, the security loss is exponential in the number 2¢ + 1 of rounds,
assuming the prover moves first, i.e. assuming ¢ challenges.

Contribution. We show in [AFK22|| that for multi-round special sound protocols the knowledge error
and extraction runtime tightness of the Fiat-Shamir transformed proof is only (Q + 1)-fold of that of
the interactive proof, where Q bounds the number of queries to the random oracle. In particular, the
security loss is independent of the number 2¢ + 1 of rounds. Multi-round special sound protocols are a
broad class which, for example, includes Bulletproofs. It is easy to see that our result is essentially best
possible (due to concrete attacks). Moreover, we demonstrate a non-pathological attack on the Fiat-
Shamir transformation when applied to a ¢-fold parallel repetition of certain special sound protocols.

12
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Assuming for simplicity that ¢ divides t and Q, the knowledge error grows at least by a factor of Q°/¢/*!
(compared to the t-fold parallel repetition of the interactive protocol), hence exhibits an exponential
loss in the number 2¢ + 1 of rounds.

Related Work. In concurrent work by Wikstrom [Wik21]], a similar positive result was found, but
presented and derived with a distinctly different terminology and point of view. Ben-Sasson, Chiesa,
and Spooner [BCS16|| define state-restoration soundness (SRS) and knowledge (SRK), an abstract notion
for interactive arguments which essentially corresponds to their Fiat—Shamir transformation, and
the respective SRS and SRK error is equivalent to that of the Fiat—-Shamir transformed proof. The
notions of round-by-round soundness [CCH+19] and round-by-round knowledge [CMS19|] have also been
introduced to study Fiat—-Shamir transformations, but are essentially straight-line notions and do not
seem applicable to multi-round special sound protocols in general.

1.6. Structure of the thesis

The thesis is divided into three parts. The first part begins with this introduction in Chapter (1] It
continues with Chapter [2| which contains the basic notation and common definitions that are used
throughout this thesis. The second part contains the main content.

« In Chapter 3| we present our new relaxed range proof construction in the DLOG setting.

+ In Chapter 4] we present our results concerning optimizations of the folding technique, the
zero-knowledge inner product argument, our quadratic satisfiability argument. Moreover, it
contains our notion of short-circuit extraction.

« In Chapter [5| we introduce computationally expected polynomial time (CEPT) and show how it
allows us to handle designated adversaries and achieve symmetry between runtime classes of
adversary and simulator.

Each of these chapters begins with a brief outline of the contributions of the respective authors (if
applicable). We conclude this part with an outlook and open questions in Chapter 6]

The third part is the appendix, where further discussions, detailed proofs, and definitions of lesser
importance can be found. The Appendices[A] B] and[C|correspond to Chapters and|[5] respectively.
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2. Preliminaries

This chapter provides unified preliminaries for the rest of this work. Definitions, remarks, examples
and discussions are taken (sometimes verbatim) from the papers [HKR19a; Klo21;|CGKR22a] or their
respective full versions [HKR19b; Klo20; CGKR22b].

2.1. Notation and Basic Functions

We use log for the binary logarithm. We write [a, b] for an interval [a, b] in Z, and we write [a, b]g for
an interval in another space R, e.g. Q,R, Z,. We denote by |x| the absolute value of x € R. For a string
s € {0,1}", we denote by |[s| its bitlength.

For a randomized algorithm A with input x, we write y « A (x;r) for its execution with explicit
randomness r. If the randomness is not explicit, we write y « A (x) and assume that r was sampled
accordingly. We write s &~ S for sampling s uniformly at random from a finite set S or d < D to
sample d randomly according to a given probability distribution D. For simplicity, we assume that it is
possible to draw uniformly at random from any set {1,...,n} forn N. Further, we generally assume
that some public parameters, denoted by pp, and the security parameter, denoted by A, are implicitly
passed as input to algorithms if it is clear by the context. By poly we denote some (arbitrary but fixed)
polynomial, and by negl we denote some negligible function, i.e. a function with lim,_,, A°negl(1) =0
for any c € N.

For interactive algorithms Aj, A;, we write (A;(x, z), A2(y, z)) for the execution where A; and A,
interact, given private input x resp. y and common input z. The sequence tr of exchanged messages
during the interaction is called the transcript and denoted by tr « (A;(x,2), Az(y,z)). We write
outa, (A1, Az) for the output of A;, where we have omitted the inputs to A; and A, for simplicity.
Similarly, the view view; of A; is denoted by viewa,(A;, Az) and defined as a tuple which contains all
information available to A;, i.e. its inputs (x, z) resp. (y, z), its random tape r;, and all messages m; it
received during the execution. Hence, given the view, one can replay the execution of A;. Black-box
rewinding access to an algorithm A(x, z) (with fixed inputs x, z) works by first sampling and fixing
the random tape r, and then providing the next-message function as an oracle, i.e. the function which
takes as input a sequence of messages (my, ..., my) and returns the response A(x, z) would send if
it received these messages (in that order) from its communication partner. For giving algorithm B
black-box rewinding access to A with (fixed) input x, we write BA(2) or BPbrw(A(x:2)) if we need to be
very explicit.

This subtlety is often ignored in the literature. With any a priori bounded finite number of steps and only binary random
coins it is impossible to sample uniformly from {1,...,n} unless n is a power of 2. However, it can be approximated
exponentially precisely, see also Section[2.3.2.1}

If a message sequence makes no sense, e.g. because A halts after processing a single message but £ > 2, then the next
message function returns a special symbol L indicates an error state for this input. More specific discussion on machine
models, interaction models, their subtle effects and the robustness of most notions and definitions under sensible concrete
choices of these models, can be found in Chapter
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For Chapters [3| and [4| we use following simple notion of probabilistic polynomial time (PPT) and
expected polynomial time (EPT) algorithms: A non-interactive algorithm A is (classically) PPT (resp.
EPT) if it is PPT (resp. EPT) in its total input length |x|, i.e. there exists a polynomial poly such that the
total (expected) number of steps of the computation A(x) is bounded by poly(]x|) for any x € {0, 1}".
An interactive algorithm A is PPT (resp. EPT) if it is PPT (resp. EPT), if its total (expected) number of
steps is polynomially bounded in its first input, which is the implicit input 1 unless specified otherwise.
In other words, for interactive algorithms, we assume an a priori polynomial bound poly(1) on the
number of steps. This definition is good enough for our purposes, even though it is not general enough
to cover all reactive systems of interest, see e.g. the discussion on runtime definitions in [HUM13].

Remark 2.1.1 (Non-uniformity). The usual definition of algorithm, i.e. a finite program specification, is
also called uniform. The non-uniform setting considers infinite specifications, which in our case means
the circuit family P/poly or equivalently PPT machines with an additional (infinite) advice advc.

In the rest of this work, non-adversarial (protocol) parties are always uniform. For adversarial parties,
all of our definition make sense for both uniform and non-uniform adversaries (perhaps after a minor
modification). Since we only use the adversary in a black-box manner (and all reductions in this thesis
are uniform), the presence or absence of advice is irrelevant. Indeed, we usually do not pass an explicit
advice advc as input to the adversary. Recall that universal quantification over inputs (e.g. in IND-CPA),
often implies non-uniform hardness. For uniform hardness, possible inputs must also be generated
(efficiently). This mostly affects Chapter [5| where we deal with notions of efficiency for expected time
adversaries. There, the power of non-uniformity trivializes some reductions, but we provide uniform
reductions to ensure our efficiency notions do not depend on non-uniformity.

2.1.1. Probability Theory

By Ux we denote the uniform distribution on a finite set X.

Definition 2.1.2. Let y, v be two probability measures on a countable set S. We define the statistical
distance as

A v) = supp(4) = vid) = 5 Y lpcla)) = v((a))

acA

We define the sup-ratio ps,,(1/v) as

psup(p/v) = sup u(A)/v(A) = sup pu(s)/v(s)
ACS sesupp(p)

where 0/0 = 1 and x/0 = oo for x > 0.

We recall some important properties of the sup-ratio: Given two random variables X and Y and any set
of outcomes S, we have
Pr[X € S] < psup(X/Y) - Pr[Y € S].

Consequently, for real-valued X, Y, resp. for an arbitrary (measurable) function f, we find

E[X] < psup(X/Y) -E[Y]  resp.  psup(f(X), f(Y)) < psup(X, Y).

We will make ample use of these two facts. Moreover, we use that

psup((X,3 Y,)/(X: Y)) < psup(X,/X) : psup(Y’/Y)

for pairs (X’,Y’) (resp. (X, Y)) of independent random variables.
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Remark 2.1.3. Let 0 < d < Cbe integers and let y <~ [0,C—1] and u’ & [0,d—1]. Suppose u = y mod d.
Then it is easily seen that ps,,(u/u’) < 1+d/C. This follows, e.g., from ps,,(y/y’) < 1+d/C where
Y « [0,d[C/d]] and noting that 4’ =y’ mod d in distribution.

2.2. Cryptographic Primitives

We define syntax and semantics of cryptographic primitives, and sketch their security properties.

2.2.1. Cryptographic Groups

We work in the DLOG setting with cryptographic groups. In general, we write G, H, etc., for groups
and use capital letters G, H, etc., for group elements. All cryptographic groups are cyclic (hence
commutative) and we use additive notation, i.e. we write G+ H and x - G or xG for G,H € G, x € Z.
We denote by (G) the cyclic subgroup generated by G. Despite additive notation, we sometimes speak
of exponents and exponentiations instead of scalars and scalar-group-multiplications, especially for
efficiency considerations.

Remark 2.2.1 (Implicit representation in prime order groups). In Chapter[4} we only consider prime-
order groups and use a special notation, namely implicit representation of group elements by their dlog
w.r.t. an (implicit) distinguished generator in G. That is, we write [1] € G for a fixed generator and
[z] == z- [1] for z € Z, for arbitrary group elements. We stress that given [z], the DLOG z may be
hard to compute, i.e. the representation [z] is only a notational simplification and z is only implicitly
specified, hence the name implicit representation.

A PPT algorithm GrpGen on input 1% outputs a (description of a) group G = G. Given the description,
group operations (addition and inverse) and membership tests are efficient, as well as bounds Uj, <
|G| < Uyp on the group order are specified. By A & G we denote a uniformly random group element.
When we say “G is a group of (prime) order p = p,”, we mean that p = |G| is known unless explicitly
stated otherwise.

Remark 2.2.2 (Random generators). For simplicity, we use random generators in hardness assumptions.
While using deterministic generators is possible, it would affect certain reductions and require (small)
adaptions and appropriately strengthened assumptions throughout.

In general, we define the hard DLOG assumption for groups as follows.

Definition 2.2.3 (DLOG assumption). The DLOG assumption in a group G, or more precisely, for
group generator GrpGen, holds if for every PPT adversary A, the advantage

dlog /AN . $ AN $ $ . A . 1
Adv =(17) = Pr[G < GrpGen(1");G < G\ {0}, H < G;x « A(1",G,G,H): H=x-G]
is negligible.

Notation 2.2.4. For notational simplicity, we leave GrpGen implicit in the rest of the work. Moreover,
we usually omit indexing group G and group order p by the security parameter, as already practised in
Definition [2.2.3] Typically group descriptions are part of the public parameters pp.
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The experiment in Definition is only efficient if it is possible to efficiently sample uniformly
random elements G, H from the cryptographic group G. More generally, one can consider any sampling
algorithm Sample for elements in G and define hardness of DLOG w.r.t. Sample. Moreover, one can
distinguish two notions, where one notion keeps the random coins r of Sample secret or and the
other makes them public, i.e. passes r as input to the adversary. In most groups of interest, we can
assume that it is possible to sample uniformly at random with public coins, essentially by interpreting
a random bitstring as a group element. In particular, DLOG hardness for public and secret random
coins is equivalent in that case. More generally, this is true if Sample is reverse sampleable. We refer
to the discussion in Section [2.3.2|for further details. Non-trivial sampling will only be of interest for
assumptions in class groups, namely in Appendix

Example 2.2.5. In groups of prime order p, it is easy to sample uniformly from G given a generator
G, i.e. an element G € G \ {0}. Simply pick x <~ Z, and set H = x - G. In implicit notation, we would
have G = [1] and H = x - [1] = [x]. Hardness of DLOG now translates to hardness of finding x given

([1]. [x]).

The concrete assumptions used in Chapter[3|and in Chapter [4|are generalizations of the DLOG assump-
tion in different directions. We recall them in the respective preliminaries.

2.2.2. Hash Functions

Definition 2.2.6 (CRHF). Let Hash: &, x {0,1}* + {0,1}*¥) be a hash function. We call Hash a
collision-resistant hash function (CRHF), if for all PPT adversaries A there exists a negligible function
negl such that

k & Ky (mo,m1) — A (1 k):

Pr o # my A Hash(k, mo) = Hash(k, m;)

< negl(2).

Recall that, due to generic birthday attacks, we need at least £ = 21 output size for A bits of security.
Moreover, keyed hash functions are required to achieve collision-resistance against non-uniform ad-
versaries, otherwise advice could contain collisions. The keys are part of the public parameters and
omitted until noted otherwise.

2.2.3. Random Oracle Model

In the random oracle model (ROM), introduced by Bellare and Rogaway [BR93], all parties have oracle
access to a truly random function RO: {0,1}* — {0, 1}?}. In this model, it is possible to provide (much)
more efficient constructions for many primitives, e.g. highly efficient signatures via the Fiat-Shamir
transformation [FS87] from passively secure identification schemes or via hash-then-sign constructions
from trapdoor permutations and preimage samplable functions [BR96; [GPV08] as well as highly
efficient CCA secure encryption from IND-CPA secure encryption schemes via the Fujisaki-Okamoto
transformation [FO99]. Heuristic instantiations of constructions which were proven secure in the ROM
have fared well in practice [KM15], though it is well-known that this heuristic is unsound and insecure
in general [CGH98}|GKO3]]. In fact, even constructions for primitives which are provably impossible in
the CRS model are possible in the ROM, such as non-interactive non-committing encryption [Nie02].
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Fiat-Shamir Transformation. The Fiat-Shamir transformation (for proof systems) converts public-coin
proofs (of knowledge) to non-interactive zero-knowledge (proofs of knowledge) (NIZK resp. NIZKPoK)
by computing the verifier’s challenges as random oracle hashes over partial transcripts and other
context information (which includes x). In case of non-zero correctness error, one retries in case
of aborts [Lyu09]. In practice, the ROM is heuristically instantiated by a strong cryptographic hash
function, e.g. SHA-3. Note that a URS can be generated trivially in the ROM. For multi-round special
sound protocols (Section [2.5), the work [AFK22] intuitively shows, that the knowledge error (resp.
runtime) of an extractor is increased by a factor of Q compared to the knowledge error (resp. runtime)
of the extractor for the interactive protocol.

2.2.4. Non-Interactive Commitments

A (non-interactive) commitment scheme COM allows committing to a message m € 171 obtaining
a commitment ¢ € C and opening information r € R, where 771, C, R are message, commitment and
opening (or randomness) space of COM, respectively. A commitment scheme should be hiding and
binding. The hiding property ensures that a commitment reveals nothing about the committed value.
The binding property ensures that the committed value cannot be changed, i.e. that there is at most
one value to which a commitment can be unveiled. We now define the security properties formally.

Definition 2.2.7. A (non-interactive) commitment scheme COM consists of PPT algorithms (Setup,
Com, VfyOpen), which behave as follows:

« Setup(1%, pp) — ck: The PPT algorithm Setup takes as input the security parameter A (in unary)
and public parameters pp, and outputs a commitment key ck.

« Com(14, pp, ck, m;r) — c: The PPT algorithm Setup takes implicit inputs 1* and pp, a commit-
ment key ck and a message m (in the messages space 171 ;) and outputs a commitment ¢ to m.
The randomness r is also called the opening.

. VfyOpen(14, pp, ck,c,r,m) — b: The PPT algorithm VfyOpen takes implicit input 1* and pp,
a commitment key ck, a commitment ¢ with opening r and a messages m. It outputs a bit b,
indicating whether the tuple (c, r, m) is a valid commitment or not.

In the rest of this work, we will usually omit the standard inputs (1%, pp) to all of these algorithms.
We often write Com(m;r) and VfyOpen (c, m, r) as the commitment key is usually fixed over many
commitments.

Definition 2.2.8 (Correctness). A commitment scheme COM = (Setup, Com, VfyOpen) is (perfectly)
correct, if for any ck & Setup(1%), any message m € M and any ¢ « Comg(m;r), it holds that
VfyOpen(c,r,m) = 1.

Definition 2.2.9 (Hiding Property). The advantage of a stateful adversary A against the hiding property
of a commitment scheme COM is

. pp — GenPP(11); ck « Setup(1%, pp); b & {0,1};
AdV}}de(A) =Pr (m(); ml) — ﬂ(ll’pp’ Ck); ¢ — Coka(mb;r);
B A(c): b = b

3 The opening is often defined to be an output of Com. We will not need this more general definition.

19



2. Preliminaries

A commitment scheme COM is (computationally) hiding if for every stateful PPT adversary A,
there exists a negligible function negl such that Adv}}}Zde (A) < 3 +negl(A). It is statistically hiding if

the same holds for unbounded adversaries.

Remark 2.2.10 (Multi-Hiding Property). The hiding experiment can be changed to allow the adversary
to obtain many challenge commitments, by allowing it to repeatedly query the experiment for a pair
(mo, my) and receiving Com(my) (for the same choice of b in all queries). By a standard hybrid
argument, an adversary A with advantage ¢ against the multi-hiding property which makes at most
Q challenge queries induces an adversary B against the standard hiding property with advantage at
least £/Q and runtime distribution essentially identical to that of A (except for the small bookkeeping
overhead associated with hybrid distinguishers).

Definition 2.2.11 (Binding Property). The advantage of a stateful adversary A against the binding
property of a commitment scheme COM is

pp «— GenPP(1%); ck « Setup(1%, pp);
(¢, ro, 11, mo, my) — A (1%, pp, ck):
mg # my A VfyOpen (¢, ro, mp) =1
A VfyOpen (c,r;,my) =1

Advii%e () = Pr

A commitment scheme COM is (computationally) binding if for every stateful PPT adversary A,
there exists a negligible function negl such that Advb}?d(k) < negl(A). It is statistically binding if the

same holds for unbounded adversaries.

2.3. (Non-)Interactive Proof Systems

In this section, we define proof systems and their properties. As noted before (Chapter 1] Footnote 1),
we use proofs system and argument system interchangeably. Thus, in this section, we opt for proof
systems instead of argument systems for the naming.

2.3.1. Proof Systems and Soundness

Before defining proof systems, we recall (parameter-dependent) relations and languages. A param-
dependent relation (R over X' X1 is a family of relations Rpzram C X'XY. We say (R is a PPT relation
or NP relation if there is a PPT algorithm which given param decides if a pair (x; w) is in Rparam. The
param-dependent language of R is defined as the family -Lam = {x € X' | Iw : (x; W) € Rparam =
1}. Instead of families of relations (resp. languages), we can consider tuples (param, x, w) as elements
in R, where (param,x, w) € R & (x, W) € Rparam.

Convention 2.3.1. Usually, relations are pp-dependent (or crs-dependent). As usual, we often omit
the dependency in our notation to keep the visual noise low. Adding the dependencies on pp is a
straightforward mechanical process.

Now, we define proof systemsﬁ We always consider a common reference string (CRS) as setup, even
though some proof systems do not require them. Moreover, we only define efficient proof systems for
PPT relations (i.e. NP relations).

4 In Chapter we give another definition of proof systems and associated notions. But that is to generalize to efficiency
notions beyond PPT. Using it here would needlessly complicate Chaptersand
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Definition 2.3.2 (Proof system for R). Let R be a PPT relation over a set X, defining a language L. A
proof system is a tuple (GenCRS, P, V) of algorithms, where GenCRS is a PPT algorithm and (P, V) is
a pair of interactive PPT algorithms. They behave as follows:

« GenCRS(1%, pp) — crs: The PPT algorithm GenCRS takes as input the security parameter A (in
unary) and public parameters, and outputs a common reference string crs.

. P(1A, pp, crs,x, w): This interactive PPT algorithm takes as input a CRS crs and a statement-
witness pair (x, w) € (R, and interacts with an instance of V(crs, x). There is no output.

« V(14 pp, crs,x) — b: This interactive PPT algorithms takes as input a CRS crs and a statement x
(not necessarily in '), and output a verdict b € {0,1}. If b = 1 we say V accepts the statement x,
else it rejects.

Proof systems for parameter-dependent relations and languages (e.g. pp- or crs-dependent) are defined
in the obvious way.

In the rest of this work, we will usually omit the input 1* (and often pp) to all of these algorithms.

Notation 2.3.3. We write tr « (P(s), V(t)) for the transcript of an interaction where P (resp. V) has
input s (resp. t) and implicit inputs 1*, pp, crs. We write b = (P(s), V(t)) for the verifier’s output b.

To handle techniques such as rejection sampling, we allow a non-negligible correctness error in our
proof systems.

Definition 2.3.4 (Correctness). A proof system (GenCRS, P, V) for /£ has correctness error y, if for
every adversary A

pp «— GenPP(1%); crs < GenCRS(pp);
Pr (x,w) «— ﬂ(pp, crs): =1- }’cor(A)
(P(pp, crs,x,w),V(pp, crs,x)) =1

We call (GenCRS, P, V) correct if y.,; = negl. It is perfectly correct if y.or = 0.

Unless stated otherwise, we assume that any proof system we consider has negligible correctness error.

Definition 2.3.5 (Soundness Error). Let IT = (GenCRS, P, V) be a public coin proof system for NP-relation
R with language L. Let A be a probabilistic algorithm and P* be a deterministic algorithm. Then

pp — GenPP(1%); crs «— GenCRS(pp);
Advﬁ,rifiv =Pr (x,8) « A(pp, crs);
b=(P(x,s),V(x)): b=1Ax¢L

is the advantage of (A, P*) in the soundness experiment. We say II has statistical soundness error
Osnd, if Advf,‘iflv (1) £ 8sna(A) for any (unbounded) pair of algorithms (A, P*), called the adversary. We
say IT has computational soundness error §gyq, if for any PPT pair of algorithms (A, P*) there exists
a negligible function negl such that Adv,sfiflv()t) < Osnd(A) + negl.

2.3.2. Reverse Sampling, Public-Coin, and Transparent Setup

We first give a general definition of efficient sampling and reverse sampling, and then use this to define
a generalized notion of public-coin proof systems and transparent setup.
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2.3.2.1. Efficient and Reverse Sampling

The central requirement for making interactive proofs non-interactive by computing the verifier’s
messages “locally” via some means (e.g., a random oracle) is that V should not keep any secrets during
the protocol, as the non-interactive prover interacts with a “virtual” verifier in its head, and necessarily
knows its state. In particular, the verification checks (w.l.o.g. all happening in the very last verifier
step) cannot depend on any secrets, i.e., checks can only depend on the (virtual) transcript of the
interaction. The usual definition of public-coin interactive proofs ensures these requirements by having
the verifier pass out parts of its random tape. However, this simplifies the situation beyond what is
actually practical: Verifier random coins are binary (hence they don’t draw from arbitrary challenge
sets C;, such as C; = Z;j) and likewise random oracles, when instantiated with hash functions, output
bitstrings. Here, we discuss how to bridge this gap. For this, we use the security parameter denoted A
(which may be set to A = |x|), and a parameter 1 which controls the quality of sampling algorithms
(which may be set to A).

Definition 2.3.6. Let n € N and X' c {0,1}". A family of distributions (Dy)xex is efficiently sam-
pleable (from the uniform distribution (Upely (s, |x|))penxex ), if there is a PPT algorithm M such that
Xpyx = M(17, x; Upoly(n,|x|)) is distributed as D, when conditioned on X, # L, and Pr[X,, = 1] < 27",

Let M efficiently sample (Dy)yex- Then M is efficiently reverse sampleable, if there is a PPT
algorithm M" such that M" efficiently samples (R, (x,y))yenx,ye{0,1}» Where R, (r., is uniform over
{r € {0,1}PYIxD | M (17, x;r) = y}. That is, MT (17, (x,y)) samples uniformly from random tapes r
with y = M(17, x; r) (except with probability 277).

Reverse sampling is sometimes called invertible sampling.

Efficiently sampleable distributions can be approximated exponentially precise and sampling is error-
less in the sense that an output L indicates failure, and retries to amplify success are possible. The
failure probability is to account for the impossibility of sampling uniformly in strictly bounded time
from a set C; of whose cardinality is not a power of 2. Note that we have to deal with sampling failures
in protocols. For simplicity, we may simply accept a completeness error of ©(27P°Y)) and run
M(1PY D)) to sample with suitable precision.

The notion of reverse sampleable distributions encodes a lack of secret information in a distribution
when sampled using M E] This is what we will need for public-coin protocols, transparent setups, or for
programming verifier coins and random oracles during knowledge extraction. Concretely, for reverse
sampleable M, we can “program” or “explain” a (predetermined) outcome c in an (almost) perfect way
by sampling using the reverse sampler to find suitable coins r so that ¢; = M;(1*; RO(r)).

As we also deal with expected polynomial time algorithms (for knowledge extraction), one must be
careful since even a tiny change in distribution can immensely affect the runtime in general. However,
a closer inspection shows that p = psp(p( - )/Ue) = maxcce p(c)/(1/|C]) = maxece p(c)|C| <
1+27PY where p(c) is the probability that M(1%) outputs c. From this, it easily follows that for any
function T: CU {L} — Ry, we have E[T(C)] < p - E[T(C’)] where C is uniformly distributed in C
and C’ = M(1*) and we assume E[T(C’) | C’ = 1] < E[T(C)]. The latter requirement on T is natural
when T is runtime of an algorithm which aborts on sampling L.

Note that sampling algorithm M is of central importance, even though it is often left implicit. For example, sampling a
group element by interpreting a random bitstring as a group element has no secrets, whereas exponentiating the group
generator by a random exponent does contain secrets. More generally, if (x,r) — M(17, x;r) is one-way, then M cannot
be reverse sampleable.
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Many distributions of interest satisfy our definition of reverse sampleable.

Example 2.3.7 (Sampling from {1, ..., n}). Choosing uniformly from {0, ...,n — 1} or any set Y with
an efficient bijection 1: X' — U is efficiently reverse sampleable w.r.t. the uniform distribution. This
is an immediate consequence from rejection sampling. For example, let M choose ¢ uniformly from
{0,1}Moe(M1 =~ (o, 2Moe(m1 _ 1} until ¢ < n or 7 tries are exceeded, in which case M outputs
L. Clearly, this efficiently samples Uy, -1} according to Definition Moreover, M is reverse
sampleable as follows: First, MT(17,y) runs M(17) to sample some output r; after ¢ tries, with random
choices (ry,...,r;) € {0,...2M1°8(MT _ 1} (or 1). Then M outputs (ry,...,r_1,y) (or L if M(17)
returned L).

Example 2.3.8 (Efficiently sampling fat subsets). Suppose Y C Z is a subset of relative size p = #/ /#Z
and that U is efficiently recognizable and the uniform distribution Uz is efficiently sampleable and
reverse sampleable (in the security parameter A, i.e. as a family over X’ = N). Suppose furthermore
that p > 1/poly(A) for security parameter A. Then the uniform distribution Uy on VY is efficiently
sampleable and reverse sampleable, e.g. as follows: Use repeated trials similar to Example to
sample Uy, with sampling parameter 7, e.g. run at least n = p~*(1) - n trials before giving up. Reverse
sampling is also analogous to Example

Examples and [2.3.8|already cover a lot of cases, for example reverse sampling in Z, for any n € N,
or in Z; for prime p, or in the subset P N {27,...,2" — 1} of n-bit primes. By minor variations, one
covers many cryptographic groups, such as quadratic residues modulo n, or many elliptic curves which
map bijectively to fat subsets (e.g. by mapping to the x coordinate in Z, and a bit which specifies which
of the (at most) 2 possible y coordinates is chosen). However, there are cryptographic groups of interest
where the (im)possibility of reverse sampling is still an open question (at the time of writing), e.g. class
groups of imaginary quadratic orders (cf. Appendix[A.1.2).

Aside 2.3.9. Many definitional variants of Definition are possible. One example is to consider
A(Xyx, Dy) < 27" in Definition instead of perfect-unless- L. Moreover, in most applications, for
reverse sampling it is sufficent if M" produces almost uniform r in {r € {0, 1}PoYIXD | A1(17, x;7) = y}.
Lastly, the requirements for efficient (reverse) sampling can be weakened to average case requirements,
since the x (resp. x and y) often follow a distribution.

2.3.2.2. Public-Coin and Transparent Setup

As noted, reverse sampleable distribution have “no secrets” and can thus be used to give a (generalized)
definition of public-coin verifiers and transparent setup that more naturally corresponds to their
intuitive meaning and real-world instantiations.

Definition 2.3.10 (Public-coin). An interactive proof system (GenCRS, P, V) is (generalized) public-
coin if V’s message in the 2i-th move, called the challenge c; is sampled via a sampling algorithm
M(17, tr;) where tr; is the transcript up to the 2i-th move. Moreover, M must be reverse sampleable.
Without loss of generality, the final output b of a public-coin verifier is b = Verify(x, tr) for a PPT
algorithm Verify given the full transcript tr.

Aside 2.3.11. An alternative to public-coin proof systems is to simply define security notions where
the adversary is given the random coins of the verifier (and put no explicit restrictions on the verifier).
This is the most liberal notion we are aware of. It covers pathological examples, e.g. when the protocol
ignores a part of the challenge which the verifier samples non-reversibly. However, we are not aware of
any non-pathological protocol of interest which not already satisfies our stricter notion of public-coin.
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Next, we define transparent setups.

Definition 2.3.12 (Transparent setup). An interactive proof (GenCRS, P, V) has (generalized) trans-
parent setup if GenCRS is reverse sampleable.

Since the CRS crs of a transparent setup can w.l.o.g. be the (uniformly) random coins of GenCRS,
one also calls such a CRS a uniform random string (URS) and its non-transparent counterpart a
structured random string (SRS). Clearly, it is easier to generate a URS than an SRS in practice, e.g.
by using “nothing-up-my-sleeve” methods, such as using the digits of 7.

2.3.3. Zero-Knowledge

We define honest-verifier zero-knowledge for public-coin proof systems. Full-fledged zero-knowledge
is only considered in Chapter [5|and defined there.

Definition 2.3.13 ((Non-Abort) (S)HVZK). A simulator Sim for a public coin proof system (GenCRS, P, V)
for (R is a PPT algorithm with input a statement x for which (x, w) € R and implicit inputs 1%, pp, crs,
and output a transcript tr. Let A be a stateful algorithm and let

[pp < GenPP(1%); crs < GenCRS(pp);
(x, w) «— A(pp, crs);
tr — (P(pp, crs,x, w), V(pp, crs,X));
be— A(tr): bAR(x;w) =1
[ pp « GenPP(1%); crs < GenCRS(pp);
Ideal 7 (1) = Pr | (x, w) « A(pp, crs); tr «— Sim(pp, crs, x);
be— A(tr): bAR(x;w) =1

Real 7 (1) = Pr

Define the advantage of A by Adv}}”z]lfv (A) = Real z(A) — ldeal 7(A). Then Sim (and by extension
(GenCRS, P,V)) is honest verifier zero-knowledge with simulation error 8, = dim(A), if for all
PPT A there exists a negligible function negl such that Adv}}”z;fv < Jsim + negl. It is statistical HVZK

by Advg”zg‘)v < Oim for all (even unbounded) A.

If in the real and ideal experiments, A is allowed to prescribe the challenges that the honest verifier (or
simulator) will use, then we denote the advantage by Advi%‘?’ﬁk, and call the resulting notion special

honest verifier zero-knowledge (SHVZK).

The simulator is non-abort (S)HVZK, if it satisfies the weaker requirement, that simulated transcripts
and real non-aborting transcripts are indistinguishable. Formally, use the modified Real 7, where the

transcript tr is replaced by L if the honest prover aborts, to define the advantage Adv“ﬂf’"lﬁ“\'/zk (resp.

Advn]?:;f{/VZk

Remark 2.3.14 (Non-abort (S)HVZK to ordinary (S)HVZK). The protocols in Chapter [3|are only non-
abort (S)HVZK. If “standard” (S)HVZK is needed, it can be obtained via well-known transformations.
For example, via committing to those messages which, in case of failed masking, the simulator could
not compute backwards. If these messages have enough entropy, suitable hashing (which is collision
resistant and hides high-entropy preimages) suffices.
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Remark 2.3.15. We do not define or use full-fledged zero-knowledge here, but note that it is easily
achieved if we are allowed to modify the setup. For example, by using an equivocal (Blum) coin-toss to
choose the challenges. There is a catch, namely, one might have to change the witness relation, relax
to computational (knowledge) soundness, or use relaxed soundness (as discussed in Section [2.3.4) to
compensate the possibility of breaking the commitment.

2.3.4. Knowledge Soundness

There is a plethora of sensible, useful, and closely related definitions of knowledge soundness. We
present one which is intuitive and easy to use in our setting. Moreover, we concentrate on (statistical)
knowledge errors to have an explicit measure of soundness (instead of requiring asymptotically negligible
errors). This allows us to analyze the behaviour of computational security parameter and knowledge
error almost independently. Moreover, we consider a relation for knowledge soundness Rgy, which
may differ from the relation R for correctness.

Definition 2.3.16 (Knowledge Error). Let (GenCRS, P, V) be a public-coin interactive proof system for
NP-relation (R with relaxed (knowledge) soundness relation Rg,;. Let Ext be an expected polynomial
time oracle algorithm (with oracle steps counted as one step) with implicit inputs 1%, pp, crs, explicit
inputs x, tr, and output w, a (purported) witness or L. We call Ext a (black-box) extractor. Let A be
a probabilistic algorithm and P* be a deterministic algorithm.

pp < GenPP(1%); crs < GenCRS(pp);
Real 7 (1) = Pr | (x, aux) «— A(pp, crs); tr — (P*(x, aux), V(x)) :
Verify(x, tr) =1
pp — GenPP(1%); crs « GenCRS(pp);
(x, aux) — A(pp, crs); tr — (P*(x, aux), V(x));
w — Ext? (509 (¢ 1r)
Verify(x, tr) = 1 A (pp, crs; X; W) € Rexe = 1

Ideal 7 (1) = Pr

W.lo.g. Ext sets w = L if Verify(x, tr) # 1. The advantage of (A, P*) is Advlj%P*’V(/l) = Real 7 (1) -
Ideal 7 (A).

An extractor Ext has (statistical) knowledge error k, if for any (possibly unbounded) adversary (A,
P*), we have Advl}‘;,P*,v < k. Such proof systems are called proofs of knowledge (or arguments of
knowledge).ﬂ If Rext # R, i.e. the relation for correctness and knowledge soundness differ, we speak
of relaxed (knowledge) soundness for relaxed soundness relation Rey;.

More generally, we allow a knowledge error function fny,,, for extractors, where Pr[ldeal 7] >
fhgnw (Pr[Real 7]) must hold for statistical soundness. (The standard definition of knowledge error
corresponds to fny,y (€) = € — k.)

Notation 2.3.17. When defining ad-hoc (relaxed) knowledge relations, we sometimes use the shorthand
notation
Aw: pred(x, w),

® We can analogously define the computational knowledge error k. However, we will not need it and it is simpler and
more convenient if computational assumptions can instead be put into the relaxed soundness relation, see Remark|2.3.19
For concreteness: Ext has computational knowledge error « if for every PPT pair (A, P¥), there exists a negligible function

negl such that Advlj%P*’v <k + negl.
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where )l is a “knowledge quantifier” and pred is a predicate. This translates into a relation R via
R ={(x,w) | pred(x,w)}, and we leave A, pp, crs implicit, as usual.

Convention 2.3.18. If it is clear from the context, we say soundness instead of knowledge soundness. For
example, if we describe extractors, consider proofs of knowledge, or discuss properties where only
witness extraction makes sense (e.g. openings of commitments).

Definition [2.3.16|assumes black-box extraction. Furthermore, knowledge soundness is only defined for
public-coin protocols. For general proof systems, one must replace the transcript by the verifier’s view
and Verify(x, tr) by the verifier’s output bit by. In any case, Definition (or the described general-
ization) intuitively ensure that one can extract any accepting conversation, except with probability
K.

Remark 2.3.19 (Advantages of relaxed soundness). The possibility of a relaxed witness relation Rgy # R
significantly simplifies many theorem statements and allows a relatively clean separation of extraction
(which is statistical and even non-asymptotic) and hardness assumptions and security reduction. For
example, the relaxed soundness relation Ry might allow a break of a hard relation (e.g. binding
property of commitment broken) as a witness. Clearly, one can construct an adversary against the
binding property from such a witness. Hence, (statistical) relaxed knowledge soundness w.r.t. Rey
implies computational soundness for R (Footnote [6). This example is typical for the definition of Rey.
Indeed, in Chapters and Rext usually has the form “either (x, w) € R or (x, w) € Rpard”, where
Rhard is a hard relation which captures, e.g. a hash collision or a binding break for a commitment.

Remark 2.3.20 (Definitional variations). Many variations of knowledge soundness can be defined. Our
definition is relatively strong and tailored to our setting of public-coin proof systems. In fact, our actual
constructions of extractors will satisfy even stricter properties. In the other direction, the notion of
witness-extended emulation [Lin03;|GI08] is less restrictive on extraction strategies, and it is easily seen
that witness-extended emulation is implied by Definition

Most of our proof systems crucially rely on either k-special soundness, or very similar techniques,
to ensure knowledge soundness. That is, given k “related transcripts”, one can reconstruct a witness.
While not all of our proof systems are strictly k-special sound, e.g. in Chapterthe protocol Sharpgg is
a 5-move protocol (which does not satisfy the tree-of-transcripts generalization of special soundness
either), the same techniques which are used for special sound protocol and tree-finding are applicable.
Indeed, these ideas are useful in many contexts.

Thus, we now define (multi-round) special soundness, and then consider tree-finding (i.e. obtaining
related transcripts) and explain how putting this together gives a knowledge extractor.

2.4. Knowledge Extraction and Special Soundness

In this section, we discuss knowledge extractor based on special soundness and split into a tree-finder
and a tree-extractor.
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2.5. Special Soundness

The standard definition of special soundness pertains 3-move public-coin proof systems (also called
>-protocols). So let (GenCRS, P, V) be such a proof system for R. It is k-special sound for some k € N
if given k related transcripts tr; with same first message a but distinct challenges, one can efficiently
compute a witness w for the statement x. More concretely, there is a PPT algorithm that given x and a
set {(a,yi,zi)}., of transcripts where tr; = (pp, crs, X, a, y;, z;) outputs w such that (x, w) € R.

In multi-round protocols, where ¢ challenges are issued, the natural generalization is a tree of transcripts,
where layer i nodes have k;.; children, starting with layer 0, the root, with k; children and ending with
the leaves in layer ¢ (without children). This is illustrated in Fig. The formal definition follows.

Definition 2.5.1 (Tree of Transcripts). Let IT = (GenCRS, P, V) be a public-coin proof system for NP-
relation R. A (ky, ..., ky)-tree tree of transcripts is defined as follows: It is a set of K = Hle k;
transcripts tree = {(pp, crs,x; ag, y1, a1, - - -» Yo, ar) } where each a; a message from the prover, such that
tree has a labelled (kj,. .., ky)-tree structure as follows. The root is (pp, crs, x; ap). It has k; edges
labelled with challenges in C;. The next layer has nodes labelled with messages a; and k; edges labelled
with challenges from C, and so on. Following a path from the root to a leaf induces a transcript
(pp, crs,x; ag, y1, a1, - - -, Yo, ar) in tree. A tree is valid if all (inner) nodes have distinctly labelled edges
(i.e. correspond to distinct challenges).

Another analogous definition (ky, ..., k;)-trees of challenges. Here, one considers a (probabilistic)
algorithm A which takes as input a sequence of challenges (y3, . . ., yr) and outputs 0 or 1. Only the
root is labelled with A’s random tape r.

We also write k-tree for k = (ky, ..., k;). Observe that layer i has Hi‘:i +1 ke, children (starting with

layer 0 at the root) and overall a k-tree consists of k = [1., k; transcripts.

ap

vy
1
R

a

Figure 2.1.: Trees of transcripts. Left: k related transcripts, i.e. a k-tree for a 3-protocol. Right: A schematic (ki, ..., k3)-tree.

Definition 2.5.2 (Special Soundness). Let IT = (GenCRS, P, V) be a public-coin proof system for NP-
relation R. Suppose that the prover moves first and that ¢ challenges are sent by the verifier (i.e. there
is a total of 2¢ + 1 moves). Suppose furthermore that in the i-th move of the verifier, the challenge is
chosen uniformly from a challenge set C;.

We call IT special sound with tree extractor TreeExt for (potentially relaxed soundness) relation Ry
if TreeExt is a PPT algorithm which given a valid tree tree for statement x outputs a witness w in Rex.
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Convention 2.5.3. Unless stated otherwise, whenever we define a tree extractor, we only consider valid
trees. (Observe that validity is efficiently testable.)

The tree structure is essentially a consequence of sequentially composing Z-protocols by proving that a
response is accepting, instead of sending that response directly. Since such proofs can be smaller than
sending the witness, it allows for (recursively) compressing the communication. This is exploited in
Chapter [4] Unsurprisingly, the idea of special soundness, namely that a number of transcripts allow
extracting a witness, is a typical approach for achieving knowledge soundness even in settings which
do not strictly fall into our definition of special soundness.

Now, we turn to the question of finding valid k-trees.

2.5.1. Tree-Finders

Now, we exemplify some tree-finding strategies. First, we define a generic notion of tree-finder

Definition 2.5.4. Let A be an algorithm which takes as input a £-tuple (y1,...,y¢) € C; X ..., XCy of
challenges and outputs 0 or 1. A (ky, ..., k;)-tree-finder TreeFind is given black-box access to A and
outputs a valid (ky, .. ., k;)-tree of challenges tree or L. We say that TreeFind admits knowledge error
function fny,,, if for all such A we have

Pr[TreeFind® # 1] > frnw (Pry - [A(ys, .. v 1))
We say TreeFind has knowledger error « if knowledge error function fny,y(¢) = ¢ — k is admissible.

We consider a general knowledge error function in Definition [2.5.4]to capture different tree-finding
strategies in one sweep. Moreover, we abstract away proof systems altogether and consider any
algorithm A which takes as input challenges and outputs a bit, which should be viewed as the verifier’s
output bit (given the challenges). For public-coin proof systems, this abstraction works well. Moreover,
it is easy to see that the knowledge error of TreeFind can be checked solely by considering deterministic
A.

Corollary 2.5.5. In Definition|2.5.4, it suffices w.Lo.g. to check the knowledge error for deterministic A.
The same holds for any convex knowledge error functions.

Proof. By definition of black-box rewinding access, the randomness of A is chosen uniformly and then
fixed (during any rewinds). Thus, we have

Pr[TreeFind'") # 1] = E,[Pr[TreeFind"(" ") % 1]]
> Er [fiinw (Pry[A(y; 7) = 1])]
> i (B [Pry[A(F; ) = 1]])
= fiinw (Pry - [A(Y7) = 1])

where the first step is basic probability theory, the second follows from the claim for the now deterministic
A( - ;r), the third is a consequence of Jensen’s inequality (since fny,y is convex), and the last is again
basic probability theory. O

Note that Definition is also non-asymptotic, which further simplifies working with it. Nevertheless,
we have following straightforward fact.
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Corollary 2.5.6. Let (GenCRS, P, V) be a (ki, ..., k¢)-special sound public-coin proof system with tree-
extractor TreeExt. Suppose TreeFind is a (ki, ..., ky)-tree-finder that works by first querying A on a
uniformly random challenge sequence (y1,...,yr) € C1 X ... X Cp. Suppose furthermore that TreeFind
has knowledge error k. Then we obtain an extractor Ext with knowledge error x by running TreeFind and
then TreeExt. An analogous claim same holds for the knowledge error function.

Proof. The definition of A(y1,...,y,) for TreeFind, provided as a black-box oracle by Ext(x, aux), is
simply an execution of P*(x, aux, tr) with challenges (yi,...,y,) and the output being the verifier’s
verdict, i.e.

A(y1s---»ye) = outy(P*(x, aux, tr), V(X; y1, - - -» Ye))-

There is a minor subtlety, namely that Ext takes as input the transcript tr of the prior honest interaction.

However, since TreeFind makes a first query with uniformly random challenges sequence (y1, ..., yr),
Ext can program the randomness of TreeFind to start with this challenge sequence (without affecting
the distribution of TreeFind). With this, the claim follows. O

With Corollary[2.5.6] we have reduced the construction of efficient extractors to the construction of
efficient tree-finders and tree-extractors. As the latter are often trivially efficient, the runtime of an
extractor with this blueprint is dominated by the runtime of the tree-finder.

2.5.1.1. Basic Extraction Strategies

Now, we describe two basic extraction strategies for 3-protocols, i.e. a single challenge (£ = 1), i.e. a
k-tree, i.e. k related transcripts.

Random Challenges with Replacement. The most straightforward approach to k-tree-finding is the
following algorithm, which we call TreeFindgeo. Let C be the challenge set and A be a deterministic
algorithm (as in Definition [2.5.4).

1. Pick y; ¢ C uniformly.
2. If A(y1) = O return L. Else let i = 2.
3. Repeatuntil i > k
+ Pick y; « C uniformly.
« If A(y;) =1, increase i to i + 1.
4. If yq, ..., yx are distinct, output (y1, .. ., yx), else output L.

The runtime analysis of TreeFindgeo in terms of queries to A is quite simple: Let & = Pry[A(y) = 1].
Then with probability 1 — ¢, TreeFind immediately returns L. With probability ¢, it enters the loop. For
each i, the number of trials until a success follows a geometric distribution Geo(¢). Recall that Geo(p)
has expectation 1/p. Let Q be the number of total queries TreeFind makes and Q; be the number of
queries until an accepting y; is found. Then, we find the following:

k
BlOI =146 (Y EIQD =1+e- (k—1) -5 =k
i=2

Thus, the expected number of queries is exactly k, which is essentially optimal.
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The success analysis gives a less convincing result, due to possible collisions of challenges. Indeed, if A
accepts (i.e. outputs 1) for exactly m out of N = #C challenges, i.e. accepts with probability ¢ = %, then
we find a success probability of only

-1 .
m-—i m!

m _g'(m—k)!mk

m/N -
i=0

with m = k yielding a worst case of ¢ - % ~ ¢ - V2rk - e7¥. Thus, knowledge error k = k/N cannot be

(efficiently) achieved with this strategy.

Sampling challenges without replacement. It is clear that for deterministic A sampling challenges
with replacement is wasteful, because the outcome of a retry can be predicted. Indeed, for any fixed
number n < N = #C, sampling without replacement actually maximizes the probability of success (and
there is never a collision). Thus, an obvious question is whether or not sampling without replacement
is also efficient. This k-tree-finder was studied in [ACK21]] where it is shown that its expected time is
still k, hence essentially optimal.

Now, we recall this tree-finder, denoted TreeFindyHg, in more detail. It works as follows:
1. Pick y; & C uniformly.
2. If A(y1) = O return L. Else let i = 2.
3. Repeat until i > k or all of C was exhausted.
o Pick y; uniformly from C without replacement.
« If A(y;) =1, increase i to i + 1.
4. Ifi < k, return L. Else return (yi,. .., yk).

The runtime distribution of the looped part now follows a negative hypergeometric distribution, and
the expected number of queries TreeFind makes is (bounded by) k, see [ACK21|] for details. Let
¢ = Pry[A(y) = 1]. Then the success probability of TreeFindxng is ¢ if ¢ > k/N for N = #C and 0
otherwise. Since this knowledge error function is not convex, we use following convex lower bound:

E—K
f‘nknw(g) = 1

for knowledger error k = k/N.

2.5.2. Recursive Tree-Finding

Given (a uniformly described family of) basic k-tree-finders TreeFindy for k € N, we can construct a
(k1, ..., ke)-tree-finder in a straightforward manner. Namely, by a form of “sequential composition”
which we sketch here. For this, we implicitly extend the definition of A from Definition as follows:
A takes an input ¢ and outputs a pair (b, s) of a success bit b and some auxiliary string s (which is not
relevant for success).

Let A be as above. Define A;(cy,...,¢) = A(cy,...,cp), i.e. Ap = A. Fori = 1,...,¢, define inter-

mediate algorithms A;_; with inputs (cy,...,c;—1) as follows: The algorithm A;_1(cy,...,c;—1) uses
Ai(Cl,...,Ci_l, .

TreeFind/,:" (e1-€i-: ) 4 obtain a tree of challenges with auxiliary information. That is, if TreeFind,
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succeeds, it outputs a list z = ((y1,$1), - - ., (Y«;» Si)), Where Aj(cy, ..., ci—1,¥;) = (1,5;). In this case, A;_;

outputs (1, z). If TreeFindAi(cl,...,ci_l,

. - fails, it outputs L, and A;_1(cy, ..., ci—1) outputs (0, L).

Observe that, recursively, the auxiliary string s output by A;_1(c1, . .., ¢i—1) has the form of a (k;, ..., k;)-
subtree of challenges (with prefix (cy,...,ci—1)), until Ay = TreeFind/;:( ) actually outputs a full
(k1, ..., ke)-tree of challenges for A in the auxiliary string s on success (1, s) (or (0, L) on failure).

Define success probabilities ¢; = Pry, .. -[Ai(y1,...,yi;7)] and observe that e, = Pry, . r[Ai(y1, ..., ves7)] =
¢. By definition of knowledge error functions, we find

i1 = fgnw.i(&).

By induction, for TreeFindypg this simplifies to

where the total knowledge error k is obtained from the i-th round knowledge errors k; = k;/#C; from

the formula ,

K=1—l—[(1—K,')SZ(:Ki.

i=1 i=1

Intuitively, it should hold that the expected number of queries this recursive construction of a tree-finder
makes is bounded by the tree size
¢
K = 1_[ kl’

i=1
because layer i multiplies the expectation by k;, and this intuition is true. However, there is a subtlety in
the analysis: Our efficiency bounds for queries of TreeFindy to A are given in expectation. Consequently,
A; for i < £ make an expected number of queries to the underlying A as well. It is well-known that, in
general, expected time oracles do not compose well. However, we consider very specific algorithms,
and indeed, it can be shown that the basic tree-finders TreeFindgeo (resp. TreeFindyng) are rewinding
strategies with runtime tightness k, cf. Section [5.6.1.1] for a formal definition. Roughly, ignoring the
steps made in TreeFindgeo (resp. TreeFindyng) and counting only those in A, timeA(TreeFindA) <
k - timea(A(y)) for uniformly random y & C. In other words, despite the subtleties of counting in
expectation, each application of TreeFindy, to A;;; increases the expected number of queries to A by
a factor of at most k; if TreeFindge, or TreeFindnpg is used. Consequently, the expected number of
queries to A is bounded by K = []L_, k;.

Overall, we find that a recursive composition of TreeFindypg leads to essentiallyﬂ optimal expected
runtime and knowledge error for (ky, ..., k;)-tree-finders. For an explicit analysis of runtime and
success probability of TreeFindyng, refer to [ACK21; AFK22].

7 For TreeFindgeo, one can abort upon a collision. For TreeFindyHg, it is possible to reorder the recursive queries and return
1 earlier, if it occurs. Thus, the runtimes are not minimal for any prover (but they are minimal for honest provers).
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3. Sharp: Short Relaxed Range Proofs

This chapter is based on [CGKR22a; (CGKR22b]]. It is taken verbatim from [[CGKR22b] with minor
changes.

My primary contributions in this work are the batch proof of shortness (PoSO), in particular the core
lemma. Moreover, I devised and proved security of the augmentation of the scheme with hidden
order groups, though the initial suggestion of using hidden order groups is due to Geoffroy Couteau.
Minor contributions include separation of proof of shortness and square decomposition into two
mostly separate steps, switching to relaxed soundness (instead of using “bounded integer commitment
schemes” [CKLR21b]), and exploiting prior knowledge to obtain standard soundness in applications to
(updatable) anonymous credentials.

The application of lattice-based techniques to further improve the efficiency of the 3-square decomposi-
tion proof and also enable simple and efficient group-switching are primarily due to Michael Reichle.
He also worked out an exemplary application of our techniques to anonymous transactions, of which
we only include the short overview in Section [3.7.3] see [CGKR22b] the details. The implementations
and benchmarks are by Dahmun Goudarzi.

3.1. Introduction

Zero-Knowledge Proofs and Range Proofs. Zero-knowledge proofs, introduced in the seminal work
of Goldwasser, Micali, and Rackoff [GMR89]], allow a prover to convince a verifier of the truth of a
statement while concealing all other information. This makes them an important tool in theory and
practice. Efficient constructions are now known for a variety of NP-languages, and are routinely used
in real-world applications. An example of particular interest is range proofs, which are zero-knowledge
proofs for demonstrating that a secret value (committed or encrypted) belongs to a public range. Range
proofs are a core component in numerous applications, such as anonymous credentials [[Cha90], e-
voting [Gro05]], or e-cash [CHLO5|], and have been introduced recently in some popular anonymous
cryptocurrencies (see [Zca; Mon; BAZB20]).

Range Proofs. Many range proofs which have been constructed in the past can be categorized in two
main paradigms:

(1) Range proofs based on n-ary decomposition [CCs08}; |Gro11]], where one proves a statement of
the form x € [0, n’) by committing to an n-ary decomposition (xy,...,x,—1) of x, and proving that
x = Y; x; - n' and each x; belongs to [0, n) (which can be done efficiently when n is small). The state
of the art method in this paradigm is Bulletproofs [BBB+18|], which features very small proof size
O(A - log ) for a security parameter A (using binary decomposition), and also enjoys a transparent
setup: the only trusted parameter it requires is an unstructured common random string, which can
be easily generated by standard “nothing up my sleeve” methods (in contrast, protocols requiring a
structured common string need to trust the parameter generator, which is undesirable). Due to its

35



3. Sharp: Short Relaxed Range Proofs

great concrete efficiency and its transparent setup, Bulletproofs have become the most commonly used
solution in real-world applications.

(2) Range proofs based on square decomposition [Bou00; Lip03;|Gro05; (CPP17]], where one proves a
statement of the form x > 0 by using special integer commitment schemes [FO97; DF02] to commit to x
over Z, and by proving the existence of four squares xi, . . ., x4 such that x = }; x? (such a decomposition
always exist by a theorem of Lagrange, and ensures non-negativity). This generalizes to arbitrary
intervals [a, b] by proving non-negativity of (x — a)(b — x). While avoiding n-ary decomposition is
attractive, instantiating integer commitments required until recently the use of hidden order groups
(such as RSA groups), whose elements are too large to be competitive with Bulletproofs for any
reasonable interval size, and which require a trusted setup (to set up the RSA modulus).

The CKLR Range Proof. In a recent work [[CKLR21b|], Couteau et al. revived the square decomposition
paradigm, by constructing bounded integer commitment schemes, which can be instantiated over
cryptographic groups with hard DLOG problem. They instantiate (a variant of) the range proof
of [CPP17] with this new commitment scheme, significantly reducing their size and removing the need
for a structured common reference string. The CKLR scheme was shown to compare favorably with
Bulletproofs: for a careful choice of parameters and underlying group, the proofs are about 15% shorter
than Bulletproofs, and require an order of magnitude less group operations. Therefore, on paper, CKLR
seems to offer a competitive alternative to Bulletproofs.

CKLR versus Bulletproofs. However, this cost estimation ignores several important practical aspects,
and the distinction turns out to be far from clear cut in real-world instantiations. The main limitation
of CKLR is that it requires exotic group sizes — typically, elliptic curves with elements of size 352 or 416
bits to achieve 128 bits of security for 32- or 64-bit ranges. While in theory, we can use curves with a
wide variety of sizes, and many standard options exist, the vast majority of cryptographic applications
build upon 256-bit elliptic curves, and highly optimized implementations of some of these curves are
available (for example in libsecp256k1 [Wuil8] or ristretto255 [VGT+19]). These libraries typically offer
runtimes 10 to 20 times faster than the NIST standardized implementations of other standard curves.
Hence, the use of large curves in CKLR actually negates the efficiency gains of their smaller number of
group operations compared to Bulletproofs. Furthermore, several applications constrain the choice of
curve; for example, the Ethereum cryptocurrency only allows the curve secp256k1.

This is not the only limitation of the CKLR range proof, compared to Bulletproofs. The latter is especially
attractive when performing several range proofs at once, because it allows for very efficient batching
of multiple proofs; no such batching is known for CKLR. This stems from the fact that the CKLR range
proof revolves around an “extraction lemma” which was formulated and proven in the setting of a single
proof, and operates on top of single-value commitments (while Bulletproofs operate on generalized
Pedersen commitments, which can commit compactly to vectors of values).

Eventually, CKLR is also more restricted in its range of applications compared to Bulletproofs. This
is because Bulletproofs operate with standard Pedersen commitments, while CKLR is designed on
top of a new (Pedersen-based) construction of bounded integer commitments. Compared to Pedersen
commitments, these new commitments have (1) only limited homomorphic properties, and (2) a relaxed
notion of opening, where a malicious opener is given more freedom in what is regarded as a valid
opening (this is similar in spirit to the property of standard integer commitment schemes, such as the
Damgard-Fujisaki commitment [DF02]). This means that in some applications, for example when a
value opened by a malicious party must be reused afterwards by an honest prover (this is the case, e.g.
in some cryptocurrency applications), CKLR cannot be used as a drop-in replacement: the use of CKLR
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is only appropriate when the new commitment scheme can be used in the application without harming
security or correctness.

Summing up, the CKLR paradigm is a promising new approach for constructing range proofs with
strong performance. However, it does not currently compare favorably to Bulletproofs in practical
applications, mostly due to its use of larger curves which lack competitive implementations, but also
due to its lack of batching features. Furthermore, it operates on a new commitment scheme, which
makes it not a priori clear what are the standard applications of range proofs where it can be safely
used.

3.1.1. Our Contributions

In this work, we thoroughly revisit the CKLR paradigm. We introduce a new family of range proof
schemes, which we call Sharp (for short relaxed range proofs). The name Sharp stems from a change
of perspective with respect to CKLR: in CKLR, a proof is interpreted as a full-fledged range proof
for values committed with a new bounded integer commitment which they introduce. The latter is
essentially a Pedersen commitment where openings are allowed to be rationals, which are rounded to
the nearest integer in the opening phase. We observe that one can equivalently “push the relaxation
from the commitment to the range proof” and see CKLR as a relaxed range proof operating over
standard Pedersen commitments, where relaxed means that the prover is only bound to a rational inside
the target range, instead of an integer.E] While this change of perspective does not in itself change the
construction nor its security properties, it allows for a more modular treatment of the construction,
and simplifies the analysis of how CKLR (or Sharp) integrates within standard application of range
proofs.

Our new constructions build upon numerous optimizations, which are a combination of known tech-
niques and entirely new approaches. The security analysis of our scheme is subtle and technically
involved; it forms the core technical contribution of our work. Sharp proofs improve upon CKLR on all
possible fronts: they are much shorter, more efficient, allow for a considerably more flexible choice of
the underlying group (and can in particular be efficiently instantiated over 256-bit curves), and can be
batched efficiently. In addition, we also demonstrate how to overcome the relaxation of soundness,
obtaining schemes that operate directly with standard Pedersen commitments and effectively bind the
prover to an integer in the range (instead of a rational) at the cost of slightly larger proofs (but still
with very competitive performance).

To complement the above results, we elaborate on how Sharp can be used to improve the efficiency of
some flagship applications of range proofs, such as anonymous credentials and anonymous transactions,
clarifying which applications can work with bounded integer commitment schemes, and which require
using a scheme with stronger features. We validate our efficiency claims with implementations and
benchmarks of our main schemes. While our implementation is an unoptimized proof-of-concept
implementation, our benchmarks show that it offers a ten-fold runtime improvement over a heavily
optimized implementation of Bulletproofs; we expect that the efficiency gap would widen further with
a more optimized implementation of Sharp. Below, we elaborate on our contributions.

1 This is a purely conceptual change of view with respect to CKLR, where the rational opening is afterwards interpreted as
an encoding of the closest integer via rounding.
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3.1.1.1. Improved Range Proof Constructions.

Our new family of range proofs, Sharp, can be instantiated in a variety of settings, leading to tradeoffs
between efficiency and the underlying soundness notion. We build upon the paradigm introduced in
[CKLR21b]] and obtain range proofs with improved efficiency and flexibility. In applications where low
communication matters the most, our scheme Sharpg provides the most competitive performance,
but uses curves of sizes other than the standard 256-bit setting. For runtime-critical applications, or
when the application restricts the available curve, we describe Sharpspoo, a scheme fully optimized to
work over 256-bit groups.

At the heart of our flexibility and efficiency improvements is a modular treatment of the structure
of a range proof. We split the range proof into two conceptual parts: the proof of short opening
(PoSO) and the proof of decomposition (PoDec). The PoSO guarantees that extracted openings are
short and the PoDec ensures that the square decomposition holds over Z,,, where p is the order of the
DLOG group. Combining both parts ensures that the committed value is a rational inside the given
range, as the shortness allows us to argue over the integers. This decoupling allows us to develop
tailored optimizations for each part, but also clarifies the exact soundness guarantees which the proof
provides. We stress that one can still equivalently see Sharp as a standard range proof operating over a
relaxed integer commitment scheme, using the rounding technique of CKLR: our change of perspective
improves the conceptual simplicity of analyzing the use of Sharp within standard applications, but the
exact guarantees remain identical to CKLR.

Optimizing the decomposition proof. We optimize the PoDec via a polynomial-based technique, similar
to the lattice version of [CKLR21b] (with some tweaks that improve efficiency). Besides improving
efficiency of the PoDec, this adaption enables two additional improvements: (1) The new protocol
is suited for vector commitments, such as Pedersen multi-commitments (MPed). This enables more
efficient batch range proofs, in the sense of performing range proofs for all N values in the vector
commitment at once. (2) We introduce a group switching strategy that enables the use of different
groups for the PoSO and PoDec. To our knowledge, this is the first time group switching is (efficiently)
used without leveraging hidden order groups. This optimization further reduces proof length (and
computation), while allowing more flexibility to instantiate the underlying groups. These changes lead
to an optimized range proof: Sharps.

Optimizing the short opening proof. We further present Sharpgoo, a range proof with optimized PoSO
(in combination with the changes described above). The analysis of this scheme is delicate and uses
several new ideas. It constitutes the main technical contribution of this work. As range and challenge
space (hence soundness) introduce lower bounds on group size, repetitions are required to achieve high
security levels when the group is fixed. In CKLR, such repetitions were very expensive, as much of the
proof had to be repeated. To reduce their cost, we introduce a (fractional) shortness test that allows the
prover to show that numerator and denominator of multiple fractions are short by sending a single
short integer, per repetition. Integrating this shortness test in the range proof, a “repetition” requires
only two scalars, independent of the batch size. Thus, the bulk of communication and computation of
the range proof is the optimized PoDec (without any repetition).

We note that these optimizations also lead to significant improvements in a batch setting, where multiple
range proofs must be executed at once. For example, executing N = 8 range proofs with 128 bits of
security and 64-bit inputs communicates only 2.9 times more than executing a single range proof.
We also observe that a similar batch technique is used in the context of lattice-based range proofs, in
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the setting where all challenges are bits. However, the possibility of using general short challenges
instead of bits is precisely what allows our schemes to remain very compact, and is also what makes
the analysis of our shortness test so delicate (we elaborate on this aspect in the technical overview).

Binding to integers instead of rationals. The bounded integer commitment scheme of [CKLR21b] is
essentially a Pedersen commitment where malicious openers are allowed to reveal a rational instead of
an integer (that is later rounded to encode an integer inside the range). Consequently Sharpg, like
CKLR, provides only a relaxed notion of soundness, in that it only binds the prover to a rational in
the target range. We develop several new approaches to overcome this limitation, obtaining proofs
that operate with standard Pedersen commitments (where openings are required to be integers). In the
interactive setting, where soundness is statistical (and a 2740 statistical soundness error is a common
choice), we show how our batch shortness test allows us to use challenges in {0, 1} with much more
reasonable communication overhead compared to previous approaches, which gives a competitive
three-round range proof with transparent setup and full-fledged soundness. In the non-interactive
setting (where soundness is computational and 128 repetitions would be too expensive), we show how
to combine our schemes with a minimal use of hidden order groups, obtaining two variants: Sharp|
(using class groups to instantiate the hidden order group) and Sharpgg, (using RSA groups). These
variants retain a strong efficiency, as only a single element of the hidden order group must be added to
the proof. They achieve stronger soundness notions, namely: (1) Sharpgg, achieves standard soundness
(allowing our scheme to be used as a drop-in replacement in essentially any application of range proofs,
but at the cost of loosing the transparent setup), and (2) Sharp, achieves a slightly weaker soundness
where the prover is bound to a dyadic rational, which suffices to overcome some attacks that arise from
the use of a range proof with relaxed soundness in some applications, while retaining the transparent
setup.

We note that many range proofs in RSA groups have been described in the past [Bou00; Lip03; Gro05;
CPP17|]. Our RSA-based variant achieves considerable efficiency improvements compared to all these
previous works (both communication and computation-wise), while achieving the same soundness
guarantees.

Concrete efficiency estimations. We compare the communication efficiency of Sharpg, Sharpgg, and
Sharppgs, to the state-of-the-art in Table[3.1] and provide further tables in Appendix[A.6] For performing
a single range proof, Sharpsg proofs are almost 50% shorter than Bulletproofs, and about 34% shorter
than the CKLR range proofs. For our computation-optimized range proofs Sharpgg, these numbers
are about 42% and 29% respectively. When performing a large number of range proofs, Bulletproofs
become better communication-wise, because of their logarithmic cost in the batch size; nevertheless,
even for a batch of N = 8 range proofs, our range proofs are only between 1.1 and 1.3 times larger
than Bulletproofs (in concrete applications, we believe that this should be largely compensated by our
strong computational improvements). Our variant in RSA groups, which achieves standard soundness,
improves by a large margin compared to the previous best-known RSA-based range proof of [CPP17]: a
factor 3 improvement for a single range proof, and up to a factor 14 improvement for N = 8 simultaneous
range proofs.

We implemented our computation-optimized range proof Sharpgg, using the 256-bit elliptic curve from
the libsecp256k1 library [Wuil8]]. We stress that this is an unoptimized implementation; yet, compared
to the optimized reference implementation of Bulletproofs using the same library, and running the two
protocols on the same machine, we observe very significant runtime improvements. The runtime of our
prover is 11 to 17 times faster than Bulletproofs’ (for 32-bit and 64-bit ranges), while our verifier is two to
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four times faster; see Table For a larger batch size of N = 8, our verifier runtime remains two to four
times faster than Bulletproofs, while the gap with our prover runtimes increases slightly, ranging from
11 to 21 times faster (all while maintaining a proof size only 1.1 to 1.3 larger than that of Bulletproofs
for N = 8). We expect these gaps to further increase with a more optimized implementation.

Table 3.1.: Theoretical proof size in Bytes for showing that some x € [0, B] of CKLR proofs [CKLR21b],
Bulletproofs [BBB+18|], RSA-based range proofs [CPP17|] and Sharp proofs (Sharpgs, Sharpg"o and
Sharpgsa) given the security parameter A. The groups Geom and Gssq used for Sharp proofs have order
p and q respectively. 7 denotes proof size in Bytes, N denotes the number of proofs in the batch, and

log p, log q is the bit-size of p and q.

CKLR BPs RSA Sharpgs Sharptd Sharpge,

(ALlogB) N logp 7w 7 logp logg =m logp logg =« 7

416 545 672 2424 333 411 360 256 256 389 793

12
8, 64 416 4360 864 19056 333 411 1070 256 256 1119 1503
16 416 8720 928 38064 333 411 1882 256 256 1928 2315
128. 32 352 501 608 2404 301 347 318 256 256 335 751

352 4008 800 18896 301 347 916 256 256 932 1349
16 352 8016 864 37744 301 347 1600 256 256 1612 2033

Table 3.2.: Benchmark of our optimized range proofs compared to Bulletproofs, using the reference
Bulletproofs implementation in C of [BBB+18], using batch sizes N = 1 and N = 8. Both implementations
use the library libsecp256k1 [Wuil8], and were run on a MacBook Pro with a 2.3 GHz Intel core i7
processor. All timings are in milliseconds.

Bulletproofs Sharptd

(A, logB) N Prover’s work Verifier's work Prover’s work Verifier’s work

1 20.6 2.55 1.17 0.75
128, 64
’ 8 157 12.1 7.47 3.88
1 10.5 1.46 0.97 0.74
128,32 8 80.0 6.93 6.74 3.39

3.1.1.2. Security and Applications.

We analyze the guarantees of range proofs with relaxed soundness (such as CKLR and Sharp) in
standard range proof applications. For this, we show which manipulations of the committed values
can be allowed depending on the setting. Specifically, we discuss the arithmetical behaviour of the
manipulated rationals, the impact of the chosen decomposition on soundness and show that Sharp
proofs provide standard soundness when the committed values are short. Then, we use these insights to
sketch how Sharp can be applied to two important applications of range proofs: anonymous credentials
(AC) and anonymous transactions (AT). While relaxed soundness is sufficient in AC, range proofs with
relaxed soundness do not suffice as drop-in replacement in AT (and their usage would lead to concrete
attacks). Nevertheless, some (but not all) range proofs can be replaced with Sharp proofs in AT, and we
sketch how Sharp proofs augmented with both a RSA and class group element improve this situation,
even without trusted setup of the RSA modulus.
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3.1. Introduction

3.1.2. Technical Overview
3.1.2.1. CKLR Proofs.

Before introducing our technical improvements, we give a short overview of CKLR in the DLOG setting.
Given a group G of order p with generators (G, H), a Pedersen commitment (Ped) to x € Z, with
randomness r is given by xG + rH. (We use additive notation.)

CKLR opens the commitment to x € [0, B] in a zero-knowledge manner using standard X-protocol
techniques. That is, the prover commits to random masks in D = Ped.Com(x,7), where x and r are
additive masks for x and r respectively. Then, sends D to the verifier who in turn sends a random
challenge y € [0,T]. The prover responds with two linear combinations z = yx + X, t = yr + 7. Finally,
the verifier checks the linear combination via D + yC = Ped.Com(z, t) and checks z € [0, (BI" + 1)L],
where L is the “masking overhead”. We call such a “proof of opening with shortness check” a proof of
short opening (PoSO).

The basic observation in [[CKLR21b] is that the soundness of the above protocol guarantees the extraction
of a value of the form x =, y - y~', where both (y, y) are short as well. While this does not suffice to
bind the prover to a small integer, CKLR observes that x =, y - y~! uniquely defines a small rational
number u = y/y € Q (where y, y are short and coprime), if 2(BT' + 1)TL < p holds. We call u € Q the
rational representative of x and write u = [x]q.

To show that u resides in the range [0, B], CKLR decomposes x(B — x) = X;c[14] y? as the sum of four
squares, commits to y; in separate Ped commitments, performs a PoSO for the y; and x, and shows
that the decomposition holds over Z,, using the homomorphic properties of Ped. We call this part a
proof of decomposition (PoDec). The shortness guarantees of the PoSO imply that u(B — u) > 0 and thus
u € [0, B], if 18((BT + 1)L)? < p holds [

3.1.2.2. Sharps: Group Switching and Batching via an Adapted PoDec.

To weaken the requirements on commitment homomorphism, we use a polynomial-based technique.
That is, the prover commits to y; in Ped commitments and performs a PoSO for each y;, as before.
To show that the four square decomposition holds, i.e. x(B — x) = X;c[14] y%, the prover computes a
polynomial f using the (short) masked witnesses z = yx + x and z; = yy; + y; from the PoSO as follows:

4

f=2z(yB-2) —Zz? = apy? + ayy + .

i=1
A short computation shows that a; = 0, i.e. the degree of f in y is 1, iff the decomposition holds.
To show that the degree of f is one, the prover commits to a; and @ in C. = Ped.Com(ay;r.) and
D, = Ped.Com(ay;7.) and sends C,, D, to the verifier. Then, the verifier sends the challenge y and
the prover replies with ¢, = 7, + yr.. Note that the verifier can recompute f from z, {z;}}_, and the
statement. Now, the verifier can check whether f =, a1y + g via Ped.Com(f, t.) = D, + yC.. As the
challenge is not known to the prover at the point of committing to the coefficients, the Schwartz-Zippel
lemma guarantees that the decomposition holds over Z; with overwhelming probability. Further, the

2 CKLR interprets (y, y,r) as a valid opening to u with respect to a modified Pedersen commitment that commits to rationals
u=yl/yas (y-y )G +rH (or integers with rounding). Instead of relaxing the commitment, we relax the soundness
guarantee of the range proof and keep working over rationals. This is more flexible and precise.

3 For improved efficiency, CKLR and our protocols actually use a three square decomposition which can lead to problems in
applications, see Section For simplicity, we stick with the four square decomposition in the introduction.
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3. Sharp: Short Relaxed Range Proofs

prover reveals nothing about the values as the commitments are hiding and the openings are masked
in t,.

By construction, the polynomial-based technique allows us to use Pedersen multi-commitments (MPed),
instead of separate Pedersen commitments (as in CKLR). Thus, we can perform N range proofs at once,
with a constant number of group elements and a linear number of short integers.

The high level structure of this X-protocol resembles the lattice-based version of CKLR. But now, by
committing to the entire decomposition y; in a single Pedersen multi-commitment, which was not
possible in the DLOG X-protocol of CKLR, the prover needs to communicate two integers and group
elements fewer, compared to CKLR. This improves over the standard X-protocol for the showing the
square decomposition in a group setting [[CPP17;|CKLR21b].

Group Switching. We highlighted in the overview above that the uniqueness of rational representatives
requires (only) that p > 2(BT + 1)I'L. Unfortunately, for the guarantee that the 3-square decomposition
holds, this becomes p > 18K?, where K = (BT + 1)L, which almost doubles the minimal possible group
size. We observe that a dependency of PoSO and PoDec, which was present in CKLR, is removed with
our improved X-protocol. Thus, we can choose groups with different modulus for the PoSO and PoDec.
This gives us flexibility in group choices, and no compromise between optimal choice for commitment
(typically 256-bit groups) or PoDec (typically larger groups) has to be made.

3.1.2.3. Sharpgg: Cheaper Repetitions via a Novel PoSO

To clarify the requirements for our PoSO, we take a closer look at the security proof of Sharpgg. The
PoDec proves (among other equations) the square decomposition of N integers x;:

4
xi(B-x;) = Zyij (3.1.1)

Jj=1

for each committed value x;. Security of PoDec follows from 3-special soundness, i.e. 3 related transcripts.
To derive that [x;]g € [0, B]g, the security proof exploits a guarantee of the (simple) PoSO: Given
two related transcripts (a,y,Z) and (a,y’,Z), we can extract x; =, z;/d where z; = z, — z; and
d =y —y € [-I.T], and likewise for y; ;; given a third related transcript, Eq. is ensured.
Moreover, z; € [-K, K] due to verifier size checks, so [x;]g = % € Qkr, i.e. a fraction with numerator
bounded by K and denominator bounded by I'. Thus, multiplying Eq. by d?, it is a homogeneous
quadratic equation in d, B, z;, and z; , all of which bounded by K, so short. Since 18K 2 < p, the equation
holds over the integers. As a consequence, any PoSO which ensures that all extracted x;, y; ; are of the
form x; = z;/d and y; ; = z; j/d is sufficient for this argument. Note that it is important that all fractions
x;, Yi,j share the same denominator d for the above argument. Thus, we aim to replace the individual
PoSOs by a “Batch-PoSO”: Given any number of x;s (where we do not distinguish between x; and y; ;
anymore), prove that all of them are short fractions (i.e. in Qg r) with a shared denominator d.

A straightforward approach is the following: To check shortness of xy,. .., xn, check shortness of
the random linear combination S = }; y;x; for y; < [0,T'] (where we ignore masking terms for zero-
knowledge for simplicity). Intuitively, if any x; is not short,ﬂ the term y;x; should ensure that S is
not short with high probability. And indeed, it is not hard to see that individually, every x; is of the

4 Recall that, eg.1l/d e Zp, is considered short for d < T in our setting.
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3.1. Introduction

form z;/d; for short z; and d;, where d; € [1,T]. However, as we explained above, we require that the
common denominator d of all z;/d; is also short. Perhaps surprisingly, this does not follow trivially.

It is clear that, by using binary challenges, i.e.I' = 1, all d; are 1, and thus, the common denominator d is
1. In fact, all Z; /d; = z; are small integers. This simple approach is well-known and used in (lattice-based)
cryptography for proving knowledge of short preimages via random subset sums. While this even
ensures standard soundness, it has the huge drawback of a binary challenge space. Thus, 128 repetitions
are required for knowledge error 27128, which leads to relatively large proof size, e.g. instead of a
335-byte (relaxed sound) we get a 1877-byte (standard sound) range proof from Sharpgg (for 32-bit
range).

To achieve the claimed proof size, we must therefore choose a large challenge space [0,T], so as to
minimize repetitions. The crux of the security proof is then to ensure the common denominator d of all
z;/d; is still short. Our core lemma (Lemma asserts, that either such a short common d exists,
or the false acceptance probability at most 8/T', This result is surprisingly non-trivial to prove, and it
may be of independent interest.

Relation to similar lattice-based approaches As noted before, our Batch-PoSO bears close similarities
to some (approximate) batch proofs of (knowledge of) short preimages in the lattice setting. Indeed,
random linear combinations for batch proofs are a standard approach and used in the lattices setting,
e.g. with binary challenges in [BBC+18]. It is also used with larger challenges spaces to prove “frac-
tional openings” of commitments, resulting in relaxed soundness somewhat similar to our setting, e.g.
in [BKLP15; BDL+18|]. Namely, by multiplying with the (small) denominator, an extracted solution
grows in size, but if parameters are chosen accordingly, the lattice problem still remains hard even for
such larger solutions. Moreover, in special settings, e.g. ring-lattices, special challenge sets C where
even (y' —y) ! is small for all y,y’ € C are used [AL21].

However, a crucial difference between our setting and the lattice-setting is that, in all the lattice-based
works we are aware of, the challenge space for proving (approximate or relaxed) shortness is small and
a large number of repetitions are required. Moreover, in these works, there is no requirement for a short
common denominator d, instead, it suffices that individually each d; is small, which is straightforward
to show (but insufficient in our case). Since we embrace relaxed soundness and aim to maximize the
challenge space, our approach exhibits such a requirement. Hence, to prove security, we require an
entirely new analysis for the random linear combination test. Our current proof seems quite different
from (advanced) lattice-based techniques, but it is an interesting question if and how such techniques
are applicable to strengthen the lemma or simplify its proof.

Lastly, we note that lattice-based proof systems have vastly improved; even exact (range) proofs are now
quite small, e.g. [LNS20; LNP22|], though still an order of magnitude larger than group-based proofs, e.g.
[LNP22] notes that a proof of opening alone needs 8 kB. We leave it as an interesting question, whether
lattice-based range proofs could benefit from square-decompositions or our techniques as well.

3.1.2.4. Sharp,o: Augmenting Sharp with Hidden Order Groups.

By using groups of hidden order, we can achieve improved soundness guarantees. On a high level, we
add a single MPed commitment C’ in a hidden order group to Sharp to restrict the possible commitment
openings to “special” rationals. In contrast, all other range proofs in hidden order groups perform the
entire range proof in the hidden order group [Bou00; Lip03} Gro05; (CPP17;|CKLR21b]]. As these groups
are larger than standard DLOG groups, our approach heavily improves efficiency.
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3. Sharp: Short Relaxed Range Proofs

Our proof of opening for the additional commitment only requires one additional short integer (for
proving knowledge of the randomness of C”), as we use a synthesized challenge y’ and response z;
(computed from the actual challenges and responses) to avoid further repetitions (even if the underlying
range proof is repeated). In more detail, when the PoSO is repeated R times with challenges {yk}le,
the prover and verifier set y’ = Zle vk (T +1)*~! and similarly for z;. So for completing the proof, only
the masked commitment randomness t;. is sent additionally. When instantiating this augmentation
with suitable class groups, the committed x;s are restricted to be dyadic rationals, i.e. of the form m/2¢.

With RSA groups, the x; must be integers, hence the proof is standard sound.

3.1.3. Structure of this Chapter

In Section [3.2] we introduce additional basic definitions and notations. Section [3.3| contains our notion
of shortness testing and the soundness result for our random linear shortness test. In Section [3.4) we
present our improved range proof which allows group switching. Then, in Section 3.5} we show how to
combine these improvements with our batch shortness test. We discuss properties of relaxed soundness
how to augment our soundness by using hidden order groups in Section 3.6] Lastly, we discuss possible
applications of our results in Section [3.7]

3.2. Preliminaries

In this section, we introduce the additional preliminaries required for this chapter. See Chapter [2|for
the global preliminaries.

3.2.1. Notation and Basic Functions

We write [a, b] for an interval [a, b] in Z, and we write [a, b]g for an interval in another space R,
e.g. QR,Z,. We use Minkowski sum notation for sets, ie. A+B = {a+b | a € Ab € B} and
write A+ b = A+ {b} for offsets. We denote by |x| the absolute value of x € R. Let p be an (odd)
(prime) number. Let Z, = Z/pZ be the integers modulo p, with representatives either Z, = [0, p — 1]
or Z, = [f—[%l'l, [‘%l'l]. Generally, we write =, for equality modp and €z, for set membership
modulo p, i.e. x €z, Siff 3s € S: x =) 5. For x € Zy, let |x| = min{|k| | k € Z,k =, x} < p/2. Recall
that d(x,y) = |y — x| for x,y € Z,, defines a metric on Z,.

We define the “prime number analogue” of the factorial.
Definition 3.2.1 (Primorial). We write priml(k) for the product of the first k primes, i.e. priml(k) =

I—[f:l pi where p; is the i-th prime number. We write primlmin(n) for min{k | priml(k) > n}, i.e. the
smallest k such that priml(k) > n.

> The usual definition of primorial is n# = [1p;<n pi, where p; is the i-th prime. That is, n# is the product of all primes p; up
to n. Thus, priml(k) = py#.
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3.2.2. DLSE and SEI Assumptions in Cryptographic Groups

Instead of the usual DLOG assumption, we consider a version for arbitrary ranges of secret exponents.
This allows us to consider exponents which are (much) smaller than the group size, which is important
to improve efficiency in large groups, e.g. in RSA groups. Moreover, we consider a corresponding
indistinguishability assumption, the short exponent indistinguishability assumption, which asserts that
it is hard to distinguish random group elements with short exponents from random group elements.

Definition 3.2.2 (S-Bounded DLSE and SEI). Consider a group G. The S-bounded discrete logarithm
with short exponents (DLSE) assumption holds if for every PPT A there is a negligible function negl
such that

Pr[G & Gyz & [0,8], 27 «— A(G,2G): z=2'] < negl(})

This probability defines the advantage Adv%Se of A against DLSE.

The S-bounded short exponent indistinguishability (SEI) assumption holds if for all PPT A there is
a negligible negl function such that

Pr[G & G;z & [0,8]: A(G,zG) = 1]
—Pr|[G & Gz & Zo): A(G,2G) = 1]
<negl(1)

This probability defines the advantage Adv®y' (1) of A against SEL

For groups of known order p, SEI holds unconditionally for S = p — 1. More generally, an unbounded ad-
versary against SEI for S = LUy, has advantage at most 1/L in groups of unknown order (Remark ,
but relying on the SEI assumption for S > Uy, is of little interest.

Note that SEI is a (long-standing) highly plausible assumption. Further, the DLSE and SEI assumption
are known to be essentially equivalent in groups of known prime order with random generators [KK04],
but a security loss is incurred in the reduction.

3.2.2.1. Pedersen Commitment

We consider Pedersen multi-commitments (MPed), a generalization of the Pedersen commitment
scheme [Ped92]], with short openings over a prime or hidden order group G. Let N,S € N and
Uo < |G| < Uyp. Setup samples G; & Gforie [0,N] and outputs commitment key ck = ({Gi}ie[o,n])-
Given a message vector {x;};e[1,n], Com samples r & 10,8], sets C = rGy + 2ie[1,N] XiGi, and
outputs the pair (C, r). Given commitment C, message {x;};c[1,n] and opening r, VfyOpen outputs 1
iff C = rGo + 2ic[1,N] XiGi and x; is in the right message space for all i. That is, if G has prime order
p, then x; € Z,, or else x; € Z unless stated otherwise. We write Ped for the Pedersen commitment
scheme, i.e. MPed for N = 1. The scheme MPed is hiding under the SI and SEI assumptions and binding
under the DLOG assumption. The strength of the hiding property scales with hiding parameter SEI

6 If G; & (Go) and S is large enough, then MPed is statistically hiding. Under the SI assumption, instead using G; &G
remains (computationally) hiding. Usually, sampling G; ¢~ G can be transparent (trapdoor-free), but G; ¢~ (Go) not
necessarily.
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3.2.3. Rational Representatives

Using Z-valued representatives for Z/pZ is a natural choice, obtained from the homomorphism Z — Z,,
x — x mod p. Another choice is induced by the ring Z(,) = {7 | n € Z,d € N,p £ d} C Q, and the
homomorphism 7 - n - (d~! mod p) mod p. We call such representatives rational. Strictly speaking,
a set of representatives R C Z,) should have a unique representative for each element in Z,. We work
with smaller sets, which do not have representatives for all of Z,, but existing representatives are
unique. The lack of surjectivity will be of no concern since, by construction, elements of interest will
always come with an admissible representative.

Definition 3.2.3. Let Qn,p € Q be the rationals whose numerator is bounded by N and denominator
bounded by D, that is

QN,D={§eQ||n|5N,|d|SD}gQ.

The value x is represented by 2 if x =, nd~"! (where d~! is computed modulo p).

Note that we interpret 7 as a fraction; the tuple (n, d) is not unique. It becomes unique if 7 is reduced
andd > 1.

Lemma 3.2.4 (Criterion for Unique Representative in Quy p). Let N, D so that N - D < p/2. Then for
any x € Zy, if there is a representative in Qn,p of x, i.e. some & so that nd™"' =p, x, then & is unique (as a
fraction).

Proof. Suppose x = n,-dl._1 (p) for i = 1,2. Then nyd; = nyd; (p). Since N - D < p/2 and Z—z € Qn.p, we

find that nyd, = n,d; over Z. (No wrap-around.) Thus, Z—; = Z—; as fractions, and the claim follows. O

From now on, we always assume that N - D < p/2 whenever we use Q-representatives.

Remark 3.2.5. Let a € Z, and ND < p/2. We define [a]g € Qn,p as the unique irreducible representa-
tives 7 of a, assuming it exists. (We assume that some maximal bounds N, D are implicitly fixed in the
context.) We note that [a]g can be efficiently computed (if it exists), see [FSW03].

3.2.4. Masking Scheme

We use “additive masking” to hide information with random noise. For readability, we use an abstraction
of this technique formalized below, in a way similar to [ACK21]. A masking scheme is a tuple
(R, mask, V) of efficiently samplable distribution R and a masking algorithm mask for values in range
[0, V].

«r& Risan integer r € [0, (V+1)L], i.e. supp(R) € [0, (V+ 1)L]. We call r the mask and L > 1
the masking overhead.

« mask(v, r) takes as input an integer v € [0, V] and a mask r and outputs v + r or L. For simplicity,
we require mask(v,r) = Lifo+r ¢ [0,(V+1)L].

« p denotes an upper bound on the abort probability, i.e. sup,c[qy)Pr[mask(v,r) =1 [r &
R] < p.

« Let M, denote the distribution defined via: Sample r & R, then return mask(ov,r). Then
Emask = SUPy, e [0,V] A(M,, M,,) is called the masking error.
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The range V is sometimes left implicit. Intuitively, z = mask (o, r) reveals almost nothing about v, since
the random mask r ensures that z is distributed (almost) independently from v. The masking error
quantifies this intuition.

Rejection Sampling. (Uniform) Rejection sampling is usually described for values in intervals [-V, V],
i.e. symmetric around 0. We use [0, V] instead, and adapt mask accordingly. Namely, for given masking
overhead L:

« The distribution R is the uniform distribution Uy, (v41)r]-
« mask(v,r) outputsv +rifo+r € [V,(V+1)L], else L.

« The abort probability is p = ﬁ < %

» The masking error is OE]

Drowning in noise. In the above, set L = 24, Then abort probability is 2%, This is convenient to use if
“size” of r does not matter much.

Noaborts. We also use masking schemes to save communication. In these cases, once R grows beyond
Zp,i.e. Zy = [0,p — 1] € R, we assume that R = Z, and mask(v,7) = v +r mod p (without abort). We
will be explicit about such potential optimizations.

3.3. Shortness Testing mod p

In this section, we present a result that allows us to test shortness of many fractions at once. We
will apply this result later to efficiently test shortness of committed values in our range proofs (see
Section 3.5). Indeed, it is the basis for constructing a range proof which communicates a single integer
per repetition. For readability, we only present proof sketches and sometimes simplified claims. The
full claims and proofs can proofs are in Appendix First, we define a notion of “shortness test”
which is tailored to our application.

Definition 3.3.1 (Fractional Shortness Test). A (fractional) shortness test is an algorithm T which takes
as input X € ijy (where T is implicitly parameterized by p and N) and outputs T(x) € {0,1}. Let
K,D € N with KD < p/2. A vector X € Zy is uniformly (K, D)-short, if 3d € [1,D]: dx € [-K, K]gp.
Let ¢px p(X) € {0,1} be the predicate which is 1 if X is uniformly (K, D)-short. We say that T is a
fractionally (K, D)-sound shortness test with error §g,q, if

VX eZ): Pr[T(X)=1 = ¢xp(*)=1] 21-6na (3.3.1)

or, equivalently,
Vx € ZY : ¢pxp(¥) =0 = Pr[T(¥) = 1] < Sona- (3.3.2)

7 For any v € [0, V], there are V+ 1 “bad” r (out of (V+ 1)L + 1 choices for r).
8 The abort probability is independent of v. Conditioned on no abort, the distribution is uniform over [V, (V+ 1)L].
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The crucial point in fractional (K, D)-soundness is that a vector is rejected with high probability if
there is no single denominator of size at most D such thatd - x € [-K, K]%;, ie ||d-X|lo < K. A weaker
definition might only require x; € Qg p for all i, but this is not enough for our applications. Note that
we do not define what correctness of a fractional shortness test is; it will be evident in applications and
concrete requirements may vary.

Definition 3.3.2 (RAST). We define the random affine shortness test RASTn 5 k., for shortness over Z,,
with dimension or batch-size N, test distribution Dy range bound K, and offset p as follows: To test
Xe€ Zg, pick 7 & @y, and output 1if g+ XN, x;7; € [0, K]z,, else output 0.

The following theorem assures fractional soundness of the RAST. The proof is based on the core lemma,
Lemma [3.3.12] whose proof is technical and lengthys; it is the subject Appendix[A.4]

Theorem 3.3.3. Let RAST be the random affine shortness test with uniform distribution @ over |0, D]N s
dimension N, range bound K, and any offset p € Z,. Let K’ = (1 + 2)K where § = min(N, primImin(
D + 1)) and suppose that 2D(K’ + DK + 2) < p. Then RAST is fractionally (K’, D)-sound with error
8/(D+1),

Remark 3.3.4 (Compressing the challenge). The verifier’s challenge in RAST is relatively large, but it
can be compressed. A direct reduction shows that replacing the challenge y ¢~ [0, D]N by ¥ = PRG(s)
for s & {0,1}*, where PRG is a pseudo-random generator, ensures that the soundness error increases
only by a negligible amount (assuming PRG is secure against non-uniform adversaries). And now, the
verifier could send s instead, as a compressed version of y = PRG(s). As the security of RAST is a
combinatorial property, it is an interesting question to find small (structured) challenge spaces which
are unconditionally secure.

3.3.1. Modulo Arithmetic

In this section, we work with representatives Z, = [0, p — 1] instead of representatives which are
symmetric around 0. Mostly, because we want to use Remark However, our results are phrased in
a way which is independent of representatives, so they hold for any choice of representatives for Z,,.

First, recall that a (rational) number x splits into an integer part | x| and a decimal part x — | x|, often
denoted frac(x).

Remark 3.3.5. For m € Z, d € N, we make much use of following simple but important equality:

T_{@J_'_mmodd:[m"_mmodd.

713 d 7 1 (3.3.3)

This equality holds for representatives [0,d — 1] of Z4 for “x mod p”. For modulo operations symmetric
around 0, “flooring”/“ceiling” would become “rounding”.

Remark 3.3.6 (Inequalities for floor and ceil). Let x,y € R. The we have |x] < x < [x] and

Ix]+ |yl < |lx+y] <x+y<[x+y] < [x]+[y] (3.3.4)
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Lemma 3.3.7 (Regular Spacing of S;). Suppose1 < d < p and gcd(d, p) = 1 and consider the set
Sa = {é mod p|ie[0....d—1]} CZ,. (3.3.5)
Then Sq = {[ip/d] | i € [0,...,d — 1]} and the minimal distance § = min,;yecs,|x — y| satisfies § = |_§J

When interpreting Z,, and the set S on the unit circle as regularly spaced points, it is visually clear that
the claim should hold. See Fig. [3.1]for this. Note, d/d =, 1, that is, it is an angle of 277/p away from
0, so the spacing of S; is not perfectly regular. Indeed, as shown in Fig. the points i/d € Z, are
not in sequential order, but permuted by a unit modulo d, so the visual heuristics can be somewhat
misleading. With Lemma [3.3.7)at hand, we can easily derive some simple consequences.

1 3 —

1 $=26

5 . 5 7
11 =7 3

[S201.]

Ha
=) s
Ho

[« 1%

vilw

Hs3

17 =37 % 2
5 =o7 22 /’[4

4
5

Figure 3.1.: Visual heuristics for Lemma The left figure is the naive intuition. The middle figure is the visualization of
for p = 27. The right figure denotes Sy = {po, ..., pa} where p; = f%] In the example, y1 =27 6, pp =27 11, 3 =27 17,
Ha =27 22.

Lemma 3.3.8. Supposed € N and ged(d, p) =1 andu & [0,...,d — 1]. Let i, K € N be arbitrary. Then
for1 <d < p we have

u 1[K+1
Pr[a €z, [O,K]Zp +/1] < 7 L%J (3.3.6)
and ford > p, we have
U K+1
Pr[a &, [0,K]z, + ;1] <o (3.3.7)
where the probability is over u. Combining the conditions gives
u 1 K+1
Prb &, [0,K]z, + ,u] <G (3.3.8)

Note that in Lemma 3.3.8| we consider membership intervals [0, K] + , i.e. arbitrary (shifted) intervals,
not just [0, K], because such intervals appear naturally in our setting.

While Lemma 3.3.8| was a good warm-up, it does not cover all of our needs. On the one hand, we need
to deal with more general a/b (instead of just 1/d) and u € [0, D] (instead if u € [0,d — 1]). On the
other hand, we need to deal with unions of disjoint intervals, namely [0, K] + S; + p. Thus, we take a
closer look at the specific case of interest. It is sketched in Fig.
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3. Sharp: Short Relaxed Range Proofs

2 1 2 1 2 1
6 6 6 6 6 6
3 0 3 9 3 0
6 6 6 6 6 6
4 3 4 2 4 2
6 6 6 6 6 6

Figure 3.2.: Visual heuristics for Lemmas and The left figure is the intuition for Lemma The middle figure
shows [0,K]z, + S¢ + pi. The right figure shows [0,K]z, + S¢ + p and how points of the form ua/3 are distributed. Visibly,
until the gray points first escape the intervals, they all lie within; after they escape, they never re-enter an interval. Hence at
most 3 - K/a points lie within [0, K]Zp + Se + p.

Lemma 3.3.9. Let p,d,a,b, 1, D,K € N and suppose u & [0,D] is a uniform random variable. Let

Sq =p {i/d | i € Zq} CZ), as usual, and likewise Sy. Suppose that ged(d, p) = 1, and b | d, and that

b(K+1)+Da < LfﬁJ (3.3.9)

Then we have

(3.3.10)

a D+1’

Z Pr u% €z, [0,K]z, +,u+s] < {M};

seSq

Again, the claim of Lemma[3.3.9)is visually clear and sketched in Fig.[3.2] (Our lemma is not as tight as
the picture suggests, but good enough for our purposes.)

Remark 3.3.10. A useful property of Sy is that S; = 1 — S4 (because l%i =,1- fl), hence, Lemmam
also applies to [0,K] + p — Sg =p [0,K] + (i — 1) + S4. Moreover, Lemma applies to negative a as
well, where |a| is used in all bounds and estimates. This follows since multiplying the expression in the
probability by (1) leads to positive n which must lie in [-K, 0]z, — u — Sq which can be rewritten as
[0, K]z, + 4’ + Sq for suitable p/'.

Towards analyzing random linear combinations with the help of Lemmas and|[3.3.9] we introduce
another lemma.

Lemma 3.3.11 (Simplified Lemma [A.4.2). Suppose 1 # d € N and let u; be random variables in
Zg = [0,...,d — 1] fori = 1,...,N. Fix some arbitrary a; € [0,d — 1] withd = lcm(ay,...,an).
Then there exist q1,...,qn € N, which are pairwise coprime, q; | ordz,(a;), and MY, ¢ = d. Let
Z =TI, Zg; — Zgj (where the injections Zy, “ Zg of the Chinese remainder theorem is used component-
wise). Then Zﬁil u; - a; mod d is uniformly distributed in Zy for (uy, ..., un) &z

Clearly, in Lemma Zzl u;a; is uniformly distributed if u; €~ Zg4 for all i. The key point of

Lemma [3.3.11]is, that the sum is uniformly distributed even if the u; are drawn from the possibly much
smaller space Z. This helps in our analysis of the core lemma.
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3.3. Shortness Testing mod p

3.3.2. Shortness Failure of Random Linear Combinations

Now, we turn to the core lemma, Lemma It should be viewed as a non-trivial generalization
of Lemmas and|[3.3.9 with certain requirements and restrictions. Implicit in Lemma 3.3.12]is the
RAST from Theorem That is, we consider the probability of “bad” challenges, which for a given
choice of x;’s of the form 'g—i" lead to falsely accepting }; yix; as short, even though some x; exceed the
allowed bounds.

Lemma 3.3.12 (Core Lemma). Let D, M € N and suppose 2DM < p. Let x; = 'o';—ii where d; € [1,D] and
€ [-M,M] fori=1,...,N. Lety; & [0,D]. Define

N
S=>v % mod p (3.3.11)
i=1

i

Let I C [1, N] denote the set of indices which minimizes d := lem({d; | i € I}) under the constraint
thatd > D, orI = [1,N] iflem(d;,...,dy) < D. LetK € N, let f = min(|I|, primlmin(D + 1)), and let
K’ := K + 2fM. Then, for arbitrary i € Z,, we have

ifdlK'+1)<p

(3.3.12)
always

Pr[S € [0,K]z, +p] < 4- {

QU= =

K’+1
+2=—
4

Now, suppose additionally thatd < D and D(K' + DM +2) < p. Ifdii|m,-| > K’ for somei € [1,N], then

8

Pr[S € [0,K]z, +p] < YL

(3.3.13)

This time, we have no “visual heuristic”. However, though the detailed proof of Lemma 3.3.12]is rather
technical, its basic idea is relatively simple: First, simplify the situation by reducing to the case of
I={1,...,N} and imposing certain minimality properties on I and d. Then, rewrite the sum S with
lowest common denominator d. That is, let S’ = 3N y; - dm’ € Z, and then split S’ /d (resp. S) into
decimal and integer parts:

S’ mod d {S’J
S= S——+ .

td d d
The idea is to exploit this to analyze the two summands separately, after making them almost stochasti-

cally independent. (But this works only to some extent, namely, small garbage terms will appear.) For
this, we change the challenge distribution. For y;, we could change Ujo,p; to Uy, 4[] which allows

us to write y/ = u; + d;o; with u; <~ [0,d; — 1] and v; < [0, |'Cd—tl'|]. Then
N

Z 7;1_ iu,@ Zv,—mi.

i=1 i=1 i=1

-

On the right hand side, the second sum is an integer sum, and relatively easy to control. The first sum
has the same form as S’, but the u; are uniformly from Z;, now, which is simpler to analyze. However,

our analysis makes use of Lemmato get a tighter result. Lemma suggests y; ~ Upg g, 1<y
T

(for suitable g;), and we write

1 m;d m;
S =p gsu +Sv where Su = Zuid—li and So = Zviqijil'

i i
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3. Sharp: Short Relaxed Range Proofs

The central requirements of this change in distribution are that it is close (in terms of ps.p(y/ 7)), that
Sy mod d is now uniformly distributed, and that S,, and S, are stochastically independent. Indeed, a
“loss factor” of 4 compared to Lemma comes precisely from ps, (¥’ /¥). Moreover, when rewriting
1S, = S"mfdodd + L%"J, we can get rid of the garbage term L%"J =2 uimig—j by increasing the interval
from [0, K] to [0, K + 2M] (since the garbage term lies in [-fM, fM]). After these changes, we have
simplified to

S, mod d

Pr[S €z, [0.Klz, + ] < paup(F/7') - Pr| =—

+S, €z, [0,K +28M]z, + 1’

where S, and S, are independent and (S, mod d) is uniform in Z;. Now, Lemma follows
effectively from Lemma 3.3.8) (which yields Eq. (3.3.12)) and Lemma 3.3.9) (which yields Eq. (3.3.13)).

The core lemma is precise enough for our purposes, but the true bounds and premises may be much
better. On the one hand, the necessity of the size restrictions on D, K, M is uncertain, as is the role of j.
On the other hand, a factor of 4 in the inequalities in Lemma [3.3.12]is a consequence of switching ¥ to
Y (and relying on Lemma to “shrink” the randomness space) instead of analyzing the distribution
of the sum S more directly.

3.4. Sharpg: Batching and Group Switching

In this section, we present the optimized X-protocol for showing the decomposition in the DLOG
setting, introduce group switching, and show how to perform efficient proofs for batches of integers.

3.4.1. Parameters

Here, we give an overview of all the used parameters in Sharps. Let N € N be the number of integers
X1, ..., XN in the ranges [0, B;]. In the following, we fix B = B; for simplicity. Let R be the number
of repetitions of the proof and [0,T] be the challenge set. Generally, we have R = [A/log(T + 1)]
unless lower soundness than A bits is satisfactory. We will need to mask values x € [0, BT'] and values
r € [0,ST] (where S is defined below) with masking algorithm mask,, mask,, masking randomness
distribution Ry, R,, masking overhead Ly, L, and masking abort probability py, p, respectively. Let
p > 2(BT?+ 1)L, and q > 18((BI + 1)L, )?. We use MPed commitments with hiding parameter S in
groups Geom and Gs,q, with prime order p and g respectively. We fix generators Gy, G;, G; & Geom for
the commitment key ckg,,,, and Hy, H; & Gssq for ckg,,,, where i € [1,N] and j € [1,3]. Let Hash be
a collision resistant hash function with output size 24 bits. The CRS is crs = (kG o> CkGsyq )-

3.4.2. Scheme Overview

The Z-protocol Sharpg; is described in Algorithm [1} The prover receives the witnesses x; € [0, B]
and ry € [0,S], and the statement C, = r,Gq + Zfil x;G; and B as input. Prover and verifier proceed
as follows: (1) In the first flow, the prover computes and commits to a decomposition of x; using
MPed in Geom (Lines [1] and [2). Then, for all repetitions k € [1,R], she commits to random masks
of the witnesses and decomposition in MPed over G, (Line [4| to[7) and the garbage terms of the
decomposition polynomial (lines 8| to[12). Finally, she sends the commitments to the verifier. (2) In
the second flow, the verifier draws a random challenge for each repetition (Line (1) and sends it to the
prover. (3) In the third flow, the prover masks the witnesses (multiplied with the challenges) for each
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3.4. Sharpgg: Batching and Group Switching

repetition and sends the result to the verifier (lines[13|to[18). (4) Finally, the verifier checks whether the
linear relation between the commitments and the challenge holds, after recomputing the decomposition

polynomial (lines [2] to [3).

Optimizations. We use uniform rejection sampling for the masking (instead of Gaussian rejection
sampling in CKLR). This reduces the masking overhead in our setting. As in CKLR, the prover can
avoid sending the commitments @ = (D x, D, y, Dk,*)f:1 by replacing the output @ in the first flow
with a hash A « Hash(®). Then, the verifier can recompute & in the verification and check whether
the hash matches. Applying the Fiat-Shamir transformation yields a non-interactive range proof.

3.4.3. Security and Correctness

Non-abort probability. With R repetitions, the probability of the honest prover not aborting (due to
masking) is lower-bounded by [(1 - p,)? - (1 — p,)*N]R.

Security. Sharpg proofs satisfy correctness, non-abort SHVZK and relaxed soundness. Intuitively, the
verifier is convinced that the committed value has a unique rational representative in the range [—é, B+
ﬁ]@, formalized in Theorem below. Note that with the four square decomposition, we obtain

exact range membership in [0, B], in exchange for slightly increasing proof size (see Section 3.6.1.2).

Theorem 3.4.1. The scheme Sharpgg has correctness error at most 1— [ (1—p,)*-(1—px) V1. It is non-abort
SHVZK under the SEI assumption in Geom and Gssq. If2(BI*+1)L < p and 18K? < q withK = (BI +1)L,
then Sharpg has relaxed soundness under the DLOG and SEI assumptions in Geom and Gssq with knowledge
error (%)R for the relation Rey = {((xi)f\zll, ry): Cy = ryGo + Zfil xiGi A [xi]g € [—é,B + ﬁ]QKr}-
To be precise, we consider the S-bounded SEI assumption in Geom and Gssq. Moreover, in Rex all [x;]g
have a common denominatord € [1,T].

Security proof, outline. Here, we only sketch the proof of security and the relaxed soundness guarantee.
We refer to Appendix for details. (The proof is given for the Sharpsg with all optimizations.)
Informally, the committed x; are guaranteed to have rational representatives in [— ﬁ,
the numerator and denominator is bounded by K = (BT + 1)L and T respectively.

B+ ﬁ]QK,r’ where

Since either mask aborts or the z’s lie within a predetermined range, correctness follows easily. Also,
we can simulate a valid transcript of the proof for statement (Cy, B) by first sampling the challenge
and then computing a transcript starting from the last flow. For this, we replace each witness w in
the masking mask(yw, w) with 0 (where w is the used mask) which affects the distribution only by
Emask = 0 (see Section . If any masking aborts, the simulator returns L. Thus, the scheme is
non-abort SHVZK under the SEI assumption (for hiding commitments). For the soundness proof, we
show 3-special soundness, i.e. extraction from 3 related transcripts. First, we extract the commitments
(with a standard argument). Second, we verify that the three square decomposition holds over Z, for
the extracted x;s and infer that [x;]q € [—é, B+ é]@ using Lemma The switch between groups
requires special care, as the rings Z,, and Z, are “algebraically incompatible”. But the shortness of the
extracted values suffices to show that the three square decomposition over Z, implies non-negativity
for the rational representative committed over Z,,.
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3. Sharp: Short Relaxed Range Proofs

Algorithm 1 Sharpg
Prover(Cy, B, ry, {xi}Y,) Verifier(Cy, B)

1: Compute y; j s.t. 4x;(B—x;) +1 = ?:1 yl.z,j fori e [1,N]

2 Set Cy = ryGo + L%y Xy Yi,Gij for ry < [0,5]

3: forall k € [1,R] do

4: Set Tk x> Tk,y &R, > Opening

5: Set Xk Jkij < Ry forie [1,N],je[1,3]

6: Set Dy x = Tk xGo + Zfil Xr,iGi

7: Set Dk,y = 7k,yG() + Zﬁl :;:1 yk,i,jGi,j

8: Set r; & [0, 5] and r; &R, > Decomposition
9: Set ai‘)k’i = 4Xk,iB — 8xiXki — 2 X je[1,3] Yi.jYk.ij for i € [1, N]

10:  Setay, .= —(4x~2k,l. + X je[13] 'g,%’i,j) fori € [1,N]

11 SetCy. =riHo+ XN, a; Hi

122 Set Dy, =7 Ho+ XY, o) Hi

Cy. {Cre» Dieyx» Dic s Dic YR

1 ye & [0,T] for k € [1,R] > Challenge

{re}R,

13: forall k € [1,R],i € [1,N],j € [1,3] do

14: Set zj; = masky (yk 'xi,fk,i)ﬂk,i,j = masky (yx - yi,j,gk,i,j)
15: Set txx = mask, (ykrx, Tkx)s tk,y = Mask,(yk - 7y, Tx,y)
16: Set t; = mask, (yx - ., 7;)

17: if any zx;, fgx or t is L then
18: abort > Masking failed

{2k i j» Zk,is te x> The,ys £ Yhe[1R), i€ [LN].je [13]

2: forall k € [1,R] do

3. Check Diy + ykCyx = trxGo + 2N 21:G;

4: Check Di,y + vkCy = t,yGo + Zf\il :}:1 2k,i,jGij

5: Set fi; = 42k (yB — zk;) + Yi— §=1 lec,i,j

6: Check Dk,* + kak’* = tZHO + Zﬁ\:ll flj,iHi

7 Check zy ;, z;j € [0, (BI' + 1)Ly ] fori € [1,N],j € [1,3]

8: return 1 iff all checks succeed
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3.5. Sharpgg: Improved Proof of Short Opening

3.5. Sharpgg: Improved Proof of Short Opening

We present Sharpgg, which is based on Sharp but uses a (batch) shortness test to separate PoSO and
PoDec, and to reduce costs of “internal” repetitions.

3.5.1. Parameters

The groups Geom and Gssq, and parameters B, T, N, and S, are identical to Sharp g (cf. Section. The
commitment key ckcom is augmented by additional elements G; & Geom for j € [1,R]. For simplicity,
we define T' := (T + 1)® — 1 (the size of “large” challenge), and require that T < p.ﬂ

More concretely, we consider a small group Geom of order p and a large group Gssq (Which may be
equal) of order g. Let B be a range bound and let T be a bound for the challenge sizes. Let N be the batch
size, i.e. the number of committed x; whose range membership is to be proven. Let R be the number of
“internal repetitions” of the Batch-PoSO. Let T := (T + 1) — 1 be the size of “large” challenges, and
assume that T < D

Commitment key setup. The commitment key is ck = (ckcom, ckssq), where
o ckeom = ({Gi}ie[O,NL {Gi,j}ie[l,N],je[l,a], {Gj}je[l,R]), where G;, Gi,jaaj & Geom-
. CkBSq = ({Hi}iE[O,N]), where H; & GSsq-

Analogous to Sharpg, the elements Gy and H, are used for random masking terms of the commit-

ment, the elements Gy, ..., Gy are used to commit to x;, and Gjy, ..., G;3 are used for the 3-square
decomposition y; 1, . .., yi3 of 1+ 4x;(B — x;), and the elements Hj, ..., Hy are used to commit to the
garbage terms for linearization of the square decomposition proof. The new elements G, ..., Gg are

for Batch-PoSO masks p;,

Masking and mask sizes. For simplicity, we fix a single masking overhead L for all masks. Logically,
some masks must be short due to shortness checks, while other masks only hide the value and shortness
is used to reduce communication. The latter may be drawn uniformly from Z,, as well. In Sharpgg, Ly
was the former, L, the latter type. In Sharpgg, we have following masking behaviour:

* Rposo = [0, (Vposo + 1)L], where V050 = 4NBI' must be short.

« For z € {x, 1, r,r*}, R, need only hide the value, so mask, (v, m) is computed modulo p (resp. q).
If R, = Z,, (resp. Z4), mask, never aborts.

« For z € {x,p,r}, we set R, = [0,min(p — 1, (V; + 1)L)], where V, = Bf, V. =S,and V, =
Rposo - I'Lthatis, V, = (V050 +1)L-T'L. And we set R+ = [0, min(q—1, (V« +1)L)] where V;» = S.

o If Geom = Gasq, then typically R, = R+ = R, = Z,,.

9 Since the maximal challenge set for a scalar challenge is [0,p — 1] = Zp, increasing the challenge set would require
repetitions in “Phase 2”, which is trivially implemented but completely unnecessary for our instantiations.
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3. Sharp: Short Relaxed Range Proofs

3.5.2. Scheme Overview

The difference between Sharpsg and Sharpgg is the use of the Batch-PoSO. Again, to simplify we
only consider one range [0, B] for all x;. It will be evident how to generalize to independent ranges
X; € [0, Bl]

The scheme is defined in Algorithms[2|and 3] It is a 5-move protocol which effectively consists of 2
phases: In Phase 1, the prover commits to the 3-square decompositions (and masks p). Then, k parallel
random affine shortness tests are run on committed values. In Phase 2, the prover proves that it has
correctly answered the shortness test, and that the 3-square decomposition holds modulo g. Thus,
Phase 2 is very similar to Sharpg, except, it uses a large challenge space [0, I'], so no repetitions are
required.

Algorithm 2 Sharp¢d- Phase 1
Prover(Cy, B, 1, {xi}ﬁ D Verifier(Cy, B)

1: Compute 4x;(B—x;) +1 = :;:1 yij fori € [1,N]
2: Setry & [0,S] and py, ..., iR & Rposo
3: Set Cy = ryG() + Zﬁ\:ll Zj‘:l yi,jGi,j + Zle [lka

Cy

1: Sample yi(j) & [0,T] fori e [1,N],j € [0,3], k € [L,R]

k
S Yojw

4: Let Yio ‘= Xj

k
5. Set { = mask‘boso(zl{i1 2:0 yi(,j)yi,j, uy) for k € [1,R]
6: if any (i is L then

7: abort > Masking Failed

{8k tkeLR]

2: if any i ¢ [0, (4NBTI + 1)L] then
3: return 0 > PoSO rejected

Run Phase 2: Proof of consistency of { and 3-square decomposition (see Algorithm 3)

3.5.3. Security and Correctness
Non-abort probability. With R “internal” repetitions, the number of masking operations are R in

Phase 1. In Phase 2, we have 4N for x; and y; ;, again R for pi, and 3 masks for r, ry,r*. Thus, the
probability of the honest prover not aborting (due to masking) is lower-bounded by (1 — %)ZRHN *3,
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Algorithm 3 Sharp¢d - Phase 2

10:
11:
12:
13:
14:
15:
16:
17:
18:

19

20:
21:
22:
23:

24:
25:

After Phase 1 (shortness proof, see Algorithm [2)

Set 7y, 1y &R,

Set X, Ui j & Ry forie[1,N],je[13]

Set fix <~ R, for k € [1,R] > PoSO
Setd, = YN, Z?:o g,-,jyi(j) +pgfork=1,...,R > PoSO
Set D, = 7:Go + XN, %,G;

Set Dy =TryGo + PPN y;,;Gij + Zle G

Set r* & [0,S] and 7 & R,

Set (Zii = 4.7?,3 - Sxiﬁ -2 Zje[l,?;] yi,jgi,j forie [1,N]

Setay; = —(4x% + 2iel13] ';7[2]) fori € [1,N]

Set C. = r*Hy + X, o} Hi

Set D, =7"Hy + X1\, o . H;

Ci Dy, Dy, Do {dic 1R,

sye[oT+nf-1cz, > Large challenge

Y

forallie [1,N],j€ [1,3],k € [1,R] do

Set z; = masky (y - x;,x;) and z; j = masky(y - yi j, i j)

Set t,, = mask,(y - rx,7x) and t, = mask,(y - ry,7y)

Set t* = mask,(y - r*,7)

Set 7 = mask, (y - p, k) > PoSO
if any z;, z; j, ty, ty t*, 7% is L then

abort > Masking failed

{zitiequnys {ZijYie (N je[13]s b tys £ {Th Jke[1LR)

5. Compute Fy = —yCyx + t,Go + Zl{\il z;G;

6: Compute Fy = —)/Cy + tyG() + Zf\il Z:j)"=1 zi,jGi,j + Z;::l 171Gk

7: Let Zio = Zj

8: Set fr =yl + 2N, j’:o zi,jyi(’f) + 73 for k € [1,R] > PoSO
9: Compute f* = 4z;(yB — z;) + y* - ;:1 z?’j fori e [1,N]

10: Recompute F, = —yC, + t"Hy + XN, f*H;

11: if Fy = Dy, Fy = Dy, F. = D,, and f; = dj for k € [1,R] then
12: return 1

13: else return 0
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3. Sharp: Short Relaxed Range Proofs

Security. The security guarantee of Sharpgg is almost the same as that of Sharpg, except for a small
tightness loss due to the weaker (provable) guarantees of the shortness test (Theorem [3.3.3).

Theorem 3.5.1. The scheme Sharpg(") has correctness error at most 1 — (1 — %)2R+4N+3. It is non-abort
SHVZK under the SEI assumption in Geom and Gzsq. Let K' = (1 + 2B)K where K = (BT + 1)L and
B = min(4N, primlmin(T +1)). If18(K’)? < q and 2(T +1)?K’ < p and (T + 1)X — 1 < p, then Sharptd

2+8R

(T+1)k
for the relation Ry = {((xi fil, re): Cx = rxGo + Zfil xiGi A [xi]g € [—é, B+ ﬁ]QKcr}‘ To be precise,
we consider the S-bounded SEI assumption in Geom and Gssq. Moreover, in Rey; all [x;]g have a common

denominatord € [1,T].

has relaxed soundness under the DLOG and SEI assumptions in Geom and Gssq with knowledge error

Security proof, outline. The proof of correctness and non-abort SHVZK for Sharptd are completely
analogous to the respective proofs for Sharps.

The ideas behind the soundness proof of Theorem are quite straightforward. It proceeds by
dealing with the two phases separately. First, observe that Phase 2 is effectively a X-protocol for the
statement which was completed in Phase 1, i.e. that Cy resp. C, are commitments to the x;’s resp.
auxiliary values y; ; and pi, the answers (. of a random affine shortness test are correct, and the 3-square
decomposition holds. Indeed, Phase 2 is 3-special sound, i.e. given 3 accepting transcripts identical up
until the challenge message y for 3 distinct challenges, one can extract openings to the commitments
which satisfy the relation (or the binding property is broken). Thus, as a first step, one can replace
Phase 2 with an extractor with knowledge error 2/(T + 1)R.

Next, one needs to argue that the x; and y; ; are short (from above, we know that they satisfy the
3-square decomposition). This does not follow from (3 transcripts for) Phase 2 alone. Intuitively, if the
“shortness test” used has soundness error dgnq, then if any x;, y; ; is not short, the probability that the
verifier accepts is at most 5§nd' More precisely, if there is no d € [1,T'] such that dx;, dy; ; € [-K’, K’]Zp
for all i, j, then the shortness test accepts with probability at most ds,q. However, there is a gap: Our
commitment is only computationally binding, so, by breaking the commitment, the adversary might
win with probability ¢ (much) higher than 5:;1 g Fortunately, to win with probability ¢ > 5:;1 o the
adversary must break the binding property. Thus, except with probability 5; 4 one obtains a binding
break from such an adversary in expected time (by rewinding until A succeeds again). Overall, this

proves the soundness claim of Theorem 3.5.1]

3.5.4. Trade-offs and Optimizations

Reducing communication. As with Sharpg, hashing can reduce the communication in Phase 2 of
the protocol. Namely, the final verification step in Phase 2 computes Fy, F., {fi }xe[1,r]> and checks if
they are equal to Dy, D., {dx}ke[1,r]- This check can be compressed by using a collision resistant hash
function H, and having the prover send Dy = H(Dx, Dy, D, {di }rc[1,r]) instead. The verification now
checks Dy = Fy, where Fy := H(Fy, Fs, {fi }ke[1,r])- It is easy to see that the protocol remains secure if
H is collision resistant. Also, since Phase 2 is effectively independent of Phase 1, it may be exchanged
with other suitable (succinct) argument systems. This is discussed in a later paragraph.
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Fiat-Shamir transformation. Sharpgg is public-coin and the Fiat-Shamir transformation is applicable.
This yields a non-interactive zero-knowledge argument. If the (hash) function is modelled as a random
oracle, the resulting scheme is provably secure in the ROM, although there is a security loss (in the
number of random oracle queries).

As Sharpgg is not a usual X-protocol, nor special sound (with sensible parameters), well-known
extraction techniques are not directly applicable. However, the reasoning for the security of the Fiat—
Shamir transformation of multi-round special sound protocols in recent works [AFK21;[Wik21]] should
be applicable to our setting. After all, the step in Phase 1 is not particularly involved, and we have
a property akin to special soundness there: If a second transcript is necessary (due to inconsistent
witness extracted in Phase 2), then a uniformly random accepting transcript (with same message) will,
with high probability, lead to a non-trivial DLOG relation.

Proving non-negativity. As with CKLR proofs [[CKLR21b], it is possible to only prove x > 0 instead of
x € [0, B]. Namely, using 1 + 4x = }}7_, y? shows x > —1/4, and using the four square decomposition
shows x > 0. This is of interest if the upper bound B is “unreachable” or otherwise not of interest.
However, an upper bound B for x is still required (and must not be too large), as it determines the
size of the masks and the verifier’s size checks as before (since wrap-around must still be prevented).
Moreover, B is the maximal value for which zero-knowledge guarantees hold; the larger x > B becomes,
the more zero-knowledge degrades. This optimization applies to Sharpsg and Sharpgg.

Standard Soundness and higher knowledge error. It is easy to see that RAST with uniform distri-
bution over {0, 1}V is fractionally (NBL, 1)-sound with error 1/2. In this case, Sharpgg has standard
soundness with knowledge error x = 27, and R repetitions require approximately 2R - log(NBL) bits
communication overhead. This trade-off is especially interesting if high knowledge error is acceptable.
for example, a statistical knowledge error x = 27" + negl in interactive settings@ is a common choice,
and in application to anonymous credentials may be considered acceptable.

By using the Fiat-Shamir transformation on Phase 2 (with T = 2% — 1), an interactive 3-move protocol
can be obtained. The trade-off is also useful if batch size N is huge (hence amortized cost to achieve
standard soundness is small). In that case, exchanging Phase 2 is also of interest.

Exchanging phase 2. Since Phase 2 is effectively independent of Phase 1, i.e. the shortness test, it may
be exchanged with other suitable (succinct) argument systems. This is especially interesting to reduce
overall communication. As only knowledge of openings and simple quadratic equations are proven,
generic proof systems which target R1CS over Z, (e.g. Bulletproofs [BCC+16; BBB+18]) or general
quadratic or polynomial equations over Z,, (e.g. [HKR19a; BG18]) can be used as drop-ins.

In fact, the {; could also be committed to and proven to be computed correctly and that they lie
within [0, K]; if done in zero-knowledge, this makes the masking terms yy superfluous, improving
the soundness error of the shortness test. However, a (standard sound) range proof is needed to
check ¢ € [0,4NBI'], and the proof system must now include adaptively chosen commitments and
statements, which typically is not a problem for commit-and-prove-based proof systems, but it does

10 1n this case, the communication overhead is reasonable and computational efficiency remains excellent. For 128 repetitions,
the communication overhead becomes noticeable. See Table for concrete size estimates.

1'We stress that high knowledge error, e.g. 274°, only makes sense in interactive settings. Fiat-Shamir transformations are
trivial (and cheap) to break in this regime.
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slightly increase proof size and round complexity. Considering the number of variables for adding
the necessary constraints for the (bit-decomposition) range proof for (i, and using binary challenges
in the Batch-PoSO (to obtain standard soundness) with R = 128 repetitions for security, we obtain a
break-even in the number of (auxiliary) variables at about N = 170 with naive R1CS-type constraints
(and N = 160 for quadratic constraints). Overall, for large enough batches sizes, this approach may be
of interest. See Example for more details.

Example 3.5.2 (Using a succinct Phase 2). As discussed in Section[3.5.4] it is possible to adapt suitable
succinct arguments which follow a commit-then-prove strategy which allow multiple commitment steps
and an adaptive choice of the final statement. The upside is, that the 3-square decomposition requires
fewer auxiliary variables (compared to bit-decomposition). The downside is, that an overhead which is
almost independent of the batch size must be paid (namely, the R repetitions). We discuss and roughly
quantify this trade-off, where we use the PoSO with binary challenges to achieve standard soundness.
For concreteness, consider the Bulletproofs variant [HKR19a], which allows proving quadratic equations
over committed variables (instead of the weaker R1CS-type equations). We set B = 2° — 1 and R = 128
(and T = 1).

The protocol with exchanged Phase 2 works as follows:

1. (Phase 1) Commit not only to x;, but also to the square decomposition y; ; and masks p; for
k=1,...,R

2. Receive the PoSO challenges and responds with (k.

3. (Phase 2) Both prover and verifier adapt the statement by including the linear check constraints
(for k =1,...,R) for the PoSO, similar to Phase 2 of Sharpgg.

With this approach, sending {{ k}f:1 significantly increases the proof size (namely, by R elements of
log((4NTB + 1)L) bits each). But only 4 variables per range are used (x; and 3 auxiliary variables
{yij};), whereas 64 variables are required per bit-decomposition.

A more complex approach enables smaller proofs, but requires an adaptive commitment and statement:
1. Commit not only to x;, but also to the square decomposition y; ;.
2. Receive the PoSO challenges and commit to (i for k € [1,R].

3. Both prover and verifier adapt the statement by including the linear check constraint (for k =
1,...,R) for the PoSO, and a (bit-decompostion) range proof for {; € [0,4NTB].

An advantage is, that no masks are necessary, but we now require an adaptive commitment to {3 which
still slightly increases proof size. For the normal bit-decomposition of all x;, one needs N log(B + 1)
variables and quadratic constraints. With this approach, one needs 4N + R - log(4NT B + 1) variables
and quadratic constraint (plus a suitable commit-and-prove system). For R =1 = 128 and B = 2%* — 1
the break-even point in terms of variables and constraints is at about N = 160, and at N = 2048 we
observe an over 7-fold reduction in terms of variables and constraints, which tends to 16 as N grows.
For R1CS-type constraints (now using 8 instead of 4 variables), we observe break-even at about N = 170
and an almost 5-fold reduction at N = 2048 which tends to 8 as N grows.

3.6. Soundness Guarantees and Hidden Order Augmentation

We provide some insights into the consequences of relaxed soundness and the use of hidden order groups
in that context. Further discussions can be found in Appendix[A.2)and Appendix[A.3|respectively.
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3.6. Soundness Guarantees and Hidden Order Augmentation

3.6.1. Remarks on Relaxed Soundness

The relaxed soundness of CKLR-type proofs only ensures that a committed value x is a fraction
x =p m/d with short numerator and denominator, say x € Qa;p. As we will see, this can be sufficient
in important applications, such as anonymous credentials. However, this guarantee is, in general, too
weak to allow unchecked homomorphic operations on commitments, e.g. the sum YN, ';’—i" of short
fractions m;/d; need not be short. The main problem is the growth of the common denominator as
d =lem(d,, . .., dn), and the numerator grows similarly. Thus, after a few operations, all guarantees
on shortness are lost.

3.6.1.1. Cheating with Small Denominators

The use of relaxed soundness is not a proof artefact: For small d and m, find Z?zl af. =d’+4(m—-d)m
and let x =, m/d and y; =, a;/d. This decomposition has a chance of 1/d (per repetition, and 1/d¥
overall) to fool the verifier. In particular, after the Fiat—-Shamir transformation, generating proofs for x
is efficiently possible if d is not too large.

3.6.1.2. Three Square Decomposition

Our range proofs use the 3-square decomposition and prove membership in [—ﬁ,B + ﬁ]QK,)F. To
obtain membership in [0, B]g,,. one can either use the 4-square decomposition, or use I' < 4B

(perhaps, increasing repetitions), as this ensures that denominators d > 4B violate soundness, hence
_r_1 1 _r_1 1
[0, B]QK/,F = [_E’B + E]Q N Qxr = [_E’B + E]QK',F'

3.6.2. Using Groups of Hidden Order

The problem of denominator growth can be mitigated by resorting to a group H of hidden order. For
Sharpgg and Sharpgoo, the approach works as follows: Add a single additional commitment C;. to all
values x; in H (using a MPed commitment). Moreover, include a proof of knowledge of opening of C;.
(to the same value as in Cy). This small change allows us to reduce to properties of H to control the
denominator. Using reasonable assumptions, it can be shown that the denominators d; are of the form
d; = ki for k; € N,.

3.6.2.1. Instantiating the Hidden Order Group.

When instantiating H with suitable class groups of hidden order for which a plausible strengthened
2-fROOT assumption holds, the prover will be bound to dyadic rationals, i.e. x; of the form x; =
m;/2ki. This improves the applicability of the range proof significantly, since, even in homomorphic
computations, the common denominator d is of the form 2* with k < log(T). This restriction already
enables the use of homomorphic computations.

When using RSA groups (with trusted setup), the proof provides standard soundness, since the prover
is bound to an integer under the 1-fROOT assumption (a.k.a. strong RSA assumption). Interestingly,
even without trusted setup, e.g. in cases with a “designated verifier”, we sketch how RSA groups enable
the use of Sharp proofs (cf. Section [3.7.3).
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We refer to Appendix[A.3|for a more detailed overview of these “augmented” schemes with an efficiency
and security analysis.

3.6.3. Non-Relaxed Soundness from Prior Knowledge

Prior knowledge on the shortness of committed values can “upgrade” the soundness from relaxed to
non-relaxed. Namely, suppose for some reason, that you have prior knowledge or the guarantee that
the committed value x € Z,, is short, i.e. x € [-M, M]. Then its representative in Qu;p is an integer
(namely, 7). Thus, the range proof then directly implies that x = [x]g € Z is in the desired range
[0, B]g. More formally, we use that [—ﬁ, B+ é]@ N Qump NZ = [0,B]g NZ = [0, B]z. Note that this
reasoning also works for the range proofs from CKLR [[CKLR21b].

3.7. Applications

In this section, we show how range proofs with relaxed soundness, such as Sharp (or CKLR), can be
used in certain applications, namely as anonymous credentials and anonymous transactions.

3.7.1. Anonymous Credentials

Anonymous credential schemes [Cha90; |CL01; Bra00] allow users to obtain credentials from issuing
authorities. Later, the user can present this credential to a verifier, without revealing his identity, which
is fixed (but hidden via a commitment) in the credential. These credentials can also have attributes, for
example a birthdate or a validity date. When showing the credential, the user might need to show that
he is older than 18 or that the credential is still valid in a privacy-preserving manner.

Constructions of anonymous credentials typically rely on very efficient special-purpose zero-knowledge
proofs. Concretely, most rely on so-called “CL-type” (algebraic) signature schemes, which come with
very efficient proofs of knowledge of a signature on committed messages [[CL03|]. These are used to sign
the identity and attributes of a user. To prove that attributes lie in some range, e.g. for age restrictions
or a validity date of the credential, range proofs are employed. Thus, range proofs often constitute a
significant, if not dominant, part in computation (and communication) in these settings.

Sharp proofs can often be used as an almost drop-in replacement in such settings. Consider the DLOG
setting in a group of prime order p.

« When issuing the credential, all attribute values are known to the issuer. Assuming suitably
small ranges [0, B] € [—K, K] for valid attributes, the verifier’s validity check of attribute values
ensures shortness. If K < p/(4T), then a rational representative m/d of an attribute x must be of
the form m/1, i.e. x is a short integer. Thus, our range proof will be standard sound for x (see

Section [3.6.3).

« In case of blind issuance (where identity and attributes remain (partially) hidden), the relaxed
soundness of DLOG-based Sharp may not suffice (see Section [3.6.1.1). Here, we can use Sharppg,
which provides standard soundness, using a trusted public RSA-based setup of the issuer.

« For showing the credential, our range proofs can be used if the (blind) issuing phase ensured
that the attributes lie within valid ranges, as in that case, our range proof is standard sound (see
Section|3.6.3).

62



3.7. Applications

The same reasoning applies to so-called keyed-verification anonymous credentials [CMZ14], where the
issuer and verifiers have a shared secret key, which allows for more efficient protocols (but restricts the
use-cases).

Anonymous credentials and their constructions come in many flavours [RVH17; |(CR19; BL13]], and
not all rely on prime order groups alone. Some use pairing groups and some use hidden order groups.
Nevertheless, it is very likely that in all these settings, our range proofs offer favourable trade-offs when
compared to those in use. For example, while hidden order groups allow for three-square decomposition
based range proofs, working in prime order groups is typically more efficient in terms of computation
and communication. In the pairing-based settings, the approach of [[CCs08] allows quite efficient
digit-based decompositions. However, operations in pairing-groups are slower, elements are bigger,
and for efficiency, [[CCs08|] needs relatively large (non-transparent) public parameters.

3.7.2. Updatable Anonymous Credentials and BBAs

A line of works [JR16; HHNR17; BBDE19; HKRR20; BEK+20] uses techniques from anonymous creden-
tials in a “non-static” manner to construct updateable anoymous credentials or black-box accumulation
(BBA) schemes, which can be used for electronic payments, ticket systems, incentive systems and more.
Most of the schemes feature range proofs as a core component, as these are required to prevent users
from spending more than they have. The (blind) issuing process is mostly unchanged in comparison
to anonymous credentials. The show protocol is replaced by (one or more) update protocol(s), which
modify the user’s attributes (e.g. the user’s current balance).

Most applications work in the “public balance update” setting, where the user interacts with an operator,
and the operator knows the amount A by which a user’s (hidden) balance v is changed. That is, after
the transaction, the balance should be v + A, and for security, v + A > 0 must be ensured. In this “public
balance update” setting, our range proofs are again almost drop-in replacements. Namely, if the security
proof ensures that the balance v is “small” (i.e. has rational representative v/1), then our proof has
standard soundness for v + A € [0, B]. Since the security proofs typically prove inductively that, after
each operation, the (new) balance v has certain properties (e.g. lies in the range [0, B]), the requirement
for our proof to be standard sound is easily seen to be satisfied.

Range proofs are so expensive that early works [JR16; HHNR17] consider weakened (security) require-
ments to achieve practical efficiency. Even in later works [BBDE19; HKRR20; BEK+20]], they amount to
a large part of (or even dominate) the runtime. Our optimized range proofs greatly improve efficiency.

3.7.3. Anonymous Transactions

Range proofs are often used in privacy-preserving blockchain-based smart contract platforms in order
to ensure that the fixed (but hidden) balance of users is non-negative after performing a transfer [Zca;
Mon; BAZB20]. This ensures that no user can spend more coins than he owns while preserving privacy.
Thus, this is a “secret balance update” setting. Here, we give an overview on the applicability of Sharp
in this context and refer to the full version [CGKR22b]| for more details.

When a sender with a balance of b coins performs a transfer of a coins to a receiver, she has to guarantee
the following: (1) b —a > 0, i.e. the sender’s balance remains non-negative after the transaction and
(2) a = 0, i.e. the sender transfers a non-negative number of coins to the receiver. Often, the values a
and b are committed (or fixed via an encryption), and the sender performs two range proofs to show
equations (1) and (2). Unfortunately, even an initial shortness guarantee on the committed balances b is
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3. Sharp: Short Relaxed Range Proofs

not sufficient for relaxed soundness to provide standard guarantees, as the shortness of a cannot be
guaranteed this way. Thus, we cannot replace all range proofs with Sharp proofs naively (and doing so
would lead to concrete attacks). Nevertheless, some range proofs can be replaced with Sharp proofs for
efficiency improvements.

Furthermore, in the full version [CGKR22b] we sketch how the use of augmented Sharp proofs, with
both an additional RSA and class group element, is sufficient to avoid these attacks without trusted
setup of the RSA modulus. Perhaps surprisingly, we can still leverage the properties of RSA groups in
this case.
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4. Efficient Zero-Knowledge Arguments in the DLOG
setting, Revisited

This chapter is based on [HKR19a] and [HKR19b] (revision 2019-11-21) and large parts of the chapter
are rephrased or taken verbatim from these works My contribution in [HKR19a; HKR19b|] are the
theoretical aspects. Implementations and practical evaluations in Section [4.5and Appendix [B.6are by
Max Hoffmann.

Compared to [HKR19b] (revision 2019-11-21), the work was significantly revised and extended. In
particular, (1) we show how a modified choice of challenge distributions enables extraction from a
linear number of transcripts (in the witness dimension), see for Section[4.3.3.2|and Corollary [4.4.12}
(2) we provide a corresponding lower bound for black-box extraction in Appendix [B.5.1} (3) we discuss
two candidate short-circuit extraction strategies in Appendix[B.% (4) we simplified and restructured the
discussion in Section 4.3} (5) we provide an extended comparison of R1CS and QE in Appendix

4.1. Introduction

Zero-knowledge arguments (of knowledge) (ZKAoK) allow a party P, the prover, to convince another
party V, the verifier, of the truth of a statement (and knowledge of a witness) without revealing any
other information. For example, one may prove knowledge of a valid signature on some message,
without revealing the signature. The ability to ensure correctness without compromising privacy
makes zero-knowledge arguments a powerful tool, which is ubiquitous in theory and application of
cryptography. Since the first practical construction of succinct non-interactive arguments of knowledge
(SNARK) [GGPR13]], and their application to Blockchain and related areas, research in theory and
applications of efficient ZKAoKs has progressed significantly, see the works [GGPR13; DFGK14;|GMO16;
BCC+16;|CDG+17;|/AHIV17;|GMNO18; W Ts+18; BSCR+18|| to name only a few of the earlier works,
with many more constructions since then.

In this chapter, we revisit a line of works [Gro09; BCC+16; BBB+18] in the setting of groups of prime
order. From an abstract point of view, in terms of [ZkpComref], one part of our work is in the world of
ideal linear commitments (ILC). That is, our verifier can do “matrix-vector queries” on a committed
value w, e.g. request an opening for a matrix-vector product I'w. A priori, this is more powerful than
other settings like PCP or IOP, where the verifier’s queries are restricted to point or inner-product
queries[[ZkpComref]. Nonetheless, the ILC-arguments in [Gro09; BCC+16; BBB+18]] only work for the
language R1CS “natively”, which is also covered by more restricted verifiers. We show that with ILC,
one can directly handle systems of quadratic equations, of which R1CS is a special case.

Another part of this chapter treats proofs of knowledge of preimages of group homomorphisms. For
example, one can prove knowledge of the decryption of an ElGamal ciphertext like this. This does not
fit into the ILC setting, hence we do not use the ILC abstractions.
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4.1.1. Basic Techniques

We identify and present basic design principles which underly most existing works on efficient zero-
knowledge arguments in the group setting.

In the following, we use implicit representation notation for group elements, see Section [4.2 Let us
recall (a slight variant of) the standard X-Protocol (Z4q) for proving knowledge of a preimage w for
[Alw = [t] for [A] € G™*". This proof covers a large class of statements, including dlog relations,
knowing the opening of a commitment, and so on. The protocol works as follows:

« Prover: Pick r & F7, let [a] := [A]r, send [a].

« Verifier: Pick and send x = (x1, x3) & F? (with x; # 0).
« Prover: Send z := x;w + xyr.

o Verifier: Accept iff [A]z = x1[t] + x2[a].

Intuitively, this is zero-knowledge since r completely masksw in z = x;w+x,r (since x, # 0), and finding
r from [a] is hard. It is extractable, since two linearly independent challenges x1, x, with answers z;, z;
(for fixed [a]) allow to reconstruct w, r. But Protocol X4 is not particularly communication-efficient,
as it sends the full masked witness z € Fj as well as [a] € G™. Using probabilistic verification, one can
often improve this.

4.1.1.1. Probabilistic Verification

The underpinning of efficient arguments of knowledge (without zero-knowledge) is probabilistic
verification of the claim. For instance, instead of verifying [Alw = [#] directly, the verifier could
send a random y & F,. Both parties compute y = (y'); € F7' and prove (resp. verify) [Alw = [7] for
[A] = yT[A] € G™" and [t] = y" [t] € G instead. This would result in a communication complexity
which is independent of m as [a] = [K]r e G

Not all probabilistic verifications are alike. To work well with zero-knowledge, we need “suitable”
verification procedures, so that techniques to efficiently attain zero-knowledge are applicable. This
essentially means that the verification should be linear, i.e. all tested equations should be linear. (Abstract
groups only allow linear operations anyway:.)

We define so-called testing distributions which are distributions over F!, yielding “random linear test
maps”. Given enough independent test maps and images, one can recover the “tested object”. This
allows to extract knowledge. Our definitions are tailored to our setting.ﬂ

p \% P \% P \%
[a] [a]
e _— _—
X1 P X2 = X1, X2
— —
X1w Xot X1W + Xor
_— _— _

Figure 4.1.: Linear Combination of Protocols. Left: The trivial proof of knowledge: Send the witness. Middle: Send a random
statement. Then send the witness. Grayed out: Terms for linear combination. Right: The linear combination with verifier’s
randomness.

1 See [Wik18|] for a possible generalisation, which considers “metroids”.
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4.1.1.2. Linear Combinations of Protocols

A core insight for achieving zero-knowledge (and reducing communication) in our setting efficiently is
that protocols can often be linearly combined, see Fig. [4.1|for an illustration. This exploits the linearity
of the computations and checks of verifier and prover in each round. By running an “umasked non-
zero-knowledge argument” (Fig. left) and linearly combining it with an argument for a “masking
randomness” (middle), one can achieve zero-knowledge (right). All of our zero-knowledge compilations
rely on this strategy. We typically consider random linear combinations of protocols, where the verifier
picks the randomness (x;, x, in Fig. , as this often achieves extractability. In fact, this kind of linear
combination recovers the batch proofs of [PBD07]], see Section [4.3.4] Nevertheless, non-randomised
linear combinations are also useful, e.g. in Protocols and or [BBB+18] they are used to
compress multiple commitments into one.

4.1.1.3. Uniform(-or-Unique) Responses

In our setting, for simulation it is typically enough to ensure that the prover’s messages are distributed
uniformly at random. More concretely, the responses should be either uniformly distributed (conditioned
on all later messages, not previous messages), such as z in Protocol 4. Or they should be uniquely
determined and efficiently computable from the challenges and all later messages, such as [a] in
Protocol 4. This allows to construct a trivial simulator, which constructs the transcript in reverse:
Starting with the final messages, and working its way towards the beginning, the simulator picks the
uniformly distributed messages itself, and then computes the uniquely determined ones. All simulators
in this chapter work like this.

4.1.1.4. Kernels and redundancy

Many interesting statements are non-linear. For example, for polynomial commitments [BG18], we
want to show that [c] € G is a commitment to a polynomial f € F,[X] (of degree at most d — 1)
and f(x) = t, where x € F, is a random challenge. Naively, one commits to the coefficients of the
polynomial with monomial basis X* for i = 0,...,n — 1. Suppose we have a (linear) protocol which
proves f(x) = t. We could hope that running a random linear combination as in Fig. 4.1{should give
us uniform-or-unique responses (and hence zero-knowledge). However, we are in a predicament: For
random g € F,[X], we have (f + g)(x) # f(x) and thus we have to let V know y = g(x) somehow.
To ensure the prover does not send arbitrary y, we have to rely on a proof again! But if this proof
leaks (too much) information,ﬂ we cannot use it to randomise the response. We can escape this cycle
by having a way to randomize without changing the statement. In other words, we need some g with
g(x) = 0 for all x € F,. Clearly, that means g = 0, and there’s nothing random anymore.

One solution is to add redundancy, which does not “influence” soundness: Here, we artificially create
a non-trivial kernel of the “evaluate at x”-map. We can do so by representing f(X) as Y ;(a; + ;) X"
and commit to all ¢; and f;. Now we can mask with g(X) where «; & F, and f; = —a;. Thus, we
successfully injected randomness into the response. Generally, adding just enough redundancy to
achieve uniformly random responses is our goal.

2 If it only leaks a little bit, then a linear combination with many g; may work.
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4.1.1.5. Composition of arguments systems

For completeness, we recall that, by committing to (intermediate) results and sharing these commitments
in multiple argument systems, one can easily combine the most efficient arguments for each task. While
this is an obvious approach, it is easy to overlook as NP-complete languages offer a suitably encoded
statement as a straightforward alternative.

4.1.1.6. Exemplary applications of the basic techniques

As in [BBB+18]], we construct IPA,,zx from a linear combination of the logarithmic communication
linear map preimage arguments (LMPA,,zx) for Jw: [g]w = [t]. The linear combination compresses
the messages from multiple instances into a single one. For our logarithmic communication (al-
most) zero-knowledge inner product argument IPA, 7k for Jx, y: (x,y) = f, we mask the witness as
(x+r,y+s) =t, with masks r, s chosen such that (r,y) = (r,s) = (x, s) = 0. This is an application of
the “redundancy/kernel” technique. The “uniform-or-unique” guideline ensures that it is enough that
each response is random. By choosing the random components in r, s suitably, a logarithmic number
of randomized components suffice to achieve uniform responses (and all other components may be
0). Finally, for our logarithmic communication shuffle argument ITsp,e (Appendix [B.2), we compose
QESAzk (our quadratic equation argument) and LMPAzx by sharing a commitment to the witness.

4.1.2. Contribution

Our contribution is two-fold. On the one hand, we extract and present useful strategies and building
blocks from [BCC+16; BBB+18]] and devise new protocols with improved performance (and a more
expressive language). On the other hand, we initiate the study of more precise soundness notions to
assert better provable security guarantees.

4.1.2.1. New Protocols

As a minor contribution, we note that there is no work which outlines the — certainly folklore —
techniques from Section[4.1.1} in particular linear combination of protocols, as useful guidelines for
efficient zero-knowledge protocols. Implicitly, these techniques are used in many works, e.g. [PBDO07;
Gro09; BCC+16; BBB+18; BG18] to cite a few. We follow the above guidelines for constructing and
explaining our zero-knowledge arguments.

Linear Map Preimage Argument (LMPA) We give, in two steps, an argument for Jdw: [A]w = [¢] for
[A] € G™" with communication ©(log(n)). The idea is to first use batch verification. Essentially,

—~

LMPApacn multiplies the equation with a random vector y € le from the left to obtain [A] =y [A] €

G™" and [t] = y" [t] € G. Thus, communication is independent of m. Now, we prove Mw: [K]w = [t]
using the logarithmic-communication argument LMPA,,zx, which is derived from [BCC+16] LMPA,zx
can be made zero-knowledge by fully masking the witness, which we denote by LMPA;p1ezx. Thus,
the total communication cost (resp. computation cost) of LMPA;p1ezx in terms of group elements
(resp. group operations) becomes ©(mlog(n)) (resp. ©(mn)). By first using to LMPApch and then
LMPAGmplezk, the cost is O(log(n)) resp. ©(mn), as claimed.
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For completeness, we also derive a more sophisticated approach, where the actual (additive) overhead
in computation for achieving zero-knowledge is much smaller (namely, logarithmic in n). However,
due to the incurred complexity and subtleties, LMPAgiyplezk (With linear overhead) is the preferable
choice in practice.

Quadratic Equation Commit-and-Prove First of all, we derive a (almost) zero-knowledge inner product
argument |PA 1,7k from [BCC+16; BBB+18]], with constant communication and logarithmic computa-
tional overhead compared to [BCC+16; BBB+18|]. Based on IPA,mzx, We construct an argument for
proving Jw: ¥i: (w,T;w) = 0, where I'; € F*" are public matrices and w is a (committed) vector. For
efficiency, we carry out a batch proof, i.e. we prove (w,I'w) with I := }; ;I'; for random r; € F,,. The
resulting argument, QESAzx for short, is “adaptive commit-and-prove”, i.e. the statement I'; may be
chosen after the commitment to w.

The commit-and-prove system QESAzk is conceptually simple. We extend QESAzx to QESAcypy to
demonstrate that our techniques can be easily extended and combined with other argument systems.

Quadratic Equations and R1CS  Being able to prove arbitrary quadratic equations instead of R1CS
equations, i.e. equations of the form (3 a;x;) (3 b;x;) + 3, ¢;x; = 0, gives much flexibility. To the best
of our knowledge, expressing the quadratic equation (x, x) = Y, x? = t as R1CS requires n equations:
yi=x2(i=1,...,n—1)and x5 =t — 3, y;, where y; are auxiliary variables. Requiring n equations is
surprising for [BCC+16; BBB+18] which build on an inner product argument. Clearly, QESAzx needs
one (quadratic) equation to express (x, x) = t. We discuss the relation between R1CS and QE in terms
of them being the “native language of a proof system” in more detail in Appendix B.8|

Example 4.1.1 (QE for polynomial evaluation). Using general quadratic equations, one can evaluate
any (univariate) polynomial f(X) = Z?:Zo_ 'a; X" of degree d* — 1 with 2d equations and intermediate
variables. Concretely, let y; = xi = Yi—1X, Z; = x% =zz;_1,fori=2...d—1and z; = Yg-1x and zp = 1.
Then f(x) = ZZ =0 @i+jaYiz;- Using this, one can speed up “table lookups”, which are typically encoded
as polynomial evaluation. Note however, that by using composition of protocols, even more efficient
(batch) subproofs for such tasks may be possible.

Example 4.1.2. For S(N)ARK-friendly cryptography [KZM+15]], supporting quadratic equations is
very useful. Matrix-vector multiplications are efficient even when both matrix and vector are secret.
“Embedding” an elliptic curve (see Jubjub [Web]), is also more efficient than for R1CS. For general point
addition in a (twisted) Edwards curve, we need 5 instead of 7 constraints per bit.

Example 4.1.3. The square decompositions in the relaxed range proof from Chapter [3|are naturally
quadratic equations, and can be proven efficiently combined with our constructions, leading to an
alternative range proof which required asymptotically fewer constraint for (very) large batch sizes, cf.

Example in Section[3.5.4]

Correctness of a Shuffle By instantiating the shuffle proof of Bayer and Groth [BG12|] with LMPAZzx
and QESAzk as subprotocols, we obtain an argument gy for correctness of a shuffle (of EIGamal
ciphertexts). To the best of our knowledge, this is the first such (fully specified) efficient argument with
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proof size O(log(N )) Our computational efficiency is comparable to [BG12], which has proof size
O(VN). More concretely, we estimate the relative overhead at about 2-3x.

4.1.2.2. Knowledge Errors, Tightness and Short-Circuit Extraction

As an intermediate abstraction, we define the notion of testing distributions. This allows us to view
the verifier’s challenge distributions as a separate object, which may be modified to achieve different
trade-offs in a scheme. In particular, it is possible to choose testing distribution which lead to different,
tunable levels of soundness, e.g. a knowledge error of 2712° instead of 272°¢, which impacts runtime
positively.

Short-Circuit Extraction. To motivate a more precise analysis of extraction, consider the extractor
in [BBB+18]). According to [JT20], it needs 7(L + 1) M? transcripts, for a statement consisting of L linear
and M multiplicative constraints. If we assume L ~ M ~ n, where n is the number of variables, we
derive a runtime induced security loss of ©(n*) and concretely ~ 2% for n ~ 2%.

To improve upon this, we define the notion of short-circuit extraction, which is applicable to extraction
assertions of the form “Ext either finds a witness or it solves a hard problem”. It formalises the (common)
behaviour of an extractor to either find a witness with few transcripts, or solve the hard problem (e.g.
equivocating a commitment). Without distinguishing these cases, the bounds on the necessary number
of transcripts for extraction is much higher. For example, we show that the extractor for the LMPAzx
and IPA 7k (and also [BCC+16; BBB+18]]) needs to explore a tree of transcripts of size ©(n) in the
worst case. This improves the runtime induced security loss from ~ n? to ~ n for the inner product
argument.

For QESAzx, extracting a proof for N quadratic equations in n variables requires ©(nN) transcripts,
which for n, N ~ 2% implies a runtime induced security loss of ~ 2. By using a special testing
distribution, this can be further reduced to ©(log(nN)n), and ~ 2% for n, N ~ 2%° Thus, we reduce the
runtime induced quartic loss ©(n*) in n to a merely quasi-linear loss O (nlog(n)).

In Appendix[B.5.1] we lay out an intuitive connection between communication efficiency and extraction
efficiency, which implies that extraction from @(IOgL(n)) transcripts would be optimal (under strong
assumptions). As a consequence, the special instantiation of QESAzx (Corollary is close to
optimal, as it requires ©(nlog(n)) transcripts for extraction (assuming n ~ N in the asymptotics). We
also elaborate on a loophole in above security estimates, namely how to efficiently obtain the transcripts.
For this, we present candidate algorithms in Appendix [B.9 whose (optimal) runtime bounds are only
conjectural or heuristically derived.

Dual Testing Distributions Dual testing distributions are a technical tool which allow us to sample a
“new” commitment key from a given one, such that knowledge (e.g. commitment opening) cannot be
transferred. This turns out to be more communication efficient than letting the verifier send a new
commitment key. To the best of our knowledge, this is a new technique.

In [BBB+18]], a (less efficient) shuffle proof is claimed, which apparently handles Pedersen commitments (not ElGamal
ciphertexts). After publication of this work [HKR19b], of an implementation of shuffle proofs based on of Bulletproofs [AVY]
with a similar approach as ours, but which also seems to operate on commitments, not ciphertexts. See Remark [B.2.1]for
further discussion.
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4.1.2.3. Efficiency and Comparison to Bulletproofs [BBB+18]

In Table we compare our argument systems with related work in the group setting. In Table [4.2] we
give precise efficiency measures for LMPAzx and QESAzk. In any case, n = |w| is the size of the witness
w € FJ. Since it is statement dependent, we ignore that QE is more powerful than R1CS, possibly
allowing smaller witness size (as seen in the example (x,x) = t above). Since statement size N is
typically a small mulitple of witness size, we ignore its influence. In Table we omit the verifier’s
computation, since after optimisations [BBB+18], both are almost identical. Generally, optimisations
applicable to [BBB+18] are applicable to our protocols as well. For the prover, we do not optimise (e.g.
we use no multi-exponentiations), and are not aware of non-generic optimisation. Although QESAzx
and QESAc,py cover general quadratic equations, they compare favorably to Bulletproofs [BBB+18]
which only cover R1CS. By default, they prove slightly different statements than Bulletproofs, see
Remark hence the parameters are not perfectly comparable. In Section we compare our
implementations of (aggregate) range proofs. Due to their close relation, we also compare with
Bulletproofs+ [[CHJ+22]], which were published after this work (which appeared as [HKR19al).

URS  Ass. Moves Comm. Comp. P Comp.V Nat. R

SNARG [GGPR13]] X KoE 1 O(1) O(n) < |w| R1CS

Bulletproofs[|BBB+18| v dlog O(log(n)) ©O(log(n)) O(n) |w| R1CS
This work v dlog ©O(log(n)) ©O(log(n)) O(n) |w| QE

Table 4.1.: URS: Is a common uniformly random string (URS) sufficient for setup, a.k.a. transparent setup? Ass(umption):
Underlying security assumption. Knowledge of exponents (KoE); Hardness of dlogs. Moves: The number of messages sent.
Comm(unication): The number of group elements sent. Comp: Computation of P resp. V in number of exponentiations.
Nat(ive) R: “Native” relation proven.

Comm. G Comm. F, Comp. P R
LMPAGimplezk < 2kmlog (n) k < 2mn LMP
LMPAbatch+simpleZK < 4k 1ng(n) k < (m + 5)” LMP
Bulletproofs[BBB+18] 2[log(n)] + 8 5 < 12n R1CS
Bulletproofs+[|CHJ+22] 2[log(n)]+5 3 < 1in R1CS
QESAzk/QESAcopy (k = 2) | 2[log(n+3)]+3 2 < 8n QE

Table 4.2.: Detailed comparisons in terms of group operations. By “<” we denote upper bounds up to logarithmic (or constant)

additive terms, i.e. g £ f means g < f + O(log(f)). Note that k is a tunable parameter but k = 2 is the sweet spot.E]We
assume all random exponents are full sized and do not count multi-exponentiations. For QESAcopy, we assume only Pedersen
commitments to a single value are given as inputs (matching [BBB+18])), see Remark [4.4.18] for minor inaccuracies and
differences due to this comparison.

4.1.2.4. Comparison with Other Proof Systems

It is hard to make a fair comparison of proof systems. There are many relevant parameters, such as setup,
assumptions, quantum resistance, native languages, etc., beyond mere proof size and performance.
See Section [4.1.3|for a high-level discussion. To draw sensible conclusions from comparisons on an
implementation level, one should compare fully optimised implementations. Thus, we restrict ourselves
to a comparison with Bulletproofs (which we reimplemented with the same optimisation level as our

4 For completeness, this means 4n resp. 6n exponentiations for QESAzx resp. [BBB+18]. The verifier in LMPAzg needs ~ mn
group exponentiations.

> For k > 2, FFT-based techniques are needed to ensure the prover’s complexity, which in fact improves for larger k. See the
discussion in [BCC+16|], which adapts to our setting.
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proof systems). For concrete numbers regarding (implementation) performance, as well as other factors
relevant to the comparison of proof systems, we refer to [BSCR+18| Figure 2]. Our proof systems are
similar enough to Bulletproofs for these comparisons to still hold.

4.1.2.5. Implementation

In Section [4.5] we compare our implementations of (aggregate) range proofs. The theoretical prediction
of 0.66—0.75X prover runtime compared to [BBB+18] is close to measurements, which suggest 0.7x.
Using 140bit challenges, we experimentally attain ~ 0.63x compared to [BBB+18|] on the same platform.
We stress that, we compare the dedicated range proofs of [BBB+18] with our generic instantiation of
QESAzx, since this chapter does not focus on range proofs.

4.1.3. Related Work

Due to space constraints, we only elaborate on the most important concepts and related (mostly
subsequent) works. We refer to [ZkpComref] for an overview of the current landscape and a general
taxonomy of zero-knowledge proof systems.

The DLOG Setting and ILC.  Very closely related works are [Gro09; BCC+16; BBB+18; BG18; BAZB20;
AC20; (CHJ+22], which are efficient proofs in the dlog setting. Subsquent works [BAZB20; (CHJ+22;
AC20]] also build one the folding technique of Bulletproofs [BCC+16; BBB+18]], enhancing them differ-
ently. For example, the work [BAZB20] also provides better interoperability with other Z-protocols.
Other variations of Bulletproofs or proofs based on the folding technique include the work of Lai,
Malavolta, and Ronge [LMR19] which extends Bulletproofs to bilinear groups and statements, and the
“compressed -protocol theory” [AC20; /ACK21; ACR21[], which uses folding and linear map preimage
argument (instead of an IPA)E] as its privotal compression technique. Bootle, Chiesa, and Sotiraki
[BCS21|] show that the sumcheck paradigm can explain the folding technique.

Moreover, many zero-knowledge proofs in the group setting are instantiations of [CD98; Mau15]. The
possibilities of our setting, namely ability to apply linear transformations to a committed witness has
been abstracted in the ideal linear commitment model [BCG+17]. (Our techniques for QESA are
amenable to ILC.)

Zero-Knowledge (Weighted) Inner Product Arguments of [[CHJ+22]. This work also build upon a
zero-knowledge IPA and hence very closely to our approach. One core difference in the approach
of |[CHJ+22] and this work, is that [[CHJ+22] considers a specific (Pedersen) commitment scheme with
designated randomness terms, and it refreshes the randomness in each round. This simplifies achieving
zero-knowledge. Our approaches tried to avoid designated randomness terms, though in hindsight,
they appeared in some places anyway (e.g. in commitment randomness in QESAzx). Moreover, we use
an up-front masking instead of injecting fresh randomness in each round. It should be possible to use
the zero-knowledge (weighted) inner product argument (zk-WIP) of [|[CHJ+22|] in place of our “almost”
zero-knowledge IPA 1zx within QESAzx and variants. This does not affect the proof size, but achieves
perfect HVZK (instead of statistical) and may allow to replace the terms log; (n + 3) by log (n) in the
proof size.

6 Except for [ACR21|], which generalizes [LMR19] and still needs to partially rely on an IPA for logarithmic communication.
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Sublinear Verifiation in the DLOG Setting, Knowledge Assumptions and the SRS Setting. Many works
(in the DLOG setting) which rely on “naive” folding and uniformly random strings (URS) instead of
structured reference strings (SRS) as their common reference string (CRS) have sublinear communication
but a quasi-linear-time verifier, e.g. [BCC+16; BBB+18; BAZB20; |AC20; |CHJ+22]]. Much effort has
gone into improving the situation, and there are now practically efficient arguments with sublinear
communication and sublinear verification with a URS. Interestingly, we do not know group-based
examples which rely solely on DLOG, but all use either bilinear groups or groups of hidden order,
e.g. [BFS20; Set20; BDFG21; Lee21]]. However, arguments based on SRSs (in bilinear groups or groups
of hidden order), are still more efficient, although many additionally rely on knowledge assumptions,
e.g. the line of works[GGPR13; DFGK14;|Gro16] even attain constant size proofs. As such, there is now
a body of work providing a theoretical treatment [KMSV21]] of and protocols [BGM17] for so-called
“setup ceremonies” which securely compute a SRS. Moreover, a middle ground between URSs and
SRSs, namely updatable SRSs, has been conceived and is being explored [GKM+18; MBKM19;|GWC19;
CHM+20; RZ21; |CFF+21]].

Lattices, PCPs, IOPs, MPC-in-the-Head, and More. Efficient lattice-based argument system have ad-
vanced significantly, and the work [BLNS20] is essentially a translation of the folding approach to the
lattice setting. Techniques, such as probabilistically checkable proofs (PCP), MPC-in-the-head [IKOSO07],
interactive oracle proofs (IOP) [BCS16; RRR16]] and more, construct efficient zero-knowledge proofs
without relying on public key primitives. The possible performance gain (and quantum resistance) is
interesting from a practical point of view. As there is too much work of interest to adequately cover
here, we refer again to [ZkpComref] for further references.

Tightness of the Security Reduction. Jaeger and Tessaro [JT20]] provide a tighter analysis of the
extractor in [BCC+16[], improving the knowledge soundness. In [[ACK21] a modified extractor is shown
to be essentially optimal for special sound protocols (both in knowledge soundness and runtime). Neither
of the works [JT20;/ACK21]] exploit short-circuit extraction, resulting in quartic runtime tightness for
Bulletproofs and QESAzx (in the witness size) for general constraints, whereas short-circuit extraction
suggest that linear runtime tightness is possible for QESAzx. Another line of works [GT21; | GOP+22]
analyzes the security of Bulletproofs (with Fiat—Shamir transformation applied) using the algebraic
group model [FKL18], which is a (strong) knowledge assumption. Perhaps (not) surprisingly, for
algebraic adversaries, they achieve essentially optimal tightness results (both in knowledge error and
runtime) since their extraction is straight-line, i.e. does not rewind the adversary. Note that this is not a
contradiction to our lower bound on runtime tightness, since it only holds for black-box extractors, and
the AGM is inherently non-black-box.

4.1.4. Structure of this Chapter

In Section we clarify additional preliminaries and notational conventions, in particular, testing
distributions and short-circuit extraction. In Section [4.3] we analyze the folding technique for linear
map preimage arguments. We apply this in Section[4.4]to construct our zero-knowledge inner product
argument and our quadratic equation satisfiability argument. Finally, in Section [4.5] we provide an
overview of our implementation and benchmarks.
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4.2, Preliminaries

The number p € N will always denote a prime, F,, := Z/pZ, and G is a (cyclic abelian) group of order p.
We use additive implicit notation for G as introduced in [EHK+13]]. Recalling Section[2.2.1] we write [1]
for some (fixed public) generator associated with G and [x] := x[1]. We extend this notation to vectors
and matrices, i.e. for compatible A, B, C over F,, we write A[B]C = [ABC]. Matrices are bold, e.g. [a],
components not, e.g. [a;]. By e; we denote the i-th standard basis vector. We write diag(Mj, ..., M)
for a block-diagonal matrix. By id, we denote the n X n identity matrix.

Matrices of matrices. As a special form of block matrices, we use matrices of matrices and vectors
of vectors. Matrices of matrices are of the form R™*", where instead of R = F, we have R = IFZXV.

For example, a matrix of matrices M = (ﬁ; %;z ) There is an evident bijection between such block

. . X
matrices in (FZ Vymxn

and ordinary matrices in Fgmxvn via forgetting or adding the blocks. The general
multiplication of two matrices of matrices is thus merely (block) matrix multiplication. That is, for
A € S™™ where S € ngy and M is as above, we define Z = AM € (IF‘?,>< XM via Zi ;= Yt AieMe .
When transposing matrices of matrices, we are explicit about whether or not the inner matrices are
transposed or not, i.e. whether we consider (M");; == M;; or (M");; = M}, e.g. by specifying the
dimension of M.

We also use following special case: Matrix multiplication of a matrix M € R™*" with a matrix A in

Ff,xm is defined as Z = AM € R™™", where Z;; = 2| A; M, . Effectively, this interprets A € F;;X'”
as a block-diagonal matrix (A7 ;);; in SP%m and S = FZX” with A} ; = A; ;- id,, thatis,as A" =id, ® A
where “®” is the tensor/Kronecker product. Note that whenever multiple definitions apply (e.g. if R or
S is F,) all yield identical results.

4.2.1. Matrix Kernel Assumptions and Pedersen Commitments

Instead of discrete logarithm assumptions, the generalisation of hard (matrix) kernel assumptions [MRV16]],
but for right-kernels, better suits our needs.

Definition 4.2.1. Let G & GrpGen(1*) be a group generator (we let [1] and p be implicitly given by G).
Let Dy, be a (efficiently samplable) distribution over G™*" (where m and n may depend on A). We say
Dmn has a hard kernel assumption if for all efficient adversaries A, we have

Pr|G & GrpGen(11); [A] & Dppsx & A(11,G, [A]): [A]lx =0 A x # 0| < negl(A)

For simplicity, we will often only implicitly refer to ©,, , and just say [A] has hard kernel assumption.
Note that kernel assumptions generalise discrete log assumptions: Finding a non-trivial kernel element
of [k, 1] € G? immediately yields the discrete logarithm h of [h].

If Dy, is a matrix distribution with hard kernel assumption, then [A] & Dm.n is a (Pedersen)
commitment key ck. Commit to x € Fj via Com(x) = [c] € G™. Breaking the binding property of
the commitment is equivalent to finding non-trivial elements in ker([A]). The common case will be
[g] € G*(™D drawn uniformly as commitment key ck. Breaking the hard kernel assumption for [g]
is tightly equivalent to breaking the dlog assumption in G. Write x = (ry,w) with r, € F,, w € F}.
Ifr,, & Fj is drawn uniformly, it is evident that [c] = [g]x perfectly hides w, i.e. [c] is uniformly
distributed in G.
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Remark 4.2.2. It would be convenient to consider hard kernel assumptions with prior knowledge V < F7,
where the subvector space V is some (leaked) knowledge about ker([B]) for [B] & Dmn- The reason
being that we construct matrices [ B] from [ A] (where [ A] has a standard hard kernel assumption) in
such a way that some kernel elements are known, e.g. because [B] has some zero columns. However,
to keep the overhead low, we deal with these cases explicitly.

Remark 4.2.3 (Efficient group operations). In general, multiplications of group elements with small
scalars (“small exponents”) are faster, since computational complexity for a scalar-group multiplication
is roughly linear in the bit-size of the scalar. Thus, it is beneficial for efficiency to keep scalars
small. In certain situations, e.g. terms of the form }', a;[h;] for ; € F,, [h;] € G (so-called multi-
exponentiations), further optimizations exist, see e.g. [MOV96]. Moreover, if the ¢; are structured,
special-purpose optimizations exist. Concretely, if a; = &~! for £ € F,, then [a] = Y7, ;[h;] may
be computed by setting [a,] = [h,] and then letting [a;] = & - [aj+1] + [h;] fori=n—1,...,1, where
[a1] = [a] (i.e. by using Horner’s scheme for polynomial evaluation). In particular, if ¢ is small, then
[a] is computed with “small exponentiations” only (even though most «; are fully exponents). This is
special case appears frequently in our protocols.

4.2.2, Testing Distributions

Intuitively, testing distributions are a special form of probabilistic linear verification where one can
efficiently recover the “tested” value given enough “tests”. Thus, they are used to recover the witness in
proofs of knowledge. We only define testing distributions over [F'. Moreover, we only use them as an
abstraction which allows to consider small variations of protocols, obtained by changing the testing
distribution. As we will see, the choice testing distribution can affect efficiency optimizations, and also
affects what security guarantees we are able to prove.

Example 4.2.4. To test if a vector [¢] € G™ is [0], testif x " [c] z [0] for random x € F7'. The soundness
error is 1/p.

Definition 4.2.5. A testing distribution ), for F}} is a distribution over F'.

From a testing distribution y,,, we want that given m independent challenges x1, ..., X, < Ym, the
probability that X = (x1,...,x,) € F™ is invertible is high. Note that det(X) # 0, is equivalent to
all x; being linearly independent, and equivalent to (2, ker(x) = {0}. These interpretations allow to
generalise the idea for dual testing distributions later on.

Remark 4.2.6. While we would like to ascribe some measure of “soundness” to a testing distribution, it
turns out that for (rewinding-based) extraction, the workings of the extractor strongly determine the
soundness error. For example, an extractor may sample challenges with or without repetition. From
a purely information-theoretic argument, one might define the soundness error d,4(y) of a testing
distribution y as SUPg4z Ry Prys . [x7z = 0], i.e. the maximal probably of the test failing to detect a
non-zero z.

As the information-theoretic soundness measure noted above is a viable sanity check for good testing
distributions, we recall the well-known Schwartz—Zippel lemma, which can be used for simple upper
bounds on the “information-theoretic soundness error”. For this, we use a minor generalisation of the
lemma of Schwartz—Zippel.
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Lemma 4.2.7 (Schwartz-Zippel). Let f € F,[X;,...,X,] be anon-zero polynomial of (total) degree d.
Let D be a distribution on Fy. Let poo(D) = SUPy R, Prlx =y | x & D], Then Prys g [f(x)=0] <
dp" ! - pea(D)

Proof. Suppose f # 0 has degree d. By the usual Schwartz-Zippel lemma, we find Pr,s gz [f(x)=0] <
d/p. In particular, the vanishing set V(f) = {x | f(x) = 0} C F} has at most dp™! elements. Thus,
Pros g [f(x) =0] =Prysqp[x € V()] < #V(f)peo(D) < dp™ peo(D), as claimed. m]

Example 4.2.8 (Polynomial/Monomial testing). We write y,°" for the testing distribution induced by
x=(&,...,&" 1), where £ «— &, where & C ]F; The distribution induced by the monomials &', and
thus X is a Vandermonde matrix. Hence X is invertible as long as no ¢ was chosen twice. Moreover,
the information-theoretical soundness error satisfies Jsnq(¥m°") < (m —1)/#8.

Remark 4.2.9. Observe that we restricted to & C IF; in Example , i.e. we exclude 0. The reason is,
that we want x~/ to be well-defined in security proofs.

Example 4.2.10. For the special case m = 2, and testing distribution with x = (&, 1) where @ & § for
some & C IF, we write P and & XP IS C IF;, ie. a # 0, we write y(#*9) Up to permutation,

this distribution equivalent to y;**"

Example 4.2.11 (Random testing). The uniform distribution over [} is a testing distribution. The
Lemma of Schwartz—Zippel immediately yields dsnq(y) < % Moreover, one can resort to a set & of
“small exponents”, i.e. draw from & = {0,...,¢ — 1} and still have information-theoretic soundness
error at most %

Example 4.2.12 (Tensor testing). An intermediate choice between monomial and (fully) random testing
distributions is offered by tensor-based testing. We denote a tensor-based testing distribution over
Fy = F’;[ = (F];)W by x®!, where yx is the base testing distribution, and x & Xliw is sampled via
x=&0®..0&for&,....& & Xk- One can view tensor-based tests as repeated applications of
testing, e.g. £, ® &, -z = &, - (idx ® £,) - z. This idea is explained and used in protocols in Section[4.3.3.2}
where we can show tighter security guarantees when using tensor-based instead of monomial testing

distributions. The information-theoretic soundness error satisfies £ - Ssnd (Yx) < Isnd( )(]? 9.

Example 4.2.13 (Pseudo-random testing). The verifier can replace truly random choices, e.g. x & F”,

by pseudorandom choices, e.g. x <~ PRG(s) for s <~ {0, 1}*. This allows the verifier to compress such
challenges to a random seed s.

It is heuristically plausible, that when using a non-pathological PRG to seed randomness, the resulting
testing distribution has an information-theoretic soundness error (negligibly) close to using true
randomness. In fact, for a PRG which is secure against non-uniform adversaries, this is easy to see.

Note that soundness of testing distributions is a combinatorial property. No pseudorandomness property
is required, as illustrated by all other examples. Thus, instead of compressing the randomness to a
small seed via a PRG, better (provably secure) constructions with small seeds should exist.
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4.2.2.1. Dual Testing Distributions

Testing distributions are essentially a stronger (and simplified) form of the general concept of probabilis-
tic verification with efficient extraction by solving linear systems. They allow to test if an element in
F is 0. By dualising, we find another concept, for which an intuitive description seems harder. Instead
of a distribution on x" € F;)X'" where SUPg4zer Prys . [z € ker(x")] should be small, we consider a

distribution on M € Fj»™~!, where SUPgzerm PTMé 5, [z € im(M)] should be small. In a sense, dual

testing allows to enforce z = 0 by working in im(M), instead of testing x "z = 0.

More concretely, we can use this to ensure that for a Pedersen commitment [c] = [G|H](¥) the
adversary must have z = 0. We do so by constructing [H] as [H] := [H’]|M. Intuitively, knowledge of
some [¢’] = [G|H']( 3 ) cannot be transferred to [G|H] because we must have z = My, i.e. z € im(M),
which is unlikely (except for z = 0 or if A breaks the binding property). Thus, we can provably “zero”
a part of a commitment without an (expensive) argument, simply by changing the commitment key:.
Generally, this allows to derive “fresh” commitment keys. Using this is more communication efficient
than picking and sending a fresh [H] « G™.

Morally, dual testing enforces z = 0, while “normal” testing verifies z = 0.

Definition 4.2.14. An (arbitrary) dual testing distribution y,, is a distribution on F;,nx(m_l). The
information-theoretic soundness error is defined as SUPg:zemm Prys . [z € im(M)]

Let ), be a testing distribution on F;? such that x &y alwayshas x; = 1. Then y, defined as follows

is a dual testing distribution: To pick M & ¥ pick xT = (1, x")T & y, andlet M := M, = ( x )

- idmfl

By construction ker(x") = im(M,), and consequently Ssnd(xp) = Ssnd (Xm)-

Note that by construction, M, is the (parity) check matrix for the linear code with generator x. In
particular, x" M, = 0. For simplicity, we only consider dual testing distributions associated to some
testing distribution. Also note that we use the information-theoretic soundness error only as a sanity
check. Security proofs of protocols rely on special soundness.

4.2.3. Special Soundness, Revisited

Recall that, to prove knowledge soundness, we use the notion of special soundness. In this chapter, we
rely very explicitly on linearity and effectively all challenges are viewed as vectors in Fy. A challenge
vector x may be given directly as an element in Fj. But the vector may also be derived from an
underlying challenge, e.g. for monomial testing distributions the challenge { < F, is expanded into
(L,E..., 8" e F}. In any case, extraction requires the (derived) challenge vectors to be linearly
independent. Observe that, distinct challenge vectors are not necessarily linearly independent; however,
distinct derived challenge vectors may imply linear independence, e.g. for monomial testing the &; are
distinct iff the derived x; are linearly independent. To capture this behaviour, we change the definition
of valid trees as follows: A tree of challenges is valid if for every node, any subset of (at most) n sibling
challenge vectors are linearly independent.ﬂ We note that, as with distinct challenges, basic tree-finders
for such trees are easy to construct.

Moreover, following interpretation of trees of challenges will turn out to be useful.

7 Observe that for, e.g. for monomial testing, this implies distinct choices &1, ..., &, even if k > n challenges are considered.
More generally, one can define special soundness w.r.t. a monotone access structure on the challenges.
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Remark 4.2.15. In some situations, we can think of a verifier sending multiple challenges in a single
round (e.g. this is the case for tensor-based testing distributions, Example [4.2.12). To indicate that this
constitutes a special tree structure, we parenthesize such “multiple” challenges, e.g. both (2,3, 3) and
U= (2,(3,3)) denote a tree of size 18, but in the former the verifier sends 3 challenges, while in the
latter, it sends 2 challenges (with the second challenge having a “special” structure). We provide a more
detailed and concrete explanation in Section [4.3.3.2] where we first encounter this in our protocols.

4.2.3.1. Short-Circuit Extraction

In this section, we assume TreeFind produces the tree’s nodes and leaves on demand, and Ext queries
TreeFind as an oracle, and traverses the tree in depth-first order. Moreover, we are in a situation where
Ext either extracts a witness for some statement, or a solution to a (supposedly) hard problem, or both.
Concretely, we have statements like “we extract w such that either [g]w = [c] is a valid commitment
opening, or [g]w = [0] breaks the hard kernel assumption for [g]”

Definition 4.2.16. Consider the setting of p-special soundness (Section2.5). Suppose (R is an OR-relation
OR(R1, Rz), ie. R = {((x1,x2), (1, wy)) | (x3, w;) € Ry, i € {1,2}}.

Suppose there is some p’ < p, that is i} < y; for all i, such that extractor Ext has following property.
For any valid p-tree tree, Ext(x, tree) we have either:

« Ext explores the tree in a depth-first manner.

+ Quick-extraction: Ext finishes exploring a node in layer ¢, after y1; children (i.e. subtrees) under
this node are explored (and Ext has recovered a partial witness for this node),

« Short-circuit extraction: Whenever Ext explores more than y; children (without success),ﬂ it
finishes after exploring all y, children of that node (or earlier) and returns a witness for x;.

« If short-circuit does not occur, then Ext returns a witness for x; (after exploring a p’-subtree of
tree) If short-circuit extraction occurs, a larger subtree may be explored.

We say that such an Ext has short-circuit extraction for finding a witness to x; or to x;, or more
precisely, has p’-quick p-short extractability (for p/ < p).

Caution 4.2.17. Short-circuit extraction is not symmetric. The order of the relation Ry, R; in the
OR-statement matters! We always think of the second one as the “hard relation” whose witness will
lead to a short-circuit.

Remark 4.2.18. While it is often the case that a p-special sound protocol is also a p’-quick p”’-short
extractable protocol, it can happen that i/’ # p (and the relaxed soundness relations may differ)! An
example of this appears in Section We do not know whether this is a mere proof artefact
or (non-pathological) separating examples exist, hence we strictly separate special soundness and
short-circuit extraction in our claims.

Our definition is ad-hoc and tailored to our needs. We leave a general definition and precise treatment
of short-circuit extraction for future work.

8 1f p; = pj, then no short-circuitting is possible in this layer.
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Corollary 4.2.19. IfExt as in Definition traverses a valid tree tree in depth-first order, we have
following “runtime” guarantees: Let p’ = (i, ..., p,) < (f1, ..., ftn) = p. In case of quick-extraction, at
most [[iZ, pi; leaves are explored. In case of short-circuit extraction, at most s; + 1 leaves are explored,
where si = 3 (g — 1) [1=i1 4. In particular, s; < (XL ) (T3, 1)

Observe thatif g’ = (¢, ..., ") resp. p = (4, ..., y) are fixed to p’ resp. u in each layer, then if p >
and i # 1, we get
n
N (‘ul)n -1
si=(u=1) ) ()Y = (=1
=1

In more generality, let M = []}_; pj, and a = #{i | y; = 1}. We find

n n n

=1 =1 =1

s = Z(pi - M}, = Z 'u’_/Ml' < max('ul y )ZM; < max(ul - )(1 +a)M;

i=1 -1 Hi ! Hi i=1 ' Hi

Hence, it is useful to keep all y] and the ratios %ﬁ small, in order to minimize 1 + s;, the worst-case
number of visited leaves for short-circuit extraction.

Proof of Corollary|4.2.19 Let s; denote the maximal number of leaves necessary to ensure a y|;-subtree,
where p|; = (g, - . -, n), is extractable. We define s,4; = 1 and find s, = p, = (u, — 1) - 1+ 1. Recursively,
we find s; = (y; — 1) ]_[;-’:i+1 p} + si4+1. For this, we argue as follows.

In the worst case, layer i short-circuits. If that happens, we have to extract all j; nodes. A subtree (in
layer i + 1) quick-extracts after exploring []7_;,, ,u;. leaves. In case of failure of quick-extraction, the
subtree must short-circuit, requiring at most s;; nodes. In the worst case, the first j;; — 1 nodes in layer
i quick-extract, and the last node, i.e. the p;-th node, again short-circuits. Thus, we again pay the costsﬂ
for a short-circuit extraction, now in layer i + 1, which is bounded by s;,;. Hence, at most s;;; nodes
are explored.

To derive the formula for sy, let M =[]’ }; and observe that by induction,
n
si=(m—DMy+sy=...= Z(,ul- —1)M,, +sn
i=1
where s,+1 = 1 by definition (and Mp4; = 1). The claim follows. O

We note that since the tree tree is randomised (or Ext might explore children in random order), the above
worst-case analysis is rather conservative. In Appendix we discuss two candidate short-circuit
extractors. Unfortunately, the candidates currently only have conjectured and heuristic runtime bounds,
respectively, but they lack formal proofs.

9 Since i’ < p, short-circuit extraction is never cheaper.
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4.3. HVZKArguments for [A]w = [¢]

We set up the notation for the rest of this section. Let ck := [g] = [go,g] & G™"*! be a Pedersen
commitment key, where [go] € G and [g] € G". Define Comg(w;r) = [go]r + [g]w for r € Fp, w € Fj.
In some subsections, we let [g] € G'*", i.e. there is no special randomness term g; the dimensions
will always be clear from the context. We work with matrices [A] € G™*", and vectors w € IFZ
and [t] € G™, with the these dimensions unless otherwise specified. The target (witness) relation
R is R = {(([A], [t]),w) | [A]lw = [¢]} that is, x = ([A], [t]) and w = w. However, in many cases,
this relation is only the correctness guarantee, but the statistical knowledge soundness guarantee
(typically in form of special soundness) is for a relaxed relation. For example, some protocols prove
that knowledge for either dw: [A]w = [t] or a non-trivial kernel element for [g].

4.3.1. Intuition

In this section, we devise communication efficient public-coin HVZK arguments for knowledge of a
preimage of a linear map, i.e. dw: [A]w = [t]. We follow two principles: “Use probabilistic (batch)
verification to check many things at once” and “If messages are too long, replace them by a shorter
proof (of knowledge).” For this, we use shrinking commitments, to keep the messages small.

Our strategy is as follows: First, we recall the well-known general HVZK protocol [CD98; Mau15] for
proving JMw: [A]w = [t] where [A] € G™*". Then, we show how to apply batch verification to reduce
the argument for ([A], [¢]) to another an argument for some ([B], [u]) with [B] € G**". This makes
communication independent of the number m of rows of [A]. We also show how to reduce to a single
row, i.e. m = 1, but the soundness guarantee must be significantly relaxed.

After this, we revisit the arguments from [BCC+16] which recursively batch statement and witness, i.e.
they reduce the number n of columns of [ A]. Unlike [BCC+16; BBB+18]], we need a zero-knowledge
version of these arguments. If [A] = [g] is a commitment matrix, we provide a HVZK transformation
with constant communication and logarithmic computational overhead. For general (adversarial)
[A], we also provide a transformation, which for certain (large) [A] can outperform naive full-blown
masking of w at the price of computational soundness and higher complexity; we believe it to be mostly
of theoretical interest.

4.3.2. Step 0: Astandard >-Protocol for [A]w = [¢]

Here, we recall the prototypical Z-protocol in a group setting [CD98; [Mau15]].

Protocol 4.3.1 (244q). The following is a protocol to prove Jw: [t] = [A]w, using testing distribution
x'P) for challenges, cf. Example Common input is ([A], [t]) € G™*" X G". The prover’s witness
is somew € F;

« P> V:Pickr & F; and compute [a] = [A]r. Send [a] € G™.
« V > P: Pick and send & y ().

+ P— V: Compute z = fw +r. Sends z € Fj.

« V: Check [A]z z PBlt] + [a]. Accept/reject if true/false.
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It is straightforward to show that any (x1, x3) & X2 can be used instead of )((ﬁ ), as long as x; # 0, so
that x;w + x,r is uniformly distributed, cf. Section

Lemma 4.3.2. Protocol g4 is a HVZK-PoK for Aw: [t] = [A]w. It is perfectly complete, has perfect
HVZK and is 2-special sound.

Proof. Completeness: is straightforward to verify.

Extraction: We are given two accepting transcripts ([a], §, z), and ([a], f’,2’) with f — ' # 0. Due to
the final check of the verifier, we obtain ﬁ [A](z — 2’) = [t]. Consequently, w = ﬁ(z —Z)isa
witness.

HVZK: Pick f < y# and z « F7'. Then [a] = [A]z - f[t] is uniquely defined. Since the distribution
of f and z is as in an honest execution, this yields a perfect simulation. O

Now, we improve communication efficiency. We do this in two steps. First, we make the communication
independent of the number m of equations, using batch-verification. Then we make it logarithmic in the
size n of the witness, using techniques from [BCC+16; BBB+18]]. We apply all techniques mentioned in
the introduction, using shrinking commitments to keep messages small. Composition of proof systems
is implicit due the following remark.

Remark 4.3.3. AND-proofs for statements of the form Jw: [A]w = [#] are trivial. Namely, to prove
Adw: [A{]lw = [t1] A [Az]lw = [t2], it suffices to define [A] = ﬁ;] and [t] = [2] and prove
Jw: [A]w = [t]. This AND-compilation technique will be used without explicit mention.

4.3.3. Step 1: Batching All Equations Together

In this step, we devise a HVZK-AoK for Jlw: [A]lw = [t], where P’s communication is independent
of m, the “number of equations”. Thus, we have to shrink the message [a] € G™ somehow. There is
a well-known [FS87|] optimization in X-protocols which achieves this, assuming that the verifier can
re-compute the first prover message from challenge and response. Namely, the first message [a] is
completely replaced by the hash Hash([a]) of a collision-resistant hash function (CRHF) Hash. This
technique is less useful in our setting, as an important step to achieve succinctness is to avoid sending
the (large) response by proving knowledge of a response which the verifier would accept. This does
not work well when the verifier’s checks are “non-algebraic”, such as a CRHF. Thus, our approach is

slightly different.

To reduce the size of the first message, we would like to batch all m linear equations (given by [A])
into a single linear equation, i.e. replace [ A] by a random linear combination of its rows. While we can
prove a sometime useful sufficient form of relaxed soundness, we do not know whether this is standard
sound or not. Nevertheless, if P has explicitly committed to the witness w (or [a]), the statement —
excluding the commitment — can be batched, as P cannot change its mind anymore.

Note that the value [#] does not, in general, bind the adversary to some fixed w, since the adversary may
supply (parts of) [A] in the soundness experiment. Thus, he may know dlogs and generate preimages
of [t] freely. By adding a commitment to w, we get around this problem.

By using a shrinking commitment to w, we ensure that the communication is small. Now the verifier
can send batching randomness, and a HVZK-AoK for the batched statement is carried out. We directly
apply AND-compilation in the protocol. We use general testing distributions, but the reader may want
to imagine the familiar setting of polynomial testing with x = (x°, ..., x™) first.
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Protocol 4.3.4 (Protocol LMPAy,ch). The following is a protocol to prove Jw: [t] = [A]w. Let y,, and
x'P) be testing distributions. Common input is ([A], [t]) € G™*" x G™. The prover’s witness is some
w e FlL.

P

« P> V: Pickr,, & F,, and compute [cy] = [go]rw + [g] "w = Com(w;ry,). Send [c,,].

+ V — P: Pick and send x & ym.
Let [A] = xT[A] € G™*" and [t] = x" [t] € G be the batched statement (for both P and V). Let

._ |90 Q . Tw) _ [Cw]| _.
[B] = [O A] and let J(w,r,,): [B](w) = [?} =: [u] be the new statement.

« P & V: Engage in Protocol Zgq for A( " ): [B]("y) = [u].

In words, Protocol LMPAp,n batches [A] to [K], and carries out an AN D;proof for opening the
commitment [c,,] and that the content w of [c,,] is preimage of [¢] under [A]. This is proven via a
subprotocol call to Protocol 4.

Lemma 4.3.5. Protocol LMPAyych is a 5-move HVZK-AoK for dw: [t] = [Alw with (m, 2)-special
soundness for finding a witness or a non-trivial kernel element for [g]. It is (1,2)-quick (m,2)-short
extractable.

Proof. Completeness: It is straightforward to see that completeness holds.

Zero-knowledge: The simulator picks f, x according to the distributions. The simulator proceeds in
two steps. First, simulate the Protocol 3y, i.e. the final three rounds. Since those are now simulated
independently of [c,,], it picks [¢,] €~ G uniformly. This gives a perfect HVZK simulation.

Extraction: Given a valid (m, 2)-tree tree, we first extract the second layer (i.e. the subprotocol 2gyq). If
not all of the (sub)extractions yield the same (r,,, w), we found a non-trivial kernel element for [g] and
Cw

are finished. So suppose that for all x;, we have [B;]("y ) = [ 7 ], where the subscript i denotes the
matrices of the i-th round. Then in particular,

x; [Alw = [Aj]lw = [t;] = x] [¢]. (4.3.1)

Let X = (x1,...,Xp). since treeis valid, X is invertible. Arranging the m linear equations from Eq. (4.3.1),
we find
XT[Alw=X"[t] andhence [A]w = [t].

Thus w is a valid witness. This proves (unconditional) (m, 2)-special soundness. To see (1, 2)-quick
(m, 2)-short extractability, consider what happens if the first subextraction (r,,w) does not satisfy
[A]w = [t]. As we just argued that given m identical subextractions, the equation [A]w = [t] must
hold. Hence we must find a distinct pair (r,,,w’) among the m pairs, and thus a non-trivial kernel
element to [g]. Short-circuit-extraction follows as claimed. |

Remark 4.3.6 (Commitment extending). When working with adversarial [A] (and [t]), one can not
rely on any hardness assumptions w.r.t. [A]. Extending [A] to some [B] which has hardness (as in
Protocol [4.3.4) is one way to address this by introducing hardness. For the sake of referencing, we call
this commitment extending [ A].
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4.3.3.1. Batching to a Single Row

The batch-verification in Protocol effectively leads to a protocol for dw: [A]w = [t] which is
computationally sound based on the kernel assumption for [g]. More concretely, extraction either
yields a witness w with [¢t] = [A]w or [g]("y ) = [0]. The extraction crucially relied on the fact that
the commitment row was excluded from the batching. Now, we consider the case where all rows are
batched into a single one. In particular, there is no commitment step and the verifier starts the protocol
with the batching randomness.

Remark 4.3.7. For modularity, we present LMPAp,_ging Without built-in zero-knowledge. For simplicity,
we reduce [A] to a single row. If [ A] is a matrix of matrices in (GF*V)™*" then reduction to (G#*")1>x"
follows completely analogously, see also Remark

Protocol 4.3.8 (Protocol LMPAp,tsing). Let x;;°" be a monomial testing distribution. Consider following
protocol. Common input is ([A], [t]) € G™" x G™. The prover’s witness is some w € F} with
[Alw = [t].

* V — P: Pick and send x & ymon,
Let [A] = xT[A] € G™*" and [#] = x" [t] € G be the batched statement (for both P and V).

« P — V:Sendw.
« V: Check if [A]w = [7].

We stress that it is crucial that in Protocol LMPAy,t ing, the verifier only checks [Z]w = [t] (even
though it could check [A]w = [t]), because this is what would be the case if the final check were
replaced by, say X4, to obtain a zero-knowledge protocol.

a;
Lemma 4.3.9. For [A] write [;\] = [ : } € G™*", Moreover, let [a] = [ay...a,] = [;\]T. Proto-
am

col LMPApatsing is a 2-move argument system with correctness relation {(([A], [t]),w) | [A]lw = [t]}. It
is m-special sound for relaxed soundness relation “Au; € F'"": [t;] = [a]u; for alli”. Moreover, for relaxed
soundness relation Vw: [t] = [Alw or a non-trivial kernel element in [a]” it is 1-quick and (m + 1)-short
extractable.

Note that the relations for correctness, relaxed soundness w.r.t. to special soundness, and relaxed
soundness w.r.t. short-circuit extraction differ. Indeed, short-circuit extraction requires (up to) m + 1
transcripts whereas special soundness only requires m. Also observe that we only consider y1°", and
not a generic testing distribution. The reason will become clear in the proof. It is related to the reduction

to special soundness; basing security on a general knowledge extractor can circumvent this.

Proof. Correctness is trivial. We show special soundness. First, we consider a valid m-tree of purported
witnesses v; with
x/ [Alo; = x] [t] = [t] x;

fori =1,...,m. Unlike Lemma [4.3.5) we cannot conclude that either »; = v; or a non-trivial kernel
relation is found. Thus, we have to argue differently. Namely, let x ® v denote the vector of vectors

( : ) € (F)™. Then

x] [Alo; = [A]T (x; ®0;) = [A] T p,

1
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where p; = x;®v; fori =1,...,m. Arranging x; € }F;,” into X = (x1,...,xmy) € FPme and arranging
X1101 o XimOm

p; € (Fp)™into P = (py,...,p,) =

) € (Fp)™™, we find

Xm:lvl Xm,mvm
[A]"P=[t]"X andhence [A]"PX!=[t]

Consequently, for W = PX ! and u; := PX 'e; we find [t;] = [a]u; as claimed.

Note that in W = PX ™! the matrices P and W are matrices of vectors, i.e. they lie in (IFZ)’”X”’. Now,
we derive the structure of W = PX ™! by considering an (m + 1)-th transcript. By construction, we find
for any (m + 1)-th accepting transcript with challenge x then v must either satisfy the equality

Wx=xQuv

or a non-trival kernel element of [a] can be computed (via Wx — x ® v). From now on, we assume the
equality always holds.

Now, consider any a € ]F;” Then for Wx = x ® v, we find

m X100 m
(aT-x)®v=Zai-xiv:aT-( : ):aT-(x®v):aTWx=ZWi,jaixj
i=1

Xm0 i,j=1

where we used block matrix multiplication conventions for @' - (x ® v) and & "Wx, and interpret
W = (W;;) € (Fp)™™ as a matrix of matrices. Picking suitable & depending on x, namely & =
(0,...,0,%p41, =%, 0,...,0) T where the non-zero components are £ and ¢ + 1, we find:

m
0= ((XTJC) 0= Z Wi’j(Xin
i,j=1

At this point, it is helpful to observe that the final sum is the sum of the element-wise product of W
and ax ', where

0 ... 0 0 ... 0
ax’ = Xe+1X1 -0 Xpr1 Xy Xe41Xe+1 oo X1 Xm
—XeX1 ... —XeXe —XeXer1 .. —XeXm

0 e 0 0 ... 0

We see that for « as described, we get

m m m
0= Z Wl',jOCi.X'j = ZW”lex] — ZW[)jxlq_li'
i,j=1 j=1 j=1

m
= (Wee — Wt ee1)Xer1 X + Z W jxer1xj — E W jxe1x;
j#t J#+1

Now, we exploit that we considered a monomial testing distribution y™°", hence x;x; = x"*/~% (for

1-based indexing). Dividing by x’~!, the degree of @ "Wx in x is m, and it follows that from m + 1
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transcripts with distinct challenges, we can conclude that W, = W,y 01 and Wy j = 0 = W, ; for all
j # £, £+ 1. In particular, the matrix (of vectors) W has the form

w 0 ... 0
0 w 0
W = .
0 0 :
0 0 w
and therefore Aw = [t]. This completes the proof. ]

We note that our proof is modelled after [BCC+16]], though we tried to surface some of the relevant
properties more clearly.

4.3.3.2. Trading Challenge Size for Extraction Tightness

In protocols LMPAptch and LMPAy,; ing, @ monomial testing distribution y™°" is the straightforward
choice. As a consequence, at least ¢ > m transcripts are required for short-circuit extraction, while
y’ = 11is required for quick-extraction. Thus, the quotient ”ﬂ—_,l > m — 1is large, which is detrimental to
runtime-tightness of short-circuit extraction. To improve upon this, we modify the approach slightly.

Firstly, we observe that one can compose LMPAy; ine sequentially if only a part of the matrix [A]
is batched: View [A] as a matrix of matrices [A] = [2; ] and similar w and [t] as vectors of vectors.
Suppose the dimension of [t] is a power of 2, say m = 2. Then LMPAy,¢sing can be applied, and the
height of [A] and [¢] is reduced by half. Instead of sending the witness and checking [K]w = [1],
one can again recursively apply LMPAp,gng (i.e. the verifier sends another challenge), until [¢] is

1-dimensional and [A] € G'*".

This idea corresponds to a different choice of challenges: Let m = 2¢. The testing distribution now
chooses & = (&,...,&) & 8 where § C IF; and sets x; = £, where i € {0, 1} denotes the binary

representation of i € {0,...,2/~1}and & = [}, fj" (i.e. the usual short-hand notation for multivariate

monomials). We write y&‘ for this testing distribution, since this is in fact the tensor-based testing
distribution from Example |4.2.12| Note that, the xT[A] and x " [¢] results in exactly the same final [A]

and [?] as we would obtain in the above recursive composition of LMPAy; ing. The only difference is,
that we did not explicitly think of the verifier sending &, ..., & as multiple challenges, sent one after

another, but as a single challenge.

Reminder 4.3.10. Recall our notation (from Remark to indicate such “structured” challenges,
which result in a deeper tree shape even though they correspond to a single challenge message in terms
of round complexity, we put them in parenthesis, e.g. (3, 2)- resp. ((3,3), 2)- resp. ((3, 3), (2, 2))-short
extractability all refer to a protocol with 2 challenges sent in terms of round complexity, but tree height
of 2, resp. 3, resp. 4.

An almost immediate consequence of these specially structured challenges is the following.

Corollary 4.3.11. Consider the situation of Lemma but with Protocol LMPApat sing using xm = )(f ¢
as defined above. Then the protocol is ((1, ..., 1))-quick ((3, ..., 3))-short extractable for relaxed soundness
relation Au; € F'": [t;] = [a]u; for all i’
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Proof. The claim follows by taking the recursive composition point of view explained above, and by

observing that a non-trivial relation [A]"u = [0] at any intermediate recursion also yields a relation
[a]u = [0] in a straightforward manner. |

Using x£! as in Corollary instead of monomial testing as in Lemma increases the challenge
size (namely, ¢ elements in F; instead of 1) but is otherwise an almost universal improvement: Let
m=2'and § C F}. Then the (proven) knowledge error is % instead of ”;T}l, and the required number
of transcripts for short-circuit extraction is at most 2¢ + 1 instead of m. Thus, already for m > 8 using

x2* (as described) instead of y1°" only improves the security.

More generally, by using a different bases, e.g. m = 16/ or m = \/ﬁz or even more generally, different
sequences (7, . . ., j1;), different tradeoffs are possible w.r.t. increase of challenge size and improvement
in extraction tightness.

4.3.4. Intermezzo: Batch Proofs of Knowledge

By applying the “linear combination of protocols” technique, to multiple “trivial proofs of knowledge”
(cf. Fig. we obtain batch verification of statements ([A], [¢;]),i = 1,..., N, i.e. multiple statements
with fixed matrix [A] but varying [¢] as in the setting of [PBD07], in a straightforward way. As a
clarifying terminology, we suggest to follow [HHK+17|] and use internal batching for batching techniques
which relate to a single statement, e.g. those presented in Section[4.3.3|above or Section[4.3.5 below. For

batching multiple statements into one, as in this section, we suggest external batching [HHK+17]).

Protocol 4.3.12. The following is a protocol to prove: Jw;: [A]lw; = [#;] fori = 1,...,N. Let yn+1
be a testing distribution, such that x = (xo,...,xy) €~ yn+1 has xo = 1 always. Common input is
([A], ([#:]);) € G™*™ x G". The prover’s witness are some w; € F} with [A]w; = [t;] for all i.

« P> V:Pickr & F, and let [to] = [A]r. Send [t,] € G™.

« V — P: Pick and send x < XN+1-

-
« P — V: Compute z = xT( w1 ) =r+ Zfil xwi. Send z € FJ.
WN

o V: Check [A]z z [to] + Zf\il xi[t;], and accept/reject if true/false.

Lemma 4.3.13. Protocol[4.3.13 is a HVZK-PoK for dw;: [t;] = [Ailw fori = 1,...N. It is perfectly
complete, has perfect HVZK and is (N + 1)-special sound.

Proof. Completeness is straightforward. Extraction uses N + 1 accepting transcripts ([to], x;,z;).
Let [T] = [#o,...,tN] and Z, X be appropriate matrices built from the N + 1 transcripts. Since
[A]Z = [T]X, we find (r,wy,...,wn) = ZX ! is a valid witness. For HVZK note that x, = 1
and hence z is uniformly distributed for any honest execution. Thus, we can pick z « F and let
[to] = [A]z — f\:rl [t;]x; as usual. |
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If we squint a bit, we can recast this as a special case of LMPAp,¢ing:

N A
[A]('”+inwi)= [Ar,Awl,...,AwN] -x:xT-[ Ar ]:xT.[

Awn
i=1

H

A

N o
[t0]+2xi[t1’]:[to,...,tN]'x:xT[ ‘
i=1

N

A priori, the relaxed extraction case in Lemma for diag([A], ..., [A]) produces “only” wit-

nesses u; = (v}, E, vj'\,)T € (IFZ)N“ with [A,..., Alua; = [t;]. However, the block diagonal structure
diag([A], ..., [A]) ensures thatw; = Zfio v§. satisfies [A]w = [#;].

The linear combination approach also yields efficient k-out-of-N proofs, by having the verifier only
partially fix the challenge. However, this requires care to not become unsound, see [HG13]].

While we now have the tools to (in a sense modularly) derive a log-size linear map preimage argument
via “batching the witness”, we will skip such motivation and directly consider to the optimized approach
of [BCC+16}; BBB+18]]. For completeness, we include the derivation in Appendix [B.1]

4.3.5. Step 2: “Batching” the Witness

In this section, we show how to “batch” the witness, i.e. proving Jw: [A]w = [¢] for [A] € G™*" with
communication sublinear in n. For the introduction, one may assume m = 1, e.g. [A] = [¢g]. Indeed,
this is the most interesting case, as it used for the inner product argument we construct later. Moreover,
by an application of LMPAp,ch, We can always reduce to m = 2 after commitment extending [A].

Remark 4.3.14. It is possible to reduce to m = 1 conceptually. Namely, let H := G™. Then [A] and [#]
can be interpreted as [A] € H", [t] € H, and [A]w = [t]. Using H means working over a (base)

vector space of dimension m > 1. In particular, to draw a random [b] & H one now needs a basis [h;]
of H and sets [b] = 3 ri[h;] for r; & Fp.

4.3.5.1. The General ldea

We present the technique of [BCC+16]], but in our situation and notation. For the motivation, we let m = 1
and ignore zero-knowledge. For m > 1, the argument applies without change (by Remark [4.3.14).

Let k € N be the size-reduction of the witness, which we want to achieve per iteration Assume for
simplicity that k|n, i.e. n/k € N. We will reduce the equation [A]lw = [¢] to [Z]W = [t], where
[Z] e Gk w e Fz/k, [t] € G. To do so, divide [A] and w into k blocks size of size n/k, obtaining
vectors/matrices of vectors/matrices i.e. [A] = [A;]...|Ax] € (G*"/K)1xk with [A;] € Gk and

likewise w = ( o ) € (FZ/ k)k H We want to prove
Wik

k
[Ailw; = [t].
=1

1

10 pad [A] and the witness with zeroes if necessary. Security proofs now require minor adaptions, see Remark
111t also may be helpful to think of the vector space (Fz/k)k as IFI; ® ;/k.
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Despite similarities, the techniques from Section are not applicable, as they only reduce m. The
trick of [BCC+16] is to embed our problem into a different one which can be batch-verified. Namely, we
exploit that the scalar product is the sum of the diagonal entries (i.e. the trace) of the outer product:

A A]W] A1W2 ce A1Wk
! Azwl Asz e Ang exk
(Wi, ..., Wg) = . G (4.3.2)
A
k Awy Apwy ... Apwg

Now we can send all terms [A;]w; to the verifier. Our probabilistic test has to map both [A] andw to a
new (smaller) statement. We can do that by multiplying from the left by x € Filj and from the right by

ye }F]; where x,y < yx. Consequently, we obtain (from associativity)

A] Al
x! S we, . we) Y= x| ((wy,...,wpy) = E xiy;j[Ailw;
— i,j
Ax Ax =Spwi=w] —
~—_————
| . -0
=X xi[Ai] = [A]

The prover thus sends the (purported) [A;]w;, denoted [u; ;], and w, the shrunk witness. The verifier
checks ¥, [u;;] = [¢] and [Alw = [7] = X, %y, [us].

If the [ A;] satisfy a hard kernel assumption, the prover is committed to wy, ..., wg. It is not hard to see
that given enough transcripts with suitable structure (depending on the testing distribution), one can
extract w (or find non-trivial kernel elements.) We will show this for a more efficient special case. All
in all, we reduced the statement ([A], [¢]) to ([K], [t]) which is smaller by a factor of k. This can be
applied recursively.

As noted before, this strategy applies verbatim to [A]w = [t] with [A] € G™*",w € F and [t] € G™,
and it results in [A] € G™*"/k 5 € Fz/k and [t] € G™.

Remark 4.3.15. In Appendix we explain how to derive a folding-like protocol in two simpler
(modular) steps. It turns out that even the optimized version LMPA,,zx we discuss next is closely
related.

4.3.5.2. Refining the Testing Distribution

It turns out, that by a good choice of testing distribution, we can reduce communication. Namely, we
can pick testing distributions with x;y; = z;_; for all i, j. Then it is sufficient for the verifier to know
the sum of the off—diagonal ie. [u] = X i=[Ailw;j for £ = £1,...,+(k — 1) (and [uo] = [¢]). This
follows from . ;_;—, xiy;[Ailw; = z¢ X ;_;—¢[ Ai]w;. We denote the (purported) >} ;_;—,[Ai]w;, sent by
the prover, as [uy]. Note that [uy] = [t] need not be sent. From the testing distribution yz;_; we
require that z ¢~ ¥5r_;, belongs to a pair (x, ). We always implicitly consider (x,y, z) for ypr_1, as
these values belong together. We leave the formal definition of such generalized testing distributions to
the reader.

12 Any diagonal which is “parallel” to the diagonal (i.e. (M;, 7)j—i=¢ for some ) is called off-diagonal.
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One testing distribution with this property comes from monomials X i eg.x=(Lx,..., xk_l) and
y=(Lx" %, ..., x7"). In this case, z, = x~¢. For efficiency, picking x as before, buty = (x*~1, ..., x, 1)
is also interesting, since this preserves small x’. In this case, z, = x*~'7¢. (We recall that if x is small,
then using Horner’s scheme, group-operations can take advantage of this, cf. Remark[4.2.3])

Definition 4.3.16. We write ", for the (generalized) testing distribution with (x,y, z) so that x =
(Lx,...,xk ), y= (51, .. .,x, 1), and z, = x(k-D-,

Remark 4.3.17. Consider any generalized testing distribution with x;y; = z;_; # 0 (for all i, j), i.e.
non-zero z,. Then, up to being a scalar multiple, it has the form of Definition [4.3.16] To prove this, we
first note that if any x; or y; is 0, then zy = x;y; = 0, contradicting our assumption. Hence all x;, y; are
non-zero. Now, observe that from x;y; = z;_; we can deduce £ = yo .Soin partlcular = % =p

yj+1 —

holds for all i. Analogously, we find ! Thus, x; = x¢ - p and yi=1yo-p ' as clalmed.

With this optimization, we effectively recover and generalize the implicit building block of [BCC+16;
BBB+18]| as following protocol.

Protocol 4.3.18 (LMPAyozk). The following is a protocol to prove Jw: [t] = [A]w. Let " be the
testing distribution from Definition [4.3.16f Common input is ([A], [t]) € G™*" x G™. We assume
n = k% The prover’s witness is some w € F} with [A]w = [t].

Recursive step. Suppose n = k% > k.

wi
« Notation: Let [A] = [Ay, ..., Ax] = [A] € (G™"/K)1%k andw = | : ) € (Pz/k)k. Then we

Wk

A
get[A'] = [ L | e (@mxn/k)k and [Alw = TK, [Aidw: = [4].

Ak

« P — V: Compute [u;] = X;_;—,[Ai]w;. Send [u,] for £ = £1,...,+(k — 1). ([uo] = [¢t] is known
to the verifier.)

y/mon

« V> P:Pickz & Yo, with corresponding x,y. Send (x, y, 2).

. Both parties compute [A] = xT[_)T] =Y, x[A;] € Gk and [t ] z"[u] = Z[_ w1 2elue] €
G as the resulting batched statement. Moreover, P computes w= = 2;wiyi. The protocol
may then be recursively restarted, setting n < n/k,w «— w, [t] « [ ] [A] « [A].

Base case. Suppose n < k.
+« P— V:Sendw.
. V: Testif [Alw = [t].

See Appendix [B.7|for a sketch of the protocol.

For k = 2, the base case could also be at n = 4, which reduces (only) round complexity (assuming
elements in G and F, have the same bitlength). However, this would require special treatment of k = 2
in all further protocols and claims, which is why choose not to do this. Indeed, we could describe
Protocol LMPA,zk for general n =k ... k¢, as does [BCC+16[], but choose not to.

Lemma 4.3.19 (Recursive stepwise extraction). Consider the sztuatlon above. Let Y be the testing

distribution from Deﬁnztlon o Let [u], [A;], [t],w; and [ ], | be defined as above. Then:
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1. Kernel propagation: Given a non-trivial kernel element of[Z], we (efficiently) find a non-trivial
kernel element of [A].

2. Special soundness: Given 2k — 1 accepting transcripts with distinct challenges, i.e. an invertible
matrix Z of challenges, one can extract (unconditionally) a witness [Alw = [t].

3. Extra consistency: Given 2k accepting transcripts with distinct challenges, if the extracted witness
from above does not fit w.r.t. the [u,], i.e. if an honest prover would send different [u,] forw, then
we find (additionally) a non-trivial kernel element v, i.e. [A]v = 0.

4. Short-circuit extraction: Given k accepting transcripts with distinct challenges, a candidate witness
w’ can be computed. Ifw’ is not a valid witness or does not satisfy the additional consistency
requirements from item|3 i.e. if 3\; -, [Ai]lw’; # [u,] for some ¢, then we are guaranteed to find a
non-trivial kernel relation from 2k distinct challenges. In particular, each round has k-quick 2k-short
extractability.

Items[1 and[4 ensure (k, ..., k)-quick (2k,...,2k)-short extractability, whereas item[2 implies (2k —
1,...,2k — 1)-special soundness.

Note that, maybe surprisingly, extraction of a witness w with [ A]lw = [#] is unconditional, i.e. we have
a proof of knowledge (though consistency of [u,] is not shown unconditionally). The proof is a minor
generalisation of [BCC+16}; BBB+18§].

ST

—~ . =T o —~
Proof. Given a non-trivial kernel elementw for x"[A ],ie.0=x"[A [w = };[Ai]x;w, we see that
w, as defined below satisfies [A]w, = 0. Thus, we can recursively “extend” kernel elements to earlier
rounds. Now to the interesting case.

Given 2k — 1 transcripts with distinct challenges z*), we find

Kk
[ pars o]z = (Z XJ(-I) (AW (i)
= xl w

~(i . k
_ Z [Aj]x(i)w(i) where wfc’) =]  |e (IFZ/ )k
j x W
= [A..., AW
Note that W;i) is a column vector of vectors, and is multiplied with a row vector of matrices. We
will sometimes explicate this by writing [A] and w, see the notation Protocol Thus, we get
[A]w = [t] for the witness w. For simplicity, the reader may think of the case m = 1, n = k where we

deal with “normal” vectors and matrices, cf. Remark [4.3.14] To gather all equations in a single linear
system, let

Z = (2, 2% ) e FFUXCEED g W= @), w ) e (/R aekn)

and note that we obtain
[u_k+1, e, uk_l]Z = [Al, e, Ak]W

as the linear system. Note that Z is invertible, since distinct challenges z are automatically also linearly
independent. Multiplication by Z~! yields W := WZ~! which satisfies

[u—k+la e suk+1] = [Ala ceey Ak]W
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In particular, numbering columns from —k + 1 to k — 1, shows that the #-th column of W is a preimage
of u,. (However, this preimage is under [Ay, ..., Ax], and hence not necessarily one an honest prover
could have produced.) We only care about the preimage of [u,] = [#], hence the corresponding column
yields a witness w satisfying [A]w = [t]. This shows item i.e. unconditional extraction.

For item [3] we consider the structure of W. Observe that a W obtained from by extracting an honest
prover has the structure

—wk Wi_1 wq 0 0
0 Wi w2 Wi 0
W = .
0 0 0
0 0 TLOWE Wi ... Wy

This is, because an honest [u,] is the sum of the f-th off-diagonal of [Ay,..., Ax] T (Wi, ..., wg),
cf. Eq. (4.3.2). By arguing similar as in the proof of Lemmal[4.3.9 i.e. by deriving polynomial equations
in p of degree 2k, where x = (1, p, .. .,pk_l), Y= (pk_l, ...,1),and z = (1, p, p?,. ..,pk_l), we find
that either W satisfies the above structure, or the transcripts yield a non-trivial element v such that
[A]o = 0. This argument is also completely analogous to [BCC+16; BBB+18]].

Finally, let us remark the following: Given k distinct challenges, we can compute a candidate w via
(W1, ..., wr)Y = (Wy,...,wg). If this is a suitable witness, we have quick-extraction. If [A]w # [t], we
must obtain a non-trivial kernel element of [A] from 2k transcripts; this yields the claimed short-circuit
extraction. More concretely, we argue as follows: Let o' be (w1, ...,w,)Y ! as described. Suppose that
by using all 2k transcripts we obtain a witnessw # o as in item (if it fails, we’re done). By construction
of w resp. o, they satisfy x; [A]T(leW) = x; [u] resp. x; [A]T(yi 0) =x] [u] fori=1,..., k. Thus, we
find x; [A]T(le(ﬁ? —9)) = [0]. Lastly, for some i € {1,...,k} wehavey (W—0) # 0,else Y(w—0) =0

—

and thus, w = v, a contradiction. Hence find a non-trivial kernel element of [A] as claimed. O

Remark 4.3.20. By using different testing distributions and adapting LMPA,zx suitably, many protocol
variants can be derived. Unfortunately, we did not find a variant which improved upon the choice of
Yor™,» hence we presented only that. One interesting approach was to increase the symmetries in the
(generalized) testing distribution y,x_; further, by considering z = x ® y + y ® x for monomial x, y as
in );;°" . With this, two off-diagonals are summed together as [u.,], and thus only k — 1 elements have
to be sent. However, without sending additional elements (namely, k — 1 more), we were unable to turn

this idea into a working protocol. Thus, ultimately this did not lead to any improvements.

4.3.5.3. Adding Zero-Knowledge

There are many variations which yield honest-verifier zero-knowledge. The most straightforward one is
to run Protocol [4.3.1](2st) and replace sending z by proving Jz: [A]z = f[t] + [a] via LMPA,ozk. This
is analogous to [BCC+16; BBB+18], where LMPA, ,zx was only (implicitly) used to save communication,
and it results in a communication-efficient proof of knowledge, which we denote by LMPAg;pezxk;
the combination LMPAp,¢chssimplezk denotes a first application LMPAy,ch and then LMPAG;p1e7x. One
downside of LMPAginplezx is, that computing [A]r for random r is expensive. If the computational
overhead for computing [A]r is acceptable — and it often is — using LMPA;p1ezx @ simple and secure
choice. If computational resources are limited, it is natural to try to avoid computing [A]r. We will
show some means for this.
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Intuitively, it suffices to blind the prover’s responses (instead of the entire witness), and therefore, a
logarithmic amount of randomness should suffice. There are two caveats:

1. If [A] € G™*" is a tall matrix, say m > n, then this intuition (and our constructions) lead to
mlog(n) random terms, and mlog(n) > n. This problem can be mitigated by using commitment-
extension (using a commitment key [g]) and batching down to m = 2 as done in Proto-
col LMPA,h. However, computing [g]( ")) is requires ©(n) exponentiations.

2. Since [A] may be adversarially chosen, using [A] for blinding turns out to lead to technical
difficulties, which would make a generic protocol rather complex (if possible at all). Thus, our
approach relies on a trusted commitment key to avoid this.

In the rest of this section, we consider the most relevant special case, which will be used and extended
in our inner product argument construction in Section [4.4.4}

Proving Knowledge of Opening of a Commitment. Suppose that [A] = [g] € G'*", and [¢g] is a
commitment key and k = 2. Thus, [ A] has hard kernel assumption by construction.

So our current problem is to prove in zero-knowledge that dw: [g]w = [t]. We will employ a masked
version of LMPA 7k, with judiciously chosen randomness r, to achieve this. In particular, we do not
pick r & 7. We pick r so that only logarithmically many r; are non-zero. Thus, computing [g]r = [a]
is quite cheap (unlike in Protocol 244). By the uniform-or-unique guideline, we want that each message
[u.1] looks uniformly random. By analysing the recursive structure of LMPA,zx, we can achieve this
by picking r; & Fp, fori € M, € {1,...,n} with M, as defined below, and r; = 0 else.

Definition 4.3.21 (Masking sets). For some implicitly fixed k, we define the masking (randomness)
sets/spaces M, C {1,...,n} (for n = k%) by the formulas below. The set M,, describes the unit vectors
of Fy which are used for random masking. We typically treat M, as a subvector space of Fy (instead of
explicitly referring to its span (e; | i € M,)).

o« M; := {1} and My = {1,...,k}
e Mya i= {Myai} U {ik9 1 = 1,ik4 ! |i=1,...,k} ford > 2.
See Fig. [4.2]for a pictorial description for k = 2.

M, = [ yyri = NI T O
+
- DD -
Ms yor, S [T
M= TN [T =~
M, = DI T T T T T T TTTTTITTITTTITITT

Figure 4.2.: Left: The (construction of the) masking randomness sets My, Mg, M4 and M3y (for k = 2). The squares denote
the numbers 1, .. ., n (or the respective basis vectors). Right: A demonstration of the “overlap” when a recursive step is applied
to Myg, i.e. ¥ = y1r1 + yarz is computed. The indices in M, can also be constructed recursively via string concatenation:
Man = Mp|0" 211 and my = 11, my = 1.

By the structure of the masking sets, we have that (for k = 2), if r is split into r = (}!) as in
LMPAozk, then [u;_;] = [g;]r; is uniformly distributed for r & M,,. Moreover, ¥ = Y171 + Yoy i
distributed like a fresh * & M, /k- Essentially, this holds even when considering the joint distribution
(7 Uz, ..., Uy (k-1)). Thus, masking sets exhibit a useful recursive structure.
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4.3. HVZK Arguments for [A]w = [t]

Protocol 4.3.22. Let crs = [g] € G " be a uniformly random commitment key (in particular, [g] has hard
kernel relation under the DLOG assumption on G.). The following is a protocol to prove dw: [g]w = [t].
Let ),;°", be the testing distribution from Definition [4.3.16/and ¥ be from Example |4.2.10 Common

input is (crs, [t]) € G™" x G. We assume n = k%. The prover’s witness is w € F} with [g]w = [¢].

« P — V: Choose r & M,,. Compute [a] = [g]r. Send [a].
« V — P: Choose f & P Send B.
« P V:iLletz = fw+rand [t'] := f[t] + [a]. Engage in LMPA,zx for Jz: [glz = [t'].

Lemma 4.3.23. Protocol[4.3.24 an AoK for dw: [glw = [t] which is perfectly correct, e-statistical HVZK
with e = 2(k — 1) logy (n)/p, and (2, 2k — 1,. .., 2k — 1)-special sound. Moreover is has (2,k, ..., k)-quick
(2,2k, ..., 2k)-short extractability.

Proof. It is clear that this protocol is correct. Short-circuit extraction follows easily as this is essentially
a sequential composition of Protocol g4 and LMPA,zk, only the masking randomness differs (which
does not affect soundness, since a malicious prover could always pick this randomness). Thus, only
zero-knowledge remains.

For HVZK, one should note that z = fw + r behaves like a linear combination throughout the protocol,
because the reduced witness Z is of the form pw + 7. Indeed, we can view the protocol as a linear
combination of protocols for [glw = [t] and [g]r = [a]. Thus, we may assume that w = 0 and we
can focus on r alone. Now, we have to show that in each non-base iteration (i.e. n > k), the joint

distribution (¥, [u—(k-1)], ..., [uk-1]) is (almost) uniform in M, X G2(k=1 | As explained before, this
basically follows due to the form of M,,. A formal proof is given below. For the base case, we note
that by construction, My = {1,...,k}. Thus, r & M, is uniformly random in Ff,, and hence xw +r

is uniformly random for n < k, perfectly hiding w. In particular, the messages in the base case are
uniformly random too. Since the uniform-or-unique property is satisfied, the zero-knowledge simulator
can construct the transcript in reverse, as usual.

Now, we prove that in each recursive step, unless a bad event happens, (7, U_(k=1),--->Uk—1) is dis-
tributed uniformly in M, /x X G?(k=1)Recall that we assume w.l.o.g. w = 0 and consider the distribution
of the execution for r alone. Moreover, for simplicity, we treat the case where k = 2. To analyze the
distribution of (7, u_1, u;), we consider the “transition map L” (for fixed challenge x) from r = ( r ) to
(?, U_1,u1),

Since only the components in M, (resp. M, /i) of r (resp. ¥) are non-zero, we can remove all columns
not in M, and all rows not in M,, /x from L, as these consist are entirely of zeroes in r (resp. 7) and do
not contribute anything (for an honest prover). To express the resulting transition, write r] for the
components in M/, \ {n/2—1,n/2} and r{ for the components in {n/2 —1,n/2} of r1, and write r}’ for
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4. Efficient Zero-Knowledge Arguments in the DLOG setting, Revisited

the components in {n/2 — 1,n/2} of r; (i.e. the components {n — 1, n} of r). Using a similar convention
for g and 7, and taking into account this recursive structure of M,, we can now write the transition as

-~

r

X iddim@, -2 0 O,
0 X ldz 1d2 ,1,
g/ gu 0 rl =
’”
k 02 OZ //) rZ
91
=M

Since a surjective matrix M maps the uniform distribution to the uniform distribution (Lemma B.4.4),
it suffices to prove that M is surjective. By Gaussian elimination, it suffices to prove surjectivity of
xidz idz
M = ( g7 0 |. Equivalently since the matrix is square (for n > 4 = k?), it suffices to prove it is
0 g7
invertible or has full rank. It is easy to compute det(M”) and find that it is a (non-zero) polynomial in g’
and g”’ of degree 2 (considering x as a constant), hence by Schwartz—Zippel, except with probability
2/p we have det(M’) # 0. In our case, this is also easily derived by elementary row and column
transformations, namely

X ldz ldg X ldz ldz ldz 0 ldz 0
g0 0wl 0 lg|wlo lgyle(o g
0 glll 0 g;l 0 glll O glll

and hence it suffices show that g{" and g’ are linearly independent, which fails with probability at
most 2/p since g7, g5 € FIZ) are uniformly random.

We now argue by induction for any n > 27 to extend the claim to multiple rounds. Since g is distributed
uniformly by assumption, so are g/, g7, g5 . Hence, g}’ and g are linearly dependent with probability
at most 2/p. Moreover, g = xg, + ¢, is again uniformly distributed. Thus, by induction, we can upper
bound the probability that a non-surjective M is encountered by 2log,(n)/p over all recursions.

Lastly, for n = 2, r completely masks w, so the response is uniform as well. Overall, this proves the
claim for k = 2. For k > 2, one argues similarly, but the analysis becomes more technical because M is

larger (as it has a row for each [u.s], £ = 1,...,k — 1) and describing it gets more technical. See the
proof of Lemma in Appendix [B.4|for details. m]

Note that, if [g] might be non-uniform or even adversarial, one should use full masking (i.e. Zqq).

Remark 4.3.24. For HVZK, we crucially rely on uniformity of [g]. Indeed, if [g] is adversarially chosen,

there is an explicit attack. For example, choose n = 2%, and g so that g/ = ag/ (where g/’ are defined as

in the proof of Lemma|4.3.23) and letw = 0. Then it can be shown that (¥, u_, u;) satisfies a non-trivial
-~

relation which is efficiently verifiable given a, namely, (1+ a)[g}]r" = [u_1 + au;]. Thus, the terms
are not uniform.

Dealing with General [A]. We briefly sketch how we deal with a general matrix [A]. In Remark[4.3.24]
we saw an attack on HVZK for adversarial [ A] when using masking sets. An even simpler attack is if
[A] has only 0-columns for all indices in M, then [A]r = [0], and the masking is obviously useless.
To avoid analyzing the structure of [A], trying to make M, dynamically depend on [A], we take a
slightly different approach.

13 We exploit HVZK, i.e. that x is stochastically independent of g’ and g’, to apply Schwartz-Zippel.
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The core idea is, for each row i of [A], to run a proof for [h]r; in parallel and their linearly combined
responses are used as response. Here [h] € G is a uniformly random commitment key and we
pick r; €~ M, as in Protocol However, this negatively affects soundness, as only a preimage
(w,r1,...,ry) with [A;|h] () is extracted, in particular [A]w # [¢] may happen. To counteract this,
we use a commitment extension of [A] (with [g]), similar to LMPAy . Then, either a preimage w with
[A]w = [t] or a non-trivial kernel element for [g|h] is found, which yields computational soundness.

The more more complicated nature and the (necessary) fall-back to computational soundness, with
the only upside of the HVZK-compilation being (potentially) more computationally efficient than the
naive masking of LMPAgimplezk, lead us to conclude that this result is mostly of theoretical interest.
As the outlined approach is rather straightforward, yet its analysis is technical, provides no further
insight, and is required for our inner product argument construction in Section it is relegated

to Appendix

4.3.6. Step 3: Adding (Arithmetic Circuit) Relations to the Witness

If the witness w for [A]w = [t] is committed to, e.g. if the first row of [A] is a Pedersen commitment
CRS [g], it is easily possible to make other (zero-knowledge) statements about w by composition of
zero-knowledge protocols. Using, for example, Protocol QESAc,p, from Section it is possible to
add constraints on the witness. Following slightly more fine-grained approach is often useful.

Remark 4.3.25. Often, w is much larger than the part which has to satisfy some constraints. It is efficiently
possible to “split” and “merge” Pedersen commitments i.e. [c] = [¢1] + [c2] where [G] = [G;]|G;] and
[ci] = [Gi]w;. With this, one can split off the relevant portion w; of w into the commitment [¢;] and
prove additional relations about this portion only. Splitting is generally very cheap. We use these ideas
in our construction of an efficient proof of shuffle of ElGamal cipertexts, see Appendix [B.2.1]

4.4. Arithmetic Circuit Satisfiability from Quadratic Equations

In this section, we describe quadratic gates, and relate them to rank 1 constraint systems (R1CS) and
arithmetic circuits (AC). Then, we construct a proof of satisfiability of a set of quadratic equations via a
(zero-knowledge) inner-product argument.

4.4.1. Quadratic Gates

The equations our scheme is able to prove are quadratic equations, i.e. given a witnessw € F} and a
matrix I' € FZX" we wish to prove
w'Tw=0.

We choose this description of quadratic equations for simplicity and uniformity of notation. In particular,
we assume without loss of generality, that the witness w has the constant 1 as first component, i.e.
w; = 1. Our notation is similar to [EG14], which uses such notation for Groth—Sahai proofs [GS08].
Indeed, our arguments are essentially commit-and-prove systems [EG14]. Consider a general quadratic
equationx ' Tx+a'x—t =0, witha,x € FZ, T'e ]F;X”, t € F, with statement given by the constants
(a,T,t). This can be encoded viaw = (1) and suitably (re)defined T, namely w' (; 2 )w = 0.

14 For better efficiency, we set all components of [h] outside M, to 0 and only pick those in M, uniformly.
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It is straightforward to encode arithmetic circuits (ACs) as systems of quadratic equations. Doing this
allows for ACs built from quadratic gates, i.e. gates whose input-output behaviour is described by a
quadratic equation.

4.4.2. Arithmetic Circuits and Rank 1 Constraint Systems

Rank 1 constraint systems (R1CS) are systems of equations of the form (w'a)(b™w) — ¢"w = 0, where
a,b, c € F}. Evidently, these are special cases of quadratic equations with I' = ab’ + elcT. Arithmetic
circuit satisfiability can also be encoded in R1CS. See [BCG+13] for details.

The gates testable by one R1CS equation allow a single “multiplication”. As we noted in Section[4.1.2]
quadratic equations are more flexible. For example, the inner product (x, y) is a single quadratic gate.
To the best of our knowledge, n gates are necessary to encode this in R1CS (essentially one per x;y;
multiplication). Even more extreme, multiplication of secret n X n-matrices requires n? quadratic
equations and no auxiliary variables. On the other hand, R1CS naively requires n> equations and
auxiliary variables (though using better matrix multiplication algorithms improves this, e.g. Strassen’s
algorithm yields n!°%:(®). Thus, in terms of the constraint system alone, QEs can be much more compact
than R1CS; but see Appendix [B.8|for a discussion of the interplay between constraint system and proof
system w.r.t. R1CS and QEs.

Overall, note that quadratic gates enable new optimisations. Indeed, all “AC to R1CS” optimisations
(and more), are applicable for “AC to QE”.

4.4.3. The Verification Strategy

Verification that a system of quadratic gates is satisfied is easy given the witness w, in our case the
wire assignments of the AC, and equations I’y (the gate g encoded as a matrix). One simply checks
w'Tgw = 0 for all g € ®. By batching this can be sped up: Pick (r4)q & yu from a testing distribution.
Then compute I' := 3 g 4Ty as the “batched statement”. Finally, check if w 'w = 0.

We run this strategy in a commit-then-prove manner. First, we commit to the witness w. Then we let
the verifier pick testing randomness (ry)q and we prove that w'T'w = 0 where I' := ¥ . 74T is the
“batched statement”. Note thatw " T'w = (w, 'w) is an inner product. Hence, we require a zero-knowledge
inner-product argument.

For technical reasons, we cannot generate a commitment to I'w efficiently (prior to knowing I‘).E
Therefore, the prover first commits to x =w as [cx] = Comg, (w). Then it obtains I' and commits to
y =TIw as [cy] = Com, (I'w). Then the prover carries out the inner product argument. It must also
prove that the commitments [cx] and [c,] open to values x =w and y = I'w as promised. Again, we use
(linear) batching to shorten the proof for y = I'x. Namely, to check y = I'x, the verifier picks random
s < xn (after receiving [cx], [cy]) and the prover proves 0 = (I'x — y,s). This batch-verification is
n-special sound.

15 In our context, the name “R1CS” may be misleading, since T can have rank 2, i.e. the rank of T is < 2 for R1CS (and arbitrary
for general quadratic equations). Nevertheless, we follow this standard naming convention.

16 1f [ g] is a Pedersen commitment key and [c] = [g]w, then [h] = [g]T ™! is a Pedersen commitment key where [c] = [h](Tw).
We do not use this for various reasons, in particular, since computing I'"! is expensive.
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Instead of running two inner product arguments (for (T'x —y, s) = 0 and (x, y) = 0) we immediately
batch verify again: The verifier picks randomness « and the prover proves knowledge of openings x, y
such that,
(x—as,y+al’s) =(x,y) +a ((x,T"s) — (s,y)) — a?(s,T"s)

= (x,y) +a(lx —y,5) — a’(s,T"s)
| (4.4.1)

= —a?(s,T"s)

[ —
=t

where t is fixed by the random choices of the verifier. For fixed x, y, T, s, this is a degree 2 polynomial,
and hence this batch-verification is 3-special sound. the lemma of Schwartz—Zippel can be applied
to the polynomial in @. Thus, the overall strategy is (special) sound. To instantiate it, we need a
zero-knowledge inner product argument.

4.4.4. Zero-Knowledge Inner Product Argument

Now, we show how to construct a zero-knowledge inner product argument (IPA). We first recall
[BCC+16; BBB+18]], from a high level. We identify [BBB+18] as a linear combination of protocols. We
achieve HVZK similar to Protocol[4.3.22|by masking the witness, but we also exploit the redundancy
(or kernel) guideline. Addition of zero-knowledge adds a single round, where one group element and
one challenge are sent. (Note that m = 1 now.) For technical reasons we have a base case at n = 8 (for
k = 2). In practice, this is hardly worth mentioning.

4.4.4.1. Inner Product Argument (IPA)

First, we describe the (non-zero-knowledge) inner product argument following [BCC+16; BBB+18]]. It
will also be evident how to extend [BBB+18|| to k > 2. Since k = 2 minimises communication, we only
mention this in passing.

Our setting is as follows: We have a CRS crs = ([g’], [¢g”], [Q]) for which finding a non-trivial kernel
element of [g’,g”",Q] € G®***! is hard. In other words, these are three independent (or one large
tripartite) Pedersen commitment keys.

Naively, one proves knowledge of openings of ¢, and ¢/, with (w’,w”’) = t. The idea and argument(s)
in Section in particular Protocol allow to recursively shrink our statement. After one
recursion step, we obtain (w’,w’’) = t. The prover sends terms v, = (wg,w;.’) (for j — i = 1), so that
the verifier can compute 7, in analogy to [us;] in Section

Let (x,1,2) < ¥™" be challenges from the generalized testing distribution Definition [4.3.16| (as in
Protocols [4.3.18/ and [B.4.1). A naive linear combination of Protocol LMPA,,zx for w’ and w” does
not work well. Namely, we would get = (W', w”) = (x"w’,x"w"), but there are no compatibility

guarantees for this expression, and indeed for x = (1, £), y = (&, 1), we concretely find

W, W’y = W, wl) + E((wWi,wy) + (wh,w!)) + §2<w§,w§’ .

In analogy to [ug] in LMPA,zx, we want that the term t = (W], w/') + (wj,w’) appears (perhaps scaled
by &) and is preserved. Instead, the “mixed terms” are preserved this way. Fortunately, we solved this
problem in Section already. The solution is to use (x"w’,y"w’’) Thus, we find

(x"w,y"w”) = EwW W) + (W, wy) + £ (wh,wy
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Therefore, we run the protocol for w” with challenge (x,y), and we run the protocol for w”” with flipped
challenge (y, x). Now, as in Protocol LMPAzx, it suffices to send v;_; = (w},w}_,) (for i = 1,2).

The argument described above is a hybrid of [BCC+16|]] and [BBB+18|]. For security, we need that
“commitment merging” (see Remark [4.3.25), which the linear combination of protocols induces, still
is binding. To obtain [BBB+18]|, we simply commit to v, as well (using [Q]), and send the combined
commitment, i.e. apply again a linear combination. This “merged” commitment key is now [g’, g”’, O].
Thus instead of sending two messages thrice (namely [u} ], [uZ,], [v+1Q]), we only send the two
“merged commitments” [us1] = [u},] + [uZ,] + [051Q]. Unlike [BBB+18|], which uses x = (¢71, &) we
prefer x = (1, &) since exponentiation with 1 is free.

Protocol 4.4.1 (IPApozk). The following is an inner product argument for relation
Ripa = {(([c]. 1), W', w")) € Fy | [c] = [g'IW +[g"]w" +t[Q] A (W' w") =1}

Let y(##0 be a testing distribution, and let o, be the generalized testing distribution from Defini-

tion[4.3.16} i.e. we have z <~ o, (with z indexed from —k to k) together with x, y such that z;_; = x;y;.
Common input is crs = ([g’, g”", Q]) € G*" x G'*" x G and the statement ([c], t) We assume n = k¢.
The prover’s witness is (w’,w’’) such that (([c], t), (W',w"")) € Rjpa.

« V — P: (Step 0: “Fixing” t.) Pick and send a & yF#9)_ Both sides set [Q] := a~'[Q]. Then they
set [c] = ([c] — at[Q]) +t[Q][T]

Recursive step. Suppose n = k% > 1.

« P — V: Compute [u;] = Zi_j:[[g;]w;., where [g;.] and [w}] are as usual (i.e. split [g’], [w’]
into k equal-size pieces). Compute the respective [u]. Let v, := X, ; (W, w). Let [u,] =

[u;] + [u”,] +0_,[Q]. Send [u,] for £ = +1,...,+(k - 1).@
« V — P: pick z & ¥yr_; with corresponding x,y. Send (x,y, z).

« Both parties compute [g'] = x"[¢'] = ¥ xi[g/] € G*"/* and [¢g"'] = y"[§"'] € Gk, and
[c] = z"[u] = X, z¢[us] € G as the new batched statement. Moreover, P computes w’ = y'w’
andw” = x"w”. (Note the invariant: t = zTv = Zif;_lkﬂ zop = (W, w").)

Skipping Step 0, recursively continue with n « n/k,w’ «—w',w"” «—w", [c] < [c], [¢'] < [
[g"] « [g"].

Base case. Suppose n = 1.

-~/

gl

« P— V:Sendw’,w”.
o V:Lett = (w,w”) and test if [c] L [g'1w +[g"”w"” +¢t[Q].

See Appendix [B.7|for a sketch of this protocol.

The above argument is correct by inspection. In Step 0, we “enforce” value t in the [Q]-component of
the commitment. Hence, ¢ is not explicit in any further computation, but [c] satisfies the invariant that
it is a commitment to w’,w”’, t where t = (w’,w’’).

17 This changes the committed value s in [c] to a(s — t) + ¢ under the new [Q].
18 Note that [ug] is implicitly known to V (as [c]).
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Lemma 4.4.2. Protocol IPAozx is (2, 2k, ..., 2k)-special (relaxed) sound for finding a witness in Rpa or
a non-trivial element in the kernel of [g’, g”’, Q]. Moreover, it is (1,k, ..., k)-quick (2, 2k, .. ., 2k)-short
extractable for the same relation.

The proof is straightforward, and essentially the same as [BCC+16; BBB+18].

Proof sketch. First, we ignore Step 0, i.e. we treat t as part of the prover’s witness and do not change
[Q] or [c]. (This is the case in the recursive steps.)

Then, the proof of extraction is essentially the same as Lemma[4.3.19] More concretely: The base case is
extractable by definition. In each recursive step, we need at most 2k transcripts W: Wg/, T, zi (with fixed
[u,]) which we arrange into a matrix equation analogous to the proof for Lemma [4.3.19] By computing
w’,w” and t from k transcripts by using Y~! (resp. X~!) we get quick-extraction, unless t # (w’,w”’).

If quick-extraction fails, there are two possibilities. Either the sent values [u.,] (and [uy]) are incom-
patible with (w/,w”,t), or t # (w’,w’’). In the former case, from 2k transcripts the binding property
is broken, i.e. we must then find a non-trivial element in ker([g’, g"’, «Qo14]), as in Lemma
and (since @ # 0) we find one in ker([g’, g”/, Qola]) (Wwhere we write [Qq1q] to denote [Q] before it
is overwriting in Step 0). Let us now consider the latter case, i.e. t # (W', w’’) but all messages are
consistent with (w’,w”’, t). Since we have 2k transcripts which are consistent with (w’,w”’, t), we find

k+1
W.W) = wyTw ) = D Y wiwae= ) um
t=k—1j—i=t G

for all 2k challenges. This implies that t = vy = (W', w’’), so the case t # (W', w’”) cannot happen (unless
the binding property was broken, which did not happen by assumption).

Finally, let us consider Step 0. Given 2 transcripts with challenges a; # a, and extracted witnesses
(from subtrees) w’, w”’, and s = (w’,w’’). These witnesses are identical for both subtrees, or we
find a non-trival kernel element. But then the recomputation of [c¢] and [Q] in Step 0 implies that
ai(s —t) = az(s — t), which implies s — t = 0 as claimed. O

4.4.4.2. Adding Zero-Knowledge

Making the inner-product argument zero-knowledge can be done in many ways. To be competetive
with Bulletproofs [BBB+18]], which uses the IPA without zero-knowledge, we directly mask the witness
(as in Protocol unlike LMPAzg). This is problematic, since the scalar product is non-linear.
Consequently, our (initial) approach only works under some (mild) constraints.

As mentioned above, the problem with using masking randomness and proving (fw’ +r’, pw” +r"’) is
the non-linearity:

<ﬂwl +r/,ﬂw// +rll> — <rl,rll> +ﬂ(<r’,w’l> + <w/,rl/>) +ﬂ2<w/,wll>

Thus, to linearize we need to send (r’,r”’) and m = (r’,w”’) + (w’,r’"), But, we also need to show that
(r',w”) + (w,r’") does not reveal anything about w’ or w”. Instead of doing this directly, we pick
randomness with the “kernel guideline” in mind, namely

« r’ is chosen freely, and

« r’" is chosen subject to (r’,r"’) = 0 and (W', r"") + (r’,w"’) = 0.
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In other words, we pick randomness which does not induce any errors. Thus, we do not need to
send anything besides [c,] = [¢’]r’ + [¢g”]r” to the verifier. Unfortunately, due to the constraints
dependency on the witness, the protocol is not zero-knowledge in the usual sense, but only, what we
call, almost statistical zero-knowledge.

Now, we outline our almost zero-knowledge argument, using an augmented masking set M} which is
defined later.

Protocol 4.4.3 (IPAgmzx). The following is an inner product argument for R pa as in Protocol
(IPAnoZK)-

« P - V: Pick ¥’ & M. Pick r” uniformly from M} subject to (+’,r”’) = 0 and (W',r") =
—(r’,w”’), that is, uniformly from {v € M} | (#',r"") = 0 A (W, r"") = —(r’,w”’)}. Compute
[er] = [g']r" + [g”]r". Send [c,].

« V — P: Pick and send § & y#).

« P & V: Engage in Protocol IPA,zx for (fw’ +r’, pw” +r”) = p?t (with commitment [c] =
[c,] + Blew] + B?t[Q]). Verifier (and prover) use t (and [c,,]) from the statement to compute [c].

See Appendix [B.7|for a sketch of this protocol.
Correctness follows by inspection. Soundness follows essentially from Lemma and Lemmal[4.3.2]

Corollary 4.4.4. Protocol[4.4.3is (2,2, 2k, ..., 2k)-special (relaxed) sound for finding a witness for Ripa
or a non-trivial element in the kernel of [g’, g”’, Q]. Moreover, it has (2, 1,k, ..., k)-quick (2,2, 2k, ..., 2k)-
short extractability.

Showing zero-knowledge is more contrived. As for LMPAzxk in Lemma[B.4.5 we want to show that the
prover’s messages are uniformly random. Unfortunately, the constraints which must be satisfied depend
on the witness. Thus, an adversarially chosen witness may be a problem. Hence, we require certain
properties, which automatically hold when IPA 7k is used with suitably “randomised” witnesses, e.g.
commitments.

Definition 4.4.5. Let k be fixed and n > 4k. Define M}, := M, U {n/k + 1,n/k + 2}.

We introduce M}, because satisfying the kernel constraints “consumes two pieces of randomness” in r”’.
We compensate this in M. Note that for this, {n/k + 1, n/k + 2} must be disjoint from M,,, which is
guaranteed by n > 4k. For the sake of simplicity, we will from now on stick to k = 2. But it should be
evident how to appropriately generalise, cf. Appendix

Lemma 4.4.6. Let crs = ([g’, 9", Q) be uniformly random and as in Protocol[4.4.3 (IPAsimzk) and k = 2.
Suppose that n > 4k and let Mi}, be as in Definition[4.4.5 Supposew’ is chosen such that some component
of wi, wy, w; _,, or wy, is uniformly random independent of [g"]. Then IPAymzx is e-statistical HVZK

withe =2/p + 2(k — 1) log,(n)/p for such witness distributions.
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More generally, we have the following: For arbitrary but fixed w’', w”, x1, x,, consider the combined
transition and constraint matrix

X1 idn/z X9 idn/g

g 0

0 g7
k wiT w,l
ri’ ry’

—~ 1

where ¥’ & M. Let M be defined by M" but restricted to non-zero components of ¥’ resp. 7", i.e. to
columns in M}, resp. in to rows in My, in upper block of M”. Let C"" be M” except that the last row
(ri",r") of M” is removed. Let A be an unbounded HVZK adversary which picks the witnesses (w’,w"’)
(given ([g’, 9", Q])). Let § be an upper bound on the probability that A chooses (W', w’") such that C" is
not surjective. Then the advantage against HVZK of A is at most § + (1 + 2(k — 1) log(n))/p.

The idea and proof of Lemma [4.4.6]is very similar to Lemma[4.3.23] and we argue via surjectivity of
transition matrices The main difference is the first recursive step, where M/ and the constraints on
r” play a role. After that, the argument of Lemma[4.3.23|applies directly since the transition matrix
for v’ (and u/,) are identical to those in Lemma Generalisations of this result to k > 2 are left
to the reader. For simplicity, in the proof, we exploit that r”’ alone is sufficient to ensure all [u,] are
randomised (until n = k), and then we use that My = {1,...,k}, i.e. r’ resp. r”” completely mask the
witness at that point. The full proof is in Appendix[B.3|

4.4.5. Quadratic Equation Satisfiability

We can finally instantiate our sketch of an argument system for satisfiability of a system of quadratic
equations from Section It is a commit-and-prove system as follows. The prover commits to the
solution w. Then T is fixed and (w, 'w) = 0 shown to hold. The commitment scheme padsw € F;_Z
with randomness and extends I' in a suitable way. Intuition for soundness is given in Section [4.4.3]

Protocol 4.4.7 (QESAzk). Let {T'; € F;"_Z)X(n_z) | i =1,...,N} be a system of quadratic equations.
Suppose N > 2. Letw € IF"Z‘2 be a solution, i.e. wT';w = 0 for all i. We assume that the first component
wy of wis 1.

Let crs = [g’, 9", Ql, Xok—1, xP*®) and n > 4k as in Protocol [4.4.3, and M, as in Lemma Let
x « yn be a testing distribution with x; = 1 and x, # 0 for all x. Let y < yn+1 be a testing
distribution with y; = 1 always. The following is a protocol for proving

NWEIFZ_Z: Vi:w Tiw=0 A w; =1

where crs and {T';}; are common inputs and the prover’s witness is w satisfying {T';} and w; = 1.

1. P — V (Commitment tow’): Pick r’ & F2. Let the “extended” witness bew’ := (V) and compute
the commitment [¢’,] = [¢g’']w’. Send [c/,].

2. V — P (Batch equations and fix w; to 1):

19 Restrictions on yn are merely to simplify protocol description and proofs.

101



4. Efficient Zero-Knowledge Arguments in the DLOG setting, Revisited

« Pick and send x < yn. Both parties compute I' := ¥ x,T; € ]F;,"_z)x("_z).

« Both parties let f := x; and do: Redefine [g]] := 7' [g}]. Redefine [c},] « [c},]-(B-1)[g}]
(with the new [g1]).

3. P — V: Let r” = Rr’ where R = ({ ') is a rotation by 90 degrees. Let w”” = (T}). Compute
and send [c]] = [g”]w".

4. V — P: Pick (1,5,5)T & ype1 wheres € IFZ_Z, s€ FIZ, Lets’ = (s,s)" and send s’

5. P < V: Both parties let I' = ([ %) € F3*" where R is as in Step 1. Then they engage in
Protocol IPA,mzk for (W’ —s’,w” + T"Ts’) = t witht = —(s,T'"s), and commitment [c] = ([c/,] -
[g’]s") + ([¢?2] + [¢”’]T""s’) and the modified [g’] (and unmodified [g”’'], [Q]) as commitment
keys.

See Appendix [B.7|for a sketch of this protocol.

Remark 4.4.8. Tt is not hard to see that the prover never needs to compute [c] = ([¢},] — [g']s) +
([c] + [g”1T""s’). (In general, P does not need [u].) While the verifier has to check [c], using lazy
evaluation and optimisations from [BBB+18|, this hardly affects its runtime. All in all, dealing with s’

is almost free.

Remark 4.4.9. Compared to the idea derived in Section [4.4.3] the challenge @ does not appear in
Protocol The reason is simple: Every appearance of as in Section corresponds to an
appearance of s’ in Protocol[4.4.7| i.e. « is absorbed into s, and thus turns out to be superfluous.

Lemma 4.4.10. Protocol QESAzx has perfect correctness.

Using ((';:), (';:: )y = (W, u”)+ (r',r”) and (r,Rr) = O forallr € F

", correctness follows by a
straightforward check.

Proof. The verifier only rejects an honest prover if the IPA,mzx rejects, and [PA;mzk is perfectly correct.
Hence, it suffices to show that the statment which IPA 7k proves, i.e. (w —s’,w”’ +T"Ts’) = t, for

t = —(s,T'"s), always holds (for honest prover). Letw’ = (%), w” = (g:v, ) as in the protocol and let

,
s’ = (g) with s, s as in QESAzx. By construction, (x, Rx) = 0 for any x € Ff,. With this, we find

W —s' W +T"7s") =(w—-5,Tw+T's) + (' —s,Rr’ +R"s)
=—(sT"s)

because from R" = —R and (w,'w) = 0 we have

(r' —s,Rr' +R"s) = (r' =s,R(r' —=5)) = 0
and (wW—-35,Tw+T7s) = (w,Tw)+ ((w,T''s) — (5,Tw)) —(s,T"s)

~————
-0 =0
and thus
W —s' W +T"7s") = —(s,T"s). m|

Lemma 4.4.11. Protocol QESAzx is (N,n + 1,2,2, 2k, .. ., 2k)-special sound for relaxed soundness re-
lation of finding a witness in Ripp or a non-trivial kernel element of [g’, g”’, Q]. Moreover, it inherits
(1,1,2,2,k,...,k)-quick (N,n+1,2,2,2k, ..., 2k)-short extractability.
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Proof. First of all, note that the randomisation of [g}] to fix w; to 1 is as in Lemma In particular,
non-trivial kernel elements in [g].,,] yield such in [g] ,]. Therefore, it suffices to only consider
[9'] = [g}ey] in the following.

Arguing the claimed extractability is straightforward. In the subprotocol of IPA,mzk, we have the
claimed short-circuit extraction by Corollary From this, we (dynamically) find for each the i-th
wl

subtree witnesses wi,w?’, t; with [g’, g", Q] ( w;.i’ ) If these are not kernel elements of [g’, g”’, O], they
t.

satisfy Ripa, and short-circuit-extraction holds. If we ever encounter a (w},w’,t;) # (W, w7, tj) for
i # j, this yields a non-trivial kernel element, hence short-circuits. Thus, in the following, w.l.o.g. we
assume that w’ =wi, w” =w, t = t; = (s, I’Tgi) for all i.

We're left with a (N, n + 1)-tree of transcripts. We first deal with an (n + 1)-subtree of the penultimate
challenge. We have with following properties: The witness on each node in (layer 2) is the same fixed
(w’,w””) which satisfies

W —s' W +T"7s") = —(s,T"s)

where s’ = (g) denotes the respective challenge. We find

0=wW —s’ W +T"7s) +(s',TTs’)
— <w/’w//> + <I‘"wl _w’/’ S/

— (Ls/T)( <W,,W”> )

T'w —w"

Given n + 1 accepting transcripts for linearly independent challenges ( ), we find that (W', w”’) =0
and I'w’ —w’”’ = 0. Now, let w’ = ('r‘,’ ) with u’ in Fg‘z andr’ € Ff,, and likewise w”’ = (';/,/, ). We find
(using the block structure of T'") that

r"=Rr' and u”’ =Tu'.
Thus, (#’,r”") and we get
0= <W/,W”> — <u/’ u//> + (r',r") )
———
=0

Consequently, w := u’ is a witness withw ' Tw = 0.

What’s left to show is that given N transcripts (with linearly independent challenges), we must have
wy = 1 and a solution to {T';}; (or have found a non-trivial kernel element) The redefinition of [g]] is
equivalent to setting wy to wy := fw; — (B — 1). Since, like wy,, all w/  must coincide (or a non-trivial
kernel element of [g;.,,] is found, leading to short-circuit extraction). But clearly, under this condition
we get w; = 1 if any pair f # f’ is in the transcripts. And since all N challenges x are linearly

independent and 8 = x», this must be the case.

Finally, we prove that w satisfies {I';};. (Again, we assume that w is the same fixed one for all leafs,
otherwise, short-circuit extractions would give a non-trival kernel element already.) Consider the
vector e € ]Fg defined by e; := w'T jw. Write r® .= 2 xJ(.l>Fj, where the superscript i indicates the

i-th transcript. Since all transcripts are valid, we know that w T 9w = 0. We get
0=w'TWy= ij(.i)wTI‘jw =xWe.
J

Since all x(*) are linearly independent this implies e = 0, i.e. w solves each equation. O
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If we use tensor-based testing distributions, as in Section [4.3.3.2] to improve soundness, we obtain
following stronger guarantee.

Corollary 4.4.12. If the testing distributions yn resp. yn+1 are instantiated with a tensor-based distri-

butions (cf. Example[4.2.12 and Section[4.3.3.2), then we achieve ((1,...,1),(1,...,1),2,2,k,..., k)-quick
and ((2,...,2),(2,...,2),2,2,2k, ..., 2k)-short extractability.

In particular, suppose that k = 2 (or k = ©O(1) more generally) and n is a power of 2 and N ~ n. Then by
Corollary[4.2.19 the maximal size of a short-circuit tree is ~ 8nlog(n) (resp. ©(nlog,(n))).

Corollary follows from Lemma [4.4.11] by viewing tensor-based testing as multiple challenges,
completely analogous to the proof in Corollary [4.3.11]

Lemma 4.4.13. Protocol QESAyk is e-statistical HVZK for e = 2/p + 2log,(n)/p.

For the proof of Lemma [4.4.13] we essentially establish that the conditions of Lemma are met.
Thus, IPAmzx is statistical HVZK, and consequently QESAzx is statistical HVZK as well.

Proof. First, observe that simulation by computation in reverse works for all steps before the subprotocol
call to IPA,zx. Namely, the honest distributions of [¢’,] and [c/,] are jointly uniform, and given two
out of [¢, ], [c’], [c], the third is uniquely defined. Indeed, the simulator can even choose [¢/, ] and
[c)] uniformly and compute [c] appropriately. Thus, this part of the simulation is perfect. Hence,
it suffices to show that the conditions of Lemma are met to obtain the promised e-statistical
simulation. For this, observe that w’ = ( ” ) chooses v’ uniformly and independent of [g’, g”’, Q]. Thus,

component n (and n — 1) of w’ satisfies the requirement of Lemma and the claim follows. O

4.4.6. Combining QESA x with Other Proof Systems

As is, QESAzx can be used to commit-and-prove quadratic equations. However, oftentimes, one wishes
to prove statements about commitments which come from some other source (and do not include
auxiliary information necessary for a proof). For example, Bulletproofs [BBB+18] were specifically
designed for confidential transactions, where the commitments are input to the proof system. This
is not immediately feasible with QESAzx as is, because QESAzk is commit-and-prove only w.r.t. the
solution of the set of quadratic equations. So either the commitment includes the auxiliary information
(e.g. a bit decomposition for range proofs), or QESAzx is not directly applicable. Fortunately, applying
(the ideas of) QESAzk in such circumstances is not hard.

We consider following setting. There are commitment keys ck for i =1,..., M. Each commitment
key corresponds to a subset J; C {1,...,n} of the components of [g’], where crs = ([g’, g”, Q]) is the
commitment key of QESAzx. That is k() = {[g}] }jeg,- Let J = U?;I i be the set of all indices which
are part of some ck@. Note that #J; is the size of ck!). We assume the following: Every commitment
key ck® uses [g9n] (or [g,,_,]) as its randomness components. Moreover, 1 ¢ J;, because the index
1 = [g7] is reserved for the commitment to value 1 in QESAzx. A useful point of view is that ck® is a
commitment under [g’] € G" to a vector ¥ € F} with

Vie{l,...,n}Vj¢ Ji:0; =0, (4.4.2)

We assume for simplicity that there is only one commitment per commitment key ck® . To model the
case of multiple commitments [c1], .-, [em] for one key, eg. all commitments are under ck = ck, we
simply duplicate ck, i.e. we rewrite this as [¢()] = [¢;], ck® = ck.
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Example 4.4.14. In a typical range proof, with Pedersen committed value, we would have ck® = (95 97,1,
where M = 1. We write ck := ckV) for simplicity. This means J = {2, n}.

Remark 4.4.15. Using the in n varying [g;,] in the commitment keys ck( is problematic and inconvenient.
Running the protocol for a smaller or larger instance, e.g. an instance of size n/2 or 2n, leads to
incompatible requirements for randomizer terms of the commitment keys ck?). A simple solution is to
fix some (random) [g;;dl,g;;dz] (as part of crs) and construct [g] so that [g],_,,9,] = [g’lindl’glindz]'
Another solution is to permute the position of the randomness and reserve the fixed indices 2, 3 for
randomness (instead of n — 1, n). Either approach fixes the group elements corresponding to the

randomising term, solving the problem.

With this setup, we can extend QESAzx as follows: Given commitments [¢(?)] under keys Eic(i), prove
that the values committed in [¢{?)] satisfy some set of quadratic equations. In other words, prove that
the [¢?)] satisfy some arithmetic circuit.

Example 4.4.16 (Aggregate range proof). Consider [¢/)], j = 1, ..., M. We wish to prove that the values
o) committed in [¢\/)] all lie in the range {0,...,2% — 1}.

Unsurprisingly, our solution to the problem is probabilistic verification. On a high level, we proceed
as follows: The commitments [¢(!)] are part of the statement. We start QESAx as usual, the prover
sends the commitment [c/, ] to the witness, where the components in J are zeroed (except for the
randomness in n — 1, n). Then the verifier sends a challenge o € FM“ with @y = 1. Both sides compute

the random linear combination [c/,] := [c, ]+ Z - ailc [¢()] as the new commitment. The prover adjusts
his (extended) witnessw’ = (%) tow’ «— agw’ +Y; a;v) . The statements, i.e. the matrices T; are also
adjusted, and additional “glue equations” are included.

For a single commitment, the strategy can be made to work as described. For multiple commitments,
it depends on the statement. The problem is, that if ; and J; are overlapping for i # j outside the
randomness components {n — 1, n}, then one cannot recover the values for both o and o) from
their linear combination. Hence, this must be corrected.

Our idea for general interoperability is as follows. The initial QESAzx witness w (commitment c’,) has
all components in J zeroed (except for randomness n — 1, n) and also contains copies of the committed
o). The actual equations, i.e. the T, only refer to the copies and the components J. As before, for
verifier randomness o, we set [c},] < [c},] + ;o [¢1)], and obtain w’ «— w’ + 3, a;o¥) as new
extended witness. Note that all (extended) equations w’T"; w’ still hold (for an honest prover). Now
we add (linear) equations I’g(%y to the statement, which we call copy-equations and which depend on
the randomness ;. These equations simply assert that, if we compute Y; o;v") using the committed
copies in w, then this equals the values committed in components ¢ (again excluding the randomness
components n — 1, n). In other words, we assert that the purported copies of »?) in witness [ o1d]
were valid copies. Commitment randomness (in components {n — 1,n}) is not copied, as it is not a
relevant part of the committed value. It is simply accumulated, e.g. as r; = agr; + arrD + a,r @ This
“copy-based” approach is simple and modular.

The formulaic description of QESAc,py is arguably technical. However, the examples in Fig. [4.3|and
Fig.[4.4) demonstrate that it is a simple concept.

The presented approach has one small downside: It does not in fact prove that Eq. (4.4.2) holds, i.e. it
does not enforce that ¢(?) is zero outside of ¢ ;. If necessary, this can be enforced via different means, cf.
Remark . In applications, this often follows from prior knowledge anyway.
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a1
W =g, ={2n) m® (1)
az
2(2) = L(Iz = {2, n}: m(Z) r(Z)
ao
w = (") 1 0 | m® | n®@ ri ra ”
't o + o am') x
agw’ + a0t + az0'?): 1 raym® m | ;@) 1 ry | —

Figure 4.3.: An example of a copying two values from two commitments. The blocks are colour-coded as follows: White
blocks contain either 0 or the value indicated. Orange blocks belong to the (value-part) of commitment indices, i.e. to J.
Green blocks denote “copied” values. Gray blocks contain an arbitrary value. Blue blocks refer to randomness parts (i.e.
components n — 1, n). Recall that randomness is not copied (i.e. components {n — 1,n — 2}). The actual statements (i.e. the
matrices I';) are statements over all variables except the orange (and blue) blocks, as these are merely “test-values” which
ensure that w contains copies of (the message part of) o) here m(?) as claimed.

N N % 5 N A O A =)
T 2 N O I O A A A 1
wetr Do o [o Pl T [ T [ [ [m]e]—

) I 5 I O O Y

Figure 4.4.: This is a more complex example of the copying technique. Colour-coding is as before. Note that J; # J5. Again,
all orange values m® =) are copied and appear as green values in w. Further optimisations are possible:

Protocol 4.4.17 (QESAcopy). Let n > 4k, {Fi}fil, crs=1g’,9"”,Ql, xak-1 be as in Protocol QESAzk. Let
XM+1 be a testing distribution where the first component is always 1, i.e. & & xM+1 has @y = 1.@ Let
ck) = g; be commitment keys for commitments (for i = 1,..., M), as described above. Let [¢!”)] be
commitments to values o). We identify »? with a vector in F, when necessary (satisfying Eq. ).
Letw € FZ‘Z be a solution to {T;};, i.e. w T';w = 0 for all i. We assume that w; = 1 and

Vie{l,...,M}Vjed;n{2,...,n=2}: w;=0. (4.4.3)
We assume there is a map r with 7(i, - ): {1,...,#9;} — {1,...,n} such that
eVict(in—-1)=n-1A 7(i,n) =n
« ViVje Ji\{n—-1,n}: weuj =v§.i)

o Vi: 7(i, - ) is injective and the sets 7(i, J; \ {n — 1, n}) are disjoint for all i.

20 The restriction ag = 1 is just for convenience.

106



4.4. Arithmetic Circuit Satisfiability from Quadratic Equations

The map 7 and its requirements encodes where components of each ) are “stored in” w (ignoring
randomness components {n — 1, n}). Define the correctness relation Rqcopy as

Vie{l,...,N}:w' Tiw=0
. AVie{l,...,M}: [cD] =[g']o®
Rqeopy = we 2 o) cn . . g )
Py p p /\Vle{1,...,M}V]egi\{n—l,n}:wf(,-’j)—vj
AVie{l,...,M}vmgi;oj.”:0

In particular, the prover’s witness consists of w, oW, ..., oM a5 described above. The statement
consists of {I‘j}?il and {[¢)] ?;11.

« P — V: (Step 0: Commit tow.) Send [c),] := [g']w’ withw’ = (), where w is as outlined above
and r’ & Fs.

« V — P: (Step 1: Batch verification and statement adaption for QESAzy) Pick and send o & XYM+1s
where (ap,...,am) = a € ]I-?’Q’I"1 and where oy = 1 always (by assumption). Both sides set
[c)] =[] + 2?;11 a;[¢)]. The prover sets w’ = w’ + Z?ﬁl ao® e F. The set of equations is
extended with additional equations, given by “copy-matrices” r®) foreachk € In {1,...,n—-2}

COPy
as follows:
M

k -
WTF((:OF),YW =0 = wg= Z Z AiWr(ik)-
i=1 keJ;\{n—-1,n}

These equations formalise that computing the (random) linear combination of the (purported)
copies of v(?) (as part of w’) yield the same value as the (random) linear combination of the
commitments, cf. Figs. 4.3| and With these additional equations and the adapted witness,
continue as in QESAzx (Step [2) without further changes.

See Appendix [B.7|for a sketch of this protocol.

It not hard to see that QESAc,py is correct. For zero-knowledge, we merely note that QESAzk is
statistical HVZK, and by a completely analogous proof, QESAcpy is statistical HVZK as well.

Remark 4.4.18. As noted before, QESAc,py has relaxed soundness. Importantly, Eq. is not ensured
for the commitments [¢(?)] (let alone the stronger Eq. ) This is not a proof artefact, in fact, the
honest prover strategy would convince a verifier even if all unused components in QESAcqpy (grey in
Fig. arbitrary values — nothing is proven them!

Nevertheless, Eq. may hold in applications due to priori knowledge, or it may be enforced by
(combinations of) other means, e.g. an additional (integrated) zero-knowledge proof of knowledge, or
adding additional checks w; = 0 to force all “unused” components to 0, or by specially deriving [g'],
e.g. via a dual-testing distribution. Establishing Eq. when all v¥) coincide, i.e. v = 0¥ for all i, is
typically easy and very efficient. As the details are simple but application-dependent, we leave them to
the reader.

The relaxed soundness relation Rqcopy-relaxed Of QESAcqpy is defined as

Vie{l,...,.N}:w'Tiw=0
chopy-relaxed SRLAS F;_Z,U(i) € FZ AVi€ {1, . '!M}: [E(l)] = [g,]v(l)

AVi€ {1 . MVje€ I\ {n-1n}: wej =0
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Lemma 4.4.19. Let (M + 1,N’,n+1,2,2,2k,...,2k). Then Protocol QESAcqpy is p-special (relaxed)
sound for a witness for Rqcopy-relaxed OF @ non-trivial kernel element of [g’, g"’, Q], where N’ is the number
of equations plus the number of copy equations. Moreover, QESAcqpy is (M +1,1,1,2,2,k, ..., k)-quick
u-short extractable.

Proof sketch. The proof is straightforward, but the indexing is tedious. We only sketch it.

First of all, note that just like with QESAzx, we can for each run with randomness « extract a witness w/,,
satisfying all T';, including additional copy-equations (which depend on «). To complete the extraction,
we have to obtain the committed values ") of [¢")] andw’ of [c,,], and demonstrate their consistency
of o) with w’.

First, we note that from M + 1 linearly independent challenges &, we obtain openings w’, »*) to each
commitment under commitment key [g’] in the usual way. Indeed, this is just (the extraction of) a
batch proof of opening, see Section [4.3.4]

Now, we reinterpret the setting to avoid carrying around too many indices. The “copy proofs” essentially
state the following: There is a “subvector” (a, by, ..., by) of (a permutation of) w such that b; consists
of the copied values of all »*), and a should be zero. In W/, we have a, = a+ XX, a;0(). Otherwise, or
a non-trivial kernel element must be encountered upon extracting all w,, which leads to short-circuit
extraction. By the “copy equations” from Step 1, we also have@

M

Z O(ibi =ayg=a+ i O(iU(i).
i=1

i=1

Given M + 1 linearly independent & (and recall &y = 1 by assumption), we find that @ = 0 and b; = 0?).
Thus, we find that the 0¥ satisfy the copy constraint (given by the map 7) in Rqcopy-relaxed, and the
constraint that w has zeroed all w; with i € J (which corresponds to a). This completes the proof. O

Remark 4.4.20. 1t is possible to optimize QESAc,py by eliminating unnecessary copies. For example, if
a single commitment (i.e. M = 1) is “copied”, the variables in J \ {n — 1, n} are simply the a-fold of the
actual value. By modifying the statement {T';}; appropriately, one can omit any “copy components” and
“copy equations”. This also works if M > 1, where one of the copies can be omitted (per component in

9).

Another optimization uses more general “gluing equations” than just “copying”. Namely, if the values
committed in ¢(?) can be checked from other (auxiliary) values in w via quadratic equations, these
equations can be used to “glue” committed values together. For example, in a bit-decomposition-based
range proof for v, then by checking v = 3!} 2’b; one can evidently omit the copy of v in w, since v
can be recomputed by Y/2}! 2'b;, and the {rﬁ’ggy}k are easily adapted to work with the “virtual” copy
Y2t 2ib; of v within w.

Example 4.4.21. Consider the situation of (aggregate) range proofs in [BBB+18], that is, we have a
commitment key ck = [95, g,,] and want to prove that commitments [c;], for i = 1,..., M, all under this
key, contain values within a some ¢-bit range. With QESAc,,y and the optimization of Remark
the prover transmits 2[log(#M +4)] + 3 group elements and 2 scalars. If M + 4 is just below a power of
2, then this is slightly better than Bulletproofs(+) [BBB+18; CHJ+22]. However, as QESAc,py provides a
weaker soundness guarantee (recall Remark[4.4.18), we have to compensate for that. A very simple way

21 1f we don’t have this, QESAzk extraction would short-circuit.
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to fix this is to run a batch proof of knowledge of openings for all [c]] (cf. Section . The prover
sends 1 group element and 2 scalars for this, resulting in 2[log(¢M +4)] +4 group elements and 4 scalars,
which is smaller than [BBB+18|] but larger than [[CHJ+22|]. Alternatively, one may introduce additional
equations to zero all “unused” components, as noted in Remark[4.4.18] Lastly, one may let the verifier
choose all components in [g’] except [g;] and [g;,], e.g. via a dual testing distribution (which enforces
[c/] has all components except for [g;] and [g;,] zeroed). This should come with almost no overhead,
but one has to redo the security analysis, both for (short-circuit) extractability and honest-verifier
zero-knowledge.

4.5. Implementation

We implemented all protocols in C++17 using the RELIC toolkit [AG] for underlying group operations.
Our instantiation uses G = Curve25519 and thus F,, = Fjzss_o. For a fair comparison, we implemented
Bulletproofs on the same architecture with equal care. The code is available on GitHub.@

Remark 4.5.1. The implementation is based on a slightly different version of IPA;jmzk, where three
constraints (r’,r”") = (W, r"”) = (r’,w”) = 0 are used. The revised version of IPA,mzx has only two
constraints (which simplifies security analysis). These changes do not affect performance.

Representing I'.  All QESA protocols make use of sparse matrices I'. For efficient computation, a
suitable representation is necessary. Decomposing I into a sum }; a;b;, similar to R1CS, allows for
both runtime and memory optimisations. Note that vectors a; and b; are sparse themselves, allowing
for even further optimisation via an appropriate data structure. For multiplications I's, at most m };; k;¢;
scalar multiplications are necessary, where m, k;, £; are the number of non-zero entries in s, a;, b;. Thus,
all operations remain polynomial in the input size.

Results. We benchmarked our protocols on an Intel Core i7-6600U CPU at 2.6GHz running Debian
Stretch 4.9.168 using a single core. A point multiplication with a random 254-bit scalar takes on
average 0.28ms on this platform. Table [4.3| shows how our aggregate range proofs QESAgp compare
to Bulletproofs. For QESAgp, the internal witness w contains 4 static elements: the constant 1, the
aggregate element for QESAcpy, and the 2 random elements added by QESAper, cf. Appendix
Hence, we select the range as a power of 2 minus 4, in order to keep the CRS size from expanding to
the next power of two, which doubles the computation in our simple implementation. Our results show
that QESAgp outperforms Bulletproofs for all tested parameters. Allowing batching randomnesses
to be small further improves the performance (cf. QESAgp (short) for 140-bit random values). Note
that the execution times given in [BBB+18] are lower, since a highly optimised library dedicated to
a single elliptic curve was used instead of a general purpose library as in this work. However, since
both protocols were benchmarked on the same platform with the same underlying library, the values
in Table[4.3|give a fair comparison.

Note that we have not applied special optimisations to the verification algorithms and therefore show
verification times in gray. Using delayed (batch) verification, e.g. as in [BBB+18]], significantly improves
verifier performance. Optimised verification performance of Bulletproofs and our proof systems is

22https://github.com/emsec/OESA,ZK
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Parameters Bulletproofs QESARrp QESAgp (short)

P Vv P \% P \%
60 bit 0.26 0.17 0.16 0.07 0.15 0.06
60 bit x 2 0.47 0.29 0.32 0.15 0.30 0.10
60 bit x 32 7.4 4.5 5.1 2.4 4.6 1.7
60 bit x 128 28.9 17.9 20.6 9.4 18.4 6.7
60 bit x 512 116 78.7 82.3 37.5 73.8 27.1
124 bit 0.46 0.29 0.32 0.15 0.29 0.11
124 bit x 32 14.9 9.2 10.4 4.7 9.3 3.4
124 bit X 128 59.7 36.8 41.4 18.9 37.2 13.5
124 bit x 512 238 147 165 75.4 149 54.6
252 bit 0.95 0.59 0.65 0.30 0.57 0.22
252 bit x 32 30.2 18.6 20.8 9.5 18.9 6.8
252 bit x 128 121 74.3 83.5 37.8 76.1 27.4
252 bit X 512 484 297 358 165 302 109

Table 4.3.: Comparison of non-optimised prover runtime in seconds of aggregate range proofs from [BBB+18] with this work.
Verification times are only included for completeness. See Sectionfor details.

Shuffle size 1000 10000 100000
P \% P \% P \%
Time [s] 88 44 117 56.1 1009 491

Table 4.4.: Evaluation of shuffle proofs via QESAcopy and LMPAgimplezk-

almost identical.@ This was also verified in independent benchmarks by Noether and Wedderburn.FE]
We are not aware of similar optimisations for the prover.

Table [4.4] gives execution times for our shuffle proofs. They are an instantiation of [BG12]], cf. Ap-
pendix and we project them to be 2-3X more computationally expensive than [BG12]], but they are
size O(log(N)) instead of O(VN) for N ciphertexts. Again the very high execution times compared to
[BG12] are caused by the underlying library.

23 Application of delayed batch verification with multi-exponentiation to our setting is slightly different. However, compared
to the costs of the multi-exponentiation, the difference is likely not noticeable.
24 Code available at https://github.com/crate-crypto/qesa/blob/master/src/ipa/no_zk.rs
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5. On Expected Polynomial Runtime in Cryptography

This chapter is taken verbatim from [Klo21|] with minor changes.

5.1. Introduction

Interactive proof systems allow a prover P to convince a verifier V of the “truth” of a statement x, i.e.
that x € £ for some language -£'. Soundness of the protocol ensures that if the verifier accepts, then
x € L with high probability. Zero-knowledge proof systems allow P to convince V of x € L without
revealing anything else. The definition of zero-knowledge relies on the (more general) simulation
paradigm: It stipulates that, for every (malicious) verifier V*, there is a simulator Sim which, given
only the inputs x, aux of V*, can produce a simulated output (or view') out = Sim(x, aux), which is
indistinguishable from the output outy-(P(x, w), V*(x, aux)) of a real interaction. Thus, anything V*
learns in the interaction, it could simulate itself — if Sim and V* lie in the same complexity class.

Let us write X /Y (zero-knowledge) for adversary complexity X and simulator complexity Y. The two
widespread notions of zero-knowledge are PPT/PPT and PPT/EPT. The former satisfies the “promise
of zero-knowledge”, but comes at a price. Barak and Lindell [BL04] show that it is impossible to
construct constant round proof systems with black-box simulation and negligible soundness error in
the plain model. Since constant round black-box zero-knowledge is attractive for many reasons, the
relaxation of PPT/EPT zero-knowledge is common. However, this asymmetry breaks the “promise of
zero-knowledge”. The adversary cannot execute Sim, hence it cannot simulate the interaction. More
concretely, this setting does not compose well. If we incorporate an EPT simulator into a (previously
PPT) adversary, the new adversary is EPT. This common approach — constructing simulators for more
complex systems from simulators of building blocks — therefore fails due to the asymmetry.

To remedy the asymmetry, we need to handle EPT adversaries. There are several sensible definitions
of EPT adversaries, but the arguably most natural choice are designated EPT adversaries. That is,
adversaries which only need to be EPT when interacting with the protocol they are designed to attack.
Feige [Fei90] first considered this setting, and demonstrates significant technical obstacles against
achieving security in the presence of such attacks.

The problems of EPT (and designated adversaries) are not limited to zero-knowledge, and extend to the
simulation paradigm, e.g. multi-party computation.

Preliminary Conventions. Throughout, A denotes the security parameter. We generally consider
objects which are families (of objects) parameterized by A, but often leave the dependency implicit.
We abbreviate systems of (interactive) machines (or algorithms) by system. A system is closed, if it only
expects A as input, and produces some output. For example, a prover P does not constitute a closed
system, nor does the interaction (P, V), since it still lacks the inputs to P and V. Our primary setting

1 We use view and output synonymously in the introduction.
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is uniform complexity [Gol93], where inputs to an (otherwise closed) system are generated efficiently
by so-called input generators. Interaction of algorithms A, B is denoted (A, B), the time spent in A is
denoted timea ({(A, B)), and similarly for time spent in B or A + B. Oracle access to © is written A”. An
algorithm A is a priori efficient, if the runtime bound is independent from its environment, e.g. classical
“a priori PPT”. The term a posteriori emphasizes an absence of a priori efficiency, i.e. bounds which
depend on the environment, e.g. in the case of designated adversaries.

5.1.1. Obstacles

We first recall some obstacles regarding expected runtime and designated adversaries which we have
to keep in mind. For more discussions and details, we refer to the excellent introductions of [KL08;
Gol10[] and to [Fei90l Section 3].

Runtime Squaring. Consider (a family of) random variables T over N, where Pr[T; = 2] = 27* and
T) is 0 otherwise. Then T) has polynomially bounded expectation E[T}] = 1, but E [Tf] = 2%, That is
Sy = Tf is not expected polynomial time anymore. This behaviour not only prevents machine model
independence of EPT as an efficiency notion, but also the non-black-box simulation technique of Barak
[Bar01]] (which suffers from a quadratic growth in runtime).

Composition and Rewinding. Consider an oracle algorithm A® with access to a PPT oracle O. Then
to check if the total time timea,.o(A®) is PPT, we can count an oracle call as a single step. Moreover,
it makes no difference if A has “straightline” or “rewinding” access to ©. For EPT, even a standalone
definition of “© is EPT” is non-trivial and possibly fragile. For example, there are oracles, where any
PPT A with “straightline” access to O results in an EPT interaction, yet access “with rewinding” to O
allows an explosion of expected runtime. See [KLO08|] for a concrete example.

Designated EPT Adversaries. For a designated adversary A against zero-knowledge of a proof
system (P, V), we require (only) that A is efficient when interacting with that protocol. Since a zero-
knowledge simulator deviates from the real protocol, the runtime guarantees of A are void.

5.1.2. Motivation: Reproving Zero-Knowledge of Graph 3-Colouring

The constant-round black-box zero-knowledge proof of Goldreich and Kahan [GK96]] is our running
example for demonstrating problems and developing our approach.

Recall that (non-interactive) commitment schemes allow a committer to commit to a value in a way
which is hiding and binding, i.e. the commitment does not reveal the value to the receiver, yet it can be
unveiled to at most one value. A commitment scheme consists of algorithms (Setup, Com, VfyOpen).
The commitment key is generated via ck <~ Setup(A). For details, see Appendix|C.2}
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5.1.2.1. The Constant Round Protocol of Goldreich-Kahan

The protocol of [GK96] uses two different commitments, Com™ is perfectly hiding, Com® is perfectly
binding. The idea of protocol G3Cgk is a parallel, N-fold, repetition of the standard zero-knowledge
proof for G3C, with the twist that the verifier commits to all of its challenges beforehand. Let G = (V, E)
be the graph and let i be a 3-colouring of G. The prover is given (G, ¢) and the verifier G.

(PO) P sends ckpige < Setup(H) (A). (ckping — Setup(B) (A) is deterministic.)
(V0) V picks N = A - card(E) challenge edges e; < E, and commits to them using Com.

(P1) P picks randomized colourings for each of the N parallel repetitions of the standard graph 3-
colouring proof system, and sends the Com® -committed randomized node colours to V.

(V1) V opens all commitments (to e;).

(P2) P aborts if any opening is invalid. Otherwise, P proceeds in the parallel repetition using these
challenges, i.e. in the i-th repetition P opens the committed colours for the nodes of edge e;.

(V2) V aborts iff any opening is invalid, any edge not correctly coloured, or if ckpige is “bad”. Else V
accepts.

The soundness of this protocol follows from Com™ being perfectly hiding. Therefore, each of the N
parallel repetitions is essentially an independent repetition of the usual graph 3-colouring proof. For
N = A - card(E) parallel rounds, the probability to successfully cheat is negligible (in 1), see [GK96].

5.1.2.2. Proving Zero-Knowledge: A (Failed?) Attempt

Now, we prove black-box zero-knowledge for designated adversaries. That is, we describe a simulator
which uses the adversary V* only as a black-box, which can be queried and rewound to a (previous)
state. We proceed in three game hops, gradually replacing the view of a real interaction with a simulated
view. Successive games are constructed so that their change in output (which is a purported view) is
indistinguishable.

Gy This is the real G3C protocol. The output is the real view.

G The prover rewinds a verifier which completes[5.1.2.1|successfully (i.e. sends valid openings on the
first try) to and repeats until a second run where V validly opens all commitments.
The output is the view of this second succesful run. The prover uses fresh randomness in each
reiteration of (whereas the black-box has fixed randomness).

G, If the two openings in [5.1.2.1| differ, return ambig, indicating ambiguity of the commitment.
Otherwise, proceed unchanged.

Gs The initial commitments (in[5.1.2.1) to a 3-colouring are replaced with commitments to 0. These
commitments are never opened. In successive iterations, the commitments to a 3-colouring are
replaced by commitments to pseudo-colourings ¢; (for e;), i.e. for edge e; = (u;,v;), ¢; colours
u; and v; differently (and uniformly), whereas ¢; colours all v # u;, v; with 0. Hence the opened
commitments simulate a valid 3-colouring at the challenge edges e;.
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Evidently, Game Gs outputs a purported view independent of the witness. Thus, the simulator is
defined as in Gs: In a first try, it commits (using Com‘®)) to all zeroes instead of a 3-colouring in
and uses this “garbage” commitment to learn the verifier’s challenge (in[5.1.2.1). If the verifier does not
successfully open the commitments (in[5.1.2.1), Sim aborts (as an honest prover would) and outputs
the respective view. Otherwise, Sim rewinds the verifier to Step 2 and sends a pseudo-colouring (w.r.t.
the previously revealed challenge) instead. Sim retries until the verifier succesfully unveils (in
again. (If the verifier opens to a different challenge, return view = ambig.)

Now, we sketch a security proof for Sim. We argue by game hopping.

Gy to G;. The expected number of rewinds is at most 1. Namely, if V* opens in[5.1.2.1|with probability e,
then an expected number of % rewinds are required. Consequently, the expected runtime is polynomial
(and G is EPT). The output distribution of the games is identical.

G, to G,. It is easy to obtain an adversary against the binding property of Com™) which succeeds
with the same probability that G, outputs ambig. Thus, this probability is negligible.

G, to Gs3. Embedding a (multi-)hiding game for Com® in this step is straightforward. Namely,
using the left-or-right indistinguishability formulation, where the commitment oracle either commits
the first or second challenge message. Thus, by security of the commitment scheme, G, and G5 are
indistinguishable.

ACloser Look. The above proof is clear and simple. But the described simulator is not EPT! While
G, and Gj are (computationally) indistinguishable, the transition does not necessarily preserve expected
polynomial runtime [Fei90; KLO8||. Feige [Fei90] points out a simple attack, where V* brute-forces the
commitments with some tiny probability p, and runs for a very long time if the contents are not valid
3-colourings. This is EPT in the real protocol, but our simulator as well as the simulator in [GK96]] do
not handle V* in EPT. The problem lies with designated adversaries as following example shows.

Example 5.1.1. Let V* sample in stepa “garbage” commitment ¢’ to zeroes, using Com® just
like Sim in its first step, trying to predict Sim’s choice. (¢’ is a “proof of simulation”.) Now V* unveils e
in[5.1.2.1]if and only if it receives ¢’. The honest prover always aborts in because V* will never
unveil. However, if Sim happens to chose ¢ = ¢’ as its “garbage” commitment, the simulation runs
forever, because V* unveils only for this ¢’, which is not a pseudo-colouring.

As described, V* is a priori PPT, and indeed, the simulator in [GK96] uses a “normalization technique”
which prevents this attack. However, exploiting designated PPT, V* may instead run for a very long
time, when it receives ¢’.

Obstructions to Simple Fixes. Let us recall a few simple, but insufficient fixes. A first idea is to truncate
the execution of A at some point. For PPT adversaries, this may seem Viable.EI However, there are EPT
adversaries, or more concretely runtime distributions, where any strict polynomial truncation affects
the output in the real protocol noticeably. So we cannot expect that such a truncation works well for
Sim. See [Fei90, Section 3] for a more convincing argument against truncation.

2 We rely on security of binding and hiding against expected time adversaries, which follows from PPT-security by runtime
truncation arguments, e.g. by Lemmal5.1.2]

3 Even there, the situation is far from easy. In a UC setting with an a posteriori efficiency notion (and designated adversaries),
Hofheinz, Unruh, and Miller-Quade show in [HUM13| Section 9] that (pathological) functionalities can make simulation in
PPT impossible (if one wants security under composition for just a single instance).
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Being unable to truncate, we could enforce better behaviour on the adversary. Intuitively, it seems
enough to require that V* runs in expected polynomial time in any interaction [KLO08;|Gol10]]. However,
even this is not enough. Katz and Lindell [KLO08] exploit the soundness error of the proof system to
construct an adversary which runs in expected polynomial time in any interaction, but still makes the
expected runtime of the simulator superpolynomial. The problem is that these runtime guarantees are
void in the presence of rewinding.

Modifications of these fixes work, but at a price: Katz and Lindell [KLO8|| use superpolynomial trunca-
tion and need to assume superpolynomial hardness. Goldreich [Gol10|] restricts to algorithms (hence
adversaries) which behave well under rewinding. We discuss these in Section [5.1.5] Our price will be
proof techniques, which become more technical and, perhaps, more limited.

Our Fix: There is no Problem. Our starting point is the conviction that the given “proof” should
evidently establish the security of the scheme for any cryptographically sensible notion of runtime.
If one could distinguish the runtime of G, and Gs, then this would break the hiding property of the
commitment scheme. Thus, the runtimes are indistinguishable. Following, in computational spirit,
Leibniz’ “identity of indiscernibles”, we declare runtimes which are indistinguishable from efficient by
efficient distinguishers as efficient per definition. With this, the proof works and the simulator, while
not expected polynomial time, is computationally expected polynomial time (CEPT), which means its
runtime distribution is indistinguishable from EPT.

We glossed over a crucial detail: We solved the problem with the very strategy we claim to fix —
different runtime classes for Sim and V*! Fortunately, Sim also handles CEPT adversaries in CEPT.

5.1.3. Contribution

Our main contribution is the reexamination of the notion of runtime in cryptography. We offer a novel,
and arguably natural, alternative solution for a problem that was never fully resolved. Our contribution
is therefore primarily of explorational and definitional nature. More concretely:

« We define CEPT, a small relaxation of EPT with a convenient characterization.

+ To the best of our knowledge, this is the first work which embraces uniforrvﬂ complexity, expected
time, and designated adversaries.

« We develop general tools for this setting, most importantly, a hybrid lemma.

« Easy-to-check criteria show that many (all known?) black-box zero-knowledge arguments from
standard assumptions in the plain modelE] have CEPT simulators which handle designated CEPT
adversaries. Consequently, security against designated adversaries is natural. For example, the
proof systems [GMW386; |GK96} [Lin13; Ros04; KP01; PTV14] satisfy our criteria.

« We impose no (non-essential) restrictions on the adversary, nor do we need additional (hardness)
assumptions.

« We sketch the application of our techniques to secure function evaluation (SFE), and demonstrate
that auxiliary input security implies modular sequential composition.

4 Qur results are applicable to a minor generalization of the non-uniform setting as well, namely non-uniformly generated

input distributions, see Appendix|C.5.1.2

> Unfortunately, problems might arise with superpolynomial hardness assumptions, see Section
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All of this comes at a price. Our notions and proofs are not complicated, yet somewhat technical.
This is, in part, because of a posteriori runtime and uniform complexity. Still, we argue that we have
demonstrated the viability of our new notion of efficiency, at least for zero-knowledge.

A Complexity Theoretic Perspective. This work is only concerned with the complexity class of feasible
attacks, and does not assume or impose complexity requirements on protocols. Due to designated
adversaries, the complexity class of adversaries is (implicitly) defined per protocol, similar to [KLOS§].
We bootstrap feasibility from complexity classes for (standalone) sampling algorithms, i.e. algorithms
with no inputs except A. Hence a (designated) adversary is feasible if the completed system of protocol
and adversary (including input generation) is CEPT (or more generally, in some complexity class of
feasible sampling algorithms).

The complexity class of simulators is relative to the adversary, and thus depends both on the protocol
and the ideal functionality. Namely, feasibility of a simulator Sim means that if an adversary A is
feasible (w.r.t. the protocol), then “Sim(_A)” is feasible (w.r.t. the ideal functionality).

Comments on our Approach. The uniform complexity setting drives complexity, yet is necessary,
since a notion of time that depends on non-uniformity is rather pathological. Losing the power of
non-uniformity (and strictness of PPT) requires many small adjustments to deﬁnitions.ﬁ Moreover,
annoying technical problems with efficiency arise inadvertently, depending on formalizations of games
and models. As in prior work, we mostly ignore them, but do point them out and propose solutions.
They are easily fixed by adding “laziness”, “indirection”, or “caching”.

An important point raised by a reviewer of TCC’20 is the “danger of zero-knowledge being trivialized”
by “expanding the class of attacks”, and a case for “moving towards knowledge tightness” (with which
we fully agree). Many variations of zero-knowledge, from weak distributional [DNRS03} CLP15] to
precise [MP06;|DG12]], exist. We argue that our notion is very close to the “standard” notion with EPT
simulation, but allows designated (C)EPT adversaries. Indeed, it seems to gravitate towards “knowledge
tightness” [Gol10], as seen by runtime explosion examples due to expectation.

5.1.4. Technical Overview and Results

We give an overview of our techniques, definitions, and results. Recall that we only consider runtimes
for closed systems (which receive only A as input and produce some output). W.r.t. uniform complexity
and designated adversaries, i.e. adversaries which only need to be efficient in the real protocol [Fei90],
closed systems are the default situation anyway. A runtime class J is a set of runtime distributions.
A runtime (distribution) is a family (7)), of distributions T) over Ny,. We use runtime and runtime
distribution synonymously. Computational 7 -time indistinguishability of oracles and distributions is
defined in the obvious way (c.f. Section[5.2.6). For statistical 7 -query indistinguishability, we count
only queries as steps, and require J -time w.r.t. this. (In our setting, unbounded queries often imply
perfect indistinguishability, which is too strong.)

6 For example, we need a stateful distinguisher for modular sequential security, whereas non-uniformly, state and even
randomness can be trivially removed by coin-fixing, demonstrating the equivalence of many variations, whose equivalence
in the uniform setting not clear. Thus, our definition of auxiliary input zero-knowledge deviates slightly from [|Gol93].
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5.1.4.1. The Basic Tools

Statistical vs. Computational Indistinguishability. The (folklore) equivalence of statistical and com-
putational indistinguishability for distributions with “small” support is a simple, but central, tool. For
polynomial runtime, “small” support means polynomial support, say {0, ..., poly;(1)}. Assuming
non-uniform advice, the advice is large enough to encode the optimal decisions, achieving statistical
distance as distinguishing advantage. This extends to “polynomially-tailed” runtime distributions T.
There, by assumption, for any poly, there is a poly, such that Pr[T} > poly,(4)] < m, Hence,
we can reduce to strict polynomial support by truncating at poly,, sacrificing 1/poly, in statistical
distance. The Markov bound shows that expected polynomial time is polynomially tailed. Removing
non-uniformity is possible with repeated sampling, e.g. by approximating the distribution.

Standard Reduction. Another simple, yet central, tool is the standard cutoff argument (Section[5.4.1).
It is the core tool to obtain efficiency from indistinguishability.

Lemma 5.1.2 (Standard reduction to PPT). Let D be a distinguisher for two oracles ©y, ©;. Suppose D
has advantage at least ¢ > 5 OI; - (infinitely often). Suppose furthermore that D is EPT (even CEPT) with
expected time poly,. Then there is an a priori PPT distinguisher A with advantage at least  (infinitely

often). (Here, ¢, poly, 4., poly, are functions in A.)

We stress that we require no runtime guarantees for ' — it may never halt for all we know. For a
proof sketch, define N = 4poly, - poly,4, and let A be the runtime cutoff of 0 at N. The outputs of
A% and D are i close. For A and ®" this may be false. However, if DO exceeds N steps with
probability higher than £, then the runtime is a distinguishing statistic with advantage %+ Thus, we can
assume the outputs of A" and D" are % close. Now, a short calculation shows that A has advantage
at least £. Namely, A(A 9, A%) > A(@9, D) — A(AD, D) = A(D, AD).

5.1.4.2. Computationally Expected Polynomial Time

We define the runtime classes PPJ (resp. 8PT ), as usual, i.e. (T))) € PPT = Tpoly: Pr[T) <
poly(A)] =1 (resp. (Tx)y € EPT = Fpoly: E[T;] < poly(1)).

Definition 5.1.3 (SimpliﬁedlZ]Deﬁnition. Aruntime S, i.e. a family of random variables S with values
in Ny, is computationally expected polynomial time (CEPT), if there exists a runtime T which is
(perfectly) expected polynomial time (i.e. EPT), such that any a priori PPT distinguisher has negligible
distinguishing advantage for the distributions T and S. The class of CEPT runtime distributions is
denoted CEPT . Computationally strict polynomial time (CPPT) is defined analogously.

Characterizing CEPT. At a first glimpse, CEPT looks hard to handle. Fortunately, this is a mirage. We
have following characterization of CEPT.

Proposition 5.1.4 (Simpliﬁe Corollary . Let T be a runtime. The following are equivalent:
0. TisinCEPT .

7 Formally, “triple-oracle” instead of “standard” indistinguishability is used. Assuming non-uniform advice, or runtimes T, S
which are induced by algorithms, the simplified definition is equivalent to the actual one.

117



5. On Expected Polynomial Runtime in Cryptography

1. 3S € 8PT which is computationally PPT-indistinguishable from T.
2. S € EPT s.t. T and S are statistically indistinguishable (given polynomially many samples).

3. Thereis a set of good events Gy withPr[Gy] = 1—¢(A) such that E[T) | G;] < t) (for the conditional
expectation), where ¢ is negligible and t is polynomial.

Let T be a runtime. Item 3|defines virtually expected time (t, ¢) with virtual expectation (bounded
by) t and virtuality e. Thus, the characterization says that computational, statistical and virtual EPT
coincide.

Proposition [5.1.4|follows essentially from the statistical-to-computational reduction and a variant of
Lemma [5.1.2] Thanks to this characterization, working with CEPT is feasible. One uses item|[1]to justify
that indistinguishability transitions preserve CEPT. And one relies on item 3] to simplify to the case of
EPT, usually in unconditional transitions, such as efficiency of rewinding.

An Intrinsic Characterization. The full Corollary[5.3.9not only reveals that CEPT is “well-behaved”. It
also shows that the runtime class CEPT is “closed under indistinguishability”: Any runtime S which
is CEPT-indistinguishable from some T € CEPT lies in CEPT . This intrinsic property sets it apart
from EPT. (Indeed, CEPT is the closure of EPT.) PPT and CPPT behave analogously.

Example 5.1.5. Let A be an algorithm which outputs 42 in exactly 101° steps, and let A’ act identical to
A, except with probability 274, in which case it runs 2% steps. Then A’ is neither PPT nor EPT. Yet, A
and A’ are indistinguishable even given timed black-box access. That is, observing both output and
runtime of the black-box, it is not possible to tell A and A’ apart. Thus, it is rather unexpected that A’
is considered inefficient. For many properties, e.g. correctness or soundness, statistical relaxations from
“perfect” exist. CPPT and CEPT should be viewed as such relaxations for efficiency.

Working with CEPT. Applying the characterization of CEPT to a whole system (P, V*), the good event
G may induce arbitrary stochastic dependencies on (internal) random coins of the parties. This is
inconvenient. We are interested only in one party, namely V*. Moreover, in a simulation, there is no P
anymore and the probability space changed, hence there is no event . To account for this, we observe
that only the messages V* receives from P are relevant for V*’s behaviour, not P’s internal randomness.
We formulate a convenience lemma (Lemma 5.3.12) for handling this. Roughly Lemma[5.3.12] states that
for interacting algorithms (A, B), there is a modification B’ (which need not be efficiently computable),
which immediately aborts “bad executions” by sending timeout. If the closed system (A, B) is
CEPT, i.e. timea+s ({A, B)) is CEPT, the probability for t imeout is negligible. Then, by construction,
timeg’ ((A, B’)) will be EPT. This makes B’ into a convenient tool to track the evolution of runtime and
virtuality under actions such as rewinding. By using B’ only via oracle-access, its possible inefficiency
poses no problems. After the (runtime) analysis, oracle-access to B’ is replaced with B again. Importantly,
B’ is just a means to reason about changes in runtime when applying rewinding to B. One can also
reason without introducing B’, by using the analysis in Lemma [5.3.12| directly.

5.1.4.3. Definitions and Tools for Zero-knowledge

Here, we state our definition of uniform complexity zero-knowledge, demonstrate how to prove
zero-knowledge for G3Cgk, and then abstract the approach to cover a large class of protocols.
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Definition of Zero-Knowledge. For uniform auxiliary input zero-knowledge, the input (x, w, aux, state) «—
J(A) is efficiently generated by an input generator . A designated adversary (Y, V*) consists of
input generation, malicious verifier, and distinguisher, but we leave J often implicit. The distin-
guisher receives out and state, the latter is needed for modular sequential composition[f| Here,
out = outy+{P(x,w), V*(x, aux)) or out = outsi,Sim(code(V*), x, aux), where (x, w, aux, state) is
sampled by J(A). As a shorthand, for the system which lets J sample inputs and passes them as
above, we write (P,V)s. From designated CEPT adversaries, we require that timeg.pv-+ ((state,
outy+P(x, w), V*(x, aux))) is CEPT.

Concrete example. Recall that in Section[5.1.2] we showed zero-knowledge of the graph 3-colouring
protocol G3Cgx of Goldreich and Kahan [[GK96] as follows:

Step 1: Introduce all rewinding steps as in G;. Here, virtually expected runtime and virtuality at most
doubles. To see this, one can use Lemma to “replace” V* with an modified V’ which yields an EPT
execution and outputs t imeout for “bad” queries. Since Game G; at most doubles the probability
that some query query is asked, bad queries are only twice as likely, i.e. virtuality at most doubles. It is
easy to see that the virtually expected runtime also (at most) doubles.

Step 2: Apply indistinguishability transitions, which reduce to hiding resp. binding properties of
the commitment. From this, we obtain both good output quality and efficiency of Sim. Concretely,
indistinguishability and efficiency follow by an application of the standard reduction (to PPT).

We abstract this strategy to cover a large class of zero-knowledge proofs.ﬂ Intuitively, we apply the
ideas of [Gol10] (“normality”) and [KL08] (“query indistinguishability”), but separate the unconditional
part (namely, that rewinding preserves efficiency), and the computational part (namely, that simulated
queries preserve efﬁciency).@]

Abstracting Step 1 (Rewinding Strategies). A rewinding strategy RWS has black-box rewinding
(bb-rw) access to a malicious verifier V*, and abstracts a simulator’s rewinding behaviour. Unlike the
simulator, RWS has access to the witness. For RWS to be normal, we impose three requirements.

Firstly, a normal rewinding strategy outputs an adversarial view which is distributed (almost) as in the
real execution. Secondly, there is some poly so that

E [timerwssv: (RWSY)] < poly() - E[timep,y- ((P,V*))]

for any adversary V*. We call this (polynomial) runtime tightness of RWS. Thirdly, RWS has
(polynomial) probability tightness, which is defined as follows: Let pr . (query) be the probability
that RWS asks V* a query query. Let pr,.,;(query) be the probability that the prover P asks query. Then
RWS has probability tightness poly if for all queries query

prrws(query) < POIY(/U : prreal(query)_

Intuitively, runtime tightness ensures that RWS preserves EPT, whereas probability tightness bounds
the growth of virtuality. Indeed, the virtuality & in (P, V*) increases to at most poly - § in RWSY". This

8 While [Gol93] passes no extra state, only sequential repetition is proven there.

9 Strictly speaking, we concentrate on zero-knowledge arguments, since we need efficient provers.

10We significantly deviate from [KLO08] to obtain simpler reductions. See Appendixfor an approach similar to [KL08].
1 Up to minor technical details, polynomial runtime tightness of RWS coincides with “normality” of Sim in [Gol10, Def. 6].
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follows because the probability for a “bad” query (a timeout of the modified V' from Lemma 5.3.12)
in RWS"" is at most poly-fold higher than in (P, V*).

Lemma 5.1.6 (InformalLemma 5.6.5). Let RWS be a normal rewinding strategy for (P,V) with runtime
and probability tightness poly. Let (9,V*) be an adversary. If (P,V*)q is CEPT with virtually expected
time (t, €), then RWS(V*) composed with  is CEPT with virtually expected time (poly - t, poly - €).

(Weak) Relative Efficiency. We generalize the guarantees of rewinding strategies to relative effi-
ciency of (oracle) algorithms. An oracle algorithm B is efficient relative to A with runtime tight-
ness (poly,; .. poly,,) if for all oracles O: If timeaso(A®) is virtually expected (t,¢)-time, then
timeg,o(BY) is virtually expected (poly,;. - t, poly,;, - €)-time.

We call B weakly efficient relative to A, if whenever timeaso (AY) is efficient (e.g. CEPT), then
timeg,o(B?) is efficient (e.g. CEPT).

Abstracting Step 2 (Simple Assumptions). A “simple” assumption is a pair of efficiently computable
oracles Gy and C;, and the assumption that C, ~ C1, i.e. Gy and C; cannot be distinguished in PPT.
For example, hiding resp. binding for commitment schemes are simple assumptions.

In Step 2, we reduce the indistinguishability of RWSY" and Sim"" to a simple assumption. That is, there
is some algorithm R such that RWSY" = R®(V*), and R (V*) = Sim"". Moreover, we assume that
R%(V*) is efficient relative to RWSY", and Sim"" is efficient relative to R (V*).

Putting It Together (Benign Simulators). Black-box simulators whose security proof follows the above
outline are called benign. See Fig.|5.1/for an overview of properties and their relation.

standard reduction CEPT characterization comp. ind. to stat. ind.
Section 5.61__] Corollary S.E Section 5 Appendix CA.D
I
1"
0
II \
1/
/ \ « . . 5 .
normal RWS eff. rel. to simple ass. / \ normal RWS efficiency notion query ind.

7/ \ . . . 5
Definition S.E] Section 5[4.2_] Section 5[6.2_] / N Definition 5. Appendix (" Appendix (

benign £’ aux. input ZK Tl query-benign
Definition 56.20 | Definition 5.5.2__| Definition Cle.13__]
|
< > Lemma SEZ] /
sequential ZK -
P
Definition 5511 ]

Figure 5.1.: A rough overview of dependencies of core results and definitions. The greyed out approach follows [KL08] more
closely. The top line is used everywhere implicitly.

12 Technically, our definition of “simple assumption” corresponds to falsifiable assumptions [Nao03] in the sense of [GW11].
We deliberately do not call them falsifiable, since our proof techniques should extend to a larger class of assumptions,
which includes non-falsifiable assumptions.
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Lemma 5.1.7 (Informal Lemma|5.6.23). Argument systems with benign simulators are auxiliary-input
zero-knowledge against CEPT adversaries.

Proof summary. The proof strategy above can be summarized symbolically:
outy-(P,V*) = RWS(V*) = R%(V*) = R“ (V") = Sim(V¥).

More precisely, consider a CEPT adversary (¢, V*). By normality of RWS, outy-(P, V*) and RWS(V*)
have (almost) identical output distributions, and RWS(V*) is CEPT. By relative efficiency, R® (V*) is
CEPT if RWSY" is CEPT. Since Cy ~ Cy, by a standard reduction, if R®(V*) is CEPT, so is R1 (V*), and
their outputs are indistinguishable. Finally, since Sim"" is efficient relative to R®(V*), also Sim"" is
CEPT. All in all, Sim"" is efficient and produces indistinguishable outputs. O

Benign simulators are common, e.g. the classic, constant round, and concurrent zero-knowledge
protocols in [GMW86;|GK96; |Lin13; [Ros04; KP01; PTV14]| satisfy this property.

5.1.4.4. Sequential Composition and Hybrid Arguments

It turns out that hybrid arguments are non-trivial in the setting of a posteriori efficiency. Here, we
outline the challenges in proving the hybrid lemma, how to overcome them, and how to obtain security
of sequential composition from our abstract hybrid lemma.

Intermezzo: Tightness Bounds. The use of relative efficiency with polynomial tightnesss bounds
is not strictly necessary. Nevertheless, it offers “more quantifiable” security and is easier to handle.
For example, benign simulators are easily seen to “compose sequentially” because, (1) normal RWS
and relative efficiency compose sequentially, and (2) “simple” assumptions satisfy indistinguishability
under “repeated trials”. Together, this translates to sequential composition of benign simulation. Hence,
argument systems with benign simulators are sequential zero-knowledge against CEPT adversaries.
Unfortunately, the general case is much more involved.

The Hybrid Lemma. To keep things tidy, we consider an abstract hybrid argument, which applies to
zero-knowledge simulation and much more. Due to a posteriori efficiency, the lemma is both non-trivial
to prove and non-trivial to state.

Lemma 5.1.8 (Lemma(5.4.7). Let Oy and Oy be two oracles and suppose that O, is weakly efficient relative
to Oy and Oy ~ ©;. Denote by rep(©y) and rep(©y) oracles which give repeated access to independent
instances of ©p. Then rep(©,) is weakly efficient relative to rep(©y) and rep(©y) ~ rep(©).

Lemma [5.1.8 hides much of the complexity caused by a posteriori efficiency, and is often a suitable
black-box drop-in for the hybrid argument. We sketch how to adapt the usual hybrid reduction. In
our setting, rep (©;) gives access to arbitrarily many independent instances of ©j. The usual hybrids
H; use ©; for the first i instances, and switch to O, for all other instances. W.l.o.g., only g = poly(1)
many O-instances are accessed by the distinguisher /. The hybrid distinguisher ?0” guesses an index
i* < {0,...,q— 1}, and simulates a hybrid H;,, embedding its challenge oracle O, .

If © has advantage ¢, then the hybrid distinguisher 0’ has advantage ¢/q. In the classic PPT setting,
we assume that Oy and ©; are classical PPT, and hence find that @’ is PPT and therefore efficient. In
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an a posteriori setting, the efficiency of 0’ is a bigger hurdle. We make the minimal assumptions, that
timegrep (©y) (P (D)) is efficient and that O is weakly efficient relative to @0. Hence, we do not
trivially know whether timeg.rep (0,) (@'eP (1)) or the hybrid distinguisher @', which has to emulate
many oracle instances, is efficient. Indeed, a naive argument would invoke weak relative efficiency ¢
times. In the case of PPT, this would mean g-many polynomial bounds. But, for all we know, these
could have the form 2/poly(A) in the i-th invocation, leading to an inefficient simulation.

The core problem is therefore to avoid a superconstant application of weak relative efﬁciency.
Essentially this problem was encountered by Hofheinz, Unruh, and Miiller-Quade [HUM13] in the
setting of universal composability and a posteriori PPT. They provide a nifty solution, namely to
randomize the oracle indexing. This ensures that, in each hybrid, every emulation of ©, (resp. ©;) has
identical runtime distribution Tj (resp. Tp). This gives a uniform bound on runtime changes. Now, we
show how to extend the proof of [HUM13], which is limited to CPPT.

We prove the hybrid argument in game hops, starting from the real protocol G;. In G, we replace one
oracle instance of Oy by O; (at a random point). In Gs, every instance of ©, but one is replaced by ©;.
In G4, only Oy is used. Since ©; is weakly efficient relative to ©p and O, ~ ©,, the transitions from
G; to Gy (resp. G3 to Gy) preserve efficiency and are indistinguishable. The step from G, to Gs is the
crux. Note that we have at least one © (resp. ©;) instance in either game. Take any one and denote
the time spent in that instance by Tj (resp. T;). Since we randomized the instances, the distribution of
To (resp. T1) does not depend on the concrete instance. Importantly, even in the hybrid reduction, there
is an instance which can be used to compute Tj (resp. T;). Moreover, the total time spent in computing
instances of Oy and ©; is “dominated” by q - To + q - T;. Thus, it suffices to prove that S =T" + T + Tj
is CEPT, where T’ is the time spent outside emulation of instances of ©y and ©;. (Note that S, T’, T,
T; depend on the hybrid H,, where € € {1,...,q — 1}; we suppressed this dependency.) Now, we have
two properties:

« Sy is CEPT if and only if time(H,) is CEPT for the ¢-th hybrid H,.
o The reduction can compute and output S,.

Thus, it suffices that S; and S,; are indistinguishable, since we know that S, is CEPT. Curiously, we
now reduced efficiency to indistinguishability.[if] To prove indistinguishability, we can truncate the
reduction (or rather, the hybrids) to strict PPT as in the standard reduction. Thus, we obtain S; ~ Sq-
The hybrid lemma follows. The actual reasoning of this last step is a bit lengthier, but follows [HUM13]
quite closely: We truncate each oracle separately to maintain symmetry of t imeout probabilities.
Unfortunately, the reduction does not give the usual telescoping sum, since the challenge oracle cannot
be truncated. Due to symmetry, the error is “dominated” by observed t imeouts. Hence, it suffices to
find a (uniform) bound for the t imeout probabilities over all H,. Our reasoning for this is mildly more
complex than [HUM13], since we do not have negligible bounds for t imeouts, but only polynomial
tail bounds, and we make a weaker assumption on efficiency of ©y and ©;.

Modular Sequential Composition. With Lemma at hand, it is straightforward to prove that auxil-
iary input zero-knowledge composes sequentially. In fact, the well-known proof works almost without

13 The hybrid proof technique requires the hybrid distinguisher to emulate all but one oracle instance, and for this we need
weak relative efficiency.

14 For reference, even for a priori PPT sequential composition for zero-knowledge, one must avoid a superconstant invocation
of the existence of simulators. There, the solution is to consider a “universal” adversary and its “universal” simulator.

15 To be exact, dominated with slack ¢: Pr[timeg,+0, (He) > t] < q-Pr[q(Tpo + Tp1) > t].

16 The CEPT characterization (Corollary does not strictly apply here, but a simple variation does.
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modifications by using the hybrid lemma (Lemma [5.1.8), which absorbs the bulk of the complexity.
Indeed, it is possible to prove a modular sequential composition theorem for secure function evaluation,
similar to [KLO08|. Interestingly, in [KLO8||, subprotocols must have simulators which are EPT in any
interaction, whereas in our setting, there is no such restriction.

5.1.5. Related Work

We are aware of three (lines of) related works w.r.t. EPT: The results by Katz and Lindell [KL08|] and
those of Goldreich [Gol10], both focused on cryptography. And the relaxation of EPT for average-
case complexity by Levin [Lev86]. A general difference of our approach is, that we treat the security
parameter separate from input sizes, whereas [KL08; |Gol10] assume A = |X|.E] With respect to a
posteriori runtime, [HUM13] is a close analogue, although for PPT and in the UC setting.

Comparison with [KL08]. Katz and Lindell [KLO08|| tackle the problem of expected polynomial time by
using a superpolynomial runtime cutoff. They show that this cutoff guarantees a (strict) EPT adversary.
However, for the superpolynomial cutoff, they need to fix one superpolynomial function a and have to
assume security of primitives w.r.t. (strict) a-time adversaries. Squinting hard enough, their approach
is dual to ours. Instead of assuming superpolynomial security and doing a cutoff, we “ignore negligible

events” in runtime statistics, thus doing a “cutoff in the probability space”. Moreover, we require no
fixed bound.

Interestingly, their first result [KL08, Theorem 5] holds for “adversaries which are EPT w.r.t. the real
protocol”. Their notion is minimally weaker than ours, as it requires efficiency of the adversary for all
inputs instead of a sequence of input distributions. [KL08, Section 3.5] claims that other scenarios, e.g.
sequential composition, fall within [KL08, Theorem 5]. Their modular sequential composition theorem,
[KL08, Theorem 12], however, requires that subprotocol simulators are “expected polynomial time in
any interaction”, which neither Theorem 5 nor Theorem 12 assert for the resulting simulators.

Comparison with [Gol10]. Goldreich [Gol10]] strengthens the notion of expected polynomial time to
obtain a complexity class which is stand-alone and suitable for rewinding based proofs. He requires
expected polynomial time w.r.t. any reset attack, hence restricts to “nice” adversaries. With this, normal (in
the sense of [Gol10]) black-box simulators run in expected polynomial time, essentially by assumption.
This way of dealing with designated adversaries is far from the spirit of our work.

Comparison with [Lev86]. The relaxation of expected polynomial time adopted by Levin [Lev86]
and variations [[Gol11b;|Gol10; BT06[] are very strong. Let T be a runtime distribution. One definition
requires that for some poly and y > 0, Pr[T) > C] < %YM) for large enough A and C > 0. Equivalently,
E[T{ ] is polynomially bounded (in A) for some y > 0. Allowing negligible “errors” relaxes the notion
further. This definition fixes the composition problems of expected polynomial time. But arguably, it
stretches what is considered efficient far beyond what one may be willing to accept. Indeed, runtimes

whose expectation is “very infinite” are considered efﬁcient.@ The goals of average case complexity

17 For completeness, we show how to mirror this weakened security in Appendix

18 Their definitions are a consequence of their non-uniform security definition and complexity setting. The proof of [KL08)
Theorem 5] never changes adversarial inputs, so there is no obstruction to handling designated adversaries in our sense.

19 Settingc =2and y = 3 in Remarkyields a runtime T with E[T] = %77 | n, which is still considered efficient. (The
limit —1—12 is not applicable here.)
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theory and cryptography do not align here. We stress that our approach, while relaxing expected
polynomial time, is far from being so generous, see Section|5.1.6.1} (For completeness, we note that we
are not aware of work on designated adversaries in this setting.)

Related Work on CPPT. The notion of CPPT is (in different forms) used and well-known. For example,
Boneh and Shoup [BS20]] rely on such a notion. This sidesteps technical problems, such as sampling
uniformly from {0, 1, 2} with binary coins. With a focus on complexity theory, Goldreich [Gol11a]
defines typical efficiency similar to CPPT. As the relaxations for strict bounds is very straightforward,
we suspect more works using CPPT variations for a variety of reasons.

Comparison with [HUM13]. Hofheinz, Unruh, and Miller-Quade [HUM13|| define PPT with overwhelm-
ing probability (w.o.p.), i.e. CPPT, and consider a posteriori efficiency. They work in the setting of
universal composability (UC), and their main focus is an overall sensible notion of runtime, which does
not artificially restrict evidently efficient functionalities, such as databases or bulletin boards. Their
notion of efficiency is similar to our setting with CPPT. In fact, we use their techniques for the hybrid
argument. Since [HUM13|] defines and assumes protocol efficiency, which we deliberately neglect, there
are some differences. Reinterpreting [HUM13], their approach is based on: “If for all (stand-alone)
efficient @ the machine D is efficient, then for all (stand-alone) efficient @ the machine D" is
efﬁcient.” Our approach is based on: “For all @, if the machine D is efficient, then the machine
D" is efficient” The stronger (protocol) efficiency requirements are harder to justify in our setting.
(Even classical PPT © can be “inefficient” for expected poly-size inputs. E.g., disallowing quadratic
time protocols seems harsh.)

More Related Work. Halevi and Micali [HM98|| define a notion of efficiency for extractors in proofs
of knowledge, which closely resembles our notion of normal rewinding strategies. Precise zero-
knowledge [MPO06; [Pas06]] requires that simulation and real execution time are closely related. Due to
Feige’s “attack” (or Example [5.1.1), this does not seem to help with designated EPT adversaries.

5.1.6. Separations

We briefly provide separations between some runtime notions. Here, we focus only on efficiency of
adversaries, and ignore requirements imposed on protocol efficiency, since we deliberately neglected
those. We consider basic runtime classes (i.e. runtimes of sampling algorithms) and how they are lifted
to interactive algorithms.

Both [KL08, Definition 1] and [HUM13, Definitions 1 and 2] use an “a posteriori” lifting. The former
lifts EPT, the latter lifts CPPT; both allow designated adversaries and are similar to our setting. “A
priori” liftings, such as [Gol10, Definitions 1-4] are far more restrictive (on adversaries), effectively
disallowing designated adversaries.

Regarding the underlying runtime classes, the works [KL08; Gol10] deal with (perfect) EPT, negligible
deviations are not allowed. The notion of PPT w.o.p. from [HUM13]] and CPPT coincide. To separate
PPT, EPT, CPPT, CEPT, and Levin’s relaxations, we first recall fat-tailed distributions.

20 Think of @ as the environment, Oy as the protocol, and ©; as the simulator.
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Remark 5.1.9 (Fat-tailed distributions). The sum };, n™¢ is finite if and only if ¢ > 1. Thus, we obtain
a random variable X with Pr[X = n] oc n™¢. For y > 0 we have E[X?] oc 3, n™*Y . If ¢ — y < 1, then
E[XY] = co. Moreover, Pr[X > k] > k7¢, i.e. X has fat tails. In particular, for ¢ = 3, E[X] < oo but

E[X?] « 3, n"! = 00, and Pr[X > poly] > p01|y3 for any poly.

Allowing a negligible deviation clearly separates perfect runtime distributions from their computational
counterparts. Clearly, PPT is strictly contained in EPT. The separation of CPPT and CEPT follows from
fat-tailed distributions. In Section below, we separate CEPT from Levin’s relaxations of EPT,
denoted L7, and Vadhan’s relaxation [Gol10] of L7, denoted /T, which allows negligible deviation.
In the following diagram, strict inclusions are denoted by arrows.

PPT ——— EPT —— LT

l Ll

CPPT —— CEPT —— VT

5.1.6.1. Levin’s Relaxation and CEPT

We noted in Remark that )7, n™¢ = @, < oo for ¢ > 1 gives rise to a distribution Z. over N via
normalizing the sum. Let X = Z}. Then E[X] = alc 2ineyn = oo. Since Z; is fat-tailed, so is X. Let
Yi = X|(.543)s0- It follows immediately that E[Yi] = E[ X[ (.5x3)0] = (){lck2 for any k € N. Thus, for
any superpolynomial cutoff K, we find E[Yx] > iK ? is superpolynomial, and as a consequence, there
is no superpolynomial cutoff which makes X EPT. (We interpret X as a constant family of runtimes, i.e.

X, =X for all 1.)

Formally, CEPT uses v-quantile cutoffs (i.e. we may condition on an event ¢ of overwhelming probability
1—v that minimizes E[T | G]). For X, any v-quantile cutoff for negligible v induces some bound k which
maximizes Pr[T < k] > v. If k were polynomial, then (due to “fat tails”) v must also be polynomial.
Hence, k must be superpolynomial, and consequently there is no negligible quantile cutoff which makes
X EPT. All in all, the runtime distribution X is allowed by Levin’s relaxation, but is not CEPT.

5.1.7. Structure of this Chapter

In Section we clarify additional preliminaries, such as (non-)standard (notational) conventions,
shorthands and terminology, and some basic concepts and results. In Section we define CEPT
and prove the characterization as well as generalizations and convenience lemmas. In Section
we introduce the standard reduction, relative efficiency and the hybrid lemma. In Section 5.5} we
apply CEPT to zero-knowledge. We define (uniform complexity auxiliary input) zero-knowledge, and
consider the example of G3Cgx in detail. Then, we define sequential zero-knowledge and prove that it
is implied by auxiliary input zero-knowledge. In Section we define rewinding strategies, simple
assumptions, and benign simulation, Moreover, we give a simple proof that benign simulators are
(sequential) zero-knowledge. In Section we sketch the application of CEPT to (uniform complexity)
multiparty computation. In Section[5.8] we conclude and highlight some open questions.

In Appendix[C.1] we give a detailed discussion on the effect of machine models and their (in)compatibility
with expected time. Appendix|[C.2| contains supplementary definitions for commitment schemes. The
remaining appendices contain further material and discussion. Appendix[C.3|contains some simple
but useful results and reminders for our general discussion of runtime classes. Appendix[C.4] treats
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runtime more abstractly. It justifies the notion of “closed runtime classes” formally and demonstrates
how most of our results extend to algebra-tailed runtime class. In Appendix we discuss asides
for each chapter, and more. These provide clarifications, justify decisions, technical details, effects
of variations in definitions, give (simple) examples, and so on. Finally, for completeness, we show in
Appendix[C.6| that our approach is applicable even if we follow the work of Katz and Lindell [KLO08|
much more closely, although at the expense of more convoluted proofs.

5.2. Preliminaries

In this section, we state some basic definitions and (non-)standard conventions used in this chapter.
We also recall some basic definitions since dealing with low-level questions such as runtime is more
sensitive to the concrete choices, although our final notions appear to be rather robust.

5.2.1. Notation and Basic Definitions

We denote the security parameter by A; it is often suppressed. Similarly, we often speak of an object X,
instead of a family of objects (X)), parameterized by A. We always assume binary encoding of data,
unless explicitly specified otherwiseT| We write X ~ Y if a random variable X is distributed as Y.
For random variables X, Y over a set A We write X|,,;, (resp. X|g,,p, resp. X|predp) for the random
variable where a (resp. any a satisfying a € S resp. pred(a) = 1) is mapped to b, and everything else
unchanged, e.g. X|,,,, or X[ or X|.>non-

For a countable set & and a function ¢: & — R, let [|¢]|, = (3 csld(x)P]) 1P be the p-norms for p €
[1,...,00]. (Recall that ||¢||c := sup,..g|P(x)|.) We define statistical distances A,(p, o) = %Ilp— oll, of
distributions p, o: & — [0, 1]. Recall that A (p, 0) = supyq|p(X) — o(X)|. We refer to the variational
distance A( -, -) := A{(+,-) as the statistical distance.

We call psup(p/v) = sup, ’; g; (where % := 0) the sup-ratio of y over v; g and v may be arbitrary

non-negative functions.

With poly, polylog, and negl we denote polynomial, polylogarithmic and negligible functions (in 1)
respectively. Usually, we (implicitly) assume that poly, polylog, and negl are monontone. A function
negl is (polynomially) negligible if lim,_, poly(A)negl(1) = 0 for every polynomial poly. In many
definitions, we assume the existence of a negligible bound negl on some advantage ¢ = ¢(1). We
generally use “strict pointwise <” for bounds, e.g. ¢ < negl denotes VA: ¢(1) < negl(1). We avoid
“eventually <”, denoted ¢ <., negl (defined via ACVA > C: e(1) < negl(1)). If ¢ < negl, then
max{e(A), negl(1)} =: v(1) is negligible and ¢ < v, hence this makes no difference in most situations.
However, “<” behaves “more intuitively” than “<.,” in some sense.@

211n classical efficiency settings, unary encoded data is primarily used to model efficiency restrictions implicitly. We model
these explicitly, and, due to a posteriori notions, efficiency depends only on A anyway. It is irrelevant if A is passed as
binary or unary to the machines, hence we use binary encodings unless otherwise specified.

22 When infinitely many functions are considered, < and <ey behave differently. For <ey, any countable set of negligible
functions is <ey-dominated by some negl, c.f. [Bel02]. This is false for <. Indeed, <¢y behaves unintuitive. Consider a sum
of a growing number (in 1) of negligible functions v;. It is well-known that p(1) = Z;Ll vi(A) need not be negligible, even
if all v; are negligible. But if all v; are “strictly dominated” by some v, i.e. v; < v, then (1) < Av(A) hence y is negligible.
However, if all v; are only “eventually dominated”, i.e. v; <ey v, then the standard counterexample (v;(j) = 1if i = j and 0
else) shows that y need not be negligible. Concretely, v = 0 eventually dominates all v;, yet p(n) = 1 > 0 = nv(n). Due to
this behaviour, we avoid “<ey”.
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5.2.2. Systems, Algorithms, Interaction and Machine Models

More detailed discussion of (unexplained) terms in this section are in Appendix [C.1}

Machine Models. We fix some admissible machine model, which in particular implies that emu-
lating a system of interacting machines has small overhead. The reader may assume a RAM model
without much loss. In particular, polylogarithmic (emulation) overhead is acceptable in our setting,
see. Appendix Another irksome technicality are non-halting computations. One may follow
[Gol10], and assume all algorithms halt after a finite number n(1) of steps. Instead, we deal with
non-halting executions explicitly. For this, we define the symbol nohalt as the “output” of such
a computation, and assume that any system which receives nohalt also outputs nohalt, if not
specified otherwise.

Systems, Algorithms and Oracles. We always consider (induced) systems, which offer interfaces for
(message-based) communication.@ Input and output are modelled as interfaces as well. The security
parameter A is an implicit input interface of (almost) every system; a system is closed if its only
interfaces are for A and output, i.e. it is a “sampling algorithm” (which takes A and samples some
output). A system is a “mathematical” object, which defines (probabilistic) behaviour of the offered
interfaces. An algorithm is given by code, a finitd™| string describing the behaviour and interfaces,
and has a notion of runtime and randomness interface (e.g. random tape) which are imparted on it
by the machine model. Oracles or parties are, unless stated otherwise, algorithms, which are only
used via their interface. To emphasize availability of a certain oracle to some algorithm, we speak of
oracle algorithms. A timed oracle offers an extended interface to its caller, which allows to bound
the maximum time spent in an invocation (and return t imeout if the allotted time is exceeded), and
also returns the elapsed time of any invocation. Oracles also serve as a means to make subroutine
calls explicit. A timeful oracle (or system) comes with some notion of purported elapsed runtime. For
consistency, the purported elapsed runtime is always at least the answer length of an invocation, and
this is usually also the runtime notion of interest. Timeful oracles (or systems) are used as convenience
abstractions to specify and analyze unconditional properties. Timed timeful oracles are defined in the
obvious way.

Interaction. It will always be clear from the context how interfaces are used or connected. Interactivity
is implicit, and implied by open interfaces. Let A;, A; be a algorithms (or more generally, systems).
For connecting A; and A,, i.e. interaction, with (fixed) inputs x, y, z, we write (A;(x, z), A2(y, z)). The
result is another algorithm (or system), where we write outa, (A, Az) for the output (interface) of A;
for i = 1, 2. We write A® for an algorithm (or system) A, with access to an oracle © (where © may be
a subroutine, e.g. a commitment scheme). This notation emphasizes, that the output of the system is
that of A. Otherwise, the system is equivalent to (A, ©), or even ©OA. We view interaction, oracle, and
subroutine calls as essentially identical and use the notation interchangeably if no confusion arises.

Black-box rewinding (bb-rw) access to an algorithm A (or timeful system) means access to an oracle
bbrw(A) emulating A with fresh but fixed randomness, which allows to feed A messages and rewind it

23 More precisely, CEPT is robust w.r.t. polylogarithmic overhead, due to virtuality. For robustness of EPT, an additional strict
a priori runtime bound is needed, e.g. 2Poly (D) works.

24 We use an ad-hoc definition of system. A compatible, precise notion was recently (concurrently) introduced in [LM20].

25 Non-uniform notions deviate here and allow infinite descriptions.
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to any visited state. For notational simplicity, we treat bbrw(A) like a NextMsg, function, which upon
a query query = (my, ..., my) returns the result of A when given m; as its i-th message. The query
(my, ..., my,) is viewed as a logical handle (my, ..., m,_1) to a previously visited state, and a message
my, to A when in that state. Implementations of bbrw(A) use short handles, say a counter. A timed
bb-rw oracle truncates and returns the elapsed runtime of its emulated program. By abuse of notation,
we often write BA instead of BPP™(*) if it is clear that B has bb-rw access to A.

Remark 5.2.1 (Efficient implementations). Access to NextMsg, and bbrw(A) is “logically equivalent”,
yet, the efficiency characteristics differ vastly. For expected time, this is a critical point. We encounter
such issues also in other situations, and will offer a brief warning but proceed with the usual notation.
Using more efficient “logically equivalent” implementations solves such problems. See Appendix|[C.1.3]

5.2.3. Input Generation: Conventions and Shorthands

In non-uniform complexity settings, it is possible to quantify over all inputs to a protocol universally.
In uniform complexity settings [[Gol93], these inputs must be efficiently samplable. For this, we use
efficient algorithm, usually denoted 9, called the input generator. For non-uniform security, J is
non-uninform, i.e. has tape-like access to an (unbounded) non-uniform advice string advc;. This
deviates from standard definitions [Gol01] slightly by allowing input distributions.

Notation 5.2.2 (Shorthand expressions for composing systems). Let P, V* be two (interacting) parties
and let 9 be an input generator. We use the shorthand notation (P, V*) 4 for the system resp. interaction
of (P,V) completed with J, where it is either clear how to connect the interfaces or it is explicitly
described. We also say: “Let outy: (P(x, w), V*(x, aux)), where (x, w, aux) <& J(1)”

What we mean by this is: Consider the system obtained by composing 4, P and V* as indicated, that
is, the system which first runs J to obtain (x, w, aux), then passes (x, w) to P as input, and passes
(x, aux) to V*, and then runs P and V* (i.e. letting them interact). Of this composed system, take and
return the output of V*.

Note that we do not mean to quantify over all inputs (x, w, aux) which ¢ may produce, except if made
explicit, e.g. by stating “for all (x, w, aux) < J” or more precisely “for all (x, w, aux) € supp(9)”.
Since we almost exclusively consider closed systems, and fixed inputs make little sense in a uniform
asymptotic setting, no confusion should arise.

5.2.4. Preliminary Remarks on Runtime

An abstract treatment of runtime is in Appendix[C.4] and meant for the inclined reader only. This section
contains all essential definitions for Section[5.3]and later sections, which only deal with polynomial
times, namely PPT, EPT, CPPT and CEPT.

For an oracle algorithm A, we write timea(A®) for the time spent in A (called oracle-excluded time),
timeo (A?) for the time spent in ©, and timea,o (A®) for the time spent in both (called oracle-included
time). This notation extends naturally to interaction and composite systems built from interacting
machines. Note that T = timea(A®) is a random variable, or more precisely, a sequence of random
variables T parameterized by 1. We assume that that runtimes sum up, i.e. timea (A?) + timeo(A”) =
timeaso (A?), as dependent random variables.
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Definition 5.2.3. A runtime (distribution) T is a family of random variables (resp. distributions)
over Ny parameterized by the security parameter 1. We (only) view a runtime as a random variable
T): Q3 — Ny, when stochastic dependency is relevant.

Definition 5.2.4. A runtime class 7 is a set of runtime distributionsE] A (sampling) algorithm A is
T -time if timea (A) € 7, more explicitly, Ty = timea(A(1)) isin T .

Example 5.2.5. The runtime classes PPJ and 8PT of strict polynomial time (PPT) and expected
polynomial time (EPT) are defined in the obvious way, i.e.: T € PPT (resp. T € EPT) if there exists a
polynomial poly such that Pr[T) > poly(4)] = 0 (resp. E[T;] < poly(4)).

Our central tool for dealing with expected time is truncation. Also recall that timed oracles abstract the
ability to truncate executions.

Definition 5.2.6 (Runtime truncation). Let A be an algorithm. We define AN as the algorithm which
executes A up to N steps, and then returns A’s output. If A did not finish in time, A" returns t imeout.

A priori Time, a posteriori Time, and Designated Adversaries. In any closed system, every component
has an associated random variable, describing the time spent in it. We only consider such runtimes
(most often, the total runtime). Hence, efficiency depends only on A, since closed systems have no (other)
input. In particular, we do not assign a stand-alone notions of efficiency or runtime to a non-closed
system, e.g. an algorithm A which needs inputs (besides 1), resp. oracle access, resp. communication
partners. The exception to the rule are a priori PPT resp. EPT algorithms A, for which there is a bound
poly such that timea(...) < poly resp. E[timea(...)] < poly for any choice of inputs, oracles, and
communication partners.@

A posteriori efficiency of algorithms (or systems) considers them in a complete context, i.e. as part of a
closed system. Let A be an algorithm and & be an environment such that (&, A) is a closed system. For a
posteriori time, there are two sensible definitions: We can call A a posteriori PPT (resp. EPT, ...) w.rt.
&, if timep ((&, A)) is PPT (resp. EPT, ...), or if timeg.a ({8, A)) is PPT (resp. EPT, ...). We generally use
the latter, but are always explicit about it. Applied to security notions, we get designated adversaries,
which need only be efficient for the protocol they are designed to attack, see [Fei90]] or [KL08;|Gol10]].

5.2.5. Probability Theory

By Dists(X) we denote the space of probability distributions on X. The underlying probability space
for random variables is usually denoted by €, the associated o-algebra is always left implicit. We
neglect measurability questions because they do not pose any problems and are merely trivial technical
overhead, see Appendix|[C.5.8|for a brief discussion.

We allow product extension of Q to suit our needs, say extending to Q" = Q X X with Bernoulli
distribution Ber(%) on X = {0, 1}. Random variables over Q are lifted implicitly and we again write Q
instead of Q’. Let Ny U {co, timeout} be totally ordered via n < co < timeout for all n € Ny. For
X: Q> R,if Pr[X > ¢] < tail(c), we call tail a tail bound. For families X : Q — R, we sometimes

26 For our general treatment of runtimes, we use a more restrictive definition, c.f. Appendixm

27 By definition, a priori PPT is the essentially same as a priori PPT in any interaction of [KL08}|Gol10]], but in our setting
where only the security parameter grants runtime. Note that “classical” PPT algorithms are not a priori PPT in our sense,
since their runtime bound depends on the input size, while ours are fixed by A alone. We can mitigate this discrepancy by

size-guarding (see Appendix|C.5.4.3).
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sloppily call ¢ a tail bound for ¢, if Pr[X) > c)] < t;. We denote the cumulative density function (CDF)
of X by CDFx(c) =Pr[X < c] andlet CDFx( - ) :=1—-CDFx( - ) =Pr[X > -].

For convenience, we use a relaxation of stochastic domination.

Definition 5.2.7 (Domination with slack). Let X,Y: Q — & be random variables and & be a totally
ordered set (usually & = RU {timeout}). Let L > 1. We say Y dominates X with slack L (in
distribution), if CDFx < L - CDFy, that is, if

Veed§: Pr[X>c] <L -Pr[Y >c].

d d
We denote this by X <; Y. If L = 1, we write X < Y. We use the same notation for families of random

d d
variables, i.e. we write X < Y and mean X < Y, for all A.
Instead of truncating runtimes in the domain, we often “truncate” in the probability space.

Definition 5.2.8 (v-quantile cutoff). Let T be a distribution on Ny U {0} and v > 0. Suppose that
Pr[T = o0] < v. The (exact) v-quantile (cutoff) T" is following distribution on Ny U t imeout. Let
CDF7( - ): NgU {oo} — [0,1] be the CDF of T. Then CDF7v( - ): NgU timeout — [0, 1] is defined
by CDFrv(n) = min{1—v,CDFr(n)} for n € N, and CDFpv(o0) = lim,_,c min{1 —v, CDFy(n)}, hence
Pr[TV = o0] =0, and CDFrv(timeout) =1,

An exact v-quantile cutoff for a random variable T: Q — Nj U {co} can be constructed by: First pick
N =inf{n | Pr[T > n] < v}. IfPr[T > N] = v/ equals v, let T" := T|..Ntimeout- Else, pick a
(measurable) subset of A = {w € Q | T(w) = N} of probability v — v/, and let T := T|4 ¢ imeout- If
necessary, modify Q. So we assume w.Lo.g. that there is such a set of events. An approximate v-quantile
cutoff with error § is an exact v’-quantile cutoff, where v < v/ < v +4.

In case of discrete distributions, one can find a unique maximal (measurable) subset A (e.g. minimal by
lexicographic order), and a unique atomic event which may have to be split between N and timeout.
By modifying Q to Q X {0, 1}", an approximate cutoff with error at most to 27" is possible. Using
Q X Ber(v — V'), exact cutoffs are possible.

Remark 5.2.9 (Equal-unless). If X, Y: Q — & are random variables and coincide (as functions), except
for an event § C Q, then X and Y are (pointwise) equal unless &. Typically, § = {w | Y(w) = bad}
(for some symbol bad), and we say X equals Y unless bad happens. We also say X and Y coincide
unless (or agree except) if bad happens. The definition naturally extends to oracles and systems.

Remark 5.2.10 (Truncation of values vs. quantiles). Consider random variables X, Y over R with X é LY
(for some L > 1). As seen in Lemma quantile-truncation preserves domination even if we
additionally condition on =t imeout. Truncating in the domain does not preserve domination if we
additionally condition on =t imeout. For example, over {1, 2, 3,4} consider the probability vectors
px = (B,0,1 = f,0) and py = (0,a,0,1 — ). Truncating X, Y at 3 and conditioning on -t imeout

d
yields X', Y’ with px = px and pyr = (0,1,0), and thus X’ £; Y’, even for L = 1.

28 1t is straightforward to deal with general v > 0. But distributions S over Ny U {co} U t imeout with Pr[S = o] > 0 are
not particularly useful for us.
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5.2.6. Indistinguishability and Oracle-Related Notions

We define (oracle-)indistinguishability, repeated trials, and query sequences.

5.2.6.1. Oracle-Indistinguishability

The (in)distinguishability of oracles (or systems) is a folklore abstraction. “Bit-guessing” experiments,
such as indistinguishability of distributions, and more generally game-based security notions can be
straightforwardly rephrased as an oracle pair, see Appendix Depending on the oracles (or
systems) and their interfaces, distinguishing can encompass (adversarial) input generation, protocol
runs, and more. For example, an oracle may present an IND-CPA game for public key encryption, or it
may present the distinguisher with a concurrent zero-knowledge setting.

Definition 5.2.11 (Oracle-indistinguishability). Let Oy and ©; be (not necessarily computable) oracles
with identical interfaces. A distinguisher 0 is a system which connects to all interfaces or ©, ©,
resulting in a closed system . The (standard) distinguishing advantage of @ is defined by

AV o (D) = [Pr[D9 N (1) = 1] = Pr[2%D (1) = 1]1.

: : : dist dist
By abuse of notation, we sometimes abbreviate Advy’ o by Advy) .

Let T be a runtime class. Then ©; and ©; are computationally (standard) indistinguishable
in 7-time, written O, ~5 O, if for any J -time distinguisher D, i.e. timeg (D% M (1)) € T (for
b=0, 1), there is some negligible negl such that Advgfgg (1) < negl. We define statistical 7 -query

indistinguishability by counting only oracle-queries as runtime.
Perfect indistinguishability is special, and we reserve the notation “=” for it.

Definition 5.2.12. Oracles ©y, O, (or systems, or algorithms), for which all (unbounded) distinguishers
have advantage 0 are called perfectly indistinguishable. We also write Oy = ©; to emphasize this.

Remark 5.2.13 (Indistinguishability of distributions). Indistinguishability of distributions X and Y (under
repeated samples) is defined in the natural compatible way, namely via oracles Ox and Oy which
output a single (a fresh) sample of X resp. Y (for each query).

5.2.6.2. Repeated Trials

It is useful to make repeated oracle access explicit.

Definition 5.2.14 (Repeated oracle access). Let © be an oracle. We denote by rep(©) an oracle which
offers repeated access to independent instances of ©. For example, rep(©) may implement this by
expecting message tuples (i, m) of oracle index i and query m, and a special message which starts a
new independent copy of O, increasing the maximal admissible index i by 1. We denote by rep,(©) an
oracle which limits access to a total of at most g instances of ©. (Effectively, the admissible indices are
1,...,q. Also observe that rep(©) = rep..(O).)

29 This is equivalent to being efficient in the respective distinguishing experiment.
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Definition 5.2.15 (Indistinguishability under repeated trials). Let ©y and ©; be two oracles. We say
©p and O, are T -time computationally indistinguishable under g (repeated) trials, if rep (o)
and repq(@l) are J -time computationally indistinguishable. We say ©, and ©; are J -time indistin-
guishable under (unbounded many) repeated trials, if they are 7 -time indistinguishable for g = oo
repeated trials. The definition for  -query statistically indistinguishable is analogous.

5.2.6.3. Query-Sequences

We use following definition and notation for the sequence of queries made by an algorithm to its
oracle.

Definition 5.2.16 (Query-sequence). Let A” be an oracle algorithm. The query-sequence qseq (A”(x))
is the (distribution of the) sequence of queries made by A to ©. We view gseqg (A” (x)) as an oracle,
which grants lazy (tape-like) access to the queries.

5.3. Computationally Expected Polynomial Time

In this section, we define computationally expected polynomial time (CEPT), briefly recap the general
results of Appendix [C.4|for polynomial runtime classes, and have a first glimpse of the behaviour of
CEPT. The inclined reader may wish to continue with Appendix instead; it deals with runtime
classes in more generality.

5.3.1. ABrief Recap
5.3.1.1. Virtually Expected Time

We are interested in properties, which need only hold with overwhelming probability. We formalize
this for the expectation of non-negative random variables as follows.

Definition 5.3.1 (Virtual expectation). Let X: Q — Ry U {0} Let ¢ > 0. We say X has ¢-virtual
expectation (bounded by) ¢t if

AQ CQ: Pr(@]l=1—-¢ A E[X|Q] <t

We extend this to families by requiring it to hold component-wise. Moreover, we say a runtime T
is e-virtually ¢-time if T has e-virtual expectation bounded by ¢. We abbreviate this as virtually
expected (1, ¢)-time and call ¢ the virtuality of time (¢, ¢).

Virtual properties have a “probably approximately” flavour. They are closely related to “e-smooth
properties”, such as e-smooth min-entropy, which smudge over statistically close random variables
(instead of conditioning).m Virtual properties must behave well under restriction (up to a certain
extent).

Lemma 5.3.2. Let X: Q — Ry be a random variable and E[X] = t. Then any restriction of X to an
event ¢ of measure 1 — ¢ impliesE[X | G] < (1 —¢)7't.

30 We borrowed the terminology of virtual properties from group theory.
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The upshot of Lemma is that, if we condition on an overwhelming (in fact, noticeable) event G,
polynomially bounded expectation is preserved. Also, consecutive restrictions of Q are unproblematic.

5.3.1.2. Triple-Oracle Indistinguishability

Using triple-oracle indistinguishability, instead of standard indistinguishability, for (runtime) distribu-
tions abstracts technical details and prevents technical problems. Recall that we always use binary
encodings, and this includes runtime oracles (even though unary encodings work there without
change).

Definition 5.3.3. A triple-oracle distinguisher & for distributions X, X, receives access to three
oracles ©y, ©O; and @Z, which sample according to some distributions Xy, X;, and Xj. The distinguishing

advantage is Advgo'%ss 0, = [Pr[D©O101(2) = 1] = Pr[@P9% (Q) = 1]].
Two runtime distributions T, S are computationally 7 -time triple-oracle indistinguishable, de-

noted by T éff S, if any J -time distinguisher has advantage o(1). If 7 contains P#J , then (by ampli-
fication) any distinguisher has negligible advantage. For statistical triple-oracle indistinguishability, we
only count oracle queries as steps (and often explicitly speak of statistical 7 -query distinguishers)@

S
and write T ®g S.

A runtime class 7 is computationally closed if for all runtimes S, if there exists some T € J such

c
that T ®5 S, then S € J. Statistically closed is defined analogously.

In the definition, we sketched our approach for general runtime classes (namely requiring 0(1) advantage
bound, see Appendix|C.4). This definition applies to runtime classes from other algebras, such as polylog
or quasi-polynomial time, and implicitly uses the notion of negligible function for these algebras. The
use of tail bounds as our proof technique seems limited to the setting, where “advantage” and “time”
algebras coincide. From now on, we specialize to the polynomial setting, where amplification enforces
(poly-)negligible advantage.

Triple-oracle distinguishing should be interpreted as distinguishing with repeated samples, plus sam-

pling access to the distributions Xp, Xj. It allows for quite modular reductions, as we see now.

Remark 5.3.4 (Standard and triple-oracle indistinguishability). To clearly distinguish triple-oracle and
“normal” indistinguishability, we call the latter standard when in doubt. We use (and defined) triple-
oracle indistinguishability only for (runtime) distributions, not for general oracles.

5.3.2. Characterizing CEPT

We begin with the fundamental definition of this section.

Definition 5.3.5 (CEPT and CPPT). The runtime class C6PJ of computationally expected polyno-
mial time contains all runtimes which are (triple-oracle) %7 -time indistinguishable from expected
polynomial time. In other words: A runtlme T is CEPT if there is an EPT T, such that T and T are triple-

oracle PP J -time indistinguishable, i.e. T~T.

31 We never consider unbounded queries for statistical triple-oracle distinguishing, as this trivially coincides with perfect
indistinguishability.
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Computationally (strict) probabilistic polynomial time is defined analogously and denoted
CPPT .

Now, we turn towards the characterization of CEPT. We start with a few simple lemmata. Their
central technique is to approximate probability distributions with suitable precision, and then use this
information for distinguishing.

Lemma 5.3.6. Suppose S and T are runtimes and T € CEPT . Then statistical CEPT -query and

c S
computational CEPT -time triple-oracle indistinguishability coincide, i.e. S Rppg T = S Rppg T.
Moreover, a priori PPT distinguishers are sufficient.

Proof sketch. It is clear that statistical indistinguishability implies computational indistinguishability.
Thus, we concentrate on the converse. For T € CEPT there exists, by definition, some T € EPJ such

Cc ~
that T ® T (triple-oracle computational indistinguishability). Hence, for any efficiently computable
N = N(A), we have |Pr[T > N| — Pr[T > N]| < negl.

We show that T and T are statistically triple-oracle indistinguishable as well. Assume the statistical
distance A(T, T) is at least § = po;lyo infinitely often. Note that Pr[T > N] < %IYI, where E[T] < poly;.

Thus, by truncating T, T after, say N = 4poly,poly,, we know that T=N and T=N are distributions with
polynomial support in {0, ..., N} and non-negligible statistical distance g infinitely often. Since we have
(repeated) sample access to T, T and the challenge runtime, we can approximate the probability distri-
butions (by the empirical probabilities) up to any ﬁ precision in polynomial time, see Appendix
Consequently, we can construct a (computational) PPT distinguisher if T and T are not statistically

PPT -query indistinguishable.

The described statistical-to-computational distinguisher works for T and S as well. Let § = A(T, S). Since
T € CE&PT, there is a suitable tail bound N with A(T, T=N) < %z. It is easy to see that A(T<N,§=N) >
g Ifé > pTlly infinitely often, then there is a suitable polynomial N, such A(T<N,§=<N) > g infinitely
often. Thus, we are in the same setting as before, and can distinguish by approximation. Lastly, note

that the distinguisher we constructed is a priori PPT. O

The proof of Lemma [5.3.6]also shows closedness of CEPT .

c/s

Corollary 5.3.7. Let T, S be two runtimes and T € CEPT . Then S cés@@y T — S Reegpg T, ie
statistical PPT -query and computational PPT -time triple-oracle indistinguishability coincide.

m
Thus, we have shown that all relations &5 for m € {c,s}, T € {PPT,CEPT } coincide. For concrete
applications, we want to use standard indistinguishability instead of triple-oracle indistinguishability
whenever possible.

Lemma 5.3.8. Let T and S be runtimes induced by algorithms A, B, and suppose T € CEPT . Then triple-
c/s
oracle and standard PPT -time indistinguishability coincide, i.e. S Césg)(pff T < S Rppy T.

32 Intuitively, either t imeout accumulates a difference in probability of ‘72, or a difference of % in probability is present on

{0,..., N}, see Corollary
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Proof sketch. Suppose T and S are triple-oracle distinguishable with advantage at least § = po;lyo

infinitely often. The distinguisher @’ from the proof of Lemma 5.3.6]is a priori PPT with advantage
g infinitely often. Moreover, D" truncates all samples at polynomial N, i.e. D actually distinguishes
T<N and S=N. These truncated runtime distributions can be sampled via emulation in strict polynomial
time. By sampling via emulation and a hybrid argument, we find an a priori PPT distinguisher 0 with
advantage at least & infinitely often. m]

We stress that to efficiently distinguish two induced runtimes, it is sufficient that one of the two
algorithms is eﬁcient.

Putting things together yields following convenient characterization of CEPT and CPPT:

Corollary 5.3.9 (Characterization of CEPT). Let T be a runtime. The following conditions are equivalent:
0. TisinCEPT .
1. T is PPT -time triple-oracle computationally indistinguishable from some T € 8P .
2. T is PPT -query triple-oracle statistically indistinguishable from some T € 879

3. T is virtually expected polynomial time. Explicitly: There is a negligible function negl, an event G
with Pr[G] > 1 — negl, and a polynomial poly, such that E[T) | G] < poly(A).

Furthermore, T € CEPT satisfies the following tail bound
ly(A
Pr[T, > N] < po+() + negl(A)

for poly and negl as in[3, Consequently, C8PJT distinguishers are not more powerful than PPT distin-
guishers. In particular, CEPT is a closed runtime class. (In fact, it is the closure of EPT .)

For induced runtimes T = timea(A), S = timeg(B), where T € CEPT, and S is arbitrary, computational
CEPT -time (resp. statistical CEPT -query) triple-oracle indistinguishability and standard computational
(resp. statistical) indistinguishability coincide.

The analogous characterization and properties hold for CPPT.

The essence of Corollary is the equivalence of items[1]and [3] The former is easy to prove, as it is
follows by reductions to indistinguishability assumptions. The latter is easy to use, as it guarantees
that, after ignoring a negligible set of bad events, one can work with perfect EPT.

Proof sketch of Corollary[5.3.9 Equivalence of items [1] and [2] follows from Lemma[5.3.6| Now, we show
that |2 implies [3] For our triple-oracle notion, being statistically indistinguishable implies statisti-
cally closeness, as one can see by approximating the probability distribution, as in Lemma5.3.6] By
assumption, there exists some T € 8%J with A(T,T) < v negligible. Let T" be the v-quantile

of T. Clearly, T¢|¢imeoutrso minimizes the value of E[S] under the constraint that S is a non-

negative random variable with A(T,S) < v. Hence, we have E[Taltimeout»—)o] < poly. Consequently

E[T® | -timeout] < ﬁpoly < poly,. Let S = TV be the respective v-quantile of T, note that

S < E[T], and let @ be an event associated with the quantile, (which exists, perhaps after extension of
Q) thatis, S = Tlg Then E[T | G] < ﬁpolyl, andfollows.

Ciotimeout”

33 If neither runtime is efficient, we are in a setting where the truncation argument does not work. Indeed, strings can be
encoded as numbers, hence runtimes. Thus, this is indistinguishability of general distributions.
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The converse is trivial: IfE[T | ¢'] < poly for an event ¢ of overwhelming probability 1 — negl, then
T = T|@rs is evidently EPT and has statistical distance at most negl. This finishes the equivalence of

items and

To see the tail bound, note that for T € CEPT there is a “good” runtime T € 82T with A(T,T) < negl.
Thus, the tail bound follows immediately from Markov’s bound (Lemma applied to T and statistical
distance of negl. That PPT distinguisher suffice and CEPT is closed was already shown in[5.3.7} but
follows easily from the tail bound.

Finally, for induced runtimes, Lemma demonstrates the equivalence of triple-oracle and standard
distinguishing. O

As noted before, non-uniform advice can replace sampling access. For non-uniform distinguishers,
triple-oracle and standard indistinguishability coincide. In fact, all the above results follow almost

trivially by using the optimal decision table of a distinguisher for T<V and SN as advice.

Applications require a further corollary which, though unmotivated, best fits here.

Corollary 5.3.10. Let A, B be two algorithms which output a number in Ny. Let A, B denote the output

d d
distribution and let T = timea(A), S = timeg(B). Suppose T <1 q- A andS <y q- B and let L = L(A) and
q = q(A) polynomial in A. Suppose furthermore A € CEPT (and hence T € CEPT ).

IfA ~ BthenS € C8PT . In particular, A € CEPT <= B e CEPT and statistical and computational
(standard and triple-oracle) indistinguishability coincide. The claims generalize to oracle algorithms w.r.t.
T = timea(A94), S = timeg (BYB).

The corollary says that, if we measure (and output) a statistic which bounds the runtime (up to
polynomial slack), then indistinguishability of that statistic implies preservation of efficiency. This is a
core step for the hybrid argument. We stress that the claim is non-trivial, as equivalence of standard and
triple-oracle indistinguishability was only proven for induced runtimes. Nevertheless, after “rescaling”
the tail bound from N to N - ¢ - L, the argument is quite analogous to Lemma|5.3.8]

Proof sketch. By assumption, A € CEPT, and therefore T € CEPT (by Lemma [C.3.7). By the tail
bound for CEPT (see Corollary[5.3.9), for any polynomial § = 1/poly, there exists a polynomial N with
Pr[A > N] < é. Usually, we would choose such an N for suitable small § and truncate A and B at N,
and argue with a standard cutoff argument. However, we cannot truncate A (resp. B) w.r.t. A (resp. B),
since these are not the runtimes, and the standard cutoff argument does not apply. Nevertheless, we
have a relation between T (resp. S) and A (resp. B) which we can use. So instead, we truncate at K,
where Pr[A > K] < q%. Then

CDF+(K) < Lq-CDFA(K) < Lqr = 6.
q

Note that % is again polynomial. Thus, we can approximate the distribution of A up to precision § by
using A=K,

The first inequality also works with S and B, but as in the standard cutoff argument, we do not know
if CDFp(K) < %. Suppose A(A, B) > ¢ = 1/poly infinitely often. Take § = ¢/4 and fix the respective
cutoff K from above. Then |Pr[B > K] —Pr[A > K]| < ¢/4 or this statistic yields a distinguisher (but we
assumed A ~ B). Hence, A(A, A”) < ¢/4, and A(B, B’) < ¢/4. Thus, we can sample approximations A’
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(resp. B’) of A (resp. B) via A<K (resp. B=K) which are ¢/4 statistically close. With this, we can retrace
the steps of the CEPT characterization, in particular Lemma5.3.8] to prove equivalence of triple-oracle
and standard indistinguishability. (That is, we approximate the distribution of A’, B’, and compute
from this a decision table for the challenge sample. With non-uniform advice, we can again skip this
process, and just assume the advice contains the optimal decisions.)

5.3.3. From CEPT to EPT

The characterization of CEPT ensures that, conditioning on “good” events yields a strict EPT algorithm.
For interacting parties, this is not yet very useful, because it “entangles” their probability spaces.

Example 5.3.11. Let (P, V) be an interactive protocol. Suppose P sends a random message r € R. Suppose
V picks a random number s € R, and if r = s, it loops forever. Otherwise the protocol finishes. Now, the
bad event is {(r,r) | r € R} (or some superset).

This “entanglement” of probability spaces prevents one core separation, namely the random coins of
honest and adversarial parties. Fortunately, they can be “disentangled” as far as possible. Namely, only
the (distribution of) messages of (honest) parties are of relevance, but no internal coin tosses. This
essentially follows from the fact, that the interacting systems have “independent” randomness spaces,
and the interaction is mediated solely by messages between the systems.

Lemma 5.3.12 (Timeout oracles). Let A be an interactive algorithm and © be a (probablistic) timeful
oracle. Supposetimeg (A, ©)) is CEPT with virtual runtime (t, €). Then there exists an oracle ©’, modelled
as a timeful oracle, such that: © and ©’ behave identically except when O’ sends t imeout (and halts) to
signal bad executions. If A aborts upon receiving t imeout, thenﬁ]time@((A, ©’)) is EPT with expected
runtime t + O (1) (with small hidden constant).@ The probability for a timeout message in (A, ©")
is /%

We stress that O’ is a timeful oracle. While the construction shows that © is computable from timed
bb-rw access to O, it is generally far from efficiently computable. The usage of Lemma[5.3.12]is roughly
as follows: Replace © with the timeful ©’. Now, the runtime problems are is easier to analyse, since we
have guaranteed EPT runtime. In the analysis, track the effects on runtime and t imeout messages
of ©’. Finally, replace O’ with © again, noting that only if t imeout occurs, there is a difference.
Of course, such arguments can be made directly, without introducing ©’ at all. However, the explicit
modification simplifies the presentation.

The construction of ©’ is straightforward, one defines ©’ by a runtime truncation at N, i.e. ©” acts
exactly as © until the total elapsed time exceeds N. Then, ©” aborts with t imeout. Exact v-quantile
cutoffs are achieved by extension of Qg, as usual.

34 More formally, one should lift A to an algorithm which aborts upon receiving t imeout, since timeout is a special
symbol which A cannot receive/interpret.

35 The constant ©O(1) merely accounts for ©” and outputting timeout.

36 The probability space may be enlarged to achieve an exact cutoff, see Section
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Proof of Lemma A runtime truncation of © at N is defined in the obvious way, i.e. O<N returns
timeout if, after an invocation, the purported elapsed runtime exceeds N. An exact v-quantile cutoff
is constructed as usual, i.e. let N be the minimal such that

V' = Pr[(A, O<N) has timeout] < v.

If this is an equality, let ©" be defined as O=N_Else, extend Qo via b ~ Ber(v — V'), so that there is an
exact cutoff if one truncates at time ¢ for t > N and for t = N if additionally b = 1.

Let Ty = timeg ({A, ©)). Then
Ty = timeo ((A,©O")),

assuming the execution of (A, ©V) stops with t imeout (and the purported runtime is N = N(v).) In
other words, truncating the runtime distributions and truncating the oracle have the “same” effect.

Our timeout oracle ©’ is defined as the v-quantile truncated oracle, except that ©" additionally
pays a small constant time overhead for sending timeout. (Recall that due to consistency rea-
sons, sending messages sets lower bounds for purported runtime for timeful oracles.) Note that
Pr[(A, ©=N) has t imeout] = v by construction. Moreover

timeo ((A, @")) < timeo({A, Q")) + O(1),

hence the claims follow (as in Corollary/5.3.9). i

In our setting, we usually deal with “multi-oracle” adversaries. For example, zero-knowledge needs
input generation J and a malicious verifier V* (and a distinguisher & which of lesser concern). Clearly,
we can view J and V* as a single oracle (or party), by merging everything except the prover P into one
entity. The new entity first runs ¢ to produce inputs, and then continues as V*. For completeness, this

is discussed more explicitly in Appendix

5.4. Towards Applications

In this section, we gather the basic tools to deal with a posteriori efficiency. While we focus on CEPT,
it will again be evident that our techniques work for “algebra-tailed” runtime classes, and the results
generalize to any such class (where the algebra for negligible functions coincides with the algebra for
runtime), see Appendix[C.4|for the definitions.

5.4.1. Standard Reductions and Truncation Techniques

In this section, we give some semi-abstract reduction and truncation techniques, which are the
workhorse for dealing with designated CEPT adversaries.

Lemma 5.4.1 (Reduction to a priori runtime). Let @y and O, be two oracles. Suppose D is a distinguisher
with advantage ¢ = Adv%fé%’@l. Let Ty = timeg (D) and let vy € [0,1] be some negligible function.
Suppose there is a tail bound ty for Ty with Pr[Ty > ty] < e+ v. Then there is a (standard) distinguisher
A with runtime strictly bounded by t = t, (up to emulation overhead), and advantage at least § — v,

infinitely often. More concretely, A is a runtime truncation of D after t steps with tiny overhead.
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The only reason for stating Lemma in the asymptotic setting is convenience. We also note that
instead of runtime, any “runtime-like” statistic, e.g. the number of oracle queries, can be used.

Proof sketch. Let A run b « D =" and output b, except if b = t imeout, where A returns a random
bit instead. The outputs of D and A% have statistical distance at most is + vy by assumption on the
tail bound t.

Suppose the output of A" has statistical distance § of D', If § > 27‘8, then necessarily, the probability
that A exceeds t, steps is greater than %. Thus, this runtime statistic can be used as a distinguishing
property, with advantage at least § — v, (infinitely often). (The distinguisher 4’ obtained from this
returns 1 on timeout and 0 otherwise.)

Now suppose § < %. Then the advantage of A is at least § — vy (by statistical distance of the outputs).
The promised runtime bounds for A and A’ follow immediately. m]

Plugging in the tail bounds for CEPT, we get the following.

Corollary 5.4.2 (Standard reduction to PPT). Let Oy and Oy be two oracles. Suppose D a distinguisher
with advantage Advg‘gf(t%’(91 at least ¢ == m infinitely often, and timeg (D) € CEPT . Then there is
an a priori PPT (standard) distinguisher A with advantage at least § — negl infinitely often.

Note that 2 need only be efficient for ©p, and that the constructed A4 has roughly the same runtime
distribution as @.

Remark 5.4.3 (Standard cutoff argument). The strategy in the proof of Lemma and Corollary
is the standard cutoff argument. It works with minor variations in many situations.

Notation 5.4.4. We often sloppily write ~ instead of ~7 when specifying indistinguishability. Corol-
lary justifies this (for the runtime classes of interest).

5.4.2. Relative Efficiency

By considering a posteriori runtime and designated adversaries, we lack a notion of “absolute” efficiency
of an algorithm (or timeful system). Instead, we rely on a relative notion of efficiency, which is a
definitional cornerstone in our setting.

Definition 5.4.5 (Weak relative efficiency). Let A and B be two (interactive) algorithms (or timeful
systems) with identical interfaces. We say that B is weakly (7, §)-efficient relative to A w.r.t.
(implicit) runtime classes I, &, if for all distinguishing environments & (which yield closed systems
(8,A), (€,B))

timegsa((8,A)) € T — timega({E,B)) € &

We say B is weakly efficient relative to A w.r.t. an (implicit) runtime class 7, if it is weakly (T, )-
efficient relative to A.
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Efficiency relative to a “base” algorithm is the notion of efficiency we need in security definitions and
reductions. Indeed, if an adversary is not efficient in the real protocol, the simulator (or reduction)
need not be efficient either. However, whenever the adversary is efficient, so should the simulation (or
reduction) bef’] A stronger, unconditional form of relative efficiency is the following. In the following,
the runtime classes 7 and & are from {PPT,EPT,CPPT,CEPT }, and they decide whether strict
or expected time is measured. This allows us to specify cases T = § = PPT, (T,8) = (PPT,EPT),
and I = & = EPT, as well as variations with virtuality succinctly.

Definition 5.4.6 (Tight relative efficiency). Let A, B be as in Definition [5.4.5] We say that B is (7, §)-
efficient relative to A with runtime tightness (poly,; ., poly,;), if: For all timeful environments &,
if timea ((&, A)) is virtually strict/expected (to, £)-time, then timeg ({8, B)) is virtually strict/expected
(t1, &1)-time, with ¢ (1) < poly,;me(A)to(4) with &1(1) < poly,;(1)eo(A) (for all A).

5.4.3. Hybrid Lemma

The formulation and proof of the hybrid lemma is more involved than for a priori definitions of runtime.
To state it, we require relative efficiency. To prove it, we use the random embedding trick from [HUM13]
to allow us to get a measure of runtime, which is closely related to the runtime of the full hybrid, even
though the time spent in the challenge oracle is inaccessible to a reduction.

Lemma 5.4.7 (Hybrid-Lemma for CEPT). Suppose that ©O; is weakly efficient relative to ©y and that

O, ~ Oy. Suppose that D is an algorithm with oracle-access to rep(Oy,), and timeg rep (0,) (CDrep(@O)) €
CEPT . Then timegrep(0,) (DeP(O)) € CEPT and the distinguishing advantage is

AdvE o = [Pr[D™P) = 1] — Pr[D™P() = 1] < negl.
In other words, rep(©1) is weakly efficient relative to rep(©y), and rep (©y) ~ rep(©y).
For a detailed sketch of the proof and the intuition, we refer back to Section

Proof. We split the proof into several steps. We first show, that proving the claim for g-fold repeated
access, for arbitrary but fixed polynomial (1), is enough.

Claim 5.4.8. Suppose the hybrid lemma holds for rep ,(©,) andrep,(©:) for any polynomial q. That is, for
any distinguisher 0 with timeg.rep, (0y) (@repq((%)) € C&PT, we have thattime@+repq(@l) (@repq(@l)) c

CEPT and advantage Adv%fé%,@l = [Pr[D™Pa(D) = 1] — Pr[D"P+(9V) = 1]| < negl. Then the hybrid
lemma holds.

Proof of Claim[5.4.8 Suppose D is a distinguisher with timeg.ep(0,) (D"P(?)) € CEPT and non-
negligible advantage. Let the advantage exceed ¢ = 1/poly infinitely often. The number of Q, of ©,-
instances generated in D"P (%) is certainly CEPT. Let Q; denote the number of ©;-instances generated
in @"P(91) Treating these statistics as “runtime”, the standard truncation argument (Corollary ,
ensures that there is a PPT distinguisher A which makes a strictly polynomial number g of queries and

37 Strictly speaking, a simulator depends on the adversary, and Definition should be applied “pointwise”, i.e. for every
adversary, the simulator should be efficient relative to the simulator. For completeness, we give a generalized definition in

Appendix
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has advantage at least £/4 — negl infinitely often. Clearly, A"P(“) has runtime bounded by P ()
(up to emulation overhead), hence remains efficient. Consequently, we have reduced to the setting
where at most g queries are made for some polynomial g which depends on @. O

From now on, we assume that ¥ generates at most g oracle instances, for some polynomial q. We
proceed in game hops, starting with D™P(“) and finishing with ?™P(“1) For each hop, we have to
ensure indistinguishable output bits and preservation of efficiency.

« Game G, is simply the execution of 7P (@),

« In Game G; we pick a random permutation 7: {1,...,q} — {1,...,q} and reroute the access
to the oracles: If @ queries for the i-th oracle, it is routed to the 7 (i)-th oracle. More precisely,
in Gy the adversary @ has access to O = (O},..., (Qg), whereas in G; it has access to a random
permutation o' = (Of W ., CH (q)). Clearly, Gy and G; are perfectly indistinguishable and
have almost identical runtime (up to bookkeeping). The key change is, that all @' now have
identical runtime distributions.

« In Game G,, we replace the O, with ©}, that is we consider O = (0],0;,.. .,@g). Indistin-
guishability (of outputs) of G, follows directly from the standard reduction, whereas efficiency
of G, follows from ©; being weakly efficient relative to ©,. Note that the runtime of G, may
differ significantly from that of G;.

e In Game G3, we have O = (O}, ..., @f_l, (C)g). That is, all but one oracle instance is of ©O;-type.
Proving that G5 is CEPT is the key point in this argument. Indistinguishability of G, and G3
follows easily. We postpone the proof to Claim and finish up first.

« In Game G4, we use O = (O}, .. .,(Qf_l, (9;1), that is, we switched completely to ©; for every
instance. Efficiency and output indistinguishability follow as from G; to G,.

« In Game Gs, we remove the random permutation 7. Thus, Gs is D'eP(O1)  ag claimed. O
Claim 5.4.9. If G, is CEPT, so is Gs. Moreover, their outputs are indistinguishable.
We will prove Claim by establishing a relatively precise grasp on the runtime.

Proof. Recall that we have to switch the oracle setup from (O], OF, . . ., @g) to (O}, ..., @f_l, @g). The
core difficulty is the efficiency in the latter case. Following the trick of [HUM13], we randomized the
oracle order for @ using a random permutation 7. This spreads the runtime of ©! and O evenly over
all possible positions, and this property is at the heart of the reduction.

Let H, denote the game with oracle setup O = (O} ..., @f, @g“, ., @g ) By construction, H; equals
G; and Hy-; equals Gs. Thus, it suffices to prove indistinguishability of H; and Hg_;.

Clearly, hybrids H, and Hyy; (for £ = 1,...,q — 2) are related by a direct reduction to ©, ~ ©;. The
hybrid reduction R embeds the challenge oracle O, in position £+1, picking £ « {1,..., g—2} uniformly.

©;
Denote by R, the reduction with fixed choice ¢. By construction, R, = H,. Note that ? has randomly
permuted access, so the challenge oracle is embedded uniformly from @’s view.

38 Note that all hybrids have (911 and @g fixed. Thus there g — 1 hybrids and g — 2 hybrid transitions.
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One main complication is, that RE,Q* cannot keep runtime statistics of ©*. Yet, we need enough control
over the runtime to guarantee efficiency of R and H,—;. By randomizing the order of the oracle instances
(from the view of @), we can exploit the strong symmetry of the local runtimes of instances. Let us
now take a close look at these runtimes. To keep notation in check, we fix a hybrid H,, and notationally
suppress the dependency of most variables on .

« Let T; = time(H,) be the total runtime of H, (as a random variable). Recall that it is understood
that H, emulates all oracles O, ..., ©O1.

« Let T9/ denote the time H, spends in ©/.
« Let T? denote the time H, spends outside ©/ (mostly emulating D).

« Wehave T, = T? + 2321 T as random variables by definition.

By the symmetry introduced by the random permutation 7, the distributions of the T/ for the same

. d .
type of oracle coincide. That is, TO1 = TOJ for all (i,j) € {1,..., £} for Os-type instances, and likewise
with (i, j) € {¢+1,..., q} for all ©Oy-type instances.

Claim 5.4.10. Let S, = T? + T9' + T949. Then we have
N R d
CDFr( - ) < (q+1)CDF(gnys,( ) thatis T, <(ge1) (g+1) - Se. (5.4.1)

Proof. Using the definition and symmetries, we argue that

t q
CDFy, (t) = Pr[T? +ZT@J + Z TOJ > ¢

i=1 j=t+1

4 q
1 ; t ioq—t
<Pr[T? > ——¢t] +P TO!' > — 4] +P TO) > L~y
< Pr| qul] r[;:l qul] r[§ ]

~ q+1
Jj=t+1
<Pr[T? > —t]+ Y Pr[T% > —1] + Pr[T9 > ——1]
q+1 — q+1 s qg+1

=Pr[(q+1)-T? > t]+¢-Pr[(qg+1) - T > t] + (g —¢) - Pr[(g+1) - T > ¢]
<(q+1)-Pr[(g+1)-S>t].

The first two inequalities use that for any sum )7, 1,;X; > x with ;; > 0 and ), A; = 1, there exists
some i such that X; > A;x. The next (in)equalities follow from symmetries and simplifications. The
final inequality holds, because by construction, S; dominates T?, TO! and T94. Also, we bound 1, £
and g — ¢ by g + 1. Thus the claim follows. O

Note that S, can be computed, even in a reduction between hybrids, since ©O! and O1 are fixed and
there is never a challenge-embedding there. This is crucial. Using Eq. (5.4.1), the generalized CEPT

characterization, Corollary [5.3.10} is applicable. Therefore, it suffices to prove that S; ~ Sq-1, and
Corollary [5.3.10| ensures that T, is CEPT if T; is CEPT This is our next step. (In a sense, we have now
reduced efficiency to indistinguishability.)

Claim 5.4.11. For S, defined as above, we have S; ~ Sq-1-
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To prove S ~ S¢-1, we modify the hybrids H, to also output this quantity. That is, the hybrid H,

outputs the runtime S, and output of @, obtained by emulating 0 given access to O with O =
(Of,...,0f,0,.. .,@g) for £ =1,...,q — 1. For now, we focus solely on the output S,.

Recall that R denotes the hybrid reduction, which embeds its challenge-oracle ©* into O fori* =i+1,
where i « {1,...q — 2}), and simulates the remaining oracles. Recall, that R; denotes reduction R with

. . Oy
fixed choice i. Hence, R, ” simulates H,p.

If R% were efficient, this would almost finish the proof. However, we do not yet know whether R ig
efficient. Since we only need to prove S; and S, ; indistinguishable, we truncate the hybrids and the
reduction. We then need to prove that the truncations are close to the originals, i.e. the probability for
timeout is (arbitrarily polynomially) small. We define:

« [H,] is the hybrid which imposes a strict time bound of ¢,y (to be chosen later) on each oracle
emulation (i.e. each ©') individually as well as the emulation of @. If a bound is exceed, [H,]
aborts with timeout. (That is, [H,] aborts if T? > tpay or T9 > 0. for anyi=1,...,q.)

 [R], is defined analogously to [H,]. Note that [R] cannot truncate its challenge oracle ©O*.
« [©] (resp. [D]) denotes same cutoff at t,,,x applied to an oracle (resp. D).

By definition

[Hel = (RIS = (R

if the expressions are defined. The technical problem, is that we can only compute [R] 2,9*, but not

[R]t[,(g*]. Yet, the latter is necessary in the usual telescoping sum. To quantify the introduced error, we

define:

« hy :=Pr[[H,] = timeout], the timeout probability of [H,].

O

. rf,’ = Pr[[R](Q” = timeout], the timeout probability of [R],”.

¢
oracle ©p cannot time out.

Note that the challenge

Claim 5.4.12. For all 5 = 1/poly, there exists a polynomial ty.x such that forallt =1,...q -1

he<8 and |h—r;_|| <8 and |he—r)| <6.

Similar to before, and as in [HUM13]], it is easy to use the symmetry of t imeouts to sho

4
riy<h < ——-r}, (5.4.2)
-1
0 q-t 0
rp <hy <—r 5.4.3
¢ ‘ g—t—1 ¢ ( )
forall ¢ =1,...,q — 2. This implies
e, L, £ ¢ ¢
he < oo = ggrea t oy e~ ) < gmhent S pe

39 This is the reason we applied t imeouts to each oracle individually, instead of to the whole game H,. The latter may not
exhibit this symmetry.
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where we let p; = r} — r?. Inductively we ﬁndlﬂ

-1
¢
hy < €-hy+ Z i (5.4.4)
i=1

Recall that we can make h; arbitrarily polynomially small by picking t.x large enough. Now, we want
-1¢

to prove that hy is also small for all £. Hence we are looking for a (small) upper bound on ;2" 3 pi.

If all p; were positive, we could just guess a good i and use a completely standard hybrid argument, but
we do not know this. In [HUM13]], non-uniform advice is used, namely the index i* which maximizes
|pi<|. It is easy to see that [R];- is a distinguisher with advantage |p;-|, hence |p;+| is negligible and

consequently | Y2} %p,-| < q - |pi| is also negligible. It is also noted in [HUM13], that one can

approximate £* using [R]“” to obtain a uniform distinguisher. In [HUM13[, [R] is efficient by
assumption, which makes approximation of i* straightforward. In our setting, efficiency of [R]?" does

not hold by assumption. Thus, we need to argue differently.

We approximate a good index i*, where p;- is large by using the following inequality

_ t—1
Py = Th[ —hp_1 < ppo1 = ’”2—1 - r? (5.4.5)

where we used Egs. and (5.4.3). Observe that Ber(h;) can be sampled in time ([H;]) < (q+1) - timax
(up to emulation overhead), since h; = Pr[[H;] = timeout]. Hence, we can approximate h; (and
hence p;") via sampling to arbitrary polynomial precision. By induction, we find

-1

¢
he=t0-h+ Z 2 (5.4.6)

i=1

which is an equality by definition. Note that if max?z_l2 p; < vfor some negligible v, we get h, < thy+£v.
This is sufficient for our purposes. We stress that we do not consider absolute values here, as we only
need an upper bound for the timeout probability "]

We argue by contradiction. Suppose max?:_l2 p; > 1/poly infinitely often. Then, as noted, we can
approximate p;” up to any polynomial precision, and in particular we can sample a “good” i* which
satisfies p;+ > p;. > m with overwhelming probability,*| Thus, this yields a distinguisher for
©p and Oy, which is efficient for any choice of polynomial cutoff bound t,x and has advantage

> ﬁ — negl infinitely often. (Namely, first approximate i* and then run [R]%)". The choice of i*
poly i
is “good” with overwhelming probability, so we get an advantage of at least m — negl infinitely

often.) This finally proves that
Vtmax = poly v =negl V¢ =2,...,q—-1: h, < th + 2.

In particular, for almost all A, h; < gh; + ¢*v. Since H; is CEPT, for any poly there is a ty,y such that
hy < 1/poly. Let § = 1/poly for some poly. Pick tyay such that by < 2. Then h, < §/2 + ¢*v < § for

q
almost all A. This proves the first part of Claim[5.4.12] From Egs. and we also find

1
-1

|he —r?l <——h, and |k —r}_ll < n

hy.
-1 !

40 In a standard hybrid argument, we would have ¥; p; = r? - r}_l
—£-1

=7 he > pe and consider min?:_zl p; - Hence there is a negl such that |p/| < negl

instead of a weighted sum.

41 One can similarly define py = hew1 - 4
for all £. We do not need this.
42 We can use the same approximation of distributions as for CEPT, see also Appendix
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This completes the proof of Claim|[5.4.12] Claim [5.4.11jnow follows from Lemma[5.4.13|below. More
concretely, it follows that H; ~ Hg-1, which implies S, ~ Sq-1 (since we augmented the output of H,
by S¢), and, by Corollary 5.3.10, Hy—; is CEPT (since H; is CEPT). This finishes the proof of Claim

O

The following lemma uses notation similar to the above, but does not follow the indexing. This simplifies
the presentation, as we can go from 0 to q instead of 1 to g — 1.

Lemma 5.4.13 (Approximable hybrid lemma). Let Oy, O, be oracles, let Hy, ..., Hq be hybrid games (for
polynomial q) and let R be an algorithm. We call R a hybrid reduction for H, if it is of the following form:

« R is an oracle algorithm which in the beginning chooses a random integeri* € {0,...,q — 1}.

« Denoting by R; the algorithm with fixed choice i* = i, we have R?b = Hjp, where we mean
equivalence as systems|["|

1.
polys”

We say R is a time-approximable hybrid reduction, if for any choice § =

1. There exist “truncated” a priori PPT hybrids [H,] fori=0,...,q, which may return timeout.
2. Hy and [H;] are equal until t imeout and Pr[[H,] = timeout] < .

3. There exists a “truncated” a priori PPT reduction algorithm [R] with A([H,], [R] E,%) < 8§ and
A([Heal, [R]:,gl) < & (for almost all 7).

If R is a time-approximable hybrid reduction for H, then R(()90 = H, ~ Hy = Rf_ll. More precisely,
for every a priori PPT distinguisher D and for every § = m there exists an adversary A such that

Adv,‘flli(fqu’g <q- Advggf@lﬂ +(2q + 2)6 (for almost all A).

One can replace item[3 with

1
) polys
AR, [R]S") < & forall ¢.

4. For any § = there exists a “truncated” a priori PPT reduction algorithm [R], such that

In this case, we get Advﬁij’th’@ <q- Advzg;’t@l’ﬂ +(4q +4)6 (for almost all 7).

Note that Claim [5.4.11|establishes items and[4in the respective setting. Hence, Lemma [5.4.13)is
applicable.

One can easily generalize Lemma [5.4.13| beyond runtime truncation. Truncation and t imeout (“time-
approximation”) is just the special case of approximation we are most interested in.

Proof. We can assume w.l.o.g. that H, outputs a bit, since we can integrate a distinguisher (which is
w.lLo.g. a priori PPT) into H. Thus, the distinguisher advantage is now simply A(Ho, Hy). Consider

po}yg and let [H,] and [R]; as in the statement. By the triangle inequality and item we get

some 0 =

A(Ho, Hg) < A([Hol, [Hq]) + 26.

43 We assume that Hy is a closed system. But this actually unnecessary, if we allow distinguishing environments.
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Moreover, we have for almost all A
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where the inequality follows from itemand the “hybrid reduction” adversary A4 which runs d « [R]“"
and if d # timeout outputs d, else 1. Taken together, we find for almost all 4

A(Ho, Hg) < q- Advyo 7 (1) + (29 +2)3.

Since Oy ~ Oy, Advgz’t@h 7 (4) is negligible. Now, let ¢ = 1/poly some prescribed polynomial bound.
Since q is polynomial and & is chosen after g, one can choose ! > (4q+4)e~!, which is still polynomial
and ensures that (2g+2)0 < %E. Hence, A(Ho, Hg) = %£+q- negl < ¢ (for almost all A). Thus, A(Ho, Hg)
is smaller than any polynomial e. Consequently, A(Hy, Hy) is negligible, and the first part of the claim
follows.

For the second part, note that from items[2|and [4 we find
A([Hesp], [RIS?) < A([Heap]o He) + A(Heap, RY?) + A(RY?, [R]S").

By assumption A(HHb,R?”) = 0. Thus, if A([H,],H,) < §/2 and A(R;gb, [R]f”) < §/2 for all £ and
b € {0,1}, then A([H,], [R] ;,9” ) < & and hence itemis satisfied. The claim now follows by using
= §/2 as choice of § for [H,] and [R], in items[2|and [4] m|

5.5. Application to Zero-Knowledge Arguments

Our flavour of zero-knowledge follows Goldreich’s treatment of uniform complexity [Gol93], combined
with Feige’s designated adversaries [Fei90]. We only define efficient proof systems for NP-languages.

Definition 5.5.1 (Interactive arguments). Let (R be an NP-relation with corresponding language L. An
argument (system) for .L* consists of two interactive algorithms (P, V) such that:

Efficiency: There is a polynomial poly so that for all (4, x, w) the runtime timep,y ({P(x, w), V(x)))
is bounded by poly(4, |x]).
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Completeness: V(x, w) € R: outy(P(x, w),V(x)) = 1.

Definition essentially assumes “classic” PPT algorithms, but it will be evident that our techniques
do not require this. We do not define soundness, but note that it is easily handled via truncation to a
PPT adversary. The terms proof and argument systems are often used interchangeably (and we also do
this). Strictly speaking, proof systems require unconditional soundness and allow unbounded provers.
Argument systems allow computational soundness and require efficient provers. All our exemplary
proof systems [GMW386; (GK96; [Lin13; Ros04; KP01; PTV14] have efficient provers, hence are also
argument systems.

5.5.1. Zero-Knowledge

Definition 5.5.2. Let 7,8 € {PPT,CPPT,EPT,CEPT }. Let (P,V) be an argument system. A
universal simulator Sim takes as input (code(V*),x, aux) and simulates V*’s output. Let (4, V*, D)
be an adversary. We define the real and ideal executions as

Realgy+(A) := (state, outy-(P(x, w), V*(x, aux)))
and Idealg sim(code(v))(A) = (state, Sim(code(V*), x, aux))

where (x, w, aux, state) < J and (x, w) € R, else Real and Ideal return a failure symbol, say L. We
omit the input code(V*) to Sim, if it is clear from the context. The advantage of (J, V*, D) is

Advf}fv*@ (A) = |Pr[D(Realgy-(4)) = 1] — Pr[D(ldealg sim(A)) = 1]].

A (designated) adversary (9, V*, D) is T -time if timegpyv-+5 (D (Realgy+)) € T.

The argument is (uniform) (auxiliary input) zero-knowledge against 7 -time adversaries w.r.t.
§-time Sim, if for any 7 -time adversary (4, V*,D):

o timegisim+n (D (ldealg sim)) € §. The runtime of Sim includes whatever time is spent to emulate
V*. In a (generalized) sense, Sim is weakly (7, &)-efficient relative to P, see Definition [C.5.12

k . ..
« Advg. ;(4) is negligible
Some more remarks are in order.

Remark 5.5.3. In our setting, existential and universal simulation are equivalent. The adversary Vv,
which executes aux as its code, is universal, see Appendix|C.5.4.4]

Remark 5.5.4 (Reductions to PPT). By a standard reduction to PPT, we may w.l.o.g. assume that @ is a
priori PPT. Perhaps surprisingly, this is false for J. Intuitively, verifying the quality of the output of
Sim requires only PPT @ (and ). Verifying the efficiency, however, does not. The cause is that ¢ may
generate expected poly-size inputs. See also Example [C.5.26]

Remark 5.5.5 (Efficiency of the simulation). Definition only ensures that Sim is weakly efficient rela-
tive to P, i.e. we have no tightness bounds. Relative efficiency with tightness bounds is an unconditional
property, and hence not possible if zero-knowledge holds only computationally.

In the definition, it is possible to replace timeg.sim+n (D (Idealg sin)) € & with timegim (D (1dealg sim)) €
&, since Y is unaffected, and © is w.l.o.g. a priori PPT.
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Definition can be extended to proof systems with unbounded provers, but technical artefacts can
arise, see Remark|C.5.21

Remark 5.5.6 (‘Environmental” distinguishing: Why ¢ outputs state). In Definition|[5.5.2} we allow J
to output state, effectively making (¢, D) into a stateful distinguishing “environment”. Viewing Sim
and P as oracles, this corresponds to oracle indistinguishability. Without this, the security does not
obviously help when used as a subprotocol, since a protocol is effectively a (stateful) distinguishing
environment. Definition is discussed in-depth in Appendix Here, we only note that in the
non-uniform classical PPT setting, it coincides with the standard definition.

Remark 5.5.7. We seldom mention non-uniform zero-knowledge formulations in the rest of this work.
Our definitions, constructions and proofs make timed bb-rw use of the adversary, and therefore apply
in the non-uniform setting without change.

5.5.2. Application to Graph 3-Colouring

To exemplify the setting, the technical challenges, and our techniques, we use the constant-round zero-
knowledge proof of Goldreich and Kahan [GK96] as a worked example. We only prove zero-knowledge,
as completeness and soundness are unconditional. Formal definitions of commitment schemes are in
Appendix We assume left-or-right (LR) oracles in the hiding experiment for commitment schemes.
Intuitively, we assume a built-in hybrid argument. (Security against CEPT adversaries follows from
security against PPT adversaries by a simple truncation argument.)

5.5.2.1. The Protocol

We recall G3Cgk from Section It requires two different commitments schemes; Com) is perfectly
hiding, Com® is perfectly binding. See [GK96]] for the exact requirements. We assume non-interactive

commitments for simplicity. The common input is G = (V, E) and the prover’s witness is a 3-colouring
¥:V —{0,1,2}.

(PO) P sends ckpige «— Setup(H) (A). (ckping <« Setup<B) (A) is deterministic.)
(vo) V randomly picks challenge edges ¢; « E fori = 1,...,N = A - card(E), commits to them as

cf = Com™ (ckpige, €;), and sends all {cf izt N

(P1) P picks randomized colourings ; for alli = 1,..., N and commits to all node colours for all graphs

in (sets of) commitments {{cfj}jev},-zle using Com®) . P sends all cfj to V.

(V1) V opens the commitments c{ to e; foralli=1,...,N.
(P2) P aborts if any opening is invalid or e; ¢ E for some i. Otherwise, for all iterations i = 1,...,N, P
opens the commitments c;//a, c;'//b for the colours of the nodes of edge e; = (a, b) in repetition i.

(V2) V aborts iff any opening is invalid, any edge not correctly coloured, or if ckp;q is bad. Otherwise,
V accepts.

In [GK96], delaying the check of ckp;g. to the end of the protocol weakens the requirements on VfyCK,
as the verifier may learn setup randomness of ckp;4. at that point. But this is irrelevant for zero-

knowledge.
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5.5.2.2. Proof of Zero-Knowledge

Our goal is to show the following lemma.

Lemma 5.5.8. Suppose Com™ and Com® are a priori PPT algorithms. Then protocol G3Cgk in
Section[5.5.2.1)is zero-knowledge against CEPT adversaries with a bb-rw CEPT simulator. Let (9,V*) be a
CEPT adversary and suppose T := timep,y-(Realgy+) is (t, €)-time. Then Sim handles (4, V*) in virtually
expected time (t', 2¢ + ¢'). Here ¢’ stems from an advantage against the hiding property of Com®) hence
¢ negligible. If the time to compute a commitment depends only on the message length, then t’ is roughly
2t.

Our proof differs from that in [GK96|] on two accounts: First, we do not use the runtime normalization
procedure in [[GK96]. This is because a negligible deviation from EPT is absorbed into the CEPT
virtuality, namely ¢’. Second, we handle designated CEPT adversaries. In particular, the runtime classes
of simulator and adversary coincide. We first prove the result for perfect EPT adversaries.

Lemma 5.5.9. The claims in Lemmal5.5.8 hold if T € EPT , i.e. ¢ = 0.

Proof sketch. We proceed in game hops. The initial game being Realgy- and the final game being
Idealg sim. We consider (timed) bb-rw simulation.

Game G is the real protocol. The output is the verifier’s output and state (from ). From now on, we
ignore the state output, since no game hop affects it.

Game Gg: If the verifier opens the commitments in correctly, the game repeatedly rewinds it
to[5.5.2.1|using fresh prover randomness, until it obtains a second run where V* unveils the commitments
correctly (in[5.5.2.1). The output is V*’s output at the end of this second successful run. If the verifier
failed in the first run, the protocol proceeds as usual. The outputs of G; and G are identically distributed.
It can be shown that this modification preserves (perfect) EPT of the overall game, i.e. G; is perfect
EPT. More precisely, the (virtually) expected time is about 2t (plus emulation overhead). To see this,
use that each iteration executes P’s code with fresh randomness. For the analysis, condition to fix the
randomness of everything but P; averaging over the randomness of ¢, V* (and @), then extends the
reasoning again. Since bb-rw-access fixes the randomness of V* between rewinds, the probability that
V* opens the commitment in step 5.5.2.1]is p in each (independent) try. Hence, the number of rewinds is
distributed geometrically, and 1+ p 352, i - p(1 — p)'~! = 2 is the expected number of overall iterations
(including the first try). Consequently, the expected runtime doubles at most.

Game G;: Test if both (valid) openings of V*’s commitments in[5.5.2.1] open to the same value. Else,
G, outputs ambig, indicating equivocation of the commitment. This modification hardly affects the
runtime, so it is still bounded roughly by 2t. The probability for ambig is negligible, since one can
(trivially) reduce to an adversary against the binding property of C'om(B). That is, there is an adversary
B such that [Pr[D (out(G;) = 1)] = Pr[D(out(G;) = 1)]| = Adv’ggi ® (B).

4 Formally arguing that the expected time is bounded by 2t is a bit more technical than for strict time bounds. But it follows
easily from the independence of the iterations (due to fresh prover randomness), and the fact that ¢, in particular, upper
bounds the expected time per iteration. In detail: Observe that each iteration has the same runtime distribution T’. Let
T denote the random variable for a complete run (without rewinding) and let T, be the random variable denoting the
i-th (hypothetical) iteration for i € N, where we also define iterations which never happen (due to an earlier success).
Then clearly E[T/] = E[T’] < t. Let I be random variable denoting the number of iterations. Then the total time is

E[(T-T)+ XL, T/] =E[T] +E[I - 1]E[T]] < 2t.

i=1"i
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In Game Gs, the initial commitments (in to 3-colourings are replaced with commitments
to 0. These commitments are never opened. Thus, we can reduce distinguishing Games 2 and 3 to
breaking the hiding property of Com®) modelled as left-or-right indistinguishability. More precisely,
the reduction constructs real resp. all-zero colourings, and uses the LR-challenge commitment oracle
Oy, which receives two messages (mg, m;) and commits to mj. Use m, to commit to the real colouring
(left), whereas m is the all-zero colouring (right). The modification of G, to “oracle committing” yields
an EPT Game Gy (instantiated with ©). The modification of G3 to Gy (with ©;) is CEPT. This follows
immediately from the standard reduction, because Games Gy and Gs differ only in their oracle, and
the case of O, is EPT. More precisely, the standard reduction applied to ©, and ©; yields an adversary
@ such that |[Pr[D (out(G;)) = 1] —=Pr[D(out(G,)) =1]| = %Adv}éi:;(m (8B) infinitely often, assuming
B has non-negligible advantage.

Consequently, Game Gy is efficient with (oracle) runtime T3 ~ Ty, and the output distributions of
Games Gy and Gy are indistinguishable. Finally, note that Game G3 and G only differ by (not) using
oracle calls. Incorporating these oracles does not affect CEPT (as © is an a priori PPT oracle). Thus,
Gj; is efficient (i.e. CEPT) as well. Assuming the time to compute a commitment depends only on the
message length, a precise analysis shows, that the (virtually) expected time is affected negligibly (up to
machine model artefacts).

In Game G4, the commitments in the reiterations of are replaced by commitments to pseudo-
colourings for each e;, that is, at the challenge edge e;, two random different colours are picked, and all
other colours are set to 0. If V* equivocates, the game outputs ambig. The argument for efficiency
and indistinguishability of outputs is analogous to the step from Game G, to Game Gs. It reduces all
replacements to the hiding property in a single step. This is possible since our definition of hiding is
left-or-right oracle indistinguishability with an arbitrary number of challenge commitments. As before,
a precise analysis shows that the (virtually) expected time is affected negligibly.

All in all, if Gy runs in (virtually) expected time ¢, then G4 runs in expected time about 2t, ignoring
the overhead introduced by bb-rw emulation, etc. Moreover, the output is indistinguishable, i.e.

|Pr[D (out(Gy)) = 1] = Pr[D (out(Gy))] = 1] < negl.

The simulator is defined as in G4: It makes a first test-run with an all-zeroes colouring. If the verifier
does not open its challenge commitment in[5.5.2.1} Sim aborts (like the real prover in[5.5.2.1). Otherwise,
it rewinds V* (and uses pseudo-colourings) until V* opens the challenge commitment again, and outputs
the verifier’s final output of this run (or amb1ig). (To prevent non-halting executions, we may abort
after, e.g., 224 steps. But this is not necessary for our results.) O

We point out some important parts of the proof: First, in Game Gy, rewinding and its preservation
of EPT is unconditional. That is, rewinding is separated from the computational steps happening
after it. Second, since the simulator’s time per iteration is roughly that of prover and verifier, the
total simulation time is CEPT (and roughly virtually expected 2¢). Third, with size-guarded security
(Appendix|C.5.4.3), we could have argued efficiency much simpler and coarser. It would suffice if the
runtime per rewind is polynomial in the input size (not counting V*).

There is only one obstacle to extend our result to CEPT adversaries. It is not obvious, whether
the introduction of rewinding in G; preserves CEPT. Fortunately, this is quite simple to see: The
probability that a certain commitment is sent in increases, since the verifier is rewound and
many commitments may be tried. However, the probability only increases by a factor of 2. Thus, “bad”
queries are only twice as likely as before.
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More concretely, using Lemma [5.3.12] we obtain a J’ and ©’ which output timeout in case of “bad”
queries. By the above claim, the probability for t imeout at most doubles. Thus, the virtuality of G4
is at most twice that of Gy, (and the virtually expected runtime is roughly doubled as well). Hence, G;
is CEPT. We show this in more detail in the following proof.

Proof sketch of Lemmal[5.5.8 Gy to Gy: Fix the first message ckpige of P to bbrw(V*) and the randomness
of V* (which is fixed since we consider a bb-rw oracle). Let p;(c) be the probability, that in protocol

step|5.5.2.1|Gp, sends ¢ = {{c;//j}jev}izl’m,N to bbrw(V*) at least once. (For G, also at most once. But
rewinding in G; increases the chances.) Let y; denote the i-th query sent in step|5.5.2.1| (or L if none
was sent), let the random variable I denote the total number of queries. Then

pi(c) = Pr[Fj<izyj=cAl<j] < ZPr[IZi/\yi=c]
i=1

= Y PrlI > i]Prlyi=c|I2i] < ) Pr[I>i]-po(e) = E[I] - po(c).
i=1 i=1
In the penultimate equality, we use that, for any fixed i, y; is a fresh random commitment (or never
sampled, if I < i). As argued before, E[I] = 2, hence p;(c) < 2po(c). Thus, the probability p;(c) for G,
to issue query ¢ is at most twice that of Gy. By averaging over first messages ¢ (according to prover
randomness), the derivation extends to our setting of interest, where c is chosen randomly by P. Next,
we conclude from this, that the virtuality at most doubles.

By an application of Lemma[5.3.12) we can assume a perfect EPT V’ derived from V*, i.e. timey (Gy) is
EPT. We can then use V' the transition of from Game Gy to G;. Recall that V* and V’ are equal until
timeout by construction.

Denote by G; the modification of G, which uses V" instead of V*, and let G immediately output
timeout if V' does. Then timey.(Gj) is EPT by construction, and essentially equals the virtual
expected time of timey:(Gg). The statistical distance A(Gy, Gj) is exactly the probability that V’
outputs timeout. Let G| be defined analogously to Gj,.

Let timeout (query) be 1 if query causes a timeout and 0 otherwise. Then

Prg/[timeout] = Z timeout (query) - p;(query)
query
<2 Z timeout(query) - po(query) =2 - Prg;[timeout].
query

Since the probability for t imeout bounds the virtuality if we use V* instead of V’, this shows that G;
is CEPT, with virtuality 2e. If G, always halts, the outputs of G; and G are identically distributed. In
general, the statistical distance is (at most) 2 - Pr[Gy = nohalt]; this follows as for virtuality, which
must encompass the probability of non-halting executions. Conditioned on halting executions, the
distributions G, and G; are identical. The transition to G, now relies on the standard reduction, all

other steps of Lemma apply literally. m]

We abstract the above proof strategy in Section to cover a large class of proof systems.

Remark 5.5.10. With an analogous proof, one finds that the simulator in [GK96|] is also a CEPT
simulator. Its advantage is, that it handles adversaries which are a priori PPT, as well as EPT w.r.t. any
reset attack [Gol10], without introducing any “virtuality”, i.e. the simulation is EPT. On the other hand,
it increases virtuality of CEPT adversaries by a larger factor.
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5.5.3. Sequential Composition of Zero-Knowledge

The formulation of sequential security is not merely sequential repetition, but considers adaptive choices
of inputs. With this, our notion and proof is very close to modular sequential composition for SFE.

5.5.3.1. Security Definition

To model adaptive inputs, we replace the input generator ¢ by an “environment” &. This “environment”
& provides all inputs for the protocol, but does not participate in the protocol execution itself, it
only learns the participants final outputs. This definition of sequential composition allows adaptive
sequential executions.

Informally, our definition of sequential zero-knowledge can be summarized as follows: Instead of indis-
tinguishability of (P, V*) and Sim(V*), we assume indistinguishability of rep ((P, V*)) and rep (Sim(V*)),
i.e. indistinguishability under repeated trials (Definition [5.2.15].

Definition 5.5.11 (Sequential zero-knowledge). Let 7,8 € {PPT,CPPT,EPT,CEPT }. Let (P, V) be
an argument system. A universal simulator Sim takes as input (x, code(V*), aux) and simulates V*’s
output. Let (&, V¥, D) be an adversarial environment & and an adversarial verifier V*and a distinguisher
. The environment is given access one of two oracles Op, Os;,,, which take as input (x, w, aux) and

o Op(x,w, aux) returns outy«(P(x, w), V*(aux)). (Op =rep((P(-), -)))
e Ogim(x, w, aux) returns Sim(x, code(V*), aux). (Osim = rep(Sim( -)))

We assume that both oracles reject (say with L) if (x, w) ¢ R. We consider two executions, a real and
an ideal one, defined by:
Realgy- (1) = outg(&, rep(©Op))
and Idealgsim(A) := outg(E, rep(Osim))
We define Realg (1) to be the execution of (&, V*) with Op, and Idealg sim (A) the execution with Og;p,.
The distinguishing advantage of (&, V*, D) is

Advfglfv*’co (A) = |Pr[D(Realgy+(A)) = 1] = Pr[D(Idealgsim(A)) = 1]].
A (designated) adversary (&, V*, D) is T -time if timegypiv-1q (D (Realgy+)) € T .

The argument system is (uniform) sequential zero-knowledge against 7 -time adversaries w.r.t.
&-time Sim, if for any 7 -time adversary (&, V*):

o timeg simsm (D (Idealgsim)) € &, that is, rep(Osim(code(.7))) is Weakly (7, &)-efficient relative
to rep(Opy-)).

. Advélfv*,@ (1) is negligible
We also say that protocols with sequential zero-knowledge simulators compose sequentially. We dropped

the input generator 9, since its complexity class is the same as that of the environment &, For clarity,
we did not “include” @ in &, although the resulting definition would be equivalent.

A few remarks are in order. One could fix the universal adversary {/,;y (Which executes a given
program) as V* in Definition|5.5.11} For compatibility with Definition [5.5.2} we allow any V*.

Remark 5.5.12. Sequential zero-knowledge where & is restricted to a single query is equivalent to
auxiliary input zero-knowledge. This is easily seen since Definition allows J to pass state to D.
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Caution 5.5.13. Taken literally, Definition [5.5.11is unsuitable for expected time. Inefficiencies similar to
the setting of bb-rw oracles arise. However, as with rewinding strategies, we use the usual convenient
notation. We leave implicit, that an efficient implementation which is logically equivalent is easily
derived [P| In Definition [5.5.11} passing the state of V* via aux runs into these problems. For simplicity,
assume aux is shared memory between & and V*.

5.5.3.2. Sequential Composition Lemma

We are now ready to state and prove the sequential composition lemma for zero-knowledge.

Lemma 5.5.14 (Sequential composition lemma). Let (P, V) be an argument system. Suppose Sim is a
simulator for auxiliary input zero-knowledge (which handles CEPT adversaries in CEPT). Then (P, V) is
sequential zero-knowledge (with the same simulator Sim which also handles CEPT adversaries against
sequential zero-knowledge in CEPT).

The proof is an almost trivial consequence of the hybrid lemma.

Proof. Let (&,V*,D) be a CEPT adversary. Let Op(x, w, aux) and Og;, (x, W, aux) be as in Defini-
tion By definition,

Realg v+ (1) = outg(§, rep(Op)) and Idealg sim(A) = outg(&, rep(Osim))

Define a distinguisher A for rep(©p) and rep(Osin) as D (outg (&, rep(©))). Now, we are in the usual
setting of oracle (in)distinguishability. Since Sim is an auxiliary input zero-knowledge simulator for
(P, V), we have that Og;,,, is weakly efficient relative to Op and that Op ~ Osim. Thus, the hybrid
lemma for CEPT, Lemma5.4.7} is applicable. Hence rep (Op) is weakly relative efficient to rep(Osim)

and rep(Op) ~ rep (Osim). This concludes the proof. m]

5.6. Benign Simulation

In this section, we define benign simulation. This abstracts the proof strategy for G3Cg in Section[5.5.2}
Namely, we define rewinding strategies to abstract the rewinding step, and we define “simple assumption”
to abstract the left-right hiding and binding property of the commitment. Put together, we define
benign simulators as simulators which have a proof of security analogous to the one of G3Cgk.

45 The problem is that passing around state is extremely wasteful, and involves copying the state to and from message
interfaces. Generally speaking, almost anything, which does not go over a “real” network, should not be passed by copying.
This can be solved in any number of ways. E.g. allow shared memory/tapes between machines, or introduce an additional
interactive machine which represents that shared tape, and pass around (interface) access to memory/machine, and so on.
It should be evident that it is easy but tedious to formalize this.
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5.6.1. Rewinding Strategies

Rewinding strategies encapsulate the rewinding schedule of a simulator. Unlike simulators, their
properties are unconditional.

Reminder (Black-box queries). By abuse of notation, we typically write A instead of AP(©) if it is
understood that A has bb-rw access to ©. Our presentation treats bbrw(©) as a NextMsg oracle, but it
is understood that a logical query (my, ..., m,) is implemented efficiently by a short handle to the state
of bb-rw(©) after processing (my, ..., m,_1), and the message my in that state.

5.6.1.1. Definitions

Our definition of rewinding strategies is specialized for zero-knowledge, but it generalizes to other
settings easily.

Definition 5.6.1. A rewinding strategy RWS for a proof system (P, V) is an oracle algorithm with
timed bb-rw access to the (malicious deterministic) verifier V*. The output of RWS is a state of bbrw(©)
(or an abort message), which we denote by the (logical) query leading to it.

A rewinding strategy RWS has runtime tightness poly, if the following holds: Let be (J, V*) any
adversary (modelled as a timeful oracle). Let

T = timepoy+ ((P,V*)g) and S := timerwssys (RWSY 50 (x w))
with input distribution 4. Then E[S] < poly - E[T] for all (Y, V*).

Equivalently, for deterministic timeful 9, i.e. any sequence (x;, W), aux,) € R and any deterministic
timeful V*, the analogous claim holds.

The notion of runtime tightness of RWS is strong and unconditional. Up to minor technical details, it is
equivalent to the notion of “normal machine” implicit in [Gol10, Definition 6]. The equivalence of using
probabilistic and deterministic adversaries follows easily: Certainly, probabilistic covers deterministic.
For the converse, one uses the tightness bound poly and linearity of expectation.

Remark 5.6.2 (Preservation of EPT). It is clear that a rewinding strategy RWS with polynomial runtime
tightness preserves EPT, i.e. in the setting of Definition if timepyy+ ((P,V*)y) € EPT, then
timeRWS+v*(RWSV*(X’aux)) € EPT .

Before we tackle preservation of CEPT, we introduce more parameters of rewinding strategies.

Definition 5.6.3 (Properties of rewinding strategies.). Let (P, V) be a proof system and RWS a rewinding
strategy. Let L'Q be the set of all possible (logical) queries. Suppose V* is some (malicious) deterministic
verifier (as a timeful oracle). Let A, (x, w), aux be inputs. Let query € JLQ be a (logical) query to
bbrw(V*). Let pr,..,;(query) be the probability that, in a real interaction (P(x, w), V*(x, aux)), the
prover queries query, that ism

Proea (query) = Pr[query € gseqp((P(x, w), V*(x, aux)))].

46 We define that co < oo,

47 By abuse of notation, we write gseqp ((P(x, w), V* (x, aux))) for the sequence of logical queries to NextMsgy«, i.e. bbrw(V*).
Formally, qseqp(...) is the sequence of message sent by P, (and P does not treat V* as bbrw(V*)). So actually, we consider
the sequence of prefixes of gseqp(...), which correspond to the logical queries to bbrw(V*) which result in the same
execution as (P, V).
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Let pr,..(query) be the probability, that RWS"" (x, w) queries query, that is

Irws

pr...(query) = Pr[query € qseqpys(RWSY 4 (x, w))].
We say a rewinding strategy RWS has probability tightness poly,, (1) if

prrws(query) < pOIYpr(A) ’ prreal(querY)
for all queries query € L'Q. (In other words: psup (Pryys/Prrea) < pOly,-)

The output skew of RWS for an execution with (, V*) (where (x, w, aux) « J(A)) is similarly defined
by the ratio psup(Y/X) of the output distributions, Y of RWS and X of P running with V* on input
sampled by ¢ . We say RWS has output skew § = §(1), if for every (deterministic) (4, V*) which
halts (with probability 1), the output skew for (¥, V*) is at most 1 + §(1). We say RWS has perfect
output (distribution) if for all (4, V*) which always halt with probability 1 the output of RWS is
distributed identically (that is, § = 0) to the real execution.

We note that the properties in Definition are unconditional. Also, non-halting executions can
affect the output distribution, as they will be encountered by RWS with higher probability than in
the real execution, increasing the probability that RWS “outputs” nohalt. In any situation where
statistical properties are good enough, one can assume that all algorithms halt (e.g. by truncation or
modifying the machine model).

Finally, we define our notion of normality. The definition is similar to Goldreich’s definition of normality

in [GollO].@

Definition 5.6.4 (Normal RWS). A rewinding strategy RWS is normal if it has polynomial runtime
tightness, polynomial probability tightness, and perfect output distribution.

Perfect output distribution is vital for later use of RWS (as a part of security proofs). Negligible output
skew would suffice, but natural rewinding strategies seem to satisfy perfect output skew, so we require
that for simplicity.

5.6.1.2. Basic Results

Now, we state our main result for normal rewinding strategies.

Lemma 5.6.5 (Normal rewinding strategies preserve CEPT). Let RWS be a normal rewinding strategy
for (P, V). Let (9,V*) be a CEPT adversary for zero-knowledge, that is timeg,pyv+<({P,V*)¢) € CEPT .
Then timeg rws+ys (RWSY (04 (5 w)) € CEPT , where (x, w, aux, state) < J(1).

More precisely, suppose poly,;... is a runtime tightness and poly,, ., a probability tightness of RWS (against
EPT adversaries). If timepyy- ((P,V*)q) is virtually (t, ¢)-time, then timegwssv- (RWSY') is virtually
(POlYiime - &> polyyir - €)-time. In other words, RWS is efficient relative to (P, - ) with runtime tightness

(pOIYtime9 pOIYVirt)'

8 More correctly, X and Y are the distributions of the state of the timed bb-rw V*.

49 Goldreich remarks [Gol10| Footnote 24] that his notion of normality of a simulator is probably satisfied if the runtime
analysis is unconditional. We separate the analysis into rewinding strategies and indistinguishability transitions, since our
notion of runtime and efficiency of simulators is not unconditional. Disregarding this, the notions essentially coincide.
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The proof exploits that “bad queries”, which result in overly long runs of (P, V*); happen at most
polynomially more often with RWS, due to normality. Since bad queries happen with probability e, the
claim follows. A detailed proof follows.

Proof. By Lemma|[5.3.12] we know that there is a modification V' of V* such that timey, ((P,V’)¢) is
EPT, where V’ is a timeful oracle which aborts bad executions with timeout. By normality, also
timey, (RWSY") is EPT. We call a (logical) query query = (my, ..., my) to V/ which returns t imeout
a timeout query. The probability that such a timeout query happens in a real execution with P is at
most ¢ (by construction).

The only case where RWS encounters a difference between (J, V*) and (J, V') is if RWS asks a timeout
query, i.e. if V' returns t imeout. By normality of RWS, the probability of asking a timeout query is
only polynomially higher than the probability that P asks a timeout query. The latter is at most ¢, hence
the former is bounded by poly,,, - &. Thus, the runtime timegws,y+(RWS"") is CEPT with virtually
expected time (polyy;..t, poly,;€). The claim for the total runtime follows analogously. O

We note that runtime tightness already implies probability tightness (see Remark C.5.30). However,
the implied bounds are far from optimal. Following lemma is a simple way to get a tight(er) bound on
probability tightness.

Lemma 5.6.6. Let RWS be a rewinding strategy for (P, V), and let (9,V*) be a timeful adversary. Let
Q; C qseqpys(RWSY') be the list of queries of length i from RWS to bbrw(V*); that is Q; consists of
queries (my, ..., m;). Let Q; = card(Q;). Note that Q; and Q; are random variables. Let Q = Y2 Q; be
the total number of queries. Suppose that for all adversaries, E[Q;] < M; for some M;.

Let pr,,(query) resp. pr,, (query) be the probability that RWS resp. P queries query, as in Definition[5.6.3
Write Q;[ j] for the j-th query in Q;. Suppose that for all i and all logical queries query of length i

VjeNy: Pr[query = Q;[j] | Qi > j] < pr..(query),

where the probability is over the randomness of RWS and P. Then

Prws(query) < M - pr., (query).

In particular, the probability tightness of RWS is bounded by M = max; M;.

The basic idea behind Lemma is that for any (i — 1)-length history m’ = (my,...,m;_;), the
probability that the prover queries m; (conditioned on m’) is identical to the probability that RWS
queries m; “conditioned on m’”. The “conditioning RWS on m’” part needs a suitable definition. In
special cases, e.g. “tree-based” rewinding strategies, this can be done hands on. Lemma 5.6.6|gives a
general formalization of this idea (without needing to condition on some m’).

It is often (almost) trivial to verify the conditions of Lemma Moreover, we are not aware of (natural)
rewinding strategies which do not satisfy normality, even outside the context of zero-knowledge.

Proof of Lemmal5.6.6, The proof is almost trivial. Consider the setting and notation of Lemma
Let query be a logical query of length i. We have

Pr(3j: query = Q[j]] < ) Prlquery=[jl] = ) Prlquery=Qi[j]|Q; > j1Pr[Q; > jl,
Jj=0 Jj=0
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by a union bound, and we have

[

> Prlquery = 11 Qs 2 JIPHQ; 2 1 = Y. prra(query) Pr{Q; = 1 < priey(query) - E[Q;].

Jj=0 Jj=0

by assumption (and by E[Q;] = X152, Pr[Q; > j]). m|

The criterion in Lemma is “global” and not “local”, making it somewhat inconvenient. Instead of
applying Lemmal5.6.6| it is often simple(r) to derive more precise bounds and directly prove normality.

Remark 5.6.7 (Partial RWS). A typical proof strategy for normality is to view RWS as a composition of
(partial) strategies. For example, many rewinding strategies are “tree-based” and each layer corresponds
to a (partial) rewinding strategy, which calls lower layers as substrategies. This approach lends itself
to a simple and precise analysis of runtime tightness, probability tightness and “query tightness”. For
example, if calls to substrategies not skewed, probability tightness behaves multiplicatively. Checking
normality like this relies on “local” properties, which by composition yield the “global” properties.

Remark 5.6.8. Halevi and Micali [HM98]] define “valid distributions” [of transcripts] for extraction
in the context of proofs of knowledge. Their definition requires that a polynomial number of total
executions are made (with the extractor in the role of the verifier), and each execution has a transcript
(i.e. queries) which is distributed like for an honest verifier. Separate runs may be stochastically
dependent. Lemma [5.6.6| deals with partial transcripts, expected polynomially many executions, and
probability tightness (not runtime), but is otherwise similar to [HM98].

5.6.1.3. Examples of Normal Rewinding Strategies

We give some examples for rewinding strategies which are normal. Most claims follows easily from
their original efficiency analysis.

Example 5.6.9 (The classic cut-and-choose protocols). The classic protocols for graph 3-colouring, graph
hamiltonicity, as well as graph-(non)-isomorphpism [GMW86}; Blu86|| use normal rewinding strategies.

Example 5.6.10 (Constant round zero-knowledge). Our motivating example [GK96], the simplification
of Rosen [Ros04]], and the proof of knowledge of Lindell [Lin13]] have normal rewinding strategies.

Example 5.6.11 (Concurrent zero-knowledge). The concurrent zero-knowledge proof systems of Kilian
and Petrank [KP01]] and its variation [PTV14]] also rely on normal rewinding strategies. Indeed, their
strategy is strictly PPT (in oracle-excluded time).

Example 5.6.12 (Blum coin-toss). The simulator for the coin-toss protocol [Blu81;Lin17] also gives rise
to normal rewinding strategies. It is strictly PPT (in oracle-excluded time).
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5.6.2. Simple Assumptions and Repeated Trials

To obtain nice results, we want nice “base assumptions” to reduce security to. We call these “simple
assumptions”. For simplicity, we do not allow (shared) setups, such as a common random string, and
are very restrictive w.r.t. the runtime of such oracles.

Definition 5.6.13 (PPTpa). A timeful oracle © is a priori PPT per activation (PPTpa), if there is a
polynomial poly such that every invocation of © has runtime bounded by poly(21).

The property we need from a priori PPTpa is that, if a distinguisher yields an inefficient system, then
the oracle is never to blame, i.e. even excluding its runtime, the system is inefficient. There are less
strict efficiency notions which satisfy this as well, but PPTpa is sufficient for our purposes.

Definition 5.6.14 (Simple assumption). Let Cy and C; be two oracles, induced by algorithms which are a
priori PPT per activation. The assumption that Cy and C; are indistinguishable (w.r.t. PPT adversaries)
is called a simple assumption. We also say C; and C; form a simple assumption.

Example 5.6.15. Many assumptions are simple, for example one-way functions, trap-door one-way
permutations, pseudorandom functions, hiding and binding properties of commitments, IND-CPA and
IND-CCA security of public key encryption, and so on. Counterexamples are 1-more assumptions, e.g.
the one-more RSA assumption. Knowledge assumptions are also not simple. Note that assumptions
which can be reduced to simple assumptions need not be simple, e.g. soundness of (non-extractable)
proof systems.

By definition, simple assumptions are essentially falsifiable assumptions [Nao03] as defined by Gentry
and Wichs [GW11]. However, the (invisible) intent of simple assumptions is that they have a simple
notion of repeated trials, and behave well in this setting. Since our primary setting is the plain model,
simple assumptions are natural, but we stress that our techniques work for a much broader class of
game-based assumptions, including non-falsifiable assumptions.

Simple assumptions are secure under repeated trials against PPT (or CEPT) adversaries.

Lemma 5.6.16 (Hybrid lemma for simple assumptions). Let Cy and C; be two oracles forming a simple

assumption, and let g = q(1) where q = oo is allowed. Suppose D is a CEPT distinguisher for q-repeated

trials, with |Adv%5£ep (Co)rep (Gl)| > ¢ = 1/poly infinitely often. Suppose timeg (D40 is bounded
1EPg 001 g

by (to, vo). Let M(A) > min(q(A), 4e™ o) be an (efficiently computable) polynomial upper bound. Then
there is an a priori PPT distinguisher A with advantage at least +; (% — vo) infinitely often.

This immediately yields:

Corollary 5.6.17. Let Cy and C; form a simple assumption, in particular, C, ~ C1. Thenrep(Cy) and

rep(Cy) form a simple assumption, in particular, rep (Cy) ~ rep(Cy).

50 Typical 1-more assumptions have a meaningful notion of security under repeated trials as well, but Deﬁnition
is too coarse to capture this, as it postulates independent instances. For example, given two 1-more-dlog oracles for a
deterministic group generator, it is easy to win in one of the 1-more dlog instances; but by correlating the repeated oracles,
one can also embed a 1-more-dlog challenge.

158



5.6. Benign Simulation

Proof of Lemmal5.6.16 First apply Corollary to get an a priori PPT distinguisher A’. Note that
we treat distinguishing under repeated trials as distinguishing O; = rep(Cy) and O; = rep(C;). Thus,
we end up with advantage £ — v, and runtime bound roughly 4¢~"#,, where (t,, o) is virtually expected
time of © as in Lemma5.4.1] In particular, 4’ can make at most M(A) queries.

Now, we rely on the efficient implementation of Cy, C; to implement the hybrid distinguisher. The
claim follows from the (standard a priori) PPT) hybrid lemma. O

5.6.3. Benign Simulators

Our definition of a benign simulator abstracts the proof strategy for G3Cgk. Before we give the
definition, we demonstrate the idea.

Example 5.6.18 (Structure of the security reduction for G3Cgg). Consider the protocol G3Cgk in
Section and the security proof in Section Let (9,V*, D) be an adversary. Since the
simulator cannot depend on J and @, they are of no importance in the following. Indeed, they should
be viewed as one entity, the “distinguisher”, whereas V* is the actual “attacker”. Below, we omit the
inputs x, w, aux.

Let Ay = Ag(V*) denote the algorithm outv (P,V*). Let AO = Ao(V*) denote the algorithm which
introduces all rewindings, as in Sectlon 2| G1. Moreover, Ay makes any commitment computations
into explicit calls to subroutines. (Let us call this boxing, and the act of “forgetting” subroutine calls
unboxing.)

We note the following: For any V*, Ay = A, (ie. they are perfectly indistinguishable), and if A, is
efficient, then so is Ag. More concretely: For every 9, D, if the completed system for A is CEPT (i.e.
with inputs sampled by J and with @ applied to the output of A), so is the completed system for A,.

Similarly, let A; := Sim(V*) and let A1 = A1 (V*) be the simulator with boxed calls to Com. Clearly, for
any V*, A1 A1, and if A1 is efficient (i.e. CEPT), so is A;.

Consider the two indistinguishable oracles ©,, @, which represent the (repeated) binding and hid-
ing experiments in the security proof, squeezed into one oracle. It is straightforward to define an
(oracle) algorithm R = R(V*), which encapsulates the reduction given in the games following G, in
Section | such that for R, it holds that Ag = R and R%' = A;. Moreover, R¥ is efficient if A
is. Furthermore, since O, and ©; are indistinguishable, if R is CEPT, so is RY1. (This step relies on
CEPT and fails for EPT.)

Consequently, Sim(V*) is CEPT whenever (P, V*) is CEPT, and Sim(V*) and (P, V*) are computationally
indistinguishable. Pictorially, the security proof worked as follows:

= ~ = c ) = ~ =
Ag— A — R% ~ R9' = A — Ay,
e e e e

where A—> B denotes that A and B are perfectly indistinguishable and that if B is efficient (given V*),
e

so is A. More precisely, we have
(P, ) — RWS(-)— RP(-) & R(-)— Sim(-)—> Sim(-),
e e e e

where we made explicit, that this construction is functional in the adversary (the missing argument
denoted “ - 7). We also note that the intermediate steps (Ag, A, resp. RWS, Sim) can be omitted.
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As a first step, we have define what a “reduction” is. Simple “reductions” are just connections of
two interactive algorithms (which depend on A) by an indistinguishability assumption. The name
“reduction” is debatable, and the definition very restrictive, but sufficient for our purposes.

Definition 5.6.19 (Simple reductions). A simple reduction under an (implicit) simple assumption
(Co, C1) is an oracle algorithm R which expects expects access to an oracle Cp, and code(.A) as input.
Given O and code(A), R% () implements (an interactive) algorithm.

Our definition of benign simulation requires a security proof as sketched in Example and is
basically an abstract formalization of that proof strategy. For completeness, we give a more traditional
approach in Appendix which relies on indistinguishability of queries similar to [KL08|]. We view
both approaches as complementary: Our definition of benign simulation is easily applicable to typical
protocols (and all of our examples), whereas the query-indistinguishability condition is something
one can arguably expect from almost any simulator, which broadens the class of simulators which
handle CEPT adversaries in CEPT. In any case, a bb-rw simulation with a normal rewinding strategy is
assumed.

Definition 5.6.20 (Benign simulation). Let (P, V) be an argument system. Let Sim be a (timed) bb-rw
simulator with associated rewinding strategy RWS and associated simple reduction R under
simple assumption (Co, C;). Moreover, the reduction R (V*) has the interface of RWS, i.e. it expects
(code(V*),x, w, aux). Suppose that, for any adversary V*:

1. RWS is a normal rewinding strategy.
2. RWSY" = R%(V*) and R® (V*) is efficient relative to RWSY" with polynomial runtime tightness.

3. RA(V*) = Sim(V*) and Sim(V*) is efficient relative to R“! (V*) with polynomial runtime tight-
ness.

4. Gy and C; form a simple assumption, and are indistinguishable, i.e. Cy X Cr.

Then Sim is benign (under the assumption C, ~ Cy).

5.6.3.1. Iterated Benign Reductions

Our definition of benign allows only one “reduction step” using C, X Cy. Many security proofs can be
squeezed into this setting. However, a simple relaxation is useful.

Definition 5.6.21 (Iterated benign). In the setting of Definition [5.6.20, we call Sim iterated benign, if
there is a constant k and a sequence of “intermediate simulators” Sim,, . . ., Simg, which expect as input
(code(A), x, w, aux) so that

1. Simg = (P, - ) and Simy = Sim (where Simy. ignores w).

2. Sim; and Sim;; are related by a benign reduction (as in Definition [5.6.20] with oracles C;p,
i=1...,k,b=0,1.).

We stress that iterated benign only allows a constant number of “hops”. The reason is that runtime may
double for each hop, so superconstantly many “hops” could make the runtime explode. Thus, hybrid
arguments must be put into the (simple) assumptions. Also note that RWS can be absorbed into R, and
the relative efficiency requirement. While we the (possible) use of RWS explicit in Definition [5.6.20} we
left it implicit in Definition
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5.6.3.2. Examples of (Iterated) Benign Simulators

All of our examples can be easily expressed via (iterated) benign simulators. We stress that hybrid

arguments must be incorporated into the (simple) assumptions C; ¢ ~ Ci1.

Example 5.6.22. The classic, the constant round, and the concurrent zero-knowledge protocol exam-
ples [GMW86; Blu86; (GK96} Ros04; Lin13; KP01; PTV14] from Section have benign simulation.

5.6.3.3. Zero-Knowledge and Benign Simulation

We only give results for benign simulation. Extending these to iterated benign is straightforward and
left to the reader.

Lemma 5.6.23. Suppose (P,V) is an argument system. Let Sim be a benign simulator. Then Sim is a
zero-knowledge simulator which handles CEPT adversaries (in CEPT).

Proof. Suppose (9, V*,D) is an adversary which is CEPT in the real protocol. For brevity, whenever
we call an (interactive) algorithm CEPT in the following, we mean that (if necessary) the inputs are
generated by J (and @ is applied to the output).

Suppose for simplicity that it halts with probability 1. Then the output of a normal rewinding strategy
RWS is distributed like the real protocol output.E] By normality, RWS is CEPT. By relative efficiency,
R (V*) is CEPT. Also, by assumption, the “reduction” R (V*) behaves (as a system) exactly like
RWS. By indistinguishability of Cy and C;, the standard reduction shows that R (V*) is CEPT and the
output of R (V*) is (computationally) indistinguishable from R (V*) (and hence the real protocol).
By relative efficiency of Sim, Sim(V*) is CEPT (with environment J, @). Since R (V*) is behaves (as a
system) exactly as Sim(V*), the output of Sim(V*) and (P, V*) is indistinguishable. Thus Sim handles
CEPT adversaries in CEPT. O

By Lemma [5.6.23] all of our examples in Example [5.6.22| are not only secure against a priori PPT
adversaries, but have CEPT simulation against designated CEPT adversaries.

Remark 5.6.24 (More precise runtime bounds). We saw for G3Cgg, that the runtime of the simulator Sim
and the rewinding strategy RWS are very closely related. For this, we used “boxing” and “unboxing” (and
that commitment computations only depend on message lengths). Such a close relation of runtime is
typical, since in most security proofs only rewinding and bookkeeping introduces (significant) changes
in the runtime. Hence, our extendability results are relatively crude feasibility results, assuring that
zero-knowledge extends to CEPT adversaries.

SLIf (P, V*) ¢ halts with probability 1 — v, then the output (including nohalt) has statistical distance at most poly, - v.
Since v is bounded by the virtuality of (P, V*) ¢y anyway, the rest of the proof works without change.
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5.6.4. Sequential Zero-Knowledge from Benign Simulation

To prove sequential that sequential zero-knowledge follows from auxiliary input zero-knowledge, we
had to rely on the hybrid argument, which hides a lot of complexity. For benign simulation, it is easy
to prove that it composes sequentially. Conceptually this follows from:

« Using that rewinding strategies “compose sequentially”.
« Using that relative efficiency with runtime tightness “composes sequentially”.

« Using that simple assumptions “compose sequentially”, which is a very fancy way to say that we
rely on “repeated trials”.

« Hence, benign “composes sequentially”.

Remark 5.6.25 (Lifting normality and relative efficiency). For brevity’s sake, we do not explicitly lift
rewinding strategies and relative efficiency to the sequential composition setting, i.e. we do not explicitly
define what “composes sequentially” means in that setting. It is straightforward to define by using an
(environmental) adversary and replacing access to the objects ©, Oy of interest (e.g. RWS and (P, - )
for normality) by repeated access, i.e. rep(©y), rep(©;). We note that the tightness parameters are
unaffected (since the notions were already “perfect”).

Lemma 5.6.26 (Sequential zero-knowledge from benign simulation). Let (P, V) be an argument system.
Suppose Sim is a benign simulator (for auxiliary input zero-knowledge). Then (P, V) is sequential zero-
knowledge.

Proof sketch. Let (&, V") be the adversary trying to distinguish Op and Os;y,,. Let RWS be the normal
rewinding strategy of Sim. Let R be reduction and €, C; be the simple assumption.

Step 1 (Sequential composition of RWS): Let poly,;,... and poly,;,, be the runtime and probability

tightness of RWS. Let Op = rep({P,V*)) and let Opws = rep(RWS""). Suppose for simplicity that
(&, V*) always halts. Then we know that for any input, the state of V* after RWS is identically distributed
to the state after interaction with P (by normality). Hence, replacing Op with Orws only affects the
runtime. Now, we lift Lemma 5.6.5| to the sequential setting.

Define Trws,; resp. Tp,; as the time spent in the i-th invocation of Opws resp. Op. Note that
E[timerws+v+ ({6, Orws))] = Z E[Trws.i]
i
< polyyime - ) ElTr]
i
= pOlYiime - E[timep,y+ ((&, Op))]

where normality is applied for each i.

Suppose (&',V’) are t imeout-modifications according to Lemma|[5.3.12] By probability tightness,
the probability that the i-th iteration of RWS runs into a t imeout event is at most poly,,,-fold the
probability for P to run into a t imeout event. Consequently, the virtuality is increased by at most a
factor of poly, ;.
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Allin all, we have shown that Opyys is a “sequential rewinding strategy” with runtime tightness poly,;,,..,
probability tightness poly, ., and perfect output distribution;[?] and we lifted Lemma

Step 2 (Relative efficiency composes sequentially): Let Ogc, = rep (R (V*)) for b € {0,1}, and let

Osim = rep(Sim(V*)). Suppose Sim is efficient relative to Rt with runtime tightness (poly,;., poly,;;)-
Then the oracle Og;p, is efficient relative to Ope, with runtime tightness poly. Namely, for any (&, V*),

E[timesimsv: ({6, Osim)) ] = Z E[Tsim,i]

< pOIYtime Z E[TRcl,i]
= poly,ime - E[timege, ({6, Op))]

where Tsim; resp. Tpe, denotes the time for the i-th invocation of the respective oracle. This again
follows by comparing i-th invocations, and using that output distributions are identical by assumption.
And as for RWS, we can lift the runtime guarantees to the sequential setting, including virtualities.
That is, if the virtually expected time is (¢, ¢) with Oge,, then it is (polyyiy,e - &, polyyi, - €) With Ogjn,.
The same holds for Orws and Oge, .

Step 3 (Indistinguishability of Oy, and Oge, ): It is obvious that indistinguishability of Oc, and
Oge; reduces to indistinguishability of Cy and C; under repeated trials. (Each invocation of Oge, (resp.
Oge,) is another trial.) By Corollary simple assumptions are indistinguishable under repeated
trials. (It is vital that R® is CEPT. That follows from Steps 1 and 2.)

Step 4 (Benign composes sequentially): From Steps 1 to 3, it follows immediately that benign
“composes sequentially”. More concretely, it follows that (&, V*) cannot distinguish Op and Os;,, and
in particular, an execution with Og;, is again CEPT. O

5.7. Sketched Application to SFE

We very briefly recall security definitions for SFE, but assume basic familiarity with the topic. Again, we
adopt a uniform complexity setting with universal simulation. As with zero-knowledge, we therefore
need an “environmental” adversary.

5.7.1. Definitions

Let n be a constant in A and consider n interacting parties. In the setting of SFE, n parties wish to jointly
compute a (probabilistic) functionality f: ({0, 1}*)" — ({0, 1}*)" implemented by the algorithm f. We
demand that f is a priori PPT in A. The parties input x3, . . ., x, and, at the end of the protocol, output
Y1, - --> Yn- A protocol & consists of algorithms (1, . . ., 7,), such that each party i executes ; (xi).[f]
We assume the parties have secure channels for communication, i.e. an eavesdropping adversary only
learns message lengths and communications proceeds in rounds.

52 If the probability for non-halting executions is not 0, the easiest way is to argue by truncating after say 24 steps and using
statistical closeness to (&, V*). But a closer inspection shows that any poly,;n. is fine since co < co. For poly,;, a closer
inspection shows that it does not change either. This is unsurprising since virtuality must at least remove non-halting
executions anyway.

>3 Typically the 7; are a priori PPT, but as with zero-knowledge, we do not rely on this to specify and prove security.
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We call a party corrupted, if it is controlled by the adversary. We restrict to static corruption, that is,
for execution of a protocol & the subset I C {1, ..., n} of the corrupted parties is fixed from the start
(and does not (adaptively) grow).

To shorten our exposition, we start with the hybrid model, and treat the real model as a special case.
In the f-hybrid model, we assume (repeated) access to an ideal functionality f. A protocol 7 may use f,
and we sometimes write 7/ to emphasize this. Let 7/ be a protocol implementing a functionality g in the
f-hybrid model. Let A be an adversary corrupting the set I C {1,...,n} of parties Let X = (x1, ..., Xp),
7= (r1,...,ra,ra,r’") denote the inputs and randomness of the parties. Here r” denotes the randomness
used in ideal functionalities. By aux we denote the auxiliary input of A. The adversary’s input will be
{xi}ier, aux and I. The computation of 7 proceeds in rounds. The parties can also query an instance of
the functionality f. In the end, all parties return outputs y;, and the adversary outputs y_z; we write
U= (y1,...,Yn y.7) for all outputs.

We denote by Hybridft (A X, aux, I;7) the output g of the execution of the protocol 7/ where adversary
A controls the parties in I and the inputs to all parties is X (and randomness 7). Since the parties have
access to f, we call this the f-hybrid model.

In the real model, Real, 7 (A, X, aux, I;7), denotes the output of a real execution. This is defined as in
the hybrid model, except that there is no hybrid functionality (i.e. f is the null-functionality).

We denote by Idealy sim (4, {x;}icr, code(A), aux, I; 7) the output § = (y1, ..., Yn, ysim) of an execution
in the ideal model with functionality g and ideal adversary Sim, called (universal) simulator. Here, the
honest parties hand their inputs to g and output what they receive from g; inputs for corrupted parties
may be provided by Sim. The simulator is given {x;};es, aux, I, and code(A) as input. (As usual, we
often omit code(.4) when it is clear from the context; it is only required for universal simulation )

We extend the definition of Hybrid, Real and Ideal to adaptive sequential composition, where an
“environment” § provides inputs to executions of Hybrid, Real or Ideal (which choose fresh randomness).
We denote this by Hybrid{rﬂ (A, 8), or Real, 7(4A, &), or Idealysim (4, €). After each execution, & learns
all outputs, and can (adaptively) choose inputs for further executions. More formally, & is given access
to either O, 7 or Oy sim, which take as inputs (X, code, aux,I) and output 7 (which includes y.7), i.e.
Or (X, aux,I) = Realy 7(X, aux,I) and Oysim (X, aux,I) = Idealysim (X, aux,I). (We omitted code,
since it is always code(A).) Note that & can adaptively choose the set I of corrupted parties as well.

Definition 5.7.1. Let 7 be a protocol for g in the f-hybrid model. We say an adversary (&, A) is J -time
(e.g. CEPT), iftime(Hybridiﬂ (A, 8)) is T -time, where (7, aux, state) «— J. (We stress that the time to
compute f is included here.)

The protocol 7 is said to sequentially ¢-securely compute g against 7 -time adversaries, if there exists
a (universal) ideal adversary Sim, for any 7 -time adversary (&, A ), where & only corrupts subset of
size at most t, we have

+ Real! (1,6) ~ Idealysim(1, 6);
« time(ldealysim(A, €)) is T -time (e.g. CEPT);

Auxiliary input t-security is defined by restricting & to one query only; in this case, we usually write
4 instead of &.

Lemma 5.7.2. Auxiliary input t-security and sequential t-security are equivalent.

54 In our setting, universal and existential simulation coincide, just like for zero-knowledge.
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Proof sketch. This is a straightforward application of the hybrid lemma. O

Note that there is no hybrid functionality f in the ideal world. The simulator must provide the hybrid
functionalities. In particular, it is essential that f itself is efficient. Also note that we require that
Sim is universal in both A and I. This does not strengthen the security in our setting, but simplifies
discussions ] Some more remarks are in order.

Remark 5.7.3. We note that neither our results nor our definitions require black-box simulation. This is
unlike [KLO8||. However, the overhead of non-black-box simulation seems to preclude its use — at least
the technique of [Bar01].

Remark 5.7.4. The notion of benign simulation can be extended to simulators for SFE.

Remark 5.7.5 (Zero-knowledge as an ideal functionality). The ideal zero-knowledge functionality takes
as input (x, w) and outputs x to the verifier if (w, x) € R, else L. The protocol G3Cgx is not (proven)
t-secure as an ideal zero-knowledge functionality, because it does not seem to be a proof of knowledge,
i.e. the witness cannot be extracted. Lindell [Lin13]] describes a 5-move protocol, which is a zero-
knowledge proof of knowledge, hence realizes the ideal zero-knowledge functionality. Its simulator
handles CEPT adversaries in CEPT. (The simulation is benign.)

Remark 5.7.6 (Proofs of knowledge). Communication efficient (zero-knowledge) proofs of knowledge
often have a superlinear overhead for extraction in the witness size. This can break compatibility with
CEPT completely, for example if extraction has a quadratic overhead in the witness size, then fat-tailed
input distributions lead to inefficient extraction. Again, the problem are expected size inputs, and can
be mitigated to some extent by size-guarding.

5.7.2. Modular Sequential Composition
In the following, we denote substituting an (ideal) subprotocol f by a (real) subprotocol p in 7/ as 7*.

that 7 proceeds in rounds, making only one subprotocol call per round. Moreover, all (honest) parties
always call the same subprotocol.ﬁ]

We can now state our adaption of [KL08, Theorem 12]. Unlike [KL08, Theorem 12], we assume the
protocols are secure against CEPT adversaries (in our sense).

Theorem 5.7.7. Let fi, ..., f, and g be ideal n-party functionalities. Let = be an n-party protocol that
t-securely computes g against CEPT adversaries in the (fi, ..., fm)-hybrid model. Suppose that = makes
no more than one call to an ideal functionality in each round, that is, the functionalities f; are used strictly
sequentially. Let py, ..., pm be n-party protocols so that p; t-securely compute f; against CEPT adversaries
(in the real model). Then Pv-Pm t-securely computes g against CEPT adversaries (in the real model).

The proof of Theorem is straightforward — it is essentially as in [Can00]]. That is:

%5 We require constant 7, so separate simulators (for the constantly many I C {1,...,n}) can be merged into one. Due to the
a posteriori efficiency setting, existential simulators are universal anyway, as for zero-knowledge.
56 See [[Can00] for details the restrictions imposed on 7.
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1. We construct from (¢, A) the obvious adversary (&,, 4,) against sequential ¢-security of p. By
assumption, we can replace A, with Sim, (and p with f). The execution remains efficient and
the output is indistinguishable, i.e.

Realy, 7, (1, 8,) ~ Ideal! ¢, = (1.8,)

Thus, 7° was effectively replaced by /.

2. Now, we construct an adversary (9, A,;) against t-security of 7 in the f-hybrid model. By
assumption, we can replace A, with Sim, (and 7 with g). Again, the execution remains efficient
and the output is indistinguishable, i.e.

Hybrid” 2. (A,.9) % Idealysim, (1, 9)

This concludes the proof.

Note that we can avoid the requirement of [KL08], that the simulator for p is efficient in any interaction.
Weak relative efficiency of simulation is sufficient. The hybrid lemma takes care of the all the hairy

details Pl

Now, we sketch the proof in more detail. For brevity’s sake, we will not repeat that ¢-security against
CEPT adversaries is considered in every statement of “X securely computes Y”. We note that, by
assumption on 7f~fm_ the real protocol 77Pm does not interleave executions. That is, only one
instance of a subprotocol p; is executed at a time.

Proof sketch. First, we simplify the situation by considering only one hybrid functionality f and protocol
p. Since m is a constant, it will be evident that the proof easily extends, e.g. by going through m hybrid
models.

Before we continue, we clarify and revert an important notational difference: We used the notation
rep () for repeated access to independent instance of ©. In SFE/MPC, it is common that z* resp. 79
denotes that & has repeated access to independent instances of p resp. g.

As noted before Definition[5.7.1] we view security as oracle indistinguishability. As with zero-knowledge,
the hybrid lemma shows that rep(©,,z,,) is weakly efficient relative to rep (O sim,) and rep(O x,) N
rep(Of.sim,). That is, the analogue of sequential ¢-security (for a single protocol p) holds.

We argue in games. Game G is the real execution 77, that is Real,;_7 (4, 9).

»

In Game G, we prepare to replace all instances p by f. For this, we interpret the calling “environment
of p as &,. That is, €, executes 7 using access to rep(©, z,). The adversary A is now split and
executed partially by €, and A,. Here &, simulates the everything (the game, honest parties and A)
outside the subprotocol calls to p, whereas A, emulates A (only) the subprotocol calls (and receives
the state of A via aux). Here, it is essential that the calls are sequential. The changes from G, to G; are
conceptual. Everything is efficient if (and only if) it was efficient before and the output is identically
distributed.

In Game G, we replace O 7, by Of sim,. As noted before, the hybrid lemma implies that

rep (@p,ﬂp ) £ ‘gfep (@f,Simp
p ~

)
Gy = Real, 7,(&,) =€ P = Idealfsim, (&5) = G2

571t is unsurprising that the proof of the modular sequential composition theorem in [KLO08||, is more complex, since it
effectively is the hybrid argument.
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and both executions are efficient. Thus, we have substituted p by f in 7. Now, we are effectively in the

f-hybrid model.

Game Gj undoes the changes of Gy, i.e. we revert to § = ¢ and 7, but now, we have 7P (f) instead of
7P (P) We call the resulting “network” adversary 4. This change is conceptual and does not affect
output or efficiency.

In Game Gy, we replace 77Pf) (resp. A) by g (resp. Simy). Since 7 t-securely computes g in the
f-hybrid model, we find

c
~

G = Hybrid!  (9) = €77 £ &,°™ = dealysim, (€x) = Gy

and Gy is efficient if G4 is. Thus Idealysim, (€,) CEPT.

The construction of the simulator Sim for 7 follows from the above. That is, Sim runs Sim,, for A, in
subprotocol calls to p and Sim,, for . O

5.8. Conclusion and Open Problems

At the example of zero-knowledge and a sketched application to SFE, we demonstrated that the notion
of computationally expected polynomial time is a useful and viable alternative to EPT. We also gave a
“philosophical” motivation why EPT should be enlarged to CEPT, namely distinguishing-closedness.
However, we leave open many minor and major questions and directions.

Beyond Negligible Advantage. The most important question may well be the (in)compatibility of
CPPT/CEPT and superpolynomial hardness assumptions. Concretely, consider a one-way function where
we assume that no PPT adversary can invert with probability better than ©(27/2). W.r.t. CPPT/CEPT,
such assumptions cannot exist, since with probability O (274/%), a CPPT/CEPT adversary may brute-
force a preimage.

It is a critical question, whether this is a fundamental problem, or just another technical artefact. If
CPPT/CEPT is incompatible with subexponential hardness assumptions, then protocols which rely on
such are very likely incompatible with CPPT

Quantifiability, Tightness, Constructivity. For a more quantifiable notion of security, we need to
better tackle the question of tightness of reductions, simulations, etc. The interpretation and treatment
of the virtuality error for a good notion of tightness is non-trivial. Moreover, constructivity of security
reductions is an interesting and important question, as we used the existence of (in general not
computable) polynomial bounds in many places. In Appendices|C.5.3.1|and|C.5.3.2] we explore these
questions very briefly.

Efficiency Artefacts. In several situations, expected polynomial size inputs and messages resulted
in rather strong requirements and fickle behaviour. Size-guards (Appendix|C.5.4.3) are a mitigation.
A more natural alternative is to investigate the efficiency class of expected time strict space (EPT/SPS)
machines.
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More Abstract Questions. Our “general” treatment of runtime provides the central results only for
algebra-tailed runtime classes. Indeed, we even lack a definition of well-behaved runtime classes, for
which we can expect such results to hold. Such a definition and extensions, as well as incorporating
different advantage classes, are open. This may also lead to insights regarding superpolynomial hardness
and CEPT, or vice versa.
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6. Conclusion

We conclude with an outlook on open questions and interesting research directions.

Rational Representatives. In Chapter[3|we presented our short relaxed range proof Sharp. The relaxed
soundness definition and its efficiency crucially relies on the interpretation of a range through rational
representatives. We also noted that rational representatives are not as well-behaved as the usual integer
representatives, making them hard(er) to use. This raises the question in which other settings rational
representatives might prove useful. Moreover, the proof of our core lemma does not mirror the intuitive
nature of its statement. We would be delighted to see a simpler, stronger and more generally applicable
proof.

Better Handling of Class Groups. When relying on class groups of imaginary quadratic orders in
Chapter 3] we either need to assume a trusted setup, or we need strengthened hardness assumptions in
the class group to it secure with transparent setup. The core problem and open question is, whether it is
possible to efficiently circumvent this without increasing the proof size. Moreover, we leave open the
question of whether it is possible to relate our assumptions in groups of hidden order (cf. Lemmal[A.1.7),
or how to abstractly model this setting, where sampling might leak something, e.g. in an appropriate
generic or algebraic group model. An efficient reverse sampling algorithm in class groups would resolve
all of these questions (in class groups), but its existence appears to be an open problem.

Short-Circuit Extraction. In Chapter [4 we introduce short-circuit extraction to prove better bounds
on runtime tightness of extraction, aiming for better bounds on concrete security. In Appendix [B.9
we present two candidate extractors for which a formal runtime analysis is an open question. If
the candidate with optimal knowledge error, would have runtime bounded by the worst-case size of
the tree of challenges which must be found, then this would provide the tightest reduction (without
knowledge assumptions) for Bulletproofs and QESAzxk by a large margin. Another question is if and
how short-circuit extraction can be handled more generally, and how generic (sequential) composition
results (e.g. analogous to those recalled in Section [2.5.2) would look like.

Computationally Expected Polynomial Time. In Section[5.8] we already discuss several open questions
and directions for CEPT. We only recall the main questions here: Firstly, due to the definition of CEPT it
is not immediately clear what a good notion of tightness would be in this setting. In that regard, it may
be interesting to investigate a non-asymptotic variant of CEPT. Secondly, again due to the definition of
CEPT, certain hardness assumptions cannot hold against CEPT adversaries, which raises the question
if this breaks security reductions relying on such assumptions (or if the reduction can sidestep the
problem), and also whether this is a fundamental problem with CEPT and analogous definitions, or if
small changes to the definition are sufficient to fix it.

1 We show in [CKLR21a]] that it is possible to rely on ElGamal commitments, but this significantly increases the proof size.
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A. Appendix for Chapter3

A.1. Preliminaries Continued

A.1.1. Groups of Hidden Order

Following assumptions are relevant in groups of hidden order. Note that we still use additive notation,
even if multiplicative notation is more common for RSA groups.

Remark A.1.1. In a cyclic group (G) of unknown order, a random group element be approximated via
xG for x & [0, ..., LU,p — 1] and xG has statistical distance at most 1/L from a random group element.
Indeed, at most 1/4L (due to [CL15]).

The ORD assumption ensures, that it is hard to find (a multiple of) the order of non-trivial elements.

Definition A.1.2 (ORD). The order (ORD) assumption holds for a given group G if for any PPT
adversary A, there is a negligible function negl, such that

W,a) «— A(G);W € G\ {0};

(
Prl 0 % Jaf < 200 gw = 0

< negl(1)

This probability defines the advantage Adv%RD (A) of A against ORD.

We use the adaption of ORD to the class group setting of [BFS20]] with corrections from [[CKLR21b]. It
is believed to hold in suitable class groups of imaginary quadratic orders and the subgroup of quadratic
residues QR,, in RSA groups. For 128 bits of security, class groups require a discriminant of size 1827
bits and RSA groups a modulus size of 3072 bits [BJS10; [ TCLM21]). Further, the representation of class
group elements can be compressed to 3/4 the size of the discriminant [DGS21]].

Definition A.1.3 (e-fROOT). The e-fractional root (e-fROOT) assumption holds for group G if for
any PPT adversary A, there is a negligible function negl, such that

G & G (a, B U) « A(G,G);U € G
Pr |0 # |a] < 22V € Z;|f] < 2PV € Z:| < negl(2)
- B k
ﬂU—aGAmie fork e N
This probability defines the advantage Adv;fROOT()L) of A against e-fROOT.

The e-strong RSA assumption is defined as e-fROOT but where & = 1 must hold. [BFS20] define this and
show that e-strong RSA and ORD imply e-fROOT. The e-fROOT assumption clearly implies e-strong
RSA and almost implies ORD, except for elements W with eXW = 0.

The 1-fROOT assumption is equivalent to the (usual) strong RSA assumption and believed to hold
in QR,,. The 2-fROOT assumption is believed to hold in suitable class groups of imaginary quadratic
orders.
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Remark A.1.4. Let G be a group, let G € G, and let (a, f, W) with aG = fW. Then:
1. The e-fROOT experiment is won with (a, , W) iff % ¢ Z[1/e].
2. The ORD experiment is won if d = gcd(e, ) (or more generally any divisor d of a and f), we
have 3G # gW

The SI assumption ensures that random elements in the subgroup (G) are indistinguishable from
random elements in G.

Definition A.1.5 (SI). The subgroup indistinguishability (SI) assumption holds for group G if for
any PPT adversary A, there is a negligible function negl, such that

G, Hy & G, H;, & (G);
Pr|b & {01}, « A(G,G,Hp):| <
b=1b

+ negl(1)

DN =

The left hand side defines the advantage Adviiq (4) of A against SI.

Again, we use the adaption from [BFS20] of the SI assumption introduced in [BG10]. It is believed to
hold in QR,, or suitable class groups of imaginary quadratic orders.

Definition A.1.6 ((D, e, N)-relaxed DLOG-relation). Let Gbe a group, D, e, N € N, and G= (Gy,...,Gn) €
GN*1. Define the (D, e, N)-relaxed DLOG relation w.r.t. G as

mD,e,N(é) = {(Ca da {mi}é\il

dC = YN, mG; A Ji: B ¢ Z[1/e]
Ad € [0,D] A m;eZ

The advantage Advéx(_gk;gm 7(A) of A against the hardness of the (D, e, N)-relaxed DLOG-relation

with subgroup setup (and without public coins), is defined as the following probability:

G « GrpGen(1); Gy &~ G; Gy, ...,Gn < (Go)
Pr (C,d,mo,...,mN)(—ﬂ(G,Go,...,GN)Z
(Cs da m05 DR mN) € 'QD,E,N(G)

We say that finding (D, e, N)-relaxed DLOG-relations with subgroup setup is hard in G, if for every

PPT adversary, there exists a negligible function negl such that Advg)’((_;lfm’ 2 (A) < negl(4).

We define hardness with random setup analogously, except that G; &~ G for all i (instead of G; &~

(Go))-
We abbreviate (D, e, 1)-relaxed by (D, e)-relaxed.

Viewing C as a commitment and (Gy, . . ., Gn) as a commitment key in Definition[A.1.6](which is exactly
how we use it), (D, e, N)-relaxed DLog-relation hardness roughly holds if it is not possibly to open C
to anything but an element in Z[1/e] (where we neglect the condition that d < D). The choice N =1
is the most important one for (D, e, N)-relaxed DLOG-relations, as it is required for our applications
and (as we will see) is equivalent N > 1. The (D, e, 0)-relaxed DLOG-relation is a (presumably) slightly
weaker assumption, but is implied under additional restrictions (or assumptions).

Lemma A.1.7. Let G be a group and let A be an algorithm. Then for hardness with subgroup setup,
we have following implications.
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1. The (D, e, N)-relaxed DLOG-relation tightly implies the (D, e, n)-relaxed DLOG-relation for any
n<N.

2. The (D, e, 1)-relaxed DLOG-relation tightly implies the (D, e, N)-relaxed DLOG-relation for N € Ny.

3. The e-fROOT assumption tightly implies hardness of (D, e, 0)-relaxed DLOG-relation. If D = oo, the
assumptions are equivalent.

4. Ifthe order |G| has no prime factors smaller than or equal to D, then (D, e, 0)-relaxed DLOG-relation
tightly implies the (D, e, 1)-relaxed DLOG-relation.

Under the SI assumption in G, the claims also hold for hardness with random setup.

Item [4]is the general formulation to be used with C(1)-rough groups [DF02], i.e. groups which have no
subgroups of order smaller than C(A). The proof of item 4] uses the argument from [[CKLR21b] which is
an adaption of [DF02]]. For item[2] a standard randomization technique is used (which is also used to
show the tight equivalence of DLOG and DLOG-relations). Items|1]and [3|are immediate and included
for completeness. The full proof of Lemma is relegated to Appendix

A.1.2. Transparent Setup and Assumptions Without Invertible Sampli