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Article

Social media such as social networking sites (SNSs) and 
instant messengers (IMs) have been largely integrated into 
everyday communication repertoires. Facebook, the most 
popular SNS, reported more than 1 billion daily active users 
for September 2017 (Facebook, 2017), and 1 billion people 
worldwide use the mobile IM WhatsApp every day 
(WhatsApp, 2017). Every second U.S. American is a daily 
Facebook user, and around 29% of smartphone users in the 
United States use IM apps (Pew Research Center, 2016). In 
Germany, 21% of the population log in to Facebook on a 
daily basis, and 55% use WhatsApp every day to stay in con-
tact with family and friends (Koch & Frees, 2017; Media 
Impact, 2017). Communication on social media comple-
ments face-to-face conversations and other mediated forms 
of communication and may even reinforce communication in 

other channels (Dienlin, Masur, & Trepte, 2017). The prop-
erties of digital communication and in particular networked 
publics, however, involve privacy risks users might not be 
fully aware of. Hence, the level of privacy a social media 
user subjectively perceives when sharing private information 
may diverge from the actual level of privacy.

The regulation of privacy by controlling the flow of pri-
vate information—as conceptualized in privacy theories by 
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Abstract
New communication media such as social networking sites (SNSs) and instant messengers (IMs) challenge users’ privacy 
perceptions. Technical infrastructures and the flow of digital information lead to novel privacy risks that individuals are often 
not acquainted with. Users’ subjective perceptions of privacy may thus be flawed and lead to irrational behavior. In this work, 
we investigated a concept that has been addressed only implicitly in academic research on privacy: the user’s subjective 
perception of a given level of privacy. We examined the literature on how privacy perceptions have been conceptualized 
in traditional theories of privacy and how these conceptualizations are challenged in social media communication. We 
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high level of privacy in face-to-face situations and a low level of privacy in public communication on SNSs. With regard to 
IMs, however, their answers were mixed: Uncertainty regarding digital communication properties and audiences as well as 
limited control over the communication setting prevented a reliable and shared perception of the privacy level. With regard 
to privacy behavior and private disclosures, we found that people tend to adapt their sharing of private information to the 
perceived level of privacy.
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scholars such as Westin (1967), Altman (1974), Burgoon 
(1982), and Petronio (2002)1—is challenging in social media 
as an appropriate perception and evaluation of the achieved 
level of privacy is necessary to choose behavior that leads to 
the desired level of privacy. Although scholars have exten-
sively investigated individuals’ self-disclosure and privacy 
regulation in social media, the question of how users per-
ceive privacy levels in online communication settings and 
how this perception affects their behavior has remained 
widely unconsidered. We define a privacy perception as an 
individual’s situational experience and assessment of the 
given privacy level (Altman, 1975; Dienlin, 2014; Masur, 
2018). Contrary to privacy concerns (which have often been 
investigated in prior research), a privacy perception does not 
refer to stable negative attitudes concerning privacy in social 
media (cf. Dienlin & Trepte, 2015) but to a situational evalu-
ation of a certain communication setting. Recently, Masur 
(2018) argued that communication research should put less 
emphasis on identifying differences between persons and 
identify the varying environmental factors that may be more 
influential in shaping privacy and self-disclosure processes 
instead.

To better understand which privacy concepts users’ per-
ceptions are built upon, we further considered individual pri-
vacy concepts. We define these as an individual’s subjective 
understanding of the term privacy. Individual privacy con-
cepts are rather stable cognitive representations, and as such, 
they are independent of specific situations. In a last step, we 
investigated social media users’ privacy behavior. We were 
particularly interested in how subjective privacy perceptions 
and privacy concepts foster private disclosures in different 
communication settings. We therefore let our interview part-
ners define what they considered to be private disclosures 
and analyzed how these were linked to privacy perceptions.

Hence, our overall research aim was to further the under-
standing of how individuals subjectively perceive the pri-
vacy level in different mediated and nonmediated 
communication settings, how these are based on subjective 
privacy concepts, and how both influence privacy behaviors 
and private disclosures. To follow up on this research aim, 
we investigated the everyday privacy concepts and experi-
ences of German social media users (and nonusers) in quali-
tative interviews.

Privacy as a Theoretical Concept in 
Communication

Communication scholars most often refer to Westin’s (1967) 
and Altman’s (1975) theories as most important for laying 
the groundwork for the current understanding of privacy 
(for an overview, see Margulis, 2011). Westin (1967) defined 
privacy as “the claim of individuals, groups, or institutions 
to determine for themselves when, how, and to what extent 
information about themselves is communicated to others” 

(p. 5). People achieve this by voluntarily and temporarily 
withdrawing from social interactions. In modern societies, 
privacy is necessary for the individual to maintain personal 
autonomy, emotional release, and self-evaluation, as well as 
limited and protected communication. According to Westin, 
these functions can be performed in four states of privacy: 
solitude, intimacy, anonymity, and reserve. The individual 
desire for privacy competes with other social and psycho-
logical needs and is shaped by the social and physical envi-
ronment. As it changes constantly, an individual may 
perceive the given level of privacy as too much or too little. 
Although Westin does not explicitly discuss privacy percep-
tions, his work nonetheless suggests that the subjective per-
ception of a given level of privacy must be regarded as a 
requirement for the personal adjustment process aimed at 
achieving a sufficient level of privacy.

Whereas Westin regarded privacy as resulting from with-
drawal, Altman (1975) defined privacy as “selective control 
of access to the self” (p. 18). He used privacy synonymously 
with interpersonal boundary control through which individu-
als or larger social units aim to achieve a temporarily desired 
level of interpersonal contact. He emphasized the dialectical 
nature of the process that involves the regulation of input and 
output. Thus, Altman’s concept of privacy is not only a pro-
cess of withdrawing or a state of limited access. Privacy is 
rather an interplay of opposing forces, also including the 
desire to be accessible to others. One of Altman’s major 
claims was that individuals compare their desired with their 
achieved level of privacy. He also called the two levels the 
ideal and the outcome, respectively (Altman, 1975). The 
ideal level of privacy is defined by the desired level of open-
ness or closeness in a situation. Similar to Westin, Altman 
suggested that a boundary regulation process takes place 
whenever the achieved level of privacy is perceived as fail-
ing to match the desired level of privacy. Although Altman 
likewise did not explicitly refer to privacy perceptions as a 
prerequisite for privacy regulation processes, his concept 
implicitly necessitates that individuals subjectively assess 
the given level of privacy in any situation to evaluate it 
against their desired level of privacy.

Burgoon (1982) built on Westin’s (1967) and Altman’s 
(1975) work to answer the question of whether there are 
“different kinds of dimensions of privacy that have implica-
tions for communication” (p. 206). She suggested four inter-
related dimensions of privacy: the ability to control physical, 
interactional, psychological, and informational access to 
oneself or to one’s group. On the physical dimension, indi-
viduals regulate the degree of surveillance as well as physi-
cal access to their personal space. The interactional 
dimension of privacy encompasses autonomous engage-
ment in or withdrawal from social encounters. The psycho-
logical dimension involves individuals’ ability to prevent 
intrusions upon their cognitions and feelings. Finally, infor-
mational privacy is the ability to control the gathering and 
disseminating of information about the self (Burgoon et al., 
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1989). Burgoon (1982) emphasized the subjective nature of 
privacy and the role of an individual privacy perception as 
she stated that the “degree of privacy in any given situation 
is therefore dependent on each individual’s interpretation of 
the situation” (p. 211).

With her communication privacy management (CPM) 
theory, Petronio (2002) further refined Altman’s (1975) pri-
vacy concept of selective control. CPM offers a rule-based 
conceptualization of the mental calculus underlying the 
decision to hide or release private information. Central to 
the CPM is the ownership principle, which postulates that 
individuals see themselves as the owners of their private 
information from which they derive a right to control the 
flow of it. The sharing of private information is based on 
privacy rules that are driven by expected benefits and costs. 
Once an individual grants others access to private informa-
tion, they become co-owners. Collective privacy rules, 
which are mutually agreed upon by the original owner and 
the co-owners, regulate how they further share or keep the 
disclosed information. According to Petronio, co-owning 
individuals manage privacy boundaries by applying perme-
ability rules, which determine how much is shared; linkage 
rules, which determine who gets to know the information; 
and ownership rules, which determine how much control 
co-owners have over the private information. If co-owners 
fail to coordinate the privacy rules, CPM theory predicts 
boundary turbulence (i.e., privacy violations), which 
requires a recalibration of the established rules. Privacy per-
ceptions, although not explicitly referred to as such, are rel-
evant for privacy rule development. The perception of the 
physical setting and the social environment as safe and trust-
worthy are relevant criteria for rules of boundary regulation 
(Petronio, 2002).

Inherent to all the theoretical privacy concepts discussed 
here is the idea that individuals or larger social units achieve 
privacy by controlling access to information. Depending on 
the perceived level of privacy, individuals apply rules or 
choose behaviors in order to achieve and maintain their 
desired level of privacy. Although only Burgoon (1982) 
explicitly included the perception of the level of privacy in 
her concept, subjectively perceiving privacy and reacting 
accordingly must be regarded as the fundamental mecha-
nisms of all privacy concepts.

Social media challenge this privacy mechanism in two 
ways. On one hand, unknown and invisible privacy risks 
impede a valid perception of the actual (or achieved) privacy 
level in communication settings. On the other hand, the 
infrastructure and properties of digital media limit individu-
als’ capabilities to control the flow of personal information 
efficiently. In social media, the behaviors used to implement 
a desired level of privacy are somewhat limited. The changes 
that new communication media have brought for privacy 
management in everyday life demand a theoretical examina-
tion of privacy that takes these altered circumstances into 
consideration (Papathanassopoulos, 2015).

Theoretical Approaches to Privacy in a 
Social Media Era

Since social media’s popularity has boomed, the means for 
interpersonal communication and privacy and data protec-
tion have re-emerged as topics of interest. Various applica-
tions collect, store, and process a variety of data about users, 
often without their awareness or the opportunity to opt out. 
Consequently, communication scholars have investigated 
how individuals manage their privacy in social media (boyd, 
2008a; boyd & Hargittai, 2010; Gross & Acquisti, 2005; 
Joinson & Paine, 2007; Masur, 2018; Papacharissi, 2010; 
Trepte, Dienlin, & Reinecke, 2014; Trepte & Reinecke, 
2011; Tufekci, 2008). Such research has given first insights 
into how the digital environment, social constellations, and 
individual needs challenge privacy perceptions and privacy 
regulation in social media.

On the basis of these previous studies, we found three 
aspects that most crucially influence and complement pri-
vacy theories. First, in social media, the concept of audience 
is different than in face-to-face communication. Social media 
audiences are potentially large and unknown and cannot be 
physically perceived (Litt, 2012). Beyond other users, the 
audiences include service providers, surveillance agencies, 
and other third parties that typically do not exist in nonmedi-
ated communication settings. In most privacy theories, com-
munication partners are usually referred to as others. Altman 
(1975) summarized that privacy involves “individuals, fami-
lies, mixed and homogeneous sex groups, and so on” (p. 11). 
Similarly, in Westin’s (1967) and Petronio’s (2002) privacy 
theories, it is assumed that individuals have a general idea of 
who the others are and that one can communicate with them. 
While communicating in social media, potentially unknown 
audiences may impede an accurate evaluation of the given 
level of privacy.

Second, digital data are persistent, replicable, searchable, 
and scalable, and information addressing a defined circle of 
recipients might spread further than expected or intended 
(boyd, 2011; Palen & Dourish, 2003). Most of the privacy 
theories consider the transfer of information: Petronio 
(2002), for example, argued that information transfer is 
negotiated between co-owners. The properties of social 
media undermine the rules established in negotiations 
because users sometimes unintentionally spread co-owned 
information beyond the agreed-upon boundaries. Social 
media are designed to potentiate information sharing. Thus, 
a heightened scalability has to be taken into account. Yet, not 
every user is aware of these characteristics or the fact that he 
or she might come along with privacy risks. Thus, users may 
have an inaccurate perception of the actual level of privacy 
in social media.

Third, multiple physical contexts with distinct behavioral 
norms that used to be separated by temporal, spatial, and 
social boundaries converge in social media. This collapsing 
of contexts causes privacy tensions, especially in one-to-many 
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communication (Binder, Howes, & Sutcliffe, 2009; boyd, 
2008b, 2011; Palen & Dourish, 2003). This is a fundamental 
challenge for privacy management in social media for which 
the traditional theories of privacy provide an adequate theo-
retical framework only in part.

In sum, the properties of social media require privacy 
regulations that are vastly different from offline settings in 
terms of audiences, access, and boundary control. Marwick 
and boyd (2014) found that social media users need to 
establish collective practices in order to safeguard their pri-
vacy. On the basis of these observations, they proposed “a 
model of privacy that is networked” (p. 12). This model 
requires an understanding of the technological and social 
peculiarities of social media contexts as well as shared 
social norms over information sharing. Although we agree 
that a contemporary understanding has to regard privacy as 
a collective endeavor, we suggest that a better understand-
ing of how it is established in concrete situations is needed. 
As supposed by Altman (1974), Westin (1967), Burgoon 
(1982), and Petronio (2002), the properties of digital com-
munication and online audiences challenge users’ ability to 
properly perceive privacy levels and effectively control the 
flow of private information. Thus, there is a need to adapt 
the conceptualization so that privacy perceptions and 
behavior can be investigated adequately in a digitalized 
world.

Gaining a refined understanding of laypeople’s privacy 
concepts is a prerequisite for investigating their subjective 
perception of privacy levels in different communication set-
tings. Knowing what privacy means to them allows us to 
develop a refined understanding of the cues and conditions 
that determine the perception of a given level of privacy. 
Hence, we explored individual privacy concepts in qualita-
tive interviews and asked the following research question:

RQ1. How do individuals conceptualize privacy today?

How Individuals Perceive Privacy in 
Mediated and Nonmediated Settings

So far, scholars have investigated people’s privacy concerns, 
attitudes, and behaviors (e.g., Barnes, 2006; Taddicken, 
2014), but there is hardly any research on how people per-
ceive different levels of privacy in mediated and nonmedi-
ated communication settings. To distinguish privacy 
perceptions from related concepts such as privacy concerns, 
we define privacy perceptions as individuals’ situational 
experiences with and assessments of their given privacy 
level. This implies that privacy perceptions can differ greatly 
among individuals (Dienlin, 2014). The perception of the 
given level of privacy is necessary in order to decide whether 
it needs to be adjusted or whether it is already optimal 
(Altman, 1975; Burgoon, 1982).

In order to determine how people experience and assess 
privacy perceptions, we are interested in the situational cues 

and conditions that determine privacy perceptions in various 
mediated and nonmediated communication settings. Burgoon 
(1982) suggested several factors for distinguishing privacy 
perceptions. According to her, the perception of physical pri-
vacy depends on the extent to which an individual can con-
trol access to the surrounding space and on the freedom of 
surveillance and the number of sensory channels through 
which access to the self is possible. A space is perceived as 
more private when it allows for seclusion and when the prob-
ability of intrusion is low. Factors determining perceptions of 
interactional privacy include the degree of control over com-
munication partners and the frequency, length, and content of 
interactions. The perception of psychological privacy 
depends on the perceived freedom from the influence of oth-
ers on cognitions and emotions and the ability to conceal 
thoughts and feelings. When both are low, one does not per-
ceive a high level of privacy. Finally, the perception of infor-
mational privacy depends on the degree of control over the 
initial release of information and its subsequent distribution 
and use. Additional factors refer to the amount of informa-
tion known by others and the number of people who have 
access to it. As Burgoon had defined privacy perception two 
decades before social media emerged, her theory does not yet 
include factors that might explain differences between the 
perception of privacy in mediated and nonmediated commu-
nication settings. Nonetheless, her abstract systematization 
of situational cues that might lead to a higher or lower per-
ceived level of privacy may still be useful in understanding 
the potential of social media properties for shaping users’ 
privacy perceptions.

Although the term privacy perception has sometimes been 
used interchangeably with privacy concerns or privacy atti-
tudes in the literature, we want to emphasize that we consider 
them to be different concepts. The focus of this work is on 
privacy perceptions in terms of a situational experience and 
the assessment of privacy in mediated and nonmediated 
communication settings. Thus, we do not focus on overall 
attitudes or concerns. Moreover, no systematic comparison 
of privacy perceptions in mediated and nonmediated com-
munication exists so far. We therefore asked the following 
research question:

RQ2. What do people perceive the level of privacy to be 
in mediated and nonmediated communication settings?

How Individual Privacy Perceptions 
Influence Self-Disclosure

Privacy perceptions as defined in the preceding section are 
important for assessing whether the given external condi-
tions allow for the disclosure of private information (Masur, 
2018). Self-disclosure has generally been defined as sharing 
information about the self with other humans (Cozby, 1973; 
Wheeless & Grotz, 1976). An individual’s decision to dis-
close depends on the perception that one is in control of the 
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kind of information that is shared and with whom. If an indi-
vidual perceives that a communication setting is not private 
enough for sharing personal information, people will regu-
late their privacy by not divulging personal details (Derlega, 
Metts, Petronio, & Margulis, 1993). Early evidence was pro-
vided by Fidler and Kleinknecht (1977), who interviewed 
female college students on stigmatizing information. They 
found that they received more responses to the most sensitive 
questions when the interview technique guaranteed a high 
level of privacy.

The emergence of computer-mediated communication in 
chatrooms and online discussion forums has stimulated 
research on online self-disclosure patterns. A major finding 
was that study participants who perceived privacy in an 
anonymous setting disclosed significantly more sensitive 
information than they did in similar offline interactions 
(Joinson, 2001; Tidwell & Walther, 2002).

When social media, especially SNSs, replaced anony-
mous means of online communication, scholars focused on 
the influence of privacy concerns—a concept related to pri-
vacy perceptions—on self-disclosure (Dienlin & Trepte, 
2015; Krasnova, Spiekermann, Koroleva, & Hildebrand, 
2010; Taddei & Contena, 2013; Taddicken, 2014; Tufekci, 
2008). Masur and Scharkow (2016) found that users tended 
to refrain from sharing information they subjectively per-
ceived as private. Accordingly, posting particularly intimate 
information publicly was evaluated as inappropriate, a find-
ing that was confirmed by a content analysis of status updates 
on SNSs (Bazarova, 2012). Studies have found that sensitive 
information tends to be shared in communication settings 
that are perceived as allowing a higher level of privacy, for 
example, email or instant messaging (Bazarova & Choi, 
2014; Burkell, Fortier, Wong, & Simpson, 2014; McLaughlin 
& Vitak, 2012; Utz, 2015). Based on an experience sampling 
study with N = 164 smartphone users who engaged in 
N = 1,104 disclosure events, Masur (2018) showed that the 
environmental circumstances within a communication appli-
cation allow for the prediction of the depth of self-disclosure. 
More specifically, the findings revealed that the depth of 
self-disclosure increased in situations in which the audience 
size was small (e.g., IM conversations) and potential respon-
dents were considered as trustworthy and psychologically 
close. Similarly, Frye and Dornisch (2010) measured per-
ceived privacy in terms of the perception of not being over-
heard or read by unintended audiences and the willingness to 
self-disclose on 32 topics across 10 communication settings. 
The results again showed that participants were more willing 
to self-disclose information when using a communication 
tool that was perceived to provide a high level of privacy.

So far, we have gained insight into how people adjust 
communication content with respect to public and private 
means of communicating on SNSs, and there is convincing 
evidence that privacy perceptions and self-disclosure are 
positively correlated for various communication settings. 
For our study, we followed up on Frye and Dornisch’s (2010) 

systematic approach and explored how privacy perceptions 
in different mediated and nonmediated communication set-
tings influence the disclosure of private information. We spe-
cifically focused on disclosures that the individual refers to 
as private. As privacy attributions for topics or types of infor-
mation vary considerably between individuals (Masur & 
Scharkow, 2016), we did not classify information as private 
a priori but left it open to our participants to come up with an 
experience involving private disclosures. Thus, we sought to 
understand how privacy perceptions impact the kind of pri-
vate information users disclose and how they communicate 
about it.

RQ3. How do privacy perceptions in different mediated 
and nonmediated settings influence private disclosures?

Method

Procedure and Participants

We used qualitative interviews to obtain a fine-grained 
understanding of people’s subjective privacy concepts and a 
contextualized understanding of privacy perceptions and pri-
vate disclosures across different communication settings. To 
do so, we recruited a convenience sample of 33 German par-
ticipants. We invited them via university mailing lists and 
postings in public buildings on campus and in surrounding 
residential areas. In addition, we contacted the principal of a 
comprehensive school to arrange the participation of 12 
ninth graders who had all obtained their parents’ informed 
consent. The participants were between 14 and 78 years old 
(16 females, 17 males). Table 1 (in the Supplementary 
Material) presents more information on occupations and 
media use.

Interview Procedure and Data Analysis

The critical incidents technique (Flanagan, 1954), which was 
developed to gather facts about behavior in predefined situa-
tions, was used to design the interview questions. After a 
warm-up question, we asked participants to remember and 
describe a recent situation involving a private disclosure. Our 
aim was to let the participants decide for themselves what 
they considered private disclosure. The participants’ initial 
description of this situation was followed by questions con-
cerning their perception of privacy and of their own and their 
conversation partners’ behavior. Depending on the initial 
description, we further asked whether the participants could 
also remember a situation in which they shared private infor-
mation with the same person via social media or in a non–
social media setting, respectively. For the first 21 participants, 
we left it up to them whether they began by describing a 
mediated or nonmediated conversation. As the majority first 
described face-to-face conversations and had trouble remem-
bering a recent social media interaction with the very same 
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person, we directly asked the remaining 12 participants to 
describe a social media conversation and then moved on to a 
non–social media setting with the very same person. After the 
description of both situations, we prompted them to compare 
their behaviors and privacy perceptions in the two situations. 
Finally, we asked them about their social media use and their 
subjective definition of privacy. Three trained interviewers 
conducted the interviews from March to May 2014 in person 
in a room on campus. The interviews lasted between 10 and 
63 min. Each participant received an incentive of 10 Euro 
cash after the interview.

The interviews were digitally recorded and transcribed. 
Using the qualitative data analysis software MAXQDA, we 
performed deductive and inductive qualitative data analyses. 
In a first step, we created a coding scheme with categories 
derived from our initial research questions. In a second step, 
we refined the coding scheme as we read the interviews for 
the first time by augmenting and subdividing the categories 
according to aspects mentioned in our interviewees’ descrip-
tions. We then used the refined coding scheme to code all 
interview data in a third step. Finally, we aggregated the 
statements extracted for each category across participants in 
order to identify patterns, similarities, and differences.

Results

Subjective Concepts of Privacy

In the following, we first present the results for RQ1 and 
refer to our interviewees’ subjective concepts of privacy. The 
findings we report are mainly based on the responses to the 
interview question: How would you define privacy? These 
responses were further complemented by insights from the 
critical incidents of private disclosures.

A first finding was that people conceptualized privacy as 
having two semantic levels. On one hand, participants pre-
sented privacy as a property of topics and territories. On the 
other hand, they described privacy as a boundary or state that 
allows certain behaviors.

Private Topics and Territories.  Most topics that interviewees 
considered private can be classified as information about the 
self, including feelings, thoughts, opinions, family affairs and 
romantic relationships, problems of any kind, professional 
and private aspirations, personal achievements and experi-
ences, health conditions, one’s financial situation, and sexual 
orientation. The participants considered loved ones such as 
family members, friends, or romantic partners to be private 
aspects of their lives. Moreover, holding hands and tattling on 
someone are behaviors that were labeled as private. Some of 
our interviewees offered only abstract ideas about private top-
ics, whereas others identified them precisely. Isabelle (29)2 
described privacy as “everything that is hidden, [. . .]. What 
you can’t see at first sight.” Accordingly, she stated that noth-
ing is more private than her thoughts, whereas anything that 

can be witnessed, for example, her job, is not private. Alisa 
(15) described privacy as “that not everyone knows my name, 
where I live, what I do and who my friends are,” and Simon 
(23) defined privacy as “things or information that affect me 
or others, which should not or must not be known by 
anyone.”

Participants also considered certain territories (places 
people claim as property) as private. For example, the home, 
a teenager’s room, and a student’s dorm room were perceived 
to be very private as they reveal a lot about their inhabitants. 
Furthermore, teenagers in particular referred to their cell 
phone and the messages they exchange on it as private.

Privacy as a Social Boundary.  A dominant aspect of our inter-
viewees’ privacy concepts was the existence of boundaries 
for sharing personal information. Participants used terms 
such as frame, sphere, or circle to circumscribe privacy. 
These terms convey the idea of a closed unit and the possibil-
ity that it could include or exclude people, thus resembling 
Altman’s (1975) and Petronio’s (2002) concept of privacy as 
boundary control.

The most important criterion of these boundaries was 
identified as the people who are included or excluded. Some 
participants claimed that they felt they had their privacy only 
when this boundary included no one but themselves. For 
example, Erna (78) described privacy as keeping information 
to herself and not sharing it at all: “To me, privacy basically 
is, well everything that is really of my concern only [. . .] and 
there is a lot in everyday life that I want to keep to myself.” 
By contrast, Mona’s (22) concept included others with whom 
she shares everything:

Well, for me, privacy is, on the one hand, that I’m either alone, 
well, that there are things for me only that I want to keep to 
myself, or privacy for me is as well that there are persons with 
whom I share everything, from whom I don’t keep any secrets 
when we are together—that’s also a kind of privacy for me.

Similar to Mona, most of the participants defined privacy 
as a bounded sphere that is limited by the persons with whom 
they intend to share information. The concepts of privacy as 
keeping information to oneself or sharing it with intimate 
others resembled two of Westin’s (1967) states of privacy: 
reserve and intimacy.

The people who were included in the boundaries of pri-
vacy depended on relational closeness. Friends, especially 
close and best friends; spouses; life partners; and family 
members were generally considered appropriate for sharing 
private matters with. These trusted persons were identified 
as central to people’s subjective privacy concepts. However, 
whether or not a person would be included within the bound-
aries of privacy was also described as depending on context. 
Two participants pointed out that they felt fine about sharing 
private information with the interviewer because they 
trusted in the scientific purpose of the interview. Yet, the 
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quality of privacy would be different with a person they 
knew very well.

Privacy as a Physical Boundary.  As mentioned earlier, some of 
our interviewees stated that they regard their family’s home 
or a room with a door as private spheres. They explained that 
these spaces provide physical seclusion and allow them to 
enjoy the intimacy of their family or being by themselves. 
Fabian (23) stated that the physical privacy provided by his 
room permits him to withdraw from social interactions:

. . . privacy is, for example, my home. I have a small room 
anyway, and I used to have many guests. I’m in touch with so 
many people, with the club, that’s why I’m happy to have that 
room, and I’m able to withdraw.

Christina (24) emphasized the freedom from surveillance 
provided by physical boundaries: “Yes, to me privacy is 
when I can decide what I’m doing without having someone 
look over my shoulder somehow or restrain me from what 
I’m doing or knowing what I’m doing.” However, partici-
pants stated that a space does not have to be owned or have 
concrete physical barriers (e.g., walls and doors) to function 
as a private sphere: They stated that it was crucial that others 
could not overhear a conversation, particularly not those who 
should not gain knowledge about personal details or those 
who were the subject of the conversation.

Privacy as Access Regulation.  The management of boundaries 
was another aspect that was inherent to most of the subjective 
definitions of privacy. Although only one participant actually 
used the word control, most of them expressed the need to 
restrict access to information and the transfer of personal infor-
mation. This finding is consistent with a recent study by Sarika-
kis and Winter (2017), who found that social media users’ 
concepts of privacy revolved around the notion of control and 
constraint. One aspect of information control is the need to 
determine what becomes known about oneself to whom, which 
was expressed in Daniel’s (27) privacy definition:

Privacy to me means that I can decide what someone learns or 
knows about me, that it is my decision to whom I give what 
information, or that I know that this information is given to that 
person, that I can judge who knows what and how.

This idea is in line with Petronio’s (2002) concept of pri-
vacy management: People seem to believe that they own 
information about themselves and should hence be able to 
decide who is allowed to know about it. In relation to this, 
several interviewees also mentioned that they do not want 
others to actively seek information about them when they 
want to keep such information private. This has also been 
referred to as spying on someone. In sum, the answers 
showed that regulating access to the self is an important part 
of privacy.

Privacy as a Form of Self-Determination.  Another aspect raised 
by the interviewees referred to informational self-determina-
tion. They expressed the need to prevent the emergence of an 
unfavorable impression of oneself and to determine how one 
is seen and evaluated by others. This can be achieved only by 
maintaining control over the flow of information. Elena (30), 
for example, pointed out that she does not want someone 
who holds a different view than her to retell her opinion 
without giving her the opportunity to justify herself.

Privacy Through Trust.  Most participants admitted being aware 
that they lose control the moment they share personal infor-
mation with one or several others. This might explain why 
they did not use the term control but defined privacy as a 
state of being certain that information that had been shared 
with particular people was not transmitted to anyone else. 
Alexander (27) formulated this certainty: “Well, privacy to 
me is actually one’s own certainty that particular information 
or actions simply stays within the circle of people whom one 
thinks should know about it—that it is not passed to third 
parties.” One way to gain this certainty is to deliberately 
choose with whom to share personal information. For this 
decision, it is crucial to know whether the person can be 
trusted. Terms such as trust, to entrust, and trusted were fre-
quently used to describe the nature of relationships that pro-
vide certainty for privacy. As Johann (77) put it, “Well, 
privacy is absolute trust between conversational partners and 
. . . absolute, absolute certainty that the subject of conversa-
tion will stay within this sphere.” The importance of interper-
sonal trust that became apparent in the interviews has not 
been incorporated in seminal theories of privacy so far.

Subjective Perceptions of Privacy and Subsequent 
Disclosures

To answer RQ2 and RQ3, we analyzed participants’ 
descriptions of critical incidents involving private disclo-
sures to first identify perceptions of privacy (RQ2) and 
then how these are related to private disclosures (RQ3). As 
a first result, for RQ2, we identified five communication 
settings in which private matters are discussed. These dif-
fered in terms of perceived privacy: (a) face-to-face com-
munication in dyads or small groups; (b) phone calls or 
video chats in dyads; (c) face-to-face communication in 
large or heterogeneous groups; (d) online messages such as 
email, Facebook messenger, or messenger apps such as 
WhatsApp; and (e) semipublic or public online interac-
tions such as status updates on SNSs or comments on 
online discussion boards.

In the following paragraphs, we first answer RQ2 by 
showing how the privacy perceptions in these five settings 
differed and by elaborating on characteristics that deter-
mined participants’ perceptions of privacy. We point out the 
significance of interpersonal trust, which emerged as a 
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crucial requirement for achieving privacy. The results for 
RQ3 are presented in the same manner by referring to each 
setting to demonstrate how a certain perception of privacy 
(RQ2) is related to subsequent private disclosures (RQ3).

Face-to-Face Communication in Dyads or Small Groups.  Partici-
pants stated that they prefer the face-to-face setting for pri-
vate communication as the audience usually ranges from one 
to a few deliberately chosen and trusted individuals, and the 
physical presence of all participants allows them to effec-
tively implement strategies to achieve and maintain an opti-
mal level of privacy. However, they also explained that they 
tend to manage physical and social boundaries in face-to-
face communication by excluding unintended audiences. 
They explained that they can achieve this by meeting in pro-
tected spaces such as in a bedroom. However, they noted that 
privacy can also be found in the anonymity of a crowded city 
center, in a quiet corner of a café, or during a walk in the 
park.

Participants stated that—better than any other communi-
cation setting—face-to-face conversations allow for empa-
thy and emotional support expressed through verbal, 
paraverbal, and nonverbal communication. Thus, they 
explained that they openly discuss private topics in dyads 
and small groups, and they appreciate the opportunity to give 
and receive immediate feedback on private disclosures. 
Participants agreed that conversations typically involve the 
disclosure of emotions and problems with family, friends, 
relationships, school, or job, and that they share feelings and 
thoughts, personal experiences, and moral and religious 
beliefs in face-to-face conversations.

Phone Calls or Video Chats—For Example, via Skype.  Partici-
pants tended to agree that they perceive conversations on 
either media channel as private as long as communication 
partners are alone on each side. They explained that they 
establish this protected sphere by assuring each other that no 
one else is listening. However, as one cannot be entirely sure 
that nobody can overhear the conversation at the other end of 
the phone, participants identified trust in the communication 
partner as vital for perceiving the situation as private. More-
over, they explained that when receiving a call on a mobile 
phone, they might be caught in a situation in which they are 
surrounded by known or unknown others. In such a situation, 
they did not perceive privacy as guaranteed, and they would 
have to manage social or physical boundaries by seeking 
seclusion or postponing the conversation. The perception of 
privacy was also based on the fact that these technologies 
allow for paraverbal, and in the case of video chats, even non-
verbal, communication that is considered central for private 
disclosures as it enables people to express and perceive par-
ticipation, empathy, and mutual understanding.

They explained that the perceived high privacy level of 
phone calls and video chats entails pleasant and comprehen-
sive private conversations. Hence, participants admitted that 

they would discuss private matters here as openly and exten-
sively as they would in dyadic face-to-face conversations.

Face-to-Face Communication With a Vast or Heterogeneous 
Group.  Participants explained that they do not perceive face-
to-face communication with a group as guaranteeing privacy 
or as adequate for private disclosures. They stated that this 
perception is invoked by audience size and composition, par-
ticularly when others who should not know about a private 
issue are present. However, they further explained that indi-
viduals are able to visually perceive the audience and that, 
even though it takes more effort compared with small groups, 
people can engage in boundary management (e.g., by seek-
ing seclusion with selected members of the group).

Participants admitted that, as a consequence of the per-
ceived lack of privacy, they tend to avoid personal disclo-
sures when surrounded by a large and heterogeneous group. 
They explained that this particularly applies to very private 
issues such as sexual orientation or opinions about a contro-
versial topic.

Instant Messenger Communication.  Participants revealed that 
they perceive and assess privacy differently in this setting. 
Whereas some evaluated it as adequate for private disclo-
sures, others expressed ambivalent perceptions, and some 
participants even stated that there is no privacy at all. 
Although most of the participants reflected on the risks and 
limitations of written digital communication, this awareness 
did not impact their privacy perceptions equally. In messen-
ger communication, the perception of privacy was based on 
the properties of digital communication and on the social and 
physical communication settings. Most users admitted to 
being aware that the information they share via email or mes-
senger apps may be recorded and may persist for an immea-
surable period of time. Consequently, they expressed that the 
potential digital audience is elusive as it might include unin-
tended users, the online service provider, or commercial and 
governmental institutions. Some users stated that they find 
social boundary management impossible and perceive pri-
vacy as insufficient as they cannot know and control who has 
access to the information they share digitally. Although they 
expressed that they generally trust the intended receiver of a 
private message, they stated that they could never be sure 
whether a third party will have access to the digitally recorded 
conversation. Here, the awareness of the risks emerging from 
digital communication exceeded interpersonal trust.

Nevertheless, some participants explained that they per-
ceive privacy as adequate in messenger communication 
despite their awareness of surveillance practices and the 
replicability of digital data. These users expressed confi-
dence that their messages were being read by the intended 
receiver only. This is why Alexander (27) stated that he feels 
fine about private disclosures when sending Facebook mes-
sages to a friend: “We just write personal messages. And 
you don’t think any further that someone could intercept 



Teutsch et al.	 9

them. For us it is like: The message is sent to him, and the 
response comes back to me.”

A substantial reason given for the perception of low pri-
vacy, however, was the limited range of forms of expression 
in written digital communication. Participants explained that 
the lack of paraverbal and nonverbal communication and 
immediate feedback impairs privacy decisively. Most 
bewailed the impersonality of written online communication 
and agreed that this communication setting is always inferior 
to face-to-face conversations or phone calls. Christina (24) 
stated, “Although the content is the same as when I talk to 
her face-to-face, somehow, I don’t know, the feeling is still 
different when I’m texting.”

Moreover, our participants also stated that they take into 
account the social and physical settings surrounding indi-
viduals while writing messages. Those who viewed privacy 
as insufficient pointed out that they could never be sure 
whether their communication partner was alone. Compared 
with phone calls, an undesired third party’s access to the con-
versation was identified as even more difficult to perceive. 
Only those with a great deal of trust in their conversation 
partners perceived a high level of privacy in messenger 
communication.

In sum, whereas some of our interviewees stated that they 
experience a loss of control when disclosing private informa-
tion via email, Facebook messenger, or WhatsApp, others 
expressed that they perceive these settings as adequate for 
private disclosures. This minority of unconcerned users 
stated that they discuss private matters via messengers as 
they would in face-to-face meetings. We found that an 
ambiguous perception of privacy when communicating via 
online messages could lead to rather superficial communica-
tion or to the initiation of phone calls or personal meetings. 
Mona said that she provides her mother with information on 
vegetarianism via email, but they discuss Mona’s decision to 
become a vegetarian on the phone or face-to-face only. An 
additional consequence of an ambiguous perception of pri-
vacy is that vulnerable information is excluded from email 
and messenger communication, whereas one’s current state 
of mind, relationship problems, or career decisions seem 
appropriate. The ambiguity of privacy perceptions can also 
be rooted in an inconsistency between the general awareness 
of privacy risks and an adequate privacy perception in the 
specific communication situation. As the latter seems crucial 
for the decision to share private information, participants 
sometimes admitted to forgetting about their concerns and 
disclosing private matters without hesitation. Like several 
participants, Julia (19) reflected on this inconsistent behavior 
in the interview: “You write private stuff, although you know 
that it’s not actually right. But I don’t have a feeling of being 
spied on in that moment. Actually, I do feel safe.” We found 
that the willingness to disclose private information instead 
depended on a user’s need for disclosure, trust in the com-
munication partner, and the availability of alternative com-
munication channels. Sometimes participants admitted to 

discussing private matters even when they did not perceive 
the level of privacy as adequate because either a private issue 
was introduced by the communication partner (e.g., in the 
situation Thomas [23] described, an acquaintance disclosed 
the death of his grandfather while they were chatting on 
Facebook) or the need to share private information was so 
strong that the perceived lack of privacy was secondary.

Reflecting on their disclosure behavior, participants stated 
that they use messengers to check what others are up to, 
share enjoyable media content, arrange face-to-face meet-
ings, and coordinate tasks or activities. They explained that 
they feel that truly private conversations are the exception 
rather than the rule.

Public Interactions on SNSs or Discussion Boards.  Most partici-
pants perceived SNSs and discussion boards as public. None 
of our interviewees viewed these media settings as adequate 
for private disclosures, thus confirming previous findings 
(Bazarova, 2012; Bazarova & Choi, 2014; Masur & Schar-
kow, 2016). They stated that the audience does not seem 
trustworthy, and they cannot effectively manage the social 
boundaries of privacy. Consequently, they explained that 
they would never use status updates and comments for pri-
vate disclosures. They evaluated the act of publicly sharing 
feelings and other private information as inappropriate.

Participants reported that they perceive all reported 
instances of private disclosure in these social media settings 
as privacy violations. Emanuel (16), for example, was embar-
rassed by a family picture his mother tagged him in on 
Facebook, and Greta (16) felt bullied by a classmate’s status 
updates. In these two cases, private information had become 
accessible to a vast audience before the affected person could 
prevent the privacy violation. The effort that was necessary 
to restore social boundaries varied. Although Emanuel had 
failed to ask his mother not to upload the photo to Facebook, 
he could at least untag himself and end the connection 
between his profile and the picture. Greta had to talk to her 
teacher and her classmates to stop the bullying on Facebook, 
and she successfully asked her adversary to delete all the 
mean posts. These instances of disclosure in semipublic 
online settings show that effective privacy management is 
almost impossible, and it can take some effort to restore 
one’s privacy after a violation.

Participants said they rarely write status updates or posts 
in public groups and only if they intend to share information 
with their entire network. Among our participants older than 
30 years, only Monika (58) stated that she occasionally 
shares links to special online content with her private virtual 
network, and Uwe (57) sometimes uploads landscape photos 
he took. Pupils and young adults admitted that they some-
times post achievements such as having passed their driving 
test or links to interesting and funny online content on 
Facebook, which they do not consider private.

The comparison of privacy perceptions in different com-
munication settings illustrates the significance of trust for the 
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experience of privacy. Although trust is a quality of the rela-
tionship between communication partners, its function for 
the achievement of privacy is prevalent in mediated commu-
nication settings where individuals are not fully in control. 
When sharing private information via messenger apps, the 
sender can never be entirely sure that the addressee is alone 
or will hide a message from unintended readers. Interviewees 
reported lowering this risk by explicitly asking their confi-
dants not to share the information with anybody. This alludes 
to CPM theory, which suggests that people imply linkage 
rules, which determine who is allowed to know about private 
information. However, trust emerged as a central element of 
subjective privacy concepts relevant for the perception of 
privacy levels and resulting behaviors. Its increased impor-
tance in mediated communication suggests that trust should 
be the core of an updated academic privacy concept for the 
digitalized world.

Discussion

With the work presented in this article, we pursued the aim 
of increasing the understanding of privacy perceptions, a 
concept that is implicitly part of all academic privacy theo-
ries but has not received much attention in research on 
online privacy. A central finding of our study is that peo-
ple’s privacy perceptions in social media are still deter-
mined by the same types of cues that Burgoon (1982), for 
example, had already systematized much earlier but that the 
accessibility of cues has changed tremendously. For exam-
ple, whereas access to private information is protected by 
walls and doors in face-to-face situations, it is now pro-
tected by privacy settings or even the infrastructure of the 
respective online environment. Physical barriers are easy to 
perceive and can thus be evaluated with regard to their 
potential to provide privacy. By contrast, digital barriers 
cannot be perceived in the same way. Individuals have to 
possess a certain amount of knowledge and access this 
knowledge in relevant communication situations in order to 
adequately evaluate the given level of privacy. Recent work 
on the role of online privacy literacy provides further evi-
dence for such a claim (Masur, Teutsch, & Trepte, 2017; 
Park, 2013). It is hence not surprising that our study 
revealed that trust is a central factor for both, the individual 
perception of privacy levels in different mediated and non-
mediated communication settings and for laypeople’s sub-
jective privacy concepts. Trust becomes a “risk mitigator” 
in environments in which the actual evaluation of its spe-
cific properties becomes challenging. Hence, we suggest 
that trust should be at the heart of a renewed privacy con-
cept that accounts for the achievement of privacy in social 
media communication.

On the basis of the interviews, we further identified five 
communication settings in which private information is gen-
erally shared but that differs greatly regarding the perceived 
level of privacy: (a) face-to-face communication in dyads or 

small groups, (b) phone calls or video chats in dyads, (c) 
face-to-face communication in large or heterogeneous 
groups, (d) online messages such as email or IMs, and (e) 
semipublic or public online interactions on SNSs or online 
discussion boards. We found that the perceived level of pri-
vacy in these communication settings depended on a number 
of criteria that refer to social boundaries (audience size, 
interpersonal trust), physical boundaries (the existence of 
environmental artifacts for the protection of privacy), and the 
nature of communication (nonverbal, paraverbal, immedi-
acy). Although subjective privacy perceptions varied from 
person to person, it is remarkable that participants nonethe-
less expressed consistent privacy perceptions across four of 
the communication settings. We found disagreement only 
with regard to the perception of the privacy level in IM 
communication.

As a main finding of our study, we hence suggest that 
privacy perceptions in small-group face-to-face encounters, 
phone calls and video chats, as well as encounters in large 
heterogeneous groups and public communication in social 
media (i.e., the four settings in which we found consistency) 
have undergone a process of norming. We believe people 
have developed and now share common norms that guide 
and regulate an appropriate flow of information in these set-
tings. The first two communication settings are commonly 
perceived as private, resulting in the expectation that private 
matters can be openly discussed. The latter two communica-
tion settings are not perceived as private, and private disclo-
sures are consequently avoided. The norming of privacy 
perceptions in these settings may have evolved from typical 
experiences, from similar socialization processes, and, in the 
case of public communication on SNSs, from mass media’s 
consistent framing of SNSs as a risk for security and infor-
mational self-determination (Teutsch & Niemann, 2016).

However, with respect to messenger communication, pri-
vacy perceptions were divergent: Some of our interviewees 
perceived this communication setting as private, some did 
not see it as suitable for private communication, and others 
reported ambivalence. This divergence also held true for the 
behavior shown in these settings: Not all people who per-
ceived messenger communication as ambiguous or as not 
private avoided sharing private matters. Hence, privacy per-
ceptions in messenger communication do not yet conform to 
commonly shared norms. We argue that they are still in a 
phase of storming. Communicating via IMs is still relatively 
new, yet for many people, it offers a convenient and exciting 
way to interact with others. Users are exploring this new 
realm of online communication and have not yet formed a set 
of privacy rules. This may be due to the nature of messenger 
communication. On one hand, most people perceive the usu-
ally dyadic or small-group conversations as private and pro-
tected. The audience size seems manageable, and social 
boundaries of privacy seem to be under control. On the other 
hand, users are aware of the risks evoked by the persistence 
and replicability of digital communication and 
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the surveillance practices of service providers. In addition, 
privacy and data protection practices of the most popular 
messenger app WhatsApp change frequently. For example, 
the originally independent company WhatsApp, Inc., was 
acquired by Facebook in 2014. Although all WhatsApp con-
versations are end-to-end encrypted, in August 2016, 
WhatsApp announced that it would start to connect the ser-
vice with Facebook and share account information. 
Consequently, users are uncertain about whether their com-
munication will be protected and secure. As the massive use 
of messenger apps is a relatively new communication habit, 
we assume that over time, users will have many experiences 
and negotiations. Hence, privacy perceptions will also 
undergo a process of norming.

The challenge and uncertainty of forming a reliable per-
ception of the level of privacy in mediated communication 
were also reflected in our participants’ subjective privacy 
concepts. On one hand, they referred to aspects of privacy 
that have been described in academic privacy theories—
namely, self-determination, access regulation, and the man-
agement of social and physical boundaries—but on the other 
hand, they added new aspects to these privacy concepts that 
are crucially influenced by social media use. With regard to 
subjective concepts consistent with academic approaches, 
participants often claimed that they wanted to determine for 
themselves how other people see them or think about them—
resembling Westin’s (1967) concept of privacy. They further 
expressed that privacy is about managing access to the self 
within certain social and physical boundaries. This idea of 
privacy as access control was clearly reflected in Altman’s 
(1975) theory of privacy and in Petronio’s (2002) CPM. 
Physical and social boundaries were outlined by Burgoon 
(1982) and later Petronio (2002) with an emphasis on how 
these boundaries are negotiated and managed. A crucial 
enhancement of our academic understanding of privacy in 
the digital age is interpersonal trust, which our interviewees 
repeatedly referred to as an important requirement for per-
ceived privacy. In the age of social media, when controlling 
the flow of information is not feasible, trust seems to have 
gained enormous importance. The seminal theories of pri-
vacy have not yet explicitly incorporated the concept of trust. 
However, more current conceptualizations, and especially 
empirical studies on online privacy, refer to trust as an impor-
tant variable (Krasnova et al., 2010; Masur, 2018; Miltgen & 
Smith, 2015; Taddei & Contena, 2013). In this sense, inter-
personal perceptions of trustworthiness determine the level 
of privacy that is experienced. In support of this, Masur’s 
(2018) analysis of varying disclosure situations showed that 
depth of self-disclosure was indeed positively correlated to 
interpersonal assessments including interpersonal trust and 
psychological closeness. Despite such interpersonal evalua-
tions, however, the risk that even trusted people might 
divulge what they should have kept to themselves remains. 
This risk seems to be particularly problematic if private com-
munication is mediated. By sharing private information via 

messenger apps, the senders can never be entirely sure that 
the addressees are alone or that they are hiding their mes-
sages from unintended readers.

In sum, trust—a concept that was widely overlooked in 
early privacy research but is being considered more often in 
current studies—becomes more and more important for the 
definition of privacy. It is best understood as a boundary con-
dition of privacy: Only if I trust the recipients of my disclo-
sures will I experience privacy. For a novel privacy concept, 
not only is the interpersonal trust that was emphasized by our 
participants crucial but so is trust in online service providers 
and in the security of digital communication applications. As 
individual access regulation and control over personal data 
are hindered in social media, opting for trustworthy commu-
nication channels is a meaningful way to achieve and main-
tain privacy. Analogous to the above framed boundary 
condition, people experience privacy only if they consider a 
communication setting to be trustworthy, which involves 
trust in technology and service providers in social media 
communication. However, trust is not always well informed 
but may rely on heuristic information processing (Joeckel, 
Dogruel, & Bowman, 2016). It is thus inextricably linked 
with privacy perceptions and privacy behavior, and should 
always be considered a theoretical component of privacy.

Limitations

As the insights of our study were based on 33 qualitative 
interviews, they might not be exhaustive. Although the aim 
of our qualitative study was not generalization but theory 
development, a larger sample could yield additional privacy 
concepts and more diverse privacy perceptions and 
behaviors.

Furthermore, privacy concepts, perceptions, and behavior 
are culture sensitive (Altman, 1977). Previous research has 
shown that in social media, privacy attitudes and behaviors 
differ significantly across nations and cultures (Cho, Rivera-
Sanchez, & Lim, 2009; Trepte et al., 2017). Although this 
previous research did not explicitly compare the intercultural 
differences between privacy perceptions and concepts, we 
can nonetheless assume that these are also a consequence of 
cultural socialization and thus differ across nations. Hence, 
qualitative research in different cultures may reveal further 
aspects relevant to a contemporary concept of privacy.

In addition, the social situation of the interview impacts 
the authenticity and honesty of participants’ responses. This 
is particularly relevant for the question of whether they have 
private conversations in social media, as they may perceive 
that the social norm says not to do it and might adjust their 
responses to this norm. However, quantitative surveys under-
pin our results, as they found that German users refrain from 
disclosing private information publicly on SNSs (Trepte & 
Masur, 2017; Utz, 2015). Self-reported behavior, as in our 
interviews, is nevertheless always inferior to behavioral data 
and should be interpreted accordingly.
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Conclusion and Future Perspectives

In this article, we explored the subjective perception of dif-
ferent communication settings. As the perception of privacy 
in a given situation depends on the subjective understanding 
of privacy, we also investigated laypeople’s privacy concepts 
and compared these concepts with the most prominent aca-
demic approaches to privacy in communication research. 
Our results suggest that subjective perceptions adapt to new 
communication environments. Right now, people have 
already developed a (more or less) common perception of 
privacy on SNSs. Privacy perceptions with regard to IMs, by 
contrast, are still mixed. We framed them as being in a storm-
ing phase. People are still searching for common perceptions 
and evaluations that can then form the basis of the collective 
norms and rules that regulate communication and privacy 
management on these devices.

Although we found that our participants mentioned many 
aspects of academic theories of privacy, they also added new 
aspects that seem to have evolved from recent developments 
in communication and information technology. In an envi-
ronment where perceived control over personal informa-
tion is not feasible, individuals must rely on others for their 
own privacy protection. Interpersonal assessments and, in 
particular, evaluations of trustworthiness become central 
to effective privacy management. Today, trust has become a 
boundary condition of privacy. Consequently, we suggest that 
future research should focus on trust as a pivotal factor for 
determining when people experience privacy and how they 
behave as a consequence. In sum, this study demonstrates the 
importance of investigating laypeople’s perceptions and con-
cepts of privacy as their views may contribute tremendously 
to redefining and advancing the theoretical understanding of 
privacy.
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Notes

1.	 We focus on theoretical approaches dedicated to individual pri-
vacy management, as these are the most prevalent underpin-
nings of research on privacy in online communication. Hence, 

our literature review omits certain concepts, such as the frame-
work of contextual integrity by Helen Nissenbaum (2010) or 
the public–private distinction relevant to political, sociological, 
and legal discourse on privacy (e.g., Thompson, 2011).

2.	 The names used here are not the participants’ real names.
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