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ABSTRACT

Websites are an essential part of today’s business activities. Con-
tent Management Systems (CMS) are known for the fact that even
laypersons can create good-looking websites with simple means
and without huge costs. But if websites are not maintained reg-
ularly, they are prone to vulnerabilities. Such vulnerabilities can
be abused, e.g., for third party redirects. Informing website owner
about this type of attack is challenging. To gain more information
about how website owners are informed about vulnerabilities on
their websites, we invited 156 website owners to participate in an
online survey. We asked those who had fixed the third party redi-
rect before we could inform them, how they became aware of the
attack. The participants could choose to answer the questionnaire
via a link to an online platform, or to send their answers back to us
via e-mail. Only 11 people answered our questionnaire, and only
four people were already aware of the attack before our invitation
e-mail. Based on these four answers, we assumed that we can con-
firm previous research with respect to the design of a vulnerability
notification. Nevertheless, it would be interesting to see if — with
a bigger sample — we can also confirm our findings that a) online
surveys, even if they can only be accessed by clicking an unknown
link, are preferred over responding via e-mail, b) the number of
responses can be increased by sending out several reminder, and c)
a sender attributed with higher authority increases the response
rate. Furthermore, we suggest that future research on vulnerabil-
ity notifications questions the use of the term trustworthiness, and
examines whether recipients distinguish between credibility and
trustworthiness of notifications when remediating attacks.
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« Security and privacy — Social aspects of security and pri-
vacy.
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1 INTRODUCTION

Nowadays websites are a "must-have" for business owners. Not
only is e-commerce becoming a vital part of business activities [16].
Also providing information like opening hours or contact informa-
tion for customers is essential for being visible in the first place. In
2023, more than two third of websites were based on Content Man-
agement Systems (CMS) [21]. While those provide good-looking
and easy-to-use website solutions for laypersons [15], the effort
for maintenance is often neglected. According to recent data by
Kasturi et al. [8], over 47.000 plugins for popular CMS which were
installed on nearly 25.000 websites contained malicious code, mak-
ing websites vulnerable for a number of different attacks [2]. The
2022 Website Threat Research Report [7] showed that vulnerable
plugins are a common attack vector: Around one-third of hacked
websites in their sample contained at least one vulnerable plugin
or theme.

While most attacks are immediately noticeable by website own-
ers (e.g. defacement, or spread of malware), some rather unknown
attacks are not easy to recognize. Within a current research project,
we found websites that redirect to malicious websites, e.g. fake
online pharmacies, fake online warehouses, fake online casinos, or
porn websites. To install the redirects in the code of the website,
an attacker needs access to the webspace (e.g. through leaked pass-
words or by exploiting vulnerabilities). The manipulation is not
visible on the genuine website, but the search engine results list
malicious URLs for this website. By clicking on such a malicious
URL that is added to the code of the genuine website, the user is
redirected to the fake website. While this might be annoying for
the user, it can cause reputational damage to the website owner.
More important, third-party redirects are a sign that an attacker
gained access to the webspace. Which can then result in further
attacks if the redirect is no longer profitable (e.g. defacement, or
spread of malware).

The malicious URLSs can be identified by crawling search engine
entries. For our research, we use Al to identify URLs that do not
match the corresponding domain and show signs of third-party
redirects. The overall goal is to effectively inform website owners
about the manipulation, and make them aware of the severity of
this kind of attack. But we learned that for some websites we could
not identify a third-party redirect anymore before sending out noti-
fications. We assume that those websites have already remediated
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the third-party redirect, but we have no further information on
how the website owners were informed about the attack, or if they
were informed at all. Thus, the goal of this research is to answer
the following research questions:

RQ1 How did website owners become aware of the third-party
redirect or who notified them about the attack?

RQ2 How trustworthy! did the website owners perceive the re-
spective notification?

RQ3 Which notification channels would website owners deem
trustworthy in case of future notifications?

By answering our research questions, we will provide compre-
hensive insight into (a) how website owners are notified about
vulnerabilities and (b) what their reasoning is to perceive certain
notification channels as trustworthy. Previous research already re-
ports on the trustworthiness of notifications, but to the best of our
knowledge, no study has yet surveyed victims that had already
remediated a vulnerability before being notified.

In previous studies, website owners should report on their ex-
periences and assess their perception of vulnerability notifications
retrospective and based on a notification that has previously been
sent [3, 6, 10, 13, 18, 20, 23, 24]. We assume that previous surveys
are thus biased: When asked to judge, for example, the trustwor-
thiness of a notification, they will be influenced by the notification
they have seen before (Priming) and assess the trustworthiness
accordingly. We also wanted to get an estimate of how many web-
site owners detected a vulnerability themselves, how many were
notified by a third party (e.g. a customer or an employee), or if
there are other factors that lead to the remediation (e.g. website has
been taken down in the meanwhile without the vulnerability being
detected by anyone). Therefore, we deem it necessary to ask for
other channels of notification — including detection by the website
owners themselves — and how these notifications were perceived,
without the context of a previously sent notification.

We report on the related work in section 1, and present the
methodology of our survey design in section 2. We report the results
of our study in section 3, and discuss our challenges to reach out
to website owners and provide recommendations for future work
in section 4.4. We then conclude our paper with a summary in
section 5.2.

2 RELATED WORK

We already know from previous research how notifications are
perceived that have been sent out by the researchers to notify
website owners about a certain vulnerability or misconfiguration.
These studies were mainly designed as experimental studies, mea-
suring the ratio of remediated websites [3, 9-13, 18-20, 22-27].
Some of these experiments were accompanied by quantitative sur-
veys [3, 10, 13, 18, 20, 23, 24] or qualitative interviews [6] to find
out how notifications were perceived by the website owners.

The main questions in these studies were whether website own-
ers were aware of the vulnerability prior to the notification; how
website owners perceived the respective notification with respect
to e.g. trustworthiness; how the respective notifications could be

!Note, that we use the term "trustworthy" here in accordance with previous research.
We elaborate in the discussion section why we think this should be questioned in
following research.
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improved; why the problem has not been remediated; and whether
the website owners want to receive further notifications alike.

To the best of our knowledge, our study is the first to survey
website owners who seem to have remediated the attack prior
to a notification. Thus, our study extends previous findings on
vulnerability notifications.

3 METHODOLOGY

Based on surveys from previous notification studies [10, 13, 23, 24],
we designed an online survey to answer our research questions. To
identify relevant participants we compiled a list of websites from
Germany and Austria that were found affected by a third-party
redirect between September 2020 and February 2022, and that did
not show redirects to malicious websites in July 2022 anymore. Since
the only relevant information for us was whether a website was
affected by the third-party redirect, we did not further investigate
the companies behind the websites, and can, thus, not make any
statements about the scope of our sample. From the broader project
context, we know that mainly - but not exclusively - SMEs as well
as associations and freelancers are affected by these attacks.

As a first step, the contact information for the websites were
manually? extracted from the imprint or - in case websites did not
have an imprint - the contact page of the website. We were espe-
cially looking for the name and the e-mail address of the website
owners to make the invitations as personal as possible, as suggested
by Hennig et al. [6]. We excluded websites where we could not find
any contact information on the website.

We choose invitations via e-mail since this has been evaluated
as the most cost-efficient [13, 18] and widely accepted [6] way to
contact website owners, although we acknowledge that letters [12,
17] or phone calls [5, 6] might results in higher response rates. The
design of the e-mail invitation was based on the recommendations
given by Maass et al. [14] and Hennig et al. [6].

To lower the threshold for answering our questions, we also
included the questions from the online survey within our invitation
e-mail. Including a questionnaire in the e-mail was also applied by
Hennig et al. [5], since previous studies found that recipients are
suspicious of unknown links in e-mails (in the context of vulnerabil-
ity notifications e.g. [6, 13, 19]). Furthermore, including the survey
questions in the invitation e-mail gives participants the opportu-
nity to elaborate on their answers and provide more details [5].
Instead, in the online survey we mainly used closed questions to
simplify answering the questions as much as possible. Also, the an-
swers in the online survey were collected anonymously, i.e., we did
not include personalized links or collect personal data (e.g. names,
domain names, or similar).

By offering both — answering the questions via the online survey,
and as a reply to our invitation e-mail — we aimed at attracting more
participants: Those who appreciate the anonymity of an online
survey and trust the link, and participants who appreciate a lower
effort option to answer our questions but might mistrust the link.

ZPrevious research could show that automatic extraction from WHOIS data or creating
generic e-mail addresses causes high bounce rates [13, 18, 19, 24]. Thus, we followed
the recommendations of [6] and [5] and extracted contact data manually.



What the hack is going on?

We asked the website owners to answer the following questions®:

Q1 Were you at any time aware of the third-party redirect to a
fake shop on your website? [yes / no]

Q2 How did you become aware of this third-party redirect? For
example, did you discover it yourself, was it discovered by an
employee, or were you perhaps informed by a third party?

(a) If you were informed by a third party, who exactly brought
it to your attention? Was it, for example, your external
service provider or your hosting provider?

If you were informed by a third party, how were you

informed about the third-party redirect? Was it by e-mail,

phone call, or personal approach?

(b)

(c) If you were informed by a third party,
e Which aspects of the notification did you find most
trustworthy?
e What motivated you to take the problem seriously and
fix it?
e Which aspects of the notification were NOT trustworthy
for you?

e What exactly would you like to see in future vulnerabil-
ity notifications?
Q3 Which information was especially helpful for you to identify
and remediate the problem?
Q4 Would you like to keep notified by qualified third parties
about vulnerabilities on your website? [yes / no]
(a) If yes, how would you like to be informed about vulner-
abilities on your website in the future? [e-mail / letter /
phone call / other]

We pre-tested our study design with 18 participants recruited
from friends or relatives of one of the authors knowingly, that feed-
back from friends and relatives might be more favorable and biased.
Our goal was to mainly test the technical functionality and the com-
prehensibility of the instructions. Thus, "wrong" answers would
have been an indicator that the questions were not comprehensible.
Participants were asked to evaluate the wording of the invitation
e-mail, and go through both questionnaires (online and reply to our
invitation e-mail). All participants considered the wording of the
e-mail invitation, and the questionnaires to be good. No spelling
errors or technical malfunctions were detected. Since we received
satisfactory answers in each case, we assume that the procedure
and the questions in the questionnaire were understood.

In the end, 156 invitation e-mails were sent from an e-mail ad-
dress related to the research project on August 2, 2022. The website
owners were asked to answer our questions by August 30, 2022.
After three weeks, on August 23, 2022, an e-mail reminder was
sent. On August 30, 2022, a second reminder was sent with an
extension of the deadline until September 13, 2022. Furthermore,
a preface was added and this reminder was sent from a different
e-mail address, one aligned with the authors’ institution and not
the research project. A third reminder e-mail from this sender was
sent on September 13, 2022, and the deadline was extended for a
second time until September 20, 2022.

3The questions were slightly different in the online survey since we could include filter
questions and, therefore, lead the participants to the relevant questions according to
their answers in previous questions.
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4 RESULTS
4.1 Participant Sample

Out of 156 invitation e-mails that were sent out on August 2, 2022,
nine e-mails could not be delivered. Thus, the total number of
recipients was reduced to 147. Of these, a total of eleven website
owners answered our questions.

Eight website owners responded as a reply to our invitation
e-mail: One rejected to participate in the survey, four answered
the questions in the e-mail, and three responded with questions
themselves, but did not answer our questions via e-mail. It remains
unknown whether these participants may have completed the on-
line questionnaire. The links to the online survey were not person-
alized, thus, we cannot be entirely sure if one of those who came
back with questions answered our online survey in the end.

The online survey was accessed 26 times in total. Eight partici-
pants started the online questionnaire. Of these, one person refused
to give consent. Seven participants answered the online question-
naire, which adds up to eleven completed questionnaires in the
end. Again, we cannot be entirely sure that people who answered
our questions via e-mail also answered the questions in the online
survey and vice versa. However, after checking the data sets, we
found the answers to be different enough to inspire confidence that
all responses were from different participants, and we assume that
we obtained eleven unique answers.

We obtained two completed questionnaires after the initial e-mail
invitation (one answered via e-mail, one answered the online ques-
tionnaire), and two more after the first reminder (both answered the
online questionnaire). After the second reminder we obtained four
completed questionnaires (two answered the questions via e-mail,
and two the online questionnaire), and three more after the third
reminder (one answered the questions via e-mail, two answered
the online questionnaire). Due to the low number of completed
questionnaires, we only descriptively report on the answers in the
following. We report count data instead of percentages to avoid
over-generalizing.

4.2 RQ1: How did website owners become aware
of the third-party redirect or who notified
them about the attack?

When asked whether they were aware of the attack (Q1), seven
participants indicated that they were not aware of the third-party
redirect prior to our invitation e-mail. The remaining four partic-
ipants were aware of the third-party redirect. All four described
different ways of notification (Q2 a & b): One was informed by
an employee who recognized problems with the website; one was
informed by a third party, which was described as the hosting
provider, serving as the external service provider for the company’s
website; one fell victim of a ransomware attack, and became aware
of the redirect after the ransom e-mail. This participant further rec-
ognized that spam e-mails were sent out via their e-mail account.
One recognized the attack themselves because they could not log
in to the admin account of the website anymore. After our e-mail
invitation, they found a notification by their hosting provider about
a possible virus infection.
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4.3 RQ2: How trustworthy did the website
owners perceive the respective notification?

When asked to name aspects that were found trustworthy, resp.
not trustworthy (Q2 c), two persons referred to the sender of the
notification. One person said a hosting provider can probably be
considered trustworthy. The second person said, for them, informa-
tion from business partners, patients, or the hosting provider would
be trustworthy, whereas all e-mail addresses that sound strange are
not trustworthy. They also added that they considered the initial
notification to be phishing since they were asked to click on a link.
The third participant did not assess the trustworthiness themselves.
They had no knowledge about the topic, so they simply forwarded
the notification to an external service provider. Since this website
owner had been informed by the attackers, they further said, the
fact that an attack has taken place was absolutely credible, but the
hackers as informants cannot logically claim any trustworthiness.

We also asked for aspects in the notification that motivated the
participants to take the problem seriously and fix it (Q2 c) and which
information were helpful to remediate the attack (Q3). One person
answered that they did not want to administer a hacked website
because they do not want to harm others. Another responded that
data safety is important for them, even if they think in this case, the
possibility of data theft was relatively small. The remaining two
participants said they still haven’t understood the problem. One said
they rebuilt the site based on a backup, but have no information
on what had happened. The other said they were struggling to
remediate the third-party redirect, and admitted that they still have
no clue what had happened.

4.4 RQ3: Which notification channels would
website owners deem trustworthy in case of
future notifications?

When asked whether the participants would like to be informed
about vulnerabilities in the future (Q4), eight participants agreed
and three denied. We also asked which notification channels the
participants prefer. Five participants answered they would prefer
e-mail notifications. One answered they prefer a combination of
e-mail and letter, another one said they prefer a combination of
e-mail and phone call. One person preferred the customer account
of the hosting provider.

When asked for the content of future notifications (Q2 c), one per-
son answered that the sender should be reasonable and trustworthy,
and the notification should contain the following: a) information
about what exactly had happened, b) since when the redirect is
likely to be active, c) what the potential negative side effects of
the attack are - for the website owner as well as for the general
public, and d) if possible provide best practices that help remediate
and prevent such attacks. Another person said that they would like
to have a notification from the hosting provider, and also more
support from the hosting provider to understand the scope of the
problem and to get a permanent solution.

5 DISCUSSION

The goal of our research was to gain insight into how website own-
ers became aware of vulnerabilities on their website. Furthermore,
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we wanted to extend the body of literature on the perception of
trustworthy vulnerability notifications.

Unfortunately, the small number of completed questionnaires
makes it impossible to draw generally valid conclusions. We reached
a response rate of 7.48%, which is comparable or even better to pre-
vious research on that topic (e.g. [10, 13, 18, 23, 24]). But due to the
small sample, we could only analyze eleven completed question-
naires. Nevertheless, our results provide relevant insights.

5.1 Discussion of the Results

RQ1: How did website owners become aware of the third-party
redirect or who notified them about the attack? We asked website
owners if they were aware of the third party redirect on their web-
site, and if yes, how they first became aware. Only four participants
were aware of the redirect prior to our invitation e-mail. Two were
informed by their hosting provider, one was "informed" by the
attacker who blackmailed them, and one was informed by an em-
ployee. Due to the small number of responses, we cannot draw a
conclusive picture here. However, from these responses, we can see
that a) some hosting providers seem to be aware of the attack and
are able to recognize it, and b) in some cases the attackers are not
satisfied with just a redirect but change their tactics and implement
a ransomware attack, for example.

Interestingly, the majority of the respondents were not aware of
the third-party redirect prior to our invitation e-mail. This raises
the question, why these websites were found remediated. We as-
sume that either our detection tool found false positives, or the
the redirect was removed externally. Maybe the malicious website
was closed by the attacker because it was not profitable, or due to
criminal prosecution. If the redirect was removed by the attacker,
the vulnerability itself still exists and the website could be exploited
for further attacks. Unfortunately, we cannot verify whether this is
the case.

RQ2: How trustworthy did the website owners perceive the respec-
tive notification? To answer our second research question, we asked
the participants who received a notification, which aspects of the
previous notification they found most trustworthy, which aspects
were not trustworthy for them, what motivated the website owners
to take the problem seriously and remediate it, what exactly they
would like to see in future vulnerability notifications, and which in-
formation was especially helpful for them to identify and remediate
the problem.

Again, due to the small number of responses (only three partic-
ipants answered these questions), we cannot make general state-
ments. It seems that the sender of a vulnerability notification has
an impact on the trustworthiness, as shown in previous research
(e.g. [6, 13, 18, 24]. Two participants named the hosting provider as
a trustworthy sender, and one also added business partners or pa-
tients as trustworthy senders - all senders with whom a (business)
relationship exists. As proposed in Hennig et al. [6], an existing
relationship with the sender seems to be generally important. Thus,
the decision of whom website owners trust depends a lot on the
individual. One participant explicitly mentioned that clicking on
a link was not trust-promoting for them. Here, we can confirm
previous recommendations (e.g. by [6, 14]) to not include links in
vulnerability notifications.



What the hack is going on?

We also asked what aspects in the notification motivated the
participants to take the problem seriously. While two participants
said they didn’t want their website to be a threat to others, two
participants admitted that they still have not understood the prob-
lem. We assume, that if the problem is understood, the main worry
is that others might be harmed. Thus, adding consequences of an
attack in a vulnerability notification may increase motivation.

Interestingly, one of our participants distinguished between trust-
worthiness and credibility: The notification by the hacker was cred-
ible, although the sender of the notification was not trustworthy at
all. This reflects that trustworthiness is only a part of a successful
notification. Fogg & Tseng [4] summarized that persons assess cred-
ibility based on perceived trustworthiness and perceived expertise.
In the context of vulnerability notifications this would mean that
rather than trustworthiness the perceived credibility of a notifica-
tion results in remediation. Thus, a notification content or a sender
that conveys a high level of expertise could outweigh trustworthi-
ness, for example. Fogg & Tseng [4] propose further factors that
affect computer credibility as well as different models of computer
credibility evaluation. To the best of our knowledge, none of the
related studies on vulnerability notifications have discussed the
distinction between trustworthiness and credibility. Therefore, it
would be highly interesting to further investigate this relationship
specifically in the context of vulnerability notifications.

RQ3: Which notification channels would website owners deem trust-
worthy in case of future notifications? To answer our third research
question, we asked participants who were informed about the third-
party redirect what they would like to see in future vulnerability
notifications. We also asked all participants if they would like to be
notified by qualified and reputable third parties about vulnerabili-
ties on their website in the future, and if so, which channels they
prefer.

The majority of our participants agreed that they want to be
informed about vulnerabilities on their website. Also, most partici-
pants preferred to be notified via e-mail, or a combination of letter
/ phone call and e-mail. By tendency, these results seem to be in
line with previous research [3, 6, 10, 13, 18, 24].

With respect to recommendations for the content of future vul-
nerability notifications, we can only take two meaningful answers
into consideration. One participant asked for detailed information
about the redirect and potential side effects, how to remediate it,
and how to protect from future attacks. Another participant also
mentioned that they would like to have more support. They held the
hosting provider responsible for providing support opportunities.

Previous research already suggested providing incentives for
remediation [6, 13, 14, 22, 24], providing a clear description of
the attack and point out consequences [6], and raising awareness
among hosting providers [1, 25]. Both of the responses we got
confirm these recommendations.

5.2 Discussion of the methodology

We contacted 156 website owners via e-mail, and we received eleven
completed questionnaires after three reminder e-mails. Seven par-
ticipants responded to the online survey and four answered our
questions in replying to our e-mail. Thus, even if links in e-mails are
deemed suspicious (e.g. [6, 13, 14]), more participants preferred to
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answer the questions anonymously via the link to the online survey.
So it might be that while links in e-mails are deemed suspicious in
general, links to surveys are accepted as soon as the notification
is deemed credible. Another explanation would be that people are
increasingly used to answer online surveys.

It would also be interesting to investigate the effect of reminders
in more detail. We received two completed questionnaires each after
the initial invitation e-mail and the first reminder. We received four
completed questionnaires after the second reminder, and three after
the third reminder. It seems to be promising to send out several
reminders since the number of responses continuously increased
after each e-mail. Since the second and third reminders were sent by
another e-mail address, the increase in responses could also indicate
that more weight was given to a more senior sender with a clear
affiliation to a research institution. To prove statistical significance,
these findings need to be confirmed with a bigger sample.

6 CONCLUSION

Although well researched, the field of vulnerability notifications
has not yet found the best way to effectively notify website owners
about vulnerabilities on their websites. We already know from
previous notification experiments how website owners perceive a
previously sent notification with respect to, e.g., trustworthiness,
how notifications could be improved, why issues have not been
remediated after a notification, and whether the website owner
wants to receive further notifications. To the best of our knowledge,
all results are based on notifications that have previously been sent
out to the website owner. We argue, that the website owners might
be influenced by a certain type of notification (priming effect), and
the results might, therefore, be biased.

Thus, we wanted to survey website owners who were probably
notified about an attack by an unknown third party, and not as
part of a notification experiment. To answer our research questions
we designed an online survey and invited 156 website owners to
participate in our survey. We offered them two options to answer
our questions: They could either click on a link and answer the
questions anonymously via an online survey. We also included
the questions in our invitation e-mails and gave our participants
the possibility to answer our questions via the reply function. By
offering these two options we hoped to address participants who
appreciate anonymity but trust a link to an online survey, and
participants who appreciate a low-threshold option to answer our
questions via e-mail but mistrust a link.

In total, 16 website owners responded to our invitation e-mail and
we received eleven completed questionnaires: seven participants
responded to the online survey and four answered our questions
as a reply to our e-mail. We sent three reminder e-mails using
two different e-mail addresses. Unfortunately, the number of re-
sponses was too small to analyze the results in detail. But it would
be interesting to see if, with a bigger sample, we can confirm the
findings that a) online surveys — even if they can only be accessed
by clicking an unknown link — are preferred over responding via
e-mail, b) the number of responses can be increased by sending out
several reminders, and c) a sender attributed with higher authority
increases the response rate.



EuroUSEC 2023, October 16-17, 2023, Copenhagen, Denmark

Besides choosing a bigger sample, it would be interesting to
analyze the remediated websites in more detail. Seven out of eleven
participants were not aware of the third-party redirect prior to our
invitation e-mail. One explanation is that our detection tool found
too many false positives. The alternative would be to manually
review all findings, which causes huge effort depending on the
sample size. Another explanation is that the attacker themselves
removed the redirect or the target website was taken down. In
either case, the vulnerability and the unauthorized access would
still exist, and the website could be exploited for further attacks.

With respect to the design of a vulnerability notification, we
can confirm previous research. Although the sender on a notifica-
tion seems to play a major role for website owners, the decision
of whom website owners trust varies, and it seems that there is
not a trustworthy sender. Also, one of our participants raised an
interesting issue: By stating that they remediated the problem not
because they found the notification trustworthy, but because it was
credible to them. "Credibility" was mentioned in previous vulnera-
bility notification studies, but it was solely used synonymously to
"trustworthiness", and it was not discussed whether participants
distinguished between trustworthiness and credibility when assess-
ing if a problem needs there attention [22, 26, 27]. We suggest to
further investigate the differences between trustworthiness and
credibility specifically in the context of vulnerability notifications.
Maybe this helps answering the question, why there is not a best
way to effectively notify website owners about vulnerabilities, yet.

In general, website owners seem to appreciate being notified
about vulnerabilities on their websites. We would also argue in favor
of adding incentives for remediation to a vulnerability notification.
Two of our participants were motivated to remediate the redirect
because of the fact that their website could cause harm to others.
Therefore, it seems advisable to point out the negative consequences
of the attack in a vulnerability notification.

One of our participants asked for a clear description of the prob-
lem, and further information on how to remediate the redirect and
prevent future attacks. Therefore, it might be useful to provide
awareness materials like a brochure or a video. These materials
should be produced and distributed by a trustworthy entity. One
of our participants complained that they had not received effec-
tive help from their hosting provider to remediate the problem.
Thus, these materials could also be used to raise awareness for the
existence and the severity of the problem among other stakeholders.

In general, the major limitation of our study was the small num-
ber of responses. It would be interesting to see if our findings can
be confirmed with a bigger sample. Thus, we see our study as an
extended pretest and we plan to address the issues with respect to
the response rate in a future study with a bigger sample size.

ACKNOWLEDGMENTS

This research is supported by the Federal Ministry of Education
and Research, Germany, as part of the BMBF INSPECTION project
(Zuwendungsnummer 16KIS1113), and it is supported by funding
from the topic Engineering Secure Systems, topic 46.23.01 Meth-
ods for Engineering Secure Systems, of the Helmholtz Association
(HGF) and by KASTEL Security Research Labs.

317

Hennig et al.

REFERENCES

[1] Davide Canali, Davide Balzarotti, and Aurélien Francillon. 2013. The role of web
hosting providers in detecting compromised websites. (2013), 177-188.

Cosmin A. Contu, Eduard C. Popovici, Octavian Fratu, and Madalina G. Berceanu.
2016. Security issues in most popular content management systems. COMM 2016
(2016), 277-280.

Zakir Durumeric, Frank Li, James Kasten, Johanna Amann, Jethro Beekman,
Mathias Payer, Nicolas Weaver, David Adrian, Vern Paxson, Michael Bailey, and
J Alex Halderman. 2014. The Matter of Heartbleed. IMC ’14 (2014), 475-488.

B. J. Fogg and Hsiang Tseng. 1999. The elements of computer credibility. CHI 99
(1999), 80-87.

Anne Hennig, Heike Dietmann, Franz Lehr, Miriam Mutter, Melanie Volkamer,
and Peter Mayer. 2022. “Your Cookie Disclaimer is Not in Line with the Ideas of
the GDPR. Why?”. HAISA 2022 658 (2022), 218-227.

Anne Hennig, Fabian Neusser, Aleksandra Alicja Pawelek, Dominik Herrmann,
and Peter Mayer. 2022. Standing out among the daily spam: How to catch website
owners’ attention by means of vulnerability notifications. CHI ’22 (2022), 1-8.
Sucuri Inc. 2023. 2022 Website Threat Research Report. https://sucuri.net/wp-
content/uploads/2023/04/Sucuri_2022-Website- Threat-Research-Report.pdf
Ranjita Pai Kasturi, Jonathan Fuller, Yiting Sun, Omar Chabklo, Andres Rodriguez,
Jeman Park, and Brendan Saltaformaggio. 2022. Mistrust Plugins You Must: A
Large-Scale Study Of Malicious Plugins In WordPress Marketplaces. USENIX
Security 22 (2022), 161-178.

Marc Kiithrer, Thomas Hupperich, Christian Rossow, and Thorsten Holz. 2014.
Exit from Hell? Reducing the Impact of Amplification DDoS Attacks. USENIX
Security 14 (2014), 111-125.

Frank Li, Zakir Durumeric, Jakub Czyz, Mohammad Karami, Michael Bailey,
Damon McCoy, Stefan Savage, and Vern Paxson. 2016. You've Got Vulnerability:
Exploring Effective Vulnerability Notifications. USENIX Security 16 (2016).
Frank Li, Grant Ho, Eric Kuan, Yuan Niu, Lucas Ballard, Kurt Thomas, Elie
Bursztein, and Vern Paxson. 2016. Remedying Web Hijacking: Notification
Effectiveness and Webmaster Comprehension. WWW ’16 (2016).

Max Maass, Marc-Pascal Clement, and Matthias Hollick. 2021. Snail Mail Beats
Email Any Day: On Effective Operator Security Notifications in the Internet.
ARES 2021 (2021), 1-13.

Max Maass, Alina Stéver, Henning Pridéhl, Sebastian Bretthauer, Dominik Her-
rmann, Matthias Hollick, and Indra Spiecker. 2021. Effective notification cam-
paigns on the web: A matter of Trust, Framing, and Support. USENIX Security 21
(2021), 2489-2506.

Max Maaf3, Henning Pridéhl, Dominik Herrmann, and Matthias Hollick. 2021.
Best Practices for Notification Studies for Security and Privacy Issues on the
Internet. ARES 2021 (2021), 1-10.

Aakanksha Mirdha, Apurva Jain, and Kunal Shah. 2014. Comparative analysis of
open source content management systems. ICCI 2014 (2014), 1-4.
Marina Pasquali. 2023. E-commerce worldwide - statistics & facts.
//www.statista.com/topics/871/online- shopping/

Tse-Hua Shih and Xitao Fan. 2008. Comparing Response Rates from Web and
Mail Surveys: A Meta-Analysis. Field Methods 20, 3 (2008), 249-271. https:
//doi.org/10.1177/1525822x08317085

Ben Stock, Giancarlo Pellegrino, Frank Li, Michael Backes, and Christian Rossow.
2018. Didn’t You Hear Me? - Towards More Successful Web Vulnerability Notifi-
cations. NDSS 18 (2018), 1 - 15.

Ben Stock, Giancarlo Pellegrino, Christian Rossow, Martin Johns, and Michael
Backes. 2016. Hey, You Have a Problem: On the Feasibility of Large-Scale Web
Vulnerability Notification. USENIX Security 16 (2016), 1015-1032.

StopBadware and Commtouch. 2012. Compromised Websites: An Owner’s Per-
spective. (2012), 1 - 15.  https://www.stopbadware.org/files/compromised-
websites-an-owners-perspective.pdf

W3Techs Web Technology. 2023. Usage statistics of content management systems.
https://w3techs.com/technologies/overview/content_management

Marie Vasek and Tyler Moore. 2012. Do Malware Reports Expedite Cleanup? An
Experimental Study. CSET °12 (2012), 1 - 8.

Eric Zeng, Frank Li, Emily Stark, Adrienne Porter Felt, and Parisa Tabriz. 2019.
Fixing HTTPS Misconfigurations at Scale: An Experiment with Security Notifi-
cations. WEIS 2019 (2019), 1 - 19.

F. O. Cetin, C. Hernandez Ganan, M. T. Korczynski, and M. J. G. van Eeten. 2017.
Make notifications great again: learning how to notify in the age of large-scale
vulnerability scanning. (2017), 1-23.

Orgun Cetin, Lisette Altena, Carlos Ganan, and Michel van Eeten. 2018. Let Me
Out! Evaluating the Effectiveness of Quarantining Compromised Users in Walled
Gardens. SOUPS 2018 (2018).

Orgun Cetin, Carlos Gafén, Lisette Altena, Samaneh Tajalizadehkhoob, and
Michel van Eeten. 2019. Tell Me You Fixed It: Evaluating Vulnerability Notifica-
tions via Quarantine Network. EuroS&P 2019 (2019), 326-339.

Orc¢un Cetin, Mohammad Hanif Jhaveri, Carlos Gafian, Michel van Eeten, and
Tyler Moore. 2016. Understanding the role of sender reputation in abuse reporting
and cleanup. Journal of Cybersecurity 2, 1 (2016), 83-98.

(12]

(13]

https:

=
&

[19

[20

)
=

[22

[23

[24

[25

Iy
S

[27


https://sucuri.net/wp-content/uploads/2023/04/Sucuri_2022-Website-Threat-Research-Report.pdf
https://sucuri.net/wp-content/uploads/2023/04/Sucuri_2022-Website-Threat-Research-Report.pdf
https://www.statista.com/topics/871/online-shopping/
https://www.statista.com/topics/871/online-shopping/
https://doi.org/10.1177/1525822x08317085
https://doi.org/10.1177/1525822x08317085
https://www.stopbadware.org/files/compromised-websites-an-owners-perspective.pdf
https://www.stopbadware.org/files/compromised-websites-an-owners-perspective.pdf
https://w3techs.com/technologies/overview/content_management

	Abstract
	1 Introduction
	2 Related Work
	3 Methodology
	4 Results
	4.1 Participant Sample
	4.2 RQ1: How did website owners become aware of the third-party redirect or who notified them about the attack?
	4.3 RQ2: How trustworthy did the website owners perceive the respective notification?
	4.4 RQ3: Which notification channels would website owners deem trustworthy in case of future notifications?

	5 Discussion
	5.1 Discussion of the Results
	5.2 Discussion of the methodology

	6 Conclusion
	Acknowledgments
	References

