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Abstract Recent years, the mobile technology has experienced a great increment in the 
number of its users. The GSM’s architecture provides different security features like 
authen-tication, data/signaling confidentiality and secrecy of user yet the channel is 
susceptible to replay and interleaved. It always remains relevant as it is important in all 
types of application. Global system for mobile (GSM) communications has become the 
most popular standard for digital cellular communication. The GSM security system 
depends on encryption, authenti-cation algorithms and information from SIM card. In this 
research paper, we proposed the design and implementation of a new authentication 
scheme by using certificate-less public key cryptography (CL-PKC) over the GSM system 
was attempted to miss some system detail. This research paper, we also proposed the GSM 
system and its security and public key cryp-tography with a focus in the CL-PKC; the CL-
PKC is a simple, useful and robust security scheme designed and implemented over GSM. 
Our approach is more efficient than other competing topologies. We solved the GSM 
problem in A3 algorithm such as eavesdropping and this problem solved by CL-PKC 
because of its robustness against this type of attack by providing mutual authentication 
make the system more secure.
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1 Introduction

These mobile phones are used on a daily basis by hundreds of millions of users over radio
links due to the fact that unlike a fixed phone which offers some level of physical security
(i.e. Physical access is needed to the phone line for listening in) with a radio link anyone
with a receiver is able to passively monitor the airwaves. Therefore, it is highly important
that reasonable technological security measures are taken to ensure the privacy of user’s
phone calls and text messages (data), as well to prevent unauthorized use of the service. In
general the GSM system [1] is less secure than a wired communication as it opens the door
to eavesdroppers with appropriate.

Authentication and encryption in GSM both rely on a secret key Ki that is unique to the
subscriber. Copies of Ki are held on the SIM and in the Authentication Center (AuC), and Ki
is never transmitted across the Air interface. The detect security vulnerabilities in algorithm
(A3) which is responsible for the authentication process as explained in this research. An
important and well known shortcoming of GSM security is that it does not provide a means for
subscribers to authenticate the network. This oversight allows for false base station attacks.
Man-in-the-middle is the capability whereby the intruder puts itself in between the target
user and a genuine network and has the ability to eavesdrop, modify, delete, re-order, replay,
and spoof signaling and user data messages exchanged between the two parties. The required
equipment is modified BTS in conjunction with a modified MS. The above reasons make
the GSM system needs a hard work to calibrate the communication parameters (Bandwidth,
Time delay) with a high security scheme.

The main aim of this research is that attempt to implement a new approach of authentication
scheme based on certificate less public key cryptography (CL-PKC) which is perfect for
mobile communication because CL-PKC no need for a certificate for the public key so this
feature provides low memory, low bandwidth, and low cost properties which are useful for
mobile communication application. The name GSM first comes from a group called Group
Special Mobile (GSM) [2] which was formed in 1982 by the European Conference of Post and
Telecommunications Administrations (CEPT) to develop a pan-European cellular system that
would replace the many existing incompatible cellular systems already in place in Europe.

Our contribution is quantities and qualitative method to design and implement the new
approach for authentication Over GSM.

2 Related Work

Security has become an essential topic in current mobile and wireless networks. The secu-
rity tools and techniques used to attack such networks also increases. To protect the entity
from any third party attacks, such as revealing a particular identity, data modification or
data hijacking, eavesdropping, impersonating an identity, Protection mechanisms are used.
Devoted technologies for securing data and communication are mandatory in wireless net-
works which vary according to the category of wireless technology deployed. Security in
mobile networks handles a diversity of issues from authenticating a user accessing a network
to data integrity and data encryption.The digital communication system, security manage-
ment is very easy to be realized for GSM. In the GSM system, security management consists
of four parts, authentication and encryption, TMSI reallocation and equipment identifica-
tion, but there is some possible vulnerability which is concerned among many researches.
Most them are the weakness in the algorithm used in both authentications to mobile user
(COMP128) and encryption to communication data (A5/1, A5/2). In past years, these algo-
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rithms are considered to be secure, but many attacks become possible nowadays such as brute
force attacked also can be done within a considerable amount of time. Recently, countermea-
sure against these vulnerabilities has been considered and during implementation. A5/3 and
MILENAGE algorithm are expected to be used for the new security system. They are also
open for the cryptographic community to help examine the algorithm which is differed from
the past strategy and trying to keep the algorithm in secrecy. The growth of technology
and discovering new methodology, it still is possible that potential attack can be found and
may cause this new algorithm proposed for GSM security system become vulnerable again.
Security algorithm has not broken yet, GSM architecture would still be vulnerable to attacks
targeting the operator’s backbone network or HLR and to various social engineering sce-
narios in which the attacker bribes an employee of the operator [3]. The security methods
standardized for the GSM System made it the basic standard for the recent generations e.g.
3G and LTE. Although the confidentiality of a call and the anonymity of the GSM subscriber
is only guaranteed on the radio channel, this is a major step in achieving end-to-end security.
The subscriber’s anonymity is ensured through the use of temporary identification num-
bers. The confidentiality of the communication itself on the radio link is performed by the
application of encryption algorithms and frequency hopping, which could only be realized
using digital systems and signaling. Particularly compared to the previous analog systems.
Part of the enhanced security of GSM is due to the fact that it is a digital system utilizing
a speech coding algorithm, Gaussian Minimum Shift Keying (GMSK) digital modulation,
slow frequency hopping, and Time Division Multiple Access (TDMA) time slot architecture.
To intercept and reconstruct this signal would require more highly specialized and expensive
equipment to perform the reception, synchronization, and decoding of the signal. In addi-
tion, the authentication and encryption schemes, but in the last years there are many attacks
on the GSM system have been done. The Authentication process lies before the ciphering
process, and it is a most important process in the GSM security, because it is ensured that
the ciphering scheme achieved for the right party. There are many works took GSM security,
some of them are only analytic study, and some of these studies are improvements of GSM
security, and in the following section the most important related works are posted [4] and
described the attacks over the IP networks and their suggested solutions to counter measures
for the attacks in 2.5G and 3G Cellular IP Networks. Forsgren et al. [5] Proposed Security
and Trust of Public Key Cryptography Options for Host Identity Protocol to give verified
identities to host using public key certificates and certificate-less public key cryptography
(CL-PKC). Various public key approaches for Host Identity Protocol peer authentication have
been discovered. The Identity based approaches such as CL-PKC allow only PKG’s to be
validated, while digital signature algorithms deliver built-in key validation. Public key certifi-
cates are used, revocation lists should be checked at least every time these lists are updated.
CL-PKC certificates are used to attach trust to PKG parameters, not to public user keys. In
this case, revocation lists are much smaller and it is necessary to verify certificates only in
Base Exchange. Seo et al. [6] solve the key escrow and key management problem, Proposed
Certificate Less Hybrid Sign-Cryption without pairing operation and implemented hybrid
sign-cryption scheme. Islam et al. [7] Proposed secure and efficient certificate-less strong
designated verifier multisignature scheme using elliptic curve cryptography (ECC) and bilin-
ear pairings. This scheme allows to number of signatures generate common signature design
verification and verified multisignature and this scheme is useful one document required to
be authenticated by a number of persons, applicable in several applications like workflow,
decision making, processes, etc. Way et al. [8] certificate-less proxy re-encryption (CL-PRE)
scheme for data sharing to the cloud. In CL-PRE, a data owner and identified security flaws
with several certification and key establishment protocols for mobile communications, they
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establish that the protocols do not provide authentication as intended. Liu et al. [9] presented  
the most important security flaws of the Self-Generated-Certificate Public Key Cryptography 
to captures denial of decryption attack and also provide self-generated certificate public key 
encryption scheme. Further, they implemented and signature and certificate scheme. Cho et 
al. [10] presented composite trust-based public key management (CTPKM) with no central-
ized trust entity with the goal of maximizing performance and fully distributed trust-based 
public key management approach for MANETs using a soft security mechanism based on 
the concept of trust, using hard security approaches, as in traditional security techniques, to 
eliminate security vulnerabilities. Meyer et al. [11], reduce the signaling overhead and add 
some other security features, they proposed a new generalized approach in their paper based 
on asymmetric cryptography for user/network authentication and communication encryption 
in GSM/GPRS and UMTS with reduced signaling overhead.

3 Methods and It’s Techniques

Public key cryptography (PKC) permits users to create secure transmission channels without 
the need for any previous exchange of secret keys. Each user generates a pair of keys called 
public and private key. The former is used for encryption and the latter for decryption. This 
ground breaking idea solves the issue of key distribution and reduces the number of required 
crypto-keys. In fact, it shifts the problem of key distribution to the problem of binding a user 
with his key pair. This binding is really at the core of PKC security. Fortunately, in practice, 
it is much easier to certify particular binding than to deliver the keys themselves.

There are several methods, of which public-key infrastructure is the best known. Public 
key infrastructure (PKI) proves authenticity of users’ keys by means of certificates. The 
organizational level sets of authorities which handle digital certificates. PKI has been often 
the choice, it has significant shortcomings. First the infrastructure is heavy-weight and rather 
expensive. Moreover, certificates must be verified by users (whether they match the correct 
identity or not), but non-technical users usually have problems with that. This is usually the 
case in big deployments of PKI. Certificate-less cryptography (CL-PKC) [12] is an interesting 
alternative to traditional PKI. It makes use of identities, which are users’ public keys formed of 
arbitrary strings, in place of certificates. Its infrastructure is lightweight and can be deployed 
at much lower cost. Moreover, it offers transparent encryption, so that non-technical users 
could easily secure their data.

3.1 Public Key Infrastructure (PKI)

Public key infrastructure is the most popular solution for proving authenticity of public 
keys. Similar to the web of trust, it applies certificates to confirm the relation between a 
user and his public key. The PKI’s model is centralized and hierarchical; it’s composed 
of special nodes called Registration Authority (RA) and Certificate Authority (CA), which 
make up the infrastructure. The authorities are trusted third parties, which are not run by 
ordinary users. The role of the RA and CA is as follows: Registration Authority collects 
requests from users to issue digital certificates for their public keys. Before CA can sign 
the key, Registration Authority must verify the credentials of the client. Upon successful 
verification, Certificate Authority generates a certificate, which contains user’s key, identity 
and CA’s signature. The fundamental question is: who granted CA the right to authorize 
users’ keys? Usually it is another Certificate Authority, who is even more trusted. PKI [13] 
form hierarchical structure in which CA’s keys are further signed by other CA’s. The roots



Design and Implementation to Authentication over a GSM System

Fig. 1 Public key cryptography scheme

Certificate Authorities sign their keys themselves and for this reason those certificates are
usually deployed by software. The development of public key cryptography is the greatest
and perhaps the only true revolution in the entire history of cryptography. It is asymmetric,
involving the use of two separate keys, in contrast to symmetric encryption, that uses only
one key. Anyone knowing the public key can encrypt messages or verify signatures, but
cannot decrypt messages or create signatures, counterintuitive though, this may seem. The
use of two keys has profound consequences in the areas of confidentiality, key distribution,
and authentication. It works by the clever use of number theory problems that are easy one
way but hard the other. Note that public key schemes are neither more nor less secure than
a private key (security depends on the key size for both), nor do they replace private key
schemes (they are too slow to do so), rather they complement them. Both also have issues
with key distribution, requiring the use of any suitable protocol in Fig. 1.

3.2 Elliptic Curve Cryptography (ECC)

Elliptic curve cryptography is a public key cryptosystem [14] based on the algebraic structure
of elliptic curves over finite a field that relies on the believed difficulty of the elliptic curve
discrete logarithm for its security. It accepted as an alternative to cryptosystems such as
RSA and ElGamal over finite fields. Elliptic curve cryptography makes use of elliptic curves
in which the variables and coefficients are all restricted to elements of a finite field. Two
families of elliptic curves are used in cryptographic applications: prime curves over Z p

(best for software use), and binary curves over GF (2m) (best for hardware use).There is no
obvious geometric interpretation of elliptic curve arithmetic over finite fields. The algebraic
interpretation used for elliptic curve arithmetic overdoes readily carry over.

ECC properties

* Addition is analogous to modulo multiplication.
* Repeated addition is analogous to modulo exponentiation.
* The inverse of a point (x, y) is (x,−y), where −y is the additive inverse of y. For

example, if we have a curve y2 = x3 − 4x , and p = 13, the inverse of (4, 2)is (4, 11).
Because 2+11 mod 13 = 0

* ECDLP: is a “hard” problem, equivalent to solving the discrete logarithm:
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Fig. 2 Elliptic curves

• Q = k P , where Q, P belong to a prime curve.
• is “easy” to compute Q given k, P
• but “hard” to find k given Q, P

This property, known as the elliptic curve logarithm problem (ECLP)
The general equation of an elliptic curve is:

y2 + b1xy + b2 y = x3 + a1x2 + a2x + a3

The straightforward way of computing a point multiplication is through repeated addition,
with the exception of the first addition since adding a point to itself is usually undefined since
the slope of the line through the point is (0). However, this is a fully exponential approach to
computing the multiplication.

Elliptic curves over real numbers use a special class of elliptic curves of the form:

y2 = x3 + ax + b

Where 4a3 + 27b2! = 0

The left-hand side has a degree of 2 while the right-hand side has a degree of 3. This means
that a horizontal line can intersect the curve in three points if all roots are real. However, a
vertical line can intersect the curve at most in two points.

The following figure shows two elliptic curves with equations:

y2 = x3 − 4x and y2 = x3 − 1

However, the first has three real roots (x = −2, x = 0, and x = 2), but the second has 
only one real root (x = 1) and two imaginary ones. The Fig. 2 shown an example for elliptic 
curves which used in cryptographic systems:

Also we can make all points on an elliptic curve are belong to Abelian Group so called 
(EC over Real Numbers), e.g. A tuple P(x1, y1) represents a point on the curve if x1 and y1 
are coordinates of a point on the curve that satisfy the equation of the curve, i.e. the points 
P(2, 0), Q(0, 0), R(−2, 0), S(10, 30.98) are all points on the curve (y2 = x3 − 4x), so each 
point is represented by two real number.
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3.3 Pairings

Pairing based cryptography [15] is a field in which cryptosystems are constructed upon
pairings. Most of identity-based schemes, among which are IBE, CBE and CL-PKE, belong
to this area. To use pairing between elements two cryptographic groups to a third group to
construct cryptographic systems. If the same group used for the first two groups, the pairing
is called symmetric and is a mapping from two elements of one group to an element from
a second group. This way pairings can be used to reduce a hard problem in one group to a
different, usually easier problem in another group. Simply the group supplied with a bilinear
mapping such as the Weil pairing. In practice, it allows to solve certain problem in one group,
even if the problem is said to be hard in another group. Although pairing is a more general
concept, its definition within cryptography is as follows.

Let G1 and G2 be Abelian groups, written additively.
Let n be a prime number such that [n] P for all P in G1 and G2.
Let G3 be a cyclic group of order n, written multiplicatively.
Then a pairing is a map:
G1 × G2 → G3

Admissible pairing if satisfies the following properties:

1. Bilinear:

e
(
P + P ′, Q

) = E (P, Q) e
(
P ′, Q

)
f or all P, P ′ ∈ G1, Q ε G2

e
(
P, Q + Q′) = e (P, Q) e

(
P, Q′) f or all P ∈ G1, Q, Q′ ε G2

2. Non-degenerate:

For all non-zero P ε G1, there is a Q ε G2 such that e (P, Q) �= 1

For all non-zero Q ε G2, there is a P ε G1 such that e (P, Q) �= 1

There exists P and Q in G1 such that ê(P, Q) �= 1
3. Computable:

There is an efficient algorithm to compute e(P, Q) for any P ε G1, Q ε G2

The above definition is sometimes called the asymmetric pairing, when groups G1 and G2

are the same group, then we can say that pairing is symmetric. Moreover, it may be hard to
find discrete logarithms in the three groups, but the Decision Diffie-Hellman problem (DDH)
might be easy in G1 and G2. The DDH problem is important from a theoretical point of view
when it comes to security of pairing-based cryptosystems. The concrete implementations of
pairings usually involve modifing Weil or Tate pairing.

Weil Pairing
The Weil pairing calculation as following:
Given two points P, Q ε E[n] we show how to compute e(P,Q) ε F∗

p using O(log p) arithmetic
operations in Fp.

We assume P �= Q. We proceed as follows:

* Pick two random points R1, R2εE[n].
* Consider the divisors AP = (P + R1) − (R1) and AQ = (Q + R2) − (R2).

These divisors are equivalent to (P) − (O) and (Q) − (O) respectively. Hence, we can
use AP and AQ to compute the Weil pairing as:

e(P, Q) = fP (AQ)/ fQ(AP ) = fP (Q + R2) fQ(R1)/ fP (R2) fQ(P + R1)
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This expression is well defined with very high probability over the choice of R1, R2 (the 
probability of failure is at most O (log (p / p)). In the rare event that a division by zero occurs 
during the computation of e (P, Q) we simply pick new random points R1, R2 and repeat the 
process.

3.4 Identity-Based Cryptography (IBC)

Identity Based Cryptography (IBC) Identity-based cryptography [16] is a type of public-key 
cryptography in which a publicly known string representing an individual or organization 
is used as a public key. The public string could include an email address, domain name, 
or a physical IP address. IBC allows implementing transparent data encryption in various 
communication systems, such as email or cellular telephone. The transparent encryption is 
not important from a theoretical point of view; it’s a significant factor in real world imple-
mentations. Usually non-technical users have no knowledge on computer security and for 
this reason misuse security related software. Phishing, perhaps, is the best example of how 
to deceive an average user and make him reveal sensitive data even if the connection seems 
protected properly. Shamir similarly proposed identity based encryption, which appeared 
particularly attractive since there was no need to acquire an identity’s public key prior to 
encryption. However, he was unable to come up with a concrete solution and identity based 
encryption remained an open problem for many years. Aims of public key infrastructure 
and identity-based cryptography (IBC) are quite similar but the way they approach certain 
problems are slightly different. First of all, users of IBC can set the public key to be an 
arbitrary. The key can be something easily memorable like an email address or a phone num-
ber. Secondly, there are no certificates binding a user with his public key; Bob’s unique ID 
string guarantees that no user besides he should be able to decrypt the content. IBE relies 
on a trusted third party, often called Private Key Generator (PKG), which is responsible 
for generating secret keys corresponding to users’ public keys. PKG has its own key pair 
called master public key and master private key (aka master key). The latter is involved in 
the process of creating user’s private key from the given identity. Security of the scheme 
is based on elliptic curve analogue of the computational Diffie-Hellman assumption, so the 
underlying mathematical problem is a hardness of finding discrete logarithms in finite cyclic 
groups [17]. The Fig. 3 illustrates the basic Identity-Based Cryptography scheme:

3.5 Certificate Less-Public Key Cryptography (CL-PKC)

Certificate less cryptography is a variant of ID-based cryptography intended to prevent the key 
escrow problem. Ordinarily, keys are generated by a certificate authority or a key generation 
center (KGC) who is gives complete power and is implicitly trusted. To prevent a complete 
breakdown of the system in the case of a compromised KGC, the key generation process is 
split between the KGC and the user. The KGC first generates a key pair where the private 
key is now the partial private key of the system. The remainder of the key is a random value 
generated by the user and never revealed to anyone. All cryptographic operations by the user 
are performed by using a complete private key which involves both the KGC’s partial key, 
and the user’s random secret value. One disadvantage of this is that the identity information 
no longer forms the entire public key. To encrypt a message to another user, three pieces 
of information are needed (the other user’s public key, identity, and the third party’s public 
information), to decryption process a user just needs to use their private key. For tight security, 
a certificate less system has to prove its security against two types of adversaries. Type 1 
Adversary- Refers to any third party who can fake the user’s public keys, corresponding to the
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Fig. 3 Identity-base cryptography scheme

user’s random secret value. Type 2 Adversary- Refers to a compromised or malicious KGC,
who has access to the partial public and private keys of all users. The infrastructure needed
to support CL-PKC is lightweight when compared to a traditional PKI. This is because, just
as with ID-PKC, the need to manage certificates is completely eliminated. This immediately
makes CL-PKC attractive for GSM, where the need to transmit and check certificates has been
identified as a significant limitation. However, it should be pointed out that recently introduced
signatures schemes enjoying very short signatures could be used to significantly decrease
the size of certificates and create a lightweight PKI; in addition, CL-PKC signature scheme
can also support true non-repudiation, because private keys remain in the sole possession of
their legitimate owners. Certificate less cryptography (CL-PKC) was firstly presented by Al-
Riyami and Paterson in their paper [18]. The work was highly influenced by the BF scheme
[19] and as a result is an extension of the original IBE. CL-PKC eliminates the key escrow
feature found in the Private Key Generator. Instead, the creation of the private key is split
between a user and trusted third party called Key Generation Center (KGC). Consequently,
user’s public key is a pair composed of identity ID and public key PA. The key is no longer
easily memorable as in original IBE but the trust level placed on third party is much lower.
It looks like t functionality of CL-PKC is somewhere between traditional certified PKI and
identity based cryptography. Flexibility is one of the most significant attributes of certificate
less cryptography; in fact, it can be transformed into traditional PKI or IBE. Similarly to
IBE, mathematical foundations of CL-PKE come from elliptic curves and hardness of finding
discrete logarithms in finite groups.

Main features of CL-PKC includes the lack of key escrow property, no certificates to
guarantee authenticity of public keys, the use of identities and existence of trusted third party
which participates in key generation. To encrypt a message one needs public parameters,
recipient’s identity and public key. The use of identity in encryption prevents any other party
from decrypting the content, even if one tries to forge the second part of the public key.
Furthermore, the second part of public key (i.e. a point of elliptic curves) prevents KGC from
deciphering the message.

In contrast to PKI, certificate less scheme does not require expensive infrastructure com-
posed of different kind of authorities. Similarly to IBE, only Key Generation Center and
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Fig. 4 Certificate less-public key cryptography scheme

Public Parameters Server are needed. The optimal choice is to place them per namespace,
such as DNS zone. These two servers shall cope with all the traffic.

The Fig. 4 illustrates Certificate less Public Cryptography scheme:
Certificate Less Public Key Encryption (CL-PKE)

CL-PKE consists of seven algorithms as described in [20], and this scheme shown as
following:
Setup.

First, let k ≡ a security parameter given to the Setup algorithm.
IG ≡ a BDH parameter generator with input k.
This algorithm runs as follows:

1. Run IG on input k to generate output {G1, G2, and e} where G1 and G2 are groups of
some prime order q and e: G1 × G1 → G2 is a pairing.

2. Choose an arbitrary generator P ε G1.
3. Select a master-key s uniformly at random from Z∗

q and set P0 = sP
4. Choose cryptographic hash functions H1 : {0, 1}∗ → G∗

1 and H2 : G2 → {0, 1}m m ≡
the bit-length of plaintexts.

The system parameters are params = {G1, G2, e, m, P, P0, H1, and H2}.
The master key is S εZ∗

q
The message space is M= {0, 1}m

The cipher text space is C = G1 × {0, 1}m

Partial-Private-Key-Extract.
This algorithm takes as input an identifier IDAε{0, 1}∗, and carries out the following steps

to construct the partial private key for entity A with identifier IDA:

1. Compute QA = H1(IDA) ε G∗
1

2. Output the partial private key DA = s QA ε G∗
1

N.B. correctness of the Partial-Private-Key-Extract algorithm output by checking

e(DA, P) = e(QA, P0).

Set-Secret-Value.
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This algorithm takes as inputs params and an entity A’s identifier IDA as inputs.
It selects xA ε Z∗

q at random and outputs xA as A’s secret value.
Set-Private-Key.

This algorithm takes as inputs params, an entity A’s partial private key DA and A’s secret
value xA ε Z∗

q. It transforms partial private key DA to private key SA by computing

SA = xA DA = xA s QA ε G∗
1

Set-Public-Key.
This algorithm takes params and entity A’s secret value xA ε Z∗

q as inputs and constructs
A’s public key as

PA =< XA, YA > where, XA = xA P and YA = xA P0 = xA s P

Encrypt .
To encrypt M for entity A with identifier IDA ε {0, 1}∗ and public key PA = (XA, YA),

perform the following steps:

1. Check that (XA, YA)εG1 and that the equality e (XA, P0) = e (YA, P) holds. If not, output
⊥ and abort encryption.

2. Compute QA = H1(IDA) ε G∗
1

3. Choose a random value r ε Z∗
q

4. Compute and output the cipher text: C = < r P, M ⊕ H2 (e (QA, YA)r) >

Decrypt .
Suppose C = {U, V}. To decrypt this cipher text using the private key SA, compute and

output:

M = V ⊕ H2(e(SA, U))

Notice that if {U = r P, V} is the encryption of M for entity A with public key PA = (XA, YA),
then we have:

V ⊕ H2(e(SA, U)) = V ⊕ H2(e(xA s QA, rP))

= V ⊕ H2(e(QA, xA s)r) = V ⊕ H2(e(QA, YA)r) = M

Certificate Less-Public Key Signature (CL-PKS)
CL-PKS [19] consists of seven algorithms, the first five algorithms are same as in CL-PKE

so we need here to discuss the two algorithms (sign and verify) as following:
Sign

This algorithm takes as inputs params, a message M to be signed and a private key SA. It
outputs a signature (σ), and it performs the following steps:

1. Choose random a ε Z∗
q

2. Compute r = e (aP, P) ε G2

3. Set v = H (M, r) ε Z∗
q

4. Compute U = v SA + a P ε G1

5. Output

Verify
This algorithm takes as inputs parameter, a message M, identifier IDA, public key PA of

an entity A, and σ as the signature to be verified, it outputs valid or invalid, and this algorithm
performs the following steps:
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1. Check that the equality e (XA, P0) = e (YA, P) holds. If not, output ⊥ and abort verification.
2. Compute r = e (U, P) . e (QA,−YA)v

3. Check if v = H (M, r) holds. If it does, output valid, otherwise output invalid.

4 System Designing

The infrastructure needed to support CL-PKC is lightweight unlike a traditional PKI because
it does not need certificate management. This feature makes CL-PKC more attractive for
mobile communication applications because of the following features: It provides low band-
width, Low power situations, Low handshaking negotiations between subscribers and net-
work operator, Low computational cost.

In Fig. 5 proposed model makes assumes two users that wish to authenticate one another
third party that is present to provide the authentication parameters. The two users being
considered are the Mobile Station MS,(HLR\AuC), third party being the Authentication
Center (AuC) in the core and the AuC as equal and as being the same component. The AuC
is specific database for security purpose where the need to transmit and check certificates
has been identified as a significant limitation and CL-PKC introduced signatures schemes
enjoying very short signatures could be used to significantly decrease the size of certificates
and create a lightweight PKI. They provided true non-repudiation because private keys remain
in the possession of subscribers, i.e. SIM card and AuC, furthermore the revocation of keys
in CL-PKC systems can be handled. This research took a particular part of CL-PKS; only the
authentication schemes in the basic CL-PKC, with the possibility of achieving the encryption
scheme CL-PKE. A little change was necessary by making the MSC\VLR the component
which is responsible for the Encryption\Decryption scheme and let AuC be set as a third
party. The proposed model needs some modifications for suitability in the basic GSM system
and in the basic CL-PKC to be ready to be implemented in the new scheme of CL-PKC. The
most important thing that the key escrow problem is returned to CL-PKC, because a third

Fig. 5 The main mutual authentication process
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party (AuC) is trusted, no matter what the AuC possess the private keys for all subscribers,
we need the partial private key to provide mutual authentication and we cannot send the
private key via unsecure air-interface. The following ten assumptions and requirements will
make CL-PKC compatible with standard GSM as much as possible:

1. Assume that the weaknesses in the GSM infrastructure is in the Air-interface (from MS
to BTS) and the other interfaces (from BSC to MSC, from MSC to HLR) are almost
secure.

2. We need to make the Authentication Center (AuC) and the Mobile Station (MS) more
flexible store to achieve CL-PKS parameter algorithms, (Software, Memory, Processors,
etc.)

3. Using a TMSI number as a unique identifier for each subscriber, which is randomly
assigned by the (VLR) to every mobile in the area when it is switched on. The number
is local to a specific area and it has to be updated each time the mobile moves to a new
geographical area that it is made useful for the current design.

4. Using the IMSI number as a message (M) which stored on both SIM card and AuC. We
need it in the signature and verification algorithms, because it is a permanent number.

5. Assume that all subscribers have a unique key (K0), and that it illustrates the secret value
in the basic CL-PKC, also that the AuC has copies for all subscriber keys stored together
with their identifiers IMSI, and it is only stored in the SIM card and at the (AuC), and
should never be transmitted across the network on any link.

6. Suppose that the KGC in CL-PKC illustrated by AuC in the GSM architecture to compute
the partial private key for each subscriber and generate the system parameters,

7. Assume that the AuC is a trusted party for all subscribers, because here the AuC can
compute all the subscriber’s private keys by using (K0) which is stored.

8. Suppose that the (SIM card) includes all the necessary information (IMSI, system para-
meters Psys, K0).

9. Suppose that the (AuC) includes all the necessary information (IMSI, system parameters
Psys, K0, and master key S).

10. The (MSC/VLR) is responsible for the assignment of TMSI for all subscribers in each
locality, and checks IMSI from HLR/AuC, then sends Q=H(TMSI) to the AuC on a
secured link.

These assumptions will ensure that the authentication process is computable with the
GSM system it makes the system more secure and more flexible with the proposed design as
shown in the following.

Using TMSI as an identifier for the subscribers in our proposed model makes the private
key more secure because it makes the private key changeable when the subscriber moves from
one location area to another. This assumption gives the scheme good flexibility by using IMSI
as a message which needs to be signed also provides another level of security to the system
by checking IMSI in the call setup process by default, and again in the verification algorithm.
The IMSI number stored in both MS and AuC, and the MSC knows the TMSI number from
the VLR and sends it to the AuC as a hash value to compute the partial private key.

4.1 Design of CL-PKS over GSM System

The main procedures for making a call over a mobile communications in general are:

1. Call Setup
2. Data Transfer
3. Call Clearing
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Fig. 6 Call setup model

A GSM system implements two processes before the call setup is synchronized and 
location updated.

The design proposed for CL-PKS related to the first procedure (Call Setup), has two 
handshaking processes to authenticate the subscriber by the network operator. The proposed 
scheme also requires two handshaking processes to implement CL-PKS; this proposed design 
provides a mutual authentication by using (TMSI and K0) for each subscriber to ensure that 
this is its own network operator, and by the operator to ensure that this subscriber belongs to 
the network. In Fig. 6 the main description of this idea is to let the MSC assign the subscriber’s
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Fig. 7 Main mutual authentication model

TMSI and then hash it and send the hashed assignment to the AuC, given that in the basic
GSM system the TMSI never transmits to the AuC for security purposes. When this TMSI is
allocated in advance by MSC\VLR and sends it to a specific MS in the call setup process or
in the paging process in case the MS is called from the network. Note that there is no secret
value here as in the basic CL-PKC, and it is replaced by K0, which is stored as a secure key
in both the MS and AuC, there are four algorithms achieved by the HLR\AuC framework,
Setup (Psys), Partial Private Key Extract (D), Set Public key (Kp), and Verify (σ ).

On the mobile station side there are three algorithms achieved by the MS\SIM, Verify
(D), Set Private Key (Ks), and Sign IMSI (σ ).

The main procedure for call setup in the GSM system is
The system was designed using the UML notations by: use case, sequence and activity

which are offered by UML and the Rational Rose Tool. Use cases can be described by
text descriptions which explain how the use case, describes the inter-action between actors
to achieve a goal of observable value. The following use case description in Fig. 7 shows
the analysis of the main mutual authentication process system in use cases, which is the
interaction between the Mobile station (MS) and Network operators (Table 1).

In our proposed design we suppose the KGC is a trusted party and represented by the
AuC in HLR, firstly when a MS requests access to the network, the MSC/VLR will normally
require the MS to authenticate. The MSC will forward the IMSI to the HLR and request
authentication parameters, and then when the HLR receives the IMSI and the authentication
request, it first checks its database to make sure the IMSI is valid and belongs to the network.
Once it has accomplished this, it will forward the IMSI and authentication request to the
Authentication Center (AuC). See the Fig. 8.
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Table 1 Use case description for the main mutual authentication

System analysis use case (main mutual authentication)

Use case name: Main mutual authentication
Use case ID: UC001
Lse case type: System analysis
Version number: 1.0
Primary actor(s): MS
Participating actor(s): None
Description: Request access from network operator
Precondition: Each MS, has unique permanent I M SI , and T M SI
Trigger: This use cass initiated when the MS send the service request
Main scenario: Actor action System response

Step 1: MS send request
access to network operators
include IMSI

Step 2: System will generate
partial private key D using
AuC’s master key, then
send it to MS

Step 3: MS will make verify using (T M SI, Psys)
Step 4: MS sign (I M SI ) Step 5: System will mike

verify using (kp)
Alternate scenarios: Step 3: system will check

IMSI is valid and belongs to
the network. Otherwise
system will deny the request

Exceptions: During the authentication process if there is connection
loss, system will not make authentication and MS will be
repeat the request

Conclusion: MS and N.W. operators are authenticated
Open issues: None

Fig. 8 Access request and IMSI check model
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Fig. 9 Public and partial private keys rithms AuC

The AuC can make the main processes in CL-PKC (Setup, Partial Private Key extract, and
set public key) generates (Psys, D, and Kp), these processes depends on the Authentication
Center master key (S), and the Secret key (K0).The output System parameters (Psys) with the
secret key K0 are used to generate the public key Kp, and are then used to verify the algorithm.
The partial private key (D) sends to MS via MSC when authentication is requested, The AuC
runs the next algorithm (Set public key) immediately and stores it for a specific time period
to verify the signature (σ), when it is received from the Mobile station (MS), these processes
are described in Fig. 9.

The proposed model provides a mutual authentication, when the mobile station receives a
partial private key (D), it will start to authenticate the network operator (see Fig. 9) by using
the following equation:

e (D,P) = e(Q,P0)

Where, P0 = SP
D = SQ
So we get, e (D, P) = e (Q, SP)
By using bilinear property for pairing:
We get, e (D, P) = e(SQ, P) = e(D, P)

The master key (S) is not contained in the SIM card (Subscriber side) but the algorithm
takes the system parameters (P, P0) and its own TMSI which is assigned in the paging
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Fig. 10 Authentication process in the MS

Fig. 11 Set private key (Ks)

process (call setup). It inputs the TMSI in the hash function to get (Q), and compares the 
above equation, so that the partial private key can be confirmed to be from the AuC; then the 
AuC is authenticated, this process is described in Fig. 10.

After the subscriber authenticates the network and outputs (Valid), the algorithm runs the 
next step (set private key-Ks) by using the K0 which is stored in the SIM card as following 
Fig. 11:
Sign.

After MS generates the temporary private key (Ks), it depends on the current TMSI; the 
next algorithm is executed to sign a message, this algorithm runs in the MS. It takes as inputs 
(Psys), a message (IMSI) to be signed and a private key (Ks) which was generated in the
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Fig. 12 Signature algorithms in the MS

previous algorithm, and it outputs (σ). These are then sent it to the AuC as a signature; the
Sign algorithm performs the following steps (Fig. 12):

1. Choose random a ε Z∗
q

2. Compute r = e (aP,P) ε G2

3. Set v = H (IMSI, r) ε Z*q
4. Compute U = v Ks + a P ε G1

5. Output as the signature σ =< U, v >

Verify.
This algorithm runs at the AuC, and it takes as inputs (Psys), a message (IMSI), the

identifier (TMSI) and public key (Kp) of an specific subscriber, and (σ ) as the signature to
be verified, it outputs (Valid) or (Invalid), the Verify algorithm performs the Fig. 13.

1. Compute r = e(U, P).e (Q,−Y )v

2. Check if v = H(I M SI, r) holds.

If it does, output (Valid), otherwise output (Invalid).
If one of the authentication parameters entered wrong, then this algorithm outputs Invalid,

and these parameters are:

1. System parameters Psys

2. Private Key Ks by change TMSI or K0

3. Public key Kp by change Psys or K0

4. IMSI
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Fig. 13 Verify algorithms AuC

5 Experiment and Evaluation

In this section we showed the implementation of the CL-PKS method with a few modifica-
tions, generally this implementation consists of four programs that implement each of the 
steps in our scheme. The main aim of this implementation is to create applications according 
to the available requirements; it focuses at this stage, on specific tools such as libraries in the 
internet, which allow quick production of software of high quality. Certificate less cryptogra-
phy is implemented in conformity with the object-oriented paradigm, by using C++ language; 
most benefits are derived from the MIRACLE library on the internet. The implementation 
took less than 1 sec for the setup, partial private key, full private key, and public key algo-
rithms, when it achieved on PC with specification (2CPUs: 2.4 GHz, RAM = 4 GB), and the 
time consumption is good compared with the call setup process in the GSM system, and this 
short period because this approach used a low computation cost by using the basic CL-PKC.

This implementation divided into four parts as follows:

5.1 Setup

This program generates the system parameters (Psys), and stores them in the MS and the 
AuC, it also generates the public key (Kp) using the AuC Master key and the secret key
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K0 that is shared in advance, this public key is stored at the Auc for later use in the verify
algorithm.

The security parameters are entered into the software and the system parameters calculated;
the public key (Kp) is needed it in the verify algorithm.

5.2 Partial Private Key and Full Private Key Extraction

This program extracts a partial private key from the proffered identity string (TMSI), and
stores it in file D, it then calculates the private key simply, by multiplying the partial private
key by the secret key which stored in advance. This class takes the subscriber’s TMSI and
the secret key K0 as input and outputs the partial private key and the private key which stored
for the signature algorithm in the mobile station. We note that both the partial private key
and the private key directly depend on the TMSI number. The TMSI number it depends on
the VLR, which is assigned to each subscriber, when he\she moves from one coverage area
to another; so the strength of the keys here are related to the TMSI changing.
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5.3 Signature Algorithms in the MS

This program accepts the subscriber’s TMSI (which is his private key), and signs a message
which is his IMSI num-ber.

After the MS generates the temporary private key (Ks), which is dependent on the current
TMSI, then the next step is the signature algorithm. This algorithm runs in the MS, and it takes
as inputs (Psys), a message (IMSI) to be signed and a private key (Ks) which is generated in
the previous algorithm, and it outputs (σ), it then sends this output to the AuC as a signature;
the Sign algorithm results are shown in the following screenshot:

So the trick of this algorithm exists in using the (r) parameter by picking a random number 
(a), and then generates the first part of the signature (v), hence it is used to compute the other 
part (U), as described in Sect. 5.2. After all this the MS sends the signature to the AuC to 
be verified, and then the authentication process is complete, and is transferred to ciphering 
mode after the verification process.

5.4 Verify Algorithm at the AuC

The verify algorithm inputs the system parameters (Psys), a message (IMSI), the identifier 
(TMSI) and public key (Kp) of a specific subscriber, and (U,v) being the signature to be 
verified, it outputs (Valid) or (Invalid), the result of the verify algorithm as shown in the 
following screenshot:

The basic idea trying to be conveyed is how to calculate the parameter (r), without knowing 
the random number which is chosen by the sender MS.It must be noted that the verification 
process depends on the subscriber’s public key parameter (r), and the message IMSI, so 
the AuC can get the specific IMSI from the HLR and hash it with r; which is calculated in 
advance. (v) is then computed, and compared with the other (v) that is sent from the mobile 
station MS.
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6 Conclusion

GSM comes close to fulfilling the requirements for a personal communication system, close
enough that it is being used as a basis for the next generation of mobile communication tech-
nology in the world such as UMTS, CDMA and LTE. In wireless services, secure and secret
communication is desirable; this is in the interest of both, the subscribers and the service
providers. These parties would never want their resources and services to be used by unau-
thorized users. In this research a technique to provide a mutual authentication for the GSM
system, with a little handshaking procedure was demonstrated similar to the A3 algorithm.
Certificate-less cryptography can supply one of the most flexible infrastructures for public
key cryptography. It combines the best aspects of both traditional public-key infrastructure
and identity-based encryption. The IBE, certificate-less crypto-graph can be used as the
underlying mechanism for transparent email/sms (short message service) encryption, in this
research this system is made as suitable as possible for the GSM system. The design and
implementation of CL-PKC to provide both of the encryption and mutual authentication,
there are many new schemes for the CL-PKC to give a high security but hard to implement
them over GSM because they needs a lot of security requirements. In the future, ensure that
this approach is integrated with the GSM system and compatible it will be easy to check
the system performance. We can make the private key changing by let the identity fixed and
change the master key, i.e. let the identity IMSI number and the master key be the TMSI
number. This research provided for me a rare opportunity of combining the most interesting
fields of computer science; information security, and communication engineering, mobile
communications, which altogether create a bridge between theory and practice. Neverthe-
less, the research is not at all closed and it will be extended further various other security
schemes.
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