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Abstract

This paper presents multiple-layered securities by combining
steganography with cryptography under the scope of information
hiding, and both image and audio steganography are used to obtain
a more robust security system. Firstly, the different approaches of
steganography and cryptography are discussed, and comparisons
drawn between them. Secondly, the design of the dual-layered
security system is presented. The algorithms for this work are based
on the Least Significant Bit steganography and AES cryptography.
The code has been implemented in C# and visual studio 2010 due
to its object encryption/decryption abilities. Under the provisions
of the system, if an attacker detects that steganography is being
used, the embedded message cannot be read due to file encryption.
Finally, Matlab analysis of the original and stego media quality
effects are presented, proving the robustness of this type of security

implementation.
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1. Introduction

Steganography [1] is the science or art of hiding informa-
tion in ways that prevent the detection of hidden messages.
Steganography, derived from Greek, literally means cov-
ered writing. It includes a vast array of secret communi-
cations methods that conceal the messages very existence.
These methods include invisible inks, microdots, charac-
ter arrangement, digital signatures, covert channels, and
spread spectrum communications.

Cryptography [2] is the science of writing in secret
code and is an ancient art. Cryptography, then, not only
protects data from theft or alteration, but can also be used
for user authentication. Steganography and cryptography
are relatives in information security field. Cryptography
scrambles a message so it cannot be understood. Stegano-
graphy hides the message into digital media [3].
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By reference to dictionary.com [4]: steganography is
“hiding a secret message within a larger one in such a
way that others cannot discern the presence or contents of
the hidden message” and cryptography is “the process or
skill of communicating in, or deciphering the secret writing
or ciphers.” Steganography can be used to cloak hidden
messages in cover media such as image, audio, video, pro-
tocol, or even text files. Cryptography is the study of
mathematical techniques related to aspects of information
security such as confidentiality, data integrity, authenti-
cation, and data origin authentication. Cryptography is
used in many cases such as e-mail communication, phone,
fax, bank transaction, bank account security, credit card
transaction, PINs, and spay-craft.

There are different types [5], [6] of steganography and
cryptography to protect data and communication between
sender and receiver, and prevents an attacker from tres-
passing the sensitive information. The types of steganog-
raphy as shown in Fig. 1 can be divided into: plain text,
image, audio, video, and TCP /IP steganography. On other
hand, cryptography systems can be classified [7], [8] into
two types: symmetric-key systems and asymmetric-key
systems.

The data encryption standard (DES) was once
a dominant symmetric-key algorithm for the encryp-
tion/decryption of data. It was developed at IBM in 1970
and based on an earlier design by Horst Feistel. This
algorithm was approved and adopted by the National
Bureau of Standards (now NIST) after the assessment of
DES strength and modifications by the National Security
Agency (NSA), and became a Federal standard in 1977. In
2000, NIST selected a new algorithm (Rijndael) to be the
advanced encryption standard (AES). This will eventually
replace DES.

Types of
Steganography

Figure 1. Types of steganography.
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Table 1
Steganography versus Cryptography

Steganography Cryptography

Steganography prevents discovery of very
existence of communication

Encryption prevents an unauthorized party from
discovering the contents of a communication

Little known technology Common technology

Technology still being developed for certain formats | Most of algorithm known by all

Strong current algorithm are currently resistant to attack,
larger expensive computing power is required for cracking

Once detected message is known

Steganography does not alter the structure of Cryptography alter the structure of the secret message

the secret message

RSA is the most widely deployed public-key (asym-
metric key) cryptosystems and is used to transmit data
securely over insecure and public channel. This type uses a
pair of keys; one for encryption which is public and another
for decryption which is kept secret. RSA was developed by
three professors at MIT in 1977, Ron Rivest, Adi Shamir,
and Leonard Adleman, their initials give the algorithm
its name. In RSA, this asymmetry is based on the prac-
tical difficulty of factoring the product of two large prime
numbers, the factoring problem.

Steganography must not be confused with cryptog-
raphy, where we transform the message so as to make
its meaning obscure to malicious people who intercept it.
Therefore, the definition of breaking the system is differ-
ent. Joseph and Sundaram [9] summarized this difference
in Table 1.

Stallings [10] describes computer security as a:
“...battle of wits between a perpetrator who tries to
find holes and the designer or administrator who tries to
close them”. The motivation of this work is providing a
secret and secured communication between people by de-
sign dual-layered security measures utilizing the following
techniques:

— Steganography: to hide and unhide (stego and
destego) text message in digital media (image or
audio);

— Cryptography: to encrypt and decrypt the text
message.

When we combine steganography and cryptography tech-
niques together, we can get powerful method which en-
ables people to communicate in secret way without possible
eavesdroppers even knowing there is a form of communica-
tion in the first place.

2. Related Works

Previous researches [3], [11]-[14] suggested the combina-
tion of steganography and cryptography. However, up to
now only one of these techniques was implemented at any
one time (steganography or cryptography). From previous
research, many weaknesses are apparent. In 2005, Jithesh
and Kumar [15] proposed combining both steganography
and cryptography for multiple layer information masking,
two algorithms were proposed; the first being a discrete

cosine transform coupled with a new cryptographic tech-
nique, namely visual cryptography; this idea was put forth
but never implemented. In 2006, Dang and Kota [16] im-
plemented a secure system with both steganography and
cryptography. The encryption and decryption algorithms
are implemented using C.Net libraries in the DES and RSA
algorithms. The advantages of this type of implementa-
tion are the provision of three levels of security; compres-
sion, encryption, and steganography. The disadvantages
are that the effects of stego media are not represented,
and detailed design algorithms are not provided, such as
pseudo code and flow charting. Recently in 2011, Kumar
et al. [17] enhanced this technique to improve robustness in
steganography, a multiple watermark embedding algorithm
was proposed to embed multiple text messages as water-
marks simultaneously in a single image. The advantage of
this is a designed robust watermark which can be decoded
or detected without affecting the original image quality.
Thus, this method is robust at high levels to unintentional
attacks such as JPEG compression or transcoding. How-
ever, the proposed method focuses on watermark steganog-
raphy rather than a combination with cryptography. In
the past year Madhavarao et al. [18] suggested a com-
bination of steganography with cryptography. There are
many implied weaknesses in this proposition, these weak-
nesses are surmized in a single point; a short survey about
steganography and cryptography was presented, however a
suitable scheme was not presented, nor was an algorithm or
method to create this combination stated. In April of the
same year Vivek et al. [19] proposed a powerful technique
to implement steganography and cryptography together.
This technique was described as follows:

1. Find the shared stego-key between the two commu-
nication parties by applying the DiffieHellman Key
exchange protocol.

2. Encrypt the data using secret stego-key.

3. Select the pixels by an encryption process with the
help of the same secret stage-key to hide the data.

This work was merely a proposed framework and was never
implemented for analysis or testing. Currently the work
in this paper seeks to correct the aforementioned vulner-
abilities by combining steganography and cryptography
concurrently to manipulate one data type.
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Figure 3. Activity diagram.

3. Model, Analysis, Design, and Implementation

The proposed model is expressed diagrammatically in
Fig. 2. It allows the sender to encrypt a message, then hide
or stego it in cover media. Also, it provides the receiver the
ability to unhide or destego the message then decrypt it.
The model also provides for the sending of stego media via
e-mail using an e-mail sender. This model aims to achieve
high levels of simple and flexible security.

3.1 Analysis and Design with UML Notations

The unified modeling language [20] is a language for speci-
fying, constructing, visualizing, and documenting the soft-
ware system and its components. It was created by Object
Management Group (OMG) and UML 1.0. The UML uses
mostly graphical notations to express the design of software
projects. UML offers a way to visualize a system’s archi-
tecture in diagrams. These diagrams are categorized into:
e Structural diagrams which include class diagram, ob-
ject diagram, component diagram, and deployment
diagram.

e Behavioral diagrams which include use case diagram,
sequence diagram, collaboration diagram, state chart
diagram, and activity diagram.

In this paper, we use the activity diagram to represent
the sender’s and receiver’s behaviors in Figure 3. First, the
sender logins to the system, then he loads the cover media
(image or audio), writes or loads a message, encrypts a
message, stego message in cover media, and sends the stego
media through e-mail as an attached file. Then, the receiver
downloads stego media from the e-mail, then extracts and
decrypts a message. The solid black circle on the left shows
the beginning of activities, and the white circles with black
dots in the center denote where activities end.

3.2 Steganography and Cryptography Algorithms

The designed algorithms for this work are Least Signifi-
cant Bit (LSB) to Steganography and AES to Cryptogra-
phy. The LSB is the lowest bit in a series of numbers in
binary. LSB algorithm replaces the least significant bits
of each pixel (byte) in image by the hidden message bits.



Algorithm 1: LSB embedding

Input:

coveMedia, M sg

Output: stegoImg
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Bit + Mo, M, .., Mess3s // Extract Bit set of Msg
Pixel + pizelg,pizely, .., pizelgssss // The pixels of cover media

LSB «+ Ao, A1, .., Aessss // Extract LSB set of the cover media

SineS < Bo, Bi, .., Bessas// Extract SentinelString set of the cover media
for i + 1 to Msg.length do
if M; = B; then

donothing

else if M; =1 andB; = 0 then
Ai ~—0

Pixel; < Pixel; — 1

else if M; =0 andB; =1 then
Bi $— Mi

A,‘ ~—1

Pixel; < Pizel; +1

16 return stegoImg

Algorithm 2: LSB extract

Input:

stegoImg

Output: Plaintext

© 00N O Ut W N

e e
N O Uk W N RO

18
19

OutterSearch < 1
InnerSearch « 1
StopSearch + 1
count < 0
leftCounter < 0
rightCounter < 0
while (count < (StegoImg — SineS.Length) and StopSearch = 0) do
if StegoMedia[count] = SienS[0] then

leftCounter + count + 1
rightCounter < 1
InnerSearch + 1

while (InnerSearch = 1) and(rightCounter < SineS.Length) and (leftCounter < StegMedia.Length) do

if (rightCounter = (SineS.Length — 1)) then
StopSearch + 1
else
InnerSearch <+ 0
L count < count + 1

else
L count + count + 1

20 if StopSearch =1 then
21 while (leftCounter < StegImg) do

22
23

24 else

Plaintext + StegoImglle ftCounter]
leftCounter + leftCounter 4+ 1

25 LThePictureDoesNotContainAnyTert

26 return Plaintext

Pixel=100001 10
Pixel=100001 1/1
Pixel =10010110
Pixel=101001 10

Pixel=10000110

Pixel=11000110

Pixel=1011011 0

Pixel=110001 1|1 == 01000001 ="A"

Figure 4.

Replaced in LSB algorithm.

Figure 4 shows that. In our software we used Bmp 256
colours as a cover image and JPG, JEPG, or GIF as em-
bedded images. So, we can hide a message up to 65,536
bytes. The message is embedded in the Sent-in-element-
String (SineS) of the cover to increase the robustness of the
system and protect the message against the external influ-
ences such as noise, filter, compression, etc. The embed-
ding algorithm replaces the permutated bits of the message
(M) by the SineS set of the cover image to obtain the new
stego image. Algorithm 1 shows the pseudocode to embed
the message in cover media, while Algorithm 2 shows the
instruction to extract the message from the stego media.



Algorithm 3: AES

Input: Plaintext
Output: ciphertext

while (i < Nk) do

10 w(i] « word(key[d * ], key[4 * i + 1], key[4 * i + 2], key[4 * i + 3])
11 | i+l

12 i+ Nk

13 while (i < Nb * (Nr+1)) do

14 tmp «— wi — 1]

15 if (¢imodNk = 0) then
16 L tmp + SubWord(RotW ord(tmp))xor RCON[i/Nk]

17 else if (Nk > 6)and(imodNk = 4) then

18 | tmp = SubW ord(tmp)
10 peslil — ansli AT Llarnvedarm
19 UJlltJ —_ UJLL Pal I‘UJAUI. virep
20 14— 1+1

21 return ciphertext

1 Parameters:

2 Nb<« 4 // block size (in words): no of columns in state (fixed at 4 for AES)

3 Nk + key.length/4 // key length (in words): 4/6/8 for 128/192/256-bit keys

4 Nr< Nk+6// no of rounds: 10/12/14 for 128/192/256-bit keys

5 KeyExpansion(bytekey[4 x Nk|, wordw[Nb* (Nr 4+ 1)], Nk) // The KeyExpansion routine
6 1+ 0

7 w4+ [(Nb* (Nr+1)]

8 tmp + [4]

9

Figure 5. Menu screen.

User can select from this options:

— Click on txt icon to image steganography.

— Click on audio icon to audio steganography.
— Click on the e-mail icon to send e-mail.

— Click on about an icon to get help.

— Click on turnoff icon to turn off the system.

The AES, or Rijndael algorithm [21], is a symmetric
block cipher that can encrypt (encipher) and decrypt (de-
cipher) information. Symmetric key algorithms are algo-
rithms that use the same key to encrypt and decrypt data.
The AES algorithm allows using cryptographic keys of 128,
192, and 256 bits to encrypt and decrypt data in blocks of
128 bits. AES has been selected and adopted by the US
National Institute of Standards and Technology (NIST)

Stego&Crypto System
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Figure 6. Image steganography screen.

Image steganography options:

— User (sender) loads cover image first.

— Writes the plain text.

— Clicks button encrypt to encrypt the plain text.

— Selects stego option, then clicks button stego/destego.

— The system will send the message stego successfully.

If Receiver

— Load stego image first.

— Select destego option, then click button stego/destego.

— The cipher-text will appear in the bottom text area,
then click button decrypt.

as a new standard symmetric key encryption algorithm,
from 15 qualifying algorithms and is now used world-wide.
NIST has also made efforts to update and extend their
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Figure 7. Audio steganography screen.

Audio steganography options:

— User (sender) selects record wave or load wave file.
— User loads the key file.

— User writes text or loads txt file.

— User saves the wav file.

— User clicks button hide message.

Email Sender Program

To: fagenki@uestc.edu.cn Emad Username And Credientals:

| Username: wahaballah@gmai.com I
Subject: software test

Al t Password: | Sessmsss

[ ] cousersipaiaitagie mg\test.bmp
Enter Port Number: 587

1 send 1 u e test of image si8g0 Enter Smtp Server:

b smtp.gmad.com

Click Here If you Don't Know Your Emads’ Smtp Server.
) Or Port Number.

]

Figure 8. E-mail sender screen.

Email sender instructions:

— Sender adds receiver e-mail address.

— Sender attaches the stego media.

— Then clicks send message button after filling the infor-
mation on the right.

standard cryptographic modes of operation. In this work,
we use AES encryption designed by C# as an encapsulated
component to encrypt and decrypt the text. The AES
pseudocode is shown in Algorithm 3.

Table 2
Analysis Result of Original and Stego Media

Same Media MSE RMSE PSNR
Size 312 KB and

Same Text

Images 0 0 INF
Waves 3.3029¢008 | 1.8174e7004 | 122.9758

3.3 Graphic User Interface (GUI)

The software of this work is developed with Graphic User
Interface (GUI), which is simple and easy to use, which
allows users to login first and then select which type of
steganography is required (image or audio) as shown in
the main screen in Fig. 5. Figures 6 and 7 display the
image and audio steganography and cryptography, the last
of GUI. Figure 8 displays the e-mail sender screen which
allows users to send the stego media over Internet through
e-mail.

4. Analysis Media using Matlab

Two types of media data are used, these are image and
audio. To measure the quality effect of this media three
parameters were analysed [22]. These are Mean Squared
Error (MSE), Root Mean Square Error (RMSE), and Peak
Signal-to-Noise Ratio (PSNR) for original, and stego media
and the differences noted. Table 2 shows a comparison
between the two media used in the system, a wave and
image to hide the same message. We found that the image
file has not been affected, while the message size may
have influenced the wave file. Also, they are represented
graphically in Fig. 9.

1. MSE: It is the average squared difference between
an original and stego media, as shown in formula
(1). It is computed pixel-by-pixel by adding up the
squared differences of all the pixels and dividing by
the total pixel count. For media A={a;..ap/} and
B={by..bps}, where M is the number of pixels:

MES(A.B) = UMY (@ ~bP (1)

2. PSNR: 1t is the ratio between the original signal and
the stego signal in a media, given in decibels. The
higher the PSNR, the closer the stego media is to
the original. In general, a higher PSNR value should
correlate to a higher quality media, but tests have
shown that this is not always the case. However,
PSNR is a popular quality metric because it is easy
and fast to calculate while still giving okay results
(formula (2)). For media A={a;y..aps}, B={b1..bpr},
and MAX equal to the maximum possible pixel value
(28 — 1 =255 for 8-bit media):

2
PSNR = 10log 10( MAX )

MSE(A, B) @)
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Figure 9. Original and stego media analysis.

3. RMSE: It is a measure of the differences between
values predicted by a model or an estimator and the
values actually observed from the thing being modelled
or estimated. We can calculate RMSE in formula (3):

RMSE = /(MSEE(A, B)) (3)

Future works will focus on re-implementation of software
to include other types of steganography such as video and
TCP/IP protocol combined with other types of cryptogra-
phy. Also, further options to send stego media instantly
could be implemented, for example, in real-time chatting
applications.

5. Conclusion

In this paper the developed software provides two layers
of security cryptography and steganography in two forms,
that are image and audio. Also, the software provides for
the sending of stego media over the Internet wvia e-mail
utilizing the SMTP protocol. This software improves se-
curity, reliability, and efficiency. The designed algorithms
for this work are LSB steganography and AES cryptogra-
phy. Under the provisions of the system, if an attacker
detects the use of steganography, the embedded message is
indecipherable due to message encryption, and vice versa.

Matlab analysis of the original and stego media quality
effects are presented in this work. Also, evidence proving
the robustness of this type of security is detailed.
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