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Abstract-The security architecture of the mobile networks
provides different security features such as authentication,
confidentiality, and integrity for both users and network
operator. Moreover, the security of mobile communications
becomes a hot topic and always need security improvements.
GSM cellular system has many weaknesses, especially in the
authentication process due to the lack of the physical
protection mechanisms in both user and network sides. This
paper analyses an existing GSM authentication scheme based
on CL-PKC which was proposed in 2014, and it has many
weaknesses since it used the basic CL-PKC scheme which has
many weaknesses itself. And this paper also proposes an
efficient end-to-end scheme for GSM mutual authentication
using the concept ofa secure CL-PKC, with some modifications
in both security and GSM network architectures.

Keywords-2G-GSM Security; GSM Mutual Authentication;
Certificateless Public Key Cryptography (CL-PKC)

I. INTRODUCTION

The Global System for Mobile communication (GSM)
was developed during the 1980s; GSM is the standard Pan
European digital cellular system, now accepted as the
worldwide wireless communication standard. GSM currently
composes of: GPRS designed for web browsing, 3G, which
is the system running on third generation standards for
multimedia, and EDGE, a technology which allows
improved data transmission rates as a compatible extension
of GSM. [1-3].

Global efforts to strengthen security mechanisms through
research and development have been necessitated by the
rapid progress in mobile communication technologies. Since
an open channel is used for transmission purposes, the
content of the communication may be captured by a third
party, resulting in eavesdropping, masquerading, replaying
etc. GSM currently lacks in providing mutual authentication,
occupies storage overhead and also consumes lot of
bandwidth. Further, it is susceptible to a false base station
attack without mutual authentication. Despite this, GSM
communication technology has gained momentum as a vital
mobile communication technology. It provides voice
services, bearer services like short messaging services and a
set of supplementary services.

The  security requirements for the mobile
communications networks can be listed as follows [4 -6]:

Confidentiality: This means that the transmitted
information is only disclosed to the authorized parties. This
also prevents sensitive information from being disclosed to

an adversary, such an instance occurring would inspire
severe consequences.

Integrity: The assumption that a message is not altered
in transit between sender and receiver. Messages however,
can be corrupted due to network malfunctioning or malicious
attacks.

Authentication: Authentication corroborates the identity
of the entities which are communicating. In the absence of
authentication mechanisms, an attacker can attempt to
violate the security of the network by masquerading as a
legitimate entity.

Access control: Access control means that only
authorized parties can be allowed to access a service on the
network, use a resource, or participate in the
communications; any other entity is denied access. The
access control assumes the authentication of the entity trying
to get access to the network.

Nonrepudiation: If nonrepudiation is guaranteed, the
receiver of a wrong message can prove that the originator
has been transmitted. This means that the source of a
message cannot deny having sent the message. An attacker
could generate an incorrect message that appears to be
initiated from an authorized party.

Network availability: Availability ensures that all

resources of the communications network are always
utilizable by authorized parties. An attacker may launch a
Denial of Service (DoS) attack by flooding the medium,
jamming the communications, or keeping the system
resources busy in any other way or by any other means.
For both the user and service provider, the authentication
process is considered to be the most important security
feature to ensure that the network service will not be
obtained duplicitously.

A.  Motivation

In this paper, we show that the proposed certificateless
signature scheme in [7] does not satisfy the security
requirements of GSM security system, in terms of the
security architecture and the proposed assumptions. To be
more precise, the main vulnerability of the scheme [7] is
when an attacker replaces a public key, where they can
always successfully forge a signature. Furthermore, we also
provide a new scheme which opposes against these
vulnerabilities and hence satisfies the security requirements
of GSM cellular system.

The rest of the paper is organized as follows: Section II
introduces the basic GSM authentication protocol and its



weaknesses; Section III presents briefly the vulnerabilities
and some threats in Ref [7] which are the motivations for
this paper; Section IV presents our proposed scheme, the
system design and the phases of our offered scheme; in
Section V we evaluate our advised scheme by analyzing the
security and the performance efficiency respectively; Finally,
Section VI concludes our work.

II.  THE BASIC GSM AUTHENTICATION PROTOCOL

The original protocol is a challenge/response mechanism
in which a mobile station is authenticated through message
exchanges between the base station and the mobile station.
This process is shown as follows [8], [9]:

When a Mobile Station (MS) attempts to access the GSM
network, it sends an authentication request to the Visiting
Location Register (VLR). The request contains the
Temporary Mobile Subscriber Identity (TMSI) and the
Location Area Identity (LAI). The VLR obtains the MS’s
International Mobile Subscriber Identity (IMSI) through
analyzing the TMSI, and then sends the IMSI to the Home
Location Registers (HLR). Then the HLR generates a 128-
bit random number RAND, and uses algorithms A3 and A8
to create SRESI, and K, respectively. A3 and A8 both take
RAND and the MS’s secret key K as inputs. Finally, the
triplet {RAND, SRES, K} is sent to the VLR, and the VLR
forwards RAND to the MS. When the MS receives RAND,
it also uses algorithms A3 and A8 to generate SRES2 and K,
respectively, using the MS’s secret key K and RAND as
inputs. Then the MS keeps K, for secret communication and
sends SRES2 back to the VLR. Finally, when the VLR
receives SRES?2, it compares the SRES2 with SRES] which is
calculated in advance. If this authentication holds, then MS
can get access to the network resources.

The following figure illustrates the basic GSM
authentication protocol.
MS/SIM MSC/VLR HLR/AuC
Auth Req: {TMSL, LAT}
IVSI
" vsing 43, 43
Generate:

Ej {SRES1,RAND, K} | SRESI, RAND.K
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Figure 1. The basic GSM authentication protocol

An important and well-known shortcoming of GSM
security is that subscribers cannot authenticate the network,
leaving users open to man-in-the-middle attacks. This
oversight is the main cause of such false base station attacks.

Man-in-the-middle is the capability whereby the intruder
puts itself in between the target user and a genuine network
and has the ability to eavesdrop, modify, delete, re-order,
replay, utilize spoof signaling and view user data messages
exchanged between the two parties. The required equipment
is modified BTS in conjunction with a modified MS [10],
[11]. The above reasons require the GSM system to calibrate
the communication parameters (Bandwidth, Time delay)
with a high security scheme [12].

III. A REVIEW OF OUR PREVIOUS WORK

In this section, we review Ref [7] scheme and its
vulnerabilities. The scheme proposed in [7] has many
weaknesses in both security and communications sides. For
the security side, the proposed scheme adopts the basic
certificate less public key cryptography (signature algorithm
CL-PKS) [13].

In the given scheme, there are four algorithms achieved

by the HLR/AuC (network side): Setup, Partial Private Key
Extract, Set Public key, and Verify. On the mobile station
side, there are three algorithms achieved by the MS\SIM
(user side): Verify Partial Private Key, Set Private Key, and
Sign IMSI as a message.
The AuC can make the main processes in CL-PKC (Setup,
Partial Private Key extract, and set public key). These
processes depend on the Authentication Center master key S
and the Secret key K. The output System parameters Psys
with the secret key K are used to generate the public key.

The partial private key D is sending to MS via MSC
when authentication is requested, The AuC runs the next
algorithm (Set public key) immediately and stores it for a
specific time period to verify the signature o, when it is
received from the Mobile station (MS).

Mutual authentication algorithm: The proposed
scheme in Ref [7] provides a mutual authentication. When
the mobile station receives a partial private key D, it will
authenticate the network operator as follows:

e (D, P)=¢(Q, Py) Where, Py=SP, D=S0

So we get, e (D, P) =¢ (O, SP)

The master key S is not contained in the SIM card
(Subscriber side) but the algorithm takes the system
parameters and its own 7MSI which is assigned in the paging
process (call setup). It inputs the TMSI in the hash function
to get O, and compares the above equation, so that the partial
private key can be confirmed to be from the AuC; then the
AuC is authenticated.

Signature algorithm: The sign algorithm performs the
following steps:

1. Choose random a € Z*

2. Compute:

r=e(aP, P)e G,

3.Setv=H(IMSLr)eZ,

4. Compute:

U=vKs+taPeG,

5. Output as the signature: o= <U, v>

Verification algorithm: The verify algorithm performs
the following steps:

1. Compute: r=e(U, P).e (0,-Y)"



2. Check: v=H (IMSI, r) holds.
If it does, output (Valid). Otherwise output (Invalid).

A. Review the basic CL-PKC Weaknesses

CL-PKC is first introduced by Al-Riyami and Paterson
[13] to solve the key screw problem in the previous Identity-
based schemes (IBC) [14]. CL-PKC has been improved in
many different security aspects to provide a secure
cryptosystem [15-18].

The basic CL-PKE (encryption algorithm) is considered

to be secure in a One-Way Encryption (OWE) model, in
which Type I and II adversaries have the same capabilities
regarding public and private keys, but when there is no
decryption queries, and the challenge to the adversary is
simply to decrypt a challenge cipher text [13].
The basic CL-PKS (signature algorithm) is considered to be
unforgeable against Type II Adversary attack, in which the
adversary has access to the master key, but cannot replace
the public keys. In contrast, this algorithm is forgeable
against Type I Adversary attack, in which the adversary
cannot get access to the master key but can perform public
keys replacement. Then we can note that the basic CL-PKS
does not resist against type I adversary since the adversary
can successfully forge a user’s signature on a message of its
choice. See Ref [19] for the full security proof of the basic
CL-PKS.

B. Review the System Assumptions of our Previous Work

In this section we can note that there are many

weaknesses in Ref [7] system assumptions as follows:

e  We cannot assume that the security architecture for
the GSM cellular system is all secure except the air-
interface. Therefore, many kinds of attacks can be
achieved even via a secure air-interface.

e  Assume that the AuC is a KGC and trusted party for
all subscribers, because here the AuC can compute
all the subscriber’s private keys. The AuC entity is
a database in the GSM architecture as well as VLR
is a database for roaming purposes, and this
assumption does not give the system any reliable
from the inside attack.

e Suppose that the (SIM card) includes all the
necessary information (IMSI, system parameters
Psys, Ky, and master key S). The SIM card can be
an unsecure entity against cloning attack.

e Using TMSI number as a unique identifier for each
subscriber, which is randomly assigned by the
(VLR) to every mobile in the area when it is
switched on. The weakness in this assumption is
that the temporary identifier TMSI is used instead
of IMSI to keep the permanent identifier IMSI
secure, and hence, in case the mobile station it stay
in its home network, so we cannot get any
temporary identifier TMSI to assign it as identity to
calculate the private/public keys.

e  Using IMSI number as a message (M) which stored
on both SIM card and AuC. This assumption give

more risk to GSM cellular system due to the
importance of keeping the permanent identifier
IMSI secret as much as we can and to give the
system more privacy.

e Assume that all subscribers have a unique key (Ky),
and that it illustrates the secret value in the basic
CL-PKC. Here the secret value (Ko) is known by
both AuC in the network side and the mobile station.
This assumption does not make sense for the
functionality of CL-PKC due to the lack of the
randomness assumption in Ref [7].

C. Security Weaknesses of our Previous Work

The weaknesses found in scheme [7] are not only in
security architecture, but also in GSM network architecture.
The main vulnerability of scheme [7] {is when the attacker
who does not possess the master-key but only can replace a
public key (which is related to the user’s identity) can
successfully forge a signature. Furthermore, we note that the
proposed scheme in [7] fails against type I adversary because
the users' MS authenticate the MSC/VLR by checking the
equality: e (D, P) = e (Q, Py) holds. However, this is not
sufficient to deter against type I adversary. This equality
only guarantees thatP, = sP. The test should also cover a
mechanism to make sure that the secret value K, has been
used correctly to obtain the private/public keys, and hence,
there is no way to check whether Kjin the public key is
identical to the one in the private key. However, this
important aspect is abandoned in the design of scheme [7],
and the partial private key needs to be delivered securely to
user. Therefore, from the above reasons scheme [7] is
insecure as well as inflexible.

IV. THE EFFICIENT GSM MUTUAL AUTHENTICATION
SCHEME

In this section we provide our efficient scheme which it
can solve the weaknesses in scheme [7]. Furthermore the
proposed scheme provides high performance security
features for GSM cellular system and more flexibility by
providing end-to-end mutual authentication, and hence, the
proposed scheme has a very important additional benefit
which it can reduce the degree of trust that mobile stations
MS’s need to have in the network operator MS/VLR,
HLR/AuC entities in our proposed schemes.

The basic GSM cellular system doesn’t provide end-to-
end security i.e. between users, but only between MS and BS
over the air interface. The proposed scheme is based on end-
to-end mutual authentication to provide more security to the
subscribers by using secure CL-PKC scheme. The service
provider here just provides services for making their calls,
and it cannot get any information from the switching
processes.

A GSM system implements the following procedures to
establish a channel over GSM mobile communications
system:

1. Synchronization (Setup: generate system parameters,
keys, assign IMSI/TMSI).



2. Location update (Public key exchange, MSC
authenticates MSj).

3. Call Setup (end-to-end authentication ie. MS;
Authentication).

4. Data Transfer (Encrypt/Decrypt process).

5. Call Clearing (Generate a new keys if necessary).

The proposed model needs some modifications for
suitability of the basic GSM system and in the security
model to be compatible to implement in our proposed
scheme, and without losing the generality of CL-PKC [13],
we only describe the Sign and Verify algorithms as well as
proposed assumptions as follows:

Assume LAI parameter as a unique identifier for

each user.
2. Let the pre-shared key Kyin the basic protocol A3
to be a master key for each user.

Assume that the message will be signed is the subscriber
number SN (Dialing Number)

3. The identifiers IMSI or TMSI (depending on the
current location) are using as random numbers for
the signature algorithm.

Public key exchange and MSC/VLR authenticates
MS,p: After MSs and MSC generate system parameters and
private/public keys, then each user send its own public key
as service request, this request contains the Location Area
Identity (LAI) and the public keys (Xam, Yas), and hence,
VLR obtains the MS’s International Mobile Subscriber
Identity (IMSI) through analyzing the TMSI, and then sends
the IMSI to the Home Location Registers (HLR). Then the
HLR generates a 128-bit random number R., then using LAI
as a unique identity ID for each user:

Onp= Hi (LAlyp)

Each user will set secret value:

Xup€Z',

User’s public keys:

Ty= (Aam, Bam)=(XanP.XnnKam P)

Reqap=0np/ Kam

When MSC/VLR received the Reqasg, it will authenticate
(MS,) i.e. the users as follows:

e(Aa, Po) =?e(Bass, P)holds. If not, then abort access.

User-to-user authentication: When the mobile stations
receive the other subscriber’s public key, it will start to
generate the private key by using the pre-shared key Ky is
contained in the all MS’s (Subscribers side) as follows:
Sas=XaB KasOan

Sign: This algorithm takes SNz (Subscriber number) as
a message, and using the private key Sap, and
(IMSI/TMSI ) as a random and unique number, and by
using the other user’s public key, then perform the following
steps:

Let (IMSI/TMSI )= RE Z”,
Compute W= e (RP, P)

Compute V= Hz (SNA/B, W, e(SA/B, P))
Compute U=V S5+ RP

Output the signatures Resap= (U, V)

S

Verify: When the users receive Respp will start to
authenticate each other by using its own private key and
perform the following steps:

1. Compute W= e(U, P) e(Qass, —BA/B)V

2. Check if:

V'=HySNxm, W, e(Oam, Bam)) holds
If not, then abort access

The following figure illustrates the processes of the

proposed model:

HLR/AuC

Check IMSI

MSa MSC/VLR MSs

Reqa Authenticate

MSs & MSs

Ts
Ta
>
Resa Ress Authenticate
L 1 MSs
Authenticate < Resg Resg
MSs

Figure 2. The proposed end-to-end mutual authentication model

Correctness:
When the users MS, 5 receive: Resap= (U, V)
V= Hg (SNA/B, VV, e(SA/B, P)), Where, W=e (RP, P)
U= VSA/B+ RP
It will start to calculate:
W= e(U, P) e(Qap, —Bam)’
=e(V Syst RP, P) e(Onm, — XamKam P)V
By using bilinear paring properties:
Wi=e(V Syt RP, P) e(—VX\sKapOam, P)
=e(V Syst RP, P) e(=V Sy, P)
= e(VSA/B-ir RP— VSA/B, P): e (RP, P): w
Then the user use W to calculate V as follows:
V*=H, (SNA/B: W, e(QA/B, BA/B))
=H,(SNam, W, e(Qas, XasKas P))
By using bilinear paring properties:
V= H, (SNap, W, e(XasKasOam P))

=H; (SNa, W, e(Sam, P))=V

V. PERFORMANCE ANALYSIS

In this section we demonstrate that our proposed scheme
is more efficient and indeed improves the performance in
scheme [7] in the aspects of security and communication.

A.  The Security Analysis of the Proposed Scheme

In our proposed scheme we provide a modification to the
full CL-PKS. Unlike the scheme in [7], our scheme is secure
against type I and II adversaries. The validity of the public
key can be checked very efficiently. Assuming that the



bilinear map groups (G,,G,) are chosen by a higher level
authority HLR/AuC and commonly used by several
MSC/VLR’s, so the users' MS may generate their public
key independently without help of any authority in the
system, and this is due to the value V= H, (SNag, W, e(Sasn,
P)) which is determined by the message SN (user’s dialing
number), (IMSI/TMSI,zg),and the private key, and hence,
the attacker cannot use the value Vto change the public key
of the signer because the private key S,z is determined only
by the user’s public key. The following table I shows
comparison of the security-based performance efficiency for
our proposed scheme with the basic scheme A3 and scheme

[7]:

TABLE L. COPARISON OF SECURITY EFFICIENCY
Security Parameters A3 Ref [7] Our
scheme
Mutual authentication N Y Y
End-to-end security N N Y
Type II attack N/A N Y
N N Y
Forward/Backward secrecy
. N Y Y
False base station attack

Y: Robust; N: Not robust; N/A: Non-Applicable

Making the MSC\VLR the component responsible only
for the public key exchange, and here we ignore the third
party to achieve end-to-end security. The third party
(MSC/VLR) is liable to many kind of attacks, so the most
important thing here is that, the step (partial private key
extract) in the CL-PKC scheme is totally eliminated,
because a third party (the network provider- MSC\VLR) is
untrusted, and it can’t compute the subscriber’s private keys,
but it can only do its own function which is check TMSI
depending on their current location, and checks IMSI from
HLR/AuC, then exchange the public keys, and this concept
is useful for communication reasons the data rate and
handshaking reduction (overhead considerations).

The proposed model is considered to be secure against
many kind of attacks such as replay attack,
forward/backward secrecy attack, and IMSI catcher attack i.e.
false base station attack due to the changeable private/public
keys by using the changeable LAI, and TMSI identifiers as
security parameters, and the hash value (V). The temporary
parameters are changeable according to the user's location
area, and hence when the attacker replays with the previous
security parameters, then the services will be abort.
Furthermore, there is no way to send a fake message because
the subscriber number SN i.e. the dialing number is used as a
message to be signed. If the attacker obtained the secret keys
still cannot recover the previous session keys due to the

security parameters that used in our proposed assumptions,
and the security hard problems [20], [21].

B.  The Computational Cost of the Proposed Scheme

In the mobile communication field, the cost of
computing is very important. When a user requests a service
to a provider with payment way, the users care about the
transmission and computational cost [22].

The performance of our proposed scheme is evaluated
using the existing calculations in [20], [21] which is based
on MIRACLE [23] in a platform with specifications of
(Windows XP operating system, 3 GHZ processor, 512 MB
memory). From [20], [21] the approximate running time for
each operation as follows:

Hash operation: 77 = 3.04 ms

Pairing operation: 75 = 20.01 ms

ECC-based scalar multiplication: 75 = 0.83 ms

Pairing-based scalar multiplication: 7,= 6.38 ms

The other operations will be omitted.

The performance efficiency based on running time of the
suggested model is shown in the following table II:

TABLE II. COMPUTATIONAL COST-BASED RUNNING TIME OF
OUR PROPOSED SCHEME
Phase Operation Running time(ms)
Slgn T1+2T2+2T3+T4 51.1
Verity T\ 2T, 43.06
Total 2T1+4T2+2T3+T4 94.16

According to the computational cost, we can clearly note
that the total running time is 94.16 (ms). In this sense, the
proposed scheme is quite practical to be implemented in the
real field of the GSM systems.

From the above performance analysis, we can observe
that the proposed approach is more efficient than other
schemes. In comparison to the basic authentication protocol
(A3) and the proposed scheme in [7], our scheme provides
more flexible and secure cryptosystem.

VI. CONCLUSIONS

In recent years, GSM has proven to be convenient in that
it is widespread across the world. Many authentication
protocols are put forward to improve the original
authentication protocol of GSM; our proposed scheme is
shown to solve main drawbacks in Ref [7] and the basic
scheme with modifying the GSM security architecture. In
this paper, we outline an efficient scheme to improve the
existing GSM authentication protocol A3 as well as to solve
the weaknesses in scheme [7]. Our recommended
authentication protocols can not only solve all of the
drawbacks, but also increases the efficiency of the protocol.
In addition, the security is also enhanced significantly, since
mutual authentication is ensured all the time. In a word, our
proposed scheme is secure and efficient.
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