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were the original prototypes of what is now referred to as 
wideband CDMA. In the late 1980s, the utilization of DS- 
CDMA started to become more interesting to the 
commercial sector for use in cellular-type communications, 
and both narrowband CDMA and wideband CDMA systems 
were designed. This paper proposed a novel a scheme which 
provides authentication and key management agreement for 
CDMA system. 

This paper proposes a novel a scheme which provides 
authentication and key management agreement for CDMA 
system, and it can take a good implementation in the field of 
mobile communication security which it needs lightweight 
algorithms to be able to implement on the mobile station and 
network operators components. Furthermore, the proposed 
scheme is consider to be more flexible and secure than the 
basic CDMA-AKA protocol as we presented in the 
following sections. The rest of the paper organized as 
follows:  Section II Presents the CDMA security 
background, Section III presents the basic CDMA-AKA 
protocol, Section IV presents the limitations of the basic 
CDMA-AKA protocol, Section V and VI presents the 
proposed CDMA-AKA scheme and components, the 
performance evaluation and the security analysis of the 
proposed scheme is presented in Section VII. Finally, the 
conclusion and future scope is introduced in Section VII. 

II. CDMA SECURITY BACKGROUND

As a digital communication system, security 
management is very straightforward to be achieved for 
CDMA. The security architecture for CDMA system defines 
security features intended to meet certain threats. It also sets 
up required security services for example network access 
security, to provide confidentiality of user identity and that 
of the user and signaling data. The integrity protection of 
important signaling data, authentication of user and network, 
and identification of Mobile Station (MS) is also done by 
this feature. The feature network domain security enables 
different nodes in the provider domain to securely exchange 
signaling data and also offers protection against attacks on 
the wire line network. The user domain security guarantees 
that only authorized access to Universal Subscriber Identity 
Module (USIM) is made. On the other hand, application 
domain security is used to enable applications in the user 
and provider domains to securely exchange messages [2, 3].  

The figure 1 below illustrates the security parameters 
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I. INTRODUCTION

Wireless communication security entails the measures or 
techniques used to protect the communication between certain 
entities. Code Division Multiple Access (CDMA) is a form of 
spread spectrum whereby the signal is transmitted on a 
bandwidth much larger than the frequency of the original 
information. That is to say, the transmitted signal bandwidth is 
much greater than the information bandwidth. Spread spectrum 
uses wide-band, noise-like signals, hence making it hard to 
identify. The band spread is realized by a pseudo-random code, 
which is not depend on the data. Security has become a key 
topic in current mobile and wireless networks. The pseudo 
noise (PN) sequences are a sequence of 1’s and 0’s where the 
numbers look like they are statistically independent and 
uniformly distributed. They are also randomly arranged, 
implying that they can be mathematically generated. However, 
they statistically satisfy the necessities of a strictly random 
sequence in the limiting sense. For the Direct-Sequence (DS) 
CDMA system, the user signal is multiplied by a pseudo-noise 
code sequence of high bandwidth. This code sequence is also 
referred to as the chip sequence. The resulting coded signal is 
transmitted over the radio channel [1]. CDMA systems, both 
direct sequence and frequency hopping used for military 
purposes, where the need for signals displaying anti-jam and 
low probability of intercept characteristics was vital.  

Thus, they were usually designed to be wideband, and 
those that used DS to realize multiple access capabilities 



and algorithms which are used in the fundamental CDMA 
security system: 
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Figure 1. CDMA security procedures 

Tue authentication algorithm in the fundamental CDMA 
system is enclosed within the smart card. The individual key 
for each IMSI must be chosen to be random, and must be 
safeguarded in order to prevent the user from being 
duplicated. Throughout the security process Ki should be 
protected [ 4]. 

III. THEBASIC CDMA-AKAPR0TOC0L

In this section, the authentication and key agreement 
(AKA) protocols which are used in CDMA system are 
described. This protocol was designed within USECA and 
one of its design criteria, the compatibility with the security 
architecture of second generation systems. Fwihe1more, 
different methods for authentication and key agreement 
(AKA) are described. A vital chara.cteristic of an AKA 
protocol is the goal the protocol achieves [5]. 

Entity authentication: for entity authentication of users 
to the network operator, a protocol employing random 
challenges as time variant parameters provides a guarantee 
to the network operator that the evidence was created during 
the ctment protocol run. A sequence number as time variant 
parameter only provides a guarantee to the network operator 
that the evidence was not employed in a prior protocol run. 

Assurance of key freshness: to the network operator alludes 
to the fact that the network operator (HLR/AuC) can be sme 
that the keys obtained in the course of the AKA protocol were 
not employed before the cuffent protocol run. 

Key confinnation: for a user to the HLR/AuC provides 
an assurance to the HLR/AuC that the specific user holds 
the coITect parameter(s) to derive the agreed keys. Key 
confumation is the stronger aim and provides assurance to 
HLR/ AuC that the specific user holds the derived key itself. 

Goals of CDMA-AKA: 
- Entity authentication ofMS/USIM to HLR/AuC.
- Implicit key authentication ofHLR/AuC to MS/USIM.
- Implicit key authentication of MS/USIM to the

HLR/AuC. 
- Assurance of key freshness to MS/USIM and

HLR/AuC. 

- Key confumation from MS/USIM to HLR/AuC and
vice -versa. 

- Confidentiality of the user identity and other user
related infonnation from which the user identity may be 
obtained on the interface between MS/USIM and HLR/AuC. 
Also, if the transmission of the identity is not a component 
of the AKA and is instead provided by altemate means, the 
AKA must not prevent the provision of confidentiality of 
the user identity on the air interface. If the CDMA-AKA 
protocol does not offer key confinnation, then the usage of 
the agreed keys aBer a successful operation of the AKA, 
will (in case of a failure in one of the agreed keys) lead to 
problems in the messages protected by these keys and 
therefore to a break in the transmission of user/signaling 
data which othe1wise could have been detected beforehand 
[ 6, 7]. 

The following figure 2 depicts the AKA protocol in the 
basic CDMA cellular standard: 
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Figure 2. Tue basic AKA protocol in CDMA standard 

IV. LIMITATI0NS 0F THE BASIC CDMA-AKA PR0TOC0L

This section describes a threat model for the basic
CDMA security on which the selection of security 
mechanisms is described. There are some important attacks 
on the CDMA-AKA andin this paper, emphasis is put on 
new attacks that were not possible when GSM was designed, 
but are now or are thought to be possible in the near futw·e. 
Reasons for such added threats are e.g. that intruders have 
more computational abilities, new equipment have become 
accessible to attackers or the physical security of ce1tain 
network elements is questioned. 

A thorough analysis of the security threats and 
countenneasures cannot be presented here and as such, only 
some of the most impo1tant items are mentioned for brevity. 
Some of the most serious attacks discussed were based on 
the accessibility of supposed false base stations. A pati of 
this problem is the so-called IMSI catching, which is a 
danger to the discretion of the user identity over the air 
interface. An additional type of attack analyzed was linked 
to an attacker taking control of the user's services. One vital 
result of the threat analysis was that some signaling 
elements were regarded as being sensitive and therefore 
having to be integrity protected. One of these signaling 



elements is the secure mode command, which establishes 
whether or not ciphering is enabled and the ciphering and 
integrity algorithm to be used. Another example is the set of 
MS capabilities transmitted from the MS/USIM to the 
network operator, including authentication and key 
agreement mechanisms, ciphering algorithm and message 
authentication function capabilities. CoITesponding 
contributions on threats and countermeasures were 
fo1warded to 3GPP and formed a major input for the 3GPP 
technical report [3]. 

CDMA security system does not define a standard 
authentication algorithm; rather, it allows operators to pick 
their own versions, which conform to the published 
standards. However, in order to aid operators, guidelines are 
available as to how to develop an appropriate algorithm. 
Threats of medium significance include eavesdropping 
signaling or control data on the wireless or other interfaces; 
camouflaging as another user; manipulation of the terminal 
or USIM behavior by camouflaging as the creator of 
applications and/or data; camouflaging as a serving network; 
integrity of data on a tenninal or USIM. As can be deduced 
from the above enumeration, the results of the threat 
analysis categorizes the main threats as c01ning from 
camouflaging as other users to get illegal access to services, 
eavesdropping which may result in the compromise of user 
data traffic privacy, or of call-related info1mation like dialed 
numbers, location data, etc., and subscription fraud where 
subscribers take advantage of the services with heavy usage 
without any plan to pay. 

What is new is the acknowledgment of threats which 
exploit more sophisticated, active attacks to achieve the 
eavesdropping or camouflaging [ 4]. 

These comprise of attacks which involve the 
manipulation of signaling traffic on the radio interface and 
where the intmder camouflages as a base station. 
Furthe1more, attention is now not only focused on radio 
interface attacks, but also on other paits of the system [7, 8]. 

V. PROPOSED CDMA-AKA SCHEME

Tue proposed scheme achieves maximum compatibility 
with the cuITent CDMA security ai·chitecture as much as 
possible. This proposed design provides mutual 

authentication and key agreement techniques for the CDMA 
cellulai· standard. This is achieved by using the hashed value 
of (IMSI\TMSI) with the pre-shared key (K) and the 
sequence code (PRN) to compute the session key which is 
changeable depending on the cuITent parameters in case the 
mobile station is in its home area. Also, this paper uses the 
identifier IMEI as the message to be sent by the subscribers 
which is verified by the network operator and stored in both 
the MS and the HLR/EIR. Tue sequence code is derived for 
the spreading purpose in the scrambling process. Tue 
reasons to choose these parameters for this scheme will be 
explained in Section VII. Tue user and network operator can 

authenticate each other and compute the session key which 

is then stored in the MSCNLR for encryption pw-poses and 
setup a secure network. Tue MSC\VLR in this case is only 
responsible to assign TMSI identifiers in case of visited 

users and storing the session key exchange for the 

encryption procedure. Therefore, the proposed scheme only 
needs two handshaking processes for both authentication 
and key agreement processes. However, the proposed 

scheme is based on sho1t and efficient signature schemes to 
provide AKA scheme for the CDMA standard [9, 10]. As we 

presented in Section III, the basic existing CDMA-AKA 
scheme is challenge-response algorithm which it has many 
security weaknesses as false base station attack and IMSI 

catcher attack (See section VII). However, our proposed 
scheme solves such weaknesses with the same bandwidth 
consumption and handshaking process. 

The following figure 3 explains the proposed CDMA
AKA architecture and the handshaking processes between 
the users and the network operator: 
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Figure 3.The proposed CDMA-AKA archeticture 

A. Definitions:

Below are some defmitions which are essential to the
proposed scheme [9]. 

B. Mobile station (MS):

The Mobile Station is made up of two parts, i.e. the
Mobile Equipment (ME) and an electronic "smart card" 
namely, a Subscriber Identity Module (SIM) card. 

C. Mobile Sivitching Center (MSC):

The key role of an MSC is call- switching in a GSM
system. Its general function is basically the same as that of 
any telephone exchange. 

D. Home Location Register (HLR}:

Is the ultimate database of mobile subscriber information
for a wireless carrier's network. lt is the real-time list that 
links phones, phone numbers, user accounts and service plan 
info1mation. 

E. Visitor Location Register (
V

LR):

The VLR holds a copy of nearly all of the data stored at



the HLR. However, it is a temporary data that exists for only 
as long as the subscriber is "active" within the VLR 
coverage. 

F. Authentication Center (AuC):
The AuC certifies any security information management

(SIM) card attempting network connection when a phone 
has a live network signal, and it offers security to guarantee 
that third parties are unable to exploit network subscriber 
services.

G. International Mobile Station Equipment Identity (IMEI):
It is a kind of serial number that exclusively identifies a

mobile station internationally. The IMEI is given by the 
equipment manufacturer and registered by the network 
operator, who stores it in the HLR/EIR.

H. International Mobile Subscriber Identity (IMSI):
Each registered user is exclusively recognized by its

international mobile subscriber identity (IMSI). It is stored 
in the subscriber identity module (SIM). A mobile station 
can only be operated if a SIM with a valid IMSI is inserted 
into an equipment with a valid IMEI. 

I. Temporary Mobile Subscriber Identity (TMSI):
Is the identity that is sent between the mobile and the

network, and it is randomly assigned by the VLR to every 
mobile in the area, when it is switched on. The number is 
local to a specific area, and so it has to be updated each time 
the mobile moves to a new area, hence its name. The 
network can also change the TMSI of the mobile at any time 
in order to avoid the subscriber from being identified by 
third party attackers. 
The following terms will be used in the proposed design: 
K: the pre-shared key which is stored in both USIM and 
AuC by default. 
ID1: IMSI or TMSI depending on the current location of 
each user. 
ID2: The Sequence code (SQ) which is used in the 
scrambling process. 
Q1: The hashed value of ID1 
Q2: The hashed value of ID2 
M: The IMEI identifier and we use it as the message to be 
signed. 
SK: The session key. 
Req: The authentication request. 
XReq: The expected authentication request. 
Res: The authentication response. 
XRes: The expected authentication response. 

The proposed scheme provide mutual authentication 
between the mobile station and the network operator with 
key agreement technique. The main description of this idea 
is to let the mobile station use the sequence code as a 
message and the subscriber’s TMSI or use the specific 
IMSI, and SQ as identifiers; then hash them and use the 
hashed value for the modified short and efficient signature 
in the proposed scheme, and later for the session key. The 
AuC uses the same parameters for verification, and then 

sends another signature which we called RES to the 
MSC/USIM and computes the changeable session key 
depending on the current TMSI which is allocated in 
advance by MSC\VLR. It then sends it to a specific MS in 
the call setup process or in the paging process in case the 
MS is called from the network. 

VI. PROPOSED CDMA-AKA COMPONENTS

The proposed scheme for both the MS/USIM and 
HLR/AuC requires a bilinear group and bilinear map to 
setup the scheme and compute the signature and the session 
key as follows [10, 11]: 
* (G1, G2) multiplicative cyclic groups of prime order q
* g1: generator of G1 and g2: generator of G2
* g1=  (g2): isomorphism from G2 to G1
* e: a bilinear map e: G1× G2  GT with the following
properties:
1. Bilinear: e (P + R, Q) = e(P, Q). e(R,Q)

For all P, R  G1,and Q  G2
2. Computable: There is an efficient algorithm to compute
e(P, Q) for any P  G1 and Q  G2
3. Non-degenerate: for all non-zero P  G1, there is a Q G2 ,
such that: e(P,Q)  1

There exists P and Q in G1 such that e(P,Q)  1 
Let (G1,G2) be bilinear groups where |G1| = |G2| = q for 

some prime q. and assume that the messages to be signed is 
m  IMEI  {0, 1}*, and by using a hash function  

H: {0, 1}* Z*q. Then we can get all the hashed values 
as IMSI/TMSI, SQ in Z*

q. 
There are four algorithms achieved by the network 

operator (Setup, XReq, Res, and session key algorithms). 
On the mobile station side, there are also four algorithms 
achieved by the MS\SIM (Setup, Req, XRes, and session 
key). If the user receives a call (MTC) or wants to make a 
call (MOC), the first step is an authentication process to its 
own network operator. This is achieved by sending Req to 
the network using its own parameters depending on the 
IMSI\TMSI which is based on the current location. Later on, 
the user computes the session key for the encryption mode 
process. In the proposed design, firstly when an MS requests 
access to the network, the MSC/VLR will normally require 
the MS to authenticate it. The MSC will forward the IMSI to 
the HLR or check the specific TMSI in its database VLR. 
Then, when the HLR receives the IMSI and Req, it first 
checks its database to make sure the IMSI is valid and it is a 
part of the network. Once it has accomplished this, it will 
forward the IMSI and authentication request to the 
Authentication Center (AuC). The MSC\VLR can then only 
take a place in the encryption mode process after computing 
the session key. After that, the user will get Res which is 
generated by the network operator using the specific user’s 
parameters TMSI\IMSI, MEI, and SQN. The MS runs the 
next algorithm's XRes key immediately to verify the 
network and generate the specific session's private key and 
stores it for a specific time period to encrypt/decrypt the 
message (M). The process (set session key) depends on the 
previous algorithms (Req, XReq, Res, and XRes). 

The proposed scheme consists of six algorithms 



distributed between the mobile station and the network 
operator as follows: 

A. Setup algorithm in both MSIUSIM and HLRIAuC:
Tue mobile station that needs to get access to the

network resources (Voice, Data, Internet, SMS, MMS, etc.) 
starts computing the setup parameters in the synchronization 
process. The same algorithm will be computed by the 
network operator when getting the authentication request 
from the specific user. The setup algorithm is as follows: 
Pick a random generator: 
Set g1 = 'P (g2) and g2e G2 
Compute: 
Q1

= H (ID1) and Q2
= H (JDi) 

The setup parameters: (g1 , g2, Q1, Q2) 

B. Req and XRes algorithms MSIUSIM:
To get access to the network resources in the call setup

process, the mobile station will start to compute the Req; to 
be able to compute this algorithm, the MS/USIM has to 
compute a secret value in advance as follows: 
Given the setup parameters and the pre-shared key (K) 
which is from the basic CDMA-AKA protocol and it pre
shared and stored in both USIM and AuC in advance. 

Tue MS/USIM sets secret value: S= (g2f 
Then computes the Req using the IMEI identifier as a 

message and the secret value: 
Req=g1 "11( m+Q1+Q2 .S) 

IMSI/fMSI 

SQ 

USIM 

g1 
IMEI 

Sys Parameters: 

g:z 
K 

{IMSI, TMSI, IMEI, SQ, K, g1, gi} 

._ _ _.Req 

Figure 4. Req algorithm in MS/USIM 

Tue MS/USIM sends Req to the HLR/AuC as 
authentication request [ see figure 4]. 
Note that the term l/(m+Q1+Q2.S) is computed using 
modulus p. 

When the mobile station receives Res from the network 
operator, the MS/USIM computes XRes using the setup 
parameters as follows: 

XRes= e(Q1 , Qi) 
if Res = XRes holds then the result is valid. othe1wise the 

result is invalid and the call setup process is aborted. 

C. XReq and Res algorithms in HLRIAuC:
After the HLR/AuC receives the user's authentication

request Req, it first checks Q1 from its database, then it can 
compute the secret value, and use it to verify the request i.e. 
compute XReq using the setup parameters, message (IMEI), 
and Req. 

Using the pre-shared key (K) compute the secret value: 
S= (g2t 
Given XReq = e(g1, gi) 
Compute: 
X= (g2i1e G2 
Y= (g2)Q2 e G2 
Then compute: 
Req•=e(Req, x.g2

m.y) 
XReq = e(g1, gi) 

Check if Req •= XReq , if not output invalid and ab01t the 
authentication process, if yes then output: 
XReq = Req (valid). 

After verifying the XReq, the HLR/AuC sta1ts to 
compute the Res as follows: 
Pick random re z*

q 

Let U= rQ1 

Compute: 
V= (l/H(m)+r)Q2 ) 
Then compute: 
Res= e(H(m) Q1 + U, V) 

And send the Res to MS/USIM, which can be verified in 
the previous XRes algorithm. (figure 5) 
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Figure 5. Res algorithm in HLR/AuC 

D. SK algorithm in both MSIUSIM and HLRIAuC:
The session key can be computed as follows:

First we define e: G1xG1 --> G2 
Set U= (g1i1 

€ G1 

V= (g1)Q
2 e G1 

In the MS/USIM: 
Pick random a e z*

q 

Set: A= aX 
Then compute: 
KMSIUSIAF e(U, B + aV)k 

In the HLR/ AuC: 
Pick random b e z*

q 

Res 



Set: B= b Y 
Then compute: 
KHLR/Auc= e(V , A + bU/' 
The shared session key: 
SK= e (U, V)k(a+-b) 

Tue session key will be used in the next step ( encryption 
mode process), and it will be changed in the next session 
when the parameters are changed i.e. when the user moves 
to a new location area. 

E. Req and XReq co,rectness:
When HLR/AuC receives the Req:

Req=g1 "11( m+Q1+Q2,S) 
it can compute the secret value: 
S=e(Q1, Q2t 
First it stai1s to compute: 
Req •= e(Req, x.g2

m./) 
Where, 
X= (g2t1 and Y= (gi)<!l 
Then, 
Req•= e(gi"ll(m+Ql+.Q2.SJ, gl1 .g2m,g2<!2 .s)
= e(g

1, g2)<m+Ql+(!l.S)l(m+Ql+Q2.5) 
= e(g1, g2) = XReq 

F. Res and XRes correctness:
When the MS/USIM receives the Res= e(H(m)Q1+U, V),

it statts to compute: 
XRes= e(Q1, Q2) 
Where, 
U= r Q1 

V= Qil(H(Jn) + r) 
Then, 
Res= e(H(m) Q1 + U, V) 
= e((H(m) + r) Q1, (H(m) + r)-1 Qi) 
= e(Q1, Q2)"(H(m)+r).(H(m)+r)-I= e(Q1, Qi) = XRes 

G. SK coITectness:
U= (g

1t1 , V= (g1}Q2 , A= aX, B= bY 
For MS/USIM: 
KMSIUsnvF e(U, B + aV)k 

= e(U, b g1<!2 + ag1Q2 / = e( U, (a+b) g1
Q2 / 

= e(U, g1Wt(a+-b) 
So The shared session key: 
SK= e (U, V)k(a+-b) 
For HLR/AuC: 
KHLRIAuc= e(V, A + bU/ 

= e(V, a g/1 
+ b g/1 / = e(V, (a+b) g1

Q1 
)1<

= e(V, g/1 t(a+-b) 
The shared session key: 
SK= e (U, V)k(a+-b) 

VII. PERFORMANCE EVALUATION AND SECURITY ANALYSIS

OF PROPOSED SCHEME 

This perfo1mance is evaluated based on experimental 
outcomes [12, 13], for a variety of c1yptographic operations 
using MIRACLE [14] in PIV 3 GHZ platfonn processor 
with Windows XP operating system and 512 MB memory. 

From [12, 13], the relative running time for the pairing 
operation is 20.04 (ms); for the poiring-bosed scolor 
multiplicotion is 6.38 (ms); for the one-way hash function 
is (3.04) ms; and for the other operations the time will not 
be presented. Here we define some tenns for the mnning 
time calculation: 
Tp= Pait-ing operation time complexity. 
Tm= Poiring-bosed scolor multiplicotion time 
complexity. 
Th= Hash function time complexity. 

For the proposed CDMA-AKA scheme we need three 
pait-ing operations and one exponential operation on the user 
side, and four pafring operations and one exponential 
operation on the network side. As shown in Table 1, the 
computational costs of the proposed scheme can be 
implemented in the CDMA cellular standard compa1-ing 
with the basic standard for the synchronization and call 
setup process which it takes 2.4 sec approxitnately in the 
CDMA2000 cellular standard [2]. 

The following table illustrates the perfo1mance 
efficiency of the proposed scheme based on running time for 
each operation: 

T ABLE 1: THE PERFORMANCE EFFiCiENCY TIME 

Algoritbms ComputntioMI Cost Running Time RmmiugTime RtmIÜug Time 

(ms) MS/USIM HLR/VLR 

Setup 2Tn 6.08 6.08 6.08 

Req 2[,. 12.76 12.76 0 

XReq TpHT. 45.56 0 4S.S6 

Res Tp+T„ 26.41 26.42 0 

XR.es T, 20.04 0 20.04 

SK Tp�1T,,, 32.8 32.8 32.8 

143.66 78.06 104.48 

There are many weaknesses in the basic CDMA-AKA 
security system (CAVE, KASUMI algorithms). The existing 
CDMA-AKA is a challenge-response based mechanism that 
uses symmetric c1yptography. The CDMA security system 
requfres a lot of work to calibrate the communication 
parameters with high security schemes in order to prevent 
such vulnerability. Also, the users always want to be in 
secure hand and they don't tmst the service providers. As 
such, by this proposed scheme we provide a mutual 
authentication with key agreement techniques. Tue proposed 
scheme can not be forged and this is confumable factual 
under a chosen message attack without the random oracle 
model [9]. Hence, it makes the system more robust against 
numerous kinds of attacks such as false base station atta.ck, 
core system attack, and Man-in-the-middle attack [15]. 
Therefore, there is no way the intmder puts itself in between 
the network components for eavesdropping. This is a very 
significant problem in the field of mobile communication 



security i.e. in the CDMA authentication process, two 
related parameters, RAND and Req, and the corresponding 
Res are transmitted clearly on the air interface. Therefore, 
any introdure between MS and BTS or between BTS/BSC 
and MSC can execute a known plaintext attack on the 
challenge-response pair to eavesdrop and then to acquire the 
encryption key. 

Using the parameters (IMSI/TMSI, IMEI, SQ) in the 
proposed scheme provides the system with more security 
and flexibility. The identifier IMSI/TMSI is used for making 
the session key changeable depending on the current 
subscriber’s location. Then all the subscribers have a unique 
session key (SK) for a specific period of time. The identifier 
IMEI is used because it is internationally unique. Hence, if 
the authentication process fails, the network operator can 
know this is a non-functional equipment or the equipment is 
stolen. The sequence code SQ is used as an identifier ID2 
which can be simply generated by a shift register with 
feedback. The PN sequences decide the user capacity 
(limited by the number of different codes), and give a good 
synchronization for the CDMA system. Thus, it is more 
secure if we can synchronize our scheme. Also, with the 
spreading and modulation processes, if the SQ code is 
invalid (Low capacity or Unsynchronized device), the 
scheme aborts the authentication process. The proposed 
approach is more efficient than other competing topologies. 
In comparison to other schemes, such as KASUMI 
algorithm in a basic CDMA system, the proposed scheme is 
a flexible and secure cryptosystem. The only practical 
problem might be a relatively higher computational cost 
than the existing schemes, but it will be improved as new 
mathematical propositions are implemented. 

VIII. CONCLUSION AND FUTURE SCOPE

In this paper, the essential security features of CDMA 
systems and the limitations of the existing CDMA-AKA 
protocols were presented and extensively discussed.  
Moreover, a technique to provide authentication and key 
agreement for the CDMA system with handshaking 
procedures was proposed and comprehensively analyzed. As 
CDMA system is recently being used as a basis for the GSM 
systems, the proposed scheme can be the most suitable one 
for CDMA cellular standard owing to its lightweight 
infrastructure and high security outcomes. The proposed 
scheme is a promising solution for improving several 
weaknesses of the basic CDMA-AKA. In the future work 
the USIM card is a most important component for the 
security in the whole mobile communication security 
system, beside the authentication center in the core system, 
so improvement for the USIM and AuC database is required 
i.e. that gives the system a good security e.g. using a new
techniques of Integrated Circuits (IC) and Smart Cards
technologies to be compatible with the public key
cryptography. There is also a suggestion to make separation
for the security architecture and the CDMA architecture, i.e.
make a full design of PKI in the standalone equipment, and
let the authentication center be standalone center and then
make a interfaces between them, that gives the system a

high reliability for the security issues, possibility of 
development in the future. 
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