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Abstract—As part of Intelligent Transportation Systems (ITS), Electronic toll collection (ETC) is a type of toll collection system (TCS) 
which is getting more and more popular as it can not only help to finance the government’s road infrastructure but also it can play a 
crucial role in pollution reduction and congestion management. As most of the traditional ETC schemes (ETCS) require identifying their 
users, they enable location tracking. This violates user privacy and poses challenges regarding the compliance of such systems with 
privacy regulations such as the EU General Data Protection Regulation (GDPR). So far, several privacy-preserving ETC schemes have 
been proposed. To the best of our knowledge, this is the first survey that systematically reviews and compares various characteristics 
of these schemes, including components, technologies, security properties, privacy properties, and attacks on ETCS. This survey first 
categorizes the ETCS based on two technologies, GNSS and DSRC. Then under these categories, the schemes are classified based 
on whether they provide formal proof of security and support security analysis. We also demonstrate which schemes specifically
are/are not resistant to collusion and physical attacks. Then, based on these classifications, several limitations and shortcomings in 
privacy-preserving ETCS are revealed. Finally, we identify several directions for future research.

Index Terms—Intelligent Transportation Systems, Electronic Toll Collection Schemes, Privacy, Security.

1 INTRODUCTION

Intelligent Transportation Systems (ITS) have been designed
to address several issues such as congestion, pollution, and
accidents due to the significant increase in vehicular traffic,
public transportation, fright, etc [1]. ITS data flow includes
three main components: data collection, data analysis, and
data dissemination [2]. The data collection component gath-
ers information such as time, location, traffic flow, fuel con-
sumption, etc. Later, such data can be analyzed for various
applications: electronic toll collection (ETC), traffic statistic
collection, road safety, automated traffic law enforcement,
insurance pricing, and user convenience [3, 4]. ETC systems
aim to improve road tolling by collecting tolls automatically,
without slowing down the vehicles, as opposed to a manual
toll collection system which drastically slows down the
vehicles, thus causing delay and congestion. It is anticipated
that the global electronic toll collection market, between
2019 and 2030, to have a compound annual growth rate
(CAGR) of 8.3 percent, reaching around 18.5 billion U.S.
dollars by 2030 [5].

Toll service providers (TSP) store various information,
including times, locations, and vehicle identities, to bill
drivers. The stored information could cause privacy issues
in ETC systems, violating the EU General Data Protection
Regulation (GDPR) articles1. The paper [6] summarizes the
privacy issues associated with ETC systems. One of the key
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concerns is that the TSP may use drivers’ data to learn
their movement patterns, including where they go for work
or recreation, creating individual travel profiles [7]. This
practice would compromise the principle named “purpose
limitation” stated in GDPR (Art. 5 GDPR). Another potential
issue is that third parties, such as insurance companies, may
find the data commercially valuable and wish to use it.
In such a case, the usage of drivers’ data by third parties
should be subject to the customer’s consent as specified in
GDPR (Art. 7 GDPR). Data security is another aspect of
privacy issues in ETC systems and is about ensuring that
information is secured from external access and internal
leakage. If security measures are not adequately considered,
the external entities could learn about the data transmitted
over the network, or the internal employees could infer
information they are not supposed to. This is against the
GDPR principle stating that data should be processed in
a way that guarantees the security of the personal data
appropriately (Art. 5 GDPR).

We give several examples demonstrating how toll data
can violate privacy. According to an associated press survey,
EZ-Pass records can provide courts with toll information as
evidence in criminal and civil cases [8]. The New York civil
liberties union states that wireless EZ-Pass transponders
routinely gather private data, including the location data
about drivers [9]. As another example, user profiling uses
toll data, including time and location, to extract users’ places
of interest and movement patterns [6, 10, 11], and to monitor
road traffic [12]. These examples show that more vehicles
are becoming worried about their privacy in ETC systems.
To handle this issue, researchers have presented privacy-
preserving ETC schemes (ETCS). The objective of ETCS is to



provide security and privacy for drivers.
An adversary in ETCS could perform various attacks

violating security and privacy, which a malicious driver or
a malicious toll service provider can do. The adversary, for
example, can benefit from various tracking algorithms to
track vehicles in an ETC system [13–17]. These algorithms
typically get as input information such as drivers’ locations,
times, and toll fees and try to track vehicles, meaning to
learn the locations visited by a driver [18].

The ETC schemes are based on different technologies
and components, aiming to make ETC systems resistant
to potential attacks. However, each of these schemes has
its shortcomings. Some schemes, for example, lack formal
security proof or lack implementation, thus making these
schemes impractical in real-world scenarios. Or some of
them focused only on a few attacks, and other potential at-
tacks are not considered seriously. To the best of our knowl-
edge, this survey is the first one that mainly focuses on the
taxonomy of privacy-preserving ETCS. This survey collects
and categorizes all potential security and privacy properties
in such schemes. Additionally, based on our review, all
potential attacks on ETCS are collected and grouped into
various categories. Based on our categorizations and the
analysis of the reviewed ETCS, several open directions are
recommended, which pave the way for researchers to design
privacy-preserving ETCS and guide toll engineers to deploy
privacy-preserving ETC systems.

Contributions
The main contributions of this survey can be summarized
as follows:

• We discuss in detail the general aspects of ETC
systems in Section 2, such as components of ETC
systems and technologies of ETC systems. Then, we
present the security aspects of ETCS in Section 3,
including protection measures for ETCS, attacks on
ETCS, and formal security definitions in ETCS.

• We group ETCS, in Section 4, based on the technol-
ogy used in them for operation: privacy-preserving
GNSS-based schemes and privacy-preserving DSRC-
based schemes. Afterward, under each group, we
cluster them based on whether they support/do not
support formal security proofs. Under each category,
we discuss in detail the schemes.

• We analyze the discussed schemes under two
categories, namely privacy-preserving GNSS-based
schemes and privacy-preserving DSRC-based
schemes (Sections 4.1.3 and 4.2.3). We discuss which
schemes are/are not resistant to collusion and
physical attacks and then discuss the other attacks
to which these schemes are vulnerable and the
performance of such schemes.

• We give some research direction to researchers con-
cerning the design of privacy-preserving ETCS (Sec-
tion 5).

Search methodology
We have used the following relevant keywords and their
combinations in search engines, which cover our re-
search study: “privacy-preserving”, “toll collection”, “toll

TABLE 1
List of acronyms.

Full name Acronym
ANPR Automated number plate recognition

AS Aggregate signature
BC Blockchain
BS Blind signature
DL Deep learning
DS Digital signature

DSRC Dedicated short-range communications
EC Elliptic curve

ETC Electronic toll collection
ETCS ETC schemes
ETP Electronic Toll pricing
FHE Fully homomorphic encryption

GDPR General Data Protection Regulation
GNSS Global navigation satellite system
GPS Global positioning system
GSM global system for mobile communication
GSS Group signature scheme
HC Homomorphic commitment
HS Homomorphic scheme
ITS Intelligent Transportation Systems
LEZ Low-Emission Zones
ML Machine Learning

NIZK Non-interactive zero-knowledge
OBU On-board unit
OT Oblivious transfer

PBFT Practical Byzantine fault tolerance
PKES Public key encryption scheme
POT Priced oblivious transfer
PPT Probabilistic polynomial time
PRF Pseudo-random function

PRNG pseudo-random number generator
RSU Road-side unit
SE Secure element

SMC Secure multi-party computation
SRP Smart road pricing systems
SS Signature scheme
TC Toll charger

TCR threshold cryptography
TSP Toll service provider
TTP Trusted third party
ZKP Zero-knowledge proof

system”, “toll pricing”, “electronic traffic pricing”, “road
pricing”, “Pay-as-you-drive”, “eCash”, “VANETs”, “secu-
rity”, “blockchain”, “machine learning”, “deep learning”,
“location-based services”, “Vehicular ad hoc network”, “sur-
vey”, and, we finally found 650 papers. The year of publi-
cation of the resulting articles is between 2001 and 2022.
The resulting papers fall into various publisher categories,
including IEEE, ACM, Springer, and PETS. Then, we filtered
the collected papers by examining their titles and abstracts
and excluded the unrelated and duplicated papers. In the
end, 65 papers were studied and discussed in our survey.

Fig. 1 illustrates the road map of the paper. In Section 2,
we discuss general aspects of ETC systems, and afterward,
we elaborate on the security aspects of ETC systems in
Section 3. The taxonomy of privacy-preserving ETCS is
set out in Section 4. Sections 4.1.3 and 4.2.3 analyze the
presented schemes. Section 5 gives some guidelines and
proposes future research directions in ETCS. Finally, Section
6 concludes the survey.

2 THE GENERAL ASPECTS OF ETC SYSTEMS

We give an overview of general aspects of ETC systems
that seem necessary to understand privacy-preserving ETCS
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Introduction
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Taxonomy of privacy-preserving ETCS
● GNSS-based technology

○ Schemes supporting formal security proofs
○ Schemes lacking formal security proofs
○ Analysis of GNSS-based schemes
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Fig. 1. The road map of the paper

discussed in Sections 3 and 4. In the following, we elaborate
on the aspects, including components of ETC systems, tech-
nologies in ETC systems, storage of private locations in ETC
systems, payment methods, and charging schemes. The list
of all acronyms used in this survey is presented in Table 1.

2.1 Components of ETC systems
We define the components typically used in an ETC system.

• Toll service provider (TSP): This provider may be a
private company that stores private location records
to bill drivers, or in case of law enforcement, the TSP
can provide the required private data to the related
organization [19].

• On-Board Unit (OBU): The OBU is a device that is
installed on a vehicle to collect various information
with the help of different sensors. This collected
data can be processed and exchanged for different
purposes, such as paying the toll fee [20].

• Road-side Unit (RSU): This device communicates
with the OBU and is generally managed by the TSP.
It makes the routing of messages efficient.

• Enforcement system: This component handles var-
ious violations, i.e., when drivers do not honestly
follow the protocol. For handling these violations,
there are various mechanisms such as taking photos
of license plates automatically via cameras or other
mechanisms such as detecting a vehicle class to
which a car belongs, a police control, or challenging
the OBUs [21]. The enforcement can be done upon a
request from the court or any authorized organiza-
tion [19, 22].

• Driver: This component typically must subscribe to
a system such as TSP and reveal its identity, e.g., the
passport. The driver uses the OBU to interact with
other devices, such as RSU, to pay the toll fee.

• Toll charger (TC): It is either a public or private
organization that imposes tolls for road usage, and

it defines the correct use of the ETC system. In
accordance with the TC, the TSP considers prices for
the usage of the roads [21].

2.2 Technologies in ETC systems

For establishing an ETC, three types of technologies are
typically used.

• Dedicated short-range communications (DSRC):
DSRC is widely used and falls into the radio fre-
quency or microwave range of the electromagnetic
spectrum. In this technology, antennas are installed
on the toll gantries communicating with mounted
transponders or tags in vehicles as they pass by [23].
Fig. 2 shows a DSRC-based ETC system. We briefly
sketch the interactions between the components as
follows. A driver submits their identity, such as a
passport, to the TSP and receives an ID. When a
vehicle passes a toll gantry, the OBU, located inside
the vehicle, communicates with the RSU to compute
the total toll fee. The RSU, from time to time, sends
its information to the TSP for updating. Finally, the
TSP issues an invoice for the driver at the end of the
billing period, and accordingly, the driver pays the
total toll fee, which s/he owes to the TSP.
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Fig. 2. Components of a DSRC-based ETC system

• Global navigation satellite system (GNSS): OBU,
with the help of the Global Positioning System (GPS),
receives the vehicle’s location from the GPS satellite
and measures its road usage. For communicating
with the TSP, the GNSS and global system for mo-
bile communication (GSM) are used together [19].
Fig. 3 shows a GNSS-based ETC system. As the
figure shows, the vehicle autonomously obtains its
locations and then calculates the final total fee based
on road usage or other parameters. In these systems,
private locations are typically stored in the OBU,
and the TSP is not aware of drivers’ locations as
opposed to DSRC-based systems where the RSU and
TSP learn anonymous drivers’ locations.
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Fig. 3. Components of a GNSS-based ETC system [21]

• Automated number plate recognition (ANPR): This
technology benefits from digital cameras and op-
tical character recognition (OCR) to make photos
of drivers. ANPR is typically used for enforcement
purposes as it can provide evidence in case a driver
behaves maliciously. It should be noted that ANPR
inherently violates drivers’ privacy [19, 23, 24].

2.3 Storage of private locations in ETC Systems
In [12, 25], the authors group ETC systems into two cat-
egories based on where the locations data is stored. Each

approach has its own merits and disadvantages:

• Location data stored on user devices: In this cate-
gory, it is the user device, e.g., OBU, that manages
and collects the locations and tolls, while servers
are responsible for processing aggregated data. This
approach reduces the issues of location privacy; how-
ever, the user bears the burden of storing travel
history and the heavy computation, e.g., constructing
zero-knowledge proofs (ZKP).

• Location data stored on a central toll server: In
this approach, the server stores and manages all
the drivers’ transactions. Applications such as traffic
control and monitoring can benefit from this ap-
proach, while this might threaten the users’ privacy.

2.4 Payment methods
There are two types of methods for paying toll fees.

• Post-payment: in this type of payment, a driver will
pay the total toll fee after a period, e.g., a month. The
total toll fee is the summation of all the toll fees a
driver owes to a toll provider [19].

• Pre-payment: in this method, a driver will pay in
advance a fixed amount of toll fee [26].

2.5 Charging schemes
In ETCS, dynamic pricing is usually the efficient type of
pricing and the reasonable way to calculate the toll rate [27].
Dynamic pricing can be applied to control traffic and pollu-
tion based on various pricing schemes. Each ETC might use
one or a mixture of the following pricing schemes based on
its policies and regulations:

• Class-based: Toll rate can be calculated based on
different parameters related to a vehicle, including
air pollution and noise caused by a car. Also, the
number of axles and the vehicle’s weight may be
considered in this calculation [23]. Different classes
could be defined concerning the level of the toll rate;
for example, [28] demonstrates six different classes
from Euro1 to Euro6.

• Distance-based: This pricing scheme encourages
drivers to control their travel behaviors, such as the
number of trips, mode of transport, etc. Even drivers
might choose the place of their home and work to
reduce the distance from home to work [23, 29].

• Zone-based: This pricing scheme is typically used in
urban areas to control not only traffic congestion but
also air pollution in particular zones. A zone might
include roads, bridges, tunnels, etc. These zones are
called Low-Emission Zones (LEZ) in [23, 30–32].
Great cities try to control the number of vehicles
entering areas with high levels of traffic jams and
pollution. The vehicles must pay a toll when entering
a zone.

• Access/Facility-based: Toll can be imposed on a spe-
cific facility, e.g., roads, tunnels, and bridges, or even
levied on all or designated lanes of a facility [19, 23].
Access to a facility could be allowed based on the
time of the day, e.g., rush hours [21].



3 THE SECURITY ASPECTS OF ETCS
We elaborate on the security aspects of ETCS, including
protection measures for ETCS, attacks on ETCS, and formal
security definitions in ETCS.

3.1 Protection Measures for ETCS

In this subsection, we discuss two various protection mea-
sures for ETCS: security properties and privacy properties.

3.1.1 Security properties
Security properties of an ETC scheme, including authentica-
tion, confidentiality, availability, and integrity, are discussed
here.

• Confidentiality: In an ETC scheme, there can be dif-
ferent communication channels between the ETC’s
components, i.e., the channel between an RSU and a
driver, a driver and a TSP, or an RSU and a TSP, etc.
Based on the security policies of such a system, any
of these channels can be confidential, which means
no adversary should be able to eavesdrop on the
channel [3, 19].

• Integrity: This property guarantees that the content
of a message sent or received by a driver in an ETCS
is not modified by an adversary [33].

• Availability: There should be mechanisms for the
availability of the ETC’s components which have
to be accessible timely in the presence of malicious
or faulty conditions. The cryptographic protocols
used in an ETC scheme should be computationally
and communicationally efficient to provide data in a
timely manner [3, 33, 34].

• Authentication: In an ETC scheme, for communica-
tion between a driver and a server (e.g., a TSP), the
driver has to register at the server [34, 35].

• Non-repudiation: Using cryptographic signature
schemes (SS), we can ensure that the sender or
receiver of messages cannot falsely deny having
been involved in a communication [33]. It is worth
mentioning that using digital signature (DS) schemes
should not sacrifice the anonymity property in case
an ETC scheme requires such property.

• Access control: By permitting authorized entities,
they can access the services and the information
which they are eligible for. For example, in an ETC
scheme, only law enforcement authorities can access
malicious drivers’ private location records [35].

• Physical security: To prevent drivers from manipu-
lating the OBU, security measurements should be
taken. For example, the scheme presented in [4]
prevents a malicious driver from disabling the OBU.

• Enforcement/Auditing: Misbehaving drivers can be
detected using this property. A random spot check
is an approach for the detection of such drivers.
Typically, the random spot checks are used to check
the correctness of the location or the fee calcula-
tion [21, 25]. In random spot locations, the time and
the location where a vehicle has passed are recorded
as proof. To record this data, e.g., an automatic
license plate reader, a police control, or a camera

can be used [21]. Tamper-resistant devices can force
drivers to provide the correct data; however, a mali-
cious driver might deactivate the OBU [25].

• Accountability: Under certain conditions (e.g., a
driver misbehaves), tracking of a malicious user
should be possible. For example, the TSP should
be able to disclose the misbehaved user’s location
records upon request from a law enforcement au-
thority [3, 34, 36]. The papers [25, 37] used the
term “traceability”, which implies the same notion
as Accountability.

• Blacklisting/Revocation: A TSP might need to black-
list a malicious driver to prevent his/her negative
impact on an ETC scheme [3].

3.1.2 Privacy properties

Drivers in an ETC scheme wish to keep their private records
confidential, including time and location. Drivers want to
ensure that the ETC operators will not abuse the past,
present, and future history of their transaction records. To
this end, the following privacy features should be consid-
ered.

• Anonymity: This privacy feature concerns the pro-
tection of a user’s identity, which means the user can
be authenticated and uses the available services and
resources without revealing his/her identity [3]. The
term anonymity in [38] is defined as “the state of
being not identifiable within a set of subjects”. In an
ETC scheme, the messages sent to the TSP by drivers
should be anonymized so an attacker cannot asso-
ciate the messages with the corresponding drivers.
If a user is de-anonymized by an adversary due to
a privacy attack, tracking a user can be done more
easily. In fact, by combining the obtained identity
with additional information, e.g., the mobility profile
of the user [39], the adversary can perform tracking
and subsequently might commit crimes such as au-
tomobile thefts or abductions [40].

• Pseudonymity: A pseudonym is an alternative name
for a real identity used for authentication. A user
can use his/her pseudonym without revealing the
real identity to access services and resources. Al-
though there are similarities between anonymity
and pseudonymity, the latter provides accountabil-
ity for the user. Accountability can be provided by
associating the pseudonym with a reference, i.e., a
pseudonym or an alias. The pseudonym of a ma-
licious user can be linked with his/her real iden-
tity by the law enforcement authorities [3, 33]. The
pseudonyms generated for a user are not linkable to
obtain meaningful information [41].

• Unlinkability: This feature means that the attacker
cannot link the messages transmitted by the same
driver together. As a result, the driver’s actions are
not traceable by a malicious user [18, 34, 36, 38]. In
ETCS, the TSP or RSU should not be able to link
the stored locations and times to the corresponding
drivers; otherwise, drivers can be easily tracked.

• Unobservability: If the messages broadcasted by a
driver cannot be distinguished by others, particularly



the third parties, then the unobservability property
is maintained during communication [42, 43]. As a
result, the attacker should not be able to detect the
legality of the communication [34].

Fig. 4 shows the protection measures, namely security
and privacy properties, for ETCS.

Protection measures for ETCS

Security properties
• Confidentiality
• Integrity
• Availability
• Physical security
• Enforcement/Auditing
• Accountability
• Blacklisting/Revocation
• Authentication
• Non-repudiation
• Access control

Privacy properties
• Anonymity
• Pseudonymity
• Unlinkability
• Unobservability

Fig. 4. Protection measures for ETCS

3.2 Attacks on ETCS

In this subsection, we discuss various attacks which can be
performed in ETCS. These attacks are grouped as follows:
attacks by malicious drivers, attacks by malicious servers,
and attacks by intermediate routers. Fig. 5 summarizes
various types of attacks on ETCS.

Attacks by malicious drivers
• Collusion
• Physical attack
• Message modification
• Double spending
• Masquerade attack

Attacks by intermediate routers

Type of Attacks on ETCS

Attacks by malicious servers
• Tracking attack
• Identification attack
• Function modification

Fig. 5. Types of attacks on ETCS

3.2.1 Attacks by malicious drivers

Malicious drivers might use different methods to fool the
ETC scheme to prevent billing. These methods are discussed
as follows:

1) Collusion among dishonest drivers: Malicious
drivers could submit incomplete or tampered toll
transactions to get evidence proving that they have
cheated. This evidence, then, will reveal the spot lo-
cations. Afterward, the malicious drivers can share
this revealed information, i.e., spot locations to cir-
cumvent paying toll money [7].

2) Physical attacks: Malicious drivers can tamper with
the OBU or transponder to avoid billing or to pay
less. To do so, such drivers typically deactivate the
OBU [4, 44]. The paper [4] mentions that a malicious
driver can make a transponder generate incorrect
tuples. These tuples will be used as the inputs for a
function computing the total toll fee.

3) Message modification: A malicious driver might
tamper with the messages sent and received in a
protocol [21, 24].

• OBU with spoofed GPS data: A driver can
spoof the GPS signal to simulate a cheaper
route. To do so, such drivers might modify
the record of transactions [4, 21].

• Invalid road prices: Drivers might assign an
invalid fee to the roads on which they are
moving [21].

• Reporting invalid total fee: Drivers might re-
port an invalid total fee different from the
final valid fee calculated in the OBU [21].

• Changing the class of a vehicle: In
transponder-based ETC, a driver whose
vehicle’s type falls into an expensive vehicle
class, e.g., trucks, might maliciously use a
transponder so that it belongs to a cheaper
class such as taxis [24].

4) Double spending: A malicious driver might reuse a
token two or more times when driving [8, 19].

5) Masquerade as another car: A malicious driver can
eavesdrop on a message sent or received by a vehi-
cle and then tries to pretend as that vehicle [4].

3.2.2 Attacks by malicious servers
Malicious toll service providers or even third parties might
perform the following attacks:

1) Tracking attack: In this attack, an adversary aims to
reconstruct a driver’s trajectories using tracking al-
gorithms. A malicious TSP can use the collected in-
formation such as times, locations, total toll fee, and
home addresses to track drivers, violating drivers’
privacy in an ETC scheme [4]. Tracking can be done
for various purposes. For example, a TSP wishes
to know all the toll gantries a driver has passed
through, or the TSP is interested in knowing the
location sites (e.g., any workplace or supermarket) a
driver has visited periodically [39]. In [45], a track-
ing algorithm is proposed based on the adversary’s
knowledge, including toll fees, total toll fees, the
city’s map, and other contextual information. The
total fee is the summation of toll fees that a driver
owes the TSP within a month. The algorithm’s core
idea is to solve the subset sum problem [46] in which



we find the toll prices whose summation leads to a
driver’s total toll fee.

2) Identification attack: A malicious server might be
interested in discovering a driver’s identity corre-
sponding to his/her trace in an ETC scheme. The
server uses inference attacks to de-anonymize a
specific driver [39]. The inference attacks employ
the linkability of users to sensitive locations such
as their workplaces or homes.

3) Function modification: A malicious TSP could mod-
ify the result of a function, which it computes,
to take advantage of drivers. For example, it may
change the output of the pricing function to obtain
financial profits illegally. The work [4], for example,
defines some types of functions: the usage-base
tolls function, which is used for the computation of
tolling cost, and automated speeding tickets, which
detects speed violations.
Note: this attack could fall into the category of “ma-
licious drivers”. If a driver’s interaction is needed
for the function computation, the driver impacts the
function’s output.

3.2.3 Attacks by intermediate routers
The paper [4] explains that the malicious routers can create
false packets, drop the packets and modify the packets sent
and received between the car’s transponder and the server.
To prevent modification, drivers should encrypt data with
the server’s public key. To handle the dropped and forged
packets, drivers should ensure that all their tuples (times
and locations) exist in the downloaded tuples. If some tuples
are dropped or forged, drivers can upload them to the
server.

3.3 Methods of providing security and privacy
We discuss various methods used to provide security and
privacy in ETCS. It should be noted that designers can har-
ness various methods to design privacy-preserving ETCS.
The methods are as follows.

• Cryptographic primitive-based method: Designers
use several cryptographic primitives to design
such schemes. The commonly used methods in-
clude public key encryption, digital signatures,
pseudo-random functions (PRF), non-interactive
zero-knowledge (NIZK) proofs, and hash functions.

• Secure multiparty computation-based method: Some
privacy-preserving ETCS such as [4, 47] used this
method. In this method, two or more parties jointly
compute a function securely, and at the end of the
protocol, no party learns more than its private input
data and output [48]. This method itself might em-
ploy several cryptographic primitives.

• Blockchain-based methods: Recently, several
blockchain-based ETCS [49–52] and architec-
tures [53–55] have been presented. Blockchain is
a distributed decentralized ledger where data is
recorded, and the data is always persistent [56, 57].
Blockchain has several fundamental properties, such
as immutability: the data stored in blocks cannot
be modified, integrity: changing a bit in a block is

detectable, non-repudiation: it is provided by digital
signatures, and transparency: since every recorded
data stored in a block can be seen by all network
nodes, and the stored data cannot be modified, this
provides transparency.

3.4 Methods of formal security proof in ETCS

We define formal security definitions employed by
privacy-preserving ETCS. Both schemes “P4TC” [19] and
“PrETP” [21] use a simulations-based security notion named
“ideal-world/real-world paradigm” [58]. The ideal func-
tionality F is a trusted third party (TTP) that solves the
problem in a perfectly secure and privacy-preserving man-
ner. A protocol π is as secure as the ideal functionality F
if no environment Z can distinguish between two experi-
ments, namely the real experiment and the ideal experiment.
Note that the environment Z is a probabilistic polynomial
time (PPT) Turing machine. In the real experiment, the
environment Z communicates with the parties participating
in the real protocol π, and the experiment uses a real
adversary A. In the ideal experiment, the parties send their
input to the TTP F and receive their output from F . In
the ideal experiment, a simulator S is employed in place
of the real adversary A, and the simulator pretends to be
the real adversary A and simulates the network messages.
Any attack on the real execution is also possible in the
ideal one if no Z can distinguish executions of the ideal
and real experiment. In this case, we say that the protocol π
provides the same security level as the ideal functionality F .
In terms of privacy, the parties just learn their output, which
is sent to them by F . Hence, we can guarantee that no more
information is revealed and thus, the achieved privacy level
can be concluded from the ideal functionality’s output.

Using the ProVerif tool is another approach for security
proof used by the studies [25, 59]. This tool is for the
automatic analysis of security protocols, which takes as
input the protocol model. The model is obtained with the
help of applied pi-calculus. The work [59] defines location
privacy for the VPriv scheme as follows. We denote the
server’s database S, including the tuples in the format
< tag, time, location >. We define the set S′, including
the tuples < location, time > that correspond to the tuple
< tag, time, location >, where the item tag is removed.
C is an arbitrary vehicle. We consider the set V denot-
ing all information available to the server in VPriv. The
information includes the data sent by C to the server or
any information computed or owned by the server during
the calculation of f (path of C), where f computes the toll
price corresponding to the path. The set V ′ represents all
the information included in S′, the output of f (path of C),
and other side channels in the raw database S′. We say the
calculation of f preserves the C’s location privacy if what
the server learns about C’s tuples is insignificantly greater
in V than in V ′. Loosely speaking, from the server’s view,
the tags included in the tuples might just as well be random.
Besides location privacy’s definition, the study [59] defines
privacy for list permutations and privacy for interactive
zero-knowledge protocols using indistinguishability. Con-
cerning the definitions, they prepare a model upon which
the ProVerif analyses VPriv.



The work [25] similar to [59] employs ProVerif to analyze
the security. They define three security properties, namely
correctness, accountability, and unlinkability. The first prop-
erty satisfies that the server obtains the correct total toll fee
and all users pay their toll fees. Accountability means that
the scheme can detect the originator of malicious behavior.
The last property guarantees that an adversary cannot link
a user to its corresponding location records. After modeling
the properties by the applied pi-calculus, they used ProVerif
to analyze the protocol. Table 2 summarizes the methods
applied by the ETCS to prove security and privacy formally.

The authors [60] analyze their scheme formally using a
set of lemmas and one theorem. The theorem states that the
ETC scheme meets the two design objectives defined by the
authors. Then, they use the lemmas to prove the theorem.

TABLE 2
Methods used for formal security proof in privacy-preserving ETCS.

ETC scheme Method for formal security proof

VPriv [4],[59] ProVerif
PrETP [21] Ideal-world/Real-world paradigm
[37], [25] ProVerif

P4TC [19] Ideal-world/Real-world paradigm
[60] Lemmas and theorems

4 TAXONOMY OF PRIVACY-PRESERVING ETCS
Over the past few years, several privacy-preserving ETC
schemes have been proposed. In this section, we first cat-
egorize these schemes under two technologies: GNSS and
DSRC technology. The reason for such grouping is that the
type of components and equipment used in these technolo-
gies are different (see 2.2). Different technologies inevitably
lead to different privacy-preserving ETCS and accordingly
cause different protection measurements to provide security
and privacy. For example, based on the technology, there
are differences in how the total fee is computed and in the
type of information available to the TSP (see 2.2). Therefore,
these differences justify our categorization into two groups.
Then, we categorize each group into two groups: schemes
supporting formal security proofs and schemes lacking for-
mal security proofs. The reason for such grouping is that
we are interested in determining the percentage of schemes
supporting/not supporting formal proofs. This statistic can
warn designers if there is a lack of formally proven ETCS,
as they are more reliable to be deployed practically in real
word scenarios. The taxonomy is shown in Fig. 6.

4.1 GNSS-based schemes
In this subsection, we discuss the schemes operating based
on GNSS technology. We cluster the privacy-preserving
GNSS-based schemes in two main groups: those supporting
formal security and those lacking formal proofs. In the fol-
lowing, we explain the schemes supporting formal security
proofs and then discuss those lacking formal proofs.

4.1.1 Schemes supporting formal security proofs
Here, we elaborate on the schemes [4, 21, 25, 37, 59] which
present formal proof. Almost all these studies consider

various driver and server attacks (see 3.2). We should note
that although the scheme [21] provides the formal proof,
it does not consider the server attacks as opposed to the
schemes [4, 25, 37, 59].

The authors in [4] presented VPriv, a system with two
key components. The first component aims to preserve
the privacy of computing three different functions. These
functions estimate the toll fee, speed, and delay with the
help of secure multi-party computation (SMC). The second
component is an enforcement method for the detection of
malicious drivers. This method uses random check spots to
prevent such drivers from physical attacks, such as turning
off their OBUs. The threat model assumes that the server
and drivers might misbehave as they have strong financial
motivation. VPriv includes three phases. In the registration
phase, the client application, which is run by the driver,
generates cryptographic commitments of the random tags
(tags are random, so they cannot be linked with a car) and
sends them to the server. Then the random tags will be
bound to the driver’s identity. In the driving phase, the car’s
transponder sends the tuples, i.e., random tag, location, and
timestamp, to the server. In the last stage, reconciliation, the
client computes the aforementioned functions at the end of
the billing period. Then with the help of zero-knowledge
proof, the client application proves to the server that the
functions’ output is correct. This phase is inefficient as the
client downloads all the tuples from the server. For the
implementation of these phases, various cryptographic tools
are used: (1) homomorphic commitments (HC), (2) secure
multiparty computation, (3) zero-knowledge proofs, and (4)
a pseudo-random function. For verifying the total fee, the
server uses homomorphic encryption over the encrypted
data. Thus, the server only learns the total fee, not the
private tuples. VPriv has several weaknesses, as mentioned
in [21]. As drivers in VPriv have to send anonymous mes-
sages to the server, e.g., with the help of Tor [61], it imposes
overhead on the system. Besides, although the server keeps
anonymous tuples for each vehicle, the TSP can benefit
from tracking algorithms such as [62–64] to obtain more
information about the path that a vehicle has followed.
Another weakness is that if the number of vehicles increases
in the system, the computational and communicational com-
plexity also increases. Finally, the authors analyzed their
scheme’s security against many attacks and demonstrated
that it is resistant to malicious drivers and servers. Their
analytical results show that their scheme can efficiently run
on stock hardware.

The authors in [59], introduced a framework for the
formal analysis of privacy in ETCS and then applied it to
the VPriv protocol [4]. They tried to create an abstract model
of VPriv while keeping the features of the protocol. Then,
the ProVerif tool analyzes the model with the assumption
that attackers are honest-but-curious and merely follow
the protocol specification. They demonstrated that VPriv
preserves privacy properties in their abstract model.

The authors in [21] present PrETP, a privacy-preserving
Electronic Toll pricing (ETP) system. This scheme uses a
cryptographic construction, Optimistic Payment (OP), based
on signature schemes and homomorphic commitments. The
threat model in this work allows malicious users to ma-
nipulate the OBU and any of its interfaces. The system
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model in which PrETP is defined includes three entities:
On-Board Unit, a Toll Service Provider (TSP), and a Toll
Charger. The OBU locally computes the sub fees for the
trajectories and then, at the end of the tolling period, adds
up all the sub fees for calculating the total toll fee. This will
preserve privacy as the OBU does not reveal any private
data to TSP and TC. As opposed to VPriv, PrETP does not
rely on anonymization techniques (i.e., Tor is not needed)
since the drivers’ private data are stored locally in the
OBU. Afterward, the OBU proves to the TSP that it has
performed valid computations. For protecting the OBU’s
data from malicious users, the data is encrypted inside the
OBU with a method discussed in [65]. In contrast to VPriv,
the computational complexity of the OBU is independent
of the number of vehicles involved in the system, which is
an advantage. Authors in [21] consider the driver’s attacks,
including drivers who inactive OBUs, drivers who cause
OBUs to send false GPS location data, cause OBUs to use
incorrect road prices, or cause OBUs to report total false
fees. The TSP provides vehicles with OBUs. The TC imposes
tolls for the roads and uses automatic license plate readers at
random spot checks to detect malicious drivers. The authors
in [21] mention several practical issues: although PrETP
protects the drivers’ privacy, the TSP has access to the users’
identities and their home addresses. As the TSP accesses the
total fee, decoding techniques [66] might be employed to
obtain the possible sub fees from the total fee. The authors
finally evaluated PrETP in terms of the OBU’s and TSP’s
performance and demonstrated that PrETP can be run in an
OBU in real time.

The paper [37] proposed an ETP system based on
a group signature scheme (GSS). This scheme assures

anonymity for the signers within a group. A message signed
by a group member can be verified by the other mem-
ber without revealing the signer’s identity. The main aim
of this study is to make a balance between the privacy
of the users and the computational and communicational
overhead. To do so, the users are divided into groups,
and the corresponding toll fee is calculated in one round.
This system has four phases: (1) based on a group division
policy, a user will be assigned to a group, (2) the users
anonymously transmit their collected locations along with
the group name to a toll server. Besides, the hashes of the
locations signed by the group signature scheme will be
sent to the server, (3) the server sends the hashed locations
and the associated toll fees, which are encrypted using a
homomorphic cryptosystem, to the users. Then, the users
add up their toll fees by multiplying them and sending the
result to the server. The server finally decrypts the resulting
ciphertext (4) in this phase, for the detection of a dishonest
driver, the server sends the location signatures, the associ-
ated encrypted fees, and user payments to the authority.
The presented protocol, however, has several challenges,
e.g., finding a suitable group size that provides anonymity
is difficult. Additionally, although this scheme considers the
attacks of a malicious server, it does not consider the drivers’
attacks. Later, the authors in [25] verified the security and
privacy of the presented system with the help of ProVerif.

4.1.2 Schemes lacking formal security proofs

Here, we elaborate on the schemes [7, 12, 44, 47, 65, 67, 68]
which lack the formal proofs; in fact, these schemes do not
consider the driver and server attacks seriously, and each



scheme only focused on one or two types of attacks among
all the driver and server attacks.

The work [65] provides a privacy-friendly architecture
named “PriPAYD” to compute the premium for the pay-as-
you-drive insurance systems. Although the work’s applica-
tion is for insurance companies, the proposed architecture
idea can be applied to ETC applications. In both applica-
tions, drivers pay based on their road usage. The main part
of the computation is carried out inside the OBU, and only
the minimum information needed to bill users is sent to the
insurance company. The data inside the OBU is encrypted
to protect it from malicious users. Since no private data,
including location data, is stored in the insurance company,
the messages between the OBU and the insurance company
do not need to be anonymous. The final premium calcula-
tion is performed inside the OBU and will be encrypted by a
public key encryption scheme (PKES) under the company’s
public key. Then it will be sent to the insurance company.
Concerning this architecture, since the company does not
check the correctness of the operations performed by the
OBU, it jeopardizes its applicability to real-world scenar-
ios [21]. The authors analyze the security of users and the
company informally. The authors define three key security
properties for the channel transferring the billing informa-
tion: authenticity, confidentiality, and privacy. However, the
presented architecture is not implemented in this work.

The authors in study [67] build the first practical and
functional road charging application which closely follows
“PriPAYD” [65]. They show that their implementation is
viable and the OBU’s basic functionalities are possible by
employing off-the-shelf hardware modules and free licensed
software tools. Their implementation includes two steps.
The first step is to develop cryptographic modules, in-
cluding authenticated encryption, public key encryption
scheme, public key signature scheme, symmetric block ci-
pher, pseudo-random number generator (PRNG), and hash
function. The second step of the implementation deals with
the normal mode of operation, including five phases. (1)
initialization: this phase initializes the OBU for the end
user, e.g., storing parameters in the internal memory. (2)
map-matching: this phase generates the mapped data in
the form of strings, including time of the day, type of road
(3) premium calculation: this function begins at the end of
the user’s journey. Each sub-fee of the journey is calculated
based on the time of the day and the type of road. Then,
all sub-fees are aggregated, resulting in the final journey’s
premium. (4) GPS encryption: the full GPS data is first
encrypted by the authenticated encryption and then signed
by the OBU using the RSA-PSS routine (5) send premium:
This phase is performed at the end of the month when the
vehicle needs to send the final premium to the insurance
company. Then, the authors evaluate the performance of
the phases in terms of execution time. The results show
that building a practical road charging system is feasible.
However, the security of the scheme is not proved formally.

In the scheme [44], vehicles send the hash of their loca-
tions and the corresponding sub fees as commitments to a
TSP. For confidentiality, these commitments will not reveal
the drivers’ road segments on which they have traveled.
The presented scheme uses random spot checks to detect
cheating drivers, providing auditing property. To do so, a

very small percentage of the pre-images of the hash values,
i.e., trajectories and fees, should be disclosed to the TSP.
The spot checks in this scheme are applied to check the
locations’ correctness and the fee calculations [21]. This
scheme discussed various methods for computing the total
fee, one of which is homomorphic hashing. However, using
this method, as the OBU can commit to a negative price,
will let a malicious driver reduce the total fee, which is the
drawback of this scheme [21]. More importantly, the authors
did not mention to which attacks their model is resistant,
and their work lacks formal proof and implementation.

In the paper [47], an ETC scheme named Milo, based on
PrETP [21] is presented. The auditing protocol of Milo, as
opposed to that of VPriv [4] and PrETP, does not disclose
any information to the drivers even when drivers behave
maliciously or collude with each other. The authors argue
that the auditing component of both VPriv and PrETP
reveals to the drivers the locations where they were ob-
served. These locations are used for opening the requested
cryptographic commitments, and the colluding drivers can
share the location of the enforcement cameras. Hence, such
drivers may refuse to pay for the camera-free locations.
Milo utilizes an oblivious transfer (OT) protocol [69], which
is based on blind identity-based encryption to hide the
spot-checking locations from the drivers. In [47], the toll
charger, i.e., the local government, is responsible for the
spot checks compared to VPriv and PrETP in which the
TSP performs the spot checks. This prevents the TSP from
selling private information to gain profit. However, Milo
has not considered the physical attacks as compared to the
papers [4, 21]. The papers [7, 19], also argue that Milo is
not protected against mass-collusion of malicious drivers
as when a dishonest driver is detected by the system, its
associated spot check location is still revealed. Finally, the
authors implemented Milo, but their work lacks formal
proof.

The authors in [7], argue that even when the spot
checks are kept secret, e.g., in Milo [47], collusion among
dishonest users is still possible. The authors discuss that
in mass surveillance, to prevent collusion, all transactions
are required to be recorded, which contradicts privacy. The
overall idea in this scheme is based on an authentication
protocol, and it benefits from a randomized OT, which is a
cryptographic primitive. Using this protocol, it is possible
to have mass surveillance without sacrificing the privacy
of users. Only a fraction of the vehicles’ data is collected,
so this scheme has lower operating costs. This would dis-
courage drivers from behaving maliciously. As opposed to
other schemes [4, 21], this protocol does not rely on heavy
computations such as zero-knowledge proof, and it is very
efficient. However, this scheme only discusses the collusion
attack among all the drivers’ attacks and does not consider
the servers’ attacks. This work also lacks formal proof and
implementation.

The protocol presented in [68], uses the notion of cells,
i.e., the road pricing area (i.e., a region, country) is divided
into smaller segments called cells, each with its toll fee. The
cells are used for the calculation of toll fees and the detection
of fraud. When a driver enters a cell, she will be charged
depending on the cell and possibly the time of day. The
scheme uses a secure element (SE) that is tamper resistant



and embedded inside the car’s OBU. As the SE is trusted,
it adds up the toll fee of the cells a vehicle entered, stores
the cumulative fee to its non-volatile memory, and finally
sends the total fee to the TSP at the end of the billing period.
By such a trusted device, this scheme does not require
homomorphic encryption and proofs as opposed to [21]. In
this scheme, a certain number of the cells are considered
“check cells”. These cells are sent to the SE securely by
the TSP and TC, which is a toll charger. The security of
the proposed protocol is based on public key cryptography.
The authors in this scheme consider the case in which some
vehicles collude to avoid toll charges. However, this scheme
only provides informal proof and does not consider server
attacks.

The work [12] presents a secure and privacy-friendly
scheme to address fraud detection in smart road pricing
systems (SRP). Such schemes are the new generation of
electronic road pricing systems and are relied on GNSS tech-
nology. SRP systems use satellites to bill drivers according
to charging policy. The presented scheme employs vehicles’
collaboration to detect a fraudulent driver aiming to evade
tolling bills. For example, the scheme can detect a driver
who disables his/her OBU. The scheme makes an overall
comparison of the studies [4, 21, 32, 37, 47, 65] in terms
of factors, including who collects location records, if spot
check camera required. The proposed scheme works based
on four components: bootstrapping, threshold-based con-
trol system, fraudulent evidence signature and verification,
and tolling bill management. The scheme employs various
cryptographic primitives to provide security and privacy for
vehicles, namely digital signature, threshold cryptography
(TCR), and elliptic curve (EC) cryptography. The work
performs informal security analysis to ensure the scheme
is resistant to impersonation and collusion attacks, besides
to ensure the scheme provides privacy, accountability, con-
fidentiality, and unforgeability. The authors performed sim-
ulations and demonstrated that their scheme outperforms
the works [4, 21, 32, 37, 47, 65] in terms of storage and
communication overhead.

The study [70] introduces “TollsOnly”, a fully homomor-
phic encryption (FHE) scheme. TollsOnly is a post-quantum
privacy-preserving scheme that benefits from blockchain so
drivers can share their data with smart cities. Overall, the
scheme includes three steps: (1) assess, (2) preserve, and (3)
share. In the first step, the authors define a model for risks to
find out the needed controls. In the second step, the scheme
uses HE to encrypt toll data. In the last step, the scheme can
share toll data if law enforcement requests it. To this end,
the scheme locate the toll data in a blockchain to enable
timed access to toll data. The authors build their model
based on Gentry’s fully homomorphic encryption [71]. They
implemented their scheme using the Palisade framework,
as it uses quantum-safe lattice operations, and showed their
scheme can be applied in a real-world use case with specific
parameters. However, the scheme is not proved formally.

4.1.3 Analysis of GNSS-based schemes

In Section 4.1, we discussed the GNSS-based privacy-
preserving ETCS. We explained in detail the security and
privacy properties these schemes provide and the security

attacks to which these schemes are vulnerable. Table 3 sum-
marizes various attributes of GNSS-based schemes. To visu-
ally demonstrate our categorization in the table, we make
the column “Type of technology” bold, and the schemes
supporting formal proof are shown in bolded “Yes”. In the
following, the meaning of each attribute shown in Table 3 is
explained:

• ETC scheme: it denotes the scheme’s reference and
its name if it exists.

• Year: it shows the year the paper is published.
• Spot checks (cameras) are used: it means whether the

misbehaving drivers are detected using spot checks.
• Type of technology: it defines the type of technology

used in the ETC scheme: GNSS or DSRC.
• Cryptographic method: it shows upon which crypto-

graphic primitives an ETC scheme is built.
• Supports blacklisting: it shows if the scheme consid-

ers blacklisting for malicious drivers.
• Post-payments: it shows the type of toll payment

which could be either post-payment or pre-paid.
• Dynamic pricing: it shows if the calculation of the

toll fee is dynamic or not
• Formal proof: it means whether the discussed

scheme or model is proved formally or not.
• Implementation: it shows if the model is imple-

mented.
• Driver attacks: it shows if the reviewed paper fairly

discusses the driver attacks, discussed in Subsec-
tion 3.2. If yes, the column is set to “Yes”, otherwise
to “No”.

• Server attacks: it shows if the server attacks (see
Subsection 3.2) are discussed. If yes, the column is
set to ‘Yes’, otherwise to “No”.

• Physical attacks: it shows if the scheme considers
physical attacks. If yes, the column is set to ‘Yes’,
otherwise to “No”. Although this attack falls into
drivers’ attacks, we separate it as it is our focus.

• Resistant to collusion attack: it shows if the scheme is
resistant to collusion attack. If yes, the column is set
to ‘Yes’, otherwise to “No”. Like the physical attack,
we consider it separately.

The analysis of the GNSS-based schemes is as follows:

• Lack of formal security proof: Fig. 7 demonstrates
the percentages of privacy-preserving GNSS-based
ETCS supporting/lacking formal security proofs. It
shows that only 27% of all the schemes provide
formal security proofs, and the rest, i.e., 73%, do
not. The percentages are based on the summarized
information in Table 3.

• Collusion attack: We can categorize these schemes
into two groups: the schemes resistant to collusion
attack and those not resistant to this attack. The
schemes [7, 12, 25, 47, 68] are resistant to collu-
sion attack, while the schemes [4, 21, 44, 65, 67]
are vulnerable to this attack. The authors in [47]
argue that the auditing component of [44], VPriv,
and PrETP reveals to the drivers the locations where
they were observed. These locations are used for
opening the requested cryptographic commitments,
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Comparison of the GNSS-based privacy-preserving ETCS.
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PriPAYD [65] 2007 No GNSS PK ES, DS, SE No Yes Yes No No Yes Yes Yes No
[44] 2008 Yes GNSS Hash, HC No Yes Yes No No No No No No

VPriv [4],[59] 2009 Yes GNSS SMC, ZKP, PRF, HC No Yes Yes Yes Yes Yes Yes Yes No
[67] 2010 No GNSS PK ES, DS, SE, PRNG, Hash No Yes Yes No Yes Yes Yes Yes No

PrETP [21] 2010 Yes GNSS RSA, ZKP No Yes Yes Yes Yes Yes Yes Yes No
Milo [47] 2011 Yes GNSS SMC, OT, RSA, ZKP No Yes Yes No Yes No1 No No Yes2

[68] 2011 Yes GNSS PK ES No Yes No No No No3 No No Yes
[37], [25] 2012 Yes4 GNSS GSS, HS No Yes Yes Yes No5 Yes Yes No Yes

[7] 2015 Yes6 GNSS OT, EC-ElGamal No Yes Yes No No7 No8 No No Yes
[12] 2018 Yes GNSS DS, EC, TCR No No Yes No Yes Yes No Yes Yes

TollsOnly [70] 2021 No GNSS FHE, BC No No ND9 No Yes Yes No No No
1 Only the Collusion attack is considered 2 Milo is not resistant to mass collusion of dishonest drivers 3 Only the Collusion attack is considered 4

Two solutions are considered: tamper-resistant devices and spot checks 5 Implementation is not considered, but the efficiency is measured
theoretically 6 Readers are used instead of cameras 7 Implementation is not considered, but the performance is assessed 8 Only the Collusion

attack is considered 9 Not discussed.

and the colluding drivers can share the location of
the enforcement cameras. Hence, such drivers may
refuse to pay for the camera-free locations. It is worth
mentioning that the papers [7, 19] argue that Milo
is not protected against mass-collusion of malicious
drivers as when a dishonest driver is detected by
the system, its associated spot check location is still
revealed.

• Physical attack: Among all the GNSS-based schemes,
only [4, 12, 21, 65, 67] take into account the physical
attacks, and this type of attack is ignored by the other
schemes.

• Driver and server attack: As the table demonstrates,
some papers do not consider the driver and server
attacks. Only a few papers [4, 21, 25] formally proved
the security and privacy and discussed the driver
and server attacks explained in Section3.

• Strong assumption: The security of the GNSS-based
schemes [4, 21, 25, 37, 44, 47, 68] is based on a
strong assumption, which is a key issue. The schemes
assume that the locations of the spot checks (cam-
eras) are random, and as soon as this assumption
is valid, the cheating drivers can be detected and
caught. Otherwise, the drivers can get rid of these
spot checks and cheat.

• Blacklisting: According to the table, none of the
schemes support a blacklisting mechanism.

• Implementation: Some of the schemes [7, 25, 37, 44,
65, 68] are not implemented, and this could cause
concerns since such schemes might not be practical
in terms of their performance and overhead.

• Information leakage: The analysis of the privacy-
preserving GNSS-based schemes shows that some
information is inevitably revealed to the TSP. For

example, the work [21] supporting formal security
proof reveals the following information to the TSP:
drivers’ identities, home addresses, total toll fees,
and all the commitments, which reveals the number
of kilometers driven.

• Gap of comprehensive privacy analysis: As Table 3
shows, the schemes [4, 21] formally prove the se-
curity and privacy of drivers. However, the authors
in [21] argue that the TSP could learn more informa-
tion than it is supposed to with the help of decoding
techniques such as [66]. However, this study does
not investigate the possibility of such decoding and
its impact on drivers’ privacy. Besides, the authors
argue that the protocol VPrive [4] could be vulnera-
ble to tracking algorithms such as [62–64]. However,
the feasibility of the attack is not considered in [4].

4.2 DSRC-based schemes

This subsection elaborates on the privacy-preserving ETCS
based on DSRC technology. Like the GNSS-based schemes,
we group them into two categories: schemes supporting
formal proofs and schemes lacking formal proofs.

4.2.1 Schemes supporting formal security proofs

The framework P4TC [19] uses a payment system building
block named BBA+ [72], which provides an unlinkable
user wallet that is a core functionality. The authors in [19]
improved BBA+ to deal with the real-world issues of an
ETC use case. The authors elaborated on several security
properties which a toll collection system typically provides,
including double spending detection, unlinkability, and
blacklisting. Then, with the help of these properties, an ideal
functionality is defined on which the formal security proof



of P4TC is based. P4TC is one of few studies that con-
sider blacklisting to prevent fraud from illegal actions. The
P4TC scheme includes several phases: wallet issuing, debt
accumulation, and debt clearance. A driver first subscribes
to a TSP and receives an ID. Then, in the wallet issuing
phase, the driver sends its ID to the TSP and receives an
anonymized wallet which will be stored in the OBU. In the
debt accumulation phase, the driver sends an anonymized
version of his/her wallet and receives a wallet with an
updated balance amount. In the debt clearance step, at the
end of the billing period, the driver sends his/her ID along
with the claimed debt to the TSP, and then the TSP issues an
invoice for the driver.

The study [60] presents a privacy-preserving ETC
scheme where the toll fee is calculated by the entrance and
exit points of each trip. Linkability among the trips made
by a driver and between the entrance and exit transactions
made for each trip is impossible. To this end, the scheme
uses cryptographic primitives such as hash functions, RSA
digital signature, and elliptic curve. The scheme uses a pro-
tocol named “priced oblivious transfer” (POT) [73], which
is the scheme’s core idea. In the protocol, a merchant offers
different priced electronic items, among which a customer
can buy an item after paying the amount. Using this proto-
col, the merchant neither learns the buyer’s requested item
nor the paid amount. Finally, the authors formally prove the
scheme’s security and privacy and evaluate its performance.

4.2.2 Schemes lacking formal security proofs
The DSRC-based schemes which do not consider the formal
proof are [8, 30–32, 49, 51, 52, 74–76] which are discussed
below.

The SPEcTRe [8] is a suite of cryptographic primitives,
including the RSA Full Domain Hash signature scheme,
ecash, and a pairing to implement a blind signature (BS)
scheme. SPEcTRe presented two schemes, namely the spot-
record and no-record schemes. Both schemes depend on
simple primitives rather than relatively computational in-
tensive ones such as zero-knowledge proofs and secure
multi-party computations, which are utilized in the previous
works [4, 21, 47]. While the spot-record scheme provides
the same level of privacy as prior schemes, it runs much
faster. In this scheme, similar to [4, 21, 47], for the detec-
tion of cheating drivers, a small amount of information is
recorded. The no-record scheme aims to detect dishonest
drivers without collecting any information about honest
drivers. However, these schemes have some shortcomings:
in the spot-record scheme, tracking the users is possible
using an exhaustive search on tokens [74], and also, both
schemes have an important issue as they do not allow
flexible prices [74]. Additionally, SPEcTRe does not consider
the driver and server attacks; only the double spending
attack is considered. This scheme also lacks formal proof
of the model.

In [30–32], systems for low-emission zones are intro-
duced, which depend on tamper-proof hardware. The main
goal of the paper [30] is to protect the drivers’ privacy and
provide a mechanism for detecting fraud. In contrast to
the studies [4, 21, 47], this scheme preserves the privacy
of honest users, and only the fraudulent drivers are pho-
tographed by the checkpoints. Besides, the fraud detection

in this scheme is not probabilistic as opposed to [4, 21, 47].
However, in this scheme, the pricing model is not dynamic.
Later, the authors in [31] presented a similar system in
which the toll fee is dynamically computed dependent on
the traffic volume. In [32], the authors improved the system
presented in [30], which supports more realistic scenarios.
In the improved scheme, the LEZ is divided into different
zones with different toll prices. However, these systems
have shortcomings as they have not considered the driver
and server attacks and lack formal proof and implementa-
tion.

In [74], an ETC scheme based on eCash is presented.
The core of the system is built on a partially blind signature
scheme. This scheme provides different presentations of the
same signature so that the linkability of the signatures is
impossible. In contrast to traditional eCash systems, in this
system, each user holds just a single reusable token, and it
can be reused a specified number of times in an unlinkable
way, then the actual toll fee is computed at the exit RSU
where the refund is received. With the help of the refund
process, post-payments and dynamic pricing are possible
in this scheme. Similar to [19], this scheme considers the
blacklisting mechanism. Finally, they implemented their
scheme, but it lacks formal proof as opposed to [19].

The work [75] presents a secure method to solve the
consuming time in the e-payments systems such as SET
and debit card models. Since vehicles have to complete
their paying toll fee within a limited time in the com-
munication range of toll stations, the scheme introduces a
lightweight and security protocol to provide fast and secure
payment. The protocol employs a blinded coin that includes
the money designation, time stamp, and vehicle identity.
The blinded digital coin ensures the preservation of users’
privacy, authentication, and the payment’s genuineness.
The presented scheme consists of three phases: withdrawal,
payment, and deposit. In the withdrawal phase, i.e., offline,
the user buys coins from a bank. The bank signs the coin
with a blind Schnorr signature to ensure the user’s privacy.
The ECC-based Schnorr signature by the user ensures the
payment’s Non-repudiation. In the payment phase, the user
and the RSU are authenticated mutually, blinded coins are
transferred to the RSU, and an invoice is issued to the user.
In the deposit phase, the RSU transfers the coins to the
bank, which checks the coins’ and RSU’s validity. The bank
also checks if the coins are spent before to prevent double-
spending. The authors perform simulations to evaluate the
scheme’s communication and computational delay perfor-
mance. However, the proposed scheme does not consider
the misbehaving users and does not analyze the users’
security and privacy.

The work [52] design and implement a blockchain-based
(Ethereum) scheme named “EdgeToll”, an open-source toll
collection system. Using the method of payment channel,
EdgeToll provides a quick, cost-efficient, and transparent
solution to motivate edge service providers to participate
in sharing their resources. Their scheme includes four main
roles as follows. User: It uses the system to complement
payments. Edge: It is an intermediate between a user and
the cloud, which helps to facilitate computation. Proxy: It
employs greedy algorithms to increase edge nodes’ profit
and decrease users’ costs. The authors, finally, measure



transaction latency and gas fees in the Ethereum blockchain.
The results show that the scheme reduces the gas fee cost
and decreases the total time. However, the scheme is not
proved formally.

The study [49] proposes two payment schemes based on
blockchain, namely V-R transaction and V-Rs transaction.
The authors present an electronic payment system model
including two layers: the VANETs layer and the blockchain
layer. In the first layer, RSUs, vehicles, and the payment plat-
form are involved in communications and transactions. In
the latter layer, the entities within the blockchain (Ethereum)
provide all transactions’ security. All vehicles’ and RSUs’
accounts will be sent to the blockchain via the payment
system. RSUs maintain all accounts stored in the blockchain
with the help of a unified consensus mechanism. Vehicles
have permission to obtain data in the blockchain through
the RSU and to request a receipt from the RSU. The authors
analyze the scheme’s security informally and finally evalu-
ate their scheme’s performance.

The work [76] proposes a blockchain-based scheme for
opportunistic autonomous vehicle platoon. The scheme’s
core idea is that several vehicles are put into a group or
platoon with mutual trust, and then the platoon leader
communicates with ETC as the representative. The vehicles
following the platoon leader can pass through the ETC
without further transaction with the ETC. By doing so, the
ETC’s operation time is exponentially reduced. To form a
platoon, the authors employ the Ethereum blockchain in
which the smart contract handles the creation of the platoon.
The blockchain stores and verifies vehicles’ driving history
and credential information. To expedite the authentication
process, an aggregate signature is employed. The authors
evaluate their scheme’s performance in terms of time con-
sumption for DSRC, blockchain, and aggregate signature.
Their results show that the scheme is efficient and practical;
however, they present no security proof.

The study [51] introduces a blockchain-based ECT
scheme named “EdgeTC” which employs practical Byzan-
tine fault tolerance (PBFT) to achieve faster performance.
PBFT [77] is a consensus algorithm to reduce processing
and bandwidth and to enhance network efficiency and
security. The scheme has four main critical steps as follows.
Vehicle registration: every vehicle and toll gantry must get
a key pair and a certificate from the certificate authority.
Confirmation: the step ensures that a vehicle passes through
a particular toll gantry. Transaction: after confirmation, the
toll gantry sends the information to the PBFT blockchain.
Validation: vehicles connect to the blockchain through RSUs
and check the signature for validation. The fee calculation
program is stored on the chain as a smart contract. This
work, as opposed to [76], requires less computational power
on the vehicle side, and as opposed to [49, 52], the work
uses the Hyperledger Fabric platform to finish transactions
faster. In the evaluation, the authors compare Ethereum-
based and Hyperledger-based ETCS. The comparison shows
that the latter scheme maintains stable performance if the
chain grows. However, there is no formal security proof for
the scheme.

4.2.3 Analysis of DSRC-based schemes

In Section 4.2, we discussed the DSRC-based privacy-
preserving ETCS. We explained in detail the security and
privacy properties these schemes provide and the security
attacks to which these schemes are vulnerable. Table 4
summarizes various aspects of DSRC-based schemes. To vi-
sually demonstrate our categorization in the table, we make
the column “Type of technology” bold, and the schemes
supporting formal proof are shown in bolded “Yes”.

The analysis of the DSRC-based schemes is as follows:

• Lack of formal security proof: Fig. 7 shows the per-
centages of DSRC-based ETCS supporting/lacking
formal security proof. It shows that a small per-
centage, i.e., 20% of all the schemes support formal
security proof, and 80% do not consider it.

• Collusion attack: Only the schemes [8, 19, 30–32, 60,
74] are resistant to collusion attacks.

• Physical attack: All the DSRC-based schemes do not
consider the physical attacks except [19].

• Driver and server attack: Only the schemes [19, 60]
considered the driver and server attacks, and the
other DSRC-based schemes do not discuss such at-
tacks. The scheme [8] only considered the double-
spending attack, which falls into the drivers’ attacks
category.

• Blacklisting: Only P4TC [19] and [74] schemes sup-
port blacklisting mechanism.

• Implementation: All the DSRC-based ETCS are im-
plemented except [30–32], and a prototype of the
scheme [60] is developed in Java.

• Information leakage: Analysis of the DSRC-based
schemes demonstrates that various information is
inevitably and inherently available to the service
provider to charge drivers. The TSP must access
drivers’ identities as it should know with whom the
total toll fee is associated. The TSP should know the
total toll fee to bill drivers, and it needs the toll prices
to compute the total toll fee. It should access drivers’
home addresses to send their issued invoices. The
TSP learns transactions (tuples of locations and
times) from the RSU. Clearly, the TSP knows the
city’s map where toll stations are located. To sum-
marize, the typical information unveiled to the TSP
includes the total toll fee, transactions, driver’s iden-
tities, toll prices, drivers’ home addresses, and the
city’s map. The mentioned information impacts the
privacy level of a driver in a privacy-preserving
DSRC-based scheme.

• Gap of comprehensive privacy analysis: The authors
in [19] formally prove that their protocol “P4TC”
provides security and privacy. It means the protocol
does not leak more information than the protocol’s
leakage, including the total toll fee, driver’s iden-
tities, and transactions. However, the privacy level
of drivers should be considered along with other
information, such as the city’s map, toll prices, and
home addresses. Apart from this, the concrete values
of available information to the TSP influence on
drivers’ privacy which is not investigated in [19].
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Comparison of the DSRC-based privacy-preserving ETCS.
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Fig. 7. Percentages of ETCS supporting/lacking formal security proofs

5 GUIDELINES AND DISCUSSION

The survey findings have the potential to provide valuable
insights into the development and design of secure and
privacy-preserving ETCS. Additionally, guidelines can be
proposed for the toll engineers to deploy ETC systems with
appropriate security measures in place. To this end, the
guidelines are presented in Section 5.1, while in Section 5.2,
we discuss future works.

5.1 Guidelines
• The overview of potential attacks and protection

measures of privacy-preserving ETCS, such as con-
fidentiality, integrity, and availability, guides re-
searchers through designing ETC schemes ensur-
ing privacy and security. Additionally, the overview
provides a guideline for toll engineers deploy-
ing privacy-preserving ETC systems. This survey

achieves this by introducing the security and privacy
properties of such schemes and presenting types of
attacks to which ETCS are vulnerable in Section 3.

• This survey provides designers of ETCS with a range
of methods to provide security and privacy. These
methods include cryptographic primitive-based, se-
cure multiparty computation-based, and blockchain-
based approaches. Moreover, this survey outlines
different formal security proof methods that design-
ers can use to validate the security and privacy of
ETCS. Section 3 of this survey provides a detailed
discussion of these methods.

• Based on our analysis presented in Sections 4.1.3 and
4.2.3, we have found that researchers in designing
ETCS have not widely considered the blacklisting
mechanism. However, incorporating this mechanism
could increase the practicality and feasibility of the
schemes. By discouraging misbehaving drivers from
committing illegal actions such as disabling the OBU
or colluding with unauthorized parties, a blacklisting
mechanism would contribute to the security and
privacy of ETC systems.

• Based on our analysis, we have found that cer-
tain ETCS, particularly the GNSS-based privacy-
preserving ones, have not been implemented, and
as a result, their performance is uncertain. This
could potentially create practical issues in real-world
scenarios. Cryptographic building blocks are inte-
gral components of these schemes and are typi-
cally computationally intensive, so they may cause
delays. Such delays contradict the high speeds at
which vehicles pass through toll gantries, where toll
gantries must perform processing such as payments
and other computations within a short period to
bill drivers. Therefore, it is essential to implement



and validate the performance of privacy-preserving
ETCS.

5.2 Discussion

• The taxonomy of privacy-preserving ETCS reveals an
important gap in such schemes: the lack of compre-
hensive privacy analysis. To the best of our knowl-
edge, no studies investigate the impact of informa-
tion available to the TSP on drivers’ privacy. The
studies [4, 21] argue that information stored in the
TSP could potentially make an ETC scheme vulnera-
ble to tracking attacks. Hence, given the information
available to the TSP, the possibility of tracking at-
tacks in privacy-preserving ETCS should be analyzed
comprehensively. In addition, various factors would
impact drivers’ privacy, including the distribution
of toll prices, the number of toll stations, and the
distribution of total toll fees. Hence, a new line of
research is required to investigate which parameters
impact drivers’ privacy and how the parameters’
distribution affects privacy.

• Until now, several studies present methods for
types of attacks in VANET using machine learning
(ML) [78–84] and deep learning (DL) algorithms [85,
86]. Our analysis in Sections 4.1.3 and 4.2.3 show that,
to the best of our knowledge, no ETC schemes benefit
from ML algorithms to detect security attacks. For
example, given the information available to the TSP,
one interesting question would be whether tracking
drivers by pattern recognition using ML or DL meth-
ods is feasible. Hence, we recommend researchers
investigate the possibility of applying such methods
in ETCS to discover potential attacks.

• Our analysis shows that the security of privacy-
preserving schemes is based on a strong assumption,
i.e., the positions of invisible spot checks should be at
random locations within a billing period. This issue
could be an open problem for researchers.

• We discussed several blockchain-based ETCS in this
survey. Blockchain enables transparency and trust-
worthiness of the toll records for heterogeneous ETC
platforms. Blockchain helps such platforms interact
with each other without any intermediate while pro-
viding transparency and trustworthiness. Blockchain
is also used to record and verify every registered
vehicle’s driving history and credential information
in ETC systems. However, the issues that blockchain-
based ETC schemes face are as follows. Scalability is
a research gap in these studies, which is essential for
ETC systems as more and more vehicles join such
systems. For example, the work [51] uses the PBFT
algorithm to offer suitable performance; however, the
algorithm is not proper for a large-scale network.
Another issue is the lack of focus on the security
analysis of such systems; the focus in these studies
is much on the model and design of blockchain.

• In future work, researchers can develop a framework
for deploying privacy-preserving ETCS. This frame-
work aims to balance two objectives: (1) fulfilling a
TSP’s financial and traffic policies and (2) protecting

drivers’ privacy. To maintain privacy, the system may
suggest adjustments to the settings of an ETC system,
such as setting toll prices within a certain range. The
system will aim to balance these objectives against
each other.

6 CONCLUSION

Privacy-preserving in ETCS, the focus of this research, is
one of the major issues in such systems as drivers are
concerned about their private data. This survey compre-
hensively reviews all privacy-preserving ETCS from various
aspects, including protection measures for ETCS, attacks on
ETC, and methods of formal security proofs in ETCS. Then,
these schemes are categorized based on the technology they
use and if they support formal security proof. Then, under
each category, ETCS schemes are discussed, a comparison
is made among the relevant ones, and the advantages and
drawbacks of each scheme are discussed. This comparison
reveals that a fairly large number of the schemes lack formal
security proof and lack security analysis against potential
attacks in ETCS. Additionally, implementation and, accord-
ingly, performance are also ignored by some studies, which
makes them impractical. Then, we give several research
directions that help researchers design secure ETCS. This
is achieved by discussing all relevant protection measures
and all potential attacks in such systems.
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