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ABSTRACT

In recent years, augmented and virtual reality (AR/VR) technolo-
gies have advanced significantly, becoming more accessible and
practical for various industries and applications. However, new
digital threats have emerged as AR/VR usage increases such as data
exchange in shared spaces. Prior research on graphical authenti-
cation has proposed the Things scheme [21] and we plan to adapt
this in the AR/VR domain. The scheme in combination with the
private display available to users in AR/VR is resistant to shoulder-
surfing attacks. Inspired by the work of Duezguen et al. [12], who
conducted a user study applying the Things scheme in AR with 16
users in Germany, this short paper proposes a replication study
that will implement the Things scheme in both AR and VR. We will
recruit eligible participants for the in-lab study which will involve
the use of HoloLens and Valve Index to test the Things scheme
and we will evaluate the effectiveness of the scheme, the inter-
action modes for usability, and users’ risk perception concerning
security. Additionally, we will conduct a comparative analysis of
cross-cultural disparities between the participants in Germany and
in the USA.
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« Security and privacy — Hardware-based security proto-
cols; Information flow control; Software security engineer-
ing; Software security engineering.

KEYWORDS
Augmented Reality, Virtual Reality, Graphical Authentication

ACM Reference Format:

Naheem Noah, Peter Mayer, and Sanchari Das. 2023. A Proposal to Study
Shoulder-Surfing Resistant Authentication for Augmented and Virtual Real-
ity: Replication Study in the US. In Computer Supported Cooperative Work
and Social Computing (CSCW °23 Companion), October 14—18, 2023, Min-
neapolis, MN, USA. ACM, New York, NY, USA, 6 pages. https://doi.org/10.
1145/3584931.3607007

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation
on the first page. Copyrights for components of this work owned by others than the
author(s) must be honored. Abstracting with credit is permitted. To copy otherwise, or
republish, to post on servers or to redistribute to lists, requires prior specific permission
and/or a fee. Request permissions from permissions@acm.org.

CSCW ’23 Companion, October 14-18, 2023, Minneapolis, MN, USA

© 2023 Copyright held by the owner/author(s). Publication rights licensed to ACM.
ACM ISBN 979-8-4007-0129-0/23/10...$15.00
https://doi.org/10.1145/3584931.3607007

317

1 INTRODUCTION

In recent years, there has been significant progress in augmented
and virtual reality (AR/VR) technology, with advancements in hard-
ware, software, and applications [24]. These technologies have been
widely adopted in various industries, including gaming, education,
tourism, and advertising, to enhance user experiences and trans-
form environments [22, 23, 35]. AR overlays digital information,
such as images or text, onto the real-world environment, whereas
VR creates immersive digital environments that simulate real-world
experiences [1, 30]. However, the high level of adoption of AR/VR
devices has led to the collection, processing, and transmission of
sensitive data, and their use in shared spaces, introducing new
security and privacy risks that require attention [2, 9].

On the other hand, recent advances in AR/VR technology have
led to the development of various authentication mechanisms to en-
hance security. However, traditional authentication methods such
as passwords are vulnerable to attacks such as interception or guess-
ing and can lead to issues such as forgotten or lost passwords, result-
ing in the inability to access user accounts or data [25]. Biometric
authentication has been proposed as a more secure alternative to
passwords, as it can be difficult to spoof or replicate [38]. However,
concerns remain regarding the accuracy and reliability of biometric
authentication and privacy concerns regarding the collection and
use of biometric data [33].

Authentication methods, such as hand gestures or eye tracking,
have also been explored, but may not be reliable or accurate enough
to provide strong security and can be uncomfortable or difficult for
users to use [40]. Therefore, a secure and user-friendly authentica-
tion scheme that utilizes only the sensors of AR/VR HMDs and pre-
serves user privacy is necessary, especially in shared spaces where
security risks are heightened [41]. Although a knowledge-based
authentication scheme has its limitations, yet a study conducted
by Leo [17] found that users generally prefer knowledge-based
authentication over biometric authentication, as they perceive it
to be more privacy-preserving. Furthermore, the work of Zimmer-
mann and Gerber informed that the most preferred authentication
method by users is a knowledge-based scheme (password), despite
the considerable cognitive load it places on users [43].

Along these lines, Mayer et al. [21] identified the Things scheme
as one of the graphical authentication schemes that outperform text
passwords in terms of memorability. Subsequently, Duezguen et
al. [12] conducted a user study in Germany with 16 participants to
evaluate the effectiveness of the Things scheme in the AR context.

Cultural differences can affect the perceived usability of tech-
nology, as found in studies conducted by Noiwan et al. [26] and
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Carrascosa et al. [8]. Therefore, it is essential to conduct a cross-
cultural analysis to ensure that the technology is designed and
implemented in a way that aligns with users’ needs, values, and
culture. Hence, building upon the prior work in Germany [12], we
propose a replication study with 32 participants to evaluate the
Things authentication scheme in the USA. By comparing the results
from these two WEIRD (Western, Educated, Industrialized, Rich,
and Democratic) countries, we can explore the influence of cultural
factors, specifically privacy perceptions, on the acceptance and
effectiveness of the authentication scheme [10, 24, 39]. With this,
we aim to contribute to the development of a secure and usable au-
thentication scheme for AR/VR devices. that can be used in various
social and cultural contexts, ensuring secure user authentication
and verification of sensitive data.

2 RELATED WORKS

Our research aims to develop a robust authentication scheme for
AR/VR devices that is resistant to shoulder-surfing attacks and
eliminates the need for external devices when using head-mounted
displays (HMDs). In this study, we build upon previous research on
authentication schemes to create an improved approach.

2.1 Graphical Authentication

Graphical authentication schemes are a type of knowledge-based
authentication that relies on visual information instead of text [31].
Prior research shows that graphical authentication schemes can be
more resistant to shoulder-surfing attacks than alphanumeric pass-
words [15]. Unlike alphanumeric passwords, graphical authentica-
tion passwords don’t require users to enter characters in sequence,
making them less vulnerable to shoulder-surfing attacks [36].

One of the most widely deployed graphical authentication schemes
is the Android lock screen pattern. Despite its wide use, it does
not offer higher shoulder-surfing resistance than PINs [4, 16, 42].
This limitation has prompted researchers to explore new implemen-
tations of graphical authentication schemes that offer improved
security and usability. One such implementation is the PassMatrix
scheme proposed by Sun et al. [34] for Android devices. In this
scheme, users choose one square per image for a sequence of im-
ages to act as their password. They recorded an accuracy of 93.33%
and an average of only 1.64 attempts required for users to success-
fully log into the system using PassMatrix. Our work focuses on a
less widely known graphical authentication scheme, which, how-
ever, has more favorable properties in terms of shoulder-surfing
resistance: the Things scheme. Firstly, the Things scheme is based
on recognition instead of recall, i.e., users only have to recognize
their password images among distractors instead of freely recall-
ing them. This is cognitively a much easier task [37], which also
leads to higher memorability of the passwords in this scheme [21]
when compared to traditional text passwords and other graphi-
cal schemes. Secondly, the scheme can be easily hardened against
shoulder-surfing even in non-AR/VR contexts by applying portfo-
lio authentication approaches [3, 20]. In the AR/VR context, the
private display allows to further strengthen this shoulder-surfing
resistance from opportunistic attackers to other attacker types.
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2.2 Authentication in AR/VR

AR/VR enable users to interact with virtual environments in a nat-
ural and intuitive way, utilizing controllers, gestures, hand move-
ment, and spatial navigation [24, 25]. Without proper authentica-
tion measures in AR/VR, there is a risk of unauthorized access,
data breaches, and other security threats. Authentication meth-
ods in AR/VR have evolved from traditional methods like pins or
passwords to capture user data such as head and hand movement
data (e.g., Bhalla et al. [5]) and iris and periocular data (e.g., Boutros
et al. [6]). For example, Rogers et al. [29] conducted a study where
users were asked to view rapidly changing images of numbers and
letters on the AR/VR headset display. By capturing the users’ blink
and head movements, they achieved an impressive Balanced Accu-
racy Rate (BAC) of 94.4% and a low False Acceptance Ratio (FAR)
of 0.5%. Similarly, Schneegass et al. [32] introduced SkullConduct,
which leverages bone conduction of sound through the user’s skull
for authentication and achieved a remarkable accuracy of 97.0%
with an Equal Error Rate (EER) of 6.9%. However, these approaches
raise concerns regarding security and privacy due to the need for
extensive data collection and tracking. In the Things scheme, the
user’s response is collected using available input options like point-
ing or gazing, reducing dependence on external hardware for data
collection and tracking. In our implementation, we will use the
finger tap functionality on HoloLens for the AR implementation
and controllers available on Valve Index for VR implementation.

The Things graphical authentication scheme offers a unique
approach to AR/VR authentication, providing both security and
user-friendliness. The scheme involves assigning users a password
consisting of five randomly generated images, which they are re-
quired to memorize. During the authentication process, users are
presented with a sequence of images displayed either on a virtual
grid or on virtual objects within a 3D environment. Their task is to
select the specific set of images that matches their password. One
of the notable advantages of using the Things scheme in AR/VR au-
thentication is its potential to enhance the user’s sense of presence
and immersion in the virtual environment. By incorporating graph-
ical elements that align with the virtual context, such as images
related to the virtual world or the user’s personal preferences, the
authentication experience becomes more integrated and seamless
with the overall virtual experience. Our work makes a significant
contribution by introducing a cutting-edge shoulder-surfing au-
thentication scheme specifically designed for AR/VR environments,
ensuring both enhanced security and seamless usability.

3 RESEARCH METHODOLOGY

To implement a cross-cultural study in the United States, this re-
search replicates the work of Duezguen et al. [12] and expands
upon it. The study is approved by the Institutional Review Board
(IRB) and adheres to ethical guidelines.

3.1 Participants Recruitment

We will actively recruit study participants by utilizing targeted ad-
vertising on social media networks and mailing lists. Our approach
will involve using e-flyers that provide comprehensive information
about the study requirements. We are specifically interested in indi-
viduals aged 18 years and above, who currently reside in the United
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States and are able to attend the study in person at the designated
location. To streamline the recruitment process, the e-flyer will
include a link to an online pre-screening survey.

3.2 Pre-screening Survey

We aim to ensure that our study adheres to ethical guidelines and
protects the privacy and confidentiality of participants. To achieve
this, we have designed a pre-screening survey that serves as the
primary tool for participant recruitment. The survey will collect
key demographic information, such as age, gender, and educational
level, and will screen potential participants based on the eligibility
criteria. The pre-screening survey has been expanded from the
prior works of Rajivan et al. [28] on expertise evaluation.

3.3 In-lab Study

We will conduct a study involving 32 participants, who will be
randomly assigned into two groups: AR and VR, with 16 participants
in each group. Participants will be briefed about the study upon
check-in and provided with a laptop to complete an online survey
using Qualtrics. The survey will collect information about their
previous experience with AR/VR HMDs, their willingness to use
them in the future, and their experience with authentication on
HMDs.

After completing the survey, participants will be provided with
either a HoloLens or Valve Index, depending on their group. The
HMD will be adjusted for their eyes, and the instructor will guide
the participant through the tasks by sharing the HMD’s user inter-
face on a monitor. Participants will undergo a brief training session
called HoloLens Tips ! or Steam VR Tutorial ? to familiarize them-
selves with the HMD’s interaction methods for HoloLens and Valve
Index, respectively, which will only cover gesture control since the
Things scheme requires only gesture interaction.

After the training, participants will test the Things scheme. The
process begins with the participants entering their usernames by
scanning a QR code using the camera integrated into the head-
mounted display (HMD) instead of using a virtual keyboard. This
approach was chosen to alleviate the cumbersome process of typ-
ing in the username, ensuring a smoother and more efficient user
experience. Once the participant confirms their entered username,
our system generates a set of five randomly generated and unique
images to serve as the participant’s password. We randomly gener-
ate the password for the participants as opposed to them selecting
preferred images based on the work of Davis et al. [11], where they
found through their graphical authentication scheme that the set
of images selected by users is influenced by the first image they
select and the set of images selected can be easily guessed by an
attacker. To authenticate, participants will be shown five grids with
16 images each, and they must select the image that corresponds to
their password for each grid. Upon selecting the final image, par-
ticipants will confirm their input and receive feedback on whether
their authentication was successful or not. Participants will repeat
this process two more times with shuffled image grids. Following
the authentication process, participants will complete an evaluation

!https://www.microsoft.com/en-us/p/hololens- tips/9pd4cxkklc47
https://steamcommunity.com/sharedfiles/filedetails/?l=german%5C&amp;id=
1731528266

319

CSCW ’23 Companion, October 14-18, 2023, Minneapolis, MN, USA

survey, including the System Usability Scale [18] and questions on
perceived usability and security.

In order to evaluate the resistance of the Things authentication
scheme to shoulder-surfing attacks, a comprehensive experiment
will be conducted involving participants who will assume the role
of attackers. These attackers will have the opportunity to observe
an expert user as they go through the authentication process, using
pre-recorded videos of the user. The experiment will consist of three
rounds, during which the attackers will closely observe the expert
user’s authentication procedure and attempt to mimic it. The pre-
recorded videos will be captured using a camera array, similar to the
approach used by Aviv et al. [4], which allows for multiple angles
and viewpoints to be recorded, accurately emulating the shared
spaces typically associated with AR/VR HMDs. The purpose of this
experiment is to assess the scheme’s ability to withstand shoulder-
surfing attacks, where an attacker tries to gain unauthorized access
by observing and replicating the authentication process.

At any point during the study, participants may choose to with-
draw, and their data will be deleted upon withdrawal. Biometric
data, such as iris data collected by the HoloLens or Valve Index,
will be deleted after the experiment and will not be evaluated. The
HMDs will be used offline, and there will be no data exchange with
Microsoft servers or third-party providers. All data captured by the
HMD will be erased after the experiment. The maximum duration
of the experiment for each user will be 30 minutes.

Consent to participate in the study will be obtained during the
pre-screening survey, which will include a clear explanation of the
study’s purpose and data processing, as well as contact information
for the researcher. Participants who are interested in participating
in future studies have the option to provide their email addresses
within the survey to facilitate ongoing research in a particular
area. To protect the privacy and confidentiality of study partici-
pants, any documents or materials collected during the study that
contains identifying information will be de-identified following
completion. User data will be stored in the organization’s protected
server, which complies with the General Data Protection Regulation
(GDPR) and US state laws.

3.4 Scheme Evaluation

To evaluate the effectiveness of the scheme, we will measure the
Accuracy Score by dividing the number of correctly authenticated
instances by the total number of authentication attempts. We will
assess the efficiency of the scheme by measuring the average Au-
thentication Time, starting from the initiation of the authentication
attempt until the system provides a response indicating whether
the attempt was successful or not. Furthermore, we will measure
the Authentication Workload; the mental workload required for a
user to complete the authentication process by asking users to rate
their perceived workload using the NASA Task Load Index (TLX).
Additionally, we will assess Memorability by tracking the number
of users who can successfully remember and use their authentica-
tion credentials over an extended period. To evaluate the resistance
to shoulder-surfing attack, the attack success rate will be measured.

The satisfaction level of participants will be measured using the
System Usability Scale (SUS), which evaluates users’ subjective reac-
tions to using the scheme [27]. To assess the user’s risk perception,
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Figure 1: Illustration of the study protocol to evaluate the usability and security of the proposed Things scheme in both AR and

VR in the USA.

we will adapt scales proposed by Fischhoff et al. [14] and Liang
and Xue [19] in our study. The risk perception metric comprises
nine characteristics of the risk, including voluntariness, immediacy,
knowledge of the exposed, knowledge of experts, control, newness,
common dread, chronic-catastrophic, and severity. This framework
has been used in four decades to explain perceptions of techni-
cal security risks [7] and insider threats [13]. Through open-ended
questions and structured interviews, we will encourage participants
to express their thoughts, opinions, and suggestions regarding the
usability, security, and overall user experience of the authentica-
tion scheme. This qualitative data will provide rich and nuanced
insights into the strengths and limitations of the system, allowing
us to better understand the users’ perspectives and tailor future
enhancements accordingly.

We will compare the results of our AR study with the results
of the previous study conducted in Germany. By examining the
similarities and differences between these two studies, we can gain
a better understanding of how cultural factors and privacy per-
ceptions impact the evaluation of the authentication scheme in
different contexts. Furthermore, we will compare the results of both
our AR study and our VR study so we can explore the potential
variations in user experiences, usability, and security between these
two immersive technologies. Figure 1 presents an overview of the
study protocol.

4 CONCLUSION

The growing usage of augmented and virtual reality (AR/VR) tech-
nologies has introduced new security threats, especially in shared
environments where multiple users can access sensitive data and
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user account information. To address this concern, prior researchers
have proposed the Things scheme as a secure authentication method
for AR/VR devices. This scheme is resistant to shoulder-surfing
attacks and can be used with the interaction methods provided by
Head-Mounted Displays (HMDs). Although a user study was con-
ducted on the Things scheme in AR with 16 users in Germany, it has
not been tested with US users, and the scheme was previously only
implemented for AR devices. In this paper, we propose an extension
of the prior work by implementing the Things scheme in both AR
and VR. Our study will evaluate the effectiveness of the scheme, the
interaction modes for usability, and users’ risk perception concern-
ing security. Additionally, we will conduct a comparative analysis
of cross-cultural disparities. This study aims to contribute to the
development of a secure and user-friendly authentication scheme
for AR/VR devices, especially in shared spaces.
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