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Abstract. Employees’ precautionary security behaviors are vital to the effective protection
of organizations from cybersecurity threats. Despite substantial security training efforts,
employees frequently do not take security precautions. This study draws from trust theory
and mindfulness theory to investigate how the bright- and dark-side effects of two concep-
tualizations of trust in organizational information security impact employees’ precaution
taking. Insights drawn from a survey of 380 organizational employees suggest that
employees who trust their organization’s security practices are more committed and less
complacent in protecting their organization and more likely to take security precautions. In
contrast, we find evidence of the dark-side effect of employees’ trust in organizational pro-
tective structures by showing that such trust can lead to complacency regarding security.
Analyses indicate that security mindfulness mediates the influence of security compla-
cency and security commitment on precaution taking. These results highlight the crucial
roles of security commitment, security complacency, and security mindfulness in shaping
employees’ precaution taking. This study contributes to information security research by
providing empirical evidence concerning the simultaneous bright- and dark-side effects of
employees’ trust in organizational information security, thereby creating valuable opportu-
nities for researchers to theorize about the ways in which trusting beliefs shape employees’
security behaviors.
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1. Introduction

possible or staying informed regarding the latest security

The security precautions taken by employees are a cor-
nerstone of organizations’ information security (ISec)
strategies for protecting their information technology
(IT) resources (i.e., information systems (IS) and organi-
zational data) from cybersecurity threats. Precaution-
taking behaviors refer to the deliberate actions of
employees that protect the organization from security
threats (Boss et al. 2009, Burns et al. 2019), including
using tools such as multifactor authentication whenever

1586

threats. Organizations value precaution-taking behaviors
because they address the limitations of prescriptive or
recommended ISec policies and procedures, which are
prone to becoming outdated or irrelevant against emerg-
ing threat vectors.

Strategies for encouraging precaution-taking beha-
viors remain elusive for organizations. Employees often
fail to recognize the suspicious features of phishing
emails (Wang et al. 2016, Martin et al. 2021), do not
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adhere to password policies (Siponen et al. 2020), or
engage in suspicious behaviors while working remotely
(Sarkar et al. 2020, Tessian 2021). Employees exhibit such
deficiencies despite organizations” investments in security
training programs designed to encourage precaution-
taking behaviors (Boss et al. 2009, Burns et al. 2018). Many
security breaches result from employees’ not taking
recommended security precautions, acting in mindless
ways, or facilitating cyberattacks themselves (Willison and
Warkentin 2013, Jensen et al. 2017, Burns et al. 2019).

To explain why employees remain a source of security
breaches, this study draws from trust theory and mindful-
ness theory to connect employees’ perceptions of organiza-
tional security and their precaution-taking behaviors.
Trust plays a crucial role in organizational ISec because it
can lead to employees becoming more committed to secu-
rity, such as by reducing computer abuse (Lowry et al.
2015) or ISec policy violations (Jeon et al. 2018, Yazdan-
mehr and Wang 2021). However, trust is not necessarily
conducive to organizational ISec behaviors. For instance,
trust among coworkers can make employees more com-
placent about security, causing suboptimal or risky secu-
rity behaviors, such as leaving one’s computer unlocked at
work (Karjalainen et al. 2019). Such contrasting effects of
trust (i.e., commitment versus complacency) indicate that
employees’ trust in their organization’s security efforts can
have bright- and dark-side effects.

Although trust has been studied in the context of ISec
research, most studies have focused on the bright side
of trust when investigating security-related phenomena,
thereby leaving the dark-side effects of trust and its impli-
cations unexamined. This problem is prevalent in many
fields, as trust researchers have observed that trust stud-
ies have tended either to oversimplify trust as leading to
positive outcomes or to be biased toward the bright-side
effects of trust (Gargiulo and Ertug 2006, Gefen et al.
2008). To provide a more comprehensive understanding
of trust in the ISec literature, this study evaluates whether
considering the bright- and dark-side effects of trust
simultaneously helps researchers explain why some em-
ployees take security precautions while others do not. We
contend that examining the bright- and dark-side effects
of trust can produce a more complete understanding of
security-related situations, which are rife with risk and
vulnerability, thereby providing an impetus to shift away
from a singular perspective on trust that views it as hav-
ing primarily bright-side effects (Gargiulo and Ertug
2006, Skinner et al. 2014). We ask the following question:
How do the bright-side and dark-side effects of trust influence
employees’ intentions to take security precautions?

To answer this question, this study contrasts the effect of
two conceptualizations of organizational trust, thereby
accounting for different facets of trust in organizational
ISec. First, trust in organizational security practices reflects an
employee’s belief that the organization treats its employees
well when making security-related demands, for example,

by implementing ISec policies or procedures. Second, trust
in organizational protective structures refers to the extent to
which an employee believes that the organization has
established protective structures that safeguard the organi-
zation from cybersecurity threats. In addition, this study
integrates security commitment (i.e., feeling more committed
to protecting the organization) and security complacency
(ie., feeling self-satisfied with the organization’s security
protections) to operationalize the bright-side and dark-
side effects of trust in this context.

To connect trust-related beliefs to precaution-taking
behaviors, we draw on mindfulness theory (Thatcher
et al. 2018) and prior research highlighting mindfulness
mediating role (Dernbecher and Beck 2017, Christensen-
Salem et al. 2021). Mindfulness refers to an active and
alert state that allows individuals to notice multiple per-
spectives and to become more aware of their context
(Langer 1989). ISec research shows that the state of
mindfulness can enable employees to overcome unpro-
ductive behavioral security patterns, such as falling for
phishing attempts, by encouraging them to take a step
back before performing an action (Jensen et al. 2017).
Based on a similar argument, ISec researchers have
found that the capacity to be mindful is positively associ-
ated with precaution-taking behaviors in an organiza-
tional security context (Burns 2019).

Insights drawn from the analysis of survey data gath-
ered from 380 organizational employees confirm the
simultaneous, contrasting bright- and dark-side effects of
trust in the organizational ISec context on precaution-
taking behaviors. The results show that employees” trust
in organizational security practices leads them to become
more committed and less complacent to security, which
promotes their intention to take security precautions and
makes them more mindful of security, demonstrating the
bright-side effects of trust. In contrast, the results indicate
that trust in organizational protective structures can lure
employees into complacency regarding security, making
them less mindful and demonstrating trust’s dark side
effects. In addition, mediation analyses suggest that secu-
rity mindfulness fully mediates the influence of security
complacency on precaution taking and partially mediates
the influence of security commitment in this context. This
study contributes to the ISec literature by exploring and
verifying the bright- and dark-side effects of trust in orga-
nizational ISec, thereby fostering a more complete under-
standing of these important effects and the role and
relevance of trust in ISec research.

2. Precaution Taking, Trust, and Mindfulness
Theory in Organizational ISec
2.1. The Relevance of Precaution Taking for
Organizational ISec
Precaution taking refers to employees taking deliberate
action to secure organizational IT resources against
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security threats as a result of prescribed or recommended
security policies and procedures, as well as individual
proactive behaviors (Boss et al. 2009, Burns et al. 2019).
For example, an employee might report a suspicious
email to comply with a security policy or because the
employee is taking discretionary proactive actions with
the goal of securing the organization’s IT resources
(Burns et al. 2019). In the latter aspect, precaution taking
includes self-initiated actions taken to protect the organi-
zation due to “a desire to attend to the situation proac-
tively through precaution taking” (Burns et al. 2019,
p- 1237). Such proactive actions include, for example, the
behavior of employees who inform their supervisors of
potential security problems or who inform themselves
regarding cybersecurity beyond the level that an organi-
zation normally expects from its employees.

ISec research has yielded valuable theoretical insights
into precaution taking and associated behavioral out-
comes (Table 1). ISec studies, among others, show that

perceptions of mandatoriness (Boss et al. 2009) and posi-
tive and negative emotions influence precaution taking
(Burns et al. 2019). Similar works have shown that extra-
role security behaviors can contribute to the effectiveness
of security policies (Hsu et al. 2015) and have emphasized
the importance of protection-motivation behaviors for
organizational security (Posey et al. 2013, 2015).
Expanding the knowledge base of ISec researchers and
practitioners concerning precaution taking is important
for two reasons. First, organizations require employees to
be vigilant and attentive when using organizational IT
resources—beyond the level that is documented in secu-
rity policies. Security measures frequently cannot address
and mitigate all potential cybersecurity threats. Theoriz-
ing about the emergence of precaution taking can help
organizations encourage employees to become more en-
gaged with security. This idea is fortified by calls to
broaden researchers’ theoretical repertoire for studying
and explaining precaution-taking behaviors (Burns et al.

Table 1. ISec Research on Precaution Taking and Related Security Behaviors

Study

Sample

Related findings

Theoretical lens

Boss et al. (2009)

Anderson and

Agarwal (2010)

Posey et al. (2013)

Hsu et al. (2015)

Posey et al. (2015)

Burns et al. (2019)

Burns (2019)

Survey of 1,671 medical center
employees

Survey of 594 home computer
users (Study 1)

Semistructured interviews with
33 participants; survey of 492
participants via an online
panel

Survey of a paired sample
consisting of 78 managers
and 260 employees

Survey of 380 organizational
insiders via an online panel

Survey of 405 organizational
insiders via an online panel

Survey of 41 organizational
insiders via an online panel

Findings suggest that mandatoriness (i.e., the
individual perception that compliance with
security policies is compulsory) effectively
motivates individuals to take security
precautions.

Results suggest that cognitive (i.e., attitude),
social (i.e., subjective norms, descriptive
norms), and psychological components (i.e.,
psychological ownership) influence
cybercitizens’” security-related behavior.

This paper develops a taxonomy and theory of
diversity for protection-motivation behaviors
(i.e., organizational insiders’ volitional
behaviors aimed at protecting relevant
organizational IS and information).

Extrarole security behaviors contribute
substantially to the effectiveness of ISec
policies. Formal control and social control
enhance both in- and extrarole security
behaviors.

Organizational affective commitment moderates
several relationships among various
components of protection motivation theory
and related outcomes (e.g., protection
motivation and past protection-motivation
behaviors).

Insiders” psychological capital and psychological
distancing mediate the influence of emotions
on security-based precaution taking.

Drawing from organizational mindfulness
characteristics of high-reliability
organizations, the paper develops a
framework and measurement scale for
security organizing. The results of a known-
group comparison indicate a correlation
between high levels of security organizing
and high levels of precaution taking.

Control theory

Protection motivation theory

Theory of diversity

Social control theory

Protection motivation theory

Broad-and-build theory

Organizational mindfulness
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2019). Second, the prospect of studying precaution tak-
ing aligns with the shift in ISec research and practices
that encourage researchers to go beyond the commonly
held belief that employees are security’s “weakest link”
(Mitnick 2003, p. 3). Proponents of this shift argue that
incidents inevitably occur and that blaming individuals
for such incidents will likely backfire (Pfleeger et al.
2014). Instead, employees’ precaution-taking behaviors
can be a crucial aspect of organizational security defense
and, thus, an important object for researchers’ theorizing
efforts (Nguyen et al. 2021).

2.2. The Value of Trust Theory to Explain
Organizational ISec Behaviors

This study uses trust theory to examine the ways in which
employees’ trusting beliefs about organizational ISec influ-
ence their precaution taking, thereby answering the call to
broaden researchers’ theoretical repertoire for explaining
and predicting precaution-taking behaviors (Burns et al.
2019). Trust generally refers to “a psychological state com-
prising the intention to accept vulnerability based upon
positive expectation of the intentions or behavior of
another” (Rousseau et al. 1998, p. 395). Trust facilitates rela-
tionships because it mitigates perceptions of risk, uncer-
tainty, and vulnerability (Mayer et al. 1995, Rousseau et al.
1998, Pavlou et al. 2007).

In a work environment, trust pertains to the relation-
ships of employees with, for example, coworkers or
teams, a dedicated security function, employer-provided
security technologies (e.g., antivirus software, multifactor
authentication), or the organization itself. Employees
make themselves vulnerable to these trusted parties in
their everyday work. For example, employees often trust
that an email received from a coworker is safe, that the
antivirus software is effective in identifying malicious
payloads contained in received documents, or that the
organization takes appropriate measures to protect its
employees and the data (e.g., social security details, salary
information) and does not violate the privacy of employ-
ees by implementing exaggerated monitoring practices.
Employees might be subjected to penalties or sanctions in
case of intentional or unintentional security policy viola-
tions (Straub 1990, D’Arcy et al. 2009, Cram et al. 2019),
increasing their vulnerability to these trusted parties.

Concerning the positive effects of trust (i.e., its bright
side), a meta-review conducted by Colquitt et al. (2007)
found trust to be positively associated with organiza-
tional citizenship behaviors, such as increased compli-
ance or increased offers to help, and negatively
associated with counterproductive behaviors, such as
disregarding safety behaviors or tardiness. Table 2 sum-
marizes selected studies on trust that mirror these find-
ings in the ISec context. For example, trust can promote
desired precaution-taking behaviors, such as watching
over the security behaviors of peers (Yazdanmehr and
Wang 2021), or reduce undesired behaviors, such as

security policy circumvention (Jeon et al. 2018) and com-
puter abuse (Lowry et al. 2015).

With regard to the negative effects of trust,] trust
researchers have acknowledged that excessive trust can
be “too much of a good thing” (Langfred 2004, p. 385)
because of its potential dysfunctional or detrimental
effects (McAllister 1997, Gargiulo and Ertug 2006, Work-
man 2008, Mollering and Sydow 2019). The primary
argument supporting this “dark side” of trust is that
trust can lead to overreliance, such that individuals rely
excessively on a trusted party, which can reduce their
vigilance and increase risk-taking and opportunistic
behaviors (Workman 2008). Trust hinders the ability of
the individual to develop an understanding of the
trusted party’s actual abilities, is misplaced, or becomes
habitual, thereby making individuals oblivious to chang-
ing circumstances (Karjalainen et al. 2019, Pienta et al.
2020). For example, empirical evidence indicates that
social similarity with a malicious email sender, such as a
situation in which a perpetrator uses a familiar cowor-
ker’s compromised email account, can lead employees
to falsely believe that the sender can be trusted, thereby
increasing the likelihood of becoming hooked by a
phishing email (Workman 2008, Martin et al. 2021). Simi-
larly, employees might become complacent and rely
excessively on a dedicated security function within the
organization regarding the protection of IT resources
(Loch etal. 1992, Stafford 2022). A lack of trust in the rela-
tionship between employees and the organization can
also have detrimental effects on security, such as
increased computer abuse (Posey et al. 2011a) or overre-
liance on trust cues in emails (Chowdhury et al. 2020).

Although trust researchers have acknowledged in
recent decades that trust can have both positive and neg-
ative effects (Dirks and Ferrin 2001, Gargiulo and Ertug
2006), it has also been asserted that trust research often
suffers from a “pervading optimistic bias” (Gargiulo
and Ertug 2006, p. 183) or an “oversimplification of the
context in which trust operates” (Gefen et al. 2008, p.
280). Such contentions have led to calls for theoretical
approaches that integrate both the bright- and dark-side
effects of trust (e.g., Gargiulo and Ertug 2006). In this
study, we seek to provide a more integrated and holistic
perspective on trust, which can help address the often
fragmented and imbalanced perspective on trust found
in organizational ISec research and which has the poten-
tial to produce fresh and more complete theoretical
insights into this pervasive and versatile concept. Next,
we outline mindfulness theory’s role in connecting
employees’ trusting beliefs regarding organizational
ISec and their precaution-taking behaviors.

2.3. The Role of Security Mindfulness in Connecting
Trust-Related Beliefs and Precaution Taking
Mindfulness has been studied across various disciplines
(Sutdliffe et al. 2016) as well as in IS research (Dernbecher



Downloaded from informs.org by [2a00:1398:4:f406:862d:6996:3e3f:5721] on 11 November 2025, at 02:46 . For personal use only, all rights reserved.

Greulich et al.: The Impact of Trust on Security Precaution Taking

1590 Information Systems Research, 2024, vol. 35, no. 4, pp. 1586—1608, © 2024 The Author(s)

Table 2. Related ISec Research on the Bright-Side and Dark-Side Effects of Trust

Study Sample

Type of study

Trust-related effects

Panel A. Bright-side effects of trust

Lowry et al. (2013) Survey of 202 full-time
professionals via an online

panel provider

Lowry et al. (2015) Survey of 533 full-time
employees from the banking,
financial, and insurance

industries

Jeon et al. (2018, p. 67) Multimethod approach
including 5 semistructured
interviews and a survey of
79 employees

Two waves of surveys of 254
employees

Yazdanmehr
and Wang (2021)

Empirical (quantitative)

Empirical (quantitative)

Empirical (quantitative)

Trust in the information quality of online
whistle-blowing reporting systems and trust
in the authority that receives whistle-blowing
reports can positively influence a person’s
willingness to report an organizational ethical
failure (e.g., computer abuse).

Organizational trust decreases reactive
computer abuse and fully mediates the
relationships between fairness perceptions
(e.g., explanation adequacy, perceived
freedom restrictions) and reactive computer
abuse.

Empirical (qualitative and  Informed trust (i.e., “empowering users to
quantitative)

override access rules temporarily”) can
reduce employees’ intention to circumvent
role-based access controls.

Perceived trust among coworkers is positively
associated with peer monitoring (i.e., actions
intended to ensure that the misconduct of
one’s peers is corrected or reported), which
reduces the intention to violate ISec policies.

Panel B. Dark-side effects of trust

Workman (2008) Survey of 612 employees and

objective observations
Posey et al. (2011a) Survey of 442 participants via
an online panel

Karjalainen
et al. (2019)

Case study including 47
semistructured interviews

35 semistructured interviews
with cybersecurity experts,
nonsecurity professionals,
and private users

Survey of 1,161 employees

Chowdhury
et al. (2020)

Martin et al. (2021)

Empirical (quantitative)

Empirical (quantitative)

Empirical (qualitative)

Conceptual-empirical
(qualitative)

Empirical (quantitative)

Trust (i.e., likeability and credibility) positively
influences the frequency with which individuals
succumb to social engineering attacks.

A lack of attributed trust (i.e., trust that the
organization places in employees) can lead to
increased computer abuse behaviors on the
part of employees.

Employees frequently encounter a dialectic
tension between suspicion and trust
regarding the organizational environment
and its inherent IS security risks. One
interviewee reportedly violated the
organization’s ISec policy by using a USB
device to handle an urgent request from a
colleague, trusting that the USB device did
not contain malware.

Time pressure can cause users to over-rely on
trust cues found in phishing emails or
websites, thus making them more vulnerable
to social engineering attacks.

Social similarity (i.e., low social distance) can
increase trust, thus increasing the likelihood
of individuals becoming hooked by phishing
emails from socially close individuals.

and Beck 2017, Thatcher et al. 2018). Mindfulness is gen-
erally defined as “a state of alertness and lively
awareness” (Langer 1989, p. 138), allowing individuals
to notice multiple perspectives and to become more
aware of their context (Langer 1989). In this study, we
define security mindfulness as an employee’s state of alert-
ness and lively awareness of the need to protect an orga-
nization’s IT resources (Thatcher et al. 2018, Pienta et al.
2020).> Prior research supports the usefulness of study-
ing the state of mindfulness in the ISec context because
mindfulness training enables employees to improve, for

instance, their phishing resistance by increasing employ-
ees’ contextual awareness through active questioning
(Jensen et al. 2017).

We employ the concept of mindfulness to connect
trust-related beliefs and precaution taking because of its
confirmed association with precaution taking (e.g.,
Burns 2019) and its prescribed role as an intermediary
concept in nomological networks (e.g., Dernbecher and
Beck 2017). First, mindfulness is particularly germane to
precaution taking because it is associated with broad-
ened thinking as well as more flexible and open-minded



Downloaded from informs.org by [2a00:1398:4:f406:862d:6996:3e3f:5721] on 11 November 2025, at 02:46 . For personal use only, all rights reserved.

Greulich et al.: The Impact of Trust on Security Precaution Taking

Information Systems Research, 2024, vol. 35, no. 4, pp. 1586—1608, © 2024 The Author(s) 1591

cognitive processing, thereby addressing the commonly
raised need to increase employees’ awareness of security
issues (Dinev and Hu 2007, D’Arcy et al. 2009, Jaeger
and Eckhardt 2021). For example, being mindfully
aware of potentially unexpected events can promote
proactive behaviors (Curcuruto et al. 2019). Based on a
similar argument, ISec researchers have found that the
capacity to be mindful is positively associated with
precaution-taking behaviors in an organizational secu-
rity context (Burns 2019). Mindfulness also emphasizes
the notion of the future orientation of proactivity (Parker
and Collins 2010, Parker and Wu 2014, Curcuruto and
Griffin 2016). This notion has been adopted in concep-
tualizations of IT mindfulness in IS that recognize mind-
fulness as involving being alert to distinction, which
means that users are more likely to recognize discrepan-
cies between their current and future use of IT and seek
ways to resolve these discrepancies (Thatcher et al.
2018).

Second, examining mindfulness is useful because IS
research highlights the role of mindfulness as an accelera-
tor and mediator (Dernbecher and Beck 2017, Christensen-
Salem et al. 2021) and its relation to organizational trust
(Nwankpa and Roumani 2014). Research demonstrates
that mindfulness can moderate the relationship between
diverse theoretical constructs related to IS usage and IT
reinvention (Dernbecher and Beck 2017). Specifically,
Nwankpa and Roumani (2014) examined the mediating
role of mindfulness between employees’ organizational
trust and enterprise resource planning (ERP) system
usage. They argue that organizational trust provides a set-
ting where people do not fear breaking new ground and
taking risks, increasing employee mindfulness and, in
turn, leading to more frequent use and experimentation
with ERP systems (Nwankpa and Roumani 2014). Their
findings substantiate the value of examining mindfulness
as an important mediator connecting trust-related beliefs
to precaution-taking behaviors, as illustrated in our theo-
retical model in the next section.

3. Theoretical Model and Hypotheses

This study develops a theoretical model of the bright-
and dark-side effects of trust on employees’ precaution
taking (Figure 1). We simultaneously integrate two con-
trasting effects of trust in this theoretical model, both
providing plausible explanations for the impact of trust
on precaution taking. First, trust can cause employees to
become more committed (Dirks and Ferrin 2002, Tan
and Lim 2009), thereby reflecting a bright-side effect of
trust. Second, trust can lead to complacency (Gargiulo
and Ertug 2006), thereby reflecting the dark-side effect
of this factor. To connect these constructs, the model
includes security mindfulness as a mediating variable
affecting the influence of trust, security commitment,
and security complacency on precaution taking. Table 3
provides an overview of the construct definitions used
in this study. We explain each part of the model in the
following sections.

3.1. Conceptualizing Trust in the Organizational
ISec Context

Whereas trust researchers have studied trust in organi-
zational settings in various ways (Dirks and Ferrin
2001), we focus on two conceptualizations of trust that
are relevant in an organizational ISec context and that
allow us to study the bright- and dark-side effects of
trust: (1) trust as a belief regarding the favorability of
organizational security practices (e.g., Posey et al. 2011b,
Lowry et al. 2015, Yazdanmehr and Wang 2021) and (2)
trust as a belief concerning the adequacy of organizational
protective structures (e.g., McKnight et al. 2002, 2011;
Pienta et al. 2020).

Trust in organizational security practices refers to
employees’ belief that the organization acts in favor of or
at least not contrary to employees” interests when mak-
ing security-related demands (Robinson 1996, Nwankpa
and Roumani 2014, Lowry et al. 2015). Employees who
trust organizational security practices believe that they
are treated fairly by the organization, can raise concerns

Figure 1. A Theoretical Model of the Contrasting Effects of Trust on Precaution Taking
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Table 3. Construct Definitions

Construct

Definition

Precaution taking

Individuals taking actions to secure organizational IT resources against threats as a

result of prescribed or recommended security policies and procedures as well as
individual proactive behaviors (Boss et al. 2009, Burns et al. 2019)

Trust in organizational security practices

An employee’s belief that the organization is acting in favor of or at least not contrary

to the employee’s interests when making security-related demands (adapted from
Robinson 1996, Lowry et al. 2015)

Trust in organizational protective structures

An employee’s belief that the organization has put in place necessary impersonal

structures to allow the employee to feel safe when working with IS on the job
(adapted from McKnight et al. 2002, 2011)

Security commitment

An employee’s emotional attachment to, identification with, and involvement in the

protection of organizational IT resources (adapted from Meyer and Allen 1991)

Security complacency

An employee’s cognitive tendency to become self-satisfied with the organization’s

security protection against security threats, which leads them to relax their security
vigilance (adapted from Parasuraman and Manzey 2010, Markus 2017, Stafford 2022)

Security mindfulness

An employee’s state of alertness and lively awareness of the protection of the

organization’s IT resources (Thatcher et al. 2018, Pienta et al. 2020)

with less fear of repercussions, and know that the orga-
nization considers employees’ interests when making
security-related demands. This conceptualization of
trust is in line with the literature on organizational trust,
which has portrayed trust as an employee’s belief that
“organizational action will prove beneficial for employ-
ees” (Gilbert and Tang 1998, p. 322), and it follows the
stream of ISec literature that has taken the influence of
employees’ trust in organizational actions into account
as an explanatory variable for their security behaviors
(e.g., Posey etal. 2011a, Lowry et al. 2015).

Concerning the second conceptualization of trust in
ISec, trust in organizational protective structures refers to
employees’ belief that the organization has put necessary
impersonal structures in place to allow them to feel safe
when working with IT resources in their jobs (McKnight
et al. 2002, 2011). Organizations typically develop, main-
tain, and update a diversity of complementary security
countermeasures, including security policies, Security
education, training, and awareness (SETA) programs, and
monitoring software as the most prominent examples
(D’Arcy et al. 2009). By establishing such protective struc-
tures and countermeasures, organizations create a context
that safeguards employees from security threats when
they use IT resources to accomplish their work. To this
end, organizations act as microinstitutions that develop
rules, norms, and values that govern organizational and
individual behavior (Zucker 1983). This conceptualization
corresponds to research that has investigated the impact
of impersonal structures on individuals’ trusting beliefs
and behaviors, such as legal or technical protections
(Zucker 1983, McKnight et al. 2002, Lins et al. 2023).

The two conceptualizations of organizational trust
used in this study are valuable to examine for two key
reasons. First, they parsimoniously allow examination
of different trusting beliefs. Trust in organizational secu-
rity practices uses the trusting beliefs of benevolence,

competence, and integrity while also comprising affec-
tive beliefs (Nwankpa and Roumani 2014, Lowry et al.
2015). In contrast, trust in organizational protective
structures uses the trusting beliefs of structural assur-
ances and situation normality (McKnight et al. 2011),
invoking cognitive trusting beliefs. These conceptualiza-
tions thereby align with prior studies of trust between
employees and organizations: trust in organizational
security practices reflecting affective trust and trust in
protective structures reflecting cognitive trust. Affective
trust in employer and employee relations is established
through relational and emotional obligations that
involve exchanges that employees see as beneficial
beyond the requirements for employment (e.g., addi-
tional SETA training, workshops on configuring compu-
ters, explanations of countermeasures and how these
affect their devices; Macneil 1985). These exchanges
often lead to highly salient outcomes (e.g., employees
being motivated to do more, such as reporting phishing
emails to security) for the organization (Atkinson 2007,
Nwankpa and Roumani 2014). In contrast, cognitive
trust is established through transactional obligations
that involve exchanges that employees see as standard
elements of the security required for employment (e.g.,
required SETA training, multifactor authentication,
antivirus protection; Macneil 1985). These obligations
lead to low salient outcomes for the organization (e.g.,
employees doing what is expected or the minimum,
such as not opening a phishing email; Atkinson 2007).
Second, we argue that these conceptualizations of
trust help capture a broad spectrum of trust’s bright-
side and dark-side effects that would not be possible to
capture by focusing on only one conceptualization.
Exploring different conceptualizations of trust accounts
for the variety of theoretical views on trust that have
been developed (Dirks and Ferrin 2001, Fulmer and Gel-
fand 2012) and allows us to identify and theorize about
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contradictory findings and contentions related to trust
in the context of organization ISec. In this study, we
draw on the literature indicating that the effects of trust
can range from the production of commitment to a rela-
tionship, a beneficial effect of trust in organizational
security practices, to the risk of becoming complacent, a
detrimental effect of trust in organizational protective
structures (Gargiulo and Ertug 2006). To capture the
extremes of trust-related effects, we operationalize the
bright- and dark-side effects in terms of security commit-
ment and security complacency.

Organizational commitment generally refers to the
“psychological state that (a) characterizes the employee’s
relationship with the organization and (b) has implica-
tions for the decision to continue or discontinue mem-
bership in the organization” (Meyer and Allen 1991, p.
67). ISec research has mostly focused on one component
of such commitment, that is, affective organizational
commitment (Posey et al. 2015), which is defined as “the
employee’s emotional attachment to, identification with,
and involvement in the organization” (Meyer and Allen
1991, p. 67). Security commitment refers to the extent to
which an employee is emotionally attached to, identifies
with, and is involved in protecting organizational IT
resources. Security commitment reflects a contextualized
operationalization of affective organizational commit-
ment that aligns with similar notions in the context of
committed security attitudes that have been discussed in
the ISec literature (Herath and Rao 2009a, Posey et al.
2015). This contextualization also fits with trust in orga-
nizational security practices that similarly invoke rela-
tional and emotional aspects of trusting relationships,
often with positive affect, leading to beneficial outcomes
for organizations as employees engage in proactive secu-
rity (Burns et al. 2019). Therefore, security commitment
can help explain why trust in organizational security
practices relates to beneficial outcomes.

In contrast, security complacency refers to an employ-
ee’s cognitive tendency to become self-satisfied with the
organization’s security protection from security threats,
which can cause them to relax their security vigilance.
This concept aligns with a similar view of complacency
found in the automation literature (Parasuraman and
Manzey 2010, Markus 2017) and related security re-
search (Stafford 2022). Security complacency captures
the notion that employees can become lazy or inert in
response to organizational security initiatives (e.g., Guo
et al. 2011, Posey et al. 2014) as a result of experiencing
a false sense of security. This conceptualization for ISec
is important because well-intentioned yet unaware em-
ployees present a serious problem for organizations
(Stafford 2022). Security complacency is shown to mani-
fest from inherent complacency, or “relaxation of vig-
ilance” when using technology (Stafford 2022, p. 3818);
platform complacency, or reliance on technology to mit-
igate security threats; and social complacency, meaning

that security is the responsibility of someone in their
social circle rather than theirs directly (Stafford 2022).
These manifestations of security complacency are similar
to trust in organizational protective structures compris-
ing beliefs about structural assurances and situational
normality, or more transactional aspects of trusting rela-
tionships, that are shown to reduce employees’ security
concerns (Pavlou et al. 2007). Accordingly, security com-
placency helps explain why trust in organizational pro-
tective structures can relate to harmful outcomes for
organizational security, such as decreased precaution
taking.

Importantly, we argue that security commitment and
security complacency beliefs might coexist in indivi-
duals, with each type of belief leading to different out-
comes for security. For example, a highly committed
employee might also become complacent, as suggested
by Karjalainen et al. (2019), who reported that even a
careful employee could occasionally fail to scan a USB
device for malware. In turn, complacent employees
might misjudge their security responsibilities on occa-
sion but nevertheless feel committed to protecting the
organization. Therefore, this study aims to corroborate
the contrasting effects of trust on precaution taking via
security commitment and security complacency. The
following sections develop the hypotheses underlying
the theoretical model.

3.2. The Influence of Trust in Organizational
Security Practices on Security Outcomes:
The Bright Side of Trust

Trust in organizational security practices refers to an
employee’s belief regarding the favorability of organi-
zational behaviors (Lowry et al. 2015). Suppose employ-
ees consider organizational behaviors to be adequate
and in the interest of employees. In such a case, they are
likely to respond by exhibiting higher levels of affective
organizational commitment because the organization
demonstrates that it cares for its employees. Previous
organizational research has confirmed that employees’
trust predicts their affective organizational commitment
(Wong et al. 2002, Tan and Lim 2009). Similarly, organi-
zational research has shown that employees’ trust in
leaders is strongly positively associated with their orga-
nizational commitment (Dirks and Ferrin 2002), which
aligns with the claim that trust positively influences
employees’ attitudes toward their workplace (Dirks and
Ferrin 2002). Although empirical studies regarding the
interplay of trust in organizational security practices
and affective organizational commitment remain scarce,
extant research has shown that trust, if violated, can
reduce commitment to the organization. For instance,
hostile or abusive treatment from supervisors can
reduce an employee’s affective organizational commit-
ment (Guan and Hsu 2020) and increase organization-
directed IS misuse (Xu et al. 2022). When employees
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trust organizational security practices, they believe that
the security-related demands of their organizations are
reasonable, thus making them more likely to follow pre-
scribed security procedures (Lowry et al. 2015). Employ-
ees who trust in organizational security practices are
arguably more willing to ask for help with security mat-
ters if needed because they expect they will be treated
fairly. We conclude the following.

Hypothesis 1a. Trust in organizational security practices
positively influences security commitment.

Trust in organizational security practices can have an
additional bright-side effect by decreasing security com-
placency. Employees who trust organizational security
practices believe that the organization acts in favor of and
will prove beneficial for them (Gilbert and Tang 1998,
Lowry et al. 2015). Such employees tend to follow the
norm of reciprocity (Gouldner 1960), requiring them to
return similar benefits to the organization (Coyle-Shapiro
and Kessler 2002), such as avoiding potential threats and
maintaining the security of their organizations (Liu et al.
2020). These employees may focus on the relational ele-
ments of their relationship with the organization in terms
of security, such as training, support, and development of
security capabilities (Atkinson 2007). Often, employees
then engage in high-salience actions such as reporting
potential security threats (e.g., phishing emails, viola-
tions), completing nonmandatory SETA, and alerting
coworkers to best security practices. Thus, organizational
trust can act as a catalyst for pro-organizational outcomes,
particularly as a hindrance to counterproductive beha-
viors (Colquitt et al. 2007) such as complacency.

Organizational trust is also shown to promote proso-
cial compliant behavior (Colquitt et al. 2007) that reduces
nonmalicious security violations (Burns et al. 2019) and
computer abuse (Lowry et al. 2015), often attributed to
apathy, negligence, and loafing (Warkentin and Willison
2009, Cram et al. 2019). Interestingly, recent research has
similarly shown that security complacency is a suitable
construct for explaining nonmalicious violations (Staf-
ford 2022).

In sum, we propose that trust in organizational secu-
rity practices will likely lead employees to refrain from
behaviors that exacerbate the risk of security threats to
the organization. Because security complacency reflects
an employee’s tendency to relax their security vigilance
and related responsibilities, which can harm the organi-
zation, we argue that employees will be less inclined to
act with complacency if they trust organizational secu-
rity practices. We therefore posit the following.

Hypothesis 1b. Trust in organizational security practices
negatively influences security complacency.

We expect security commitment to influence precau-
tion taking based on the arguments that commitment
and related attitudes are essential to enacting security

behaviors and that commitment drives pro-organizational
actions. ISec research has suggested that committed em-
ployees may perceive organizational threats as more per-
sonally relevant (Posey et al. 2015). The more committed
employees are, the greater they feel that threats to the
organization are relevant to them. When individuals are
committed to the organization, they typically have an
interest in staying with the organization (Meyer and
Allen 1991). This motivation represents a strong reason
for individuals to take security precautions because such
behaviors can help reduce the organization’s vulnerabil-
ity to security threats and increase its viability. Therefore,
security commitment motivates employees to engage in
precaution-taking behaviors that can help mitigate orga-
nizational threats, such as cyberattacks. Empirical evi-
dence has also suggested that commitment increases
security and compliance-related attitudes, which can
increase behavioral compliance intentions (Ifinedo 2014,
Aurigemma and Leonard 2015) and security engagement
(Davis et al. 2023). Building on these arguments and pre-
vious empirical evidence, we posit the following.

Hypothesis 2. Security commitment positively influences
precaution taking.

3.3. The Influence of Trust in Organizational
Protective Structures on Security Outcomes:
The Dark Side of Trust
Trust in organizational protective structures consists
of two beliefs regarding security-related normality and
security-related assurance that are salient to employ-
ees. Perceived security-related normality refers to the
extent to which employees feel secure when working
with IS at their job. This facet is associated with the
situational normality dimension of institutional trust,
which reflects a belief regarding the institutional, orga-
nizational context that appears to be stable and com-
mensurate with individuals” expectations (McKnight
et al. 2002, 2011). Perceived security-related assurance
refers to the extent to which employees feel that orga-
nizational security measures protect them when work-
ing with IT resources at their job. This facet follows the
structural assurance dimension of institutional trust,
which pertains to the extent to which individuals
believe that organizational safeguards and guarantees
ensure protection from security threats when indivi-
duals use IT resources (McKnight et al. 2002, 2011). For
instance, suppose that individuals are confident that
their organization safeguards IT resources through
appropriate protective mechanisms (e.g., antimalware
software, a knowledgeable cybersecurity team, or fre-
quent training on security policies and procedures).
Such safeguards may lead employees to focus on the
transactional elements of their relationship in terms of
security, such as the organization mitigating attacks,
warning of attacks, and technological countermeasures
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performing as expected (Atkinson 2007). In this case,
they feel that it is safe to use IT resources because the
organization protects them.

Whereas complacency in employee response to secu-
rity has been noted by ISec researchers (e.g., Loch et al.
1992, Liang and Xue 2009, Stafford 2022), the relation-
ship between complacency and trusting beliefs remains
untested. We contend that trust in organizational protec-
tive structures plays a key role in influencing security
complacency for two reasons.

First, trust has been shown to be a predominant mech-
anism that reduces ISec concerns in the context of
e-commerce (e.g., Gefen et al. 2003, Pavlou et al. 2007).
Taking an agency perspective, Pavlou et al. (2007) found
that trusting signals and incentives related to structural
assurances (e.g., third-party verification of the website)
and situational normality (e.g., not price gouging) miti-
gate security concerns in transactional relationships. We
similarly argue that organizational protective structures
can send trusting signals and incentives via structural
assurances and situational normality to employees. For
example, many organizations promote the importance
of security, use (advanced) security measures (e.g.,
antivirus protection, multifactor authentication), demon-
strate adherence to regulatory and industry requirements
through certification schemes (e.g., third-party verifica-
tion such as HIPAA (Health Insurance Portability and
Accountability Act), ISO/IEC 27001, Payment Card
Industry compliance; Lins et al. 2022), and have safe com-
puting policies. Employees might come to trust the effec-
tiveness of these protective structures in protecting the
organization (Pienta et al. 2020), especially if they are not
aware of recent security breaches or cyberattacks.
Because of the ongoing, potentially self-reinforcing per-
ception that “the environment is in proper order and
success is likely because the situation is normal or
favorable” (McKnight et al. 2002, p. 339), this type of
trust can cause employees to rely excessively on organi-
zational protective structures in their work, thus leading
to higher levels of security complacency.

Second, trust in organizational protective structures
can cause individuals to feel comfortable to the extent
that such a feeling limits the cognitive efforts they make
to scrutinize the environment (Krishnan et al. 2006,
Workman 2008). For instance, antivirus software may
block malicious downloads, and antiphishing software
may block access to known malicious websites and send
warnings about potential risks to employees. Employees
familiar with these security technologies and security
policies may believe that organizational security technol-
ogies are in place to protect them (Stafford 2022). If
employees presume that it is normal to rely on organiza-
tional protection and that organizational protective struc-
tures provide seemingly appropriate safeguards, trust
in the organization might reduce individual attention
to security and thus increase susceptibility to security

attacks (Pienta et al. 2020), for instance, social engineering
attacks (Workman 2008). Employees might begin to take
organizational protective actions for granted and become
complacent regarding the security of IT resources, hence
misjudging their own security responsibilities or relaxing
their security vigilance. Accordingly, we suggest that trust
in organizational protective structures can fuel miscon-
ceptions regarding the effectiveness of these structures,
thereby luring employees into a state of complacency. We
thus posit the following.

Hypothesis 3a. Trust in organizational protective struc-
tures positively influences security complacency.

Continuing this line of argumentation of trust’s adverse
consequences, we suggest that trust in organizational pro-
tective structures can also adversely impact employees’
security commitment. Trust in organizational protective
structures focuses on transactional elements of the rela-
tionship allowing employees to prioritize other work obli-
gations over security. If employees perceive fewer security
threats to their organization because of trust in its protec-
tive structures, they may feel less emotionally attached
to protecting organizational IT resources. Related trust
research substantiates this assumption by showing that
cognitive trusting beliefs (i.e., employees having good rea-
sons to feel safeguarded; Lewis and Weigert 1985) also
impact their emotions, such as having stronger feelings of
security and comfort (Komiak and Benbasat 2006). Often,
if employees focus on transactional obligations, they will
engage in low-salience actions such as not opening a mali-
cious email or file if warned, completing mandatory secu-
rity training, and installing security updates only when
requested. Employees may, therefore, engage in actions
that are more casual and seen as meeting the minimum
security requirements in the organization because they
feel protected by the organization’s structure (Atkinson
2007, Pavlou et al. 2007, Stafford 2022). Hence, although
employees might trust in organizational protective struc-
tures, this trust can also make them less committed as per-
ceived security concerns and risks decrease. Therefore, we
posit the following.

Hypothesis 3b. Trust in organizational protective struc-
tures negatively influences security commitment.

As security in the organization increases in effective-
ness, employees may be complacent in attending to
or identifying potential cyberattacks. Individuals have
demonstrated a reliance on technology, allowing them
to be complacent in certain aspects of their job (Parasura-
man et al. 1993). Security complacency manifests in a
similar manner, as the literature shows that employees
do not feel threats or are not concerned about security
because of prevalent security technology at the organiza-
tion (Stafford 2022). Additional evidence is found in the
context of security warnings, where employees become
accustomed to these warnings and start disregarding
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them as a habit (Jenkins et al. 2016). Furthermore, secu-
rity is often not a priority for employees and groups in
organizations, as their work has the highest priority
(Herath et al. 2020, Sadok et al. 2020, Sarkar et al. 2020).

When individuals are complacent regarding security,
they tend to be less vigilant about the threats inherent to
their environment because they are not a concern for
them (Parasuraman and Manzey 2010, Markus 2017).
Hence, complacent employees seem to misjudge security
threats and depend more extensively on existing protec-
tive structures in their environment, such as the operat-
ing system, for protection from cybersecurity threats
(Stafford 2022). Concerning cybersecurity threats in an
organizational context, employees are more likely to rely
on the organization and established protective structures
to address these threats, and, consequently, take fewer or
more limited actions themselves. Security complacency
seems to eliminate the desire of employees to take proac-
tive actions to protect the organization, which is an essen-
tial driver of precaution-taking behaviors (Burns et al.
2019). Tendencies toward complacency connect trust to
harmful outcomes for organizational security, such as
decreased precaution taking due to misconceptions re-
garding the security offered by organizational protective
structures (Nwankpa and Datta 2023). Following the
assertion that more complacent employees are less likely
to take security precautions, we posit the following.

Hypothesis 4. Security complacency negatively influences
precaution taking.

3.4. The Role of Security Mindfulness as a
Mediator in the Relationships Between
Security Commitment, Security
Complacency, and Precaution Taking

Building on mindfulness theory and the related litera-

ture, we next examine security mindfulness as a medi-

ating variable in the relationships among security
commitment, security complacency, and precaution
taking, following the contentions of organizational and

IS research that highlight the mediating role of mind-

fulness (Nwankpa and Roumani 2014, Dernbecher and

Beck 2017, Christensen-Salem et al. 2021).

3.4.1. The Mediating Role of Security Mindfulness in
the Relationship Between Security Commitment and
Precaution Taking. Research connecting commitment
and mindfulness remains scarce, especially in the IS do-
main. In organizational sciences, researchers have argued
that affective organizational commitment is likely to pro-
mote mindful behaviors (Vogus and Sutcliffe 2012). Relat-
edly, Choi et al. (2015) found that affective organizational
commitment is positively associated with employee work
engagement, which refers to a positive mental state in
which employees are more energetic and involved in their
work (Schaufeli et al. 2002). In such a state, employees are

more involved in their work context and are more
focused on behaviors that the organization values (Meyer
and Allen 1997), a situation that is also salient when indi-
viduals engage mindfully with IT (Thatcher et al. 2018).
Additionally, organizational research has shown that
organizational affective commitment is associated with
innovative work behaviors (Jafri 2010), which is also evi-
dent when employees engage mindfully with IT because
they tend to exhibit a broadened awareness in this con-
text, thus allowing them to develop innovative solutions
to problems encountered in their work environment
(Langer 2014, Thatcher et al. 2018). In the ISec context, for
example, researchers have argued that affectively com-
mitted employees perceive organizational threats as more
personally relevant (Posey et al. 2015). Hence, the more
committed employees are, the greater they feel that the
organization’s threats are relevant to them, which causes
them to become more mindful of security and the need to
protect the organization from security threats.

A mindful employee is more likely to recognize the
importance of taking security precautions. The findings
of previous research have indicated that mindful indivi-
duals may examine suspicious emails more attentively
(Jensen et al. 2017) and that mindful security organizing
is associated with higher precaution taking (Burns 2019).
Mindful employees are more likely to recognize discrep-
ancies between their current and potential IT use and
find ways of resolving these discrepancies (Thatcher
et al. 2018). A mindful employee is more likely to recog-
nize the opportunity to protect organizational IT re-
sources and seek ways to implement these behaviors in
their work. Mindful employees may also note alternative
uses of a system that can move beyond the purpose
intended by the organization (Thatcher et al. 2018). For
instance, a mindful employee might use encryption to
protect sensitive information in an email to a coworker,
even though the ISec policy prescribes the use of en-
cryption only for emails to external parties. Likewise,
mindful employees are flexible, curious, and resourceful
(Thatcher et al. 2018), aligning well with precautionary
actions, such as informing oneself of novel cybersecurity
threats. Accordingly, we suggest that security mindful-
ness mediates the influence of security commitment on
precaution taking, which we summarize as follows.

Hypothesis 5. Security mindfulness mediates the relation-
ship between security commitment and precaution taking.

3.4.2. The Mediating Role of Security Mindfulness in
the Relationship Between Security Complacency and
Precaution Taking. Complacent individuals are com-
monly less suspicious about their environment (Singh
et al. 1993, Parasuraman and Manzey 2010) and fre-
quently misjudge the risks associated with a situation,
especially when critical events have been avoided suc-
cessfully in the past (Dillon and Tinsley 2008). A similar
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argument was also made by Swanson and Ramiller
(2004, p. 573), who claimed that a “successful organiza-
tion may also be prone to fall short in mindfulness—
precisely because of its success.” Similar tendencies
have been acknowledged by ISec researchers, indicat-
ing that complacent individuals can develop a false
sense of security when working with organizational
IS (Loch et al. 1992, Mylonas et al. 2013, Stafford 2022)
and underestimate the likelihood or severity of external
security threats (Liang and Xue 2009). Complacent indi-
viduals are more likely to depend on prior knowledge
and previously established structures rather than recog-
nizing changes in the environment (Langer 1989, Wood
and Lynch 2002). Hence, we presume that complacent
employees are likely to be less mindful regarding secu-
rity because they are less alert to the events in their envi-
ronment. Building on the arguments discussed above
concerning the positive influence of security mindful-
ness on precaution taking and the conjectured negative
influence of security complacency on security mindful-
ness, we posit the following.

Hypothesis 6. Security mindfulness mediates the relation-
ship between security complacency and precaution taking.

4. Research Method

To test the theoretical model, we conducted a cross-
sectional online survey using an online panel provided
by Qualtrics. Previous research has confirmed the suit-
ability of online panel data for studying security-
related phenomena (Lowry et al. 2016, Burns et al. 2019,
Maier et al. 2019). We employed a stratified sampling
approach, so we purposefully sampled participants
based on two sampling criteria. First, participants were
required to have been employed full time for at least
one year at a midsize to large company in the United
States. This criterion was intended to ensure that em-
ployees were sufficiently familiar with their work
environment and to reduce cultural biases. Second,
participants were required to work occasionally with
sensitive data, such as employees’ personal informa-
tion, financial data, or sensitive customer data, thereby
ensuring that security was relevant to their jobs. The
total panel costs amounted to USD 6,714.03.

4.1. Descriptive Statistics

Qualtrics administered the survey to 744 participants,
of whom 607 completed the survey. We included
attention-check questions and recorded the time spent
on each page to remove respondents who paid insuffi-
cient attention to the survey. We removed 121 responses
because the answers indicated that the respondents did
not meet the sampling criteria. We also removed 106
responses because of failed attention checks or indica-
tions that the respondents rushed through the survey.

This process resulted in 380 valid responses. This num-
ber exceeds the approximate sample size of 146, which
we calculated using the tool G*Power (power = 0.950,
effect size f>=0.150; Faul et al. 2009) and the median
sample size of 200 drawn from previous structural
equation modeling (SEM) studies (Kline 2016). Among
the final participants, 67.63% were women, and 32.11%
were men. On average, participants were 50 years old
(minimum 20 years old, maximum 76 years old) and
reported spending 75.70% of a typical working day
using an organization’s computer systems, and 76.05%
of participants worked with sensitive data approxi-
mately half the time or more. The participants worked
in various positions in their companies. Most partici-
pants held intermediate positions (38.42%), followed
by middle management (31.05%), senior management
(15.26%), entry level (10.26%), and other positions
(5.00%). On average, participants had worked for their
current employer for 11.83 years, and worked in the
fields of healthcare (21.58%), information technology
(10.53%), government (10.53%), academic or education
(10.26%), wholesale or retail (9.47%), banking/finance
(8.68%), manufacturing (8.68%), or other (20.26%).

4.2. Survey Procedure

The survey consisted of five parts. We first asked ques-
tions regarding the sampling criteria noted above (i.e.,
age, organizational tenure, company size, employment
level, and frequency of working with sensitive data),
thus allowing the panel provider to filter out participants
early in the survey. Subsequently, we provided a short
description of the study’s context, emphasizing that par-
ticipants should answer the questions with regard to
their current employer, and explained key terminology
used in the survey (e.g., security measures, cybersecurity
threats). We then measured the dependent variable (i.e.,
precaution taking), followed by the intermediate vari-
ables (i.e., security complacency, security commitment,
and security mindfulness) and the antecedent variables
(i.e., trust in organizational security practices and trust
in organizational protective structures). Subsequently,
we collected answers regarding the control variables
(i.e., perceived threat, perceived sanctions, perceived
mandatoriness, security self-efficacy, disposition to trust,
and faith in security technology). Finally, we collected
answers pertaining to demographic information, social
desirability, and marker items that we collected to esti-
mate common method bias (CMB). We pretested the sur-
vey procedure through consultation with eight faculty
members and incorporated their feedback.

4.3. Survey Measures

We used or adapted previously validated scales to mea-
sure the constructs included in our survey (Straub 1989).
To measure precaution taking, we adopted the scales
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developed by Boss et al. (2009). Trust in organizational
security practices was measured using items that we
adapted from Robinson (1996) and Schoorman et al.
(2007). Trust in organizational protective structures was
measured using the two sub dimensions of security-
related situational normality and security-related struc-
tural assurances, which we adapted from items reported
by McKnight et al. (2002, 2011). We adopted the operatio-
nalization of security mindfulness from Thatcher et al.
(2018) and the operationalization of security commitment
from Allen and Meyer (1990) and Herath and Rao (2009b).
The items used to measure security complacency were
adapted from the complacency potential scale developed
by Merritt et al. (2019). Additionally, we collected theoreti-
cally relevant control variables to test the robustness of
our predictions (Spector and Brannick 2011). The mea-
sures are presented in Online Appendix A.

In addition to relying on previously validated items
to measure the constructs, we performed additional
measurement instrument robustness checks (Online Ap-
pendix B). First, 20 faculty members participated in a
modified card-sorting procedure (Moore and Benbasat
1991). We asked them to rate on a five-point Likert scale
how well each item corresponds to our six key con-
structs. The results show that faculty members rated a
significantly higher fit of the items to their correspond-
ing constructs in comparison with the remaining con-
structs (e.g., the lowest average fit of items to their
theoretical constructs was 3.9 on a five-point Likert scale
for precaution taking). Second, we conducted a match-
ing exercise (Thatcher et al. 2018) with 93 participants
using the panel provided by Amazon Mechanical Turk
(MTurk). We presented each participant with a list of
contextualized items of a specific construct and asked
them to map each item to the original items used in prior
research. We found that the participants, on average,
correctly mapped 83% of our contextualized items to the
original items of prior research, providing support that
participants viewed our contextualized measures and
the original items as very similar (Landis and Koch 1977,
Thatcher et al. 2018). We also asked participants what
they thought when reading example items to assess
whether our items were interpreted as intended. Finally,
we conducted a pilot test featuring 104 participants
acquired using MTurk and assessed construct reliability,
convergent validity, and discriminant validity.

4.4. Data Analysis

We used IBM SPSS Statistics (version 27) and IBM SPSS
AMOS (version 27), a covariance-based SEM software,
to analyze the data. To validate our measurement
model, we followed a two-step approach. First, we
tested the measurement items for univariate normality.
One precaution-taking item (PREC3) exhibited the high-
est skewness value (—2.368) and the highest kurtosis

value (8.067). The highest skewness value was below the
acceptable threshold of three, and the highest kurtosis
value was below the acceptable threshold of 10, thus
suggesting that the item distributions were not severely
nonnormal (Kline 2016).

Second, we conducted a confirmatory factor analysis
(CFA) using AMOS. We modeled trust in organizational
protective structures as a parcel construct consisting of
items pertaining to security-related situational normal-
ity and security-related structural assurances. All items
loaded significantly and highest on their theoretical con-
struct (see Online Appendix A). To assess model fit, we
used the chi-squared A/ degrees of freedom (df) ratio,
the root mean square error of approximation (RMSEA),
the comparative fit index (CFI), and the standardized
root mean square residual (SRMR). The CFA model
indicated an acceptable fit with the data (x*/df=1.780,
RMSEA =0.045, CFI=0.927, SRMR =0.057), meeting
common thresholds for acceptable model fit (x*/df <3,
CFI> 0.900, RMSEA and SRMR < 0.080; Hu and Bentler
1999, Gefen et al. 2011).

We also assessed the reliability and convergent valid-
ity of the reflective constructs and examined their dis-
criminant validity. The average variance extracted
(AVE) was higher than the threshold of 0.500 (Fornell
and Larcker 1981; Table 4), except for our control vari-
able social desirability (AVE=0.473). Because social
desirability slightly falls below the 0.500 threshold but
has a composite reliability (CR) of 0.726, we kept social
desirability in our model (cf. Fornell and Larcker 1981).
Each construct’s CR value was above 0.700, thus demon-
strating good internal consistency (Nunnally 1978). All
indicators satisfied the minimum loading requirements
(significance and load value) between the indicator
and its latent construct, thereby exhibiting satisfactory
convergent validity. The heterotrait-monotrait (HTMT)
ratios of correlations (Table 5) were below the threshold
of 0.850 for all constructs (Henseler et al. 2015), indicat-
ing no problems with discriminant validity. The square
root of each construct’s AVE exceeded the interconstruct
correlations (Table 4), except for trust in organizational
security practices, which was correlated with trust in
organizational protective structures at 0.729, slightly
above the square root of the AVE, which was 0.721.
To further test the discriminant validity, we compared
the covariances between models that either freely esti-
mated the covariance between the two constructs or con-
strained it to one (Wright et al. 2012). The chi-square
differences between these models were significant (un-
constrained model, x*=146.802 (34 df); constrained
model, x*=202231 (35 df); Ax*=55.429, p<0.001).
These results support the discriminant validity of the
constructs. Additionally, we examined variance infla-
tion factor (VIF) values that can indicate pathological
multicollinearity (Kline 2016). All VIF values were lower
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Table 4. AVE, CR, and Interconstruct Correlations

Construct AVE CR 1 2 3 4 5 6 7 8 9 10 11 12
1. Precaution taking 0.573 0.869  0.757

2. Security mindfulness 0.626 0907  0.622  0.791

3. Security complacency 0.531 0.850 —0.247 -0.284  0.729

4. Security commitment 0572 0.842  0.645 0459 -0.226 0.756

5. Trust in practices 0520 0.812 0454 0298 -0.006 0.714 0.721

6. Trust in structures 0.665 0922 0321 0122 0.144 0.561 0.729 0.815

7. Security self-efficacy 0.596 0815 0523 0508 -0.213 0.602 0.512 0.468 0.772

8. Perceived threat 0.755 0.860  0.154 0.050 —0.024 0.241 0.179 0.119 0.205 0.869

9. Perceived sanctions 0.657 0.851 0294 0212 -0.094 0.282 0273 0.186 0.282 0292  0.811

10. Social desirability 0473 0726 0398 0.335 —0.027 0450 0472 0461 0.250 0.063  0.223 0.688

11. Disposition to trust 0.798 0922 0.044 0.100 0.089 0.231 0.248 0.247 0.138 0.042 —0.034 0.254 0.894

12. Faith in security measures 0.690 0.869 0316  0.291  0.092

0.506 0.585 0.589 0.485 0.165  0.178 0.435 0.289 0.830

Note. Diagonal bold numbers show the square roots of the AVE.

than the threshold of five (Kock and Lynn 2012; i.e., the
highest VIF value is 2.360), thus suggesting that this is
not the case.

4.5. Common Method Bias Assessment

The survey used procedural and statistical remedies to
reduce CMB (Podsakoff et al. 2003). First, we told partici-
pants that their answers would be anonymized, that they
should take the time to answer the questions carefully
and honestly, and that there were no right or wrong
answers. Furthermore, we randomized the order of ques-
tions, used validated scales drawn from the literature,
randomized items, and used temporal and proximal sep-
aration (i.e., on different pages) of the measurements for
independent and dependent variables.

We used three statistical techniques to assess CMB.
First, we examined item correlations (Lindell and Whit-
ney 2001, Liang et al. 2019). We used the second-smallest
positive correlation as a cautious CMB estimate (i.e.,
r=0.0017 between PREC3 and DISP3) to calculate CMB-
corrected correlations and significances. The pattern of
significance remained unchanged, thus suggesting that
CMB did not substantially affect our data. Second, we
added an unmeasured latent common method factor to
the CFA model and allowed all items to load on their

Table 5. HTMT Results

latent theoretical construct as well as the method factor
(Podsakoff et al. 2003). For identification purposes, we
constrained item loadings on the method factor to be
equal. The change in CFI (ACFI = 0.0004) was below the
commonly established threshold of 0.010 (Cheung and
Rensvold 2002), thus suggesting that the models were
only marginally different. Third, we used the CFA
marker technique (Williams et al. 2010) with a measured
latent marker variable (Chin et al. 2013). We compared a
baseline model in which item loadings to the marker
variable were constrained to zero with a model that
imposed equality constraints (Williams et al. 2010). The
change in CFI (ACFI=0.008) was also below the 0.010
threshold. In summary, these results indicate that CMB
does not seem to have been a major concern for our
research.

5. Results

5.1. Hypothesis Testing

Next, we assessed the significance of the structural path
estimates in our theoretical model using the AMOS soft-
ware. Figure 2 and Table 6 present the model testing
results. The model explains 54.0% of the variance in pre-
caution taking, 28.5% of the variance in security mind-
fulness, 59.7% of the variance in security commitment,

Construct 1 2 3 4 5 6 7 8 9 10 11 12
1. Precaution taking

2. Security mindfulness 0.650

3. Security complacency 0.261 0.280

4. Security commitment 0.659 0.508 0.218

5. Trust in practices 0.466 0.361 0.008 0.706

6. Trust in structures 0.332 0.172 0.156 0.547 0.719

7. Security self-efficacy 0.545 0.547  0.204 0.633 0.529 0.495

8. Perceived threat 0177 0.06 0.026 0242 0180  0.113 0215

9. Perceived sanctions 0.310 0.264 0.091 0.296 0.302 0.194 0.307 0.290

10. Social desirability 0428 038  0.028 0475 0517 0478 0269  0.054  0.246

11. Disposition to trust 0.053 0110 0.094 0240 0249 0254 0147 0.041 0.023  0.267

12. Faith in security measures 0.329 0.324 0.097 0.496

0.582 0.590 0.519 0.170 0.188 0.456 0.289
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Figure 2. Model Testing Results
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12.0% of the variance in security complacency, 52.6% of
the variance in trust in organizational security practices,
and 48.1% of the variance in trust in organizational pro-
tective structures.

5.2. Direct Effects
Hypotheses 1a—4 pertain to the direct effects in the
model. The standardized path coefficient between trustin

Table 6. Summary of Hypothesis Testing Results

organizational security practices and security commit-
ment was significant (§=0.617, p < 0.001). The stan-
dardized path between trust in organizational security
practices and security complacency was significant (5 =
—0.309, p <£0.010). Thus, Hypotheses 1a and 1b are sup-
ported. Hypothesis 2 focuses on the influence of secu-
rity commitment on precaution taking. The significant
positive path coefficient (8 =0.330, p <0.001) supports

Hypothesis (direction) B coefficient p-value Supported?
Panel A. Direct effects

Hla: Trust in org. security practices — Security 0.617 <0.001 Yes
commitment (+)

H1b: Trust in org. security practices — Security —-0.309 0.002 Yes
complacency (—)

H2: Security commitment — Precaution taking (+) 0.330 <0.001 Yes

H3a: Trust in org. protective structures — Security 0.318 <0.001 Yes
complacency (+)

H3b: Trust in org. protective structures — Security 0.065 0.228 No
commitment (—)

H4: Security complacency — Precaution taking (—) —0.062 0.180 No

Panel B. Mediation effects
Coefficient [CIs] p-value Supported?

H5: Security commitment — Security mindfulness ab = 0.166 [0.106, 0.253] ab: <0.001 Yes (complementary mediation)
— Precaution taking ¢ = 0.285 [0.109, 0.502] ¢: <0.001

Hé: Security complacency — Security mindfulness ab = —0.055 [—0.107, —0.020] ab: <0.001 Yes (indirect-only mediation)
— Precaution taking ¢ = —0.041 [-0.110, 0.023] c: 0.205

Notes. H, Hypothesis. Confidence intervals (CIs) and p-values for mediation effects were obtained using the bootstrapping method (5,000
repetitions, 95% bias-corrected Cls). The letter “a” denotes the path between each independent and mediating variable, “b” indicates the path

“ 1
C

between the mediating and dependent variable, and

represents the path between the independent and dependent variables.
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Hypothesis 2. Hypothesis 3a considers the direct influ-
ence of trust in organizational protective structures on
security complacency, which was found to be positive
and significant (5 =0.318, p < 0.001), thereby support-
ing Hypothesis 3a. Hypothesis 3b considers the direct
influence of trust in organizational protective struc-
tures on security commitment, which was nonsignifi-
cant (8=0.065, p=0.228), not supporting Hypothesis
3b. Last, Hypothesis 4 pertains to the direct negative
effect of security complacency on precaution taking.
The path coefficient was not significant (§=—0.062,
p =0.180), thereby not supporting Hypothesis 4. Hence,
the results support all but two hypothesized direct
effects. We controlled for several possible confounding
variables to test the robustness of our model (see Online
Appendix C).

5.3. Mediation Effects

Hypotheses 5 and 6 pertain to the hypothesized media-
tion effects included in the theoretical model. To obtain
the estimates for these mediation effects, we used SPSS
AMOS “estimands” function with bootstrapping (5,000
repetitions, 95% bias-corrected confidence intervals), as
recommended by MacKinnon et al. (2004). We calcu-
lated the product of the unstandardized path estimates
between the independent variable and the mediator var-
iable (path 2) and between the mediator variable and the
dependent variable (path b), and we assessed the signifi-
cance of the direct effect between the independent and
the dependent variable (path ¢; Zhao et al. 2010).
Hypothesis 5 focuses on the mediating influence of secu-
rity mindfulness in the relationship between security
commitment and precaution taking. The product term
for the indirect effect on the relationship between secu-
rity commitment and precaution taking via security
mindfulness was significant and positive (ab = 0.166, p <
0.001, bias-corrected confidence interval [0.106, 0.253]).
The direct effect of security commitment on precaution
taking was also significant (¢ =0.285, p < 0.001, [0.109,
0.502]), thus suggesting a complementary mediation
(i.e., both effects point in the same direction; Zhao et al.
2010), and thereby Hypothesis 5.

Hypothesis 6 focuses on the mediating influence of
security mindfulness in the relationship between secu-
rity complacency and precaution taking. The product
term for the indirect effect is negative and significant
and (ab=—-0.055, p < 0.001, [-0.107, —0.020]), whereas
the direct effect is nonsignificant (c = —0.041, p > 0.050,
[—0.110, 0.023]). These results support Hypothesis 6 and
indicate an indirect-only mediation (Zhao et al. 2010).
Hence, the results support all hypothesized mediation
effects.

5.4. Post Hoc Analyses
In the post hoc analyses, we analyzed the effect sizes of
the independent variables predicting precaution taking

(Online Appendix D). The results indicated a small effect
size of the influence of security commitment on the ex-
plained variance in precaution taking (AR”=0.065,
f*=0.141) and a medium effect size of the influence of
security mindfulness (AR*=0.103, f = 0.224).

Next, we examined the mediating effects of security
commitment and security complacency on the relation-
ships among trust in organizational security practices,
trust in organizational protective structures, and secu-
rity mindfulness. The product term for the indirect effect
between trust in organizational security practices and
security mindfulness via security commitment was sig-
nificant and positive (ab = 0.476, p < 0.001, [0.233, 0.927]).
The direct effect of trust in organizational security prac-
tices on security mindfulness was nonsignificant
(c=0.270, p>0.050, [-0.178, 0.721]), thus suggesting an
indirect-only mediation.

The product term for the indirect effect on the rela-
tionship between trust in organizational protective
structures and security mindfulness via security com-
placency was significant and positive (ab=—0.083,
p <0.050, [-0.201, —0.015]), whereas the direct effect of
trust in organizational protective structures on security
mindfulness was also significant (c = —0.265, p < 0.050,
[—0.529, —0.044]). These results indicate a complemen-
tary mediation relationship. Hence, trust in organiza-
tional protective structures has a significant negative
direct effect on security mindfulness beyond its indirect
influence via security complacency, thus providing fur-
ther support for the dark-side effect of trust. In contrast,
the effect of trust in organizational security practices is
completely mediated by security commitment.

We also tested the direct effects of trust in organiza-
tional security practices and trust in organizational protec-
tive structures on precaution taking. The results indicate
that the effect of trust in organizational security practices
on precaution taking is nonsignificant (c=—0.050, p>
0.050, [-0.427, 0.272]), thereby suggesting that the effect
is fully mediated by security commitment. Similarly,
the effect of trust in organizational protective structures
has no direct significant relationship (c =0.006, p > 0.050,
[—0.221, 0.202]) with precaution taking, thus suggesting
that this effect is fully mediated by security complacency
and security mindfulness.

Finally, we analyzed an alternative model (Online
Appendix E) to account for reverse causality between
security commitment and security mindfulness as well
as security complacency and security mindfulness. To
do so, we developed an atheoretical alternative model
(Khuntia et al. 2021) that had security mindfulness as an
antecedent to security commitment and complacency
and direct paths from trust in organizational security
practices and trust in organizational protective struc-
tures to security mindfulness. Additionally, direct paths
were modeled from security commitment, complacency,
and mindfulness to precaution taking. The proposed
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theoretically driven research model (Figure 1) has a bet-
ter overall fit than the alternative model, indicating that
the alternative model is misspecified (x?/df =2.004,
RMSEA =0.051, CFI=0.895, SRMR = 0.092). Addition-
ally, the variance explained by mindfulness decreases
from 28.5% to 20.8%, that explained by security commit-
ment decreases from 59.7% to 43.5%, and that explained
by complacency only slightly increases from 12.0% to
14.2%. The variance explained by precaution taking has
a minimal change of 0.2%. Empirically, the alternative
model’s fit and variance explained provide support for
our theoretically driven proposed research model rather
than the atheoretical alternative model.

6. Discussion

This study develops and tests an integrated theoretical
model that focuses on the ways in which the bright- and
dark-side effects of trust influence employees’ intentions
to take security precautions in the context of organiza-
tional ISec. Concerning the bright-side effects, the results
show that trust in organizational security practices posi-
tively influences security commitment, which predicts
precaution taking, either directly or indirectly, via its
influence on security mindfulness. In addition, analyses
suggest that trust in organizational security practices
also reduces security complacency, which constitutes an
additional bright-side effect.

With regard to the dark-side effects of trust, we find
two ways in which trust in organizational protective
structures can interfere with employees’ intentions to
take security precautions. First, trust in organizational
protective structures can encourage employees to become
complacent, which inhibits their mindfulness in the con-
text of security issues and reduces their intention to take
security precautions. Second, employees’ trust in organi-
zational protective structures also has a direct negative
influence on their security mindfulness, which has the
same adverse consequences on precaution taking. These
insights are particularly germane to the discourse con-
cerning the bright- and dark-side effects of trust in organi-
zational ISec, thereby offering promising implications for
research.

6.1. Implications for Research

Our study makes several notable contributions to the
ISec and IS trust literature. First, this study offers
nuanced insights into the role of trust in organizational
ISec by simultaneously studying the bright-side and
dark-side effects of trust within an integrated model.
Our work thereby extends previous trust research in
ISec that focused on either trust’s bright-side effects (e.g.,
Lowry et al. 2015, Jeon et al. 2018) or dark-side effects
(e.g., Workman 2008, Posey et al. 2011a). Specifically,
we empirically verify that security commitment and
security complacency represent theoretically grounded

manifestations of the bright- and dark-side effects of trust
in the context of organizational ISec. By examining these
contrasting bright- and dark-side effects, we demonstrate
the viability of taking a more complete and integrated
approach to theorizing trust, as has been recommended
in the trust literature (Gargiulo and Ertug 2006, Schoor-
man et al. 2007, Gefen et al. 2008).

Second, our study suggests that security commitment
plays a crucial role as a bright-side effect of trust in orga-
nizational ISec. Our findings indicate that employees
who are committed to security are more likely to take
security precautions and are also more mindful of secu-
rity. These are vital findings because they empirically
validate security commitment as a bright-side effect of
trust in organizational ISec. By offering empirical evi-
dence concerning the relationship between security
commitment and precaution taking, a desirable security
behavior, we extend the findings of previous ISec stud-
ies, which have primarily used commitment as a way of
explaining undesirable security behaviors (Posey et al.
2011a, Lowry et al. 2015). Our study also demonstrates
that a contextualized operationalization of commitment
for ISec can have substantial predictive and explanatory
power, which underlines the importance of contextual
explanations for phenomena related to ISec (Hong et al.
2014, Karjalainen et al. 2019).

Third, we examined security complacency as a dark-
side effect of trust in organizational ISec. Security com-
placency is a novel concept that is important to ISec
researchers because it captures a more complete under-
standing of nonmalicious behaviors (Stafford 2022) than
mere apathy or laziness, which often have been identi-
fied as employees’ response to organizational security
initiatives (e.g., Guo et al. 2011, Posey et al. 2014). Secu-
rity complacency serves as an explanation for why
employees facilitate security breaches with no intended
malice. However, ISec researchers have not empirically
tested the role of complacency as a dark-side effect of
trust in organizational ISec. Drawing from existing psy-
chometric research on complacency in the automation
literature (Singh et al. 1993, Parasuraman and Manzey
2010) and related security research (Stafford 2022), this
study provides empirical support for the role of compla-
cency as a manifestation of a dark-side effect of trust in
organizational ISec (Gargiulo and Ertug 2006) because it
prevents employees from acting mindful about security.
These insights regarding the role of complacency also
align well with previous ISec research, which has shown
that employees’ feelings of happiness regarding the pro-
tection of the organization are positively associated
with their efforts to detach themselves from potentially
threatening situations, which reduces their intentions
to take security precautions (Burns et al. 2019). By pro-
viding evidence to support the significance of security
complacency, we provide researchers with an additional
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way of understanding employees’ security beliefs and
behaviors.

Fourth, our study also provides insights into the ways
in which security commitment and security compla-
cency are related to different conceptualizations of trust
in organizational ISec, namely, trust in organizational
security practices and trust in organizational protective
structures. Previous research has shown that trust can
have different outcomes, depending on the type of trust
or level of analysis (Dirks and Ferrin 2001; McKnight
et al. 2002, 2011). Our results highlight that employees’
trust in organizational security practices increases their
security commitment and decreases their security com-
placency. These bright-side effects reveal the importance
of creating a trusting security climate in organizations
that empowers employees to deal with security with the
organization’s help. On a more critical note, we pro-
vided empirical evidence indicating that trust in organi-
zational protective structures can cause employees to
become complacent regarding security. Thus, our study
emphasizes that it is essential to understand where indi-
viduals place their trust in the context of organizational
ISec because such trust can have both bright- and dark-
side effects.

Fifth, previous ISec research has acknowledged the
need to broaden ISec researchers’ theoretical repertoire
regarding understanding security behaviors (Willison
and Warkentin 2013, Burns et al. 2019). By responding to
such calls for research, the findings of our study high-
light the viability of adopting a perspective based on
trust theory to understand precautionary security beha-
viors. Given that security-related situations are rife with
uncertainty regarding security threats and grave risks
for individuals and organizations, trust theory provides
a promising theoretical framework for understanding
how employees’ trusting beliefs concerning organiza-
tional ISec affect their precautionary security behaviors.
We note that the protective structures that organizations
create to combat security threats could cause employees
to trust these structures and thus become complacent
regarding security. This unfortunate outcome suggests
that trust does not always foster desirable security beha-
viors. However, this finding represents an important
insight for ISec researchers because it can help them
understand the conditions under which the precaution-
ary security behaviors of employees become less likely.

Finally, our findings regarding security mindfulness
can improve our understanding of the mechanisms that
connect trust in organizational ISec with precautionary
security behaviors. Our results emphasize the role of
mindfulness as a mediator, as proposed by previous IS
research (Dernbecher and Beck 2017). However, our
results also provide more nuanced insights into this role.
Security mindfulness accelerates the positive influence
of security commitment on precaution taking and fully
mediates the negative influence of security complacency

on precaution taking. These insights suggest that mind-
fulness can not only act as an accelerator of desired
beliefs but can also play an important role in mediating
undesired beliefs. This finding is important because it
emphasizes the mediating role of security mindfulness
in both the bright- and dark-side effects of trust. The
results also indicate that being mindful of security is
an important predictor of precaution-taking behaviors,
thereby confirming the view expressed in the literature
that precautionary actions require a mindful approach
to security, such as in the research indicating that mind-
ful employees are better able to avoid phishing attacks
(Jensen et al. 2017).

6.2. Implications for Practice

Encouraging employees to take security precautions is
a vital strategy that organizations can use to reduce
their vulnerability to various ISec threats. This study
has several practical implications regarding the ways in
which employees’ trust in organizational ISec influ-
ences their intention to take security precautions. First,
this study highlights that many employees are commit-
ted to protecting the organization (mean=>5.81 on a
seven-point Likert scale) and are willing to take security
precautions (mean = 5.74). The study finds that employ-
ees who trust organizational security practices are more
committed to protecting the organization and are more
willing to take security precautions. To foster trust in
organizational security practices and security commit-
ment, ISec managers should establish a trusting security
climate via their security training programs to ensure
that employees can speak freely about the security pro-
blems they face in their work and receive support to
resolve those problems if needed. Nurturing trust in
this manner may foster hard-to-instill security beha-
viors such as reporting security breaches, increasing
training participation, and overcoming security work-
arounds and pseudo compliance.

However, this study also alerts managers to the
potential adverse consequences of employees’ trust in
the organization’s protective structures. We find that
employees’ trust in the protective structures established
by the organization can backfire, making them compla-
cent regarding security. We observed substantial levels
of security complacency among the employees we sur-
veyed (mean =4.38). Although our study does not dis-
pute the importance of developing protective structures,
ISec managers must be aware of the potential adverse
effects of these structures. Our study shows that ISec
managers can take two types of actions to mitigate these
adverse effects. First, as noted above, they can create a
trusting security climate to improve employees’ trust in
organizational security practices because, as our find-
ings show, this type of trust can reduce the complacency
of employees. Second, if complacency cannot be avoided
or mitigated, implementing zero-trust models can help
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mitigate the negative consequences of complacent em-
ployees because zero-trust models assume that every
employee, system, or device can become compromised
(Rose et al. 2020). In addition, ISec managers should use
security training to emphasize that the organization’s
protective technological or procedural security counter-
measures are insufficient to fend off security threats on
their own. Instead, organizational security countermea-
sures must be complemented by the committed security
behaviors of individuals and training that explains how
they can take security precautions and why they should
be taken (Schuetz et al. 2021).

6.3. Limitations and Directions for
Future Research

This study faces certain limitations that indicate ave-
nues for future research. First, because this study uses
trust theory as a theoretical lens to examine the ways in
which employees’ trusting beliefs regarding security in
an organizational context relate to their security beha-
viors, it does not explore or compare alternative theo-
retical explanations. To this end, one prominent theory
that has been advocated by ISec researchers is protec-
tion motivation theory (PMT). PMT suggests that indi-
viduals’ ISec behaviors are driven by their appraisals of
threats and the associated coping responses. In line
with the findings of PMT researchers that commitment
is an important contingent factor of the PMT (Posey
et al. 2015), we suggest that researchers should explore
the influence of complacency on PMT components. For
instance, it would be interesting to investigate whether
complacency, as a proxy for employees’ heightened
confidence in the efficacy of organizational protective
structures, affects the relationship between their per-
ceived efficacy of individual protective behaviors and
their actual security behavior (Haag et al. 2021).

Second, we collected the data concerning the depen-
dent and independent variables simultaneously, which
could have led to the influence of CMB on our data.
Although we designed our study carefully to minimize
this risk, future research could separate data collection
temporally or employ more objective measures of secu-
rity behaviors (e.g., log data). We see particular value
in the possibility of exploring the concept of compla-
cency in the context of security by conducting behav-
ioral experiments that could help validate the empirical
insights found by this study. Third, our study uses the
online panel provided by Qualtrics to reach study par-
ticipants from the United States. Because previous
research has suggested that cultural effects can influ-
ence security behaviors (Chen and Zahedi 2016, Vance
et al. 2020), we propose that researchers should investi-
gate our findings in different cultural contexts. Fourth,
our study focused on examining precaution taking that
is associated with behaviors in which individuals typi-
cally engage prior to the occurrence of critical security

incidents (e.g., data breaches). It would be fruitful to ex-
plore whether critical security incidents shape employ-
ees’ beliefs regarding security commitment and security
complacency and, if they do have such an effect, how
long it lasts. Similarly, identifying antecedents and alter-
native consequences of security complacency would be
worthwhile. For example, researchers could investigate
whether psychological contract breaches (Zhao et al.
2007) increase complacency beliefs, potentially fueling
the problematic consequences of such beliefs. Similarly,
future theoretical and empirical research could also
examine the influence of security commitment and com-
placency on security-related outcomes on the opposite
side of the spectrum from individual security behaviors,
such as noncompliant security behaviors.

Finally, we acknowledge that individuals can attri-
bute trust regarding, for example, the organization, a
technology artifact (e.g., antimalware software), or a
person (e.g., a security representative) in different ways.
There are many forms of trust, such as affective trust,
cognitive trust, trust in a specific technology, swift trust,
interpersonal trust, distrust, and trust transfer, among
others. Although this study focuses on organizational
trust, it could be a fruitful avenue for trust researchers
to study the bright- and dark-side consequences of dif-
ferent forms of trust in different contexts and with dif-
ferent conditional factors such as culture and industry.
Whereas this study considers trust in organizational
security practices and trust in organizational protective
structures to be an overarching concept that reflects the
sociotechnical nature of security in organizations (Dhil-
lon and Backhouse 2001, Dhillon et al. 2021), future
research could study and make distinctions related to
trust in different entities and contexts in further detail.

7. Conclusion

Motivated by the mixed results reported in the literature
concerning the bright- and dark-side effects of trust, this
study investigated the bright- and dark-side effects of
trust in organizational ISec on precaution taking. By
studying both effects within the framework of an inte-
grated theoretical model, we overcome the limitation of
focusing on one side of trust while neglecting the other
side that is prevalent in related research. The results of
this study show that bright-side trust in ISec is associ-
ated with a reduction in security complacency and an
increase in employees’ commitment to and mindfulness
regarding security, which encourages employees to take
security precautions. We also verified security compla-
cency as a dark-side effect of trust by showing that trust
in organizational protective structures reduces employ-
ees’ security mindfulness. Overall, our findings indicate
that the bright-side effects of trust in ISec are more nota-
ble than its dark-side effects. Future ISec research can
build on the duality of commitment and complacency in
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the context of ISec to explore the relevance of these fac-
tors in other contexts.
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Endnotes

" We consider the negative effects of trust to be distinct from dis-
trust, because trust and distrust are distinguishable concepts with
their own antecedents and consequences (Dimoka 2010).

2 Following extant IS research on mindfulness and the original
work of Langer (1989), we conceive security mindfulness as state
and not as trait (e.g., Dane 2011) because organizations can promote
a state of mindfulness (e.g., by training) rather than profoundly
changing employees’ individual traits (Dernbecher and Beck 2017).
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