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Abstract—Designing mixed-critical systems that provide both
safety-critical and best-effort functions is a major challenge. In
embedded systems, hypervisors are increasingly used to separate
sensitive real-time tasks from best-effort applications. To take
advantage of hypervisors at the application level as well, there
is an emerging trend to split large applications into multiple
guest domains to make the software easier to analyze and
maintain. However, having more partitions leads to increased
communication overhead between guest domains, increasing the
impact of latencies on performance. In this article, we propose
a framework for Inter-Domain Communication (IDC) to tackle
these issues by reducing IDC latencies. It is built upon estab-
lished open-source implementations of the VIRTIO and RPMsg
specifications, allowing to reuse existing drivers for guest OS or
bare-metal software. We can show latency improvements of up to
3x compared to UDP communication between two guests, even
faster than UDP communication using the loopback interface
within one Linux guest. Splitting applications into separate guest
domains is discussed, as a trace-off between communication
latency and computational complexity exists. Further a service-
oriented example application is analyzed, where our approach
can lead to improvements through inherent concurrency. In
addition, we demonstrate how to extend the original peer-to-
peer scheme with a router component to allow multiple guests
to exchange data.

Index Terms—Hypervisor, inter-domain communication, low
latency, VIRTIO, mixed-critical systems.

I. INTRODUCTION

Throughout many technological domains, the requirements
for embedded computing systems have risen tremendously
in the last two decades, in terms of the number of imple-
mented functions, their complexity and demands on commu-
nication [1]. As a result there is an increasing trend for mixed-
criticality systems, where multiple components with different
dependability and real-time characteristics (e.g. safety–critical
and consumer functionality) are integrated into a shared
computing platform [2]. The reasons behind this trend is
lowering costs and power consumption as well as improving
maintainability [3].

Virtualization technology can provide computational iso-
lation among multiple applications on a common hardware
platform [4]. It is increasingly used as a key technology in the
middleware stack of embedded systems, whenever stronger
isolation compared to an operating system is required. This
includes mixed-criticality systems as well as cloud computing
devices which execute applications from different ecosystems

Hardware

Xen Hypervisor

Virtual
RPMsgEthernet

Domain A

Network IF

Domain B

NIF SHM

Domain C

SHM

Fig. 1. A typical hypervisor setup with multiple heterogeneous guest domains.
Domains A/B are communicating using ordinary virtual networking with high
latency, whereas B/C use the proposed concept using RPMsg and shared
memory with very low latency.

or with different requirements in terms of response time,
computational performance or communication bandwidth in
parallel.

The benefits of virtualization do not only apply to indepen-
dent, strongly isolated applications. By dividing components of
a large, interconnected system (e.g. control loops or image ver-
ification chains) into multiple partitions, it is easier to service,
update and monitor the individual components. However, such
fine-grained subdivided modules require reliable and rapid
communication with other modules and the outside world.
In industrial practice, two technologies are commonly used:
On the one hand, a virtualized network can be used, similar
to hypervisor applications in datacenters. This is flexible and
easy to use but the latency overhead caused by network
virtualization has to be considered. Especially on less powerful
embedded systems, this overhead becomes significant when a
large number of guest domains is connected using virtualized
network adapters. On the other hand, communication based
on Shared Memory (SHM) can achieve higher performance,
but is less flexible and typically more complex to implement.
To enable efficient Inter-Domain Communication (IDC) on
embedded systems, a solution is required that offers the
performance of SHM but is similarly flexible and easy to use
as virtualized networks.

This paper discusses an approach for low-latency IDC
between guest domains on a virtualized platform. Figure 1
shows a typical hypervisor setup where two domains commu-
nicate using virtualized network adapters and another pair uses
the improved IDC mechanism with minimal latency. While
covering the technical details, evaluation and an example use-



case, the following chapters also focus in particular on existing
open-source standards and tested implementations thereof,
which are combined to build the proposed IDC system.

II. RELATED WORK

The Xen hypervisor offers basic integrated mechanisms for
communication between partitions. Most common are virtual
network devices, which allow a guest domain to participate in
Ethernet networks. Depending on the virtual device model,
it is also possible to use Virtual I/O Device (VIRTIO) as
backend. Therefore, high bandwidths are possible, but not
on par with physical Ethernet interfaces [5]. However, the
necessity of networking stacks on both sides of the virtual
Ethernet endpoint adds a considerable amount of latency [6].

Contrary to virtual devices for guests, one increasingly
finds hardware with support for concurrent access by multiple
virtualized guests [7]. Such integrated virtualization features
allow for higher performance than a paravirtualized variant
and reduced hypervisor overhead and complexity.

Further developments like PrioIDC [8] effectively improved
latency by adapting the communication architecture to the
schedule of the hypervisor. However, this concept does not
offer advantages in terms of modularity and flexibility. By
defining the scheduling, it is only suitable for mixed-critical
systems that are statically defined at design time.

This is where the concept of CAN-to-Ethernet communi-
cation channels [6] comes into play. It connects the virtual
network communication of Xen with existing CAN interfaces
of legacy applications. This method, which is exclusively
geared towards the automotive domain, offers a high degree
of flexibility with sufficient performance. However, the latency
does not come close to the order of magnitude of our concept,
nor does it provide support for monitoring of guest partitions.

Monitoring is the main goal of VOSYSmonitor [9], a
software layer based on ARM TrustZone. It can be used
to run safety critical and non-critical software on the same
device with isolation and conformity to automotive standards.
The communication interfaces are implemented as network
adapters, which introduces additional overhead for IP stacks
on each guest domain.

The authors of TZ-VirtIO [10] present an communication
mechanism which is partially similar on implementation level.
Their method also combines VIRTIO with Remote Processor
Messaging (RPMsg), but with different objectives: RPMsg
is used for its original purpose of communicating with in-
dependent coprocessors, being a real-time capable processor
in this case. Therefore, it can be used to extend our IDC
mechanism for communication with external processors, but
not for communication between domains on one platform.

Table I summarizes the aforementioned work and compares
them with regard to different aspects. Some approaches do
allow communication with low latency and high throughput.
However, if both modularity and service-oriented communica-
tion is required in addition, none of the approaches will do. In
this work we are targeting this gap, providing a low-latency
IDC with modular and service-oriented design. The overhead

TABLE I
STATE OF THE ART APPROACHES COMPARED TO OUR PROPOSED

ARCHITECTURE

This
work

Xen PrioIDC
[8]

C2E
[11]

Vosys
[9]

TZ-VirtIO
[10]

latency + - + - o +
throughput + o + o o +
modularity + - + + o -
service-
oriented

+ - - + o -

TEE - - - - + +
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Fig. 2. Type-1 hypervisor with multiple guest domains

per guest should be kept as low as possible so that the solution
can be scaled to a particularly large number of guests.

III. INTER-DOMAIN COMMUNICATION (IDC)

To realize IDC, the hardware features of the target plat-
form have to be considered. In most modern systems, means
for communication between hypervisor domains or between
hypervisor and guest domains are limited to SHM, interrupts
and hypercalls. Mechanisms on higher layers like virtualized
devices (e.g. Ethernet) are using these features in the back-
ground.

Figure 2 shows a type-1 hypervisor and a choice of different
guests running on top of it: a Linux domain, a real-time operat-
ing system (RTOS)-based application and bare-metal software.
The hypervisor provides computing and memory resources to
guests while establishing isolation between individual guests
and scheduling their execution as configured. Input and out-
put is usually realized using virtual devices created by the
hypervisor (emulated or paravirtualized devices [12]), e.g.
providing access to Ethernet networks [6]. It is also common
to pass physical hardware to individual guests which then have
exclusive access at near-native performance [7]. However, the
number of physical interfaces is limited and even pass-through
can introduce significant overhead [5] and is therefore out of
the question for IDC.

Paravirtualized devices are designed with the hypervisor in
mind leading to reduced emulation overhead and simplified
drivers on the guest. However, a paravirtualized Ethernet
controller implies a lot of overhead for guest domains: In
addition to the device driver, an Ethernet, IP and TCP/UDP
stack is necessary to participate in common networks. While
easy to use in a fully fledged guest OS like Linux, the
complexity of bare-metal guests and some RTOSs increases
greatly if such functionality is included. Therefore, we propose
a lightweight IDC system with very little overhead. Designs
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with many guest domains (e.g. in a microservice environment)
will especially benefit from low latency and a small memory
footprint of individual guests.

A. Shared Memory (SHM) management

From a guest perspective, SHM is the only resource allow-
ing to exchange large amounts of data with other domains
or the hypervisor. This SHM region needs to be managed
in a uniform way by both communication partners. The
VIRTIO [13] specification defines a standard interface for
paravirtualized devices. Although the notion of frontend (guest
driver interface) and backend (device model on host side) is
tailored to paravirtualized devices, the VIRTIO mechanism can
be used for IDC as well: To establish a peer-to-peer channel,
one domain takes the role of the frontend domain, while the
other domain acts like a device (backend). VIRTIO can define
two ringbuffers (virtqueue) in the memory of the frontend
domain, one serving as transmit (TX), the other as receive
(RX) channel.

Several operating systems and run-time libraries include
drivers for VIRTIO. These drivers are usually well tested and
can be expected to be more stable than a new custom driver.
Multiple backends are specified for VIRTIO, most important
PCI Express (PCIe) and Memory Mapped I/O (MMIO). As a
PCIe bus introduces additional overhead, the MMIO backend
is preferred.

VIRTIO over MMIO is realized as follows: Both frontend
and backend share a memory region containing virtqueues as
well as configuration and status space (Figure 3). Therefore,
one single SHM region is sufficient to set up the virtio
connection. Notifications can be delivered using status bits in
the status region, additional features like interrupts can also
be used, although this is not explicitly defined in the VIRTIO
standard.

To set up a VIRTIO channel, frontend and backend domains
need to exchange information, which primarily consists of the
shared memory location/size and the driver status on both
sides. As VIRTIO does not define how such communication
should be implemented, it is usually performed by the backend
mechanism. When using PCIe, status information exchanged
using a memory BAR. However, for the MMIO backend, such
a channel needs to be set up independently. In our case, the

Xen hypervisor provides the xenstore, a key-value store to
exchange status information with the hypervisor and optionally
other domains. It is accessible via a SHM region available
to every Xen domain by default. The hypervisor manager is
supposed to publish values in the xenstore, thus deciding
which domains are allowed to communicate. Usually this is
done by the privileged domain Dom0, but any domain with
write permissions on the xenstore root can be used. The
virtual device abstraction layer of Xen, xenbus, resides in the
xenstore. The Xen project defines semantics for devices
and drivers to exchange static information and state via the
xenbus [14].

It is possible to assign static SHM regions between domains,
but doing so is only recommended between trusted domains
according to the Xen manual [15]. Thus, Xen grants are used
to dynamically set up SHM, using the xenstore to negotiate
with the hypervisor. Compared to static allocation, no memory
needs to be reserved prior to guest startup.

B. RPMsg

RPMsg is a scheme for data exchange between proces-
sors [16]. It was originally designed for asynchronous mul-
tiprocessors and is commonly used to access independent
coprocessors in a System on Chip (SoC). However, since
RPMsg is based on VIRTIO, it maps seamlessly to SHM
between guests. It uses two virtqueues, one serving as TX,
the other as RX channel. On top of the virtqueues, multiple
independent endpoints can be created, allowing to virtually
divide the channel into multiple logical channels for individual
purposes. As an additional benefit, the RPMsg header is very
short with only 16 bytes in size. Implementations of RPMsg
are available in the Linux kernel starting from version 3.4 as
well as in the OpenAMP framework, which can be used in
both bare-metal and RTOS systems.

Small, irregular messages and continuous data streams can
be transmitted in the same way, making it suitable for different
applications. If the drivers are set up properly for the respective
target platform, almost zero-copy behavior is possible. At
minimum, a copy between userspace and the kernel-managed
virtqueue is necessary on Linux. On bare-metal, true zero-copy
is possible.

C. Setup and teardown of VIRTIO via xenbus

The process of setting up and tearing down a communica-
tion channel is based on a state machine in both the frontend
and backend driver. This state field resides in the xenstore,
reusing the xenbus_state definition by Xen. After domain
startup, both frontend and backend wait for configuration keys
to appear in the xenstore. The process is visualized in
Figure 4 and consists of the following steps:

1) Both frontend and backend wait for configuration keys
to appear on the xenbus.

2) As soon as the frontend detects a matching root entry, it
publishes vendor/device IDs and virtqueue information.
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Fig. 4. State machine life cycle on frontend and backend; numbers on state
transitions refer to the detailed description in section III-C

3) The backend initializes virtqueues and allocates memory
grants and event channel ports. It also creates the local
VIRTIO and RPMsg devices, if the device ID matches.

4) The frontend can now mount the grants using the pub-
lished information and create the VIRTIO and RPMsg
device counterparts.

5) The communication channel is now ready for use. Both
sides wait for the other endpoint to switch to the Closing
state.

6) To close the channel, the frontend releases the device and
SHM resource first, signaling completion by entering the
closed state.

7) The backend can release all resources after the frontend
has disconnected, the channel is now closed.

After the channel is closed, the xenstore values can be
cleaned up by the hypervisor manager. We do not provide any
measures for error handling during channel setup, as the cause
must be an implementation or configuration error. In case of
an error, the drivers stay in their current state and need to be
reset manually.

D. Driver stack

Figure 5 shows the full software stack on both frontend and
backend. Basically, the stack is identical for both sides, except
for initialization differences between backend and frontend.
Parts of the stack can reside in kernel space when using an
OS, but boundary between kernel and user mode can be chosen
freely to fit implementation needs. In our reference imple-
mentation, a channel between a Linux domain implementing
the frontend and a bare-metal domain in the backend role is
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shown. First, the Linux driver stack is discussed, following a
description of a driver stack built into a bare-metal domain
using OpenAMP.

The Linux kernel includes drivers for RPMsg, providing a
character device to userspace applications as well as a backend
driver binding to VIRTIO (virtio_rpmsg_bus). Naturally,
Linux also provides a VIRTIO driver infrastructure, whereof
our design uses the virtio_ring module primarily. A
framework to read, write and received notifications via the
xenbus is also available, providing an interface to allocate
SHM grants and event channels as well. Here, our main
contribution is the missing link between these frameworks:
a driver called virtio_xenbus, which allows to create
VIRTIO devices (and subsequently RPMsg sub-devices) based
on xenbus entries. Figure 6 shows the stack of drivers and
the location of the virtio_xenbus.ko driver in it, con-
necting xenbus and VIRTIO interfaces. Here, the Linux side
implements the frontend role, allowing to use the Linux kernel
interfaces to allocate grants and event channels as well as to
initialize virtqueues and shared structures within the SHM.
However, this is not an inherent limitation of the proposed
architecture: frontend/backend roles can be exchanged easily
and communication between Linux/Linux or bare-metal/bare-
metal are possible in the same way.

In contrast to the Linux implementation, the bare-metal
stack uses VIRTIO and RPMsg implementations of OpenAMP.



Domain Y

RPMsg
SOP

Client bar

Domain X

RPMsg
SOP

Client foo

Domain P

RPMsg
SOP RouterDomain B

RPMsg
SOP

Service bar

Domain A

RPMsg
SOP

Service foo

Fig. 7. Structure of multiple domains communicating with SOP over the
RPMsg connection

They turned out to be well tested and stable for this use
case and no modifications to the OpenAMP code are neces-
sary. However, OpenAMP does not provide drivers to access
the xenstore and manage xenbus data, and also lacks
interfaces for the grant table. We contribute these features
as part of an additional library, alongside the state machine
logic (Section III-C). It forms the functional equivalent to the
virtio_xenbus Linux driver, but as an OS-independent
library. This library makes it easy to realize our proposed
scheme within other frameworks as RTOSs.

E. Service-oriented communication

RPMsg provides a simple interface to send and receive
unstructured binary data, allowing to easily adapt it to different
use cases. To demonstrate its versatility, we implemented a
library for service-oriented communication on top of RPMsg.
This library called Service Oriented Protocol (SOP) allows
for domains to issue method calls to services implemented
in other guest domains, handling serialization of parameters
and results as well as asynchronous completion transparently.
Since the underlying communication channel is a point-to-
point connection, an extension is necessary to communicate
with multiple domains. Therefore, we introduce a router
component running on a Linux domain. Figure 7 shows an
example architecture of multiple bare-metal domains where
two clients on domains X and Y access services running in
domains A and B.

It is also possible to establish multiple RPMsg connections
per domain. However, the router component allows to enforce
communication rules, for example for security purposes. It also
opens up a possibility to monitor system behavior based on
communication patterns. Using SOP, it is easy to build service-
oriented systems which are split in multiple guest domains on
a low level, up to distinct domains for each available service.

F. Real-time monitoring support

Monitoring is a common technique to verify if a component
is operating in a specified environment. Especially for safety-
critical functions, monitoring the execution state helps to
improve the reliability of such a system [17]. The basic idea
is to define valid execution states of a software component
during development. At execution time, a component called
monitor verifies that the application as well as the environment
are within the specified, valid states of execution at all time.

Domain M

RPMsg
SOP

Monitor for
Service foo

Domain A original request

transparent copy
of request

Client foo

Domain B
Service foo

Formal state
definition

Domain P

RPMsg
SOP Router

Fig. 8. Architecture with a dedicated partition to monitor a service using IDC.
The router component transparently forwards communication to the monitor.

If a violation is detected, the system designer has multiple
options to take action depending on the critical of the failing
component:

• Reporting: In case a misbehavior of a component is not
critical to the system or the user, reporting the incident
to the developer can be sufficient.

• Rollback: If the system was previously updates to a
newer version of the component, returning to a previously
known-good version can solve the issue. The known-good
version can optionally be kept running (hot-standby) after
an update to be able to perform a faster rollback.

• Degraded functionality: If feasible, the system can enter a
state of degraded functionality where the violated state of
execution does not occur. Manual intervention is required
to return to a state of full functionality.

It can easily be seen that hypervisors fit very well into
the monitoring concept. When large applications are split into
multiple domains, it is very easy to replace single components
(i.e. domains) to perform updates or rollbacks. However,
monitoring on functionclass can be difficult to achieve under
safety–critical conditions, as the performance impact can not
be neglected [18]. Thus, we propose monitoring on domain
level, where IDC takes place. Figure 8 shows an example
architecture for a dedicated partition monitoring another par-
tition.

The router component of SOP (Section III-E) is dynamically
configured to forward specific requests to be monitored, as
defined by the monitor partition, to said monitoring partition.
The original communication remains unchanged and the com-
munication partners are not influenced by the monitoring. This
approach is limited to monitoring of the state and parameters
which are exchanged during communication, as internal val-
ues of each component can not be observed. However, this
limitation is less significant in cases where applications are
divided into domains on a very low level of granularity, where
monitoring takes place close to the class or module level. The
impact on communication performance can be minimized by
configuring the hypervisor to execute the monitor on a separate
processor. As a copy of the message data is created, memory
bandwidth is the primary performance factor then.

IV. EVALUATION

The performance of our approach is evaluated in this chap-
ter. First, the rount-trip latency is measured using synthetic
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benchmarks and compared to common alternatives. Second,
we show a real-world use case implementing an Adaptive
Cruise Control (ACC) algorithm splitted across several guest
domains.

A. Round-trip latency

The test setup is as follows: an unprivileged bare-metal
guest is connected to a Linux guest. The bare-metal guest
is configured to return incoming messages unmodified as
soon as they are received. On the Linux guest, we use the
benchmark library by Google [19] to run tests of different
block sizes, 10000 iterations each. Figure 9 shows the results
and compares them with other common approaches. Note
that the Unix Loopback and TCP Loopback cases do not
involve data transmission between different guest domains.
These cases use loopback mechanisms within the Linux guest
only and are provided for reference.

We can show that the full round-trip latency is about 48µs
for 512 byte payload. Due to the zero-copy impementation,
latency does not increase greatly for even larger payloads.
UDP communication set up between two Linux guest domains
for comparison has at least 110µs round-trip latency. With the
additional overhead of a second Linux guest compared to our
bare-metal domain in mind, it can be seen that our approach
is faster by a factor of x2.3. Additionally, we discovered that
UDP communication between applications on the same Linux
guest using the loopback interface is even slower than our IDC
approach and on par with Unix datagram sockets on the same
system.

B. Adaptive Cruise Control use case

Figure 10 shows a block diagram of a ACC algorithm used
in the automotive sector. Each block is realized as a bare-
metal guest domain implementing the respective function. All
bare-metal guests are connected to one central Linux domain
running the router application of our service-oriented com-
munication framework discussed in section III-E. This leads
to a number of domains for this use case: the Tracking, ACC,

Tracking ACC

Collision
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Switching

radar

time

accel

decel

emergency

accel

brake

ACC with
Collision Avoidance

velocity

Fig. 10. Block diagram of the Adaptive Cruise Control example use case

TABLE II
ACC PERFORMANCE COMPARISON (SINGLE APP/SPLIT DOMAINS)

Application type 1 step 1000 steps ratio

monolithic application 6 µs 5243 µs ~873
split on block level 4036 µs 4313 µs ~1.069

resulting overhead factor ~672 0.823

Collision Avoidance (CA) and Switching domains representing
blocks in the data flow diagram, an unprivileged Linux guest
running the router component and an additional bare-metal
domain to create the test stimuli.

We compare the duration of a full run of the ACC algo-
rithm using inter-domain communication as described with
a monolithic version including all modules in a single bare-
metal application. Table II shows the average duration of both
a single iteration of the ACC algorithm and 1000 iterations of
the same step to illustrate increased algorithmic complexity.
Total runtime is measured starting with the first call into the
tracking service until final values are returned by the switching
service.

We observe a very fast execution of a single step in the
monolithic application due to the low complexity of the
algorithm. When executing 1000 steps at once, the runtime
increases as expected, although slightly lower due to cache
effects and measurement overhead. The single step for a
split application is much slower, which can be explained by
the round trip latency and scheduling impact. Each call to
the four guest domains adds a round-trip of ~50 µs, which
does contribute to the total runtime. The remaining overhead
is caused by scheduling of the different guest domains, as
no fixed schedule is used. The high standard deviation of
640 µs matches this explaination. However when running
1000 iterations per step, we can even observe lower runtime
than with the monolithic application and only low additional
overhead compared to a single iteration. The split imple-
mentation incidentally executes the ACC and CA services in
parallel, presumed the hypervisor schedules both guests on
different CPUs. This is a welcome side effect of the service-
oriented communication framework. We can conclude that the
feasibility of splitting an application across domains depends
on the algorithmic complexity. The round-trip time is almost
independent of the payload size and should not be significantly
larger than the runtime of the algorithm.



V. CONCLUSION

In this work, we introduce a mechanism for communcation
between unprivileged guests on the Xen hypervisor. The de-
sign makes use of multiple standard technologies, as VIRTIO,
RPMsg and the xenbus, where existing driver implemen-
tations can be re-used. While these technologies introduce
multiple layers in software, the run-time overhead on latency
is very low. Since SHM is used for data exchange, security
benefits of the hypervisor through memory isolation remain,
except for domains sharing a communication channel. We also
introduced an example use case for this IDC mechanism, a
simple service-oriented abstraction layer. It allows to separate
large applications into fine-grained guest domains providing
individual services, profiting from communication between
guests with very low latency. Additionally, we discussed how
to implement networks on top of the peer-to-peer channel,
allowing to monitor and enforce communication behaviour.
Compared to standard mechanisms like paravirtualized ether-
net network, our approach allows for fast communication at
the expense of flexibility with respect to interoperability with
existing network protocols. This is a promising approach to
implement extensively partitioned applications on hypervisor-
based systems with mixed-critical workload. Especially large
applications which profit most from partitioning can be en-
hanced using this IDC approach, similar to the ACC use-case
presented in this work.
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