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Abstract

Cloud computing serves as an advanced computing technology to support
Internet services and has numerous applications, including medical fields,
online data storage, social network, big data analysis, and e-learning plat-
forms. Inner product encryption (IPE) is a promising cryptographic primitive
that facilitates access control over outsourced encrypted data by restricting
decryption capability via an inner product relation. Most of the existing IPEs
are built assuming a priori bound on the length of attribute vectors associ-
ated with the plane data. A situation may occur when adding new attributes
is essential due to upgradation. Thus it is desirable to construct IPE with
variable length attribute vectors instead of fixing the length at the setup
phase. Such IPEs are more flexible while encrypting data and consequently
have more real-life applications. In the following, we make our contributions:

– We design the first efficient adaptively payload-hiding secure unbounded
non-zero IPE (UNIPE) scheme from the standard symmetric external Diffie-
Hellman (SXDH) assumption and prove security in the standard model.

– We propose a generic construction of an adaptively weak attribute-hiding
UNIPE from an unbounded inner product functional encryption (UIPFE) scheme.
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We also instantiate UNIPE from the SXDH assumption and prove security in
the standard model.

– Finally, we present the first unbounded anonymous identity-based revo-
cation (UAnon-IBRV) scheme using our generic UNIPE as the building block.
The anonymity feature ensures that the ciphertext reveals no information
about the revoking sets of the system.

Keywords: Unbounded, inner product encryption, attribute-hiding,
payload-hiding.

1. Introduction

Functional encryption (FE) [1, 2, 3] is a modern cryptographic prototype
that is an advanced version of usual public-key encryption (PKE). The beauty
of FE is that it incorporates nearly every current cryptographic encryption
scheme, including identity-based encryption (IBE) [4, 5, 6], attribute-based
encryption(ABE) [7, 8, 1, 9], and predicate encryption (PE) [10, 11]. FE gen-
erates a legitimate secret key skf corresponding to any function f , which
decrypts the ciphertext ctm associated with a message m and outputs f(m)
instead of the original message m in contrast to the traditional PKE. Sahai
and Waters [5] initiated the idea of ABE, a particular class of FE that pro-
duces the user’s secret keys only for boolean functions. Over the decades,
many variants of ABEs have emerged in realistic scenarios. In ABE, a legit-
imate secret key corresponds to a predicate v, and ciphertext is associated
with an attribute-message pair (u,m) such that the decryptor successfully
outputs the message m whenever a pre-defined relationship between u and v
holds. In this key-policy based ABE (KP-ABE) [12], ciphertext and secret key
are associated with attributes and access policies, respectively. Ciphertext-
policy ABE (CP-ABE) [7] is another variant of ABE in which secret keys are
associated with attributes and ciphertext correspond with access policies.

Katz et al. first studied a particular class of ABE known as inner product
encryption (IPE) [10]. In IPE, a secret key skv corresponding to a predi-
cate vector v, that successfully decrypts the ciphertext ctu associated with
the attribute-message pair (u,m) if a linear relation R holds between the
attribute vector u and predicate vector v. In the case of zero IPE (ZIPE),
R(u,v) = 1 if ⟨u,v⟩ = 0 and for non-zero IPE (NIPE), R(u,v) = 1 if
⟨u,v⟩ ̸= 0. From the security perspective, payload-hiding (PH) is the pri-
mary requirement that hides the message m inside the ciphertext. A more
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enhanced security notion, known as attribute-hiding (AH), was introduced
by Katz et al. [10] in which any information about the attribute vector
u and the message m to an adversary is not revealed from the cipher-
text. Let the adversary submit two attribute-message pairs (u(b),m(b)), for
b ∈ {0, 1}. Given a ciphertext corresponding to a challenge attribute-message
pair (u(b),m(b)) a probabilistic polynomial time adversary can guess the chal-
lenge bit b with probability at most 1/2. In weakly attribute-hiding (WAH),
the adversary is only allowed to query for the secret keys skv associated with
predicate vectors v whenever R(u(0),v) = R(u(1),v) = 0, i.e., the adver-
sary is not permitted to ask for a secret key capable of decrypting the chal-
lenge ciphertext. In contrast, fully attribute-hiding (FAH) enables security
for more robust adversaries, ensuring that the challenger answers polynomi-
ally many secret key queries skv associated with predicate vector v for which
R(u(0),v) = R(u(1),v) if m(0) = m(1) otherwise R(u(0),v) = 0 = R(u(1),v).

1.1. Motivation of Unbounded IPE

Almost every prior study on IPE suffered from the size of the system
parameters, which depended on the length of the attribute and predicate
vectors. It is practically inappropriate since the length n of the correspond-
ing attribute/predicate vectors may not have been previously known while
generating the system parameters. A general technique to address this issue
is to set a huge upper bound on n while generating these parameters. How-
ever, it is not desirable as the parameter size grows linearly with the priori
bound on n, but the predicate or attribute vector length could be much less
than this upper bound on n. It is challenging to develop an IPE where system
parameters are independent of the length n and choose n while generating
keys or encrypting messages depending on the requirement. The existing
UZIPEs proposed by Okamoto et al. [8] and Dutta et al. [13] are based on
the decisional linear (DLIN) and the SXDH assumptions, respectively, and
provide adaptive full attribute-hiding security. However, there is no NIPE in
the unbounded setting with adaptive security.

1.2. Applications of UNIPE

IPE has many practical applications, including evaluations of polyno-
mials, testing membership, and disjunction/conjunctions of equality tests
[10, 3], and so on. The unbounded property enables the construction of real-
istic, storage-friendly and efficient primitives from NIPE, such as unbounded
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anonymous identity-based revocation (UAnon-IBRV). In UAnon-IBRV cipher-
text, a message is encrypted using an arbitrary number of revoked users
R = {id1, id2, . . .}. For successful decryption, the embedded identity id in
the secret key requires id /∈ R. A UAnon-IBRV scheme can be built from a
UNIPE where the revoked users’ set R is unbounded in the sense that the
public parameters are independent of the size of R.

Consider the following two examples that illustrate the practical impor-
tance of unbounded attribute-hiding IPE.
(i) Suppose a hospital authority stores in a cloud the medical details, such

as name, personal information, health report, etc., in an encrypted
form for patients who are undergoing treatment of a drug addict. The
identity of the patient is treated as message m and all the health com-
ponents are represented as an attribute vector u = (u1, u2, . . .). The
hospital authority will issue a decryption key so that a selected mem-
ber of specialist doctors like Psychiatrists and Pathologists can access
the encrypted data from the cloud. The doctors’ identities are repre-
sented as a predicate vector v = (v1, v2, . . .), and the hospital authority
issues the decryption key corresponding to v to all the doctors whose
identities are included in v. While the treatment starts, the medical
board may not have a fixed team of specialist physicians. So, the rel-
evant authority should be flexible in adding or updating the medical
board of specialist physicians for the treatment required for the drug
addict at any time of the diagnostic process. After seeing the medical
report, the inner product computation ⟨u,v⟩ can be modelled to rep-
resent the overall conclusion of all the selected specialist doctors about
the patient’s health. Whenever a patient appears medically fit (i.e.,
⟨u,v⟩ ≠ 0) to all the medical board members or the specialist doctors,
the patient’s identity is disclosed to all such medical board members.
Since the doctors’ board may be required to get updated over time and
it is impossible to predict the number of health components needed to
test before the treatment starts, UNIPE is an ideal cryptographic prim-
itive to address this scenario. The attribute-hiding property ensures
that the medical report of that drug addict patient is decryptable only
by a specified group of doctors and should not be revealed to all. Any
doctor outside the medical board, like an eye specialist, cannot decrypt
the whole data set. Therefore, one needs to embed the inner product
policy into the secret keys. The policy identifies the specially appointed
doctors who are eligible to learn about the medical parameters of the
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patient’s health from these statistics for the treatment of the particular
patient. The attribute vector associated with the ciphertext comprises
medical test records to compute a specific statistic. The hospital au-
thority encrypts the identity of the patients under the attribute vector
and uploads the ciphertext to the cloud. The doctors can download the
ciphertext and decrypt it using their secret keys only if the underlying
policy is satisfied by the attribute of the ciphertext.

(ii) In a defence organization of the territory, the Director-General of De-
fence wants to pass a secret message to all the sector officers (or major
general), such as the navy, marines, armed forces and air forces. It
is natural to assume that the size of the revocation list (junior army
officers’ identities) is not fixed at the time of system parameter gen-
eration. The Director-General may use UAnon-IBRV to encrypt the
confidential data with the set of all revoked users that varies from time
to time in the organization as UAnon-IBRV features public parameters
size independent of the revocation list size. The secret data is treated
as the message m and the attribute vector u = (u1, u2, . . .), where each
ui ∈ R. The ciphertext is generated corresponding to the attribute-
message pair (u,m). The secret keys are issued corresponding to the
predicate vector v = (v1, v2, . . .) which can be the identities of all users
in the organization (these identities can be some code name), and the
ciphertext is decryptable only by the secret key holders who are not
in the revocation list (i.e., vi /∈ R). The revocation list may contain
the identities of junior lieutenants or captains who are posted under a
major general or sector officer. The anonymity feature of UAnon-IBRV
ensures that the identities of junior officers on the revocation list, along
with the message, should not be revealed from the ciphertext for the in-
terests of national security. Thus, UAnon-IBRV plays an important role
in such scenarios. UAnon-IBRV can be designed from attribute-hiding
UNIPE and consequently illustrates an application of attribute-hiding
UNIPE.

1.3. Our Contributions

The somewhat unsatisfactory state-of-the-art NIPE in an unbounded setup
motivates us to design UNIPE and investigate their applications in real-life
scenarios. Our contributions to UNIPE are of independent interest in con-
structing anonymous identity-based revocation and much more cryptographic
primitive in unbounded setup. We list below our contributions to this paper.
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• Our UNIPE Scheme: We design a concrete UNIPE scheme that provides
adaptive payload-hiding security relying on the standard SXDH assumption.
This security ensures that an adversary can query a polynomial number
of secret keys at any instant during the experiment. We emphasize that
our scheme is the first construction of adaptive payload-hiding secure NIPE,
which supports unbounded length vectors. We use the framework of dual-
pairing vector space (DPVS) [2, 8, 14, 15]. In setup, we choose two pairs

of orthonormal dual bases (W,W∗) from Z5×5
p × Z5×5

p and (Ŵ,Ŵ
∗
) from

Z6×6
p ×Z6×6

p , where p is a prime. We apply component-wise encoding method-
ology to encrypt the attribute vector u and use an additional randomness z to
bind all encodings so that a secret key can successfully decrypt the ciphertext
whenever ⟨u,v⟩ ≠ 0 holds. Let u = (ui)i∈Iu and v = (vi)i∈Iv be the attribute
and predicate vectors with the associated non-empty index sets Iu and Iv
respectively. The generalized inner product over the permissive setting is de-
fined as

∑
i∈Iv uivi whenever Iv ⊆ Iu. We use the notation of double bracket

‘[[s]]ι’ to express any group element ‘s’ in the exponent power of gι, which is
a generator of the group Gι for ι ∈ {1, 2, T}. In the encryption phase, we en-

crypt the attribute-message pair (u ∈ Z|Iu|p ,m) and generate the ciphertext

components [[c0]]1 = [[(−δ, 0, z, 0, η)W]]1, [[ci]]1 = [[(Ψi(1, i), δui, 0, 0, ηui)Ŵ]]1
and c = [[z]]T ·m where the randomness Ψi, z, η, δ are uniformly chosen from Zp

for all i ∈ Iu. The secret key components for the predicate vector v ∈ Z|Iv |p are

generated as [[k0]]2 = [[(ω, 0, 1, ϕ, 0)W∗]]2, [[ki]]2 = [[(Υi(−i, 1), ωvi, 0, ϕi, 0)Ŵ
∗
]]2

where the randomness ω, ϕ, ϕi and Υi are chosen uniformly from Zp. By
pairing computation between [[c0]]1, [[k0]]2 and [[ci]]1, [[ki]]2 for all i ∈ Iv, the
decryptor first gets [[z]]T using ⟨u,v⟩ ̸= 0 and extracts the message m from
the ciphertext component c = [[z]]T ·m. Our ciphertext needs 6n + 6 group
elements, whereas the secret key bears 6n′ + 5 group elements, n, n′ being
the length of attribute and predicate vectors, respectively. For an detailed
discussion of our scheme, we refer to Section 3 and security analysis is pre-
sented in Theorem 3.1.

• Our UNIPE from UIPFE: We suggest a generic construction of UNIPE
employing an unbounded inner product function encryption (UIPFE) [16, 17]
and prove that it achieves weakly attribute-hiding security. We additionally
present a concrete instantiation of UNIPE relying on the SXDH assumption
in the standard model. The setup and key extraction algorithms of UNIPE
are the same as that of the underlying UIPFE. The ciphertext ctu of UNIPE
corresponding to an attribute-message pair (u,m) consists of two UIPFE ci-
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phertexts ctm·u and ctu, which are encryptions of the vectors m · u and
u respectively. In UIPFE, the secret key skv can compute H = m⟨u,v⟩,
h = ⟨u,v⟩ from ctm·u and ctu respectively. Computing H · h−1, the decryp-
tor outputs the message m if ⟨u,v⟩ ≠ 0. We have shown that the (weakly)
attribute-hiding security of our UNIPE follows from the security of the UIPFE
and leave a detailed discussion about the construction and security Theorem
4.1 in Section 4. Further, we instantiate our generic UNIPE using the UIPFE
of [16] (Section 4.2) based on the SXDH assumption. We emphasize that
our NIPE is the first construction in an unbounded context that achieves
attribute-hiding security. We compare the efficiency of our SXDH-based
UNIPE with existing group-based bounded NIPE schemes and observe that
our UNIPE ciphertext requires 14n group elements, whereas the secret key
contains 7n′ group elements.

• Our UAnon-IBRV: We then integrate our generic UNIPE to build the
first generic construction of UAnon-IBRV. The anonymity feature follows
from attribute-hiding property of the underlying UNIPE scheme.

1.4. Related works

This section comprehensively explains the related works on IPE, IPFE,
and broadcast encryption (BE) based on revocation mechanisms.
• IPE: Katz et al. [10] proposed the first attribute-hiding IPE scheme against
selective adversaries based on the general subgroup decisional (GSD) assump-
tion. In a selective model, the adversary sends the challenge messages to the
challenger without seeing the public parameters. Lewko et al. [1] introduced
the adaptive WAH security in ZIPE. An adaptive model guarantees stronger
security over the selective model since it allows the adversary to query for se-
cret keys and challenge ciphertexts at any arbitrary order during the security
experiment. The security of Lewko et al. [1] is based on the non-standard
extended decisional Diffie-Hellman (eDDH) assumption. Park et al. [18] pro-
posed IPE schemes which are proven secure for the first time based on the
standard assumptions known as decisional bilinear Diffie-Hellman (DBDH)
and DLIN. Next, Okamoto et al. [19] improved WAH security by proposing a
stronger adaptive FAH security model. [19] constructed an IPE scheme with
the stronger security under the DLIN assumption. Subsequently, Zhenlin
et al. [20] extended the notion of IPE with additional multiplicative homo-
morphic property that is useful in multi-party cloud computing. However,
most of the prior works in IPEs [10, 1, 2, 15, 11, 21] can only deal with a
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bounded length of vectors. Okamoto et al. [8] proposed the first construc-
tion of ZIPE that can handle unbounded length vectors and achieved adaptive
FAH security in the standard model relying on the DLIN assumption. After
that, Dutta et al. [13] significantly reduced the communication and com-
putation costs compared to the only existing unbounded ZIPE [8] with the
same security requirements. In the context of NIPE, Attrapadung et al. [22]
presented the first concrete co-selectively secure NIPE construction based on
a non-standard q-type assumption. In co-selective security, the adversary
submits all secret key queries before the setup. However, the challenge at-
tribute might be provided by leveraging the information obtained through
secret-key queries. The security was improved by Chen et al. [23], and they
developed two selectively secure NIPEs: one is secured under the n-decisional
bilinear Diffie-Hellman exponent (n-DBDHE) assumption with simultane-
ously constant-size ciphertext and constant-size secret-key, whereas the sec-
ond construction contains constant-size secret keys under non-interactive and
falsifiable assumptions. Further, Okamoto et al. [15] presented adaptive
payload-hiding secure NIPEs, employing the technique of Lewko et al. [1],
which either enjoys a constant-size ciphertext or a constant-size secret key.
Next, Patranabis et al. [24] suggested an adaptively attribute and function
private NIPE construction from matrix DDH (MDDH) assumption. A long
sequence of efficient NIPE schemes has been proposed [22, 12, 2, 15, 25, 23].
However, constructing a pairing-free NIPE scheme under the standard as-
sumption was open until Katsumata et al. [26] devised a direct approach
to constructing a selectively secure NIPE relying on the learning with error
(LWE) assumption. They provided a generic construction of NIPE from IPFE
and instantiated their scheme with the IPFEs of Agrawal et al. [27] to achieve
adaptively secure NIPEs from the standard assumptions.
• IPFE: Abdalla et al. [28] introduced the inner product notion into FE
and proposed the first IPFE scheme in the selective indistinguishability-based
model. Further, Agrawal et al. [27] improved the security and proposed the
first adaptively secure IPFE schemes based on the standard assumptions. A
long sequence of IPFEs [29, 30, 31] has been proposed in bounded scenarios.
Later on, Dufour-Sans et al. [17] and Takashima et al. [16] concurrently in-
troduced the unbounded notion in the context of IPFE. In particular, the un-
bounded IPFE of [17] achieved selective security in the random oracle model,
whereas [16] realized adaptive security in the standard model.
• BE with revocation: To enable secure communication to a dynamically
changing group of recipients without revealing the individual keys to each re-
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cipient, broadcast encryption (BE) plays an important role, which was first
studied by Fiat and Naor [32]. A BE can be categorized as (I) Subscription-
based BE [33, 34] based on the number of subscribed and revoked users.
(II) BE-based on revocation [34, 35, 22, 36]. From secure content deliv-
ery of pay-TV to content distribution networks (CDN), BE offers a broad
range of practical applications. There are other variants of BE explored,
such as identity-based BE (IBBE) [37, 38, 39, 40], anonymous BE (Anon-BE)
[41], hierarchical BE (HBE) [42]. Identity-based revocation (IBRV) is another
modification to BE that enables the revocation of private keys. Boldyreva et
al. [43] introduced the first efficient IBRV system using a binary tree. Lewko
et al. [35] proposed an IBRV with a constant-size of group elements in public
and secret keys and linear ciphertext size with the revoked user set. Further,
Attrapadung et al. [22] suggested an IBRV scheme from NIPE using a group-
based assumption. Recently, Pal et al. [36] showed that an Anon-IBRV could
be realized from attribute-hiding NIPE in a semi-generic manner.
For the cloud storage system, revoking unauthenticated users is a primary
issue, which was addressed by Li et al. [44]. They provided a CP-ABE sys-
tem based on the divisible computation Diffie-Hellman (DCDH) assumption,
where a group manager updates the authenticated users’ secret key after the
revocation of malicious users. Later on, Zhang et al. [45] proposed a CP-ABE
system that partially resolved the key-escrow problem. In this system, a se-
cure key-issuing protocol was employed to calculate the secret key between a
trusted authority and the data user. This protocol inhibited key authorities
from obtaining the whole user’s secret key. In contemporary IoT devices,
safeguarding privacy has become a significant challenge, but this can be alle-
viated by encrypting the data stored in the cloud. Li et al. [46] suggested the
first CP-ABE, which allows for fine-grained access control of encrypted IoT
data in the cloud. Their approach was to hide the policy associated with the
ciphertext, preserving user privacy. Additionally, a white traceable CP-ABE
with accountability was developed in order to counter major misuse of the
user and authorization centers. Next, Chen et al. [47] designed a CP-ABE
based on the DBDH assumption, which supports shared decryption. More
explicitly, a group of semi-authorized users can work together to recover the
messages in the decryption, while authorized users independently recover the
message. Recently, Chen et al. [48] presented a revocable ABE scheme that
ensures data integrity after the cloud server performs a revocation. Using this
protocol, the data user can detect inappropriate revocations by the cloud.
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2. Preliminaries

In this section, we discuss some notations and preliminary definitions.

Notations: Consider a prime p and Zp denotes the field Z/pZ. We use
λ ∈ N as a security parameter and poly(λ) represents a polynomial function.

If an element ‘a’ is uniformly chosen from a set A, we use a
$←− A. Given

n ∈ N, [n] indicates the set {1, 2, . . . , n}. We use the bold upper and lower
case alphabet to express a matrix X and a vector u, respectively. Also, ui

represents the i-th component of a vector u and ui indicates the i-th row
vector of the matrix X. Let In denote the n×n identity matrix. Consider gι
to be a generator of a cyclic group Gι. For X = (xij) ∈ GLn(Zp) (collection
of all n × n invertible matrix with the underlying field Zp), we represent
[[X]]k as gXk . For u = (u1, u2, . . . , un) ∈ Fn, we represent [[u]]k as [[u]]k =
(gu1

k , gu2
k , . . . , gun

k ). For any matrix X, the dual orthonormal and transpose
matrices are denoted by X∗ = (X−1)⊤ and X⊤ respectively. Consider two
vectors u = (ui)i∈[n] ∈ Zn and v = (vi)i∈I ∈ Z|I|, then the inner product is
defined as ⟨u,v⟩ =

∑
i∈I uivi if I ⊆ [n]. A negligible function is defined as

negl(λ) = λ−ω(1) for negl : N → R. The algorithm P is referred to as the
probabilistic polynomial time (PPT) algorithm if it can be represented as a
probabilistic Turing machine with poly(λ) as its running time.

2.1. Basic notions

Definition 1 (Bilinear Groups [8]). A bilinear group BG = (p, {Gi}i∈{1,2,T},
g1, g2, e) consists of the multiplicative groups G1, G2 and GT with prime order
p, and g1, g2 are the generators of G1, G2, respectively. Consider a bilinear
map e : G1 ×G2 → GT satisfying the following properties.
– Bilinearity: e(xa1

1 , xa2
2 ) = e(x1, x2)

a1a2 ∀ x1 ∈ G1, x2 ∈ G2 and a1, a2 ∈ Zp.
– Non-degeneracy: e(g1, g2) = gT (say) generates GT .

A bilinear group generator GBG.Gen(1λ) generates a prime-order bilinear
group BG using the security parameter λ.

Definition 2 (SXDH Assumption [16]). Consider a bilinear group BG =
(p, {Gi}i∈{1,2,T}, g1, g2, e)← GBG.Gen(1λ) and define the distribution (D, [[tβ]]ι)
for ι ∈ {1, 2} as follows:

D = (BG, [[a]]ι = gaι , [[e]]ι = geι), [[tβ]]ι = [[ae+ βf]]ι = gae+βf
ι

where a, e, f
$←− Zp with β ∈ {0, 1}. We say that the SXDH assumption holds

over BG if, for any PPT adversary A and ι ∈ {1, 2}, the following advantage
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AdvSXDH
A (λ) =

∣∣∣Pr[A(D, [[t0]]ι)→ 1]− Pr[A(D, [[t1]]ι)→ 1]
∣∣∣

is negligible in λ, i.e., AdvSXDH
A (λ) ≤ negl(λ).

Definition 3 (Dual pairing vector space (DPVS) [16]). We generate a DPVS
as (p, V, V ∗, A1, A2, GT , E) ← GDPVS.Gen(n,BG) where n ∈ N and BG =
(p, {Gi}i∈{1,2,T}, g1, g2, e) ← GBG.Gen(1λ) is a bilinear group of order p (prime)

and V, V ∗, A1, A2, E are defined as follows. We choose a matrix W
$←−

GLn(Zp) with random dual orthonormal basis (W,W∗)← GOB.Gen(Zn
p ). Then

[[W]]1 and [[W∗]]2 are two dual orthonormal bases corresponding to the vec-
tor spaces V = Gn

1 and V ∗ = Gn
2 respectively. Let A1 and A2 be canonical

bases of V, V ∗ given by Aι = (ge1ι , ge2ι . . . , genι ) for ι ∈ {1, 2} where ei =

(

i−1︷ ︸︸ ︷
0, ..., 0, 1,

n−i︷ ︸︸ ︷
0, ..., 0). We now extend the bilinear pairing e : G1 ×G2 → GT to

a mapping E : V ×V ∗ → GT satisfying E([[uW]]1, [[vW
∗]]2) = e(g1, g2)

⟨u,v⟩ =

g
⟨u,v⟩
T for u,v ∈ Zn

p . For each arbitrary vectors from {ui}ki=1, {vj}ℓj=1 and for
any n×n matrix M ∈ GLn(Zp), the following two distributions are identical,(

{uiW}i∈[k], {vjW
∗}j∈[ℓ]

)
≡

(
{uiMW}i∈[k], {vjM

∗W∗}j∈[ℓ]
)

where M∗ = (M−1)⊤. More formally, if a set U ⊆ [n] such that ∀i ∈
U,Mhi = wi, then the distributions D′1 = ({wi}i∈U , {uiwi}i∈[k], {viw

∗
i }i∈[ℓ])

and D′2 = ({hi}i∈U , {uiMhi}i∈[k], {viM
∗h∗i }i∈[ℓ]) are identical. Therefore,

(H,H∗) = (M−1W,M⊤W∗) forms random dual orthonormal basis satisfying
the following conditions:

({wi}i∈U , {uiW}i∈[k], {viW
∗}i∈[ℓ]) ≡ ({hi}i∈U , {uiMD}i∈[k], {viM

∗H∗}i∈[ℓ])

Fig.1 describes the dual orthonormal basis generator GOB.Gen(Zn
p ) over Zn

p :

GOB.Gen(Zn
p ): This algorithm executes the following steps:

1. Chooses W
$←− GLn(Zp) and computes W∗ = (W−1)⊤. Let the i-th row vector of W be wi,

and that of W∗ be w∗
i .

2. Sets W = (w1,w2, . . . ,wn) and W∗ = (w∗
1 ,w

∗
2 , . . . ,w

∗
n). Note that (W,W∗) is dual

orthonormal basis as

⟨wi,w
∗
j ⟩ =

{
1 if j = i

0 elsewhere

for all j, i ∈ {1, 2, . . . , n}.
3. Returns (W,W∗).

Figure 1: Dual orthonormal basis generator GOB.Gen(Zn
p )

Definition 4 (Unbounded non-zero inner product encryption (UNIPE)). The
inner product relation of UNIPE is defined over the parameter of the mes-
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sage m ∈ Mλ, attribute vector u = (ui)i∈Iu ∈ Uλ, and the predicate vector
v = (vi)i∈Iv ∈ Vλ where the non-empty index sets Iu, Iv ⊂ N. HereMλ,Uλ
and Vλ are the message, attribute, and predicate spaces, respectively. A
UNIPE = (Setup,KeyExtract,Encrypt,Decrypt) scheme consists of the follow-
ing four algorithms:

(mpk,msk)← Setup(1λ): A trusted authority produces a master public and
secret key pair (mpk,msk) after receiving the security parameter λ as input.
Then this authority keeps msk private while mpk is made public.

skv ← KeyExtract(mpk, msk,v): On input mpk,msk, a predicate vector v =
(vi)i∈Iv ∈ Vλ such that ϕ ̸= Iv ⊆ [s1] (where s1 = s1(λ) is an integer), the
trusted authority generates a secret key skv.

ctu ← Encrypt(mpk,u,m): On input mpk, a message m and an attribute
vector u = (ui)i∈Iu ∈ Uλ such that ϕ ̸= Iu ⊆ [s2] (where s2 = s2(λ) is an
integer), the encryptor produces a ciphertext ctu.

(α or ⊥)← Decrypt(mpk, skv, ctu): The decryptor takes mpk, skv and ctu
as input and outputs either α ∈Mλ or a special rejection symbol ⊥.
Correctness: A UNIPE scheme is correct if for all attribute vector u =
(ui)i∈Iu ∈ Uλ, predicate vector v = (vi)i∈Iv ∈ Vλ, message m ∈ Mλ satisfy-
ing ⟨u,v⟩ ≠ 0 and Iv ⊆ Iu, the following holds

Pr[UNIPE.Decrypt(mpk, skv, ctu) = m] = 1

where (mpk,msk)← UNIPE.Setup(1λ), skv ← UNIPE.KeyExtract(mpk,msk,u)
and ctu ← UNIPE.Encrypt(mpk,u,m).

Definition 5. (Adaptively payload-hiding (AdpPH) security [15]) The model
of AdpPH indistinguishability security for UNIPE = (Setup,KeyExtract,Encrypt,
Decrypt) is described below in Fig. 2 as a game played between a challenger
B and an adversary A for b ∈ {0, 1}.

ExpUNIPEA,AdpPH(1
λ)

1: (mpk,msk)← UNIPE.Setup(1λ).
2: {(m(0),m(1)),u} ← AUNIPE.KeyExtract(mpk, msk,·)(mpk) where u = (ui)i∈Iu .

3: b
$←− {0, 1}.

4: ct
(b)
u ← UNIPE.Encrypt(mpk,u,m(b)).

5: b′ ← AUNIPE.KeyExtract(mpk, msk,·)(mpk, ct
(b)
u ).

Figure 2: Experiment ExpUNIPEA,AdpPH(1
λ)

For j-th queried predicate vectors v(j) = (v
(j)
i )i∈I

v(j)
, oracle UNIPE.KeyExtract

12



returns the secret key skv(j) ← UNIPE.KeyExtract(mpk,msk,v(j)). For all
secret keys skv(j) corresponding to the queried predicate vector v(j), the chal-
lenge attribute vector u must satisfy ⟨u,v(j)⟩ = 0 whenever Iv(j) ⊆ Iu.

For all PPT adversaries A, the UNIPE is AdpPH secure if a negligible
function negl(·) exists such that

AdvUNIPEA,AdpPH(λ) =

∣∣∣∣Pr[b = b′]− 1

2

∣∣∣∣ ≤ negl(λ)

Definition 6 (Adaptively weakly attribute-hiding (AdpWAH) security [8]).
The model of AdpWAH indistinguishability security for UNIPE = (Setup,
KeyExtract,Encrypt,Decrypt) is described below in Fig. 3 as a game played
between a challenger B and an adversary A for b ∈ {0, 1}.

ExpUNIPEA,AdpWAH(1
λ)

1: (mpk,msk)← UNIPE.Setup(1λ).

2: {(m(0),u(0)), (m(1),u(1))} ← AUNIPE.KeyExtract(mpk, msk,·)(mpk) where u(0) = (u
(0)
i )i∈I

u(0)
and

u(1) = (u
(1)
i )i∈I

u(1)
such that Iu(0) = Iu(1) = Iu.

3: b
$←− {0, 1}.

4: ctu(b) ← UNIPE.Encrypt(mpk,u(b),m(b)).

5: b′ ← AUNIPE.KeyExtract(mpk, msk,·)(mpk, ctu(b) ).

Figure 3: Experiment ExpUNIPEA,AdpWAH(1
λ)

For j-th queried predicate vectors v(j) = (v
(j)
i )i∈I

v(j)
, oracle UNIPE.KeyExtract

returns the secret key skv(j) ← UNIPE.KeyExtract(mpk,msk,v(j)). For all the

secret key queried vectors v(j) = (v
(j)
i )i∈I

v(j)
and the challenge attribute-

message pairs {(m(0),u(0)), (m(1),u(1))} must satisfy the following two re-
strictions:

– If m(0) ̸= m(1) then ⟨u(0),v(j)⟩ = 0 = ⟨u(1),v(j)⟩.

– If m(0) = m(1) then ⟨u(0),v(j)⟩ ̸= 0 and ⟨u(1),v(j)⟩ ̸= 0 with the condi-
tion ⟨u(0),v(j)⟩ = ⟨u(1),v(j)⟩ (i.e., skv(j) is capable to decrypt).

For all PPT adversaries A, the UNIPE is AdpWAH secure if a negligible
function negl(·) exists such that

AdvUNIPEA,AdpWAH(λ) =

∣∣∣∣Pr[b′ = b]− 1

2

∣∣∣∣ ≤ negl(λ).

Remark 1. This weakly attribute-hiding security model for UNIPE is stronger
than the security model for NIPE of Okamoto et al. [15] because they do not
allow the secret key queries on the predicate vectors v(j) for which successful
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decryption is possible (i.e., ⟨u(b),v(j) ̸= 0⟩). In our case, the adversary can
query for such secret keys whenever m(0) = m(1).

Definition 7 (Unbounded inner product functional encryption (UIPFE)).
The UIPFE is defined over the parameters of the message vector u = (ui)i∈Iu ∈
U ′λ and the key vector v = (vi)i∈Iv ∈ V ′λ where the non-empty index sets
Iu, Iv ⊂ N and the inner product space Iλ. Here, U ′λ and V ′λ are the message
and key vector spaces, respectively. A UIPFE = (Setup,KeyExtract,Encrypt,
Decrypt) scheme consists of the following four PPT algorithms:

(mpk,msk)← Setup(1λ): A trusted authority produces a master public and
secret key pair (mpk,msk) after receiving the security parameter λ as input.
Then this authority keeps msk private while mpk is made public.

skv ← KeyExtract(mpk, msk,v): On input mpk,msk and a key vector v =
(vi)i∈Iv ∈ V ′λ such that ϕ ̸= Iv ⊆ [s1] (where s1 = s1(λ) is an integer), the
trusted authority outputs a secret key skv.

ctu ← Encrypt(mpk,u): On input mpk, a message vector u = (ui)i∈Iu ∈ U ′λ
such that ϕ ̸= Iu ⊆ [s2] (where s2 = s2(λ) is an integer), the encryptor
outputs a ciphertext ctu.

(α or ⊥)← Decrypt(mpk, skv, ctu): The decryptor takes mpk, skv, ctu as in-
put and outputs either α ∈ Iλ or a special rejection symbol ⊥.
Correctness: A UIPFE scheme is correct if for all message vector u =
(ui)i∈Iu ∈ U ′λ, key vector v = (vi)i∈Iv ∈ V ′λ satisfying Iv ⊆ Iu, the following
holds

Pr[UIPFE.Decrypt(mpk, skv, ctu) = ⟨u,v⟩] = 1

where (mpk,msk)← UIPFE.Setup(1λ), skv ← UIPFE.KeyExtract(mpk,msk,v)
and ctu ← UIPFE.Encrypt(mpk,u).

Definition 8 (Adaptive indistinguishability (AdpIND) security [16]). The
model of AdpIND security for UIPFE = (Setup,KeyExtract,Encrypt,Decrypt)
is described below in Fig. 4 as a game played between a challenger B and an
adversary A for b ∈ {0.1}.
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ExpUIPFEA,AdpIND(1
λ)

1: (mpk,msk)← UIPFE.Setup(1λ).

2: {(u(0),u(1))} ← AUIPFE.KeyExtract(mpk, msk,·)(mpk) where u(0) = (u
(0)
i )i∈I

u(0)
, u(1) = (u

(1)
i )i∈I

u(1)

with Iu(0) = Iu(1) = Iu.

3: b
$←− {0, 1}.

4: ctu(b) ← UIPFE.Encrypt(mpk,u(b)).

5: b′ ← AUIPFE.KeyExtract(mpk, msk,·)(mpk, ctu(b) ).

Figure 4: Experiment ExpUIPFEA,AdpIND(1
λ)

For j-th queried key vectors v(j) = (v
(j)
i )i∈I

v(j)
, the oracle UIPFE.KeyExtract

returns the secret key skv(j) ← UIPFE.KeyExtract(mpk,msk,v(j)). For all se-
cret keys skv(j) corresponding to the queried key vector v(j), the challenge
message vectors u(0),u(1) must satisfy ⟨u(0),v(j)⟩ = ⟨u(1),v(j)⟩ whenever
Iv(j) ⊆ Iu.

For all PPT adversaries A, the UIPFE is AdpIND secure if a negligible
function negl(·) exists such that

AdvUIPFEA,AdpIND(λ) =

∣∣∣∣Pr[b = b′]− 1

2

∣∣∣∣ ≤ negl(λ).

Definition 9 (Unbounded anonymous identity-based revocation (UAnon-IBRV)).
A UAnon-IBRV scheme is defined over the parameter of identity id ∈ ID and
a message m ∈Mλ. Here, ID andMλ are the identity and message spaces,
respectively. A UAnon-IBRV = (Setup, KeyExtract,Encrypt, Decrypt) consists
of four PPT algorithms as follows:

(mpk, msk)← Setup(1λ): A trusted authority produces a master public and
secret key pair (mpk,msk) after receiving the security parameter λ as input.
Then this authority keeps msk private while mpk is made public.

skid ← KeyExtract(mpk,msk, s, id): On input mpk, msk, the size of revoke
user set s and an identity id ∈ ID, the trusted authority generates a secret
key skid.

ctm ← Encrypt(mpk,R,m): On input mpk, a message m ∈ Mλ , a revoke
user set R ⊂ ID (where |R| = s = s(λ) is an integer), the encryptor outputs
a ciphertext ctm.

(α or ⊥)← Decrypt(mpk, skid, ctm): The decryptor takes mpk, skid and ctm
as input and outputs α ∈Mλ or a special rejection symbol ⊥.
Correctness: A UAnon-IBRV scheme is correct if for all identity id ∈ ID,
a revoke user set R and a message m ∈ Mλ satisfying id /∈ R, the following
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holds
Pr[UAnon-IBRV.Decrypt(mpk, skid, ctm) = m] = 1

where (mpk,msk) ← UAnon-IBRV.Setup(1λ), skid ← UAnon-IBRV.KeyExtract
(mpk,msk, s, id), ctm ← UAnon-IBRV.Encrypt(mpk,R,m).

Definition 10 (Adaptive anonymous (AdpAnon) security). The model of
AdpAnon security for UAnon-IBRV = (Setup,KeyExtract,Encrypt,Decrypt) is
described in Fig. 5 below as a game played between a challenger B and an
adversary A for b ∈ {0, 1},

ExptUAnon-IBRVA,AdpAnon (1
λ)

1: (mpk, msk)← UAnon-IBRV.Setup(1λ).
2: {(m(0),R(0)), (m(1),R(1))} ← AUAnon-IBRV.KeyExtract(mpk,msk,·,·)(mpk) with |R(0)| = |R(1)| = s∗.

3: b
$←− {0, 1}.

4: ctm(b) ← UAnon-IBRV.Encrypt(mpk,R(b),m(b)).

5: b′ ← AUAnon-IBRV.KeyExtract(mpk,msk,·,·)(mpk, ctm(b) ).
6: Outputs: b′.

Figure 5: Experiment ExptUAnon-IBRVA,AdpAnon (1λ)

where UAnon-IBRV.KeyExtract(mpk,msk, ·, ·) oracle takes any input ŝ, {id}
and returns skid ← UAnon-IBRV.KeyExtract(mpk,msk, ŝ, id) with the restric-
tion for all id ∈ R(0) ∩ R(1). For all PPT adversaries A, the UAnon-IBRV is
AdpAnon secure if a negligible function negl(·) exists such that

AdvUAnon-IBRVA,AdpAnon (λ) =
∣∣∣Pr[b = b′]− 1

2

∣∣∣ ≤ negl(λ).

3. Our Payload-hiding UNIPE

We present below our UNIPE = (Setup,KeyExtract, Encrypt,Decrypt) scheme
using the framework of DPVS [14].

(mpk,msk)← Setup(1λ): On input the security parameter λ, a trusted au-
thority runs this algorithm using the following steps:
– Generates a bilinear group BG = (p, {Gi}i=1,2,T , g1, g2, e)← GBG.Gen(1λ) as
defined in Definition 1.
– Chooses two uniformly random matrices W

$←− GL5(Zp),Ŵ
$←− GL6(Zp).

– Generates (p, V, V ∗, A1, A2, GT , E)← GDPVS.Gen(5,BG) and (p, V̂ , V̂ ∗, Â1, Â2,

GT , Ê)← GDPVS.Gen(6,BG) where A1 = (ge11 , ge21 , . . . , ge51 ), A2 = (ge12 , ge22 , . . . ,
ge52 ) are the canonical bases for the vector spaces V = G5

1, V
∗ = G5

2 respec-

tively with ei = (

i−1︷ ︸︸ ︷
0, . . . , 0, 1,

5−i︷ ︸︸ ︷
0, . . . , 0) and similarly Â1 = (gê11 , gê21 , . . . , gê61 ), Â2
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= (gê12 , gê22 , . . . , gê62 ) are the canonical bases for the vector spaces V̂ = G6
1, V̂

∗ =

G6
2 respectively with êi = (

i−1︷ ︸︸ ︷
0, . . . , 0, 1,

6−i︷ ︸︸ ︷
0, . . . , 0). Consider E : V × V ∗ → GT

and Ê : V̂ × V̂ ∗ → GT are extended maps of the bilinear map e de-
fined as E([[xW]]1, [[yW

∗]]2) = e(g1, g2)
⟨x,y⟩ = g

⟨x,y⟩
T for x,y ∈ Z5

p and

Ê([[x′Ŵ]]1, [[y
′Ŵ
∗
]]2) = e(g1, g2)

⟨x′,y′⟩ = g
⟨x′,y′⟩
T for x′,y′ ∈ Z6

p.

– Sets pp = (p, {gi}i=1,2,T , V, V
∗, V̂ , V̂ ∗, E, Ê), gT = e(g1, g2) generates GT .

– Outputs the master key pair as follows:

mpk = (pp, [[w1]]1, [[w3]]1, [[w5]]1, [[ŵ1]]1, [[ŵ2]]1, [[ŵ3]]1, [[ŵ6]]1)

msk = (w∗1,w
∗
3,w

∗
4, ŵ

∗
1, ŵ

∗
2, ŵ

∗
3, ŵ

∗
5)

where (wi,w
∗
i ), (ŵi, ŵ

∗
i ) are the i-th rows of the matrices (W,W∗ = (W−1)⊤)

and (Ŵ,Ŵ
∗
= (Ŵ

−1
)⊤) respectively.

– The trusted authority keeps msk private while mpk is made public.

skv ← KeyExtract(mpk, msk,v): On input mpk, msk, a predicate vector

v = (vi)i∈Iv ∈ Z|Iv |p such that ϕ ̸= Iv ⊆ [s1] (where s1 = s1(λ) is an in-
teger), the trusted authority proceeds as follows:
– Computes

k0 = (ω, 0, 1, ϕ0, 0)W
∗; ki = (Υi(−i, 1), ωvi, 0, ϕi, 0)Ŵ

∗
∀i ∈ Iv

where ω, ϕ0
$←− Zp and Υi, ϕi

$←− Zp for all i ∈ Iv.
– Outputs the secret key skv = (v = (vi)i∈Iv , [[k0]]2, {[[ki]]2}i∈Iv).
ctu ← Encrypt(mpk,u,m): On input mpk, a message m ∈ GT and an at-

tribute u = (ui)i∈Iu ∈ Z|Iu|p such that ϕ ̸= Iu ⊆ [s2] (where s2 = s2(λ) is an
integer), the encryptor runs the following steps:
– Computes

[[c0]]1 = [[(−δ, 0, z, 0, η0)W]]1, [[ci]]1 = [[(Ψi(1, i), δui, 0, 0, ηui)Ŵ]]1

where δ, z, η, η0
$←− Zp and Ψi

$←− Zp for all i ∈ Iu.
– Outputs the ciphertext ctu = (u = (ui)i∈Iu , [[c0]]1, {[[ci]]1}i∈Iu , c = [[z]]T ·m).

(α or ⊥)← Decrypt(mpk, skv, ctu): The decryptor takes input mpk, skv,
ctu and performs the following operations:
– For Iv ⊆ Iu with ⟨u,v⟩ ≠ 0, it computes

h = E([[c0]]1, [[k0]]2)
∏
i∈Iv

Ê
(
[[ci]]1, [[ki]]

⟨u,v⟩−1

2

)
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otherwise outputs ⊥.
– Returns α = c/h.

Correctness: For Iv ⊆ Iu with ⟨u,v⟩ ≠ 0, we have

h = E([[c0]]1, [[k0]]2)
∏
i∈Iv

Ê
(
[[ci]]1, [[ki]]

⟨u,v⟩−1

2

)

= g
⟨(−δ,0,z,0,η0),(ω,0,1,ϕ0,0)⟩
T ·

∏
i∈Iv

g
⟨u,v⟩−1

〈(
Ψi(1,i),δui,0,0,ηui

)
,
(
Υi(−i,1),ωvi,0,ϕi,0

)〉
T

= g−ωδ+z
T · e(g1, g2)⟨u,v⟩

−1ωδ⟨u,v⟩ = g−ωδ+z+ωδ
T = gzT = (gT )

z = [[z]]T

and c
h
= [[z]]T ·m

[[z]]T
= m.

3.1. Security

Theorem 3.1. Under the SXDH assumption, our UNIPE scheme is adaptive
payload-hiding (AdpPH) secure as per Definition 5. More specifically, for
all λ ∈ N as security parameters and PPT adversaries A, there exists a
probabilistic machine B against the SXDH assumption such that

AdvUNIPEA,AdpPH(λ) ≤ (3ν + 1)AdvSXDH
B (λ) +

1

p
+ 2−Ω(λ)

where the adversaries make ν many secret key queries.

Proof sketch. At a very high level, our technique is inspired by Water’s
[49] dual-system encryption methodology. Consider the challenge attribute u
with the challenge message pair (m(0),m(1)). Note that any queried predicate
vector v for the secret key must satisfy ⟨u,v⟩ = 0 whenever Iv ⊆ Iu. Here,
we consider (3ν+2) many games to convert an honestly generated challenge
ciphertext/normal ciphertext into a randomized ciphertext (where the chal-
lenge bit is completely hidden). We do this by transforming the normal ci-
phertext into two intermediate forms, the first of which is semi-functional and
the second of which is randomized. Similarly, the secret keys demand two
kinds of forms: one is normal, and the other is semi-functional. Here, we
transform the normal ciphertext ctnorml into semi-functional ciphertext ctsemi,
where the advantage gap is bounded by the advantage of the SXDH prob-
lem. Next, a loop has been incorporated to convert a normal secret key
sknorml to a semi-functional secret key sksemi via 1st semi-functional and 2nd
semi-functional forms of secret keys, i.e., sk1st pre-semi and sk2nd pre-semi. Note
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that none of these secret keys will decode the challenge ciphertext due to the
restrictions of the payload-hiding game. In this loop, we have shown that the
joint distributions (sk1st-pre semi, ctsemi), (sk2nd-pre semi, ctsemi), and (sksemi, ctsemi)
are computationally indistinguishable using the SXDH assumption. Finally,
the semi-functional ciphertext ctsemi is conceptually changed to a randomized
ciphertext ctrand via the well-known basis-transforming technique of DPVS.
We have depicted the security in more detail as follows.

Proof. Consider a PPT adversary A against AdpPH security for our UNIPE
scheme. We design an algorithm B employing A as a subroutine to break
the SXDH assumption. We define (3ν+2) games between the adversary and
challenger. It starts with real Game 0 and ultimately reaches Game 3, where
A obtains no information about the challenge bit. Let Ri represent the event
that A wins in Game i. We use a part frame box to indicate coefficients that
changed from the previous game.

Game 0: This is the AdpPH security experiment as described in Definition
5 where B serves as the challenger.

– Setup: In the initial phase, B produces a master keys pair (mpk,msk)←
UNIPE.Setup(1λ) and passesmpk = (pp, [[w1]]1, [[w3]]1, [[w5]]1, [[ŵ1]]1, [[ŵ2]]1,
[[ŵ3]]1, [[ŵ6]]1) to A and keeps msk = (w∗1,w

∗
3,w

∗
4, ŵ

∗
1, ŵ

∗
2, ŵ

∗
3, ŵ

∗
5) se-

cret to itself. Here, (wi,w
∗
i ), (ŵi, ŵ

∗
i ) are i-th rows of the matri-

ces (W,W∗) and (Ŵ,Ŵ
∗
) respectively and pp = (p, {gi}i=1,2,T , V,

V ∗, V̂ , V̂ ∗, E, Ê) is generated from the bilinear group BG = (p,
{Gi}i={1,2,T}, g1, g2, e) ← GBG.Gen(1λ), (p, V, V ∗, GT , A1, A2, E) ←
GDPVS.Gen(5,BG), (p, V̂ , V̂ ∗, Â1, Â2, GT , Ê) ← GDPVS.Gen(6,BG) with gT
= e(g1, g2) as described in Definitions 3 and 1.

– Pre-key query: Adversary A can query polynomially many secret
keys for the predicate vectors. Corresponding to the j-th secret key
query on the predicate vector v(j) = (v

(j)
i )i∈I

v(j)
with non-empty index

set Iv(j) , B issues the j-th secret key skv(j) = (v(j) = (v
(j)
i )i∈I

v(j)
, [[k0]]2,

([[ki]]2)i∈I
v(j)

)← UNIPE.KeyExtract(mpk,msk,v(j)) where

[[k0]]2 = [[(ω, 0, 1, ϕ0, 0)W
∗]]2; [[ki]]2 = [[(Υi(−i, 1), ωv(j)i , 0, ϕi, 0)Ŵ

∗
]]2

with ω, ϕ0
$←− Zp and Υi, ϕi

$←− Zp for all i ∈ Iv(j) . These secret keys are
known as normal secret keys.
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– Challenge query: The challenge messages pair (m(0), m(1)) along with
the challenge attribute vector u = (ui)i∈Iu are submitted by A to B sat-

isfying ⟨u,v(j)⟩ = 0 for all predicate vectors v(j) = (v
(j)
i )i∈I

v(j)
whenever

Iv(j) ⊆ Iu on which pre-key query has been made by A. The challenger
B chooses b

$←− {0, 1} and produces the challenge ciphertext ct
(b)
u =(

u = (ui)i∈Iu , [[c0]]1, ([[ci]]1)i∈Iu , c
(b)
)
← UNIPE.Encrypt(mpk,u,m(b)) and

sends ct
(b)
u to A where

[[c0]]1 = [[(−δ, 0, z, 0, η0)W]]1, [[ci]]1 = [[(Ψi(1, i), δui, 0, 0, ηui)Ŵ]]1,

c(b) = [[z]]T ·m(b)

with δ, z, η0, η
$←− Zp and Ψi

$←− Zp ∀i ∈ Iu.

– Post-key query: All predicate vectors v(j) = (v
(j)
i )i∈I

v(j)
on which

post-key queries must satisfy ⟨u,v(j)⟩ = 0 whenever Iv(j) ⊆ Iu.

– Guess: Finally, A guesses a bit b′ and forwards it to B. The challenger
B outputs β = 1 if b = b′, otherwise outputs β = 0.

Game 1: This game is similar to Game 0 except that the challenge cipher-
text components [[c0]]1, [[ci]]1 of ct

(b)
u corresponding to the message, attribute

pair (m(b),u = (ui)i∈Iu) are set as

[[c0]]1 = [[(−δ, −τ , z, 0, η0)W]]1; [[ci]]1 = [[(Ψi(1, i), δui, τui , 0, ηui)Ŵ]]1,

c(b) = [[z]]T ·m(b)

where b
$←− {0, 1} and τ

$←− Zp. The remaining randomness Ψi, z, η0, δ are
chosen by B as in Game 0. This type of ciphertext is called semi-functional
ciphertext.

Game 2-h-1: For h ∈ [ν], this game is similar to Game 2-(h − 1)-3 ex-
cept that the h-th secret key components [[k0]]2, [[ki]]2 of skv(h) = (v(h) =

(v
(h)
i )i∈I

v(h)
, [[k0]]2, ([[ki]]2)i∈I

v(h)
) corresponding to the predicate vector v(h) =

(v
(h)
i )i∈I

v(h)
are set as

[[k0]]2 = [[(ω, ρ , 1, ϕ0, 0)W
∗]]2; [[ki]]2 = [[(Υi(−i, 1), ωv(h)i , ρv

(h)
i , ϕi, 0)Ŵ

∗
]]2

where ρ
$←− Zp. Other randomness Υi, ϕ0, ϕi, ω are chosen by B as in Game 2-

(h− 1)-3. These secret keys skv(h) are referred 1st pre semi-functional secret
keys. Recall that. Game 2-0-3 is identical to Game 1.
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Game 2-h-2: For h ∈ [ν], this game is similar to Game 2-h-1 except that the

h-th secret key components [[k0]]2, [[ki]]2 of skv(h) = (v(h) = (v
(h)
i )i∈I

v(h)
, [[k0]]2,

([[ki]]2)i∈I
v(h)

) for a predicate vector v(h) = (v
(h)
i )i∈I

v(h)
are set as

[[k0]]2 = [[(ω, ζ , 1, ϕ0, 0)W
∗]]2; [[ki]]2 = [[(Υi(−i, 1), ωv(h)i , ρv

(h)
i , ϕi, 0)Ŵ

∗
]]2

where ζ, ρ
$←− Zp. The rest of the randomness Υi, ϕ0, ϕi, ω are chosen by B as

in Game 2-h-1, These secret keys skv(h) are termed 2nd pre semi-functional
secret keys.

Game 2-h-3: For h ∈ [ν], this game is similar to Game 2-h-2 except that the

h-th secret key components [[k0]]2, [[ki]]2 of skv(h) = (v(h) = (v
(h)
i )i∈I

v(h)
, [[k0]]2,

([[ki]]2)i∈I
v(h)

) for a predicate vector v(h) = (v
(h)
i )i∈I

v(h)
are set as

[[k0]]2 = [[(ω, ζ, 1, ϕ0, 0)W
∗]]2; [[ki]]2 = [[(Υi(−i, 1), ωv(h)i , 0 , ϕi, 0)Ŵ

∗
]]2

where ζ
$←− Zp and the remaining randomness Υi, ϕ0, ϕi, ω are similar as in

Game 2-h-2. These secret keys skv(h) are called semi-functional secret keys.

Game 3: Game 3 is identical to Game 2-ν-3 except that the challenge ci-
phertext components [[c0]]1, [[ci]]1, c

(b) of ct
(b)
u associated with the challenge

pair (m(b),u = (ui)i∈Iu) are set as

[[c0]]1 = [[(−δ,−τ , z′ , 0, η0)W]]1; [[ci]]1 = [[(Ψi(1, i), δui, τui, 0, ηui)Ŵ]]1,

c(b) = [[z]]T ·m(b)

where b
$←− {0, 1}, z′ $←− Zp and the other randomness Ψi, z, η0, δ are as in

Game 2-ν-3.

Note that the advantage of Game 0 is equivalent to payload-hiding game,
i.e., AdvUNIPEA,Game 0(λ) = AdvUNIPEA,AdpPH(λ). The advantage of Game i can be repre-

sented as AdvUNIPEA,Game i(λ) = |Pr[Ri]− 1
2
|. Since b is independently chosen from

A’s view in Game 3, we have AdvUNIPEA,Game 3(λ) = 0 which implies Pr[R3] =
1
2
.

Thus

AdvUNIPEA,Game 0(λ) =

∣∣∣∣Pr[R0]−
1

2

∣∣∣∣ = |Pr[R0]− Pr[R3]|
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=

∣∣∣∣∣ (Pr[R0]− Pr[R1])+
∑ν

h=1

(
Pr[R(2-(h−1)-3)]− Pr[R(2-h-1)]

)
+

ν∑
h=1

(Pr[R(2-h-1)]−Pr[R(2-h-2)])+
ν∑

h=1

(
Pr[R(2-h-2)]−Pr[R(2-h-3)]

)
+
(
Pr[R(2-ν-3)]− Pr[R3]

) ∣∣∣∣∣
≤ (3ν + 1)AdvSXDH

B (λ) +
1

p
+ 2−Ω(λ)

by Claim 1 to 5, proven below.

Claim 1 :
∣∣∣Pr[R0]− Pr[R1]

∣∣∣ ≤ AdvSXDH
B (λ) + 2−Ω(λ)

Proof. We devise the reduction algorithm B, that utilises the subroutine A
to solve the SXDH problem. We show below how B uses the given SXDH
instance that interpolate the Game 0 and Game 1 on receiving an instance
(BG, [[a]]ι = gaι , [[e]]ι = geι , [[tβ]]ι = gae+βf

ι ) of the SXDH assumption for ι = 1

where a, f, e
$←− Zp and β

$←− {0, 1}. It chooses two random matrices H
$←−

GL5(Zp), Ĥ
$←− GL6(Zp) and implicitly sets the random dual orthonormal

bases (W,W∗) and (Ŵ,Ŵ
∗
) as:

W =

[
1
−1

I2
−a −1

]
H, W

∗ =

[
1
−1 a

I2
−1

]
H
∗,

Ŵ =

[
I3

−1
1

−a −1

]
Ĥ, Ŵ

∗ =

[
I3

−1 a
1
−1

]
Ĥ
∗

where H∗ = (H−1)⊤, Ĥ
∗
= (Ĥ

−1
)⊤. Since [[a]]1 is provided through the

SXDH challenge, the algorithm B can compute [[W]]1 and [[Ŵ]]1. As the first,
third and fourth rows w∗1,w

∗
3,w

∗
4 of W∗ and the first three rows and fifth

row ŵ∗1, ŵ
∗
2, ŵ

∗
3, ŵ

∗
5 of Ŵ

∗
are independent of a, the algorithm B can com-

pute [[w∗1]]2, [[w
∗
3]]2, [[w

∗
4]]2 of [[W∗]]2 and [[ŵ∗1]]2, [[ŵ

∗
2]]2, [[ŵ

∗
3]]2, [[ŵ

∗
5]]2 of [[Ŵ

∗
]]2

and sets msk = (w∗1,w
∗
3,w

∗
4, ŵ

∗
1, ŵ

∗
2, ŵ

∗
3, ŵ

∗
5). To answer the j-th secret

key query corresponding to the predicate vector v(j) = (v
(j)
i )i∈I

v(j)
, B gen-

erates the components [[k0]]2 and [[ki]]2 of the secret key skv(j) = (v(j) =

(v
(j)
i )i∈I

v(j)
, [[k0]]2, ([[ki]]2)i∈I(j)v

) as:
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[[k0]]2 = [[(ω, 0, 1, ϕ0, 0)W
∗]]2; [[ki]]2 = [[(Υi(−i, 1), ωv(j)i , 0, ϕi, 0)Ŵ

∗
]]2

where ω, ϕ0
$←− Zp and Υi, ϕi

$←− Zp for all i ∈ Iv(j) . Note that B can compute
[[k0]]2, [[ki]]2 using [[w

∗
1]]2, [[w

∗
3]]2, [[w

∗
4]]2 of [[W

∗]]2 and [[ŵ∗1]]2, [[ŵ
∗
2]]2, [[ŵ

∗
3]]2, [[ŵ

∗
5]]2

of [[Ŵ
∗
]]2. To generate the challenge ciphertext components [[c0]]1, [[ci]]1 of

ct
(b)
u =

(
u, [[c0]]1, ([[ci]]1)i∈Iu , c

(b) = [[z]]T ·m(b)
)
, B simulates as follows:

[[c0]]1 = [[(−δ, 0, z, 0, η′)W+ (0, tβ, 0, 0, e)H]]1

= [[(−δ, βf, z, 0, η′ − e)W]]1

[[ci]]1 = [[(Ψi(1, i), δui, 0, 0, 0)Ŵ+ ui(0, 0, 0, tβ, 0, e)Ĥ]]1

= [[(Ψi(1, i), δui,−βfui, 0,−eui)Ŵ]]1

where δ, z, η′
$←− Zp and Ψi

$←− Zp for all i ∈ Iu. To compute [[c0]]1, [[ci]]1, the

rows [[w1]]1, [[w3]]1, [[w5]]1 of [[W]]1 and [[ŵ1]]1, [[ŵ2]]1, [[ŵ3]]1, [[ŵ6]]1 of [[Ŵ]]1 are

sufficient. The second row of [[W∗]]2 and the fourth row of [[Ŵ]]∗2 contain
the unknown element [[a]]2. However, for secret key simulation, the second

row of [[W]]∗2 and fourth row of [[Ŵ]]2 are not required as the second entry of
the vector [[k0]]2 and the fourth entry of the vector [[ki]]2 are set as zero in
both Game 0 and Game 1. Letting η0 = η′ − e and η = −e, the A’s view
is the same as in Game 0 for β = 0 since the second and fourth entries of
the vectors [[c0]]1, [[ci]]1 are zero in Game 0. Letting βf = −τ,−βfui = τui,
the A’s view is the same as in Game 1 for β = 1 unless f = 0. Hence,
|Pr[R0]− Pr[R1]| ≤ AdvSXDH

B (λ) + 2−Ω(λ).

Claim 2:
∣∣∣Pr[R2-(h−1)-3]− Pr[R2-h-1]

∣∣∣ ≤ AdvSXDH
B (λ) + 2−Ω(λ)

Proof. Suppose B obtains an SXDH instance (BG, [[a]]ι = gaι , [[e]]ι = geι , [[tβ]]ι =

gae+βf
ι ) for ι = 2 where a, f, e

$←− Zp and β
$←− {0, 1}. We explicitly show

below how B uses this instance to interpolate between Game 2-(h− 1)-3 and

Game 2-h-1. The reduction algorithm B picks Ĥ
$←− GL6(Zp) and implicitly

sets the random dual orthonormal bases (Ŵ,Ŵ
∗
) as:

Ŵ =

[
I2

0 −1
1 a

I2

]
Ĥ, Ŵ

∗ =

[
I2

a −1
1 0

I2

]
Ĥ
∗

where Ĥ
∗
= (Ĥ

−1
)⊤. Observe that [[a]]2 = ga2 and the reduction algorithm

B can efficiently calculate the first three rows and the fifth row of [[Ŵ
∗
]]2
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using the given SXDH challenge instance. To simulate the h-th secret key
skv(h) = (v(h) = (v

(h)
i )i∈I

v(h)
, [[k0]]2, ([[ki]]2)i∈I

v(h)
) associated with the h-th

predicate vector v(h) = (v
(h)
i )i∈I

v(h)
, B computes the secret key component

[[ki]]2 as follows:

[[ki]]2 = [[(Υi(−i, 1), ω′v(h)i , 0, ϕi, 0)Ŵ
∗
+ v

(h)
i (0, 0, tβ,−e, 0, 0)Ĥ

∗
]]2

= [[(Υi(−i, 1), (ω′ + e)v
(h)
i , βfv

(h)
i , ϕi, 0)Ŵ

∗
]]2

where ω′
$←− Zp and Υi, ϕi

$←− Zp for all i ∈ Iv(h) . To simulate the chal-

lenge ciphertext ct
(b)
u =

(
u, [[c0]]1, ([[ci]]1)i∈Iu , c

(b) = [[z]]T ·m(b)
)
, B computes

the component [[ci]]1 as:

[[ci]]1 = [[(Ψi(1, i), δ
′ui, 0, 0, ηui)Ŵ+ ui(0, 0, τ, 0, 0, 0)Ĥ]]1

= [[(Ψi(1, i), (δ
′ + aτ)ui, τui, 0, ηui)Ŵ]]1

where τ, δ′, η
$←− Zp and Ψi

$←− Zp for all i ∈ Iu. The fourth row [[ŵ4]]1
of [[Ŵ]]1 is not computable by B as it contains [[a]]1. We implicitly set
δ = δ′ + aτ, ω = ω′ + e. For β = 0, the A’s view is the same as in Game 2-
(h − 1)-3 as the fourth entry of the vector ki is zero and for β = 1, the
A’s view is similar to that of Game 2-h-1 as the entry of the fourth posi-
tion of the vector ki is ρv

(h)
i = fv

(h)
i unless f = 0. Therefore, B can in-

terpolate between the two Game 2-(h − 1)-3 and Game 2-h-1 and hence
|Pr[R2-(h−1)-3]− Pr[R2-h-1]| ≤ AdvSXDH

B (λ) + 2−Ω(λ).

Claim 3:
∣∣∣Pr[R2-h-1]− Pr[R2-h-2]

∣∣∣ ≤ AdvSXDH
B (λ) + 2−Ω(λ)

Proof. Suppose B obtains the SXDH challenge instance (BG, [[a]]ι = gaι , [[e]]ι =

geι , [[tβ]]ι = gae+βf
ι ) for ι = 2 where a, f, e

$←− Zp and β
$←− {0, 1}. The reduc-

tion algorithm B picks H
$←− GL5(Zp) and implicitly sets the random dual

orthonormal bases (W,W∗) as:

W =

[
1
a 1

I3

]
H, W

∗ =

[
1 −a

1
I3

]
H
∗

where H∗ = (H−1)⊤. Observe that [[a]]2 = ga2 and the reduction algorithm
B can efficiently calculate the first, third and fourth rows of [[W∗]]2 us-
ing the given SXDH challenge instances. To simulate the h-th secret key
skv(h) = (v(h) = (v

(h)
i )i∈I

v(h)
, [[k0]]2, ([[ki]]2)i∈I

v(h)
), B computes the secret key

component [[k0]]2 as:
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[[k0]]2 = [[(0, ρ, 1, ϕ0, 0)W
∗ + (−e, tβ, 0, 0, 0)H∗]]2 = [[(−e, (ρ+ βf), 1, ϕ0, 0)W

∗]]2

where ρ, ϕ0
$←− Zp. The challenger B sets the ciphertext component [[c0]]1 of

the challenge ciphertext ct
(b)
u =

(
u, [[c0]]1, ([[ci]]1)i∈Iu , c

(b) = [[z]]T ·m(b)
)
as:

[[c0]]1 = [[(δ′, 0, z, 0, η0)W+ (0,−τ, 0, 0, 0)H]]1 = [[(δ′ + aτ,−τ, z, 0, η0)W]]1

where δ′, η0, z
$←− Zp. The second row of [[W]]1 contains [[a]]1 and so that B

cannot compute [[w2]]1. We implicitly set ω = −e,−δ = δ′ + aτ . For β = 0,
the A’s view is the same as in Game 2-h-1 since the second entry of k0 is
ρ. For β = 1, the A’s view is identical to that in Game 2-h-2 as the second
entry of [[k0]]2 is ζ = ρ + f which is a uniform element from Zp unless f = 0.
Therefore, the challenger can interpolate between the two games Game 2-h-1
to Game 2-h-2 and hence |Pr[R2-h-1]−Pr[R2-h-2]| ≤ AdvSXDH

B (λ)+2−Ω(λ).

Claim 4:
∣∣∣Pr[R2-h-2]− Pr[R2-h-3]

∣∣∣ ≤ AdvSXDH
B (λ) + 2−Ω(λ)

Similarly follows as Claim 3.

Claim 5:
∣∣∣Pr[R2-ν-3]− Pr[R3]

∣∣∣ ≤ 1

p

Proof. We now show that the distribution of the ν-th secret key skv(ν) =

(v(ν) = (v
(ν)
i )i∈I

v(ν)
, [[k0]]2, ([[ki]]2)i∈I

v(ν)
) corresponding to the ν-th predicate

vector v(ν) = (v
(ν)
i )i∈I

v(ν)
are identical in Game 2-ν-3 and Game 3. Also

the challenge ciphertext ct
(b)
u =

(
u, [[c0]]1, ([[ci]]1)i∈Iu , c

(b) = [[z]]T ·m(b)
)
corre-

sponding to the challenge attribute-message pair (u,m(b)) are also identically
distributed as in the two games Game 2-ν-3 and Game 3. We replace the
dual orthonormal basis (W,W∗) by another dual orthonormal basis (H,H∗)

by choosing χ
$←− Zp, setting h1 = w1,h2 = w2 + χw3,h3 = w3,h4 =

w4,h5 = w5, h
∗
1 = w∗1,h

∗
2 = w∗2,h3 = w∗3 − χw∗2,h

∗
4 = w∗4,h

∗
5 = w∗5 and

defining
H = (h1,h2,h3,h4,h5), H∗ = (h∗1,h

∗
2,h

∗
3,h

∗
4,h

∗
5)

Observe that, (H,H∗) satisfies the properties of dual orthonormality and it is
identically distributed as (W,W∗) and consequently (H,H∗) and (W,W∗)
are identically distributed. Note that the ν-th secret key skv(ν) = (v(ν) =

(v
(ν)
i )i∈I

v(ν)
, [[k0]]2, ([[ki]]2)i∈I

v(ν)
) corresponding to the ν-th predicate vector

v(ν) = (v
(ν)
i )i∈I

v(ν)
where [[k0]]2 = [[(ω, ζ, 1, ϕ0, 0)W

∗]]2, [[ki]]2 = [[(Υi(−i, 1), ωy(ν)i ,
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0, ϕi, 0)Ŵ
∗
]]2 for both Game 2-ν-3 and Game 3. On the other hand, in Game

2-ν-3, the challenge ciphertext is ct
(b)
u = (u, [[c0]]1, ([[ci]]1)i∈Iu , c

(b) = [[z]]T ·m(b))

where [[c0]]1 = [[(−δ,−τ, z, η0, 0)W]]1, [[ci]]1 = [[(Ψi(1, i), δui, τui, 0, ηui)Ŵ]]1
and in Game 3, the challenge ciphertext is ct

(b)
u = (u, [[c0]]1, ([[ci]]1)i∈Iu , c

(b) =
[[z]]T ·m(b)) where [[c0]]1 = [[(−δ,−τ, z′, η0, 0)W]]1, [[ci]]1 = [[(Ψi(1, i), δui, τui, 0,

ηui)Ŵ]]1. The ν-th secret key component [[k0]]2 and the challenge ciphertext
component [[c0]]1 uses W∗ and W respectively in Game 2-ν-3 and the or-
thonormal basis (H,H∗) in Game 3 as follows:

[[k0]]2 = [[(ω, ζ ′, 1, ϕ0, 0)W
∗]]2

= [[ω ·w∗1 + ζ ′ ·w∗2 + 1 · (h∗3 + χw∗2) + ϕ0 ·w∗4 + 0 ·w∗5]]2
= [[ω ·w∗1 + (ζ ′ + χ) ·w∗2 + 1 · h∗3 + ϕ0 ·w∗4 + 0 ·w∗5]]2
= [[(ω, ζ, 1, ϕ0, 0)H

∗]]2

[[c0]]1 = [[(−δ,−τ, z, 0, η0)W]]1

= [[−δ ·w1 − τ · (h2 − χw3) + z ·w3 + 0 ·w4 + η0 ·w5]]1

= [[−δ ·w1 − τ · h2 + (z + τχ)w3 + 0 ·w4 + η0 ·w5]]1

= [[(−δ,−τ, z′, 0, η0)H]]1

We implicitly set z + τχ = z′ and ζ = ζ ′ + χ. Therefore, A’s view for
both the bases (W,W∗) and (H,H∗) are consistent with respect to the

master public key since ω, ϕ0, δ, z, χ, τ, η0, ζ
′ $←− Zp and follows similar dis-

tribution except with the probability 1
p
for χ = 0. More precisely, mpk =

(pp, [[w1]]1, [[w3]]1, [[w5]]1, [[ŵ1]]1, [[ŵ2]]1, [[ŵ3]]1, [[ŵ6]]1) uses dual orthonormal ba-
sis (W,W∗) and mpk′ = (pp, [[h1]]1, [[h3]]1, [[h5]]1, [[ŵ1]]1, [[ŵ2]]1, [[ŵ3]]1, [[ŵ6]]1)
uses dual orthonormal basis (H,H∗) which are identically distributed and

(Ŵ,Ŵ
∗
) are defined in Game 0. Also, the challenge ciphertext and the secret

key components can be expressed as in Game 2-ν-3 depending on the basis
(W,W∗) and Game 3 preserves the same distribution depending on the basis
(H,H∗). Therefore, replacing (W,W∗) by (H,H∗) converts Game 2-ν-3 to
Game 3 except with probability 1

p
. Hence |Pr[R2-ν-3]− Pr[R3]| ≤ 1

p
.

4. Our Attribute-hiding UNIPE

In this section, we provide a generic transformation to construct a weakly
attribute-hiding unbounded non-zero inner product encryption UNIPE =
(Setup,KeyExtract,Encrypt,Decrypt) from an adaptive indistinguishability
(AdpIND) secure UIPFE = (Setup,KeyExtract,Encrypt,Decrypt) with the mes-
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sage vector space U ′λ, key vector space V ′λ and an inner product space Iλ.
We describe below our UNIPE = (Setup,KeyExtract,Encrypt,Decrypt) with

the attribute space Uλ = U ′λ, the predicate space Vλ = V ′λ, and a polynomially
bounded message spaceMλ ⊆ Iλ such that for any u = (ui)i∈Iu ∈ Uλ such
that ϕ ̸= Iu and m ∈ Mλ, the vector mu = (mui)i∈Iu ∈ Uλ. We describe
below our generic UNIPE scheme:

(mpk,msk)← Setup(1λ): On input of the security parameter λ, a trusted au-

thority generates (mpkUIPFE,mskUIPFE) ← UIPFE.Setup(1λ) and outputs the
master public key mpk = mpkUIPFE and the master secret key msk = mskUIPFE.
The trusted authority keeps msk private while mpk is made public.

skv ← KeyExtract(mpk, msk,v): On input mpk,msk and a predicate vector
v = (vi)i∈Iv ∈ Vλ such that ϕ ̸= Iv ⊆ [s1] (where s1 = s1(λ) is an integer), the
trusted authority computes skUIPFEv ← UIPFE.KeyExtract(mpkUIPFE,mskUIPFE,v)
and outputs the secret key skv = skUIPFEv .

ctu ← Encrypt(mpk,u,m): On inputmpk, an attribute vector u = (ui)i∈Iu ∈
Uλ such that ϕ ̸= Iu ⊆ [s2] (where s2 = s2(λ) is an integer) and a mes-
sage m ∈ Mλ, the encryptor computes ctUIPFEm·u ← UIPFE.Encrypt(mpkUIPFE,
mu) and ctUIPFEu ← UIPFE.Encrypt(mpkUIPFE,u). It outputs the ciphertext
ctu = (ctUIPFEm·u , ctUIPFEu ).

(α or ⊥)← Decrypt(mpk, skv, ctu): The decryptor takes as input mpk, skv
associated with a predicate vector v for an index set Iv ̸= ϕ, the ciphertext
ctu corresponding to an attribute vector u with an index set Iu ̸= ϕ and a
message m. The decryption proceeds by computing

H ←UIPFE.Decrypt(mpkUIPFE, skUIPFEv , ctUIPFEm·u )

h←UIPFE.Decrypt(mpkUIPFE, skUIPFEv , ctUIPFEu ).

and returning α = H · h−1 ∈Mλ if h ̸= 0 and ⊥ if h = 0.

Correctness: Our UNIPE’s correctness is derived from the correctness of
the underlying UIPFE scheme. It is observed that

UIPFE.Decrypt(mpkUIPFE, skUIPFEv , ctUIPFEm·u )→ H = ⟨mu,v⟩ = m⟨u,v⟩
UIPFE.Decrypt(mpkUIPFE, skUIPFEv , ctUIPFEu )→ h = ⟨u,v⟩.

The decryption is successful for h = ⟨u,v⟩ ̸= 0 as α = H · h−1 = m · ⟨u,v⟩ ·
⟨u,v⟩−1 = m. For h = ⟨u,v⟩ = 0, the decryption fails to extract m.
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4.1. Security

Theorem 4.1. Assuming the underlying UIPFE scheme is adaptively indis-
tinguishable (AdpIND) secure as per Definition 8, our generic construction of
UNIPE described above achieves adaptive weakly attribute-hiding (AdpWAH)
security as per Definition 6.
Proof. We consider the following game of sequence to prove the above the-
orem. We begin with Game 0, the real AdpWAH security game according
to Definition 6, in which the challenger chooses a challenge bit b = 0. We
transform Game 0 for the challenge bit b = 0 to Game 2 for the challenge
bit b = 1 using Game 1 as an intermediate game. Now, we employ the Ad-
pIND security of the underlying UIPFE scheme to achieve indistinguishability
between the consecutive games. Let Ei represents the event where b = b′ in
Game i, where b′ is the bit emitted by the UNIPE adversary A during the
guessing phase. Here is a description of the games:

Game 0: In Game 0, the UIPFE adversary B servers as UNIPE challenger C.
1. Setup: Firstly, UIPFE-challenger C generates (mpkUIPFE,mskUIPFE) ←

UIPFE.Setup(1λ) and sends the master public key mpkUIPFE to B, who
forwards mpkUIPFE as master public key mpk of UNIPE scheme to A.

2. Pre-key query: A can query polynomially many secret keys on the
predicate vectors. Corresponding to the j-th secret key query on the
predicate vector v(j) = (v

(j)
i )i∈I

v(j)
with non-empty index set Iv(j) ,

the challenger B sends the same predicate vector v(j) to the UIPFE-
challenger C. The UIPFE-challenger C issues to B the secret key skUIPFEv(j)

← UIPFE.KeyExtract(mpkUIPFE,mskUIPFE,v(j)) and B forwards the se-
cret key skv(j) = skUIPFEv(j) to A.

3. Challenge query: The challenge messages pair (m(0),m(1)) along with

the challenge attributes pair (u(0) = (u
(0)
i )i∈I

u(0)
,u(1) = (u

(0)
i )i∈I

u(0)
)

(where the non-empty index sets Iu(0) = Iu(1) = Iu) are submitted by
A to B satisfying the following
(a) if m(0) ̸= m(1) then ⟨u(0),v(j)⟩ = 0 = ⟨u(1),v(j)⟩
(b) if m(0) = m(1) then ⟨u(0),v(j)⟩ = ⟨u(1),v(j)⟩ ≠ 0

for all predicate vectors v(j) = (v
(j)
i )i∈I

v(j)
on which pre-key query has

been made by A. The challenger B computes m(0)u(0) and m(1)u(1) and
sends the pairs (u(0),u(1)), (m(0)u(0),m(1)u(1)) to the UIPFE-challenger
C. The UIPFE-challenger C fixes a bit b = 0 and generates the chal-
lenge ciphertext ct(0,0) = (ctUIPFE

m(0)u(0) , ct
UIPFE
u(0) ) where the ciphertext com-

ponents ctUIPFE
m(0)u(0) ← UIPFE.Encrypt(mpkUIPFE,m(0)u(0)) and ctUIPFE

u(0) ←
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UIPFE.Encrypt(mpkUIPFE,u(0))1 and forwards ct(0,0) to B. Finally, B sets
the challenge ciphertext ctu(0) = ct(0,0) and forwards this to A.

4. Post-key query: The pre-key query phase is repeated with the same
constraint for any key query as specified in the challenge queries phase
on the predicate vector v(j), the challenge attributes pair (u(0),u(1)),
and the messages pair (m(0),m(1)).

Therefore, Game 0 is identical with the experiment ExpUNIPEA,AdpWAH(1
λ) described

in Definition 6 for b = 0.

Game 1: This game is the same as Game 0 except that the second compo-
nent ctUIPFE

u(0) of the challenge ciphertext ct(0,0) = (ctUIPFE
m(0)u(0) , ct

UIPFE
u(0) ) is replaced

by ctUIPFE
u(1) ← UIPFE.Encrypt(mpkUIPFE,u(1)). Thus, the challenger ciphertext

becomes ct(0,1) = (ctUIPFE
m(0)u(0) , ct

UIPFE
u(1) ). For the AdpIND security game of UIPFE,

consider B an admissible adversary. Thus we have ⟨u(0),v(j)⟩ = ⟨u(1),v(j)⟩,
for j-th secret key query on the predicate vector v(j) = (v

(j)
i )i∈I

v(j)
with non-

empty index set Iv(j) which holds from the admissible condition of AdpWAH
security of UNIPE. As a result, the advantage of A in distinguishing between
Game 0 and Game 1 is the same as the advantage in distinguishing between
the experiments ExpUIPFEB1,AdpIND(1

λ) for b = 0 and ExpUIPFEB1,AdpIND(1
λ) for b = 1.

Thus, we have |Pr[E0]− Pr[E1]| ≤ AdvUIPFEB1,AdpIND(λ).

Game 2: This game is identical to Game 1 except that the first component of
the challenge ciphertext is switched by ctm(1)u(1),UIPFE ← UIPFE.Encrypt(mpkUIPFE,

m(1)u(1)). Thus, the challenger ciphertext becomes ct(1,1) = (ctUIPFE
m(1)u(1) , ct

UIPFE
u(1) ).

As previously mentioned, we consider B1 the admissible adversary for the Ad-
pIND security of UIPFE. From the admissible condition of AdpWAH security
of UNIPE, it holds that ⟨u(0),v(j)⟩ = ⟨u(1),v(j)⟩ = 0 if m(0) ̸= m(1) and
⟨u(0),v(j)⟩ = ⟨u(0),v(j)⟩ ̸= 0 whenever m(0) = m(1) for j-th secret key query

on the predicate vector v(j) = (v
(j)
i )i∈I

v(j)
with index set Iv(j) . If m(0) ̸= m(1),

⟨m(0)u(0),v(j)⟩ = m(0)⟨u(0),v(j)⟩ = 0 = m(1)⟨u(1),v(j)⟩ = ⟨m(1)u(1),v(j)⟩
and for m(0) = m(1),

⟨m(0)u(0),v(j)⟩ = m(0)⟨u(0),v(j)⟩ = m(1)⟨u(1),v(j)⟩ = ⟨m(1)u(1),v(j)⟩

1Here we note that B makes two challenge queries to the UIPFE-challenger C. This is
not an issue since in indistinguishability based model, as a scheme which is secure on single
challenge query is also secure on multiple challenge queries as long as the game restriction
does not change with respect to the multiple challenge messages.
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Therefore, ⟨m(0)u(0),v(j)⟩ = ⟨m(1)u(1),v(j)⟩ for j-th secret key query on pred-

icate vector v(j) = (v
(j)
i )i∈I

v(j)
with non-empty index set Iv(j) . Thus, the ad-

vantage in distinguishing between the experiments ExpUIPFEB1,AdpIND(1
λ) for b = 0

and ExpUIPFEB1,AdpIND(1
λ) for b = 1 is identical to the advantage ofA in distinguish-

ing Game 2 and Game 3. Hence, we have |Pr[E1]−Pr[E2]| ≤ AdvUIPFEB1,AdpIND(λ).
It is apparent that Game 2 and the initial AdpWAH security experiment

with the challenge bit b = 1 are identical. It is easy to show that the advan-
tage of AdpWAH security, according to Definition 6, is equal to the difference
in probabilities of hybrid games where the challenge bits are b = 0 and b = 1,
respectively. Therefore, we have

AdvUNIPEA,AdpWAH(λ) ≤ |Pr[E0]− Pr[E2]| ≤ 2 · AdvUIPFEB1,AdpIND(λ)

which is negl(λ) according our assumption. This completes the proof.

4.2. Concrete instantiation of UNIPE based on SXDH

Let us instantiate the framework with the SXDH-based UNIPE is de-
fined in Section 4. Tomida and Takashima [16] proposed a novel technique
to provide an AdpIND secure UIPFE based on the SXDH assumption over
an asymmetric bilinear pairing group of prime order p using the frame-
work of DPVS. Their scheme outputs inner products over Zp, and the com-
ponents of the key or message vector are in Zp. A discrete logarithm of
[[⟨u,v⟩]]T over a group GT is computed at the final step of the decryption
phase. We adopt a modified decryption of this UIPFE [16] that outputs
[[⟨u,v⟩]]T instead of this discrete logarithm of [[⟨u,v⟩]]T . Accordingly, the
decryption of our SXDH-based NIPE differs from that of the generic con-
struction. Using this AdpIND secure UIPFE scheme, we achieve an AdpWAH
based on the SXDH assumption via our generic transforming with the do-
main Uλ = ZI1

p ,Vλ = ZI2
p ,Mλ ⊆ Zp where I1, I2 are non-empty index sets.

We consider the message space Mλ to be polynomially bounded in λ. We
now describe our concrete UNIPE = (Setup,KeyExtract,Encrypt,Decrypt) in-
stantiation as described below.

(mpk, msk)← Setup(1λ): On input the security parameter λ, a trusted au-
thority executes the following steps:
– Generates a bilinear group BG← GBG.Gen(1λ) where BG = (p, {Gi}i=1,2,T , g1,
g2, e) where the order of each multiplicative group G1, G2, GT is prime p,
the elements g1, g2 are the generators of the groups G1, G2 respectively and
e : G1 ×G2 → GT is a bilinear map.

– Chooses a uniformly random matrix W
$←− GL7(Zp).
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– Generates paramsV = (p, V, V ∗, A1, A2, GT , E) ← GDPVS.Gen(7,BG) as de-
fined in Definition 3.
– Sets pp = (p, {gi}i=1,2,T , V, V

∗, E) where gT = e(g1, g2) generates GT .
– Outputs the master public key mpk and the master secret key msk as

mpk = (pp, [[w1]]1, [[w2]]1, [[w3]]1, [[w4]]1) ; msk = (w∗1,w
∗
2,w

∗
3,w

∗
4)

where (wi,w
∗
i ) are the i-th row of the matrix (W,W∗).

skv ← KeyExtract(mpk,msk,v): On input msk, mpk and a key vector v =

(vi)i∈Iv ∈ Z|Iv |p such that ϕ ̸= Iv ⊆ [s1] (where s1 = s1(λ) is an integer), the
trusted authority proceeds as follows.
– Computes

ki = (Υi(−i, 1), vi, ri, 0, 0, 0)W∗

where Υi, ri
$←− Zp satisfying

∑
i∈Iv ri = 0.

– Outputs the secret key skv = (v = (vi)i∈Iv , {[[ki]]2}i∈Iv).
ctu ← Encrypt(mpk,u,m): On input mpk, an attribute u = (ui)i∈Iu ∈ Z|Iu|p

such that ϕ ̸= Iu ⊆ [s2] (where s2 = s2(λ) is an integer) and a message
m ∈Mλ ⊆ Zp, the encryptor works as follows:
– Computes

[[ct1,i]]1 = [[(Ψi(1, i),mui, z1, 0, 0, 0)W]]1; [[ct2,i]]1 = [[(Ψ̃i(1, i), ui, z2, 0, 0, 0)W]]1

where z1, z2
$←− Zp and Ψi, Ψ̃i

$←− Zp for all i ∈ Iu.
– Outputs the ciphertext ctu = ({[[ct1,i]]1}i∈Iu , {[[ct2,i]]1}i∈Iu).
(α or ⊥)← Decrypt(mpk, skv, ctu): The decryptor on input mpk, skv asso-
ciated with the vector v = (vi)i∈Iv , the ciphertext ctu corresponding to an
attribute vector u = (ui)i∈Iu and message m, performs the following step:
– If Iv ⊈ Iu, outputs ⊥ otherwise, it computes

H =
∏
i∈Iv

E([[ct1,i]]1, [[ki]]2), h =
∏
i∈Iv

E([[ct2,i]]1, [[ki]]2)

– Exhaustively searches for α over the message space in polynomial time such
that hα = H holds. If such α found, outputs α otherwise, outputs ⊥.
Correctness. For Iv ⊆ Iu, computes

H =
∏
i∈Iv

E([[ct1,i]]1, [[ki]]2) =
∏
i∈Iv

g
⟨(Ψi(1,i),mui,z1,0,0,0),(Υi(−i,1),vi,ri,0,0,0)⟩
T = g

m⟨u,v⟩
T ,

h =
∏
i∈Iv

E([[ct2,i]]1, [[ki]]2) =
∏
i∈Iv

g
⟨(Ψ̃i(1,i),ui,z2,0,0,0),(Υi(−i,1),vi,ri,0,0,0)⟩
T = g

⟨u,v⟩
T
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Now, it searches exhaustively for m over the message space Mλ such that
hm = H. The correctness follows if and only if ⟨u,v⟩ ≠ 0.

Theorem 4.2. Under the SXDH assumption, our UNIPE scheme is adap-
tively weak attribute-hiding (AdpWAH) secure as per Definition 6.

Assuming the adaptive security of [16, Theorem 4.1], the proof of the
above theorem follows similarly to Theorem 4.1 of our UNIPE scheme.

5. UAnon-IBRV from UNIPE

In this section, we provide a generic transformation to construct adaptive
anonymous (AdpAnon) secure unbounded anonymous identity-based revoca-
tion UAnon-IBRV = (Setup,KeyExtract,Encrypt,Decrypt) with the message
spaceMλ and identity space ID. The identity-based revocation (IBRV) sys-
tem encrypts data for a revoked user set R, and a legitimate secret-key skid
corresponding to an identity id can decrypt the message if and only if id /∈ R.
Attrapadung et al.[22] constructed an IBRV scheme from NIPE with constant-
size ciphertext. We use an attribute-hiding UNIPE and present an unbounded
IBRV where the setup phase does not specify the size of the revoked user set
featuring a more robust anonymous security notion of unbounded IBRV using
attribute-hiding UNIPE as the building block.

Let us consider a UNIPE = (Setup,KeyExtract, Encrypt,Decrypt) where
each attribute vector and predicate vector components belong to Zp and mes-
sage spaceMλ ⊆ Zp. We describe below our UAnon-IBRV = (Setup,KeyExtract,
Encrypt, Decrypt) scheme for ID = Zp with the same message spaceMλ.

(mpk, msk)← Setup(1λ): On input of a security parameter λ, the trusted

authority computes (mpkUNIPE,mskUNIPE)← UNIPE.Setup(1λ) and outputs a
master public key mpk = mpkUNIPE and master secret key msk = mskUNIPE.
The trusted authority keeps msk private while mpk is made public.

skid ← KeyExtract(mpk,msk, s, id): On input mpk, msk, an identity id ∈ Zp

and size s of a revoked user set, the trusted authority sets zid = (1, id, id2,
. . . , ids) ∈ Zs+1

p and computes the secret key skUNIPEzid
← UNIPE.KeyExtract

(mpkUNIPE,mskUNIPE, zid). It outputs the secret key skid = skUNIPEzid
correspond-

ing to the identity id.

ctm ← Encrypt(mpk,R,m): On input mpk, a set of revoked users identi-
ties R = {id1, id2, . . . , ids} and a message m ∈ Mλ, the encryptor computes
a polynomial P (T ) =

∏s
i=0(t − idi) =

∑s
i=0 tiT

i ∈ Zp[T ] and sets tR =
(t0, t1, . . . , ts) ∈ Zs+1

p . It computes ctUNIPEtR
← UNIPE.Encrypt(mpkUNIPE, tR,m)
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and outputs the ciphertext ctm = ctUNIPEtR
corresponding to the message m.

(M or ⊥)← Decrypt(mpk, skid, ctm): The decryptor takes inputmpk, skid, ctm

and outputs m← UNIPE.Decrypt(mpkUNIPE, skUNIPEzid
, ctUNIPEwR

) if id /∈ R.
Observe that ⟨tR, zid⟩ = P (id) = 0 when id ∈ R and the revoked user with

identities id cannot recover the message m as the underlying UNIPE scheme
fails to decrypt when ⟨tR, zid⟩ = 0. On the other hand, as ⟨tR, zid⟩ ̸= 0
for id /∈ R, the non-revoked user in the identity id will be able to recover
the message m as the underlying NIPE can recover m when ⟨tR, zid⟩ ≠ 0.
Therefore, the correctness of the above UAnon-IBRV directly follows from
the correctness of the underlying UNIPE, i.e., ⟨tR, zid⟩ ̸= 0 implies id /∈ R.
For the security of UAnon-IBRV, we assume that the adversary A submits
a challenge tuple (m(0),R(0)) and (m(1),R(1)) such that id ∈ R(0) ∩ R(1) for
all ŝ, {id} queried by A to the key extraction oracle. Therefore, it satisfies
⟨tR(0) , zid⟩ = ⟨tR(1) , zid⟩ = 0 for all id queried by A to the key extraction
oracle. Therefore, AdpWAH security of UNIPE ensures that the challenge
ciphertext ctUNIPEwR(b)

← UNIPE.Encrypt(mpkUNIPE, tR(b) ,m(b)) hides b from A’s
view. The following theorem proves the security of the UAnon-IBRV scheme,
and the proof follows from AdpWAH security of the underlying UNIPE scheme.

Theorem 5.1. Assuming the underlying UNIPE scheme is adaptively weak
attribute-hiding (AdpWAH) secure as per Definition 6, our generic construc-
tion of UAnon-IBRV scheme achieves adaptive anonymous (AdpAnon) secu-
rity as per Definition 10.

6. Comparison & Analysis

In Table 1, we compare the existing NIPEs with our proposed SXDH-based
payload-hiding UNIPE-I and attribute-hiding UNIPE-II. Table 1 demonstrates
that our UNIPE exhibits unbounded property, and the master secret and
public keys are more efficient in terms of sizes than the existing NIPE schemes.
In contrast to the existing NIPEs, the public parameter sizes in our UNIPEs
are constant, which is more desirable from a practical point of view. Each
of our UNIPEs requires 39 and 28 group elements in the master public key
and the master secret key, respectively. The ciphertext size in our UNIPE-I
and UNIPE-II are 6n1+6 and 14n1 group elements, respectively, whereas the
secret keys contain 7n2 and 6n2 + 5 group elements, respectively.
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Table 1: Comparison between existing NIPE schemes

Scheme |mpk| |msk| |sk| |ct| Data size Security model

NIPE-I
of [15]

(8n1 + 8)|G| O(1)|Zp| (4n2+5)|G| 13|G|+|GT | bund AdpPH

NIPE-II
of [15]

(8n1 + 8)|G| O(n1)|G| 13|G| (4n1+5)|G|
+|GT |

bund AdpPH

[24] (2n1+2)|G1| 4n1|Zp| (n2+4)|G2| (2n1 + 4)|G1| bund AdpWAH

[36] (2n1 + 6)|G1|+ 6|G2| (4n1 + 8)|Zp| 4|Zp| (2n1 + 4)|G1| bund AdpWAH
Our

UNIPE-I
39|G1| 39|Zp| (6n2+5)|G2|

(6n1+5)|G1|
+|GT |

unbund AdpPH

Our
UNIPE-II

28|G1| 28|Zp| 7n2|G2| 14n1|G1| unbund AdpWAH

|mpk|, |msk|, |sk|, |ct|: sizes of the master public key, master secret key, secret key and ci-

phertext respectively; bund: bounded; unbund: unbounded; n1, n2 : sizes of attribute vec-

tor and predicate vector respectively; for exiting bounded NIPE, n1 = n2 holds; AdpWAH :

adaptively weakly attribute-hiding; AdpPH: adaptively payload-hiding; |G|, |Gι|: size of

elements of groups G and Gι for ι ∈ {1, 2, T} respectively. Consider symmetric pairing

G×G to GT and asymmetric pairing G1 ×G2 to GT .

Table 2: Comparison between existing NIPE parameters in terms of kilo-bits

Scheme
att. vec.
length

pred vec.

length
128-bit security 256-bit security

n1 n2 mpk ct sk mpk ct sk

NIPE-I

of [15]

100 100 404 9.5 202.5 2020 47.5 1012.5

200 200 804 9.5 402.5 4020 47.5 2012.5

NIPE-II

of [15]

100 100 404 205.5 6.5 2020 1027.5 32.5

200 200 804 405.5 6.5 4020 2027.5 32.5

[24]
100 100 50.5 51 52 126.25 127.5 260

200 200 100.5 101 102 251.25 252.5 510

[36]
100 100 54.5 51 1 143.75 127.5 2.5

200 200 104.5 502.5 1 268.75 252.5 2.5

Our

UNIPE-I

100 100 9.75 154.25 302.5 24.375 393.125 1512.5

200 200 9.75 304.25 602.5 24.375 768.125 3012.5

Our

UNIPE-II

100 100 7 350 350 70 875 1750

200 200 7 700 700 70 1750 3500

att vec.: attribute vector; pred vec.: predicate vector; Group sizes of asymmetric pairing

follows from 2007 NIST recommendations of [51]. Descriptions of an elliptic curves are in

[52]. We consider a 256-bit Barreto-Naehrig curve [53] with embedding degree 12 for 128

bit security and a 640-bit Brezing-Weng curve [54] with embedding degree 24 for 256-bit

security.

Table 2 compares the existing NIPEs with our two UNIPE instantiations
(i.e., payload-hiding UNIPE of section 3 and weak-attribute-hiding SXDH-
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based UNIPE of section 4.2) concerning 128-bit and 256-bit security levels
using the group sizes described in [50]. It demonstrates that proposed UNIPEs
contain very short sizes of public keys than other existing NIPEs. Also, the se-
cret key and ciphertext sizes are well comparable with other bounded NIPEs.
However, our schemes are designed in an unbounded setting applicable in
more practical situations that bounded NIPEs cannot address.

7. Conclusion

We have presented the first UNIPE scheme that achieves adaptively payload-
hiding security based on the SXDH assumption in the standard model, featur-
ing constant-size master key pairs. Further, we have developed a generic con-
struction of the dual of unbounded zero inner product encryption (UZIPE),
namely UNIPE, utilizing UIPFE as the fundamental building block. The pro-
posed UNIPE exhibits weak attribute-hiding security, which relies on the
adaptive security of underlying UIPFE. More positively, we have provided a
precise instantiation of our UNIPE based on the standard SXDH assumption.
Additionally, we have designed a generic construction of UAono-IBRV from
UNIPE. Realizing an adaptive, fully attribute-hiding UNIPE from standard
assumption is still an open problem.
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