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ABSTRACT
Two popular approaches for helping consumers avoid phishing
threats are phishing awareness videos and tools supporting users
in identifying phishing emails. Awareness videos and tools have
each been shown on their own to increase people’s phishing de-
tection rate. Videos have been shown to be a particularly effective
awareness measure; link-centric warnings have been shown to
provide effective tool support. However, it is unclear how these
two approaches compare to each other. We conducted a between-
subjects online experiment (n=409) in which we compared the
effectiveness of the NoPhish video and the TORPEDO tool and
their combination. Our main findings suggest that the TORPEDO
tool outperformed the NoPhish video and that the combination of
both performs significantly better than just the tool. We discuss
the implications of our findings for the design and deployment of
phishing awareness measures and support tools.

CCS CONCEPTS
• Security and privacy→ Human and societal aspects of se-
curity and privacy.
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1 INTRODUCTION
Email-based phishing attacks remain a big issue both in the private
and the business contexts [38, 46, 51]. The goal of phishing emails
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is either to learn sensitive data, such as passwords, or to install
malware on the user’s device [42]. To reach their goals, phishers
often craft emails to look legitimate (e.g., by simply copying content
from legitimate emails [10, 41]), with the intent to get their victim
to click on a phishing link, which may be disguised behind an
action button or image. While there have been significant advances
in automatically detecting and filtering certain phishing attacks,
it is not possible to detect 100% of phishing emails automatically
[4, 63]. Thus, it is vital to strengthen users’ ability to be aware of
and check for essential indicators of phishing in emails that reach
their inboxes. While many indicators could be considered (such as
sender’s address and grammar), the most reliable one, and the only
one applicable to sophisticated phishing emails, is the URL behind
a link. Thus, it is important to check the URL before clicking a link.

Two approaches to minimize the risk of falling for phishing
emails have been studied extensively in the past: (1) phishing aware-
ness measures, including games (e.g., [8, 48, 58]), videos (e.g., [24]),
training (e.g., [17]), and other readable materials (e.g., [26, 28, 57]).
Furthermore, (2) phishing support tools providing additional in-
formation at the client-side, i.e., either showing warnings and/or
passive security indicators in email environments, (e.g., [7, 40, 54]).
Another option is to act once users have clicked on a link by display-
ing warnings and/or passive security indicators in web browsers
(e.g., [2, 21]). Most of the developed measures have been shown
to significantly improve individuals’ phishing detection rate. For
phishing awareness, videos seem to be most promising, as the time
needed to spend on the measure is much shorter compared to oth-
ers, without reducing its effectiveness [56]. For phishing support
tools, prior work has shown that providing support in the email
environment with link-centric warnings is most promising, as the
support is provided in situ when users consider clicking on a link
[40].

While both phishing videos and phishing support tools have
been studied extensively, little is known about (1) their interplay
in helping users recognize phishing attacks, (2) what their com-
parative strengths and weaknesses are with regard to phishing
URL’s recognition, and (3) whether these two approaches create
redundancy or their combined use yields additional benefits.

To provide answers to these questions, we conducted a between-
subjects online experiment (n=409) to comparatively evaluate a
specific state-of-the-art phishing awareness video and a specific
state-of-the-art support tool with link-centric phishing warnings,
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as well as their combination. More concretely, we evaluated the
NoPhish video, which has been shown to increase the phishing
detection rate [56] (increase from 42.6% to 86.9%); and the TOR-
PEDO link-centric warnings approach, that has also been shown
to increase the phishing detection rate [54] (increase from 43.31%
to 85.17%). While each measure has been evaluated on its own in
prior work, respective results are difficult to compare due to differ-
ent evaluation approaches. In contrast, our study uses a consistent
evaluation methodology to test these two measures individually
and in combination against a range of URL manipulations common
in phishing attacks. Additionally, our work addresses some limita-
tions in prior work. For instance, Petelka et al. [40] did not study
false positive rates by showing a warning for a benign link, but we
do so. While the NoPhish video had already been evaluated in the
past [56], that prior study was limited in that participants were only
shown static screenshots, and the URL behind links was directly
visible. Instead, our study design is more realistic, by studying in-
teractions with phishing emails in a more dynamic environment
similar to a email client, where hovering was necessary to see the
URL behind a link. Furthermore, for the TORPEDO tool, we assess
the effect of the different risk levels of the support tool on both
phishing and legitimate detection rates.

Our results suggest that, (1) when used on their own, the TOR-
PEDO tool outperforms the NoPhish video. (2) The combination
of TORPEDO’s link-centric warnings and the NoPish video per-
formed significantly better than the TORPEDO tool on its own and
all other conditions tested. (3) Our findings confirm prior results
for the NoPhish video [56] and the TORPEDO link-centric warn-
ings [54], i.e., we confirm that both significantly improve phishing
detection rates compared to baseline groups representing the status
quo in current web browsers/email clients (i.e., the URL is displayed
in the status bar and a simple tooltip, respectively). Yet, in contrast
to the prior evaluations, the high internal validity of our results
helps to compare the different groups with each other. This sug-
gests that, without any of the measures, participants struggle to
differentiate between phishing and legitimate examples.

Our results demonstrate that, even though effective on their own,
combining link-centric phishing warnings, as offered by TORPEDO,
with a phishing awareness video, such as NoPhish, appears to be
beneficial in helping users to both understand phishing risks, and to
more accurately interpret warning content. Furthermore, our find-
ings indicate that showing URL information only in the status bar,
as is common in many browsers and some email clients, is highly
ineffective with regard to the detection of phishing links/emails.
Our results suggest that browsers and email clients need to start
providing more useful information directly at links to curb phishing
risks, beyond showing only a simple tooltip with the plain URL.

2 RELATEDWORK
Two common approaches for addressing email-based phishing at-
tacks or to minimize the chance of falling for them are phishing
awareness video and phishing support with warnings.

2.1 Phishing Awareness Videos
Various types of phishing awareness measures have been pro-
posed and shown to significantly improve people’s ability to detect

phishing attempts, including games [16, 18, 34, 39, 48, 58], videos
[1, 24, 56, 61], workshops [43, 62], and other readable materials,
e.g., e-learning materials [37, 57].

Particularly promising phishing awareness measures are videos,
which have been shown to increase users’ engagement and atten-
tion compared to text-only methods [25]. Abawajy [1] identifies
both games and videos as more effective compared to text-based
awareness. However, videos tend to be less time consuming com-
pared to games. Compared to workshops, which Stockhardt et
al. [50] found to be more effective than games and readable materi-
als, videos have the advantage that no presenter is required, making
their consumption more flexible and much less time-consuming.
Hamdani et al. [25] also found that their participants preferred
either videos or infographics. For all these reasons we decided to
focus on videos for our comparison between phishing awareness
measure and phishing support tools.

2.2 Phishing Support Tools
Various types of phishing support with warnings have been pro-
posed and shown to be effective in increasing phishing email de-
tection rates, both when shown before or after clicking a link.

Among the many security warning research results that any
phishing support with warnings approach should take into account,
the main ones are:

(1) avoid warning fatigue by showing too many similar warn-
ings [2]; (2) provide sufficient information to help users understand
the risk level, and to make an informed decision on how to continue
[2, 6, 29]; (3) active warnings are more effective than passive ones
in (potentially) critical situations [21].

More specific warning types related to emails have also been
proposed, such as including a link-centric warning before clicking
a link (i.e., a special tooltip being displayed once users hover over
a link with the mouse) [40, 54], or the use of chatbots to help
users decide whether a link is a phishing attempt [7]. For example,
Mossano et al. [36] proposed to extract the domain name of every
link in an email and replace the link text in the email with the
extracted domain/top-level-domain combination. They showed that
this method is more effective than the status quo in both web
browsers and many emails clients, i.e., showing the URL behind
links in the status bar when hovering the link with the mouse.
Petelka et al. [40] comparatively evaluated the effectiveness of
banner warnings, link-centric warnings, and browser warnings (i.e.,
after clicking an email link) and found that link-centric warnings
are the most effective ones. Other studies have focused on warnings
shown in the web browser after the link was clicked, such as [2, 21].
However, a concern with this approach is that the warning is only
shown after a user has made the decision to open the webpage.

Volkamer et al. [54, 55] showed that TORPEDO effectively sup-
ports users in detecting phishing emails without the need to click
on links, thus reinforcing this behavior.

Combining both the literature on phishing awareness measures
and phishing support tools, there is a variety of sources on differ-
ent measures and different tools to help users. But the two have
so far been considered separately and both still had room for im-
provement: the participants with the NoPhish video only achieved
a phishing detection rate of 86.9% [56], with those of TORPEDO
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reaching 85.17% [54]. Moreover, the risk levels of TORPEDO have
not being evaluated in detail and their benefit remains unclear.
Therefore, it is necessary to compare these approaches against each
other, especially with regard to manipulation strategies that may
either lay within their strengths or not be addressed at all. More
about the research questions based on this gap in Section 4.1.

3 STUDIED PHISHING INTERVENTIONS
The goal of our study is to better understand how phishing aware-
ness videos and link-centric phishing warnings compare, given that
they both have been shown to be effective on their own. Rather
than designing our own videos and warnings, we chose to evaluate
existing state-of-the-art approaches. Namely, we compare the per-
formance of a specific video-based phishing awareness measure, the
NoPhish video [56], and a specific link-centric phishing support tool,
TORPEDO [54, 55]. We chose a one-time video and a link-centric
phishing support tool because they are common phishing education
approaches that can both be deployed at scale and be easily em-
ployed in combination. There are other awareness measures, such
as more extensive training’s/workshop/games (see Section 2.1), but
we wanted two measures with comparable deployment (e.g., time
needed to complete or resources needed to implement them).

In this section, we discuss our selection rationale, and describe
both the approaches and the implementations used.

3.1 Phishing Awareness: NoPhish Video
3.1.1 Selection Criteria. As the phishing awareness video we chose
the ’NoPhish video.’ It is a state-of-the-art video that is freely avail-
able on YouTube,1 goes beyond general explanations of phishing,
and was shown to be effective in the past [43, 56]. Furthermore, the
video is not specifically aimed at the business context, but rather
at the general public. This allows us to integrate it into an online
survey without requiring modifications or further information that
would be available to employees of a specific business. Thus, we
decided to choose the NoPhish video for our comparison with link-
centric phishing warning support.

3.1.2 Description. The NoPhish video is about 5 minutes long. It
starts with a general introduction to phishing risks and potential
consequences when falling for a phish, i.e., stolen sensitive data
such as credentials (e.g., bank access details) and/or download of
malware (e.g., ransomware, keyloggers). Moreover, it points out
that phishing links are not only sent via email, but also through
other vectors, e.g., social networks.

The video further explains that the URL behind the link is most
important to check, and where to find it (status bar or tooltip). It
also explains how to check URLs, including that the domain name
(called who-area in the video) is the most important part and how
to find it (see Figure 1).

The video then gives two tips on spotting commonly used tricks.
The first tip explains that misleading information can be added
either in the path or as subdomain and that it is important to only
focus on the who-area (see Figure 1). The second tip shows that
domains can look similar to legitimate ones (e.g., tvvitter.com, with
1Volkamer et al.’s video is available on YouTube in English https://www.youtube.
com/watch?v=1phRPBIjFoo and in German https://www.youtube.com/watch?v=
JYu07OcFzew.

Figure 1: Domain-top-level-domain combination (i.e., who-
area) as shown in the NoPhish video [56].

two v instead of w) and that it is important to carefully check each
character of a URL.

3.2 Support Tool: TORPEDOWarnings
3.2.1 Selection Criteria. TORPEDO warnings [54] is a prominent
link-centric phishing warning system. TORPEDO is the shortcut for
TOoltip-poweRed Phishing Email DetectiOn. Volkamer et al. [54,
55] showed that the TORPEDO warnings effectively supports users
in detecting phishing emails.

TORPEDO incorporates multiple insights from prior security
warning research: (1) warning fatigue, as described in [2], is ad-
dressed by TORPEDO warnings as different risk levels, resulting in
different warning messages, in line with proposals from [23]; (2)
as recommended by prior research [2, 6, 29], the TORPEDO warn-
ingsprovide information to help users understand the risk level of a
link/URL and how to decide whether it would be safe to click on the
link or not; (3) TORPEDO leverages prior findings that active warn-
ings [21] are more effective than passive ones by, depending on the
risk level, introducing a delay before the link becomes clickable to
ensure users cannot miss the warning; (4) when displaying a URL,
TORPEDO uses domain highlighting which has been shown to
effectively support users in detecting phishing URLs [30]. Further-
more, it is publicly available as a browser extension2, so it can easily
be used in a user study. For all these reasons, we decided to use the
TORPEDO warnings approach for our comparative analyses.

3.2.2 Description. TORPEDO assumes that obvious phishing emails
are being blocked by automatic detection tools and focuses on sup-
porting users in checking link URLs for emails in the user’s inbox.
We used TORPEDO in version 1.7.1 (for Google Chrome) in our
study, which has the following features: it shows a tooltip when-
ever the user hovers over a link. The tooltip adapts to the estimate
risk. All tooltips display the URL behind a link text, formatted to
highlight the domain-top-level-domain combination (i.e., called
’who-area’ in the NoPhish video, see Figure 1). Depending on the
risk level, the design of the warning differs and the link is (or is
not) deactivated for some seconds to provide a cooldown [55]. TOR-
PEDO includes a tutorial, shown once the add-on is installed. The
tutorial explains that a tooltip appears when the user hovers with
the mouse cursor over the link. It explains that the tooltip content
varies based on the link’s determined risk level, with explanations
and visual examples for each. The tutorial further illustrates how
the tooltip highlights a URL domain/top-level-domain-combination.
The tutorial, in particular, also explains the different risk levels. For
the translated tutorial see the Figure 8 in the appendix. TORPEDO
distinguishes the following three risk levels (see Figure 2 for an
overview):
2https://chrome.google.com/webstore/detail/torpedo-browser/
cjglnlkhmaffelpeagnmgimhjhdpjomi?hl=en
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Figure 2: TORPEDO scheme for the study.

Low Risk: If the URL’s domain-top-level-domain combination
is on the list of most-visited websites in the user’s country (and/or
context), or if the user has visited this domain-top-level-domain
combination at least twice in the past (referred to as history case),
the phishing risk is considered “low.” The link-centric tooltip is
displayed in the first case with a green frame (see Figure 5 for
an example) and with a blue one in the second case. The tooltip
contains relevant explanation in either case. In our study, we only
consider the most-visited case (green), as we did not want to ask
our participants for access to their browsing history.

Unknown Risk With Indicator: If TORPEDO does not know
the domain-top-level-domain combination (yet) and detects poten-
tial URL-related phishing tricks, then a warning triangle is included
in the link-centric tooltip, the tooltip is informing the user to care-
fully check the URL and (i.e., not clickable) to give users time to
check the link before they click it (see Figure 7 for an example TOR-
PEDO tooltip). TORPEDO currently supports various URL-related
phishing tricks. For this study are relevant the mismatch (where a
mismatch between the domain-top-level-domain combination of
the link text and the link’s URL is detected) and the IP (where an
IP is used to make the URL not readable for humans)3. Note, the
TORPEDO developers argue to use a gray design (and no red one) as
there are only indications towards phishing, but no definitive proof.
A mismatch could be introduced by accident or there is a legitimate
reason to use an IP address. Thus, the user needs to decide on the
URL risk based on their knowledge of the context.

Unknown Risk: If the risk level is not “low“ (i.e., the URL
domain-top-level-domain combination is not in the two lists consid-
ered as low risk) and not classified as “unknown risk with indicator“,
it is “unknown” (see Figure 2). The tooltip of the unknown risk case
has a gray frame. The message to the user is that they should check
the URL and in particular the URL domain-top-level-domain com-
bination (see Figure 6 for an example). The link is deactivated for
three seconds to give users time to check whether it is a phishing
link or not before they click it. Note, both results are possible for
the unknown risk case.

4 METHODOLOGY
We designed our study to comparatively assess the effects of the
NoPhish video, as a current example of an effective phishing aware-
ness measure, and TORPEDO, as a state-of-the-art link-centric
phishing warning support tool, as well as the combination of both.

3Additional supported tricks are not included as they could not be compared in a fair
way to the NoPhish video. For a complete list we refer the reader to https://secuso.
aifb.kit.edu/english/TORPEDO.php.

4.1 ResearchQuestions & Hypotheses
We designed our study to answer five research questions. We de-
scribe each of these research questions with the corresponding
hypotheses in the following.

The first two research questions act as prerequisites needed for
the further comparisons. These prerequisites ensure that the inter-
ventions used in the study achieve similar results as in the past,
thereby being comparable against each other and combined. From
previous literature we know that both the video [56] and the link-
centric warning [54] significantly improve the phishing detection
rate. Yet, our study is the first to directly compare their baseline
performance on the same tasks against a control group.

RQ-1:Does theNoPhish video provide a positive effect compared
to the control groups with respect to users’ ability to distinguish
phishing and legitimate emails as shown in [56]?

H0−'&1: The NoPhish video does not affect the ability of partic-
ipants to distinguish phishing and legitimate emails.

RQ-2: Do the studied TORPEDO warnings provide a positive
effect compared to the control groups with respect to users ability
distinguish phishing and legitimate emails as shown in [40, 54]?
H0−'&2: The TORPEDO warnings does not affect the ability of
participants to distinguish phishing and legitimate emails.

Moving on from the prerequisites, our goal is two-folds: (1) to
assess whether either the NoPhish video or TORPEDO warnings
performs clearly better when comparing against each other, and
(2) if their combination leads to greater, synergistic effects than
each intervention on its own. In contrast to prior studies, we con-
ducted a more detailed analysis, including an analysis of trends for
different phishing tricks, where these phishing tricks represent a va-
riety of different methods to manipulate the URL (see Section 4.4.1).
Thereby, our first main research question is:

RQ-3: Is there a preferable option between the studied NoPhish
video and the studied TORPEDO warnings in terms of the ability to
distinguish phishing and legitimate emails? Such a comparison is
new and can provide more reliable results, rather then comparing
plain results from different studies, that might also differ in factors
such as the introduction to the task or the used examples.

H0−'&3: There is no difference between NoPhish video and TOR-
PEDOwarnings in the ability of participants to distinguish phishing
and legitimate emails.

Coming to the second main research question, participants in
studies with either the NoPhish video and TORPEDO warnings
achieved good results with regard to phishing and legitimate detec-
tion rate, although between 10% to 15% of examples were still not
identified correctly. Yet, the optimal result in a study setting should
be close to 100%, as it is likely to see a drop in correctly identified
messages in the real world. This because, security (i.e., checking for
phishing emails) is not the primary task of users. As participants
with either the NoPhish video and TORPEDO warnings separately
did not achieve such an ideal detection rate, the question arose if a
combination of both could bring it closer to the optimum.Therefore,

https://secuso.aifb.kit.edu/english/TORPEDO.php
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our second main research question is:

RQ-4: Does combining the NoPhish video and TORPEDO warn-
ings provide an additional benefit regard people’s ability to distin-
guish phishing and legitimate emails, compared to using each of
them on their own?

H0−'&4: The use of a combination of NoPhish video and TOR-
PEDO warnings does not affect the ability of participants to distin-
guish phishing and legitimate emails compared to only NoPhish
video or only the TORPEDO warnings.

The fifth research question was formulated to control for the
effect of the TORPEDO tutorial. Users in the real world may skip
reading the tutorial of the TORPEDO warnings, and we wanted to
isolate the effects of using TORPEDO without the tutorial.

RQ-5: What is the effect of reading the tutorial to the ability to
distinguish phishing and legitimate emails when introducing the
studied TORPEDO warnings?

H0−'&5: The subtraction of the tutorial from the TORPEDO
warnings does not affect the recognition rate of participants.

4.2 Study Groups
We included two control groups in our study because there are two
status quos worth comparing against, namely a link’s URL is shown
in the status bar (this is the status quo in most web browsers as
well as the Thunderbird email client) or in a plain tooltip (this is the
status quo in Microsoft Outlook and in Apple Mail).

Status Bar. For this group, when a user hovers with the mouse
cursor on a link, the URL is displayed in a status bar in the bottom
left corner of the screen.

Tooltip. For this group, when a user hovers over a link, a simple
tooltip with the URL appears next to the link after a short delay. We
designed the tooltip in our study like the one from MS Outlook, i.e.,
in addition, to the URL the following sentence was shown: ”Click
or tap to follow the link”; and the URL is displayed without special
formatting (e.g., highlighting is not used). Similar to MS Outlook,
the URL is also displayed in the status bar.

To answer research questions RQ-1 and RQ-3, we use the follow-
ing two study groups:

NoPhish Video + Status Bar. Same as the ‘Status Bar’ group,
but participants view the NoPhish video first, before judging emails.

NoPhish Video + Tooltip. Same as the ‘NoPhish Video + Status
Bar’ group, but participants view the NoPhish video first, before
judging emails.

The following study group is required to answer research ques-
tions RQ-2 and RQ-3:

TORPEDOWarnings. This group judges the emails with the
TORPEDO warnings. Participants first view the TORPEDO tutorial
before judging the emails.

We use the following study group to answer research question
RQ-4:

NoPhish Video + TORPEDO Warnings. Same as the ‘TOR-
PEDO Warnings’ group, but participants first view the NoPhish
video, then the tutorial, then they judge the emails..

The following study groups are required to answer research
question RQ-5:

TORPEDOWarningsWithout Tutorial . This group judges
the emails with the TORPEDO warnings, but they are not shown
the TORPEDO tutorial.

NoPhish Video + TORPEDOWarningsWithout Tutorial.
Same as the ‘NoPhish Video + TORPEDO Warnings’ group, but
they are not shown the TORPEDO tutorial.

4.3 Study Design
We conducted a between-subjects online experiment. Participants
were randomly assigned to study groups. We used the online study
platform SoSci Survey to collect the data, as they are compliant with
the European Data Protection Regulation (GDPR). An overview of
the various steps is depicted in Figure 3. The various steps are:

Figure 3: Overview of Study.

General Introduction & Informed Consent. First, partici-
pants were informed about the general purpose of the study and
what rights they had while participating.This included that the data
would be collected anonymously, and no personally identifiable
information would be collected. In addition, the study could be
discontinued at any time, and accordingly, their data erased. The
participants were then asked to give their consent. The phishing
awareness video groups were informed that they would watch a
video next, and that they would be asked to answer questions about
it afterwards. They were also asked to turn on the sound.

All participants received the notice that there is an example to
practice the interaction (interaction exercise) with emails before
the actual tasks start. All participants received the information
that afterwards they would be asked to classify 16 emails as either
legitimate or phishing, and that the study would end with socio-
demographic questions.

NoPhishVideo.ThegroupsNoPhish Video + Status Bar, NoPhish
Video + Tooltip, TORPEDOWarningsWithout Tutorial andNoPhish
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Video + TORPEDO Warnings saw the five-minute long NoPhish
video [56] about phishing messages and phishing links at this point
(see more about the video in Section 3.1). On this page they started
the video by themselves. Afterwards, participants were asked in
which way they watched the video. There were different choices
(once completely without pause(s), several times the complete video,
once entirely and then again single parts, once completely, but with
pause(s), not at all or other:). This was followed by four attention
questions about the video. These questions were necessary to eval-
uate the effect of the video, making sure that participants at least
had a basic understanding of the content. The added questions were
introduced after the pilot test conducted before the main study.
Also because of the pilot study, we moved the task description with
the instruction to turn on the audio from the beginning of the study
to right before the video.Participants had to answer three of the
four questions correctly in order to continue.

Tutorial. At this point, the two groups with the TORPEDO
warnings and tutorial saw a page with the tutorial (see Figure 8).
Participants in these groups were then asked three questions about
the tutorial (e.g., how many risk levels are being distinguished),
which served as attention check questions.

Practice Task. For all groups, a practice task followed. Partici-
pants were told about the form in which links can be hidden in the
emails. They were also told that clicking on links was disabled as
part of the study. Then, the participants were shown an example
email and were asked to count the number of links in it to familiar-
ize themselves with the environment. Participants who failed this
task were excluded from the rest of the study.

Task Description. Here, participants saw a more detailed task
description. We used a role-playing approach for the main task
similarly to previous research on phishing [5, 20, 59] and other se-
curity contexts [44]. Previous research has shown that there might
be a slight decrease in the participants’ cautiousness during a study
task using a role-play scenario [45]. Yet, [45] also mention that the
role-play approach provides benefits with respect to the subjec-
tive plausibility of the examples. The messages can be tailored to
the selected persona, increasing the examples plausibility without
requiring knowledge of the study sample (e.g., the name or the
services known by a participant). This increased plausibility is espe-
cially important when studies are focusing on other factors than the
plausibility itself. So, right before the evaluation of emails started,
we provided them with a scenario description: they are Martin
Müller with the email address martin.mueller.77@gmail.com. In
addition, all services used in the study should be considered known
and used by Martin Müller.

Main Task: Evaluating Emails. Each participant then saw
16 screenshots of emails in the Gmail environment, displayed in
random order. Each screenshot was presented on a separate page
with a question (This email is a… phishing email or legitimate
email). As we only used email screenshots, we implemented an
event function when participants hovered over the link, which then
displayed the URL in the status bar, the simple tooltip or, depending
on the assigned group, the corresponding link-centric warning. The
group assignment (as an intervention) represents the independent
variable. Our dependent variable was the participant’s decision
whether an example is phishing or legitimate.

Participants in the TORPEDO warnings groups were informed
that this was a fictitious update to the Chrome browser.

Socio-Demographics.The study ended with demographic ques-
tions, asking the participant’s gender, age (in age ranges), and level
of education. Participants were also asked about issues with color
perception. This is an essential factor, especially for the TORPEDO
warnings intervention groups – although none of the used color
constellations is known to be easily mistaken (green and gray).

Thanks and Payment. The study ended with thanking partici-
pants and providing their code for payment.

4.4 E-Mail Screenshots
An essential part of the email screenshots used in the study are the
URLs as main indicator to distinguish between phishing and legiti-
mate example. Thus, before explaining how the emails themselves
were selected, we first describe the URL manipulation strategies we
included in the study. Note, for all eight groups, the URL is always
(additionally) visible in the status bar.

4.4.1 URL Manipulation Strategies. There are various ways to trick
users when it comes to URLs behind links. Prior work [16, 30,
43, 52, 54] that studied the effect of either the NoPhish video or
TORPEDO warnings on their own used different URL manipulation
categories, making comparisons of the two approaches based on
the prior findings difficult. Especially strategies based on the tooltip
being a mismatch to the actual URL are rarely used, even though
they can be hard to spot and are easy to create (as the domain
can be completely random and, therefore, is not detected easily by
companies themselves). And as both the phishing awareness video
and phishing support with warnings address this strategy, we used
the following URL manipulation strategies (see Table 1 for the full
details of the literature and corresponding manipulation strategies):

Table 1: Overview of the different manipulation strategies
across different papers. An “x” signals that the mentioned
literature included the manipulation strategies.

Literature Obfuscate Mislead Mangle Delusive
Mismatched

URL
[30] x x x
[43] x x x x
[53] x x x
[60] x x x
[50] x x
[48] x x
[16] x x
[37] x x
[27] x
[47] x x x

Obfuscate: An arbitrary domain name or IP address is used
to hide the destination. The URL lacks a connection to the faked
sender of the email content.

Mislead: The name of the impersonated company is used either
in the subdomain area or in the path following the domain.

Mangle: The brand name is used in the domain, but with small,
difficult to spot changes to it. For example, the order of two charac-
ters is switched (e.g., mircosoft) or characters are substituted with
similar looking ones (e.g. arnazon instead of amazon).
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Delusive Mismatched URLs: The link text resembles a URL.
This URL matches the domain-top-level-domain combination of the
actual company, while the URL behind this link directs users to the
phisher’s server (see Figure 7).

Both the phishing awareness video as well as the TORPEDO
warnings address all four phishing URL manipulation strategies.
Note: the video used was neither tailored to the examples nor
to the interface used for the study (link to video from the study:
https://www.youtube.com/watch?v=JYu07OcFzew).

4.4.2 Actual Emails Used in the Study. All manipulation strategies
were covered at least twice in the study, requiring 16 emails. For an
overview see Table 8 (note as the study was conducted in Germany,
the emails were in German language). Similar to previous studies,
we aimed for the same amount of phishing and legitimate emails,
and used two examples per manipulation strategy. On the one
hand, this helped reduce the probability that a single error by the
user, e.g., maybe due to the organization used, could cause wrong
conclusions on a type of manipulation strategies. On the other
hand, we limited it to two examples per manipulation strategy to
not make the number of examples disproportionately large.

We used real-world emails from well-known companies as the
basis for our screenshots. These emails were sent as we use them
except that we manipulated the link depending on the strategy for
the specific example - - so all other aspects of the email were 100%
legitimate. They all include a call to action which is common in
phishing studies/attacks [40, 54, 56]. The companies were chosen
because of their high popularity in Germany, so that users would
not consider an email suspicious just because they were unfamiliar
with the company. We also wanted to eliminate the influence of
company reputation from the decision and used both a phishing
and a legitimate example for each company. In pilot tests we found
that using the same email twice, with a legitimate and a phishing
URL, influenced the decision depending on which case was seen
first. Therefore, we decided to use two different emails from the
same company to create a legitimate and a phishing example for it.

For the TORPEDO warnings groups, we had to decide which
emails would appears as low risk, as unknown risk, and which as
unknown risk with indicator. We equally distributed these levels
among the examples (see Table 8). Note that there was also one
benign email with unknown risk with indicator as a false positive,
as non-phishing mismatched URLs can appear in real world emails.

4.5 Limitations
Our study has several limitations that we factored into our design
decisions. Priming participants to check URLswas a necessary trade-
off for several reasons. Despite being a limitation, it does not affect
the internal validity, as every group underwent the exercise. Thus,
the influence should be consistent across all groups. Checking URLs
was crucial to assess the effectiveness of the phishing awareness
video and support tool, as observed effects could be attributed to
these interventions. Previous research [3] suggests that, although
people look at URLs, they often struggle to read them correctly, so
we did not expect priming to significantly impact groups beyond
directing their attention.

However, our findings may have limited external validity, as
participants likely paid closer attention to link URLs than they

would in real-life scenarios, setting a ceiling for attention to URLs.
Real-world performance may differ. Still, our findings offer valuable
insights into the relative effectiveness of the interventions tested.

Security was the main task for participants, so performance may
decline when transferred to real-world settings. However, our goal
was a controlled comparison of different groups, necessitating a
clearly formulated task without major external influences. Future
field studies could repeat various comparisons, such as the time
between watching the NoPhish video and judging screenshots.

We employed a study environmentwith email screenshots, which
may differ from an actual email program. To mitigate this, we al-
lowed for real interaction with emails, unlike prior studies using
static screenshots. We also included screenshots of the entire envi-
ronment, with URLs requiring mouse hovering for visibility.

Additionally, we acknowledge other factors within examples
beyond the manipulation strategies used, such as time pressure. In-
ducing actual time pressure in our online study with no participant-
owned accounts is challenging, but should be evaluated in future
studies. However, not all phishing or legitimate emails contain time
pressure, as it is primarily a tactic used by phishers. As our exam-
ples were based on copied legitimate emails, our results shed light
on the effectiveness of such examples.

4.6 Ethics & Data Protection
Each participant gave their consent in the beginning of the study
on the Sosci Survey platform. We also informed them that they
could withdraw their consent at any time during the study, e.g.,
by not continuing the study or by informing the study adminis-
trator without giving any reason. The ethical requirements of our
university and common established ethical guidelines were met by
informing participants of the nature of the study on the first page,
and informing them of their rights on the second page (informed
consent). For those who were told that there was an update to their
browser (which was the phishing support tool functionality) we
had a debriefing after they finished the study part to tell them about
the actual add-on and the possibility to download it. We received
IRB/ERB approval from our university to conduct the study.

4.7 Recruitment
We recruited participants using the panel service “Clickworker.”The
only criteria were being 18 years or older and speaking German.The
recruitmentmessage did notmention either security nor phishing to
lessen the self selection bias - simply stating: “Participate in a study
about User Experience with E-Mail interfaces.” According to Cohen
[19], without sufficient information a medium effect size helps to
not over- or underestimate the expected effect size. Therefore, we
decided to plan for medium effect size 5 = 0.25. We assumed to use a
ANOVA for independent groups, for the test strength analyses with
G*Power. In addition to the effect size, we set the test power to 0.95
and the alpha error to 0.05. Based on these numbers, we calculated
a required sample size of 360 participants. To avoid falling below
this limit due to exclusions, we set the participant number to 430.

Based on pre-tests, we expected the study to be finished in 30
minutes. We wanted to pay the participants at or above minimum
wage. Since participants were randomly assigned to groups we

https://www.youtube.com/watch?v=JYu07OcFzew
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chose the longest group time to determine payment for all partici-
pants. We used the latest (December 2021) German minimum wage
standard [11] of 9,82e rounded up to 10e. Given that the study
lasts about 30 minutes we compensated participants with 5e.

4.8 Data Analysis Approach
Phishing detection is not just about catching all phishing mes-
sages/links. Scaring people excessively could make them view ev-
ery message/link as phishing, leading to rejecting many legitimate
messages by mistake.This could cause other problems, such as miss-
ing critical messages or using it as an excuse for not responding
promptly.

Signal Detection Theory (SDT) [49] has proven effective in as-
sessing phising prevention performance. Several studies have used
SDT in the context of phishing [12–15, 22, 31–33, 35, 48].

In SDT, Sensitivity (3′) gauges the ability to distinguish between
a stimulus and noise. A higher Sensitivity value indicates better
discrimination. In our study the maximum value, 3.38, represents
perfect identification of phishing or legitimate examples. Crite-
rion (�) measures the tendency to favor one decision over another,
irrespective of the actual example. A neutral Criterion is ideal, indi-
cating no bias toward stimulus or noise. Deviations from neutrality
suggest a propensity toward one or the other.

To analyze SDT hypotheses, we employ a single ANOVA for both
sensitivity and criterion. Significant improvements in Sensitivity
confirm hypotheses, while Criterion should ideally remain near
zero without significant trends.

Our analysis begins with assumption checks, including outlier
analysis and tests for normality and homogeneity of variances. For
the latter, we use Levene’s test and employ the Welch one-away
ANOVA for significant results. Detection rates for phishing and
legitimate examples are reported for different phishing tricks, cases,
and specific email examples.

Especially for Criterion results, ANOVA findings are interpreted
alongside descriptive values to assess alignment with research ques-
tions. Each research question analysis includes ANOVA for sensi-
tivity and both ANOVA and descriptive statistics for Criterion.

4.9 Data Cleaning & Sample
We recruited participants based on our power analysis (see Sec-
tion 4.7). Participants were assigned randomly to conditions at
the beginning. Participant numbers vary due to dropouts and data
cleaning (see below). A total of 420 participants completed the
online study. We performed the following data cleaning steps: (1)
We excluded one participant due to the answers showing straight-
lining. The participant had 100% legitimate email identification and
0% phishing email identification respectively; i.e., they selected le-
gitimate for all emails. (2) For the analysis of the signal detection
theory we calculated outliers and excluded those that violated the
maximum of 1.5x interquartile range (IQR). This lead to exclud-
ing 10 participants (four from TORPEDO Warnings and six from
NoPhish Video + TORPEDO Warnings).

We ended up with 409 participants for the final analysis: Sta-
tus Bar: 58, NoPhish Video + Status Bar: 49, Tooltip: 53, NoPhish
Video + Tooltip: 47, TORPEDO Warnings Without Tutorial : 58,

NoPhish Video + TORPEDO Warnings Without Tutorial: 42, TOR-
PEDO Warnings: 63 and NoPhish Video + TORPEDO Warnings: 39.
(Further details on the sample in Appendix A.2).

5 RESULTS
This section starts with a summary of the results. The in-depth
sections with the detailed analyses are linked accordingly.

Up front, both the NoPhish video and the TORPEDO tool groups
performed better than the current status quo ones with regard to
distinguishing between phishing and legitimate examples (see Sec-
tion 5.1.1). When comparing both measures against each other, the
TORPEDO tool group performed better than the video one. Yet, the
combination group performed better than both the NoPhish video
and the TORPEDO tool on their own. Furthermore, the groups with
the tutorial performed better than the groups without. Hence, the
overall best performing group was the one with the combination of
the two measures and the tutorial. Nonetheless, most of the groups
had troubles detecting the “Mangle” manipulation strategy (see
Section 5.2). Finally, we found that TORPEDO’s risk levels provided
a benefit to the participants, especially alongside the tutorial or
even the phishing awareness video (see Section 5.3).

Our overall results for correct answers per group and phishing
type are shown in Table 2. For testing the hypotheses, we start off
by reporting the overall results of one-way ANOVAs for sensitiv-
ity/criterion with groups as a factor.The result from the ANOVA are
then split into separate parts to fit the different research questions.
Each research question will feature those post-hoc tests that are
needed for the related hypotheses with adjustment for multiple
testing. We also provide boxplots for the groups with their mean
value (see Figure 4) or for all the different comparisons between
groups (see Table 9 in the appendix).

The ANOVA shows a significant difference for the sensitivity
between groups (p < 0.0001) with F(7,401) = 50.867, l2 = 0.46. For
the criterion there is a significant difference between groups ( p <
0.0001) with F(7,401) = 16.062, l2 = 0.20. The results of the post-hoc
tests can be found in Table 9.

5.1 Hypotheses Testing
We first discuss our findings regarding those research questions that
are used as prerequisites, confirming that the effectiveness of the
individual interventions demonstrated in previous studies on the
phishing awareness video [56] and phishing support with warnings
[54] holds in our setting too, i.e., that each measure significantly
increases the effectiveness in distinguishing between phishing and
legitimate examples.

5.1.1 Effectiveness of individual intervention. The test of the indi-
vidual interventions starts with RQ1 on the effect of the phishing
awareness video.

RQ-1 - NoPhish video effect: we can confirm the results from
previous literature that the phishing awareness video (3′BC0CDB=1.87
and 3′

C>>;C8?
=2.12) has a positive effect compared to the control

groups (3′BC0CDB=1.01 and 3′
C>>;C8?

=1.13) in our study. There is a
significant improvement for the sensitivity 3′. For the criterion �

there is a significant difference, ending closer to zero, which is the
overall goal (see Section 4.8). As we wanted to have the sensitivity
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maximal large and the criterion minimal close to zero, our results
show that the groups with NoPhish video are significantly better
than both control groups. Thus, we can reject the null hypothesis
H0−'&1 that the NoPhish video does not affect the sensitivity. Hence,
we conclude that the NoPhish video performed better than the
control groups, positively answering RQ-1.

RQ-2 - TORPEDO warnings effect: We can confirm the results
from previous literature that the TORPEDO warnings (3′=2.51)
have a positive effect. There is a significant improvement for the
sensitivity 3′. For the criterion � there is no significant difference,
all three groups being similarly distant from zero. As we wanted to
have the sensitivity maximal large and no significant worsening
of the criterion away from zero, our results show that the group
with TORPEDO warnings performed significantly better than both
control groups. Thus, we can reject the null hypothesis H0−'&2 that
the TORPEDO warnings do not affect the sensitivity. Hence, we con-
clude that the TORPEDO warnings group performed better than
the control groups, positively answering RQ-2.

Thereby, the prerequisite of both interventions performing better
than the control groups was met. This also holds true for phishing
tricks that have not been tested in the previous studies, such as the
mismatch trick (more in Section 5.2).

5.1.2 Effectiveness comparing interventions and combining interven-
tions. After confirming that the interventions still achieved signifi-
cantly better results on their own compared to the control groups,
the next step was to compare the two interventions against each
other, as well as assessing the effect of their combination. We also
investigated the effect of the tutorial on the phishing support with
warnings.

RQ-3 - NoPhish video vs. TORPEDO warnings: we can state that
the TORPEDO warnings outperform the NoPhish video. There is a
significant improvement for the sensitivity (3′=2.51) for TORPEDO
warnings compared to the NoPhish Video + Status Bar (3′=1.87) and
NoPhish Video + Tooltip (3′=2.12). For the criterion � there is no
significant difference between the NoPhish Video + Status Bar and
TORPEDO warnings and a significant difference between NoPhish
Video + Tooltip and TORPEDO warnings. As our main goal was
to have the sensitivity significantly improve and NoPhish Video
+ Tooltip and TORPEDO warnings having different directions of
their tendency for � with the first trending into selecting more
phishing and the second trending into selecting for legitimate -
the significant difference needs to be looked into more closely for
interpretation.

Thus, we can reject our null hypothesis H0−'&3 that there is no
difference between TORPEDO warnings and NoPhish video for the
sensitivity. We conclude that the TORPEDO warnings performed
better than the NoPhish video group.

RQ-4 - combined NoPhish video and TORPEDOwarnings effect: we
can state that the NoPhish video + TORPEDO warnings (3′=2.92)
outperforms both the NoPhish video (3′=2.12) and TORPEDOwarn-
ings (3′=2.51). There is a significant improvement for the sensitivity
3′ for NoPhish video + TORPEDO warnings compared to NoPhish
video. For the criterion � there is no significant difference between
the NoPhish video + TORPEDO warnings and NoPhish Video +
Status Bar and NoPhish Video + Tooltip, with all of them being

relatively close to zero. As our main goal was to have the sensi-
tivity significantly improve and no significant worsening of the
criterion away from zero, our results show that the NoPhish video +
TORPEDO warnings group is significantly better than both control
groups with NoPhish video. Thus, we can reject the null hypothesis
H0−'&4 that the NoPhish video + TORPEDO warnings improves the
detection rate.

From the results of the last two hypotheses, one can see that the
combination of NoPhish video and TORPEDO warnings performed
clearly better than just using one or the other.

For the fifth hypothesis - tutorial effect: we can state that the
TORPEDO warnings without the tutorial (3′=1.42) performs worse
than the TORPEDO warnings (3′=2.66) and that it does not provide
a benefit to the NoPhish video (3′=2.12) groups anymore. There is
a significant difference for the sensitivity 3′ for TORPEDO warn-
ings and TORPEDO warnings without tutorial and no significant
difference for TORPEDO warnings without tutorial and any of the
control groups. For the criterion� there is no significant difference
between the TORPEDO warnings and TORPEDO warnings without
tutorial and a significant difference between TORPEDO warnings
without tutorial and the NoPhish Video + Status Bar respectively
the NoPhish Video + Tooltip. As for sensitivity the TORPEDOwarn-
ings without tutorial is worse than the TORPEDO warnings and
it’s worse for the criterion compared to the control groups with
NoPhish video, our results show that the TORPEDO warnings with-
out tutorial performs worse than the others. Thus, we can reject the
null hypothesis H0−'&5 only for the TORPEDO warnings comparison
– but in a way that it worsens the detection rate.

5.2 Effectiveness against different phishing
tricks

This subsection deals with the effectiveness of the different inter-
ventions in relation to the phishing tricks, phishing examples and
legitimate examples respectively. For the full overview of all results
for the phishing tricks and phishing examples, see Table 3 and for
the legitimate examples see Table 4.

Phishing tricks:
First, we discuss the observed trends for the different manip-

ulation strategies (for more details see Table 2). The status quo
(status bar or tooltip) only achieved between 60% to 70% correct
responses against three manipulation strategies (“Obfuscate”, “Mis-
lead” and “Special Link Manipulation”). The fourth manipulation
strategy, “Mangle,” achieved a value of around 20% to 25%. Adding
the video to the status quo lead to an increase of about 25% to 50%
(“Mangle” from 25.47% to 75.53% for the tooltip group), whereas
“Mangle” remained at 55.10% for the video group with the status
bar. With values above 80%, the other three manipulation strategies
performed much better, with the tooltip group having 100% correct
answers for the “Delusive Mismatched URLs.” For those groups
with the TORPEDO warnings, the “Mangle” manipulation strategy
achieved the worst rates, with only 32.76% for the TORPEDO warn-
ings without tutorial, and 53.97% for the TORPEDO warnings. The
other strategies mostly achieved values of at least over 70%. The
NoPhish video + TORPEDO warnings group achieved values of
at least 90% for all four strategies, with two times 100% for “Mis-
lead” and “Delusive Mismatched URLs”. In contrast, the TORPEDO
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Figure 4: Boxplot for sensitivity of all groups with the mean values rounded to two digits. The sensitivity ranges from -3.38 to
+3.38.

Table 2: Overview of the percentage of correct answers for the groups overall, phishing examples, legitimate examples and
manipulation strategies. Grp1 = Status bar, Grp2 = Tooltip, Grp3 = NoPhish video + Status bar, Grp4 = NoPhish Video + Tooltip,
Grp5 = TORPEDO warnings, Grp6 = NoPhish video + TORPEDO warnings, Grp7 = TORPEDO warnings without tutorial, Grp8 =
NoPhish video + TORPEDO warnings without tutorial.

Manipulation strategy Grp1 Grp2 Grp3 Grp4 Grp5 Grp6 Grp7 Grp8
Obfuscate 65.52 66.98 89.8 94.68 93.65 96.15 71.55 94.05
Mislead 62.93 61.32 86.73 92.55 96.03 100.00 71.55 96.43
Mangle 19.83 25.47 55.1 75.53 53.97 92.31 32.76 75.00
Delusive Mism. URL 68.97 72.64 94.9 100 98.41 100.00 75.86 100
Phish 54.31 56.6 81.63 90.69 85.52 97.12 62.93 91.37
Legit 81.68 83.73 83.67 81.91 98.41 97.44 86.21 89.29
Overall 68 70.17 82.65 86.3 91.96 97.28 74.57 90.33

Table 3: Overview of the percentage of correct answers for the phishing examples. Grp1 = Status bar, Grp2 = Tooltip, Grp3 =
NoPhish video + Status bar, Grp4 = NoPhish Video + Tooltip, Grp5 = TORPEDO warnings, Grp6 = NoPhish video + TORPEDO
warnings, Grp7 = TORPEDO warnings without tutorial, Grp8 = NoPhish video + TORPEDO warnings without tutorial.

Name Manipulation strategy Grp1 Grp2 Grp3 Grp4 Grp5 Grp6 Grp7 Grp8
P1 Obfuscate 86.21 81.13 93.88 100.00 100.00 100.00 87.93 100.00
P2 Obfuscate 44.83 52.83 85.71 89.36 87.30 92.31 55.17 88.10
P3 Mislead 56.90 60.38 93.88 100.00 98.41 100.00 74.14 100.00
P4 Mislead 68.97 62.26 79.59 85.11 93.65 100.00 68.97 92.86
P5 Mangle 20.69 24.53 59.18 74.47 69.84 94.87 37.93 80.95
P6 Mangle 18.97 26.42 51.02 76.60 38.10 89.74 27.59 69.05
P7 Delusive Mism. URL 67.24 71.70 93.88 100.00 96.83 100.00 79.31 100.00
P8 Delusive Mism. URL 70.69 73.58 95.92 100.00 100.00 100.00 72.41 100.00

warnings without tutorial group only achieved the lowest from all
four TORPEDO groups, i.e., around 70% for “Obfuscate” ,“Mislead”
and “Delusive Mismatched URLs.” Overall, the NoPhish video +
TORPEDO warnings group performed the best among all groups.
Comparing the tutorial groups with those without, the first always
performed better. Similarly, the TORPEDO group performed better
than the current status quo with both status bar or tooltip.

Phishing examples:
The results of all phishing examples for all eight groups can be

found in Table 3. Starting again with the current status quo (status
bar or tooltip), they achieved scores for the phishing examples
ranging from only 18.97% to 86.21%. On average, the tooltip group
performed slightly better than the status bar one. Yet, looking at
the specific examples, the performance was mostly similar, with
sometimes one being higher than the other. Mostly, the phishing
examples showed similar trends for the detection rate within the
manipulation strategy. But there were also differences. For instance,
P1 and P2 had a huge difference of around 30% for status bar (P1 =
86.21%, P2 = 44.83%) and tooltip (P1 = 81.13%, P2 = 52.83%). The gap

was smaller for all the other groups, except for TORPEDOwarnings
without tutorial (P1 = 87.91%, P2 = 55.17%). Additionally, P5 and
P6 had very similar results for seven out of eight groups, with the
only exception being the TORPEDO warnings group (P5 = 69.84%,
P6 = 38.10%). Overall, most of the phishing examples based on a
manipulation strategy performed similarly within the same group.
The only major difference was that the example with an IP address
for the status quo achieved worse detection rates compared to the
random URL one.

Legitimate examples:
Differently than the phishing examples (see Table 4), the legiti-

mate examples can only be categorized in limited fashion. The ex-
amples L7 and L8 (see Table 8 for details) had a typo in the link-text,
comparable to the phishing examples with “Delusive Mismatched
URLs.” Therefore, those examples could be categorized as “legiti-
mate with a small error,” with the other legitimate example being
fully legitimate. Generally, the legitimate examples mostly achieved
higher scores than the phishing ones for their respective group.
Interestingly, L1 scored lower for the status quo groups with video
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Table 4: Overview of the percentage of correct answers for the legitimate examples. Grp1 = Status bar, Grp2 = Tooltip, Grp3 =
NoPhish video + Status bar, Grp4 = NoPhish Video + Tooltip, Grp5 = TORPEDO warnings, Grp6 = NoPhish video + TORPEDO
warnings, Grp7 = TORPEDO warnings without tutorial, Grp8 = NoPhish video + TORPEDO warnings without tutorial.

Name Grp1 Grp2 Grp3 Grp4 Grp5 Grp6 Grp7 Grp8
L1 74.14 77.36 61.22 61.70 98.41 97.44 86.21 80.95
L2 82.76 84.91 95.92 95.74 100.00 94.87 82.76 92.86
L3 94.83 94.34 100.00 93.62 100.00 100.00 93.10 100.00
L4 93.10 84.91 85.71 93.62 98.41 97.44 89.66 97.62
L5 87.93 90.57 81.63 89.36 100.00 100.00 94.83 95.24
L6 94.83 86.79 100.00 93.62 100.00 100.00 94.83 100.00
L7 62.07 71.70 71.43 63.83 95.24 94.87 79.31 85.71
L8 63.79 79.25 73.47 63.83 95.24 94.87 68.97 61.90

than the equivalents without video. In contrast, the four groups
with the TORPEDO warnings performed better on this example
than the status quo, both with and without video. The difference
between the legitimate examples for the TORPEDO groups with
tutorial was shallow, and only in the range of 5% from the worst to
the best example. For the other six groups, i.e., the status quo with
and without video, and the TORPEDO warnings without tutorial,
the differences were higher and tended to be in the range of 20
to almost 40% (NoPhish video + status bar or NoPhish video with
TORPEDO warnings without tutorial). Across all groups, it is also
noticeable that L1 performed worse on average, alongside L7 and
L8 (which both have spelling mistakes in the link text), with just
under 80% across all groups. For example, only L7 and L8 performed
worse across all groups.

To summarize, it can be said that the manipulation strategy
“Mangle” stood out in the phishing category. Both the manipulation
strategy and the single examples from this strategy were the most
difficult ones to detect across all the phishing examples. It is also
noticeable that the selected phishing examples produced similar
results for the respective manipulation strategy. When comparing
the results of the video groups with those of the TORPEDO groups,
it is noticeable that the differences in the phishing category were
similar – except for the combination of both, which outperformed
all groups. In contrast, the TORPEDO groups achieved significantly
better results than the video groups, particularly for legitimate
messages.

5.3 Effectiveness of different risk levels
Furthermore, we evaluated the effect of the TORPEDO warnings’
different risk levels as they have different designs and texts. For
both the phishing and legitimate examples with the different frame
colors and classification the average number of correct answers
is displayed in Table 8. For the fraudulent examples with the gray
frame color there was not much difference between those with and
without an indicator. For all four TORPEDO groups those exam-
ples scored higher ranging from very similar for the TORPEDO
warnings without tutorial group (96.92% to 97.95%) to the biggest
difference for the TORPEDO warnings group (80% to 94.29%). For
the legitimate examples it was the opposite as those examples with
an indicator scored lower than those without an indicator. All four
groups achieve values above 80% up to 97.46% for the legitimate
examples with an indicator. As expected for the phishing examples
the indicator lead to a higher detection rate and for the legitimate
examples the detection rate decreased for those with an indicator.

However, especially the group NoPhish video + TORPEDO warn-
ings performed at a nearly optimal level for both those examples
with indicator and those without. The TORPEDO warnings group
at least for the legitimate examples performed on a similar level
and only scored lower for those phishing examples without an indi-
cator. So a possible negative effect of the indicator in the direction
of a lower rate for legitimate examples with an indicator could not
be found. Overall all risk level especially when the tutorial and
phishing awareness video are provided lead to very good values
of phishing detection. Only for the group TORPEDO warnings the
gray risk level without an indicator lead to around 15 to 20% lower
rates of such phishing examples.

6 DISCUSSION
Our findings provide important insights regarding the interplay
and effectiveness of a specific phishing awareness video and a
link-centric warning tool. As such, our findings may not directly
generalize to other phishing awareness measures and other forms of
phishing support. Nevertheless, we believe they still meaningfully
contribute to the research on phishing awareness measures and
support tools.

NoPhish Video or TORPEDO warnings. Starting with the results
for the prerequisites, they showed that the NoPhish video improved
the detection rate significantly for the status quo (RQ-1) as did the
TORPEDOwarnings (RQ-2).Thus, the prerequisites are met, as both
interventions on their own performed better than the status quo
with either a single status-bar or a combination of a tooltip with a
status-bar. So, even though participants might be more aware of
the URL and it’s importance for phishing due to the interaction
with the practice task, this did not lead to an improvement in their
ability to distinguish between phishing and legitimate examples,
as evidenced by the lower performance in the control groups. At
least, not to such an extent that the improvement provided by either
intervention is negated in some way. Additionally, the TORPEDO
warnings performed better compared to the NoPhish video (RQ-3).
So, when someone would have the resources to only introduce one
of the two interventions, our results suggest that the TORPEDO
warnings or a similar phishing support tool would be the better
option overall.

Combination of Awareness + Support Tools. However, the results
for RQ-4 clearly indicate that the combination of the NoPhish phish-
ing awareness video and the TORPEDO warnings is more effective
in supporting users in their ability to distinguish between phishing
and legitimate examples compared to each intervention on its own.
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Table 5: Overview of % correct answers for the different risk level of TORPEDO Warnings. For explanation of the risk level see
Section 3.2.2.

Legitimate Phish
Low
(green)

Unknown without
indicator (gray)

Unknown with indicator
(gray with warning triangle)

Unknown without
indicator (gray)

Unknown with indicator
(gray with warning triangle)

TORPEDO warnings 98.41 99.47 97.46 80.00 94.29
NoPhish video + TORPEDO warnings 97.95 97.44 96.92 96.92 97.95
TORPEDO warnings without tutorial 88.97 89.08 82.07 59.31 69.31
NoPhish video + TORPEDO warnings
without tutorial

92.86 95.24 86.67 88.57 92.86

To further improve the situation, in future work the NoPhish video
and the TORPEDO warnings could be integrated more. Note, the
NoPhish video was not designed with the studied TORPEDO warn-
ings in mind, but was rather meant to improve phishing awareness
for the status quo, i.e., URLs displayed in simple tooltips and/or
status bars. Based on the results for RQ-5, it is also apparent that
TORPEDO warnings should be combined with the tutorial, in par-
ticular to explain the meaning of the unknown risk level, and to
explain that unknown risk with indicator does not necessarily mean
it is a phishing link, but rather than caution is warranted. Our find-
ings also suggest that the TORPEDO warning design for this case
could be improved further.

Difference of Manipulation Strategies. There are different manip-
ulation strategies, with substantial differences between NoPhish
video and TORPEDO warnings. For example, in Mangle, there is
a difference of 53.97% correct answers (TORPEDO warnings) to
75.53% correct answers (NoPhish video). Likewise, there is a dif-
ference of 98.41% correct answers (TORPEDO warnings) to 81.91%
correct answers (NoPhish video) for legitimate examples.

Identification of the manipulation strategies of the mangle type
seems to benefit from a combination of the NoPhish video and
TORPEDO warnings. This might be, on the one hand, because there
are several such examples in the NoPhish video and it explains
several times that it is important to check character by character.
On the other hand, this might be due to how the URL is displayed
in the studied TORPEDO warnings approach. While we saw a huge
performance difference for the mangle type compared to the status
quo (from 20% status bar, 25% tooltip to 92% when combining the
NoPhish video and TORPEDO warnings), the 85% is still the lowest
compared to the other manipulation strategiess.

As future work, it is worth studying different ways to display
the URL in the TORPEDO warnings to find the optimal one with
respect to this type.

Status quo (status bar and tooltip). Our results contribute fur-
ther evidence that developers of email clients and web browsers
should rethink how they display information on URLs behind links.
Using the status bar as a display format for the URL causes prob-
lems – on average, only 54% of the phishes were detected in the
groups without additional link-centric warnings. Thus, our findings
demonstrate the need for browsers and email clients to provide
link-centric information that actively helps users scrutinize a link
URL, e.g., by highlighting the domain and indicating mismatches
between link-text and URL. Furthermore, the idea of TORPEDO [54]
to have different risk levels is worth implementing as, on the one
hand, the links with low risk level can be decided quickly and, on
the other hand, the results in Table 8 show that it is possible to

explain to users false positives for the unknown with indicator risk
level.

Comparing results to previous studies. The results from this study
suggest an even better result for the combined approach with TOR-
PEDO warnings and the NoPhish video (3′ = 2.92) compared to
previous studies (analyzing the sensitivity from SDT) like Rein-
heimer et al. [43] for their instructor-based training (3′ =2.13) and
for their video reminder (3′ =1.80), Sheng et al. [48] for their phish-
ing game (3′ =2.02), and Berens et al. with their online course [9]
(3′ =2.66).

Takeaways for the design of link-centric warnings. Although we
looked at a specific phishing support tool, our findings still provide
insights for the design of phishing warnings. One of the significant
takeaways, especially in the context of link-centric warnings, is
that even when such warnings include textual content to describe
the current situation, a tutorial can be helpful and should be offered.
Both groups with the tutorial performed significantly better than
their counterpart without one. So, at least in a situation when
multiple categorizations akin to TORPEDO’s risk levels are used,
it might be helpful to directly give the users an overview of the
possible categorizations. While users might also be able to learn
about categorizations and their functionality over time, and might
eventually catch up with those that that have received an overview
at the beginning, our findings suggest that this effect would be
delayed. Furthermore, such a catch up effect would need to be
further investigated.

Takeaways for the design of phishing awareness videos. Our find-
ings also provide insights for the design of phishing awareness
videos. It is particularly striking that both video groups in our
study did not perform well for the “Mangle” manipulation strate-
gies (55.1% and 75.53%). These results are comparable with earlier
results from more complex measures, such as an Android game
(approx. 30%) [16] or e-learning (70.83%) [9]. So, there’s a need
to investigate more effective ways of helping users recognize this
phishing trick, similarly to successful awareness measures for other
phishing tricks. Various effects could play a role here, which should
be investigated in more details. Explanations need to consider the
effect that people do not read words letter by letter. For example,
more concrete examples could be shared to demonstrate how easy
it is to overlook such small changes.

7 CONCLUSION
Phishing awareness measures and warnings have been extensively
studied, but little is known about how they work together in aiding
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users to recognize phishing attacks. To address this gap, we con-
ducted an online experiment comparing the NoPhish video [56] and
the TORPEDOwarnings [54]. We chose these interventions because
they both focus on users considering the URL before clicking and
have individually been shown to have positive effects on phishing
detection rates. Our findings confirm previous research [40, 54, 56]
that both the phishing awareness video and the link-centric warn-
ing significantly improve phishing detection compared to baseline
groups representing traditional web browser/email client practices.
However, we also found that TORPEDO warnings outperform the
NoPhish video, and combining TORPEDO warnings and NoPhish
video yields the best results. Our results highlight the necessity
for both warnings and educational videos, with the video ideally
preceding the warnings. Browsers and email clients should provide
more informative URL details directly within links. Additionally,
it’s beneficial to move beyond simple tooltips, such as those in MS
Outlook and Apple Mail, and consider more expressive link-centric
warnings, as studied here.
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A APPENDICES
A.1 TORPEDO Risk Level Screenshots

Figure 5: TORPEDO’s low risk level warning.

Figure 6: TORPEDO’s unknown risk warning.

Figure 7: TORPEDO’s unknown risk warning with indicator.

A.2 Socio-demographics
For the age (see Table 6) and gender (see Table 7) we see a general trend of mostly participants from 20 to 40, with some older participants
distributed across groups and a trend towards more male than female participants. 187 participants were university graduates and only 37
had an occupation linked to IT.

Table 6: Age distribution

Age range in years
Group 18-19 20-24 25-29 30-34 35-39 40-44 45-49 50-54 55-59 60-64 >65
ST 1 10 8 13 8 6 2 4 4 1 1
AW + ST 3 4 14 8 6 3 2 2 4 3 0
TT 2 7 8 7 8 7 7 2 1 3 1
AW + TT 7 7 7 5 5 4 1 6 1 2
- awareness, + tutorial 4 8 16 17 4 3 5 2 4 0 0
- awareness, - tutorial 3 6 10 9 15 4 4 6 1 0 0
+ awareness, - tutorial 0 5 11 10 4 5 3 2 1 1 0
+ awareness, + tutorial 1 3 7 6 6 7 2 4 2 1 0
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Table 7: Gender distribution across the different groups.

Group Male Female Diverse or Not Specified
Status Bar 39 19 0
Tooltip 32 21 0
NoPhish Video + Status Bar 27 22 0
NoPhish Video + Tooltip 37 10 0
TORPEDO Warnings 31 31 1
TORPEDO Warnings Without Tutorial 41 16 1
NoPhish Video + TORPEDO Warnings Without Tutorial 21 21 0
NoPhish Video + TORPEDO Warnings 26 12 1

A.3 Overview of the factors creating the phishing and legitimate examples

Table 8: Overview of the manipulation strategies matched to the companies and the TORPEDO warnings risk levels. (1) Link
text in email: https://brief.gmmx.net/AGB. (2) Link text in email: https://www.paypall.com/gutschein. (3) Link text in email:
https://premium.gmx.de/speichervoll. (4) Link text in email: https://www.paypal.com/. As of 22.02.2024, the URLs have been
checked and pose no risk. No guarantees can be given for the future.

Name Company Manipulation Strategies URL Risk level
L1 Amazon Legitimate https://packet.amazon.de/paketverfolgung low
L2 Lufthansa Legitimate https://www.lufthansa.com/buchungsanzeige unknown
L3 Google Legitimate https://www.google.com/neuesgerät low
L4 LinkedIn Legitimate https://video.linkedin.com/kurs unknown
L5 DHL Legitimate https://mailing.dhl.de/wunschort unknown
L6 Netlfix Legitimate https://www.netflix.com/neuepreise low
L7 GMX Legitimate https://bestaetigung.gmx.de/AGB 1 low
L8 PayPal Legitimate https://www.paypal.com/gutschein 2 unknown with indicator

P1 Amazon Obfuscate https://telefon.host745.com/hinzufuegen unknown
P2 Lufthansa Obfuscate https://87.147.12.250/buchungsänderung unknown with indicator
P3 Google Mislead https://www.google.com.megahoust.ru/sicherheitscheck unknown
P4 LinkedIn Mislead https://login.linkyzt.com/www.linkedin.com/profil unknown
P5 DHL Mangle https://account.dlh.com/zustellung unknown
P6 Netflix Mangle https://www.netfllx.com/neuerlogin unknown
P7 GMX Delusive Mism. URL https://premium.host547.ru/speichervoll 3 unknown with indicator
P8 PayPal Delusive Mism. URL https://www.hokpurt.ru/AGB 4 unknown with indicator

A.4 Extended ANOVA Tests Table

Table 9: Overview hypotheses for sensitivity (3′) and criterion (�). Significance with ‘****’ < 0.0001, ‘***’ = 0.0001, ‘**’ = 0.001, ‘*’ =
0.01 and ‘ns’ = not significant. The third column per value always contains the level of significance found comparing the groups
with a Game-Howell correction for multiple testing.

Sensitivity 3′ Criterion�
Group 1 Group 2 Group 1 Group 2 sig. Group 1 Group 2 sig.
Status bar Phishing Awareness Video + Status bar 1.01 1.87 **** 0.41 0.03 ***
Tooltip Phishing Awareness Video + Tooltip 1.13 2.12 **** 0.4 -0.13 ****
Status bar Phishing Support Tool 1.01 2.51 **** 0.41 0.27 ns
Tooltip Phishing Support Tool 1.07 2.51 **** 0.4 0.27 ns
Phishing Awareness Video + Status bar Phishing Support Tool 1.87 2.51 **** 0.03 0.27 ns
Phishing Awareness Video + Tooltip Phishing Support Tool 2.12 2.51 *** -0.13 0.27 ***
Phishing Awareness Video + Status bar Phishing Awareness Video + Phishing

Support Tool
1.87 2.92 **** 0.03 0.01 ns

Phishing Awareness Video + Tooltip Phishing Awareness Video + Phishing
Support Tool

2.12 2.92 **** -0.13 0.01 ns

Phishing Support Tool Phishing Awareness Video + Phishing
Support Tool

2.51 2.92 **** 0.27 0.01 ****

Phishing Support Tool Phishing Support Tool without tutorial 2.51 1.42 **** 0.27 0.37 ns
Phishing Awareness Video +Status bar Phishing Support Tool without tutorial 1.87 1.42 ns 0.03 0.37 *
Phishing Awareness Video + Tooltip Phishing Support Tool without tutorial 2.12 1.42 ns -0.13 0.37 ****

https://bestaetigung.gmx.de/AGB
https://www.paypal.com/gutschein
https://premium.host547.ru/speichervoll
https://www.hokpurt.ru/AGB
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A.5 TORPEDO Tutorial

(a) Link-Centric Warning Tutorial Part1.

(b) Link-Centric Warning Tutorial Part2.

Figure 8: Link-Centric Warning Tutorial Part1 and Part2.

(a) Link-Centric Warning Tutorial Part3.

(b) Link-Centric Warning Tutorial Part4.

Figure 9: Link-Centric Warning Tutorial Part3 and Part4.
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A.6 Redacted Online Survey Version without any Logo from Organizations











Im Rahmen dieser Studie werden Sie E-Mails in dem Chrome Web-Browser beurteilen. Es sind E-Mails, die
Martin Müller in seinem Gmail Account vorgefunden hat. Martin Müller hat bereits ein neues Update des Chrome 
Browsers. Ziel dieses Updates ist es, dass die Nutzer bei der Unterscheidung zw. Phishing E-Mails und legitimen 
E-Mails unterstützt werden.

Wie in dem von Ihnen gesehenen Video, können Sie auch weiterhin in der Statusleiste am unteren Linken 
Bildschirmrand die URL überprüfen. Der neue Tooltip unterstützt Sie dazu mit noch weiterer Funktionalität bei 
der Erkennung von legitimen bzw. Phishing E-Mails.

Im Folgenden erklären wir Ihnen kurz wie diese Unterstützung funktioniert:

Wenn Sie mit der Maus einen Link in der E-Mail berühren, erscheint einer von drei Dialogen.

Alle Dialoge enthalten die Domain. Die Domain wird auch Wer-Bereich genannt. Die Domain ist der wichtigste 
Bereich einer URL (auch Webadresse genannt), wenn es um die Erkennung von Phishing E-Mails geht.

Die Domain ist in der folgenden Beispiel-URL fett markiert:

https://www.mail.google.de/dshfgfgdfgspddsfhgiodhgfigdfhgd/index.php

Im Dialog würde also die URL angezeigt und die Domain google.de fett markiert.

Welcher der drei Dialoge angezeigt wird, hängt davon ab, welches Risikolevel vorliegt: 

1.Grün - das Risiko des Klickens auf den Link wird als gering eingestuft. Der Grund hierfür ist, dass die Domain
in einer Liste der meistbesuchten Webseiten aller Internetnutzer in Deutschland vorkommt.

In dem folgenden Beispiel ist “Hier klicken” der Link.

2. Grau - Das Risiko des Klickens auf diesen Link wird als unbekanntes Risiko eingestuft. Hier müssen Sie
selbst die Domain überprüfen, um herauszufinden ob der Link Sie zu einer Webseite führt, die einen Phishing-
Angriff durchführt oder nicht. Damit Sie nicht vorschnell auf den Link klicken, ist das Klicken für drei Sekunden
deaktiviert.

Im Folgenden zeigen wir Ihnen jeweils ein Phishing und ein legitimes Beispiel.

Beispiel 1: Stellen Sie sich vor, dass Sie eine E-Mail öffnen. Die E-Mail sieht vom Design und Absender aus, als 
würden Sie beim Klicken auf den Link auf einer ARD Webseite zum Thema Corona zu landen.

In diesem Beispiel ist “Hier” der Phishing Link, denn Sie landen hier nicht bei “ard.de”.

14% ausgefüllt



Beispiel 2: Stellen Sie sich vor, dass Sie eine E-Mail öffnen. Die E-Mail sieht vom Design und Absender aus, als 
würden Sie beim Klicken auf den Link auf einer RWTH-Aachen Webseite landen.

In  diesem  Beispiel  ist  https://www.rwth-aachen.de/  der  legitime  Link,  denn  die  Domain  gehört  zur  RWTH  
Aachen.

3. Grau mit Warnsymbol - Das Risiko des Klickens auf diesen Link wird als unbekanntes Risiko eingestuft. Das 
Warnsymbol wird angezeigt,  weil  mindestens ein Indikator gefunden wurde, der auch bei  Phishing-Angriffen 
verwendet wird. Das bedeutet aber nicht, dass es sich hierbei zwangsläufig um eine Phishing URL handelt. Auch 
in legitimen E-Mails können solche Indikatoren vorkommen. Auch hier müssen Sie selbst überprüfen, ob der Link 
Sie zu einer Webseite führt, die einen Phishing-Angriff durchführt oder nicht. Damit Sie nicht vorschnell auf den 
Link klicken, ist das Klicken auch hier für drei Sekunden deaktiviert.

Im Folgenden zeigen wir Ihnen jeweils ein Phishing und ein legitimes Beispiel mit einem Warnsymbol aufgrund 
eines  gefundenen Indikators.  Der  Indikator  ist  jeweils,  dass  die  Domain  des  Links  nicht  mit  dem Link-Text  
übereinstimmt.

Beispiel 1: Stellen Sie sich vor, dass Sie eine E-Mail öffnen. Die E-Mail sieht aus als käme sie von der Stadt 
Karlsruhe und würde Links zu Webseiten der Stadt Karlsruhe beinhalten.

In  diesem Beispiel  ist www.karlsruhe.de der  Phishing-Link,  denn anhand des Dialogs sehen Sie,  dass die  
Webseite nicht zur Domain karlsruhe.de führt. Das Warndreieck erscheint, weil die Domain des Link-Texts nicht 
zur hinterlegten Domain passt.

Beispiel 2: Stellen Sie sich vor, dass Sie eine E-Mail öffnen. Die E-Mail sieht vom Design und Absender aus, als 
würden Sie beim Klicken auf den Link auf einer RWTH-Aachen Webseite landen.

In diesem Beispiel ist www.rwth-aachenn.de ein legitimer Link. Es wird hier ein Warndreieck angezeigt, weil 
festgestellt wird, dass die Domain des Link-Texts nicht zu der hinterlegten Domain passt: Im Link-Text hat sich 
ein Tippfehler eingeschlichen. Dort steht Aachen mit zwei “n”. Dies kann wie jeder andere Tippfehler in einer E-
Mail schon einmal passieren. Da die hinterlegte Domain aber die der RWTH Aachen ist, handelt es sich hier um 
keinen Phishing Angriff.









































































Vielen Dank für Ihre Teilnahme!
Wir möchten uns ganz herzlich für Ihre Mithilfe bedanken.

Ihr Clickworker Code lautet:

Bei Fragen zur Studie schreiben Sie bitte eine E-Mail an Benjamin.Berens@kit.edu.

Ihre Antworten wurden gespeichert.

Benjamin Berens, Karlsruher Institut für Technologie – 2021
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