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Abstract

Background: Phishing has plagued our digital communication for many years now. Every day
more phishing attacks are perpetrated and more reports of phishing infiltration in businesses or
private lives make headlines. Phishing presents a particularly insidious threat to communication
because the difference between phishing and legitimate emails can be all but imperceptible, even to
users who have received training in phishing prevention. Therefore, phishing awareness measures
and tools need to improve in design and thus enable users to decide more effectively between
legitimate and phishing massages. However, one major challenge to the effective prevention of
phishing is the long-term impact of awareness interventions. Previously, there has been a gap
in knowledge about how long phishing awareness measures last and what refresher awareness
measures are potentially effective. Furthermore, more information is needed, whether phishing
awareness measures or tool support is more effective and if a combination of both could further
improve the user’s decision process. This thesis tries to close these research gaps and is therefore
separated in two parts: Part I is systematically analyzing the effectiveness of three phishing
awarenessmeasures over different periods of time, including refreshment and Part II is a systematic
evaluation of a phishing awareness measure against and in combination with a tool support.
Additionally, the strengths and weaknesses with regard to specific phishing tricks are analyzed
for all interventions of Part I and II.

Methods: Overall, four online user studies have been conducted to evaluate three different phishing
awareness measures (video, e-learning, and workshop), four refreshers (video, short text, long
text, interactive e-mail example), and one tool support (link-centric warning). In Part I, three
retention studies have been conducted, whereby in study 1 a short awareness measure (video) was
implemented and tested over a period of eight weeks (N = 89) and in study 2, a more extensive e-
learning was conducted and tested over a period of five months (N = 46), both as repeated measure
design studies. Additionally, in study 3, a between-subject design was chosen to systematically
evaluate a workshop over a period of twelve months with five retention time points (after 4,
6, 8, and 12 months) in a sample of N = 439 employees. Additionally, four refreshers (video,
short text/poster, long text/leaflet, interactive e-mail example) were evaluated at the point in time,
where the awareness gained through the workshop had no significant improvement anymore.
In Part II, a phishing awareness measure (NoPhish video) and a tool support (TORPEDO link-
centric warning) was systematically evaluated in a sample of N = 420 clickworker participants as
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individual and combined interventions over eight groups: two control groups (status quo: status
bar and tooltip), two intervention groups with awareness measure NoPhish video (video + status
bar, video + tooltip), two interventions groups with tool support (TORPEDO with and without
tutorial), and two combined interventions (NoPhish video + TORPEDO with and NoPhish video
+ TORPEDOwithout tutorial). Across all studies, signal detection theory was applied to evaluate
the effectiveness of the interventions according to the values sensitivity d′ and criterion C.
Statistical analyses were dependent on the study design as repeated or single measures ANOVAs
conducted with statistical program R.

Results: Overall, n = 856 participants were analyzed (n = 22 in study 1, n = 16 in study 2, n =
409 in study 3, and n = 409 in study 4). As a result of Part I, it was found in study 1 that the
trained awareness of the video was still significant after eight weeks and that in study 2, the gained
awareness through the e-learningwas still significantly improved after fivemonths. The evaluation
in study 3 revealed that the trained awareness by the workshops drops back to the starting level
between the fourth and sixth month. However, it could be found that three out of four refreshers
(video, long text/leaflet, and interactive e-mail example, but not the short text/poster) had been
successful to refresh the lost awareness after six months. With the help of the three refreshers, the
increased awareness lasted another 6 months until the evaluation after 12 months. In addition,
different phishing tricks were evaluated separately across the three studies. In particular, it was
found that the phishing trick "Small Deviations in the Domain“ was difficult to detect across
different phishing awareness measures. The results of Part II showed that a video as a phishing
awareness measure and also a link-centric warning as a tool support both significantly improved
sensitivity when compared to status-quo measures and tools alone. The link-centric warning and
the accompanying tutorial outperformed the video, while the tutorial played an essential role for
the link-centric warning to be most effective. The combination of tool support with tutorial and
video achieved the best sensitivity values overall. Additionally, it is only this combination that
achieves near-optimal effectiveness with regard to the dangerous phishing trick "Small Deviations
in the Domain“ category.

Conclusion: This work provides important insights into the effectiveness of phishing awareness
measures over time and how the effect of phishing awareness measures could be maintained by
refreshers or further improved by the combinationwith phishing tool support. This evidence-based
recommendations will help users to make informed decisions in the face of phishing threats and
help to decide when to plan refresher training and in which form to give that training: Firstly, the
workshop and the e-learning as interactive measurements performed very well and the awareness
lasted for a period of four to six months till a refresher was needed. Secondly, a combination of
a short video with a phishing tool support provided excellent results. The success of the video
must be particularly emphasized, as it is a very short five-minute measure that is therefore easy
to implement. Additionally, the phishing trick “Small Deviations in the Domain” seemed to
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be the most difficult to detect and should therefore be given greater consideration in phishing
awareness measures. Overall, these findings can make a difference for both the advancement of
the research about phishing prevention as well as for organizations and everyday users coping
with the ever-evolving threat of phishing.
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1 Introduction

Preventing phishingmessages from reaching people’s inbox by technicalmeasures is important and
constantly improved. However, filtering suspicious messages does not catch all phishing attempts
[1, 2], leaving users somewhat vulnerable if they cannot effectively detect such messages. In
real world, two approaches exist to support the user: 1) creating awareness and 2) tool support
while deciding. While several phishing awareness measures have been proposed and shown in
evaluations to be effective (e.g., games [3] or text material [4]), less is known about how long
this effect lasts and whether awareness can be guaranteed for longer with short refreshers. The
most promising tool support approaches are “just in place and time” security interventions with
tooltips (link centric warnings) right at the point of focus of the user [5]. To sum up, according
to the first approach, little is known about how long phishing awareness measures last and what
effective refreshing awarenessmeasures are. Furthermore, according to the second approach, more
information is needed, whether phishing awareness measures or tool support is more effective
and if a combination of both could further improve the user’s decision process. This thesis tries
to narrow these gaps by: 1) systematically analyzing three measures in three different contexts,
including refreshment (Part I) and 2) a systematic evaluation of a short phishing awareness
measure (video) against and in combination with a tool support (link-centric warning) (Part II).
Additionally, the strengths and weaknesses for the different measurements of Part I as well as
for the individual interventions and the combination in Part II with regard of specific phishing
tricks are analyzed. The overarching goal of this thesis is to evaluate different phishing awareness
measures and tool support in terms of their effectiveness, to raise users’ phishing awareness and
to support them in their decision-making, to gain insights into the sustainability of the raised
awareness and to identify suitable times and measures for refreshers. To achieve this, a total of
four studies were conducted, based on various awareness measures implementing the NoPhish
concept (more in Section 3.2) and the TORPEDO based tool support (more in Section 3.4). My
contribution from Part I "Long-term Effects of Phishing Awareness Measures" are the following:

• Even a very brief measure (e.g, an anti-phishing awareness video of five minutes) signif-
icantly improved users’ ability to distinguish between phishing and legitimate messages
(called user sensitivity) for a two-month period [6].

1
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• A more extensive and interactive measure (e.g., an anti-phishing awareness e-learning),
which included exercises and lasted around two hours, significantly improved user sensi-
tivity over a period of at least five months [7].

• Even a very brief measure (e.g, an anti-phishing awareness video of five minutes) signif-
icantly improved users’ ability to distinguish between phishing and legitimate messages
(called user sensitivity) for a two-month period [6].

• An anti-phishing workshopwith the train-the-trainer approach also including exercises with
a duration of around three to four hours significantly improved user sensitivity for a period
of around four to five months [8].

• When user sensitivity is no longer significantly improved three of four evaluated refresher
measures again achieved significant improvements. Furthermore, these three refresher
measures achieved significant improve awareness for a period of at least twelve months [8].

• In two out of three of the studies, the lowest number of correct answers are measured for
the phishing trick “Small Deviations in the Domain” (e.g., luftthansa.com). Therefore,
the most important focus for future anti-phishing interventions should be on this difficult-
to-identify phishing trick.

My contribution from Part II "Phishing Awareness and Tool Support: A Synergistic Approach"
are the following:

• Confirmation of previous research on a phishing awareness measure (video) and a phishing
tool support (link-centric warning) to be effective in increasing the sensitivity in a single,
between-subjects study design [9].

• Comparison between a phishing awareness measure (video) and a phishing tool support
(link-centric warning) showed the tool support to be a better single intervention [9].

• Combination of a phishing awareness measure (video) and a tool support (link-centric
warning) has proven to be more effective than a single intervention [9].

• Evaluation of specific phishing tricks revealed that only the combination achieved near-
optimal effectiveness with regard to the phishing trick „Small Deviations in the Domain“
category [9].

2
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2 Related Work

In this chapter, the previous research in the area is presented. The focus is on the two core
elements of this dissertation, i.e., awareness retention and support through security intervention.
First, it is located where in the previous phishing literature this work ties in. Afterwards, the focus
is on the current status quo of awareness retention. The chapter closes with an overview of the
security intervention research that has previously been conducted.

2.1 Phishing Definition

Phishing has been the subject of many studies in the past. Nevertheless, there are slight differences
in the different definitions of what (still) belongs to phishing. Some consider phishing more in
the field of website investigation, i.e. a person has already clicked on a link and landed on a
website [10, 11]. The website then tries to obtain sensitive data, e.g. passwords or entire account
data, and has created a particularly genuine-looking website for this purpose. Others consider
phishing one step ahead, namely what methods attackers use to get a person to click on a link,
open an attachment or perform an action that is actually unwanted [12, 13]. The focus of the
thesis includes fraudulent links and, at least to a small extent, the topics of unwanted actions and
executable files. Accordingly, the choice falls on the broader definition of phishing and thus on
the assessment of messages (e.g. emails) and not websites.

In the previous literature, both phishing [14] or fraudulent messages [15] are used as synonyms.
Other terms, such as scam or spam, are sometimes used in the context of unwanted messages, e.g.,
emails in the inbox. When the definition of phishingmessages becomes very broad, one could also
use the term fraudulent message as an equivalent. In such cases where it can be used as equivalent,
there are reasons to use both phishing as well as fraudulent to describe those messages. Phishing,
which is more prominent in media reports, can be priming people into a particular mindset where
“fraudulent” is more abstract in describing a characteristic of the message. In this thesis, some
studies use the term phishing, and some use the term fraudulent when participants are asked to
categorize a message. Both are used as synonyms and, therefore, defined as mentioned above.
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2 Related Work

2.2 Awareness Retention

In the context of cyber security, there is no standard definition of awareness [16, 17]. How-
ever, current overviews conceptualize awareness as a multidimensional construct, that combines
perception, understanding, as well as behavioral parts [16, 18] and is composed of elements of
threat and coping appraisals [17, 19]. Therefore, in this thesis, phishing awareness combines 1)
the knowledge of common phishing threats and their consequences 2) the attention on potential
phishing threats 3) the understanding, how the threat potential can be evaluated, and 4) the appli-
cability of coping behaviors for responding to these threats. In this sense, the awareness measures
and tools should not only impart knowledge about phishing, but also draw attention to the relevant
cues (e.g., URL), help with evaluation and provide instructions for action.

Creating awareness is an important part of protecting people from danger and its consequences.
However, it is also known from many sources that knowledge “fades” again over time [20]. The
rate at which this occurs depends on many factors. For example, whether knowledge is refreshed
over time (see Table 2.1 for an overview of the different studies), whether knowledge is applied in
everyday life or used only sporadically, and also what kind of knowledge it is [21]. Accordingly, it
was examined in different areas, how long the knowledge lasts and in which forms the knowledge
decreases, e.g., in the area of economics [22], basic education [23] or also management [24].
In the field of cyber security, there are also already many study to create knowledge. But how
long this knowledge remains, that is not yet in detail examined. There are single studies, which
showed that it still exists at different times. From these studies, however, it is not yet possible to
deduce a point in time at which the knowledge should be renewed. In principle, knowledge can
also be renewed in fixed periods of time without the knowledge. Especially in the organizational
context, however, the cost/benefit question is raised at this point. Organizations are in a field of
tension here that on the one hand they are obliged to a certain interval, e.g. by legal regulations,
and on the other hand they want to find an optimal interval for themselves. They want to maintain
a certain level and yet not invest excessive resources in constant training.

There have been already some initial indications of how much refresher or retraining is needed or
what this should look like in order to reach the same level again. Evidence suggests that less than
half the original training time is sufficient to return to the same level [25]. Regarding the form
of the refresher, it seems that the simplicity of delivery has a moderating influence on how well
the refresher works [26]. So possibly a simpler measure helps better as a refresher than a very
complicated one. So it could be helpful if a complicated topic is first trained with an extensive
and thus more complex measure in order to retrain the knowledge again with a simple measure
afterwards. Repetitions for the sake of repetitions, i.e. in a too strong accumulation have also
turned out not to be beneficial [27]. The interval between repetition or training has an important
influence on effectiveness [27]. There must be enough time in between to be able to process
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2.2 Awareness Retention

Table 2.1: Overview of awareness retention studies with first author, retention period, result (either * for significant or
n.s. for non significant) and special characteristic of the study. “Significance” means that after the measure,
the tested period still shows a significant result compared to before.

Literature Retention Pe-
riod

Significance Special

Zhang et al. [21] A week n.s. Students, control group plus multiple training over six weeks (between subject)
Jensen et al. [29] Ten days * Students, control group plus different forms of training (between subject)
Lastdrager et al. [30] 14, 28 and 64

days
n.s. (28 days) Pupils, control group plus one training (between subject)

Kumaraguru et al. [31] 28 days * University member, control group + two training (between subject)
Nguyen et al. [32] Eight weeks * Students, control group plus different forms of training (between subject)
Canova et al. [33] Five months * Students, one training (within subject)
Berens et al. [34] Five months (*) Panel participants, two control groups and two with measure (between subject)

the knowledge. As an extension, it has been found that repetition with the same thing over a
short period of time is also extremely ineffective [28]. Therefore, the distance turns out to be an
important criterion, but also the form of repetition. A new form can possibly bind the attention
better, set new accents and thus lead to a more effective refreshment.

Especially in the area of phishing awareness, there have been a few studies that have looked at
the time period over which awareness is retained. However, many studies have rather dealt with
short periods of time. Most of the studies deal with a period up to about two months. There have
been studies on the effectiveness of mindfulness on the long-term effect [29], in which a period
of ten days was considered. Over the ten-day period here, mindfulness training was better than
rule-based training and both were better than no training [29]. A short five minute SETA program
(security education, training, and awareness) was found to no significantly improve phishing
detection of a single email sent to the participants after a week [21]. In this study for one of the
groups the program was repeated six times over the span of six weeks and for the second group
twelve times over the span of six weeks. Improvements through an instructed-based training of 40
minutes with trainers being specialized in cyber-security were also found with a sample of pupils.
But these improvements, especially for phishing, returned to baseline levels over the four-week
period [30]. Another study looked at long-term outcomes again with a focus on mindfulness
vs. rule-based training where the training took around 1 hour. In there, identification tests were
administered immediately after the intervention and ten weeks later [32]. In addition, a phishing
message was sent after one week and after eight weeks. The mindfulness training proved to be
significantly better after eight weeks [32]. Both for organization and for normal users a awareness
retention of four weeks or even two months seems unrealistic. Especially as these were mostly
still significant results, it should be checked which longer periods of time are still producing
significant results. A study with an extensive android game where participants played for 30
minutes found that after five months after the gaming session the participants decreased in their
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Table 2.2: Overview of security intervention studies with first author, kind of tool support, result (either * for significant
or n.s. for non significant) and special characteristic of the study. “Significance” means that the tool support
tested showed a significant result compared to either a control group or to a measurement before.

Literature Kind of tool sup-
port

Significance Special

Schechter et al.[10] Warning page * Lab study, https indicators, site-authentication image, warning page
Akhawe et al.[37] Warning page * Field study, existing warnings firefox malware, google malware firefox ssl
Egelman et al.[38] Warning page * Lab study, active vs. Passive warning, warning perception
Felt et al.[39] Warning page n.s. Field study, new warning vs. existing warnings, warning comprehension
Sunshine et al.[40] Warning page * Lab study, new warnings vs. existing warnings
Brustoloni et al.[41] Tooltip * Lab study, active vs. Passive warning, warning perception
Stembert et al.[42] Tooltip * Lab study, active vs. Passive warning, three different studies
Anderson et al.[43] Warning page * Lab study, fMRI, polymorphic warning, habituation
Wu et al.[44] Toolbar * Lab study, toolbars, different phishing tricks
Marchal et al.[45] Banner * Lab and field study, add-on implementation, user preference comparison with

existing warnings
Silic et al.[46] Warning page * Online study, color appeal, perceived risk and behavioral intention

awareness, but still were significantly better than before [33]. The game had multiple levels and
changed between learning sections and exercises to train themselves.

Although refresher training is important, there are also findings that refresher training is not
needed indefinitely. At a certain level of repetition, knowledge can persist for a very long time and
the forgetting curve can be greatly flattened [20, 35, 36]. For this reason, it is first necessary to
determine whether there is a loss of knowledge before investigating which time and which content
offers the best refresher.

2.3 Security Interventions

The creation of awareness to detect phishing can also be supported by tools for people in their
everyday lives. In the past, many different forms and types of tools have been developed.

Basically, active security interventions have proven to be more effective than their passive counter-
parts [15]. Passive means that the user’s current activity is not interrupted. Rather, he is passively
accompanied by an indicator and does not necessarily have to interact with it (see Table 2.2 for
an overview of the security intervention studies).

One problem that can arise with active interventions is that it can lead to some fatigue towards
the intervention or its messages [37]. Fatigue in this case describes that repeatedly showing a
message leads to the reduced effectiveness of that message [37]. It is not possible to prevent this
fatigue from occurring, but it is possible to reduce or delay the onset of fatigue and stretch it out
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over a longer period of time. One way to ensure this is that the intervention is only active in
a certain situation or that the intervention is divided into different cases [47]. This subdivision
with different cases can then lead to the reduction of fatigue. It is also important to communicate
the case distinction clearly, so that users understand what its meaning is and how they come to a
decision [48]. In particular, communicating this distinction and its meaning is often an area of
security interventions that still needs development [49]. Interventions need sufficient information
about this classification or assessment to achieve their effectiveness [37, 48]. Another issue for
improvement is what possible consequences and risks should be part of the communication [50].

Furthermore, at the time when such a security intervention appears, different characteristics have
initially emerged. In the context of phishing, for example, there are warning messages that appear
after clicking on a link if the link has been classified as dangerous [37] (see Figure 2.1). The
difficulty with these interventions is that they train the user to behave in a way that can be even
more dangerous in certain situations than without this learned behavior. If the user becomes
accustomed to it, then in the event that the intervention no longer works or has been circumvented,
an action could lead to danger. Moreover, this behavior could transfer to other contexts and lead
to dangerous situations as well. Accordingly, users should rather be directly taught to behave
safely, even in the context of an intervention. So that even without the intervention, the behavior
still provides some protection in the worst case. Another danger of this downstream warning
is the psychological phenomena of anchoring bias and loss aversion [51]. Anchoring bias here
means that by clicking on the link, a decision has already been formed to some extent. Even if a
warning comes now, the basic tendency is to stay with the first decision (the anchor) especially
if the credibility of the warning is not clear. In contrast, in the same case, if the warning comes
first, the pendulum might swing in the direction of the warning. Loss aversion here describes
the “loss” of access to the link that initially occurred by clicking and now is to be taken away by
the warning. Tversky and Kahnemann described the strength of the loss compared to the gain as
almost double [52]. Accordingly, it must be noted here that such an effect can also have a strong
influence on “following” a warning.

But warnings can also be presented in different forms before clicking. Here, very different forms
have been used in the past. For example, so-called banners have been used to provide further
guidance about the assessment in the margin of an email [45] (see Figure 2.2). In contrast,
other forms display the information directly at the cursor. However, these banner warning show
certain weaknesses in the past, which are difficult to eliminate in this form. Typically, they are
very limited in size and accordingly can only carry a small amount of information. This, in
combination with the fact that they do not directly address the problematic aspect of the message,
e.g. the link, can lead to ambiguity and thus reduce the effectiveness of the warning. This can
lead from misunderstanding to ignoring the message [5]. In contrast, those interventions that are
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Figure 2.1: Example for a warning page from Akhawe et al. [37].

Figure 2.2: Example for a banner warning from Marchal et al. [45].

in the user’s focus perform better than those that are out of focus [5]. An example of the user’s
focus in the phishing context would be directly on the mouse cursor that is currently over a link.

Other forms of decision support such as chat bots have also shown utility in a previous study [53].
The drawback of this form, though, compared to those that directly address the user’s focus, is
that the user must first make a context switch to the domain of the chat bot. This context switch
is a hurdle that can possibly be overcome in studies. But in reality, in certain situations and with
strategies such as time pressure, this switch can be blocked and the intervention can thus not take
effect. Most importantly, studies have already shown that interruptions can limit productivity
[54]. People need time to recover between each change again [54]. To be sure, short interruptions
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Figure 2.3: Example for a link-centric warning with a tooltip from Petelka et al. [5].

are less disruptive than longer ones, and the same is true for such interruptions that are part of
the task [54, 55]. Nevertheless, more research would be needed to clearly establish that assessing
whether a URL is phishing is actually part of the task of processing emails.

Although such changes may not lead to a change in productivity at first, because the missing
time is compensated by working faster [55]. However, in the long run, this leads to increased
workload, increased stress perception and thus can strongly influence productivity [55]. Based on
the previous studies, it can also be emphasized that the design of the warnings is crucial and that
just-in-place support and domain highlighting can be helpful [56]. The highlighting is intended
to help focus attention directly on the important part of the URL. It is, in a sense, an extension of
the just-in-place principle that the tooltip has already applied to the banner.

To sum it up, security interventions in a form of a just in place and time warning can help people
to distinguish between phishing and legitimate messages. But they should be implemented before
the actual action of a user happen so that users are not getting used of clicking or acting before
making a decision about the trustworthyness.
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3 Background

In this thesis, the research questions described are answered on the basis of existing interventions
(both phishing awareness measures and phishing tool support). The existing measures and the
selection criteria for those are described in Section 3.2. Their necessary adaptations are described
in the corresponding section of the study. Additionally in Part II a security intervention is tested
against a phishing awareness measure. This intervention is described in Section 3.4. In order to be
able to make as broad a statement as possible about the ability to detect phishing, various phishing
tricks from literature are combined and examined (more on this in Section 3.1). Furthermore, the
focus is not only on phishing detection but also on the ability to differentiate between legitimacy
and phishing. The Signal Detection Theory with its measures of sensitivity and criterion is used
throughout the thesis (see Section 3.6).

3.1 Phishing Tricks

In the past, many investigations have used very different forms of phishing tricks. The exact list
of phishing tricks or strategies used in this thesis and from which literature they are extracted can
be found in Table 3.1. Advice often involves looking at the URL to make a final assessment of
where a link goes [57, 58]. Accordingly, various phishing tricks targeting the URL, in particular,
must form an essential part of analyzing phishing awareness measures and tool support. Often,
the main focus was on the sender’s investigation or the email’s plausibility [59, 60]. Nevertheless,
the URL or attachments were already the focus of research [13, 29]. Especially in the URL area,
there are many possibilities based on different “vulnerabilities” in the evaluation to manipulate
the URL or domain. There are many different attack possibilities with the help of phishing links.
In addition, the manipulation of the URL makes very different demands on the awareness of the
user and also a very different focus down to very small subtleties. In the past, many measures
have indeed addressed URLs or links. But without the appropriate depth and with only very
abstract assistance, these measures do not allow sufficient protection to emerge. Accordingly,
the focus should be on looking at just such phishing tricks for manipulating URLs. Tricks that
cannot be detected directly when looking at the URL, even by means of a measure, are to be left
out. An example of this would be so-called short URLs or redirects. Here, the obfuscation of
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the target URL can only be resolved with technical measures and then a decision can be made.
Consequently, an evaluation of such a URL could only lead to the result that no final decision can
be made. The decisions should be able to be made however clearly, in order to be able to make
later a classification into correct and wrong decision.

Table 3.1: Overview of the different phishing tricks or manipulation strategies across different papers. An “x” signals
that the mentioned literature included the phishing trick.

Phishing Trick Strategy [61] [3] [33] [4] [11] [62]

Content
Implausible Sender x
Implausible Content x x

Non-Brand related Domain IP x x x
e.g. https://host745.com/ Random x x

Non-Brand related Domain + Brand Outside Subdomain x x x
e.g. www.google.com.megahoust.ru/ Path x x x

Small Deviations in the Domain Typo x
e.g. https://www.netfllx.com/ Letter Swap x x x

Similar Character x x x
Extension x

Special Link Manipulation
Mismatch x x
Faketooltip x

Attachment .exe x

The tricks can be separated into three different groups: (1) Content, (2) URL and (3) Attachment.
Whereas the focus is mainly on (2) URL. (1) Those tricks do not have any link/URL or attachment,
therefore they can only be detected by checking aspects like: sender, design or the text content
(e.g. pressuring people into actions). (2) For those tricks, emails are 100% copied from legitimate
examples and only the URL is changed to being fraudulent. Therefore checking aspects like for
(1) does not help in detecting them. (3) For those tricks, emails are similar to (2) copied from
legitimate examples and only the attachment type is changed.

Based on these categories phishing tricks from various sources were collected and put into one
scheme. The scheme does not claim to be complete. The used phishing tricks and special
strategies represent a mix of different literature, which are currently dealing with the topic of
phishing. In the literature, strategies for manipulation were not always grouped into categories of
phishing tricks. However, some strategies start from very similar points e.g. using the pretend
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organization in a section of the URL or modifying the pretend organization name with different
strategies. To account for this, the phishing tricks have been introduced.

Content E-Mails that fall in this category do not include a link. Therefore the decision needs to
be based on other indicators. The user should instead focus on either the sender or the content
to decide whether it is a phish or not. An example could look like that the sender address is
amazon.de@phish.me. The trick focuses on the user’s lack of awareness that the part behind
the link is similar to the domain the relevant part to check. For the e-mails that fall in the
content category the phisher asks for either actions that should not be taken by the user (e.g.
transfer money) or for sensitive information that organization normally do not ask directly (e.g.
birthdaydate or bankdata).

Non-Brand related Domain E-Mails from this category have nothing in the URL that does help
to identify the organization one is communicating with. Therefore they target on users that lack
the awareness about the importance of the URL as indicator. As this trick can easily detectedwhen
directly looking at the URL. The URL either includes an IP address or some random characters.
Even though every website has an IP address, only a small amount of people know what IP is
behind a specific website. Therefore normally users should be very wary when confronted with
an IP. Also as mentioned before, the domain should give information about with whom one is
communicating and if there are random characters, this is a strong indicator for phishing.

Non-Brand related Domain + Brand Outside The trick with the brand outside the domain is
then focusing on people that know that they should check the URL, but that lack more specific
awareness about where to check. In such cases people could be tricked by the brand name they
think they are communicating with somewhere outside the domain. This trick can rely on different
context variables. One could be that people (specially from the western world) read an URL as
a normal text and therefor start from the left. At the point when they find the name of the brand
they stop reading and classify the URL as trustworthy. Another possibility is that the brand is
even after the domain. Looking at status bars that is also pretty obvious, because people normally
shift there focus from the link and with the resolution increasing the status bar is moved further
in the left bottom corner. So even though people would read the URL from left, they might first
touch the URL with their gaze somewhere in the path. Using the brand somewhere in the path
and in the subdomain also helps phishers create a multitude of phishing URLs with just a single
domain. As every domain has to be registered, but the subdomain and path can be freely chosen
for one single domain.

Small Deviations in the Domain Now it becomes even more complicated. Every domain has to
be registered, but even small deviations in the domain lead to it being a new domain and a new
registration is needed. A domain can look 99.9% similar to a trustworthy domain from a known
organization, but can still be registered by someone else. So even when users are aware of the

13



3 Background

importance of the domain, they still can miss such small deviations in the domain. The phisher
uses the phenomenon “word recognition” or “lexical processing”. The phenomenon states that,
for reasons of efficiency, not every letter is read letter by letter, but rather recognizes known words
based on their shape and letter order [63, 64]. In the case of slight deviations, the reader may
still recognize the known word. Accordingly, there are different possibilities for phishers, e.g.
they can swap two letters in the order (mircosoft.com), they can replace one or more letters with
a very similar letter (arnazon.de) or they simply insert slight spelling mistakes (tagessschau.de).
Depending on e.g. the size or the font, such mismatches can be very difficult to notice.
Another possibility is to extend the domain’s range. This does not rely on the change not being
detected by the user. Rather, it relies on the fact that this also happens in legitimate cases, and the
user needs to know in the specific case whether this extension is authentic or just introduced by
the phisher. Such an extension could be like amazon-sicher.de. Most of the time, either a word
that is supposed to generate trust or a word that fits the context, e.g. “login”, is used. In this case,
the user must either have the appropriate awareness or gather more information through other
channels to make a decision.

Special Link Manipulation A link usually consists of a link text, button or image and the URL
behind it. Phishers can also create so-called mismatches between the link text and the link URL
or display a fake tooltip. In both cases, the link text or false tooltip displays a URL that is
legitimate. However, the URL behind it is different from this URL and then leads to the phisher.
This trick also relies on a lack of awareness on the part of the user. On the one hand, that the
user is not aware that the link text can take any form from “Click here” to a URL and this says
nothing about where the link actually leads. On the other hand, that the user does not know that
the own program displays the URL only in the status bar. In both cases the user must have the
awareness where in his environment the actual URL is displayed. In a way, this trick represents
an additional dimension of the tricks, because it can also be combined with the tricks mentioned
before. It is also a bit more technical in a way, because with the help of additional code in the
email the mismatch or the fake tooltip has to be created first. Accordingly, these errors should be
considered particularly critically.

Attachment In addition to grabbing data by typing it on a fake website, scammers sometimes want
to trick the user into opening a file. This file can also be hidden behind a link and downloaded
and launched when clicked. Phishers can also attach the file directly to the email and then use the
content to try to get the user to open it. Here, too, there are various starting points for the phishers.
They can rely on the fact that the user does not have the awareness to recognize which file formats
are particularly dangerous. Also depending on the environment, the file formats are not always
displayed directly and the user must first have the awareness of how to get to the display. In the
case of file formats, a distinction must also be made between those that should be considered
particularly dangerous per se (.exe) and those that at least harbor the danger (.doc). In the case
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of those that pose a risk, the point is that they are not directly dangerous in themselves, but they
contain the possibility for macros. These macros can then cause similar functions as an .exe and
should be handled with care.

Especially the strategies where the link text is changed so that a mismatch between link text and
link URL is created have rarely been evaluated in the past. However, this form of phishing trick
is a very easy way, which does not even require registering new domains, and can be reused very
often. If the phisher assumes that the attacked person does not even have the basic awareness
about this form of attack, then he can even choose the URL completely randomly and thus bypass
many technical measures such as filters.

3.2 NoPhish Awareness Measure

The NoPhish concept contains different measures that were developed over time. Those measured
were developed in an collected effort by various people from the SECUSO research group 1.

Even though there was contribution to various of these measures, their development is not a
contribution of the thesis. The measures are therefore presented in this background chapter.

The NoPhish concept as such and the different phishing awareness measures are now going to
presented in more detail. Starting with an overview of the NoPhish concept. Finally, presenting
all forms or specific measures that were used in the evaluations. The NoPhish concept stands as
the basis for the evaluation done in Chapter 4. All the materials used for Part 1 are part of the
NoPhish concept and represent a different format, but with the same overall goal and core content.
It was originally developed starting with the NoPhish App and leaflets at the Technical University
of Darmstadt and transferred to the Karlsruhe Institute of Technology. So part of the measures
presented are first developed in Darmstadt and others at the Karlsruhe Institute of Technology.
Also, existing misconception are addressed, which have been elaborated from various previous
researches. Therefore, the misconceptions collected from previous literature and how they are
addressed is listed below:

• Only emails can be phishing messages. Instead, phishing links can also appear on websites,
in social posts or in short messages.[65, 66]

• Phishing only aims to make you provide your banking information. Instead, phishers
want to get all sorts of information from email account credentials or even just from other
websites.[67, 65]

1 https://secuso.aifb.kit.edu/Team.php
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• The sender name is a trustworthy criterion that can always be relied upon. Instead, phishers
can easily spoof the sender without having much technical knowledge. The sender can be
looked at, but is not a reliable indicator for detection.[68, 66]

• Only people who have a high position or are particularly rich or famous are targeted by
phishing attacks. Instead, anyone can become a victim of such an attack. After all, everyone
has interesting data in some form, whether it is access data or contacts.[69]

• Phishing attacks can be completely prevented by technical measures. Instead, technical
measures can help, but do not provide 100% security and accordingly users have to learn
to deal with it themselves.[70]

• HTTPS compared to HTTP already means that a URL is secure. Instead, attackers can
also use an HTTPS URL very easily nowadays and it does not guarantee security against
phishing attacks. [66]

• Already trustworthy words like secure in the URL mean that it is trustworthy. Instead, such
words are rather used as a trick to increase the trustworthiness. Thus, special attention
should be paid to such words especially in the domain. [71]

3.2.1 General Idea & Concept

NoPhish represents a general concept around getting people to understand what phishing is and
how detect phishing respectively differentiate between phishing and legitimate messages. It is
supposed to create a general awareness about the topic of phishing ,e.g., that everyone could
be a potential target, what potential damage is possible and should know at least the basics to
defend against it. After this general introduction the first indicators to detect a phishing message
are explained such as checking the sender or the general content of the message for plausibility.
These are not the final indicators to base a decision on, but can help to detect the most obvious
phishing messages. They are asked to examine the link instead as the sender can be spoofed and
the email content can be copied from existing messages easily, too.

Then the focus moves to the URL as the most important and reliable factor of a messages. It is
presented, how to find the URL in different context as this might differ from context to context
e.g. from a mobile app to a desktop client (but even differs between desktop e-mail clients). There
are currently two status quo for the representation of the URL for the desktop context as shown
in Figure 3.1. First, there can be a tooltip directly at the cursor or a status bar appears at the lower
left edge. This is then followed by instructions to look at the URL in either the tooltip or status
bar and examine it for suspicious content, as an example megahost.ru being shown instead of
mein-paketservice.de.
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Figure 3.1: Abstract representation of an email highlighting the status bar and the tooltip.

Various URL related phishing tricks and advice how to detect those tricks are presented. The
tricks are explained with examples so that it is more clear how such a URL would look like in the
wild. In the end email attachment as a special case are explained. There a list of most probably
“safe” file extensions and such that are more dangerous are explained.

Awareness in the context of the NoPish concept means making aware of the threat and providing
knowledge of how to differentiate between legitimate and phishing messages.

3.3 Implementation of the Awareness Measures for
NoPhish

Currently, there exist a variety of different implementations of the NoPhish concept into actual
measures2. Some are developed as main measures, others to refresh awareness some time after,
and other for both. The measures range from very small and short info cards over videos of
around five minutes to workshop material of multiple hours. In the following, the three measures
and four refreshment measures (video counts for both) are explained in detail, which are later on
used in Chapter 4. Note, the video is also used in Chapter 5. The measures are presented in the
chronological order of their usage in Chapter 4, starting with the video implementation. In this
chapter, the original measures are presented, for those changes that were needed for the study, the
adaptions made to the measures are presented in the corresponding study material sections.

2 https://secuso.aifb.kit.edu/betruegerische_nachrichten_erkennen.php last accessed 15th January
2024
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Those measure share the same foundation with the NoPhish concept, but also because of the
variance in length, only parts of the whole concept are integrated in some of the measures. The
included topics to the measure can be seen in Table 3.2 and afterwards the integration of the
concept for the various measures is described in more detail.

Table 3.2: Overview of six phishing tricks from Section 3.1 included per measure and refresher measures.

Topics Video E-Learning Workshop Long text Short text Interactive
email example

Content x x x x

Non-Brand related Domain x x x x x x
Non-Brand related Domain + Brand Out-
side

x x x x x x

Small Deviations in the Domain x x x x x x

Special Link Manipulation x x
Attachment x x x

The target audience of the NoPhish concept is laypeople or the general population. Therefore, no
special knowledge, technical knowledge or even known terminologies are required to understand
and follow the video. The aim is to raise awareness of phishing and to show how attackers create
phishing messages and what psychological tricks they use. Concrete consequences of one’s own
behavior are also pointed out in order to make it clearer what dangers can arise.

3.3.1 Video

In total, there are three videos, each with a different focus. Each video explains an aspect of the
NoPhish concept in about five minutes. The first and original video has the focus on the links,
the second video has the focus on the attachment and the third video has the focus on the content.
As only one of those videos is used for this thesis, the content of the video with focus on links is
presented in detail.

The video is made in a comic style (see Figure 3.2). There is both a graphic story that runs
through the entire video and there is also a narrator voice that guides the viewer through the story
and explains the animations. The whole story follows one person and tells several little stories
around that person in the context of phishing messages. The video starts with a basic introduction
that there have always been scammers and depending on the time they just had a different form
(e.g. pirate) or different goal (e.g. steal piggy bank). This analogy is meant to build a bridge
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Figure 3.2: Start sequence of the video showing the comic style and main character on the right side.

even for non-technical users. Then the connection to today is made that fraudsters pretend to be
known person or grandchildren and ring the doorbell of the protagonist. Again, using an example
from the analog world, the idea is to create a connection for people with little prior knowledge
so that they have an idea. The door is opened for these people in the video, but they are not let
in. Now it is explained how attackers make it so that you don’t have to gain their trust first, but
enjoy it right from the start. It is explained that such scammers create genuine-looking messages
in order to lead the reader to an equally genuine-looking website and trick him into entering his
data there. Afterwards, the data can be used to order something or withdraw money from the
account. The possibility of installing malware on one’s own computer by clicking on the link is
also presented. Through such malware, data can then also flow out and end up with the attacker.
The data can also be encrypted by the attack and thus not be available anymore. Then still another
important aspect is explained that this method is very simple and from everywhere in the world
with thousands of humans at the same time to be accomplished. It is explained to the viewer that
thus this type of attack can hit anyone in the world. Then, different contexts are presented and
illustrated in which such a link can occur (email, social media post or website). The viewer is
then taught that it is important to recognize whether a link is trustworthy or not. The link can
be hidden behind a number of different things, e.g. a button or an image (see Figure 3.3). It is
explained that you first have to move the mouse over the link and wait a short time.

Figure 3.3: Different forms of a link. Google logo censored due to missing copyrights.

Tip 1 is: “Watch out for the “who-area”. The tip starts with two representations of URLs and the
information that attackers adopt the behavior of users. In fact, most read URLs from left to right
like normal text. This is followed by an explanation of the structure of the URL with the different
sections. Also the explanation, the meaning of dots and slash in the address or the importance
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of the third slash and the so-called “who-area” (combination of domain and top-level domain)
in front of it. The focus here is on a German sample and does not address topics like a double
top-level domain from countries like UK (.co.uk) or New Zealand (.co.nz). This is also made
graphically clear again with a marker (see Figure 3.4). Some examples follow to illustrate how
different URLs can look like and where the “who area” would be. Then with an animation, that
you can put unlimited words and dots in front of the “who-area”, the URL is extended further and
further in the subdomain.

Tip 2 is: “Watch out for the fake who-area”. In this type of phishing trick, the attackers rely on
the reader not looking closely. Accordingly, they use a domain that looks very similar to the fake
domain and can be easily missed if the focus is not completely on the URL. For example, letters
are rotated or replaced with similar looking letters. Again, various examples are shown that run
across the screen one after the other from bottom to top, e.g. paypa1.com or paketsrevice.de. The
examples are also explicitly shown in detail and the domain is zoomed in again. This is to make
clear that at first it looked very authentic, because the font was rather small. However, when you
look closer, the amazon.de actually becomes arnazon.de. Therefore, one should always look at
the domain character by character. The video ends with some teaser on more technical examples
like the use of ShortURL services with three examples for such services and the reference for
further information to click on the following link.

Figure 3.4: URL with highlighted ’who-area’.

3.3.2 E-Learning

In addition to very short measures such as the video, the NoPhish concept also includes more ex-
tensive measures such as E-Learning. This training is based on the findings of several evaluations
of a presence or self-learning training. These forms have also been evaluated in the past in differ-
ent contexts with different samples to create the most mature concept for a training. One study
compared different measures such as the instructor-based training, a computer-based measure and
a text-based measure in a school context, finding the instructor-based training performing better
than the other two [61]. Another study used the training also in an instructor-based variant with
lay people in an adult education centre, showing significant improvements [72]. Finally, a third
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study used the training in a text-based version for self-learning in a organization context [4]. This
resulted in a concept that was transformed into the interactive e-learning environment with the
professional support of a service of the Karlsruhe Institute of Technology. The e-learning course
is based on an ILIAS system [73], which is classified as an open source learning management sys-
tem. Compared to the previous iterations e.g. as PDF [4] the ILIAS system offers the possibility
to include exercises and other interactive elements like videos. Compared to other measures the
E-Learning also has the benefits that participants can take a break at any time they want. This
includes even closing the browser or shutting down the computer. Starting again, they are put
directly at the spot they stopped and can resume from there on. The correctness of the exercises
can also be checked directly, thus automatically regulating the learning progress without manual
intervention. The E-Learning consists of twelve chapters. Every chapter has a different topic (see
Section 3.2.1).

Each chapter has its own focus, but the chapters can still be divided into topic areas. The E-
Learning starts with the section that first explains the context for phishing and phishing as such
(chapters 1 to 3). Then the foundations for the subsequent behavioral instructions are laid by
explaining the structure of the URL (chapters 4 and 5). As a third topic area, there are different
tricks that can be detected with different behaviors (chapters 6 to 9). Finally, there is the subject
area of attachments (chapters 10 to 12). Each chapter had different number of pages both in
content and in the area of exercises (see Table 3.3). The number of pages is related to the amount
of information that was needed to explain the subject matter or the nature of the exercises.

Table 3.3: Number of pages for each chapter both for content and exercise part.

Chapter 1 2 3 4 5 6 7 8 9 10 11 12

Pages Content 7 8 4 6 3 5 4 5 4 4 4 2
Pages Exercises 2 3 - 8 12 2 2 2 1 6 1 3

With a starting page, it was always made clear to the readers whether a content section or an
exercise section would follow next. In addition, there was always an additional page after the
exercise tasks where a badge was awarded for each successful exercise for a chapter and then
contained the entire overview of all previous badges (for an example see Figure 3.5). The goal
was to reward the readers through the badges and the progress shown and thus further motivate
them. To give readers further orientation, each page was always labeled with the number of the
current page and themaximum pages of the chapter in addition to the topic e.g. “(1/7) Introduction
"Fraudulent Messages".
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Figure 3.5: Example of a page that concludes a chapter with badges of previously completed chapters.

3.3.3 Workshop

Similar to the E-Learning, the workshop is based on the findings of the previous training. Work-
shop in contrast to the E-Learning means that the measure consists of at least a couple of people
being taught by an instructor the content. The workshop has also only been evaluated in a
pre-post measurement. The training was evaluated in presence in the school context [61] and
as self-study material in the organizational context [4]. In this regard, the current workshop is
based on the findings from these evaluations. Similar to these studies, the workshop was in the
German language. Most of the slides consisted of either an example, which was used to explain
facts with markers and short texts, or larger text blocks which were supported with graphics, e.g.
the structure of the URL.

The workshop consisted of four parts:

1. How to handle emails

2. How to handle links

3. How to read URL’s correctly

4. How to handle attachments

Similar to the measures before, the workshop starts with the basic context on phishing and this
includes first awareness of potential dangers when “carelessly clicking” on links and attachments.
Here concrete examples are given for possible dangers and consequences for the individual
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or the organization. These include spying on data, carrying out actions on the device, and
blocking certain activities. Then, three specific possibilities are mentioned that phishers use, e.g.
performing unwanted actions such as bank transfers, clicking on links and opening or executing
files.

Next, the awareness of the participants is tested for the first time by showing two examples of an
email at the same time. The two e-mails look almost exactly the same and differ only in that the
sender ends once in “.ru”. This should catch the attention of the viewers and directly address a
misconception that phishing e-mails can often be easily recognized by their grammar or spelling.
Now comes the division into three aspects that are important for the later course when judging
an e-mail: Checking the plausibility (topic, sender and content), dangerous links and dangerous
attachments.

Afterwards, the last section of the first part on dealing with e-mails starts directly with three
examples from the organizational context for checking plausibility. Here, the participants should
first get a feeling for which e-mails have already been on their way in the context of the organization
and which criteria can be used to recognize them. For this purpose, the important areas of the
e-mail are also highlighted to direct the focus of the participants to these areas. Afterwards, the
participants are presented with questions that are intended to help them check the plausibility as a
behavioral cue. This is followed by another four examples to directly apply the learned questions.
Further aggravating factors such as the use of pointer pressure are also discussed. Then the page
with the two examples from the beginning is shown again to make a bow to it. This part closes
again with an example for the plausibility examination, which is not from the organization context.
This is intended to sensitize employees to the fact that phishing does not only apply to their own
organization, but also in a private context, e.g. in the case of a fictitious Telekom invoice.

The second part on dealing with dangerous links starts with an example and already shows a
rather complicated trick, a mismatch between link text and link URL. This should make clear at
this point that it is especially important to know how to get to the URL behind a link and not to
focus on the link text. At this point it is also discussed that it is important to know which display
form status bar or tooltip your own software offers. This is the transition to the next three pages
where a fake tooltip is shown, which is similar to the link text a mismatch to the actual URL in
the status bar at the bottom left.

After establishing how to get the URL behind a link, the third part explains the structure of the
URL with the important components. Similar to the video and the E-Learning it is then explained
that the “interlocutor” is in the area of the domain and top-level domain and that this is in the area
directly before the third slash by two blocks. On several pages, each section of the URL is now
explained again with markers. This goes over into the representation of different URLs on a side
with marking of the Domain and Top level Domain. The URLs represent a mixture of different
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factors e.g. legitimate and phishing or short and long. Here the participants should practice
recognizing the correct target of the URL with a subsequent resolution. On the next page there
are examples with different phishing tricks e.g. replacing letters with similar looking letters, slight
spelling mistakes or extending the domain with matching words like “ebay-kleinanzeigen.de”. To
increase the importance of the awareness of especially the slight adjustments of the domain, there
is a short example text that illustrates how easy it is for the human brain to read a text, even if the
letters are twisted. The section ends with a summary of everything that has been learned up to
this point, in order to check the plausibility of the email and the links.

The fourth section on dangerous attachments begins with the first behavioral tips to help avoid
clicking on dangerous content. This includes contacting the sender via another channel (not the
one in the e-mail), obtaining further information from colleagues or asking for a different file
format. Now it goes into the concrete examination of the file format and for it the consciousness
must exist that depending upon used Client not always directly the complete file format is to be
seen. This is followed by a brief classification of different file formats into potentially dangerous
ones (e.g. .exe) and those that have at least the danger of macros (e.g. .doc). These lists are clearly
presented as not complete and only a brief overview of the most common ones. It also explicitly
addresses special cases, e.g. archive file formats, use of duplicate extensions and unknown file
formats. There is also more information about sites that collect potentially dangerous formats
and settings on your own client, e.g. preventing the direct display of images. As an alternative if
still unsure, participants were presented with the option to search for the sender or content of the
email using search engines to find known phishing cases involved. The section concludes with a
summary of all important behaviors regarding plausibility, links and attachments.

3.3.4 Leaflet

The long text represents the first refreshment measure and has been part of the NoPhish concept
for a long time. It represents a much used format that has already been used in other contexts to
create awareness. The advantages of a long text are that many people are already familiar with the
format. In addition, it is also very suitable for distribution because it requires few prerequisites
and can be easily distributed in large quantities. The long text also offers the possibility of
providing a lot of text despite its relatively small size (see a part of the long text in Figure 3.6).
For the full content of the long text see Appendix A.1.

The long text starts with an introduction very similar to the other measures already described
on the context of phishing. This includes that popular attack strategies focus on either spreading
malware to access the device or to obtain sensitive information such as login credentials. Phishing
is a widespread possibility for this. Phishing does not only occur in the email context, but also in
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short messages or messages in social networks. Then it is explained again that phishing can have
different forms, e.g. asking for sensitive data, requesting unwanted behavior (e.g. bank transfers),
enticing people to click on links or attachments. Next, eight rules are presented, each highlighting
a different aspect to protect yourself from phishing.

Figure 3.6: First part of the back pages of the leaflet from the original measure.

Rule 1 starts with the information to check the sender and the content for plausibility. So the
reader expects just this message and does the sender match the content of the message. Here are
two examples of a fraudulent looking sender and a legitimate sender on an Amazon email.

Rule 2 then explains that just because the content or sender are plausible, you should not click
directly on the link just yet. First, if it exists, it should be investigated further. In the text you can
recognize the link for example by blue writing and underlining the words. It can also appear in the
form of buttons and images. Once you have found the link, you still need to know how the link
URL is displayed in the device or software used. Here are examples of a tooltip with reference
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to the Outlook client and a status bar with reference to Thunderbird or web browsers. Also the
possibility of a mismatch between link text and actual URL is shown with a short explanation as
well as with a graphic. After that, the mobile context is addressed, since it depends even more
clearly on the device which behavior must be shown to get the URL, e.g. hold your finger on the
link for 2 seconds (as of 2018).

Rule 3 is based on now seeing the URL and having to decide if it is a phish or a legitimate URL.
To do this, the term “who area” is introduced for the combination of domain and top level. This
area is described as essential and highlighted with a graphic (see Figure 3.6). As in the other
measures, it is described as a range separated by 2 dots before the third slash. First, the example
of an IP is shown with the indication that it is not trusted (writing highlighted in red).

Rule 4 builds on the awareness of the who area and shows two more tricks. Sometimes the
organization that should be in the who section is in other sections of the URL, e.g. the path or
the subdomain. Three examples are given which show the legitimate form and then the other two
tricks.

In rule 5 it gets more complicated, because now changes are made in the domain. The idea is
to use slight adjustments in the domain, e.g. twisting the letters, replacing letters with similar
letters and small spelling mistakes. Again, the example is shown for the legitimate URL and then
for one of the three tricks. The goal is always to give a clue for changing the URL, because the
example URLs are unknown and otherwise the small mistakes would not be detected directly.

Rule 6 is again about an adaptation of the domain and this time a “trusted” word is added, in the
example “research” to the context of SECUSO. This is particularly difficult to detect, as it can
also be the case with legitimate messages. Accordingly, the tip in case of uncertainty is to ask
for help, e.g. via a search engine search. Most of the time, in cases where you see URLs with
such extensions, search engines either display the correct URL of the organization without the
extension (if it is a phish) and with the extension if it was a legitimate message. The last two
tricks then deal with attachments.

Rule 7 mainly divides three different file formats that can be dangerous: 1) Directly executable
file formats; 2) File formats that can contain macros and 3) File formats that you don’t know. The
first two are also given direct examples e.g. .exe or .bat for 1) and .doc or .xls for 2).
Rule 8 then gives behavioral hints on how to deal with it should you find such a file format and
be unsure. For example, you can ask for more information, but not with the stored information
from the message. Also one should think briefly, if one should be asked by the Office program
whether macros are to be executed.
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3.3.5 Poster

The short text as the second refreshment measure also represents a longer existing measure of
the NoPhish concept. It has not yet been evaluated for its effectiveness. Similar to a long text, a
poster is a way of communicating an issue to a larger number of people. In contrast to the long
text, other prerequisites are needed here for distribution, since not everyone can simply get hold
of the poster. Rather, a poster is more suitable to be placed in a highly frequented place in an
organization or in a square. Due to the high frequency and the rather short dwell time, posters
have to focus on the core elements in a very short form. Since most people just do not spend
much time on it.

KIT – Die Forschungsuniversität in der Helmholtz-Gemeinschaft www.kit.edu

1. Rule: Check the sender and the contents of every message for plausibility. 

      The sender                          for a SECUSO email

      The sender                   for a SECUSO email

2. Rule: Familiarize yourself with the location of the actual web address behind a link  
    (e.g. for PCs or laptops in the tooltip or the status bar).

3. Rule: Identify the who-area of the web address (bold and coloured). 

        

4. Rule: Check, if the who-area matches the supposed legit message...and is written 
    correctly.

    

    

  

5. Rule: If you cannot assess the who-area, collect further information, e.g. by searching 
    for the address using a search machine.

    

6. Rule: Check the file format of the attachment.

      Executable formats, e.g. .exe, .bat, .cmd  

      Files including macros, e.g. Office files like .doc, .docx, .docm.

 These documents are protected by copyright. The info posters 
are financed within the KASTEL project funded by the Federal Ministry of 
Education and Research (BMBF).  © SECUSO 13/10/2020

Identifying Fraudulent Messages incl. Phishing

      

       

      

      

     

7. Rule: If you cannot clearly validate the attachment or if you are uncertain about receiving 
    precisely this format from the sender, collect further information, e.g. by contacting the 
    sender. Never use the contact details given in the message.

Figure 3.7: Poster from the original measure.

Accordingly, the short text offers the same eight tips as the long text (see Section 3.3.4). But
with the difference that there are only one or two sentences about the basic rule. This sentence
is underpinned in each case with the same examples as in the long text. So the short text (see
Figure 3.7) is a strongly shortened and compressed form of the long text. The idea behind it is

27



3 Background

that the examples with the short explanation are sufficient to understand the phishing tricks and
to take appropriate countermeasures.

3.3.6 Interactive Example

The interactive example is also based on the long text, similar to the short text. However, a
completely different form was chosen. Similar to the video, this measure has more requirements
that must be met. For example, at least one device is needed that enables the display of the
interactive example. Compared to the video, even a mouse is needed to ensure interactivity. The
interactive example represents a new measure, which was also not accessible to the public so
far in comparison to all measures described so far. It is also the only measure where the user
interacts with the measure. Similar to the long text or short text, and unlike the video, users can
choose their own pace here. But unlike the other measures, the users themselves are active here
and receive the information directly at the point where they later have to carry out the respective
check. The interactive example consists of three pages. Two pages (page 1 and page 3) are
screenshots of e-mails. These e-mails are based on actually sent e-mails but have been modified
to represent a fictitious “explore-friends” service (see Figure 3.8). These two pages each have

Figure 3.8: First page of the interactive example.

so-called hot spots, i.e. orange dots that trigger an action when touched with the cursor. These
hot spots are located exactly where one of the eight tips starts, e.g. the sender or the link. When
the user touches these points with the mouse, the corresponding information is displayed both in
a tooltip directly at this hot spot and to the right of the e-mail, which is important for checking the
respective aspect. In the case of the sender, for example, that the sender and the content should be
checked for plausibility. When leaving the hotspot, the tooltip is hidden, but the tip on the right
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edge remains. So that by going through all the hotspots on the page, the respective tips slowly
build up similar to the order in the long text. Page 2 only shows the exact same text for rules four
to six as the leaflet on one page. Page 3 is then again a new screenshot with further hot spots on
the topic of dangerous attachments.

3.4 TORPEDO

In addition to the phishing awareness measures already described, there is a phishing tool support
called TORPEDO that has also been was developed in 2015, published in 2016 [74] and has
already been evaluated in two user studies. The first publication describes the development of a
relatively simple tooltip with extended information to an even more complex tooltip with different
representations [6]. Furthermore, the second study describes a small field study on the usability of
the phishing tool support [75]. More about the basic structure of TORPEDO in the next section.

3.4.1 General Idea

There are several basic assumptions that are made and on which the use of TORPEDO is based.
One of them is that the obvious phishing emails e.g. larger campaigns on several people are
automatically blocked by a system and do not even show up in the user’s inbox. Accordingly,
TORPEDO does not need another representation for such obvious phishing emails or links and
does not include any form of block list. The focus of TORPEDO is therefore on links that cannot
be automatically classified and must be decided by the user. Since its release, TORPEDO has not
only existed as an artifact or proof-of-concept, but is now freely accessible to all users. TORPEDO
can be used in its current form both in the web browser (1.8.1) for web email services such as
Gmail or GMX or as an extension for Thunderbird (3.2). For the study in the later section, version
1.7.1 for the Google Chrome browser was used.

TORPEDO represents an extended tooltip that is intended to help the user make a faster and
better decision regarding a URL, both in terms of content and design elements. As soon as the
user moves the mouse over a link, the tooltip is displayed. TORPEDO makes a risk assessment
based on the URL. Based on different rules, this risk is determined and the text and the display
form are adapted accordingly. For example, a green frame appears with the indication of a low
risk. More about the different risk levels later in Section 3.4.2. To better detect various phishing
tricks, further modifications are made to the domain or top-level domain. Firstly, the domain is
highlighted with bold font. This is intended to focus the user’s attention even more on this area
and to emphasize its importance. This is also intended to ensure that the overview is not lost in
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the case of particularly long subdomains. Secondly, a space is inserted between each character in
this area. For example, “arnazon.com” becomes “a r n a z o n . c o m”. This should also help
to detect such phishing tricks more easily. Since humans normally do not read words character
by character, such phishing tricks can be easily overlooked in normal cases [63, 64]. With the
inserted spaces this should be prevented or at least made more difficult.

3.4.2 Risk Levels

The current version of TORPEDO distinguishes between four different risk levels: Low Risk
(Green, see Figure 3.9), Low Risk (Blue), Unknown Risk (Gray, see Figure 3.10), Unknown Risk
with Indicator (Gray, see Figure 3.11).

The first risk level describes the case that the domain (in the future always a combination of
domain and top-level domain) appears in a list of the most visited websites. At the moment this
list is based on the Alexa list for the most visited websites with slight adjustments. The Alexa list
is now no longer updated. However, at the time of installation it provided a good basis to have at
least a certain base of websites that can be considered “safe”. Safe here not in the sense that there
can be no problems on the website, but that it is initially safe to click on this domain. This list is
static and cannot be changed by the user. In this case the tooltip gets a green frame and informs
the user in the text that the domain is trustworthy and you have a low risk to click on it.

Figure 3.9: TORPEDO’s low risk level warning.

A second low-risk level was introduced so that over time the user has to make fewer and fewer
decisions based on a very high level of uncertainty. This describes domains that were either added
manually by the user or clicked at least twice by the user. This list therefore becomes larger and
larger as the tool is used, in contrast to the first case. The users have the option to add a domain
to the list via the tooltip with a right click, as well as to expand the list for their own use via the
settings directly at the start. In this case the tooltip gets a blue frame. In addition, the user is
informed that based on previous assessments, the domain is considered low risk.

If none of the rules for the first two risk levels apply, the decision is made between two levels with
unknown risk. Which of the two levels is displayed depends on whether additional indicators are
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found. For example, TORPEDO checks if there is a mismatch between link text and link URL,
i.e. if a link text tries to suggest a URL and the link URL behind it is different. It also checks
if the domain has the form of an IP. IPs are not readable for normal users and it is usually not
known which target is hidden behind them. Both are no 100% certainty for a phishing attack, but
at least an indicator. Therefore, this level gets a gray frame, a gray warning triangle in the upper
left corner and a text that indicates to be particularly attentive and to check the URL, because
at least one indicator was found. The gray frame is intended to distinguish itself from the two
low-risk levels by its color. On the other hand it should symbolize the unfamiliarity. In the past,
stronger signal colors were used here, but they turned out to be misleading in studies [76, 77]. A
link can also be legitimate in the case of an assessment as Unknown Risk with Indicator and a
too strong signal color has led to a high false positive rate.

Figure 3.10: TORPEDO’s unknown risk warning with indicator. Note, the “unknown risk with indicator” level does not
necessarily means that it is a phishing link as shown here, a mismatch may also occur in benign emails.

If none of these indicators is found and also no entry in the lists for Low Risk, the Unknown
Risk Level is displayed. This case thus represents the most open assessment. Neither a positive
indicator was found, which speaks for a trustworthy domain. Nor was a negative indicator found,
such as an IP or a mismatch, which speaks more for a phishing domain. The assessment therefore
remains solely up to the user to decide. Accordingly, only a gray frame with an explanation is
displayed, which makes clear to the user that the risk is unknown and must be decided by him.

For both levels, “unknown risk” and “unknown risk with indicator”, clicking the link is blocked
for three seconds. This is to prevent unintentional clicking while examining the link. It is also
intended to result in no hasty gut decisions being made as a result of the deliberate interruption.
Rather, it is intended to encourage conscious decisions. These three seconds are the default state
and can also be switched on for the two low risk levels via the settings or reduced (or switched
off) or increased in terms of duration.
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Figure 3.11: TORPEDO’s unknown risk warning.

3.4.3 Tutorial

The TORPEDO intervention also includes a corresponding tutorial. This tutorial opens automat-
ically directly after the installation and explains the most important functions of TORPEDO (see
Figure 3.12 for the exemplary first two pages and Appendix A.2 for the complete tutorial.). It
explains when the TORPEDO tooltips appear and which risk levels are available. It also gives
the different risk levels and explains their meaning. At the end the settings with the possibilities
for individualization are shown. Each step is accompanied by both text and pictures.

The tutorial starts with a short introduction to the technical background of why TORPEDO is
needed. It explains that it is currently not technically possible to filter every phishing email before
it arrives in the inbox. Therefore, it is the user’s responsibility to make a decision. Accordingly,
awareness can help with the decision, e.g. the NoPhish concept. But with the ever-increasing
number of emails, there is no time for this. This is where TORPEDO helps by displaying
important information directly in a tooltip. It is explained that TORPEDO distinguishes between
different risk levels, which are described below.

The second page starts with a basic explanation of the functions of TORPEDO by focusing on the
domain with a highlight. An example of where the domain is located within a URL is shown. The
different risk levels are then presented, each with an example, before each risk level is discussed
in more detail in the following pages.

The risk levels are then described on the next six pages. On each page, an example of the
TORPEDO tooltip is shown on the left and explained in more detail on the right. The reasons
for the classification and the specifics of the risk level, e.g. link disabled for three seconds, are
explained. Two pages are used for each unknown risk level. The first page shows a phishing
example and the second page shows a legitimate example. This is to make it clear that the
unknown risk levels are not necessarily phishing. The tutorial concludes on the last page with
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the special case of short URL and redirect, which are resolved by TORPEDO. In addition, the
options available to the user are mentioned.

(a) TORPEDO’s tutorial page 1. (b) TORPEDO’s tutorial page 2.

Figure 3.12: Exemplary the first two pages of the original tutorial.

3.5 Dimensions of Study Examples

Next to the different phishing tricks that are the most important aspect of the examples used to
evaluate the effectiveness, there exist also other dimensions which lead to a complete description
of the example: 1) phishing or legitimate; 2) phishing type; 3) phishing tricks; 4) email sender;
5) interaction type; 5) environment; 6) context.

• Phishing or legitimate: The overall example being either legitimate or phishing

• Phishing type: Content (self-made or cloned), Sender, URL, attachment

• Phishing trick: see Section 3.1

• Email sender: Organization or person (known or unknown)

• Interaction type: static screenshot, interactive screenshot, actual inbox, simulated phishing
to own inbox

• Environment: OS (Windows, macOS, Linux, iOS, Android etc.), Client (Thunderbird,
Mail, Outlook, etc.), URL display (Statusbar and/or Tooltip)
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The first dimension is the categorization of the example either being legitimate or phishing. Some
dimensions recreate the way phishers create their messages e.g. what aspects they can manipulate.
The phisher can create the content of the message from scratch e.g. when impersonating an
message from a known person rather than from an organization, or he can also clone an existing
message from an organization and change the original link to his own URL or change the
attachment. The phisher can also spoof the sender so that for the normal user the message looks
like it was send from the impersonate person (known or unknown to the user) or organization.
There are also some more general dimensions to describe an example e.g. the design of the
environment the email seems to be from or the way the participant can interact with the email
during the study. The environment can have various different characteristics such as different OS
and for those OSs different clients. Also within a study there is the option to have a variety of
characteristics inmixing different OSs, Clients andURL display or staywith a simple combination
of such characteristics, e.g., windows examples in the Thunderbird client with a status bar. Lastly
studies can have different possibilities for the interaction with such examples during the study,
e.g., static screenshots that display a specific status and no interaction is possible. An other
alternative is the possibility to use static screenshot and add interactive elements such as hover
events for showing to URL similar to an email client. Also one could give participants access to
an actual email inbox or send emails as part of a phishing campaign to their own inbox.

In the later parts of this thesis every study methodology describe with which characteristics every
dimension was used.

3.6 Signal Detection Theory

In the past, studies have already evaluated the effectiveness of measures and for this purpose,
the rate of correct answers for phishing examples was often used [53, 61, 6]. However, this
only considers a part of the messages to be evaluated that come into consideration in the phishing
context. In reality, there is the confrontation with both phishingmessages and legitimate messages
and the right decision must be made for each.

Depending on the definition of the target, i.e. whether phishingmessages were recognized as phish
or legitimatemessages as legitimate, a different four-fieldmatrix results for the decision. Assuming
that the target is to correctly identify phishing as such , there are four possible assessments of the
decision (see also Figure 3.13): 1) The decision is phishing and the example is a phish equals a
“Hit”; 2) The decision is phishing and the example is legitimate equals a “False Alarm”; 3) The
decision is made in favor of legitimate and the example is legitimate equals a “Correct Rejection”;
4) The decision is legitimate and the example is phishing equals a “Miss”.
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Figure 3.13: Overview of the combination of the dimensions decision and signal in a 4x4 fields matrix.

As soon as only phishing examples are used to evaluate a measure and a decision is asked for, only
the hit or miss rate can be considered. There is a risk that a measure that generates excessive fear
leads to an increased hit rate, but the false alarm rate, which is likely to increase at the same time,
is not taken into account. In reality, an increased hit rate is desirable. Nevertheless, the question
arises as to whether an increased false alarm rate undermines the measure for future use and may
even have more negative effects in the long term. After an increased number of false alarms, users
could lose confidence in the measure and no longer follow also meaningful behavioral cues in the
future. Such a loss of trust would then require further measures.

The Signal Detection Theory [78] involves all four types of decision. It has also been shown to
be helpful in the past in individual studies in the context of phishing: Some used it to evaluate a
phishing game with pre-test and post-test evaluation [3], differences between simple comic and
more complex games [79] or visual discrimination training [80]. Additionally, it has also often
been used in the context of modeling human behavior such as finding the most vulnerable users
[81], modeling security behavior [82, 83] or comparing different forms of it [84]. Besides, the
theory has also been applied to check for other factors influencing the decisions like individual
or cultural differences [85], confidence [86], task-level variables [87] or conscientiousness [88].
Furthermore, aspects of the email such as authority, scarcity and social proof have been examined
for their influence on the decisions [89].

In particular, it reduces the four types of decision to two separate values: the sensitivity (d′) and
the criterion (C). The sensitivity describes the ability to distinguish between the signal (in this
context = phishing) and the noise (in this context = legitimate). The greater the sensitivity, the
greater this discriminative ability. It is, so to speak, a combination of the hit and the correct
rejection rate. The criterion describes the general tendency of all decisions either in the direction
of signal or noise. A “perfect” decision would be according to the criterion = 0. It would have
neither the tendency to make a decision in the direction of phishing or legitimate. Therefore,
there is neither a tendentially increased miss rate nor an increased false alarm rate.

The following section describes how the two values relevant to this thesis, sensitivity and criterion,
are calculated. First, the theoretical basis and formula for the calculation is described, and
afterwards, it is exemplified how the calculation is carried out.
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3 Background

First, the literature describes the following formula for calculating the sensitivity.

d′ = z(Hit)− z(FA)

“Hit” describes the ratio of correctly recognized phishing examples to the total number of phishing
examples. Accordingly, the number ranges between 0 and 1.0, where 0 means that no phishing
example was recognized and 1.0 means that all phishing examples were recognized as such. “FA”
stands for false alarm and describes the number of falsely categorized legitimate examples as
phish by the total number of legitimate examples. This value also ranges from 0 to 1.0.

Due to the z-transformation of the values the exact boundaries depend on the amount of signals
and noise used for the study. In this thesis, the boundaries of the respective study are reported in
the corresponding study design part. In general, a sensitivity of 0 describes a neutral sensitivity
and would correspond to the guessing probability of 50% correct answers. At the threshold values
in the range of 100% of correctly recognized phishing examples and 100% of correctly recognized
legitimate examples, it then becomes very steep so that the number of examples strongly influences
the final value for d′. An example for 90% correct answers for both, hit rate and correct rejection
rate, is a value of d′ = 2.563, and for 95% correct answers, a value of d′ = 3.29.

Both the “Hit” value and the “FA” value are also relevant for calculating the criterion. The formula
for the criterion is as follows:

C = −z(Hit) + z(FA)
2

The calculations in this thesis are based on the r package “psycho” [90], which contains all
necessary values such as sensitivity (d′) and the criterion (C).

Signal detection theory encompasses two key values: sensitivity and criterion. This thesis primar-
ily focuses on the ability to distinguish between phishing and legitimate messages (sensitivity).
Consequently, all hypotheses in the subsequent chapters related to the signal detection theory are
based on the sensitivity. The objective of interventions is to enhance sensitivity. However, it is
also important to examine how the decision-making process evolves: if an intervention improves
the phishing detection rate but at the same time increases the false alarm rate, then only the
overall alertness has been increased. Therefore, in addition to the general ability to discrimi-
nate (sensitivity), the criterion should provide important information about the decision-making
tendency. With regard to the criterion, usually, no hypotheses are formulated due to the lack
of clarity in prior experiences. Nevertheless, statistical significance testing is used to enable
detecting a significant increase of alertness. Depending on the direction and extensiveness of
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the significant development of the criterion, the significant improvement of the sensitivity needs
further discussion.
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4 Part I: Long-term Effects of
Phishing Awareness Measures

Knowledge transfer is not a one-off event [25]. It is based on a continuous retrieving process
which is subject to forgetting. Consequently, the retention of any acquired knowledge depends
on appropriate refresher measures. Furthermore, the particular effectiveness and efficiency of a
refresher itself depends on timing. In this sense, the measures should ideally be implemented
at a point in time before significant forgetting sets in. In the field of phishing prevention,
successful initial transfer of awareness is therefore only one step in the learning process, which
must be followed by a second step in order to retain the awareness in the longer term. Thus,
the fundamental question is, when have the participants in a phishing awareness measure lost so
much awareness that they are no longer significantly better than before the measure?

To date, there is very limited research on the long-term effect of phishing awareness measures
and there is no research on refreshment measures. Jensen et al. [29] evaluated two different
phishing awareness measures (rule-based and mindfulness training) with significant results for
phishing detection ten days later. Kumaraguru et al. [31] analyzed the effect of a phishing
awareness measure (two short messages) and found significant results for a period of under a
month. Similar research was conducted by Nguyen et al. [32] for two phishing awareness
measures (rule-based and mindfulness training) crossed with overlearning with significant results
for mindfulness training after two months. Canova et al. [33] studied another phishing awareness
measure (game) and found significant more correct answers five months after playing the game.

Part I of this thesis contributes to the field of research about long-term effects of phishing awareness
measures by evaluating different type of measures: video, e-learning, workshop, long text (see
Section 3.3.4), short text (see Section 3.3.5), and interactive email example, in different settings
(private context, university, and organization), with different types of study designs (between-
and within-subject), while always using the signal detection theory (sensitivity and criterion) to
measure participants awareness. While both are important and described in the research question
and hypotheses sections, the hypotheses are focused on sensitivity. Sensitivity should be explicitly
mentioned here, as it enables the precise measurement of improvements in capability. While the
criterion from Signal Detection Theory also represents an important measure and should thus be
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4 Part I: Long-term Effects of Phishing Awareness Measures

described descriptively in addition. As previously mentioned (see Section 3.6), in the area of the
criterion, several aspects are crucial for describing positive development, e.g., the criterion of the
groups being compared, as well as the absolute position of the assessed criterion in comparison to
neutrality, which is at zero. Besides the difficulty of categorizing the development of the criterion,
both measures are interrelated, and a significantly improved sensitivity represents a notably more
important development.

The chapter is structured into three sections each on a specific study. Every study section includes
the research questions of the study, the study methodology (study design and study material), the
study results and study specific limitations. In the first study, a video is evaluated, the second
study focuses on an e-learning and the third study tests a workshop together with the video, a long
text, a short text and an interactive email example as refreshment measures. At the end of the
chapter, there is a joint discussion of all results. At this point, the results of the overall research
questions are summarized and discussed in context. In addition to the subsections of the studies
with their limitations, there is a final section with limitations that apply to all three studies.
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4.1 Video

Contributions described in this chapter:

• Even a very brief measure (e.g, an anti-phishing awareness video of five
minutes) significantly improved users’ ability to distinguish between fraud-
ulent and legitimate messages (called user sensitivity) for a two-month pe-
riod [6].

• A more extensive and interactive measure (e.g., an anti-phishing aware-
ness e-learning), which included exercises and lasted around two hours,
significantly improved user sensitivity over a period of at least five months
[7].

• An anti-phishing workshop with the train-the-trainer approach also includ-
ing exercises with a duration of around three to four hours significantly im-
proved user sensitivity for a period of around four months [8].

• When user sensitivity is no longer significantly improved (i.e., from six
months onward and sometimes before), the refresher measures of video,
long text and interactive email example again achieved significant improve-
ments. Furthermore, these three refresher measures achieved significant
long-term effects for a further six months, helping to improve awareness
over twelve months [8].

• In two out of three of the studies, the lowest correct answer values are
measured for the phishing trick “Small Deviations in the Domain” (e.g., luft
thansa.com). Therefore, the most important focus for future anti-phishing
interventions should be on this difficult-to-identify phishing trick.

4.1 Video

To address problem of phishing, various forms of measures have been developed to train users in
awareness and to support them in building effective protection together with technical tools. For
example, apps or even longer texts or entire training courses were developed to provide effective
support in varying degrees of detail. These have also proven to be effective by significantly
improving phishing detection. However, these measures often took between half an hour and a
whole hour. This carries the risk that both companies and organizations will refrain from using
them due to the time required, and also that normal users will be discouraged. In addition, the
measures were often visually unappealing forms of awareness transfer or at least very static forms
without moving elements that can attract attention.
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4 Part I: Long-term Effects of Phishing Awareness Measures

The main advantage of videos in the context of phishing is that they can be comparatively short,
as the information is presented not only as text, but also as a visual cue. In practice, this means
that organizations save a lot of time. The question is whether a short video is just as effective as
longer or more extensive measures and how long the effect can be expected to last. Previously, a
study that evaluated a game found significant improvements for the overall detection rate after five
months. The game took the participants 30 minutes in the study to complete and therefore around
six times the duration of the video from Section 3.3.1. Additionally, as other studies with shorter
measures [31] found significant results after around a month . As the video is more comparable
in length to the shorter measures, the decision was made to go for the conservative approach with
a less extensive long-term measurement of eight weeks.

For this reason, the video (see Section 3.3.1) was examined for its effectiveness with a sample
of 89 participants. Particular attention was paid not only to short-term effectiveness, but also
to whether the video could contribute to significant improvement over a longer period of time.
As part of this, participants were assessed on their ability to distinguish between phishing and
legitimate messages before watching the video, after watching the video, and eight weeks later.
First, the general effectiveness and a long-term but not to distant retention period should be tested
before moving on to more extended retention periods. The results showed that watching the
video both immediately afterwards and eight weeks later led to significantly higher sensitivity.
Suggestions were also made as to which particular phishing tricks should be repeated or refreshed
after the eight-weeks.

Parts of the results described in this chapter have been published in:

• Volkamer, M., Renaud, K., Reinheimer, B., Rack, P., Ghiglieri, M., Mayer, P.,
Kunz, A. and Gerber, N. (2018). Developing and evaluating a five minute
phishing awareness video. In Trust, Privacy and Security in Digital Busi-
ness: 15th International Conference, TrustBus 2018, Regensburg, Ger-
many, September 5–6, 2018, Proceedings 15 (pp. 119-134). Springer
International Publishing.

4.1.1 Research Questions and Hypotheses

In the following, the concrete research questions and the related hypotheses are presented. The
general idea is to learn more about the effectiveness of the sensitivity (d′) for the video directly
after the measure and in the long-term, as well as to get differentiated findings with regard to the
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effectiveness of the specific phishing tricks. The question now is whether such a short and passive
measure as the video over eight weeks can also significantly improve sensitivity. Also, due to the
time limit of the video, all phishing tricks were explained, but in a relatively short scope. This
condensed presentation could lead to differences in the phishing trick results over a longer period
of time. Based on these open questions, the first research question is formulated:

RQ1: Is there a long-term effect of the video as a phishing awareness measure?

Before a long-term effect can be measured it should be made clear that the measure itself provides
an improvement in the pre-post comparison. Otherwise, a long-term measurement would not
calculate any effects that should be associated with the measure. This leads to the following two
hypotheses, whereby the fulfillment of the first hypothesis is a prerequisite for testing the second
main hypothesis:

H1: Participants show significantly higher sensitivity immediately after video compared to the
pre-test.

H2: Participants show significantly higher sensitivity eight weeks after the video compared to the
pre-test.

In addition to this significant effectiveness in increasing sensitivity, there is also the question of
whether the measure has a different effect on different phishing tricks over time. Previous research
on a game [33] found that some phishing tricks like “Non-brand related Domain + Brand Outside”
remained at the same level, while others such as “Small Deviations in the Domain” decreased
over time. Now, it would be interesting to know whether these trends are similar or different for
the shorter time period and the video as a more passive and compressed measure.

RQ2: Does the long-term effect of the video as a phishing awareness measure differ for specific
phishing tricks?

4.1.2 Methodology

This section describes the procedure for evaluating the above research questions and hypothe-
ses. First, the study design and the procedure of the study with the individual phases (see
Section 4.1.2.1) are described in detail. Particular attention is paid to the material used to evaluate
the sensitivity (see Section 4.1.2.2). For this purpose, a kind of quiz was used, in which the par-
ticipants had to answer the question whether an example is phishing and legitimate. It is explained
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4 Part I: Long-term Effects of Phishing Awareness Measures

how the structure of each example looks like and which phishing tricks respectively manipulation
strategies were used. Afterwards, the sample of the study and the ethical considerations are
explained (see Section 4.1.2.3).

4.1.2.1 Study Design

The study was conducted using a repeated measures design. This involved repeated surveys of
all participants at three fixed measurement points in time. The survey took the form of an online
experiment on the Sosci Survey platform. All participants were surveyed before watching the
video, immediately after the video, and a third time after eight weeks. Accordingly, there were
two survey dates, with the pre-measurement, the intervention and the post-measurement taking
place at one point in time and the retention measurement taking place at a second point in time
after eight weeks (see Figure 4.1). Thus, the structure of the first phase was as follows for the
study design):

First, participants were educated about the study procedure. Subsequently, the participants
received an introduction to the scenario. The goal here was to ensure that the participants did not
directly reject examples, e.g., from providers they did not use themselves, as phishing based on
their own experience. Therefore, participants were given the following text:

“To determine how well you can recognize fraudulent messages, the following are
16 examples with a messages in different contexts. Knowing that you may not
know or use all senders, service providers, operating systems and programs, we
present received messages for different senders, service providers, operating systems
and programs. In order to better evaluate the senders, service providers, operating
systems and programs to which you have no connection in reality, please assume in
the following that...

You are Martin Müller. Your email address is martin.mueller.77@web.de
Jonas Schmidt is your colleague. His email address is jonas.schmidt.77@web.de
You are using all services used in this questionnaire.

Readability and enlargement of the images:
You can use the keyboard shortcuts on your keyboard to resize the images. You can
use “Ctrl/cmd” + “+” to enlarge any web page and “Ctrl/cmd“ + “-” to reduce it. You
can also use the “Ctrl/Ctrl/cmd” key and the mouse wheel to change the display size.

To start now with the quiz, please click on next” [6]
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4.1 Video

Figure 4.1: Study design for the three time points (pre, post, and retention).

The scenario was followed by 16 example messages (see Section 4.1.2.2 for more details about
the examples). One example was displayed per page. The examples were presented in a separate
randomorder for each participant. On the page the questionwas asked: Is thismessage fraudulent?
This was accompanied by the choices “Fraudulent” and “Not Fraudulent”. Fraudulent wouldmean
a classification as phishing.

Afterwards, participants had to create a subject code. This is called personal coding and had the
purpose to ensure a pseudo-anonym assignment of the data between the measurement times. The
code was generated from data that only the participant knows and that should not change during
the study, e.g., the first letters of the parents or parts of their birth data. Finally, participants were
asked to provide an email address if they wished to be invited for the second phase. This email
address was stored separately from the study data using a special feature of Sosci Survey, so there
was no possibility of linkage.
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4 Part I: Long-term Effects of Phishing Awareness Measures

For the retention phase participants received again the scenario with a detailed task description
to refresh their knowledge about what they are supposed to do. Then the same 16 examples
as in both the other phases were displayed again. As before every example was displayed on a
single page with no option to move back and forth between the examples. To connect all the
data between the two phases again the same method to create a subject code was presented and
participants had to follow the guidelines.

4.1.2.2 Study Material

This subsection deals with the study material used to measure the sensitivity in the pre-test, post-
test and the two month retention-test. For testing the sensitivity, screenshots of emails were used.
These examples are based on messages that were sent in exactly this form by the used organization
(like Lufthansa) or real existing persons (changed to Jonas Schmidt). The organizations used
represent well-known organizations that are familiar to most people in Germany like Google,
Vodafone, 1und1 or Bahn. Even if people are not familiar with the specific example they should
be familiar with the topic or organization and not reject the example due to the unfamiliarity. The
language of the emails was German.

For all messages, the content, the sender and the form were plausible, so that these factors do
not act as confounding variables that make a message appear to be phishing. Accordingly, the
assessment of whether a message is phishing or legitimate should only be made on the basis of the
manipulated factor (URL). Half of the examples (n = 8)were legitimate examples and the other half
were phishing. No information was provided about this distribution to the participants. Examples
were collected through various channels from both organizations and private individuals.

All images of the emails were static i.e. there was no way to interact with the example screenshots.
The mouse was already placed over the respective link in the images, so the URL of the link was
already visible. Depending on the software displayed, the URL was either visible in the tooltip
(for the Outlook examples) or in the status bar (for the web browser or Thunderbird examples).
The display as status bar or tooltip was also evenly distributed across the phishing or legitimate
examples. The phishing examples were intended to cover all of the tips from the video. For
more information about the actual URLs used or how the URL was presented, the subject and the
sender, see Table 4.1 for the phishing examples and Table 4.2 for the legitimate ones. One email is
representing the phishing trick “Non-Brand related Domain”with an IP in the domain. Two emails
fall in the category of “Non-brand related Domain + Brand Outside” with one being a subdomain
trick (google.com.best-photos.com) and one with a path trick (zehrukol.com/ebay.com).
A total of two emails represent the “Small Deviations in the Domain” with one using a similar
letter combination and one a single typo in the domain. Three emails represent “Special Link
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4.1 Video

Manipulation” with all of them using a mismatch between the link text (looking like a legit URL)
and the actual link URL. One example is simpler being a random URL for the actual URL, but
the other two even used additionally the “Small Deviations in the Domain” trick so that both had
a letter swapped compared to the actual legitimate domain.

4.1.2.3 Recruitment & Ethical / Data Protection Considerations

Participants in the study were recruited through a snowball system using various channels such
as social networks, online platforms, leaflets, and personal invitations. There was no monetary
compensation for the participants, rather they were told that they would receive idle compensation
by gaining awareness in dealing with phishing.

The ethical requirements followed the guidelines of the Technical University of Darmstadt and its
ethics committee. This includes that all data is stored independent of specific data of the person.
The stored email addresses were used exclusively for the purpose of contacting participants for
retention and were subsequently deleted. In addition, the data were stored in a separate database
independent of the actual study data. This was done via an integrated function of the Sosci Survey
study platform [91]. Participants’ data could be linked solely by the subject code they generated
and entered for each study time point. This was done at the risk of data being unassigned and
therefore discarded in the event of errors in generation. In the end, however, it represented the
best balance for preserving pseudonymity in combination with the study’s interest in linking the
data.

4.1.3 Results

Overall, the sample was n=89, but those that took part in the phase 2 eight weeks later consisted
of 22 participants. Of these, 12 were female and 10 male, and the mean age was 38.09 years
with a standard deviation of 12.72. The minimum age was 20 years, the maximum 61 years.
Additionally, 10 had a university degree, 5 had an a-level qualification, and 7 had some other form
of education.

The following section reports the results in terms of the detection rate of phishing and legitimate
for pre and post as well as in the reduced retention sample. Before moving to the sections with the
hypothesis tests, the descriptive statistics of the average detection rates for phishing, legitimate
and all examples as well as sensitivity and criterion for all three tests are reported (see Table 4.3)
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4 Part I: Long-term Effects of Phishing Awareness Measures

Table 4.3: Overview of the average rates for all three points in time in% for the correct answers for phishing and legitimate
examples as well as overall. Also adding the values for the signal detection theory.

Example Type Pre Post Retention

Phishing 42.6 86.9 81.3
Legitimate 75.0 88.1 83.0
Overall 58.8 87.5 82.15
Values Signal Detection Theory

Sensitivity 0.56 2.23 1.83
Criterion 0.43 0.03 0.05

To test the hypotheses H1 and H2 repeated measures ANOVAs were calculated that analyzed the
3 time points or pre-, post-, and retention-test. Two different repeated measures ANOVAs were
conducted to evaluate sensitivity and criterion.

4.1.3.1 RQ1 - Long-term Effect

To ensure the comparability of the studies, a value had to be used that was consistent across
all studies. Here, the values of the Signal Detection Theory should be taken since they best
describe the ability to distinguish between legitimate and phishing examples, as described in
Section 3.6. As the original study did not include Signal Detection Theory values, these values
were recalculated as part of the thesis. The original data was taken for this purpose. In addition,
the same data-cleaning procedure was used in the study.

A repeated measures ANOVA was used to compare the sample related to the sensitivity and
criterion. Sensitivity was statistically significantly different at the three measurement times,
F(2,54) = 23.385, p < .0001, eta2g = .464. Following the specifications of Cohen [92] (.01 >
small effect, .06 > medium effect and .14 >= large effect), η2 = .464 is a large effect.

The post-hoc tests with Bonferroni correction showed that both the post-test groups (p < .0001)
and the retention test (p < .0001) differed significantly in sensitivity from the pre-test group.

The post-hoc tests with Bonferroni correction showed that both the post-test (p < .0001) and the
retention-test (p < .0001) differed significantly in sensitivity from the pre-test (see Figure 4.2
for a boxplot of the post-hoc tests). In contrast, post-test and retention-test did not significantly
different from each other (p = .109). The descriptive statistics show that the sensitivity was
initially low (d′ = .559). The sensitivity increased for the post-test (d′ = 2.23) and decreased
slightly over the two months until the retention time (d′ = 1.83).
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4.1 Video

Figure 4.2: Boxplot for sensitivity for all three points in time. The mean sensitivity for the sample is on the right side
of the boxplots. "*" marking those post-hoc comparison that were significant and "n.s." those that were not
significant.

The repeated measures ANOVA for the criterion was statistically significantly different across
the three measurement time points, F(2,54) = 8.22, p = .0008, eta2g = .233. Following the
specifications of Cohen [92] (.01 > small effect, .06 > medium effect and .14 >= large effect), η2

= .233 is a large effect.

The post-hoc tests with Bonferroni correction showed that both the post-test (p = .007) and the
retention-test (p = .016) differed significantly for the criterion from the pre-test. Furthermore,
post-test and retention-test did not significantly differ (p = 1). Based on the descriptive statistics,
it can be seen that there was initially a high criterion (C = .43) that decreased to the post-test (C
= .029) and then only slightly increased two months later at the the retention-test (C = 0.05).

4.1.3.2 RQ2 - Phishing Tricks

This section starts looking at the individual examples, both phishing and legitimate. For this
purpose, the average of the correct answers of all participants is considered. The detailed listing
with mean and standard deviation for phishing URLs can be seen in Table 4.5 and the similar
listing for legitimate URLs in Table 4.6.

Phishing Tricks When looking at the phishing tricks (see Table 4.4), it becomes clear that none
of the phishing tricks were easy to recognize at pre-test before the intervention. Initially, all tricks
were even below 50% correct answers with “Special Link Manipulation” (36.36%) the lowest,
followed by “Non-brand related Domain” (40.91%). The two tricks “Non-brand related Domain
+ Brand Outside” and “Small Deviations in the Domain” performed the best, but still at guess
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4 Part I: Long-term Effects of Phishing Awareness Measures

Table 4.4: Detection rate in % for phishing tricks for the two phases.

Phishing Trick Pre Post Retention
(eight
weeks)

Non-brand related Domain 40.91 95.45 81.82
Non-brand related Domain + Brand Outside 47.73 81.82 68.18
Small Deviations in the Domain 47.73 95.45 90.91
Special Link Manipulation 36.36 81.82 83.33

probability with 47.73% each. Immediately after the video, the order shifts. All phishing tricks
were now recognized much better with values above 80%. Non-brand related Domain + Brand
Outside and Special Link Manipulation each achieve 81.82%. Non-brand related domain” and
“Small Deviations in the Domain” performed even better with 95.45% each. Over the next eight
weeks, the values for three of the four phishing tricks had fallen again. “Non-brand relatedDomain
+ Brand Outside” then only achieved a value of 68.18% and thus brought up the rear. “Special
Link Manipulation” remained relatively constant and still reached 83.33%, while “Non-Brand
related Domain” lost almost 15% and only reaches 81.82%. ‘Small Deviations in the Domain”
then achieved the best value with slight losses at 90.91%.

Phishing Examples Looking at the Table 4.5, it is noticeable that before watching the video, P6
performed the worst with a value of 22.73% way below the guessing rate. P2 and P8 did not fare
much better with 36.36% and P1 and P4 with 40.91%. The example P7 was right on the spot
of the guessing rate with 50%, while two examples were slightly above (P5 with 54.55% and P3
with 59.09%).

Basically, it can be stated that for all examples the number of correct answers increased from the
pre-test to the post-test. But the examples benefited differently. Furthermore, the order of the best
recognized examples changed slightly. P3 moved from first to last place with only 68% correct
answers, while P8 remained on the second to last place with 72.73% (even though improving by
36.36%). Except for P6 with 81.82% all other examples achieved a score of 90% (P7) or even
above 95% (P2, P1, P4 and P5). So except for P3, all other examples improved around 36.36%
(P8) to even 59.09% from pre-test to post-test.

Comparing the post-test and retention-test, some anomalies can also be seen. While some
examples showed only a very small change, e.g. P4, P7 and P5 with -4.55%, the number of
correct answers for other examples decreased much more, e.g. P2, P1 and P3 with -13.64%. Two
examples even slightly improved their score with 4.55% more correct answers (P6 and P8). P3
moved back to it’s previous level and even slightly below with only 54.55% and way below all
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Table 4.5: Detection rate in % for individual phishing URLs for the two phases.

Name Phishing Trick Pre Post Retention
(eight
weeks)

P1 Non-Brand related Domain 40.91 95.45 81.82
P2 Non-brand related Domain + Brand Outside 36.36 95.45 81.82
P3 Non-brand related Domain + Brand Outside 59.09 68.18 54.55
P4 Small Deviations in the Domain 40.91 95.45 90.91
P5 Small Deviations in the Domain 54.55 95.45 90.91
P6 Special Link Manipulation 22.73 81.82 86.36
P7 Special Link Manipulation 50.00 90.91 86.36
P8 Special Link Manipulation 36.36 72.73 77.27

the other examples. Two examples still achieved a score of 90.91% (P4 and P5), two a score of
86.36% (P6 and P7) and two a score of 81.82% (P2 and P1).

Legitimate Examples For the legitimate examples (see Table 4.6) there are also differences
between the examples for the number of correct answers. In the pre-test, the example L6 achieved
the worst value with 50%, followed by the examples L1 with 54.55% and L7 with 54.55%. In
contrast, the example L4 already reached a value of 100%. Two other examples, L3 and L5,
achieved already scores of 90.91%. While the other two examples achieved mediocre scores: L2
with 77.27% and L8 with 81.81%.

In the comparison between pre-test and post-test, it is noticeable that the top spot continued to be
taken by L4 with 100% - closely followed by L8 and L3 with 95.45%. Now the worst example
was L2 with still 77.27% correct answers. Three examples improved massively with over 30%
more correct answers: L1 with 86.36%, L6 with 81.82%, and L7 with 86.36%. The L5 example
even deteriorated slightly with -9.09%. While the legitimate examples performed way better in
the pre-test compared to the phishing exampels (42,6% to 75%), this gap has now almost evened
out with phishing = 86.93% and legitimate = 88.07%.

Comparing post-test to retention-test, a mixed picture for the changes emerged similar to the
phishing examples. Examples like L7 showed no change. Other examples even increased slightly
like L2 with +4.55%. However, most examples decreased. Two examples in particular stand out
here, losing over 10%. L6 lost 22.73% in correct answers and L8 lost even 13.64%. Thus, L6 lost
over 66% of the number of correct answers previously gained by watching the video and again
represented the worst example with only 59.09%. It was also interesting that L5 achieved a worse
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4 Part I: Long-term Effects of Phishing Awareness Measures

Table 4.6: Detection rate in % for individual legitimate URLs for the two phases. In contrast to the phishing examples,
there is no phishing trick included in the legitimate examples, so the column is not present.

Name Pre Post Retention
(eight
weeks)

L1 54.55 86.36 81.82
L2 77.27 77.27 81.82
L3 90.91 95.45 95.45
L4 100 100 100
L5 90.91 81.82 77.27
L6 50.00 81.82 59.09
L7 54.55 86.36 86.36
L8 81.82 95.45 81.82

value than in the pre-test with only 77.27% correct answers. Two examples still achieved a score
over 95% with L4 (100%) and L3 (95.45%). While most others remained around 80% of correct
answers, ranging from 77.27% (L5) to 86.36% (L7).

4.2 E-Learning

In the past, many phishing awareness measures were passive or conditionally interactive learning.
For example, videos were shown or content was conveyed in text form. However, the user receives
less feedback about his or her own level of awareness and performance. There are also fewer
opportunities to apply what they have learned directly and thus deepen their awareness. Therefore,
an e-learning was developed, which is based on the findings of the NoPhish concept. The training
was adapted to the university environment for a study. Important components of the training
are sections with detailed information on possible facets in the area of phishing in combination
with small tasks after each section, which are intended to deepen and test what has just been
learned. This also gives users the opportunity for self-reflection on their own level of learning.
Each exercise had to be successfully completed before moving on to the next section.

The overarching goal of this section is therefore to test whether such extensive training can
effectively increase the ability to distinguish between legitimate and phishing messages over an
even longer period of time compared to a very short measure such as a video and similar to
those of the NoPhish Android game [33]. To this end, the e-learning was evaluated in an online
study with participants from the university environment. Participants had to complete a test at
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three measurement points (pre-test, post-test, and retention-test). The pre-test had to be completed
immediately before taking the e-learning and the post-test immediately after taking the e-learning.
The retention-test then took place after five-months. The results of the study can be summarized
as follows: 1) the training significantly increased the ability to distinguish between phish and
legitimate messages in the pre-post comparison (prerequisite for longer-term observation) and 2)
even after an interval of five months there is still a significantly better ability compared to the
pre-test.

Parts of the results described in this chapter have been published in:

• Berens, B., Dimitrova, K., Mossano, M., & Volkamer, M. (2022). Phishing
awareness and education-When to best remind?. In Workshop on Usable
Security and Privacy (USEC).

4.2.1 Research Questions and Hypotheses

In the following, the concrete research questions and the related hypotheses is described. The
general idea is to evaluate the effectiveness in terms of the sensitivity for the e-learning directly
after the measure and in the long-term as well as to analyze the different effects for the specific
phishing tricks. In previous research already the game that was based on NoPhish concept got
a significant better phishing detection after five months. In Study 1 (see Section 3.3.1), a way
shorter measure also achieved significant better results for sensitivity around eight weeks after
the measure.

The question now is whether, especially with regard to sensitivity, a longer measure such as the
e-learning over a period of five months can also achieve a significant improvement for sensitivity.
Also, compared to study 1, more different examples should be used to cover an even wider range of
manifestations for the phishing tricks. Based on these open questions, the first research question
is:

RQ1: Is there a long-term effect of the e-learning as a phishing awareness measure?

This leads to the following hypothesis or prerequisite:

H1: Participants show significantly higher sensitivity immediately after e-learning compared to
the pre-test.
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4 Part I: Long-term Effects of Phishing Awareness Measures

Without this prerequisite, it is not meaningful to conduct a long-term evaluation. If there is no
significant improvement directly after the e-learning, long-term effects (should they be measured)
must necessarily be due to other external factors. Subsequently, the following main hypothesis
needs to be tested:

H2: Participants show significantly higher sensitivity five months after the e-learning compared
to the pre-test.

In addition to this basic effectiveness in increasing sensitivity, there is also the question of whether
the measure has a different effect on the different phishing tricks over time. Already after eight
weeks of the video measure (see Section 4.1.3.2) different increases and decreases have been
observed. It would now be interesting to know whether these trends for the various phishing
tricks are repeated in another measure and whether they continue, level off or intensify over a
longer period of time. So the second research question is as following:

RQ2: Does the long-term effect of the e-learning as a phishing awareness measure differ for
specific phishing tricks?

4.2.2 Methodology

This subsection describes the procedure for evaluating the above hypotheses. The focus is initially
on the procedure of the study. The study design is divided into different phases and the content
of each phase is described. Subsequently, the materials used for the evaluation of the sensitivity
is described in detail (see Section 4.2.2.2). In there, the focus is on the creation of the email
screenshots for the three tests. Finally, the ethical and privacy considerations that were necessary
for the study were discussed (see Section 4.2.2.3).

4.2.2.1 Study Design

The study took the form of a repeated measures design. Also due to the restrictions imposed by
the COVID-19 pandemic, an online study was chosen. Participants were contacted by email and
received links to participate.

The study is roughly divided into two phases. The first phase consists of the invitation email
with a lot of important information about the e-learning and duration of the study, as well as
instructions on how to proceed if they agree to participate. The email also contained the link for
the pre-test. After clicking on the pre-test link, participants were directed to the Sosci Survey
platform. This platform was used for all three tests. Only the e-learning took place on another
platform, the university’s ILIAS system. On the first page of the pre-test, participants were again
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given a consent form explaining the procedure and other important aspects of the study (for the
full study design see Figure 4.3). Next, participants were asked to generate a subject code (more
on the subject code in Section 4.2.2.3).

Figure 4.3: Study design for the three time points (pre, post and retention).

“Dear participants, since we want to anonymously assign your questionnaire, it is important that
you generate your personal code. Because only this way your questionnaires can be assigned to
each other without anyone being able to find out who filled out these questionnaires. So it is
important that you still know the same code when you are asked next time. For this reason, we
have formulated the following questions to help you remember your personal combination. Please
name the first and last letter of your mother’s first name (e.g. Anne = AE) Please name the first
and last letter of your father’s first name (e.g. Thorsten = TN) Please name the first and last letter
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4 Part I: Long-term Effects of Phishing Awareness Measures

of your first name (e.g. Hannah = HH) Please name your mother’s birthday (e.g. July 17, 1950 =
17)” [7]

This was followed by the description of the scenario. The scenario was necessary so that the
examples or more precisely their organization would not be classified as phishing due to lack of
familiarity or personal preference. This should ensure that all participants have at least a roughly
similar understanding of how to evaluate the examples and do not use factors other than the
desired ones for evaluation. The scenario was as follows:

“To determine how well you can distinguish messages with dangerous content from
real messages, the following are examples withmessages in different contexts. Know-
ing that you do not know or use all senders, service providers, operating systems and
programs, we present received messages for different senders, service providers,
operating systems and programs. In order not to directly declare implausible the
senders, service providers, operating systems and programs to which you have no
connection in reality, please assume in the following that... you are Martin Müller.
you speak the languages German and English. your work colleague is Jonas Schmidt.
you use all services that are used in this questionnaire. you use the different operating
systems (e.g. Microsoft Windows, Apple OSX, Google Android, Apple iOS) and
applications (Thunderbird, Apple Mail, Google Mobile Mail, GMX Mobil Client)
used in this questionnaire.”

After the baseline scenario had been presented, the participantswere shown a series of screenshots.
These screenshots showed an email from an organization. The order of the screenshots was
completely random for each participant. More details on the structure, the process of creating
the screenshots, and an example can be found in Section 4.2.2.2. Each screenshot was shown
one at a time on a single page. Participants then had the task of deciding whether the screenshot
showed a phishing or a legitimate email. In total, participants saw 34 different screenshots. The
participants did not have the opportunity to change their decision after they had made a decision
and moved on to the next screenshot. After all decisions were made, participants were given an
access code for the e-learning. The code was sent to the investigators and intended to ensure
that only participants who actually completed the pre-test would continue to participate in the
study. In doing so, participants were kept unaware that the code was the same for all study
participants. This was to ensure that there was no way for the investigator to link the data to any
study participant.

Afterwards, the participants received a link to the e-learning from the investigator. The participants
were informed that after completing the e-learning they would need the automatically issued
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certificate as proof of successful completion. The e-learning is the publicly accessible version 1.
In this version, the test administration did not have access to the environment and thus no linkage
of data to test participants was possible.

The post test started after the participants sent the necessary certificate to the test management.
Subsequently, participants again received a link to the Sosci Survey platform for the post-test.
The test had many of the same components as the pre-test. This time, there was no consent form,
but participants again started generating their own subject code. Then the participants were again
presented with the same scenario as in the pre-test. Now the actual test followed again with the
same 34 examples, whereby these were presented in a new random order. Participants were then
asked a few more socio-demographic questions (age and gender) and were again given an access
code. The code then had to be sent back to the experimental administration for confirmation of
the successful post-test. Again, the code was the same for all participants, but different from the
code from the pre-test.

The retention test then started five months later, and all participants who had completed all
phases by then were again contacted for participation. If participants agreed to participate for
the retention phase, they were sent the link to the platform Sosci Survey. The retention-test was
also similar in structure to the pre-test. It started with the generation of the subject code to match
all data of the two phases. Subsequently, the study scenario was presented a third time. Now
the participants had to take part again in the test with the same 34 examples. Additionally, the
examples were presented in a random order. At the end of the study, participants then received
the final access code to receive the final payout.

4.2.2.2 Study Material

This subsection deals with the study material used to measure sensitivity in the pre-test, post-test
and retention-test. These are screenshot examples that are based on a collection of emails that
were compiled in advance from various organizations. In particular, examples were collected
from large, well-known organizations, e.g. Lufthansa, PayPal or DHL. All emails were written
in German. Previous research has shown that the language of the email has an influence on the
evaluation of this [93]. However, this influence should not be considered in this study.

The e-mails used as examples have been sent in this form by the relevant organizations in the
past. This was to ensure that no “errors” in the creation of artificial examples would have an
influence on the participants’ decision. Both the desktop and a mobile context were selected as
the environment for the emails. For the desktop context, the URL was presented in the form of

1 https://secuso.aifb.kit.edu/betr-nachrichten-schulung-buerger

59

https://secuso.aifb.kit.edu/betr-nachrichten-schulung-buerger
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both a tooltip and a status bar. An equal number of phishing and legitimate examples were chosen
for the study. By creating the examples for the study, these authentic emails were taken and then
assigned to either the legitimate email category or to a phishing trick. If the example was assigned
to a phishing trick, the necessary adjustments were made. This was to ensure that only this change
would be decisive for the actual decision. Then either the sender address, the URL or the format
of the attachment was adjusted. The adjustments should cover as wide a spectrum of e-learning
as possible. It must be mentioned that not all sections of the e-learning were suitable for this
form of evaluation. For example, the basic introduction to the topic (Chapter 1) or the request
to make bank transfers (Chapter 3), could not be meaningfully covered by the methodology of
testing with examples and the question whether an example is phishing or legitimate. The other
considerations is discussed in more detail in the Section 4.2.4 of the limitations.

Finally, as described in the Section 4.2.2.1, 34 examples were created based on the phishing tricks
as in Section 3.1. Accordingly, the following tricks were selected: 1) Content - simple examples
where the sender or the text content was changed, 2) Non-Brand related Domain - where the link
URL was changed - with a non-sender domain (random domain), 3) Non-brand related Domain
+ Brand Outside - where the link URL was changed with a non-sender domain and the sender in
the path or subdomain 3) Small Deviations in the Domain - where the link URL was changed -
small changes in the domain like typo or letter swap, 4) Special Link Manipulation - where the
link URL was changed and the email was changed - mismatch between link text and link URL or
a wrong tooltip, and 5) Attachment - where the file format was changed to a potential malicious.
For the detailed list of all examples in phishing Tricks, URL of the link and chapter in e-learning
see Table 4.7 and Table 4.8.

4.2.2.3 Recruitment & Ethical / Data Protection Considerations

The participants were recruited from students at the Karlsruhe Institute of Technology. In this
process, students were primarily recruited through a snowball system via three different routes:
Posts on social networks (Twitter and Facebook), leaflets in various places, e.g. on campus or
student dormitories, and by personal invitation. Prestudies recorded an average of 108 minutes
for the measure, plus about 15 to 20 minutes per test. This resulted in a total study duration of
approximately 180 minutes. All participants who successfully completed at least the first two
tests received 20=C. If the participant has also successfully completed the third phase, the amount
increases to a total of =C40. The calculation of the payment was based on the German minimum
wage of 9.50=C per hour at that time.

The Sosci Survey platform was used for data collection [94]. As a platform, it meets the
requirements regarding the European Data Protection Regulation (GDPR).
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4.2 E-Learning

Regarding the ethical requirements, the necessary points of the university were met. On the one
hand, the participants should be informed about the objectives of the study, which was ensured
via the invitation email as well as via the start page of the pre-test. They were also informed about
their rights and possibilities to terminate the study at any time without negative consequences
(without giving any reasons). They did not have to actively object to this, but simply stop the study
at a certain point, e.g. by no longer forwarding the access codes to us. In addition, participants
had to explicitly agree to this in order to participate beyond the first page of the pre-test. As
mentioned in Section 4.2.2.1, a subject code system was used to ensure the pseudonymity of the
participants. In each phase, participants had to generate a subject code that only they could know,
based on a set of instructions. This code was based on information provided by the participants,
and with the same instructions, this code should always lead to the same result. The instructions
for generating the code were as follows:

Dear participant, since we want to assign your questionnaire anonymously, it is
important that you generate your personal code. This is the only way to match the
questionnaires to each other without anyone being able to find out who filled out
these questionnaires. So it is important that you still know the same code when you
are asked next time. For this reason, we have formulated the following questions to
help you remember your personal combination. Please name the first and last letter
of your mother’s first name (e.g. Anne = AE). Please name the first and last letter of
your father’s first name (e.g. Thorsten = TN) Please name the first and last letter of
your first name (e.g. Hannah = HH) Please name your mother’s birthday (e.g. July
17, 1950 = 17)

The code presented here as an example would thus be AETNMA17.

4.2.3 Results

Of the original 46 participants in the study, 20 completed questionnaires were collected for the
retention-test, i.e. these participants both completed the retention-test and sent in the access code.
Unfortunately, the method of maintaining pseudonymity with the subject codes carries a risk that
participants may make errors in code generation despite the same instructions, and therefore the
codes may read differently at different phases. In the case of the study, only 16 of 20 participants
could be clearly assigned all three tests and thus evaluated for further analysis. Of these, nine were
male and seven female, and all were 24.69 years old on average. Before moving to the sections
with the hypothesis tests, the descriptive statistics of the average detection rates for phishing,
legitimate and all examples as well as sensitivity and criterion for all three tests are reported (see
Table 4.9).

63



4 Part I: Long-term Effects of Phishing Awareness Measures

Table 4.9: Overview of the average rates for all three points in time in% for the correct answers for phishing and legitimate
examples as well as overall. Also adding the values for the signal detection theory.

Example Type Pre Post Retention

Phishing 63.24 90.44 84.93
Legitimate 80.02 91.18 93.75
Overall 71.63 90.81 89.34
Values Signal Detection Theory

Sensitivity 1.28 2.66 2.47
Criterion 0.24 0.02 0.25

Following the repeated measures ANOVA [95], paired t-tests were performed as part of the post-
hoc tests to compare themeasurement time points against each other. Thiswas done conservatively
to counteract alpha error accumulation. Therefore, the Bonferroni correction was applied to the
multiple testing.

For the calculation of the effect size, the measure η2p was used. The measure has the advantage
that the effect size from different studies can be compared with each other [96] and is therefore
particularly suitable for looking at the results from multiple studies. Effect sizes are interpreted
here according to Ellis [97] as follows: .01 = small effect, .06 = medium effect, and .14 = large
effect.

4.2.3.1 RQ1 - Long-term Effect

The repeated measures ANOVA showed a significant difference between pre-test, post-test, and
retention-test for sensitivity with F(2,30) = 31.037, p < .0001, η2p = .674. Following Ellis’
interpretation, this is a large effect. For the study, sensitivity is evaluated, ranging from +3.38
to -3.38. Paired t-tests for the comparisons between the three measurement time points showed
that both pre-test and post-test (p < .0001), and pre-test and retention-test (p < .0001) were
significantly different. In contrast, the p value for the comparison between post-test and retention-
test was .292. Combining this with the descriptive figures, the pre-test e-learning sensitivity was
low with (d′ = 1.28, SD = .935). For the post-test, the sensitivity then increased (d′ = 2.66, SD =
.76) and showed a slight decrease until the retention-test (d′ = 2.47, SD = .422).

Thus, H1 “Participants showed significantly higher sensitivity immediately after the e-learning
compared to the pre-test” can be accepted. The same was true for the main hypothesis H2
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4.2 E-Learning

“Participants show significantly higher sensitivity five months after the e-learning compared to
the pre-test”.

Now, the Signal Detection Theory (see Figure 3.13) gives another measure that, in conjunction
with sensitivity, can make an important statement about the ability of the participants. The
criterion describes the tendency to select either phishing or legitimate examples.

The repeated measures ANOVA showed a significant difference between pre-test, post-test, and
retention for the criterion with F(2,30) = 3.709, p = .037, η2p = .101. Following Ellis’ interpreta-
tion, this was a large effect. Post-hoc analysis for the comparison between the three measurement
time points showed that there is no significant difference between any of the group comparisons.
The comparison between CPre and CPost was not significant with p = .133, same for CPre and
CRetention with p = .959 and CPost and CRetention with p = .27 (see Figure 4.4 for a boxplot
of the three groups with post-hoc comparison).

When looking at the descriptive values for the three points in time, it was noticeable that the
participants initially achieved a C = .241. this means that they had a tendency to classify
examples as legitimate (regardless of whether it is legitimate or phishing). After the e-learning,
this value changed in a better direction, moving towards neutral 0 with C = .021. Then, at the
time of the retention-test, a tendency towards legitimate classifications could be seen again with
C = .246. Thus, the participants became again a bit “less cautious” after five months.

With regard to the criterion, it can now be stated that no significant deterioration occurred as a
result of the measure i.e. people neither became overcautious (tendency towards phishing) nor
overly uncautious (tendency towards legitimate). But in the sample there seemed to be a tendency
to make rather uncautious decisions, which could only be neutralized in the short term by the
e-learning.

4.2.3.2 RQ2 - Phishing Tricks

This subsection focuses on the differentiated evaluation of the individual examples from Sec-
tion 4.2.2.2. For this purpose, both the phishing tricks as a combination of several examples
and the individual examples were analyzed for special trends. This should form the basis for
subsequent recommendations for the further development of the measure or for specifying the
focus for refreshing awareness.

Phishing Tricks By looking at the phishing tricks (all details in Table 4.10), it was noticeable
that both “Small Deviations in the Domain” (45.83%) and “Attachment” (46.88%) performed
by far the worst in the pre-test. They were even just below the guess probability of 50%. In
contrast, the “Special Link Manipulation” (64.06%), “Non-brand related Domain” (65.63%) and
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Figure 4.4: Boxplot for sensitivity for all three points in time. The mean sensitivity is on the right side of the boxplots.
"*" marking those post-hoc comparison that are significant (p < .05 and "n.s." those that are not significant.

the “Non-brand related Domain + Brand Outside” (73.44%) were in the midfield. At the top were
the “Content” with 81.25%.

Within the post-test rankings, there were a few changes. The “Small Deviations in the Domain”
improved by 25%, but was still at the bottom of all tricks. All other tricks now reached values
above 90% with “Content” (90.63%), “Attachment” (93.75%), “Special Link Manipulation”
(93.75%), “Non-brand related Domain + Brand Outside” (95.31%) and “Non-Brand related
Domain” (100%). In the retention-test there were now again very different developments e.g.
some tricks remained almost at a similar level like “Non-Brand related Domain” (100%), “Special
LinkManipulation” (96.88%) or “Non-brand related Domain + Brand Outside” (98.44%). Others
dropped slightly like “Content” (84.38% with -6.25%) or “Attachment” (84.38% with -9.37%).
And again “Small Deviations in the Domain” (51.67% with -19.16%) brought up the rear of all
tricks.

Phishing Examples Going more into the details and looking at the individual examples of
phishing tricks (see Table 4.11), some tricks achieved very similar results within the corresponding
examples, while others achieved very different results. The “Content” examples often got similar
values in the very high range of 75% and more. For the “Non-Brand related Domain” examples,
it was noticeable that initially P3 achieved only 50% in the pre-test compared to 81.25% for P4.
From the post-test on, however, both examples always reached 100%. In the examples for “Non-
brand related Domain + Brand Outside” the two subdomain (P5 and P6) examples performed
much worse than the path examples with only 62.5%. But also in the post-test with more than
93.75% correct answers the majority of the examples were recognized correctly. The examples
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Table 4.10: Percentages of correct answers per phishing trick for all two phases.

Phishing Trick Pre Post Retention
(5 months)

Content 81.25 90.63 84.38
Non-brand related Domain 65.63 100 100
Non-brand related Domain + Brand Outside 73.44 95.31 98.44
Small Deviations in the Domain 45.83 70.83 41.67
Special Link Manipulation 64.06 93.75 96.88
Attachment 46.88 93.75 84.38

for “Small Deviations in the Domain” also showed a very different and volatile picture. First, P9
scored well below average at 18.75% compared to P10 (56.25%) and P11 (62.5%), although the
other two did not achieve particularly good scores either. In the post-test, all examples improved,
although P9 with 37.5% (+18.75%) was still worse than the other examples (P10 = 81.25% with
+25% and P11 = 93.75% with +31.25%). For the retention-test, all examples dropped again
(partly extremely). P9 reached only 12.5% (-25%), P10 only 37.5% (-43.75%) and P11 75%
(-18.75%). Both P9 and P10 thus dropped to a level below the initial level. The “Special Link
Manipulation” examples, on the other hand, showed a similar picture as the other tricks. The
examples started at a very different level with P12 (56.25%), P13 (81.25%), P14 (87.5%) and
P15 (31.25%). However, as of the post-test, all examples reached values from 81.25% to even
100%. The “Attachment” examples also started near or below the guess probability ((P16 with
56.25% and P17 with 37.5). Then both rose to 93.75% in the post-test and dropped slightly to
the retention-test (P16 = 81.25% and P17 = 87.5%).

Legitimate Examples First of all, it was noticeable that only two examples achieved 100% correct
answers in the pre-test (see Table 4.12). This was the first Amazon example with the status bar
and the Youtube example with a dialog. Most of the examples were in the range between 80% and
90%. But there were also a few outliers downwards, e.g. the DHL example with the long URL
that was only answered correctly by 50% (L13). However, also an example where the participants
saw an email with a PDF with further information about the receipt of parcels from DHLwas only
correctly recognized in 67% (L15) or also the example with status bar for the account overview
only achieved a value of 69% (L6) in the pre-test. Looking at the post-test results, most of the
examples improved, apart from the two examples that had already reached 100% and an example
from Lufthansa with a tooltip for awarding miles, which even dropped by 13% (L3). The two
examples regarding the content and sender did not change either and remained at 81% (L1 and
L2). The other twelve examples improved by 17% in the range from 6% to 25%. Thus, in the
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Table 4.11: Percentages of correct answers per phishing email with phishing trick information for all two phases.

Name Phishing Trick Pre Post Retention
(5 months)

P1 Content 75 100 93.75
P2 Content 87.5 81.25 75
P3 Non-brand related Domain 50 100 100
P4 Non-brand related Domain 81.25 100 100
P5 Non-brand related Domain + Brand Outside 62.5 93.75 100
P6 Non-brand related Domain + Brand Outside 62.5 93.75 100
P7 Non-brand related Domain + Brand Outside 75 100 93.75
P8 Non-brand related Domain + Brand Outside 93.75 93.75 100
P9 Small Deviations in the Domain 18.75 37.5 12.5
P10 Small Deviations in the Domain 56.25 81.25 37.5
P11 Small Deviations in the Domain 62.5 93.75 75
P12 Special Link Manipulation 56.25 100 100
P13 Special Link Manipulation 81.25 93.75 100
P14 Special Link Manipulation 87.5 100 100
P15 Special Link Manipulation 31.25 81.25 87.5
P16 Attachment 37.5 93.75 81.25
P17 Attachment 56.25 93.75 87.5

post-test, all examples achieved at least 75% correct answers, ten of them over 90% and six even
100%.

4.2.4 Limitations

Not all phishing tricks from the e-learning were used for the evaluation 2. URLs that can only
be correctly detected with a tool because they contain a redirect or use a short URL were not
applicable for the study context. With the use of such a tool, these examples would then again
look similar to the examples used and would thus not provide any added value. Without the
(fictitious) use of such a tool, participants would have no chance to make an informed decision.
Such a survey would only make sense in the context of qualitative research if the participants
could be asked about their perception of the URL. However, this was not the research question

2 These are only the study specific limitations, those related to all three studies are discussed at the end of the chapter
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Table 4.12: Percentages of correct answers per legitimate email for all two phases. In contrast to the phishing examples,
there is no phishing trick included in the legitimate examples, so the column is not present.

Name Pre Post Retention
(5 months)

L1 81.25 81.25 93.75
L2 81.25 81.25 100
L3 87.5 75 93.75
L4 81.25 100 81.25
L5 75 93.75 100
L6 68.75 87.5 81.25
L7 87.5 100 100
L8 100 100 93.75
L9 75 93.75 100
L10 81.25 100 100
L11 75 100 100
L12 81.25 87.5 100
L13 50 75 81.25
L14 87.5 93.75 87.5
L15 66.67 87.5 81.25
L16 81.25 93.75 100
L17 100 100 100

of the study. The same applies to URLs that can only be recognized if one knows the structure
of the actual domain (e.g. kit-shop.de). In the context of the study, these would only have been
possible with a different form of sample survey if the participants had been screened in advance
with regard to their prior awareness and then only these would have been eligible for participation.
Due to the long duration of the study and further limitations due to the Covid-19 pandemic, the
sample was already limited and would not have allowed such further reduction.

4.3 Workshop

It is extremely complicated for organizations to ensure an adequate level of awareness in the area
of IT security. Even more complicated is the question of how long the trained awareness will last.
In many cases, organization follow regularities, e.g. a measure is carried out every twelve months.
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However, it is usually not known whether the awareness measures will even last 12 months or
whether a refresher would be necessary in the meantime.

In the case that a measure does not last for the full twelve months, the question naturally arises
how to deal with this situation. Does one rely on the fact that one somehow “achieved” the twelve
months or does one plan another measure. And if one decides for a further measure, how does
this measure look then. Does one choose the same measure again or does one choose something
new. Of course, it is obvious (depending on the initial situation) to first choose a comprehensive
measure, which provides the fundamental basis for the importance of the topic and helpful tips
and tricks. If one has initially decided on an extensive measure that has consumed a lot of time and
resources, the question arises as to whether these can be spent again. Also a “simple” repetition
can lead to the fact that coworkers are less attentive, since they already know the measure. A new
measure, which possibly conveys similar or even the same contents, but in the form of a different
medium, can bind the attention by its novelty alone. Additionally, this can also possibly take up
the most important points again in a condensed form without having to start from scratch. In
the past, single measures or different measures were often tested against each other. However, a
sequence of measures to find a long-term potential synergy effect has not been considered so far.
Here the question arises, which kind of measure is suitable to serve especially as a refresher for a
more detailed training.

In order to increase awareness in a larger corporate context, training courses are often an option.
In the case of training courses, these were often conducted by teams that were also involved in
creating the training. Recruiting experts to carry out such training is a circumstance that is not
applicable to every organization, as this is often only possible as part of a study. The question
therefore arises as to how such an existing measure can be made available to an organization so
that it can carry out the process of implementation itself. And what influence does it have on the
effectiveness of the measure if the organization takes on the implementation and execution itself?

Parts of the results described in this chapter have been published in:

• Reinheimer, B., Aldag, L., Mayer, P., Mossano, M., Duezguen, R., Loft-
house, B., Von Landesberger, T. and Volkamer, M. (2020). An investigation
of phishing awareness and education over time: when and how to best
remind users. In Sixteenth Symposium on Usable Privacy and Security
(SOUPS 2020) (pp. 259-284).
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4.3.1 Research Questions and Hypotheses

To answer the questions raised so far, the following research questions were formulated with
corresponding hypotheses.

RQ1: How long does the effect of the workshop last?

First of all, the following prerequisite must apply for the evaluation to be meaningful over a longer
period of time:

H1: The workshop leads to a significantly improved sensitivity of the participants directly
afterwards.

Previous research from the field of phishing awareness combined with sensitivity has still found
significant values in the range from eight weeks [31] to fivemonths [33]. Therefore, a conservative
assumption was made that the bi-monthly measurements should start at four months after the
workshop. Due to the limited sample size in the organization, a compromise had to be made here
so that there would still be enough participants for the later surveys and the refresher groups.

Now the effectiveness of the workshop is to be evaluated over a longer period of time. To this
end, the following hypothesis was formulated: H2: The sensitivity of the participants is higher
after ∆t = 4 + 2i months, where i ∈ {0, 1, 2, 3, 4} than before the workshop.

As soon as the sensitivity is no longer significantly better compared to before workshop, a refresher
should be conducted. For this purpose, the refresher measures should be distributed as soon as
H2 no longer applies. The second research question was:

RQ2: Which type of refresher would result in a significantly better sensitivity in the long term?

First of all, the following prerequisite must apply for the evaluation of refresher to be meaningful
over a longer period of time:

H3: Participants’ sensitivity will be significantly higher immediately after the refresher than
before the workshop (for long text, video, interactive email example, and short text, respectively).

For all refresher groups for H3 is valid, it should then be checked how long this refresher lasts.
Here, the particular focus was on the period of twelve months. Thus, the question was whether
any of the refreshers could maintain sensitivity significantly above the pre-workshop result over
a further six-month period. To this end, the following hypothesis was formulated:

H4: Participants’ sensitivity will be significantly higher six months after the refresher than before
the workshop (for long text, video, interactive email example, and short text, respectively).
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For this hypothesis, there were again two important conditions that needed to be controlled.
Firstly, this sample was tested twice (directly after the refresher and six months later) compared
to the others groups. Accordingly, it should be excluded that the renewed participation has an
influence on the sensitivity recording. Secondly, no parallel events during the study should have
an influence on the entire sample of employees in the organization and thus for the recording after
twelve months.

First, both the actual workshop and the refreshers were examined over a total period of twelve
months, checking which measure showed a significant improvement over the pre-test over the
entire period. Since the detection of sensitivity is based on different phishing tricks, the question
arises whether these phishing examples develop differently over the twelve-month period and
whether the refreshers have a different impact immediately afterwards as well as over a period of
six months.

RQ3: How long do the effects of the workshop and the refreshers for specific phishing tricks last?

4.3.2 Methodology

In this section, the basic methodology of the study is described in detail. First, the study design
with its flow chart and the necessary considerations is explained (see Section 4.3.2.1). Then,
the materials (see Section 4.3.2.2) used for the study are presented with a special focus on the
emails used to capture the sensitivity regarding their creation and manifestation (design, URL,
and phishing trick). Finally, the ethical and privacy considerations necessary for the study are
presented.

4.3.2.1 Study Design

The study mainly took the form of a between-subjects design. This means that almost all
measurement time points treat different groups of participants. Only the participants of one
group, whowere surveyed after sixmonths, were surveyed again after twelvemonths and evaluated
accordingly using a repeated measures design.

Due to the large geographic distribution and thus difficulties in surveying many employees in one
place at one time, an online experiment with survey was chosen. This was to ensure that the
geographical distance would not influence the probability of participation and thus influence the
results. It also had the advantage that it was more resource-efficient for the organization, as the
distribution of studymaterials and themobility of staffwould otherwise have cost the organization
even more. At the same time, the employees’ work was less interrupted by participation in the
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study, which was also considered an important factor for a higher probability of participation.
Based on the workshop, the study would have had the opportunity to query the overarching
awareness regarding phishing. This could have been done by asking participants for a definition
and examples of possible attacks. Here, the question would have arisen whether not having a
complete list of all the attacks presented is equivalent to not knowing or whether it was only at
the moment of questioning that this attack did not have the highest presence. This is contrasted
with testing with actual phishing and legitimate examples. Here, an example is presented and
the participant must decide whether the example is phishing or legitimate. The advantage here
is that the participant can recognize different types of phishing without having to name them.
Recognizing different phishing tricks is to be weighted higher than remembering the names
conveyed. Also, phishing tricks can be recognized when they are presented that the participant
might not have remembered before. After weighing the pros and cons, it was decided to test
with examples. There are two main options for evaluating sensitivity with examples. Either send
participants emails (which are either phishing or legitimate). To be in an ethical framework, one
would have to announce such an action in advance with the indication in case of suspicion of
phishing to report it to a special place. Or use an artificial environment with different examples
similar to a quiz and give the participants the task to decide for each example whether it is phishing
or a legitimate message.

While the first approach has a higher external validity, because it is closer to the actual behavior
in everyday life, the second approach has a higher internal validity. Without gaining complete
control over the participants’ environment, the validity of the decision in the first case is very
limited. And complete control in such a study in an organization means both ethical and labor law
boundary crossings [98] - which were not justified by the added value of the study. Otherwise,
however, it ultimately remained unclear whether an unrecognized phishing message was simply
overlooked, for example, or whether other behaviors (such as asking a colleague) were resorted
to. In the latter approach, the decision about phishing or legitimate message is the main task with
the main focus of the participants. This represents a shift in focus compared to everyday life.
Accordingly, this form of survey represents the best possible case and should not be interpreted
as meaning that the results can be transferred 1:1 to everyday life. In addition, it is possible to
examine many different phishing tricks in combination with comparable legitimate emails with
one test and thus make a statement about these different tricks. When sending emails, much fewer
different forms could be used and thus a reduced bandwidth could be tested, so that the everyday
work is not massively disturbed. The alternative would be to spread the emails out over a longer
period of time. However, this would get in the way of the research question regarding the time
factor of how long the awareness remains, as this would possibly mean that the ranges would no
longer be so clearly separated and very different time periods would also arise for the different
phishing tricks. Since this time aspect was the main focus of the study, based on the technical
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requirements and the serious problems with sending phishing emails, it was decided to proceed
with an “artificial” test.

Each group was then assigned to a measurement point at the beginning of the study, so that it
was clear in advance that a similar number of employees in a similar composition was available
for each measurement point. All groups then received the information about the study and its
procedure together. Each group then received only the emails intended for them regarding the
study invitation.

Once participants received the study invitation, they had one week to participate in the study.
Following this, a reminder email was sent to the entire group. These were always sent to the entire
group due to the anonymous nature of the survey. Now the participants had another seven days
to participate before the survey was closed.

Eleven groups were defined based on the existing employees. These included seven groups for
the normal retention of knowledge survey and four groups for each of which a form of refresher
was provided (for details see Section 3.3.4). Due to the large number of employees, several
workshop sessions were conducted by the organization. Also, employees who at the time of the
first workshop (in October 2018), did not have the opportunity to participate (vacation or illness)
were invited to attend another workshop at a later time (end of 2018 / beginning of 2019). To
avoid introducing greater complexity and potential effects into the timing of the later surveys,
all participants in the later workshop were assigned to either the pre-test or post-test. Thus, the
majority of the measurement time points consisted of a unique group of people.

The workshop in the context of the study was an extended form of the training from Section 3.3.3.
The decision for the extension was made together with the organization in order to also convey
current developments and important aspects specifically for the organization. Accordingly, the
workshop consisted of three sections. Section 1 represented the basic sensitization and creation
for the topic of IT security awareness. Section 2 dealt with the topic of phishing based on the
training from Section 3.3.3. Section 3 covered best practices around the topic of passwords. The
first section and the third section were created by the organization’s CISM (Chief Information
Security Manager). Section 2 represented an adapted or modified version of the training from
Section 3.3.3 for the organization. It was discussed with the organization that section 2 is essential
and therefore should be collected exclusively in the study. At this point, sections 1 and 3 are briefly
explained for the study and what adjustments were made for section 2 based on Section 3.3.3.
Once the first version of the measure was adapted to the organization context the State Office for
Geoinformation and State Survey (SOGSS) CISM invited the “persons of contact for information
security concerns” (PoC-InfoSecs) to an information and tutorial event. PoC-InfoSecs were
needed as these were later on the trainers for the employees for the organization. So a train-the-
trainer methodology was used in the SOGGS’s CISM being trained by the researchers and trained
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the trainers in the organization themselves. In total four such events were necessary to cover all
the PoC-InfoSecs. Their feedback and expertise regarding their individual target audiences led
to further adaptations of the tutorial. For instance, general security awareness topics, such as
’risk management’ were taken out and the choice of examples was refined to relate more directly
to employees daily work. Based on their feedback, the tutorial was improved and sent to the
Poc-InfoSecs. It was agreed to use exactly this presentation for their tutorial. Altogether the
development of the entire tutorial took six months, covering the first ideas for the structure, the
development of the first iteration of the tutorial, organizing the meetings with the PoC-InfoSecs,
and the iterative improvement of the PowerPoint presentation.

Section 1 represented a basic introduction to the topic of IT security. For this purpose, general
information about previous incidents was presented and behaviors were explained on how to
deal with such incidents within the organization. In addition, various statistics about typical
dangers and sources of danger were presented, e.g. emails. To convey the importance of this
topic, anonymized incidents were presented to show what vulnerabilities continue to exist in the
organization.

Section 3 focused on the importance of good passwords. This was done by raising awareness of
the risk of using weak passwords. Accordingly, behaviors and methods were also provided on
how to generate and use strong passwords. This section also includes a short interactive quiz in
which examples were shown with the question how their password strength would be estimated.

To adapt section 2, it must first be said that the training from Section 3.3.3 was initially designed
as self-study material. This means that it was a PDF with complete sets that was not suitable to
be presented in this form. Accordingly, an adaptation for the PowerPoint format with reduction
of the texts to the usual presentation length had to be carried out. In addition to the form
of the workshop, the content was also slightly adapted to the context. The entire design of the
workshop was adapted to the context of study 2, i.e. the slide design corresponded to the corporate
design of the organization. Due to the particular relevance for the organization, the focus of the
whole workshop was on the email context. However, in principle most of the content can be
transferred to any other context like short messages. To prevent participants no longer following
the workshop due to inappropriate information, all content that was inappropriate was deleted or
heavily shortened. For example, the use of social media or mobile devices is heavily restricted and
only allowed for a small portion of the workforce. As a result, the focus of the workshop was on
desktop clients and email in the desktop context. All examples from the original workshop were
modified to be more relevant to the everyday life of the employees. For this purpose, examples
were used that were created from actual reported phishing emails. These were anonymized for
this purpose so as not to allow backtracking. In addition to the form and content of the workshop,
the workshop version itself was also modified to meet the train-the-trainer approach.
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For this purpose, it was additionally fed with hints that should help the trainers in the imple-
mentation. This includes specific requests for behavior (such as asking a specific question at
a certain point in time) or assistance to counteract possible problems that may arise at certain
points. For example, concrete tasks included showing a sample message and asking the trainer to
ask the audience for their opinion on phishing or legitimate by a show of hands and then selecting
a person to justify the decision. Afterwards, the trainer was to present the correct solution and
address any positive or remaining errors in the justification. This should both hold the audience’s
attention by alternating between more passive and active elements. It should also increase the
awareness through direct feedback.

Additionally, it was clearly defined in advance that five groups would also be surveyed a second
time. The group surveyed at the time when sensitivity was no longer significantly improved was,
by definition, to be surveyed again after twelve months. Likewise, four additional groups were
to be introduced at this time to receive the refresher measure and then also be surveyed again
after twelve months. The full study design with all groups and comparisons can be found in
Figure 4.5. For this, it was important that these participants generate a subject code as part of
their study. This should then allow the individual results of the participants to be linked between
the measurement at six months and twelve months without breaking anonymity. This leads to
the possibility that different sample sizes could be reported for the six months and twelve months
time points for these groups. If not all participants followed the code generation instructions, it
could lead to problems linking the data, making the sample larger at the six months time point
than at the twelve months time point.

The online survey was conducted as follows: When the participants opened the link from the
invitation, they were directed to the Sosci Survey platform. The entire online survey was designed
to match the corporate design of the organization. This was to prevent participants from not taking
the survey because of the design. In addition, the participants were already informed about the
study in advance through several channels, so they knew that the survey platform was legitimate.
There, participants were again given clarification regarding the content and process of the study
and the context of the organization’s collaboration with the university. The participants were
asked not to use any external tools to answer the survey and to focus only on them during the
survey. To this end, participants were educated that this was not a performance survey of them to
the organization. Rather, they were to view the survey as a self-evaluation for their own level of
awareness. It was also made clear to them that they did not have to fear any consequences for poor
results. As in other common practice, participants were told that participation was completely
voluntary and could be terminated at any time without giving a reason. To do so, participants
simply had to close the survey. Subsequently, all participants except those in the pre-test and post-
test saw a page with to generate the subject code. This was because it was unknown in advance
which group was no longer significantly improved in their sensitivity and would be surveyed
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Figure 4.5: Study design with all groups and comparisons. The dotted groups belong to research question 1 and the
vertically striped groups to research question 2. The group without markings is the control group for the
effect of the double measurement.

accordingly later. Afterwards, all groups received an introduction to the scenario at hand. For
this purpose, a small role play approach was used. The participants were asked to put themselves
in the role of a person who received the emails and now had to assess whether they were phishing
or legitimate. The full text of the scenario was as follows:

To help you determine howwell you can distinguish messages with dangerous content
from genuine messages, the following are examples of messages in different contexts.
Knowing that you may not know or use all senders, service providers, operating
systems, and programs, we present received messages for a wide variety of senders,
service providers, operating systems, and programs.

In order not to declare the senders, service providers, operating systems and programs
to which you have no connection in reality directly implausible, please assume in the
following that...

you are Martin Müller and have two email addresses: martin.mueller.77@web.de.
and martin.mueller.77@posteo.de. you speak German and English. your supervisor
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is Wolfgang Lange. His email address is wolfgang.lange.54@web.de. Your work
colleague Jonas Schmidt is. He has two email addresses: jonas.schmidt.77@web.de
and jonas.schmidt.77@posteo.de. You use all the services that are used in this ques-
tionnaire. They use the different operating systems (e.g. Microsoft Windows, Apple
OSX, Google Android, Apple iOS) and programs (Skype, Thunderbird, Chrome,
Outlook, Apple Mail, Gmail, WhatsApp) used in this questionnaire.[8]

After the participants read the scenario, the tests began to record sensitivity. For this purpose,
each participant was presented with 20 examples in a random order. On each page, the participant
was presented with one example and a questions below the screenshot: Is this message fraudulent
(with the answer options Yes, fraudulent or No, not fraudulent)?

For the groups selected for the refresher measure, the respective measure was presented (video,
interactive email example,short text or long text) before the presentation of the 20 examples.

4.3.2.2 Study Material

For the assessment of the effectiveness regarding the sensitivity, a test was chosen as described
in Section 4.3.2.1. For the test, examples had to be created that fulfilled various requirements.
The examples had to be implemented in the online survey i.e. they had to be images of emails, as
due to technical limitations no .xml or .eml files could be used. In order to represent all factors
regarding phishing type, operating system, email client or web browser in each combination, an
unrealistically large number of examples would be used. For the study, phishing tricks (Content,
Non-Brand related Domain, Non-brand related Domain + Brand Outside, Small Deviations in the
Domain, Special Link Manipulation and Attachment), Operating System (Windows and macOS),
email clients (Outlook, Thunderbird, and Apple Mail) and web browsers (Firefox, Chrome, and
Safari) were set up for phishing and legitimate examples, resulting in 288 examples. Since this
is a utopian number of examples for the study, it was decided that the focus should be on the
phishing tricks. Accordingly, all phishing tricks were to be present and an even distribution was
to be found for the other measures. This resulted in 10 phishing examples and one legitimate
equivalent each. Since there is still the misconception that http is more insecure than https, all
examples were created with “https” in the URL, so that this factor does not have an influence
on the decision. The screenshots are based on actual emails sent from authentic senders. Some
examples are from fictitious organizations e.g. Explore Friends, Shopping Total, SecurePay or
Mein Paketservice or Bauernmarkt total. Others are from real existing organizations like Amazon
or from fictitious persons like Jonas Schmidt.

The examples were designed to be static images of the emails. In the examples with a link, the
cursor is already over the link. Thus, in this case, the participants could directly recognize the
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URL behind the link. In the case of implausible content or the attachment, no cursor was visible
so as not to misdirect attention here.

An overview of the phishing tricks used, associated URLs, senders and subject can be found in
Table 4.13 and Table 4.14. For more details on the specific tricks see Section 3.1.

4.3.2.3 Recruitment & Ethical / Data Protection Considerations

All communication regarding study implementation, study invitations and reminders of study
participation was carried out via the organization’s CISM. Care was taken to ensure that the
distribution of the groups was as heterogeneous as possible across the entire organization, i.e.
that there was not a strong concentration of different departments or geographical locations in one
group. As far as this was possible within the framework of the available staff. The allocation of
the employees to the different groups was done by the CISM and the information about the exact
composition also remained exclusively within the organization.

Only participation in the workshop was mandatory for all employees. This was to ensure that
during the study period no incident in the organization would undermine trust in the study. For
example, if an untrained employee in a “control group” had fallen for a phishing message during
this period, which he or she would have (likely) detected with the workshop - the study would
have had a disproportionate negative impact on the organization. In contrast, participation in
the sensitivity surveys was voluntary for each employee and could be conducted during working
hours. Based on the organization’s requirements and in order to exclude identifiers, no socio-
demographic data of the participants were collected.

4.3.3 Results

In this subsection, the results divided among the different research questions or hypotheses is
reported. First, it was checked how long the workshop significantly increased the sensitivity (see
Section 4.3.3.1). Subsequently, the research question 2 is to be answered, which of the refresher
measures achieves a significantly better sensitivity again after the drop (see Section 4.3.3.2).
Afterwards, the systematic long-term evaluation of both the original sample and the refreshment
groups were conducted. For this purpose, the research question is answered whether significantly
better scores for one of the refresher measures can still be achieved twelve months after the initial
workshop. The final research question involves analyzing the differences of the main measure
and the refresher measures for the different phishing tricks. Before proceeding to the sections
with the hypotheses testing, the descriptive statistics of the average detection rates for phishing,
legitimate, and all examples, as well as sensitivity and criterion are reported (see Table 4.15).
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4 Part I: Long-term Effects of Phishing Awareness Measures

Table 4.15: Overview of the average rates for all groups including the refresher groups (LT = long text, IE = interactive
email example, V = video and P = short text) in % for the correct answers for phishing and legitimate
examples as well as overall. Together with the values for the signal detection theory (SDT). N = total number
of participants per group.

Example
Type

Pre 0M
(Post)

4M 6M 8M 6M LT 6M IE 6M V 6M ST 12M 12M
Dou-
ble

12M
LT

12M
V

12M
IE

N 72 35 34 37 54 31 43 35 32 36 20 17 17 12
Phish 61.82 80.27 70.89 73.26 66.30 74.51 81.87 76.29 71.88 69.71 68.50 74.99 75.30 81.66
Legitimate 68.75 79.14 74.72 69.75 72.78 67.74 63.72 70.29 70.61 74.44 76.00 79.36 74.71 70.83
Overall 65.45 79.68 72.90 71.42 69.69 70.96 72.36 73.15 71.21 72.19 72.43 77.28 74.99 75.99
SDT

Sensitivity 1.11 2.13 1.6 1.45 1.39 1.61 1.73 1.8 1.56 1.55 1.44 1.93 1.77 1.96
Criterion 0.12 -0.05 0.09 -0.06 0.15 -0.27 -0.40 -0.07 0.01 0.12 -0.08 -0.11 -0.08 -0.37

When comparing sensitivity between measurement time points, the data should be examined for
differences between groups. Next, the comparisons need to be differentiated into: 1) data from
the different measurement time points to no longer significant difference e.g. Mpre,M0M ,M4M ,
M6M ,M8M ,M12M or theMRefresher−6M and 2) data collected multiple times within the same
group e.g. MRefresher−6M and MRefresher−12M . The former are independent data, whereas
the latter are dependent data. Accordingly, different tests must be applied for the comparisons.
Therefore, one-way ANOVAs were selected for the comparisons of independent data and repeated
measures ANOVAs for the comparisons with dependent data. For both, the corresponding
prerequisites were checked.

4.3.3.1 RQ1 - Long-term Effect

The following research question was how long the effect of the significantly better sensitivity
lasts. For this purpose, it was checked after each measurement time whether the values are still
significantly better. This was to ensure that the timing of the refresher measures was optimal.
No significantly better sensitivity was measured after six months. In order to avoid a random
effect, the group after 8 months was still recorded as a control. The one way ANOVA showed
a significant difference for the sensitivity between the groups with F (4,227) = 5.457, p < .001.
The effect size was ω2 = .093, which corresponds to a medium effect [95]. LSD post-hoc
comparison showed that sensitivity from pre-test (d′ = 1.11, SD = 1.12) was significantly lower
than post-test (d′ = 2.13, SD = 1.15). Also in comparison to time point 4M (d′ = 1.60, SD =
1.01), there was still a significantly lower sensitivity for the pre-test. In contrast, there was no
significant difference for the pre-test and 6M (d′ = 1.45, SD = 1.01). According to the results, the
prerequisite that the workshop leads to a significantly better sensitivity holds. For the first main
hypothesis, the hypothesis could be accepted for the measures 0 (post-test) and 1 (four months).
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For all subsequent time points, the hypothesis must be rejected. The one-way ANOVA showed
no significant difference for the criterion between the groups with F (4.173) = 0.684, p = .631.

4.3.3.2 RQ2 - Refresher Retention

Based on the results of RQ1, the sixth month was selected for the time of the refreshment. The
question therefore arises as to whether there is significantly better sensitivity after the 6-month
refresher than in the pre-test. For this purpose, the pre-test and the four groups with refresher
measure were compared using a one-way ANOVA. The test showed a significant difference in
sensitivity between the groups F (5.244) = 2.140, p = .037). The effect size was ω2 = .027,
i.e., a small effect. The LSD post-hoc comparison found a significant difference from the pre-
test (d′ = 1.11, SD 1.12) for both refresher long text (d′ = 1.61, SD =1.18), refresher video
(d′ = 1.80, SD = 1.42), and refresher interactive email example (d′ = 1.73, SD = 1.19). A
comparison of the different refresher measures showed no significant difference.

After the refresher measures had been distributed after six months and three of them (long text,
video, and interactive email example) again achieved a significantly better sensitivity than in the
pre-test, it was now necessary to check whether the effect still existed after twelve months (see
Figure 4.6 for a full overview of all comparisons between pre-test and the respective groups).
Accordingly, it was decided that no survey should be conducted for the short text group at the
twelve-month point. This would only cause unnecessary costs for the organization in view of the
fact that the refresher had already failed to meet the requirements at six months. The method
of linked sampling by subject codes unfortunately resulted in a reduced sample. Not all subject
codes could be clearly assigned to both time points and accordingly these participants had to
be excluded from the evaluation. There remained 20 participants for the M6−12 survey, 17
participants for refreshervideo, and 12 for refresherinteractiveemailexample. One-way ANOVA
revealed a significant difference with F (5.172) = 2.721, p = .022 for sensitivity. An LSD
post-hoc comparison showed that the sensitivity of the pre-test (d′ = 1.11, SD = 1.12) was
significantly different from that for refresherlongtext (d′ = 1.93, SD = 1.17) with p = .009,
for refreshervideo (d′ = 1.77, SD = 1.32) with p = .031 and refresherinteractiveemailexample

(d′ = 1.96, SD = 1.34) with p = .016). The effect size yielded a value of ω2 = .047,
corresponding to a small effect.

The one-way ANOVA also showed a significant difference for the criterion after the 6-month
refresher with F (5,248) = 2.981, (p = .013). The LSD post-hoc comparison found a significant
difference for the refresher long text (C = −.23, SD = .59) with p = .043 and refresher
interactive email examples (C = −.43, SD = .65) with p < .001 compared to the pre-test (C =
.12, SD = .84). An optimal value for the criterion would be neutral and therefore 0. Accordingly,

83



4 Part I: Long-term Effects of Phishing Awareness Measures

the negative values for refresher long text and refresher interactive email example compared to
the pre-test mean that these groups had the tendency to make a decision more in the direction of
phishing. The one-way ANOVA also showed a significant difference for the criterion after the
12-month refresher with F (4,136) = 1.527, p = .198.

Figure 4.6: Study Groups comparing significance to the pre-test. "*" marking those post-hoc comparison that are
significant and "n.s." those that are not significant.

4.3.3.3 RQ3 - Phishing Tricks

In this section, the results of each individual example (phishing or legitimate) or phishing trick
is discussed. First, the phishing tricks is discussed in more detail. Then continuing with the
phishing and legitimate examples. The reported data always refers to the percentage of correct
answers across all participants of the respective group or their improvement or deterioration over
time in percent (marked with plus or minus).

Phishing Tricks

Starting with the overall phishing tricks (see Table 4.16), there seemed to be a clear divide
between two groups each consisting of three phishing tricks each. While “Non-brand related
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Domain”(78.27%), “Special Link Manipulation”(67.40%) and “Content” (75%) achieved values
above the guessing probability for the pre-test, the other three tricks “Non-brand related Domain
+ Brand Outside” (45.80%), “Small Deviations in the Domain” (46.55%) and “Attachment”
(34.70%) achieved below guessing probability. All rates for all phishing tricks improved from the
pre-test to the post-test, ranging from 10.70% for “Content” (post-test = 85.70%) to 25.60% for
“Non-brand related Domain + Brand Outside” (post-test = 71.40%). In total the “Attachment”
phishing trick was still identified merely above the guessing probability (post-test = 54.30%).

Four months later the gap for the correct answers between the phishing tricks increased even
further. Some fall back to their respective pre-test level such as “Non-brand related Domain
+ Brand Outside” (47.10% - only 1.3% higher), “Small Deviations in the Domain” (47.05% -
only 0.5% higher) and “Content” (73.50% - even -1.5% lower). Where others still got identified
more often like “Attachment” with 61.80%, “Non-brand related Domain” with 89.23% and
“Special Link Manipulation” with 82.35%. Six months later the ranking of the phishing tricks
remained similar with the “Non-brand related Domain”(91.00%) leading closely followed by the
“Content” (89.20%) and the “Special Link Manipulation” (78.40%). The other three phishing
tricks remained around the guessing probability ‘Non-brand related Domain + Brand Outside”
(56.80%), “Attachment” (56.80%) and “Small Deviations in the Domain” (50%).

The refresher after six months lead to an increase for most of the phishing tricks again. There
are only two exceptions. The video (-23.60%) and the short text (-6.20%) lead to an decrease of
correct answers for the phishing trick “Content”. Also the other two refreshers had only small
effects on this phishing tricks with increases of 5.60% (long text) and 4.10% (interactive email
example). The most improvement could be achieved for the phishing trick “Attachment” where
all groups improved from 16.90% (long text), 27.80% (short text), 42.00% (interactive email
example) to 56.70% (video). Especially the video lead to an improvement for the “Non-brand
related Domain + Brand Outside” with +34.20%, more than all the other groups.

Also six months later the trends remained similar with the “Attachment” benefiting the most from
the refresher with improvements from 21.50% (long text), 30.00% (video) and 40.30% (interactive
email example) compared to the pre-test. The phishing trick “Content” showed for two of the
three groups no change at all and for the third group only a slight improvement of 7.40% (video)
was measured. For all three refresher groups the “Non-brand related Domain” phishing trick
achieved the highest percentage of correct answers. For the other phishing tricks there was no
clear trend across the groups with every refresher having strength and weakness for one or another
of the remaining phishing tricks.

Phishing Examples Next the phishing tricks are separated into the individual examples (see
Table 4.17 for the details). Among the phishing examples, it was noticeable that five examples
reached values in the range of the guess probability of 50% or even below (P3 with 54.2%), P9
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with 50%, P7 with 45.8%, P8 with 43.1% and P10 with 34.7%). As the only example over 90%
P2 reached a value of 93.1%.

Comparing the results of the pre-test with the post-test, it was noticeable that most examples
improved. Some examples improved strongly e.g. P3 (by 28.4% to 82.9%), P9 (by 27.1% to
77.1%), P7 (by 25.6% to 71.4%), P6 (by 23.3% to 91.4%), P5 (by 19.4% to 100%) and P4 (by
17.8% to 91.4%).

Looking at the period from pre-test to measurement after four months, it was noticeable that there
were three categories of development: 1) The example continued to be recognized better; 2) The
example were recognized comparably well to the pre-test; and 3) The example were recognized
even worse than in the pre-test. Six examples fall into the first category: P10 with +27.1%, P4
with +20.5%, P9 with +17.6% P5 with +16.5%, P6 with +14.3% and P3 with 13.4%. Three
examples fall into the second category: P7 with +1.3%, P1 with -1.5% and P2 with -1.9%. And
an example P8 with -16.6% made up the third category.

To summarize the results over time, it can be said that most examples were initially improved by
workshop and then lost (to varying degrees) over time. In particular, the simple examples P1 and
P2 remained fairly constant to slightly improved over time after the workshop.

P4 and P5 initially improved to near-optimal levels and then dropped back down slightly to the
range around 80%. Still other examples such as P3 or P6 initially increased and then dropped
off more sharply into the 60% to 70% range. The complicated examples such as P7, P8, P9, and
P10, on the other hand, initially rose without reaching the good values of the other examples in
the 80%+ range and then actually dropped off again very quickly over time.

Looking at the refreshing measures and their effect on the various examples, it was noticeable
that the effects differ greatly from example to example (sometimes around 40%). There was very
little difference for the example P2, where each refreshing measure achieved a value of more than
85% of correct answers (front runner short text with 100%). The situation is similar for P4, P5
and P6, where values above 80% correct answers are always achieved by each measure. But there
are also examples where there are clear discrepancies, e.g. P8 with 40% for video and 64.5% for
long text. Also in the example P1 the video achieved only a value of 51.4% compared to the long
text with 80.6%. Conversely, video achieved the best value for P7 with 80% compared to short
text with 46.9%. And the largest margin is for P10 example with 91.4% for video and only 51.6%
for long text.

Now the same comparisons should be made again for twelve months after the workshop and six
months after the refresher. The basic trend was similar to the one after six months, i.e. the
simple examples P2, P3 as well as P5 achieved the best values across all measures. Nevertheless,
there were sometimes significant differences, both between the measures and between those who
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received the workshop twelve months earlier. Especially for the P6 example with 70.6% for the
video and 100% for interactive email example or the P7 with 56.2% for long text and 82.4%,
differences were between 25% to almost 30% between the refresher measures. Furthermore, even
compared to those who received only the workshop, significant differences were evident. While
the simple examples still achieved high rates, there was only a difference of 13.9% for the P3 even
with the best measure (12M with 61.1% to interactive email example with 75%). Similarly, the
“Attachment” had a difference of only 13.9% with 61.1% for 12M and 75% for interactive email
example. In contrast, the examples P9 (12M = 61.1% to interactive email example = 83.3%), P6
(12M = 75% to interactive email example = 100%) and P8 (12M = 27.8% to interactive email
example = 83.3%) were very different from the group with only one measure compared to the one
with the interactive email example refresher.

Legitimate Examples The complete overview of all examples and the number of correct answers
can be found in Table 4.18. Looking at the legitimate examples, it was noticeable that three
examples only reached a value close to 50% in the pre-test (L1 = 40.3%, L6 = 54.2%, and L8 =
58.3%). However, three examples also reached a value above 80% (L4 = 88.9%, L5 = 86.1%,
and L7 = 81.9%). The rest of the examples ranged in between those groups. By the post-test,
eight of ten examples improved to a value in the range between 85.7% and 97.1%. Only the two
examples L6 (48.6%) and L8 (40%) remained in the range below 50%. None of the examples
reached a value of 100% correct answers at the time of the post-test. Three different trends were
then seen over the first six months. Some examples remained at their level from the post-test like
the examples L5 and L7 in the range of about 90% correct answers or L6 in the range of 50%.
Other examples lost slightly around 10% like L2, L4, and L10. The remaining examples lost over
10% up to 28.9% including L1, L3, and L9. A basic trend was that over all measurement times
and group paths, the example L6 achieved only about 43% correct answers and never gets above
60%. In contrast, the examples L4, L5, and L7 consistently achieved good values on average
between 80% and 90% (with only one outlier for long text at six months with 71% for L7). Also
striking was the discrepancy within the interactive email example group at both six months and
twelve months. At both time points, the group partially reached values above 75% for part of the
examples, at twelve months even 100% for L7 and L10, but also values of only 30% for other
examples. Except for the example L6, there was no such discrepancy in any of the other groups
or measurement time points.

4.3.4 Limitations

First of all, the results of the samples have to be consideredwith regard to the following limitations:
1) the assignment of participants from different areas of the company was as balanced as possible,
2) the distribution of participants between the different workshop sessions was not controlled, i.e.
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employees from different areas may have attended the same workshop session, 3) due to the train-
the-trainer approach, theworkshop sessionswere not conducted by someonewho had been directly
trained from an expert, and 4) the workshop sessions were not supervised or controlled. This
approach has the potential that, despite the workshop of the respective trainers, the workshop may
have differed although all had the same slides. The individual personalities and prior knowledge
of the trainers may have had an impact on the workshop itself. Nevertheless, this is a very realistic
approach that adds value to the practical implementation of such a long-term combination of
measures. Similarly, the distribution of participants across the groups was designed to prevent a
single workshop session from having a large impact on any one group.

Phishing training was one of three components of the workshop. It cannot be ruled out that aware-
ness of the other components overrides the phishing aspects, at least to some extent. Accordingly,
the positive effect of the workshop could be even longer lasting if it is carried out as a single
measure. Even though there might be an influence from the other three components, it’s realistic
scenario that such similar topics are combined to a single workshop in the organization context.

The study was conducted in a German public sector organization. Accordingly, the sample of
participants in the study is not representative of the entire German population. Participation in the
study was also voluntary and no socio-demographic data was collected. Therefore, no statement
can be made about the representativeness of the sample for the organization. This is a clear
limitation, as the total workforce contains a large variance and the sample could be, for example,
particularly young, middle age or old. However, it was decided to take this step in order to ensure
anonymity and thus trust in the persons conducting the study. The anonymity of the employees,
with the certainty that there would be no negative consequences in the event of poor performance,
was intended to ensure that their behavior was as authentic as possible, thus making the data of
the study reliable, and was therefore judged to be of greater value than the informative value of
the socio-demographics.

The measure of the interactive email example was supposed to be presented for at least eight
minutes before participants could continue. Due to technical difficulties, this was only the case
for three minutes (similar to the long text and video). This means that participants spent less time
with the measure than intended. Looking at the times for this page, the average time recorded was
7.3 minutes, which is close to the target time. However, this group scored very well in many areas
such as sensitivity and various phishing tricks. Based on the available data, there is no indication
that an even longer time with the measure would have resulted in worse scores. It is possible that
a longer time would have resulted in better results, but in the case of the study this would not have
affected the overall score. Accordingly, the impact of this limitation is considered to be small.
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4.4 Discussion Part I

This section discusses the results and limitations of the three studies. First, the results for the three
main objectives are discussed and linked to the corresponding work. From this, suggestions for
future improvements to the measures are derived and further possible alternatives are discussed.

4.4.1 Research Questions

The studies of Chapter 4 were designed to answer three main objectives: 1) Do the phishing
awareness measures have a long-term effect and how long does it last? 2) What kind of refresher
is helpful to maintain the awareness in the long-term? 3) Does the long-term effect of the phishing
awareness measures differ for specific phishing tricks? The three studies showed that sensitivity
(to distinguish between phishing and legitimate) remained significantly improved both with very
short measures such as a video over a period of eight weeks and with a more extensive measure
such as the e-learning over a period of five months. The workshop with the train-the-trainer
approach led to a significant improvement over a period of at least four months and with the
three refresher measures (long text, interactive email example, and video) after six months, the
improvement remained significant over a total period of twelve months. In addition, the results
of the three studies clearly indicated that the phishing trick “Small Deviations in the Domain”
requires the most attention when improving phishing awareness measures.
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How long does the effect of the phishing awareness measures last?

All three studies from Chapter 4 showed that the used phishing awareness measures (video, e-
learning, and workshop) can significantly improve the participants sensitivity directly after the
measure (see Table 4.19 and Table 4.20). All three measures also achieved significant results over
an eight-week-period (video), but also for four months (workshop) or five months (e-learning),
respectively. These results complement previous research, which showed above all that phishing
detection remains significantly better over relatively short periods of ten days [29] to eight weeks
[32]. The fact that the phishing awareness measures examined in this study were able to maintain
awareness over a longer period of time may indicate that the measures are designed to be more
specific or more comprehensible and therefore provide a deeper understanding so that awareness
can be maintained for longer.

A second concern within the first research question was to determine the point in time at which the
awareness gained through the measure decreases to such an extent that it is no longer significantly
better than before the measure. Due to the study design, this can only really be determined
for the workshop that was evaluated in the third study, where the critical loss of awareness was
between four and six months. Since the e-learning in the second study lasted five months and
this period also applied to the game in another study [33], it can be assumed that at least for more
intensive measures such as the e-learning, workshop and games a period of around five months
seems to be the sweet spot for a needed refreshment of awareness. A newly published study [34]
that examined the same video as the first study for a five-month period was able to show that at
least phishing detection was still significantly improved. However, in this new study, the overall
correct answers were not maintained for five months, because the classification as legitimate does
not improved sufficiently. Overall, the workshop and the e-learning program might be slightly
superior to the video in terms of long-term performance, although it is surprising that the five-
minute video as a passive intervention achieves almost the same long-term effects. Organizations
and users have to carry out a cost-benefit analysis to determine whether the shorter and less
resource-intensive intervention of the video is superior to more time-consuming measures like
e-learning and workshop with a longer-term effect.

Due to these results, it is important to finally discuss that the way how measures are used can have
an effect on the participants performance. While both workshop and e-learning are similar in
such factors as involving the participants in an active way, the workshop performed slightly worse
in terms of sensitivity (2.13 to 2.66). There may be various reasons for this, e.g., the trainers
were only indirectly trained by experts and therefore cannot be described as experts on the topic
themselves in the narrower sense. Previous research has already shown that training by experts is
more effective than the same training without experts [99]. Another reason could be that not all
participants were necessarily involved in the exercise as part of the workshop. Thus, the influence
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Table 4.19: Sensitivity overview for all studies of Part I for pre, post and the respective retention phases.

Study Workshop Video E-Learning

Group Pre Post 4M 6M 8M 12M Pre Post 2M Pre Post 5M
d′ 1.11 2.13 1.6 1.45 1.39 1.55 0.599 2.23 1.83 1.28 2.66 2.47

Table 4.20: Sensitivity overview for all refresher groups from study 3 (LT = long text, IE = interactive email example,
V = video and P = short text).

Workshop refresher

Group 6M LT 6M IE 6M V 6M ST 12M 12M LT 12M V 12M IE
d′ 1.61 1.73 1.8 1.56 1.55 1.93 1.77 1.96

of active participation in the exercise and the implementation by experts could be investigated
in more detail in the future to determine these influencing factors more precisely. Also having
the workshop on the phishing topic together with other similar topics, might be efficient for the
organization, but also be confounding in retaining all the necessary knowledge.

Which type of refresher would result in a significantly better sensitivity in the long term?

The second objective was to analyze, what kind of refresher can refresh the awareness, which has
dropped over time, so that a significant improvement can be seen again compared to before the
phishing awareness measure? In the Section 4.3, four very different refresher measures (short text,
long text, video, and interactive email example) were selected. The study in Section 4.3 showed
that of the four refreshment measures used, three could achieve another significant improvement
after six months compared to before the first measure. Here it is to be noted that the short text
as most compressed form with only the most important tricks to recognize, was not sufficient.
Future research should try to answer the question what factors lead to the results, e.g., if it was due
to the compressed content or also the very sparse presentation as pure text with some examples.
In contrast, the longer text with similar content (the same tips and tricks for recognition), but
additional information that was actually irrelevant for the test, achieved a significantly better result.
It could be investigated in the future whether the longer text with backgrounds and further context
increases the intrinsic motivation [100, 101] and thus promotes the processing of the content
and therefore longer retention. The backgrounds and context are provided, albeit in a different
form, but basically in all three other refreshment measures (video, long text, and interactive email
example). From this it can be concluded that it is not simply that the shorter the focus on the
most important information, the easier it is to remember, but that the embedding and preparation
of the information seems decisive. It is noticeable that the interactive email example was able
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to maintain its achieved values more consistently, even though the video could occasionally also
achieve good or even better values. The long text often showed similar trends to the interactive
email example, only usually slightly worse. This could mean that the interactivity with the
information where it is needed, such as the tooltip, helps to improve awareness. In contrast,
the video often seemed to show contrary trends to the interactive email example related to the
phishing tricks, e.g., while video performed better for the “Non-brand related Domain + Brand
Outside”, the interactive email example performed better for the “Special Link Manipulation”.
Accordingly, either the video or the interactive email example performed better over the 12-
month period. Future studies could re-examine the refresher in both directions, e.g., to shorten or
lengthen the individual refreshers to distinguish which effects are due to the kind of the refresher
and which are due to the amount of information. Another possibility for future research could be
that even the request for a specific reminder of the content of a past measure could contribute to
refreshed awareness without repeating the actual content. Alternatively, if sufficient resources are
available, is of course to investigate whether repeating the measure makes a significant difference
instead of a slimmed-down refresher in the long-term.

How long do the effects of the phishing awareness measures for specific phishing tricks last?

Not only do the phishing awareness measures have different overall effects in the long term,
but they may also differ in terms of which phishing tricks they are effective or less effective
for. Therefore, the third objective was to find the strengths and weaknesses of the measures for
different phishing tricks. There are two different dimensions in which the phishing tricks can be
evaluated, one being the influence of the different measures on the phishing tricks and second
being the development over time. Overall, it can already be stated across all measures that there
were major differences in their impact on various phishing tricks and that no measure could
achieve optimal scores for all tricks over an extended period of time. It is therefore worth taking
a closer look.

Basically all three measures could achieve a good result for the “Non-brand related domain”
phishing trick between 90% and 100% directly after the measure. So there is basically no need
to doubt that the measures for this trick achieve very good results in the short term. For the other
three phishing tricks (“Non-brand relatedDomain”, “Non-brand relatedDomain +BrandOutside”
and “Special Link Manipulation”), all measures at least achieved significant improvements in the
post-test. But looking at the results in detail, one notices that not everymeasure reached an optimal
level for every trick. Each of themeasures seemed to have at least one phishing trick in the post-test
that performed worse than the other phishing tricks and also worse than the other measures. For
example, the video seemed to have its strengths in “Small Deviations in the Domain” (95.45%).
A possible explanation could be that the other two tricks are either not included in the video
explicitly “Special Link Manipulation” and therefore only synergy effects of the explanations
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can address this trick, while “Non-brand related Domain + Brand Outside” could be influenced
by the one example where the mouse cursor is directly over the part where the impersonate
domain is placed, which could have mislead the participants. Additionally, “Small Deviations
in the Domain” even though with examples and an example how easy such small “errors” can
be overlooked, could not have performed as good due to the examples being directly presented
with highlights and therefore were too obvious to create the necessary awareness. The e-learning
had its strengths in “Non-brand related Domain + Brand Outside” (95.31%) and “Special Link
Manipulation” (93.75%). A likely reason could be that the part for the “Small Deviations in the
Domain” is relatively late in the e-learning and therefore it might be that participants are already
kind of overloaded with information. The workshop, achieved very good values for “Special
Link Manipulation” (91.45%) but performed worse than the other two measures for the other two
phishing tricks just mentioned. A possible explanation could be that “Non-brand related Domain
+ Brand Outside” are only indirectly addressed with tips to check the who-area, but no specific
example for either the subdomain or path attacks are mentioned. Combining the findings from
different studies, the video for “Non-brand related Domain + Brand Outside” achieved a value of
approx. 80% in study 1 in the post-test, as well as a similar value in study 3 as a refreshment. On
the other hand, the value of video as a single measure drops below 70% already after eight weeks,
but as a refresher the value can even be kept constant at approx. 80% over six months. A possible
explanation could be that the video itself with the lack of exercises and lack of interactivity does
not reach the same level of user involvement as the other measures. When the video is used as
a refresher, where the needed awareness has been already achieved in the past, it still displays
the important aspects and is therefore enough to refresh the awareness. In this case, the video
in combination with the workshop seems to have a positive effect for a longer period of time.
Interestingly, this effect also shows up for “Non-brand related Domain” to a very similar extent.
In contrast, the trend looks different for the other two phishing tricks. For the “Non-brand related
Domain” very similar values of around 80% were measured in study 1 and study 3 at least in
the post-test , but there was a slight drop in the video twelve months later. Additionally, for the
“Small Deviations in the Domain”, noticeably lower values were already measured in the post-test
of study 3 than of study 1 (50% to 95%).

The question now is what caused this and how best to address it. One cause could be that the
measures point out the important aspects to the participants, especially the URL. But whether this
was used as the final basis for decision-making was not checked in the studies. Most importantly,
the influence of the URL as a basis for decision-making would have to be discussed, since
the URL was already visible to the users. In total, combining the results from all studies the
“Special Link Manipulation” and “Non-brand related Domain + Brand Outside” seem to need
some attention, but especially looking at the refreshments with vastly different results. “Special
Link Manipulation” seems to be addressed rather well by all refreshments with some room for
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improvement over the full twelve months. Where “Non-brand related Domain + Brand Outside”
results differ greatly, depending on the refreshment, ranging from pretty bad (56.20% for long
text) to good (82.40% for video). It needs further analysis why all the other refreshments perform
far from the optimum for this trick. The main focus should lay with the “Small Deviations in the
Domain” even though still pretty good after eight weeks in study 1, the trick performs the worst in
the two other studies and therefore should be in the focus of further research. It seems to be very
difficult to help people detect such a phishing trick over a longer period of time. As this needs
the most attention and focus, this trick probably is also the most difficult one to detect in the real
life.There is a possibility that one phishing awareness measure can only go part of the way and
other solutions are needed to tackle the problem in the long term.

One possible explanation for the different results of the various phishing tricks could be that
everyday life is insufficient for all phishing tricks to apply and consolidate the awareness learned
to the same extent. For example, there are too few points of contact with fake tooltips. On the
other hand, the essential awareness and important fundamentals remain in place in the long term.
The remaining important fundamentals can be seen from the fact that even in the 12M group,
there was a slight drop in the number of simple phishing tricks - but there was still an improvement
compared to the pretest. The participants, therefore, have learned over such a long period that
they should look at the URL behind the link.

In addition to the different results of the phishing tricks, one particular trend stands out. Both in
the three studies (with the exception of e-learning for the “non-brand related domain”) and in the
related work [3, 33], no measure achieved an optimal value of 100% at any time. This trends is
especially interesting taking into account that the measures emphasize the importance of the URL
respectively domain and that, unlike in reality, the participants did not have to hover over the link
to display the status bar or tooltip. In addition, the studies represent a “best-case” scenario, as
the participants’ main task is to differentiate between legitimate and phishing. Despite all these
factors, a value of at least 80% correct answers is only measured for the phishing trick “Non-brand
related Domain” for each measurement time. Accordingly, it should be noted that the measures
do create a significant improvement compared to the previous point in time and can also keep this
constant over different periods of time. However, there is still potential for further improvement
for all measures and points in time. In addition to awareness measures, there is at least one other
way to help people distinguish between legitimate and phishing messages. Another option would
be to use a tool support to provide information and technical features directly at the moment when
this decision has to be made. Therefore, in the following Chapter 5, a phishing awareness measure
is compared with tool support.
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4.4.2 Future Work

The phishing awarenessmeasures fromPart I all lead to significant improvement of the participants
sensitivity and most of them could also maintain this improvement over a longer period of
time (four to six months for e-learning and workshop). Still there was a gap for even further
improvements as e-learning scored the best value across all measures and studies with d′ = 2.23
for the post-test (maximum being d′ = 3.38). There are various reasons for the non-optimal values
which can provide helpful clues for further research.

One main reason for not optimal performance could be that from other areas it is already known
that only parts of the knowledge can be acquired with the first run through [35, 36]. Therefore it
needs to be repeated to give the chance to acquire all the knowledge. This could be done by two
ways either repeating the same measure or doing a repetition with a different measure.

Such a refresher represents an important milestone to remember in the long term. Based on
the current results, three out of four different refresher measures have been able to maintain a
significant increase over a period of another six months (twelve months in total). These three
measures were all based on the same concept in terms of content and just had different ways
to deliver the content. In there, the video (with weaknesses in the “Small Deviations in the
Domain”) and the interactive example (with weaknesses in the “Non-brand related Domain +
Brand Outside”) seem to complement each other best. The question here is, whether one of the
measures should be adapted to its weakness or whether the measures should simply be combined.
Even a combination of the measures with a duration of five to ten minutes each still represents a
significant reduction in time compared to the original measure.

Another reason for the lower results for the measures video and workshop, especially for the
post-test, could be that participants are not forced to test their awareness and do not get feedback
on their performance, e.g., their strengths and weaknesses for different phishing tricks. A very
short measure (such as the video), without the possibility to practice one’s own awareness and
where the participants are only passively taught the content, will probably need a faster refreshing
than a longer measure where the participants also test their own awareness (the e-learning).
Nevertheless, theworkshop from study 3, for example, also has interactive elementswith exercises.
But compared to the online training in study 2, not every participant necessarily had to complete
the exercises successfully. In such a workshop setting similar to a class room only a sample
of the participants will complete the exercises in the public group. Accordingly, if participants
incorrectly assess their own performance and thus omit these exercise opportunities, theymay also
need a quicker refresher in such a measure. This should be explored more systematically in the
future. First, it could be investigated whether the active practice and especially different intensities
of exercises, have an influence on the long-term effect. Second, both the workshop (with practice)
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and the online training provide an opportunity for feedback to the participant. Therefore, both
can directly address mistakes that participants make. Future studies could systematically examine
whether general feedback (e.g., total number of correct answers) to specific feedback (examples
made incorrectly and the strategies needed to address them) have an impact on the long-term
effectiveness of the intervention. Furthermore, more passive measures (such as the video) could
be evaluated against various forms and manifestations of more active measures.

Study 3 (see Section 4.3) evaluated the factor repetition with two measures (workshop + either
video, interactive email example or long text) spanning over twelve month in total. A first
foundation has been laid by systematically recording effectiveness over twelve months, with the
findings that the three measures show a significant effect. However, the question arises, for
example in the organizational context, what needs to happen after this period, e.g. should the first
measure be repeated, or is it enough to repeat the second refresher measure (video, interactive
email example or long text)? Another possibility would be to use a completely new measure, i.e.,
crossed with the second measure, or a completely different one, e.g., a short training. Here, it
remains to be clarified how many different measures are needed before a repetition can create the
same results again.

Another clue would be whether a single training intervention may not achieve an optimum at all.
Perhaps it is necessary to combine such a measure with further technical support, which makes it
easier to recognize certain particularly complex and in everyday life rare sophisticated phishing
tricks. Here, of course, it should be checked to what extent the effect on phishing tricks can
be attributed to the measure or the technical support. It is also possible that the measure only
provides the basic awareness for the topic of phishing and the technical tool supports or decides
for the user. Due to the fact that all the selected measures did not consistently reach an optimal
value for sensitivity, it should be discussed what could be possible alternatives. On the one hand, a
measure could be selected that targets the vulnerabilities of individual users evenmore specifically
and accordingly trains only these vulnerabilities as part of the measure. This could be carried
out until all phishing tricks reach an optimal level. Then, as part of smaller measures, repetition
could be performed where the correct answers are deferred to a later repetition and the incorrect
answers are repeated in a more timely manner. This is consistent with the principle of learning
by repetition with flashcards that is often suggested for students on a wide variety of topics as
well [100]. It could also be investigated whether the combination of an awareness measure in
combination with a technical measure could lead to the desired results of optimal sensitivity to
all phishing tricks. For this purpose, one of the tested measures could be tested individually or in
parallel with a technical solution and then in combination. Thus, it could be verified whether the
effects are due to the measure, the technical solution or the combination of both (which is done
in part two of this thesis).
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4.4.3 Overall Limitations

In this section, the limitations of the general embedding of the study, e.g. story and study design,
is first explained and then the limitations to the content of the studies with a focus on the study
material, in particular the messages used, is discussed.

Similar to other studies in the field of phishing detection [53, 3], the primary task in this study
was to decide between phishing and legitimate messages, and there were no other tasks to
divert attention. Therefore, it is always a “best case scenario” statement that would not apply
in reality. However, the survey does add value and can be seen as a basic requirement for a
measure to work. Even in this “best-case” scenario, for some examples only a value close to
the rate probability could be measured in the pre-test (see Table 4.5) and thus the prerequisite
of a not too high pre-test result is given. However, almost perfect recognition rates for e.g.
https://www.dtrdtcbj.com/de/en#blade with 100% (as in Table 4.11) probably cannot be
achieved in reality. In contrast, other types provide evidence that they require some other form
of support. For example, the “Small Deviations in Domain” examples (see Table 4.11) showed
results that are barely acceptable in the post-test, even less in the retention-test. Another factor that
leads to the studies being more of a “best-case” scenario is that in the examples used, the mouse
cursor was already over the link and the URL could be recognized. Thus, the important step that
the participants must first know how to get to the URL was omitted. Therefore, no statement can
be made about the awareness of this aspect. Design and plausibility would probably have a higher
value in the evaluation if the URL was not directly visible. However, since the examples were
all based on real existing messages, this effect should not have been more relevant in this case.
Future studies should investigate whether a solution can be found with other technical tools and
check whether this has an effect on the results.

Alternatively to the decision between phishing and legitimate examples, one could have asked
other questions and used a cover story to deceive the participants of the actual goal of the
studies. This would have improved the external validity of the results. However, there are several
difficulties here, which mainly concern internal validity. On the one hand, this cover story must
be credible and also be maintained over the entire duration of the experiment. Second, it is
needed to determine when this is no longer the case and therefore decided when decision are not
made under the cover story anymore. In an online experiment, this is not easy to ensure. Most
importantly, given the video as an intervention, it would have been difficult to establish another
subject as authoritative. Instead, one could have tried to evaluate the video in the context of a field
study. However, even field studies have idiosyncrasies that should be considered more relevant to
later studies given the initial evaluation over a longer period of time. If a message is not classified
as phish in a field study (not clicked on), then this can have various reasons, e.g. the message was
intercepted by a filter, simply “overlooked” or sorted out on the basis of a non-matching company
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(i.e. classified as spam rather than phish). Also in the case of the opposite, if the message or the
URL was clicked, then it could be because the participants knew that it was a message part of
the study and were curious what could happen. One could also try to capture this in the context
of an additional survey, but the social desirability or shame could very strongly influence the
answers here. Also basically the control over receiving the messages or the respective channel
(desktop PC, laptop or smartphone) is very difficult to control and has an enormous influence on
the results.

In all within-subject design studies, the same messages were used, albeit in random order. Thus,
one factor for the good post-test scores could be that participants recognized the examples.
However, several factors speak against this having a major impact. First, participants did not
receive feedback on whether their own assessment of the example was correct or incorrect. So if
they recognized the examples, they would have to remember their answers at the same time and
could then have given them again, but without knowing whether they were correct. Second, the
focus of the study was on the retention-test, and it is highly unlikely that the study was relevant
enough for the participants to retain the examples and their responses over the eight-week period.
It is more likely that they recognized the examples per se, but then made a new decision again.

With regard to the study material there are also some limitations, in particular with the examples
used and the distribution of phishing and legitimate examples. Two of the major influential
factors for the amount of examples used is the distribution between phishing and legitimate
examples and the amount of phishing tricks included. Every included trick increases the amount
of examples, and when done properly even more than by one example. Especially if the phishing
tricks are essential for the evaluation, it should be considered using more than one example per
phishing trick. Otherwise, the answer is based on only one example and other factors, such as
the appearance of the email, may distort the effect. Furthermore using a lot of examples in a
study can lead to other effects that need to be controlled, e.g the learning effect and the fatigue
of the participants. In such a case, the study design has to be adapted accordingly. For example,
the order of the examples should be more strongly controlled and, if in doubt, manipulated.
Another possibility is to increase the sample size in order to obtain as many permutations of
the distributions of the examples as possible and to be able to make corresponding statements
about learning effects and fatigue over the duration of the study. Some research has already
been conducted on the distribution between phishing and legitimate examples, as unfortunately,
there is a lack of reliable information on the actual distribution in real life. When the phishing
percentage was very low, such as 1% (as in [102]), the detection rate for phishing was also very
low and even on a level of the guessing probability (around 50%). While between 5% and 20%
there seemed to be no difference for the phishing detection rate. This research did not include a
measure that trained users and therefore lacks the information about the influence of such low rates
when participants were trained to detect phishing and instead was more based on their pre-study
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awareness. Another study included a measure together with pre- and post-testing and investigated
higher rates such as 25%, 50% and 75% [103]. In general, their training neither improved phishing
detecting nor lowered the false positive rate by a large margin, especially for low percentages of
phishing examples. Still they found that a higher rate of phishing increased the hit rate, but also
increased the false alarm rate. While the confidence of the participants increased more, when the
phishing percentage was higher. Concluding the phishing rate especially for studies with training
should not be too low, as participants are lacking the option to test their newly acquired awareness
to detect phishing and their confidence is not boosted, too. Therefore, it can be concluded from
the previous studies that although the distribution of phish and legitimate messages is probably
not 50:50 in reality, this is a suitable distribution for the learning and study context.

Another aspect of the examples is the expected probability that they is correctly classified as
phishing or legitimate. In the context of an experimental setting, with reference to classical test
theory [104], it is essential to integrate different so-called item difficulties. In this case, this means
to include a mixture of some messages that can be correctly classified as legitimate or phish with
a moderate probability, but also messages that are correctly recognized with either a very high or
very low probability. The detection probability was not systematically varied in the studies and
could be a further focus in subsequent studies. However, it can be noted that the distribution of
legitimate examples in the studies already covered the spectrum of guess probability to perfect
detection (50% to 100%). In addition, the general focus on examples that can only be correctly
classified by URL makes them more difficult than those studies that also use messages that can
also be classified by aspects such as context. Also such emails could be more difficult than the
average phishing message that users are confronted with in their life. It would need to be verified
whether the rates found can be confirmed in a scenario with higher external validity, such as a
field experiment. If a measure does not achieve optimal values even in such a scenario, then the
measure should first be optimized before a more elaborate study such as a field study is conducted.

Finally, both in the studies Section 4.1 and Section 4.2 each involved samples with a very limited
number of participants. The first study had a small sample size of only 16 participants, the sample
was not representative for the retention-test. Thus, the findings of the study should be confirmed
with a larger and more diverse sample. At this point, further findings regarding the phishing tricks
could also be included to gain additional new insights. For the second study the participants were
not paid and participation in the retention test was voluntary, it was to be expected that the sample
would decrease as a result. Accordingly, only around half of the participants gave their e-mail
address for further contact. Thus, only about half of the participants could be made aware of
the second phase by email, of which in turn another half responded to the call for participation.
Consequently, the sample only reached a size of 22 participants. With such a small sample size
a generalization for the whole population can not be made. Nevertheless, the results indicate that
the video can effectively increase sensitivity over a more extended period than eight weeks. As
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the values from the post-test to the retention hardly dropped, this provides an indication that a
longer period could also be assumed for the increase in awareness. Due to the decision to initially
evaluate an 8-week period for the short measure, future studies with more participants can extend
this period of eight weeks and thus consolidate the results of this study.
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So far, it has been shown that many of the awareness measures can contribute to an improvement
in discriminating phishing and legitimate messages among users. However, as can be seen in
Chapter 4, none of the measures achieve the optimum in terms of sensitivity; neither immediately
after the first measure nor after the refresher. A possible solution to improve the sensitivity
could be to support the user with a technical tool to help differentiating between the phishing and
legitimate messages.

Previously, there has been little research on how these two interventions, phishing awareness
measures and tool support, compare directly. Theoretically, it is possible to compare the results
from different studies based on their metrics, e.g. effect sizes. However, there are always
differences in the study design that make an indirect comparison only partially robust. For
example, the choice of examples can have a large impact on the effectiveness of an intervention
(as seen in Section 4.4 with different results for different measures for the same phishing trick).
Also, there may be examples that are better addressed by one or the other intervention. Examples
that are less likely to be addressed by an intervention are also less likely to be included in a
study, leading to the comparability difficulties described above. Accordingly, there is still little
knowledge about which strengths and weaknesses the respective intervention reveals in a direct
comparison. Most importantly, there is little or no knowledge about the synergistic effects and
improvements that can be achieved by combining two interventions.

To avoid constantly reinventing the wheel, existing, state-of-the-art interventions were used to
evaluate the two types: Phishing awareness measures and tool support. For this purpose, the video
from the NoPhish concept as an awareness measure [6] and TORPEDO [76] as a tool support
are compared against each other. These two interventions have been selected as representative
of their type, as both are ready-to-use measures for both awareness ([6]) and tool support ([76]).
Both represent interventions that are very easy to introduce and also easy to distribute to a large
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number of staff or users. Additionally, both interventions should require about the same level of
effort to implement.

The chapter is structured into four sections each on a specific aspect of one single study. First the
research questions and hypotheses of this part (see Section 5.1) are described in detail. Then the
methodology to evaluate the four different variants of TORPEDO and the two status quo options
with and without the NoPhish video is reported (see Section 5.2). The results of the evaluation
(see Section 5.3) and the discussion (see Section 5.4) are closing this part of the thesis.

Contributions described in this chapter:

• Confirmation of previous research on a phishing awareness measure
(video) and a phishing tool support (link-centric warning) to be effective in
increasing the ability to distinguish between phishing and legitimate mes-
sages in a single, between-subjects study design [9].

• Novel comparison between a phishing awareness measure (video) and a
phishing tool support (link-centric warning) showed the tool support to be a
better single intervention [9].

• Novel combination of a phishing awareness measure (video) and a tool
support (link-centric warning) has proven to be more effective than a single
intervention [9].

• Novel evaluation of specific phishing tricks revealed that only the combi-
nation achieved near-optimal effectiveness with regard to the dangerous
phishing trick „Small Deviations in the Domain“ category [9].

5.1 Research Questions and Hypotheses

The present study is intended to answer a series of five research questions. First, results of
previous studies should be confirmed. This is to ensure that the present study does not lead
to (unconscious) changes in the results for already evaluated measures and technical solutions
due to slight deviations in the study design. Accordingly, the first two research questions aim at
confirming the results of previous studies and are considered as basic prerequisites for further
analysis. The first research question is aimed at the video from the NoPhish concept used in the
study and in the past:
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RQ1: Does the video as a phishing awareness measure influences the viewers sensitivity?

Accordingly, the hypothesis to be tested is as follows:

H1: Participants show significantly higher sensitivity immediately after the video compared to
those without the video.

The second research question dealswith the link-centricwarning under investigation (TORPEDO).
TORPEDO has also shown in the past that it can lead to a significant improvement in phishing
detection. Accordingly, the second research question is.

RQ2: Does the link-centric warning as a phishing tool support influences the users sensitivity?

And the associated hypothesis to be tested in the study is as follows:

H2: Participants show significantly higher sensitivity when using the link-centric warning com-
pared to those without using the link-centric warning.

Following this, the research questions that form the focus of the study is addressed. The first
question is whether, in a direct comparison, one of the two interventions is better in terms of
increasing sensitivity. Accordingly, the third research question is:

RQ3: Is there an option to be preferred between the phishing awareness measure (video) and the
tool support (link-centric warning) in terms of sensitivity?

This results in the following hypothesis to be tested:

H3: There is a difference in sensitivity between participants with a video and participants with a
link-centric warning.

Subsequently, the question is whether the combination of a phishing awareness measure and a
tool support still offers additional added value compared to the respective individual intervention.
It could be that the two intervention each have particular strengths in a different area of phishing
tricks. Thus, the combination could have synergistic effects that go beyond the individual
intervention. This leads to the next research question:

RQ4: Does the combination of a phishing awareness measure and a tool support improve
sensitivity better that a single intervention?

Accordingly, the hypothesis is as follows:

H4: There is a difference in sensitivity between the combination of interventions compared to the
individual intervention.
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Similar to the individual studies in Chapter 4, the individual interventions are also examined for
their influence on the various phishing tricks. The phishing tricks require very different behavioral
cues as well as different forms of technical support to be detected by the user. In the course of
this, the different risk levels of the link-centric warning are also examined more closely in terms
of their influence.

From this, the last research question is derived:

RQ5:What effects do the interventions or their combination have on the different phishing tricks?

Due to the low number of examples per phishing trick and so far unknown effects, exploratory
investigations are conducted. In comparison to the previous hypotheses, only the hit rates and
miss rates for the phishing examples are explored here, so no specific hypothesis is formulated
for this research question.

5.2 Methodology

This section describes the methodology of the study in detail. First, the basic study design is
discussed in depth (see Section 5.2.1). In there, it is discussed which groups are addressed in the
user study. After that, the materials used for the study is reviewed again. This includes a brief
description of the interventions, the questionnaire used to measure sensitivity, and the messages
used.

Due to the very different status quo situations of potential users, two control groups have been
used for the study. These two groups intended to represent the current status quo for users in
the area of e-mail. One was the display of the URL behind a link in a status bar, as used in the
Thunderbird e-mail client, for example.

This resulted in the first (control) group 1 - Status bar: When the link was touched with the mouse,
a status bar similar to the one in the web browser or Thunderbird was displayed at the bottom
left of the e-mail. Another often used display is a simple tooltip. In this tooltip, there is either
only the URL or a very short information how to interact with this tooltip. This representation is
common, e.g. in the Microsoft Outlook e-mail clients or in Apple Mail.

This was the basis for the second (control) group 2 - Tooltip: When the link was touched, a tooltip
was displayed with the URL of the link. The display was very close to the one in Microsoft
Outlook. Above the URL a short text was displayed, which reads: “Click or tap to follow the
link”.
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Next, moving on to the different intervention groups, which included one or both of the interven-
tions. First, it was the aim of confirming the previous positive results about the video. This had
to be checked for the status bar as well as for the tooltip individually in each case.

This resulted in each case in the first (intervention) group 3 - Video + Status bar: This group
had the same display as group 1, i.e. a status bar at the bottom left of the email. The difference
was that before this group got to the task of deciding on the emails, it first saw a video as an
intervention.

And it also resulted in the second (intervention) group 4 - Video + Tooltip: This group had the
same presentation as group 2, i.e. a tooltip right at the link. The difference was that this group
still saw the same video as group 3 as an intervention before the decisions were made.

Next was the confirmation of previous results on the link-centric warning. The link-centric
warning overrode any kind of other tooltips and at the same time still allowed the display in the
status bar. Accordingly, only one intervention group was needed at this point to represent the
scenario of the deployment.

Accordingly, the third (intervention) group was group 5 - Link-Centric Warning: this group
received a replicated representation of the link-centric warning for each example. Whenever
the cursor was moved over one of the links, a corresponding tooltip was displayed with the
appropriate representation of the link-centric warning. The link-centric warning also included
a matching tutorial during installation, which presented the most important functionalities and
representations in a short form. This tutorial was presented on a page directly before the decisions.
The link-centric warning was an adapted version of TORPEDO. The difference between the low
risk, unknown risk and unknown risk with indicator are the most important features to test, e.g.,
testing if the unknown risk with indicator leads to more false positive decisions. Even though it
would be interesting to understand the perception of the low risk history level, the introduction
seems more difficult as these represent highly individual URLs. Also compared to the other three
included risk level this risk level should not be handled differently to the other low risk level (see
Section 3.4.2 for the background of TORPEDO and Section 5.2.1 for the adaption for the study).
The reduced scheme for the study can be found in Figure 5.1.

Furthermore, it was examined whether also the combination of the two interventions has a larger
effect than the single interventions. Accordingly, this became the (intervention) group 6 - Video
+ Link-Centric Warning: This group received both the video similar to groups 3 and 4 for the
introduction, but also the tutorial for the link-centric warning. Subsequently, a corresponding
tooltip of the link-centric warning was also displayed for each example in this group. This group
thus combined all possible interventions and represented the maximum support in the context of
the study.
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Figure 5.1: Adapted link-centric warning (TORPEDO) scheme for the study.

The last two (intervention) groups once again focused on a special feature of the link-centric
warning. This was about the tutorial, which has so far been seen as part of link-centric warning.
The question arose as to how necessary this tutorial is and whether an effect of the tutorial can be
measured at all. In order to systematically investigate the effect of the tutorial, two groups were
necessary. The first was to investigate whether the addition of the tutorial makes a difference to
the reduced version of the link-centric warning without tutorial.

This resulted in the fifth (intervention) group 7 - Link-Centric Warning without Tutorial: This
group, similar to groups 5 and 6, received the link-centricwarningwith supplementary information
for the decision about the examples. But it did not receive an introductory tutorial about the
functionality and different risk levels before the decisions were made. Accordingly, the participant
had to understand the entire information from the tooltips itself.

In addition, it was to be examined whether the video can also be a compensation for the tutorial.
Although the specific functions of the link-centric warning were not explained, at least the
attention for the URL and its structure was increased and could thus form further synergy effects
in combination with the link-centric warning.

Consequently, the sixth and last (intervention) group was group 8 - Video + Link-CentricWarning
without Tutorial: This group received the video at the beginning of the study, similar to groups
3, 4 and 6. Subsequently, however, no tutorial was presented and for the decision about the
examples the participant received the link-centric warning and could only understand the risk
level distinction of the link-centric warning on the basis of the information from the tooltips.

5.2.1 Study Design

The purpose of this subsection is to provide a more detailed description of the entire process of
the study with all the necessary steps and details.
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The study was a between-subjects design. This means that each group received only one form
of intervention. The groups were designed to answer the five research questions. The study was
conducted in the form of an online survey. Participants were first transferred from an online
panel to the online survey platform Sosci Survey. More about recruitment of participants in
Section 5.2.3. This platform has the advantage of being compliant with GDPR rules [94].

In the following, the entire process of the study is described in detail. First, the participants were
forwarded to the survey platform via a link. Then, in the first step, the participants received a
basic introduction to the procedure of the study and their associated rights. This included that the
participants’ data would be stored anonymously and would not offer any possibility of attribution
to their person. They were also informed that participation could be terminated at any time
without giving a reason. All the participant had to do was close the tab or the browser. The first
page of the survey ended with the participant’s consent. By clicking the “Continue” button, they
gave their consent.

Page 2: The participants were now informed that a small exercise was waiting before the actual
study started. This exercise was to help them to understand how to interact with the examples in
the study environment. More about the study environment in the subsection Section 5.2.2. The
interactive task was intended to ensure that participants did not exhibit different behavior than they
would otherwise do to check email because of the static examples and non-given environment of
a real email client. Likewise, they were given the information that this is important for the further
task of classifying 20 emails into either legitimate or phishing.

Next, the five-minute NoPhish video (see Section 3.3.1) was shown to the groups 3, 4, 6 and 8.
The video taught the most important tips and tricks for recognizing phishing messages, especially
those with links. The participants were asked to start the video themselves. The participants were
informed that an activated sound is necessary. Therefore, the participants were first asked to take
the precautions and then play the video on their own. Afterwards, the participants still had to
answer the question how they had watched the video. This was a closed question with different
answer options ranging from (completely without pause to not at all). Since this question also
included the risk of social desirability, four more attention questions were asked. To proceed with
the study, participants had to answer three out of four questions correctly. This was to check that
the participants who were later be surveyed in the video groups had shown at least a basic level
of attention to the video.

In the next step, the groups 5 and 6 received the tutorial belonging to TORPEDO. The tutorial and
TORPEDO were not introduced as such. Participants were told that they were using the Chrome
web browser. During the course of the study, there was an update to the browser, whereby the
participants were told that this update should help them to detect phishing emails. The update
included a new tooltip with additional functionality, which is explained below. The tutorial took
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up an entire page (see Figure 5.2 and Figure 5.3). The tutorial was an adapted version from the
original tutorial. All the information were presented on a single page. The content of the tutorial
was reduced to the information necessary for the study and additional information such as the
blue risk level were cut to not confuse participants.

(a) Introduction to the tutorial with low risk level.

(b) Explanation of the unknown risk level with legitimate and
phishing example.

Figure 5.2: Adapted version of the tutorial used for the study Part1 and Part2.

These groups were also given a series of control questions. A total of three questions were asked,
all of which had to be answered correctly in order to continue participating in the study. Again, the
goal was to ensure that the group later counted as including the tutorial actually focused attention
to the tutorial so that a basic understanding was reached. Otherwise, the results of the group
could be distorted and lead to wrong conclusions about the comparison between the groups with
tutorial and the groups without tutorial.

Next, all groupswere given a practice task to prepare for the later task of deciding between phishing
and legitimate examples. Each exercise task was always already customized to the group, i.e.
participants were given either a status bar, a tooltip or the link-centric warning in the example.
First, it was explained to the participants that links can hide behind many different forms, e.g.
buttons, texts or even images. The corresponding text is added to the graphic for each example.
It was explained to the reader that one only has to move the mouse over the link and then the
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(a) Explanation for unknown risk with indicator level with
phishing example.

(b) Legitimate example of the unknown risk with indicator
level.

Figure 5.3: Adapted version of the tutorial used for the study Part3 and Part4.

cursor changes into a hand. To this end, participants were told that the links within the study were
disabled for demonstration purposes. Accordingly, redirection to dangerous pages were excluded.
Further down the page, an example then followed that gave them an understanding of the task -
which later had to be carried out several times for the study. The user received an example e-mail
in the e-mail inbox web environment. The e-mail was addressed to Mr. Martin Müller with his
Gmail account. This e-mail was to be checked for the number of existing links. The goal here
was on the one hand that the participants learn how to interact with the e-mails in the context
of the study. For this, they had to learn that the links were just like in a mail program with the
cursor over the link showing the URL. They should also learn that there are many different forms
of links and that they can hide behind images or even buttons, for example. Thus, all possibilities
that had been used later in the study should already be known. The participants should not make
a wrong decision because they were unfamiliar with the study environment. Next, participants
were asked to indicate the number of links in the image. If the answer was correct, participants
were redirected to the following page.

Then on the next page, all participants were again given an introductory scenario to assess the
examples. The study participants were told that they would receive 16 examples in the following
and that they should examine these e-mails. In doing so, they must determine whether an email
is phish or legitimate. To minimize rejection based on their own experience, participants were
asked to imagine a fictitious scenario. The description was as follows:
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In order not to directly declare the senders, service providers and programs you have
no connection to in reality as fraudulent, please assume in the following that: * You
are Martin Müller and have the email address: martin.mueller.77@gmail.com,.

* You use all services used in this questionnaire (Amazon, Lufthansa, Google,
LinkedIn, DHL, Netflix, GMX, PayPal, Microsoft, and Apple).

Note: In this study, the links are disabled, so redirection is excluded.

Then came the main part of the study. Study participants were shown 16 examples of different
emails. More on the structure of the emails in the subsection Section 5.2.2. One example was
shown on each page. The examples were presented in a random order for each participant. On
the page was then an example of the email with the question: this email is a: phishing email ...
legitimate email. Due to technical restrictions, it was decided to use screenshots of the emails.
In addition, the functionality was implemented on the platform that if the mouse was moved over
a certain area of the page, a tooltip or status bar was displayed. What exactly was displayed
depended on the respective group membership (see Section 5.2.1). After the participants had
made a decision for an example and moved on to the next page, this decision could not be
reversed by returning to the example. After participants had worked through all of the examples,
participants in the intervention groups were still educated with TORPEDO. They were told that it
was a fictitious update of Chrome. The function, on the other hand, already existed in the add-on
TORPEDO and could have been downloaded via a link. On the next page, the socio-demographic
questions were asked. These included questions about gender, age (with various gradations) and
the highest professional education. On the last page, participants were informed about the end of
the study and received the code for payment on the participant platform.

5.2.2 Study Material

In the following, the process for creating the examples is described in more detail. First, the basic
design (sender, subject, content) of the e-mail examples with the copy of an authentic e-mail is
discussed. Then, the adaptation of the emails for the study context is explained. This is about the
authentic emails being converted into phishing emails using various phishing tricks.

In order to perform the sensitivity detection, it was necessary to use different examples. To create
these examples, different approaches can be chosen. On the one hand, these examples can be built
from scratch. This has the advantage that one can decide on every aspect of the email, e.g., what
the sender address is, what the subject line is, howmany graphics are included, and what the layout
of the text is. The difficulty here is that while theoretically these emails can be designed to look
legitimate except for the indicator to be manipulated (sender, URL or attachment), in practice,
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subscribers may unconsciously perceive some indicator that was deliberately not designed as phish
as such and therefore reject the email. They may also come to the conclusion that the organization
(if known to them) would not design or phrase such emails in such a way. Another option is to
create a collection of emails that have already been sent by the organizations in exactly this form.
In this way, it is still not possible to completely exclude unconscious wrong decisions based on
other indicators. But at least it is not an influence introduced by the study methodology and thus
even with such a “systematic” error the external validity of the study increases. This error would
then accordingly also happen outside the study. The examples were all written in the German
language. Admittedly, some of the organizations used are not originally from Germany and thus
an English email would also have been authentic in a certain sense. Nevertheless, there are two
reasons in particular for using a different language here. Firstly, the organizations in Germany
mainly send German emails, so that all users are included. Secondly, the influence of the language
on the decision should not be the focus. An English email could have led to rejection due to
unfamiliarity with certain formulations.

The issue now is the selection of organizations for the context of the emails. To increase the
likelihood that there is some familiarity with the emails in addition to the introductory scenario,
a list of organizations from the most visited domains in Germany was chosen. This was to ensure
that participants would at least know the name of the organization and its context and thus not
make the decision out of complete ignorance. A query of the familiarity with the organization
was omitted for various reasons. The participants should not be primed in advance on a possible
distribution of examples and their organization, especially since two examples were used per
organization (more on this later in this section). In principle, it would have been possible to list
more organizations that were not used in order to disguise the duration. However, this could also
lead to confusion if organizations do not appear later. Therefore, the added value of the influence
of familiarity on the individual examples was seen as less important than the existing priming.
Eight organizations were then selected from the list of most visited domains, which should be
known to most Germans at least by name (Amazon, Lufthansa, Google, LinkedIn, DHL, Netflix,
GMX, PayPal). The organizations should also come from different areas of life, e.g. shopping,
mobility, communication, entertainment.

The study always used the same number of phishing and legitimate examples per participant, i.e.
each participant saw eight phishing examples and eight legitimate examples at a rate of 50%. It
is possible that this probably does not correspond to the ratio of phishing to legitimate messages
in reality. However, there has also been too little study to date on what the actual correct ratio
would be. It can be assumed that this ratio is also highly individual, e.g. how much one moves on
the internet, how often one has already given one’s contact details (email or cell phone number)
and whether services one uses have already been the target of a data dump. And even in the case
that the correct ratio would be known, study methodology or feasibility and external validity are
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at odds here. Research is still lacking to be able to say concretely what influence the total number
of examples has, e.g. with respect to habituation but also training effects, on the recognition rate
in the course of the study. But an excessive total number of examples will definitely have an
influence. However, to be able to make a statement about different phishing tricks (more about
phishing tricks), a certain number of examples is still needed. Therefore, it was decided to include
16 examples so that eight organizations and four phishing tricks can be used twice.

The examples all contained a so-called “call-to-action”, i.e. the readers were asked to make a
decision in some way. Without “call-to-action” the user could read the emails, but there would
be no need to make a decision between phishing or legitimate. Thus, when in doubt, the emails
would simply remain undecided, as there would be no negative consequence. Accordingly, this
call is necessary for the need for a decision to exist.

Hence, the base of the emails consisted of authentic emails. The next step was to create the
phishing samples from a portion of the emails. Past studies had often examined phishing in a
rather simple form [105, 106]. Even though this is similar to reality that phishing messages can
be recognized already by the bad grammar. Thus, phishing messages are becoming more and
more sophisticated [107, 108] and these indicators (grammar and content) can be replaced very
efficiently and effectively by other strategies (manipulating the URL). Then, the only reliable
indicator that remains is the one that applies to both the simple and complicated ones. According
to this, users should always follow the behavioral advice and thoroughly examine the URL.
However, even in the area of the URL, there are a variety of many ways phishers can modify the
URL to convince the reader of its trustworthiness. These strategies are based on the fact that the
reader of the URL has no or very little knowledge about the URL and its structure.

In the past, various ways to change the URL have been proposed in groups of phishing tricks (see
Section 3.1). In this study, the similar phishing tricks to the studies from Chapter 4 had been used.
This was to ensure that a wide range of ways to change the URL had been represented. Especially,
also those based on the strengths, but also the weaknesses of the individual measures or tools.
This is also in contrast to the individual studies of the interventions used (NoPhish Video and
TORPEDO), each of which mapped only a portion of these phishing tricks in their evaluations.
Based on this, the following strategies were used for the study:

• Non-brand related Domain

• Non-brand related Domain + Brand Outside

• Small Deviations in the Domain

• Special Link Manipulation
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Next the full overview of all the examples used with information such as the phishing trick, sender,
subject, TORPEDO risk level and URL is provided. See Table 5.1 for the phishing examples and
Table 5.2 for the legitimate examples.

5.2.3 Recruitment & Ethical / Data Protection Considerations

This section discusses both the recruitment of participants and the further ethical considerations,
at recruitment and during the course of the study.

Participants were recruited using a panel. In this process, a study is advertised and a suitable
description is deposited. Only three criteria were defined as a reason for exclusion: 1) There
must not have been any participation in a phishing study in the past. This was ensured with the
help of a block list, which included all previous participants of the research group from phishing
studies; 2) The participants must not be under 18 years of age. This was ensured via a feature of
the panel. It is also a requirement of the panel, as only people at least 18 years old can be paid;
3) Participants had to be German speaking. This was also ensured via a feature of the panel.

To reduce self-selection bias, the study was not advertised as IT security or phishing in the
panel’s section. Accordingly, the description spoke only very abstractly about the context of
email interface and user experience. Specifically, the description read, “Participate in a survey
about user experience with email interfaces.” Power analysis was used to calculate the sample
size. Because the interventions have not been directly compared before, it was not possible to refer
to previous studies and their results. Since there was also little other evidence on how large an
effect there might be between the interventions and their combination, the reasoning of Cohen was
followed [92]. He suggested that if the information is unclear or insufficient, at least a medium
effect (f = .25) should be assumed. From previous studies, however, conditions for a one-way
ANOVA (at least with adjustment of the data) were assumed to be present. The test power was
set at the level of .95 with an alpha error of .05. The analysis resulted in a necessary sample size
of 360 participants to be able to prove a medium effect with the values shown. To prevent the
number of participants from falling below this limit due to the exclusion of participants, e.g. by
the attention questions, a 20% buffer of participants was chosen. In total, this resulted in a targeted
sample size of 430 participants. Consistent with the suggestions for ethical research, participants
should be paid at least minimum wage. For several reasons, participants had to be paid the same.
First, participants were randomly assigned to groups upon entering the survey. Accordingly, no
assignment of participants could be made through the panel. Second, no different payment could
be made at the panel depending on group membership. Therefore, all participants were paid as if
they were participants in the longest group. Based on internal pretesting, a study duration of 30
minutes was assumed. The German minimum wage at the time of the study (December 2021) of
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Table 5.2: Legitimate Examples with TORPEDO Risk Levels.

Name Sender Subject TORPEDO
Risk Levels

Indicator Tooltip URL

L1 Amazon.de<order-update@am
azon.de>

Delivered: Your Amazon.de order
with order no. 616-619884949494-
6161684

green https://packet.amazon.de/paketve
rfolgung

L2 Lufthansa<service@your.luf
thansa-group.com>

Lufthansa Booking grey https://www.lufthansa.com/buchun
gsanzeige

L3 Google<no-reply@account.g
oogle.com>

Security warning for mar-
tin.mueller.77@googlemail.com

green https://www.google.com/neuesge
rät

L4 LinkedIn<messages-noreply
@linkedin.com>

Martin, a free course on strategic
thinking - for a limited time only

grey https://video.linkedin.com/kurs

L5 DHLPaket<noreply@dhl.de> Your Zalando parcel is at the desired
drop-off location.

grey https://mailing.dhl.de/wunschort

L6 Netflix<info@mailer.netfli
x.com>

We’re updating our prices - and
here’s why

green https://www.netflix.com/neueprei
se

L7 GMXKundenmanagement<mailin
gs@produkt.gmx.net>

Confirmation of the GTC update for
your GMX mailbox

green https://bestaetigung.gmx.de/AGB https://brief.gmmx.net/AGB

L8 PayPal<paypal@mail.paypal
.de>

Martin Mueller 5 euros for testing
the PayPal app

grey with in-
dicator

https://www.paypal.com/gutschein https://www.paypall.com/gutschei
n

9.82=C was then used for payment. This minimum wage was rounded up to 10=C and then resulted
in a payment of 5=C per participant for the approx. 30 minutes.

Participants were already informed on the panel page that there would be attention questions
during the course of the study and that the study could only be completed and payment made
if the answers were correct. After the participants were redirected from the panel to the survey
platform, they were first presented with a brief introduction and all the necessary information
about the study. There, the essential information about the collection and use of data, but also
about the storage and deletion of (personal) data was explained. Participants were informed that
participation is completely voluntary and can be canceled at any time without giving any reason.
After cancellation of participation, however, no payment can be made. It was explained that
the data is analyzed and processed anonymously and does not allow any traceability through
publication. IRB/ERB consent was obtained for the study.

In particular, for the groups that received the fictitious browser update (TORPEDO), a special
debriefing was created at the end of the study. This was to prevent them from behaving unsafely in
the future because they thought the update existed in their browser. At this point, it must be noted
that participants who read the introduction but left the study during the course did not receive
the debriefing. This is a clear limitation. But due to the anonymous survey these participants
could not be contacted afterwards. Despite in such a case a debriefing would have been desirable,
the lack of debriefing is not expected to cause these participants a strong disadvantage in their
everyday life.
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Table 5.3: Overview of the average rates for all eight groups in % for the correct answers for phishing and legitimate
examples as well as overall. Also adding the values for the signal detection theory (SDT).

Value Status bar Tooltip NoPhish
video +
Status bar

NoPhish
video +
tooltip

TORPEDO
warnings

NoPhish
video +
TORPEDO
warnings

TORPEDO
warnings
without
tutorial

NoPhish
video +
TORPEDO
warnings
without
tutorial

Phish 54.31 56.60 81.63 90.69 85.52 97.12 62.93 91.37
Legitimate 81.68 83.73 83.67 81.91 98.41 97.44 86.21 89.29
Overall 68.68 69.71 82.09 85.22 92.42 97.29 75.48 90.48

SDT
Sensitivity 1.01 1.13 1.87 2.12 2.51 2.92 1.42 2.36
Criterion 0.41 0.4 0.03 -0.13 0.27 0.01 0.37 -0.03

5.3 Results

This section describes the results of the study divided into the five research questions. First, the
two research questions that served as prerequisites were, whether the video (RQ1) or the link-
centric warning (RQ2) lead to a significantly better sensitivity directly following the respective
intervention, as was shown in past studies. This is followed by the main research questions,
whether there is an option to be preferred between the video or the link-centric warning (RQ3)
or whether the combination of both interventions leads to further improvement (RQ4). Finally,
the question, whether there is a difference of the interventions on the different phishing tricks is
answered (RQ5).

A single one-way ANOVA was calculated to evaluate the research questions one through four.
The individual results of these ANOVAs are reported in the sections of the respective research
question. The randomly assigned group is the independent variable and the sensitivity or criterion
is the dependent variable.

For the analysis of research question five, the descriptive values are reported first (see Table 5.3.
Due to the low number of examples per phishing trick, a hypothesis test was not performed. Also,
the hit rate (number of correct answers for the phishing examples divided by the total number
of answers) was used here rather than the sensitivity, since the sensitivity cannot be applied to
the individual phishing examples or tricks by definition. For the legitimate examples, the correct
rejection rate (number of correct responses for the legitimate examples divided by total number
of responses) was reported instead.

The one-way ANOVA for sensitivity yields a significant difference for sensitivity between groups
with p < .0001, F(7.401) = 50.867, ω2 = .46. Following Cohen’s guidelines (effect sizes above
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.14 = a large effect) this corresponds to a large effect. A significant difference for the criterion is
also found for the groups with p < .0001, F(7,401) = 16.062, ω2 = .20. This also corresponds to
a large effect. In each case, the post-hoc test numbers were based on an adjustment for multiple
testing using the Games-Howell correction.

5.3.1 RQ1 - Video Effect

This section is about the first research question on the effectiveness of the video. Based on the
significant results for the comparison of the sensitivity between the groups, post-hoc tests were
performed between the status quo with and without video for status bar and tooltip, respectively.
A significant difference was shown for both status bar (d′ = 1.01) versus video + status bar
(d′ = 1.87), and tooltip (d = 1.13) versus video + tooltip (d′ = 2.12). Following the results, the
hypothesis H1, that the video improves the sensitivity, could be confirmed.

There was also a significant difference for the criterion comparison. The post-hoc tests showed
that again the status quo with and without video differed significantly from each other. Status
bar reached a value of C = .41 and video + status bar a value of C = .033. Tooltip reached a
value of C = .4 and video + tooltip a value of C = −.126. In both cases, the combination of a
significant effect in combination with a value closer to 0 showed that there was an improvement
of the criterion by the video.

5.3.2 RQ2 - Link-Centric Warning Effect

This section deals with the second research question on the effectiveness of link-centric warning.
To test the effectiveness of the link-centric warning, the post-hoc tests of the status quo (status
bar and tooltip) with the link-centric warning group were considered, respectively. For both
comparisons of link-centric warning (d′ = 2.51) with the status bar (d′ = 1.01) and tooltip
(d′ = 1.13), significant differences emerged. Following the results, the hypothesis H2 that
link-centric warning improves sensitivity could be confirmed.

No significant difference was shown for the criterion comparison. The groups were all at a very
similar level with link-centric warning (C = .269), status bar (C = .41), and tooltip (C = .4).

5.3.3 RQ3 - Video vs. Link-Centric Warning

This section deals with the third research question on the effectiveness of the video and link-
centric warning compared to each other. For this comparison, three groups were compared. This
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time, the respective status quo in combination with the video was compared with the link-centric
warning. For the consideration of the sensitivity it could be stated that there was a significant
difference. The link-centric warning group (d′ = 2.51) differed significantly from the two video
groups with status bar (d′ = 1.87) and tooltip (d′ = 2.12). Following the results, the hypothesis
H3 about the difference could be confirmed and additionally it could be stated that the link-centric
warning improved the sensitivity more than the video.

There was also a significant difference for the criterion comparison. The video + link-centric
warning (C = −.096) and link-centric warning (C = .258) groups were significantly different. In
contrast, there was no significant difference for the video + status bar (C = .042) and link-centric
warning (C = .258) groups.

5.3.4 RQ4 - Combination of Video and Link-Centric Warning

This section deals with the fourth research question on the effectiveness of the combination of the
video and link-centric warning compared to the individual interventions. For this comparison,
the four following groups are compared: 1) link-centric warning; 2) video + status bar; 3) video
+ tooltip; and 4) video + link-centric warning. Examination of the post-hoc tests showed a
significant difference between both link-centric warning (d′ = 2.51) and video + link-centric
warning (d′ = 2.92), and between video + status bar (d′ = 1.87) and video + link-centric warning
(d′ = 2.92). The same was true for the comparison between video + tooltip (d′ = 2.12) and
video + link-centric warning (d′ = 2.29). Following the results, the hypothesis H4 about the
difference between the combination of interventions compared to the individual interventions
could be confirmed.

There was also a significant difference for the comparison of the criterion. Video + link-centric
warning group (C = .005) and the link-centric warning group (C = .269). Both, the video +
link-centric warning (C = −.126) and video + status bar groups, were not significantly different
from the video + link-centric warning group with respect to the criterion.

5.3.5 RQ5 - Phishing Tricks

This section deals with the fifth and final research question on the effectiveness of the different
interventions in relation to the phishing tricks, phishing examples and legitimate examples,
respectively. The full overview of all results is presented in three tables for the phishing tricks (see
Table 5.4), phishing examples (see Table 5.5), and for the legitimate examples (see Table 5.6).
Three out of four phishing tricks achieved very similar scores for status quo (status bar and
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Table 5.4: Overview of the percentage of correct answers for phishing tricks. Grp1 = status bar, Grp2 = tooltip, Grp3 =
video + status bar, Grp4 = video + tooltip, Grp5 = link-centric warning, Grp6 = video + link-centric warning,
Grp7 = link-centric warning without tutorial, Grp8 = video + link-centric warning without tutorial.

Phishing Trick Grp1 Grp2 Grp3 Grp4 Grp5 Grp6 Grp7 Grp8

Non-brand related Domain 65.52 66.98 89.8 94.68 93.65 96.15 71.55 94.05
Non-brand related Domain + Brand Outside 62.93 61.32 86.73 92.55 96.03 100.00 71.55 96.43
Small Deviations in the Domain 19.83 25.47 55.1 75.53 53.97 92.31 32.76 75.00
Special Link Manipulation 68.97 72.64 94.9 100 98.41 100.00 75.86 100.00

tooltip) in the range of 60% to 70% (Non-brand related Domain, Non-brand related Domain +
Brand Outside and Special Link Manipulation). In contrast, “Small Deviations in the Domain”
only achieved values of just under 20% to 25% here. Now looking at the effect of the video, for
both status quo over all phishing tricks there was an increase of about 25% to even 50% (“Small
Deviations in the Domain” from 25.47% to 75.53%). “Small Deviations in the Domain”, however,
remained at 55.10% for the video group with the status bar. The other three phishing tricks were
in the upper 80% range for the video groups up to even 100%. When looking at the results for the
link-centric warning, there were very similar values as for the video groups. “Small Deviations
in the Domain” only reached a value of about 50% and the other three phishing tricks in the
range above 90%. If the video and the link-centric warning were combined to one intervention,
“Small Deviations in the Domain” improved to over 90% correct answers. Now the influence
of the tutorial on the effectiveness of the link-centric warning was examined. The link-centric
warning without tutorial and without additional video achieved only slightly better values than
the status quo in the low 70% range for “Non-brand related Domain”, “Non-brand related Domain
+ Brand Outside” and “Special Link Manipulation” and only about 30% for “Small Deviations
in the Domain”. The combination of video and link-centric warning without tutorial resulted in
relatively similar values as the status quo with tooltip and video with 75% for “Small Deviations
in the Domain” and 90% to 100% for the other three phishing tricks.

Phishing examples Upon examination, the answers for the phishing examples range from very
few correct answers to a majority of correct messages. But also for the individual examples, the
status quo (status bar and tooltip) showed very similar tendencies, with slightly higher values for
the tooltip. Some phishing examples (random) already reached values of around 80% correct
answers. Then followed for the two “Mismatch” examples in the range around 70% and the
two “Non-brand related Domain + Brand Outside” with around 60%. The IP is then far behind
compared to the other “Non-brand related Domain” example at around 50%. And both examples
for “Small Deviations in the Domain” reached a value below 30%. This order of examples was
almost the same for all interventions. However, it was still noticeable that both the path versus the
subdomain and the typo versus the letter swap perform worse for some interventions (link-centric
warning, link-centric warning without tutorial and video + link-centric warning without tutorial).
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Table 5.5: Overview of the percentage of correct answers for the phishing examples. Grp1 = status bar, Grp2 = tooltip,
Grp3 = video + status bar, Grp4 = video + tooltip, Grp5 = link-centric warning, Grp6 = video + link-centric
warning, Grp7 = link-centric warning without tutorial, Grp8 = video + link-centric warning without tutorial.

Name Phishing Trick Grp1 Grp2 Grp3 Grp4 Grp5 Grp6 Grp7 Grp8

P1 Non-brand related Domain 86.21 81.13 93.88 100.00 100.00 100.00 87.93 100.00
P2 Non-brand related Domain 44.83 52.83 85.71 89.36 87.30 92.31 55.17 88.10
P3 Non-brand related Domain + Brand Outside 56.90 60.38 93.88 100.00 98.41 100.00 74.14 100.00
P4 Non-brand related Domain + Brand Outside 68.97 62.26 79.59 85.11 93.65 100.00 68.97 92.86
P5 Small Deviations in the Domain 20.69 24.53 59.18 74.47 69.84 94.87 37.93 80.95
P6 Small Deviations in the Domain 18.97 26.42 51.02 76.60 38.10 89.74 27.59 69.05
P7 Special Link Manipulation 67.24 71.70 93.88 100.00 96.83 100.00 79.31 100.00
P8 Special Link Manipulation 70.69 73.58 95.92 100.00 100.00 100.00 72.41 100.00

Legitimate examples These examples can only be divided into “groups” similar to phishing tricks
to a very limited extent. There were only two groups (the normal legitimate and the mismatch
legitimate). In general, as expected, the legitimate examples were on a higher level than the
phishing examples (between around 80% and almost 100%). The “Status Quo” (status bar or
tooltip) and the groups with the video showed quite similar results here around 80%. In contrast,
the values for the link-centric warning increased, whereby the groups without tutorial were below
the groups with tutorial (regardless of whether the video was also watched). The link-centric
warning without tutorial group represented the fourth best value with about 85% followed by
the video + link-centric warning without tutorial group with 89%. The two link-centric warning
groups with tutorial (with and without video) were at the top with around 97% each. It is
noticeable that the example L1 from Amazon performed worst by far among the the “normal”
legitimates (at least for the not link-centric warning groups). The video groups only achieved
an average of around 60%, even worse than the status quo at 75%. In contrast, the link-centric
warning groups did not show a big difference to the other examples.

In addition to the individual phishing tricks and legitimate examples, another facet of the examples
was particularly interesting for the groups with link-centric warning. Each example, whether
phishing or legitimate, had a unique risk level distinction based on frame appearance and tooltip
information text. In the following, the specifics of this other facet of the examples are discussed.
The assignment of the individual examples to the respective risk level can be found in Table 5.1
for the phishing and Table 5.2 for the legitimate ones. Looking again at the examples focusing on
the risk level distinction, it was noticeable that for the fraudulent examples there was not much
difference between the “Grey” and “Grey with indicator” categories. In fact, the examples with
indicator tended to score higher than the examples without indicator in each group, averaging 8%
higher (from 0.5% to about 15%).

In contrast, the legitimate examples showed different results for at least some of the groups. The
groups link-centric warning and video + link-centric warning consistently achieved high values in
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the range of over 90%. Therefore, no great distinction could be found here. In the groups without
tutorial, on the other hand, one could see clearer differences. Here, the examples with indicator
performed on average between 17% and 21% worse than the examples without indicator.

Table 5.6: Overview of the percentage of correct answers for the legitimate examples. Grp1 = status bar, Grp2 = tooltip,
Grp3 = video + status bar, Grp4 = video + tooltip, Grp5 = link-centric warning, Grp6 = video + link-centric
warning, Grp7 = link-centric warning without tutorial, Grp8 = video + link-centric warning without tutorial.
In contrast to the phishing examples, there is no phishing trick included in the legitimate examples, so the
column is not present.

Name Grp1 Grp2 Grp3 Grp4 Grp5 Grp6 Grp7 Grp8

L1 74.14 77.36 61.22 61.70 98.41 97.44 86.21 80.95
L2 82.76 84.91 95.92 95.74 100.00 94.87 82.76 92.86
L3 94.83 94.34 100.00 93.62 100.00 100.00 93.10 100.00
L4 93.10 84.91 85.71 93.62 98.41 97.44 89.66 97.62
L5 87.93 90.57 81.63 89.36 100.00 100.00 94.83 95.24
L6 94.83 86.79 100.00 93.62 100.00 100.00 94.83 100.00
L7 62.07 71.70 71.43 63.83 95.24 94.87 79.31 85.71
L8 63.79 79.25 73.47 63.83 95.24 94.87 68.97 61.90

5.4 Discussion Part II

This section presents the discussion of the study results and limitations. First, the results for the
main research questions are discussed and connected with the related work. From there, proposals
for future improvement of the usage of phishing awareness measures and phishing tool support
are derived and discussed.

5.4.1 Research Questions

First, this study provides further insight into the effectiveness of the video and link-centricwarning.
By considering sensitivity as the ability to distinguish between legitimate and phishing examples,
both interventions showed significant improvements over the current status quo (RQ1 and RQ2).
By comparing the two interventions with each other (RQ3), the link-centric warning performed
better than the video. Thus, if a decision has to be made between the two, a clear tendency towards
link-centric warning can be given. However, it has to be noted that the link-centric warning only
achieved a rate close to the guess probability when it came to the phishing trick “Small Deviations
in the Domain”. In this case, the video with the tooltip at least performed better with about 75%.
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The current status quo was shown to be in particular need of improvement or insufficient to
achieve a sufficient rate even in this “best case” scenario. Without any intervention, users
correctly identified only about half of all phishing examples, and even for legitimate examples,
they made the wrong decision about 20% of the time. Especially the “Small Deviations in the
Domain” posed such a challenge to the users that even less than 25% of the examples were
correctly recognized. So one needs to assume that the users with the status quo have almost no
chance to recognize these tricks. Adding the video as an intervention, then both status quo groups
improved on the phishing tricks.

The fourth research questions, was whether the combination of the two interventions adds value
over the respective intervention. It can be clearly stated that in relation to each of the factors
considered (sensitivity, criterion or individual phishing tricks) the combination provided an
extraordinary added value. In this “best-case” scenario, the combination achieved almost the
optimum in each area. If one still wants to look for the existing potential here, then this possibly
lies in an even more optimized presentation of the domain and clear explanation of the IP in
the video. The optimized representation of the domain could take different forms, e.g. it could
be evaluated in further experiments whether a change of the distance between the letters leads
to a still better recognition of the “Small Deviations in the Domain”. Especially to address the
typo, one could also consider whether such duplication of letters should be highlighted again
with a color. If you look at another aspect of the video that could be improved, it seems to be
the IP address. Here, apparently the complete “other-ness” of the URL leads to the fact that the
decision is not always correct also with the combination of video and link-centric warning. The
IP address used is the university’s domain and thus could not have been known to the participants
or perceived as matching the example, so this influence can be ruled out for the incorrect decision.
Thus, it must be made clearer that if the destination of the IP is not known, fraudulent intent
should be assumed. None of the organizations used would use such an IP address for a website
when writing to their customers.

An additional focus that was part of RQ3 and RQ4 was about clarifying the effect of the tutorial.
Both with and without video, the tutorial had a significant effect on the effectiveness of the link-
centric warning. The groups with tutorial performed better than the groups without tutorial, and
the link-centric warning without video performed even worse than the video. Thus, there is the
clear recommendation that the link-centric warning should indeed only be used in combination
with the tutorial. This is in line with the positive feedback the link-centric warning has received
in the add-on store, where it is already available for the public (currently 4.7 of 5 stars on the
14th of January 2024). At this point, it would be worth discussing why some phishing tricks were
not sufficiently recognized despite the link-centric warning and despite the introduction of the
individual functions of the link-centric warning. Maybe the tutorial has to explain the function of
the spaces between the letters as a support for the recognition of phishing tricks like the “Small
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Deviations in the Domain”. Simply including the function with the reference to the domain that
appears in the tutorial does not seem to be enough to ensure that users are sufficiently aware of
the need to read the domain carefully in the tooltip. Eye-tracking studies could be used in the
future to investigate whether this hint in the tooltip is not perceived, meaning that attention does
not linger long enough on this area. Another possibility would be that it is perceived, but the
text was not formulated appropriately for every user. This additional future investigation could
be done in a qualitative follow-up survey in the form of an interview following the eye-tracking
study.

With regard to phishing tricks, it can be stated that there was a very clear trend. “Small Deviations
in the Domain” is the phishing trick that was most poorly detected across all groups. As already
mentioned earlier the phishing trick “Small Deviations in theDomain”makes use of phenomenons
such as “word recognition” or “lexical processing”. These phenomenons describe that words are
not read letter by letter, but rather identify words by their shape and letter order [63, 64].
Therefore it was not surprising that the “Small Deviations in the Domain” was the most difficult
trick to detect. Still the results made clear that there is a need for further investigation into
how participants can be supported or taught even better to recognize this trick more reliably.
Interestingly, no group achieved a perfect score for the comparatively “simple” phishing trick
“Non-brand related Domain”. This is mainly due to the IP example, which did not achieve a
perfect value in any group. A possible reason could be that IP addresses are so far from what
people relate with URLs. Especially as IP also went beyond the scope of the explanation of the
URL with the domain being the second to last part of the URL before the third slash. Such a
special case could lead to confusion and therefore not following the advice given. Due to the
differences identified, examining the various phishing tricks even more closely in the future is
fundamentally essential. Amore extensive analysis of various phishing tricks can help to optimize
the respective measures and tools, even more specifically for existing weaknesses, to ensure the
best possible effectiveness.

5.4.2 Future Work

As a clear result of Part II, combining technical support and an awareness measure created
synergies beyond the individual measure. The combination even reached a level of sensitivity
previous measures did not achieve and reached a near-optimal value for sensitivity (d′ = 2.92).
However, this also clearly showed that the tool support is preferable to the awareness measure in
the present study. It achieved similar values for phishing detection as the status quo (status bar
or tooltip) with the video and reached an almost optimal value for legitimate examples. Only
in the area of “Small Deviations in the Domain” this group showed slight weaknesses, but the
combination with the video almost entirely offset these. This phishing trick should be clearly
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mentioned when looking for a starting point to improve this combination. Both examples, which
can be assigned to “Small Deviations in the Domain”, were not detected with 100%. Future
research could thus start with the highlight of the URL and the spacing. Research questions
for the future could be whether modifying the highlight with different colors for specific letters
or enlarging the spacing can help to recognize this trick even better. At this point, it has to be
investigated when the readability is affected so much that it also causes “costs” for the user that
outweigh the benefits.

5.4.3 Limitations

This section discusses both the methodological limitations of the study and the limitations of the
results.

Regarding the methodological limitations, it must be clearly stated that the study dealt with so-
called “best case” scenarios. The primary task of the participants was to distinguish between
phishing and legitimate examples. As a result, while the internal validity of the various groups
is high, the external validity can still be improved. For example, the introductory task promotes
internal validity because each group has at least a basic knowledge of how to use the emails, even
those without a tutorial or video. Therefore, the effect on all groups is comparable and should
not affect the difference between the groups. However, the task does affect the comparability to
reality and therefore lowers the external validity because in reality there is no such introduction
before using an email client or web browser. This may be a form of priming, as participants focus
even more on the URL for evaluation. Furthermore, this focus is important for determining the
effectiveness of interventions that rely heavily on the URL as an indicator. However, neither the
task nor the study design was such that participants were forced to make their decision based
on the URL. In addition, it is already known from previous studies that even when URLs are
checked, people have difficulties reading and interpreting them correctly [109]. Therefore, the
task was necessary to make the comparison viable, but in the future it should be investigated if
the results can be transferred to everyday life without such a task.

The study environment was adapted as closely as possible to a real web browser email environment
without compromising the important variables of the study. Compared to the studies in Part 1,
the study environment was again adapted so that static examples were no longer used where the
participant already had to move the mouse over the cursor. Instead, the participant was required
to interact in a manner similar to an email client or web browser. Also, the entire environment was
used, not just the email itself, creating a more immersive experience for the participant. However,
the scenario represented only one email environment and there are many different web browser
email environments or even email clients with different interfaces. It was therefore decided to

128



5.4 Discussion Part II

use the most common environment with Gmail [110]. Nevertheless, familiarity with this or other
environments may have an impact on the study. Participants were also asked if they were already
familiar with the environment. However, familiarity could not be tested as a confounding variable
due to the highly unequal distribution within the groups. In most groups, the percentage of those
who either currently had an account or did have an account was in the range of 10% to 20%. Only
the status bar group (below 7%) and video + link-centric warning without tutorial (24%) had
rates slightly outside this range. Overall, the distribution of familiarity was very similar across all
groups. In addition, the groups were very uneven in size, so that a comparison did not seem very
revealing, e.g., the ratio of eight to 41 participants for the Video + Status bar group. In the future,
a more concrete and systematic study needs to be done to see if familiarity really does have an
effect.

The results, even if they reached the optimum within the scope of the study (see Section 5.3.4),
are not necessarily directly transferable to reality. Especially since the results of a previous small
field study [75] were also based on an older version of the link-centric warning. Therefore, a larger
study based on the results of this study should consolidate the results in an even more realistic
environment. Considering the results, one would probably test the groups video + tooltip, link-
centric warning, and video + link-centric warning against each other. One could discuss whether
other groups might perform better in reality due to unknown factors than they did in the present
study. The very systematic evaluation, the clear and comprehensible results raise the question of
which group this could apply to. Actually, there is only the video + Status bar group, which is a
complete alternative to the proposed groups and would not be represented in such a study design.
It is possible that the chosen presentation of the status bar had an influence, or that the familiarity
with one’s own presentation in the status bar has a greater influence for this group. Omitting the
tutorial, with its very clear results on effectiveness, is not recommended at this point. Since the
link-centric warning already exists and is used by the users, feedback could be obtained in this
context that the tutorial also subjectively provides a great added value.
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This chapter discusses the most important aspects of the thesis (Section 6.1) and concludes with
a few final remarks (Section 6.2).

6.1 Thesis Discussion

As part of this thesis, progress was made in research to help people in discriminating between
phishing and legitimate emails. In the following, the results, which can be compared across the
two parts, are discussed. On the one hand, these are the different phishing tricks, which were
evaluated across the studies in both Part I and Part II. On the other hand, the video as a phishing
awareness measure represents an overlap, which was tested in Part I as an awareness measure and
refresher in the long run and evaluated in Part II as a phishing awareness measure against and in
combination with tool support.

By considering all the studies from Part I and Part II regarding phishing tricks, a clear trend stands
out. “Small Deviations in the Domain” represented the most difficult phishing trick to detect in
most cases. Regardless of which measure was used, in most studies this trick scored very low
both up front and over time. In the case of e-learning and workshop, even in the range of four
to five months only a value around the guess probability of 50% was achieved. Having received
two measures (workshop and six month later the interactive email example) resulted in the best
values from both the main measures and the main measures plus refresher. Still people with
both the workshop and the interactive email example achieved only about 70% correct answers
twelve month later. Only the combination of a measure (video) and tool support (link-centric
warning) could have achieved a sufficient result of just over 90%. In this case, the question
remains, whether these values persist over a longer period of time. For other phishing tricks like
“Non-brand related Domain” and “Non-brand related Domain + Brand Outside” there was little
difference between both parts. With the first phishing trick being easier to spot independent from
the main or refresher measure and the second phishing trick being on a lower level around 80%
after most of the measures. Accordingly, future measures should focus on “Small Deviations in
the Domain” without neglecting the other tricks too much.
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Over the course of three studies, the video has proven to be effective in increasing the sensitivity
of those that watched it, by achieving a sensitivity of 2.23 (as a main measure in Section 4.1.3),
2.12 (as a main measure with a tooltip in Section 5.3.2) and 1.8 (as a refresher in Section 4.3.3.2).
Comparing the video to other first time awareness measures it ranged in the middle of the e-
learning (d′ = 2.66) and the workshop (d′ = 2.13) directly after the measures were conducted.
Considering the time required to carry out the measure in relation to the results of the sensitivity
achieved, the efficiency is very good. The other two measures require several hours, whereas the
video only takes five minutes. If the results from Part I and Part II are combined with new research
[34] on the effectiveness of the video, there is still potential for improvement for the phishing
trick “Small Deviations in the Domain”, especially in the long-term. The video could focus even
more on the surprise effect of the simplicity of reading over such changes to the domain, similar
to workshop or e-learning, and show this type of trick less obviously. Another alternative would
be to combine the video with at least a short exercise for the phishing tricks at the end. Extending
the video with a short exercise would still set the video apart from the other measures in terms
of length, but could help to anchor what has been learned even more deeply and make it more
memorable. So with different samples and over different points in time, the video performance
varied, but always lead to a significant improvement in the sensitivity of the users and showed
very promising results especially for the short amount of time needed for an awareness measure.

6.2 Final Remarks

Phishing as an issue will probably be with society for many years to come, both as individuals
and organizations. Any context in which messages are sent without sufficient verification of the
recipient offers attackers the opportunity to trick people into unwanted behavior, be it entering
sensitive data or executing files. Accordingly, research about phishing continues to be of particular
relevance. It is also important to bring research even closer to people and to analyze their strengths
and weaknesses in order to develop targeted measures. This includes both the development of
awareness to differentiate between phishing and legitimate messages, as well as support through
tools that can be integrated even more into everyday life. Previous studies that evaluate phishing
training conducted pre-post-test comparisons and short follow-up measurements. However, in
reality the topic of sustainability and refreshing awareness is relevant, which is why this work has
a high practical relevance. By investigating different formats and length of phishing awareness
measures, various points in time for refreshment and discriminating between different phishing
tricks, this thesis has made an important contribution to the long-term impact of phishing aware-
ness measures. By directly comparing a phishing awareness video and a link-centric warning, it
was possible to show that instead of always looking at comparisons, there should be a greater
focus on the combination of interventions. Such combinations could provide people with even
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better protection both in the context of the study and in everyday life through targeted support
just in time and place of the decision situation.

A further advantage of this work is that the sensitivity and criterion from the signal detection
theory were used throughout all the studies conducted. Even though sensitivity is the most
important measure as it describes the ability to distinguish between phishing and legitimate
examples, both are needed to paint a full picture. Especially because the improved sensitivity
should not come at the expense of a deterioration of the criterion. Such a deterioration could
mean that people’s false alarm rate increases as they suspect phishing more often, regardless
of whether it is a phish or not. This methodological focus underlines the effectiveness of the
interventions investigated in the studies and is an important unique selling point of this work.
Overall, this thesis provides a systematic overview of the effectiveness of different phishing
awareness measures, tools, and suitable refreshers and offers key insights into appropriate points
in time to implement best-practice-recommendations for individuals and organizations to best
protect against phishing attacks.
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A Appendix

A.1 All pages of the leaflet

1

Figure A.1: First part of the front pages of the leaflet from the original measure.

1 current version available at https://secuso.aifb.kit.edu/downloads/Flyer/NoPhish_betr.Nachrichte
n/Englisch/KIT_Faltblatt_BN_EN_2022v03.pdf
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Figure A.2: First part of the back pages of the leaflet from the original measure.
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A.1 All pages of the leaflet

Figure A.3: Second part of the back pages of the leaflet from the original measure.
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A.2 All pages of the tutorial

2

(a) TORPEDO’s tutorial page 1. (b) TORPEDO’s tutorial top of page 2.

Figure A.4: Original version of the tutorial pages 1 and top of page 2.

(a) TORPEDO’s tutorial bottom of page 2. (b) TORPEDO’s tutorial page 3.

Figure A.5: Original version of the tutorial bottom of page 2 and page 3.

2 part of the current version available at https://addons.mozilla.org/de/firefox/addon/torpedo-brows
er/?src=api
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A.2 All pages of the tutorial

(a) TORPEDO’s tutorial page 4. (b) TORPEDO’s tutorial page 5.

Figure A.6: Original version of the tutorial pages 4 and 5.

(a) TORPEDO’s tutorial page 6. (b) TORPEDO’s tutorial page 7.

Figure A.7: Original version of the tutorial pages 6 and 7.
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(a) TORPEDO’s tutorial page 8. (b) TORPEDO’s tutorial page 9.

Figure A.8: Original version of the tutorial pages 8 and 9.
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