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ABSTRACT Vehicle-to-Everything (V2X) communication, essential for enhancing road safety, driving
efficiency, and traffic management, must be robust against cybersecurity threats for successful deployment
and acceptance. This survey comprehensively explores V2X security challenges, focusing on prevalent
cybersecurity threats such as jamming, spoofing, Distributed Denial of Service (DDoS), and eavesdropping
attacks. These threats were selected due to their prevalence and ability to compromise the integrity and
reliability of V2X systems. Jamming can disrupt communications, spoofing can lead to data and identity
manipulation, DDoS attacks can saturate system resources, and eavesdropping can compromise user privacy
and information confidentiality. Addressing these major threats ensures that V2X systems are robust and
secure for successful deployment and widespread acceptance. This work makes significant contributions
to the field of V2X cybersecurity, starting with a thorough review and categorization of existing survey
papers, providing a clear map of the current research landscape, and identifying areas needing further study.
An extensive review uncovered a global landscape of V2X cybersecurity research.We highlight contributions
from the leading countries in scientific publications and patent innovations, with notable advancements
from leading corporations. This work educates and informs on the current state of V2X cybersecurity and
identifies emerging trends and future research directions based on a year-by-year analysis of the literature and
patents. The findings underscore the evolving cybersecurity landscape in V2X systems and the importance
of continued innovation and research in this critical field. The survey navigates the complexities of securing
V2X communications, emphasizing the necessity for advanced security protocols and technologies, and
highlights innovative approaches within the global scientific and patent research context. By providing a
panoramic view of the field, this survey sets the stage for future advancements in V2X cybersecurity.
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INDEX TERMS Vehicle-to-everything, connected and automated vehicle, intellectual property in V2X
cybersecurity, cyberattacks and attacks, V2X security.

I. INTRODUCTION
The levels of automation defined by the Society of Auto-
motive Engineers (SAE) aptly capture the communication
and connectivity aspect by outlining vehicles not only as
transportation means but also as sophisticated hubs of con-
nectivity and data exchange [1], [2]. From basic automation to
full autonomy, such a shift mirrors the aspirations of society
for safer, secure, intelligent, and efficient roadways. In this
context, Vehicle-to-Everything (V2X) communication is vital
in increasing safety and efficiency in autonomous vehicles
by relying on rapid information exchange for cooperative
and responsive driving [3]. As a result, V2X communication
technology (CT) is increasingly recognized as a disruptive
instrument for enhancing roadway safety and optimizing
transportation [4]. Given its capabilities, V2X has captured
significant interest for its role in ensuring the safety of
both drivers and pedestrians, effectively orchestrating traffic
movements, and introducing cutting-edge services [5], [6],
[7]. As detailed in Table 1 and depicted in Figure 1, V2X is a
framework including a variety of communication modalities,
which are differentiated into specific categories [8], [9], [10],
[11], [12], [13]. In Table 1, we present the definition of
the five types of V2X communications, namely, Vehicle-to-
Vehicle (V2V), Vehicle-to-Person/Pedestrian (V2P), Vehicle-
to-Infrastructure (V2I), Vehicle-to-Network (V2N), and
Vehicle-to-Grid (V2G).

TABLE 1. Five types of V2X communications, namely, V2V, V2P, V2I, V2N,
and V2G.

Figure 1 provides a detailed visualization of the five types
of V2X communication, underscoring their significance in
supporting various Driving Use Cases (DUCs) [14]. Among
these, three key DUCs, adapted from the 3rd Generation
Partnership Project (3GPP) [14], are prominently featured:
1) Left Turn Assist; 2) Vulnerable Road Users (VRU)
alerts at blind intersections, and 3) Do Not Pass Warning
(marked in Figure 1 corresponding to this numbering). This
emphasis on these DUCs, in line with 3GPP guidelines,
highlights their relevance in enhancing road safety in diverse
driving scenarios. The Left Turn Assist is essential at
intersections, facilitating safe left turns through real-time
traffic information. VRU alerts ensure pedestrian safety at
blind

intersections by alerting drivers about obscured pedestrians
or cyclists. Finally, the Do Not Pass Warning acts as a critical
safety alert on both straight and curved roads, advising drivers
against risky overtaking maneuvers [14].

Various situations can lead to accidents in many driving
scenarios, including obstructed visibility due to other vehi-
cles, the absence of traffic lights or adequate signage, and
the recklessness of human drivers. Vehicles can exchange
messages directly via V2V communication and messages
with an Intelligent Transport System (ITS) through V2N
communication to obtain more accurate information about
traffic in the vicinity of the intersection in Left Turn
Assist. The VRU Alerts at a Blind Intersection DUC is
characterized by V2P communication, enabling the vehicle
to communicate with devices carried by the pedestrian. This
facilitates the vehicle to acquire information related to the
position of the pedestrian, even when an obstruction hinders
visual perception by the vehicle sensors, such as a camera
or Light Detection and Ranging (LiDAR). In addition to
V2P communication, this use case can also leverage V2I
communication, allowing, for instance, the vehicle to receive
messages from monitoring cameras supporting the detection
of VRUs installed along the road. The Do Not Pass Warning
DUC aims to assist vehicles during overtaking attempts,
generating an alert if a dangerous situation is perceived,
hindering the safe execution of the maneuver. In the specific
scenario illustrated by marker 3 in Figure 1, the presence
of a truck obstructs the view of a vehicle attempting to
overtake. In contrast, another vehicle approaches from the
opposite direction. Different V2X communication types, such
as V2V and V2I, can be employed to provide the involved
vehicles with additional information necessary for more
precise decision-making.

Supporting the scenarios in Figure 1 requires a robust
Information and Communication Technological (ICT) infras-
tructure. According to the 3GPP, Fifth-Generation (5G)
technology, with ultra-low delay, ultra-high reliability, and
ultra-large bandwidth, emerges as a pivotal enabler for
reliable V2X communication [15]. Through V2X, vehicles
are poised to share information in real time, making
decisions that are timely, informed, and cooperative [7], [16].
However, the benefits of this hyper-connectivity are fraught
with challenges. The risk escalates as vehicles transition
from full-assistance modes to fully autonomous within the
network [17]. Also, as V2X systems open communication
channels with external entities, from vehicles to networks,
infrastructure, other vehicles, pedestrians, or the electric
grid, the susceptibility to cyber threats rises. The potential
weaknesses in the remote control features of intelligent
vehicles have garnered significant attention and concern
from society [18]. As vehicles become more intelligent and
interconnected, their security worries escalate, mirroring the
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FIGURE 1. Representation of the V2X Communication Types V2V, V2G, V2I, V2P and V2N, and the DUCs Left Turn Assist (marker 1), VRU alerts at a blind
intersection (marker 2), and Do not pass warning (marker 3).

significant security hurdles confronted by smartphones [18].
In addition, 5G network infrastructure is vulnerable to
different kinds of cyber threats, potentially leading to data
breaches and corruption [9].

Jamming and spoofing attacks, in particular, pose grave
concerns to V2X communication. Jamming seeks to disrupt
by overwhelming the communication channels, generally
with noise. Another possibility is that the attacker interferes
with the communication channel using a strong Radio
Frequency (RF) signal with the same frequency occupying
the channel with illegitimate traffic [19]. On the other
hand, spoofing is an attack attempting to deceive while
disguising itself as a trustworthy source when it is not.
In message spoofing attacks, attackers send false messages
with inaccurate information to disrupt vehicular commu-
nications [20]. The implications of jamming and spoofing
attacks are profound, potentially compromising the safety
and the integrity of V2X systems [7], [16]. In addition to
the jamming and spoofing attacks, which respectively aim
to saturate communication channels and deceive systems by
masquerading as trustworthy sources [19], [20], Distributed
Denial of Service (DDoS) [21] and eavesdropping attacks
also pose significant risks. DDoS attacks disrupt networks by
flooding them with excessive messages, often orchestrated
by a primary attacker [22]. Eavesdropping involves unau-
thorized interception of vehicular messages, compromising
communication confidentiality [20]. These collective threats
can significantly undermine the safety and efficiency of the
V2X ecosystem. In this context, this work provides a clear,

tutorial-like overview to bridge the knowledge gap and foster
a broader understanding of the dynamic interplay between
V2X and security.

A. CONTRIBUTIONS
This work outlines seven primary contributions to the field
of V2X cybersecurity. The initial contribution involves
a detailed review and categorization of existing survey
papers within this domain, as outlined in Subsection I-C.
This examination maps the current research landscape and
identifies potential areas lacking in-depth study. The second
contribution expands the scope to the market relevance of
V2X security, analyzed through annual publication metrics
and identification of key industry players, as detailed in
Subsection II-B. This analysis, supported by a comprehensive
review of patents, provides insight into the evolving signifi-
cance of V2X security in the marketplace.

The third contribution, described in Subsection II-C,
assesses the impact of financial investments in V2X security,
offering insights into funding trends and strategic priorities.
This evaluation helps to quantify the economic emphasis
placed on V2X security endeavors. In the fourth contribution,
we focus on the academic sphere, examining the volume
of research related to V2X security attacks and defenses,
as discussed in Subsection II-D. This analysis highlights
the concentrated academic efforts to address V2X security
challenges.

The fifth contribution, presented in Subsection II-E,
compiles and analyzes data from Scopus, providing a global
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overview of research efforts in V2X security by examining
data from various years, countries, and funding bodies.
This comprehensive overview offers a global perspective
on the research dynamics in this field. The sixth contri-
bution segments into an in-depth exploration of specific
security threats to V2X communication, namely jamming,
spoofing, DDoS, and eavesdropping attacks, as elaborated in
Sections III, IV, V, and VI. This detailed review enhances
the understanding of these particular vulnerabilities within
V2X systems. Finally, the seventh contribution summarizes
additional cyber threats to V2X communication, focusing on
emergent and less common vulnerabilities as summarized
in Section VII. This contribution broadens the discourse on
V2X security by shedding light on a wider array of potential
threats.

B. SURVEY ORGANIZATION AND SCOPE
The organization of the work is shown in Figure 2, including
all sections and their respective subsections. Section II
shows an overview of the V2X security area, showing
statistics about scientific publications, investments, and
patents. Sections III, IV, V, and VI provide in-depth analysis
and brief review of the literature on jamming, spoofing,
DoS, and eavesdropping attacks, respectively. The reason
for this is, as will be seen in Section II that these attacks
are the most commonly found in scientific literature and
patents. Section VII briefly shows additional cyberattacks
that threaten security in V2X communication. Finally, the
conclusions are drawn in Section VIII.

According to Figure 2, the introduction section is divided
into three subsections, where in Subsection I-A, the main
contributions of this article are summarized. Subsection I-B
is related to the overall organization of the paper, defining the
scope of the paper. Finally, Subsection I-C contains state-of-
the-art research on security surveys related to V2X.

As presented in this survey, V2X communication, in par-
ticular the areas of V2X security, has gradually received the
attention of the academy and industry worldwide. Hence, this
work distinguishes itself from the conventional V2X surveys
by offering an exploration into V2X nuances, specifically
emphasizing security challenges such as jamming, spoofing,
DDoS, and eavesdropping. Areas related to V2X, including
security, tend to have technical terms found in several works
in the literature. Thus, the abbreviations used in the V2X area
of security are summarized in the Abbreviations Section.

C. RELATED SURVEYS TO V2X SECURITY
This section provides a consolidated review of previously
published surveys pertinent to the topics of V2X cybersecu-
rity. This subsection underscores the unique positioning and
contributions of this work, affording a deeper understanding
of the topics at hand and pinpointing gaps that still need to be
addressed in the existing literature. The works [9], [10], [17],
[18], [19], [20], [22], [23], [24], [25], [26], [27], [28], [29],
[30], [31], [32], [33], [34] are survey works related to field
V2X security. Table 2 details the similarity of ideas between

different survey papers related to V2X security and classifies
them into different categories.

As detailed in Table 2, the surveys are organized into
four categories, each thoroughly explored in respective
subsubsections, focusing on diverse aspects of V2X commu-
nication. This revised structure begins with the first category,
which is an exploration of security and communication
challenges in V2X, which is discussed in Subsubsection I-C1.
Following this, the second category is the examination of
emerging technologies, and the role of Artificial Intelligence
(AI) and Internet of Things (IoT) in V2X is presented
in Subsubsection I-C2. This section delves into how these
technologies collectively enhance the security and efficiency
of vehicular networks. The third category combines the
advancements in network infrastructure with the integration
of cellular technologies in Connected Vehicles (CV) and is
discussed in Subsubsection I-C3. As outlined in Table 2, this
section provides a comprehensive look at the technological
evolution and the significant role of cellular networks in V2X
communication. The fourth category is the standards and
legislation in vehicular communication, which is elaborated
in Subsubsection I-C4. This part of the paper analyzes
the regulatory landscape, discussing how various standards
and legislative measures shape the future of vehicular
communication. Finally, Subsubsection I-C5 synthesizes the
findings from the surveyed literature, offering concluding
remarks and drawing comparisons between our survey and
others in the field, underscoring the unique contributions and
insights presented in our study.

1) SECURITY AND COMMUNICATION CHALLENGES IN V2X
Addressing the evolving landscape of vehicular commu-
nication, a multitude of studies, including [9], [10], [20],
[22], [23], [25], [28], [29], [30], [32], [33], [34], [35], [36],
[37], [38], [39], [40], [41], and [42], delve into the security
and communication challenges inherent in V2X systems,
as shown in Table 2. In particular, [35] provides an extensive
overview of the V2X ecosystem, reviewing security and
privacy issues, current standardization activities, and defense
mechanisms within the V2X domain, highlighting the need
for layered defense strategies to improve system resilience.
This aligns with the collective emphasis of these works on
robust security and efficient communication in increasingly
complex vehicular networks. The integration of IoT and
the potential of cellular technologies, as highlighted by [9]
and [29], are pivotal in enhancing vehicular applications
but also introduce new security challenges. The advent of
5G, discussed in [32], further amplifies these concerns,
necessitating advanced and adaptive security strategies.

In this dynamic environment, as detailed in Table 2, the role
of AI, particularly Explainable AI (XAI) as explored in [25],
emerges as a key factor in strengthening V2X security. This is
complemented by insights into communication performance
issues in specific scenarios, such as on-ramp merging,
addressed by [23]. Such targeted investigations reveal the
nuanced nature of ensuring safety and efficiency in diverse
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FIGURE 2. Organization of the survey.

TABLE 2. Papers surveys related to security in V2X grouped into four main topics: Security and Communication Challenges in V2X; Emerging Technologies
and Role of AI and IoT in V2X; Advancements and Cellular Technologies for V2X Network Infrastructure; Standards and Legislation for V2X Vehicular
Communication Security.

vehicular situations. Moreover, the focused discussions on
autonomous vehicles and smart mobility in [20] and [30]
integrate seamlessly into this broader narrative. They offer a
lens through which the complexity of security in advanced
autonomous systems can be viewed, underscoring the
necessity for layered and sophisticated security frameworks.
Complementing these perspectives, [10] and [19] bring in
regulatory and AI-related aspects of vehicular network secu-
rity. In contrast, [33] and [34] provide a more grounded view
on implementing cryptographic and trust-based schemes in
practical scenarios.

Also, [36] examines the spectrum of cyber-attacks and
defenses in intelligent connected vehicles, reinforcing the
critical need for enhanced security measures amidst the

rapid technological evolution. Similarly, [37] focuses on
the pivotal role of intrusion detection systems within intra-
vehicle networks, underscoring a fundamental component of
cybersecurity resilience. The exploration of pseudonymity
in vehicular networks by [38] introduces a nuanced balance
between security and privacy, exemplifying the complexities
of V2X communications. Moreover, [39] provides insights
into IP-based vehicular networking, illustrating how founda-
tional communication protocols contribute to the overarching
security architecture. In addition, [40] and [41] delve into
the collaborative control systems of intelligent connected
vehicles, shedding light on the communication security and
testing challenges that are crucial for the development of reli-
able V2X interactions. Complementing these perspectives,
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[42] employs knowledge mapping to forecast significant
future research directions, including machine learning and
V2X communication, which are essential for addressing
security and efficiency in vehicular networks.

As systematically categorized in Table 2, these studies
collectively paint a comprehensive picture of the security
and communication challenges in V2X environments through
this integrated approach. They highlight, in accordance with
the structure depicted in Table 2, the importance of a
multifaceted approach to security that accommodates the
rapid technological advancements and the diverse needs of
modern vehicular networks.

2) EMERGING TECHNOLOGIES AND ROLE OF AI AND IoT IN
V2X
The confluence of emerging technologies in V2X, partic-
ularly 5G, AI, and IoT, is transforming the landscape of
vehicular networks. Works [17] and [18] emphasize the crit-
ical role of 5G in revolutionizing vehicular network security,
underscoring its capacity to enhance communication systems
and integrate advanced technologies. This integration is
pivotal in addressing the complex security challenges in V2X
environments.

As explored in studies such as [19] and [25], the role of AI
in vehicular networks extends to improving securitymeasures
and augmenting system efficiency. Reference [19] provides a
detailed classification of V2X security threats and examines
AI-driven solutions for their mitigation. Meanwhile, [25]
discusses XAI in the context of Intelligent Connected
Vehicles (ICVs), highlighting how AI enhances vehicular
network security and transparency.

The transformative impact of IoT in V2X is also evident.
Reference [31] discusses the integration of 5G and New
Radio (NR) technology in V2X, illustrating how IoT
contributes to developing more sophisticated and efficient
vehicular communication systems. The collective insights
from these studies underscore the importance of leveraging
AI and IoT, along with emerging cellular technologies such
as 5G, to tackle the security challenges in increasingly
autonomous and smart vehicular systems.

It is worth noting that in the case of 5G, improvements
in V2X communication security are achieved through
advanced encryption and authentication protocols, network
segmentation to limit unauthorized access, low latency, and
high reliability. On the other hand, AI enables, for instance,
the application of machine learning algorithms to detect
anomalous patterns in V2X data traffic, allowing for the
proactive identification and mitigation of attacks.

Adding to the discourse, [43] delves into the integration
of cloud-controlled wireless networks and blockchain-based
security mechanisms in CAVs, marking a significant step
toward safer autonomous driving through lateral control and
obstacle avoidance. Similarly, [44] outlines the effective-
ness of C-V2X technology in mitigating accidents through
advanced warning systems, showcasing the synergy between
AI and network security. Furthermore, [45] highlights the

role of IoT, edge intelligence, and blockchain in shaping
a sustainable transportation ecosystem, pointing to a future
where technology directly addresses the demands for safety,
security, and reliability in AVs. Reference [46] expands this
vision by exploring the radical changes expected from 5G
and 6G technologies, emphasizing their potential to fulfill
ubiquitous connectivity needs.

Moreover, [47] provides a critical analysis of technological
gaps in autonomous driving, shedding light on the importance
of V2X communications in enhancing road safety and
efficiency. In [48], the discussion extends to connected
vehicle architectures and the role of enabling technologies
in fostering a collaborative, data-driven vehicle ecosystem.
Lastly, [49] addresses the emerging communication and
computational technologies in the context of plug-in electric
vehicles, illustrating how advancements in machine learning
and IoT are crucial for the development of V2G and G2V
communications, thus further emphasizing the pivotal role of
emerging technologies in the V2X paradigm.

3) ADVANCEMENTS AND CELLULAR TECHNOLOGIES FOR
V2X NETWORK INFRASTRUCTURE
The intersection of advancements in network infrastructure
and the incorporation of cellular technologies forms a
cornerstone in the evolution of V2X systems. Works such
as [17], [20], and [34] delve into the significant role of 5G
in V2X, highlighting its potential to revolutionize vehicular
network security and efficiency. Work [17] focuses on the
architecture of 5G-V2X, while [20] addresses its application
through a three-layer security model, underscoring the
necessity for comprehensive security frameworks.

The evolution of cellular technologies within V2X,
as discussed in [9] and [29], emphasizes the integration of
IoT into cellular networks and the role of 3GPP standards
in vehicular applications. These studies complement the
insights on 5G-V2X provided by [32] and [34], which explore
the practical implementation of V2X services supported
by cellular networks and the security aspects of 3GPP
5G networks, respectively. Reference [26] introduces the
role of blockchain technology in vehicular communications,
particularly for audit and security purposes, adding a
novel dimension to network infrastructure discussions. This
perspective is crucial for understanding the broader implica-
tions of technological advancements in vehicular networks.
Similarly, [28] expands the scope by surveying Vehicular Ad
Hoc Networks (VANETs), exploring both architectural and
security challenges, aligning with the overarching theme of
evolving network infrastructures.

Conversely, [50] introduces the Multi-Radio Access
Software-Defined Vehicular Networks (SDVN) concept,
emphasizing the need for adaptable network management
to support diverse vehicular applications. Similarly, [51]
reviews the V2X operational modes in electric vehicles,
highlighting the integration challenges and opportunities for
enhancing grid services. Lastly, [52] explores the security
implications of network slicing in 5G, which is crucial
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for supporting diverse V2X services while ensuring robust
security measures.

Together, these studies paint a comprehensive picture of
the ongoing transformation in V2X network infrastructure,
marked by the integration of advanced cellular technologies
such as 5G and blockchain. They highlight the continuous
transition from Long-Term Evolution (LTE) V2X to more
sophisticated 5G and Beyond 5G (B5G) systems, emphasiz-
ing the need for robust and scalable security solutions in this
dynamic landscape.

4) STANDARDS AND LEGISLATION FOR V2X VEHICULAR
COMMUNICATION SECURITY
This subsubsection focuses on the pivotal role of standards
and legislative frameworks in vehicular communication as
investigated in [10], [17], and [18], as shown in Table 2. These
studies evaluate existing standards and legislative practices
in vehicular communication security, pinpointing gaps and
advocating for enhancements to bolster security and safety
in this rapidly evolving field. Reference [10] offers a unique
perspective on the legislative aspects of vehicular communi-
cation, especially within the European Union context. This
paper highlights the necessity of aligning security standards
with evolving legislative guidelines to ensure the harmo-
nious development of vehicular communication technologies.
In addition, [17] and [18] contribute significantly to the
discourse by examining the impact of emerging technologies,
such as 5G, on vehicular communication standards. Their
work underscores the importance of updating and refining
regulatory frameworks to accommodate the advancements
and challenges presented by these new technologies.

5) CONCLUSION ON THE V2X SURVEYS
In synthesis, the surveys collectively highlight the growing
importance of V2X communications in enhancing vehicular
security and efficiency. However, with newer technologies
such as B5G, and the increasing complexity of vehicular
networks, ensuring security remains a constant concern.
References [9], [10], [17], [18], [19], [20], [22], [23], [24],
[25], [26], [27], [28], [29], [30], [31], [32], [33], and [34]
propose innovative solutions, from blockchain integration to
AI-driven mechanisms, showcasing the dynamic nature of
the field and the constant pursuit of fortifying V2X security.
As shown in Subsection I-C, the state of the art includes
surveys dealing with V2X cybersecurity. However, there is
a need for a more detailed overview of research and patents
related to V2X security. Also, the literature needs to delve
more deeply into the most common attacks in the context of
V2X. Thus, this survey aims to fill out this gap in the area of
V2X security, in particular, considering jamming, spoofing,
DDoS, and eavesdropping.

II. GLOBAL VISION OF V2X CYBERSECURITY
This section provides a panoramic view to comprehensively
understand the V2X security field, exploring findings from
research articles indexed by Scopus, categorized by year,

TABLE 3. Inclusion and exclusion criteria used in the papers selection
procedure.

nation, and financial backers. It also reviews patents from the
Scopus database andGoogle Patents. Furthermore, it includes
studies from prominent academic databases, classifying them
according to specific keywords or search queries.

This section is organized into five subsections.
Subsection II-A briefly presents criteria for choosing papers
and patents related to V2X security. Subsection II-B details
the reasons, research bases, and comments on the results
related to patents in V2X security. Subsection II-C presents
information on financial investments in the area of V2X
security and automotive cybersecurity. Tables showing the
number of results found related to different tags in different
relevant scientific bases are shown in the Subsection II-D.
Subsection II-E shows various results related to papers found
in scientific databases, showing results from different years,
countries, and funding sponsors.

A. INCLUSION AND EXCLUSION CRITERIA
The selection of papers and patents is based on criteria
delineated in Table 3.

a) Since the core of this study focuses on V2X and security,
the main criterion for selection is its pertinence to the security
field in V2X. The tags (‘‘V2X’’ OR ‘‘vehicle-to-everything’’)
AND (‘‘security’’ OR ‘‘cybersecurity’’) are generally used.

b) The research shows that using ‘‘title, abstract, or key-
word’’ tags produces fewer off-topic results than the ‘‘all
fields’’ option. Therefore, the tag filtering is set to ‘‘title,
abstract, or keyword’’. The exception is patents in which
the ‘‘all fields’’ tag filtering was chosen due to the lack of
previous tag filtering.

c) Repetitions are excluded, as these are often just reiter-
ations of original content found in lesser-known databases.
This approach is primarily applied to the Google Scholar
search, avoiding the ‘‘include citations’’ feature.

B. PATENTS OF SECURITY IN V2X
In the realm of V2X security, patents play a critical role.
They serve as a tangible representation of innovations and
progress within the sector. Evaluating patent trends uncovers
ongoing Research and Development (R&D) directions and
spotlights the primary movers and shakers of the industry.
While scholarly articles share knowledge through theoretical
frameworks and experimental findings, patents ground us in
the real-world applications and the commercial side of things.
Another facet to consider is that many ground-breaking
technologies are patented and then detailed in academic
journals. This sequence means patent reviews can sometimes
preemptively unveil upcoming V2X security solutions. This
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TABLE 4. Patents of security in V2X found in Google Patents and Scopus
based on ‘‘all fields’’ filter criteria.

FIGURE 3. Patents in the security area in V2X separated by year and
amount of patents.

patent-centric subsection aims to grant readers an encompass-
ing view of V2X security, straddling academic insights and
industrial progress.

Based on availability, accessibility, and extent of available
data, we leaned on two primary repositories for our patent
tally: a) Google Patents and b) Scopus, in the patent search
function. All inquiries were carried out on a specific date,
January 18, 2024, to maintain uniformity. The search criteria
in Google Patents was the publication search parameter,
indicating that results are recorded when an invention
patent application was published, that is, made public. The
search tagswere (‘‘V2X’’ OR ‘‘vehicle-to-everything’’) AND
(‘‘security’’ OR ‘‘cybersecurity’’). Table 4 breaks down
patents by year for a more granular understanding, while
Figure 3 offer a visual digest of these findings. Both Table 4
and Figure 3 show that the number of patents in the area
of V2X cybersecurity has grown significantly, signaling a
heated market.

Our investigation highlighted several corporate entities
with a strong patent portfolio. Their prominence and relative
influence are detailed in Table 5. Table 5 also shows the
headquarters of the different companies. It draws attention

from Table 5 to the fact that 44.58 % of the patents are
concentrated in just two companies: Qualcomm and LG
Electronics. 84.55 % of the patents in this subsection are
concentrated in seven companies: Qualcomm, LG, Huawei,
Intel, Apple, Samsung, and Ericsson. Another interesting
aspect is that only the companies in the top 10 have more
than 1% of the total patents. The concentration of patents in
two companies could be attributed to several factors. These
companies may invest heavily in research and development
(R&D), leading to more patent filings, or these companies
may have strong intellectual property strategies. Furthermore,
a few dominant players in the patent landscape could indicate
industry specialization, in which bigger companies with more
resources tend to dominate patent filings. It is important to
say that it is possible that in Table 5, other companies could
occupy the top 50 that the authors did not find.

In addition, what stands out is the recent upswing in patent
registrations. Intriguingly, about 80% of these discoveries
from Scopus data span just beyond a three years, hinting
at a market in the midst of rapid expansion. There is,
however, a variation in the volume of patents between
Scopus and Google Patents, likely because Scopus adopts
a stricter vetting process. However, this difference is a
minor obstacle given our main aim to map out broad trends.
Notably, the importance of each enterprise remains consistent
across both databases, leading us to similar end insights.
An important detail is that patents in the Scopus database
cannot be searched by ‘‘title, abstract, or keyword,’’ as can
happen in scientific papers. This way, the search uses the
‘‘all fields’’ filter criteria. A consequence of this is that
possibly many results found are not focused on the subject
of security in V2X despite mentioning it. In this way, it is
possible to have noisy data, that is, disconnected from the
subject of V2X security, and the results found indicate only
probable growth each year. This recognition underscores
the importance of developing more refined methodologies
for future research. As a suggestion for subsequent works,
employing targeted strategies to mitigate these issues could
significantly enhance the relevance and precision of data
analysis. Such methodologies could include manual review
processes or the application of more specific search criteria,
aiming to focus exclusively on patents that directly pertain to
the V2X security domain.

Note that the total amount of results in Table 5 is
considerably high and, in the case of Scopus, is even higher
than the total amount of results found in Table 4. The
reason this happens is that the tags used in the global search
(‘‘V2X’’ OR ‘‘vehicle-to-everything’’) AND (‘‘security’’
OR ‘‘cybersecurity’’) may encompass a wide range of
patents, some of which may not be directly attributable to a
specific company or may relate to diverse technologies and
applications. On the other hand, when searching by company,
the focus is on patents assigned explicitly to these entities,
which can limit the scope. Another reason is that, in some
cases, patents result from collaborations between multiple
companies.
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TABLE 5. Number of patents from different companies in the Google Patents and Scopus databases in the V2X security area.

Table 6 shows different types of tags related to V2X
security threats or attacks. Note from this table that there are
many patents related to security related to V2X. The high
number of results in Denial of Service (DoS) attacks may
present a large number of noisy data due to the possibility of
the word DoS being used in other contexts unrelated to V2X,
even more so considering that these research bases are not
case-sensitive. The concepts of each type of threat or attack
are presented in detail in Section VII.

C. SECURITY IN V2X AND AUTOMOTIVE IoT MARKET
Insightful databases spotlight the significance of security in
V2X in the context of financial commitments segmented
by year. Drawing from the Statista resource [53], we have
explored the financial infusions over multiple years, incorpo-
rating even upcoming forecasts. Two different surveys were
carried out within the limitations of the platform. The first,
carried out in january 2023, was to collect data on global
financial investments in the V2X area, and its results can
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TABLE 6. Searches for tags in the Google Patents and Scopus Patents database using different criteria.

FIGURE 4. Automotive cybersecurity market size worldwide from Statista
database [53].

be seen in Figure 4. The second was carried out in August
2023 to obtain data on global financial investments in the area
of automotive cybersecurity. Figure 5 shows the results of this
second survey.

A closer inspection of Figures 4 and 5 reveals a consistent
uptrend in investments, with predictions suggesting a fourfold

FIGURE 5. Financial investment in the security area in V2X worldwide
from 2018 to 2028 from Statista database [53].

increase from 2020 to 2030. An important observation is that
according to Figure 5, in 2020, the total global investment
in V2X was around 100 billion dollars. Figure 4 shows that,
in 2020, the total investment in cyber security in automobiles
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alone was approximately 5 billion dollars. As the V2X
security area is a subset of the automobile cybersecurity area,
it is possible to infer through the combination of this data that
the security area does not occupy more than 5% of the total
investments made in the V2X area.

This estimation of 5% primarily considers cybersecurity-
related software development efforts, encompassing mea-
sures for protecting against cyber threats, such as intrusion
prevention systems and threat detection software. While
it is acknowledged that countermeasures against jamming
attacks include hardware components such as antenna arrays,
these are part of broader hardware investments and are not
confined solely to cybersecurity. Therefore, by concentrating
on software development efforts for V2X security, it is
deduced that these constitute a smaller fraction, at most 5%,
of the total investment in V2X, which includes a wider range
of technologies and infrastructure.

D. SCIENTIFIC DATABASES AND SEARCH STRINGS
Table 7 was drafted as a starting point for searches rooted in
tags. It showcases an array of V2X-linked searches sourced
from the Scopus academic database. Given the reputation
of Scopus for exhaustive academic searches, it naturally
became our chief source for the research. Our approach
varied, sometimes scanning all content fields and narrowing
the search to just the ‘‘title, abstract, or keyword’’ tominimize
irrelevant hits. The outcomes of these foundational searches,
documented on January 18, 2024, can be viewed in Table 7.
It is unmistakable from the table that most of our hits
were English-language entries, with Chinese works being the
next most frequent, underlining the dominance of English
in academic writing. Note that the rightmost column in
Table 7 shows the number of V2X security works divided
by total V2X works, providing something that suggests the
percentage of security works in relation to the total works.
Considering that the most probable number refers to works in
‘‘title, abstract, or keyword’’, this subsection concludes that
security works are approximately 15% of the total works in
V2X.

In addition, Table 8 represents an expanded search effort
encompassing tags related to security, threats or attacks
related to V2X. We harnessed mainstream databases such as
Google Scholar and Scopus and delved into four specialized
academic resources identified as particularly relevant. While
searches from Elsevier were channeled through the Science
Direct platform, the Institute of Electrical and Electronic
Engineers (IEEE) searches were routed via the IEEE Xplore.
All data collection efforts here, as before, are timestamped
to January 18, 2024. The concepts of each type of threat or
attack are presented in Section VII.

The primary focus of our search was on ‘‘title, abstract,
or keyword’’ tags instead of delving into ‘‘all fields’’. This
method proved effective in narrowing down results to the
most relevant ones. Nevertheless, some databases, notably
Google Scholar and Springer, did not offer this refined search,
prompting us to rely solely on ‘‘title’’ or ‘‘all fields’’ searches.

This way, we chose the search criteria from ‘‘all fields’’ in
both Google Scholar and Springer. Notwithstanding these
variations, we are confident in the relevance of the results.

From our insights in Table 8, the following key points can
be deduced:

a) Among specialized academic resources, IEEE emerges
as the leading platform for subjects related to V2X, including
its security dimensions. MDPI, Elsevier, and Springer are
close behind it in terms of prominence. Note that more
results appear in the Springer database due to the more
comprehensive ‘‘all fields’’ criteria.

b) Google Scholar displayed a higher count of results for
complex queries than Scopus. While Google Scholar often
outpaces Scopus in raw results due to its broader search
criteria, it is crucial to note that our Scopus findings were
based strictly on titles, abstracts, and keywords while Google
Scholar results spanned all fields.

c) Some terms are used more in works than others. Words
related to security are usedmore thanwords related to attacks.
Furthermore, jamming is the attack most commonly found in
papers.

E. SCIENTIFIC WORKS RELATED TO SECURITY IN V2X
In this subsection, we executed several unique searches
on the Scopus platform for academic papers. This work
was based on Scopus for a couple of reasons: 1) its
reputation as a top-tier general academic repository, and 2)
its ability to dissect search results in multiple informative
ways, such as by annual trends, origin country, and funding
entity. To streamline our search and minimize irrelevant
hits, we concentrated on ‘‘title, abstract, and keywords’’.
An additional criterion not used in other subsections of this
work is to find results only from articles or conference
papers. Adopting this approach enables the identification of
academic sources that are more pertinent and insightful for
uncovering emerging trends in the scholarly universe. Our
January 1, 2024 search yielded an 689 papers tagged under
(‘‘V2X’’ OR ‘‘vehicle-to-everything’’) AND (‘‘security’’ OR
‘‘cybersecurity’’).

When broken down by year, originating country, and
funding entity, the data is captured in Tables 9-11, respec-
tively. The cumulative term is the sum of the values from
previous years from pre-2009 onwards in Table 9. Note
that no pre-2009 results appeared in Table 9. Concurrently,
Figures 6-7 visually interpret the annual and country-specific
data. An intriguing observation from Table 9 is the consistent
annual surge in publications centered on V2X. The most
significant exception is 2021, where there was a slight drop,
possibly due to reduced work production related to the
COVID-19 pandemic.

Table 10 highlights the prominent role of China in V2X
cybersecurity paper production, strengthening its central
position in this field. According to Figure 7 and Table 10,
not far behind, the USA also asserts a significance, ranking
among the top contributors. Due to undefined results in the
automatic search, the authors of our work manually found the
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TABLE 7. Searches for tags in the Scopus database using different criteria.

TABLE 8. Number of results in searches for different tags on different scientific bases.

countries and funding sponsors of the undefined works, and
Tables 10 and 11 were updated based on this. Note that the
total results of Table 10 differ from 9 since some publications
involve authors from more than one country. A deep dive
into Table 11 showcases the influence of the National Natural
Science Foundation of China, holding references that dwarf
its closest competitor, further accentuating the academic
progress of China.

III. JAMMING ATTACKS IN V2X COMMUNICATION
SCENARIOS
V2X communication is susceptible to cybersecurity attacks,
with jamming among the most prominent. This section delves
into jamming - an attack characterized by the deliberate
disruption of communication. The attacker generates interfer-
ence signals, effectively halting legitimate traffic. As already
seen in the previous section, this type of attack is probably
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TABLE 9. Number of publications separated year by year in the V2X security area in the Scopus database using the title, abstract, and keywords criteria.

TABLE 10. Number of publications separated country by country in the V2X security area in the Scopus database using the title, abstract, and keywords
criteria.

TABLE 11. Number of publications in the different funding sponsors in the V2X security area in the Scopus database using the title, abstract, and
keywords criteria.

the most frequent attack that threatens V2X security. For this
reason, it is natural that there are several different types or

modalities of jamming attacks. Table 12 shows different types
of jamming attacks.
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FIGURE 6. Number of references separated year by year in the V2X
security area.

FIGURE 7. Number of references separated country by country in the V2X
security area.

On other hand, Figure 8 presents a visualization of the
scenario depicted in Figure 1, considering a jamming attack
using several drones acting as jammers. The use of drones
brings significant advantages to the attack, as the drone has
better mobility, making it difficult to employ countermea-
sures for its detection and localization. In the Left Turn
Assist DUC (marker 1 in the Figure 8), the jammer disrupts
communication between vehicles, preventing the vehicle
making a left turn from receiving adequate information
about the presence and location of other vehicles. As a
result, the risk of colliding with vehicles in the perpendicular
lanes increases significantly. In the VRU Alerts at a Blind
Intersection DUC (marker 2 in the Figure 8), the jammer
disrupts the communication between the vehicle and the
pedestrian. In this case, the vehicle is unable to receive the
necessary information about the presence of the pedestrian.
In the Do Not Pass Warning DUC (marker 3 in the Figure 8),
the vehicle behind the truck may be unable to receive the
necessary information to make a safe driving decision. As a
result, it may proceed to turn left, potentially leading to

a collision with the vehicle approaching from the opposite
direction [14]. A plethora of research exists focusing on the
threats posed by jammers. For instance, studies such as [14],
[58], [61], [62], [63], [64], [65], [66], and [67] have delved
into this domain.

The work in [61] is noteworthy for introducing an
anti-jamming technique using a Deep Q-network (DQN).
Concentrating on a multi-jammer environment with an eaves-
dropper jammer accompanied by four disruptive jammers,
this study leverages machine learning to ensure secure V2V
communication amidst these threats. Reference [62] inves-
tigates the efficacy of rate adaptation and power control in
counteracting jamming within 802.11 networks. The research
underlines the compromised performance due to standard
rate adaptation under jamming conditions and suggests the
Anti-Jamming Reinforcement System (ARES) as a potent
countermeasure. Further adding to the knowledge repository,
[63] proposes a jammer detection framework tailored for
V2X communications. By harnessing Generalized Dynamic
Bayesian Networks (GDBNs) and Modified Markov Jump
Particle Filter (M-MJPF), this framework offers real-time
monitoring and prediction of the V2X signal landscape,
detecting jammers when discrepancies arise.

The vulnerabilities of 5G Cellular V2X communication,
particularly at the Physical and Media Access Control layers,
are explored in [64]. This research notably identifies two
innovative DoS attacks - targeted sidelink jamming and
sidelink resource exhaustion - and provides valuable insights
through simulations that consider specific parameters such
as C-V2X power levels and GPS synchronization. The
article [65] accentuates the security challenges faced by
ITS, especially concerning millimeter-wave cellular vehicle-
to-everything (C-V2X) communications. A novel blockage-
and-power-based jammer selection strategy is introduced,
targeting eavesdroppers while minimizing interference to
legitimate entities.

Emphasizing vehicular network safety, [61] models an
attack in a Rayleigh fading environment, using parameters
such as transmit power and noise power. In contrast, [66]
simulates jamming effects on wireless channels using tools
and techniques such as direct digital synthesis (DDS). Refer-
ence [67] offers a comprehensive categorization of jamming
attacks on the Physical Layer. The article recommends novel
countermeasures, highlighting the need for a multi-tiered
defense strategy against jamming threats. Lastly, [68] show-
cases Adaptive Beamforming to enhance signal transmission.
The research emphasizes the importance of a specific antenna
configuration to maximize Adaptive Beamforming efficiency
and provides a performance evaluation model for the LTE-A
system.

Chaos-based communication has emerged as a significant
body of research in recent years, driven by the compelling
attributes of chaos, including its random-like behavior and
strong sensitivity to initial conditions [69]. For instance,
chaos synchronization has been used in wireless sensor
networks to improve communication security and increase
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TABLE 12. Classification of jamming attacks in V2X security.

FIGURE 8. Representation of a Jamming swarming attack with several jammers interfering in the V2X communication.

the battery lifetime of the sensor nodes [70]. Many works
found in the literature can be helpful to face the challenges
represented by V2X communication. Notably, those based on
chaos synchronization [71], [72] can offer attractive features,
including enhanced security [73], [74], [75], low probability
of detection [76], and anti-jamming capabilities [77], among
others. In particular, synchronizers derived from Lyapunov
theory [78] have been proposed to encrypt and decrypt
confidential information [79], [80], [81], [82], [83], [84]. The
main peculiarity of these works is their enhanced security and
robustness against disturbances, including jamming signals.

IV. SPOOFING ATTACKS IN V2X COMMUNICATION
SCENARIOS
Spoofing attacks, where attackers attempt to mislead tar-
get vehicles using falsified signals, present a significant
challenge in the realm of vehicular communication [19].

Several seminal works delve deep into the intricacies of
these threats, enriching our understanding and response
mechanisms. This section synthesizes the insights and
methodologies proposed by these contributions.

In their exploration, [85] detail an advanced RF-based
spoofing technique that jeopardizes genuine V2V inter-
actions. By capitalizing on RF Emissions Localization,
adversaries craft ‘‘phantom cars’’ using distorted data from
Global Navigation Satellite System (GNSS) and Inertial
Measurement Unit (IMU) sensors. This research not only
pinpoints crucial parameters but also proposes a syn-
ergy between Received Signal Strength Indicator (RSSI)
and Time Difference of Arrival (TDOA) as an effective
countermeasure.

Venturing further into the V2X domain, [86] presents a
groundbreaking model, the Coupled Generalized Dynamic
Bayesian Network (C-GDBN), positioned at Road Side
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Units (RSUs). By interpreting vehicular positions from
real-time RF signals, this research pioneers in identifying
and counteracting spoofing vulnerabilities intrinsic to V2X
communications. Transitioning to the larger framework of
Connected Vehicles, [87] accentuates the potential perils
within Traffic Signal Control (TSC) systems. Their research
spotlighted the ETA attack and the phantom queue incursion
as primary threat vectors, suggesting a comprehensive
cybersecurity framework to counter these.

While CV technologies offer significant potential, they
are vulnerable to data spoofing attacks. Recognizing this,
[88] proposes a detectionmethodology for infrastructure-side
CV applications, boasting an impressive 95% detection
efficacy with minimal false positives. Further focusing on
anomalous vehicular behaviors, [89] innovates with a Multi-
Sensor Fusion-based spoofing attack model. Through their
framework, two distinct threat models targeting the GPS
channel and Integrated Modular Avionics are developed,
adding layers to our understanding. In Global Positioning
System (GPS) spoofing, the attacker aims to drag victim
vehicles off to incorrect positions through fabricated spurious
GPS signals [19]. Given the increasing reliance on 5G, [90]
stresses its vulnerabilities, offering a virtual channel-based
model for detecting spoofing within massive Multiple Input
Multiple Output (MIMO)mm-wave networks. Similarly, [91]
sheds light on 5G precision in positioning, presenting the
In-Phase Quadrature Network (IQ-Net) defense mechanism
against Selective-PRS-Spoofing (SPS).

The research by [92] brings forward a scalable solution
for Next Generation Internet of Things (NGIoT) networks,
leveraging beam pattern features of mmWave devices.
In contrast, [93] and [94] provide varied methodologies,
focusing on the 5G mmWave 60 GHz band and Akaike,
Bayesian, and Generalized Information Criteria, respectively.
Expanding the horizon, [95] and [96] delve into the potentials
and challenges within wireless communications, with [97]
concluding our discussion by introducing Thermal Pattern
Analysis as a promising tool for spoofing attack prediction.

V. DOS AND DDOS ATTACKS IN V2X COMMUNICATION
SCENARIOS
A DoS attack aims to disrupt the normal functions of a
network by overwhelming the target with a flood of requests,
rendering services unavailable to legitimate users. Expanding
upon this, a DDoS attack, a specific type of DoS attack,
utilizes multiple compromised systems as sources of attack
traffic, significantly increasing the scale and effectiveness
of the attack [22]. In the context of V2X security, DDoS
attacks represent a substantial threat, even more significant
than DoS, impacting the availability and reliability of crucial
communication channels in vehicular networks. For this
reason, more focus will be given to DDoS in this section,
as DDoS represents a more significant threat than DoS.
DoS attacks manifest when attackers perpetually transmit
high-priority communications, thereby overshadowing and

obstructing genuine messages of lower priority [20], [98].
Also, differing from jamming attacks that directly disrupt the
signal, DDoS attacks inundate the network with excessive
requests, overwhelming the system and impeding legitimate
communications. Several studies have explored various
aspects of DDoS attacks in V2X environments [99], [100],
[101], [102]. A notable approach in detecting and locating
DDoS attacks in LTE-based vehicular networks involves
the application of Machine Learning techniques designed
to handle the dynamic scenarios of moving vehicles and
heterogeneous network entities such as Femtocells/Femto
Access Points (FAPs) [103]. This method differs from
traditional methods by addressing the unique challenges
posed by mobile network components in V2X scenarios.

Another significant contribution is the development of a
numerically efficient offline design algorithm to enhance pla-
toon control law against DDoS attacks [104]. This research
balances the need for resilience against DDoS attacks and
the requirements for stability, safety, and scalability in
vehicular networks. The emergence of 5G introduces new
challenges for V2X communications. A study focusing on
creating a DDoS attack model to test vulnerabilities in
the Physical Layer of 5G Cellular V2X aims to develop
countermeasures [64]. The model incorporates parameters
such as transmission power, bandwidth, and modulation
techniques, offering a deeper understanding of potential
weaknesses in 5G networks. In addition to detectionmethods,
the literature also discusses strategies tomitigate the effects of
DDoS attacks. For example, a Central Aggregator-Intrusion
Detection System (CA-IDS) was proposed for EVs, noted
for its higher throughput, lower jitter, and accuracy [105].
This system monitors and analyzes incoming traffic to EVs,
effectively identifying and blocking malicious vehicles.

The Detection of Anomalous Behavior in Smart Con-
veyance Operations (DAMASCO) system combines software
and hardware solutions to detect DDoS attacks in VANETs,
validated through simulations [106]. This system is partic-
ularly effective in ITS, where ensuring continuous network
service is crucial for safety and efficiency. Using a mul-
tivariate approach, a novel multivariate statistical Intrusion
Detection System (IDS) monitors vehicular networks for
DDoS attacks, demonstrating its effectiveness in simulated
environments with tools such as Objective Modular Network
Testbed in C++ (OMNET++) and the Vehicles in Network
Simulation (Veins) network mobility framework [107]. The
literature also includes examples of combined attack models,
such as a study demonstrating how spoofing and DDoS
attacks can synergize, creating more complex challenges for
vehicular networks [108]. This model emphasizes the need
for less power for effective implementation, making it a
realistic threat in real-world scenarios.

In the sphere of autonomous vehicles, research suggests
channel switching in the IEEE 802.11p DSRC protocol as
a countermeasure against DDoS attacks [21]. This approach
aims to maintain continuous and secure communication by
dynamically adapting to the presence of attacks on different
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channels. In summary, the research on DDoS attacks in
V2X environments is extensive, covering various attack
models, detection methods, and mitigation strategies. These
studies underscore the complexity and evolving nature of
threats in vehicular networks, emphasizing the need for
advanced, adaptable solutions to ensure secure and reliable
V2X communication.

VI. EAVESDROPPING ATTACKS IN V2X
COMMUNICATION SCENARIOS
The burgeoning field of the IoT and autonomous vehicles
has intensified the focus on wireless communication security,
with eavesdropping attacks emerging as a critical concern.
This type of attack, where unauthorized parties intercept
confidential communications, poses a significant threat to
the integrity of V2X communication systems. Studies have
explored various aspects of eavesdropping attacks and
corresponding countermeasures in wireless communication,
especially in V2X contexts. In an eavesdropping attack,
unauthorized parties intercept vehicular messages with the
intent of capturing packet details and obtaining sensitive
data [20]. Typically, these broadcasted messages encompass
traffic safety information, which is usually deemed non-
confidential [109].

Also, as discussed in [110], it examines scenarios involving
Unmanned Aerial Vehicles (UAVs) in roles such as User
Equipment (UE), Base Stations (BS), and moving relays,
shedding light on anti-eavesdropping techniques such as
the use of jamming UAVs to disrupt eavesdroppers. This
approach underscores the potential of using existing tech-
nologies creatively to safeguard communications. Innovative
countermeasures against eavesdropping continue to evolve.
For instance, reference [111] proposes a V2V communication
model where legal vehicles track an eavesdropping car. The
system, comprising a preceptor, feedback channel, and execu-
tor, collaboratively adjusts transmission power and coding
to secure communications. Similarly, [112] introduces Radio
Frequency Fingerprinting (RF-FP) to locate hidden eaves-
droppers, proving its efficiency through simulation results.
Furthermore, the study in [113] highlights the complexities
of ensuring physical layer security in V2V communication
under challenging conditions such as double-Rayleigh fading
channels.

The scope of research extends to related domains such
as drone and satellite communications, providing valuable
insights applicable to V2X security. For example, [114]
discusses a system that tackles both eavesdropping and
jamming attacks in UAV communications, offering a holistic
view of the security challenges. Additionally, [115] explores
satellite communication eavesdropping, suggesting a system
model that employs cooperative jamming and full-duplex
terrestrial relays to evade eavesdroppers. Recent studies have
introduced novel methodologies to enhance eavesdropping
detection and prevention in V2X communication. Refer-
ence [116] discusses an innovative approach that combines

legal and eavesdropping links to improve attack detection,
substantiated through simulation in a Rayleigh fading channel
environment. Moreover, [61] and [117] propose techniques
based on Wireless Power Transfer (WPT) and Deep Q-
Network (DQN) architectures, respectively, highlighting the
importance of adaptive and intelligent systems in countering
eavesdropping risks. Further advancements in collaborative
beamforming and UAV-assisted security measures have
broadened the prospects for countering eavesdropping
attacks. For instance, [118] and [119] delve into the use of
UAV swarms and full-duplex transmission modes for secur-
ing data transmission against eavesdropping, emphasizing
the potential of emerging technologies in enhancing V2X
communication security.

In conclusion, eavesdropping attacks constitute a signifi-
cant threat to V2X communications, necessitating ongoing
research and development in this field. The studies reviewed
here present a comprehensive understanding of current
research trends, offering a range of methodologies and
technological innovations aimed at fortifying wireless com-
munication networks against such attacks.

VII. ADDITIONAL CYBERATTACKS IN V2X
COMMUNICATION SCENARIOS
In addition to the most popular and high-impact attacks listed
above, there are several other attacks, some of which are very
specialized, that will be described below:

• Advanced Persistent Threat (APT): An APT is
a sustained, focused cyber-attack where an intruder
infiltrates critical infrastructure systems and maintains
a stealthy presence, avoiding detection until causing
significant damage to the target system [120]. An APT
in the context of V2X involves sophisticated, stealthy
cyber-attacks, typically state-sponsored or well-funded,
focusing on prolonged access to crucial systems.
Unlike conventional attacks, APTs utilize advanced
tools and methods, bypassing standard anti-virus and
IDS, to remain undetected and gather vital information
over an extended period [121].

• Backdoor attack: In V2X systems, a backdoor attack
involves malware installation by hackers, designed to
circumvent the usual security of network and authenti-
cation measures [122].

• Blackhole Attack: In V2X systems, a blackhole attack,
sometimes termed a packet drop attack, represents
a variant of DoS attacks. Within this framework,
an attacker purposely omits forwarding packets meant
for relay [18], [123]. Essentially, by halting the relaying
of packets to adjacent nodes, this compromised node
denies legitimate users access to pertinent informa-
tion [33].

• Cross-Site Scripting (XSS): XSS is a client-side code
injection attack where an attacker executes malicious
scripts within a legitimate web application. This type
of vulnerability poses a risk to V2X systems and occurs
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when a web application includes unencoded user input
in its output. The key aspect of XSS is its indirect
nature; rather than attacking directly, it exploits existing
vulnerabilities within a website [124].

• Gray-Hole Attack: In blackhole and gray-hole attacks
in the V2X context, an adversary diverts or discards
network traffic using a fabricated node. The node is
manipulated to appear as the most efficient route,
attracting all traffic. While a blackhole attack involves
dropping all redirected packets, a gray-hole attack is
more selective, discarding only specific packets. These
attacks can have varied impacts across different network
levels [125].

• Injection Attack: In injection attacks, attackers intro-
duce unauthorized and harmful messages into the V2X
network, threatening the security and functionality of in-
vehicle networks [20].

• Insider Threats: Insider threats in V2X communica-
tions pose a significant cybersecurity challenge, neces-
sitating specialized detection systems for timely identi-
fication of malicious insiders. Despite various studies,
limitations persist, including a lack of comprehen-
sive understanding and real-case analyses. Addressing
insider threats effectively requires advanced detection
systems that can discern and mitigate such risks within
organizations, especially in critical sectors such as V2X
communications [126].

• Malware Attack: In this form of attack, an attacker
introduces malicious software components, such as
viruses, trojans, or worms, into the On-Board Units
(OBUs) and Road-Side Units (RSUs) of the V2X
network. This injection often occurs during periodic
software updates and is more likely to be initiated by
rogue insiders. The attack aims to disrupt access to
devices by compromising their availability, with ran-
somware being a notable example. This can result in the
malfunctioning of V2X network components, inflicting
severe disruption to normal system operations [19].

• Man-in-the-Middle (MitM) Attack: This attack, in the
V2X context, strategically positions an adversary
between transmitting and receiving vehicles, enabling
the interception and manipulation of vital safety and
traffic information. The ramifications of such an attack
are particularly grave due to the sensitive nature of the
data in vehicular communications, potentially leading
to significant property damage and loss of human
lives [9].

• Masquerading/Impersonation Attack: In a mas-
querading or impersonation attack, the attacker assumes
a valid identity to infiltrate V2X networks and access
confidential information [33].

• Phishing: A significant cybersecurity threat involves
fraudulent tactics such as deceptive emails to steal user
credentials. Its relevance in V2X security arises from
the increasing use of IoT devices in phishing attacks,

which can compromise network integrity. Adaptability
of phishing across various platforms, including V2X
systems, necessitates advanced detection and security
mechanisms to protect against data breaches and safe-
guard sensitive vehicular communications [127].

• Physical Layer Attacks: Physical Layer Attacks in
V2X network target the foundational level of a network,
where its physical traits are defined. Due to the
broadcast nature of wireless communications, this layer
is particularly susceptible to various interference and
breaches, such as node tampering, hardware hacking,
jamming, and eavesdropping [128].

• Ransomware: In V2X systems, ransomware is a form
of malware that encrypts the computer of a victim,
with decryption contingent upon ransom payment.
Identifying these attacks is known as ransomware
detection [129]. Ransomware is recognized as a highly
effective and lucrative attack method in traditional infor-
mation technology settings. Considering the growing
number of connected vehicles, its potential impact on
the automotive industry is substantial. Even a modest
percentage of these cars being targeted by ransomware
could have significant financial implications, under-
scoring the need for robust security measures in this
sector [130].

• Replay Attack: In replay attacks, malicious actors
rebroadcast previously transmitted V2X messages from
vehicles, pedestrians, or infrastructure. This deceptive
action can mislead receiving vehicles into responding to
nonexistent traffic scenarios [18].

• Side-channel Attack: The adversary uses forensic
techniques to glean information such as execution
time and power consumption from hardware. These
non-invasive attacks focus on the physical aspects of
embedded hardware in V2X communication systems
to extract encryption keys. To mitigate such attacks
in the V2X field, countermeasures such as crypto-
graphic safeguards, isolation strategies, proper system
configurations, and secure implementation practices are
essential [125].

• Spamming Attack: This strategy involves the injec-
tion of a copious volume of spam messages by an
attacker into the network. Such an onslaught leads to
resource collisions and bandwidth saturation, critically
undermining the efficiency of V2X communication
systems [19].

• SQL Injection Vulnerabilities: SQL injection vulner-
abilities pose a significant threat to web applications
by allowing attackers to access or corrupt underlying
databases containing sensitive information. These vul-
nerabilities arise from inadequate validation of user
input, making many web applications, including those
in V2X systems, susceptible to such attacks. Addressing
these vulnerabilities requires rigorous application of
defensive coding practices, but the vast scope and
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variations of SQL injection attacks make it challenging
to fully safeguard systems [131].

• Sybil Attack: In a Sybil attack in V2X environments,
an attacker employs several identities to disseminate
varied messages to other vehicles, leading them to
perceive that the messages originate from distinct
vehicles. Consequently, this deception prompts the
recipient vehicles to make erroneous decisions [9].

• Trojans: Trojans in V2X contexts masquerade as
legitimate software, requiring user interaction for dis-
semination [132].

• Wormhole Attack: This attack involves establishing a
clandestine tunnel within the V2X network by using
controlled or fake nodes. It enables data interception at
one point and its deceptive replay at another, corrupting
routing information and impairing location-dependent
protocols impairing location-dependent protocols essen-
tial for V2X communications. Beyond affecting data
delivery and network functionality, the wormhole attack
facilitates others, such as blackhole and DoS, presenting
challenges to IDS due to late detection and considerable
damage [125], [133].

• Viruses: Viruses in V2X systems, often dormant,
become active upon executing an infected host program
or file, spreading passively through copying or down-
loading [132].

• Zero-Day Vulnerability: A zero-day vulnerability in
V2X systems is a newly discovered security flaw
unknown to the vendor and without a patch. The risk
escalates if the vulnerability becomes public before a
fix is issued, as attackers can exploit it to target vulner-
able systems. Delays in patching these vulnerabilities
increase the likelihood of zero-day exploits, posing
significant security threats. Hence, timely identification
and patching of such vulnerabilities are crucial for IT
vendors to protect their systems and users [134].

VIII. CONCLUSION
This work is a survey related to V2X cybersecurity. This
paper conducted a comprehensive survey, presenting an
in-depth examination of security in V2X communications.
The authors provided a related survey on V2X security,
highlighting the breadth and depth of research in this area.
We also delved into various cybersecurity threats such
as jamming, spoofing, Distributed Denial of Service, and
eavesdropping, exploring how they impact V2X systems.
Another interesting contribution was finding a long list of
other types of attacks besides the four mentioned in the
previous sentence and their respective concepts.

The main finding of our study is the identification of
market and academic trends, indicating a significant and
growing interest in V2X security and the threats it faces. Our
extensive review reveals the most relevant companies and the
leading role of China and the United States as pioneering
countries in V2X cybersecurity solutions. The significance

of this research area is clear, calling for ongoing efforts
in research and development to tackle these ever-changing
challenges.

Future work in the field of V2X security is poised to
explore advanced defensive mechanisms, particularly in the
context of 5G integration and the increasing application
of AI. The convergence of growing concerns over V2X
cybersecurity threats with the rise of 5G technology and
AI-driven solutions suggests a potential shift towards more
sophisticated, integrated security approaches. Additionally,
encryption and secure communication protocols will prob-
ably become increasingly prevalent as standard protective
tools in V2X cybersecurity. A key insight from this research
is the emerging consensus on the necessity of layered defense
tactics, evolving in step with the dynamic nature of cyber
threats in the field of V2X.

Further research should also explore emerging tech-
nologies such as Quantum Cryptography and Zero Trust
Architectures to assess their implications for V2X security.
The potential of these technologies to enhance the security
framework in V2X communications warrants deeper inves-
tigation. Moreover, conducting prototyping and simulation
studies could provide valuable insights into the efficacy
of new security protocols or systems, demonstrating their
practical application and impact in a controlled environment.
These future directionswill not only extend the understanding
of V2X cybersecurity, but also guide the development ofmore
robust and effective security solutions, thereby significantly
impacting the field.
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APT Advanced Persistent Threat.
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System.
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Conveyance Operations.
DDoS Distributed Denial of Service.
DDS Direct Digital Synthesis.
DoS Denial of Service.
DQN Deep Q-network.

VOLUME 12, 2024 72889



K. H. M. Gularte et al.: Safeguarding the V2X Pathways: Exploring the Cybersecurity Landscape

DUCs Driving Use Cases.
FAPs Femtocells/Femto Access Points.
GDBNs Generalized Dynamic Bayesian Networks.
GNSS Global Navigation Satellite System.
GPS Global Positioning System.
ICT Information and Communication Techno-

logical.
ICVs Intelligent Connected Vehicles.
IDS Intrusion Detection System.
IEEE Institute of Electrical and Electronic Engi-

neers.
IMU Inertial Measurement Unit.
IoT Internet of Things.
IQ-NeT In-Phase Quadrature Network.
ITS Intelligent Transportation Systems.
LiDAR Light Detection and Ranging.
LTE Long-Term Evolution.
M-MJPF Modified Markov Jump Particle Filter.
MIMO Multiple Input Multiple Output.
MitM Man-in-the-Middle.
NGIoT Next Generation Internet of Things.
NR New Radio.
OBUs On-Board Units.
OMNeT++ Objective Modular Network Testbed in

C++.
PDR Packet Delivery Ratio.
R&D Research and Development.
RF Radio Frequency.
RSSI Received Signal Strength Indicator.
RSUs Road Side Units.
SAE Society of Automotive Engineers.
SDN Software-Defined Networking.
TDOA Time Difference of Arrival.
UAVs Unmanned Aerial Vehicles.
UE User Equipment.
V2G Vehicle-to-Grid.
V2I Vehicle-to-Infrastructure
V2N Vehicle-to-Network.
V2P Vehicle-to-Person/Pedestrian
V2V Vehicle-to-Vehicle.
V2X Vehicle-to-Everything.
VANETs Vehicular ad hoc Network.
Veins Vehicles in Network Simulation.
WPT Wireless Power Transfer.
VRU Vulnerable Road Users.
XAI Explainable AI.
XSS Cross-Site Scripting.
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