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ABSTRACT Central Bank Digital Currencies (CBDCs) have the potential to increase the financial
reliability of digital payment systems by offering direct interactions between payment system participants,
including institutional and private ones. To unfold the potential of CBDCs, CBDC systems need to offer
confidential payments to protect participants from surveillance. However, confidential payments lay at
odds with requirements for transparency of payments in CBDC systems to enforce regulations, such as
anti-money laundering (AML) and countering the financing of terrorism (CFT) regulations. This work
presents HybCBDC, a CBDC system design that tackles the tension between confidential payments and
the enforceability of regulations. We iteratively refined HybCBDC in three rounds of focus group interviews
with finance and industry experts. HybCBDC offers cash-like confidential payments and means to enforce
regulations. HybCBDC builds on a hybrid access model for using monetary items of a CBDC and combines
an account-based and an unspent transaction output (UTXO)-based subsystem to record payments. The
main purpose of this work is to support the design of CBDC systems that can tackle the tension between
offering payments with cash-like confidentiality while allowing for enforcement of regulations related to
AML and CFT.

INDEX TERMS Central bank digital currency (CBDC), confidential payments, digital cash, distributed

ledger technology (DLT), privacy enhancing technologies (PETs).

I. INTRODUCTION

While offering valuable services to individuals (e.g., offering
mortgage loans for purchasing services), commercial banks
bear financial risks to the reliability of commercial bank
money. For example, commercial banks can go bankrupt,
as Lehman Brothers did in the financial crisis 2009 [1].
To decrease such financial risks, the idea of digital payment
systems offering participants the option to make direct
claims to central banks arose [2]. Various efforts were
made in research and practice to better understand how
central banks can issue and manage Central Bank Digital
Currencies (CBDCs) in digital payment systems called
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CBDC systems [3]. CBDC systems have the potential to
augment existing central bank systems by supporting more
streamlined payment processes and micro-payments [4], [S].

Notwithstanding the potentials of CBDC [6], [7], CBDC
systems come with challenges. A prominent challenge
originates from the fact that CBDC systems can empower
central banks to gain access to histories of digital payments
of institutional and private payment system participants [8].
Through such access, central banks can be enabled to surveil
payments of even private participants [9]. This can form
a foundation for excluding payment system participants,
such as dissident individuals, and erode confidentiality
in CBDC systems. To mitigate surveillance-related risks,
confidential payments inherently anchored in CBDC systems
are paramount [10].

© 2024 The Authors. This work is licensed under a Creative Commons Attribution 4.0 License.
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In CBDC systems, confidential payments refer to pay-
ments where transaction details (e.g., identities of senders
and receivers, transaction dates, and transferred amounts)
are only visible to senders and receivers [11]. To enable
confidential payments, a digital equivalent to physical cash
(i.e., digital cash) seems reasonable [12]. Physical cash can
be used for confidential payments because payments are
executed offline and peer-to-peer. Amounts are only known to
payers and payees. Moreover, parties do not need to disclose
their identities in payments using cash [13]. No third party
should be able to surveil digital payments that offer cash-like
confidentiality.

Although promising to mitigate surveillance, cash-like
confidential payments can complicate enforcement of regu-
latory mandates, such as the 5th EU Anti-Money Launder-
ing Directive (AMLDS5), US Anti-Money Laundering Act
(AMLA), and Countering the Financing of Terrorism (CFT).
Stringent controls over digital payments may not be possible
in CBDC systems that offer cash-like confidentiality because
transaction information required for such controls cannot be
extracted [14].

Under careful consideration of requirements for confi-
dential payments and regulatory compliance, various CBDC
system designs were proposed (e.g., [15], [16], [17]). How-
ever, while focusing on confidential payments, extant CBDC
systems (e.g., [18], [19], [20]) often fall short in simultane-
ously meeting requirements for regulatory compliance. For
example, with a focus on confidential payments, CBDC sys-
tem designs were presented that build on privacy-enhancing
technologies (PETs), such as zero-knowledge proofs (ZKPs)
and blind signatures (e.g., [15], [21]). Those CBDC system
designs offer valuable approaches to support confidential
payments. Still, they are unsuited for enforcing regulations,
such as those related to anti-money laundering (AML) and
countering the financing of terrorism (CFT). To support
development of CBDC systems that offer both confidential
payments and allow for enforcement of AML and CFT,
we approach the following research question: What is a
CBDC system design that offers confidential payments on
par with physical cash while allowing for enforcement of
regulations related to AML and CFT?

We developed HybCBDC, a hybrid CBDC system design
that combines an account-based and an unspent transaction
output (UTXO)-based subsystems to offer cash-like confi-
dential payments and allow for enforcement of regulations
related to AML and CFT. We developed and iteratively
refined HybCBDC in three steps. First, we developed a
requirements catalog for CBDC systems with a focus on con-
fidential payments (e.g., amount obfuscation, sender-receiver
unlinkability) and regulatory compliance (i.e., AML and
CFT). Second, based on the requirements catalog, we devel-
oped an initial version of HybCBDC. Third, we refined
HybCBDC in three iterations with nine experts in distributed
ledger technology (DLT) and finance from the industry.

The main purpose of this work is to support development
of CBDC systems that offer confidential payments while

VOLUME 12, 2024

allowing for the enforcement of regulations related to AML
and CFT. In particular, this work has three main contributions.
First, by presenting a set of confidentiality characteristics
of cash, we support a granular understanding of the
requirements for cash-like confidential payments in CBDC
systems. This is useful to guide design of CBDC systems
that support confidential payments. Second, by showing how
the combination of an account-based subsystem (e.g., trans-
action transparency [22]) and a UTXO-based subsystem
(e.g., unlinkability of transactions for third parties [23]) can
be leveraged in CBDC systems, we support development of
CBDC systems that enable digital payments with cash-like
confidentiality. Third, we support design of CBDC systems
by presenting HybCBDC. HybCDBC showcases a CBDC
system design offering digital payments with cash-like
confidentiality while allowing for compliance checks and
audits as required by law.

The remainder of this work is structured into five sections.
First, we explain the foundations of CBDC systems and
cash characteristics that are relevant to the development
of HybCBDC. Moreover, we offer an overview of related
works on CBDC system designs. Second, we describe how
we proceeded in the development of HybCBDC. Third,
we present HybCBDC with a focus on its architecture and
main functionalities. Moreover, we argue about the extent
to which HybCBDC can meet those requirements. Fourth,
we discuss our principal findings, describe the contributions
and limitations of this work, and outline future research
directions. We conclude with a short summary of this work
in section VI.

Il. BACKGROUND AND RELATED WORK

The following describes foundations of CBDCs, cash and
DLT for understanding the key concepts and related research
relevant to our study. Important aspects of CBDCs, such
as access models and account models, are described and
mapped to design options. Additionally, cash characteristics
are described to point out important aspects of monetary
items important in development of CBDC systems, such as
HybCBDC (see section IV). Last, we outline the use of DLT
and privacy-enhancing technologies (PETs) in CBDC system
designs and how those technological building blocks can
enhance confidentiality in digital payment systems.

A. CENTRAL BANK DIGITAL CURRENCIES

CBDC:s are envisioned to complement, not substitute, exist-
ing monetary items [24]. CBDCs comprise digital monetary
items issued by central banks in CBDC systems. CBDC
systems are digital payment systems mainly administrated by
central banks [2]. In CBDC systems, participants (e.g., indi-
viduals and organizations) can transfer digital representations
of monetary items (i.e., tokens) of CBDCs.

Compared to conventional central bank reserves (e.g., gov-
ernment securities and reserve deposits) that are only
accessible by commercial banks, monetary items of CBDCs
can be accessed and used by various payment system

137713

100

101

102

103

104

105

106

107

108

109

110

111

115

116

117

118

119

120

128

129

130

131

133

134

135

136

137

138

139

140

141

142

143

144

145

146

147

148

149

150

151

152

153



154

155

156

157

158

159

160

161

162

163

164

165

166

167

168

169

170

171

172

173

174

175

176

177

178

179

180

181

182

183

184

185

186

187

188

189

190

191

192

193

194

195

196

197

198

199

200

204

205

IEEE Access

R. Lamberty et al.: HybCBDC: A Design for CBDC Systems Enabling Digital Cash

participants, including commercial banks, financial author-
ities, and individuals. By offering access to monetary items
of CBDC:s to a wide variety of payment system participants,
participants can facilitate transaction settlement and decrease
transaction costs of financial services [25].

Extant CBDC systems, such as those in which the Chinese
Digital Currency Electronic Payment [26] and Swedish
e-krona [27] are operated, differ in their main purposes,
access models, and account models. Those differences are
described in the following.

a: CBDC MAIN PURPOSES

The main purposes of CBDC systems are to support retail
and wholesale [9]. CBDC systems for retail offer digital
payments that can be used by the general public, for example,
for transactions between private buyers and sellers [6]. The
central bank is responsible for handling retail transactions and
recording retail balances [3].

CBDC systems for wholesale enable transactions between
financial institutions (e.g., commercial banks) are in focus.
Central banks account for issuing monetary items of CBDCs,
recording wholesale balances, and verifying transactions
between financial institutions [16]. Confidential payments
are less critical for wholesale because financial institutions
are subject to stringent regulatory scrutiny.

b: ACCESS MODELS

CBDC systems can offer direct, indirect, and hybrid access
to monetary items of a CBDC [17]. Such access models
define how monetary items of a CBDC are issued and how
participants can use monetary items represented in the form
of digital tokens in a CBDC system (e.g., for payments).
In direct access models, monetary items of a CBDC represent
a direct claim on a central bank, and the central bank
processes payments and records retail holdings. Participants
can directly transfer monetary items of CBDCs.

In CBDC systems with indirect access models, monetary
items of a CBDC represent a claim against intermediaries
(e.g., commercial banks). Claims against commercial banks
represent commercial bank money and are liabilities of
private financial institutions, not issued by central banks.
Thus, commercial bank money is private debt and bears
counter-party risks [28].

CBDC systems with hybrid access models offer direct
claims on central banks to participants while intermediaries
(e.g., commercial banks or payment service providers) handle
payments. A central bank retains a copy of all retail
CBDC holdings, allowing transfers of holdings from one
payment service provider to another in the event of technical
failure [17].

c: ACCOUNT MODELS
There are two principal account models to record balances of

payment system participants [29], [30]: Account-balance and
UTXO models.
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Account-balance models record participants’ balances
directly in individual accounts, similar to conventional online
banking systems and the Ethereum system.

Unspent transaction output (UTXO)-based models do not
use a single account per participant to record balances.
Instead, UTXO-based account models rely on a kind of
‘safe’ (i.e., UTXOs) that store monetary items represented
as tokens. Existing UTXOs need to be unlocked to spend
monetary items. Upon unlocking, transferred monetary items
are locked in new UTXOs that can only be unlocked by
receivers of transferred monetary items, which enables a
change in ownership of monetary items [31]. Monetary items
locked in a UTXO can only be spent if the correct secret (e.g.,
a private key) is proved. Participants generate and store a new
secret for each UTXO that locks monetary items they own.

In the UTXO model, a participant’s total balance is cal-
culated by summing up the UTXOs for which the participant
owns the secret. Because UTXOs do not necessarily reference
receiver addresses, it is difficult to reconstruct payment
senders and receivers. Thus, UTXO models commonly
offer more confidentiality than account-balance ones [21].
To reach UTXO-like unlinkability in account-balance mod-
els, participants need to create new accounts for transactions.

To link digital payments to participants in CBDC systems
using account-balance and UTXO models, metadata, such
as participants’ IP addresses, need to be gathered and
analyzed. Various valuable countermeasures, such as mixing
protocols [32], [33], are available to enhance unlinka-
bility of digital payments. However, approaches to map
digital payments to payment system participants based on
cyber-observables and corresponding countermeasures are
not in the scope of this work.

B. CASH CHARACTERISTICS

Monetary items can differ in their characteristics, such as
risk-neutrality and permanence, and can be grouped in value
and access. The group of value covers characteristics that
refer to universal acceptance and fungibility. The monetary
item must be risk-neutral to be universally accepted for
payments. Moreover, it must be uniform to ensure the
fungibility of the monetary items [12].

The group of access refers to characteristics that impact
the secure use of monetary items. Payments are when
no payment information is disclosed to unauthorized third
parties [34]. To protect private payment system participants
from surveillance, monetary items must be confidentiality-
preserving [12]. Moreover, monetary items must be inclusive
for cheap, easy use without specific knowledge. Monetary
items shall be utilized efficiently for handling retail payments.
Monetary items must preserve integrity that they cannot be
changed by unauthorized third parties. Monetary items must
offer a persistent store of value.

Monetary items can be intangible, for example, in the
form of digital tokens used in the Bitcoin and Ethereum
systems, in the cases of commercial bank money, and in
CBDCs [35]. Monetary items can be tangible [12], such as
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TABLE 1. Characteristics of monetary items and digital payment systems
(adapted from [12]).

Category | Characteristic
Risk-neutrality: The level to which a monetary item
Value is free from counter-party risks_, _ _
Uniformity: The extent to which a monetary item is
fungible.
Confidentiality: Information related to transactions
that involve a monetary item is protected from unau-
thorized access.
Efficiency: Transaction processing is scalable, in-
stant, and at low (or even none) transaction costs.
Inclusiveness: Every payment system participant can
Access equally use a monetary item.
Integrity: The value of a monetary item cannot be
changed through unauthorized parties.
Permanence: The extent to which a monetary item is
a persistent store of value.
Tangibility: A monetary item can be perceived by
touch.

cash (i.e., banknotes and coins), that represent direct claims
to central banks in many jurisdictions [36].

Cash has benefits over intangible monetary items, such as
being universally used as legal tender in many jurisdictions
worldwide [36]. Cash is issued by central banks and, thus,
risk-neutral for respective jurisdictions. Holders do not
face counter-party risks, in contrast to holding commercial
bank money, which represents private debt obligations of
financial institutions [28]. Integrity is given since cash notes
cannot be changed by third parties. Banknotes and coins
are standardized and have uniform values to ensure the
fungibility of cash.

Cash can be considered efficient for offline payments
because it can be physically handed over from the payer
to the payee in real time without incurring transaction fees,
particularly when both parties are in the same geographical
location. Inclusiveness of cash is given because cash is a
physical item that everybody can carry.

Cash keeps its value and thus is persistent due to its stability
provided by government backing. In addition, the tangibility
of cash ensures independence from critical infrastructures,
allowing them to compensate for faults and preserving their
usability and worth in various circumstances (e.g., power
cut) [37].

Most importantly, in this work, cash is confidentiality-
preserving because payments are performed offline without
leaving traces. Thus, transaction amounts, sender, and
receivers are only known to payers and payees, while
both parties do not have to reveal their identities, enabling
confidential transactions [13].

[llicit transactions can be performed using tangible and
intangible monetary items [38]. Enforcing regulations seems
inherently more challenging with cash transactions than with
intangible ones. This difficulty arises because tangible items,
such as cash, can be transferred without leaving a digital
trace, making it harder for authorities to monitor and control
these transactions. Accordingly, cash seems less suitable to
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facilitate regulatory compliance by design [39] but has the
potential to increase confidentiality of payments.

The presented cash characteristics form a foundation to
devise requirements for CBDC system designs that offer
confidential payments. Enabling confidential transactions
with cash-like characteristics in CBDC systems is paramount.
At the same time, other cash characteristics, such as accessi-
bility and convenience, need to be ensured in development of
effective and inclusive CBDC systems [10].

C. CBDC MAIN PURPOSES

Many CBDC system designs (e.g., [15], [40], [41]) rely
on DLT, including blockchain technology [42]. DLT helps
ensure integrity and permanence of monetary items rep-
resented as tokens and can enhance inclusion by easy-to-
use mobile applications and hardware to store monetary
items of a CBDC [43], [44]. At the same time, many
DLT systems often fall short in terms of confidential
payments [45]. This section describes the potential benefits
and drawbacks of using DLT in CBDC systems. Moreover,
principal approaches to tackling the drawbacks of using
DLT in CBDC systems regarding payment confidentiality are
described.

1) DISTRIBUTED LEDGER TECHNOLOGY

DLT enables the operation of distributed ledgers, a type of
distributed database, such as those used in the Bitcoin system
and blockchain systems based on Hyperledger Fabric [42].
Many DLT-based digital payment systems (e.g., Circle’s
USDC and Tether’s USDT) were designed to enable pay-
ments based on intangible monetary items of real-world
currencies [46].

DLT is used in CBDC systems for three main purposes.
First, DLT can help standardize processes related to digital
payments by offering a shared and unified infrastructure
that ensures consistency in transaction processing and
reconciliation across different payment service providers [8].

Second, DLT systems can record tamper-resistant payment
histories for audits to prove regulatory compliance. This
can help meet the mandate for anti-money laundering and
combating financing terrorism [47], [48].

Third, DLT supports different account models (e.g., for
account-balance models and UTXO models) that can be
used in CBDC systems to account for substantially different
requirements for confidential payments [41]. For example,
if accounts are always bound to real-world identities like in
traditional banking systems, confidentiality is a constraint.

While increasingly used in digital payment systems,
including proposed CBDC systems, DLT introduces chal-
lenges. Each node maintains a replica of the ledger in
DLT systems based on the replicated state machine con-
cept [42], [49]. Thus, each party with access to such a
node can read transaction data, which can compromise
payment confidentiality [42]. Insufficient confidentiality of
payments can facilitate surveillance and financial exclusion
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of participants [15], [50]. To benefit from using DLT in
CBDC systems while tackling challenges for confidential
payments, privacy-enhancing technologies (PETs) can be
used to expand DLT protocols in terms of confidential
payments [51].

2) ENHANCING PAYMENT CONFIDENTIALITY IN
DISTRIBUTED LEDGER TECHNOLOGY SYSTEMS

PETs commonly used in CBDC and payment system designs
are blind signatures, mixing protocols, and ZKPs. Such
PETs and their uses in CBDC system designs are briefly
described below. Moreover, we showcase common benefits
and drawbacks of using PETs in digital payment systems and,
in particular, CBDC systems.

a: BLIND SIGNATURES

Blind signatures build on the concept of digital signatures
based on public/secret key pairs but conceal (i.e., obscure)
the contents of transactions (e.g., amounts of financial
transactions) before signing. The blinded transaction content
is sent to a trusted third party (e.g., a financial institution) that
signs the transaction without revealing transaction details.
The third party verifies the sender’s digital signature. This
process ensures that the signer (e.g., a financial institution)
cannot see the content of the transaction (e.g., a financial
transaction) of the sender while verifying its authenticity [52].
After the trusted third party signed the transaction, the
sender can unblind the transaction and send the unblinded
transaction to the receiver.

Although largely enabling confidential payments, third
parties still learn about transactions processed in payment
systems using blind signatures [21]. Such (partial) visibility
of transactions does not necessarily compromise confi-
dentiality but still does not fully meet requirements for
confidential payments. For example, a trusted third party
learns the identities of senders initiating transactions.

In short, blind signatures can help to enhance payment
confidentiality in digital payment systems [52], particularly
by disguising receivers and amounts of payments. However,
they still allow third parties to learn about transactions issued
by participants that are identifiable for a trusted third party.

b: MIXING PROTOCOLS

Mixing protocols help disguise transaction histories by
(randomly) merging and splitting payments in payment
systems using the UTXO model to obfuscate senders and
receivers of payments [53]. Obfuscating senders, receivers,
and amounts helps increase payment confidentiality and
makes tracing transaction histories difficult. This can help to
achieve a level of confidentiality akin to that of cash while
offering benefits of digital payment systems [54], such as
convenient, fast, and reliable payments over long distances.
However, mixing protocols usually increase complexity in
transaction processing and, foremost, introduce challenges
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related to regulatory compliance with AML and CFT. This is
because mixing protocols can be used for illicit activities [32].

In short, mixing protocols can support confidential
payments in digital payment systems, including CBDC
systems, by obfuscating transaction details. Nevertheless,
implementation of mixing protocols requires careful con-
sideration to balance confidentiality needs with regulatory
compliance.

¢: RING CONFIDENTIAL TRANSACTIONS

Ring confidential transactions implement principles of ring
signatures to hide senders and receivers of transactions [55].
Ring confidential transactions disguise the producer (original
signatory) of a signature. A set of n possible signatories is
used, where only one signatory must sign the transaction.
This helps obfuscate the actual signatory of a transaction.
The signature can be generated without the approval of other
signatories [56]. In ring confidential transactions, the sender
uses a commitment to obfuscate the transacted amount. The
commitment allows third parties to verify that the sum of
inputs and outputs are equivalent while hiding the transferred
amount [55].

Ring confidential transactions are a valuable feature for
retail CBDC systems to obfuscate transaction histories
(e.g., [57]) and enable confidential payments. However,
their use can pose a hurdle to achieving regulatory
compliance [56], [58].

d: ZERO-KNOWLEDGE PROOFS

ZKPs refer to cryptographic techniques that enable one
party to prove to another that a statement is true without
revealing information beyond the validity of the statement
itself. ZKPs allow validation of the syntactic alignment of
transactions without disclosing transaction details to third
parties. Information about senders, receivers, and amounts
does not need to be disclosed [59]. This makes ZKPs suitable
for offering confidential payments [60].

In the Zerocoin system [61], for example, transaction
amounts are concealed and verified using Zero-Knowledge
Succinct Non-Interactive  Argument of Knowledge
(zkSNARK) without disclosing transaction data to unautho-
rized parties [23]. While effective in enabling confidential
payments, use of (non-interactive) ZKPs can present
challenges regarding standardization and detecting software
vulnerabilities [42], [62], [63]. Moreover, proposed CBDC
system designs built on ZKPs tend to be subject to challenges
related to enforcing turnover limits [64] and compliance with
regulations related to AML and CFT [65].

Blind signatures in combination with zkSNARK can help
obfuscate sender information [21]. While sender anonymity
can be enhanced, transparency of transactions allows for
inferring a receiver’s identity through transaction patterns
and linkage analysis [66]. Thus, surveillance-related con-
cerns cannot be fully resolved for all parties involved in
transactions [67].
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Another CBDC system design [15] envisioned to enable
confidential payments uses ZKPs. Payment system partici-
pants have their own CBDC accounts and can prove correct
accounting based on zkSNARK to institutional payment
system participants [15]. That CBDC system design helps
achieve regulatory compliance and offers an approach for
confidential payments. However, zkSNARKSs are not yet
feasible at scale for CBDC systems due to insufficient
operational readiness and missing standards [62], [63].

In short, ZKPs can enhance confidentiality and security.
However, they are often complex to develop and can entail
high computational costs [62].

Overall, the requirement for confidential payments is
at odds with regulatory compliance requirements. Extant
CBDC system designs hardly enable confidential payments
and regulatory compliance at the same time. To meet
requirements for confidential payments and regulatory com-
pliance, CBDC systems should be compliant-by-design.
Confidential payments should only be possible in contexts
that do not allow for activities violating regulations. This
hints at the need for offering enforcement of regulatory
compliance through the design of technical systems [65],
[68]. Offering the possibility for such enforcement and
confidential payments is the principal design goal in the
development of HybCBDC.

lll. METHODS

The goal of this work is to develop a CBDC system design,
HybCBDC, that reconciles with the prevalent financial
system and offers confidential payments to participants.
We developed HybCBDC in three steps. In the first step,
we developed a requirements catalog by reviewing extant
literature on CBDC and cash characteristics. In particular,
we devised key requirements for monetary items with a focus
on confidential payments and prominent legal regulations
(i.e., AML and CFT) in financial systems. In the second
step, based on the requirements catalog, we developed an
initial version of HybCBDC. In the third step, we conducted
semi-structured focus group interviews with experts in
the fields of finance and industry with utmost expertise
in CBDC to obtain feedback on HybCBDC. After the
interview, we refined HybCBDC according to the feedback
we gathered. We repeated step three until the interviewees
did not mention further improvements to HybCBDC. In the
following, we describe each step in more detail.

A. DEVELOPMENT OF THE REQUIREMENTS CATALOG

We extracted characteristics of monetary items from extant
literature to gather requirements for confidential payments
for our system design [12]. Next, we contextualized the iden-
tified characteristics of monetary items in CBDC systems.
To develop key requirements for confidential payments in
CBDC systems, we mapped that basic set of transaction
information to formal specifications of confidentiality [69].
The confidentiality requirements we devised formed a
foundation for the design of HybCBDC.
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We consolidated the requirements for confidential pay-
ments and for the enforceability of regulations related to
AML and CFT in a requirements catalog. The requirements
catalog forms the foundation for the subsequent steps of the
development of HybCBDC.

B. DEVELOPMENT OF AN INITIAL VERSION OF HYBCBDC
Based on the requirements catalog developed in the pre-
vious step, we started the development of HybCBDC by
analyzing the structure and mechanisms of established
financial systems (e.g., SEPA and TARGET?2) by analyzing
extant publications in this field. We translated the structure
(e.g., relationships between commercial banks and central
banks) and mechanisms (e.g., commercial bank money
creation) as a blueprint for HybCBDC. Then, we designed
a digital payment system that allows for cash-like confiden-
tiality. This digital payment system meets requirements for
confidential transactions and forms one of two subsystems
of HybCBDC. Subsequently, focusing on supporting the
enforceability of regulations related to AML and CFT,
we designed a second digital payment system for transparent
digital payments, which forms the second subsystem of
HybCBDC. Next, we compared different approaches to
enable interoperability between the two subsystems, such as
centralized and decentralized notaries [70].

Throughout the development process, we documented each
version of HybCBDC in detailed architecture, sequence, and
activity diagrams. The diagrams were essential in the iterative
refinement of HybCBDC in the subsequent step.

C. ITERATIVE REFINEMENT OF HYBCBDC

We conducted three semi-structured focus group interviews
to obtain feedback on HybCBDC [71]. To acquire inter-
viewees, we approached potential participants for the focus
group interviews through an extensive network of experts
with thorough knowledge of the diverse aspects of CBDC sys-
tems related to economic, technical, and regulatory domains.
The participants in the focus group interviews represent
a blend of senior professionals from various industries,
including banking, consulting, and industry, enabling a
multifaceted analysis with valuable feedback on HybCBDC.
Table 2 illustrates the composition of each focus group
conducted in this study.

In preparation for the semi-structured focus group inter-
views, we developed an interview guide [72]. The interview
guide was structured into five parts. In the first part,
we introduced the interviewees to the research project and
obtained their consent to record the interview. In part
two, we described the research project and highlighted its
relevance for the design of CBDC. In the third part, we clar-
ified the technological background. Then, we presented
HybCBDC and details on the confidential transactions in
the fourth part. Fifth, we guided a discussion on HybCBDC
to collect feedback on the system design. To help the
interviewees prepare for the focus group interview, we sent
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them an overview of the interview guide prior to the focus
group interviews.

After each focus group interview, we systematized
the gathered feedback to prepare the refinement of
HybCBDC [73]. After refining HybCBDC, we updated the
interview guide in preparation for the subsequent focus
group interview. In total, we conducted three focus group
interviews that helped us improve HybCBDC. Each focus
group interview took about two hours on average.

The first focus group interview revealed several potentials
for refinement of HybCBDC. For example, two interviewees
demanded compliance with regulations related to AML.
Accordingly, we refined the UTXO-based subsystem to
comply with the regulations of the AMLDS5 using ring
confidential transactions with unique commitments.

In the second focus group interview, the feedback led to
refinements of HybCBDC in terms of (1) the AMLDS reg-
ulation using commitments in ring confidential transactions
was rated positive and (2) the barriers for large companies to
enter the retail layer should be lowered.

In the third focus group interview, the interviewees
approved the refined version of HybCBDC. Additionally,
the interviewees had two principal ideas for potential
future improvements. First, the participants assumed that
state channels could improve the scalability of HybCBDC
for the account-based subsystem. Second, all interviewees
acknowledged the mechanisms used to enable confidential
payments in the UTXO-based subsystem. We reached the
end condition as the interviewees did not mention additional
criticisms and improvements related to HybCBDC.

TABLE 2. Overview of focus group interviewees.

Group | No. | Expertise Role Sector

1 CBDC, Regulation Head of Digital Assets Banking

1 2 Economics Chief Financial Officer Automotive
3 Strategy, Economics | Board Member, Strategist | IT Provider
4 DLT, Al Technology Consultant Consulting

2 5 CBDC, Regulation Co-founder, COO Consulting
6 Digitalization, DLT Digitalization Lead Automotive
7 DLT, Economics DLT Product Lead Automotive

3 8 DLT, Payment Senior Manager Consulting
9 Economics, DLT Managing Director Consulting

IV. HYBCBDC

We developed a CBDC system design, which we call
HybCBDC, with a focus on enabling confidential payments
and enforceability of regulations related to AML and CFT.
This section first introduces the principal requirements for
confidential payments and regulatory compliance to be
met by HybCBDC. Then, the structure and functioning of
HybCBDC are described. Subsequently, we argue to what
extent the requirements are met in section I'V-A.

A. REQUIREMENTS CATALOG

CBDC systems need to meet four core requirements to
offer cash-like confidential payments [69]: Amount obfusca-
tion, balance obfuscation, sender and receiver obfuscation,
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sender-receiver third-party unlinkability and regulatory com-
pliance. We describe the requirements in the following.

a: AMOUNT OBFUSCATION

The amount sent in transactions of participants must be
obfuscated and unknown to third parties. Only senders and
receivers must be able to learn spent amounts. Disclosure of
transacted amounts can facilitate profiling (larger) transac-
tions and tracing payments of identities [66].

b: BALANCE OBFUSCATION

Balances of participants must be obfuscated. Unauthorized
third parties must not obtain information on the balance of
private payment system participants. Disclosure of balances
of private payment system participants can facilitate targeted
attacks on high-net-worth private payment system partici-
pants, discrimination, and loss of financial autonomy [74].

¢: SENDER AND RECEIVER OBFUSCATION

Third parties must not be able to learn the real-world
identities of senders and receivers involved in confidential
transactions. By obfuscating sender and receiver identities
through pseudonymization, the ability to trace transactions
back to individuals can be effectively eliminated to anticipate
surveillance of payments [21].

d: SENDER-RECEIVER THIRD-PARTY UNLINKABILITY

Third parties must not be able to associate senders with
recipients of payments. Even if the pseudonyms of senders
and recipients are known, the link between them must remain
obscure to prevent third parties from learning transactions
between payment system participants [69]. Linkability of
static identifiers (e.g., pseudonyms) can allow third parties
to reveal transaction information. This can increase the
risk of exposing relationships, personal preferences, and
confidential communication patterns, violating requirements
for confidential payments [75].

e: REGULATORY COMPLIANCE

Compliance with regulations related to AML and CFT
must be guaranteed. This ensures that while confidential
payments are offered, illicit activities must be detectable and
preventable in CBDC systems [28]. Meeting this requirement
calls for a balance between confidentiality to protect payment
system participants from surveillance and transparency to
enforce regulations related to AML and CFT in digital
payment systems [12].

B. OVERVIEW AND PRINCIPAL FUNCTIONING

HybCBDC is a two-tiered CBDC system design that can
be used for retail and wholesale transactions. To fulfill
that purpose, HybCBDC comprises two interconnected
subsystems: An account-based subsystem that builds on
an account-balance account model and a UTXO-based
subsystem that uses a UTXO-based account model. Trusted
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third parties, such as banks, mediate interactions between
private payment system participants in the account-based
subsystem. Thus, HybCBDC uses an indirect access model
that only allows private payment system participants to
interact with central banks via institutional payment system
providers. HybCBDC uses a direct access model that allows
private payment system participants to spend monetary items
of CBDC. Due to the use of an indirect and a direct access
model, HybCBDC relies on a hybrid access model. The fol-
lowing presents an overview of HybCBDC and its principal
functioning. Then, we argue to what extent HypCBDC meets
the requirements presented in section IV-A).

1) OVERVIEW

HybCBDC comprises two interconnected subsystems (see
Figure 1): An account-based and a UTXO-based subsystem.
In the account-based subsystem, various application-specific
DLT systems can be operated. The UTXO-based subsystem
is operated as one separate, application-specific DLT system.

HybCBDC is designed to enable confidential digital pay-
ments without requiring modification of power structures and
roles of established financial systems. Therefore, HybCBDC
maintains the operational structure of the existing financial
system. For instance, the administration of real-time gross
settlement systems, which are typically managed by central
banks to facilitate the settlement of large-value inter-bank
transactions, remains unchanged [76]. This ensures that
established mechanisms for financial stability and transaction
security still apply.

The operation of nodes for the subsystems of HybCDBC
should be in line with the existing operational framework of
the orchestrating central bank. The nodes can be operated
by the central bank or distributed among various entities
(e.g., authorized financial institutions and national central
banks). HybCBDC offers a balance between accommodating
centrally orchestrated and operated systems and federated
and more decentralized ones. This flexibility allows for a
variety of operational models to offer confidential payments
while dynamics in central bank operations remain intact.

Payment system participants can transfer monetary items
of a CBDC within and between those subsystems. The
subsystems are interconnected using the Inter-Blockchain
Communication (IBC) protocol [77], [78]. An alternative
to the IBC protocol represents atomic swaps [70], [79].
Atomic swaps can offer direct asset exchanges between DLT
systems without the need for intermediaries [80]. However,
after careful consideration, we selected the IBC protocol [77]
because it offers high flexibility by effectively separating the
transport layer from the application layer. This separation
allows for high flexibility in cross-chain communication. Fur-
thermore, the IBC protocol supports easy-to-use monitoring
tools for cross-chain interactions, supporting transparency
and facilitating auditing processes [81].

The account-based subsystem in HybCBDC operates a
wholesale layer and a retail layer and allows institutional
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payment system participants, such as commercial banks,
to issue their own digital currencies backed by an account-
balance wholesale CBDC. The issuance process in the
account-based subsystem is analogous to common commer-
cial bank money creation. Banks create new money through
deposits or scriptural money, primarily through lending.

In the account-based subsystems, balances to manage
monetary items of participants are recorded in accounts
linked to identities of participants [24]. To create an
account in the account-based subsystems, payment system
participants need to verify their identities, like in most
prevalent financial systems. The account-based subsystem
processes transactions on the wholesale layer similar to
established inter-banking systems, such as the TARGET?2
system in the EU [82]. In addition, the account-based
subsystem can process transactions between private payment
system participants.

The account-based subsystem can interact with the UTXO-
based subsystem, which offers confidential payments to
private payment system participants. In the UTXO-based
subsystem, private payment system participants use wallets
to store public/secret key pairs corresponding to individual
UTXOs in the UTXO-based subsystem.

To transfer monetary items stored in the UTXO-based
subsystem, private payment system participants must first
authenticate toward a UTXO using a secret key [31]. The
monetary items can be exchanged at a one-to-one ratio
while the total supply of monetary items remains constant
in the UTXO-based subsystem. The value of monetary items
in the UTXO-based subsystem and monetary items in the
account-based subsystem are treated equally, which enables
uniformity of those items.

In HybCBDC, authorized financial institutions (e.g., com-
mercial banks) take the role gatekeeper. As gatekeepers,
such institutions monitor the conversion (i.e., minting and
burning) of monetary items from the account-balance to the
UTXO-based subsystem and vice versa. The conversion can
be (semi-)automated through a central bank in line with
predefined rules (e.g., manifested in smart contracts) or
manually controlled by gatekeepers. Additionally, authorized
regulatory bodies (e.g., the European Banking Authority in
Europe or the Financial Crimes Enforcement Network in
the US) represented through notary nodes can be used to
adhere to regulatory compliance regarding AML and CFT.

2) ACCOUNT-BASED SUBSYSTEM

The account-based subsystem in HybCBDC uses the
account-balance model (see section II-AOc) and is interop-
erable with application-specific DLT systems from autho-
rized financial institutions issuing commercial bank money
tokens (CBMT).

HybCBDC builds on established mechanisms and respon-
sibilities of conventional financial systems. For example, con-
ventional money creation procedures [83] remain unchanged.
Payment system participants cannot create accounts on
their own but must request creation of accounts from
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l UTXO-based subsystem
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Application-specific DLT
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FIGURE 1. Simplified overview of HybCBDC, its account-balance and UTXO-based subsystems, and the retail

and wholesale layers.

authorized financial institutions. Account creation requires
identity verification, like in traditional financial systems. This
controlled setup ensures that accounts are mapped to verified
identities and are not freely generated in the account-based
subsystem. Confidential transactions in the account-based
subsystem are hardly possible, but enforcement of regulations
is facilitated.

The account-based subsystem covers three transaction
mechanisms: Mint, transfer, and burn. The central bank has
the privilege to create (i.e., mint) and destroy (i.e., burn)
monetary items of a CBDC as part of the capabilities of
programmable money. The account-based subsystem offers
an alternative to the existing real-time gross settlement
system, such as TARGET?2 in the EU [82].

The account-based subsystem incorporates a wholesale
and retail layer that allow financial institutions to issue
CBMTs backed by CBDC reserves in the account-based
subsystem. Interaction between the wholesale and retail
layers is standardized through the IBC protocol [77].

a: WHOLESALE LAYER

The wholesale layer is only accessible to institutional
payment system participants and must be integrated with a
central bank’s ledger. Such institutions interact directly with
a central bank’s ledger. Every financial institution must prove
its identity to be authorized to mint monetary items, process
transactions, and manage accounts.

b: RETAIL LAYER

Each authorized institutional payment system participant
can operate its own application-specific ledger in the
retail layer to issue its own CBMT. In such a scenario,
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account-based wholesale CBDCs could serve as the reserve
assets or collateral for CBMTs issued by commercial banks.
The application-specific ledgers are operated in ledger
systems, which can be distributed like in DLT systems
or monolithic [70]. For example, application-specific DLT
systems could be operated by a consortium of commercial
banks.

As financial institutions can operate their own ledger sys-
tems, established procedures for creating commercial bank
money in the traditional financial system can be executed
(e.g., fractional reserve banking) [84]. In HybCBDC, ledger
systems of financial institutions are directly connected to
the account-based subsystem via a standardized interface to
execute wholesale transactions. CBMTs are interchangeable,
eliminating the risks related to the lack of one-to-one
conversion. Furthermore, CBMTSs have standards similar
to the ones of ERC-20 tokens in the Ethereum system.
The application-specific ledger system handles transactions
within the same financial institute. Transactions across
multiple financial institutes are settled via the wholesale
layer. Application-specific ledgers of financial institutions
offer private payment system participants indirect access to
the account-based subsystem of HybCBDC.

3) UTXO-BASED SUBSYSTEM

The UTXO-based subsystem is exclusively designed to
handle payments of private payment system participants and
exclusively operates the retail layer. In the UTXO-based
subsystem, HybCBDC uses a UTXO-based account model
in combination with unique commitments inspired by ring
confidential transactions [52], [55] to achieve unlinkability
between payments and identities of senders and receivers.
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The UTXO-based subsystem allows for cash-like charac-
teristics of monetary items in HybCBDC (see section II-B).
Cash notes are represented by UTXOs with a unique ID,
a puzzle, and a fixed value. In HybCBDC, a puzzle is a
public key used to prove ownership of the UTXO. Holding
references to digital monetary items in the UTXO-based
subsystem in a wallet is comparable to holding cash notes in a
purse. Transitions, such as spending monetary items locked in
a UTXO, must be signed with the secret key associated with
the UTXO to prove ownership of those UTXOs. Payment
system participants hold one secret key and a corresponding
public key for each UTXO in their wallets. Neither secret
keys nor public keys can be linked to known identities.
No verification of identities is required to get access to the
monetary items in the UTXO-based subsystem.

Figure 2 illustrates a simple payment in the UTXO-based
subsystem. In the initial state, the UTXO stores information
about (1) the value locked in the UTXO, (2) the issuance
date of the UTXO, (3) the public key to verify ownership,
and (4) the state of the UTXO. The UTXO update transaction
includes the new public key to lock the UTXO, which should
be updated and signed using the secret key used to generate
the public key. After the successful transition, the UTXO
can be unlocked by whoever knows the secret key of the
new public key, which usually is the recipient of transferred
monetary items. Payments from A to B can be performed
by B sending a new public key to A, who creates an update
transaction changing the UTXO’s public key to B’s new
unused public key. After the transaction is finalized, only
B can unlock the UTXO because only B knows the new
secret key.

€ id: 0x7845 € id: 0x8194
Value: 5.00€ Value: 5.00€
Date: 07/03/2024 - Date: 07/03/2024
Puzzle: pk_1 ” Puzzle: pk_2
State: minted | UPdate(Pk_2)sk_1 State: updated

FIGURE 2. Exemplary transfer of cash-like monetary items in the
UTXO-based subsystem.

We assume that wallets used by payment system par-
ticipants ensure that public/secret key pairs are only used
once in favor of forward secrecy. This can be achieved
by implementing hierarchical deterministic wallets [85].
Because public keys cannot be mapped to identities in
the UTXO-based subsystem, therefore, for third parties,
every transaction could represent a possible change of
ownership. Additionally, we assume that the wallet supports
mixing functionality that executes random UTXO updates
to shuffle the public/secret key pairs [53]. Mixing enhances
payment confidentiality in the UTXO-based subsystem (see
section II-C2b). A third party can neither determine whether
the ownership of monetary items locked in a UTXO
was transferred to another payment system participant nor
whether the original owner has merely updated their secret.
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Consequently, it becomes difficult for third parties to trace
transaction histories of private payment system participants.

4) MINT AND BURN MECHANISMS

To enable minting and burning monetary items in order to
convert monetary items in the UTXO-based subsystem into
monetary items in the account-based subsystem, HybCBDC
uses an atomic burn mechanism and an atomic mint mecha-
nism based on the IBC protocol [77]. Burning monetary items
in the account-based subsystem leads to minting monetary
items in the UTXO-based subsystem. This is comparable to
depositing and withdrawing cash at an ATM. For example,
Alice withdraws monetary items from her bank account
(i.e., the account-based subsystem burns monetary items) and
receives the withdrawn amount in cash (i.e., the UTXO-based
subsystem mints monetary items). Conversely, Alice deposits
cash in her bank account (i.e., the UTXO-based subsystem
burns Alice’s monetary items) and receives the deposited
amount in her bank account (i.e., the account-based subsys-
tem mints monetary items and sends them to Alice’s account).

Cash transactions are often regulated, for example, by the
AMLDS and the cash control regulation (2018/1672) in the
EU [28]. This means that for cash withdrawals and deposits
exceeding 10,000 €, the origin and use of the money must
be stated [86]. To achieve compliance with such regulations,
financial institutions in the role of gatekeepers supervise con-
versions between digital cash in the UTXO-based subsystem
and traceable digital money in the account-based subsystem.
Moreover, gatekeepers issue corresponding burn and mint
transactions to their DLT systems.

Gatekeepers can implement an automated monitoring
process for embedded supervision [14]. This reduces the
need for financial institutions to actively collect, verify, and
deliver data to authorities. This kind of monitoring process
enables HybCBDC to guarantee that the identification of
payment system participants is only possible when minting
or burning monetary items in the UTXO-based subsystem.
Gatekeepers can enforce regulatory compliance, for example,
to comply with cash regulations. In this case, the depositor
has to provide the origin of the money if a certain amount
(threshold) is exceeded. For example, in the EU, the AMLDS5
states 10,000 € [86]. Nonetheless, payments within the
UTXO-based subsystem are kept confidential.

Institutional payment system participants with access to
the account-based subsystem must trigger the minting and
burning transactions. When a financial institution mints
monetary items in the UTXO-based subsystem, the financial
institution must sign the newly created UTXO with its
own secret key. Burning requires the financial institution
to sign the burn transaction signed by the UTXO owner.
The financial institution acts as a gatekeeper responsible for
executing the conversion.

5) GATEKEEPERS AND REGULATORY COMPLIANCE
CBDC systems are regulated in most jurisdictions by govern-
ments to protect economies against malicious activities, such
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Account-based subsystem | UTXO-based subsystem
Bank A
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FIGURE 3. Schematic overview of burn and mint processes in HybCBDC to
transfer monetary items from the account-based subsystem to the
UTXO-based subsystem and vice versa.

as money laundering [36]. In HybCBDC, gatekeepers are
expected to enforce cash regulations related to AML and CFT,
for example, by stating the origin of the money to deposit or
withdraw monetary items.

Regulation for digital monetary items, called electronic
money in regulations, often include monthly turnover limits
to address regulatory constraints related to AML and CFT.
For example, in the EU, Article 12(7) (a) of the AMLDS5
applies a monthly limit of 150 € per capita for anonymous
digital [86]. However, this objective contrasts with the
E-Money Directive (2009/110/EC), which, according to
Article 1(1) (d), excludes CBDCs from the regulation of
the AMLDS5 [87]. We assume that CBDC systems shall
meet the objectives of AMLDS for regulating anonymous
digital payments in the future. Building on that line of
thought, balance, transfer, and conversion limits will likely
be imposed to comply with regulations related to AML
and CFT. Such limits can be enforced in HybCBDC by
gatekeepers based on monthly unique commitments without
the need to disclose transaction details. Unique commit-
ments are renewed monthly. AML limits are enforced by
design.

The UTXO-based subsystem uses unique commitments
in combination with ring confidential transactions [55].
An anonymous onboarding process to HybCBDC hands out
these commitments to every citizen. Every transaction in
the UTXO-based subsystem is signed by senders using a
ring signature of valid commitments. Such ring confidential
transactions ensure that third parties cannot learn which
commitments were spent. Commitments are automatically
recharged within a certain period according to the turnover
limit with existing regulations.
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6) ILLUSTRATION OF THE TRANSACTION PROCESS IN
HYBCBDC

This section describes how payments are processed in
HybCBDC based on the example of Alice sending 5 € to Bob.
The process is depicted in Figure 4.

Alice has an account at Bank A. Bob has one at Bank Z. For
confidential payments to Bob, Alice must request monetary
items in the UTXO-based subsystem at Bank A by submitting
a burn request. When Bank A receives the request, the
balance of 5 € is subtracted from Alice’s account, and a burn
transaction for the account-based subsystem is created with
the public key pks submitted by Alice. The account-based
subsystem deducts 5 € of the CBDC balance of Bank A.
This allows Bank A to mint a 5 € UTXO on the UTXO-
based subsystem. After checking if the corresponding burn
mechanism exists on the account-based subsystem, the
UTXO-based subsystem mints a new monetary item with pka
and a value of 5 €. Alice holds the corresponding secret
key ska to the pks. Therefore, she is the only one who can
unlock the UTXO to spend the monetary item. Alice can
trigger update, split, or merge transactions, as indicated by
any transitions in the sequence diagram (see Figure 4).

Before Bob withdraws the 5 € from the UTXO-based sub-
system back to the account-based subsystem, the monetary
item could have switched hands multiple times. As UTXOs
are spent, they are updated in the UTXO-based subsystem.
This process complicates the tracing of transaction histories
because it becomes difficult for third parties to determine
whether a monetary item has changed hands or the owner just
updated but still holds the UTXO, thus making tracking of
monetary items in HybCBDC difficult [88].

If Alice wants to pay Bob, Bob needs to send a new pkp
to Alice. After receiving pkp, Alice triggers an update to
the UTXO-based subsystem. Alice unlocks monetary items
locked in a UTXO using sk4 to prove ownership. Then, Alice
locks the unlocked monetary items in a new UTXO with
pkp. Because only Bob knows the secret skp that can be
used to compute pkp, Alice cannot access the monetary item
locked in the new UTXO. Bob is the legitimate monetary
item owner. To withdraw monetary items in the UTXO-based
subsystem to Bob’s bank account, Bob must trigger the
burn mechanism in the UTXO-based subsystem to burn the
monetary item representing 5 € and trigger a mint mechanism
at Bank Z. Bank Z issues a mint transaction signed with skp to
the account-based subsystem, verifying if the corresponding
monetary item with pkp is burnt. If this check validates true,
the minted 5 € are added to the balance of Bank Z. Finally,
Bank Z increases Bob’s balance by 5 €.

C. MAPPING OF HYBCBDC TO THE CONFIDENTIALITY
REQUIREMENTS

In this section, we argue to what extent HybCBDC meets the
requirements for confidential payments and enforceability of
regulations related to AML and CFT (see section IV-A).

VOLUME 12, 2024

956

957

958

959

960

961

962

963

964

965

966

967

968

969

970

971

972

973

974

975

976

977

978

979

980

981

982

983

984

985

986

987

988

989

990

991

992

993

994

995

996

997

998

999

1000

1001

1002

1003

1004

1005

1006

1007

1008



1009

1010

1011

1012

1013

1014

1015

1016

1017

1018

1019

1020

1021

1022

1023

1024

1025

1026

1027

1028

1029

1030

1031

1032

R. Lamberty et al.: HybCBDC: A Design for CBDC Systems Enabling Digital Cash

IEEE Access

. Account-based UTXO-based
[ Alice ] [ Bob ] [ Bank A ] [ Bank Z ] [ CBDC ] [ CBDC ]

i "burn 5.00€ account-based
with puzzle pk_A"

deduct balance

burn(5.00, pk_A)ganka E ﬁ

"pay 5.00€ to Bob,
1 who holds pk_B and sk_B" |
: >!

update(pk_B)sx A

deduct balance
burn mechanism
mint(5.00, pk_1)sk_a

E check if burn_tx exists
for puzzle pk_A

UTXO is minted

any transitions

il

burn(pk_B)s

UTXO is updated

E"mint 5.00€ account-based E
1 by using the secret sk_B" |

-

mint(5.00, pk_B)sk B, Bank z

FIGURE 4. Sequence diagram for an example transaction.

a: AMOUNT OBFUSCATION

In the UTXO-based subsystem of HybCBDC, transactions
are split into arbitrary small transactions. However, actual
amounts paid to recipients are difficult to reconstruct
because the individual transactions cannot be linked to each
other due to using unique public/secret key pairs for each
spent/received UTXO. Ring signatures allow the sender to
obfuscate commitments used in transactions [55]. Therefore,
unauthorized parties cannot learn actual payment amounts.
HybCBDC meets the requirement amount obfuscation.

b: BALANCE OBFUSCATION

Each UTXO can only be unlocked with a unique, randomly
generated secret. In combination with strategic random
shuffling of public/secret key pairs, mapping public keys
and UTXOs to payment system participants is difficult
for unauthorized parties. Because such mapping is hardly
possible in ideal settings (e.g., absence of cyber-observables),
it is hard for unauthorized parties to compute balances of
private payment system participants in a timely manner.
Therefore, HybCBDC meets the requirement for balance
obfuscation.

¢: SENDER AND RECEIVER OBFUSCATION
For each UTXO, participants use new random public/secret
key pairs (e.g., generated by wallets) to obfuscate identities.
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icheck if UTXO with puzzle|
pk_B is in burned state

add balance
check if balance
is increased

add balance

Therefore, unauthorized parties cannot map public keys to the
identities of payment system participants. Because payment
system participants always use new pseudonyms that are hard
to link, it is difficult for unauthorized participants to learn the
actual identities of senders and recipients in the real world.
Therefore, HybCBDC meets the confidentiality requirement
sender and recipient obfuscation.

d: SENDER-RECEIVER THIRD-PARTY UNLINKABILITY

The identities of payment system participants involved in
transactions are not linkable in the UTXO-based subsystem
due to the usage of unique public/secret key pairs that are only
used once and cannot be mapped to identities. In combination
with ring confidential transactions, this setup ensures that
transaction details of payment system participants remain
protected. Therefore, HypCBDC meets the confidentiality
requirement sender-receiver third party unlinkability.

e: ENFORCEABILITY OF REGULATIONS

To support regulatory compliance with AML and CFT,
enforcement of limits on confidential payments through
gatekeepers is enabled. Commitments are automatically
periodically recharged according to turnover limits defined
in regulations. Gatekeepers notify authorities about behaviors
that could violate regulations related to AML and CFT,
for example, suspicious conversions of monetary items
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between the subsystems. By integrating those measures
(e.g., gatekeepers that monitor conversions) into HybCBDC,
compliance with regulations is supported.

Based on the above argumentation, the UTXO-based
subsystem in HybCBDC meets the requirements of the
requirement catalog (see section IV-A) and, thus, offers con-
fidential payments and allows for enforcement of regulations
related to AML and CFT in ideal settings.

V. DISCUSSION

This work presents HybCBDC, a CBDC system design devel-
oped to tackle the tension between confidential payments and
transparency required to enforce regulations related to AML
and CFT. In the following, we discuss our principal findings
and point out the main contributions and limitations of this
work, and outline future research directions.

A. PRINCIPAL FINDINGS

This study presents five requirements for confidential pay-
ments in CBDC systems (i.e., amount obfuscation, balance
obfuscation, sender and receiver obfuscation, sender-receiver
unlinkability, and regulatory compliance). We recognized
that CBDC systems could require even stronger confidential-
ity requirements than cash. Cash payments do not have trans-
action recording. Typically, cash payments are only recorded
by senders and receivers. Thereby, cash payments have a kind
of ‘decentralized transaction record’. Using cash, no central
party could analyze or censor payments. Therefore, cash
enables confidential payments by design. In contrast to cash,
CBDC systems are digital payment systems administered
by central banks. If payment confidentiality is not ensured,
central banks can analyze and censor payments in real-time,
which can lead to the emergence of surveillance states [9].
To mitigate risks associated with surveillance, confidential
payments in CBDC systems are paramount [9], [10].

HybCDBC is designed to support confidential digital
transactions with cash-like characteristics. The majority of
illicit transactions are digital transactions in traditional finan-
cial systems [89]. This is attributed to higher convenience
and assumed pseudonymity of digital transactions compared
to cash transactions [90], even if regulations for digital
payments seem much stricter than for cash [86]. For example,
digital payment systems have a monthly per capita limit
of 150 € in the AMLDS5 regulation [86]. To account for
illicit digital transactions, HybCBDC can help enforcement
of regulations through gatekeepers.

The interviewees pointed out that the use of ring confiden-
tial transactions to comply with regulations of confidential
payments related to AML and CFT has two principal chal-
lenges. First, the automated mixing of UTXO to obfuscate
ownership of monetary items locked in UTXOs drains the
monthly balance of the ring confidential transaction’s com-
mitment. The monthly turnover limitation would be applied to
the mixing and spending of monetary items of a CBDC issued
through the UTXO-based subsystem. Second, correlation
attacks could be performed based on recurring payments,
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involving the same commitment in each payment [66]. Daily
confidential payments could be used to deduce a customer’s
commitment because the actual commitment would be part of
the ‘ring’ in every transaction. After multiple payments from
one customer, only one commitment would be consistent
in the ring signature. Merchants can potentially track future
customer payments since they learn customer commitments.

Interactions between the account-based subsystem and the
UTXO-based subsystem are in line with the established ‘trust
framework’ [91], [92]. That trust framework is a result of the
functioning of the banking system, where regulations (e.g., E-
Money Directive [93]) form the source of trust [94]. The
trust framework helps ensure that all participants can trust
the integrity, security, and proper functioning of the financial
system. If this trust is compromised (e.g., by censoring
transactions of dissidents), the entire financial system is
at risk. To mitigate this risk, atomic swaps can decrease
dependencies on the established trust framework to enhance
resilience.

In future cashless societies, HypCBDC could be useful
in tackling challenges related to money laundering. Every
participant in HybCBDC must adhere to strict compli-
ance rules (e.g., monthly limit for confidential payments).
Such strict enforceability mitigates risks associated with
cash-based money laundering and offers a solution to hinder
financial crimes and enhance transparency. This emphasizes
the need for adequate regulation of CBDC systems to
enable enforcement of such regulations through gatekeepers
in HybCBDC.

B. CONTRIBUTIONS

We present HybCBDC to support confidential payments
in CBDC systems and enforceability of regulations at
the same time. In particular, this work has three main
contributions. First, we support a better understanding of the
requirements for confidential payments by mapping privacy
notions [69] to payment systems. This can support developers
of CBDC systems in better understanding what aspects of the
payment processes need to be carefully considered to enable
confidential payments.

Second, by showing how cash-like confidentiality can
be achieved for digital payments in the UTXO-based
subsystem (e.g., unlinkability of transactions to senders and
receivers of payments [23]), we support the development of
CBDC systems that support confidential payments. Enabling
confidential payments for CBDC, HybCBDC can increase
the adoption of CBDCs in a cashless society.

Third, by showing how the CBDC system can be designed
considering requirements for confidential payments and
regulatory compliance, we offer a novel approach for
resolving tensions between those requirements. HypCBDC
offers an approach to offering confidential payments and
achieving regulatory compliance. Furthermore, HybCBDC
can be useful for developers of CBDC systems by offering
a CBDC system design that can be seamlessly integrated
into established financial systems. This is useful to guide
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decision-makers in development of CBDC systems in the
future.

C. LIMITATIONS

Despite the rigorous development of HybCBDC in sev-
eral iterations of refinement, this work has limitations.
We conducted focus group interviews with experts in
banking, consulting and industry to iteratively enhance
HybCBDC. Notwithstanding the valuable feedback obtained
in the focus group workshops, we did not quantitatively
evaluate the performance of HybCBDC. Thus, we can
hardly predict the system behavior of implementations
of HybCBDC.

One significant challenge is the complexity introduced by
using multiple interoperable DLT systems. Managing and
ensuring seamless interaction between these distinct systems
is inherently more complex than utilizing a single DLT
system. This increased complexity can increase operational
costs. Although the interviewees considered the use of two
DLT systems to be beneficial, we cannot definitively state
whether the implementation of HybCBDC is practical for
banks. The dual-system approach, while theoretically sound,
poses practical challenges in terms of integration, scalability,
and maintenance that may impact its feasibility in real-world
banking environments.

HybCBDC does not support confidential offline payments
because the UTXO-based subsystem, in the presented form,
requires receivers to check whether transactions are finalized
in the DLT system. Thus, transactions are not necessarily
securely completed in offline environments, which could
constrain the usability of HybCBDC in scenarios of insuf-
ficient internet connectivity. Consequently, payment system
participants might face challenges related to payments in
areas with poor network coverage. An approach to tackle
that challenge is to use identity-based signatures in offline
scenarios [95]. Senders can send copies of UTXO updates
to payment receivers. Senders and receivers can send the
UTXO update to the DLT system when they are online again.
If a receiver detects a double spend, they could enforce the
payment themselves. Although this makes offline payments
possible, it compromises the confidentiality that HybCBDC
aims to ensure.

This work is focused on proposing a CBDC system
design that resolves the tension between confidential pay-
ments and transparency for enforcement of regulations.
We assumed ideal settings where metadata related to
transactions (e.g., IP addresses) are not available to attackers.
However, in real-world settings, such metadata can be avail-
able to attackers and could facilitate inferring identities of
payment system participants. Consequently, HypCBDC can-
not guarantee complete confidentiality in real-world settings
without additional security measures. Therefore, HypCBDC
should be extended by additional security techniques, such
as mixing, to offer confidential payments in real-world
settings.
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D. FUTURE RESEARCH

HybCBDC builds on multiple DLT systems that interop-
erate based on the IBC protocol [77]. However, various
alternative interoperability artifacts exist to enable inter-
operability between DLT systems, including centralized
and decentralized notary schemes [70], [79]. Impacts of
different cross-ledger interoperability artifacts on CBDC
systems (e.g., in terms of performance and security) still
remain largely unclear, which complicates the targeted design
of CBDC systems. Future research should uncover best
practices for interoperability (e.g., in the form of software
design patterns) to support the targeted design of CBDC
systems.

Using DLT systems can lead to scalability bottlenecks if
consensus finding has high communication complexity [42].
To cope with scalability bottlenecks, financial institutions can
use state channels [96], [97]. Future research should investi-
gate how state channels can be used in HybCBDC while not
violating the requirements for confidential transactions and
enforceability of regulations.

From a social perspective, integration of CBDC systems
with existing financial systems raises important questions
beyond technical feasibility [94], [98]. Future research should
delve into the implications of using CBDC on societies. This
includes supporting a better understanding of the impact of
CBDC systems on financial inclusion, privacy of private
payment system participants, and changes in consumer
behavior. Multidisciplinary research is needed to inform
policymakers and guide the development of regulations
that foster innovation while protecting the interests of
societies [99].

VI. CONCLUSION

This work presents HybCBDC, a hybrid CBDC system
design that offers confidential payments while allowing
for enforcement of regulations related to AML and CFT.
To appropriately address the tension between the need
for confidential payments and the enforceability of legal
regulations (e.g., AML and CFT), HybCBDC relies on
a combination of an account-based and a UTXO-based
subsystem. Each subsystem is operated based on different
but interoperable DLT subsystems. HybCBDC was iteratively
developed in three semi-structured focus group interviews
with nine experts in finance and industry. In each iteration,
HybCBDC was improved based on feedback obtained from
focus group interviews.

By presenting HybCDBC, we support development of
CBDC systems that provide a digital equivalent to cash for
society to ensure that transactional freedom is preserved in
the digital age. We hope that HybCBDC offers a useful
foundation for paving the way for CBDC systems.
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