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Summary

 › The digitisation and integration of technical systems 
increases the vulnerability of companies in the food 
chain to threats from cyberspace.

 › In the agricultural sector, supply chain attacks on man-
ufacturers of operating equipment or external service 
providers in particular might have an impact on the 
production and delivery of food.

 › Compared to this, processing, logistics and retail have 
achieved a comparatively higher degree of digitisation 
and show a higher concentration. Without access to 
central IT systems, necessary services can often no 
longer be provided.

 › With the transposition of the NIS  2 Directive into 
German law, external service providers, providers of 
critical IT technology and suppliers will be held ac-
countable to a greater degree, the scope of application 
of cyber security obligations will be extended to me-
dium-sized companies and the focus on supply chains 
will be strengthened. These measures should minimise 
the identified risks.

 › In order to reduce the risk of cyber attacks on a large 
number of smaller companies and their service pro-
viders, measures should be implemented that enable 
them to better protect themselves against cyber attacks 
without unnecessarily increasing administrative bur-
dens.

 › Overall, the gaps in knowledge about the state of cyber 
security are large. The data situation with regard to the 
spread of digital technologies, incidents and protection 
levels needs to be improved.

What is involved

The digitisation and integration of technical systems increas-
es the vulnerability of companies in the food chain to threats 
from cyberspace. In 2023, the threat to IT security was high-
er than ever before. The food sector (food production, pro-
cessing and trade) is one of the critical infrastructures that 

require particular protection. With regard to information 
security, this is ensured by the BSI Act, which obliges large 
companies in the food sector to secure their IT systems ac-
cording to the state of the art. However, the agriculture and 
food sector are heavily characterised by small and medi-
um-sized enterprises (SMEs), to which the obligations of the 
German BSI Act have not been applied so far. With the im-
plementation of Directive (EU) 2022/2555 (NIS 2 Directive), 
the food sector is also recognised as an important sector at 
the European level. Secondly, this directive no longer only 
obliges large operators of critical infrastructures, but also 
medium-sized companies to secure their systems against 
IT security incidents. The TAB working report examines 
the vulnerabilities of food supply in Germany with regard 
to potential threats from cyberspace and outlines options for 
action to strengthen the sector’s cyber resilience.

Agricultural systems

Even if agriculture has not yet been the main target of so-
phisticated attacks on operating equipment, this might 
change due to the rapid digitisation of farms. Due to the 
high number of small and medium-sized farms in the agri-
cultural sector, it can be virtually ruled out that attacks on 
individual farms would have an impact on the food supply 
as a whole. It would be much more likely that an attack on 
the manufacturers of the operating equipment used or on ex-
ternal service providers with high market penetration would 
impair the supply of agricultural products.

In livestock farming, this applies to IT service providers such 
as cloud hosting platforms that provide storage space, com-
puting power and databases, as well as to providers of cloud-
based systems. The failure of Internet or laboratory services 
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companies that act as central points of contact for products 
(e. g. a dairy that collects milk from many milk producers) 
pose a particular threat to security of supply. A high market 
concentration is an indicator for potential weak links.

Logistics

Attacks on IT systems that support logistic processes are 
categorised as particularly serious. This is due to the fact that 

logistics can be a critical point in the supply 
chain. Impairments to logistic systems 

might lead to disruptions in the 
transport and management pro-

cess, which in turn can result 
in supply shortages. The 

failure of central control 
systems – such as Enter-

prise Resource Plan-
ning systems or ware-
house management 
systems – is particu-
larly critical, as a re-
sult of which orders 
in the logistics ware-
house (fig.), for ex-

ample, can no longer 
be processed. The 

networking of systems 
between trading part-

ners along the value-added 
chain also bears new risks for 

logistics companies, as incidents 
might spread to partners within the 

supply chain more quickly than in the 
past due to one supplier having taken weak 

cyber security measures. In this respect, increasing access 
to cloud services for the storage of data between trading 
partners is seen as particularly problematic. The issue that 
disruptions might have far-reaching consequences is also 
due to the fact that many logistic processes are coordinated 
to ensure that goods are available with the exact quantity and 

might have similar problematic implications. In addition 
to indirect attacks on service providers with a high market 
share, IT systems that are used as standard in livestock farm-
ing and have a high criticality can also be attacked directly. 
These include, for instance, barn ventilation and automatic 
milking systems in dairy farms.

Due to the lower perishability of the products, crop culti-
vation is generally characterised by a lower criticality. Nev-
ertheless, attacks on the supply chain also bear a relevant 
risk potential in crop cultivation. This concerns 
e. g. attacks on seed and fertiliser deal-
ers during the sowing and planting 
season. Attacks on the fleets of 
agricultural machinery man-
ufacturers and agricultural 
machinery are also con-
sidered to be likely. If 
harvesting machines 
are not available in 
time, this might lead 
to a total loss for 
farms.

Food processing

Compared to a tech-
nical failure in agricul-
ture, a technical failure in 
food processing can have 
far-reaching consequences 
more quickly. The reason for this 
is that many critical processing op-
erations are characterised by a high level 
of dependency on IT systems – and increas-
ingly also on Internet access. Without access to central 
systems, particularly to the Enterprise Resource Planning 
(ERP) system, the necessary services can often no longer be 
provided. The impact of production losses on food security 
depends in particular on the perishability of the products 
affected and the number of people to be supplied. Attacks on 

LOGISTICS

warehouse management
systems, refrigerated
transport vehicles

RETAIL

point-of-sale systems AGRICULTURE

cloud-based systems,
robotics

PROCESSING

Enterprise Resource
Planing systems

Milch

Milch

examples of critical 
IT systems along the 
value-added chain

Illustration: morepiixel, bsd studio, Sergii Pavlovskyi, Sarawut, Siberian Art, elenabsl (all Adobe Stock)

The most common and most dangerous types of attack in-
clude ransomware, phishing and (D)DoS attacks.

 › Ransomware: Ransomware is understood to be the ma-
nipulation, destruction or encryption of data – combined 
with a request to pay a ransom. To do this, malware is infil-
trated into an IT system. Infection can occur via an e-mail, 
a website, a storage medium or a mobile device which is 

integrated into the company network. As soon as access to 
data and systems is blocked – for example via cryptographic 
encryption – the user is asked to pay the ransom, usually 
using cryptocurrency payment methods that are difficult 
to trace.

 › Phishing: Phishing involves faking a person‹s identity with 
the aim of obtaining confidential information (e. g. pass-
words, credit card numbers) or persuading a person to 

Typical gateways for large-scale cyber attacks
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connection to the Internet – might also entail an increased 
vulnerability.

Attacks by cybercriminals pose a particularly great threat 
to businesses involved in e-commerce, as their activities 
rely on web servers and logistics automation. A failure of 
these systems represents a threat to the availability of the 
core services they deliver. Yet, despite the devastating impact 
on individual companies, a failure of their online business 
is generally not a serious problem for the security of food 
supply as a whole, as e-commerce only has a relatively small 
market share so far and is not the primary sales channel for 
most food retailers.

Options for action

Critical services are crucial for the functioning of our society 
and should therefore be protected to a high degree. However, 
security measures may entail high costs. It is therefore neces-
sary to identify the greatest threats against which appropriate 
protection measures should be taken. In order to secure the 
food supply, it is important to guarantee the supply of energy 

at the right place at the right time 
in order to maintain the production 
process without any delays or over-
stocking. This is why disruptions 
are difficult to mitigate. Attacks on 
refrigeration systems (refrigerated 
transport vehicles and warehouses) 
also have a high probability of oc-
currence and a potentially major im-
pact, as the products would perish 
quickly. Potential gateways might be, 
for example, telemetry (telematics 
systems) in refrigerated vehicles or 
remote maintenance of refrigerated 
warehouses.

Food retail

Besides logistics, the retail sector is an attractive target for 
cybercriminals due to the extensive processing of sensitive 
customer and business data. Ransomware represents the 
greatest threat in food retail as well – particularly via the 
phishing attack vector, which can result in breaches of data 
protection. As a rule, the availability of core services remains 
unaffected even in the event of data protection breaches. 
Among the attacks that can take place against IT systems in 
the retail sector, those against central management systems 
and digital point-of-sale (POS) systems currently pose the 
greatest threat to the retail sector. In principle, such inci-
dents can make access to food more difficult. So far, the 
consequences of individual disruptions have been mitigated 
by the dense supermarket network in Germany. But due to 
the high concentration of food retailers in Germany, there 
is a risk of homogenisation of the systems used – which 
might make scaled attacks via software updates dangerous. 
An indirect attack on an external IT service provider can 
prove even more problematic if the majority of retail outlets 
access the same service. Besides services for monitoring and 
controlling IT networks or software for card payment termi-
nals, the growing use of cloud-based applications – which 
present a new potential target for hackers thanks to their 

Fig. Warehouse system of the Ocado Group for e-commerce

Fig.: Rodríguez García, M.; Agmoni, E. (2024): The Warehouse of the Future: Toward Highly Automated, 
Interconnected, Sustainable Warehouses. MIT Center for Transportation & Logistics

transfer money. This is done, for example, by enticing the 
victim to click a fake link. If the sender’s IP, name or address 
are falsified in such a way that a recipient believes them to 
be trustworthy, this is known as spoofing. Company ser-
vices can also be faked (e. g. Amazon, DHL) and even your 
own superiors (CEO fraud).

 › Denial-of-service (DoS) attacks: A DoS attack is the sending 
of mass requests to a system, which then comes to a stand-

still due to overload. This blocks access to the company‹s 
internal or external systems (e. g. customer platform). If 
mass requests are sent from various distributed, compro-
mised computers, they are referred to as distributed DoS 
(DDoS) attacks. Prevention and containment of (D)DoS 
attacks represent a major challenge for companies.

Typical gateways for large-scale cyber attacks
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supply sector requires external service providers and suppli-
ers of critical IT technology to be made more aware of their 
responsibilities. Smaller companies need to be motivated to 
improve their cyber security and knowledge about the prev-
alence of IT systems, incidents and protection levels in the 
industry sector as well as the risks due to new technologies 
needs to be improved. Measures to reduce the shortage of IT 
specialists and to raise awareness of cyber risks also appear 
to be of particular importance.

or electricity, water for crop cultivation and livestock farming 
as well as a functioning information and communication tech-
nology (ICT) infrastructure. Moreover, an attack on IT sys-
tems might have far-reaching consequences, in particular if:

 › the IT system is used as standard in a large number of com-
panies or to provide an externally commissioned service;

 › the IT system or service has a high criticality, i. e. it fulfils a 
central and almost irreplaceable function in the operations 
of the company;

 › the system is only offered by few manufacturers;
 › the system influences the perishability of goods.

The high diversity of products and companies in the food 
sector ensured that the failure of a supplier or company did 
not have any serious consequences for the supply of the pop-
ulation in most cases. This is why operators of large critical 
systems above a legally defined threshold have so far been 
obliged to protect their IT systems and networks against 
cyber attacks. Against the background of increasing risks 
due to the networking and integration of systems and data 
both within individual companies and along the value-added 
chain, as well as of having opportunities to carry out attacks 
on a large number of smaller companies or through supply 
chain attacks more easily using Artificial Intelligence (AI), it 
makes sense to lower the thresholds and focus more strongly 
on supply chains. In 2022, the NIS 2 Directive was published. 
Its implementation in Germany (currently going through 
the legislative procedure) will increase the sector’s cyber se-
curity. Overall, a higher level of cyber security in the food 


