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Abstract—Embedded systems are threatened by side-channel
attacks that allow the extraction of private keys from tampered
systems. This particularly applies to FPGA-based SoCs that are
widely used due to their attractive features like flexibility, etc.
Power analysis (PA) attacks use power fluctuations that occur
during cryptographic operations to incrementally reconstruct
bits of a private key. Similarly, electromagnetic analysis (EMA)
attacks use electromagnetic radiation. Countermeasures against
PA and EMA attacks come at noticeable power, performance,
and/or area overhead, and thus they should only be enabled
when needed.

This paper proposes a novel concept that uses machine
learning (ML) to detect whether or not a system was tampered
for a PA or an EMA attack. The main challenge is to distinguish
a system that has been indeed tampered from a system that
is untampered but operating under different conditions (e.g.,
higher ambient temperature) that may make it appear as if the
system was tampered (e.g., removed heat sink), especially as we
cannot trust off-chip sensors as they are under the control of the
potential attacker (e.g., the end-user of the embedded system).
Therefore, we can only use trustable information that can be
acquired from within the system and we have to implement the
entire measurement and classification flow within the FPGA-
based SoC. We investigate, train, and deploy a lightweight on-
chip ML-based approach along with an on-chip measurement
infrastructure that uses load generators and the available on-chip
sensors to distinguish tampered systems from untampered ones.
For detecting EMA (PA) attacks, we reach a high accuracy, i.e.,
the number of correctly classified systems relative to all systems,
of 0.9880 (0.9090) and a high precision, i.e., the number of systems
correctly classified as tampered relative to all systems classified as
tampered, of 0.9883 (0.9090). This comes at a reasonable resource
overhead of <1% (~6 %) of the available LUTs and an on-chip
classification time of only ~122 ms (~40 ps). The entire system
including the on-chip measurement infrastructure, the ML-based
classification, and the tampering for PA and EMA attacks are
implemented and evaluated on FPGA boards.

Index Terms—Side Channel Detection, Machine Learning,
Hardware Security, FPGA, PA, EMA.

I. INTRODUCTION

Smart technologies like IoT, and Industry 4.0 are emerging
industrial fields that need cheap, secure and flexible systems.
[1], [2]. FPGA-based SoCs (e.g., Xilinx” Zynq 7000 or Ultra-
Scale+ MPSoC families) provide flexibility and high perfor-
mance to fulfill these demands [2]. Control algorithms, user
interfaces, etc. can be implemented in software on the CPUs,
whereas the reconfigurable logic of the FPGA can be used
to implement hardware accelerators for the computationally-
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intensive parts of the applications [3]. In general, FPGA-based
SoCs are widely used due to their attractive features like
flexibility, etc. [2], [3]. They are also used in security-relevant
environments [4], for instance, IoT sensor data needs to be
encrypted before it can be transmitted, devices need to be
authenticated after they are deployed, etc.

Embedded systems are threatened by side channel crypt-
analysis (SCC). Cryptographic operations (e.g., AES en-/de-
cryption) lead to observable power fluctuation and electro-
magnetic radiation that can be used to extract information via
unintended side channels [5], [6]. Therefore, power analysis
(PA) attacks and electromagnetic analysis (EMA) attacks are
the most prominent SCCs in this area (see Section II). For
PA, a system is tampered by placing a shunt resistor on the
power line to measure power consumption variations [7], [8].
For EMA, a system is tampered by removing the fan, heat
sink, and heat spreader in order to place field probes close to
the chip to measure its electromagnetic radiations [9], [10].
Eventually, SCCs allow the extraction of private keys from
tampered embedded systems such as FPGA-based SoCs [9],
[11] (more background is provided in Section II).

Several countermeasures exist against SCCs, but they all
incur a noticeable power, performance, and/or area overhead
[12], [13]. Therefore, this paper aims at detecting PA and
EMA attacks to enable countermeasures only when needed.
But most existing side-channel detection techniques require
modifications with special sensors or tampering resistance [5],
[14]. That means that they cannot be applied to commercial
embedded systems that use commercial-off-the-shelf (COTS)
FPGA-based SoCs, because they do not provide such tamper
resistance (except some military-grade FPGAs [15], [16]) and
we cannot trust off-chip sensors, because they are under the
control of the potential attacker (e.g., the end-user of the
embedded system).

Our main idea to be able to detect PA and EMA
attacks is to identify manipulations that are needed to enable
SCCs (even though we cannot tell whether or not an SCC
is ongoing). We aim at detecting tampered systems (i.e.,
a shunt in the power supply for PA attacks or a removed
fan, heat sink, and heat spreader for EMA attacks) by only
utilizing the available SoC-internal sensors for supply voltage
and temperature, but without making any assumptions about
the ambient environment, the FPGA power supply, the PCB
design, etc.

When an attacker removes the fan, heat sink, and heat
spreader to prepare for an EMA attack, then that reduces the
thermal capacity of the SoC. That means that we will observe



a generally higher temperature and also a steeper temperature
rise upon enabling a load (e.g., performing some on-chip
calculations). Similarly, with a shunt in the power supply,
we will observe a larger load-dependent voltage drop. While
these measurable observations are indications of a tampered
system, our main challenge is to distinguish manipulation
from normal scenarios. That means that we need to dis-
tinguish whether an observed higher temperature is due to
a PA manipulation or due to higher ambient temperature, a
slower fan etc. However, we cannot reliably know the ambient
temperature and fan speed, because all off-chip sensors are
under the control of the potential attacker.

Along these lines, our main contributions in this paper
are:

« A novel concept that uses side effects of SCC-enabling
manipulations to identify whether or not a system is
tampered, by only using trustable information that can
be acquired from within the system itself.

« Investigating, training, and deploying a light-weight on-
chip machine learning (ML) approach to successfully
distinguish PA and EMA manipulations for tampered
systems from untampered systems in various ambient
scenarios (that are unknown to the ML approach).

o Developing an on-chip measurement infrastructure
that employs only typical on-chip sensors of commercial
FPGA-based SoCs.

The paper is organized as follows: Section II presents the
necessary background for PA/EMA attacks and the attacker
model, and Section III discusses related approaches for
PA/EMA detection and their limitations. Section IV details
our main contributions for the monitoring infrastructure and
the machine learning approach. Section V evaluates the effec-
tiveness of our approach and its overheads, and Section VI
draws conclusions.

II. BACKGROUND AND ATTACKER MODEL

Physical attacks gained more attention in recent years as
they do not rely on the existence of cryptographic imper-
fections, but can also be used to attack computationally
secure systems. Physical attacks observe physical quantities to
extract information such as keys. They are especially effective
against embedded systems, as they expose their hardware to
adversaries, which provides full physical access and relaxed
timing constraints for performing the attack.

Side-channel attacks are classified as passive non-invasive
physical attacks [17]. They monitor one or multiple physical
parameters such as power, electromagnetic (EM) radiation,
temperature, or timing [18]-[21]. ‘Passive’ means that the
system is operating under normal conditions within its spec-
ifications, e.g., no especially prepared input data to trigger
corner cases, no injected glitches in the power supply or clock
signal etc. ‘Non-invasive’ means that the semiconductor chip is
not manipulated, i.e., no secret data from ROM or embedded
flash memory can be accessed and no on-chip signals can
be probed or manipulated. Removing the heat sink, adding a
precision shunt in the power supply, or other manipulations
that do not demand expensive semiconductor equipment are

not considered as invasive attacks but are sometimes called
semi-invasive.

When a charge is applied to or removed from a CMOS
transistor gate, electrons pass the silicon substrate, consume
power, and emit EM radiation. The switching activity (and
thus the power consumption and EM radiation) of CMOS
circuits is highly data-dependent. This dependency can be
exploited in order to retrieve information about secrets such
as keys. The power analysis (PA) side-channel attack uses
power fluctuations that occur during cryptographic operations
to incrementally reconstruct the bits of a private key. With
rising clock frequencies, the power consumption needs to be
measured with high data rates and accordingly high-frequency
bandwidth (i.e., the bandwidth of a signal in the frequency
domain). With more recent technology nodes, the dynamic
power consumption of CMOS logic reduces, and thus the setup
needs to be able to measure signals with a small amplitude in
a noisy background. While the power consumption of a chip
can be measured in many different ways, the above-mentioned
constraints reduce the available options significantly. For PA
attacks, typically a shunt (i.e., a resistor for high power with a
small and precisely-known resistance) is added in series with
the chip. The current consumed by the chip also flows through
the shunt and the corresponding voltage drop across the shunt
can be measured by a middle/upper-class oscilloscope.

There are different methods to implement PA attacks,
e.g., simple power analysis (SPA), differential power analysis
(DPA), or correlation power analysis (CPA) [22]. The SPA
directly interprets the measured power consumption and is
suitable when only a small number of power measurements is
available, but it is unsuitable in case of noisy measurements.
The DPA uses a hypothetical statistical model of the target
device to predict its power consumption. It uses known plain
text attacks to extract the cryptographic secret. The CPA is
a variation of DPA and uses three phases, i.e., prediction,
measurement, and correlation. It then calculates the correlation
between predicted and measured power consumption. A high
correlation indicates that the key hypothesis (used for the
prediction) was correct.

The EM analysis (EMA) side-channel attack is based on
Maxwell’s equations and the relationship between moving
charges and magnetic fields [19]. Similar to measuring power
for PA, the EM field is measured for EMA. As the EM field
also depends on the switching activity of CMOS circuits (and
thus the private secret in case of cryptographic operations),
EMA attacks can be as successful as PA attacks, or even more
successful. PA suffers from a reduced signal-to-noise ratio in
more recent technology nodes due to reduced core voltage and
on-chip decoupling capacitors, and therefore EMA has become
the greater threat for these devices [23]. For some special
cases, far-field probes without physical access can be used
for EMA attacks [9], [11]. But especially for complex designs
(e.g., with multiple CPUs, IP-cores, embedded FPGAs etc.)
near-field probes provide the significant advantage of adding
spatial dimensions to the measurement (i.e., the surface area
of the chip). That allows to focus the measurement on the area
of interest, but requires fan, heat sink, and heat spreader to be
removed [19], [24]. Similar to PA, different EMA variations



like simple EMA or differential EMA exist [25].

A. Attacker Model

We target embedded systems that use FPGA-based SoCs
and that are deployed in the field, e.g., in the (industrial) IoT
domain such as in smart meters, smart home automation, smart
city infrastructure, wearable devices, communication devices,
etc. We assume that we can trust the developers of the embed-
ded system and the developers, manufacturers, and suppliers of
all its components and used tools. We furthermore assume that
the attacker has acquired the system, has full physical access to
it, and aims to extract a secret key from it. We exclude unpriv-
ileged user applications accessing the system monitor. The on-
chip sensors have a maximum frequency of 5.2 MHz [26] and
lower resolution than an oscilloscope. Additionally, repeated
reads of on-chip sensors can be halted by incremental delays,
similar to memory contention on spinning processors [27],
when the system monitor is accessed at abnormal frequencies.
To clarify, there are two different kinds of secret keys involved:
The configuration key is a secret key used to configure/boot the
FPGA-based SoC and the design key is a secret key that is part
of the application-specific design generated by the embedded
system developer. In the following, we explain why we assume
the configuration key to be safe and focus on the design key
instead.

All recent generations of FPGA-based SoCs provide a
secure boot mechanism via a configuration key, and we assume
that the developer uses it. For instance, ref. [28] describes the
available protection features for Xilinx’ UltraScale and Ultra-
Scale+ families (but older FPGA families and FPGA families
from other vendors provide similar features). The secure boot
mechanism configures a configuration key inside the SoC and
then generates authenticated and encrypted system files like
the bitstream to configure the FPGA, boot loaders for the
software, etc. It also ensures that the configuration of the SoC
cannot be read back after it was configured. The secure boot
mechanism uses a dedicated SoC-internal decryption engine
that may even provide hardware resistance against different
types of physical attacks [28]. So we assume that we can trust
the secure boot mechanism, i.e., the configuration key and the
entire configuration process.

When the system developer aims at performing encryp-
tions/decryptions as part of the functionality of his embed-
ded system, then he cannot use the dedicated SoC-internal
decryption engine for that purpose. Even if the SoC-internal
decryption engine would be available for purposes other than
configuring the FPGA, it only performs decryption, but not
encryption. Instead, the system developer has to implement
his own en-/decryption in hardware and/or software and store
a corresponding secret design key somewhere, for instance
in the encrypted bitstream of the SoC. As the secret design
key cannot be extracted by an attacker from the encrypted
bitstream, it is only available inside the FPGA-based SoC
after it was configured with the encrypted bitstream, and it
is only accessible by the hardware-/software design of the
SoC developer. The attacker may potentially upload a custom
bitstream to the FPGA-based SoC and thus will gain control

over it. However, this custom bitstream does not contain the
secret design key (which is inside the encrypted bitstream) and
so it does not help in gaining access to it. As our proposed
ML-based side-channel attack (SCA) detection method also
resides in the encrypted bitstream, it will always be available,
when the secret design key is usable, i.e., when the FPGA-
based SoC is configured with the encrypted bitstream.

In summary, we target scenarios, where the attacker has no
simpler way to extract the secret design key other than using
side-channels attacks. We assume that the attacker is budget
constrained and thus can only apply non-invasive or semi-
invasive attacks, i.e., PA and EMA side-channel attacks are
the most promising candidates. And as the attacker has full
physical access to the system, we assume that the attacker has
all means to perform these attacks, i.e., he can tamper the
system to measure power and temperature, he can trigger the
system to perform encryption operations (to have something to
measure), and he can perform known-plaintext attacks (needed
by some SCAs), e.g., by manipulating sensor values that the
system reads, encrypts and intends to communicate to a server.

III. RELATED WORK

Several works already discuss side-channel attacks (SCAs),
their types, how to detect them, and their countermeasures. In
addition to EMA and PA, also other SCAs exist. Examples
are cache-based SCAs [29], [30] and optical SCAs [31].
Additionally, the detection and countermeasures of these SCAs
are also discussed in some works. For instance, [32] used
machine learning (ML) to detect cache-based SCAs, [33] calls
dummy functions to perturb the timing behavior and the cache
access patterns, and [31] uses a novel memory design with
insulator layers to prevent optical SCAs. These SCAs are out
of the scope of this work. Cache-based SCAs target systems
with a CPU and detect their hit and miss behavior. Optical
SCAs target non-volatile memories, which are not part of the
FPGA structure.

A. Anti-Tamper Mechanisms

As mentioned in Section II, EMA requires the fan, heat sink,
and heat spreader to be removed, and PA involves adding a
resistor to the voltage supply path. That is why one method
to detect or counter both attacks is to have anti-tamper mech-
anisms implemented on the chip. This ranges from having
anti-tamper monitors to tamper-resistant chips. Anti-tamper
monitors are implemented based on sensors readings [34]. If
a significant change in the temperature or voltage is detected
and exceeds a certain threshold, an alarm is evoked. However,
the detection is limited by the threshold, making it possible
to perform attacks if they do not lead to significant voltage or
temperature changes. In fact, the manipulations for EMA and
PA attacks that are performed in this work are not detected by
the anti-tamper monitors of the FPGA board used for testing.

The other form of anti-tamper mechanisms is tamper re-
sistance [14], [35]. There, dismantling can be detected via
sensors, reed switches, infrared signatures, X-ray detectors,
or ultrasonic signatures. This is infeasible for normal COTS
FPGAs as it results in having high power consumption and



increased production costs. Moreover, such techniques are not
stable. Their performance degrades with time and can lead to
the failure of the device itself [14].

Another resistance technique is using a barrier layer at-
tached to the device to make it impossible to remove this layer
without destroying the device. This barrier layer can be made
of ceramic or steel [35]. The main drawback of this solution
is that it has a high implementation and power cost [36].
Moreover, this solution is not easy to generalize for COTS
devices. As mentioned in Section I, such costly solutions are
only available for some military-grade FPGAs.

B. SC Countermeasures

Some works go a step further to implement countermeasures
against SCAs. The countermeasures are active either during
the whole runtime of the system, or only when security-critical
applications are running [37], [38]. The countermeasures can
be either lowering the Signal to Noise Ratio (SNR) [19],
masking [39], or balancing with complementary logic [13].
Lowering the SNR can be achieved by different methods. The
first method is to add additional noise to the signal. For CPUs
this can be achieved by adding random timing shifts between
instruction execution [40] in order to make the calculated mean
powers not corresponding to the respective instructions. The
addition of the random shifts is not trivial, as it needs to ensure
that they are not easily reversible and they can affect the SNR
significantly. Another approach is to use the Dynamic Voltage
Frequency Scaling (DVFS) management system implemented
on the chip to change the SNR [38]. However, this method
is limited to systems that have on-chip DVFS and allow the
security-critical applications to control it.

Masking is achieved by splitting an intermediate variable
into multiple shares which are calculated with a random mask
and are consequently harder to predict. Each share is required
to be equiprobable distributed and all possible subsets of the
shares need to be statistically independent of the intermediate
variable. The computations are then performed on the shares
without using the original intermediate variable [13]. Most
masking techniques work only against SPA but fail against
DPA or CPA, i.e., they only work against simple attacks [12],
[39]. Moreover, to have masking work against higher-order
attacks, the area overhead can reach 200 % of the original
design as in [39].

Balancing is accomplished by adding dummy logic that
executes (cryptographic) operations in parallel to the running
cryptographic cores [41]. Thus balancing the static and dy-
namic power consumption of the system to effectively hide
the power-related information, which makes it hard to detect
it. Similar to masking, its protection is not fully ensured and
they also have a high area overhead which reaches 646 % in
[41].

Clearly, the countermeasures come with penalties either as
time overhead (case of lowering the SNR) or as area overhead
(case of balancing) or with both (case of masking). Therefore,
it is beneficial to only enable them if an attack is detected.
That’s why using a detection method like the work presented
here is crucial.

C. PA and EMA Detection

Other works have considered different PA and EMA detec-
tion techniques. However, most of these detection techniques
can only detect either EMA or PA, in contrast to this work,
which can detect both. For example, the technique proposed
in [42] detects only EMA. It uses several monitors available
for COTS computers like wireless activity monitors, temper-
ature sensors, CPU load, and currently active communication
channels. Based on the collective readings of these monitors,
it can detect if an EMA is running against the computer or
not. The main limitation of this technique is that it relies
on the availability of many monitors that come with COTS
computers. But it cannot be extended to other devices like
FPGAs as they do not provide that many monitors.

Additionally, some of the detection techniques are limited
by the need of adding custom sensors and circuitry on the
chip. The EMA detection proposed in [36] needs the addition
of special LC-based sensors to detect the probe’s existence
near the chip. As when the probe approaches the chip, the
frequency of the LC sensors will change due to the mutual
inductance. However, COTS systems typically do not provide
such sensors.

The PA detection methods proposed in [5], [8] add multiple
voltage sensors that are measuring the Power Distribution
Network (PDN) and that need one exclusive analog-to-digital
converter (ADC) per voltage sensor. They use the ADC-
converted sensor readings as an input for an ML algorithm to
detect whether or not a measurement shunt was added. Both
works are similar and mainly differ in their sensor placement.
Ref. [5] empirically places the sensors to cover a PDN with
10,000 nodes, while [8] uses an algorithm to decide the sensor
placement on the PDN. However, COTS systems typically do
not provide such sensors. Moreover, as both rely on simulation
results only, they use ideal models for the voltage sensors and
the ADC, which might affect the results when implemented
on a real chip.

Another example is the approach proposed in [7] that
detects PA. It uses ring oscillators (ROs) as a sensor. When
a measurement shunt is added to the supply voltage path
it has a voltage drop over it. Thus the voltage supplied to
the ROs is lowered by this voltage drop. This change of the
voltage level causes the frequency of the ROs to shift and this
frequency shift is used as the sensor to detect the PA. However,
the RO frequency can shift for other reasons, e.g., due to a
changed temperature. This is especially problematic, as the
ROs themselves lead to self-heating when they are active.
This puts a limitation on the minimum resistance value of the
measurement shunt that can be detected without facing a too
high false-positive rate. In Section V, we compare against the
RO-based [7] and ML-based [5], [8] PA detection techniques,
as they have a similar goal to our techniques and use common
metrics that can be compared.

The current state-of-the-art methods show the need for a
more comprehensive solution, as the anti-tamper mechanisms
are limited and most of them are unsuitable for COTS devices.
Moreover, the SCC countermeasures have significant perfor-
mance and area penalties. Therefore using them only when
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tampering is detected can avoid these unnecessary penalties.
Finally, the existing methods for the detection of EMA and PA
lack certain features that we provide. For instance, no method
is capable of detecting both attack types by the same detection
system. Additionally, most techniques require modification of
the chip itself or resources that are not available in COTS
FPGAs.

IV. OUR PROPOSED ML-BASED SIDE-CHANNEL ATTACK
DETECTION

A. Is ML even needed?

The hardware manipulations (see Section I) required to
perform successful PA and EMA attacks (see Section II)
change the voltage and temperature responses to load changes.
For instance, when the fan, heat sink, and heat spreader are
removed for an EMA attack, then the chip temperature will rise
noticeably. So the question arises whether simply comparing
the measured on-chip temperature against a predetermined
threshold might already be enough to distinguish a tampered
system from an untampered one. To investigate whether such
a trivial classifier might already be sufficient for our require-
ments, we performed initial tests and measurements, based on
the same experimental setup and hardware manipulations that
are described for our evaluations in Section V-A.

Figure 1 shows the temperature (top row) and voltage
(bottom row) measurements for an untampered (left column)
and tampered (right column) system. We enable a measure-
ment load for a few seconds (see vertical lines in Figure 1)
and monitor the temperature and voltage response. If we
would remove the fan, heat sink, and heat spreader under
otherwise identical conditions, then the temperature difference
would indeed be clearly visible. However, in Figure 1 we
operate the tampered and untampered systems under different
ambient temperatures and with different background loads
(i.e., the CPU and/or FPGA activity inside the chip), which
also influences the chip temperatures significantly. Note that

our side-channel attack (SCA) detection system cannot reliably
know the ambient temperature (as we cannot trust off-chip
sensors as they are under the control of the potential attacker,
see Section II-A) and the background load heavily depends on
what the system is used for, what it is currently doing, what
was the input data etc.

Figure 1 (a) and (b) show that we cannot use a simple thresh-
old comparison against the measured temperature to decide
whether or not the board was tampered. The temperatures at
the beginning and the end of the measurements are very similar
when comparing the untampered against the tampered system.
The temperature change due to tampering is largely compen-
sated by the different ambient temperature and background
load. The shapes of the curves are partially differing in this
example (e.g., directly after enabling the measurement load),
however, there are also other scenarios (ambient temperature,
fan speed etc.), where the shapes are more similar, but the
absolute temperature values are less similar etc. Figure 1 (c)
and (d) show how the supply voltage changes when activating
the measurement load for an untampered and a tampered
board, respectively. Here, the changes are even subtle under
identical ambient conditions. Altogether, it is not clear how to
manually implement a classifier to distinguish measurements
from tampered and untampered systems, and therefore we are
investigating ML-based methods in the following.

B. Our Hardware- and Software Architecture for Training and
Detection

We need two different configurations of the FPGA-based
SoC: one for data collection during the training phase and one
for SCA detection in the finally deployed embedded system.
They are sketched in Figure 2 and will be explained in the
following. For the SCA detection, we must only rely on the
available on-chip sensors, whose readings cannot be manip-
ulated by a potential attacker. On-chip temperature sensors
(to detect the thermal behavior) and voltage sensors (to detect
the voltage drop behavior) are available on many FPGA-based
SoCs. For instance, Xilinx” Zyng-7000 or UltraScale+ MPSoC
families provide system monitoring (SysMon) capabilities
that use internal sensors, internal voltage reference, and an
internal analog-to-digital converter (ADC). They are accessible
by software running on the CPUs in the processing system
(PS) and can measure temperatures and voltages of different
SoC components (for instance, the measurements shown in
Figure 1). We implemented the configuration and measurement
of temperature and supply voltage in the “SysMon Data
Collection Software” module shown in Figure 2 (a) and (b).

In addition, we need a “Measurement Load” (see Figure 2)
to induce stress and trigger a voltage/temperature response
that we can measure. It is built of multiple ring oscillators
(ROs) that can be enabled/disable by software. The actual
values for all parameters (e.g., number of ROs) are given in
the experimental setup (see Section V-A).

These are already all actors and sensors that are used for
detection. But for training we need additional hardware- and
software modules to set up and measure different scenarios.
As shown in Section IV-A, different ambient temperatures
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can mask the effects of a removed heat sink etc. Therefore,
we need to collect measurement data under different ambient
temperatures for training our ML models. The ambient tem-
perature is controlled by placing the FPGA Board in an oven
with configurable temperature. Whenever the desired ambient
temperature changes from one measurement scenario to the
next one, the measurement waits for a sufficiently long time
to allow all SoC components to heat up/cool down to the new
ambient temperature before the measurements are continued.

For systems without EMA tampering, there may be a fan
mounted on the heat sink of the chip. We implemented a
“PWM Fan Control” (see Figure 2(a)) in hardware (con-
figurable by software) to control the fan speed via an 1/O
pin and an off-chip driver circuit. Finally, we implemented a
configurable “Background Load” generator (see Figure 2 (a))
to simulate different degrees of activity of the embedded sys-
tem, as that will also influence the measured temperature and
voltage. Everything inside the FPGA-based SoC is under the
control of the developer of the embedded system (as explained
in Section II-A) and the potential attacker can only control
the ambient settings. Therefore, instead of learning the effects
of different background loads indirectly, it would have been
possible to query each hardware- and software module in the
system to inform our ML-based SCA detection method about
its current degree of activity. But that would have complicated
the design of the embedded system significantly, as then the
developer would have to provide all these interfaces between
the modules of the embedded system and our ML-based
SCA detection. Instead, we prefer to have as few interactions

between our hardware- and software modules for attack de-
tection and the actual system functionalities of the embedded
system as possible, which also eases the deployment in already
existing embedded systems significantly. We decided to treat
the actual background load as unknown to our ML-based
SCA detection method, i.e., it is not explicitly communicated,
but only indirectly observable by the temperature and voltage
measurements. For training, we used ROs (similar to those
in the “Measurement Load”) to implement the “Background
Load”. The “Measurement Software” (see Figure 2(a)) can
configure how many of them should be activated to simulate
different degrees of background load.

The SoC configuration for data collection during training
combines all the above mentioned components (see Fig-
ure 2 (a)). The “Measurement Software” configures the hard-
ware for one scenario after the other, enables/disables the
“Measurement Load”, reads the measured values from the
“SysMon Data Collection Software” and transfers the raw data
to a PC via a UART connection. The actual training of the
ML-based classifiers is done offline on a PC using the “scikit-
learn” library in Python.

The SoC configuration for SCA detection (shown in Fig-
ure 2(b)) removes all training-only components, e.g., the
“PWM Fan Control” and the “Background Load”. Instead,
the “ML-based Classification Software” is now deployed on
the processing system, i.e., the actual classification happens at
runtime inside the FPGA-based SoC without relying on any
off-chip component. Additionally, the “User Custom Logic”
and the “User Custom Software” are now integrated, i.e., the
parts that implement the functionality of the embedded system,
which are not related to our ML-based SCA detection. In
the following, we will discuss the different ML models that
we considered and trained along with the features that we
calculated from the sensor measurements and used as inputs
for them.

C. Our ML-based Side-Channel Attack Detection

Our main step to detect side-channel attacks (SCAs) is to
build the ML model. Our flow for building the model includes
the tasks of feature extraction, scaling, selection, model train-
ing, validation, and evaluation. The measured data are split into
a training dataset and test dataset before the feature extraction
in order to avoid any bias towards the test dataset. The datasets
contain various time series of several measurement scenarios
from the different temperature and voltage sensors available
on the COTS FPGA. The feature extraction, scaling, and
selection are performed with the scikit-learn library, which
can automatically extract hundreds of different features and
filter them according to their relevance. In order to ensure
that the scikit-learn library does not automatically perform
feature extraction, scaling, and selection for the test dataset
again (which would bias the results towards the test dataset),
we explicitly made sure that the Extractor, Scaler, and Selector
that were chosen for the training dataset are also used for the
test dataset. After the features are extracted, multiple variations
of selectors, scalers, and models are built and evaluated to
retrieve the best performing combination.



For the feature selection, five selectors from the scikit-
learn library are used, i.e., SelectKBest, SelectFpr, SelectFdr,
SelectFwe, and SelectPercentile. The SelectKBest function
takes k (the number of top features to select) as an input
parameter and selects the features with the &k highest scores.
The SelectFpr, SelectFdr and SelectFwe functions are based
on the false positive rate, false discovery rate, and family-
wise error rate, respectively. They are configured by the input
parameter alpha (i.e., the significance level) and select the
feature with the highest p-value (null hypothesis testing). The
SelectPercentile function selects the features according to the
percent of features to keep, which is set by the percentile
input parameter. By using these five selectors, we cover two
typical methods for choosing the features. The first method is
based on choosing the best performing feature (SelectKBest
and SelectPercentile), and the second method is based on
optimizations to reduce an error (SelectFpr, SelectFdr, and
SelectFwe). The scikit-learn library provides a third method
that is based on manually annotating the features with weights
to express personal preference. For instance, high weights can
be assigned to easily computable features or to features that
are known to fit well to the targeted problem. As we had no
explicit preference about which feature to use and as we did
not want to interfere with the automatic feature selection, we
decided not to use this option.

After the features are extracted and selected, an ML clas-
sifier has to be chosen. The classifiers considered in this
work are the decision tree (DT), random forest (RF), extra-
trees (ET), k-nearest neighbors (KNN), support vector machine
(SVM), AdaBoost, and Gaussian naive Bayesian network
(GNB). Two variations of the SVM are used: the C-Support
Vector Classification (SVC), and the Number-controlled Sup-
port Vector Classification (NuSVC) that extends the SVC by
a control parameter for the number of support vectors. We
choose the considered classifiers based on two factors. The
first factor is that they can be easily ported to embedded
systems, which is done by either using the sklearn-porter for
embedded models or by manually implementing them (which
is what we did for KNN and GNB). The second and more
important factor is to cover many types of supervised machine
learning classifiers. SVM is covered by SVC and NuSVC,
naive Bayesian by GNB, ensemble learning by AdaBoost,
instance-based by KNN, and logic-based by DT, RF, and ET.
Note that we aim for solutions that are lightweight enough to
be used on the device itself with low latency overhead. And as
the above-described classifiers perform very well for our use
case (see Section V-B), we did not investigate Convolutional
Neural Networks (CNNs).

After training and choosing the classifier, k-fold cross-
validation (provided by scikit-learn) is used to avoid overfit-
ting. The data is split into the amount of wanted folds while
preserving the percentage of samples for each class. It takes the
model, the training data set, and the folds as inputs. Accuracy
is used as parameter to evaluate the overfitting. As a result,
we obtain the classifier used to detect attacks (tampered vs.
untampered), which is not limited to the training set.

D. Our Decision Tree Classifier for PA Attack Detection

As will be shown in Section V, the decision tree (DT)
classifier performed best and therefore it will be briefly ex-
plained here. DT classifiers are logic-based learning classifiers
that use logic terms to represent the ML problem [43]. They
are classifiers that can be easily understood and interpreted
and that provide good performance with relatively small
computational effort. DTs are typically built (i.e., trained) by
using a divide and conquer approach, beginning with the most
relevant features. To classify an input measurement, each node
in the DT corresponds to a simple test that decides in which
branch (starting in that node) to continue. The leaves of the
tree terminate the search and are annotated by the classification
decision. Other tree-based algorithms such as random forest
(RF) or extra trees (ET) train multiple DTs and determine
the classification decision by calculating the majority over the
classification decisions of all individual trees. Trees in RF are
built by splitting nodes using the best feature among a subset
of randomly chosen features, whereas ET splits randomly.

V. RESULTS

A. Experimental Setup

For our evaluation, we used two Xilinx ZCU104 boards with
the Zynq UltraScale+ XCZU7EV MPSoC. We first measured
both boards in their untampered form and then tampered
one for PA attacks and the other for EMA attacks. For our
measurements, we track all five sensors available on chip,
the PL voltage, the PS voltage, the temperature of APU, the
temperature of RPU, and the temperature of PL. Later when
we apply feature selection, some of the sensors are excluded
as they were not of statistical relevance. Figure 3 shows the
tampered parts. For EMA tampering, we removed the fan, heat
sink, and heat spreader of the chip (see Figure 3 (a)). And for
PA tampering we inserted a 15 m{2 precision shunt right after
the power inductor of the board’s boost converter for providing
the VCC_INT power supply for the programmable logic (see
Figure 3 (b)). As this was the only point we found on the board
layout where the entire VCC_INT current had to pass by, we
had to remove the power inductor and use its footprint on the
board to mount both, the power inductor and our measurement
shunt for the attack. As shown in the figure, one terminal of
the power inductor and one terminal of the shunt are soldered
to the board (to the footprint that was formerly used for the
power inductor), and the other two terminals are connected a
few centimeters above the board.

In addition to the two ZCU104 boards with the Zynq
UltraScale+ XCZU7EV MPSoC, we used a Xilinx ZCU102
board with the Zynq UltraScale+ XCZU9EG MPSoC, i.e.,
a different member (EG instead of EV) of the UltraScale+
MPSoC family without video codec unit but therefore with
more LUTSs, on-chip memory, and DSP blocks. We ported our
entire design to that third board and deployed our ML-based
SCA detection method (trained for the two ZCU104 boards)
on the ZCU102 board without retraining it. We wanted to see
whether our ML model can be successfully used on a board
type and FPGA type that was not used for training at all.



(b) Shunt resistor inserted on the board

Fig. 3: Tampering the ZCU104 boards for (a) EMA attacks and (b) PA attacks
As measurement load for detecting EMA attacks, we used
2500 ring oscillators (ROs), where each RO is implemented
by a single LUT. For detecting PA attacks, we used 25000
ROs, and as background load, we used 15 blocks with 1000
ROs each, where each block could be enabled separately. All
ROs are implemented with the required constraints to avoid
their removal by the synthesis tools (i.e., DONT_TOUCH and
ALLOW_COMBINATORIAL_LOOPS).
For the measurement scenarios to train and evaluate our
ML-based SCA detection, we varied the following parameters:
o Background Load: varied from O to 15 enabled blocks
with a step size of 1.

o Ambient Temperature: varied between 24 °C and 90°C
with a step size of 2°C (between 24 °C and 72 °C) and
6 °C (between 72°C and 90 °C).

« Fan Speed: varied from 0% to 100 % with a step size of
20 %.

In preparation of a measurement, we configured all parame-
ters and waited for 10 s without having the measurement load
enabled. We then enabled the measurement load for 30s and
afterwards had a 10s recovery phase before we moved to the
next scenario. Overall, we used 840 scenarios for EMA and
split them into 672 scenarios for training and 168 scenarios for
testing. For PA, we used 110 scenarios (note that the ambient
temperature is hardly relevant for PA) and split them into
88 scenarios for training and 22 scenarios for testing. The
readings are taken from SysMon with 5.2 MHz [26].

B. Performance of the classifiers

After the measurements and building the training- and the
test datasets, the next step is to train the different models and
to evaluate their performance. The classifiers mentioned in
Section IV are all trained and the results of evaluating their
performance are shown in Table I. The evaluation is based on
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the accuracy and precision of each classifier for each attack
(PA and EMA). Additionally, the number of features required
for each classifier are shown. The accuracy metric is defined
as the ratio of correct classification decisions from all the
classification decisions. The precision metric is defined as the
ratio of the correct tampered classification decisions from all
the tampered classification decisions (correct and wrong).

As it can be seen in Table I, most of the classifiers perform
well for both attack types and need at most two features.
Only the classifiers NuSVC and GNB performed significantly
worse than the others. Moreover, the DT classifier had the
best performance in terms of accuracy and precision for both
attack types. The good performance of DT is in line with the
observations of ref. [44] that states that tree-based classifiers
perform well for problems that need to distinguish between
two classes.

It can also be seen in Table I that the EMA attack can be
detected with higher accuracy and precision than the PA attack.
The reason is that for the PA attack, a very small resistance
of only 15mQ=0.015C2 was used as measurement shunt.
Therefore, the supply voltage fluctuation is not as significant
as if a bigger resistor would have been used. But that is not
possible when attacking systems with a small supply voltage
(<1V). When using a larger resistance, then the larger voltage
drop would make the system operate outside its specification,
which typically leads to a reset or an undefined state. So, for
systems that operate with <1V, it is hard to perform a PA
attack and it is also hard to detect such an attack. As we
will see in Section V-D, many other PA detection methods are
limited to older chip technologies, where ~1 2 resistances are
used. But with our approach, we are even able to detect PA
tampering for 15 m¢) resistances.

So we chose DT as classifier and implemented it on the
FPGA-based SoC, as in addition to its good performance, it
is easy to implement and has a small overhead, as we will
see. Additionally, DT was tested for portability on a third
untampered FPGA board of a different type (ZCU102) without
retraining for that board. There, its accuracy was 0.952 for
EMA and 0.83 for PA, which shows that our ML-based SCA
detection method is not limited to the systems and scenarios
used for training.

We now analyze the performance of DT deeper, as it is
the most relevant classifier for this work. To get the best per-
formance out of it, we evaluate the different feature selectors



TABLE I: Performance of the different ML Models. The accuracy and precision reported here are based on testing 22 samples for PA and 168 for EMA.

. o Accuracy  Accuracy Precision  Precision # Features # Features
Machine Learning Model PA EMA PA EMA PA EMA
Decision Tree 0.9090 0.9880 0.9090 0.9883 2 1
Extra-Trees 0.8636 0.9880 0.8928 0.9883 1 1
Support Vector Classification 0.8181 0.9821 0.8290 0.9827 1 1
Random Forest 0.8636 0.9880 0.8928 0.9883 1 1
Number-controlled
Support Vector Classification 0.7727 0.8988 0.7750 0.9057 1 1
K-Nearest Neighbors 0.8181 0.9880 0.8290 0.9883 1 2
Gaussian Naive Bayesian 0.7727 0.9404 0.7750 0.9414 1 1
Adaptive Boosting 0.8636 0.9821 0.8928 0.9827 1 1

mentioned in Section IV to choose the features that provide
the highest accuracy. Figure 4 shows the number of features
used by each selector. As it can be seen, the Fwe, Fpr, and
Fdr selectors need more than 400 features for EMA and more
than 100 features for PA. This means that for this model,
optimizing for a specific error requires a significant increase of
the features while the overall accuracy is not improved. This
would translate into high performance- and/or area overhead
to extract all the features. Therefore, these three selectors are
excluded and we focus on KBest and Percentile. Based on
the evaluation of the selectors, one feature is used for EMA
detection, which is the spectral Welch density. As for the
PA detection, two features are selected and both calculate an
aggregated linear trend with different chunk sizes.
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Fig. 5: Cross-validation results showing the needed training samples to avoid
overfitting

The final step is to perform cross-validation to fine-tune the
number of samples needed to train the model. It is done to
make sure that the model is not overfitted. Figure 5 shows
the training samples needed for each attack type. The figure
shows that to get reliable classification, 300 training samples

are needed for EMA. As for PA, between 40 to 60 samples are
needed to get reliable data. EMA requires more samples as it
has more variables that affect its state (the fan speed and the
ambient temperature). These two results show that our model,
which is trained with 672 samples and 88 samples for EMA
and PA respectively, is not overfitted.
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Fig. 6: Accuracy of the trained classifier with different background loads from
different benchmarks.

We extend the evaluation to cases where the background
load is not only ROs. To mimic a more realistic behavior,
we replace the background load with benchmark circuits
from the ISCAS, Groundhog, and Berkeley benchmarks and
open source AES implementation [45]-[48]. They are used in
inference only but not in training. For each benchmark, we
run 100 experiments for PA detection, 100 for EMA detection
and EMA detection with extra cooling using external fan to
compensate for the removed cooling. All the runs are done
in ambient temperature with no changes to the parameters.
Figure 6 shows the results which agree with the results from
the cross-validation. Neither the different benchmarks nor the
cooling affected the detection accuracy and we see that again
the accuracy for EMA is higher than for PA.

We could not study the robustness of our approach against
aging due to a lack of differently aged chips. Aging might
affect sensor readings or power consumption, but we expect
minor effects compared to process variation since FPGA SoCs
are not used in high voltage and high temperature conditions.
We tested our approach with multiple FPGA boards and
different sizes (ZCU102 and ZCU104) without retraining the
ML model. Moreover, our method proved robust, distinguish-
ing benign changes (e.g., ambient temperature) from attacks,
assuring us it would handle aging scenarios effectively.



TABLE II: Utilization report of measurement and classification design on the Zynq UltraScale+ MPSoC Design derived from Vivado IDE

Module Name CLB LUTs CLB Registers CLB LUT as Logic  For Detection
AXI PL Interface 7811 (3.39%) 7037 (1.53%) 1209 (4.19%) 7422 (3.22%) true
Background Load 8622 (3.74%) 0 (0%) 1286 (4.47%) 8622 (3.74%)

Measurement Load EMA 1469 (0.64%) 0 (0%) 214 (0.74%) 1469 (0.64%) true
Measurement Load PA 13434 (5.83%) 0 (0%) 1926 (6.69%) 13434 (5.83%) true
PWM Fan Control 59 (0.03%) 44 (;0.01%) 14 (0.05%) 59 (0.03%)
Total usage Detection 21245 (9.22%) 7037 (1.53%) 3135 (10.88%) 20856 (9.05%) true
Total usage Training 29926 (12.99%) 7081 (1.54%) 4435 (15.4%) 29537 (12.82%)

C. Performance Overhead

The detection system proposed in this work has parts
implemented in PL and other parts in PS. Therefore, in order
to evaluate the overhead to the main system, two evaluations
have to be done. The first evaluation shows the hardware
resources needed on the PL side in Table II. The “Background
Load” and the “PWM Fan Control” (cf. Figure 2) are only
needed for the training data collection and are excluded from
the final system. The “Measurement Load” and the “AXI PL
Interface” are both used in the final system. As the AXI PL
Interface is needed for any design that uses both PL and
PS, the measurement load is the only part that has to be
added for our detection solution. It has a reasonable resource
usage of 5.83% of the LUTs for PA detection. For EMA
detection, even less resources of only 0.64 % are needed. For
a system to detect both, PA and EMA, the measurement load
for EMA is implemented by enabling a subset of the PA
measurement load, leading to no extra hardware overhead for
EMA detection. As the measurement load is implemented on
the PL, the partial reconfiguration feature could potentially
be used to reconfigure the measurement load only when it is
actually needed. As an attack needs tampering of the system,
which is not easily reversible, our detection solution can be
active at fixed time intervals instead of always running it.
When it is not used, the area of the measurement load may be
used for different user-specific applications, thus minimizing
the resource utilization. However, that is beyond the scope of
this work and may not be needed in many cases.

The second evaluation shows the PS timing overhead in
Table III. Our ML-based SCA detection performs two main
operations. At first, the measurement is performed by enabling
the measurement load, which dominates the timing require-
ment as it runs for 30s. Next, the classifier is executed, which
consists of two parts: feature extraction and classification.
For EMA, the feature extraction takes 122 ms and for PA
it takes 40ps. The reason for the significantly longer time
of the EMA feature extraction is that calculating the spectral
Welch density is more complex than calculating the aggregated
linear trend. The execution time for the DT classifier is only
0.5ps for both attack types. This is expected, as DTs have
lightweight implementations. The classification overhead is
shown in Table III. This overhead occurs on the PS. In
addition, the RO detection on the PL requires 30 seconds.
But this RO data collection does not affect the performance
of applications running on the PS.

D. Comparison-to-the-state-of-the-art

Finally, we evaluate our system by comparing how good
it performs against the state of the art. For comparison, we

TABLE III: Classification Time Overhead

Features Feature Classification
Selected Extraction Overhead Overhead
aggregated
PA linear trend 40ps 0.5 ps
EMA density spectral 122 ms 0.5 s

Welch function

focus on state-of-the-art PA detection, because state-of-the-
art EMA detection methods assume systems that cannot be
compared to ours. For instance, they use LC sensors that are
not available in COTS systems, or they target CPU-centric
desktop computers that provide very different attack vectors
and detection opportunities, as explained in Section III.

Table IV shows the comparison that is based on a similar
comparison shown in [7]. All three state-of-the-art works
shown in the table provide similar metrics that we can compare
to. Two of them use ML and PDN voltage variation to detect
PA attacks [5], [8] and one uses the frequency shift of ROs to
detect PA attacks. The works that use ML need significantly
more features than our solution. Additionally, our method
supports a significantly smaller measurement shunt resistance,
which means that it can also be used for modern technologies,
as explained in Section V-B. Ref. [5] does not report the
lowest resistance value that they can detect and [7] does not
report a specific value, but only states they can detect less
than 1€). Moreover, they state that the minimum resistance
value is highly limited by the thermal variations that could
shift the frequency of the ROs; otherwise they would have
a high false-positive rate. Our solution has the second-lowest
area requirement; both [5], [8] have higher area requirement
than our solution as they need an ADC for each sensor which
needs a significant area overhead.

Only the solution proposed in [8] has a higher accuracy
than our solution. However, this comes at the cost of having
a significantly higher area requirement compared to all other
solution. Note that [7] does not explicitly mention their accu-
racy, rather they mention again their trade-off between high
false positive rate and detection of ‘small’ resistance values.
Our solution can target the latest technology in comparison to
the other works, making it suitable for the newest series of
devices.

Additionally, it needs to be noted that all three related
works are solely based on simulations, whereas our solution is
completely implemented and tested in hardware. Simulations
usually cannot match the real implementation, e.g., [5], [8]
use ideal models for voltage distribution and the accuracy
of the multiple ADCs inserted to the PDN, whereas in a
real implementation they would have to face the noise and
variations of a real system (e.g., added capacitance which
cannot be evaluated with ideal devices), which would affect the
whole evaluation of their methods. Hence, without considering



TABLE IV: Comparison of our solution with state of the art, based on results shown in [7]

Approach ML-based [8] ML-based [5] RO-based [7] Our Solution
Calculation time 6.6 us 394 ns 2 ps 40.5 pus
Detection metric PDN variation PDN variation APhase & ANyising  supply voltage variation

Min SCAR 1Q N.A. <19 15m$2

Technology 45nm 45 nm 22 nm 16 nm
Additional ADCs Needed Needed Not Needed Not Needed

Area (kGE) 44444 .44 749.62 1.98 107.47

# Features 110 30 N.A. 2

Accuracy 0.98 0.8 N.A. 0.9090

Evaluation simulation only  simulation only simulation only hardware tested

the effects of inserting several of non-ideal ADCs to the PDN,
the accuracy reported by these works cannot be trusted. The
solution presented in [7] uses a more practical model with
thermal effects, still, real-world chip behavior can lead to
lower accuracy. This is especially relevant as they are using
ROs that can deviate from their simulations, e.g., based on
process variation while fabricating the chip, etc.

The main drawback of our work compared to the state of
the art is the detection time. Our measurement and feature
extraction come with a noticeable time overhead. However,
this has a negligible effect in real-world systems, because (i)
tampering takes time and cannot be changed quickly, and (ii)
side-channels attack require many measurements (in the range
from several 100 thousand to several million encryptions that
need to be observed). Hence, while slower, our solution can
still detect tampering efficiently.

Summarizing: The ML-based methods from [5], [8] require
many new sensors and ADCs to be inserted on the power
distribution network (needs a special ASIC design) to precisely
detect the fluctuation. For larger chip designs, the number of
needed sensors and ADC would even increase. Subsequently,
the area overhead will also increase. Using ROs as the sensor
as in [7] is not very reliable and would lead to many false
positives, depending on the ambient temperature, the back-
ground load, etc. These two main shortcomings are overcome
by our solution, as the ROs are not used as sensors, but are
only used to generate a load response for the supply voltage
and temperature sensors. Moreover, this significant change in
the behavior makes it possible to detect the attack without the
need of multiple sensors on the PDN itself.

VI. CONCLUSIONS

In this paper, we presented our novel concept that uses
machine learning (ML) with the goal to detect whether or
not a system was tampered for a power analysis (PA) or
electromagnetic analysis (EMA) side-channel attack (SCA),
as these two attack types are the most prominent SCAs in
the area of non-invasive physical attacks against embedded
systems that are deployed in the field and may be under
complete control of an attacker. As it is generally challenging
to successfully distinguish an actual manipulation for an attack
from a legitimate scenario (e.g., operating in a hotter ambi-
ent environment), we tested several typical machine learning
methods with different parameters. We also evaluated their
performance with regards to accuracy (i.e., number of correctly
classified systems relative to all systems), precision (i.e.,
number of systems correctly classified as tampered relative
to all systems classified as tampered), area overhead, and
computation overhead.

The main idea is to use a load generator (in our case: ring
oscillators) and to measure how the system reacts on load
changes with regards to input voltage fluctuations and on-
chip temperature measurements, to decide whether or not the
system was tampered. For detecting EMA (PA) attacks, we
reach a high accuracy of 0.9880 (0.9090) and a high precision
of 0.9883 (0.9090). This comes at a reasonable resource
overhead of <1% (~6 %) of the available LUTs and an on-
chip classification time of only ~122ms (~40 us). The entire
system including the on-chip measurement infrastructure, the
ML-based classification, and the tampering for PA and EMA
attacks are implemented and evaluated on FPGA boards.
Even though we focus our implementation and evaluation on
FPGA-based SoCs, our concept is not generally limited to
such systems. It can be applied to other systems as well, as
long as they provide a power supply sensor, a temperature
sensor, a load generator, some memory to buffer the sensor
readings, and a CPU to execute the ML classifier in software
or a (reconfigurable) hardware to execute it in hardware. In
comparison to the state-of-the-art we offer a reduction of the
area overhead, detect two orders of magnitude insertion of
probes, and offer actual implementation results in contrast to
the simulations based on ideal circuits which are not accurately
modelling the circuit and noise. Moreover, our tool can detect
tampering for both PA and EMA.
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