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Abstract—Penetration testing is an intricate activity, yet vital
for the security of web applications and the protection of user
data. Due to its time-consuming nature, recent developments have
emphasized the use of artificial intelligence to enhance efficiency,
shorten testing times, and substantially improve penetration test-
ing results. By combining artificial intelligence with conventional
penetration testing techniques, researchers aim to improve the
processes, providing organizations with the means to create
stronger web applications. This paper presents a thorough review
of research conducted between 2013 and 2024 on the application
of artificial intelligence in web application penetration testing. We
highlight advancements and challenges in employing learning-
based methods to enhance penetration testing, providing a
comprehensive overview of the current state and future directions
in the field. Our results show that leveraging artificial intelligence
has proven to be more efficient than traditional approaches, but
they still face significant challenges.

Index Terms—Machine learning, security, web applications.

I. INTRODUCTION

Cybercriminals are increasingly targeting web applications
to steal data and this activity is motivated by varying goals,
including social, political, or financial gains [1]. The early
2020s, specifically through the 2020 Verizon Data Breach
Investigations Report [71], revealed that 43% of data breaches
were associated with web application vulnerabilities, a figure
that has seen a significant year-over-year increase. The onset of
the COVID-19 pandemic further accelerated the shift towards
remote work, expanding the use of online communication and
subsequently the need for enhanced security across an in-
creased number of web endpoints and applications. In the third
quarter of 2023, Cisco Talos Intelligence Group [14] reported
observing a significant rise in web application threats, which
constituted 30% of their total engagements. Nevertheless, the
topic of web application security has been a focal point of
research in industry and academia for a considerable length
of time. Despite widespread adoption of penetration testing
(also known as pentesting) by companies prior to application
deployment, the depth and thoroughness of these tests often
remain in question. Integrating Artificial Intelligence (AI) with
traditional pentesting methods proposes an advancement in this
area, offering intelligent tests that can refine and concentrate
efforts more effectively.

This paper provides a comprehensive review of over a
decade’s worth of scientific research on AI-based pentesting

for web applications. In summary, our contributions include
identifying and examining the state of the art in this area,
discussing prevailing trends and challenges, and suggesting
directions for future research. A major contribution of our
work is the exploration of Artificial Intelligence (AI) methods
tailored to specific stages of penetration testing, which, to the
best of our knowledge, has not been previously undertaken.

The rest of the paper is structured as follows: Section 2
presents the necessary background information and explains
how our survey compares to similar work. Section 3 describes
our review methodology and initial findings. Section 4 further
provides and classifies insights extracted from the reviewed
papers. Section 5 answers the research questions and states
future research directions. We end with a conclusion in Sec-
tion 6.

II. BACKGROUND AND RELATED WORK

In this section we provide a description of the concepts that
will be discussed throughout the review, and compare our work
with similar surveys.

A. Penetration Testing.

Penetration Testing is a critical process for identifying and
documenting unseen vulnerabilities in a system. This process
is typically conducted by a cybersecurity expert, often referred
to as a penetration tester or pentester for short, aiming to en-
hance the system’s security. For companies aiming for robust
security, it’s essential to conduct these tests and address any
vulnerabilities early in the Software Development Life Cycle.
Penetration testing can be categorized into three types based on
the level of information the tester has about the system before
starting the exercise [58]: Black-box testing simulates an
external cyberattack without prior system knowledge, focusing
on real-world scenarios without source code access. White-
box testing offers an in-depth review with complete system
details, enabling a comprehensive security examination from
an insider’s perspective. Grey-box testing provides a middle
ground, with partial system knowledge, reflecting situations
where an attacker has limited system information. These
methods allow cybersecurity teams to customize their defense
strategies effectively.



TABLE I
GENERAL COMPARISON OF LITERATURE REVIEWS ON PENETRATION TESTING WITH AI.

Ref Year Focus Papers Period
[9] 2023 Software Vulnerability Prediction 77 2007-2022
[56] 2023 General Pentesting undefined undefined
[25] 2023 Software Vulnerability Detection 67 2011-2022
[40] 2019 General Pentesting 31 2002-2017
Our survey 2024 Pentesting Web Applications 49 2013-2024

B. Types of Test

Software pentesting focuses on evaluating standalone soft-
ware applications, such as desktop or mobile apps, by an-
alyzing their code, functionality, and security mechanisms
to identify vulnerabilities like buffer overflows and injection
flaws.

Web app pentesting (the main topic of this paper) targets
web applications accessible via browsers, examining front-end,
back-end, and APIs for common web vulnerabilities like SQL
injection and cross-site scripting (XSS).

In contrast, general pentesting encompasses a broader
scope [56], assessing an organization’s entire security posture
by testing network infrastructure, operating systems, servers,
and more, to identify and exploit potential weaknesses across
various systems and platforms.

Vulnerability prediction [9] involves forecasting potential
security weaknesses in software or systems before they are
discovered or exploited by malicious actors. This proactive
approach uses techniques like machine learning, historical
data analysis, and pattern recognition to identify areas that
are likely to develop vulnerabilities in the future, allowing
organizations to prioritize resources and implement preventive
measures.

On the other hand, vulnerability detection [25] is the process
of identifying existing security flaws in systems or software
through techniques such as scanning, penetration testing, and
code analysis. This reactive approach focuses on uncovering
and addressing vulnerabilities that are already present, ensur-
ing that they are mitigated before they can be exploited by
attackers.

Static code analysis for vulnerability detection, including
techniques like taint analysis, has been extensively researched
for decades [42]. Static analysis involves examining the source
code of an application without executing it, aiming to identify
potential vulnerabilities, coding errors, and security issues
early in the development cycle. This approach can detect
issues such as buffer overflows, injection flaws, and insecure
coding practices by analyzing code structure, data flow,
and control flow. In contrast, dynamic analysis is essential
in current pentesting, especially when testers lack access
to source code due to various constraints like intellectual
property. Dynamic analysis simulates real-user interaction
by testing applications in operation, thereby identifying
runtime vulnerabilities that may not be evident through static
analysis alone. Hybrid analysis combines both static and
dynamic methods to enhance vulnerability detection, offering
a comprehensive approach to security assessments.

Note: The general idea is that, the combination of traditional
web app pentesting techniques with AI components allows
for the optimisation of the processes, eventually improving
web application security. In this paper, the focal point is the
use of AI for offensive security purposes.

C. Related Work

Penetration testing using AI is an interesting and evolving
research area with researchers exploring various aspects of
the research domain [31] [49] [43]. Although other studies
have presented literature reviews on AI and penetration testing,
there has been no study that has comprehensively explored
web application penetration testing using AI. Other recent
literature reviews highlight the existence of work in the
topic of automating penetration learning with learning-based
components. We show an overview in Table I for high-level
comparison.

In [9], authors put the focus on software vulnerability
prediction, and provide guidelines for researchers to increase
the productivity of their models. Authors in [56] briefly cover
the usage of a decision tree algorithm for enhancing the
Metasploit framework [69] and RL to discover exploits in
target machines [20]. That review also mentions publications
focusing on learning-based malware detection in the Android
operating system [24], [4], topic that does not qualify as
pentesting (rather a defensive, reactive approach to security
analysis). In contrast to our work, the authors do not cover
pentesting of web applications comprehensively, and they
analyze theses (i.e., [20], [13]) which are not peer reviewed
by the community. Authors in [25] aim to identify trends,
characteristics of datasets, learning-based models, vulnerabil-
ities covered and futures challenges of automated offensive
security with a focus in general software. Out of the 77 papers
reviewed, according to the titles, only 11 papers explicitly
mention web applications or directly related topics like SQL
injection and Cross-Site Scripting (XSS), which are specific
to web security. They provide software vendors and other
stakeholders with useful insights provided to inform their
decisions about software development, procurement, and risk
management. An slightly older review and meta-analysis in
the topic of AI in pentesting is [40], where the main topic of
the reviewed work is network security.

Regarding papers reviewed, in related work, even though
they include a number of relevant papers, our review is
the most comprehensive in terms of total number of papers
about pentesting web applications with AI components. As



a distinct contribution, our review is the first to categorize
the use of AI methods according to the different stages of
penetration testing. This is important in order to identify
specific research gaps, motivating further research in the areas
less investigated (i.e., AI applied to information gathering and
post-exploitation). Furthermore, we address the availability of
open source code for the first time in this domain.

As a significant contribution, our review addresses the
scarcity of recent literature analyses. This is particularly
important because our observations indicate that 2022 and
2023 have been the most productive years to date in the
field under study. Additionally, we have for the first time
considered papers from incipient research directions, such as
the use of Large Language Models (LLMs) for pentesting
web applications or adversarial attacks against learning-based
defenses.

III. REVIEW METHODOLOGY AND RESULTS

Our objective is to present insights in a way that allows for
reaching conclusions, having a clearer picture of the topic at
hand.

A. Penetration Testing Stages in Web Applications.

We use the taxonomy provided in [11] to assign a class
label to each published paper, according to the contribution
towards a specific pentesting stage. Information Gathering. In
this phase the attacker finds information that can be used in
subsequent phases, e.g., domain names; Scanning and Enumer-
ation. In this phase the attacker detects services exposed by the
target web application; The attacker also enumerates running
services (e.g., directories [6]). The goal here is to detect ver-
sions of running services and look for potential vulnerabilities;
Exploit. When the attacker has detected vulnerabilities in the
system, she tries to exploit them and get inside the target;
Post-Exploitation. The attacker tries to obtain higher privileges
and persistence inside hacked systems, and performs lateral
movement activities to gain access to other internal systems.
These stages are mapped to papers in Table II.

B. Strategy

The process starts by formulating the review questions using
the PICO approach [46]: RQ1: What AI methodologies are
predominantly used in web applications penetration testing,
and for what specific purposes?; RQ2: How do AI-driven
web application pentesting tools compare in effectiveness
and efficiency to traditional methods?; RQ3: What are the
recognized limitations and challenges for AI-driven web ap-
plications pentesting tools as identified in the literature?.

Our study focuses on cybersecurity research with an offen-
sive approach, emphasizing exploiting vulnerabilities over de-
fense. The search terms combined to query literature databases
are: Machine Learning, Artificial Intelligence, Vulnerability
Discovery, Pentesting and Web Applications.
We initially retrieved 1203 papers from various literature re-
sources (Google Scholar, IEEE Xplore, ACM Digital Library,
Science Direct, and Scopus), which included duplicates. After

deduplication, we reviewed the abstracts and applied inclusion
and exclusion criteria:

• We include papers that utilize learning-based methods to
analyze web application vulnerabilities, requiring empir-
ical data analysis and peer-reviewed validation.

• Exclusions are made for papers not centered on web ap-
plications, unpublished works, non-English publications,
and non-empirical studies like reviews or opinions, to
concentrate on rigorous, empirical research within web
application security.

Following deduplication and initial screening, 136 papers
remained. We then conducted a full-text review of these
papers, applying our criteria comprehensively. Ultimately, 49
papers qualified for inclusion in our review. The selection
methodology is depicted in Appendix A.

C. Review Results

Now, we break down the results into insights.
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Fig. 1. Papers and pentesting stages investigated over the years.

Research Work Over the Years. Upon applying the exclusion
and inclusion criteria, a total of 49 papers were retained for
further analysis. Over the ten year period, there has been a
steady interest in the topic as can be seen in Fig. 1. Between
2018 and 2021, there was a consistent interest in the topic with
at least 4 papers published per year. In 2022, there were 10
papers published on web application pentesting while in 2023,
there were 9 papers published. By august 2024, 3 relevant
publications were published.
Publication Venues. From the papers reviewed, most of
the papers were published in conferences. 29 papers were
published in conferences with IEEE and ACM conferences
being part of the most popular destinations for publishing. A
total of 20 papers were published in journals.
Stages of Penetration Testing. As depicted in Fig. 1, most of
the papers focused on scanning and enumeration. Papers in this
area focused on vulnerability detection and prediction using a
number of AI approaches. 14 papers focused on exploit. The
areas of post-exploit and information gathering were not as
researched as they only had one paper each. In Fig. 2, we
have depicted what AI algorithms are more frequent in each
stage, which will be further described in Section 4.



Year and Pestenting Stage. In Fig. 1 we can see that
many of the publications in 2023 focused on the exploit
phase in pentesting. Compared to previous years this shows
a possible increasing interest in researching the application
of AI approaches to actually exploit systems. In 2022, we
see that there was a reasonable increase in the number of
publications focused on scanning and enumeration compared
to previous years (although in 2019 we had 5 papers). This
shows a renewed interest in the area, as AI approaches become
more mature and newer algorithms and models are developed.
Frequency and Type of Test. From our review of the articles,
we had 17 papers that focused on static approaches, 25 that
focused on dynamic approaches and 2 papers that focused
on hybrid approaches. Many of the papers in 2022 focused
on injection vulnerabilities detection using either static or
dynamic approaches, with SQL injection and XSS being quite
popular. It is no surprise that in our review we had more papers
that focused on dynamic analysis, as this approach to analysis
is more closely related to what actual penetration testers would
encounter. It is worth noting that, the majority of papers that
focused on the exploitation stage of pentesting formed part of
the papers that made use of the dynamic analysis approach.
Also, in our review, the 2 papers that focused on hybrid, used
dynamic approaches to complement the static approaches, and
were both focused on vulnerability prediction.
Occurrences of AI Subgroups. Now we discuss the fre-
quency of different AI subgroups mentioned in the context
of pentesting in web applications as found in our review.
The AI subgroups listed are Reinforcement Learning (RL),
Machine Learning (ML), Natural Language Processing (NLP),
and Neural Networks (NNs). RL appears to be used the
least, followed by NLP, with ML and NNs being discussed
more frequently. The review reveals a strong preference for
ML algorithms. There’s a notable trend towards employing
advanced NLP techniques, such as word embeddings and
transformers, indicating interest towards understanding and
exploiting textual data within web applications. RL is also
gaining traction, suggesting a move towards more adaptive
and dynamic testing approaches.

IV. FROM REVIEW RESULTS TO TAXONOMIES

In this section, we extract insights from the reviewed papers
with the objective of understanding the state of the art.
Algorithms. Delving deeper, we have explored the number of
times each algorithm was used across the papers reviewed.
ML techniques remain heavily favored, with Support Vec-
tor Machines (SVM) leading with 16 occurrences, followed
closely by Random Forest (RF) at 15, and Logistic Regression
(LR) with 12 appearances. Other frequently used supervised
learning algorithms include Naive Bayes (NB) and Decision
Trees (DT), appearing 11 and 7 times respectively, illustrating
the diversity in model selection. K-Nearest Neighbor (KNN)
also feature prominently, showing up 5 times. Deep learn-
ing techniques such as Long Short-Term Memory (LSTM)
networks are noted 6 times, demonstrating their relevance
in sequence analysis and natural language processing. While
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Fig. 2. Frequency of AI algorithms according to each pentesting stage. Larger
circles indicate higher frequency.

still less common compared to traditional ML methods, RL
approaches like Deep Q-Learning (DQN) and Generative
Adversarial Networks (GAN), each appearing twice, indicate
an emerging interest in more complex model strategies.

Furthermore, in order to understand what problem they were
trying to solve, in Fig 2 we map the frequency of AI algorithms
to each pentesting stage. An acronym list with full algorithm
names can be found in the Appendix B.

Shallow algorithms are applied across a wide range of tasks
but are particularly prominent in the scanning and enumeration
stage. They are effective for tasks that require quick and robust
decisions based on clear feature distinctions. These methods
are often used due to their simplicity, interpretability, and
effectiveness in scenarios with less complex data structures.

Deep learning models are increasingly used in later stages
of penetration testing such as exploit detection. These models
excel in identifying complex patterns and sequences in data,
which are crucial for detecting sophisticated multi-stage
attacks.



Datasets. Supervised ML methods rely on annotated corpora.
The quality of this data directly impacts the ability of the
tool. Static analysis tools leverage source code gathered from
online repositories, and manual labeling is usually required.
Authors in [35] manually create input-output test case pairs
to build their training dataset based on publicly available
SQLi test cases, i.e., they mine repositories of fuzz testing
or brute force tools from various projects1. Another variant
is to use a synthetic test case generator. Authors in [22]
used a publicly available repository2 containing synthetic
test cases written in PHP for both training and evaluation of
XSS vulnerability prediction. The SARD dataset [62] (also
known as SAMATE Reference Dataset) provides researchers,
developers, and general end users with a set of artifacts
with known security errors and fixes for them. The artifacts
include designs, source code, binaries, etc., that is, elements
from all phases of the software life-cycle. The samples
include synthetic (i.e., created for testing), collected from
production environments, and academic research. This dataset
contains real, production software applications with known
bugs and vulnerabilities, what allows developers to test their
methods and end users to evaluate a tool in a realistic manner.
The dataset intends to bring together a wide variety of
vulnerabilities, languages, platforms, and compilers. The size
of the applications ranges from small to large. The source
codes are written in C, C++, Java, PHP and C#, containing
over 150 different classes of weaknesses. We observe that
PHP samples from SARD are used for both training ML
models (e.g., with XSS vulnerable snippets [30], SQLi test
cases [30], [18], etc.) and evaluating tools [44], [30], [41] in
the context of web application vulnerabilities. Authors in [74]
use SARD-testsuite-103 to test their PHP code-auditing NN
approach as it considers the four elements (data source,
filtering function, dangerous function and environment) for
vulnerability formation during the generation process; this
dataset largely simulates the vulnerability situations in real
projects. Another type of repository is Xssed3, which claims
to be the largest online archive of websites vulnerable to
XSS, even though it seems to have ceased activity. Authors
in [21] perform their experiments on 50 websites chosen
from Xssed in chronological order. Authors in [73] use
Xssed in combination with their own dataset to compare their
automatic XSS attack vector generator based on RL against
other solutions from literature. From our analysis, we observe
that there is a scarcity of datasets available to researchers.
Authors in [10] contribute to the research community by
making their custom dataset available online4. Their dataset
consists of 5828 HTTP requests from 60 popular websites
of the Alexa ranking, including 939 sensitive requests.
Another example is the released BCCC-SFU Adversarial
SQL Injection Attack Dataset as found in [26], and a

1https://tinyurl.com/wh94b8t
2https://github.com/stivalet/PHP-Vulnerability-test-suite
3http://www.xssed.com/
4https://github.com/alviser/mitch

synthetic attack dataset in [12]. In [34], authors make attack
grammars for three typical attacks; their trained models and
datasets are also publicly available5. Authors in [12] trained
a generative model based on attack labels and attack features;
they reference a repository6 of payloads to exploit XSS.
Target Web Applications. New approaches are evaluated
using common environments. DVWA7 is an environment
specially developed for testing web app security, as it includes
a wide range of vulnerabilities on purpose. Authors in [41]
run the Web Application Protection tool that implements
their detection approach, being able to correct 6 files of
DVWA version 1.0.7. Furthermore, authors in [73] attempt
XSS vulnerability detection on DVWA. As the most adopted
Content Management System (CMS) worldwide, WordPress
has a wide variety of plugins available. These plugins
constitute interesting targets for studying vulnerabilities.
Authors in [43] select 15 plugins according to their
development team (5 developed by companies and 10 by
individual developers) and the number of downloads (5 with
less than 100000 downloads and the rest with more). Their
goal was to assess a set of functions to sanitize and validate
data types. SourceForge8 is a software platform for open
source and business software. Authors in [59] obtain datasets
for evaluation from publicly known vulnerable versions of
programs hosted in SourceForge, such as CuteSITE 1.2.3 (a
content management system), Faqforge 1.3.2 (a document
creation and management system) and Schoolmate 1.5.4
(a school administration system). Authors in [34] perform
testing against two famous open-source WAFs: ModSecurity9

and Naxsi10.
Additional Tools. We have identified several tools that are
commonly used in the papers reviewed. WEKA [55] is an
open source, platform-independent and freely available tool
that support researchers with the implementation of ML
algorithms for data mining and ML experimentation [72].
Authors in [22] and [61] use the tool to extract feature from
data sets and build models. Authors in [41] use WEKA to
evaluate their dataset of false positive vulnerability instances
using individual models and their combination via meta-
models. Authors investigating PHP vulnerabilities in source
code [41] compare their ML-based solutions against existing
tools such as Pixy [27]; these tools are commonly preferred
due to alternative options mostly being simple prototypes.
Web scanners are often used as a baseline to compare new
methods. ZAP [52] is the most popular web app scanner
worldwide. It is free and open source. Wapiti11 is a web
application auditor that performs back-box scans. Firstly,
Wapiti starts by crawling the target site, and identifying scrips
that allow data injection. To verify if a script is vulnerable,

5https://github.com/hongliangliang/gptfuzzer
6https://github.com/payloadbox/xss-payload-list
7https://github.com/digininja/DVWA
8https://sourceforge.net
9https://github.com/SpiderLabs/ModSecurity
10https://github.com/nbs-system/naxsi
11https://wapiti-scanner.github.io/



Wapiti injects payloads (i.e., fuzzing). Burp Scanner [54]
is an automated Dynamic Application Security Testing web
vulnerability scanner. It is a commercial tool and therefore
not open source. Burp Scanner is designed to replicate actions
and methodologies of a skilled manual tester. Black Widow12

is a Python-based web application scanner that is able to
gather Open Source Intelligence Gathering (OSINT) and fuzz
for OWASP vulnerabilities on a target website. In the context
of discovering real-world vulnerabilities, authors in [32]
report detection results and number of attempted requests of
each one of the mentioned tools. They do this to produce a
comparison against their proposed RL-based solution Link
for XSS vulnerability detection in black-box settings. In their
experiments, Burp found more bugs than Link because of a
more advance crawling strategy that includes name guessing
and extrapolation from naming conventions. When focusing
the comparison on only the input parameters and URLs that
Link’s crawler found, the RL-based solution was superior;
it was able to find every vulnerability that Burp found, but
with far fewer requests, showcasing promising pentesting
capabilities. Link was superior than the ZAP, Wapiti and
Black Widow in both finding vulnerabilities and number of
attack request required. Authors in [73] include ZAP, Burp
Suite and Wapiti between others.

As a takeaway, we draw the conclusion that researchers
in this domain are inclined to use open-source tools for their
development and experiments, limiting the use of proprietary
tools to results comparison.

V. DISCUSSION

This section delves into answering research questions, pro-
viding insights into the methodologies, effectiveness, and
future directions of AI in web application penetration testing.

A. Answering Research Questions

Based on our review results, we can derive the following
insights to answer the research questions.
RQ1: What AI methodologies are predominantly used in
web applications penetration testing, and for what specific
purposes? In the realm of AI-driven pentesting, ML stands
as the primary area of focus, complemented by investigations
into NNs and NLP, with RL receiving the least attention.
Supervised learning, particularly, is extensively explored
across various phases of pentesting, including scanning,
enumeration, and exploitation. Research that explores the
combination of supervised and unsupervised learning,
indicates a growing interest in leveraging both approaches
to develop more robust pentesting methods. Despite being
less commonly investigated, RL is primarily applied in the
exploit stage, suggesting its potential in pentesting. The
combination of supervised and unsupervised learning, as
well as RL, suggests a trend toward developing adaptive
and autonomous systems capable of effectively navigating

12https://github.com/1N3/BlackWidow

the complexities of web application security. The reviewed
body of research predominantly focuses on enhancing the
automation, efficiency, and precision of identifying and
exploiting vulnerabilities, highlighting an integrated approach
to enhancing the scanning, enumeration, and exploitation
through AI methodologies. Readers can refer to 2 for a
visual representation of the distribution of models for each of
the pentesting stages. The scanning and enumeration stages
heavily dominates in terms of the variety and frequency
of algorithms used, indicating a significant focus on this
initial phase of penetration testing within the surveyed
literature. SVM and RF, which are both highly versatile and
robust, are popular choices for classification tasks in security
contexts. NB and LR are also extensively used, likely due
to their simplicity and effectiveness in binary or multi-class
classification tasks. In the exploit stage, where the goal is
to achieve unauthorized actions on the system, there is a
smaller variety of algorithms used, with GAN and HMM
being notable for their specialized applications. The use of
advanced and complex models like Transformers and Deep
Reinforcement Learning algorithms (e.g., DQN, DDQN,
PPO) is observed in the exploit stages, suggesting a trend
towards employing sophisticated AI techniques to automate
and optimize attack strategies. In the cases of Post-Exploit
and Information Gathering, the lack of focus in these areas
stop us from identifying meaningful trends.
RQ2: How do AI-driven web application pentesting tools
compare in effectiveness and efficiency to traditional
methods? AI-driven web application pentesting tools show
promise in effectiveness and efficiency when compared to
traditional manual and automated methods. For example,
AI-based tools can perform certain tasks with fewer requests
than traditional tools, as seen with the RL-based solution
Link [32], which outperformed others like ZAP, Wapiti, and
Black Widow in detecting vulnerabilities while requiring
fewer attack requests. However, traditional tools like Burp
Scanner, with advanced crawling strategies13, can identify
more bugs than some AI-based tools. From our review,
various studies evaluated the effectiveness of their AI-based
pentesting systems against known manual and state-of-the-art
tools, showing promising results, e.g., in [7], the number of
vulnerabilities discovered was significantly higher with AI;
in studies such as [30] and [42], previously undiscovered
vulnerabilities were identified using learning models. While
most studies did not explicitly report time metrics, the few
that did indicated clearly that the AI-based pentesting tools
took less time than traditional methods. In [43], authors
compare the learning-based vulnerability recognition tool
DEKANT against Navex [3] (a non-AI exploit generation
framework for web applications). Their findings confirm the
effective detection capabilities of DEKANT, highlighting it
as the tool with the highest accuracy and precision, along

13Burp identified more XSS vulnerabilities than Link due to its advanced
page crawling features, such as the ability to guess names and extrapolate
based on naming conventions.



TABLE II
REVIEWED PAPERS (49) ORGANIZED BY PUBLICATION YEAR AND ORDERED BY DESCENDING NUMBER OF CITATIONS AT THE TIME OF THE SURVEY

(AUGUST 2024). LEGEND OF AI PARADIGMS: SUPERVISED (S), UNSUPERVISED (U), REINFORCEMENT LEARNING (RL), OPEN-SOURCE CODE (*). THE
REST OF ALGORITHM ACRONYMS AND THEIR FULL NAMES CAN BE FOUND IN THE APPENDIX B.

Ref Cited Year Pentesting Stage AI Algorithms
[61] 144 2013 Scanning/Enumeration S+U LR, MLP
[60] 111 2013 Scanning/Enumeration S NB, MLP
[59] 134 2014 Scanning/Enumeration S+U LR, RF
[44] 115 2014 Post-Exploit S SVM, LR, KNN, NB
[41] 161 2015 Scanning/Enumeration S ID3, C4.5, J48, RT, RF, NB, KNN, LR
[22] 67 2015 Scanning/Enumeration S SVM, NB, Bagging, RF, J48, JRip
[21] 45 2015 Scanning/Enumeration S KNN, GB, SGD, DT, SVM, NB, RF
[42] 60 2016 Exploit S HMM
[64] 2 2016 Scanning/Enumeration S SCW, SVM
[65] 31 2017 Scanning/Enumeration S LR, SVM
[7] 65 2018 Exploit S RF, RT
[30]* 48 2018 Scanning/Enumeration S DT, LR, NB, RF, TAN
[66] 8 2018 Scanning/Enumeration S NB, LR, SVM
[23] 5 2018 Scanning/Enumeration S NB, RT, RF, JRip, J48, SVM, Bagging
[10]* 46 2019 Scanning/Enumeration S SVM, DT, RF, GBDT, LR
[28] 10 2019 Scanning/Enumeration S RF, NB, J48
[33] 8 2019 Scanning/Enumeration S+RL SVM, MLP, DQN, LSTM
[17] 5 2019 Scanning/Enumeration S SGBT
[53] 2 2019 Scanning/Enumeration S+U SVM, PAA
[35]* 36 2020 Exploit S+U Transformers
[18] 20 2020 Scanning/Enumeration S+U LSTM
[70]* 5 2020 Exploit S GAN
[8] 4 2020 Information Gathering S BigARTM
[19] 2 2020 Scanning/Enumeration S DT, RF, MLP, NB, KNN, LR, SVM
[45]* 27 2021 Scanning/Enumeration S DNN
[5]* 6 2021 Exploit U Autoencoder
[37] 3 2021 Scanning/Enumeration S BPNN, GA
[48] 2 2021 Exploit S+U SVM, PAA, DAA
[32]* 13 2022 Exploit RL PPO, DQN, A2C
[31] 12 2022 Scanning/Enumeration S CNN
[49] 11 2022 Scanning/Enumeration S FSM
[43] 9 2022 Scanning/Enumeration S HMM
[39] 4 2022 Scanning/Enumeration S DT, KNN, RF, LR, SVM, LSTM, BiLSTM,

GRU, BiGRU
[67] 2 2022 Scanning/Enumeration S LSTM, RF, GB, LR
[75] 1 2022 Scanning/Enumeration S Gated RNN
[47] 0 2022 Scanning/Enumeration S CNN, RNN, LSTM, BiLSTM
[38] 0 2022 Scanning/Enumeration S DT, SVM, NB, RT, RF, JRip
[36] 7 2023 Scanning/Enumeration S Graph CNN, RNN
[2] 2 2023 Scanning/Enumeration S Transformers
[68] 0 2023 Exploit S NB, LR, DT, RF, XGBoost
[74] 0 2023 Scanning/Enumeration S ASTNN, LSTM, SVM, ASTE
[73] 0 2023 Exploit RL DDQN
[34]* 0 2023 Exploit U+RL Transformers, MDP
[63]* 0 2023 Exploit RL Q-Learning
[26] 0 2023 Exploit U RF, Adaboost, SVM, RNN
[12] 0 2023 Exploit S+RL GAN
[29] 0 2024 Exploit S Transformers
[6] 0 2024 Scanning/Enumeration U K-means
[51] 0 2024 Exploit S LSTM

with the lowest false negative (FN) rate. DEKANT also
exhibited the highest false positive (FP) rate, primarily due to
the 58 FPs detected in a particularly vulnerable application.
In contrast, NAVEX-f showed the poorest performance
metrics, partly because it failed to include this application.
Nevertheless, even when this application is excluded from
the analysis, DEKANT continues to outperform NAVEX-f,
and its FP rate shows a substantial decrease. Generally, the
absence of standard baselines for evaluation and the diversity
of approaches complicates making equitable comparisons
between different AI-based methods, as well as understanding
their performance relative to traditional methods.
RQ3: What are the recognized limitations and challenges
for AI-driven web applications pentesting tools as

identified in the literature? AI methods, especially
supervised ML, heavily rely on high-quality annotated data.
The effectiveness of these tools is directly influenced by
the quality of the datasets they are trained on. Creating
training datasets often requires significant manual effort,
such as manually labeling source code from repositories or
generating synthetic test cases. There is a noted scarcity
of publicly available, well-annotated datasets for training
and testing AI-driven pentesting tools, which limits research
and development. While there are datasets like SARD that
provide a range of artifacts with known vulnerabilities,
ensuring that these datasets reflect real-world complexities
and latest vulnerability trends is a continuous challenge.
There is a need for common environments like DVWA



to evaluate new AI-based approaches, but these may not
always reflect the latest or most advanced vulnerabilities
found in production environments. From our review, many
papers focused on either static or dynamic approaches to
vulnerability discovery, therefore, one area for improvement
is to further study the use of hybrid-based approaches.
Furthermore, only a handful of papers made use of RL. An
increased adoption of RL-based approaches would allow
to address the problem of dataset scarcity, as RL does not
rely on annotated data as heavily as supervised methods.
Another area of improvement is supporting open science
and reproducible research, since only 9 out out of 44
papers made their artifacts available online (i.e., [10], [5],
[34], [30], [63], [35], [70], [45], [32]). This ratio is in line
with the statistics presented in other recent surveys [50],
[57], therefore, this a generalized issue in the cybersecurity
domain. The preferred way to share their projects is via Git
repositories. Authors in [63] state that the data and code
is available upon request, while authors in [49] mention
that because of the size and propriety of the dataset used,
it could not be shared. Authors in [60] mention the release
of artifacts in the personal website of an author; however,
we attempted to follow the provided link and the project
was not currently accessible. Additionally, as can be seen in
Table II, there is a correlation between releasing open source
code and having a higher number of citations in the long term.

B. Future Research Directions

Research Gaps. SQL injection and XSS have consistently
appeared in the OWASP top 10 for several years. Given the
extensive research already conducted on these types of attacks,
we anticipate that future studies will focus on other prominent
OWASP vulnerabilities, such as cryptographic failures and
Server-Side Request Forgery (SSRF). From our analysis, we
can see that the post-exploit and information gathering aspects
are minimal, exhibiting research gaps. Other gaps include AI
applied to perform a chained attack or attack sequence (i.e.,
multi-stage attacks). From our side, apart from addressing
these research gaps, future work will involve evaluating the
effectiveness of specific algorithms across pentesting stages.

Additionally, we anticipate the emergence of several rele-
vant directions in the near future:
Large Language Models (LLMs). We came across very
recent pieces of work that leverage LLMs for penetration
testing [2], [29]. It is worth noting that, there was a previous
paper that still did not go through peer review, and therefore
were excluded from the review: Authors in [16] used LLMs for
pentesting for the first time, creating a new research direction.
Adversarial Attacks. Attacks against AI-based pentesting
tools in web applications represent a sophisticated level of
threat. These attacks are designed to exploit the weaknesses
in the AI models themselves, rather than the web applications
they are meant to protect. Authors in [26] explore this topic in
the context of SQL injection detection. More recently, authors
in [51] present a framework that utilizes multi-modal artifacts

collected from triggered browser events to successfully distin-
guish human visitors from bots. They explore two adversarial
attacks aiming to make the model classify modified bot inter-
actions as human traces. In the reviewed paper [10], authors
explicitly mention that their classifier is not designed to be
resilient to adversarial attacks; they justify this by highlighting
that their tool is not intended for attack detection, but for
offensive purposes, that is, Cross-Site Request Forgery (CSRF)
vulnerability detection. However, we consider that adversarial
manipulations could be used to mislead the pentesting tool
into missing CSRF attack vectors.

Additionally, adversarial attacks may transfer across mod-
els [15]. If a pentesting tool shares commonalities with other
AI models (which is often the case), these transferable attacks
could be effective for all of them.
Explainability. Explainable AI can play a significant role
in AI-based pentesting for web applications by making the
decision-making processes of AI systems transparent and
understandable to humans. This is important in cybersecurity,
where understanding the rationale behind a detection or a deci-
sion can significantly impact the response strategy. Moreover,
explainability methods have the potential to support testers in
finding workarounds to bypass AI defensive methods [57].
Enhancing Data Privacy in AI-driven Penetration Testing.
Future research in AI-driven pentesting should prioritise the
privacy of client data, developing methods that safeguard sen-
sitive information during and after security assessments. This
includes creating AI models that can effectively identify and
protect personal and proprietary data from exposure or misuse,
ensuring compliance with global data protection regulations.

VI. CONCLUSION

Our literature review has highlighted key trends and chal-
lenges in employing AI for penetration testing within web
applications. Notably, machine learning, especially supervised
learning, emerges at the forefront of research efforts, aiming
to streamline vulnerability identification and exploitation pro-
cesses. However, the efficacy of these AI methodologies hinges
on access to well-annotated datasets, which are in short supply.
While AI-based tools have proven to be more efficient than
traditional approaches, they still face significant challenges,
such as the need for enriched data and more realistic testing
environments. Future research in this field will focus on the
security and interpretability of AI-enabled tools, as well as
leveraging the potential of generative AI.
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B. List of Acronyms

TABLE III
ALGORITHM ACRONYMS AND OTHER ABBREVIATIONS USED.

Acronym Full Name
A2C Advantage Actor-Critic

Adaboost Adaptive Boosting
ASTNN Attention-based Spatial-Temporal Neural Network
ASTE Attention-based Spatial-Temporal Encoder

Bagging Bootstrap Aggregating
BiGRU Bidirectional Gated Recurrent Unit

BiLSTM Bidirectional Long Short-Term Memory
BigARTM Big Additive Regularization on Topic Models

BP NN Back Propagation Neural Network
CNN Convolutional Neural Network
DAA Deterministic Arithmetic Automata

DDQN Double Deep Q-Network
DNN Deep Neural Network
DQN Deep Q-Network
DT Decision Tree

FSM Finite State Machine
GA Genetic Algorithm

GAN Generative Adversarial Network
GB Gradient Boosting

GBDT Gradient Boosting Decision Tree
Gated RNN Gated Recurrent Neural Network
Graph CNN Graph Convolutional Neural Network

GRU Gated Recurrent Unit
HMM Hidden Markov Model
ID3 Iterative Dichotomiser 3
J48 J48 Decision Tree
JRip Repeated Incremental Pruning
KNN K-Nearest Neighbors
LR Logistic Regression

LSTM Long Short-Term Memory
MDP Markov Decision Process
MLP Multi-Layer Perceptron
NB Naive Bayes

PAA Probabilistic Arithmetic Automata
PPO Proximal Policy Optimization
RF Random Forest

RNN Recurrent Neural Network
RT Random Tree

SCW Soft Confidence-Weighted Learning
SGD Stochastic Gradient Descent

SGBT Stochastic Gradient Boosting Tree
SVM Support Vector Machines
TAN Tree Augmented Naive Bayes

XGBoost eXtreme Gradient Boosting


