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Abstract—6G  networks will be highly dynamic, re-
configurable, and resilient. To enable and support such
features, employing AI has been suggested. Integrating AI
in networks will likely require distributed AI deployments
with resilient connectivity, e.g., for communication between
RL agents and environment. Such approaches need to be
validated in realistic network environments. In this demo,
we use ContainerNet to emulate Al-capable and autonomic
networks that employ the routing protocol KIRA to provide
resilient connectivity and service discovery. As an example
Al application, we train and infer deep RL agents learning
medium access control (MAC) policies for a wireless network
environment in the emulated network.

Index Terms—computer networks, networks for Al, autonomic
networks.

I. INTRODUCTION

6G networks and beyond will be highly dynamic due to
the inclusion of non-terrestrial networks (e.g., drones, satel-
lites) and increased network virtualization [[1], among others.
Frequently changing network environments (e.g., topologies,
traffic loads) require frequent network re-configurations. Al
has been suggested to optimize network configuration auto-
matically. Proposed use cases range through the entire network
stack from network management to optimizing and learning
wireless medium access control (MAC) protocols [2], [3].

While Al is often executed in data centers, when used in
large-scale networks (6G, Internet, ...), Al models need to
be frequently (re-)trained and placed at many locations inside
the network to meet, e.g., latency demands. We can no longer
ignore where data, training, and inference are located but need
to account for this explicitly: we need to build distributed
Al applications. Large-scale-network characteristics (i.e., la-
tency, outages, convergence time after re-routing) will affect
distributed Al applications much more than typical data-center
networks, both during training and inference.

Therefore, distributed Al applications for large-scale net-
works need to be validated in realistic network environments
that emulate or simulate these characteristics. In this demo,
we emulate networks with ContainerNet [4]] and simulate as-
pects not amenable to emulation (e.g., wireless environments)
with ns-3. We use this setup to demonstrate the testing of
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a distributed Al application in autonomic networks: Hence,
deep RL agents in the emulated network learn to design
wireless MAC policies for a connected (simulated) wireless
network. For resilient connectivity and discovery mechanisms,
the emulated network uses the autonomic routing protocol
KIRA [5].

II. TESTING DISTRIBUTED AI IN AUTONOMIC NETWORKS

Our demo comprises three key components: support for
distributed AI applications as such (Section [[I-A), KIRA as
a connectivity/discovery solution for the control plane of
autonomic networks (Section , and Al for MAC learning
as a concrete application (Section [[I-C).

A. Testing Distributed Al Applications

In distributed Al setups, training and inference must be
analyzed separately due to their different requirements, e.g.,
regarding computing resources and latency. Al inference is
usually less computationally intensive than Al training but
can have tighter latency requirements. To reduce latency,
Al inference could be deployed close to the point of use:
distributed inference.

Al training requires a lot of data and computing resources.
Network dynamics degrade Al model performance, requiring
regular retraining. This is easily done locally, but to ensure the
generalizability of a model, training data may need to come
from multiple nodes. When training on a central node, the
resulting traffic and data load from sending the training data
has to be carefully weighed with the performance gains from
Al More likely, AI models train on or near data collectors
in a distributed manner where model updates are exchanged
between the nodes involved in the training, hopefully reducing
data load and speeding up training. This so-called distributed
training is, however, influenced by the network, e.g., through
link failures or delays.

Therefore, when using Al models in a network, it is nec-
essary to test its training and inference performance. Testing
with actual networks is too expensive; simulations are often
too abstract. Instead, we enhanced ContainerNet, a container-
based network emulator, with support for GPU acceleration.
This allows testing and validating Al applications in realistic
network environments, enabling cost-efficient comparisons of
different distributed Al use cases.
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Figure 1: Demo Setup

B. KIRA: Resilient Connectivity and Discovery

For distributed AI, nodes in a network that collect data,
train, or infer (e.g., routers, base stations, gateways, ...) need
to be connected and know with whom they exchange data or
model updates.

In this demo, we deploy the autonomic routing protocol
KIRA to provide scalable and resilient connectivity between
components of distributed Al, i.e., between RL agents and
the (simulated) wireless environment. Furthermore, we use a
distributed hash table (DHT) integrated into KIRA to provide
an autonomic, distributed DNS service within the network.
In the demo, this is used as a simple discovery mechanism,
e.g., to discover available RL nodes. These features allow the
autonomic operation of distributed Al applications.

C. Al for MAC Learning

The AI application in our demo learns to design adaptive,
environment-aware MAC policies in wireless networks, similar
to [2], [3]. This method allows dynamic changes to protocol
features to meet various application requirements and optimize
network performance. The deep RL agents learn typical MAC
functions and policies through interaction with a simulated
wireless network. By potentially adding, removing, or mod-
ifying protocol features, the protocol can continuously adapt
and optimize based on the network and radio environment.

III. DEMO SETUP

Our demo setup is illustrated in Figure [T] It consists of
a network emulated with ContainerNet (1), an integrated ns-3
simulation of the wireless network environment @, and real
hardware APs (3.

In the emulated network itself, two RL nodes Q) access
a GPU and are more suitable for training and inferring ML
models. They are connected with a core network infrastructure
consisting of KIRA routers (3). This infrastructure also con-
nects the RL nodes to the node running the ns-3 simulation
of the wireless environment (3). This node acts as gateway
between the simulated wireless environment and the emulated
network. Furthermore, this node has an OpenWRT interface to
test the learned MAC protocol settings on actual hardware ).

All nodes of the emulated network run a KIRA routing
daemon providing 1.) autonomic IPv6 connectivity between

all nodes and 2.) a custom, local DNS server that uses KIRA’s
DHT to process DNS requests. After short convergence, nodes
send a DNS update @, with a name (e.g., rlagent.kira.internal)
and their IPv6 address, to the local DNS server, which stores
them in the DHT. This allows the simulation node to discover
the RL nodes using a DNS query (@). On the RL nodes, deep
RL agents learn to design application-specific MAC protocols
by exchanging actions (MAC configurations), observations,
and rewards (8) with the wireless environment via the core net-
work. With each iteration, the simulated wireless environment
changes, e.g., in terms of the number of access points (APs)
and traffic. The same process takes place during inference,
except that the policies of the deep RL agents do not change.
Using the demo setup, we demonstrate three distributed
training and inference scenarios in a wireless environment with
four APs. At the start-up of the network, we show how the
nodes connect and discover each other in an autonomic manner
via KIRA. We then compare the scenarios by evaluating the
episode return of the deep RL agents during training and the
mean throughput of the wireless network during inference:

o Central Single-Agent DRL: A deep RL agent trains and
infers a policy on one RL node to configure all APs.

e Central Multi-Agent DRL: A deep RL agent trains and infers
a policy on one RL node for each AP individually.

o Distributed Single-Agent DRL: At each RL node, a deep
RL agent receives observations and rewards for a subset of
APs to train and infer a policy for its subset.
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