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Abstract. In recent years, research on artificial intelligence (AI) has
made great progress. Al-tools are getting better in simulating human
reasoning and behavior every day. In this paper, we discuss the extent
to which Al-tools can support Correctness-by-Construction (CbC) engi-
neering. This is an approach of formal methods for developing function-
ally correct programs incrementally on the basis of a formal specification.
Using sound refinement rules, the correctness of the constructed program
can already be guaranteed in the development process. We analyze the
CbC process regarding steps for potential Al-tool support in the tool
CorC, which implements CbC. We classify the findings in five areas of
interest. Based on existing work, expert knowledge, and prototypical ex-
periments, we discuss for each of the areas whether and to what extent
Al-tools can support CbC software development. We address the risk
of Al-tools in formal methods and present our vision of Al-integration
in the tool CorC to support developers in constructing programs using
CbC engineering.
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mal methods - Deductive verification

1 Introduction

In the last years, artificial intelligence (AI) has made rapid progress in nearly
every domain. Since ChatGTP was released in November 2022 [23], new Al-tools
are deployed on a daily basis. Among them, generative chatbots support soft-
ware engineering, i.e., by generating source code given a description in natural
language or more formal specifications as JavaDoc [16]. Whereas ChatGPT still
works as a standalone browser chatbot, various tools such as GitHub Copilot E|
or Tabby E| come with integration into common IDEs. The basis of every Al is an
Al-model that should mimic human decisions and behavior. For understanding
requests written by humans, so-called prompts, and for generating appropriate
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responses, nowadays, a commonly used basis for Al-tooling are large language
models (LLMs). These models can be trained self-supervised using many unla-
beled data sets. A current field of research focuses on explaining the reasoning
of Al-models, as they are oftentimes black-boxes, even for developers. Covered
by the term eXplainable AT (XAI), research is being conducted in a wide variety
of directions in order to make the decisions of an AI-model comprehensible to
humans. One approach is Chain-of-Thought prompting (CoT). In CoT, models
are trained step-wise and with detailed information about the way a solution
was deduced [7]. As a result, these models are able to explain the given solution
in a more detailed way than traditional models [34].

A step-wise process as in CoT can also be found in the field of formal meth-
ods, often used for software development of safety-critical systems. The approach
of Correctness-by-Construction (CbC) describes a process where code is de-
veloped incrementally using refinement rules. Based on a formal specification,
these refinement rules are applied step-by-step [I5]. The application of each of
the refinement rules can be verified individually using specific side conditions.
With this fine-grained implementation and verification process, errors can be de-
tected earlier in development than it is possible with post-hoc verification, where
the verification takes place after the implementation is completed. The Eclipse-
plugin CorC offers tool support for CbC engineering and brings the incremental
approach into practice [28]. In 2020, user studies have shown a decreased verifi-
cation effort using CorC compared to post-hoc verification [29]. This is because
CorC requires developers to think of the implementation steps before actually
writing code. However, the formal process of CbC requires more effort than
traditional software engineering does. Developers need a lot of knowledge and
experience in the fields of formal methods. Especially, the definition of specifi-
cations, intermediate conditions, and further formal annotations is an advanced
task, as their correctness and completeness is of utmost importance. In summary,
CbC offers advantages in terms of verification efficiency and understanding of an
implementation, but requires experience and knowledge to successfully develop
functionally correct software.

In this paper, we want to discuss in which ways Al and CorC can work to-
gether. The goal is to evaluate to what extent Al is able to support developers in
CbC engineering for addressing the problems of CbC mentioned above. Based on
the common workflow, we analyze in which steps of the CbC-process Al-tools
can be used to support the actions of a developer or even take over a devel-
oper’s manual work completely. Analyzing the development process using CorC,
we determine the challenges that developers have to face in the CbC engineer-
ing process and which steps of the process could be optimized. We classify the
obtained challenges in five areas of interest. These are, next to the aforemen-
tioned definition of specifications, the refinement rule application process, the
automated generation of source code, the verification of the side conditions of
the applied refinement rules, and the usability of the CorC tool for developers.
For each of these areas, we present general existing work on Al-support. Based
on expert knowledge and prototypical experiments, we discuss whether and in
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what way Al is applicable in CorC. Finally, we evaluate the findings regarding
their benefits, risks, and challenges for the CbC-process.
In summary, we make the following contributions:

— We analyze the CbC engineering process using the tool CorC and determine
areas of interest where Al-tools could support developers.

— We introduce existing work on AT in software engineering and formal meth-
ods in these areas of interest. Together with expert knowledge and proto-
typical experiments, we evaluate whether and in what way Al is applicable
to the CbC-process and in CorC.

— We discuss the presented approaches regarding their benefit and the effort
that is needed for the integration in the development process. Further, we
discuss disadvantages and risks of Al applied in a formal verification process.

2 Background

In this section, we present background about CbC using the example of the
LinearSearch algorithm. Further, we introduce the tool CorC that enables the
development of Java-code using CbC.

Correctness-by-Construction Engineering

Correctness-by-Construction (CbC) is an incremental approach to implement
functionally correct software. The implementation of a method starts with an
abstract Hoare-triple {P} S {Q} [15]. Precondition P and postcondition @ are
defined in first-order logic. The abstract statement S is to be substantiated
through the application of refinement rules. The triple can be interpreted in
such a way that if precondition P is fulfilled, program S will terminate and
postcondition @ will be satisfied. The final result of the CbC implementation
process is a program in Guarded Command Language (GCL) [10]. GCL-programs
can contain different programming constructs, which are represented as refine-
ment rules in CbC. In Figure [T} we present the available rules and their logical
definition. The application of these refinement rules to the abstract statement S
of the starting Hoare-triple leads to an implementation that complies with the
starting specification [15].

Using deductive verification, it is possible to verify the side conditions, i.e.,
individual pre- and postconditions, of each refinement step and, thus, guarantee
their correctness. Deductive verification is a branch of formal methods for rea-
soning based on logical inference rules in order to prove a logical formula [IT].
The available logical inference rules form the logical calculus which, depending
on the calculus’ complexity, determines whether constructing a complete proof
is possible for any given valid formula, maybe even automatically, or whether
the calculus is incomplete.

In Figure [2| we show the implementation of the LinearSearch algorithm as
an example of using CbC. In the following explanation, we refer to the circled
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{P} S{Q} can be refined to
1. Skip: {P} skip {Q} iff P implies Q
2. Assignment:  {P} x:=E {Q} iff P implies Q[x:=E]
3. Composition:  {P} S1;S. {Q} iff there is an intermediate condition M such that
{P} S: {M} and {M} S; {Q}
4. Selection: {P}if G1 — Syelif ... Gn — S fi {Q}
iff (P implies G1V G2 V ... Gy) and {P A Gi} S; {Q} holds for all i
5. Repetition: {P}do[l, V] G — Sod {Q}
iff (P implies I) and (I A =G implies Q) and {I A G} S {1} and
{IAGAV=Ve}S{l A0V AV<Vi}
6. Method Call: ~ {P} b:=m(ay, ..., an) {Q}
with method {P’} return r m(param py, ..., pn){Q’}
iff P implies P’[pi:=a;] and Q’[pi®®:=a°%, r:=h] implies Q

Fig. 1. CbC refinement rules [15].

numbers that are used as annotations in the figure. In the first step of every
CbC implementation, a starting specification, supplementary global conditions,
method parameters, and variables have to be defined. For the LinearSearch al-
gorithm, we define an integer array A and an element x that we are looking for
as parameters (1). As we already plan to use a loop to iterate over the elements
of array A, we also define a local variable k as the index variable. For the starting
specification (2), we define a predicate app, which evaluates to true or false,
depending on whether value x is present in the provided range of array A. Thus,
our precondition ensures that there is at least one element with value x in the
range [0, A.len] of array A. As postcondition, we state that we found an element
in array A that equals the value x at position k. For covering cases of empty or
uninitialized arrays and for ensuring the boundaries of variable k, we define a set
of global conditions (3) that has to be satisfied at all times. With this informa-
tion set up, we can start the actual implementation process. We already thought
of a loop to iterate over the elements of array A. For this, we need at least two
programming constructs, one initializing the index variable k and another one
for the loop. Thus, we first apply the composition rule (4) (see Figure [1)) which
comes with an intermediate condition. We define the intermediate condition to
ensure index k to be initialized with the last position of array A next to the
predicate app(A, x, 0, A.len) known from the starting specification. The ab-
stract statement S; that was introduced with the composition rule is now refined
with an assignment k := A.len-1 (5). The conditions for that assignment are
propagated from the composition rule. The abstract statement Sy is refined with
the repetition rule (6). For this rule, we introduce an invariant 'app(A, x, k+1,

3 We iterate over the elements of the array from back to front to simplify the definition
of the loop variant.
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PARAM int[] A
[ {app(A,x,0,A.1en)} S {A[k]=x} @ ) PARAM int x @J

LOCAL int k

S: Composition

@‘ A != null

/ ®
A.len > @
{app(A,x,0,A.1en)} S, :) k >= @ A k < A.len
{app(A,x,0,A.1len) A k=A.len-1} S, {A[k]=x} app(A, x,0,A.len)

S;: Assignment

®v
{app(A,x,0,A.1len)} k:=A.len-1
{app(A,x,0,A.1len) & k=A.len-1} .. Revetiti
: tit
@V 2: Repetition
{app(A,x,0,A.1len) & k=A.len-1}
do [!app(A,x,k+1,A.len), k] A[k]!=x = Spogy Od
{A[k]=x}
Shody: Assignment
v

{!aPP(A:X,k+1;A.1en) & A[k]!:x} k:=k-1
{!app(A,x,k+1,A.1len)}

Fig. 2. Implementation of the LinearSearch algorithm using CbC [28].

A.len), that has to hold after every loop iteration and ensures that there is no
value x in the range of array A that we already checked. Next to the invariant,
we define k as the variant for the loop. A variant is a variable or expression that
decreases monotonically to show that the loop terminates. Further, we define
the loop guard as A[k] != x, e.g., the currently considered element does not
equal the value we are looking for. Finally, we refine the abstract loop body
Sbody With the assignment rule that decreases the value of the index k by one
in each iteration (7). With that, the implementation is complete. To show the
correctness of the implementation, we are able to verify each of the refinement
steps directly after their application. Due to their individual side conditions, we
do not need to wait until the implementation is completed.

Tool Support: CorC

To bring CbC into practice, Runge et al. [28] developed the open source Eclipse-
plugin CorC E|Which makes it possible to implement programs using CbC. Using
CorC, developers are able to implement programs by applying the refinement
rules of CbC as shown in the example of the LinearSearch algorithm above,
whereby specifications are first-order logical formulas. The plugin is based on
an Eclipse Modeling Framework-meta-model [31] and comes with a textual and
a graphical editor. In CorC, the side conditions of each refinement step can be

* lhttps://github.com/KIT-TVA /CorCl, [accessed 2024/05/03]
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verified individually using the tool KeY [I] which offers possibilities of deductive
verification for Java programs. In the past years, CorC was extended to support
object-oriented projects [3] as well as software product lines [4].

3 Correctness-by-Construction Engineering in CorC

In this section, we analyze the development workflow in CorC in detail and iden-
tify steps where Al-tools could potentially support the process. For a structured
discussion, we define the following areas of interest (Aol): General Process (re-
finement rule application process), Specification Generation (generation of all
sorts of formal specification), Code Generation (generation of all Java-like code
fragments), Deductive Verification (application of verification steps), and Inter-
pretation (interpretation and explanation of a given subject, such as specifica-
tions or code). For each of the steps of the CbC-process in CorC, we determine the
areas that could potentially support the respective step. The process is depicted
in Figure [3

Preparation. The basis of every implementation using CbC is a formal specifi-
cation. This specification is usually derived from the expected behavior and not
easy to define, as it must be precise (Aol: Specification Generation, Interpreta-
tion). Based on the specification, the developer prepares the actual implementa-
tion by defining the method signature that includes parameters and the return
value. Additional local variables may also be defined. At this point, the start-
ing specification is usually extended by global conditions (see Section [2)) (Aol:
Specification Generation).

Repetitive Process. After the preparation phase, the actual program construc-
tion in CorC starts. It consists of the repetitive application of refinement rules
to the initial abstract statement as well as to other abstract statements that
are introduced when applying selected refinement rules (Aol: General Process).
This process is continued until all abstract statements are refined and all side
conditions of the refinement rules are verified.

Refinement Rules. For each applied refinement rule, the following steps are per-
formed: Depending on the chosen refinement rule, it may be necessary to define
further annotations. These can be loop invariants or intermediate conditions
for the composition rule (Aol: Specification Generation, Interpretation). For ba-
sic refinements, such as assignments or method calls, certain Java-code may be
added to the refinement (Aol: Code Generation).

Verification. In CorC, each refinement rule is verified individually by the tool
KeY (Aol: Deductive Verification). In the case of a successful verification, the
process is continued with the next refinement rule. A failed verification indicates
an error in specification or code. In CorC, there are several options to find the
reason for a failed proof. The most intuitive option is to look at the current
refinement. Oftentimes, errors can be found by checking the provided annotations
and program statements. A common example are typing errors.
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1) General Process

Specification Gen. Application of W/
{c} Code Generation refinement rule

v Ded. Verification
Q Interpretation

Specification of \ A/ g A 4 &
desired functionalit .
L esired functionali y) [Defmltlon of furtherjo\[ Definition of code j

specifications
Y

[ I
N
(Definition of method
parameters, local

variables, and global v
conditions Verification of
N~ refinement step
‘ [verification
successful]
[remaining abstract
statements] [verification not
[no remaining abstract statements] successful]

failed proof || counter example test cases
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Fig. 3. CbC development process in CorC.
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Debugging. Other errors may not be visible at first sight. For those cases, de-
velopers can track the proof that was executed by KeY. However, this technique
requires knowledge of dynamic logic, symbolic execution, and the heuristics that
are used in KeY. A more intuitive way to find an error are test cases and counter
examples that can be generated automatically in CorC using the testing frame-
work TestNGP| and the theorem prover ZBE] respectively (Aol: Code Genera-
tion). These tools offer wide functionality in CorC. However, their results are
not comprehensible at first glance and require time to analyze them (Aol: Inter-
pretation). Based on the results of the debugging step, code or specification can

® https:/ /testng.org, [accessed 2024/05/23]
5 |https://github.com/Z3Prover/z3} [accessed 2024/05/23]
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be adjusted. In some cases, it may also be necessary to choose a different refine-
ment rule, if the original strategy does not work out. For the case of adjusted
annotations or code, the initial verification is rerun.

Finalization. The debugging process is repeated until the verification is success-
ful. As soon as all abstract statements are replaced by refinement rules and all
proofs could be closed, the resulting CbC program can be exported as Java-code
and is functionally correct-by-construction.

4 Al-assistance for Correctness-by-Construction

In the previous section, we identified five areas of interest in the CbC-process in
CorC where we see a potential for Al-support. In this section, we present existing
work on possible applications of Al-tools and our own visions for each of these
areas. For selected areas, we also conduct prototypical experiments.

4.1 General Process

The main characteristic of CbC engineering is the incremental refinement rule
process. So far, refinement rules are applied by hand, based on the underlying
formal specification and mainly by intuition. There is no one-fits-all solution,
which is why there is no general algorithm or procedure. In the following, we
discuss whether Al-tools could automatically select and apply refinement rules
based on the starting specification and further side conditions.

Existing Work. At this point in time, there is no specific Al-tool to automatically
apply refinement rules based on a given specification. However, modern software
development offers the option of program synthesis [20], where programs are
derived from a formal specification. This technique is usually used on the level
of source code and can close the gap between human intent and executable
code. Originally, program synthesis works without AI. However, recent research
combines program synthesis and Al-tools to receive more precise results [9]. In
contrast to traditional program synthesis, Al-assisted code generation is not
limited to formal specifications. Using LLMs, it is usually enough to provide
a description of the desired functionality in natural language, as this is more
intuitive and does not require a specific syntax.

Discussion. So far, there is no Al-tool that can automatically construct programs
using CbC engineering. However, there are multiple approaches that might be
useful in future for the automatic application of refinement rules. The technique
of program synthesis is combined with Al-tools in current research and could
possibly be used on a more coarse-grained level than it is commonly to receive
programming constructs that match the constructs that are used in CbC en-
gineering. Further, Al-models can be trained to learn from existing data to be
able to mimic human behavior. At this point in time, training an Al-model to a
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satisfiable level to automate the development process using CbC does not seem
to be feasible. This is due to the low number of methods implemented using CbC
that could serve as training data. There are about 80 methods [28] implemented
in CorC, which are way too few to receive a sufficiently trained model. An op-
tion to get more training data is to implement existing Java-code using CbC, to
specify it, and to verify it. However, this requires a high level of human effort.
Another option is semi-supervised learning [32] where a part of the training data
is labeled, and the rest is not.

Generally, sufficiently trained models are needed to receive precise and cor-
rect results. However, even sufficiently trained models are not a guarantee for
correct results which is a problem that is omnipresent in Al, as it cannot be
guaranteed that the results produced by an Al-model are correct. This is of
great disadvantage, especially in the area of formal verification, to which CbC
belongs to, as all results generated by Al-tools have to be checked again by a
human to avoid errors.

Depending on future research in the fields of AI and CbC, however, it is
conceivable that an Al-tool could take over the application of refinement rules
in CorC.

Our Vision. For the general refinement rule application process in CorC, we envi-
sion an Al-model that supports developers by suggesting suitable and applicable
refinement rules in the CbC development phase. We imagine an integration into
CorC that comes into play on request and is limited to the support of develop-
ers, i.e., does not automate the refinement rules application process completely.
Ideally, a model would be able to analyze its suggestions to be able to check the
Al-generated results for correctness before actually applying them in the CbC
development process.

4.2 Specification Generation

CbC has a specification-centered process where behavioral specifications are de-
fined before writing code and in a more fine-grained way compared to many
post-hoc approaches. We therefore want to assess whether Al-tools can support
the developer in defining correct and complete specifications.

Existing Work. Recently, Lathouwers and Huisman [I7] published a survey of
specification generators (AI- and non-Al based) for deductive verifiers for Java.
They looked at tools that generate pre- and postconditions, and loop invariants
in Java Modeling Language (JML). They categorized them into static, dynamic,
and natural language processing generator tools and performed small experi-
ments to report their experiences with the tools. In total, they discuss 14 tools,
from which two are based on AI. The first tool is called ALearner [13], a dy-
namic specification generator that executes test cases and classifies the resulting
program states. One of the implemented classification algorithms uses Support
Vector Machines (SVMs) and the specification candidate is later improved with
active learning. The second tool is ChatGPT [23] (GPT-4), which is based on
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a large language model (LLM). They categorized ChatGPT into the natural
language processing category and performed experiments where they generated
pre- and postconditions from 1) code and 2) natural language specifications. Both
code and natural language performed with similar results and outperformed the
other specification generation tools in the survey. One drawback that the au-
thors noticed is that ChatGPT does not fully stick to the given input, i.e., might
generate additional properties that had not been provided in the prompt.

Even though Lathouwers and Huisman [I7] did not explicitly include loop
invariants in their experiment with ChatGPT, it is possible to generate loop in-
variants with ChatGPT in the same way as for pre- and postconditions. ALearner
does not generate loop invariants and to the best of our knowledge, there is no
other Al-based loop invariant generator for Java. For other programming lan-
guages, there are some tools that can learn loop invariants [BI30J6]. All of these
tools require the program as input and involve a set of training data or human
effort.

Discussion. The underlying idea of CbC is that the specification guides the de-
velopment process and is therefore always defined first. This enhances thorough
thinking about the algorithm itself instead of a trial-and-error programming and
verification process. With that in mind, we prefer natural language processing
based mechanisms for CbC in general. Another advantage of natural language
as input for specification generation is that we still describe the intent of the
program rather than giving the actual behavior. This is a point that has been
discussed for specification generation based on code in the past, and can be
mitigated by using a natural language description as input instead.

Based on the results of Lathouwers and Huisman [I7], ChatGPT currently is
the best candidate for generating specifications, also supporting natural language
descriptions as input. However, generated specifications must be checked for
inconsistencies between the generated specification and the input. In the future,
we can imagine that an LLM-based tool that has specifically been trained to
generate formal specifications might even improve on the results we can already
achieve with ChatGPT.

Our Vision. For CorC, we envision a prompting interface, where the developer
can interact with an LLM-based tool, such as ChatGPT, to generate specifi-
cations using natural language. We believe that natural language complements
the process of CbC best. Based on the results of the experiments of Lathouwers
and Huisman [I7] and our own impression, we think that Al-based specification
generation can be a powerful tool to support the developers in finding good spec-
ifications. Even though the generated specifications can be wrong or incomplete,
revising a generated specification might be easier for the developer than defining
one from scratch.

4.3 Code Generation

In CbC engineering, programs are constructed by an incremental application of
refinement rules. Some of these rules, e.g., assignments, require the developer
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to add explicit Java-code by hand to address the side conditions of the regard-
ing refinement rule. Besides refinement rules, source code is also used at test
case and counter example generation. In the following, we discuss the automatic
generation of source code in CorC for these use cases using Al-tools.

Existing Work. The automated generation of source code based on a specifi-
cation is one of the main research fields in Al-assisted software engineering.
We briefly introduced program synthesis and the increasing connection with Al-
tools in Section [£.1] Besides program synthesis, the intensive research of the last
years in the field of Al led to tools that cannot only be used to generate source
code from a description or specification, but also test cases, counter examples,
documentations, and more. For that, state-of-the-art tools [24], such as GitHub
Copilot, E] Tabby, E| or Amazon @ Developerﬂ are trained with incredibly large
data sets, e.g., CodeNet [25] or BigQuery [22]. The result are LLMs that are
used to create syntactically and functionally correct code.

The aforementioned tools offer an integration into common IDEs. This is of
great advantage as prompting is easier than using standalone chatbots, such as
ChatGPT. For those, a developer has to provide all necessary information in
the prompting window. IDE-integrated Al-tools can retrieve this information
automatically from the considered project. This offers opportunities for using
existing fields and methods, automated code completion, and the adaption of
naming conventions as well as the general coding style. As a result, the generated
code can be used directly in the existing project and is usually more precise than
code generated by chatbots [35].

In 2024, Corso et al. [§] evaluated four existing Al-tools on generating Java-
code. Among them, GitHub Copilot, that proved to be the most effective assis-
tant, whereby none of the tools was able to generate solutions for all provided
problems. Finally, the authors suggest a combination of multiple Al-tools to
receive satisfying results.

Discussion. Among the areas of interest discussed in this paper, Al-assisted
code generation is the area for which existing Al-models could be used in the
context of CbC right away. IDE-integrated tools like GitHub Copilot offer a
range of functionality that could be used in CorC directly. The ability of code
generation based on a formal specification and the project surrounding would
enable automatic completion of certain refinement rules, such as assignments.
The Al-assisted test case generation could support the test cases that are gener-
ated algorithmically so far. The same applies for counter examples. This could
be particularly advantageous, as the current generation of counter examples in
CorC by the theorem prover Z3 is not always successful. Despite the option of an
IDE integration, automatic retrieval of project information in CorC, e.g., fields
and methods, might not be as easy as for standard software projects.

" https://github.com /features/copilot, [accessed 2024/05/13)
8 |https: //tabbychat.com, [accessed 2024/05/13]
9 |https://aws.amazon.com/q/developer, [accessed 2024/05/17]
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As for every Al-assistance, there is a risk of incorrect results. This is relevant
for the correctness of the whole program in CorC, as the verification of the side
conditions of the applied refinement rules depends on the provided specification
and the corresponding Java-code. Usually, faulty Al-generated code should be
detected at verification time. However, if the specifications are also generated by
AT, both errors may not be found. In the end, the developer has to ensure that
specifications and code are correct to be able to guarantee the correctness of the
constructed program with respect to the intended behavior.

Our Vision. We envision an Al-tool integration in CorC to support the CbC
engineering process in the refinement process and the debugging step. Especially
for the Java-code used in refinement rules, the automated generation based on
the corresponding side conditions could work out well, as state-of-the-art Al-tools
already provide high-quality results. To avoid erroneous source code generated
by an Al-tool, it is conceivable that several suggestions for possible source code
are proposed to a developer when a corresponding refinement rule is applied. For
the debugging of a failed verification, an extension of the currently generated test
cases and counter examples can be useful. In the future, it might also be possible
for an Al-tool to interpret the results of test cases to support the developer in
finding bugs.

4.4 Deductive Verification

In the CbC-process, the individual refinement steps are verified using logical
reasoning, commonly by deductive verification. In CorC, the theorem prover KeY
is used for the verification of the side conditions of each applied refinement
rule. For simplicity, the verification in KeY is performed using an automatic
strategy. A manual verification in KeY would impede the intended workflow
significantly. As an alternative to both, automatic and manual verification, we
discuss deductive verification using Al-tools in this section.

Existing Work. In a recent survey, the research of employing Al-tools to guide
formal reasoning and deductive verification was categorized into five tasks: auto-
formalization, premise selection, proofstep generation, proof search or guidance,
and others [I8]. Autoformalization concerns the automatic conversion of informal
theorems or proofs, e.g., given in natural language, into formal, i.e., machine-
verifiable, formats. Premise selection is the task of retrieving lemmas that are
helpful contributions for constructing a successful proof. The core problem of the-
orem proving is proofstep gemeration, which consists in predicting one or more
(next) steps within building a proof. Within theorem proving, it often makes
sense to do this at a higher level and predict a whole proof tactic, i.e., essen-
tially a group of proofsteps. A closely related task is proof search, which is the
systematic traversal of potential proof paths for constructing a valid proof tree
for completing the proof. Finally, there are various other tasks that are relevant
or beneficial in deductive verification such as automated conjecturing to gener-
ate potentially useful theorem candidates, predicting intermediate propositions
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for filling up holes in a proof, proof matching to see whether already-existing
proofs can be used or transformed for a problem at hand, or theorem extraction
for decomposing existing proofs into several smaller proofs that may be (more)
useful. All of these tasks are very active research areas with the main challenges
of (1) suitably characterizing mathematical formulas and proofs, (2) selecting a
suitable learning method, (3) choosing the right abstraction level for applying
guidance by AI, and (4) constructing larger feedback loops and meta-systems
that combine learning and reasoning [2]. Lastly, it should be noted that the re-
lated tasks of collecting and generating useful proof corpora for all the above
tasks are very active as well, and we refer the interested reader to the concise
taxonomy in Figure 3 of the survey by Li et al. [I§].

Discussion. Since the verification of individual pre- and postconditions for a
refinement step in CbC usually only concerns relatively small and not-so-complex
formulas, the tasks of autoformalization, premise selection and proofstep or tactic
generation are likely the most relevant ones among the tasks described above.
Al-tools such as Draft, Sketch, and Prove (DSP) take an informal statement to
be proven, draft it into an informal proof, then generate a formal sketch, and
finally fill the gaps by producing a full formal proof [14]. Zhao et al. [36] further
extend DSP by sub-goal proofs and an efficiently directed prompt selection for
ChatGPT, so that besides writing the informal statement, potentially no further
user interaction is needed. For premise selection, e.g., the recently developed
Magnushammer effectively learns dependencies in order to efficiently select the
premises that are needed for the proof at hand while being agnostic to the
logic or type system used [2I]. Finally, for proofstep or tactic generation, the
recently presented LEGO-prover [33] prompts GPT-4 for generating sub-goal
lemmas in a proof and finalizes the proof by proving or retrieving these lemmas,
while also actively maintaining and updating these lemmas in a reusable evolving
lemma library. On a higher level, deductive reasoning can also use Al for carrying
out self-verification in a step-by-step manner for a (potentially larger) Chain-
of-Thought to enhance confidence in subsequent reasoning steps [19]. All the
described approaches very much depend on the quality of the underlying LLMs,
but since all the generated lemmas and proofs are in the end formally verified,
low quality LLMs might entail further feedback loops, but overall correctness is
guaranteed. The major caveat is likely the autoformalization, since this cannot
be fully verified purely by the theorem prover, but needs to be checked by the
user as well. However, since the refinement steps in CbC are rather small and
of low complexity, this check likely does not require much knowledge in formal
logics.

Our Vision. We envision an Al-supported process that allows rapid prototyping
for verifying the refinement steps, where the CbC engineer can interact in natural
language without much formal knowledge. Moreover, the envisioned Al-support
makes verification agnostic to the logic so that multiple theorem provers can be
run at once and the best one is used. This flexibility also allows learning from the
most suitable proof data collection and, at the same time, producing learning
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data for each of them. A potential Al-tool in CorC might also be able to directly
produce candidates for subsequent refinement steps within the Chain-of- Thought
reasoning.

4.5 Interpretation

CbC engineering is an advanced approach of constructing software. Due to the
formal approach, expert knowledge is required to successfully develop software in
CorC. In the construction process, certain information is not comprehensible at
first glance, which is why we discuss whether Al-tools might be able to support
developers in understanding CbC engineering. We focus on the interpretation
and explainability of formal specifications, counter examples, and test cases as
these are of the highest importance in the CbC-process.

Existing Work. The interpretation of given objects or data is a common use case
for Al-tools. Especially in the medical sector, Al is used to interpret collected
data, such as MRI, CT, and X-Ray images, to identify irregularities [26/27]. In
contrast, the field of Al-tools that are trained explicitly to interpret the CbC
use cases mentioned above, is not as pronounced. In practice, there are tools
to interpret source code using LLMs, e.g., the tool AI Code Mentor E or the
ChatGPT plugin ChatGPT Code Interpreter. |E| However, these tools focus on
the translation of source code into natural language. They are usually not able
to do the same for formal specifications. For formal specifications, there is more
tool support for generating specifications from natural language than the other
way around (see Section . As we could see in multiple experiments that
are presented below, still, LLM-based chatbots, such as ChatGPT, are able to
interpret formal specifications to a limited extent. The quality of the results
depends on the provided information about the program as well as the used
Al-model.

Ezxperiments. We conducted multiple prototypical experiments on the interpre-
tation of data taken from CorC. First, we want formal specifications to be in-
terpreted regarding their content. Second, we interpret the output of Z3 from
the generation of counter examples to extract explicit values for the variables
of the corresponding CbC program. For the experiments, we prompted basic
requests to the GPT-40 model of ChatGPT. As results of Al-tools are not gen-
erally reproducible [I2], we requested three responses for each prompt to show
the consistency of the explanations. Due to space limitations, we only show ex-
cerpts of the first response from ChatGPT. The complete chat history can be
found online. Links are provided in the respective experiments.

For the first experiment, we examined formal specifications. For that, we
used the predicate app from the specification of the LinearSearch algorithm
that was introduced in Section [2] We asked ChatGPT to explain the definition

10 https: / /code-mentor.ai, [accessed 2024/05/27]
" https://openai.com/index /chatgpt-plugins, [accessed 2024/05/27]


https://code-mentor.ai
https://openai.com/index/chatgpt-plugins

Towards Al-assisted Correctness-by-Construction Software Development 15

of the predicate app. |E| Within seconds, we received detailed information about
the provided specification. The results contain explanations of the used syntax, a
description of the specification as whole in natural language, as well as examples.
Most of the answers conclude with a summary in natural language. The summary
of the first results is shown below. We checked all results manually and can
confirm their correctness.

Experiment 1

Prompt Explain the following formal specification: ’app(A, x, begin, end)
= (\exists q; (q >= begin & q < end & A[q] = x))’.

ChatGPT |[...] The predicate app(A, z, begin, end) is true if and only if
there exists an index ¢ within the range from begin to end (where begin is
inclusive and end is exclusive) such that the element at position ¢ in the
array A is equal to z. [...]

\ J

As second experiment, we focused on a complete specification consisting of
the pre- and postcondition of the LinearSearch algorithm. The prompting style
does not differ from the first experiment. However, we explicitly mention in the
prompt that we provide a specification consisting of a pre- and a postcondition.
This experiment is performed in the same chat as the first experiment. Thus,
ChatGPT knows the definition of predicate app. As in the first experiment, we
receive detailed explanations and examples for the given specifications in all of
the three responses. The summary of ChatGPT of the first response is shown
below. Again, all information was checked and is correct.

( )

Experiment 2

Prompt Explain the formal specification consisting of precondition ’app(A,
x, 0, A.len)’ and postcondition 'A[k] = x’.

ChatGPT [...] This specification could describe a function or algorithm
that searches for the value z in the array A and identifies an index & where
z is located. Essentially, the specification ensures that if z is present in
the array (as required by the precondition), then the function will correctly
identify and confirm an index k where x is found (as stated by the postcon-
dition). [...]

\. J

‘We mentioned above, that the second experiment was conducted in the same
chat as the first one. We also performed the second experiment in a separate
chat where ChatGPT does not know of meaning or definition of the predicate

2 Experim. 1 & 2: https://chatgpt.com/share/c0ed775a-a9e9-4742-bd03-f72a376e8ddf,
[accessed 2024/05/31]
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app-. |T_3-| We used the same prompt as above, but received incorrect results. The
name of the predicate app was interpreted as abbreviation for append instead of
appears in all results. In the context of this interpretation, the explanations are
correct, but, in fact, they do not match the intention of the specification for this
use case.

e 3

Experiment 3 (new chat)

Prompt Explain the formal specification consisting of precondition ’app(A,
x, 0, A.len)’” and postcondition 'Ak] = x’.

ChatGPT [...] In summary, the specification describes a function that
appends an element 'x’ to the end of an array ’A’ and ensures that after the
operation, 'x’ is located at the last index of the updated array.

In addition, we conducted the interpretation of counter examples generated
by Z3 in the debugging phase of the CbC-process. The results of Z3 in CorC
are usually very confusing and the assignments of the required variables are not
immediately apparent. First experiments have shown that just prompting the
output of Z3 to ChatGPT and asking for explanations does not help in extracting
the necessary variables because ChatGPT explains all parts of the output, but
does not extract the required values in a readable manner. Below, we show an
example for a prompt to interpret the results of Z3 for a method calculating the
factorial f for a given value n. |E| Using prompts like this, that explicitly ask
ChatGPT to return the values of given variables, lead to more precise results.
However, for this, the user needs to provide the names and types of all variables
in addition to the output of Z3.

'a \

Experiment 4

Prompt Extract the values of variables int n and int f from the output of
Z3 that calculated a counter example for given code and specification: [Z3
output]

ChatGPT |...]

To summarize:
—Jintn =0
—'intf=1

Discussion. Existing work and our experiments show that Al-tools can be used
to interpret development artifacts, such as formal specifications and counter ex-

13 Experiment 3: https://chatgpt.com /share/1b07adc1-6480-486c-a069-72b9bd5bfe0b,
[accessed 2024/05/31]

' Experiment 4: https://chatgpt.com/share/cbc6a8d3-9611-4c1f-b37e-06f0db93e574,
[accessed 2024/05/31]
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amples. Although we did not use an Al-tool that is specialized on formal spec-
ifications or on the output of Z3, we received detailed and oftentimes correct
information. In general, the quality and correctness of the explanations highly
depends on the provided information about the context of the development arti-
facts to be explained, e.g., available variables, methods, or predicates. We could
see this especially when interpreting the specifications of the LinearSearch algo-
rithm in Experiment 3. In this experiment, the specification was not interpreted
correctly due to missing context of the predicate app. As discussed previously,
incorrect results of Al-tooling are a risk for CbC engineering and its highly for-
mal process. As it is unclear, how much context have to be given to an Al-tool
to receive correct results, such tooling has to be used with care.

Our Vision. To enable a higher comprehension for less-experienced developers
in CorC, we envision a prompting opportunity within CorC that uses general Al-
models, such as GPT-models. So far, there is no Al-model available that focuses
explicitly on the development artifacts of CorC. However, LLM-based chatbots,
such as ChatGPT, can be a prototypical solution. We envision a prompting
interface that is available on request to support developers that need help in
understanding certain aspects of CbC engineering.

5 Conclusion

In this paper, we discussed how Al can support CbC engineering. For that, we
analyzed the CbC-process in the tool CorC and determined steps in which AI-
tools can assist developers. We categorized the findings in five areas of interest
and presented existing work on Al-tools for each of them. Further, we discussed
potential applications in CbC engineering and the tool CorC. The main findings
are the following;:

— So far, there is no targeted Al-tool support for CbC engineering.

— LLM-based chatbots, such as ChatGPT, are able to provide high-quality
results for prompts regarding specification generation and code generation,
as long as certain information about the context is provided. Interpretations
of given programming artifacts can be explained in detail as well.

— The tasks of applying refinement rules and performing deductive verification
are not feasible at this point in time as there are no Al-models that are
trained up to a satisfying level to receive precise and correct results.

— The results of Al-tools are not always correct. They need to be checked by
humans as the correctness of code and specifications is of high importance
to be able to guarantee the functional correctness of programs constructed
using CbC.

— Following that, it is not possible to replace the whole CbC-process with Al-
tools. The functional correctness could not be guaranteed any more, as, for
example, an incorrectly generated specification would lead to code that is
correct regarding the generated specification, but not the intended function-
ality.
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We conclude that Al-tools can support developers in CbC engineering in
many steps. At this point in time, specification- and code generation as well as
the interpretation of artifacts of the CbC-process are feasible and can be imple-
mented in CorC in the near future. Other Al-support requires more preparation,
e.g., in training Al-models. However, we are confident that, with the increasing
research in the field of Al, there will be Al-tools for these tasks in the future. Fi-
nally, we underline that Al-tools can assist developers, but cannot replace them
in CbC engineering, as they do not return correct results every time.
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