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A B S T R A C T

Objective: Reliable performance of medical devices is crucial for hospitals. However, these devices are increas-
ingly connected with the internet and, thus, prone to cyberattacks resulting in risks for patient safety and
financial loss. As the number of specialists in this field is limited in most hospitals, technology partnerships with
medical technology manufacturers can be a suitable concept for increasing the level of security or limiting
damage in the event of a cyberattack.
Methods: Based on a discrete event simulation model (DES), the effects of security incidents with different degrees
of impact on downtime costs, length of stay, staff utilization and lost arrivals in an emergency department of a
general hospital were modelled and simulated. The effects of a technology partnership were simulated using
what-if scenarios in order to be able to draw conclusions about the benefits by comparing the avoidable damage
effects and the investment costs incurred for a technology partnership.
Results: Depending on the scenario, the resulting savings range from €245,579 to €315,768, with a cost-benefit
ratio between 4 and 5 over a 21-day period. Non-financial benefit (e.g. shorter lengths of stay or reduction IT
resources) can also be achieved.
Conclusion: Our analysis demonstrates that the level of security for hospitals and their medical devices as well as
the operational functionality in the event of damage can be increased if such a concept it applied, i.e., patient
safety can be increased while costs can be cut.

List of abbreviations
CBA Cost-benefit analysis
CBR Cost-benefit ratio
DES Discrete event simulation
DM Damage model
ED Emergency department
FDC Financial downtime costs
HM Hospital model
IoMT Internet of Medical Things
LOS Length of stay
LPA Lost patient arrivals
LPR Lost patient revenue
MD Medical Devices
MTM Medical technology manufacturers

MTS Manchester triage system
OWSA One-way sensitivity analysis
TP Technology partnerships
TPM Technology partnership model

Lay summary

Digital networking in the hospital sector increases the risk of
cyberattacks, which can have serious consequences for patient care and
the profitability of hospitals. Medical devices in particular are a frequent
target of attacks as they are often outdated. Technology partnerships
between a medical device manufacturer and a hospital can provide a
novel security concept that helps hospitals protect their medical devices.
Our research study shows that in the event of a cyberattack, a technol-
ogy partner’s technical expertise and additional human resources can
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help contain and recover damage faster than if a hospital were to do so
without support. This can prevent lost patient revenue due to lost patient
arrivals, reduce the burden on hospital staff and improve patient safety.
Based on these results, the concept of technology partnerships should be
given greater consideration in practice in the future.

Introduction

Digitalization in the healthcare sector holds value-adding potentials
for patient care, but also high risks for possible cyberattacks due to
increasing interoperability [1,2]. Threats are also increasingly directed
against hospitals (e.g. WannaCry Attack [3], Attack on Düsseldorf Uni-
versity Hospital [4])

Medical devices (MD) are a particularly vulnerable gateway for
cyberattacks within a hospital. MD are characterized by the fact that
they are used to maintain, improve, diagnose, monitor and treat the
state of health of patients (e.g. ultrasonic devices; imaging systems).
These devices contain software components and can interact in infor-
mation networks, e.g. to send or receive data [5]. As soon as MD collects
health data and exchange it in connected information networks via
various communication channels on the Internet, this is referred to as
the Internet of Medical Things (IoMT) [6,7]. According to Stern et al.
[8], 17 % of hacker attacks succeed in gaining access to a hospital’s
internal network via a medical device. This is because many MD are
characterized by a long service life due to very robust hardware. Over
time, this life cycle introduces the risk that the devices’ technical se-
curity measures become outdated [9]. Many hospitals have a shortage of
IT and financial resources to adequately prepare for or respond to
cyberattacks [10,11]. As a result, MD are often used beyond their life
cycle [12] and modernization measures are not implemented so that
networked MD become susceptible to cyberattacks. The associated
damage relates not only to financial downtime costs (FDC) such as lost
patient revenue (LPR), but also to restricted access to care services,
which is why patient safety is at high risk [13].

One possible approach to mitigating this risk to patient safety and
reducing or even avoiding FDC are technology partnerships (TP) be-
tween hospitals and medical technology manufacturers (MTM). In this
paper, it is assumed that a TP refers to a service partnership for MD
between a hospital and a MTM over a long-term period (usually 8–10
years [14]), in which the MTM is responsible for the management of all
the hospital’s MD. This includes the provision of specialists from the
MTM who are responsible for the maintenance, repair, modernisation
and troubleshooting of the hospital’s MD. From a hospital’s perspective
it is important to consider that a TP is a long-term and significant in-
vestment, as the average investment can be between 6 and 25 million
euros, depending on the service area (radiology, laboratory, IT) and
duration [14].

With the growing number of MD and the increasing threat of cyber-
attacks, TPs may be a suitable approach to increase the security level for
hospitals and their MD. Several potentially suitable security concepts for
MD can be derived from literature (see Appendix 1). To the best of our
knowledge, none of the analysed scientific studies refer to the potential
benefits of TPs to increase the security level of MD in hospitals. Our
research aims to fill this gap and investigates the costs and benefits of a
previously unexplored security concept in the form of TPs as a finan-
cially worthwhile solution for improving the security level of MD in
hospitals. Using an established operations research technique, discrete
event simulation (DES) [15], within an emergency department (ED) of a
general hospital, we aim to assess the effectiveness of such partnerships
for the first time.

In summary, our study provides a novel, evidence-based approach to
improving cybersecurity in healthcare that has direct implications for
operational practice, strategic planning and patient care outcomes in the
face of cyberthreats. In this way, the study provides a practical and
strategic approach for hospitals and MTM to increase the security level
of MD in collaboration and responsibility through the concept of TP. In

addition, our study provides a novel approach for the economically
evaluation of a security concept prior to its implementation in a hospital,
so that limited financial resources in the healthcare sector can be better
utilised.

Methods

Discrete event simulation for TP assessment

The hospital model (HM)was created in a previous research project to
simulate the processes in an ED of a general hospital in Germany [16].
The hospital is a provider of standard care with 250 beds. The ED focuses
on internal medicine, general vascular, urology, orthopaedics, anaes-
thesia and intensive care. The ED ensures care in a rural region 24 h a
day, seven days a week [16]. Based on empirical data obtained through
observations, expert interviews, process analyses and time studies,
Angler et al. [16] simulate the flow of care in the ED using a stochastic
DES model, from which various potential improvements for the pro-
cesses in the ED are derived. The background material of the HM can be
found in Appendix 2–4. For the present work, this HM is extended to the
scenario of a security incident caused by a cyberattack using MedModel
simulation software (10.0.0.3218, 2017, BigBear.ai, Columbia). For
better differentiation, this will henceforth be referred to as the damage
model (DM). The patient journey can differ between patients based on
the urgency of the treatment (blue, green, yellow, orange, red) and is
determined by the initial assessment using the Manchester triage system
(MTS). Regarding the MTS levels, only the blue/green, yellow and or-
ange levels are taken into account. The exclusion of red patients is
justified by the fact that the time recording of acute emergency patients
is not ethically justifiable. The patient pathway ends either with inpa-
tient admission to hospital or discharge from the ED (see Fig. 1).

The modification from HM to DM, took place in several coordination
phases together with the stakeholders of the project hospital. Based on
this, the model and the resources, ED layout, processes and logics it
contained are specified in iterative cycles. The recorded patient arrivals
from the time study for the HM by Angler et al. [16] are adopted un-
changed for the individual MTS stages in consultation with the project
hospital. For the model-based mapping of cyber damage in the ED, the
different activity and waiting times (e.g. treatment time – see Appendix
3) are increased in DM (see Appendix 5). This slowing down of processes
is a key factor in realistically mapping a security incident in the model,
as the failure of digital systems (e.g. electronic triage system) severely
restricts data transfer and the process must be completely converted to
paper-based operation wherever possible. Due to the different types of
cyberattacks, the extent of damage caused by a cyberattack can vary
greatly. A cyberattack can only cause partial damage, which is why the
emergency room can continue to provide limited care. However, the
damage can also be so extensive that an emergency room can no longer
accept new patients and ambulances must be turned away. This repre-
sents an uncertainty that must be taken into account using the sensitivity
analysis method. This refers to dealing with uncertainty in input data as
a process that can be carried out through a series of runs with alternative
input data [17]. The ISPOR-SMDM Good Modelling Practices series
recommends estimating and accounting for uncertainty in model pa-
rameters using both deterministic and probabilistic sensitivity analyses
for valuations [18]. In order to do justice to this uncertainty, a scenario
analysis with three damage scenarios (see Fig. 2) was chosen together
with the project hospital in order to carry out a differentiated analysis
that takes into account conservative and extremely threatening sce-
narios [19]. This allows conclusions to be drawn about the effects of
fluctuations in the level of damage on the parameters LPR, LOS, LPA and
resource utilisation, which can also be easily communicated to the
decision-makers of the project hospital [20] (see Fig. 2).

All model parameters (see Appendix 3) are increased by the
respective percentage in the DM. In addition, time-dependent down-
times are added to the DM. During these downtimes, no new patients can
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enter the system, as the ED is unable to provide care to further patients.
These patients are recorded as "LPA". In addition, the "IT" resource is
activated during each downtime to restore the EDs operational func-
tions. The duration of IT activity also varies depending on the damage
scenario. As a result, the IT resource needs longer to restore normal
operations in the event of a high-level incident than in the event of a
low-level incident.

Based on the damage scenarios in the DM, a further model is created
to analyse the impact of a TP on reducing the extent of damage
compared to independent recovery by a hospital. This model is referred
to below as the technology partnership model (TPM). To quantify the
impact of a TP in terms of speeding up the recovery of hospital

operations or maintaining partial operations, realistic assumptions
about effectiveness have been made based on interviews with 11 experts
(see Appendix 6–8). The experts are chief information officers, doctors
or MTM. The experts were asked for a quantitative assessment of the
impact of TPs on the degree of recovery of care operations in a hospital.
Taking into account the already defined threshold values, a degree of
impact on the reduction of the level of damage of 25 %, 50 % or 75 %
could be selected. Based on the interviews, most experts (5 experts)
consider an efficiency level of 25 % to be realistic (see Appendix 8). In
consultation with the project hospital, it is agreed to assume the effi-
ciency of 25 % most frequently mentioned by the experts for the impact
of a TP on damage reduction compared to the DM. Based on the

Fig. 1. Patient’s journey through the ED [16].

Fig. 2. Damage Scenarios.
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interviews, the process times and downtimes in the TPM for each sce-
nario are reduced by the respective impact level of 25% compared to the
respective damage scenario in the DM. The reduction based on the
assumption that any damage that occurs can be resolved more quickly
with a technology partner due to additional personnel resources and
increased medical technology expertise. In addition to IT, another
resource is added to the TPM with the name "technology partner". The
influence of a technology partner on the restoration of regular opera-
tions in the ED can be tracked based on changes to time-dependent
variables such as LOS.

To determine the average patient revenue in an ED, the information
from Brachmann [21] is used, which defines the average revenue at
€1670.73. It should be noted that this research study calculates the
amount of damage based solely on the LPR. Other costs that a hospital
may incur because of a cyberattack (e.g. ransom fees, legal costs) [22]
cannot be determined due to the high variability of individual cases.
MedModel’s calculation function is used to determine the financial
amount of damage per scenario that a hospital loses due to LPR. This
function makes it possible to allocate revenues to entities. Entities refer
to relevant factors of interest within a system (e.g. patients) [23].
Average patient revenue is calculated based on the daily patient
numbers at each MTS level, with total daily revenue calculated by
summing all MTS patient revenue. The LPR due to LPA is calculated by
multiplying the number of LPA at eachMTS level by the average revenue
and then summing to the total. To calculate the LPR per day, the total
patient revenue from the HM is subtracted from the total patient revenue
from the respective DM and TPM scenarios and then the LPR due to LPA
is added. The LPR per day for each scenario is then multiplied by 21
days. By calculating the difference between each DM and TPM scenario,
the avoidable LPR over 21 days that could potentially be avoided by a
technology partner can be derived (see Appendix 9). Next, the extended
model is verified and validated. For the verification process, following
Banks et al. [23], the debugger functions provided by MedModel are
used to ensure that the model scenarios behave as expected. During
validation, the model scenarios are accepted as realistic representation
of the ED in joint consensus with the project hospital. The duration of a
cyberattack until normal operations are restored can vary greatly due to
the different effects of the damage. For this reason, the study uses data
on the average duration of cyberattack on organisations worldwide from
2020 to 2022 (see Appendix 10). The calculation of the arithmetic mean
leads to an assumption of 21 days [24], which is used for the simulation
runs.

The simulation runs are started with a one-week warm-up phase to
check whether the model works without limitations. Three-week simu-
lation runs are then carried out for each scenario. For the model sce-
narios, 30 replications are carried out to obtain better information on
the average performance of the different scenarios. By conducting
several simulation runs and replications, a probability distribution of the
target variables is generated as a result, which makes it possible to
determine valid parameters despite many random variables in relation
to the process times and thus to take parameter uncertainties into ac-
count. Due to the scenarios formed in combination with the fact that the
present DES model implies a massive use of probabilistic distributions,
the authors use a probabilistic scenario sensitivity analysis in this study
[20]. The effectiveness of a TP on damage reduction during a security
incident is evaluated based on the difference between the damage sce-
narios and the TP scenarios, focusing on the parameters of LPR, LOS,
LPA and resource utilization. A cost-benefit analysis (CBA) [20], is then
carried out with the investment required for a TP based on the avoidable
LPR caused by a TP.

As cyberattacks and the potential benefits of a TP can occur at
different times, it is necessary for the calculation to relate the costs and
benefits to a comparable time period using the discounting method. In
this context, it is important that the present study focuses on the
perspective of the project hospital as a healthcare provider regarding the
economic evaluation of a technology partnership using a CBA, in which

the term cost refers to economic cost [25]. For discounting, an average
TP period of 9 years is assumed based on a TP study that indicates a TP
period of 8–10 years based on surveys [14]. The comparison period for
discounting is based on the simulation runs (21 days). This study uses a
discount rate of 5 % in accordance with the Hannover Consensus, which
proposes this discount rate for Germany [26]. Considering the dis-
counting table by Drummund et al. [27], this results in a discount rate of
0.6446 for 9 years (see Appendix 11). In addition to information tech-
nology, the ED of the project hospital also operates imaging procedures,
but no laboratory. For this reason, only the investment volume for IT (€ 9
million) and imaging (€ 25 million) is included [15]. Calculating the
arithmetic mean results in an average investment volume of € 17
million. The following formula is used to derive the present value:

PV = X
[

1
(1+ i)n

]

PV= Present Value; X= amount to be discounted; i = interest rate as
decimal; n = number of years

We multiply the 17 million by the selected discount value to obtain
the present value for 9 years (€10,958,200). This present value is
calculated for 21 days (€10,958,200/3287 (9 years in days)*21 days =
€70,010). Discounting to a period of 21 days results in a comparative
value for the CBA of € 70,010.

Results

Results of LOS, LPA, LPR

In comparison with the HM, the results of various damage scenarios
in the DM shows that the LOS for all MTS patients increases significantly
(e.g. Scenario 75 % - orange: 497.19 min.; yellow: 240.71 min.; blue/
green: 179.60 min.) and the number of patients decreases as the damage
level increases, as the ED can only absorb limited capacity into the
system due to restricted operations (see Table 1). This leads to limited
access to care for patients. These effects are associated with a slowdown
in processes due to the failure of important equipment and systems. As a
result, various treatment procedures are no longer possible until func-
tionality is restored, which leads to longer waiting times and an overall
longer LOS. Furthermore, the damage scenarios in the DM meant that
the ED is no longer able to accept new patients in the ED for a certain
period of time, resulting in LPA (e.g. Scenario 75 % - orange: 3; yellow:
4; blue/green: 4). It is remarkable that the LPA of critical orange patients
increase in the DM scenario 75 %. This can be explained by the fact that
the shock rooms, including their medical equipment, could hardly be
used for intensive care treatment. This can also have an impact on am-
bulances, which must transport urgent patients for critical care to an ED
that is further away.

In addition to the impairment of the security of care for patients, the
hospital incurs high financial losses because of a security incident. The
FDC due to fewer patient treatments and LPA also increase with the
damage level over a period of 21 days (Scenario 25 %: € 736,792; Sce-
nario 50 %: € 877,133; Scenario 75 %: € 1192,901) (see Table 1).
Compared to the DM scenarios, several value-adding improvements
were achieved through the TPM scenarios. Table 1 shows that all TPM
scenarios lead to a reduction in LPA and a higher number of patients able
to pass through the system, while the LOS is significantly reduced (blue/
green: from 497.17 min. to 306.26 min.; yellow: from 240.71min. to
167.33 min.; orange: from 179.60 min. to 112.81 min.). This can be
explained by the fact that TP provides additional personnel resources
with in-depth medical-technical knowledge, so that the effects of dam-
age can be limited to a greater extent (e.g. lower MD downtimes) or
normal operation can be restored more quickly (e.g. faster restoration of
backups) than if a hospital were to attempt this using only its own IT
resources.

Faster provision of required capacities in the ED and the associated
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increase in the number of patients as well as the reduction in LOS and
LPA, TP also leads to lower FDC during a security incident (see Fig. 3).

When comparing the avoidable FDC with the discounted investment
volume over 21 days, it becomes clear that the financial benefit com-
ponents significantly exceed the costs that a hospital must incur for TP.
The potential savings due to damage limitation through a TP range from
€245,597 (factor 4) to €315,768 (factor 5) per scenario (see Table 2).

Results of staff utilization

In relation to resource utilization, it is found that the utilization of
medical staff in the various DM scenarios decreases compared to HM. It
can be assumed that this decrease is related to the decreasing number of
patients and the limited treatment options due to the downtime of
necessary medical equipment. At the same time, the utilisation of IT
resources increases for each DM scenario as IT attempts to resolve the
security incident (see Fig. 4). In addition to the financial effects, the
results also show that a better spread of IT resource utilisation could be
achieved in all TPM scenarios, i.e. the scarce IT personnel resources can
be relieved by TP. As a result, a TP can maintain access to care to a
higher degree during a security incident or restore it more quickly in
comparison to the damage scenarios, which increases the capacity of the
medical staff and relieves the burden on IT resources.

Discussion

Protecting hospitals and their MD is critical as these devices often
contain sensitive patient data, so a malfunction can result in widespread
harm to patients. This fact is supported by Bracciale et al. [5] who found
that many healthcare systems are operating MD with critical vulnera-
bilities, which is highly dangerous. This study has shown that security
incidents can significantly increase the LOS of patients in an ED.
Numerous studies indicate that a longer LOS in the ED has a negative
impact on clinical outcomes [28–30]. In addition, due to limited ED
capacity, access to care is more difficult for patients in need of treatment
as they must seek care elsewhere, potentially further extending the time
of non-treatment. Furthermore, disrupted ED processes due to a cyber-
attack can also have an impact on the ambulance service, which may
have to transport critical patients for whom every minute counts to more
distant EDs. Cyberattacks also have a significant impact on hospitals.
Our study shows that, depending on the level of damage, a reduction in

Table 1
Comparison between DM and TPM.

MTS-
Level

Entities Average LOS
(in min.)

Average
LPA

Average LPR
(in €)

HM Blue/
Green

20 267.34 0 € 0

​ Yellow 10 129.16 0
Orange 5 73.44 0

DM
Scenario 25
%

Blue/
Green

14 316.22 2 € 736,792

Yellow 4 155.53 3
Orange 2 100.14 1

TPM
Scenario 25
%

Blue/
Green

15 269.44 1 € 491,195

Yellow 5 140.45 2
Orange 4 84.75 0

DM
Scenario 50
%

Blue/
Green

11 405.02 2 € 877,133

Yellow 3 188.01 3
Orange 2 138.78 1

TPM
Scenario 50
%

Blue/
Green

12 295.95 1 € 631,536

Yellow 4 150.40 2
Orange 4 101.20 0

DM
Scenario 75
%

Blue/
Green

7 497.17 4 € 1,192,901

Yellow 2 240.71 3
Orange 2 179.60 3

TPM
Scenario 75
%

Blue/
Green

9 306.26 3 € 877,133

Yellow 3 167.33 2
Orange 3 112.81 0

Fig. 3. Comparison of FDC between DM and TPM (in €).

Table 2
CBR of TP.

Discount unavoidable
damage losses

Discounted investment
costs (21 days)

CBR of
TP

Scenario 25
%

€ 245,597 € 70,010 4

Scenario 50
%

€ 245,579 € 70,010 4

Scenario 75
%

€ 315,768 € 70,010 5

Y. Angler et al. Health Policy and Technology 14 (2025) 100955 

5 



the number of patients treated daily can be expected, leading to LPR.
The loss of sensitive patient data, the resulting fines and the potential
loss of patient confidence in the reliability of the hospital can also have
negative consequences. Due to these consequences, it is important that
MD are always protected against cyber threats. According to a Delphi
survey by Alanazi [31], most respondents see the biggest challenge in
implementing cyber security measures in the time and resource con-
straints of implementation and the complexity of the systems. Tho-
masian& Adashi [32] point to the increasing networking of MD and new
types of attack vectors. This requires the further development of MD to
the latest state of the art [32]. Alami et al. [33] emphasise the impor-
tance of raising employee security awareness.

The results of our research study suggest that MTM can provide
hospitals with value-adding support in this essential task as part of TP. In
addition to additional human resources, technology partners also offer
comprehensive technical expertise. These factors help hospitals to in-
crease the security level of their MD and restore normal operations more
quickly in the event of damage. Our research study shows that, in
addition to the financial effects in terms of avoidable FDC, a TP also has
an influence on non-financial effects such as LOS, which can increase
patient safety.

In the context of the research study, however, it should be noted that
our paper focused exclusively on security incidents involving MD, which
corresponds to the scope of a technology partner. This means that the
effects of a TP listed above relate exclusively to security incidents on a
MD that is managed by a technology partner. However, in addition to
MD, a hospital also has many IT systems (e.g. hospital information
system), which are also at risk of security incidents. For a holistic se-
curity concept, the protection of these applications must also be
considered. In this context, the importance of backups as an essential
part of a holistic security concept for clinical IT systems and MD should
be emphasised. Several scientific studies confirm the importance of
backups for the rapid recovery of data in the event of a cyberattack [34,

35]. It should also be noted that the FDC were calculated solely based on
LPR. However, it should be noted that a security incident results in a
highly number of additional costs for hospitals, which means that the
loss of damage is certainly underestimated. Moreover, the calculation of
financial losses is based on the volume-oriented Diagnosis Related Sys-
tem remuneration concept, in which the hospital receives a
treatment-related payment for each patient treated. The logic of the
derived LPR is not transferable to hospitals that are financed via a
budgeting system.

The inclusion of other costs (e.g. recovery costs) and remuneration
mechanisms (e.g. budgetary scheme) could potentially corroborate the
findings of this study and lead to a more accurate estimate of the true
FDC and illustrate the financial effects for a wider range of hospitals
from different health systems. Furthermore, this study focused exclu-
sively on the ED and not on other departments (e.g. radiology). Besides,
the simulation is based on the example of a general hospital, which is
why the results cannot be fully transferred to a large university hospital
due to the deviating processes and size ratios. DES analysis of the effects
of TPs or other security concepts in other departments and a different
hospital size could help to substantiate the results of the present study
and to generalise the effects of security concepts more to the entire
hospital. Nevertheless, the research study has shown that our DES model
is suitable for realistically modelling the effects of cyberattacks and se-
curity concepts on processes and deriving practical results from them.

The extent to which TPs will be used as a security concept in the
future remains to be seen. Many hospitals are under high-cost pressure,
which is why the necessary investment in cyber security is lacking [11,
36]. This fact could lead to hospitals remaining reluctant to enter
cooperation with a TP. This makes it even more important to apply a
suitable CBA procedure, as we have demonstrated in our study, to
highlight the value of a security concept like TPs. For practical imple-
mentation, a pilot project for a specific device segment can be an option
to test a TP and assess the value before making this long-term

Fig. 4. Comparison of staff utilization between DM and TPM.
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investment. In this process, MTM technological expertise can be com-
bined with the hospital’s knowledge of clinical processes and critical risk
areas for MD cybersecurity to encourage a security-by-design approach.

Regulatory requirements such as the Medical Device Regulation, the
NIS2 Directive and the US FDA’s Cybersecurity Guidance require a high
level of risk management and technical protection for MD [37–39]. TPs
offer potential for collaboration between MTM and hospitals to fulfil
regulatory requirements and develop practical proposals for their
improvement, which can serve as a basis for regulatory decisions.

In this way, we emphasise the potential of TPs for cyber security,
which has not yet been recognised by many experts in the healthcare
sector.

Conclusion

The paper presents an approach for a future-oriented security
concept that is not yet widespread, which should serve as an inspiration
for hospitals and MTM. TPs have the potential to provide hospitals with
far-reaching support in the face of increasing security threats and an
existing shortage of specialists, not only to mitigate or even avoid LPR
but also to ensure a high level of patient safety. In this way, TPs repre-
sent a strategic shift towards collective action in cybersecurity,
encouraging a culture of shared responsibility which could set a prece-
dent for other sectors. As a result, it will be important in the future to
consider the value of TPs as part of cybersecurity strategies and mea-
sures in healthcare.
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Appendix

Appendix 1. Scientific Studies for cyber security of MD.

Authors Cyber security of MD Research Gap

Williams &
Woodward (2015)
[A1]

The author recommends a standardised assessment and control of cyber
security for the future protection of medical devices. This includes technical
controls, governance, resilience measures, consolidated reporting, contextual
expertise, regulation and standards.

Description:
The study identifies cybersecurity vulnerabilities in medical devices and
lists a number of selected measures to protect medical devices, but does not
analyse the effectiveness of themeasures by analysing the cost-benefit ratio.
Summary:
No cost assessment of security measures for medical devices.
No consideration of technology partnerships as a security measure.

Stern et al. (2019)
[A2]

The authors recommend more transparency of cybersecurity information in
the product summaries of medical devices, which should support doctors and
hospitals in the selection of medical devices.

Description:
This paper examines the cybersecurity features of digital medical devices
using FDA product summaries and also points to closer co-operation
between regulators and manufacturers. However, the study does not take
into account the further cooperation possibilities between manufacturers
and hospitals. Product summaries with cybersecurity content are also
essential for hospitals to secure their devices appropriately in daily
operations.
Summary:
No consideration of cooperations between hospitals and medical device
manufactures for a better support for hospitals in term of cybersecurity.

(continued on next page)
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(continued )

Authors Cyber security of MD Research Gap

Willing et al. (2020)
[A3]

Willing et al. (2020) proposes a suitable organisational structure in the form
of a joint department for medical technology and information technology as a
solution for the secure operation of medical devices.

Description:
The study focuses on a suitable organisational structure in the form of a
joint department for medical technology and information technology as a
solution for the secure operation of medical devices and also provides
conclusions on the benefits of this security measure in the form of a success
rate for successful or unsuccessful cyberattacks. However, according to the
authors, the results on the success rate are exclusively a qualitative
statement, meaning that there is no quantitative assessment of the benefits.
Furthermore, no potential costs for the organisation of a joint department
for medical technology and information technology were focused on.
Summary:
No quantitative assessment of security measures for medical devices.
No consideration of technology partnerships as a security measure.

Thomasian & Adashi
(2021)
[A4]

As the Internet of Medical Things continues to evolve, the authors recommend
additional regulatory guidance to mitigate the risks of the Internet of Medical
Things, as well as security awareness measures to increase end-user
awareness of the potential dangers of cyberattacks.

Description:
This study highlights cybersecurity challenges in the Internet of Medical
Things and recommends additional regulatory guidance and measures to
promote awareness and security hygiene for end users of medical devices as
attack vectors evolve. In terms of expanding cybersecurity guidelines,
which are important reference points for both medical device
manufacturers and hospitals, the study does not consider the potential for
collaboration between medical device manufacturers and hospitals to
develop practical suggestions for regulatory guidance enhancements that
can serve as a basis for regulatory decisions.
Summary:
No consideration of co-operation between hospitals and medical device
manufacturers as a possible option for the further development of
regulatory guidelines to strengthen the security of Internet of Medical
Things.
No consideration of technology partnerships as a security measure.

Wassermann &
Wassermann
(2022)
[A5]

The authors recommend technical security measures such as network
segmentation, patching, data encryption, automated storage of backups,
financial measures such as taking out cybersecurity insurance and
organisational measures to regularly check devices, networks, user activities
and security plans to close vulnerabilities in medical devices.

Description:
The article provides a general overview of cyber security risks and gaps
(including for medical devices) in hospitals in the form of a structured
literature review. In addition to the risks, specific measures to protect
critical application systems and medical devices are also mentioned.
However, no co-operations or partnerships (e.g. between medical device
manufacturers and hospitals) are mentioned with regard to the proposed
measures.
Summary:
No consideration of cooperation or partnership models (e.g. technology
partnerships) as a cybersecurity approach to achieve a higher protection
level for medical devices.

Baker (2022)
[A6]

The author recommends comprehensive patch management for medical
devices and that operators start or improve their internal security programme
for their medical devices, citing specific guidelines (security section of AAMI’s
Medical Connectivity FAQs,6 the Center for Internet Security (CIS) Critical
Security Controls,13 and NIST SP 1800–88).

Description:
The work addresses the paradoxical state of cyber security in medical
devices and refers to specific standards for improving security programmes
for medical devices (e.g. Critical Security Controls of the Center for Internet
Security (CIS) and NIST SP 1800–8), but without naming or discussing
specific security measures for medical devices.
Summary:
No concrete list of measures for more security of medical devices.
No consideration of technology partnerships as a security measure.

Cartwright (2023)
[A7]

Focus on technical security measures such as regular patching or data
encryption and provision of human and financial resources as well as stronger
regulation of IoMT as important drivers for increasing the security of medical
devices.

Description:
The work provides extensive suggestions for measures to improve the
protection of medical devices and highlights the need for financial
resources for cyber security. However, the work does not consider co-
operation or partnerships between medical device manufacturers and
hospitals in its proposed measures. It goes on tomention hospitals’ financial
deficits and the need for cybersecurity funding, but does not suggest ways to
overcome this challenge.
Summary:
No suggestions for solutions to provide financially viable funding for cyber
security in hospitals.
No consideration of technology partnerships as a security measure.

Javaid et al. (2023)
[A8]

Javaid et al. (2023) see an experienced partner as a key factor in protecting
against cyberattacks. According to the authors, service providers can, for
example, help analyse network environments, identify and eliminate
vulnerabilities and advise internal IT on legal compliance

Description:
The work provides a comprehensive overview of current practices and
trends for cybersecurity in the healthcare sector. The work also proposes
several measures for the protection of medical devices. In addition, the
work explicitly points out the potential of a reliable and experienced
partner to significantly reduce the risk of cyberattacks. However, no
specific partnership options and their concrete effects are discussed.

(continued on next page)
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(continued )

Authors Cyber security of MD Research Gap

Summary:
No concrete partnership options (e.g. technology partnerships).

Bracciale et al.
(2023)
[A9]

Bracciale et al. (2023) recommend, for example, network segmentation,
firewalling, efficient recall processes in the event of risks, transparency in the
software supply chain with regard to third-party software contained in
medical devices, sensitisation of employees and the use of standards (e.g. TR
80,001–2–2:2012).

Description:
The study identifies several mitigation measures and improvements for the
security of medical devices such as network segmentation and firewalls,
improving the efficiency of recalls, raising awareness or promoting the use
of standards. However, the study completely ignores the possible effects of
cooperation or partnerships on damage limitation and improvements to the
security of medical devices.
Summary:
No consideration of technology partnerships as a security measure.

Mejía-Grand et al.
(2024)
[A10]

Mejía-Grand et al. (2024) suggest strong passwords, continuous security
monitoring of medical devices, the introduction of a secure software
development life cycle (SSDLC), regulatory compliance and improved
collaboration between medical device operators and manufacturers to
increase the security level of medical devices.

Description:
The study identifies collaboration, regulatory compliance and continuous
safety monitoring as key safety measures for medical devices. The study
also aims to encourage industry, research and stakeholders to use these
findings to improve safety and ensure patient safety. However, this study
does not identify approaches for collaboration options and their concrete
potential benefits.
Summary:
No suggestions for collaboration approaches.

Appendix 2. Resources and activities in the HM [16].

Staff activity in Scenarios Resources

Triage and admission Triage Nurse
Collection of blue, green and yellow patients in the waiting area Nurse Blue/Green/Yellow 1 or Nurse Blue/Green/Yellow 2
Checking the patient’s vital parameters Nurse Blue/Green/Yellow 1 or Nurse Blue/Green/Yellow 2
Receiving the orange patients from the ambulance Nurse Orange
Inpatient transfer of orange patients Nurse Orange
Treatment Physician 1 or Physician 2
Diagnosis Physician 1 or Physician 2

Appendix 3. Process times from time study in mean value and standard deviation in min. [16].

Blue/Green Yellow Orange

M SD M SD M SD

T1 Time between arrival and triage 3.34 1.51 5.27 3.28 0.0 0.0
T2 Triage & Registration 9.27 1.59 9.51 1.17 8.43 1.45
T3 Time from registration to collection by nursing staff 188.34 70.58 45.54 31.20 0.0 0.0
T4 Collection/reception and transfer of patients to the examination room 4.11 1.43 4.16 1.59 2.51 0.33
T5 Examination of the patient and their vital signs 7.13 2.28 7.59 4.00 0.0 0.0
T6 Time until the doctor arrives 16.29 8.35 9.07 2.33 11.18 3.33
T7 Treatment & Diagnosis 34.27 24.50 46.21 27.22 49.34 1.32
Leaving the ED 263.55 77.09 128.56 48.34 72.27 0.17

Appendix 4. Time comparison between time study and HM according to total mean value in min. [16].
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Appendix 5. Transformation HM to DM.

Appendix 6. Inclusion and exclusion criteria for the selection of experts.

Inclusion Criteria Exclusion Criteria

Experts from the DACH region* Experts outside of the DACH region*
German and or English-speaking experts No German and or English-speaking experts
Experts are members of hospital or medical device-related institutions (e.g. Hospitals, MTM,

healthcare consulting firms).
Experts are no members of hospital or medical device-related institutions.

Expertise in the use and/or operation of MD. No expertise in the use and/or operation of MD.
At least five years of practical experience in TPs and/or cybersecurity in the context of MD. Less than five years of practical experience in TPs and/or cybersecurity in the

context of MD.

*DACH stands for three German-speaking countries (D for Germany, A for Austria and CH for Confoederatio Helevtica / Switzerland).
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Appendix 7. Process of the expert selection the selection.

Appendix 8. Key content of the interviews.

Institution Role Key content effect
estimation

Medical
manufacturer

Managing director Q: From your point of view, what are the main reasons why hospitals enter into a technology
partnership?A: Budget security over a long term, gain in expertise, speed of implementation
in the course of modernizing the equipment fleet and standardization of the device landscape
for improved management.Q: For which hospitals is a technology partnership worthwhile?A:
Relevant for every hospital because IT and medical technology are growing ever closer
together as a result of increasing networking. For this reason, partnerships are relevant for
smaller hospitals that do not have the necessary human resources.Q: What role does
cybersecurity play from the perspective of hospitals and manufacturers when entering into a
technology partnership?A: An important topic with regard to the secure integration of the
devices into the hospital network and the system design of the products.Q: How do you
estimate the effectiveness of a technology partnership for a faster recovery of hospital
operations in the event of damage compared to recovery measures taken by the hospital
alone?
• Impact effect on recovery of 25 % possible?
• Impact effect on recovery of 50 % possible?
• Impact effect on recovery of 75 % possible?
A: Estimate is 25 %, because cyberattacks need not be limited to medical devices but also
affect clinical application systems that are probably not within the technology partner’s area
of application. Effects result above all from the partner’s gain in expertise.Q: How do you
assess the future significance of technology partnerships for cybersecurity?A: High
importance because medical devices in hospitals are becoming increasingly outdated, there is
ever greater networking between IT and medical technology, medical devices are becoming
ever more networkable and hacker attacks on the healthcare sector are on the rise.

25 %

Medical
manufacturer

Head of technology partnership division Q: From your point of view, what are the main reasons why hospitals enter into a technology
partnership?A: Many hospitals have limited staff capacity to manage and regularly
modernize a large number of medical devices. A technology partner can contribute to greater
standardization from a single source. This also creates better visibility of the condition of the
equipment.Q: For which hospitals is a technology partnership worthwhile?A: Technology
partnerships are relevant for every hospital, as the conditions for a technology partnership
can be flexibly adapted.Q:What role does cybersecurity play from the perspective of hospitals
and manufacturers when entering into a technology partnership?A: The topic of security is
slowly gaining in importance. On the hospital side, this is due to the increasing threat of
cyber-attacks on the healthcare sector. On the manufacturer side, the amendment to the
Medical Devices Implementation Act (MPDG), which now obliges manufacturers to take

50 %

(continued on next page)
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(continued )

Institution Role Key content effect
estimation

information security into account when developing their devices, has certainly led to
manufacturers increasingly promoting security in such partnerships.Q: How do you estimate
the effectiveness of a technology partnership for a faster recovery of hospital operations in the
event of damage compared to recovery measures taken by the hospital alone?
• Impact effect on recovery of 25 % possible?
• Impact effect on recovery of 50 % possible?
• Impact effect on recovery of 75 % possible?
A: 50 % is quite realistic. Medical devices have a complex system structure that has been
designed for a specific purpose. Due to this complexity, a technology partner can respond
much faster to security incidents as they know exactly what adjustments need to be made. In
addition, potential sources of danger can be checked very quickly by manufacturers
worldwide - resulting in a faster response time if this threat situation occurs in a hospital.
However, a higher impact is unlikely, as information technology can also be threatened by a
security incident, for which the hospital is no longer solely responsible, but rather the
technology partner.Q: How do you assess the future significance of technology partnerships
for cybersecurity?A: Technology partnerships must play an important role in cybersecurity,
as medical devices and their operation are sometimes vital and the dangers of cyber-attacks
are increasing. For this reason, medical devices must be protected by every conceivable
means. This applies to the secure system design, but also to the secure integration and
operation of the devices. Close cooperation between the manufacturer and operator of the
devices is seen as a key success factor.

Hospital Chief Information Officer Q: From your point of view, what are the main reasons why hospitals enter into a technology
partnership?A: The transfer of maintenance work that could generally only be carried out
with limited expertise.Q: For which hospitals is a technology partnership worthwhile?A: A
technology partnership only makes sense for a hospital if the medical device manufacturer
takes over the complete management of the device pool. Only taking over selected devices
does not relieve the hospital’s IT department in the long term, as it is still occupied with
managing other medical devices. This requirement is particularly important for small
hospitals as, unlike larger university hospitals, there is often no staff available for medical
technology.Q: What role does cybersecurity play from the perspective of hospitals and
manufacturers when entering into a technology partnership?A: The topic of cybersecurity is
to be seen as a side effect in such partnerships; the main driver for concluding a technology
partnership is more likely to be at a financial level.Q: How do you estimate the effectiveness
of a technology partnership for a faster recovery of hospital operations in the event of damage
compared to recovery measures taken by the hospital alone?
• Impact effect on recovery of 25 % possible?
• Impact effect on recovery of 50 % possible?
• Impact effect on recovery of 75 % possible?
A: This is estimated at 25 %, as it is difficult for a hospital with limited human resources and
usually no cybersecurity experts to respond quickly to a security incident. This fact alone has
the effect of speeding up the restoration of supply operations with the help of a technology
partner. However, a major impact is not to be expected, as a security incident usually affects
not only medical devices, but also conventional information technology, which is not the
responsibility of the technology partner.Q: How do you assess the future significance of
technology partnerships for cybersecurity?A: With regard to medical devices, cybersecurity
must play an important role in such partnerships. However, there are also other applications
in a hospital with critical data that need to be protected. For this reason, the importance of the
technology partnership for cybersecurity can only be considered high if the partnership also
takes into account the interfaces with information technology.

25 %

Institute for medical
products

Expert for Regulatory Affairs for Medical
Devices & Medical Devices Software

Q: From your point of view, what are the main reasons why hospitals enter into a technology
partnership?A: Possibilities for co-innovation approaches for joint product development and
modernization & standardization of the equipment fleet.Q: For which hospitals is a
technology partnership worthwhile?A: Larger hospitals have a greater understanding of
technology. In addition, both the operator and the manufacturer must contribute their
expertise to a partnership. expertise into a partnership, which a large hospital can provide
better than a small hospital.Q: What role does cybersecurity play from the perspective of
hospitals and manufacturers when entering into a technology partnership?A: It should play a
major role in the technology partnership, as the attack surface is becoming ever larger,
especially in the area of medical devices, due to increasing networking.Q: How do you
estimate the effectiveness of a technology partnership for a faster recovery of hospital
operations in the event of damage compared to recovery measures taken by the hospital
alone?
• Impact effect on recovery of 25 % possible?
• Impact effect on recovery of 50 % possible?
• Impact effect on recovery of 75 % possible?
A: No comment.Q: How do you assess the future significance of technology partnerships for
cybersecurity?A: High to moderate importance - due to the digital transformation, the
development towards more security in the field of medical technology must generally take
place to a greater extent.

No
information

Hospital Physician Q: From your point of view, what are the main reasons why hospitals enter into a technology
partnership?A: Quality assurance and reducing the workload of hospital staff. Otherwise, the
limited resources of hospital staff would have to take over the tasks of managing the device
pool. Due to the increasing complexity of medical devices, this is difficult for a hospital to
achieve.Q: For which hospitals is a technology partnership worthwhile?A: Technology
partnerships can be concluded in various models. A leasing model can be relevant even for a

50 %

(continued on next page)
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(continued )

Institution Role Key content effect
estimation

small hospital. Radiology is a prime example. But a technology partnership can also be
relevant for intensive care units and emergency departments. Relevant for all departments
that work with a large number of medical devices.Q: What role does cybersecurity play from
the perspective of hospitals and manufacturers when entering into a technology partnership?
A: In my opinion, security is more of a secondary issue in such partnerships, as aspects such as
improved financial planning are more of a focus.Q: How do you estimate the effectiveness of
a technology partnership for a faster recovery of hospital operations in the event of damage
compared to recovery measures taken by the hospital alone?
• Impact effect on recovery of 25 % possible?
• Impact effect on recovery of 50 % possible?
• Impact effect on recovery of 75 % possible?
A: The healthcare sector is an interesting target for hackers. The responsibility for securing
systems or even restoring supply operations in the event of a cyber-attack is placed on clinics,
which is not part of a clinic’s core expertise. These capabilities can be covered by a tech-
nology partner. Manufacturers are able to provide comprehensive cybersecurity management
services - from comprehensive monitoring to regular patching. This means they can also
provide valuable support in the event of a security incident. For this reason, the effect can be
estimated at approximately 50 %.Q: How do you assess the future significance of technology
partnerships for cybersecurity?A: The importance of technology partnerships for cyberse-
curity will still take some time, as other problems in hospitals, such as the shortage of skilled
labour, are still more prominent. Nevertheless, it is essential to address this issue in order to
ensure operational security. One problem is that decision-makers are far removed from the
topic of cybersecurity. More understanding is needed here to recognize the urgency of
cybersecurity and address the issue

Hospital Chief Infor-mation Of-ficer Q: From your point of view, what are the main reasons why hospitals enter into a technology
partnership?A: Modernization & standardization of the equipment pool for improved
management and administration of medical devices.Q: For which hospitals is a technology
partnership worthwhile?A: Every hospital can benefit from the advantages of a partnership,
as expert knowledge of medical technology can be made available in addition to personnel.
The benefits must be individually agreed and agreed upon.Q: What role does cybersecurity
play from the perspective of hospitals and manufacturers when entering into a technology
partnership?A: Cybersecurity is not the main issue, but often economic factors. In the future,
the importance should also increase due to more frequent cases.Q: How do you estimate the
effectiveness of a technology partnership for a faster recovery of hospital operations in the
event of damage compared to recovery measures taken by the hospital alone?
• Impact effect on recovery of 25 % possible?
• Impact effect on recovery of 50 % possible?
• Impact effect on recovery of 75 % possible?
A: No comment.Q: How do you assess the future significance of technology partnerships for
cybersecurity?A: High future significance because cyber-attacks will increase significantly in
the future.

No
information

Consulting Firm Manager Q: From your point of view, what are the main reasons why hospitals enter into a technology
partnership?A: First and foremost, to bundle financial planning and procurement. In terms of
acquisition and operating investments.Q: For which hospitals is a technology partnership
worthwhile?A: A range of services tailored to the individual needs and requirements of a
hospital makes sense for all clinics and supports the limited human resources in the IT
department.Q: What role does cybersecurity play from the perspective of hospitals and
manufacturers when entering into a technology partnership?A: Currently still plays a
subordinate role, but it can be assumed that its importance will increase due to the increasing
threat to the healthcare system.Q: How do you estimate the effectiveness of a technology
partnership for a faster recovery of hospital operations in the event of damage compared to
recovery measures taken by the hospital alone?
• Impact effect on recovery of 25 % possible?
• Impact effect on recovery of 50 % possible?
• Impact effect on recovery of 75 % possible?
A: Perhaps around 25 % less, because the technology partner can only provide support for
recovery within the scope of the medical devices. However, thanks to its expertise or the
rapid provision of replacement equipment, hospital operations can be restored much more
quickly than if a hospital tries to repair the damage on its own.Q: How do you assess the
future significance of technology partnerships for cybersecurity?A: Technology partnerships
will not be insignificant for cybersecurity in the future, but it remains to be seen whether such
partnerships will find broad application as a security concept.

25 %

Consulting Firm Manager Q: From your point of view, what are the main reasons why hospitals enter into a technology
partnership?A: Classically, these are financial aspects, as in such a partnership equipment can
bemodernised without the need for high initial investments, but the investments can bemade
within a long risk period (e.g. if maintenance and recertification are the legal responsibility of
the technology partner).Q: For which hospitals is a technology partnership worthwhile?A:
Technology partnerships are associated with a large investment volume - especially for large
medical devices - which is difficult for small hospitals to manage. They are therefore more of
a model for large hospitals.Q: What role does cybersecurity play from the perspective of
hospitals and manufacturers when entering into a technology partnership?A: This is very
important, as hospitals need support in the secure integration, secure operation and ongoing
modernization of medical devices due to limited personnel resources.Q: How do you estimate
the effectiveness of a technology partnership for a faster recovery of hospital operations in the
event of damage compared to recovery measures taken by the hospital alone?

25 %
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(continued )

Institution Role Key content effect
estimation

• Impact effect on recovery of 25 % possible?
• Impact effect on recovery of 50 % possible?
• Impact effect on recovery of 75 % possible?
A: 25 %, as medical device manufacturers can contribute their findings and intervention
measures based on global experience with safety incidents involving their medical devices. In
addition, devices can be replaced quickly if access to the device is no longer possible due to a
ransomware attack, for example.Q: How do you assess the future significance of technology
partnerships for cybersecurity?A: Very large, as a large number of old medical devices in
hospitals will have to be replaced in the near future. This is where a technology partner can
provide support and achieve high safety effects through modernization alone. In addition,
information technology and medical technology are working more and more in harmony,
which means that the secure integration of medical devices into the hospital network will
become increasingly important. This requires a high level of expertise in the field of medical
technology, which a technology partner can provide.

Association Managing director Q: From your point of view, what are the main reasons why hospitals enter into a technology
partnership?A: Relief from tasks through medical partners. Especially in the context of the
shortage of skilled labour. Furthermore, ensuring a functioning equipment pool over a long-
term period.Q: For which hospitals is a technology partnership worthwhile?A: Technology
partnerships must be viewed individually. In general, partnerships are relevant for all
companies - they must be customized.Q: What role does cybersecurity play from the
perspective of hospitals and manufacturers when entering into a technology partnership?A:
Cybersecurity should play a role. Cybersecurity is not the central element of a technology
partnership. However, if you decide in favour of a partnership, then cybersecurity should be
taken into account. It should always be borne in mind that it is not the individual devices that
need to be cyber secure, but the entire network of devices in a hospital.Q: How do you
estimate the effectiveness of a technology partnership for a faster recovery of hospital
operations in the event of damage compared to recovery measures taken by the hospital
alone?
• Impact effect on recovery of 25 % possible?
• Impact effect on recovery of 50 % possible?
• Impact effect on recovery of 75 % possible?
A: 25 % because medical devices are only one component of cybersecurity. Nevertheless, the
partner can achieve faster recovery through known threat trends and the rapid intervention
of medical technology experts compared to recovery attempts by the hospital alone.Q: How
do you assess the future significance of technology partnerships for cybersecurity?A: The
importance of technology partnerships for cybersecurity will not increase significantly in the
future; security is an add-on benefit in such partnerships and is often not seen as a central
focus.

25 %

Association Managing director Q: From your point of view, what are the main reasons why hospitals enter into a technology
partnership?A: Improved financial planning, relief for staff, gain in expertise.Q: For which
hospitals is a technology partnership worthwhile?A: It makes more sense for small hospitals,
as there is often a lack of resources in IT and medical technology. Larger hospitals can create
synergy effects and often have more staff available.Q: What role does cybersecurity play from
the perspective of hospitals and manufacturers when entering into a technology partnership?
A: The topic is highly relevant in partnerships, as the increasing threat of cyber-attacks is
significantly increasing the challenges for the secure operation of infrastructure and medical
devices.Q: How do you estimate the effectiveness of a technology partnership for a faster
recovery of hospital operations in the event of damage compared to recovery measures taken
by the hospital alone?
• Impact effect on recovery of 25 % possible?
• Impact effect on recovery of 50 % possible?
• Impact effect on recovery of 75 % possible?
A: 75 % if a comprehensive range of services has been agreed, including consulting services
on security and business continuity management.Q: How do you assess the future
significance of technology partnerships for cybersecurity?A: Due to the shortage of skilled
workers, particularly in technical disciplines, and the increasing challenges posed by
digitalization, the need for hospitals to protect themselves against cyberattacks is growing.

75 %

Association Head of the digital medical products Q: From your point of view, what are the main reasons why hospitals enter into a technology
partnership?A: The lack of qualified labour plays a role. Comprehensive maintenance of
various systems from different manufacturers is necessary.Q: For which hospitals is a
technology partnership worthwhile?A: It is particularly worthwhile for maximum care
providers and university hospitals, as a large number of medical devices have to be managed
here. However, small clinics can also benefit from a technology partnership if a contract is
tailored to their specific needs.Q: What role does cybersecurity play from the perspective of
hospitals and manufacturers when entering into a technology partnership?A: Cybersecurity
should be given a great deal of consideration, as cybersecurity is becoming increasingly
important in the healthcare sector due to the rising level of digitalization.Q: How do you
estimate the effectiveness of a technology partnership for a faster recovery of hospital
operations in the event of damage compared to recovery measures taken by the hospital
alone?
• Impact effect on recovery of 25 % possible?
• Impact effect on recovery of 50 % possible?
• Impact effect on recovery of 75 % possible?
A: 50 % increase when combining technical and organizational levels. It is important here
that the medical device’s event log can be used to trace how the damage occurred.

50 %
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Institution Role Key content effect
estimation

Furthermore, the technology partner must guarantee the fastest possible availability in the
event of damage.Q: How do you assess the future significance of technology partnerships for
cybersecurity?A: The potential for technology partnerships for cybersecurity is very high, as
medical device manufacturers offer many services that are helpful for a hospital to
comprehensively protect its medical devices.

Appendix 9. Calculation steps to derive the avoidable patient revenue losses over 21 days.

Appendix 10. Average duration of downtime after a ransomware attack at organizations worldwide from 1st quarter 2020 to 2nd quarter 2022
[24].

Quarter Average length of downtime (in days)

Q1 2020 15
Q2 2020 16
Q3 2020 19
Q4 2020 21
Q1 2021 23
Q2 2021 23
Q3 2021 22
Q4 2021 20
Q1 2022 26
Q2 2022 24
20.9

Appendix 11. Discount Table for present value of $1[27].

N 1 % 2 % 3 % 4 % 5 % 6 % 7 % 8 % 9 % 10 %

1 0.9901 0.9804 0.9709 0.9615 0.9524 0.9434 0.9346 0.9259 0.9174 0.9091
2 0.9803 0.9612 0.9426 0.9246 0.9070 0.8900 0.8734 0.8573 0.8417 0.8264
3 0.9706 0.9423 0.9151 0.8890 0.8638 0.8396 0.8163 0.7938 0.7722 0.7513
4 0.9610 0.9238 0.8885 0.8548 0.8227 0.7921 0.7629 0.7350 0.7084 0.6830
5 0.9515 0.9057 0.8626 0.8219 0.7835 0.7473 0.7130 0.6806 0.6499 0.6209
6 0.9420 0.8880 0.8375 0.7903 0.7462 0.7050 0.6663 0.6302 0.5963 0.5645
7 0.9327 0.8706 0.8131 0.7599 0.7107 0.6651 0.6227 0.5835 0.5470 0.5132

(continued on next page)
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(continued )

N 1 % 2 % 3 % 4 % 5 % 6 % 7 % 8 % 9 % 10 %

8 0.9235 0.8535 0.7894 0.7307 0.6768 0.6274 0.5820 0.5403 0.5019 0.4665
9 0.9143 0.8368 0.7664 0.7026 0.6446 0.5919 0.5439 0.5002 0.4604 0.4241
10 0.9053 0.8203 0.7441 0.6756 0.6139 0.5584 0.5083 0.4632 0.4224 0.3855
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