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Abstract

The adoption of the Internet of Things (IoT) in smart manufacturing has recently seen a boost in economic and technological
advancement. This is attributed to improved operational efficiency resulting from streamlined interoperability, decreased
downtime, and real-time processing as compared to conventional manufacturing industries. It also brings with it a massive
deployment of intelligent systems and devices from both the Information Technology (IT) and Operational Technology
(OT) realms within the Industrial IoT (IIoT) infrastructure, thus creating a heterogeneous interconnectivity. However, such
inherent interconnectivity introduces significant security and privacy challenges. To mitigate these challenges, researchers
and cybersecurity experts have recently proposed different defense mechanisms for the different facets of the cyber landscape
within the IIoT infrastructure. Nevertheless, most of these techniques require major technical expertise to be implemented.
Also, there is a lack of specific follow-through guides on how to adopt and implement such mechanisms. This paper aims to fill
that gap by providing in-depth guidance on adopting and deploying different defense mechanisms designed to mitigate various
cyber threats while ensuring secure and privacy-preserving IIoT infrastructure. The article first emphasizes the implications of
cyber threats targeting IIoT tools and infrastructure as well as vulnerabilities emerging due to IT and OT convergence. It then
delves into recent state-of-the-art protection mechanisms designed to mitigate these attacks based on a robust framework that
includes all defenses. In addition, comprehensive guides to be adopted for a secure and privacy-preserving IloT are provided.
Finally, other challenges and open research questions are presented to pave the way towards efficient deployment of secure
and privacy-preserving schemes for the IIoT in smart manufacturing.
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1 Introduction to its numerous advantages for industrial systems and plat-

forms. Moreover, such expansion of the IoT is especially

The term “Industrial Internet of Things” refers to the inter-
connection of intelligent and networked industrial modules
or clusters that are strategically deployed to optimize pro-
duction and decrease operating expenditures through the
implementation of continuous monitoring and effective man-
agement of industrial assets [1]. The global economic effect
of this achievement has been significantly influenced by the
widespread adoption of IoT across multiple industries, owing
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evident in the manufacturing sector due to the significant
increase in global investment in IIoT platforms within the
sector. It is projected that this investment will grow from
USD 1.67 billion in 2018 to USD 12.44 billion by the
year 2024 [2]. Additionally, it is worth mentioning that
according to research conducted by the Information Tech-
nology and Innovation Foundation (ITIF) in collaboration
with IoT analytics, the implementation of IoT infrastructure
in the manufacturing sector has the potential to significantly
improve performance and productivity by a range of 10%
to 25% [3]. Furthermore, it is also projected that this tech-
nological advancement can facilitate the manufacturing of
products amounting to around 1.8 trillion USD by the year
2025 [4] and a growth increase of over 24% from 2023 to
2030 [5]. These testify to the significant contribution of the
IIoT in the manufacturing sector.
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Numerous manufacturing industry sectors are influenced
by the IIoT through the integration of several technologies,
such as big data analytics, Al, digital twins, machine learn-
ing, as well as cloud and edge computing architectures, in
conjunction with the data used by these technologies to sup-
port industrial processes. However, cybersecurity concerns
pose a significant obstacle to the adoption of IIoT, making it
challenging to effectively utilize its capabilities. The imple-
mentation of [IoT systems significantly expands the potential
for security breaches [6]. This is primarily attributed to the
heterogenous integration of newly connected devices and
technologies, which introduces novel security threats and
renders the systems more susceptible to cyber intrusions.
Consequently, the risks associated with IIoT systems encom-
pass abroad range of implications, including the disruption or
failure of control systems and processes, the illicit possession
and acquisition of proprietary information, the compromise
of sensitive data, the potential for industrial espionage, and
many more.

When comparing the IIoT infrastructure to the conven-
tional IoT model, it is evident that the former has a greater
degree of sensitivity due to its larger size, increased complex-
ity, enhanced robustness, and crucial ecosystem. Likewise,
the susceptibility of IIoT to cyberthreats differs considerably
from those experienced in the IoT across multiple aspects,
such as threat surface, scalability, connectivity, interoper-
ability, and the integration of OT. The typical IoT generally
consists of regular IT infrastructure components, including
workstations, servers, routers, and switches, which are con-
sidered part of their vulnerable attack surface. On the other
hand, the IIoT broadens the potential for cyber-attacks by
integrating a wide array of industrial equipment, such as
control systems, cobots, sensors, actuators, and other field
devices, along with different industrial protocols for com-
municating [7]. As such, the multitude of threats and risks
associated with IoT tools, systems, and services are diverse
and constantly evolving. The IIoT poses a significant risk to
the safety, security, and privacy of individuals and systems,
encompassing a broad range of potential threats. Therefore,
it is crucial to identify all IloT components that require
protection and to formulate precise guidelines and security
measures to safeguard these components from any form of
cyber threats.

This survey provides robust defense mechanisms and
comprehensive guidelines for a secure and privacy-
preserving infrastructure for the IloT in smart manufacturing.
It highlights the security measures to be followed, pro-
tection mechanisms to be adopted and implemented, and
privacy-preserving ethics for the I[IoT that should be observed
during the adoption and deployment phase of IIoT in smart
manufacturing. The survey interacts with several regula-
tions and policies, both in academia and industry, to deduce
detailed procedures and protocols for a secure and privacy
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preserving IIoT. This is so that all future smart manufac-
turing systems can meet the required standards for secure
and privacy-preserving infrastructure according to Indus-
try 4.0. Further, we ensure that the provided guidelines, if
adopted and deployed, will serve as a robust, secure-proof,
and privacy-preserving foundation for the IIoT in smart man-
ufacturing. These guidelines and protection mechanisms are
also tailored towards ensuring the data privacy and security of
the entire IIoT tools and infrastructure based on an in-depth
look into the four-layered IloT model framework described
in Chapter 3.

Recently, different surveys have emerged regarding IIoT
security. However, the majority of these surveys concentrate
on specific security challenges within the IIoT or specific
protection mechanisms, providing little to no guidance on
how to adopt and implement various IIoT protection mech-
anisms while mitigating cyberthreats. This suggests the lack
of comprehensive insights and guidance on how to adopt and
deploy IloT, especially in smart manufacturing. This, in turn,
exacerbates the difficulties in guaranteeing the security of
IToT infrastructure. For instance, the surveys presented in [8,
9], and [2] primarily aimed to analyze the cybersecurity risks
related to the growing smart manufacturing industry. In these
surveys, authors evaluate the potential effects of these threats
on the manufacturing sector and propose several strategies
and methods to enhance the security in smart manufacturing
without any specific follow-through guide on how to achieve
this. Alabadi et al. [10] highlight numerous challenges, archi-
tectural requirements, and prospective future directions for
IToT. However, no guides are to be followed and implemented
to secure the architecture from attacks. Franco et al. [11] pro-
vide a survey on the honeypots and honeynets for 10T, IIoT,
and CPS. The authors identified various open issues without
any guides on how to overcome them. Another recent sur-
vey by Wu et al. [12] delves into the management of network
slicing and the application requirements of IIoT in smart fac-
tories. Challenges, open issues, future directions, as well as
lessons learned, were all discussed without a tentative guide
on how to implement the network slicing management for the
IIoT architecture. Other surveys that highlight the cyberse-
curity challenges of IIoT in manufacturing include the works
of [13, 14], and [15]. All of these surveys do not present con-
crete guidelines on ensuring the security of data, tools, and
infrastructure within the IIoT. This observation signifies the
need for a comprehensive survey that not only covers specific
challenges and open issues but also implementation guides
on how those challenges and issues can be mitigated.

To the best of our knowledge, this is the first survey that
provides comprehensive guidelines and protection mecha-
nisms for ensuring the security and privacy of IIoT for smart
manufacturing. In this work, we first review existing relevant
guides and regulations from both industry and academia, fol-
lowed by an overview of the different attacks that IIoT tools
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and infrastructure are susceptible to, as well as their protec-
tion mechanisms in terms of security and privacy. Next, we
provide an overview of the comprehensive guidelines, which
include measures and protocols to be followed during the
adoption and deployment of IIoT tools and infrastructure.
Finally, we discuss other possible countermeasures as well
as challenges and open issues.

Our major contribution to this survey includes the follow-
ing:

1. An in-depth study of the IIoT architecture, which aligns
with the four-layered paradigm and encompasses all
aspects of the IIoT, such as the different device com-
ponents and communication protocols in the smart man-
ufacturing domain, is provided.

2. Different attacks that pose a vulnerability to the adopted
IIoT are analyzed, including possible threats that mani-
fest due to IT/OT convergence. Countermeasures based
on robust defense mechanisms are also provided through
a comprehensive assessment of the IIoT model.

3. Guidelines for ensuring the security and privacy of the
IIoT tools and infrastructure are covered in accordance
with the adopted protection mechanisms. Most impor-
tantly, these guidelines capture both IT and OT aspects
of the IIoT while ensuring that all defined security and
privacy-preserving mechanisms are adopted and imple-
mented accordingly.

4. In addition, the recent defense mechanisms are thor-
oughly discussed based on their novelty, contributions,
and weaknesses. This will provide adequate insight to
future IIoT security researchers on the best security and
privacy measures to adopt and deploy.

5. Finally, other possible countermeasures as well as chal-
lenges and open issues that will aid future research are
discussed.

The remaining parts of this paper are organized as follows:
Sect. 2 gives a brief overview of existing guidelines in cred-
ible organizations and industry, as well as relevant guides
and research works in academia. Section 3 delineates the
smart manufacturing architecture within the IIoT, utilizing a
four-layered model. This encompasses different tools, mod-
ules, and devices within the IIoT architecture that need to be
protected against cyberattacks. Section 4 focuses on attacks
and the defense mechanisms put in place to mitigate them.
The chapter gives an insight into the different attacks that
the adopted IloT architecture can be vulnerable to, followed
by the robust defense mechanisms that would be adopted and
deployed to overcome such attacks. In Sect. 5, we focus on the
main guides to ensuring the security and privacy of the IIoT
tools and infrastructure in the manufacturing industry. These
guides are given in consideration of the protection mecha-
nisms adopted for IloT security and privacy. In Sect. 6, other

countermeasures as well as challenges and open research
issues are given. Lastly, the conclusion is drawn in Sect. 7.
Table 1 highlights the key contribution of our work com-
pared to other survey papers in terms of the vulnerabilities
and defense mechanisms covered.

2 Review of existing guidelines and best
practices

To compile a comprehensive list of best guides and prac-
tices, as well as have a general overview of other protocols
and see what will suit best for the IToT infrastructure in smart
manufacturing, this section analyzed different existing rec-
ommended security measures, keeping in mind the constant
evolution of IoT infrastructures to meet Industry 4.0 require-
ments. Hence, the guides provide us with insight to identify
what must be protected within the IIoT and to design suit-
able security protocols on how to prevent cyberattacks. This
brings forth a brief review conducted in both academic and
industrial settings, backed by the relevant government regu-
latory agencies.

Although there is currently no established comprehen-
sive systematic framework for addressing security needs in
the IIoT, the industry realized the need for standards in the
early 2010s and subsequently proposed a number of recom-
mendations. Since then, several guidelines and standards in
the field of IIoT security and privacy provide manufactur-
ers and users with guidance to improve security and privacy
within the interconnected IIoT ecosystem. These guides have
helped mitigate against several attacks that the IIoT are prone
to, such as spoofing, spear phishing, malware, SQL injec-
tion, DDoS, etc. However, our exploration is mainly limited
to the state-of-the-arts amongst these guides and standards,
with consideration given to: The rapid development of the
IIoT industry that may have rendered some ideas ineffec-
tive, though current studies regularly refer to and align with
those of the past in crucial security domains. In addition to
evaluating reports and articles, standard and best practices
developed by credible associations such as NIST, ISO/IEC,
and EU-ETSI or manufacturing bodies such as ENISA and
CISA were assessed. All these were backed by government
agencies to ensure full security and privacy compliance laid
by the relevant authorities.

2.1 Survey of guides and regulations by credible
organizations

2.1.1 National institute of standards and technology (NIST)

The US Department of Commerce’s National Institute of
Standards and Technology (NIST) published its first report
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Table 1 Key contributions of our work over other survey papers in terms of IIoT vulnerabilities and defense mechanisms covered

Survey works Vulnerabilities

Defense mechanisms

Different attacks IT/OT threats A

AC

DS Network security Data privacy Guides

RTM NS

@]
]

Mahesh et al. [8]
Phuyal et al. [9]
Alabadi et al. [10]
Franco et al. [11]
Wu et al. [12]

Shi et al. [13]

Yu et al. [14]
Tange et al. [15]
Mekala et al. [2]
Bravos et al. [16]
Panchal et al. [17]
Elhabashy et al. [18]
DeSmit et al. [19]
Chhetri et al. [20]
Shah et al. [21]
Sezgin et al. [22]

N AAXSAIXSANSNAI XS XSS X XS
N AAX X X X XS X X X X X X XX
KX XA X AN X X X X X X XS

Jayalaxmi et al. [23]

AN
AN
AN

Ours

KX XAIEX NSNS X X X X X X XS

<

TX X XX SN UXSX X XSS S
XX X X XXNSUXS NSNS X XS
XX X X XXXXXSNXNSNSN XXX
TX X UX SN NNX NN N XS
X UX X SUXXXXXSXXSN XXX

TX X X XXX XXXXXXXXXX X

<
N
AN
AN
AN

A Authentication, AC Access control, DS Data security, RTM Real-time monitoring, NS Network segmentation, CS Cloud security

titled “IoT Device Cybersecurity Capability Core Base-
line” (NIST IR 8259A) in 2020 [24]. The authors define
a core baseline for the cybersecurity capabilities of an IoT
device as a collection of device capabilities that are often
required to facilitate overall cybersecurity measures aimed
at protecting infrastructure, systems, and data. The rec-
ommended benchmark is the outcome of a collaborative
endeavor aimed at developing a comprehensive inventory
that reflects shared capabilities [24]. The document also
outlines measures designed to boost the security of manu-
facturing industry and its products, thereby decreasing the
number of IoT devices that have been compromised. Never-
theless, the guide fails to provide implementation procedures
for these guidelines. However, the recently updated version
of these guidelines (NIST IR CSF-2.0) [25] is focused on
improving the implementation of cybersecurity in critical
infrastructures. The framework proposed in the guide has
been widely used to reduce cybersecurity threats in different
manufacturing use cases.

@ Springer

2.1.2 European Union agency for network and information
security (ENISA)

European Union Agency for Network and Information Secu-
rity (ENISA) is another organization that has released
numerous reports on the advancement of IoT security in
industry. In 2017, the document “Baseline Security Rec-
ommendations for IoT” was published [26]. This project’s
objective was to acquire a deeper understanding of the secu-
rity requirements of the IoT, with a particular emphasis on
critical information services and infrastructure. The study
offers an in-depth assessment of contemporary cybersecu-
rity threats and an extensive set of protective measures for
IoT devices. The authors compiled a list of recommenda-
tions, best practices, expert opinions, and industrial cyber
security measures according to their findings. They fur-
ther provide another guide specifically for securing the IoT
[27]. The work encompasses a comprehensive compilation
of additional IIoT security standards, which could count as
an invaluable initial resource for further investigations. It also
incorporates standards from a variety of sources, including
the ISO/IEC.
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2.1.3 European telecommunications standards institute
(ETSI)

The European Telecommunications Standards Institute’s
(ETSI EN-303 645) guideline on cyber security for the
consumer IoT is another important resource for securing
IoT devices [28]. The document centers primarily on Euro-
pean regulations and seeks to establish an initial framework
for IoT device production. It references several important
projects, consisting of NIST and ENISA. In one of the ini-
tiatives, for example, it is striving to develop a framework
to handle encrypted credentials in a complex setting of mul-
tifaceted devices. Consequently, manufacturers, executives,
and experts rather than individual consumers are the intended
audience. Recently, they also proposed an implementation
guide for the consumer IO devices ETSI TR 103 621 [29].
The document provides guidelines to assist manufacturers
and other relevant stakeholders in fulfilling the cyber security
requirements established for Consumer Internet of Things
(IoT) devices (ETSI EN-303) 645.

2.1.4 International organization
for standardization/institute of electrotechnical
commission (ISO/IEC)

The recently published International Organisation for
Standardization/Institute of Electrotechnical Commission
(ISO/IEC 27400:2022) document provides guidelines on
risks, principles, and controls for the security and privacy of
IoT solutions [30]. The document gives an in-depth analysis
of risk sources for IoT systems while suggesting a plethora
of security and privacy solutions to help mitigate any form
of cyber threat. The document also provides best practice
recommendations to facilitate compliance with GDPR by
ensuring regulatory and legal adherence. One example of
such aregulation is the EU Network and Information Systems
Regulations (NISR), which provide legal measures (covered
by D7.7) aimed at enhancing the overall security, encompass-
ing cyber and physical aspects of information and network
systems. Such systems play a crucial role in facilitating the
accessibility of digital services ranging from data process-
ing to data storage in the cloud. The growing importance of
the internet and information systems as crucial facilitators of
societal and economic development justifies the implemen-
tation of this measure.

2.1.5 Cybersecurity and infrastructure security agency
(CISA)

As the sector-specific agency, the Cybersecurity and Infras-
tructure Security Agency (CISA) within the Department
of Homeland Security (DHS) collaborated with the Criti-
cal Manufacturing Sector Coordinating Council (SCC) to

develop a sector-specific implementation guide centered on
the manufacturing industry [31]. In line with NIST, CISA also
provides a regulatory framework for information and cyber
security guidance by evaluating and improving the ability
of manufacturing industries to detect, prevent, and react to
cyberattacks. It provides a high-level notion of risk man-
agement through the prioritize, orient, determine, analyze,
and action plan concepts. The guide is a tool for harmo-
nizing strategic operations and technological solutions for
handling cybersecurity risks. It can be used to determine the
most effective steps to mitigate a cyber threat. Organizations,
industries, and businesses are just a few of the different cat-
egories of entities that can use the framework for various
objectives.

The recommendations in the above-mentioned guides and
standards are high-level, which might not be applicable
to low-level systems, because no low-level system-specific
information is included. To derive efficient security princi-
ples, it is essential to acquire thorough system understanding
and analyze these recommendations within the context of this
knowledge. In addition, substantial effort is required to verify
these recommendations using structured tools, including the
conversion of high-level suggestions into low-level security
regulations and the design of such regulations for the security
evaluation. Moreover, many of the proposed measures ought
to have been proposed and implemented for large indus-
tries because they are beyond the user’s control. However, to
ensure the concerns on detection and prevention/mitigation
are covered, our guides focus on low-level security regula-
tions as well as the privacy threats related to the sharing of
data in IIoT, which is discussed in Chapter 5.

2.2 Survey of guides and research works
in academics

2.2.1 General surveys, guides, and research works

Despite reviewing various cybersecurity frameworks and
guide recommendations from the perspective of credible
organizations, it is crucial to also investigate academic works
and see what they have to offer. This would provide us with
an overview of the most effective security measures for the
IIoT tools and infrastructure.

Given that most scholars acknowledge the fact that the
majority of cyberattacks instigated against industrial systems
lack preventive measures in place, it is crucial that preventive
measures are considered prior to detection in the IIoT infras-
tructure. This will greatly help to minimize the likelihood of
an attack. Some notable state-of-the-works in the literature
that fulfil both the preventive and detective criterion includes
following works:

In[16], Bravos et al. provide a detailed analysis of two tan-
gible instances of connected IIoT systems in smart factory
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and smart logistics environment, emphasizing the architec-
tural decisions made to bolster cybersecurity measures. In
addition, they include an interconnected industrial system
that ensures safe data transmission and employs strategies for
detecting and mitigating threats to both real-world data and
IoT devices. Although the system is not readily available as
a commercial product, its architectural design and outcomes
demonstrate the benefits of employing advanced technolo-
gies like deep learning for threat detection and blockchain
for improved communication within IIoT systems, specifi-
cally for the purpose of threat prevention. This analysis also
explores the practical implementation of these technologies.
The researchers ultimately presented the empirical findings
pertaining to the different components of their system in
the manufacturing domain, along with an evaluation of the
overall system performance. Since the authors place signifi-
cant emphasis on the independence and portability of various
components within their system, the majority of these com-
ponents may be readily modified and used as independent
services within other systems. Also, the suggested architec-
tural framework has the potential to be used in other emerging
IIoT systems with little to moderate technical adjustments.
Therefore, the findings of their study may serve as a baseline
reference for future studies in this domain.

Mabhesh et al. [8] conducts an analysis and evaluation of the
cybersecurity vulnerabilities within the evolving digital man-
ufacturing environment. They evaluate the potential threats
based on different case study scenarios and consequences for
the manufacturing sector and proposes effective strategies to
safeguard manufacturing operations. In terms of attack pre-
vention, the authors emphasize on the possibility that not all
participants in a manufacturing industry have the same level
of resources to implement the most sophisticated defenses,
because the vulnerabilities inside for instance, a supply chain,
in addition to jeopardizing their own resources, have the
potential to compromise the assets of every party involved
in the supply chain. Therefore, while their primary empha-
sis in the research was on the cybersecurity measures used
in the manufacture of distinct components within a Digital
Supply-chain Network (DSN), they also acknowledged the
significance of other components within the DSN, including
the information, financial, and commercial networks. Finally,
they also suggest certain methods to be adopted to ensure
threat mitigation, such as established information security
techniques like data encryption, watermarking, and authen-
tication.

In [32], the authors aimed to provide educational resources
to those without specialized knowledge on the safe deploy-
ment of IoT devices. To accomplish this, a compilation
of effective guides and methodologies has been furnished,
derived from established frameworks. The execution of these
security measures was shown in two distinct situations, using
arange of network devices and taking into account the limits
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often encountered by SMEs. They also conducted an evalu-
ation of the current vulnerabilities that exist in smart devices
as well as the existing standards pertaining to the safe deploy-
ment of Internet of Things (IoT) devices. Next, they proceed
to execute the prevailing optimal strategies for ensuring the
security of interconnected network devices, with a specific
emphasis on preventive measure to the issues posed by the
IoT. Lastly, they laid the groundwork for presenting a prag-
matic framework that facilitates the secure deployment of
IoT devices within SMEs.

Recently, Mekala et al. [2] provided an extensive review
of the Industrial Internet of Things (IloT) framework by
identifying distinct sectors in which IIoT adoption occurs,
an evaluation of potential risks and vulnerabilities, and an
in-depth analysis of countermeasures that are currently avail-
able. The authors also highlight some preventive measures
based on the integration of different technologies such as
edge, blockchain, and advanced artificial intelligence, includ-
ing deep learning, machine learning, and big-data analytics,
while bringing forth some future challenges that can be miti-
gated by such technologies, including maintaining scalability
in the IIoT, effective resource management approaches that
facilitate data transfer without modifying the computational
storage capacity of the sensors, heterogeneity and diversity
of IIoT applications and protocols, IIoT architecture design
flaws, and mapping industrial applications against the threat
environment.

According to [33], the plethora of security challenges
faced by IoT require not just detective measures, but pre-
vention should be at the forefront of mitigating cyberattacks.
Therefore, the authors outlined several security needs that
have been suggested for the IoT while providing a thorough
categorization of the primary security concerns pertaining to
the architecture of the IoT, taking into account the potential
consequences of attacks and other emerging security con-
cerns. Moreover, they systematically compile and visually
represent the many countermeasures used to address these
vulnerabilities, while considering recent advancements in
security methodologies. In conclusion, an in-depth evalu-
ation of the specified countermeasures for IoT security is
undertaken.

2.2.2 Blockchain-based surveys and research works

Other works encourage the use of blockchain for secure smart
factories; these include Elmamy et al. [34], Leng et al. [35],
Rathee et al. [36], Maleh et al. [37], Pourrahmani et al. [38],
Lengetal. [39], Nutter et al. [40], and Gimenez-Aguilar [41].
In [35], the authors examine the potential of blockchain sys-
tems for addressing cybersecurity challenges that may hinder
the realization of intelligence in Industry 4.0. In this context,
a total of eight cybersecurity concerns have been discov-
ered within the realm of industrial systems. The authors then
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created ten comprehensive metrics via a scrutiny of exist-
ing research on blockchain-secured smart manufacturing,
with the aim of facilitating the implementation of blockchain
applications in the production sector. They provide valuable
insights that will guide future research directions in the field
of blockchain-secured smart manufacturing which can possi-
bly drive research efforts to address important cybersecurity
challenges in order to achieve intelligence in the context of
Industry 4.0. Despite the full trust in blockchain for ensur-
ing the required protection against cyber threats, it still comes
with its own fair share of vulnerabilities [42] such as the inser-
tion of invalid transactions into a block, goldfinder, double
spending, and wallet theft [42].

In another profound work by Nutter et al. [40], the
authors identify major aspects of blockchain-based solutions
in numerous sectors of Industry 4.0. In addition, they pro-
vided a framework that proved valuable in conceptualizing
the integration of Industry 4.0 enabling technologies with
blockchain technology, thereby facilitating the implementa-
tion of adept and effective blockchain-based solutions within
the context of Industry 4.0. In conclusion, using the sug-
gested framework, the authors propose a hypothesis about the
progression of blockchain technology in Industry 4.0 envi-
ronments while emphasizing the pertinent areas of study that
scholars and professionals engaged in this domain should
focus on in the immediate future.

In a rather unexpected approach, instead of focusing on
proposing solutions and mitigation strategies against cyber
threats, Rainmundo et al. [43] debate on security surround-
ing the current topics in IIoT. The authors argue that due
to the need for decision-making, cybersecurity must first
concentrate on the diverse vulnerabilities of IoT compo-
nents before proceeding to work on its security mechanisms,
such as access control, data storage, authorization, and pri-
vacy. While enterprises must adopt a cybersecurity plan with
respect to their protection needs, emphasizing that organi-
zations must stay abreast of technological advancements in
order to respond appropriately to cybersecurity threats. In
a nutshell, this all boils down to the fact that cyber secu-
rity experts must be alert to the plethora of future challenges
regarding cyber threats, while organizations must first look
into preventive measures against cyber-attacks.

2.3 Chapter summary

This section provides a summary of conclusions derived from

this chapter in relation to the crucial guidelines and security

measures adopted for the benefit of the entire IOP tools and

infrastructure. Below, we itemize our take from these sur-

veys, both in academia and industry organizations.
Summary of Surveys from Organizations.

To ensure IIoT security, the majority of the guides
emphasize adopting proactive security measures before
detection (reactive) measures. As such, our guides also
embrace this strategy, thereby making sure that proactive
measures are taken into consideration for the security and
privacy of the IIoT infrastructure.

Amongst the guides, ENISA and CISA can be applicable
to organizations, industries, and businesses, depending
on the framework scope and its various objectives. There-
fore, IIoT security can derive advantages from the defined
frameworks in these guidelines.

With the exception of ENISA and ETSI, other guides,
especially NIST and ISO/IEC, are high-level, requiring
an in-depth understanding of the infrastructure in order to
analyze the measures within the context of the standards
provided. Consequently, they might not be applicable to
low-level industries.

ETSI is mainly concerned with the consumer aspect of
the IToT and focuses on European regulations. Its primary
objective is to establish an initial framework for secure
and efficient production within the context of consumer
IoT. As such, some important benefits can be derived for
the consumer side in the IIoT.

Most of the guides and regulations also provide a general
overview of frameworks that can be used to determine the
most effective steps to mitigate a cyber threat.

Summary of Survey works from Academia.

Fortunately, academia also places greater emphasis on
proactive measures for ensuring IIoT security in the man-
ufacturing industries prior to detection measures.

With the recent advances in deep learning and blockchain
technologies, some of the works emphasizes the use
of these advanced technologies for threat detection (via
deep learning) and improved communication within [loT
systems (via blockchain). The adoption of such novel
technologies shall be considered in our guides depending
on the security, performance, and scalability tradeoffs.
In addition to ensuring the security of digital services,
networks, data, the cloud, etc., some researchers empha-
size adopting the right architectural framework in order
to enhance the cybersecurity of the industry since the
architecture encapsulates how services can be managed
and how the network can be segmented, monitored, and
mapped. This testifies to the need for adopting the right
architecture for every IIoT.

For a more efficient integration of cybersecurity mea-
sures, independent implementation of each component
within the IIoT is also encouraged. So do our guides for
securing the entire IIoT infrastructure.

Other works emphasize that each component within the
infrastructure should possess the same level of resources
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to implement defenses because vulnerabilities within one
component, such as a network, can lead to the compro-
mise of other components, such as databases and devices.
This is also captured in our guides.

6. Most research also stresses the potential of blockchain-
based systems for addressing cybersecurity challenges
that may impede the realization of intelligence in Indus-
try 4.0. However, since the sole adoption of blockchain
also comes with its fair share of vulnerabilities, ensuring
a balance with other technologies is key for the optimal
protection of the entire IIoT in our guides. Table 2 pro-
vides key contribution of our work over other existing
security measures and regulations in terms of guidelines
to be adopted and deployed in order to ensure the secu-
rity and privacy of the entire IIoT ecosystem in smart
manufacturing.

3 Architectural overview of lloT

The conventional architecture of the IIoT for smart manu-
facturing encompasses the organization of digital networked
systems in a manner that facilitates the establishment of net-
work and data communication across various components,
including IoT devices, actuators, data storage, etc. However,
establishing a strong foundation for the IToT is crucial for fos-
tering a sustainable environment conducive to the long-term
growth of IoT initiatives in smart manufacturing contexts.
Also, the adoption of a process-oriented perspective on the
IIoT recognizes that its implementation has a broader scope
than the mere interconnection of various IloT devices to
the internet. As such, building a resilient infrastructure is
a crucial component of ensuring the security and privacy
of the entire IIoT. This section gives a detailed outline of
the adopted architectural overview for smart manufacturing.
It also describes all the relevant tools and devices that are
involved in all operations within the IIoT infrastructure.

3.1 Framework and components of the lloT
architecture

The four-layered model, which delineates the standard design
of an IIoT framework, has gained significant acceptance
within the smart manufacturing industry [10]. The paradigm
shown in Fig. 1 depicts the four distinct layers of a typical
IIoT architecture, including the perception or devices layer,
the network or gateway layer, processing or cloud layer,
and the application or data management layer. Each layer
encompasses various essential elements that helps with the
functioning of the IIoT architecture. Below is the detailed
description of each layer and its role in the IIoT.
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The perception or device layer: The perception layer,
often known as the device layer comprises a comprehen-
sive array of devices such as actuators, robots, sensors,
cameras, and other physical objects that are used for the
purpose of data collection. The sensors used in the IIoT
are often referred to as smart/intelligent sensors. One
notable feature of intelligent sensors is their ability to
establish communication with the network, usually by
means of wireless signals as opposed to conventional
cable industrial networks. In order to assure the reli-
able communication of accurate and real-time data by
such intelligent sensors, the IEEE has derived standards
and regulations in place [44]. Moreover, the sensors are
also capable of gathering data from both the surround-
ing environment and the specific items they are tasked
with monitoring. Subsequently, the acquired informa-
tion is transformed into practical facts that individuals
may effectively use. The actuators are responsible for
controlling and adjusting the many processes that occur
inside the measured area. The physical circumstances
under which the data is created are modified. For instance,
an actuator has the capability to either initiate the open-
ing or closing of a valve or facilitate the movement of a
robotic arm within the context of an autonomous assem-
bling procedure.

An additional essential characteristic of smart sensors
is their capacity for self-identification and adaptabil-
ity [45]. Thanks to the IEEE standard that is designed
to create uniform identification criteria, enabling seam-
less interoperability among intelligent sensors produced
by different manufacturers. This facilitates the efficient
detection of crucial sensor data either in transit or at rest.
Actuators and controllers are also recognized as integral
components of this layer. In the realm of IIoT, controllers
are often integrated into systems and designed to fulfill
different roles.

The network or gateway layer: This layer comprises of
specialized IIoT tools that facilitate the transmission of
gathered data from the sensors and actuators. Here, the
gateways are responsible for conducting local storage and
processing of the gathered data before transmitting it to
the subsequent tier in the IIoT infrastructure. It is essen-
tial to acknowledge that gateways are not designed for
process management and only execute these activities
on data prior to transmitting it to the cloud. As such,
they can be considered as data-collection devices that
remain integral components of the edge network. Based
on the classification system, the gateways would still be
categorized as edge devices. They also remain in close
proximity to the sensors and actuators, where they per-
form data preprocessing at the edge.

Nevertheless, substantial quantities of processed infor-
mation need the use of considerable processing capacity,



On the adoption and deployment of secure and privacy- ...

Page90of37 53

Table 2 Key contribution of our work over other guides and survey papers in terms of guidelines to be adopted and deployed

Guides and Survey works

Guides to a secure and privacy preserving IIoT tools and infrastructures

Guide to secure digital Guide to secure Guide to secure cloud database  Guide to

services network data privacy
connectivity

A AC DS T&DM NS NM NC PG-U PG
NIST IR 8259A [24] X X 4 4 X 4 X X X X
NIST IR-CSF-2.0 [25] 4 4 4 X 4 4 v v X X
ENISA-Baseline [26] v v v v v v v v X v
ENISA-Secure IIoT [27] v v v v v v X v X X
ETSI EN-303 645 [28] 4 4 4 X X 4 X 4 X X
ETSI TR 103 621 [29] 4 4 4 4 v v X v X X
ISO/IEC-27400:2022 [30] v v 4 4 4 v X v v v
CISA [31] v v 4 4 v v v 4 X X
Our Guides 4 4 4 4 4 4 4 4 v 4

A Authentication, AC Access control, DS Data security, 7& DM Tools and device management, NS Network segmentation, NM Network monitoring,
NC Network configuration, PG-U Privacy guides for users, PG-I Privacy guides for industries

Cloud or
processing
layer

H &

Data storage, high-level data analytics

Application or data
management layer

Edge computing

NDeE &

Data visualization, machine learning, Al, data processing, advanced analytics

Network or gateway layer

cm
]
e

L EMBE X

Routers, firewalls, edge devices

Perception or device layer

- LN O O

Robots, sensors, actuators, monitors, meters, cameras

Fig. 1 The four distinct layers and components of a typical IIoT architecture

because the continuous data streaming generates sub-
stantial data flows that exceed the capacity for direct
transmission to the cloud. The complexity of managing
an IoT network increases significantly when there is a
large number of sensors continuously transmitting data.
Moreover, in the event that the sensor data is presented
in analog format, it is necessary for the gateway to con-
vert it into digital form in order to facilitate subsequent
information processing [46].

3. The application or data management layer: After the
collection of data, its conversion into digital format, and
subsequent aggregation, the data is prepared for further
processing using edge systems. The edge IT systems have

the capability to be either onsite or remote; however,
it is most often seen that these systems are located in
close proximity to the sensors. This is the stage at which
digitized and aggregated data is used for the purpose
of conducting analytics. Furthermore, the available data
exhibits coherence and logical consistency with the help
of knowledge possessed via machine learning and data
visualization. Once practical and implementable insight
from the extracted data is gained, it is often followed by
the insights acquired. The use of this supplementary pro-
cessing mechanism effectively mitigates the volume of
data being sent to data centers or cloud-based infrastruc-
tures. By adopting this approach, one is able to mitigate
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problems related to downtime, storage, and security. In
a nutshell, this layer entails the graphical user interfaces
that aid in the interpretation of data derived from the
preceding layers. In particular, user programs that are
responsible for generating reports, performing analysis,
and producing statistical data.

4. The processing or cloud layer: This layer encompasses

the realm of cloud computing. Here, the data has been
successfully sent to a database or server located inside a
data center. Significant computational resources are often
required to carry out data analytics as well as machine
learning computations. Hence, the cloud layer is where
the most crucial and exhaustive data processing tasks take
place via the cloud systems. Additionally, the user in
this layer has the capability to comprehensively examine
and manage the data in a secure cloud setting. While the
duration for obtaining insights is extended, it is possible
to conduct thorough and complete analysis of the data at
this particular stage.
Finally, it can be seen in Fig. 1 that edge computing is
depicted to capture the three top layers, excluding the per-
ception or device layer. This is because according to the
framework, all the top three layers are designed to simul-
taneously exchange information in the IT realm, while
the perception layer only includes all devices capable of
data collection in the OT realm. The collected data is then
transmitted to the IT realm via the edge nodes as depicted
in Fig. 3.

3.2 lloT in smart manufacturing

Smart manufacturing, also known as smart factories, is a
concept derived from the IIoT. It envisions a production
environment where all systems are completely automated
and intelligent. This allows for the management of machin-
ery, facilities, and logistics throughout the manufacturing
plant without the need for human interaction. In addition,
smart factories provide the setting where these activities
occur via the transmission of data amongst various tools and
components inside the manufacturing technology network.
Hence, this enhances automation and machine learning,
enabling more optimal operations and greater cost efficiency
compared to relying purely on human control for manufac-
turing processes. Figure 2 depicts the numerous technologies
featured in the implementation of IIoT in smart manufactur-
ing. These technologies include smart logistics, automation,
smart mobility, machine learning, cybersecurity, and big data.
Each of these technologies provides distinct benefit to the
overall functioning of the manufacturing industry.

Smart factories use big data to implement the digital-
ization of the production process. This results in improved

@ Springer

efficiency, delivery, as well as low labor and energy expenses.
Machine learning algorithms analyze data generated from
sensors and other monitoring devices with the purpose of
making instantaneous decisions. This will enhance overall
production efficiency while promoting the adoption of IIoT
in intelligent factories. Smart logistics, smart mobility, and
automation all adopt the use of cobots, actuators, meters,
sensors, and other devices to facilitate production, mobility,
and logistics within the entire manufacturing ecosystem. And
cybersecurity finally ensures the data, tools, and devices, as
well as the communication channels between all technolo-
gies and the network connectivity in the entire ecosystem,
are secured from cyber threats and unauthorized access.

The primary objective of implementing IIoT in factories
is to facilitate the integration of interconnected devices and
sensors at the network edge, thereby improving real-time
machine and human efficiency between all technologies.
Additionally, it enables the use of data for more profound
analytics and insights, followed by its storage in the cloud.
This also facilitates streamlined quality control, optimized
machinery management, and improved maintenance, safety,
and efficiency. The essential elements of intelligent manu-
facturing systems include [47].

1. Physical machines: These machines perform the prac-
tical tasks of moving products through streamlined
logistics within the factory. These include loaders, drills,
and industrial robots.

2. Physical tools and devices: Other physical devices, such
as actuators, meters, etc., also control minor movements
and monitoring at the low-level stages of each sys-
tem component within the factory. IT related physical
devices within the factory also include routers, edge
nodes, servers, computing devices, etc.

3. Human—machine interface (HMI): The HMI mainly
oversees and regulates the progression of processes
throughout the ecosystem.

4. Programmable logic controllers (PLC): The PLC acts as
the intermediary that enables interactive communication
between the physical machines and devices, as well as
HMI and the other parts of the network.

The above systems mainly work in tandem with other
components of the IIoT, such as the cloud, Al, and machine
learning, to achieve the required objectives. The integra-
tion of cloud, Al, machine learning, and robotic process
automation in the IIoT would undoubtedly improve finan-
cial performance, operational efficiency, production capacity,
product quality, and workplace safety across the entire fac-
tory.
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4 Attacks and defense mechanisms
in the lloT

4.1 Vulnerable attacks in the lloT tools
and infrastructure

Despite the enormous advantages provided by the IIoT in
smart manufacturing, the security and privacy challenges
that come with such advantages are diverse. Before delv-
ing into the protection mechanisms that would be used to
ensure the security of the IloT, it is important to briefly
highlight some attacks that the IIoT can be susceptible to.
This will give an insight to the network engineers, sys-
tems administrators, as well as users on what to look out
for and how to identify and differentiate between various
attacks. In essence, this section should serve as an aware-
ness raiser to the IIoT systems administrators on the various
IIoT related attacks to keep an eye on. For a more in-depth
description and analysis of these attacks, readers can refer
to the works in [2, 26], and [17]. While not all the attacks
mentioned in those works specifically target the IIoT, the
most common ones in smart manufacturing include DDoS,
phishing, malware injection/ransomware, spoofing, man-in-
the-middle, data sniffing and manipulation, as well as attacks

targeting legacy systems. A brief description of these attacks
is given as follows.

DDoS: Distributed Denial of Service (DDoS) attacks
impede the flow of services to authorized users. The
attacker engages in malicious operations that weaken
the computational capacity of systems, rendering them
inaccessible or overburdened by inundating the machines
with a substantial influx of queries [2]. This attack can be
used to target different parts of the IIoT tools and appli-
cations, such as routers, network devices, servers, etc.
Man-in-the-middle attacks: In this attack, the adversary
attempts to interfere with or compromise the transmis-
sion of information between authorized entities, such as
users, tools, and systems. In addition, the adversary may
seek to modify the data prior to its dissemination to other
entities. This attack can mainly target the communication
channels between the IIoT tools and applications through
eavesdropping on messages, sniffing and spoofing of net-
work channels, hijacking a session, etc., thereby taking
control of tools within the architecture.

Malware injection: In malware injection, or ransomware,
the attacker deploys malware in an attempt to duplicate
and transmit harmful code throughout the network, which
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might be appended to a trojan application to facilitate
effortless infiltration into the system or architecture [2].
The primary objective of these attacks is to inject encryp-
tion techniques to encrypt the data or files of a targeted
person or organization, with the intention of demanding
a ransom in exchange for the decryption key. This attack
is very detrimental as it can compromise the entire IIoT
data, communication channels, as well as I/O devices.

4. Phishing: In phishing, the adversary assumes the iden-
tity of a legitimate user and deceives other authorized
individuals within the organization into providing their
private details on abogus webpage or persuades them into
downloading and installing harmful attachments such
as viruses and malware, thus leading to the subsequent
disclosure of sensitive data. This attack mainly targets
sensitive information, such as login passwords, biomet-
ric identity, usernames, and secret credentials. A highly
mutant variant of this attack is the spear phishing, where
the attackers use specific social engineering content to
target a specific organization.

5. Spoofing: A spoofing attack involves an individual imi-
tating the identity of a genuine user in order to deceive
others and gain unauthorized access to a system, hence
enabling the delivery of a malicious payload. By using
methods such as IP spoofing, the adversary is able to
manipulate the source IP address associated with the sent
packets to deliver an exploit. A variant of such attack is
also available in biometric systems, where the attacker
uses a fake biometric template to fool the system in order
to gain access.

6. Data sniffing and manipulation: Sniffing and manipu-
lation are all attack variants that can expose the confi-
dentiality and integrity of the IOP systems. Such attacks
make it easier to sniff or manipulate data in the trans-
mission channels through eavesdropping and replay. It is
often easier to perform these attacks on unencrypted data
or communication channels that aren’t secure.

4.2 IT and OT convergence security threats

The convergence of information technology (IT) with oper-
ational technology (OT) is the basis of the IIoT. Physical
components such as robots, actuators, meters, monitors, and
edge nodes represent the OT, while IT encompasses both on-
site IT infrastructure and cloud-based IT services, which are
used for storage and analytics purposes. The edge nodes pro-
vide communication between OT and IT systems by using the
edge network. However, security is often considered within
the realm of IT as a client—server paradigm, whereby the
exchange of information between the client and the server
takes place using established protocols like IP, UPP, TCP,
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and HTTP [2]. Figure 3 depicts the IIoT ecosystem in smart
manufacturing with emphasis on I'T/OT convergence.

IT and OT in a smart manufacturing setting offer sev-
eral advantages, including improved efficiency and seamless
communication, as well as access to real-time data. Never-
theless, they are very vulnerable to various cyber threats. An
accomplished cyber-attack on IT systems can lead to the loss
of sensitive data that might forever be irreplaceable. Other
consequences are the huge financial loss and system down-
time. On the contrary, OT is specifically geared to facilitate
secure and dependable industrial processes. Unfortunately,
the OT systems and components were not originally devel-
oped with security as a priority. In order to ensure security,
OT components are either kept apart from susceptible areas
or protected by physical security and safety precautionary
measures [48]. The security measures used for OT systems
are unreliable and may potentially reveal weaknesses that
may be taken advantage of by malicious actors. OT systems
may be better protected against attacks from other networks
if they use network segmentation, but they may not be safe
enough against internal threats. However, malicious software
may be readily installed on the network to launch attacks on
these systems. Hence, comprehending every potential attack
vector on every level of the IIoT infrastructure is crucial to
developing a comprehensive threat mitigation strategy [49].

Generally, the IIoT systems are considered some of the
most vulnerable systems targeted by cyberattacks in both
the IT and OT realms; as such, the security of IT and OT
play a crucial role in protecting the critical heterogeneously
interconnected manufacturing systems against such attacks.
Figure 4 depicts the general taxonomy of IIoT attacks based
on attack vector, attack target, attack impact, and attack con-
sequences in both physical (OT) and cyber (IT) scenarios
[2].

A comprehensive grasp of this attack taxonomy will help
facilitate the secure and robust implementation of defenses
within the entire IIoT, thereby proactively recognizing and
mitigating threats while safeguarding essential tools and crit-
ical infrastructure from unauthorized breaches.

Other potential vulnerabilities that manifest due to IT and
OT convergence include the following:

1. Vulnerabilities in communication protocols: The com-
munication protocols that aid with the IT and OT
convergence via the edge nodes can be considered the
vital aspect of enabling such convergence functionality.
However, some of the well-known transmission inter-
faces such as Modbus and Profibus have been proven
vulnerable [50]. As a result, the use of such insecure
transmission interfaces can lead to susceptibility against
numerous attacks targeting the communication proto-
cols.
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2. Inadequate authentication mechanism: Weak authenti-

cation and authorization mechanisms also exist within
those communication channels. As an instance, both
NB-IoT and Wireless-HART lacks functionality and sup-
port for secure authentication in IIoT environments [51].
Likewise, Modbus and MQTT are susceptible to flaws
that could compromise the authentication and integrity
required to secure the transmission channels.
Inadequate data security: Given that most of the adopted
tools for secure transmission interfaces are vulnerable
to attacks, the security of the data transmission between
different clients and access points cannot be guaranteed.
Therefore, without the guaranteed security of the trans-
mission channels, the data itself is insecure.

1IoT application vulnerabilities: Most IIoT smart man-
ufacturing industries lacks security architecture in
their design. Additionally, inadequate security measures
implemented in the design by external providers in the
IIoT can facilitate the infiltration of harmful viruses,
malwares, trojans, and botnets into the operational envi-
ronment. This can lead to compromising the SCADA and
other systems.

Lack of security awareness: There is a lack of secu-
rity awareness and knowledge to the security measures
and regulations in industrial control systems setting. Fur-
thermore, this is exacerbated by the lack of standard
technologies, secure remote controls systems, and pub-
licly available technical knowledge.

Cloud IT

Data storage, high-level
data analytics

IT/OT
Convelrgence

Information Technology (IT)

On-site IT
== ) CJ§

% B

Routers, firewalls, and other computing devices

Fig.3 The IIoT ecosystem in smart manufacturing with emphasis on IT/OT convergence

6. Weak delineation between IT and OT: Considering the
segregation between the IT and OT technologies is only
achieved via the edge nodes, the security of such nodes
must be strengthened. Moreover, other enhanced security
mechanisms can be incorporated in the nodes.

7. Lack of collaboration: The collaboration between IT and
OT teams has been uncommon, resulting in potential
security oversights that may amplify intricacies, esca-
late operational expenses, and expose vulnerabilities that
malicious actors can use. In order to guarantee IIoT secu-
rity, it is essential for separate teams to give priority to
working together and exchanging information in a seam-
less manner.

8. Inadequate insight: IT often depends on asset identi-
fication and configuration to get a comprehensive and
accurate understanding of the managed environment. OT
systems need to possess the capability to coexist in this
context and provide functionalities that operate with ease
via remote setup and administration. If an administrator
lacks access to an OT device, they are unable to effec-
tively ensure the security and management of that device,
which subsequently has the potential to result in security
risks.

9. Vulnerabilities in SCADA implementation: SCADA con-
trol systems and PLCs are regarded as the central
components of every industrial control system in smart
manufacturing [52]. However, some SCADA systems
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Fig. 4 Attack taxonomy of the IIoT [17]

continue to use unsupported operating systems like Win-
dows XP, while many IIoT systems depend on obsolete
firmware or vulnerable third-party components [52].
Nonetheless, ensuring security for both the SCADA
systems and PLCs is of utmost importance due to the
many vulnerabilities they present in both the firmware
and software components of the IIoT systems, which
include a range of cyber threats such as ransomware,
spoofing, DoS/DDoS, worm-based malware, etc. Major

weaknesses of such systems include the following:

a. Inadequate understanding of the devices associated
with SCADA and PLCs systems from both the OT

and IT sides.

b. Lack of secure authentication mechanisms for access
control and data protection.
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c. Lack of security measures related to remote access.
d. Software design without adequate security consider-

ation.

e. Enabling unlimited uploads on such systems and
deploying PLCs operating system with vulnerabil-

ities.

Likewise, considering that the majority of smart manufac-
turing facilities include several devices intended for remote
access, other attack vectors exploit vulnerabilities such as:

1. Intercepting unencrypted passwords on ICS networks.
Utilizing preconfigured passwords or SSH keys for

firmware authentication.

3. Exploiting the code execution process of a device in order
to get unauthorized access to confidential data.
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4. Establishing a connection with a device with a serial
interface.

5. Lack of account suspension or deactivation regulations
in place.

4.3 Recent defense mechanisms for lloT tools
and infrastructure in smart factory

In an age of rapid digital expansion, the need of securing IloT
platforms and technologies is paramount. The IIoT smart
manufacturing tools and applications need to be built on
rigid and secure defense mechanisms. Therefore, this section
delves into the novel security and privacy-preserving tech-
niques devised to defend the IIoT’s infrastructure, digital
modules and services, various tools and devices, data, users,
and the network that interconnects these elements from var-
ious cyberthreats.

Considering the vast landscape of the IIoT ecosystem that
needs protection, a meticulous approach must be taken to
ensure that no facet is left unguarded. Whether it’s con-
trolling access to physical and virtual resources, real-time
monitoring for anomaly detection, or ensuring that data is
handled with the utmost integrity and care, each dimension
has its significance. Also, the defense mechanisms ensure
both IT and OT security are taken into consideration. These
mechanisms include authentication, access controls, network
security, data security, real-time monitoring and incidence
response, cloud security, data privacy, and other countermea-
sures.

4.3.1 Authentication

In the IIoT infrastructure, a robust authentication system is
paramount to ensure that access is granted only to autho-
rized entities. Various authentication mechanisms have been
proposed for IIoT in smart manufacturing, however, a large
number of these proposals still remain vulnerable to attacks
such as phishing, spoofing, impersonation, privilege insider,
etc. To address these problems, Hammad et al. [53] pro-
pose a novel method of mutual authentication among the
modular manufacturing system unit, users, and the server
through the facilitation of secure communication within the
IToT ecosystem. This is specifically applied in the context of
smart manufacturing. The approach achieves secure authen-
tication by issuing session keys. The strategy also exhibits
strong resilience against a wide range of security threats
while surpassing the performance of other existing schemes.
Tanveer et al. [54] introduce CMAF-IIoT, an authentication
framework for IIoT that combines chaotic maps with the
resource-efficient AE scheme ASCON [55] in order to tackle

the aforementioned security challenges. CMAF-IIoT facili-
tates dependable connectivity between smart manufacturing
devices (SMDs) and consumers. The framework begins with
users’ local authentication on their smart devices, and after
both parties have successfully authenticated one another via
the gateway, the formation of a session key with the SMD
follows. Users can then safely get real-time information
from SMDs installed in the IIoT ecosystem by using the
session key. The security of CMAF-IIoT is verified using
both formal and informal security evaluations. In [56], Want
et al. present an efficient authentication mechanism, known
as AP-CDE, for facilitating the interchange of data across
different domains in the IIoT. This protocol utilizes anti-
collision hash functions, bitwise exclusive-OR operations,
and Chebyshev polynomial operations. AP-CDE security is
attained by the use of robust (formal) and nonmathemati-
cal (informal) analytical techniques. The analytical findings
demonstrate that the designed procedure is capable of with-
standing arange of well-established threat vectors. Moreover,
a comprehensive analysis is conducted between AP-CDE
and other relevant protocols to confirm that it is better in
terms of security, functionality, communication overheads,
and computational efficiency.

Srinivas et al. [57] present a novel, secure-proof user
authentication key agreement approach that restricts access
to selected IoT sensing devices in the IIoT ecosystem to
authorized users only. The system utilizes the fuzzy extractor
for biometric verification. Furthermore, the proposed solu-
tion uses a three-factor authentication approach based on
smart cards, passwords, and personal biometrics to enhance
security. It also makes it easier to change passwords or bio-
metrics with an aided biometric template protection method,
so smart cards can be taken away if they are lost, stolen,
or hacked. Furthermore, the suggested system is charac-
terized by its lightweight nature. Several security analyses
conducted on the system prove its robustness against vari-
ous attacks while achieving an efficient computational cost.
Another multifactor-based authentication scheme for the
IIoT in smart manufacturing utilizes pre-established key
agreements between smart devices and gateway nodes while
using biometrics [58] to enhance verification between users.
The scheme provides robust security against different attacks.
In [59], Patel et al. propose an inter-device authentication
technique using Elliptic Curve Cryptography (ECC), which
offers superior security and efficiency compared to other
comparable schemes in the same setting. In addition, the
authors conducted a thorough formal security study utilizing
the random oracle-based ROR framework and an informal
security analysis over the Dolev—Yao channel. The technique
is secure and efficient. Xu et al. [60] introduced a reliable
cross-layer authentication scheme that relies on quantum
walk-on circles. The system utilizes random hash coding on
multidomain physical-layer resources to securely encode and

@ Springer



53 Page 16 of 37

S. M. Abdullahi, S. Lazarova-Molnar

decode device identifiers. It employs a privacy-preserving
protocol based on quantum walk to maintain a high level of
code privacy, which is determined by the number of phys-
ical resources used. An upper limit for decoding errors is
determined, and a nonconvex integer programming problem
is developed to minimize this limit and estimate the security
performance. The space of one-time keys for encryption is
generated to demonstrate the maintenance of high privacy
and scalability advantages over conventional and quantum
computers. Their approach provides an exceptionally high
degree of security and privacy while maintaining minimal
latency, even in the face of a threat. Cui et al. [61] present
an anonymous authentication mechanism with consideration
for semi-trusted entities in IIoT.

Recently, researchers are beginning to focus on design-
ing devices with inbuilt authentication mechanisms in the
OT context to mitigate attacks emanating from the edge
nodes. Such techniques include the works of El-Zawawy
et al. [62] and Koprov et al. [63]. In [62], the authors
provide an innovative protocol called HASAO (Honey-list
Authentication for SIIoT with Autonomous Objects) for
the purpose of key agreement and authentication. HASAO
facilitates streamlined and safeguarded end-to-end commu-
nication across devices within the same or separate swarms.
It also addresses the issue of incorporating a practical sys-
tem model that can accommodate several sorts of dynamic
objects concurrently. As a result, the authors apply honey
lists, which are equipped with algorithms designed to prevent
password guessing. In addition, they deploy mutual authen-
tication methods to ensure the security of HASAO against
various attacks, especially in situations involving commu-
nication over public channels. In [63], the authors suggest
using Physical Unclonable Functions (PUFs) to identify and
authenticate industrial equipment, such as cobots, actuators,
SCADA systems, etc., over a network. In order to identify
machine assets within a network, the authors decided to use
the vibration that machines and their integrated mobile com-
ponents release, given that the moving parts of machines are
considered to produce unique patterns of vibration.

The widespread adoption of blockchain for IloT has led
to its utilization in many recent authentication techniques.
Zhang et al. [64] introduced a blockchain-based multifac-
tor device authentication protocol for cross-domain in IloT.
Shen et al. [65] proposed a similar cross-domain mechanism
based on identity-based signatures. In [66], Li et al. employ
blockchain technology to authenticate IIoT devices using
PUFs. The authors subsequently used the CRPs for model
training to safeguard the PUFs. To ensure secure transmis-
sion protocols and user security while optimizing blockchain
node selection for the IIoT, Sharma et al. [67] developed an
approximate fully homomorphic encryption neural network
built on block-chain technology.

@ Springer

4.3.2 Access control

In the modern digital landscape, ensuring secure, selective
access to critical infrastructure is paramount. Uncontrolled
or poorly regulated access can compromise the stability,
security, and performance of a system, leading not just to
operational hitches but also potential data breaches. With the
IIoT ecosystem playing such a pivotal role in processing and
safeguarding vast quantities of data, the adoption of a well-
structured, role-based access control becomes paramount.

Aside from the common open-source access control
mechanisms like role-based [68], rules-based [69], attributes-
based [70], etc., researchers are now focusing on designing
access control mechanisms specific to the domain use cases
in terms of the level of permission to be granted and to which
party that specific permission should be granted. In [71], Saha
etal. introduce DHACS, a Decentralized Hybrid Access Con-
trol System for Smart Contracts, which is specifically tailored
for IToTs in smart manufacturing. The objective of DHACS is
to enhance the current access control mechanism in [IoTs by
ensuring transparency, dependability, and robustness through
the integration of three different access control mecha-
nisms: role-based, rule-based, and organizational-based. The
architecture utilizes blockchain capabilities to provide an
integrated hybrid access control system via the supply of
smart contracts. The technique outperforms other access
control-based methods in terms of security, computational
expenses, storage complexity, and energy usage. Cui et al.
[72] present multi-authority access control with a revocation
mechanism.

Other access control mechanisms built on blockchain
technology include the works of Wang et al. [73], where
the authors provide a smart contract token to enable decen-
tralized control in IIoT. The technique uses three distinct
smart contracts: Token Issue Contract (TIC), User Register
Contract (URC), and Manage Contract (MC) to oversee and
administer diverse events in IIoT. In addition, Nth-degree
Truncated Polynomial Ring Units (NTRU) encryption is
used to ensure security against quantum attacks. Bera et al.
[74] proposed a blockchain-based access control for the loD
(Internet of Drones) within the IIoT ecosystem that allows
secure communication. Nakamura et al. [75] exploit smart
contract capabilities for access control, while Liu et al. [76]
leverage the Hyperledger fabric capability. Moreover, tech-
niques proposed by Ding et al. [77] and Nasiraee et al.
[78] achieved secure attribute-based access control using
blockchain technology. Figueroa-Lorenzo and his team [79]
employed a permissioned Hyperledger fabric blockchain
method to guarantee dependable control access in the IIoT
infrastructure.
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4.3.3 Data security

In the realm of IIoT, data stands as the bedrock upon which
platforms and services function. Therefore, ensuring the
utmost security of this data is not just a necessity but a
duty, considering the significant value and sensitivity it holds
for users and organizations alike. From access controls that
employ sophisticated authentication mechanisms to backup
strategies that ensure swift recovery in adversity, each facet
of data handling must be approached with meticulous care.
As such, every IIoT ecosystem must recognize the multilay-
ered challenges of data security and respond accordingly by
instituting a comprehensive system to address them. With
this aim, researchers have proposed different data security
mechanisms. Salim et al. [80] introduced an Information
Fusion-based Federated Learning Framework (FL-CTIF) for
securing IIoT ecosystems. An all-encompassing cyberat-
tack dataset is constructed using information fusion, wherein
updated feature selection is implemented to enhance the pre-
cision of cyber-attack detection. Afterward, an ANN model
based on federated learning is integrated to decrease the num-
ber of training periods, taking into account the user’s level of
contentment and the absence of improvement in the average
accuracy of each attack vector. Halder et al. [81] introduced a
data storage and sharing solution that enables scalable analyt-
ics on encrypted time-series data known as SmartCrypt. The
technique ensures end-to-end encryption using a novel sym-
metric homomorphic encryption method that allows users to
protect and selectively share their encrypted data in private
even when unauthorized users are present.

Recently, Gilles et al. [82] proposed a strategy that utilizes
open-source software to enhance data sharing and authen-
tication of devices located outside of the premises. The
primary goal is to ensure the secrecy and integrity of data
exchanges with the rest of the IIoT devices based on end-to-
end encryption. The technique also uses a trusted platform
module as a secure component to safeguard the confidential
information stored inside devices. To mitigate the challenges
of the real-time training requirement in IIoT, the lack of
defense mechanisms against insider threat vectors, and the
performance-privacy tradeoff in fusion data, Lin et al. [83]
present anovel approach using transfer learning-based secure
data fusion (TSDF) for IIoT. The technique is made up of
three parts: a guidance-based deep deterministic policy gra-
dient (GDDPG) algorithm for task categorization, a transfer
learning-based GDDPG for grouping task receivers, and a
multi-blockchain method for preserving anonymity.

Other blockchain-based data security approaches include
the recent use of the multi-blockchain approach by Umran
et al. [84]. The authors have chosen to use the incremen-
tal aggregator subsector commitment, rather than the Merkle
tree and multi-chain proof, to facilitate fast data sharing and
authentication. Lu et al. [85] proposed a group signature

scheme based on smart contracts and proxy re-encryption
for cloud storage solutions in IIoT to ensure efficient data
sharing and storage. Security proofs and performance eval-
uations validate the efficiency of the technique. Jiang et al.
[86] introduced a strategy for decentralized data sharing in
IIoT using edge computing and blockchain. The PoST con-
sensus method is suggested as a solution to fulfill the data
storage and transmission needs of data owners in IIoT data-
sharing networks. In another approach, the authors [87] use
data packet transactions (DPTs) and data analytics service
transactions (DASTs) smart contracts to ensure a secure
and feasible data sharing IIoT platform. In [88], Yu et al.
introduced a unified identity authentication system that sup-
ports both traceability and revocability. This system not only
mitigates data sharing and storage challenges, but also man-
ages access control, updates and deletes information in smart
factory data, and monitors and revokes access for unautho-
rized and illicit individuals. Kumar et al. [89] proposed a
blockchain-based decentralized IIoT to overcome the data
dissemination challenges in IIoT. The suggested paradigm
utilizes a secure peer-to-peer (P2P) network in which every
node communicates with another. Yu et al. [90] present
a consortium blockchain-based cross-domain data sharing
mechanism in I[IoT via group signature. Meanwhile, Ma et al.
[91] introduce blockchain-enabled dynamic and traceable
data sharing scheme in smart factories via authentication,
a tracking algorithm, and an online-offline encryption and
outsourced decryption mechanism. In another secure data
sharing technique. Xu et al. [92] incorporate into the shar-
ing platform a fine-grained access control mechanism that
relies on hierarchical attribute-based encryption and multi-
level authorization. This mitigates data privacy leakage while
ensuring a secure data exchange. Table 3 provides a summary
of IIoT protection mechanisms, including authentication,
access control, and data security, along with their respective
methodologies and threats that are mitigated. Finally, Abdul-
lahi et al. [93] also discuss the different biometric template
protection mechanisms, including cancellable biometrics and
biometric cryptosystems, such as the works in [94-96].

4.3.4 Network security

The rapid acceptance and proliferation of IIoT in smart man-
ufacturing has led to an increasing deployment of smart
devices within the IIoT infrastructure, resulting in het-
erogeneous interconnectivity and heightened cyber threats.
Consequently, effective strategies for monitoring and safe-
guarding the IIoT network are essential for maintaining the
integrity, confidentiality, and availability of data across the
infrastructure. Most network security mechanisms are built
on the premise of segmentation, real-time monitoring and
incident response, as well as network configuration and audit
to manage network performance while ensuring its security
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Table 3 Summary of the IIoT protection mechanisms, including authentication, access control, and data security, with their specific methodologies

and mitigated threats

Protection References Specific methodologies used Mitigated threats
mechanisms
Authentication [53-67] Mutual authentication between modular Privilege insider phishing impersonation

Access control

Data security

[71,72,74-79]

[80-92]

manufacturing systems
Chaotic maps and resource efficient AE

Lightweight cryptography (LWC)-based
authenticated encryption, associative data
(AEAD) primitive AEGIS, and hash function

Anticollision hash functions, bitwise exclusive-or
operations, and Chebyshev polynomial
operations

Fuzzy extractor, three-factor authentication, and
biometric template protection

Pre-established key agreement and biometrics

Inter-device authentication technique using
Elliptic Curve Cryptography (ECC)

Secure cross-layer authentication framework
based on quantum walk on circles

Random hash coding on multidomain
physical-layer resources

Honey-list based authentication

Physical unclonable functions (PUFs) via unique
vibration pattern (fingerprinting)

Anonymous authentication mechanism for semi
trusted entities in IIoT

Blockchain-based authentication schemes
Decentralized hybrid access control system

Smart contracts and Nth degree truncated
polynomial ring units encryption (NTRU)

Multi-authority access control with revocation

Other blockchain-based access control
mechanisms

Fusion-based federated learning framework

End-to-end encryption using symmetric
homomorphic encryption

End-to-end encryption for secure out-premise
devices

Transfer learning-based secure data fusion
(TSDF)

Incremental aggregator subsector commitment

Group signature scheme based on smart contract
and proxy re-encryption

Edge-computing and blockchain under
multiple-leader and multiple-follower
Stackelberg game concept

Man-in-the-middle

User anonymity

DoS

Identity guess replay

Mutual authentication

IoT sensing device capture attacks

Credential stuffing

Brute-force

Quantum attacks

User anonymity

Key loggers
Spoofing,

Eves dropping

Brute force

Credentials stiffing

Data manipulation ARP poisoning MITM

SSL-based
Leak prevention
DNS flood-based DDoS

Insider threats

Data sniffing Malware injection

Ransomware
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Table 3 (continued)

Protection References

mechanisms

Specific methodologies used

Mitigated threats

Data packet transactions and data analytics
service transactions smart contracts

Enhanced secure data sharing and storage via
unified identity authentication

Blockchain-based decentralized IIoT via secure

peer-to-peer network

Other blockchain-based data protection

mechanisms

against cyber threats. In addition to conventional security
measures such as firewalls, classic intrusion-detection sys-
tems, and antivirus softwares, researchers have recently been
proposing novel approaches for securing networks in the [ToT
infrastructure. These techniques include the following:

Oliveira et al. [97] proposed using machine learning to
plan the deployment of secure virtual network functions
(VNFs) based on the performance of network function vir-
tualization (NFV) in order to protect IloT systems from
DDoS attacks. The suggested model leverages a robust
peer-to-peer (P2P) network, whereby every node engages
in interactions with other nodes. In [98], Siriweera et al.
introduced an architectural modeling process for software
reference architecture for crosschain-based smart manufac-
turing. The technique meets the critical quality of service
(QoS) requirements for guaranteeing network security and
privacy while also preserving scalability and interoperability.
Atutxa et al. [99] introduce a system that validates certifi-
cates inside a network, relieving restricted IloT devices of
this duty and instead using a network element with more
resources. This strategy improves security by ensuring that a
thorough verification of the server certificate is consistently
carried out. Furthermore, it enhances performance by trans-
ferring resource-intensive activities from IIoT devices to a
network node with greater resources. Khan et al. [100] intro-
duce a deep-autoencoder-based intrusion detection system
that can accurately differentiate between malicious activi-
ties and normal operations in IloT-driven industrial control
systems networks (IICS) in real-time. The model utilizes an
LSTM auto-encoder architecture to accurately detect intru-
sive events inside the IICS networks. Deshpande et al. [101]
present an architecture that incorporates cloud-based data
transmission using augmented reality (AR) for visualization,
interpretation, and data analytics. The AR system utilizes a
Bayesian network to allow users to enter desired quality met-
rics and get real-time process suggestions.

Recently, Illy et al. [102] proposed a low-latency and
robust deep learning-based collaborative intrusion detection
and prevention system that is secure and efficient in both

resiliency and response time. The architecture employs a
lightweight deep neural network to carry out classification,
which guarantees identification of intrusions and a multi-
class categorization of detected anomalies. Chaudary et al.
[103] designed a software-defined network-enabled multi-
attribute for secure communication in IIoT. The author uti-
lized a cuckoo-filter-based fast-forwarding scheme, attribute-
based encryption, and peer entity authentication to ensure
secure communication within the IIoT ecosystem. Pokhrel
et al. [104] proposed a multipath transmission control proto-
col for efficient IT/OT convergence while overcoming most
challenges associated with such convergence. Zhu et al. [105]
proposed a smart collaborative routing protocol based on
a one-hop delay model and sub-protocol generation. The
strategy cuts down on end-to-end delay while improving
transmission speed and security. Jagtap et al. [106] proposed
a stacked deep learning model for industrial control systems
against cyber threats. Wu et al. [12] present an intelligent net-
work slicing architecture for IIoT, offering a comprehensive
investigation and analysis of network slicing management.
Moreover, Yazdinejad et al. [107] utilize federated learning
to construct a threat hunting system named “Block Hunter”
that autonomously detects threats in blockchain-based IloT
networks. It employs a cluster-based framework for iden-
tifying unusual patterns, together with machine learning
models, inside the federated setting. Other techniques that
ensure cloud security in the IIoT include those described in
[108-112].

4.3.5 Data privacy

The massive interconnectivity of IloT brings forth not just
security challenges but also privacy challenges. Moreover,
contrary to the use of protection mechanisms and policies
to ensure the security of data, data privacy aims at ensuring
the proper collection, retention, usage, deletion, and stor-
age of data. Data privacy mostly focuses on the rights of
users with respect to their personal information. However,
data privacy and data security are closely related, as only
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data that passes through both processes is deemed protected
and usable. Some of the techniques covered in the previous
protection mechanisms also ensure data privacy simultane-
ously. Nonetheless, some studies have specifically focused on
ensuring data privacy. These include the work of Humayun
etal. [113]. The authors provide a comprehensive framework
for energy resource optimization through privacy improve-
ment. It ensures the three levels of privacy, including data,
identity, and location, are maintained. Xu et al. [114] present
a trust computing and hierarchical trustful resource assign-
ment algorithm, which utilizes the Vickrey—Clarke—Groves
mechanism to distribute the necessary resources for wireless
communication between IloT devices and gateways. It also
focuses on the allocation of CPU resources for handling data
at the CPC. This guarantees privacy, safety, and trust estima-
tion. Chen et al. [115] made improvements to the privacy of
DeepPAR, an asynchronous deep learning mechanism that
preserves privacy.

Recently, various privacy-preserving federated learning
techniques have been developed to preserve users’ data pri-
vacy. One of these methods is described by Han et al. [116],
who create a sampling-based intermittent communication
strategy and budget allocation mechanism to improve accu-
racy while protecting privacy and facilitating communication
in the IIoT. Bugshan et al. [117] present a service-oriented
architecture that utilizes edge and cloud computing to support
residual network-based federated learning with differential
privacy. The framework identifies the important components
and outlines a service model for building locally trained mod-
els that can be trusted. A privacy-preserving local model
aggregation mechanism that guarantees reliable execution
while maintaining privacy is realized. Li et al. [118] designed
an alternating optimization strategy algorithm based on a
flexible and robust aggregation rule known as the auto-
weighted geometric median. The technique ensures privacy
and security while sustaining high performance. In their
work, Wang et al. [119] develop a routing protocol that pro-
tects data privacy by enhancing the community identification
method info-map and dividing the routing area into optimal
subdomains. This partitioning serves as the basis for imple-
menting the deep reinforcement learning algorithm, which
is used to construct a gateway deployment model. Federated
reinforcement learning is then used for a universal gateway
deployment model, making sure that the routing data is kept
private while eliminating areal differences.

In another approach, Wang et al. [120] proposed a uni-
versal detection strategy where each local model is trained
using a deep reinforcement learning algorithm. The tech-
nique improves anomaly detection accuracy while ensuring
data privacy within IIoT devices. Zheng et al. [121] pro-
posed an unsupervised recurrent federated learning algorithm
to ensure data privacy in mobile-edge computing networks
within the IIoT.
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Other blockchain-based privacy-preserving schemes
include the work of Pandey et al. [122]. The authors intro-
duced a secure SVM privacy-preserving training strategy that
utilizes blockchain-encoded IoT data derived from IloT. Data
transmitted over the IIoT is encrypted prior to storage on a
decentralized system using the Paillier and homomorphic
cryptosystem algorithms. The technique not only ensures
privacy preservation but also provides profound security.
Bao et al. [123] proposed a blockchain-based identity man-
agement system for the IIoT that preserves privacy. The
technique is capable of fully supporting the ideal privacy
properties—namely unforgeability, blindness, unlikability,
traceability, revocability, and public verifiability—through
the utilization of blockchain technology and a variety of
cryptographic tools. Blockchain-enabled privacy-preserving
authentication schemes [124, 125] are also being introduced
to ensure data privacy and security in the IIoT.

Furthermore, the fusion of blockchain and federated learn-
ing for privacy preservation in the IIoT has been recently
recognized by the research community. Singh et al. [126]
use the federated layer to facilitate network-automated local
learning and communication with the global model, which
is verified by blockchain miners in the networks. Duy et al.
[127], on the other hand, leverage a local training strategy that
eliminates the necessity for centralized data collection. The
technique also utilizes well-orchestrated software-defined
networking, differential privacy, and fully homomorphic
encryption to ensure robust security and privacy. Table 4 pro-
vides a summary of IIoT protection mechanisms, including
network security and data privacy, along with their respective
methodologies and threats that are mitigated.

5 Guide to a secure lloT tools
and infrastructure in smart factory

This section provides the guidelines for adopting and deploy-
ing secure, open-source, and privacy-preserving Al-based
IIoT in smart manufacturing. The guidelines use the best
security measures for mitigating cyberattacks, taking into
account the digital services, modules, and other IoT devices
in the IIoT network. Thus, the guidelines ensure that the
defense mechanisms highlighted in Sect. 4 above can be
adopted and deployed in accordance with the protocols
itemized and explained in this chapter. It is worth nothing
that the guidelines adhered to the latest and most stringent
requirements defined by the European Commission and other
relevant regulatory authorities, as discussed in Chapter 2.
Also, another point worth noting is that the guidelines are
documented in cognizance with both IT and OT realms in
mind. As such, they can be applied to systems, modules,
data, devices, networks, etc. that fall within both realms, thus
ensuring in-depth coverage of the entire IIoT ecosystem.
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Table 4 Summary of the IIoT protection mechanisms, including network security, cloud security, and data privacy, with their specific methodologies
and mitigated threats

Protection mechanisms References Specific methodologies used Mitigated threats
Network security, including real-time [12,97-112] Machine learning based network function DDoS
monitoring and incidence response, virtualization
segmentation, and cloud security Architectural modelling process based on cross Buffer flow
chain
In-network server certificate validation system Flame
Long short-term memory deep auto-encoder Seismic
architecture
Augmented reality and Bayesian network Qudu
Lightweight deep neural network and multi-class Anomaly
categorization detection

Cuckoo-filter-based fast-forwarding, attribute-based  IP spoofing
encryption, and peer entity authentication

Multipath transmission control protocol Signal jammers
phishing
Smart collaborative routing protocol based on
one-hop delay model and sub-protocols generation

Stacked deep learning model
Intelligent network slicing architecture

Cluster-based and machine learning frameworks

Data privacy [113-127] Energy resource optimization through privacy Collusion
improvement
Hierarchical trustful resource assignment and trust Poisoning

computing algorithm that utilizes
vickrey-clarke-groves mechanism

Privacy-preserving and asynchronous deep learning ~ Data leakage

mechanism
Sampling-based intermittent communication Anomaly
strategy and budget allocation mechanism detection

A privacy-preserving local model aggregation
mechanism

Alternating optimization strategy-based
auto-weighted geometric median

Data privacy-aware routing protocol using deep and
federated reinforcement learning

Universal anomaly detection model with deep
re-enforcement learning algorithm

Unsupervised recurrent federated learning algorithm

SVM privacy-preserving training strategy with
blockchain encoded IIoT data

Blockchain and diversified cryptographic tools
- Network-automated local learning

Software defined networking with differential
privacy

Other blockchain-based privacy-preserving schemes
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5.1 Guide to secure digital services and modules
5.1.1 Authentication

For the vast majority of systems and networks, authentication
is the first layer of protection. Prior to accessing the net-
work, tools and applications should be verified with the goal
of eliminating malicious devices from the IIoT ecosystem,
thus preventing the infiltration and dissemination of falsified
data. Authentication mitigates a variety of attacks, includ-
ing phishing, keyloggers, credential stuffing, brute force, and
man-in-the-middle attacks, among others. Guidelines to be
considered for the IIoT authentication include.

1. Modify default system settings: As a first measure, the
default credentials that come with all the IIoT tools and
system applications should be modified. System admin-
istrators and users should, by all means, avoid running
devices with default credentials.

2. Avoidusing the same logins: Additionally, system admin-
istrators and users should avoid reusing the same cre-
dentials across multiple devices. If the authentication
mechanism is a password, at least three letters should
be modified to some arbitrary random word that the user
can remember. If it’s a hardware token, a new one should
be generated, and if it’s a biometric, a biometric tem-
plate protection mechanism should be incorporated into
the authentication system such that an old template can
be revoked and replaced by a new one in the event of an
attack.

3. Ensure device credentials are not hard-coded: Follow-
ing the reset of a password or token, it is essential to
disable the functionality of the default login. However,
if the system is still functional on such default logins, it
is possible that the credentials have been hard-coded. In
such a scenario, it is advisable to replace the device or
opt for an alternative product.

4. Adopt a good authentication mechanism: A soundproof
authentication mechanism(s) from the novel techniques
discussed in Sect. 4.3.1 should be adopted and deployed.
Preferably, two factor authentication such as biometrics
and one-time password/hardware token should be given
utmost consideration.

5. Frequent password update: If by any means system
administrators and users decide to use a password/token
for access, a frequent password and token update pol-
icy should be adopted by the administrators. It can be
quarterly or every three months interval.

6. Ensure default hardware reset devices are protected: Fur-
thermore, ensure that any hardware reset procedures on
all IIoT devices are password-, token-, or biometrics-
secured, protected, and difficult to access, as they can
revert to the default device factory settings.
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5.1.2 Access control

Access Control is a crucial protection mechanism for the
IIoT, granting permissions and privileges to various tools
and system applications within the IIoT. Researchers have
proposed various access control mechanisms to ensure the
security of the IloT. However, other measures that should be
adhered to by the administrators include the following:

1. Define roles: To start, it is necessary to identify the var-
ious functions existing within the IIoT infrastructure.
When creating these roles, it is important to take into
account the job duties, responsibilities, and access needs
associated with them.

2. Define permissions within the IloT infrastructure: Per-
missions may be defined as the precise authorizations
that are necessary for each position. This entails the iden-
tification of the specific tasks and operations that users in
each position should possess the capability of executing.
This should be applied to all tools and devices within the
entire IIoT infrastructure.

3. Role allocation within the IloT: This task involves the
allocation of certain roles to particular users, with the
criteria for these assignments being determined by their
respective work positions and associated obligations. It
is paramount to ensure that each user is appropriately
assigned to the role(s) that accurately represent their
access needs.

4. Mapping roles within the IlIoT: Role mapping involves
the establishment of connections between roles and per-
missions. The allocation of permissions to certain roles is
essential to ensuring that users assigned to a given posi-
tion are granted the appropriate access privileges. System
administrators should be careful while establishing such
connections to avoid granting privileges to unauthorized
users or the other way around.

5. Periodic evaluations and updates: It is important to con-
duct regular evaluations in order to ascertain that role
assignments and permissions are consistently matched
with any changes that may occur within the IIoT infras-
tructure or the entire manufacturing industry at large.
Ensure that the appropriate modifications are made to
accommodate newly assigned responsibilities or to make
necessary adjustments to existing roles as required.

5.1.3 Data security/encryption

Data encryption is a process that involves the transformation
of data into a coded form, therefore ensuring its confidential-
ity and integrity, even in the event of illegal interception of the
encrypted data packets during transmission. This approach
demonstrates a high level of efficacy in safeguarding data
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and guaranteeing its integrity in the face of potential secu-
rity breaches. In order to ensure the security of data in the
IIoT and its services, rigorous encryption techniques and data
backup procedures should be implemented (novel techniques
can be adopted from those discussed in Sect. 4.3.3). This will
mitigate unauthorized access to the data and provide efficient
data restoration in the event of unforeseen system failures or
data loss. Hence, ensuring data within the entire infrastruc-
ture is well secured, both in transit and at rest. However, other
important measures that should be observed to enhance data
security between the [loT and its digital services and modules
include the following:

1. Pay attention to sensitive data: Given that the IIoT deals

with a lot of data in transit, which is regarded as very
sensitive compared to data at rest, it is crucial that admin-
istrators use the chosen strong encryption techniques to
safeguard any sensitive data before transferring it. Also,
ensure the use of encrypted protocols such as HTTPS,
SSL, TLS, FTPS, and others to guarantee the protection
of data during transit.
Meanwhile, to ensure the security of data at rest, it is
recommended to use encryption techniques to encrypt
important files before their storage or, alternatively, by
opting for the encryption of the storage device itself.

2. Ensure a secure network connection: To enhance the
security of data during transmission in addition to encryp-
tion, it is essential to deploy robust network security
measures such as firewalls and network access control
mechanisms. These network security solutions play a
crucial role in safeguarding data transmission networks
from potential threats posed by viruses or other unautho-
rized invasions.

3. Use preventive security measures: To ensure precau-
tionary measures on important data for the entire IloT
infrastructure, it is not advisable to depend only on reac-
tive security techniques for the protection of important
data. Rather, it is recommended to use proactive security
techniques that can detect data that is at risk and execute
efficient data protection protocols for both data in tran-
sit, data in use, and data at rest. Some of these proactive
measures include routine security calibrations on all data
transmission channels, devices, and modules.

4. Ensure user prompts for sensitive data: Select secure data
solutions that include rules and privileges allowing for
user prompting, blocking, or automated encryption of
sensitive data throughout its transmission. This includes
scenarios where files have been attached to email mes-
sages, transferred to cloud storage, detachable drives, or
any other form of data transfer.

5. Establish a data categorization policy: It is important to
establish policies that provide an organized strategy for

categorizing and classifying all data within the infras-
tructure, regardless of its location. This will guarantee
that suitable measures for data security are consistently
implemented when the data is in a static state and that
appropriate actions are taken when data identified as vul-
nerable is accessed, used, or transmitted.

6. Ensure the use of a trusted, secure, and reliable cloud
vendor: When considering the use of a public, private,
or hybrid cloud provider for the purpose of data or appli-
cation storage, it is imperative to conduct a thorough
evaluation of cloud vendors with regards to the security
measures they provide. However, it is crucial to note that
relying only on the cloud service for data protection is not
advisable. Inquiries about the entities with data access,
the encryption methods used, and the frequency of data
backups are crucial to address.

7. Ensure the right trade-off balance between security and
performance: The security and performance conundrum
are a general challenge that exists in all security domains,
and this is an even more serious issue in data security.
Whenever an encryption technique is applied to data, it
is always possible to experience a reduction in the perfor-
mance of such data, depending on the system and purpose
it is applied to. Therefore, it is crucial that the right pro-
tection mechanism be selected for specific data, as this
will reduce the impact of such a trade-off.

5.1.4 Tools and device management

The IToT tools and devices are a huge part of the entire infras-
tructure, and similar to data, it is essential to ensure that they
are also secured from cyber threats. Most IIoT projects [16,
128] are recently adopting the implementation of monitoring
tools such as Prometheus [129] and Grafana [130]. However,
it is worth noting that these tools are essentially used for the
collection of real-time metrics from various system sources
in order to ensure the early detection of system errors and
other unforeseen issues. Therefore, as a preventive measure,
we deem it paramount to propose some guidelines to be fol-
lowed for the systems, tools, and devices that will be used in
the entire IIoT infrastructure.

1. Use devices with encryption capability: Ensure that all
devices within the IIoT infrastructure can be encrypted.
In the event that a device lacks functionality for an
encrypted communication channel through wireless con-
nectivity, it is advisable to establish a wired connection
instead. Also, if a device lacks the capability to provide
encryption, it is advisable to acquire an alternative device
or entirely disconnect the device from the network infras-
tructure.
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2. Ensure correct configurations: Misconfiguration flaws
during device security settings are often overlooked in
manufacturing industries, which can be detrimental to the
entire infrastructure. It is essential that developers, sys-
tem administrators, and employees pay close attention
to the security configurations of any devices that would
be used within the IIoT infrastructure. Ensure that you
establish and monitor non-default security settings for
devices, including the programs and applications running
on them, while removing any unused features, programs,
or applications.

3. Ensure frequent device updates: In addition to ensuring
all devices are correctly configured, it is also crucial to
set an automatic patch update on devices as soon as they
are released. In the event of a delayed patch release, you
must check for updates on aregular basis. Check the man-
ufacturer’s website for updates; if updates are no longer
offered, consider purchasing a new device. Also, conduct
frequent and periodic assessments and audits for missing
or outdated patches and possible vulnerabilities in mis-
configurations.

4. Ensure antivirus and firewalls are installed: When using
IIoT tools and devices, it is imperative to safeguard each
device within the network, with special attention given
to “legacy” systems. This can be achieved by setting
up firewalls and antivirus software on all laptops, desk-
tops, and servers. Additionally, tablets and smartphones
should be configured with proper security settings, such
as two-step authentication, strong passcodes, restrict-
ing automatic Wi-Fi connections, and exercising caution
when installing new applications.

5. Adopt factory reset if a malfunction is detected: If any
tool or device connected to the IIoT is noticed to exhibit
decreased performance or malfunction, it is a sign of the
presence of viruses. Certain types of computer viruses
may be stored in the device’s memory and can be effec-
tively removed via the simple act of restarting the device.
If the device continues to exhibit slowness or unrespon-
siveness even after a reboot, it is advisable to do a factory
reset. Also, when excessive internet use or billing costs
are noticed, this may indicate a potential hijack of a
device. The adoption of factory and passcode reset pro-
cedures should solve this issue.

6. Ensure adequate management of all tools and devices
in the IloT: Attackers use various devices, including
routers, switches, and endpoints, to get unauthorized
access to industrial data and applications. They do this
by exploiting vulnerable ports, excessively permissive
network traffic rules, and hardware that has not been suf-
ficiently patched or maintained. Therefore, it is essential
to ensure that all these negligence are carefully mitigated
during device and system installations and updates.
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7. Ensure the removal of unused features: It is imperative
that all features that are no longer needed within the IloT
tools and applications be removed as soon as possible.
Failure to eliminate unnecessary features and compo-
nents exposes the application to vulnerabilities. This, in
turn, creates an opportunity for attackers to exploit the
application using techniques like code injection, whereby
malicious code is inserted and then executed by the
application. Table 5 provides a summary of the out-
lined guidelines and completion indicative measures that
should be considered in the further course of deploying
an IoT ecosystem with regards to the security of digital
services and modules within the infrastructure.

5.2 Guide to secure network interconnectivity

Secure network connectivity is considered pivotal to achiev-
ing profound protection in any security domain, let alone in
cybersecurity. Therefore, considering the interconnectivity
nature of the IIoT infrastructure, it is crucial to ensure that
the network connections between different components of the
IIoT are secured. This section provides guidelines on prac-
tical implementations that ensure the security of the entire
IToT network interconnectivity.

5.2.1 Network segmentation

One of the crucial steps of securing heterogeneous network
connections is through network segmentation. Network seg-
mentation refers to the procedure of partitioning expansive
networks into smaller sub-networks in order to restrict traffic
flow across various regions to prevent the spread of malware.
Such compartmentalization enables network administrators
to effectively modify security regulations with enhanced
accuracy. The implementation of such segmentation within
the IIoT will serve as a preventive measure for network attack
mitigation while significantly contributing to the develop-
ment of detailed security procedures and the establishment
of security rules based on contextual factors.

Moreover, once the network has been partitioned, the
process of establishing monitoring capabilities, identifying
network inefficiencies, and improving its security is signif-
icantly facilitated. Therefore, it is important that the given
network segmentation guidelines are adhered to within the
entire [IoT infrastructure.

1. Identify and classify asset values: Prior to initiating
any network segmentation procedures, it is essential
for the IIoT developers to conduct an inventory of all
components, such as databases, cobots, tools, devices,
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Table 5 Summary of guides to secure digital services and modules with completion indicators

Guide to secure digital services and modules

Completion indicators

Authentication Modify default system settings

Avoid using the same logins

Ensure devices and credentials are not hard-coded

Adopt a good authentication mechanism

Frequent password update

Ensure default hardware reset devices are protected

Access control Define roles

Define permissions within the IIoT structure

Role’s allocation within the IIoT
Mapping roles within the IIoT
Periodic evaluations and updates

Data security Pay attention to sensitive data

Ensure a secure network connection
Use preventive security measures
Ensure user prompts for sensitive data

Establish a data categorization policy

Multi-factor authentication is required to access
systems within the entire IIoT infrastructure

Permissions are granted to only authorized users and
denied to unauthorized users within the entire IloT

Entire IIoT data is secured against any form of cyber
and physical threats

Ensure the use of a trusted, secure, and reliable cloud

vendor

Ensure the right trade-off balance between security and

performance

Tools and device Use devices with encryption capability
management

Ensure correct configurations
Ensure frequent device updates

Ensure antivirus and firewalls are installed

Adopt factory reset if a malfunction is detected

Tools and devices within the entire IIoT infrastructure
are protected against cyber and physical attacks

Ensure adequate management of all tools and devices in

the IIoT

Ensure the removal of unused features

sensors, cameras, etc., and allocate corresponding val-
ues to them. It is important to arrange each item based
on their respective levels of significance and sensitivity.
These categorizations will afterwards serve the purpose
of defining the different zones of trust within the IloT
network.

2. Merge relevant network resources: After completing the
documentation of different items, the next phase involves
defining categories of similar network resources. Items
with lower security levels should be consolidated within
a single network, while those with higher security levels
should be allocated to a separate network. As the net-
work architecture takes shape, the IloT can implement
enhanced security measures on networks containing
more critical data in order to ensure protection.

Ensure the mapping of data flows throughout the net-
work: Since network segmentation enhances network
security by isolating network segments, the mapping of
data flows across such segments makes it more difficult
for an intruder to penetrate the network even after gaining
an initial access. Hence, such mapping strategy should
be adopted in the entire IIoT to enhance the security of
the network connection. However, it is important to do a
comprehensive mapping of data flows across all systems
inside the network, including the following:

e North-bound traffic: The traffic that goes out of the
IToT network. Such as employees using managed
devices connected to the IIoT network to access exter-
nal domains.
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e East—west traffic: The traffic between systems within
the network perimeter, such as a front-end webserver
and a back-end database server in the IIoT’s data center
network.

e South-bound traffic: The traffic that consists of data
entering a network segment, such as staffs or clients
accessing the IIoT’s intranet web server.

Ensure the deployment of segmentation gateway: Estab-
lishing segment boundaries is essential not only for
assuring network security for the infrastructure, but also
for making well-informed decisions using the network
traffic. To enforce access controls on each network seg-
ment in the entire IIoT, a segment gateway must be
deployed to guarantee that all network traffic entering
and leaving the segment must pass through the gateway.
As a consequence, the IIoT may need multiple gateways
to implement effective segmentation. However, consid-
ering the significance of such gateways in achieving the
required network protection, IloT can utilize virtual fire-
wall to cut down costs.

Ensure the segregation of IloT devices from the rest of
the network: With the roll-out of IPv6, the scalability
of 10T networks is practically limitless. Therefore, all
devices connecting to the IIoT must be isolated from the
rest of the network to prevent direct access. The network
engineers might require distinct network cabling and
switches, or alternatively, private VLANS, to safeguard
against attacks to logical networks of similar devices.
Another possible approach is using a set of designated
IP addresses or employing Network Address Translation
(NAT) techniques to allow for the restriction and super-
vision of network traffic via the administrative interface.
Tools such as Prometheus and Grafana can be utilized
for such monitoring while dedicated routers handle the
restriction.

Beware of excessive or inadequate segmentation: When
implementing network segmentation, it is prevalent to
over segment into too many networks or under segment
into too few networks. If each network segment is not
properly managed, over-segmentation can force staffers
to pass through multiple access points in order to gain
access to data, causing workflow delays and constraining
traffic flow, as well as increasing security risks. Mean-
while, under-segmenting a network can also be inefficient
if there is too little distance between each system, because
two or three segments of a single network would not
provide the necessary level of security for network seg-
mentation. In an ideal situation, there should be a balance
between having sufficient resources to monitor and man-
age several networks without compromising security or
employee productivity.
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7.

Adhere to the privilege of least principle: After the suc-
cessful implementation of network segmentation, it is
imperative that each network within the IIoT adhere to
the zero-trust model and the concept of least privilege.
These practices entail restricting network access at all
levels, necessitating that all entities inside the network
boundaries, whether internal or external, undergo authen-
tication and verification prior to being granted access
to further segments of the network. With zero trust, the
administrator can promptly detect and identify any mali-
cious actors or unauthorized entities trying to breach the
networks, thus granting only authorized users the appro-
priate permission to access a specific network segment.

5.2.2 Network monitoring

Network monitoring plays an integral role in the IToT network
by monitoring and assessing the performance and resilience
of the network. The IIoT network is assumed to include sen-
sors and monitoring points strategically positioned at critical
sites, such as servers, firewalls, routers, etc., inside the net-
work infrastructure to effectively record real-time data. Such
datais further analyzed and used for different purposes. Some
important guidelines to be adhered to for efficient IIoT net-
work monitoring include the following:

2.

Frequently monitor segmented networks: To order to
maintain the integrity of the IIoT network infrastructure,
it is essential that segmentation procedures include ongo-
ing monitoring of the network traffic and performance to
mitigate any potential gaps or vulnerabilities. IIoT net-
work administrators should ensure regular network risk
assessments and penetration testing. This plays a crucial
role in the identification of security vulnerabilities that
need prompt mitigation.

Adopt frequent auditing of segmented networks: Periodic
network audits are of crucial significance as they provide
the IIoT infrastructure with the opportunity to reassess
the efficacy of their existing security practices. Updates
to the network segmentation plan may be necessary due
to the introduction of new users, processes, operations, or
industrial requirements over time. It is ideal to perform
such audits on a yearly basis.

Ensure packet filtering: By monitoring incoming net-
work traffic, the [IoT ecosystem can adopt techniques that
mitigate attacks such as DoS. These techniques include
filtering traffic originating from a particular IP address,
imposing limitations on the number of packets that can
be transferred from a single IP address, and redirecting or
discarding packets from designated IP addresses before
they can reach their intended destination.
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4.

Keep an eye on network devices: Despite the monitor-
ing and auditing of the network itself, it is imperative to
also monitor the network devices within the entire IIoT
infrastructure such as routers, switches, firewalls, load
balancers, and wireless access points. The objective of
monitoring these devices is to ensure that the network
is operating effectively and performing to the expected
standards while ensuring security. It also helps the net-
work administrators proactively detect issues and take
appropriate measures to maintain a reliable and secure
network infrastructure. In the event that certain devices
are not in use, consider switching them off or disconnect-
ing them from the power source.

Monitor the baseline network behaviour: To proac-
tively detect possible issues, it is essential for the IIoT
network administrator to possess an in-depth grasp of
the network’s baseline performance. By observing and
analyzing network behavior over an extended period,
ranging from a few weeks to several months, network
administrators can gain insights into the typical pat-
terns and characteristics of network activity. This process
enables administrators to establish a reference point for
normal network behavior, thus setting up threshold val-
ues for the purpose of generating alerts once there is a
change in network activity.

Implement reports at each layer: Networks operate
according to the OSI model, whereby every communi-
cation inside a network entails the transmission of data
between systems through many end points, devices, and
connections. Every component inside the network plays
arole in facilitating data transfer operations at certain lev-
els. For instance, cables at the physical layer, IP addresses
at the network layer, transport protocols at the transport
layer, etc. The failure of a data connection can occur at
any of these layers or even at multiple points. Therefore,
it is essential for the IIoT to utilize a monitoring system
that allows different technologies to monitor at all net-
work layers as well as various types of network devices
that would facilitate problem detection and resolution,
such that whenever an issue is detected, the monitoring
system can easily pinpoint where the issue comes from.
Implement high reliability monitoring system with flex-
ible failover: Most monitoring systems are installed
within the monitored network. This expedites and
improves the data collection from monitored devices.
Nonetheless, if a problem occurs and the network fails,
the monitoring system may also fail, rendering all the
collected monitoring data inaccessible or unusable for
analysis. Therefore, it is encouraged that the IIoT imple-
ment a monitoring strategy with high reliability without
failover. High reliability and availability assure that the
monitoring system does not have a single point of fail-
ure; therefore, even if the entire network goes down, the

monitoring system is still accessible, allowing the net-
work engineer to detect and resolve issues.

5.2.3 Network configurations

Similar to network monitoring, the importance of having
the right network configurations for the IloT infrastruc-
ture cannot be overemphasized, as network configuration is
essential for the industry’s operations, IT efficiency, and con-
nectivity while sustaining network traffic, ensuring security,
eliminating disruptions, and maintaining stability. While net-
work monitoring focuses on collecting and analyzing data on
network functionality and performance, network configura-
tions proactively focus on configuring and managing network
devices and services. Important guidelines that must be fol-
lowed for efficient IloT network configuration are as follows:

1. In-depth understanding of the network architecture:
First, a comprehensive knowledge of the IIoT ‘s network
architecture and configuration, as well as the inter-
connected devices and their functional integration, is
required. Additionally, it’s crucial to have a complete
inventory of all network equipment, including servers,
firewalls, routers, and switches, as well as a network map
that fully describes the software, hardware, systems, and
devices present in the network. All these will give pro-
found insight to the network engineers and administrators
on how to better approach performance and security for
the network infrastructure.

2. Ensure standardized configuration of devices: To mit-
igate the risk of human error or other configuration
problems during the installation of new devices, it is
advisable to establish standardized settings for each cat-
egory of device inside the IIoT network. This includes
routers, switches, network topology, and other relevant
components. By implementing such standardized con-
figurations, we can ensure consistency and minimize
the likelihood of misconfigurations or other operational
issues when deploying new devices. Network configu-
ration management software is an effective method for
achieving this objective.

3. Keep track of and record changes: It is advisable to mon-
itor and record incidents of configuration modifications
within the IIoT network infrastructure while establish-
ing a system of notifications to promptly warn relevant
parties upon their occurrence. It is also crucial to follow
up with comprehensive backups of all network modifi-
cations to facilitate subsequent inspection in the event of
errors and to enable the restoration of earlier settings if
deemed essential.
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4. Automate where necessary: The automation of operations
within the IIoT network devices that would otherwise
need human involvement has the potential to mitigate
the occurrence of human errors, facilitate teams in man-
aging repetitive tasks, oversee configuration changes
across several devices, and ensure adherence to regula-
tory requirements.

5. Ensure redundancy in your structure: Regardless of the
level of preparedness, network components have the
potential to experience failures (due to security breaches
or otherwise), resulting in a complete interruption of
operations. It is essential to mitigate possible catas-
trophes by implementing redundancy within the IIoT’s
network infrastructure, thereby ensuring the continuity
of network operations in the event of device malfunc-
tion.

6. Ensure a centralized configuration management: It is

highly likely that the IIoT development might be allo-
cated a significant portion of resources towards network
management activities, a substantial proportion of which
are characterized by manual execution and repetitive in
nature. Therefore, the adoption of a centralized network
management technique will result in significant time and
cost savings.
As such, the use of integrated network management
procedures and tools will enable the administrators to
remotely update and configure hardware while also facil-
itating the total automation of several simple processes.
Hence, ensuring that minor configuration errors that
might lead to network downtime, data loss, and other
security issues are mitigated [131]. Table 6 provides
a summary of the outlined guidelines and completion
indicative measures that should be considered in the
further course of deploying an IIoT infrastructure with
regards to securing network interconnectivity within the
infrastructure.

5.3 Guide to secure cloud database

With the wide adoption of smart devices in the manufactur-
ing domain, the accumulation of huge data has never been
easy, and so has the adoption of third-party cloud services for
storing such data, which eventually comes with enormous
security and privacy risks. Although these technologies pro-
vide notable benefits in terms of scalability and accessibility,
they also present distinct security concerns that cannot be
overlooked, as well as devastating consequences that must
be effectively mitigated in order to safeguard sensitive data.
Therefore, it is essential that the IIoT’s infrastructure cloud
database remains secure.
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5.3.1 Cloud database

The guidelines outlined in Sects. 5.2.1, 5.2.2, and 5.2.3
encompass essential elements that contribute significantly
to the security of the IIoT infrastructure. These elements
include network security tools that safeguard the communi-
cation channel between the cloud database and other services,
data security techniques that encrypt sensitive data both in
transit and at rest, strong authentication, and access control to
the cloud database, among others. Other specific guidelines
that are not covered in the aforementioned sections include
the following:

1. Ensure a limited access of lloT database to third-party
cloud vendors: In case the IIoT team decides to indulge
in the services of any third-party cloud vendors, it is very
important they understand that even after ensuring the
use of a trusted, secure, and reliable cloud vendor (as
highlighted under the guidelines of data security), it is
also crucial to ensure that they have full access control of
the database themselves rather than the cloud provider.
By so doing, they can decide whether or not to grant any
access to the provider, and if they do, it should only be
limited to the requirements and the period of time the
permission should last.

2. Ensure the frequent monitoring of database activities:
Consistent monitoring of database activity is an essential
element in understanding data operations with respect to
user activity and system functionalities in order to iden-
tify abnormalities in the IIoT database. Consequently,
frequent monitoring facilitates the early detection of pos-
sible risks, hence allowing rapid response measures.

3. Ensure the frequent auditing of database activities:
Auditing serves to document the activities undertaken
by both systems and users, enabling a comprehensive
investigation of any possible incidents. The combined
practices of auditing and monitoring the IIoT cloud
database will offer a complete perspective on database
activity and make a substantial contribution to enhanc-
ing its security.

4. Ensure frequent database software updates: As any
database can be susceptible to cyber threats, so can the
database software, since adversaries are continuously in
search of vulnerabilities to leverage. Therefore, to ensure
the security of the [IoT cloud database, it is crucial to con-
sistently update and apply patches where needed to the
database software, especially in instances where the IIoT
platform team may choose to host their own database in
a cloud environment or use a modified variant of a cloud-
based database solution.

5. Ensure database servers are separated from other
servers: In an event that the IIoT teams decides to host
its own database, it is important that database servers are
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Table 6 Summary of guides to secure network interconnectivity with completion indicators

Guide to secure network interconnectivity

Completion indicators

Network

segmentation

Identify and classify asset values

Merge relevant network resources
Ensure the mapping of data flows throughout the network
Ensure the deployment of segmentation gateway

Ensure the segregation of IIoT devices from the rest of the
network

Beware of excessive or inadequate segmentation

The entire IIoT network is mapped and segmented
between critical systems and devices

Adhere to the privilege of least principle

Network monitoring Frequently monitor segmented networks

Adopt frequent auditing of segmented networks:

Ensure packet filtering
Keep an eye on network devices
Monitor the baseline network behaviour

Implement reports at each layer

The entire segmented I1oT network is monitored,
and audits are recorded accordingly

Implement high reliability monitoring system with flexible

failover

Network
configurations

Ensure standardized configuration of devices
Keep track of and record changes
Automate where necessary

Ensure redundancy in your structure

Ensure a centralized configuration management

In-depth understanding of the network architecture

Entire IIoT tools and device network configurations
are standardized and centralized

situated on an entirely separate host from other servers
meant for services such as web, applications, or networks.
This will help to reduce the risk of unauthorized users
gaining access to the IIoT database.

6. Ensure authentication and access control are imple-
mented on the lloT database servers: In line with the
guidelines for data security, it is important to reiterate
the importance of authentication and access control for
not just the data itself but also the database storing the
data, considering those protection techniques are the first
crucial steps in ensuring secure access to cloud databases.

In addition, the IIoT team should make sure that the prin-
ciple of first privilege is strictly adhered to, such that access
privileges are only permitted to those who require them and
only to the extent required. Moreover, authentication should
not solely depend on passwords but also utilize a blend of
various authentication methods (multi-factor), such as pass-
words, tokens, and biometrics.

5.4 Guide to data privacy

Data privacy is a specific aspect of data security that focuses
on the proper management of personal data in accordance
with data protection laws, regulations, and established pri-
vacy policies such as EU GDPR [132, 133], CCPA [134],
and IIC [135]. Ensuring data privacy in the IloT entails
implementing effective data management practices to pro-
tect against unauthorized entities. These data include the
user’s information, operational data, and audit data while in
transit, at rest, or in use. Ensuring data privacy should be a
paramount concern for manufacturing industries, given the
heterogeneous IT and OT data shared within the IIoT ecosys-
tem. Moreover, non-compliance with data privacy standards
in such a scenario can result in significant financial, opera-
tional, and reputational consequences.

The EU General Data Protection Regulations [133] have
effectively established robust data privacy legislation that
bestows upon users a comprehensive array of entitlements on
how their data should be managed. These include the right
to:
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1. Provide informed consent regarding the usage of their

data,

have their inaccurate data rectified,

have their data completely erased,

have clear limitations on the processing of their data,

have the option to transfer their data to another entity,

and

6. have the right to object to the processing of their data in
response to changing circumstances.

A

Despite the extensive coverage of data privacy in various
domains under the aforementioned regulations and those cov-
ered in Sect. 2, it is crucial to emphasize additional privacy
guidelines that are specific to the manufacturing sector. These
guidelines can be applied to both industries and users alike.

5.4.1 Data privacy guides to industries

As earlier highlighted, data privacy is undoubtedly linked
to data security in various facets of ensuring data protection
within the IIoT. Therefore, most data privacy policies for
the IIoT work in tandem with those for data security. These
guidelines include the following:

1. Ensure data security and privacy awareness: Provid-
ing comprehensive training on data security and privacy
approaches to all employees within your industry is
essential. It is advisable to incorporate data privacy train-
ing into the overall training program as well as the
induction procedure for newly hired personnel.

2. Enact the zero-trust strategy: The Zero Trust approach
limits network access by isolating systems and seg-
menting network access according to user privileges
and authentication. This strategy ensures seamless exe-
cution of regulations and protection measures for all
users, devices, systems, and data, irrespective of their
connection location. The philosophy of ‘trust but verify’
is crucial for enterprises in today’s world.

3. Utilize the available security tools: Industries should pro-
vide security tools for all employees and ensure that they
are being used as instructed. These include password
managers, VPNs, encryption solutions, etc. These tools
will help significantly reduce the susceptibility to cyber
threats.

4. Observe network behavior for any suspicious activity:
We cannot stress enough the importance of monitoring
and segmentation the industrial network, as this is the
ideal way to ensure early detection of threats, thereby
drastically reducing or mitigating any unforeseen com-
promise.

5. Do not undervalue the curiosity of hackers: Different
attackers have different motives regarding their exploit
and the data they wish to gain access to. Therefore,
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whether the industry is just a startup or a Fortune 500
company, it is essential to ensure data security and pri-
vacy are strictly upheld.

5.4.2 Data privacy guides to users

As a user or client, you have little influence over the storage
and privacy measures used by industries to safeguard your
data. However, there are some simple measures you can take
to enhance the privacy of your data. It is advisable to acquaint
yourself with the various privacy tools as a first step. At the
very least, itis necessary to use a VPN to encrypt your internet
connection, as well as employ a trusted password manager
to enhance the security of your online accounts.

1. Ensure frequent data backup: In the event of a data
breach, maintaining a safe backup will greatly increase
the likelihood of retaining your data.

2. Exercise caution while using IloT devices: Be wary of
connecting to IIoT devices with outdated firmware as
they are mostly spyware breeders. The significance of
ensuring all IIoT devices are always updated cannot be
overemphasized.

3. Adopt multifactor authentication mechanisms: Enable
multi-factor authentication to enhance security and pri-
vacy while preventing unauthorized access to critical
accounts in the event of password compromise. Give
priority to using multi-factor authentication mechanisms
that do not rely on SMS.

4. Remain vigilant to unusual queries: Be cautious of any
attention-grabbing clickbait material or any other suspi-
cious content.

In order to ensure strict follow-through and implemen-
tation of the guidelines covered in this section, different
measures can be taken to make sure the procedures and secu-
rity mechanisms are applied and understood throughout a
project. Table 7 provides a summary of the outlined guide-
lines and completion indicative measures for secure cloud
databases and data privacy that should be taken into consid-
eration during the IIoT deployment process.

6 Challenges and open issues

IIoT continues to face significant challenges in the domain
of cybersecurity. Fault infrastructural design and severe
industrial settings may have a negative impact on network
connectivity and the ability to transmit data. Furthermore,
the fluctuating industrial environmental circumstances and
interfering elements may lead to a compromise in the quality
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Table 7 Summary of guides to secure cloud databases with completion indicators

Guide to secure cloud database and data privacy

Completion indicators

Cloud

database vendors

Ensure the frequent monitoring of database activities

Ensure the frequent auditing of database activities

Ensure frequent database software updates

Ensure database servers are separated from other servers

Ensure limited access of IIoT databases to third-party cloud

The 10T cloud database is fully protected. It is regularly
monitored, and audits are recorded accordingly

Ensure authentication and access control are implemented on

the IIoT database servers
Data Privacy Privacy to industries

Ensure data security and privacy awareness

Enact the zero-trust strategy

Utilize the available security tools

Observe network behavior for any suspicious activity

Do not undervalue the curiosity of hackers
Privacy to users

Ensure frequent data backup

Exercise caution while using IIoT devices
Adopt multifactor authentication mechanisms

Remain vigilant to unusual queries

The entire IIoT ecosystem ensures privacy for both
operational data and user data

of service. Therefore, ensuring seamless data transfer with-
out any delays is crucial to ensure real-time compliance, as
the generated data is often time sensitive. Likewise, it is also
essential to guarantee that the efficient process of industrial
automation can endure the constraints posed by the limited
storage capacity of sensors and their computational energy
reserves. Also, it is important to consider efficient resource
management approaches that allow for data transfer without
impacting the computational efficiency and storage of the
sensors. The following are some of the major challenges and
open issues in IIoT for smart manufacturing:

6.1 Security and privacy

The IIoT has always prioritized security and privacy due
to the need for robust measures to provide high levels of
protection, minimal delays, exceptional dependability, effi-
cient energy use, and expansive connections. Integrating the
legacy systems of the IIoT with the internet will facili-
tate the connection of many kinds of industrial equipment
to publicly accessible services. However, this integration
would raise several security and privacy concerns. In the
event of a network breach, the whole industrial infrastructure
would be vulnerable to severe risks. Therefore, it is impor-
tant to evaluate the security of particular physical devices,
tools, applications, software, and embedded operating sys-
tems. Even though the recent advancements in deep learning,

blockchain technology, and federated learning have immense
potential to ensure the security and privacy of the IIoT, these
techniques are still in their infancy stages.

Furthermore, the premise of most novel IIoT infras-
tructural design techniques heavily emphasizes automation.
However, implementing self-configuration and automation
might potentially reveal weaknesses that could be exploited
by an attacker to breach the system. Also, the incorporation
of cloud technology into industrial systems will result in con-
cerns about data privacy. These concerns may be mitigated
by implementing strategies that include guides and novel
protection mechanisms for the time being, considering the
evolution the IIoT ecosystem usually goes through. In addi-
tion, network security vulnerabilities, such as the absence of
adequate security measures for network protocols like TCP,
UDP, Modbus, etc., may result in unauthorized access, data
breaches, DDoS attacks, and data manipulation. Currently,
there is a scarcity of documented research on security and
privacy for the IIoT, with the majority of suggested secu-
rity and privacy frameworks being in their early stages of
development.

Moreover, given the complexity of the IIoT ecosystem,
most of the techniques proposed by the research community
focus on just one or two security issues within the entire
ecosystem. As such, the need for an end-to-end security
and privacy protection mechanism can never be overempha-
sized. Therefore, addressing all IIoT security and privacy
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challenges in one fell swoop still remains a major challenge
for the security experts and research community as a whole.

6.2 Interoperability and scalability

Achieving scalability and interoperability is a critical area of
research for the IIoT, given the diverse array of components
that comprise the industrial environment. IIoT architectures
should be created with the capability to readily adjust or
expand in order to support a large number of devices. Every
procedure implemented for executing data analytics and
algorithms must be capable of scaling up as the infrastructure
expands [136]. The variety and complexity of IIoT, as well
as the many connections and technologies used, will result
in scaling challenges. Research indicates that the incorpora-
tion of edge computing, fog computing, SDN, deep learning,
and blockchain technology only aggravates the challenges
related to interoperability and scalability in the context of
the IToT [10]. Although the incorporation of Al with these
technologies is a current prospect for solving this research
problem, it still leaves a big loophole before readily available
solutions are implemented.

6.3 Resource limitations

The heterogeneous nature of IIoT devices, in general, has
led to an unregulated limitation of resources in terms of pro-
cessing power, memory capacity, and energy consumption.
In the IoT ecosystem, there is a need for sufficient comput-
ing and storage capabilities to transform data into actionable
insights. Certain applications prioritize low latency, whereas
others, such as those involving archival data and time series
analysis, need intricate processing. Effective management of
these resources is crucial due to the specified constraints.
Relevant improvements in the heterogeneity of IIoT archi-
tecture or adjustments to specific protocols may be used to
regulate IToT resources. An alternative strategy involves the
integration of further novel advancements in machine learn-
ing and Al, which could serve as a fundamental remedy.
Existing approaches such as [137, 138], and [139] have pro-
posed different strategies to help reduce the computational
burden associated with IIoT resources; however, there is still
more work to be done in order to fully mitigate such a chal-
lenge.

6.4 Decentralization

Another potential area of future research is the transition
from a centralized to a decentralized model for IIoT envi-
ronments. At present, the majority of IIoT use cases function
in a centralized fashion. Nevertheless, the transition from a
centralized to a decentralized distribution model has recently

@ Springer

been noticed [140-143] due to the security, reliability, and
performance advantages of the latter.

With an existing trusted decentralized ecosystem, the like-
lihood of detecting a threat is increased, while the risk of
cyberattacks is reduced due to the distributed nature of the
IIoT. Decentralized edge and fog computing solutions are
increasingly becoming popular due to factors such as infras-
tructure, network availability, bandwidth limits, latency, and
the need for high computing power. Decentralized periph-
eral network administration is exceptionally efficient, and
its integration with SDN may improve its performance.
However, the development of a decentralized architecture
that is universally applicable to all industrial settings is a
formidable undertaking because it can lead to the com-
promise of several industries simultaneously. In order to
facilitate efficient coordination and collaboration among a
diverse array of heterogeneous nodes comprising different
decentralized architectures, robust methods and mechanisms
will be necessary [144].

7 Conclusions

The increased adoption of IIoT has boosted the economic
sector of the manufacturing industry while presenting new
cyber security challenges. This paper provides an in-depth
discussion and analysis of the guides and recent defense
mechanisms that would aid with the adoption and deploy-
ment of secure and privacy-preserving IIoT in smart man-
ufacturing. The survey first examined the different guides,
standards, and policies proposed by different organizations,
agencies, and academia. It then draws insights and provide
guidelines suitable for the IIoT infrastructure in the manu-
facturing domain. The guidelines ensure easy adoption and
deployment of the different facets of the protection mecha-
nisms, which are covered in greater depth. In terms of the [ToT
architectural overview, a brief discussion of the four-layered
model is provided while delineating each layer of the archi-
tecture. Additionally, possible IIoT attacks, including those
that emanate due to the IT/OT convergence, are provided,
followed by an in-depth discussion and analysis of the dif-
ferent defense mechanisms that would mitigate such attacks.
Finally, we examined the challenges and open questions in
relation to technologies that are vital and necessary for an
efficient, secure, and privacy-preserving IloT ecosystem in
smart manufacturing.

Future work will investigate the importance of cybersecu-
rity in industrial digital twins, thereby proposing strategies
for ensuring a secure and privacy-preserving digital twin in
smart manufacturing.
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