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Abstract

The thesis contributes to the computer-driven learning of causal relations and their use. Causal
relations are known to be omnipresent and naturally comprehensible for humans, while also be-
ing relevant for every science. They can be represented as causal graphs with nodes representing
the events or states, while directed edges represent the presence of causal relations between them.

We develop a novel kind of intervention to learn causal relations in experimental setups. This
novel approach makes use of the natural spread of causal information in the underlying causal
graph to draw conclusions about its structure. We inject a low-invasive, but identifiable signal
in a chosen node and try to rediscover it in the other variables to gain clues about their relations.
We demonstrate their use on several generated timeseries datasets.

This thesis also described new methods for the efficient representations of graph sets, which
equally match the set of learned causal relations. For this task, we employ for example Binary
Decision Diagrams and adjacency matrices based on ternary logic. Additionally, we propose an
adapted version of the PC algorithm, which can use the novel representations, while it also may

exceed the original version in time and the number of independence tests.

We perform an investigation on existing metrics, which evaluate learned causal graphs using
ground truth. First, we introduce our own metric, which performs on a variety of different
causal graph types and can use not only Directed Acyclic Graphs as ground truth, but also their
superclass of Maximal Ancestral Graphs. Then, several criteria are introduced to evaluate the
metrics’ capabilities and the metrics are inspected for them.

Finally, we propose a new approach on how to use causal graphs to draw conclusions about
potential root causes for discovered anomalies. We also propose an extension, which employs
causal concepts of time to improve its recommendations of root causes. For demonstration, both

approaches are applied on a robotic gripping process.

This work was partially funded by DFG FOR 5339 and by the subsidy fund "Wertstromkinematik’
of the KIT.






Kurzfassung

Diese Dissertation leistet einen Beitrag zum computergestiitzten Lernen von Kausalbeziehungen
und deren Nutzung. Kausalbeziehungen sind bekanntlich allgegenwairtig und fir den Menschen
natiirlich verstandlich, aber auch fiir jede Wissenschaft relevant. Sie konnen als kausale Graphen
dargestellt werden, wobei die Knoten die Ereignisse oder Zustande repréasentieren, wihrend ge-
richtete Kanten kausale Beziehungen zwischen ihnen darstellen.

Wir entwickeln eine neue Art von Intervention, um kausale Beziehungen in Versuchsanordnun-
gen zu lernen. Dieser neuartige Ansatz nutzt die natiirliche Ausbreitung kausaler Informationen
im zugrundeliegenden kausalen Graphen, um Riickschliisse auf dessen Struktur zu ziehen. Wir
injizieren ein minimalinvasives, aber identifizierbares Signal in einen ausgewé&hlten Knoten und
versuchen, es in den anderen Knoten wiederzufinden, um Hinweise auf ihre kausale Beziehun-
gen zu erhalten. Wir demonstrieren ihre Anwendung an mehreren generierten Zeitreihenda-

tensatzen.

In dieser Arbeit wurden auch neue Methoden zur effizienten Darstellung von Graphenmengen
beschrieben, die ebenfalls zu den identifizierten Kausalbeziehungen passen. Fiir diese Aufgabe
haben wir z.B. Binare Entscheidungsdiagramme und Adjazenzmatrizen basierend auf ternarer
Logik verwendet. Zusétzlich schlagen wir eine angepasste Version des PC-Algorithmus vor, die
in der Lage ist, die neuartigen Reprasentationen zu verwenden, wihrend sie gleichzeitig die ur-
spriingliche Version in Bezug auf Zeit und Anzahl der Unabhangigkeitstests tibertrifft.

Wir fiithren eine Untersuchung bestehender Metriken durch, die gelernte kausale Graphen an-
hand von Grundwahrheiten bewerten. Zunéchst stellen wir unsere eigene Metrik vor, die fiir
eine Vielzahl verschiedener kausaler Graphen geeignet ist und nicht nur gerichtete azyklische
Graphen, sondern auch deren Oberklasse, die Maximal Anzestralen Graphen, als Grundwahrheit
verwenden kann. Anschliefend werden verschiedene Kriterien zur Bewertung der Fahigkeiten

der Metrik eingefiihrt und fiir die untersuchten Metriken ausgearbeitet.

Schlief3lich schlagen wir einen neuen Ansatz zur Verwendung von kausalen Graphen vor, um
Riickschliisse auf mogliche Ursachen fiir entdeckte Anomalien zu ziehen. Wir stellen auch eine
Erweiterung vor, die in der Lage ist, zeitliche Regel der Kausalit4t zu betrachten, um das Schlieflen
auf mogliche Fehlerursachen noch zu verbessern. Eine beispielhafte Anwendung wird an einem
Roboter-Greifprozess durchgefiihrt.

Diese Arbeit wurde teilweise finanziert durch DFG FOR 5339 und durch die Férderungsfinanzie-
rung “Wertstromkinematik’ des KIT.

iii






Contents

Abstract .

Kurzfassung .

Notation

1 Introduction

1.1 Motivation

1.2 Contributions and Thesis Organization .

2 Fundamentals of Causal Research .

2.1 Basic Definitions .
2.2 Established Causal Graphs

2.2.1
2.2.2
2.2.3
2.2.4

Directed Acyclic Graphs . :
Complete Partial Directed Acyclic Graphs
Maximal Ancestral Graphs .

Partial Ancestral Graphs

2.3 Causal Graphs for Timeseries Data

231
2.3.2
233

Timeseries Graphs
Summary Graphs

Functional Causal Models

2.4 Fundamentals of Structure Learning

24.1
24.2
2.4.3
244
2.4.5

Score-based Learning of Causal Structures
Constraint-based Learning of Causal Structures
Observation-driven Learning of Constraints .

Experiment-driven Learning of Constraints .

Constraint-based Learning using the PC Algorithm .

2.5 Evaluation of Learned Causal Graphs

3 Signal-based Interventions to Gain Structure Constraints
3.1 Related Work
3.2 Background .

3.2.1
3.2.2
3.2.3

Discrete Fourier Transform
Mueen’s Algorithm for Similarity Search
Causal Timeseries Dataset Generator

3.3 Causal Constraints from Signal Injections .

331

Spread of Signals in Causal Graphs

ili

ix

O O 00 0 X N NN N g g N

e S S S e G e ey
AN Ul W N R RO O

19
19
20
20
21
21
21
22



Contents

4

vi

34

3.5

3.6
3.7

3.3.2
333

334

Learning Structure Constraints from Signal Injections .
Learning Temporal Order Constraints from Signal Injections
Causing Unique Signal Recoveries .

Learning Temporal Order Constraints from Signal Injections

Causing Recurrent Signal Recoveries

Approaches for Signal Injection and Recovery

34.1
34.2

Waveform Modulation-based Injection and Recovery
Frequency Modulation-based Injection and Recovery

Application Example of Signal Injections

3.5.1  Setup of the Test Environment and Measurements
3.5.2  Setup of the Waveform Modulation Approach .
3.5.3  Setup of the Frequency Modulation Approach .
3.5.4 Results .

Discussion

Conclusion and Outlook .

Efficient Representations of Causal Graph Equivalence Classes .

4.1

4.2

4.3

4.4
4.5
4.6

4.7
4.8
4.9

Related Work

4.1.1  Constraints in Current Causal Structure Learning
4.1.2  Constraint-Solving Methods

Background .

4.2.1 Ternary Kleene Logic .

4.2.2  Binary Decision Diagrams .

Adapted Matrices for Equivalence Class Representation
43.1 Ternary Adjacency Matrices

4.3.2  Edge Probability Matrices

BDDs for Equivalence Class Representation

BDD Computation Speedup by Rotation

Application on Example Equivalence Classes

4.6.1
4.6.2

Example Using Generic Data .
Example Using Data from Karst Rock

Structure Learning with the Path-Constrained PC1
Speeding up PCPC1 .

Discussion

4.10 Conclusion and Outlook .

Scoring Methods for the Evaluation of Discovered Causal Graphs .
Related Work in Scoring Method Evaluations
Definition of the Normed Causal Edit Distance .

5.1
5.2

5.2.1
5.2.2
5.23
5.24

Universal Causal Graph Representation

Calculating the Causal Edit Distance .

Analysis of Parameter Choice . . .
nCED with Maximum Ancestral Graphs as Ground Truth

25

26

29
31
31
31
32
32
33
34
35
35
36

37
38
38
38
39
39
39
40
40
42
43
44
45
45
46
48
49
50
51

53
53
54
54
55
56
58



Contents

5.3 Benchmark of Learning Scores . . . . . . . . . . . . .. . .. ... 60
5.3.1 Investigation of Applicability . . . . . . . . . . . . . ... .. 6l

5.3.2  Experiment on Scoring Consistency and Sensitivity . . . . . . . . . 62

5.3.3 Elaboration on Bounds and Normalization . . . . . . . . . . . . 63

5.3.4 Elaboration on G*identity . . . . . . . . . . . . . . . . . . . 64

54 Discussion . . . . . . . . . . . . . . . .. ... ... ... 04

5.5 Conclusion and Outlook . . . . . . . . . . . . . . . .. ... ... 65

6 Root Cause Analysis using Causal Graphs . . . . . . . . . . . . . . . . 67
6.1 RelatedWork . . . . . . . . . . . . . . . ... . .. ... ... 68

6.2 Basic Algorithm Setup . . . . . . . . . . . . .. . .. ... 70

6.3 Algorithm Extension with Coarse Temporal Information . . . . . . . . . . 71

6.4 Application on Robotic Gripping Scenario . . . . . . . . . . . . . . . . 73
6.4.1 Application Environment . . . . . . . . . . . . . . ... .. 73

6.4.2 Causal Graph of the Gripping Process . . . . . . . . . . . . . . 74

6.43 InspectedRootCauses . . . . . . . . . . . . . . ... ... 175

6.44 Experimental Setup andResults . . . . . . . . . . . . .. . . . 76

6.5 Discussion . . . . . . . . . . . . ..o o019

6.6 Conclusionand Outlook . . . . . . . . . . . . . .. ... ... .. 79

7 Conclusionof theThesis . . . . . . . . . . . . . . . . ... ... .. 81
Bibliography . . . . . . . . . . . . . . . . . . .. ... . ... .... 83
Own publications . . . . . . . . . . . . . . . ... ... ... .. ... 93
Patents 95
Supervised student theses . . . . . . . . . . . . .. ... ... 97
Listof Figures . . . . . . . . . . . . . . . . . . .. ... .9
Listof Tables . . . . . . . . . . . . . . . . ... ... ........10
Acronyms . . . . . . . . . . . . . . . . .. ... ... ... 103

vii






Notation

This chapter introduces the notation and symbols which are used in this thesis.

General notation

Scalars Italic Roman lowercase letters x, k
Sets Calligraphic Roman uppercase letters &
Matrices Bold Roman uppercase letters

Variables Roman lowercase letters e
Distributions Uppercase letters p

Numbers and indexing

N Natural numbers

No Natural numbers including zero (non-negative integers)
t Discrete points in time

i,j Indexing for objects, measurements and points

Chapter: Fundamentals of Causal Research

N Number of variables

a,b,c,v Causal variables

a; Sample of a at time point i if a is a timeseries
G Learned causal graph

v Set of graph nodes representing variables

& Set of edges between variables

E Edge adjacency matrix

€ab Causal relation and edge from a to b

G* Ground true causal graph

v True set of variables representing graph nodes

ix
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8*

Apac

do(a)

F

Ja

Ng

ald b,b 1 a

a b, b lLa
al ble,b I alc
a Lblc,b Lalc
a—b

a-b

a =k b

a+>kb

a—*"b

a—-*a

a-"b
a—ob
a—*b

la — b]

lq

True set of edges between variables

Equivalence class and set of potential causal graphs

Set of Constraint on U

Set of all (binary) adjacency matrices

Set of all (binary) adjacency matrices of DAGs
Intervention on variable a

Set of functions of a functional causal model

Function of variable a in a functional causal model
Additive noise of variable a in a functional causal model
Independence between variables a to b

Dependence between variables a and b

Conditional independence between variables a and b given c
Conditional dependence between variables a and b given ¢
Known presence of an edge from a to b

Known absence of an edge from a to b

Known presence of a path from a to b of length k

Known absence of a path from a to b of length k

Known presence of a path from a to b of any length

Known presence of a path from a to a of any length larger than

zZero
Known absence of a path from a to b of any length

Presence or absence of the edge from a to b is not known
Presence or absence of the path from a to b is not known

Equivalence class constrained by the known presence of an edge
fromatob

Temporal occurrence of variable a

Chapter: Signal-based Interventions to Gain
Constraints on Causal Graphs

Uinj
vobs
Vrec

Introduced signal

Introduced signal

Set of wavelets for experimentation
Variable of wavelet injection

Set of variables inspected for signals

Set of variables with successful wavelet retrieval
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do(a, w)
rec(a, w)
do(a,w, t,)
rec(a, w, t,)
lq

lan

Jsine

f sample

f

n

Intervention on variable a by injecting a signal w

Recovery of a signal w in variable a

Intervention on variable a by injecting a signal w at time point £,
Recovery of a signal w in variable a at time point ¢,

Time point of recovery of a signal w in variable a

nth time point of recovery of a signal w in variable a

Frequency of the periodic sine-based signal

Sampling frequency

Frequency of the Fast Fourier Transform

Length of the observed timeseries

Chapter: Efficient Representations of Causal Graph
Equivalence Classes

f
-
1
0,- 1,1
Ua,a

s

uab

f high

flow
T,L

#indep. tests

Boolean function

Terminal node indicating valid assignments to f
Terminal node indicating invalid assignments to f
False, undefined, true in ternary logic

Equivalence class constrained by a —»* a

Equivalence class constrained by a —* b

Positive child node of the inspected node

Negative child node of the inspected node

Positive and negative terminal node of a BDD

Set of adjacency matrices in their binary representation
Set of adjacency matrices in their ternary representation

Set of adjacency matrices in their ternary representation
representing the equivalence class U

Adjacency matrix in its binary representation

Adjacency matrix in its ternary representation

Edge probability matrix representing the equivalence class U
Null matrix of size N

Number of required independence tests

xi
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Chapter: Scoring Methods for the Evaluation of
Discovered Causal Graphs

$(G1,G,)

TP

FP

N

FN
undirected FP

undirected FN

Scoring method comparing graph G; to graph G,

Number of edges present in G and G*

Number of edges present in G but absent in G*

Number of edges absent in G and G*

Number of edges absent in G but present in G*

Number of undirected edges present in G but are absent direct
edges in G*

Number of undirected edges absent in G but are present direct
edges in G*

Graph without any edges

Graph where all edges of G* were flipped

Graph where all directed edges of G* were replaced by one
undirected edge

Graph where all directed edges of G* were replaced by two
undirected edges

Chapter: Root Cause Analysis using Causal Graphs

xii

Root cause variable

Set of detected anomalies

Set of root cause variables

Set of observable variables of g depending on r

Set of latent variables

Set of observed variables

Jaccard Root Cause Score for root cause r

Set of annotated process steps

Set of annotated process steps for edge e, , = 1

Set of process steps in which r may affect m for a pathr -* m
Set of process steps in which r may affect m for all paths
{r »* mlg

Set of paths from r to m in G

Set of tuples containing pairs of observable variables and
individual process steps as inferred from G and r
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Set of tuples containing pairs of observable variables and
individual process steps as provided from the anomaly detection

step

xiii






1 Introduction

1.1 Motivation

Animals and humans still outperform machine learning algorithms in various tasks. For one,
machine learning algorithms have trouble generalizing and their performance may drop if the
data-generating environment changes and a shift in the data distributions occurs [DAm22]. They
mostly remain black boxes and lack explainability [Rib16] and may suffer from undetected spu-
rious correlations in the data which negatively affect their deductions [Ye24]. Additionally, they
still lack capabilities in drawing deductions about their environment by experimentation and

from observations of temporal orders [Sch22].

In research, a domain specifically focuses on the principles of causality [Peal0, Pea09]. In its
essence, machine learning and Artificial Intelligence (AI) are naturally entangled with causality
and its consideration and integration into machine learning may lead to beneficial contributions
to the described problems [Sch22].

This is because causality is an omnipresent concept more important than the concepts of space
and time [Sch22] allowing the method transfer between domains. By nature, causal relations
have the advantage of being explainable, as humans and animals naturally learn and use causal
relations since infancy [Pen07]. Also, causal understanding empowers us to design the right

interventions to learn about a systems setup and to achieve desired outcomes [Peal9].

Empowering artificial intelligence with skills in the identification, and use of causal relations will
automatically contribute to the use of generalizing concepts, will add to naturally explainable
Al, and will minimize the risk of drawing false conclusions based on correlations alone and may

benefit various application domains at once.

The domain in causal research that has specialized in the identification of causal relations is
called Causal Structure Learning (CSL) or Causal Discovery (CD). The learned causal structures
are commonly represented in the form of causal graphs. The domain using causal information to
conclude is called causal inference [Gly19]. While the learning of causal relations using experi-
ments has become a standard [Fis36], the computer-driven learning of causal relations is still in

its infancy and there is a lack of approaches in several aspects.

I. The existing approaches for the intervention-driven learning of causal relations perform
significant changes in the given system. They either perturb existing causal relations or
alternate the existing probability distributions significantly to learn about causal
relations [Ebe07, Ebe14].
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II. As nowadays knowledge about present or absent causal relations may come from
experiments, observations and prior knowledge, varieties of specifically designed causal
graphs and learning algorithms emerged to allow their combination [Mee95, Bro22,
Aci03] without considering the use of more general principles for handling and

representing such knowledge.

[I. The number of methods learning causal relations increases without their results being
comparable [Zan22]. To allow their benchmarking, specifically tailored metrics are
required to score their learned graphs precisely and efficiently.

IV. Several machine learning algorithms target the detection of anomalies [Cha09] and root
causes [Sol17], but few works consider the use of causal graphs to identify root causes,
which are themselves unmeasurable, but have an identifiable effect on measurable

variables.

1.2 Contributions and Thesis Organization

This thesis contributes to causal research in four different aspects, which are reflected in the
organization of the chapters. First, a primer in Chapter 2 will introduce the basics of the domain

of causal research. It is followed by the individual contributions.

In Chapter 3, we present a novel approach to learn about present or absent causal relations in
a given system by performing targeted, low-invasive interventions to tackle aspect I. For this
purpose, a signal is injected into a chosen variable and if we rediscover its remainder in the

other variables, we may learn about their causal relation to the variable of injection.

+ A new concept for learning causal relations using the low-invasive injection of signals is
developed.
+ We elaborate on how to gain knowledge about causal relations from signal recovery.

+ Two techniques for the injection and recovery of signals are proposed and exercised.

In Chapter 4, we contribute to aspect II by providing general concepts for the efficient repre-
sentations of potential causal graphs that correspond to the collected knowledge of present or
absent causal relations. We also introduce an adapted version of the established PC algorithm to
learn causal graphs using the novel representations.

« Several efficient representations of potential causal graph sets are proposed. This
includes the use of ternary adjacency matrices, Binary Decision Diagrams and edge
probability matrices.

« We extend the established PC algorithm for computationally and time-efficient causal
discovery.

To contribute to aspect III, Chapter 5 covers an investigation of current metrics in the causal
discovery domain. Specifically, we inspect metrics which use ground truth to evaluate the learned
causal graphs. Additionally, we propose a new metric to allow the general benchmarking of
causal discovery algorithms.



1.2 Contributions and Thesis Organization

« A new metric called normalized Causal Edit Distance (nCED) is introduced.
« We demonstrate that the nCED cannot use DAGs as ground truth, as it is common, but

also can use their superclass of Maximal Ancestral Graphs.

A set of relevant criteria is proposed for causal structure metrics to proficiently evaluate
discovered graphs.

« The established metrics and the nCED are inspected for the developed set of criteria.

In Chapter 6 we contribute to aspect IV by introducing two novel approaches for root cause
analysis. We adapted causal graphs to enable the inference of potential root causes for a given

set of detected anomalies.

« We developed an adaptation of causal graphs to support root cause analysis and coarse
temporal annotations.

« We created a novel root cause inference approach, which scores potential root causes
fitting to observed anomalies using causal graphs.

« We extended the root cause algorithm to draw causal-temporal valid deductions over

potential root causes.

Finally, Chapter 7 summarizes our work and concludes the thesis.






2 Fundamentals of Causal Research

In Section 2.1, we describe the basic definitions of causation. Then in Section 2.2 and Section 2.3,
we introduce the different definitions of causal graphs relevant to this thesis. Section 2.4 will
introduce basic knowledge about the learning process of causal graph structures. Finally, Sec-
tion 2.5 addresses basic knowledge about the evaluation of learned causal graphs.

2.1 Basic Definitions

A causal relation is a relationship between two or more variables representing events or states.
Assume two variables a and b are given, and we know a causes b written as a — b, identical
to b < a, then they are directly causally related. We call variables caused by other variables,
such as b is caused by a, their descendants. In reverse, variables causing other variables, as is
a causing b, are called their ancestors. For a relationship between variables to be causal, the

following statements need to hold.

« Dependence criterion
If a causes b, then b depends on a for its value [Pea00].

+ Deletion criterion
Since a causal related event depends on another event for its value, removing the cause a

will also remove b.

» Temporal delay criterion
If a causal relation is present like a — b, then a minimum delay time must be kept
between the causing variable (a) and its dependent variable (b). This results from the
laws of special relativity. These laws state that causal effect can only travel at the speed
of light. Therefore, an event always sends a forward light cone to the future and a back
light cone to the past in spacetime [Tho97, Win77]. Each ancestor or predecessor of the
event must be in the appropriate light cone. A maximum delay time is not specified, as it

has been shown that the effects of a causal relationship can be delayed.

» Temporal order criterion
The previous criterion also has further implications, as each causing variable can only
influence variables in its future light cone. If for example a — b holds, then b cannot
occur before a in time (assuming no other event besides a causes it). If we observe first a
then b, b cannot have caused a as a is not in the future light cone of b. This implies the
widespread knowledge that an effect cannot happen before its cause [Bee81]. In this

work, refer to as the Temporal Law of Causation.
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« Manipulation criterion
The relation a — b holds, when a manipulation (written as do(a)) for variable a exists,
such that the value of the dependent variable b is affected [Rei44].

+ Correlation criterion
A causal relation between variables implies a linear or non-linear correlation (often
referred to as mutual information) of their values [Hla07]. Mind that in reverse, a

correlation in their values does not necessarily imply a causal relation [And22].

+ Independence criterion
The absence of a causal relation between variables is the independence of variables. This
is denoted as a 1L b, then neither a depend on b, nor does b depends on a for their
respective values. Independence can be tested by computing if for their probability
distributions holds P(a)P(b) = P(a, b). If a relation between a and b is present a L b,
then the a test indicates their dependence P(a)P(b) # P(a,b). Given a third variable ¢, a
and b are conditionally independent given a AL b | ¢, if P(a | b, ¢) = P(a | ¢) [Spi00]. To
use probability distributions to detect causal relations, we assume the faithfulness
assumption [Spi00, Pea00] to hold. It states that the observable probabilities are faithful

to the underlying causal relations.

 Causal sufficiency assumption
To ensure a causal relation between a and b is actually present, we require their relation
not to be spuriously implied because a hidden, third variable c is present, called
confounder, that influences the inspected variables a < ¢ — b [Zha12a]. Such a hidden
influence may result in wrong deductions about a — b. Commonly, in CD the absence of

latent confounders is assumed.

For each variable holds the Markov Condition. It states that any variable is independent of other
variables given their causing variables (also called ancestors). For example, givena — b — c,

this causes c to be independent of a given b also written as a 1L ¢ | b identicaltoc 1. a | b.

If a directed chain of at least two causal relations is present, as in a — b — ¢, also an indirect
causal relation is present. In the example, a indirectly causes c. Such indirected causal relations

can be represented as causal paths. We can write a —*

¢ to imply such a path of the length
of k causal relations exists. Given a — b — c, then this can be abbreviated as a —2 c. By this
definition, edges are paths in which k = 1 holds, thusa - b = a —1 b. We use the notation
a —* ¢ to indicate the existence of a path of causal relations of arbitrary length oriented in the
direction of ¢. If we do not know if a certain causal relation between two variables exists, we
write in this thesis a — b. If we do not know if a causal relationship exists along a path, we

write a —* b.

2.2 Established Causal Graphs

In literature, several kinds of causal graphs are established. In the following, we give a brief
introduction to the types relevant to this thesis. Some contain only information about the bare



2.2 Established Causal Graphs

graph structure. As these graphs are the main outcome of causal discovery, our focus is set on
these graph types. They all consist of a set of nodes representing variables V and a set of edges
€ representing direct causal relations between variables. £ can alternatively be represented as
an edge matrix E. On several occasions throughout this thesis, we will utilize principles, which
use causal graphs as an underlying structure but contain additional features. We give a brief

introduction to them as well.

2.2.1 Directed Acyclic Graphs

(a) Example DAG (b) Adjacency matrix

1 10

010
() O

Figure 2.1: An example DAG and its adjacency matrix representation.

A common way to represent causal relations is in the form of Directed Acyclic Graphs (DAGs)
[Pea00]. An example of a DAG and its adjacency matrix is depicted in Figure 2.1. In their graph
representation, independencies and absent causal relations are implied by the absence of edges.
Each DAG is uniquely represented by its adjacency matrix. In them, an edge between two vari-
ables a — b is present if e;, = 1 and absent a b if e, = 0. These directed edges are

forbidden to form cycles. Hence, any causal relation a — b always implies b + a in DAGs.

2.2.2 Complete Partial Directed Acyclic Graphs

(a) Example CPDAG (b) Adjacency matrix

0 -1 1
(») o

0O 0 O

Figure 2.2: An example CPDAG and its adjacency matrix representation.

Complete Partially Directed Acyclic Graphs (CPDAGS), as shown in Figure 2.2, contain present
edges, absent edges, also undirected edge pairs like a — b. In this case, it is a causal relation exists
between a and b but its direction, if it is e, ;, = 1 or ep 5 = 1, is unknown. In the adjacency
matrix, this is indicated by e, , = —1 and e ; = —1. CPDAGs represent multiple DAGs. To
obtain them, given that no cycles are created, each undirected edge may be directed in either

of its directions [Mee95]. Commonly, CPDAGs have directed edges, where colliding structures
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such as a — ¢ « b are present. How such graphs are learned and how edges are oriented will

be described in Section 2.4.5 in detail.

2.2.3 Maximal Ancestral Graphs

0 01 O

1 0 01

E=l1 001

() (¢) 011 0
(a) Example MAG (b) Adjacency matrix

Figure 2.3: An example MAG and its adjacency matrix representation.

For the class of ancestral graphs, we consider Maximal Ancestral Graphs (MAGs). An example
MAG is depicted in Figure 2.3. Additionally to DAGs, MAGs allow one-directed and bidirected
edges, but forbid any cycles formed by a combination of bidirected and directed edges. In an-
cestral graphs, bidirected edges a <> b imply the presence of a latent variable [ with | — a and
I — b. DAGs are a subset of MAGs which do not contain any bidirected edges [Zha08a].

2.2.4 Partial Ancestral Graphs

o 0 01 O

1 0 0 2

§ E=l1 001

G e 0220
(a) Example PAG (b) Adjacency matrix

Figure 2.4: An example PAG and its adjacency matrix representation.

Partial Ancestral Graphs (PAGs) [Ric02, Ric96, Ric03], as shown in as Figure 2.4, may contain
directed edges and absent edges. Additionally, they have edges to indicate missing information.
This is represented by circular arrowheads in the graph and by assigning the value two to edges
in the adjacency matrix. If these undirected edges are oriented, several MAGs are implied. Other
than in CPDAG:s, it is possible for opposing edges to be unoriented, but also single edges to be
unoriented. Same as MAGs, they may also contain bidirected edges to indicate confounding
variables.

2.3 Causal Graphs for Timeseries Data

Specific graphs have been developed to represent causal relations in timeseries data.



2.3 Causal Graphs for Timeseries Data

2.3.1 Timeseries Graphs

O
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Figure 2.5: Depicted is a simple example of a time series graph. It contains discrete nodes for each variable and for
each sampled timestep £, ...,t4.

Timeseries graphs are causal graphs, which represent causal relations in multivariate timeseries
data [Run19, Run12]. As shown in Figure 2.5, these timeseries graphs assume each variable
in V to be represented by a collection of nodes representing each sample of the corresponding
timeseries. Directed edges indicate causal relations between the samples. Per the Temporal Law
of causation, no node may cause another node in an earlier time step. The nodes of a variable
may, but not necessarily need to, cause themselves over time leading to autoregressive behavior
[Run19, Runi2].

2.3.2 Summary Graphs

G
O ©

Figure 2.6: The corresponding summary graph for Figure 2.5.

So-called summary graphs [Ass22b, Run12] allow the compact depiction of time series graphs.
We show in Figure 2.6, the summary graph for the timeseries graph in Figure 2.5. In them, each
variable represents a timeseries. An edge a — b exists between the variablesa € Vand b € V
if there exists any sample i € a causing an effect in a sample of j € b if a # b, such that i
precedes or is equitemporal i < j to b; in time or if a = b that i precedes j in time i < j. A
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causal path a —* c is present in the summary graph, if a sequence of directed edges from i € a

to j € c for any i to j is present [Ass22a].

2.3.3 Functional Causal Models

b= fy(a,Np)
¢ = f.(a,b,N,)

(b) Structure functions

Q'Q a = fu(No)
()

(a) Graph structure

Figure 2.7: Minimal example of a functional causal model

Some kinds of graphs contain additional features besides the underlying causal structure. Func-
tional Causal Models (FCMs) were first used by [Wri21]. They consist of a set of edges &, a set
of variables V and a set of functions F. Each variable v € V has an assigned function f, € F
that describes the causal relations between v’s parent variables, a noise factor N;, and v in detail.
To ensure structure minimality, only non zero assignments are allowed to the variables in the

functions. In Figure 2.7, we show a minimal example of a three variable FCM.

2.4 Fundamentals of Structure Learning

The overall goal of causal structure learning (CSL) is to identify a causal graph G = (&, V) in
such a way that it is identical to the hidden ground truth G* = (&*, V*). Such a ground truth
is assumed to be present in any system under inspection. Primarily, CSL concerns the correct
discovery of causal relations. Commonly, the set of variables is considered fixed for a causal

discovery problem and does not need to be discovered V = V*.

Commonly, G* is assumed to be a DAG, while in timeseries data, this graph is assumed to be a
timeseries graph. G* is assumed to be fully discovered if evidence for the absence or presence of
all its edges are collected. The number of edges that require discovery in static graphs is N(N —1)
given N = |V)|. For timeseries graphs with M samples per variable, this requires the discovery
of M N (N — 1) edges. As Table 2.1 shows, the number of potential graphs grows exponentially

with the number of variables.

Table 2.1: In tabular data, the number of possible graphs grows exponentially with the number of variables N.

N DAGs MAGs

1 1 1

2 3 4

3 25 64

4 543 4,096

5 29,281 1,048,576

6 3,781,503 1,073,741,824

7 1,138,779,265 4,398,046,511,104

8 783,702,329,343  72,057,594,037,927,936
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To reduce the number of potential graphs, we try to gather evidences on the true causal graph.
The information may stem for example from probability distributions in the data, from prior
knowledge or from information gathered by experiments. During the learning process, several
graphs may be equally compliant with G* for given information. As these sets of potential graphs
fulfill the criteria of symmetry, reflexivity and transitivity regarding the provided knowledge,
they form an equivalence class U of graphs [M0020, Squ23]. Several approaches came up in
literature on how to learn causal structures and how to treat such equivalence classes. We feature

relevant approaches in the following subsections.

2.4.1 Score-based Learning of Causal Structures

So-called score-based learning algorithms, try to optimize a score S(G) by discovering the right
G maximizing it. In an ideal scenario, the resulting graph of the search procedure is a single
graph G. This G is assumed to be identical to the true causal graph. However, it occurs that
several graphs are score equivalent given the probabilistic distributions in the data and thereby
the graphs form an equivalence class [Squ23]. [Chi%6] shows that popular scoring methods such
as the Aikaike information criterion [Aka98], the Bayesian information criterion, the Minimum
Description Length criterion and the Bayesian Dirichlet equivalent criterion [Hec95] result in

such score-equivalent graph sets.

A common approach is to apply heuristic search algorithms, which typically start with an empty
graph and iteratively add or delete edges to increase the objective score of G to provided data
and thereby to heuristically discover a DAG, assumed to be G* [M0020, Tsa06]. However, these
algorithms are required to make a tradeoff between efficiency and algorithmic consistency, since
this search for the highest-scoring DAG is shown to be NP-hard [Chi96].

Since this thesis primarily focuses on constraint-based learning, we recommend the work of
Mooij et al. [Mag16, M0020] for a detailed introduction.

2.4.2 Constraint-based Learning of Causal Structures

In the domain of constraint-based causal discovery, evidences about the absence or presence
of causal relations are collected in the form of edge constraints. Graphs which do not comply
with the constraints are pruned from the equivalence class. Constraints may stem from prior
knowledge or from causal structure learning algorithms using observational or interventional
data. If the set of unique collected constraints is complete and only one causal graph remains,
this graph is assumed to be the ground truth U = {G*}.

If no constraints are given C = @, the equivalence class U is the set of all directed graphs. For
simplicity, we represent the latter as a set of adjacency matrices A = {0, 1}N*N. If we impose
a present edge constraint like a — b on A, all incompatible adjacency matrices are eliminated.

We write such a small constrained equivalence class with angular brackets (e.g. U = [a — b]).

[a—>b]={E€A e, =1} (2.1)

11
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The same holds for absent edge constraints.

[a#b]={E€A e, =0} (2.2)

If two edge constraints are jointly imposed on equivalence classes, then holds the following:
[at=>bAb—>c]l=[a—-bln[b—c] (2.3)

But if either of two constraints a — b or b — ¢ is known, then holds:
[at—=>bVvb—-c]l=[a—-bJul[b—c] (2.4)

If present or absent path constraints are provided, we may break them down into individual edge
constrained equivalence classes by considering all potential combinations of edges for the given

variables a, b, c.
[a>*c]=[(a—>c)v(a—-bAb—->c)v(a—-cAa—->bAb - )]
The same holds for absent edge constraints.

[a+"cl=[latcAalasbVvb+o)]

To restrict an equivalence class to contain only DAGs, it needs to hold Apag = [Vv € V, 0 4" v].
N(N-1)
2

For DAGs, the maximum number of present edge constraints is given N = |V|.

2.4.3 Observation-driven Learning of Constraints

Novel research has focused on the learning of causal relations from observational data alone

[Pea00]. Several trends have developed to gain structure constraints from interventions.

Constraints from Prior Knowledge

The simplest way of gaining structure constraints is from human expertise. The provided con-
straint can for example include the orientation of edges to orient a CPDAG to a DAG [Mee95]. It
may come in the form of a general concept of causal relations between variable types [Bro22]. For
this purpose, Brouillard et al. grouped variables in types and provided typing assumptions, con-
straining the edges between variables of a specified type to orient CPDAGs. Other prior knowl-
edge may include knowledge of the complete or partial temporal order of variables [ODo06].
According to the temporal law of causation, an effect cannot precede its cause, this is how con-
straints can be drawn for all non-conforming edges to be absent.

Constraints from Conditional Independence Tests

Naturally, this set of methods highly relies on the quality of the collected data. The most popular
approach in causal research are Conditional Independence Test (CIT) which can be tested by the
Fishers Z-test [Fis15] or kernel-based conditional independence tests [Zha12b]. They perform on

12
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multivariate tabular data [Ver22] and as well on timeseries data [Run19] under the assumption
of faithfulness. CITs allow the identification of a specific pattern in the data called a collider

consisting of two directed edges. Consider this simplified construction block of a causal graph.

Figure 2.8: Simple building block of a causal graph with unoriented edges

The building block may take the form of the DAGs shown in Figure 2.9. While for chains, reverse

O—0—0 OO0

(a) Chain (b) Reverse Chain
O—0—0O OO—6—0O
(c) Fork (d) Collider

Figure 2.9: Conditional independence tests applied to given data can identify immoralities in the graph structure.
chains and forks hold a 1L ¢ | b. This is not valid for colliders; for them holds a JL ¢ | b and
thus their discovery is possible. Besides on such trivial examples, we can also test conditional
independence a 1L b | P using a set of variables P .

Constraints from Additive Noise Models

Another approach to identifying the direction of a causal relation is by the use of Additive Noise
Modelling (ANM) [Pet14]. Assuming the underlying causal graph is a functional causal model,
and two variables a and b are given and for both an additive noise model generated the data
given a — b, then an additive noise model may be fitted for a — b, but not in the direction of
b — a. This way, the direction between variables can be identified [Pet14]. Parida et al. [Par18]

transferred this approach to multivariate applications.

2.4.4 Experiment-driven Learning of Constraints

Learning causal relations by experimentation is the gold standard in science to identify causal
relations. Woodward et al. [Woo005] considered it a sufficient criterion to establish causal rela-
tionships. They stated that for two variables a and b holds a — b if there exists an intervention
do(a) for variable a, such that the value of b is affected on intervention on a. Throughout this
work we will use the do(a)-operator introduced by Pearl et al. [Peal2] to imply a variable a is
physically manipulated without interfering on other variables.

Interventions in Causal Research

Eberhardt et al. [Ebe07] identified two main approaches in causal research on how to gain causal
information by intervention in an experimental setup under the Markov assumption and the
faithfulness assumption. Accordingly, they divided the existing literature into hard interventions

and soft interventions.

13
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@O—() @O—0) © (O

(a) Pre-Interventional (b) Graph after do(a) (c) Graph after do(b)
graph

Figure 2.10: Shown is the effect of a hard intervention interventions on a given causal structure. A hard interventions
eliminates all other influences on the variable of intervention.

Hard interventions [Pea09], also called structural, surgical or independent interventions [Kor04]
take over control of a chosen variable. By doing so, other influences on the targeted variable are

cut off and only we define its state or value.

For a demonstration of hard interventions consider Figure 2.10 and assume causal sufficiency,
the absence of confounders. We try to identify the causal relations between a and b. This may
be done by two different interventions. In the pre-interventional causal graph, we may observe
a )L b. If we perform do(a), this dependence still holds. Since we know all influences on a to be
cut, only @ — b is possible. If we choose to perform the hard intervention on b, we may observe
an independence a 1L b is created, since the original causal relation a — b was eliminated by
do(b). From this change, we can deduce a — b.

Briefly summarized, we required only one intervention regardless of the variable on which we
intervened to identify the present causal relation in a bivariate setup. To identify a causal graph
with N variables, Eberhardt et al. [Ebe07] identified the number of required hard interventions

O—0 G—O 0—{

(a) Pre-Interventional (b) Graph after do(a) (c) Graph after do(b)
graph

Figure 2.11: Shown is the effect of a soft interventions on a given causal structure. A soft intervention does not
interfere with the existing causal structure.

Soft interventions [Ebe14, Camo07, Kor04], also called parametric interventions, introduce a low-
intrusive influence on the intervened variable by slightly changing its probability distribution P
[Ebe07, Kith11]. As shown in Figure 2.11, the original causal relations are not disrupted. This

allows the application in environments where hard interventions are not ethical or possible.

Again, we demonstrate its use on a two variable setup using the variables a and b with a — b.
If the soft intervention do(a) is performed, then we notice for b that P(b | do(a)) # P(b) holds

which indicates a causal relation a — b must be present.

If we perform do(b), we notice P(a) = P(a | do(b)) holds which indicates b - a. Additionally,
we observe P(do(b)) # P(do(b) | a) holds indicating that b must be dependent on a. Indepen-
dently of the variable of intervention, we required only a single soft intervention in a bivariate
setup to discover the causal relations. Eberhardt et al. [Ebe07] discovered the number of soft
interventions required to identify the causal relations in a multivariate setup to be N — 1 for a

graph with N variables.

14



2.4 Fundamentals of Structure Learning

2.4.5 Constraint-based Learning using the PC Algorithm

The Peter Clark (PC) algorithm [Spi00] as shown in Algorithm 1 is the ancestor of constraint-
based CSL algorithms. It uses systematic conditional independence tests to infer causal structure
information. Testing for condictional independence is known to be inefficient for larger condi-
tioning sets, since it requires the calculation of every possible value assignment for the condi-
tioning set variables [Pet17]. For the PC algorithm, this results in an exponential computational
complexity given the number of variables. The algorithm operates in two phases. In the first
phase, a graph with fully connected edges € is created from the inspected variables V. Briefly
summarized, on the inspection of a variable a, variable pairs with its adjacent variables are inves-
tigated C. For each such pair, continually increasing set sizes d of adjacent variables P excluding
b are computed, and for each combination the conditional independence a AL b | P is tested. If

one is present, the corresponding undirected edge between a and b is removed.

Algorithm 1: Identify the causal graph skeleton from data
- PC-Algorithm [Spi00]
Input : Variables V, Indep. test fora AL b | P
Output: Skeleton of bidirectional edges

1 &« (VxV{(a,a):aeV}

2 function adj(a)

3 t return{b : (a,b) € &}

4d<0

while Ja € V, |adj(a)| > d do

6 C < {(a,b) : a < b,b € adj(a), |adj(a)| > d}

7 for (a, b) € shuffle(C) do

(5]

8 I «{P Cadj(a)~{b}: |P| =d}
9 for P € shuffle(T’) do

10 if a 1L b | P then

11 & « &~{(a,b),(b,a)}

12 L break

13 d—d+1

14 return &

The second phase of the algorithm orients the skeleton’s undirected edges to generate a CPDAG
by using a given set of orientation rules. The rules are applied on all arbitrary variables a, b, c,

d € V. For some, knowledge of P from the prior steps independence tests a AL b | P is required.
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I. Orient a — ¢ — b into a — ¢ « b if a and b are not adjacent, but share the
adjacent variable c and ¢ & P.

II. Orient b —c into b — c if a — b exists such that a and c are not adjacent.
OI. Orient a — b into a — b if the chain a — ¢ — b exists.

IV. Orienta —bintoa — bifa - ¢ —» band a —» d — b exists such that ¢ and d

are not adjacent.

V. Orienta —bintoa - bifa - ¢ - d and c - d — b exists such that c and b
are not adjacent.
The final result of the PC algorithm is a specific equivalence class called Markov Equivalence
Class (MEC). Two DAGs G, and G, are called Markov equivalents, if they share the same prob-

abilistic independencies and conditional independencies [Ver22].

A single CPDAG can represent a MEC of DAGs as we will show below [Spi00]. In Figure 2.12,

we demonstrate such a relation.

@O @O O
o) (FH)  (Fa)

(@ G, (b) G, () G;

Figure 2.12: The DAGs G; and G, are members of the equivalence class depicted by the CPDAG G;. The edge
between a and b in G; is known to be present, but can be oriented in either direction.

The DAGs G; and G, are constrained after the use of a CIT to shown dependencies, because it
allowed the identification of the collider b — ¢ <« d. As undirected edges of CPDAGs may be
directed in the one or in the other direction to form a DAG, G; implies G, and G, given either

a - borb — a holds.

2.5 Evaluation of Learned Causal Graphs

In general, metrics allow the benchmarking of causal discovery methods on established datasets
and thus aid the development of discovery methods. Especially the use of a provided ground true
graph has proven to be important to evaluation metrics. By making the found graph comparable
to the discovered graph, metrics allow the evaluation of CD methods via their numerical score
results [Con19]. As shown in Figure 2.13, the ground true graph may be either provided by an
expert. It may also come with benchmarking datasets, which are freely available online.
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Interventions

CIS Algorithm H Found Graph G ‘
N
’ Metric }—>{ Score ‘
/

’ Expert }—){ True Graph G*

Figure 2.13: The basic approach to evaluate learning method using ground truth

Several metrics that use a ground truth for the evaluation of the discovered graph are currently
established in the literature. For their introduction, we use the definition of True Postive (TP),
True Negative (TN), False Negative (FN), and False Postive (FP), where positives indicate an edge
has been found and negative indicate not edge has been found. The F; score [Sas07] considers
only the present edges and calculates the harmonic mean of precision and recall when comparing

the inferred graph to the ground truth.

2TP

1= 2TP+FP + EN (25)

The Receiver Operating Characteristic Area Under Curve (ROC AUC) [Faw04, Pet54] requires
the True Positive Rate (TPR) and the False Positive Rate (FPR).

TP

FP
FPR = FP-F—TN (2.7)

To evaluate a single learned causal structure, the ROC AUC is measured for an empty graph,
for the actual discovered graph, and also for a graph with maximized TPR and FPR. From these
measurements, a curve is created plotting the TPR on the FPR and the Area Under Curve (AUC)
is calculated. A ROC AUC of one indicates a discovered causal graph that is identical to the
given ground truth graph. A ROC AUC of 0.5 indicates the discovery performance to be similar
to a random guesser. A ROC AUC of zero indicates the learned graph to be the reverse of the
ground truth.

The Precision Recall Curve Area Under Curve (PRC AUC) [Dav06] operates similarly. Precision
and recall measurements are taken for an empty graph, the discovered graph and for the graph
with maximized TPR and FPR. Then the Precision Recall Curve is constructed by plotting the pre-
cision measurements on the recall measurements. Again, the area under the curve is calculated
to obtain the PRC AUC value.

17



2 Fundamentals of Causal Research

The Structural Hamming Distance (SHD) [Tsa06, Aci03] counts the overall number of changes
in edges that are required to transform the discovered graph into the ground truth. In the estab-

lished definition, the allowed changes include only the addition and the deletion of edges.

The adapted version for CPDAGs [Tsa06] converts the ground truth and the predicted graph to
CPDAGS and then counts the operations required.

SHDppag = undirected FN + undirected FP + FN + FP (2.9)

To the best of our knowledge, no version is available for MAGs and PAGs.
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3 Signal-based Interventions to Gain
Structure Constraints

The possibility of learning causal knowledge through intervention and experimentation is one of
the advantages of causal learning. In this chapter, we propose a new type of intervention to infer
causal knowledge. The main principle of this type of intervention is to add an inconspicuous, but
identifiable signal to the intervened variable and to rediscover the signal in dependent variables to
gain structure information. The benefits we hope to gain from this particular type of intervention
are its low-invasiveness and the learning of structure constraints that contain several variables at
once. In the best case, the research will result in a method that can be used during the operation
of the system under investigation without requiring a dedicated setup of a test environment.
We will give a brief overview of existing intervention approaches in Section 3.1. We explain in
Section 3.2 the necessary basics for the design of the signal injection and recovery approaches.
In Section 3.3, we present the fundamental concepts to gain causal structure information from
the novel type of interventions. Section 3.4 describes in detail two independent methods to inject
and recover signals: one of the approaches is based on waveform modulation, while the other
is based on frequency modulation. Section 3.5 demonstrates the successful application of the
two injection and recovery approaches in artificially generated data. Section 3.6 discussed the

usefulness of the developed signal injections and Section 3.7 concludes the chapter.

Parts of this chapter were previously published in [Reh23a].

3.1 Related Work

In Section 2.4.4, we discussed how two different kinds of interventions are established in causal
literature [Kor04]. We recall, hard interventions disrupt the original causal flow and the inter-
vened variable is set to a specific value. Soft interventions on the other hand either perform an
adaptation on the probability distribution [Ebe07] or, from the viewpoint of functional causal
models, adapt the parametrisation of the injection variable’s function [Tia01]. Our defined sig-
nal injection-based intervention adds an identifiable signal w to the intervened variable v. From
the viewpoint of functional causal models, this signal is added to the structure function f,, of the
intervened variable v resulting in f; = f, + w without disrupting the original causal relations.
Accordingly, it is possible to see signal injections as a special form of soft intervention, since the
injection of signals also influences the probability distributions of the injected variables and the

variables dependent on them.

The only publication we found to introduce signals to learn causal structure information is the

work of Kiithnert et al. [Kith19]. They introduced signals to a systems input to analyze if this
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contributed to detecting the correct causal relation from input to output. As excitation signals,
they chose a white noise signal, a sinusoid signal, a sawtooth wave, an impulse train and a
random walk timeseries. They performed them on several dynamic single input single output
systems, namely a dead time system, a low pass filter, a nonlinear system and a resonant system.
For each is certain that only a causal relation from input to output is present. The bivariate
spectral Granger causality [Gra69] was used to identify the causal relation between input and
output variables with the help of a surrogate-based independence test. In their experiments, they
observed that this style in discovering causal relations highly depended on the choice of exciting
signals and on the underlying dynamic system. When tested if the input caused the output, most
of the time this causal relation was identified as correct. But if tested for the inverse, several false
causal relations were identified in each of the inspected systems and for each injected signal.

Besides this publication, we argue that the basic principle of injecting signals and to gain causal
information from their rediscovery is a general established principle in the sciences.

For example in the domain of system identification, it is common to excite a time variant dynamic
system using a given signal to learn about its behavior and describe it in the form of equations.
The chosen signals are required to excite all relevant frequencies of the system. Common are for
example signals as the Dirac impulse or a step response. By observing the corresponding output,
we can relate it to the input and learn a transfer function to describe the system’s dynamics
[Lju05]. The transfer function naturally implies structure as well as parameter information.

In neuroscience, an immersed noise paradigm [Rey03, Lon10] was defined which is related to our
work. According to the paradigm, an electric current is added to the membrane of a biological
neuron consisting of a noise pattern that mimics synaptic activity and additionally of a system-
atic signal in form of a current step, an artificial postsynaptic current, a sine-wave signal, or a
modulation of the noise amplitude. By measuring the action potentials generated by the neuron
in response to repeated injection of signals, conclusions can be drawn about the form of causal
relation between the injected signals and the form of action potential [T1i14].

3.2 Background

In the following, we briefly describe all the fundamentals we require to establish the principles

of signal-based interventions.

3.2.1 Discrete Fourier Transform

The discrete Fourier Transform (dFT) [Fou88] takes a given signal in its time domain represen-
tation and transfers it to the frequency domain. The dFT of a snippet x for a chosen frequency

f is defined as follows.

min
—f

N-1
dFT;(x) = Z X, e n (3.1)
n=0
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The Fast Fourier Transform (FFT) [Co065] is an efficient approach for computing the dFT.

3.2.2 Mueen’s Algorithm for Similarity Search

Mueen’s Algorithm for Similarity Search (MASS) [Yeh16, Mue22] is a pattern matching algorithm
that computes a similarity search for a given query sequence g on a given timeseries x, |x| = n.
First, the query pattern g is inverted and padded with zeros to length n. Then, the z-normalized
Euclidean distances are computed in a convolution based manner to grade the distance between
q and each possible subsequences of x which may contain q. These temporal ordered grades

result in a so-called distance profile for g in x.

For efficiency, they transfer the padded q and x into the frequency domain using FFT, perform
multiplication and transfer it back using the inverse FFT. Finally, the results are aggregated. The
most similar sequence to g in the distance map is the sequence with the lowest distance value.

In general, the algorithm has a complexity of O(n log,(n)).

3.2.3 Causal Timeseries Dataset Generator

The dataset generator by [Law20] allows benchmarking the discovery capabilities of causal struc-
ture learning methods for timeseries data. It can consider desired features for its data generation
such as the number of variables and latent variables, the time lag between variables and the
nature of added noise.

In general, it first generates a DAG out of the specified set of variables. Then, it extends the
DAG to a timeseries graph by discretizing each variable for given temporal sampling steps by
considering the specified lags. Then a structural causal model is created by adding structural
equations to the original DAG.

To finally create the dataset, first, the noise is randomly sampled from the specified noise distri-
butions for each variable independently. Then, using the generated noise, and the prior created
SCM and timeseries causal graph, the variables are sampled in a temporal order. This allows the

spread of noise to the dependent variables.

3.3 Causal Constraints from Signal Injections

In this section, we introduce the basic principles of signal injections and how to gain information

about causal relations by using them. In its essence, we choose a target variable v, to inject a
signal w to perform our novel intervention. We adapt the do-operator accordingly resulting in
do(vy,j, w). If the corresponding causal graph is represented as an FCM, the intervention adds
the chosen signal w to the function f, of the injection variable v;; ; resulting in f; = f, + w. As
we prefer our intervention to be low-invasive, we prefer w to be of low amplitude to hide it in the
natural noise of the investigated system. In the following, we show that w travels to dependent
variables of v;,; and we will elaborate how we gain causal structure information if we discover

w in the observed variables V,.. using our recovery methods rec(:,w). For our approach to
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function, we assume the true causal graph to be stationary meaning it is not undergoing foreign

changes while we perform our experiments.
Our considerations build on the following assumptions:
I. No hidden or outside influence causes w to occur in the observed variables.

II. We only draw causal deductions from signal discoveries, not from unsuccessful
recoveries as we cannot guarantee that a signal is truly absent in a variable. For various
reasons, a signal may evade our observation. This may be due to a high damping factor,
an immense delay or an unsuitable form and amplitude of the signal.

[I. If we discover an injected signal in a variable, we assume this to be the first occurrence of

the signal in the variable.

3.3.1 Spread of Signals in Causal Graphs

In the following, we demonstrate that the spread of an injected signal w depends on the un-
derlying causal graph structure. This is necessary to actually gain information by injecting and

recovering w.

Assume a FCM M = (V, &, F) of two variables a, b, we perform the intervention do(a, w)

on the variable of injection v;; = a and meanwhile observe variable b for w (V.. = {b}). In

1j
general, several different causal relations are possible between the two variables a and b. For
demonstration, let us consider the three cases with corresponding summary graphs shown in
Table 3.1. As shown in Case I, after an injection in a, we may observe a remainder of w in b if

b is causally depending on a. In Case II and III, b does not contain w.

Table 3.1: Given a bivariate FCM, if we inject a signal W in a in a bivariate scenario, our signal w is part of the
computation of b only if a — b. If a 1L b or a < b holds, then W is not part of the computation of b.

Casel Case II Case III

ldo(a, w) ldo(a, w) ldo(a, w)

O ONENOIO

Structure Functions
a=fa(Ng) +w a=fab,Ny)+w a=f(Ny)+w
b= fp(faNa) +w,Np) b= fp(Np) b= fp(Np)

Signal Observation in b
fb(w’ Nb) - -

As shown in Table 3.2, this transfers to multivariate setups. We chose for demonstration a graph
containing three variables a, b and c. We observe in all three cases that we may find the signals
in variables which directly or indirectly depend on the injection variable a, but not in variables

which do not depend on it (as for example c in Case 1.) Additionally, we observe by comparing
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3.3 Causal Constraints from Signal Injections

Case II and Case III that we may discover the by structure functions transformed w in the same
set of observed variables (b and c) even if the causal graph structure varies. This has effect on
the structure learning based on signals constraints because we only consider if a remainder of w

is found or not. This will be discussed in the following section in detail.
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3.3 Causal Constraints from Signal Injections

3.3.2 Learning Structure Constraints from Signal Injections

Considering the three possible causal relations and the before introduced assumptions, we can
gain constraints about present relations as shown in Table 3.3. If we rediscover the remainder of
w in b, then we know in the bivariate case holds a — b. This may result from the assumption
of acyclicity, or be deducted as a is the only potential causing variable, as we assume no foreign
influences resulting in the observation of w to be present. Regarding Case II and III, we do not
gain knowledge from the absence of w in the observed variables V., and thus no constraints
can be learned.

Table 3.3: If we inject a signal W in @ in a bivariate scenario and we recover the remainder of W in b , then we know
b is successor of a. Since we consider the bivariate case, we infer a — b.

Casel Case Il Case III
do(a, w) do(a, w) 50(61’ w)
Learned Constraints
from Recovery a—-*b - -

from Acyclicity Assumption b-+a - -

Inferred Constraints a—b - -

Unknown Constraints - a—-ob a—-b

b—oa b—oa

The structure learning is more difficult in a multivariate setup with variables V = {a, b, c} as
shown in Table 3.4. In each case, we may identify present paths from the injection variable to
the recovery variables. Note that in each case, we can only identify path constraints but cannot

identify present edge constraints, since the path of travel of w is not known.

This holds for Case II and III, where w may be observed in the same variables even if the causal
structure is different. Since we cannot clearly distinguish the path of travel we may only deduce
the paths a —* b and a —* c.

Note, we can only learn a path constraint, but no present edge constraint from Case I as well.
This is because we do not draw conclusions about the causal structure based on variables where
we may wrongly believe w to be absent. As in case I, during structure learning we do not know
that c is not directly or indirectly depending on a, but we must consider that the rediscovery of w
in ¢ might have failed. As w was discovered in b, we may under the given assumptions discover

a path structure a —* b, because the causal relations a — ¢ — b may hold.

Given these constraints, we may infer additional constraints if we assume acyclicity. Corre-
sponding to each edge or path constraint in an acyclic graph, we may deduce the causal rela-
tionships in the opposite direction to be absent.
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3 Signal-based Interventions to Gain Structure Constraints

Table 3.4: In a multivariate scenario, we may identify present paths from the recovery of the w and we may identify
the corresponding absent edges if we assume the graph to be a acyclic.

Casel Case Il Case III
do(a w) do(a, w) do(a w)
(o)) (@=(0) (9
Learned Constraints
from Recovery a—-*"b a—-*b a—-*b
- a—-*c a—-*c
from Acyclicity Assumption b-+4a b+a b-+a
- cha c+a
Unknown Constraints a—-b a—-b a—-b
a—-c a-—-c a—oc
b—oc b—oc b—oc
c—ob c—ob c—ob
c—oa

3.3.3 Learning Temporal Order Constraints from Signal
Injections Causing Unique Signal Recoveries

Consider, we retrieve additional temporal information on recovery of a signal. Wwe consider
this to be the delay time between the variable of injection and each variable of recovery. These
delay times indicate a temporal order between the observed variables. Temporal order was used
in the past to draw conclusions about causal constraints. In the following sections, we show how
to gain constraints from this temporal order information out of signal injections in addition to

the before described constraints of simple signal rediscovery.

For the start, let us assume the timeseries graphs do not contain any cycles and their variables
are not autoregressive, meaning the variable do not influence themselves over time. Again, we
consider the bivariate case first and use a similar example as before. This time, we inject a signal
w in a at the sampling time t, = 0 written as do(a, w, t,;) and recover the remainder of w with
a delay of t}, once in b by performing rec(b, w, t}). Since we know a —* b holds, if we discover
w in b after injecting it in a. Since no path including other variables may allow a —* b except
a — b, we come to the same conclusion as before. As we know ¢, and f;, we may use the
temporal law. It states that the effect of a variable can only occur after its cause ¢, < f} naturally
indicating b 4 a. In the bivariate case, this does not prove helpful, but we come back to it in

the multivariate case.

If we consider a multivariate case, we may also discover w in variable ¢ with a delay ¢, resulting
in V... = {b, c}. Naturally we know t, < tp, t, < t., but what helps us to gain constraints
about absent edges is the temporal relation of the variables in V... namely ¢}, and t.. As Table 3.5
shows, if t}, < t, holds as in Case I and Case II, we may deduce ¢ » b. Same holds for the inverse
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3.3 Causal Constraints from Signal Injections

in Case Il and Case IV. In theory, when it is assured by precise measurement that ¢;, = ¢, holds
as in Case V, we may deduce that b 1L ¢ holds as a delay must be present for a causal influence
to happen. In Case V, we can thereby deduce that a — b and a — ¢ must hold. We can apply

this temporal law to variable pairs of larger sizes of V.. to gain absent edge constraints.
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3.3 Causal Constraints from Signal Injections

3.3.4 Learning Temporal Order Constraints from Signal
Injections Causing Recurrent Signal Recoveries

A signal may be discovered several times in a recovery variable. This may be caused by multiple
paths leading from the injection variable to the recovery variable, due to cycles in the timeseries
graph or it may also be due to autoregressive variables causing themselves over time. As we will
show, in such cases it is trickier to draw deductions using the temporal law.

Consider again the bivariate case with variables a, b and do(a, w, t,). We may recover w in both a
and b multiple times depending on the underlying causal structure as shown in Table 3.6. We can
use the temporal law, if all w in the one variable are found either before or after the occurrences
of w in the other variable. If w is found interchangeably, we refrain from drawing deductions.

This interchangeable observation occurs in Case II and Case V. We see the interchangeable ob-
servations may be due to a cycle (a < b) as in Case II, or due to the causing variable (a) being
autoregressive. Since we cannot distinguish such cases, we may not learn constraints using the

temporal law on such occasions.

Even if we can use the temporal law, to infer constraints, we still cannot uncover all causal
relations. As we can see by comparing Case I and IV, we cannot differentiate if a variable is
autoregressive (Case IV) and may have affected itself or if it was caused multiple times by its
ancestor (Case I). The exception is if it becomes evident that a variable is autoregressive as in
Case IIL. In it, after the injection in a, w is found again in a before it is found in b.

These principles shown on simple trivariate examples can be transferred to a larger set of variable

in which w was recovered, since the featured deduction principles translate to them as well.
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3.4 Approaches for Signal Injection and Recovery

3.4 Approaches for Signal Injection and Recovery

In this section, we feature two different approaches which actually perform the signal injection
and recovery operation on a system under investigation. The first approach injects and recovers
signals with recognizable amplitudes, while the second approach injects and recovers recogniz-

able signal frequencies.

3.4.1 Waveform Modulation-based Injection and Recovery

To perform the signal injection, we generate a specific signal w of preferably unique shape
and add it at timestep £, to the injection variable v by targeted but not disrupting actuation

(do(vinj » W, tv ))

To recover the signal w in a variable v, we perform the signal recovery step rec(v, w, t,,). This
is done by first linear scaling each timeseries variable v € V), to a scale of zero to one. Then
we independently apply on each observed variable v € V,; the MASS algorithm [Yeh16] and
thereby test the signal w against each possible temporal position in v to obtain a distance profile.
The lower the distance, the more similar is the amplitude of w to v in the corresponding position
and we deem it to be likelier that w is present in v.

3.4.2 Frequency Modulation-based Injection and Recovery

To generate a signal w for this kind of injection, we first sample n values at frequency f,mpie
from a sine curve w of frequency f,. and a chosen amplitude a. This is then multiplied with a

Gaussian curve of width b = 0.5nf ;e and mean ¢ = g.
_1e-b2
w=asinrtfg.)e 2 ¢ (3.2)

We assume the sampling frequency to be at least twice as high as the chosen sine frequency
Ssample > 2fsine- Finally, we inject the generated signal w by non-disruptive actuation to the

chosen injection variable v written as do(vj,;, W).

For the recovery of w in an observed timeseries variable v € V,,, we first sample v at the
frequency fumpie- Then, v is padded with g zero values at each end resulting in v, and a sliding
Gaussian wavelet (from the injection step) is used to sample snippets from v,,. For each window
snippet, we calculate the FFT for the specific frequency f,. we previously used in the injection
step. The higher the FFT value at frequency f,. for the snippet, the likelier is the frequency

present at the inspected position and thereby the likelier is the presence of the injected signal in v.
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3 Signal-based Interventions to Gain Structure Constraints

3.5 Application Example of Signal Injections

To demonstrate the learning of causal knowledge from signal injections, we adapted the causal
timeseries generator framework and applied the frequency and waveform modulation-based in-
jections and recovery approaches. In the following, we describe in detail the choices of param-

eters and the experiment design followed by the results.

3.5.1 Setup of the Test Environment and Measurements

To benchmark the two injection and recovery approaches, we modified the causal timeseries gen-
erator to allow the injection of wavelets in desired variables. In total, ten different causal graphs
were generated. On each, the two injection and recovery approaches with the two correspond-
ing wavelets were performed. Each DAG contains five variables, and the numbers of maximum
parents and children were set to two. The minimum lag was limited to be larger than the in-
jected wavelets of length n = 60. Using the data generator, two independent Gaussian noises
with 4 = 0 and 0 = 0.09 and o = 0.07 respectively were added to each variable independently

and spread according to the causal graph.

To evaluation the discovered wavelet positions by the different approaches, we used ground
truth given by the data generation framework. As a metric we chose the Precision Recall Curve
Area Under Curve (PRC AUC). It provides us the true causal relationships and their temporal
occurrences between the variables and we can compute when which variables are affected by
the wavelets. The potential wavelet positions are in the case of the MASS distance profile all
negative peaks and in the FFT frequency profile all positive peaks. We chose the PRC AUC since
it allows the evaluation of how the peak scores help with the distinction between present and
absent wavelets without the specification of any specific threshold. Additionally, other than the
ROC AUQC, it is not prone to imbalances in the label set. From the ground truth, we know such

an imbalance between the number of peaks and the actual wavelet positions to be present.

To assess the travel of the signal in each graph, we computed the PRC AUC by considering the
ground truth for all variables (PRC AUC (all)) and we computed the PRC AUC given only the
ground truth of adjacent variables to the injection variable. As we performed each injection on
each of the generated graphs, each of the collected results is the average and standard deviation
in PRC AUC of all ten.

For experimentation, we varied the maximum amplitude of each wavelet by choosing a = 1 and

a = 0.5. This allows to inspect how the amplitude size of the signal influences its rediscovery.

In Figure 3.1, we depict some intermediate results. One may observe the Daubechie wavelet
and the periodic wavelet with f . = 100Hz after their injection in the injection variable, their
presence in a variable depending on the injection variable and the corresponding profile for the
dependent variable indicating the presence or absence of a wavelet. Consider that, the MASS al-
gorithm measures the distance of the signal to the timeseries snippet, this is why lower values are
the likelier to be wavelet positions. While the frequency modulation approach identifies snippets

with the highest similar frequency as the frequency of the original signal to be wavelet positions.
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Figure 3.1: An example of how a Daubechie wavelet (a) and a sine-based wavelet with f ;. = 100Hz (b) anda =1
are injected and how the can travel to an observed variable (c,d) and how they may be rediscovered (e, f)

3.5.2 Setup of the Waveform Modulation Approach

In this approach, we chose a specific signals of unique waveform for injection. We chose the
orthogonal Daubechie D30 wavelet [Dau92] as shown in Figure 3.2a. It cannot be described in
a closed form, but it can be generated using the cascade algorithm [JIA02] using thirty filter

coefficients.
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Figure 3.2: Depicted is the resized Daubechie wavelet (¢ = 1) that we chose for amplitude based injection and
recovery

We normalized both wavelets by setting their amplitude to one and scaled them up using a chosen
scalar a. This is supposed to make the wavelets more comparable in amplitude. By choosing
different a over all wavelet sizes, we can experiment with the amplitudes in the rediscovery step.

= 2w (3.3)

max(w)
3.5.3 Setup of the Frequency Modulation Approach

We generated two frequency modulated signals with different frequencies f,c = 100Hz and
fsine = 150Hz. Both were sampled at a rate (fsumpie) of 1000 samples per second. To generate
both signals, we first constructed a sampling timeseries ¢ with n = 60 samples. For the Gaussian
function, we had to take the parameters b = 3 and ¢ = 0.96 for a given number of samples.

Figure 3.3 shows the two resulting signals.
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Figure 3.3: Depicted are the two signals we chose for frequency based injection and recovery

34
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3.5.4 Results

The results are depicted in Table 3.7. The higher the PRC AUC scores the better. Regarding
the differences between PRC AUC (all) and PRC AUC (adj), we observe independently of the
amplitude and the chosen modulation approach the recoveries are better in variables directly

dependent on the injection variable.

When comparing the amplitude and the frequency modulation-based approaches, we observe
every result of the frequency modulation-based approaches to score higher than the waveform
modulation approaches. We assume this to be because of the higher resilience of frequency

modulation in regard to noise and signal decay than waveform modulation-based approaches.

Regarding changes in the amplitude, we notice higher amplitudes score higher and better in
general. Similarly, in the frequency-based modulation approach, the PRC AUC values for the
higher frequency f,. = 150Hz score better than all values for f,. = 100Hz.

In general, we observe all PRC AUC values for signal injections to be high in this artificial test-
ing environment. Even so, no perfect score is achieved, the developed injection and recovery

methods provide a foundation to decide if a wavelet is present in a variable or not.

Table 3.7: Results of the signal injection and recovery for different amplitudes. Each entry is the average and standard
deviation of ten PRC AUC measurements on ten generated datasets.

Signal Size Metric Waveform Modulation Frequency Modulation
Daubechie wavelet fsine = 100Hz  f,. = 150Hz

a=1 PRC AUC (all) 0.71+0.15 0.87+0.16 0.90+0.12

PRC AUC (adj) 0.93+0.11 0.90+£0.27 0.94+0.41

a=05 PRC AUC (all) 0.660.20 0.87+0.16 0.8940.12

PRC AUC (ad)) 0.8740.26 0.90+0.27 0.93+0.41

3.6 Discussion

The developed signal injections may prove beneficial as they allow the learning of several
constraints at once without disturbing the original causal relations of the investigated system.
Our experiments in a generic environment showed that we cannot ideally distinguish between
present and absent signals in the observed variables, which may lead to wrong deductions

about causal relations.

Regarding the discovery power of signal-based interventions, we can observe a deficiency in
comparison to other established intervention types. While hard and soft interventions result
in edge constraints in multivariate setups, signal injections mainly result in path constraints
even if we apply a large number of signal injections. To make path constraints truly useful, we
require always additional edge constraints to gain causal knowledge. Since the primary goal
of causal structure learning is to identify edges to gain the true causal graph, we fathom that

signal injections are likely to play only a supportive role in future causal discovery. They may
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3 Signal-based Interventions to Gain Structure Constraints

for example prove beneficial in orienting unknown edges left after applying an observational

constraint-based structure learning algorithm on given timeseries data.

3.7 Conclusion and Outlook

In this chapter, we proposed a novel kind of intervention that gains causal structure information
by injecting an identifiable signal and letting it travel through the process with the original causal
information. By observing the other variables for the signal, one may rediscover the injected
signal. We elaborated in detail how path constraints and temporal constraints can be generated, if
the signal was successfully recovered in an observed variable. For one, we chose only to generate
causal information about the presence of a signal, not its absence. Generally, the presence of a
signal implies a causal path from the injection variable to the recovery variable. Additionally, we
considered the temporal law of causation in our deductions. As we assumed the first discovered
signal also to be the first signal present in it, we were able to gain direct edge constraints in
such cases.

To perform the actual injection and recovery, we proposed two methods: one uses amplitude-
modulated signals, while the other uses frequency-modulated signals. The approaches were ex-
ercised on ten different datasets generated by an existing causal timeseries generator framework.
We adapted the framework to inject the generated signals and to allow their spread in dependent
variables. We applied the methods as specified and experimented with the maximum amplitudes
and the form of the signals. We discovered signals of higher amplitudes to be easier discovered
by both recovery techniques. In variables directly dependent on the injection variable, it was
likelier to distinguish if the corresponding signal is absent or present. In more distant variables,
the signals were not discovered as precisely. Still, as this approach is low-invasive and does not
interfere with the original causal relations, causal structure learning methods may benefit from
it. Consider, that the required probabilistic independence tests of hard and soft interventions
also may fail and not perform perfectly, especially if the faithfulness assumption does not hold

for the data on the underlying ground true graph.

In future work, one may improve the algorithm and test it on real applications. Further work
may for example include the combined use of wavelet transformation instead of the Fast Fourier

transformation to discover the wavelet in the frequency-based approach.
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4 Efficient Representations of
Causal Graph Equivalence Classes

In causal structure learning, several approaches have been developed to gain edge constraints, to
learn equivalence classes with them and to represent their equivalence classes as graphs [Mee95,
Per17, Aci03]. Commonly, they mainly use edge constraints and do not consider path constraints.
Also, they define new labeled equivalence classes and graphs for each representation without
considering general approaches to generally encode equivalence classes constrained by edge or
path constraints. Such path constraints may be for example learned by using the signal injections

described in the previous chapter.

However, a major difficulty in representing equivalence classes is that the number of potential
causal graphs in them and thereby the number of constraints grows exponentially with the num-
ber of graph variables. When the graphs are represented individually, the storing and handling of
such equivalence classes becomes expensive especially when additional constraints are imposed
on the equivalence class. To handle larger equivalence classes efficiently, we deem it necessary
to develop novel approaches to represent equivalence classes, where at no point the underlying

grounded adjacency matrices have to be enumerated.

This chapter introduces several such novel representations, each comes with its advantages. We
show that these representations support the addition of more constraints, be it edge or path
constraints. Additionally, we demonstrate a novel algorithm PCPC1, which supports the use of
path constraints and may use the novel equivalence class representations, while surpassing the

original PC algorithm in speed and number of required tests on example datasets.

This chapter is organized in the following manner. We will give a brief overview of relevant
related work in Section 4.1. We explain in Section 4.2 relevant background knowledge for this
chapter. Then, we present several novel representations of equivalence class representations. In
Section 4.3, adjacency matrices are adapted to encode them. In Section 4.4, we show how to use
Binary Decision Diagrams (BDDs) for the same purpose. Section 4.5 mainly features how to speed
up the creation of such BDDs. In Section 4.6, we feature example applications on an artificial
and a real life application case. Section 4.7 mainly features the adaptation of the established
Peter-Clark algorithm (PC) and we shown in Section 4.8, how for certain parameter choices
the adaptation can exceed the original in time and number of conditional independence tests.
Section 4.9 discussed the usefulness of the developed representations and Section 4.10 concludes
the chapter.

Major parts of this work are submitted in Pfrommer et al. [Pfr24].
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4.1 Related Work

In this section, we look at related work regarding the importance of equivalence classes and
their representations in constraint-based learning as well as existing framework which allow the

intelligent handling of constraints on equivalence classes.

4.1.1 Constraints in Current Causal Structure Learning

In the established probabilistic causal structure learning, conditional independence tests repre-
sent the standard in CSL. Unfortunately, they can only discover causal graphs up to the level of
Markov Equivalence Classes [Mee95]. Several additional methods were developed to restrict the
MEC with additional constraints. This included for example the use of edge constraints on equiv-
alence classes gained from prior knowledge [Mee95], from interventions in experimental setups
[Haul2], or gained from known variable types and their causal relation [Bro22]. As the number
of learning methods increases, equally grows the number of graphs types representing the re-
sulting equivalence classes. Perkovic et al.[Per17] summarized the graphs representing a MEC
with additional constraints asMaxmally-oriented Partially Directed Acyclic Graphs (RPDAGs).
Hauser et al. [Hau12] named the addition of constraints from interventions to CPDAGs inter-
ventional essential graphs. Acid et al. [Aci03] developed so-called Partially Directed Acyclic
Graphs (RPDAGsS) to allow easy inspection of Markov equivalence classes, without having to
inspect the entailed DAGs.

Note that each of the shown approaches highly depends on MEC for discovery, while trying to
add additional constraints to the equivalence class to find the true causal graph. But the use
of probabilistic methods may not always be possible, as they require data which is faithful to
the underlying causal graph. The faithfulness assumption may be broken in some systems as
described by Andersen et al. [And13]. What we can also observe is that the featured approaches
do not provide a general framework to support equivalence classes and the handling of edge and

path constraints, which is independent of the specific chosen constraint-learning methods.

Less popular is the use of path constraints in constraint-based causal structure learning. One
example is the causal discovery tool CaMML [ODo06] which uses constraints over present edges
and present paths from prior knowledge to reduce the graphs in an MEC. Similar to how Bor-
boudakis et al. [Bor12] used prior knowledge of the presence and absence of paths for structure
learning. Still, constraint-based learning methods mainly focus on edge constraint, without con-

sidering the use of path constraints.

4.1.2 Constraint-Solving Methods

There exist frameworks, which allow the combination of discovered edge constraint sets. The
established methods use Boolean Satisfiability Theory (SAT) solvers [Bie09]. They determine an
assignment of Boolean values that satisfy given constraints — or proofs that such an assignment
cannot exist. This way, SAT-solvers can be used to find valid causal graphs by easily combining
multiple constraints in a single satisfiability expression and by trying to solve it.
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4.2 Background

An example is the algorithm COmbINE [Tril5]. It uses a SAT instance to compute a summary
network of constraints given several overlapping observational and experimental datasets. An-
other is the approach by Hyttinen et al. [Hyt13]. They used SAT solvers to handle constraints

from conditional independence tests and prior knowledge.

In general, these SAT-based methods allow the integration of a variety of edge constraints, but
they come with the disadvantage that they can only synthesize individual examples of valid
causal graphs or show that no such graph can exist. This way, they do not provide an accessible

representation of the equivalence class.

4.2 Background

Here we briefly describe essential principles in research, which we will use in this chapter. We
will briefly describe the foundations of ternary logic, of binary decision diagrams and the PC

algorithm.

4.2.1 Ternary Kleene Logic

Ternary logic introduces a third state besides true and false called undefined or unknown. The
K; Strong Kleene Logic [Kle38] is one approach to capture the respective semantics of such an
undefined, additional state. In the following, we depict the defined truth-tables for the ternary
Kleene logic:

‘ false undefined true ‘ false undefined true
false false undefined true false false  false false
undefined | undefined undefined true  undefined | false undefined undefined
true true true true true false undefined true
(a) V-operation (b) A - operation

Figure 4.1: Truth tables of the ternary Kleene logic
4.2.2 Binary Decision Diagrams

BDDs are established in formal verification and allow the representation of Boolean functions
f 2 {0,1™ — {0,1} with M arguments by the use of directed acyclic graphs [Bry92, Ake78].
Each node in the BDD’s graph represents one of the input arguments and has two outgoing edges.
The edge encoded as high (solid) edge results in the assignment as true, and the edge encoded as

low (dashed) edge indicates an assignment with false.

Each path from the root node is required to lead to one of the two terminal nodes T, L. If a
path leads to T, the argument assignments along the path indicate that f evaluates to true. All

arguments that are not assigned along the path have no further influence on the outcome. If

39



4 Efficient Representations of Causal Graph Equivalence Classes

a path leads to the L terminal node, the arguments assignments along the path indicate that f

evaluates to false.

For better understanding, we show in Figure 4.2 an example of a BDD representing the Boolean
function f(x;,X;) = X; V X,. The root node is x;. It has a solid edge directed at T, indicating
if x; is assigned the value true, the result is valid. Its dashed line, indicating the assignment of
false, leads to x,. Only if also X, leads on the high edge to T and on the low edge to 1, the BDD

represents the condition x; V X,.

T 1

Figure 4.2: A Binary decision diagram representing the Boolean function f(x1,X;) = X; V X,. The root node is
defined to be Xx;.

4.3 Adapted Matrices for Equivalence Class
Representation

This section features two novel equivalence class representations based on adjacency matrices.
Adjacency matrices are a common way to represent the edges of a causal graph. We adapt these

adjacency matrices, to increase the number of graphs they can represent.

4.3.1 Ternary Adjacency Matrices

This type of representation requires the definition of a third, undefined state to encode multiple
graphs with one adjacency matrix. In the following, we use —1 to indicate if no constraint for a
particular edge is given and the underlying causal relation is undefined.

We found that the K; Strong Kleene Logic allows the parallel and sequential combination of
causal edges and paths using the V/A operators. Given a present path a —* b and an undefined
path b —* ¢ (where the end variable of one path is the starting variable of the other path), if we
assume both to hold a —* b A b —* ¢, according to the A truth table of the Kleene logic, this
implies the relationship between a and c is undefined a —* ¢. However, if we have two causal
paths with identical start and end variables a —* b and a —* b, and we know that both of them
hold (written as a —* b VvV a —* b, then this implies a present path a —* b according to the
V-truth table of the Kleene logic.

In the following matrix representations, we use e, ;, = 0 to indicate the absence of a causal re-
lation from a to b and e, , = 1 to indicate the presence of a causal relation from a to b. Let
As = {0,—1,1}N*N be the set of all adjacency matrices in the ternary causal logic. Following
that notation, the binary adjacency matrices with only defined edges are A, = {0, 1}*N and
A, C Aj. Each ternary adjacency matrix E € A5 represents an equivalence class A, of the
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4.3 Adapted Matrices for Equivalence Class Representation

binary adjacency matrices with which it shares the same 0 and 1 constraints in the same loca-
tions. For a number of n undefined edges —1 in E, the corresponding binary equivalence class
contains 2" binary adjacency matrices each containing a unique combination of 1 and 0 at the

prior —1 locations.

To handle equivalence classes and to impose additional constraints, we need to inspect the in-
teraction between adjacency matrices. For demonstration, we use the following five ternary
adjacency matrices shown in Figure 4.3. Mind, that the first four matrices are identical in their

binary and their ternary representation, but we use them for this example as ternary matrices.

Ks = [34] L= [99] M, = [94]
N;=[§3§ 0;=[5%7
Figure 4.3: As example, we shown five ternary matrices. Each matrix K3, L3, M3, N3 is a refinement of Os.
The fusing of two ternary matrices is simple if one ternary matrix is a refinement of the other
ternary matrix. For demonstration, we use the N and U notation to hold for ternary matrices,
as they represents a set of binary matrices. If we calculate the union of two ternary adjacency
matrices Az and B, the resulting ternary matrix will represent all binary matrices of A; and Bs.

A ternary matrix is a refinement, if its binary matrices are a subset of the binary matrices of
the other ternary matrix. Kj, Ls, M35 and Nj are all refinements of O3. If ternary refinement
matrices are joined with their supersizing ternary matrix, the result is the supersizing ternary
matrix K3 U O; = O3. We can also easily calculate the intersection of two ternary matrices, if
one ternary matrix is a refinement of the other K3 N O3 = Kj. If two ternary matrices share a
subset of binary matrices, their intersection is the ternary matrix representing this subset. The

resulting ternary matrix is a refinement for each of the original ternary matrices.

Unfortunately, we cannot join ternary refinement matrices with diverging sets of binary adja-
cency matrices if their binary matrices do not include every binary matrix of the supersizing
ternary matrix. This is why K3 U Ly # Oj is not allowed to hold, because if true, O; would
also entail Mz and N3 and thus be an over approximation. Instead, K3 U L; UM;3; UN; = O;
holds, since every binary matrix of Os is included. If we compute the intersection of two distinct
ternary matrices, where none is the refinement of the other, we receive always the empty set
as aresult Ky N Ly = @. As a consequence, we may need multiple ternary adjacency matrices
to precisely reflect equivalence classes. In the following, we want to demonstrate that this still
leads to an efficiency advantage. We use here a notation |Aj3 y|, similar to [A; 4|, to imply the set
of adjacency matrices represent a constrained equivalence class U. One can observe in Table 4.1,
if an equivalence class of graphs with N variables is constrained by simple path constraints like
a —* a or a —* b, than the number of adjacency matrices in the ternary matrix representations
(IA3,jq—*q)| and A3 [4_+p)|) are far smaller than the number of adjacency matrices in the binary
representation (| A, [q_xq]| and |A; [4_=p)|) for any given N > 2 in respect to the specific path
constraint. In Table 4.1, we also can observe that the constraint a —=* b reduces the numbers of
adjacency matrices in an equivalence class more than the constraint a —* a does.
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Table 4.1: Number of binary and ternary adjacency matrices required to represent the constrained equivalence classes
for growing number of variables N. This table was produced using the Cudd library [Som98].

N |A,| Az ja—all Maja—rall s a—sbll A2 [a-wb1l
2 4 1 1 1 1

3 64 36 8 8 40

4 4,096 53 1,152 8 2816

5 1,048,576 538 589,824 53 51,968

6 1,073,741,824 9371 50,921,472 538 25,217,792

4.3.2 Edge Probability Matrices

The previously described ternary adjacency matrices decrease the number of adjacency matrices
required to represent an equivalence class. Still, the number of adjacency matrices grows expo-
nentially and for larger equivalence classes it is bothersome to gain an overview of the potential
causal graphs, since current methods require to directly assess the individual adjacency matrices.
The additional representation we introduce here was developed to provide an overview over the
present, absent and unknown causal relations in an equivalence class using a single adjacency
matrix Ly. If each DAG in a causal graph is assumed to be equally likely, the matrix entry I, j
indicates formally the probability of an edge a — b to be present in an equivalence class U.
Each entry [, j, € Ly results from the number of binary graphs where an edge a — b is present
divided by the total number of binary graphs in U. If [, ;, = 0, the edge is absent in U. If [, ;, = 1,

the edge is known to be present in U.

The computation of Ly, is given in Algorithm 2 for binary matrices and in Algorithm 3 for ternary
matrices. Consider, that the binary algorithm only needs to calculate the set size of given A, y
to gain the total number of binary graphs, while the ternary algorithm needs to compute it by
summing the number of binary matrices implied by each ternary graph. Regarding the count of
eqp = 1 in both matrix sets, the binary algorithm only needs to count each E, € A, ; where
eqgp = 1, while the ternary algorithm needs to compute for each E; € A3, the number of
underlying binary adjacency matrices 2%, with k being the count of undirected edges in E, to

then infer the count of binary matrices with e, j, = 1.

Regarding the notation, we use the null matrix 05 given N = |V|. Both algorithms perform in

linear time regarding the number of matrices in the given equivalence classes.
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10

11

12

Algorithm 2: Computation of the edge probability matrix

for given binary matrices

Input : Equivalence Class U, Set of binary matrices A, 5
Output: Edge probability matrix Ly,
Ly < Oy
for E, € A, do
fore,, € E; do
if e, = 1 then

1
L la,b « la,b +

[A2,ul

return Ly,

Algorithm 3: Computation of the edge probability matrix

for given ternary matrices

Input :Equivalence Class U, Set of ternary matrices A3 y
Output: Edge probability matrix Ly,
M < 0y
g0
for E; € A3y do
k=legp €E3 eqp =0
fore,;, € E5 do
if e, , = 1 then
Mg p — Mg + 2

if e, , = —1 then

t Mg p < Mgp + 2k‘1

g—g+2k
Ly < -M
8

return L,

4.4 BDDs for Equivalence Class Representation

Another representation approach to represent equivalence classes incorporates the use of Bi-

nary Decision Diagrams. To allow this, the BDD’s Boolean function is required to encode the

relevant causal edges that need to be present or absent to allow a causal graph to be in the equiv-

alence class for given constraints. We assume T to indicate such valid graphs, and 1 to indicate

graphs outside of the equivalence class. This way, by exploiting structure and redundancy in

the Boolean function, the received BDD is typically much more compact than a full truth-table

with 2M entries.

For the efficient construction of such BDDs programming libraries are already available in several

languages. To avoid the enumeration of all causal graphs in an equivalence class for the creation

43



4 Efficient Representations of Causal Graph Equivalence Classes

of a BDD, we instead create individual BDDs to represent the equivalence class for each constraint
and fuse these BDDs as this operation is supported by the existing libraries. To construct a BDD
out of a present or absent edge constrained equivalence class [a — b] or [a - b] is trivial, as
the corresponding BDD consists of a single node and outgoing edges to the corresponding T and
1 nodes. The bigger challenge is to compute the BDD for an equivalence class constrained by
present or absent path constraints [a —* b] or [a " b]. In both cases, the equivalence class
with all paths of length k from a to b can be constructed recursively from the corresponding
equivalence classes with paths of length k — 1 according to Equation (4.1).

[a=kK1-b]l=[a=FI]n[l- b]
[a=*b] = Jla =11 b] @

lev

Thus, the equivalence class with all causal graphs containing a path between a and b is

[a =* b] = Ulljzl[a -k b].

4.5 BDD Computation Speedup by Rotation

The drawback to encode path constrained equivalence classes with BDDs is that they are far more
computation intensive than the encoding of edge constrained equivalence classes. This becomes
evident in Table 4.2. We see, that the number of BDD nodes required to encode path constrained
equivalence classes is by a magnitude larger than the encoding of edge constrained equivalence
classes. If we compare the BDD nodes required to encode an equivalence class constrained by
a path [a —* a] to an equivalence class constrained by [a —* b], we can observe that the
former requires more than double the amount of the latter. This difference is due to a = a
constraints allowing paths to any variable v € V a but requiring additional paths v —* a back

to the starting variable a.

Table 4.2: Calculation time and number of required BDD nodes for the shown constraints. Temporal measurements
were taken by measuring ten times and by calculating the average. The BDD results were produced by
cudd library [Som98].

N [a — b] | [a > b] [a > a]
BDD nodes Time ins ‘ BDD nodes Timeins | BDD nodes Timeins

3 13 < 0.0001 22 < 0.0001 26 < 0.0001
4 20 < 0.0001 70 < 0.0001 103 < 0.0001
5 29 < 0.0001 292 0.0008 536 0.0007

6 40 < 0.0001 1,657 0.004 2,417 0.006

7 53 < 0.0001 12,422 0.57 26,972 1.29

8 68 < 0.0001 118,835 15.8 304,832 35.85

We achieved a speed up by avoiding the repeated computation of complex path constraints. The
according procedure is shown in Algorithm 4. Instead, we use once computed BDD structures of

44



4.6 Application on Example Equivalence Classes

two chosen edge constrained equivalence classes [a — a] and [a — b], to piece two more com-
plex BDDs together that represents the two possible path constraints [a —* a] and [a —* b].
For this purpose, the variable names are repeatedly exchanged in the edge constrained BDDs
using a dedicated swap function and the intersection formed with the path constrained equiva-
lence class under construction. The repeated renaming and reusing of the same edge constrained
equivalence class is possible, since for any equivalence class using the same variable set 1V and
a given ambiguous edge constraint, we can create any other edge constrained equivalence class
for the variable set by renaming the BDD nodes accordingly, since the BDD’s bare structure is
identical. For example, would simply exchange two variables a and b in the BDD node a — b by
their novel representations a’ and b’ resulting in a’ — b’. This renaming of variables in BDDs
and the forming of intersections between BDDs is supported by many BDD implementations
and is computationally cheap.

Algorithm 4: Renaming of BDD node variables of two given BDDs

representing equivalence classes

Input :Number of variables N > 3,
swap(f,a,b) returns the BDD f with a and b switched

Output: Equivalence classes [a = a], [a —* b]

1 Uy q < [a—d]

2 Uyp < [a— b]

3 for k € V~{a}do

4 feUpn[b—a]

5 for m € V- {a} do

6 t Ugq < Uy q Uswap(f,b,m)

7 g « swap(Uy p,b,c) N[c — b]

8 for m € V- {a,b} do

9 t Ugp < Ugp Uswap(g,c,m)

10 return U, 4, Uy p

4.6 Application on Example Equivalence Classes

Here, we perform the prior described representations for equivalence classes on a synthetic and

a real world example to show their usefulness.

4.6.1 Example Using Generic Data

Assume an equivalence class of acyclic graphs with four variables each is given. We know an
edge a — b to be present and a path a " ¢ to be absent. In Figure 4.4, we see the possible
representations for this equivalence class. The equivalence class may either be represented by its
simple logical representation, by five ternary matrices, by an edge probability matrix or in detail

by a BDD containing twenty one nodes and two terminal nodes.
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03 0 0

[a—>bAa " cAYvE V04" U] L=050 o

(a) Logical Combination of Constraints

[ 0 0304 0.2]

. 0
040505 0
(b) Edge Probability Matrix

(c) Example subset of Ternary Adjacency ( doc | i !
Matrices / - v |

(d) BDD representation. Dashed lines indicate low edges and solid
lines indicate high edges.

Figure 4.4: Alternative representations of the same equivalence class with four variables.

4.6.2 Example Using Data from Karst Rock

This example demonstrates how the novel equivalence class representations may support the
glacier research on the underground waterways in Karst Rock. In the past, researchers injected
tracer chemicals into selected springs and aquifers and checked the surrounding waterways for
their traces to learn their relations [Sma88]. We use a simplified version of the Castleguard
System as shown in Figure 4.5.
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Location Altitude

Frost Pot Main Sink
Frosi Pot 2450m
Castleguard II Main Sink 2450m
Castleguard II 2100m

Castleguard Meadows Creek Castleguard Axis ~ 2000m

Axis Axis Castleguard Spring 1700m
/ \ Big Spring 1700m
Castleguard Big Artesian Meadows Creek 1700m

Spring Spring Spring Artesian Spring 1600m

(a) Causal graph (b) Waterway altitudes

Figure 4.5: Simplified causal graph and altitudes of the Castleguard system.

The injection experiments shown in Table 4.3 were performed one at a time and measurements
were taken at the other sites.

We imposed several constraints onto the equivalence class U. For each injection, we impose
a path constraint for each observation site from the injection variable to the observation site.
Also, we impose the graphs to be acyclic, and we impose path constraints on the injection sites
to not influence any waterways in higher altitudes since we assume underground water only
flows downhill. This results in a total of twenty three path constraints. The number of binary
adjacency matrices to represent U is |A, | = 121,322,496. Our novel representation using
ternary adjacency matrices allows A3 | = 4,432. While the representation using a single BDD
requires 1,113 nodes. The novel overview adjacency matrix Ly, is small enough to be depicted
in Figure 4.6.

-0 041 079 058 05 05 051 0.5-
041 0 079 058 05 05 051 0.5

0O 0 0 068 05 05 053 05

1o o 0o 0 07 070 061 05
L=l 0o 0o 0 0 0 035 025 055
0O 0 0 0 035 0 025 055

O 0 0 0 045 045 0 073

o o o o o o0 o0 0|

Figure 4.6: Edge probability matrix of the Castleguard equivalence class

Table 4.3: Listed are the sites of tracer injection and the sampling sites where the tracers were discovered in the
simplified Karst Rock example.

Injection Site Observation Sites

Frost Pot Junction Castleguard II, Castleguard Axis, Castleguard Spring, Big Spring,
Meadows Creek Axis, Artesian Spring

Main Sink Castleguard II, Castleguard Axis, Castleguard Spring, Big Spring,
Meadows Creek Axis, Artesian Spring

Castleguard Axis Castleguard Spring, Big Spring
Meadows Creek Axis  Artesian Spring
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4.7 Structure Learning with the Path-Constrained
PC1

Since our representations of equivalence classes perform for both edge and path constraints and
allow the efficient representation of the underlying equivalence class during structure learning,
we can create learning algorithms which use both constraint types and also the novel represen-
tations. We decided to adapt the first step of the PC algorithm (PC1) [Spi00] by changing its
skeleton learning step as Algorithm 5 shows. Since the algorithm adapts the first step of the first
phase of the PC algorithm (PC1), we call it the Path Constrained Peter-Clark algorithm (PCPC1).

It starts by constraining the equivalence class U to the set of acyclic graphs via absent path
constraints. As long as there exists enough potential parent variable sets P for a variable a,
it generates potential children b of a and tests for the various parent sets if the conditional
independence a 1 b | P holds. If a is independent of b for any set of its potential parent sets
P, a and b are conditionally independent and it is imposed on the equivalence class that there

may be no path of length K or lower between a and b in U.

Algorithm 5: Identify the causal graph skeleton from data
- Path-Constraint PC1 (PCPC1)
Input : Variables V,

Maximum path length K,
Indep. test procedure fora 1L b | P
Output: Skeleton as set of bidirectional edges
1 function adj(a)
2 | returnib : Una — b] # o}

3 U [VaeV:a-p"ad]

4d<0

5 while da € V, |adj(a)| > d do

6 N «{(a,b) : a < b,b € adj(a), |adj(a)| > d}
7 for (a, b) € shuffle(V) do

8 B « {P Cadj(a)~{b} : |P| =d}

9 for P € shuffle(B) do

10 if a 1L b|P then

1 U< Un[a+KbAb 4 Kq]
12 L break

13 7d<—d+1

14 return {(a,b) € VX V : b € adj(a)}

Other than the PC1 algorithm, in case of conditional independence, it eliminates paths instead of
edges and thereby it removes more graphs per independence test from U than the original PC.
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4.8 Speeding up PCPC1

When applying PCPC1 and PC1 on existing benchmark datasets, we discovered that the number

of required conditional independence tests is significantly reduced as shown in Table 4.4.

Table 4.4: Number of required conditional independence tests for PC1 and PCPC1 on benchmark examples for causal
identification. We used the Fisher z-independence test with a threshold of 0.05. The shown values are
averages and standard deviation for 20 runs each.

Dataset N PC1 PCPC1
Synth5 5 13.0+£00 10.0+0.0
Coronary 6 87.1+56 42.7+1.5
Car 7 1140+0.0 21.0+0.0
8
8

Asia 76.8 +4.4 59.2 +4.5
GMGS8 109.7 + 6.4 91.8+5.0

The newly developed PCPC1 contains the original PC1 algorithm as a special case. Since for
K =1, the equivalence class U constructed in our PCPC1 is restricted by removing only direct
edges as well. Hence, for the same order in which conditional independence tests are performed,

the resulting sets of adjacent variables are identical.

4.8 Speeding up PCPC1

On investigating the temporal performance of PCPC1 in comparison to the PC1 algorithm, we
discovered PCPCI1 to also exceed PC1 in computation time if the maximum path length K is
constrained during the discovery. The upper limit K for the path length lets us accommodate for
systems where the strength of causal relations is weakened with increasing path length. Because
in such cases, a weak causal effect along a path with many steps could easily remain undetected
by a direct independence test between the variables at either end, and the true causal graph
would be removed from the equivalence class. Table 4.5 shows the results for various K on two
example datasets. The average and standard deviation were taken for ten code executions on
each dataset. Consider, the PC1 algorithm is identical to PCPC1 given K = 1. We observe for
both datasets, that the PCPC1 for 2 < K < | V| requires fewer independence tests and it performs
faster than the PC1 algorithm with K = 1.

49



4 Efficient Representations of Causal Graph Equivalence Classes

Table 4.5: Execution times of PCPC1 on two example datasets with limited affected path lengths k. Consider, that
for K = 1 PCPC1 is identical to the PC1 algorithm. Shown are the averages and standard deviations over
ten samples each.

k #Independence Tests Timeins

1 13+0.0 0.012 + 0.034
2 13+0.0 0.012 + 0.002
3 12+ 0.0 0.011 + 0.004
4 10+ 0.0 0.020 £ 0.024
5 10£0.0 0.019 + 0.004

(a) Synth 5 dataset

k #Independence Tests Timeins

1 107.4 £ 0.51 0.085 £0.133
2 107.3 +0.48 0.074 + 0.073
3 86.2 +1.23 0.071 + 0.087
4 70.1 +0.87 0.065 + 0.045
5 57.2+1.31 0.106 =+ 0.030
6 42.1+1.19 0.200 £ 0.026

(b) Coronary dataset
4.9 Discussion

The shown representations of equivalence classes may be used to encode CPDAGs, PAGs, MAGs
and more, if the corresponding edge constraints are applied. Besides edge constraints, we showed
that several of our representations may also allow the use of path constraints. In theory, prior
knowledge may be integrated easily into learning algorithms using our equivalence class rep-
resentations, as this only requires the imposing of constraints on the equivalence class before
starting the learning process.

In general, our shown representations are not robust against faulty or conflicting constraints, as
they impact the representations heavily. This is a common problem of constraint-based learning
approaches. In the case of conflicting constraints, each of the representations imply that the
equivalence class is empty.

Now, let us consider the equivalence class representations individually. The proposed ternary
adjacency matrices may represent equivalence classes with fewer adjacency matrices than by
using DAG adjacency matrices. Still, we may require several ternary adjacency matrices to rep-
resent an equivalence class and the number of ternary adjacency matrices still results in a huge
amount of graphs for a large number of variables.

The BDD representations have the advantage to be human accessible and their logic is already
supported by many programming libraries [Som98, Kra23]. Also, BDDs allow easy sampling
from the equivalence class, as only a random walk from the BDD’s root note to the T node is

required to receive a causal graph from the encoded equivalence class.
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4.10 Conclusion and Outlook

The introduced edge probability matrices may provide a useful overview for present and absent
edges in the corresponding equivalence classes. But except this overview, they do not contain
any detailed information about them. Consider also, that they deem every present edge in the
equivalence class to be equally likely, which does not necessarily match the probabilities implied
by the data.

4.10 Conclusion and Outlook

In this chapter, we have introduced several different ways to efficiently represent equivalence
classes. This included the use of ternary logic to decrease the number of binary adjacency ma-
trices significantly by using ternary adjacency matrices. Additionally, we developed an edge
probability matrix, that provides an overview of the equivalence class as each of its entries in-
dicates the probability of an edge to be present in the equivalence class given that all binary
adjacency matrices are equally likely. Additionally, we introduced the use of BDDs to represent
equivalence classes.

The use of BDDs is already established in many programming libraries, which allow the auto-
mated addition of constraints. With the novel rotation operation for the fast construction of
several path constrained BDDs, we can easily decrease the computation cost for their genera-
tion. We extended the first step of the common PC algorithm to use path constraints and BDDs.
For a given set of test datasets, this resulted in a decreased amount of conditional independence
tests and a shorter computation time than the original PC. To run the experiments, we used an
Intel Core i7-8565U quad core processor with 8GB of DDR4-RAM and a 512GB SSD.

Future work might entail transferring the path constraint approach and the BDDs to current
algorithms that developed out of the PC algorithm, for example, the Peter-Clark Momentary
Conditional Independence algorithm (PCMCI) [Run19] algorithm.
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5 Scoring Methods for the
Evaluation of Discovered Causal
Graphs

For the evaluation of CD algorithms, it has become a standard approach to run novel algorithms
on popular benchmarking datasets, for which the ground truth is known [Eme23, Men22]. By
choosing a scoring method with desired properties, the learned graph can be compared against
the ground truth and the discovery capabilities of the algorithm can be assessed by the resulting
score [Che22]. We could for example evaluate the findings of the PCPC1 algorithm described
in the previous chapter.

In this style of evaluation, the scoring methods and their properties play a vital role. This is why
in this chapter we will investigate current scoring methods of CD by assessing their applicability
to different graph types learned by algorithms. We highlight desired criteria and inspect how
different state-of-the-art scoring methods facilitate these. Finally, we propose a new scoring
method called the normed Causal Edit Distance (nCED).

In Section 5.1, we cover related work in the field of CD scoring methods and prior scoring method
evaluations. In Section 5.2, we first introduce a new graph notation to unify the several estab-
lished causal graph types before proposing our new scoring method. In Section 5.3, we first
propose several criteria for CD scoring methods to hold, then we inspect those criteria for the
different scoring methods. We discuss the new scoring method and the criteria for scoring meth-
ods in Section 5.4 and the chapter will be concluded in Section 5.5.

This work is up for publication in [Reh24b].

5.1 Related Work in Scoring Method Evaluations

Since we contribute in this chapter to the evaluation of scores for causal structure learning and
also contribute a causal structure learning score, we consider both aspects in the evaluation of
related work.

Regarding the evaluation of structure learning scores, several few publication can be found. The
work of De Jongh et al. [Jon09] applied the Greedy Thick Thinning algorithm and the Greedy
Equivalence Search algorithm on three datasets and used several scores to inspect the resulting
CPDAGs and DAGs. The scores included the number of FN edges, the number of FP edges, the
sum of undirected and directed TP edges, the number of TP edges, the number of TP edges with
correct orientation, the number of edges with incorrect orientation, a weighted sum of FN, FP
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5 Scoring Methods for the Evaluation of Discovered Causal Graphs

and undirected and directed TP edges, a weighted combination of FN, FP, TP , and finally the
Structural Hamming Distance (SHD) as the sum of TP and FN. They identified the SHD as a
useful score, but they advised against the use of a single score, as the choice of a single score

leads to information loss.

The work of Constantinou et al. [Con19] included a general inspection of causal discovery scores.
The inspected scores such as the TP, FP, TN, FN, Precision, Recall, the F1 measure, the SHD and
the DAG Dissimilarity score [Con21] and discovered imbalances in the score scores. The use of
scores based on scoring functions may be biased due to the scoring function itself. scores using
ground truth are reported to be biased by imbalances in the number of edges or independencies in
the ground truth. TP, FP, TN, and FN, as well as Precision and Recall, were reported to be biased
as each does not integrate enough TP, FP, TN and FN values sufficiently to be independently

meaningful.

Of the described publications, none investigated the use of current methods such as the Precision
Recall Curve and the Receiver Operator Curve Area under Curve [Pfo19, Pér18]. Additionally,

neither of them investigated scores to be applied on learned ancestral graphs.

Regarding related work in respect to specific scores used for structure learning, we can refer to
the fundamentals introduced in Section 2.5. Besides them, our novel score has a background in
basic graph theory, where it is established to compare graphs according to their structure ele-
ments [Gao10, Wil20]. The most popular representative is the Graph Edit Distance (GED) metric
[Abul5]. It compares the fit of two given graphs G; and G, by computing the summed costs

overall required edge and node insertions, substitutions and deletions to transform G; into G,.

As the GED itself is not in use in the current CD, it was not part of our investigation. Instead, we
investigate the SHD. It is a descendant of the GED, but other than the GED, it only computes the
summed costs for the substitution, insertion and deletion of edges, since the nodes are expected

to be fixed. Commonly, the costs for each operation are set to one.

5.2 Definition of the Normed Causal Edit Distance

In the following, we introduce an universal representation to render established causal graphs
comparable, to then score them using our novel scoring method. This is followed by an elabora-
tion on choosing the scores parameter, and a short demonstration of its usefulness to employ
MAGs.

5.2.1 Universal Causal Graph Representation

To make all the various learned graphs comparable, we transfer them to a unified representation.
Consider causal graphs G = (V, &) with variables V and edges €. Here, the edges & are repre-
sented by an adjacency matrix. Each edge e, j represents knowledge about a present causal rela-
tion from variable a to b and also has a counterpart e, ,. Edges take on values e, j, € {-1,0,1}.

eq,p = 0 indicates the absence of a causal relation from a to b. e, ;, = —1 indicates the edge is
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undirected. e, ;, = 1 in the adjacency matrix indicates the presence of a causal relation. Hence,
for N = |V| the adjacency matrix is E € {—1,0, 1}’*N_ The adjacency matrix representation
allows cyclic causal relations if not actively prohibited. Causal self-references of variables, the

smallest possible cycles, are excluded by Va € V : e, , = 0.

5.2.2 Calculating the Causal Edit Distance

The Causal Edit Distance (CED) between two graphs G and G* uses a comparison between the

corresponding adjacency matrix elements e, ;, € E and as e, ,, € E* follows.

CED(G,G*) := > fleqp.€syp) (5.1)
(a,b)e(vxV)
a+#b

For its computation, we require the following function f using the parameter 0 < k < 0.5.

0 ifeyp = e;’b
f(ea,b,ez,b) =1k ifea,b * ez,b ANegp = -1 (5.2)
1 else

The normalized Causal Edit Distance (nCED) additionally requires the division of the CED with
the maximum possible editing costs N(N — 1) given N = |V| variables.

CED(G,G*)

nCED(G, G*) = m

(5.3)
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5.2.3 Analysis of Parameter Choice
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Figure 5.1: Overview of the nCEDs behavior for varying k on stepwise graph transformations of a five variable DAG
if the transformation only affects one edge end of an undirected edge.
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Figure 5.2: Overview of the nCEDs behavior for varying k on stepwise graph transformations of a five variable
DAG if the transformation only affects both edge ends of an undirected edge. Since wen want the con-
dition nCED(G,,G*) < nCED(G,,,,G*) to hold true, we can deduce from (c) that we need to choose
0<k<0.5
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Due to the function f, the algorithm punishes each TP and TN with zero, each undirected FP
and FN with k and each FP and FN with one. Given 0 < k < 1, k can be freely chosen. Consider,
that k < 1 is required for the normalization step to be valid and 0 < k for edges to be scored
independently.

In the following, we propose our preferences in the choice of k. As undirect TP edges correctly
imply the presence of a TP edge, they should be evaluated better than FN edges, but worse than

TP edges as they do not imply it with certain orientation.

fleap =1,e;p, =1) < flegp =—1l.e;, =1) < fleqgp =0,e5, =1) (5.4)

Likewise, undirected FP edges should be scored worse than TN edges, as they imply faulty in-
formation, but they should be evaluated better than FP edges, since the certain discovery of an

FP edge is more severe.
fleap =0,e5, =0) < fleqp =—1,e,, =0) < fleqp =1,€, ), =0) (5.5)

Accordingly, the score of an undirected graph nCED(G,,, G*) should be better than the score of an
empty graph nCED(G,, G*) and better than the score of a graph with flipped edges nCED(G;, G*),
but worse than nCED(G*, G*). This should hold for undirected graphs with individual undirected
edges G, ; (as is possible in PAGs), but also where opposing edges are undirected G,, , (as is the
case in CPDAGS).

We observed the behavior of the scoring method for different k by stepwise transforming G,,
G; and G* into G, which results in the plots shown in Figure 5.1 and Figure 5.2. One ob-
serves nCED(G*,G*) < nCED(G,, ,,G*) and nCED(G,;, G*) < nCED(G;, G*) to hold for any
k. But while nCED(G,,G*) < nCED(G, ;,G") is valid for any k, we see in Figure 5.2c that
nCED(G,,G*) < nCED(G,,;,G*) only holds if k < 0.5. This is why we propose to choose
0 < k < 0.5.

Alternate desired choices of k might include k > 0.5, so that the algorithm treats undirected
edges worse than FN and FP. It may be of use if the consideration of undirected edges is to be
punished and only the learning of TP and TN is desired.

For k = 0, the nCED does not differ between TP and undirected TP edges. This might be of use

if the orientations of an edge matters less than the knowledge of its presence.

5.2.4 nCED with Maximum Ancestral Graphs as Ground Truth

As our universal representations allows the nCED to evaluate DAGs, CPDAGs, MAGs and PAGS,
and DAGs are a subclass of MAGs, the nCED is also able to use MAGs besides DAGs as G*. This is
because the edge representations of DAGs and MAGs are identical in the universal representation
and does not require an adaptation of nCED’s definition. In the following, we demonstrate how
the novel nCED score can evaluate learned causal graphs using a MAG as ground truth.

For structure learning algorithms, we employed the PC algorithm [Spi00], which learns CPDAGs
as results, the Fast Causal Inference (FCI) algorithm [Zha08b] learns PAGs, while the Hill Climb
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Search algorithm (HCS) algorithm [Kol09] learns DAGs. For the independence tests, the Fisher
z-test was used, and for score-based CD the Bayesian information criterion. Unfortunately, we

know of no algorithm which can learn MAGs.

As a benchmark, we used the Asia dataset [Lau88]. It describes the causal relations of visits to
Asia and smoking to the corresponding lung diseases and the medical options for identifying the
disease. We created a ground truth MAG, by eliminating the smoking variable from the dataset
as shown in Figure 5.3. The novel ground truth MAG does not contain it. In its place, it has a
bidirected edge implying a latent variable between the bronchitis and the lung infection variable.
After learning ten graphs using the introduced learning algorithms, including the example graphs
shown in Figure 5.4, we calculated the averaged nCED scores for different k using the created
MAG. The results are depicted in Table 5.1.

Table 5.1: Results of the nCED with a MAG as ground truth for graphs learned on the adapted Asia dataset. The
lower the score, the better performed the structure learning algorithm.

nCED (ours)
k=0 k=01 k=02 k=03 k=04 k=05

HCS 0.17 0.17 0.17 0.17 0.17 0.17
PC 0.12 0.13 0.14 0.15 0.17 0.18
FCI 0.12 0.14 0.14 0.15 0.17 0.18

Tuberculosis

(a) Original DAG (b) Created MAG
Figure 5.3: The ground truth DAG and the created MAG for the Asia dataset. By eliminating the variable of smoking,

we create a hidden confounder between lung infection and the bronchitis variable. The resulting graph
is a ground truth MAG. The relevant structure differences are highlighted in green.
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(a) Example DAG learned by the HCS algorithm (b) Example CPDAG learned by the PC algorithm

(6]

Dyspnoe
(c) Example PAG learned by the FCI algorithm

Figure 5.4: Example graphs as they were created by the different learning algorithms when applied on the adapted
Asia dataset.

5.3 Benchmark of Learning Scores

We pose a specific set of criteria on any scoring method s that uses solely the ground true graph

G* to evaluate the goodness of fit to any discovered causal graph G.
Lower and upper bound criterion

We prefer the resulting scores of s to be bound by maximum and minimum values. While the
use of one bound is common to indicate a perfect match between G and G*, the use of a second

bound is helpful for orientation.

G* identity criterion

The criterion of G* identity assumes if s(G*, G*) = s(G*, G) holds, then G = G* holds.
TP sensitivity criterion and FP / FN sensitivity criterion

Since the true causal graph is assumed to contain only present and absent edges, a scoring method
is required to be sensitive to changes regarding TP and FN edges given the present edges of the
ground truth, and also to be sensitive to changes in TN or FP edges regarding the absent edges
of the ground truth.

Scoring consistency criterion

We try to ensure consistent scoring for variations in TP / FN edges and for TN / FP edges by
performing the required changes on G and checking for consistent linear changes in scores. For
the TP and FP edges, this entails the continuous increase or decrease of absent edges in G and for
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the TP and FP edges the continuous increase or decrease of directed edges in G. This criterion

holds if TP = 0. This allows comparability between different 'wrong’ learned graphs.

Finally, we prefer scoring methods to handle any of the currently established graph types to
make the causal discovery scoring methods comparable. This includes DAGs, PDAGs, MAGs
and PAGs. Each of the following subsections addresses one of the specified criteria.

5.3.1 Investigation of Applicability

To illustrate the applicability of the existing and the novel scoring method, we demonstrate their
use on two example datasets. One is the established Asia dataset [Lau88] with 10.000 data entries
with 8 variables each. The second one is the popular Sachs datasets [Sac05] containing 10.000
data entries with 11 variables each. For both, the ground truth is known. Three different CD
algorithms were exercised on given datasets. MAGs were excluded as no respective discovery
algorithm exists. Again the HCS, the PC Algorithm and the FCI algorithm were employed. All
of the examined scoring methods were calculated for the resulting graphs. The scores were
collected for 10 learned graphs each. In Table 5.2, we depict the resulting score average. We can
observe that most scoring methods are primarily defined for DAGs. One can observe that the
PC and FCI algorithm always score worse than the HCS algorithm. If we only inspect scoring
methods such as the ROC AUC, PRC AUC, F; score, TPR and FPR we would not know if this
is due to the reason that they do not consider undirected edges and only evaluate TP, FP, FN,
and TN directed edges and thereby leave out information about causal relationships in CPDAGs
and PAGs. Regarding the evaluation of discovered CPDAGs, we can see that only our scoring
method and the SHDppy 5 is able to evaluate them. As the definition of SHDcpp s deviates from
SHDp g significantly, and are per se not comparable, we list it in separate columns. All in all,
in the established scoring methods, we have a lack of scoring methods which take also CPDAGs
and PAGs into consideration and allow a general benchmark between causal structure learning
methods without leaving out significant information about causal structure learning. We also
show that the nCED may be used as such a benchmark scoring method. In the results for nCED
for k = 0.2 and k = 0.4, we can observe different results for PC and FCI. This shows that the
nCED is in fact taking undirected edges into consideration.
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Table 5.2: Two examples of how the examined scoring methods evaluate causal graphs learned by the HC), PC and
FCI structure learning algorithm. The higher the scores of the ROC AUC, PRC AUC, F,, TPR and FPR, the
better the algorithm performed. For the SHD and nCED variants, lower scores are better. (* The scoring
method only considers present and absent directed edges, unaware of other edge types.)

ROC PRC F . . SHD  SHD nCED  nCED

AUC AUC score (DAG) (CPDAG) (k=0.2) (k=04)
HCS 062 019 033 038 012 12 - 0.20 0.20
PC  047* 013* 0.06* 006* 012% - 11 0.11 0.15
FCI 049* 014* 0.12* 0.12* 013* - - 0.11 0.15

(a) Asia dataset

ROC PRC F; TPR FPR SHD SHD nCED nCED
AUC AUC score (DAG) (CPDAG) (k=0.2) (k=0.4)
HCS 0.72 0.33 0.51 0.53 0.09 17 - 0.21 0.21
PC 0.47* 0.13* 0.06" 0.06* 0127 - 10 0.22 0.26
FCI 057" 016* 025" 029" 0.16~° - - 0.23 0.26
(b) Sachs dataset

5.3.2 Experiment on Scoring Consistency and Sensitivity

For this experiment, we considered a generic DAG with N = 5 and containing the maximum
number of allowed directed edges resulting in seven directed edges and thus seven possible ran-
dom structure changes. To inspect the scoring behavior regarding TP / FN consistency, we step-
wise changed the true DAG G* into an empty DAG G, randomly eliminating a TP and adding
an FN one by one. Regarding consistency in TN / FP direction, we stepwise changed an empty
graph G, into an inverse graph G; by randomly adding FP-directed edges directly opposing the
edges of the ground truth. The score results are shown in Figure 5.5.

We observe in Figure 5.5a that the PRC AUC is sensitive, but does not perform consistently
linear regarding constant changes in TP and FN edges. The FPR has a gradient of zero, as it is
insensitive to the performed changes. Regarding sensitivity in TN and FP edges in Figure 5.5b,
the TPR, F1 and PRC AUC show non-responsive by having a gradient of zero. The only scoring
methods sensitive to changes in both individual trials are shown to be the ROC AUC, the SHD
and the nCED.
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Figure 5.5: Overview of the behavior of the scoring methods given the sequential use of random structure changes
on a five variable DAG. The scale of the SHD is shown on the plot’s right side. We observe some scor-
ing methods to have a gradient of zero and thereby to not be responsive to the induced changes. Of
the responsive scoring methods, we observe most perform consistently indicated by a linear increase or

decrease.

5.3.3 Elaboration on Bounds and Normalization

To inspect the bounds of each scoring method, we inspected the definition of the scoring methods
and created an overview shown in Table 5.3. Only the SHD comes without an upper bound.
All other scoring methods come with an upper and lower bound and are therefore considered
to be normalized. While most scoring methods use sums of FN, TP, FP or TN, but never all
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of them together, the nCED uses the number of graph variables for normalization. Mind, that
N = TP + TN + EN + FP holds and that is why the nCED considers each for normalization.

Table 5.3: Bounds and normalizability of the inspected scoring methods

Lower bound Upper bound Normalizing factor

ROC AUC v v TP + FN and FP + TN
PRC AUC v v TP + TN and FP + TP
F; score v v TPT;PTN and FP1PTP
TPR v v TP + FN

FPR v v FP + TN

SHD (DAG) v X -

SHD (CPDAG) v X -

nCED (ours) v v N(N -1)

5.3.4 Elaboration on G* identity

The criterion states that besides G* no other graph G should exist for which the inspected scoring
method evaluates s(G,G*) = s(G*,G*). For this investigation, we tried to find contradicting
evidence for each scoring method regarding each criterion.

SHDppag transforms the ground truth DAG to its CPDAG representation. This transformation
is commonly surjective as unambiguous edge orientations are removed from the graph and thus
several DAGs can share the same CPDAG representation. This is why the G* identity criterion
does not hold for the DAGs sharing the CPDAG representation with G*.

Several scoring methods, such as the F1 score, PRC AUC,ROC AUC, TPR and FPR, do not consider
undirected edges and they count them as absent edges. This is why the criterion does not hold

for graphs identical to G*, but with undirected edges instead of TN edges.

For k = 0, the nCED evaluates undirected edges as identical to TP edges. Thus the criterion does
not hold for graphs with arbitrary undirected TP and TP edges.

5.4 Discussion

First, let us reflect on the new nCED scoring method. As we have shown, it allows the bench-
marking of different causal graph types. For this purpose, it makes use of an universal repre-
sentation that simplifies several aspects of causal graph to make them comparable. For example,
it considers undirected edges in CPDAGs and PAGs as identical, which is not actually the case.
CPDAGs assume undirected edges to be oriented either in the one or the other direction, while
allow bidirected edges PAGs. Similarly, a directed edge of CPDAG or DAG is treated as identical
to a PAG’s directed edge part of a bidirected edge indicating a latent variable.

The scoring method also comes with a parameter k, which may allow causal discovery methods

learning undirected edges not to be at a disadvantage from the start in comparison to algorithms
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learning DAGs. We proposed a range for k to meet our requirements, but still a suitable value

for k needs to be found by empirical investigation.

We have also shown that the nCED may not only use DAGs, but also MAGs as ground truth. To
our knowledge, nCED is the only scoring method that is capable of this. Potentially, this may
contribute to the development and benchmarking of more discovery algorithms learning MAGs.
We argue that DAG- and CPDAG-learning algorithms may still be evaluated if a MAG is used
for ground truth, but essentially they may not achieve optimal scores, since they cannot identify
bidirected edges or latent confounders, hence they are likely to be punished. (For the special
case of k = 0 and for specific placements of undirected edges in the learned graph, the ideal

score may still be achievable.)

In the inspection of established CD scoring methods, we found the G* identity criterion and
the sensitivity criteria to be essential. Regarding the sensitivity criteria, we used a generic DAG
with five variables and repeatedly applied structural changes to it by adding and deleting directed
or undirected edges. With five variables the causal graph used for inspection is small, but we

argue that the overall behavior of the different observable scoring methods is transferable to
N(N—-1)

applications with more variables, given the ground true graph has as well edges.

Besides that, we do not deem our set of criteria to be complete. Instead, we advice to consider
and propose more relevant criteria which are essential for causal structure learning scoring meth-
ods. This may include for example the robustness of a scoring method against imbalances in the

number of present and absent edges, as inspected by [Con19].

5.5 Conclusion and Outlook

In this chapter, we investigated metrics for causal structure evaluation using ground true graphs.
We set up a new set of criteria we deem useful to evaluate causal structure metrics using ground
true graphs. Additionally, we developed a uniform representation of established causal graphs to
make them comparable and developed a new metric that allows the comparison between DAGs,
CPDAGs and PAGs and can also flexibly adapt to preferences regarding undirected edges. We
inspected the developed criteria for the existing and the novel metric and demonstrated their
application on example datasets for comparison. We discovered that many existing metrics only
exist for DAGs, and few for CPDAGs. We found no metric for PAGs. Of the existing metrics,
we found none that makes the different discovered graph types comparable. We found several
metrics, that only consider directed edges and their presence and absence. For some metrics, their
ideal score did not guarantee the discovered graph to be identical to the provided ground true
graph. As these metrics are used to benchmark and optimize causal structure learning methods,

we deem it essential to know metrics in detail to know what they allow optimization for.
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6 Root Cause Analysis using Causal
Graphs

To assure reliability, efficiency and safety of a system, the discovery of faults, of their correspond-
ing root causes and of potential treatments to eliminate them is essential. An anomaly or fault is
commonly defined as an uncharacteristic deviation of a standard value in a system [Sch97]. Such
an anomaly may lead to malfunction or failures if not treated. Primarily, the domain of anomaly
detection focuses on the discovery of them in data. Root causes are the undesired phenomena
causing such anomalies. They are mainly in the focus of the domain of Root Cause Analysis
(RCA) and diagnosis. If the root cause analysis step is successful, the domain of adaptive fault
management may propose treatment actions to avoid dangers and performance degradation in

the given system.

In this chapter, we mainly focus on contributions to the domain of root cause analysis. Several
steps have been shown to be essential in RCA [Roo04]. First, information is collected concerning
the anomaly. Then, the causal relationships that led to these anomalies are identified followed
by the identification of the root cause. Some RCA methods use causal knowledge to perform
these steps. This is natural, since causal research inspects in depth the interplay between the
variables in given data and allows the identification of causes and effects [Peal0]. The spread of
anomalous information in any system has to adhere to the laws of causality and also the nature
of the relation between root cause and anomaly is causal.

In this chapter, we propose two approaches which score potential root causes according to their
similarity to detected anomalies based on a given summary causal graph. The basic approach
uses simple variable sets to match potential root causes. Its extension also considers coarse
temporal information for this purpose. Figure 6.1 shows the general setup of both approaches.
The areas we contribute to are the preprocessing of given annotated timeseries graphs and the
combination of the resulting information with results from anomaly detection to score potential
root causes. We neither contribute to the domain of root cause treatment generation nor to the
domain of anomaly detection. For a fundamental insight in the latter, we refer to existing work
as summarized by Chandola et al. [Cha09].

As root causes, we consider known influences which are unobservable but can be identified
according to their effects in the observable variables. As we show in the related work section,
this aspect is one of the main differences to existing literature.

The chapter is organized in the following manner. In Section 6.1, we will show related work in
RCA and in causal-based root cause analysis. Section 6.2 described the invented RCA algorithm
for use on discrete data. Section 6.3 features an adaptation of the algorithm to employ it on time
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Data Preparation

™

Expert Annotation Anomaly Detection

Graph Preprocessing H Root Cause Scoring

.

Root Cause Treatment

Figure 6.1: A general overview of the steps required for this RCA algorithm. We point out the steps we contribute
to in this chapter via solid frames.

series data of production processes. Section 6.4 features the results of the adapted algorithm
when it was employed in a robotic gripping process. In Section 6.5, we discuss the developed

approaches and conclude the chapter in Section 6.6.

Parts of this work were published in [Reh23b]. Supplementary parts are up for publication in
[Reh24c] and [Reh24a].

6.1 Related Work

Existing approaches for root cause analysis and diagnosis have been classified in model-based
[Wil76, Ven03a, Ven03c, Ise97] and process history-based approaches. The latter use for exam-
ple statistical classifier, neural networks and the PCA algorithm to infer root causes from data
[Ven03b]. The former, model-based approaches have been divided in qualitative and quantita-
tive models. While quantitative models [Ven03c] include the use of, for example, state or output
observer [Gar97] or parity space-based approaches [Pat91], qualitative models [Ven03a] include
the use of causal models in the form of, for example, fault trees and directed graphs allowing
cycles [Iri79]. In the past, such causal graphs have shown to be gained easily from the process
equations or from prior knowledge [Ume80]. [Cha90] introduced several techniques to simplify

causal graph structures to improve their use in fault diagnosis.

In more recent literature, several publications advance the use of causal models to infer root
causes. Several approaches learn a certain normal behavior of a system from data, to then identify
anomalous behavior as the root cause for faults in a system. Yang et al. [Yan22] published a
general framework to detect anomalies and to identify root causes in multivariate time series.
They learned the causal graph from the data, to then identify modules in the investigated system
and performed anomaly detection on each separate module. The root cause is supposed to be
the faulty module. Koutroulis et al. [Kou22] combined causal graphs and anomaly detection
methods to robustly detect anomalous cyber security attacks in the control system of a water
treatment testbed. First, they trained causal models with attack free data offline on the sensor
measurements. Then, in an online application, they used the SCMs to compute the prediction
error to identify critical influences between variables in the data. As root cause candidates, they
identified the sensor variables associated with the attacks. In a similar manner, Shah et al. [Sha18]
investigated a semiconductor plant, examining the interactions of system components and their

change over time. They learned time series graphs based on recurrent neural networks and
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converted them into simplified, directed weighted graphs representing the system. Then, graph
similarity techniques were applied to compare the graphs and thereby detect anomalous graphs
and thereby changes in the overall plant behavior. The detected change was detected to be the
root cause. The framework RootCLAM by Han et al. [Han23] learns a Variational Causal Graph
Autoencoder from normal data to then identify in anomalous data the responsible variables in
which the presence of a foreign influence (the root cause) is evident. We argue, while these
methods have the advantage to learn their causal model from data, they refer to the detected
anomalous observations as root causes, without performing deductions about what exactly the
hidden influence behind the anomalous observations may be.

We found RCA approaches in literature, which use prior knowledge on root causes in combi-
nation with causal graphs to identify their influence. The work of Agrawal et al. [Agr16] used
individual Bayesian Networks (BNs) for each type of root cause to diagnose their presence in a
coal-fired power plant. Each BN was constructed by experts to contain relevant evidence vari-
ables leading to the root cause variable as sink node. Based on fixed thresholds, the variables in
the evidence was detected to be either normal or anomalous, accordingly the probability of the
root cause variable could be derived. Here, we argue that Agrawal et al. did not represent the
true causal relationship of a system, since naturally the evidences are caused by the root cause.
Also, they did not inspect the temporal occurrence of evidences to draw their deductions. The
procedure EasyRCA by Assaad et al. [Ass23] uses a given acyclic summary causal graph (ASCL)
to identify root causes in multivariate timeseries data. According to their work, root causes may
be variables with anomalies, whose first appearing anomaly might not have been propagated by
any other causing variable under the assumption the anomaly may not precede its cause in time
in the ASCL. Additionally, root cause variables are also identified by comparing the adapted total
effect estimations on direct relations of a normal and an anomalous regime to detect variables
affected by foreign influences. Other than in our work, the summary graph is required to be
acyclic. Also, their main focus is on discovering the influences of root causes, while we assume
the root causes to be known beforehand.

We also briefly refer to related approaches, which use causal knowledge without constructing
causal models. The work of Kiithnert et al. uses the definition of causal strength employed by the
Granger causality [Gra69] algorithm to to measure the causal strength between variable pairs.
They identify variables with the most impact on adjacent variables to be the root cause. This was
demonstrated on a simulated stirred-tank reactor and on a laboratory plant [Kith13]. Diedrich
et al. [Die22] proposed two approaches, an uninformed and an approach informed by residual
values. Both learned propositional logic rules using Granger causality from data for the use
with consistency-based diagnosis algorithms. This was demonstrated on the Tennessee Eastman
process, on a benchmark with systems using multiple-tank examples, and on data from an indus-
trial packaging robot. Of the two approaches, both have the advantage to require minimal prior
knowledge. However, as they do not construct a causal graph, they entail few detail about the
systems setup, which is helpful to encode system knowledge, may provide intuitive visuals for

system monitoring [Hue20] and may provide information about the anomalies propagation path.
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6.2 Basic Algorithm Setup

The developed RCA algorithm scores known root causes according to their fit to anomalies de-
tected in advance. It requires a provided causal graph G = (V, &) which should also contain a set
of potential root causes Vi C V and contain information about observable variables V; C V.
It may be provided by an expert or be learned from causal structure learning. Additionally, the
RCA algorithm requires an anomaly detection algorithm, which should provide the exact set of

observed variables with anomalies V4, assuming that V,; 2 V4 holds and that observation
data for all Vj, is provided.

The preprocessing step first creates a set of potential affected variables V 5(r) for each root cause
r € Vg using the given causal graph G. It computes all descendant variables of a given root cause
r. This computations step has a complexity of O(|Vz|(|V| + |€|)), since it needs to be computed
if a path exists from a root cause to variables belonging to the set of observed variables.

Vo) i={me Vy|Ir € Vg, r -* m}

Of these variable sets, we only require the observed variables V; N V (r) since only in those
variables, anomalous effects of the root causes may become visible. The preprocessing results,

may be computed in advance and can be stored for a fast computation in the next step.

In the actual matching phase, we compute the Jaccard Root Cause Score (JRCS) for all potential

root causes r € Vp.

_Van V()]

RSO = 0wl

(6.1)

The JRCS rates a root cause as more likely if the set of potentially affected observable variables
overlaps the most with the set of detected variables containing anomalies. If the sets are identical,

the JRCS will score it as equal to one. Figure 6.2 gives a visual example of the JRCS calculation.

Ve(n)
Va

Figure 6.2: Given the shown example sets V ;(7;) and V 4 for root cause 7y, the similarity between the variable sets
are scored as JRCS(r;) = 0.5
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6.3 Algorithm Extension with Coarse Temporal
Information

In the following, we briefly describe how we adapted the prior introduced algorithm, to allow

the integration of coarse temporal knowledge.

For the algorithm to be applied to time series data in industrial applications, we made further
adjustments.

To perform the algorithm, we split the process into process steps p € P, given P = {1,2,...,n}.

Also, we require the order of assignment of process steps p to correspond to the temporal order.

A causal directed graph G = (V, £) is required with annotated root causes Vi C V and known
observables V), C V. It needs annotations of process steps #,_, = {p € N} to be provided for
alla,b € Vifa # band a — b holds. To create ,_,;, manually, one should list all process steps

in which an anomaly in a would show effects in b.

As the anomaly detection should be performed in advance and is not part of the contribution,
we require it to provide a tuple set 7y = {(m, p), ...} given m € V,, which contains pairs of the

discovered anomalies and the process steps they occurred in.

Accordingly, the graph preprocessing step needs adaptation to provide these tuples. We require
a set of process steps P,_,, = {p € N} to be provided for all a,b € Vifa # banda — b
holds. To create %,_,; for an edge a — b manually, one should list all process steps in which

an anomaly in a would show effects in b.

Given these set annotations, we can calculate B,_.,, for each path r —* m. It represents the
maximum possible set of process steps in which r € Vg could cause anomalies in m € V, for
the specific path. The algorithm to calculate a unique set of F,_,.,,; is shown in Algorithm 6.

Since multiple paths r —* m may be possible, we express with &, _,,,; the maximum possible
set of process steps for a set of paths. To exclude double entries, we use the unique function.
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Algorithm 6: Compute valid process steps for path sets

Input : Set of edges {r —»* m}g from r to m in graph G,
Set of annotated process steps P,_,}, for any edge
a—b
Output: Set of process steps F},_,«p,; for each pathr —* m
1 Bposy < D
2 forr »* m € {r >* m}g do

3 i<0

4 j<1

5 while j < length(r -* m) do
6 (@ —=b) < (r->"m)lj]

7 Premp < {Pamp 21}

8 [« min(Pepp)

9 jej+1

10 | fP{r—>*m} « ?temp U ?{r—ﬁ‘m}

11 return unique(Fy_ ;)

The algorithm only allows the spread of anomaly information to variables of the same or later
occurring process steps. This and the edge annotations with process steps are necessary as the
bare summary causal graph does naturally not contain any temporal information about its rep-
resented causal relations. After its computation for each potential root cause r € Vg, each tuple
set J(r) can be generated by calculating tuples (m, p) given m € V) and p € B+, for each
path r —* m. Here, {r —* m}g denotes the set of all possible paths from r to m in G.

Io(r) ={(m,p)IVr >* m € {r >* mlg, p € Py_vmy} (6.2)

Since the computation of all possible paths between the root cause and the measurement vari-
ables is required, this step has a complexity of O(| V| - |Vg| - |V|!) in the worst case given the
underlying graph is acyclic.

After the computation, we can now create the adapted JRCS scores for each root cause r given
the tuple sets J5(r) and T4 containing the tuples of individual process steps and individual mea-
surement variables.

174 N I ()|

O

(6.3)

As before, the higher the JRCS result, the better the inspected root cause r € Vj, fits the anoma-
lous observation Jj.
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6.4 Application on Robotic Gripping Scenario

As part of the Wertstromkinematik project funded by the future fields program of the KIT, we
investigated the application of the RCA algorithm on a robotic gripping process simulated with
CoppeliaSim V4.5.1 using MatLab and SimuLink. We briefly describe the application environ-
ment in Section 6.4.1 and give details about the construction of the causal graph in Section 6.4.2.
Then, we discuss relevant root causes and the integration of existing root cause information in
Section 6.4.3. In Section 6.4.4, we show the design of the experimental setup and the results.

6.4.1 Application Environment

We apply the extended algorithm to a simple robotic gripping process. In it, we identified five
essential process steps which are required for a successful process execution. Each is described
in the following step by step. Corresponding images are provided in Figure 6.3.

In the first step, a conveyor moves the prepared workpiece into a gripping position. A proxim-
ity sensor is located at the gripping position and measures the distance from the sensor to the
gripping position using a laser. The distance decreases significantly if the workpiece is present.
In the second step, the coupled robots will move from their default position to the gripping po-
sition at the conveyor in unison. Then in the third process step, the magnetic gripper attached
to the coupling piece of the robot is powered to attract and grip the workpiece. In step four, the
robots move the gripped workpiece from the gripping position to the deposit position. Due to
the weight of the gripped workpiece, the torque measure by the robots significantly increases
during movement. The sensor back at the gripping position does not indicate the presence of the
workpiece anymore. Instead, another proximity sensor at the deposit position starts indicating
its presence on its arrival. In the fifth and final process step, the robots disengage the magnetic

gripper to leave the workpiece in the final deposit position.
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(a) Initial setup

(c) Step 2: robots move to gripping positon (d) Step 3: robots grip workpiece

(e) Step 4: robots haul workpiece (f) Step 5: robots deposit workpiece

Figure 6.3: Shown are the basic process steps of the gripping simulation. There are proximity sensors located in the
shelf and on the belt. The images depict collaborating robots as they were another research topic of the
funding project [Miith21, Kim21].

6.4.2 Causal Graph of the Gripping Process

We manually constructed a causal graph for the described scenario and depicted it in Figure 6.4.
The corresponding variable sets V; and Vj are indicated by the variables’ horizontal placement.
The required set of process steps of a causal relation is annotated close to its edge. We simplified
the causal graph by summarizing the robots’ axis angle and angle speed measurements as one
variable each. Commonly, each of the seven robot axes comes with individual measurements. To
allow the easy depiction of the graph, some variables with identical names occur several times.

When creating the causal graph keep in mind, that the operating system of industrial robots is
commonly a black box with high complexity and such makes the creation of a detailed causal
graph for the robots themselves challenging.
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We constructed the causal graph with the help of three domain experts from Fraunhofer IOSB

and wbk. We interviewed them about the causal relation in the gripping process.

Root Causes Vg Observations Vj Unobserved Variables V},

‘ Conveyor impaired }—1> Conveyor speed 1

Piece misplaced =} Piece in gripping position
‘%4,5
‘ Conv. sensor impaired }—»‘ Proximity sensor conveyor ‘

4,5

2,4

=} Robots are moving

Angle speeds

2.4 34,5

5345 Robots in gripping position

55X,

‘ Robot movement impaired } 4,5

2,345

3,4
Magnetic gripping impaired } =} Magnetic force gripper 4,5
‘ Power use gripper 34,5 3,4
4 Y
Piece is gripped

5
‘ Piece is let loose

> Robots in deposit position

T — . 12345 S I —
‘ Deposit position occupied | > Piece in deposit position

‘ Shelf sensor impaired M Deposit proximity sensor /

Figure 6.4: The summary causal graph of the robotic setup. The horizontal orientation of the variables indicates their
affiliation with the variable sets shown above. Observed values appearing several times are identical.
Required sets of process steps of a causal relation are annotated to the edges of the graph.

6.4.3 Inspected Root Causes

The before-described scenario pictures the gripping process in its best case. In practice, it may
suffer from various flaws and deficiencies. During the interviews with the domain experts, we
also inquired about potential shortcomings in such a gripping process. The results of the investi-
gation is depicted in Table 6.1. The detailed list of potential root causes predicted by the experts
are listed in the middle row. We do not claim it to be complete. Since the available informa-
tion about the process is limited and thus most of the root causes cannot be identified in detail,
we chose a higher level of abstraction of root causes (shown in the left column) to practice the
algorithms on. We grouped the detailed root causes in Table 6.1 accordingly. We learned that

the Operating Systems (OPs) of the conveyor and the robots may provide information for some

75



6 Root Cause Analysis using Causal Graphs

root causes. However, we came to the conclusion that without expert assistance or additional

designed RCA procedures most root causes cannot be identified per se.

We simulated a fault-free scenario and two additional faulty scenarios and took the indicated
observations. One root cause is a shifted workpiece on the conveyor belt that does not reach the
gripping position, therefore the robots cannot grab it and also not transport it into the deposit
position. The other root cause is a workpiece in the gripping position, where the magnetic force
of the gripper is not sufficient to grab it and thus the robots move without the piece into the

deposit position.

6.4.4 Experimental Setup and Results

We applied the algorithm described in Section 6.3 on the two anomalous datasets described in
Section 6.4.3. The graph in Figure 6.4 was preprocessed as described given the root cause cate-

gories from Table 6.1. The results are depicted in Table 6.2.

Table 6.2: Overview of the potential anomalous observations affected by the root causes in the shown process steps.
Each row corresponds to Jg(7) for its respective root cause.

Potential Anom. Observations V,
s =
> B
> 3} 8
v B SR
9 Q S g R
2 o
(=¥ 8 o ) wn &) é
(2 @ 8 5 <9 L =
s 5 24 2 &
1) W @ L < Sy B
S . <9 =) 9 =}
» o0 o' )
g S g 5 ! g 53
Q A~ < = << ~ A
§ Conveyor impaired 1 12345 - 4 - - 5
¢ Piece misplaced - 1,2345 - 4 - - 5
(7]
g Conv. Prox. Sensor impaired | - 1,2345 - - - - -
©  Robot mov. impaired - 45 24 24 2345 - 5
1)
é Magnetic gripping impaired | - 4,5 - 4 - - 5
s: Shelf Prox. Sensor impaired - - - - - - 1,2,3,45
A~ Deposit position occupied - - - - - - 1,2,34,5

For anomaly detection, we used a supervised version of the nearest neighbor algorithm. The
distance to the nearest neighbor was used for anomaly scoring. Within each process step, it
calculated the Fuclidean distance for each inspected time step to the features of its closest nor-
mal time step. A sum was formed over all such distances of a process step and divided by the
number of the process step’s entries. A fixed threshold decided if the inspected process step was
detected as normal or anomalous. The set 7, was formed by retrieving from each process step
the observations, which contributed to the Euclidean distance. Table 6.3 shows the anomalous

process steps and the corresponding observed variables we discovered as anomalous.
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Table 6.1: Overview of potential root causes and their categories. Also, it is indicated by whom the prior knowledge
about the root cause may be provided as stated by the interviewed domain experts

Root causes Process Potential root causes Root cause may
used for algorithms  steps  according to experts be know by
Piece out of position 1 No piece provided -

on conveyor The piece shifted on the conveyor -

Conveyor impaired 1 Conveyor jammed conveyor OS

Motor broken -

Manual emergency stop conveyor OS
Process halted manually conveyor OS
No power supply
Motor broken conveyor OS
Robot movement 2,4 Positioning uncalibrated -
impaired Rotor wear -

Computation error -
Sensor malfunction -
Breaks are not deactivated robot OS

Collision with internal boundary  robot OS

Collision with object robot OS
Manual emergency stop robot OS
Process halted manually robot OS
No power supply robot OS
Gripping position out of reach robot OS
Person in area of action robot OS
Deposit position out of reach robot OS
Magnetic gripping 3,4 Material flaw -
impaired Magnetic force too low -

Wrong material -
Workpiece malformed -

Movement torque too high -

Proximity sensor 1,5 No workpiece provided -
impaired Sensor malfunction -
Deposit position 1,2,3,4,5 Other piece already in shelf -

out of order

77



6 Root Cause Analysis using Causal Graphs

Table 6.3: Overview of the discovered anomalous observations and their corresponding process steps. Each row
corresponds to J for its respective scenario.

Detected Anomalous Measurements V,
S »
: -
= g 2. g
15 Q o n
b, O = "
a, = 8 3 &) %
» 3 L g 8 L S
- o o °) b % a5
o b3 (= IV o )
S A 2 N =
g A 3
S s o 29 2 a,
o bt = o 5 o |9
O ~ < B < & A
Faulty Scenario I - 12345 - 4 - - 5
Faulty Scenario I | - 4,5 - 4 - - 5

Given the detected anomalies (J4) shown in Table 6.3 and the potential anomalous observations
per root cause (J5(r)) in Table 6.2, we calculated the JRCS for each potential root cause for
both inspected faulty simulation scenarios. In Table 6.4, we show the JRCS result for our new

temporal extension and the basic algorithm.

Table 6.4: Jaccard Root Cause Scores for both simulated anomalous scenarios and each root cause for developed
approaches. A value of one indicates an ideal match between the root causes and the detected anomalies.
We observe better distinction between the root causes, if temporal information is considered.

Basic Algorithm Extended Algorithm

Scenariol Scenario Il Scenariol Scenario II

§ Conveyor impaired 0.875 0.500 0.750 0.750
% Piece misplaced 1 0.571 1 1

é Conv. prox. sensor impaired 0.625 0.286 0.333 0.333
8 Robot mov. impaired 0.286 0.364 0.600 0.600
é Magnetic gripping impaired 0.400 1 1 1

g Shelf prox. sensor impaired 0.111 0.125 0.333 0.333
A Deposit position occupied 0.111 0.125 0.333 0.333

We can observe that the original algorithm, which considers only the variables to compute the
JRCS, cannot distinguish between two root causes because they affect the same set of variables.
In comparison, the extended algorithm rates the actual root causes as the likeliest. The temporal
algorithm scores other root causes, which affect similar observed variables and process steps as
depicted in Table 6.2, as likelier. Root causes with identical potentially affected variables J5(r),
like the last two root cause entries in the table, are rated as equally likely. This demonstrates that
the algorithm does not guarantee a clear distinction between root causes. This may be resolved
by adding sensors to the process, which monitor the different effects of these root causes.
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6.5 Discussion

The two approaches to identify potential root causes for given sets of anomalies are novel in their
use of causal graphs to draw deductions about potential root causes. They both primarily rely on
a causal graph with annotations to be provided. On the one hand, this makes both approaches
highly dependent on the availability and quality of prior knowledge. On the other hand, this may
contribute to the conservation and application of expert knowledge. To decrease the amount of
required prior knowledge, we purposefully chose the use of more compact summary graphs

over the far larger timeseries graphs.

When the causal graphs are preprocessed, we potentially overapproximate the affected observ-
able variables since we assume all observable variables dependent on a root cause variable to
be potentially affected by it. It is not considered yet, if the anomalous causal information can
travel as far, and if the resulting anomaly in the observed variable would still be detectable or
of significance. In theory, if the causal graph is cyclic, as may be relevant for example of cyclic
production processes, the set of potentially affected observations may become very large and
impact the quality of the root cause matching. Also, both approaches have the flaw to consider
few information about the detected anomalies: while one considers only the variables of occur-
rence, the other considers additionally coarse temporal information. This entails a weakness to
differentiate between anomalies present in the same variables at similar times, but also leaves

room for future improvements.

We argue that both developed approaches are naturally explainable, because we deem causal
graphs as well as the algorithm’s preprocessing and matching step to be intuitive for human
understanding. From our experience, humans intuitively investigate potential root causes by
comparing and arguing about their potential effects. Also, they assess the potential root causes
according to their similarity to the detected anomaly patterns and consider the best possible fit
to be the most likely. This way, the approaches may extend human understanding by allowing

the fast inference on the provided causal graphs.

We want to mention, that the overall design is inspired by the design of recommender systems.
As is typically for them, the more computation heavy preprocessing step may be computed in
advance offline, while the actual matching of the prepared information to a query (the detected
anomalies) happens in an efficient calculation online using for example the Jaccard similarity
[Bag19].

6.6 Conclusion and Outlook

In this chapter, we present a root cause algorithm that considers a given causal graph to infer from
anomalous observations a recommendation on the specific unobserved root cause. It requires an
anomaly detection algorithm and a given timeseries summary causal graph annotated with root
causes and observable variables to match the discovered anomalies to potential root causes. The
anomaly detection step itself is not part of our contribution. The algorithm preprocesses in the
first step the provided causal graph to identify potential observed variables affected by each root
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cause. Then, during the matching phase, the Jaccard Root Cause Score (JRCS) is used to match
prior discovered anomalies in the observed variables to the potential root causes based on the

fit in observed variables.

We also introduce an adaptation of the algorithm which uses coarse grained temporally infor-
mation annotated in the causal graph to draw temporal valid conclusions about potential root
causes. This is based on the assumption that anomaly information is essential causal information
which can only spread to observations later in time. The usefulness of the developed approaches

is demonstrated on a robotic gripper process.

Future work might include the additional consideration of the specific form of anomalies. Several
root causes might affect sensor measurements in the same variables at the same process steps

but in different manners.
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In this thesis, we contributed to the domain of causal structure learning by achieving progress
in the areas of structure learning, structure evaluation and the use of causal structures for root

cause analysis.

Intervention-driven experiments are a main capability of human causal structure learning and
provide the possibility to test causal knowledge in vivo. Established interventions in causal re-
search primarily inspect probability distributions to identify underlying causal relations. They
may inflict hard changes on the investigated system, or may require large quantities of data to
reliably detect the effects.

We proposed new intervention methods based on the injection and recovery of signals to learn
the underlying causal relations. The interventions are low-invasive, as they only inflict a minor
change on the variable of injection and thus are more similar to noise. We came up with two
different techniques. One creates an identifiable signal by modifying its amplitude to add it to
the injection variable and tries to recover it via pattern matching in the observed variables. The
other does so by adding a sine-based signal of a chosen frequency to the targeted variable and
recovering it in the observed variables by checking for the frequency of injection using the Fast
Fourier transform. As the signals travel with the underlying causal relations, their rediscovery
discloses information about present causal paths. If additional information is collected about
the temporal occurrence, we can gain additional constraints due to the temporal law of causal-
ity. Both approaches have shown to perform well, but not fully reliable, in our experiments. In
their results, the frequency modulation-based approach performed slightly better than the am-
plitude modulation-based approach. Future work may be dedicated to real-life application of the

developed approaches.

We developed novel representations of equivalence classes, which play a main role in constraint-
based structure learning. They efficiently keep track of the learned evidence for present and ab-
sent causal relations and the corresponding causal graph candidates. For this purpose, we have
incorporated established principles as Binary Decision Diagrams and the Kleene Ternary Logic
into the causal structure learning process. Additionally, we have enhanced the existing PC struc-
ture learning algorithm to use the novel principles and also detect absent causal relations more
efficiently. We showed in example applications, that it may require less time and fewer condi-
tional independence tests to deliver identical results. In future work, one may contribute to the
use of the representations in current structure learning algorithms. This may for example include
the PCMCI algorithm [Run19] for timeseries data, which is a descendant of the PC algorithm.

We performed an inspection of current scoring methods for the evaluation of discovered causal

graphs using ground truth. The use of such scoring methods, like the F; score, the TPR, the PRC
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AUC and the ROC AUC as well as the SHD, is standard in causal structure learning, but while
learning methods steadily improve in discovery power and number, few works were dedicated
to scoring methods for causal structure learning. By now, the types of learned causal structures
are as diverse as the different types of causal structure learning methods themselves. This way,

a general benchmark is not possible.

We developed several criteria for structure learning methods to deliver reliable evaluations of
the discovered causal graphs and inspected these criteria for current scoring methods. Part of
the evaluation is our novel scoring method called normalized Causal Edit Distance (nCED). By
the use of a universal notation, it may evaluate discovered DAGs and CPDAGs. As is novel, it
also performs on MAGs and PAGs and may take besides a DAG also a MAG as ground truth for
evaluation. This opens up the potential for broader benchmarks of methods that learn different
graph types. In doing so, the scoring method also allows flexibility in the scoring of undirected
edges in comparison to absent or present edges.

The scoring method allows further development as its universal representation generalizes some
special peculiarities of the different causal graphs to make them comparable. For example, it
evaluates bidirected edges of PAGs not as an indication of a latent confounder, but as its common

representation as a bidirected edge.

A large quantity of algorithms exists which can detect anomalies in multivariate data in machine
learning, however to treat anomalies and their root cause, we need competent algorithms that
can use them to deduce their root cause. For this purpose, we developed a new approach, which
uses a given, annotated causal structure and its ingrained ability to draw deductions about the
spread of (anomalous) causal information in the represented system. The deductions became
possible by a new scoring method called the Jaccard Root Cause Score, which recommends root
causes according to their fit in potentially affected observables to the given discovered anomalies
and, if desired, also by the fit in the temporal spread of anomaly information from the root cause
to the affected observable in the observed system.

The developed approach requires a given causal graph and may require temporal information
of anomalies annotated by an expert. This leads to a high demand for prior knowledge for the
algorithm to work. On the other hand, it has the advantage that the causal graph can preserve a
considerable amount of expert knowledge and make it accessible in the search for the root cause.

Future work may focus on the integration of additional criteria into the root cause search, since
currently it only considers the anomaly indicating variables in general, the coarse temporal infor-
mation about the presence of the variable and the temporal spread in the causal graph. Also, an
investigation into using the developed approach together with structure learning algorithms may
contribute to its capabilities. The underlying graph would not need to be created by an expert by
hand, instead, the graph may be flexibly relearned if it becomes out of date in a dynamic process.
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