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Abstract—In today’s interconnected world, software systems
have become indispensable components of complex frameworks,
such as cyber-physical systems, e-commerce platforms, and
healthcare information systems. This widespread integration
highlights the importance of security more than ever, as these
systems often function in critical environments where vulner-
abilities can lead to significant destructive consequences. Pen-
etration testing is a key method for identifying vulnerabilities
but is often conducted after deployment, making remediation
costly and time-consuming. On the other hand, back to the
early phases of the Software Development Life Cycle (SDLC),
software architects often lack the security expertise and feedback
mechanisms needed to make informed design decisions, leading
to vulnerabilities that remain undetected until later stages. In this
paper, to address these challenges, we propose a research plan
to integrate security considerations into the design phase. Our
approach involves generating architecture-based penetration test
cases, evaluating the attack surface of alternative architectures
by using the generated test cases, and supporting software
architects in making secure design decisions afterward. We plan
to leverage threat modeling and Large Language Models (LLMs)
to fulfill our target ambitions. To validate the applicability and
effectiveness of our approach, we aim to conduct case studies
in areas such as autonomous vehicles (AVs), which present
significant security challenges.

Index Terms—security by design, penetration testing, attack
surface analysis, architectural decision support, autonomous
vehicle systems

I. INTRODUCTION

Nowadays, the integration of advanced software systems
across various domains has made security a more challenging
issue. According to general trends from Statista regarding
cybercrime, the global cost of cybercrime was expected to
exceed $8 trillion USD in 2023, with projections indicating it
could rise to over $10.5 trillion by 2025 [1], which highlights
the importance of security in today’s digital world.

Penetration testing, also called pen testing, is a type of
security testing defined as a proactive offensive technique for
identifying, assessing, and mitigating security vulnerabilities
[2]. In this process, the penetration testers act like attackers
but with positive intentions. They, by mimicking the real
attackers’ behaviors, aim to penetrate the system to discover its
security weaknesses for the purpose of mitigation. Penetration
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testing, which is typically run after the deployment phase,
is essential for developing secure software systems. Still,
it has some significant limitations that are mainly caused
by the phase that is generally performed in the Software
Development Life Cycle (SDLC). One issue is that security
breaches are often discovered late in the development lifecycle
when it’s expensive and difficult to fix them [3]. Additionally,
penetration testing relies heavily on the experience and skill
of the testers, as they need to think like attackers and use
creative approaches to uncover vulnerabilities [3], [4]. This
makes the effectiveness of penetration testing directly tied to
the tester’s expertise. Other challenges include being time-
consuming, requiring specialized skills, focusing mainly on
known attacks, and being limited by budget constraints [5],
which can all reduce its effectiveness and scope.

We argue that most of such limitations arise due to design
flaws and poor architectural decisions, which lead to vulner-
abilities that are often only discovered during later stages of
development through penetration testing, causing a wide part
of the limitations mentioned above. By this time, fixing them
can be extremely costly and require considerable effort, as
they may require substantial architectural changes. With this
argument in mind, we are conducting current research aimed
at shifting some penetration testing endeavors toward earlier
in the design phase to promote a more secure architecture.

Our approach involves generating penetration test cases
based on the software architecture as an input artifact. As a
metamodel for the software architecture, we choose to use
the Palladio Component Model (PCM) [6], a well-established
ADL. However, our approach would not be restricted on only
PCM and can be perfectly utilized on every architectural model
that describe the structure and behavior of a software system.
We are then willing to use these generated test cases to predict
potential security breaches and evaluate the complexity of the
attack surface of alternative architectural models. Additionally,
we aim to assist software architects by providing actionable
feedback for secure design decisions based on the analysis
results derived from past steps, ultimately contributing to a
more secure architecture in the end. To this end, we plan to
utilize threat modeling and Large Language Models (LLMs).

The rest of the paper is organized as follows: In Section II,
we will define the key terms used throughout the paper. In
section Section III we will address the problems that motivate



our research. In section Section IV we will model our research
plan. First, we will formulate the target research questions,
and then we will propose strategies for addressing them. In
Sections Section V and Section VI, we will discuss the benefits
of our research and review related works that have already
been established, respectively. Finally, we will conclude our
paper and evaluation strategy in Section Section VII.

II. BACKGROUND

A. Penetration Testing

Penetration testing is a type of security testing aimed at
improving the security of a system by identifying and mitigat-
ing its vulnerabilities [2]. According to the National Institute
of Standards and Technology (NIST) definition, penetration
testing involves a four-stage process: Planning, Discovery,
Attack, and Reporting [7]. In the planning phase, no actual
testing occurs; instead, boundaries and conditions for the test,
such as relevant components and the scope of invasiveness is
defined. The discovery phase involves systematically identify-
ing all accessible external interfaces of the system, which form
the initial attack surface, followed by vulnerability analysis to
determine applicable vulnerability types. In the attack phase,
testers actively attempt to exploit identified vulnerabilities to
gain further access and uncover additional system components.
Finally, the reporting phase occurs concurrently with the other
phases, documenting all findings and their severity.

B. Threat Modeling

Threat modeling [8] is a technique based on the idea the
earlier you find problems, the easier it is to fix them. Threat
modeling is all about finding problems, and therefore, it should
be done early in your development or design process or in
preparing to roll out an operational system.

There are many ways to threat model. Asset-centric threat
modeling is the approach that focuses on assets to find threats
and model them accordingly. In this approach, assets are the
valuable things you have, such as the things attackers want
and the things you want to protect. Attacker-centric threat
modeling is an approach that focuses on understanding the
motivations, capabilities, and potential actions of attackers
when analyzing threats to a system. Lastly, Software-Centric
models are models that focus on the software being built or
a system being deployed. So far, several promising meth-
ods for thread modeling have been introduced, considering
the previously mentioned generic classification. STRIDE [9],
LINDDUN [10], Attack Trees, PASTA, and Persona are some
of the well-known methods, among others [11].

C. Large Language Models

Large Language Models (LLMs) are computational models
that have the capability to understand and generate human
language [12]. Typically, LLMs refer to Transformer language
models that contain hundreds of billions (or more) of param-
eters, which are trained on massive text data, such as GPT-3,
PaLM, Galactica, and LLaMA. LLMs exhibit strong capacities
to understand natural language and solve complex tasks [14].

LLMs generally come with three distinct architectures:
encoder-only models, encoder-decoder models, and decoder-
only models [18]. Encoder-only models are primarily used for
tasks that require understanding code, such as bug localiza-
tion and vulnerability detection. In contrast, encoder-decoder
models are utilized for tasks like code summarization which
involve both understanding and generating code. Decoder-only
models, such as Codex [13], are ideal for tasks that require
sequential generation, including code generation and test case
generation. In this context, tuning and prompt engineering are
often employed for optimizing model performance [14].

III. PROBLEMS STATEMENT AND MOTIVATION

In general, The motivation for conducting this research
arises from the question of when penetration testing occurs
within the SDLC. As discussed, penetration testing is generally
performed after the deployment phase, when the software is
fully deployed. The consideration of the place where penetra-
tion testing occurs, along with the lack of security measures
in the early phases, leads to a transfer of vulnerabilities from
the design phase to the deployment phase, which raises several
critical issues. In this regard, four key problems form the basis
of our motivation, which are outlined as follows:
P1 Late Uncovered Issue Penetration testing is typically

carried out after the deployment phase of the SDLC on
a running system. Conducting penetration testing late in
the lifecycle can reveal issues when time and budget
constraints limit the options and make it too tough for
remediation. In reality, fixing problems at this stage is
often prohibitively expensive [2]. The situation could
become even worse when we consider that the breaches
discovered during penetration testing are related to weak-
nesses in the software architecture. For example, the
OWASP Top 10 highlights Insecure Design (A04:2021)
[15] as a critical risk, emphasizing that a lack of secure
architectural design decisions can lead to exploitable
vulnerabilities in software systems, ultimately resulting
in breaches. In such cases, the treatment process must
address architectural issues by modifying software archi-
tecture and design choices to make them more secure.
This means that the development process may need to
go back several steps to the software architecture design
phase, which can be extremely costly. This complex
process doesn’t end there. The new design decisions
could also impact other parts of the system that have
already been designed, implemented, and tested.

P2 Reliance on Tester Experience, Expertise, and Domain
Knowledge Penetration testing is highly experience-
based, as it requires testers to simulate real-world attacks
by leveraging their expertise in security mechanisms,
vulnerabilities, and potential exploits. Testers must think
like attackers, using creative approaches that depend
on their prior knowledge, intuition, and domain-specific
expertise to uncover complex vulnerabilities that auto-
mated tools might miss. This reliance on both human
expertise and domain knowledge poses a challenge, as the



effectiveness of penetration testing is directly tied to the
tester’s skill, experience, and familiarity with the target
system’s context. [3], [4].

P3 Time and Cost Consuming Process Penetration testing
is not only a time-intensive process but also a costly one
[5]. Pen testing is generally divided into two main steps,
both contributing to its high cost. The first step involves
identifying existing vulnerabilities that are exploitable, a
process that demands substantial time and resources. A
key reason for this is the derivation and design of attack
scenarios, where testers must creatively simulate potential
attack vectors tailored to the system’s architecture. This
manual process requires deep expertise and can be time-
consuming, adding to both the time and cost of the
testing. The second step is focused on offering and
implementing security measures to protect the system
from these vulnerabilities, which adds further costs.

P4 Lack of Design Feedback for Software Architects
The lack of feedback for software architects is a critical
issue because their design decisions significantly impact
the security of a system in the end. Design decisions,
such as selecting authentication methods or security
protocols, can either strengthen or weaken the system’s
defenses. However, architects often make these decisions
in isolation, without receiving any feedback or early-
stage security input. This absence of feedback means that
poor design choices might go unaddressed, potentially
introducing vulnerabilities that are only discovered later
during costly and time-consuming penetration testing.
Providing early feedback is essential to help architects
make informed, secure design choices from the start,
reducing vulnerabilities and improving overall security.

Upon reviewing the list, we conclude that issues 2 and
3 arise from the initial stages of penetration testing. During
these early steps, penetration testers must adopt an attacker’s
mindset to identify valuable components of the system and
create attack scenarios for identifying vulnerabilities. It is
obvious that generating these attack scenarios in the early
phases of penetration testing requires significant expertise
from the testers, which can also make the process both time-
consuming and costly. On the other hand, problems 1 and
4 are also relevant and arise from a common source. Both
issues are due to a lack of security considerations in the early
phases of the SDLC. This oversight leads to the transfer of
vulnerabilities from the design phase to the later phases, where
they are lately discovered during penetration testing.

IV. RESEARCH PLAN

In the previous section, we described the problems that
motivate our current research. In this section, we state our
research questions, followed by the initial ideas we have for
addressing them.

A. Research Questions (RQs)

We express our research concern through three distinct
research questions (RQs) as follows:

RQ1 How can architectural penetration test cases be gener-
ated based on architectural models during the design
phase? As briefly discussed previously, one reason that
makes the penetration testing process complicated, highly
time-consuming, and costly, and also dependent on the
tester’s experience and expertise, is the initial phase of
penetration testing: designing appropriate attack scenar-
ios. Through the first research question, our goal is to
simplify this process by creating penetration test cases
based on the architecture in the design phase. This will
not only assist pen testers with pre-designed test cases but
also serve as a starting point for creating secure software
architecture in our subsequent research. Apart from that,
prior to the mentioned main RQ, we aim to point out the
question ’Do software architectural models provide good
enough information for penetration test case generation?’
as a side research question in this part.

RQ2 How can the generated test cases be prioritized to fa-
cilitate penetration testing efforts? During penetration
testing, prioritizing test cases helps security professionals
focus on the most critical vulnerabilities, especially when
time and resources are limited or when the target system
is complex with numerous test cases. This process not
only improves the effectiveness of penetration testing by
identifying the most urgent threats, but it also can be used
to provide valuable insights for software architects when
designing secure architecture. The ranked test cases can
serve as complementary leverage to provide precise feed-
back, helping architects make informed design decisions
to enhance the system’s security.

RQ3 How can generated test cases be used to identify secu-
rity risks and rate architectural models based on their
security levels? Software architects typically design the
architecture by making a set of design decisions, which
ultimately affects the overall software quality, especially
security. In this research question, we aim to provide
software architects with recommendations on the design
decisions made, explicitly focusing on security. This will
help the development process by addressing security
issues at the architectural level, preventing them from
being overlooked until later phases. This goal will also
address the issue of late uncovered security breaches by
finding and mitigating them in the early design phase.

Figure 1 shows how target research questions are integrated
into the standard Software Development Life Cycle. While
the demonstration adheres to the typical software development
process, the approach is generally fed by architectural models.
Consequently, it can be effectively applied to various method-
ologies where software architecture plays a role.

B. Preliminary Strategies

RQ1. How can architectural penetration test cases be
generated based on architectural models during the
design phase?
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Fig. 1. Integration of Target Research Questions into the SDLC.

To generate penetration test cases, the first crucial step
is to identify the available resources and analyze them to
create potential attack scenarios. This initial phase, known as
the information-gathering step, involves collecting as much
information as possible about the system being tested. The
information-gathering phase can be approached from two
different perspectives: The white-box approach, involves col-
lecting and analyzing existing development artifacts such as
software architecture, and the Black-box approach, which
entails gathering information from public sources such as
product, technical, or functional descriptions using tools like
port scanning, recording, and sending bus messages [16].

In our case, we will stay with the white-box approach to
analyze the software architecture to achieve the goal. Hence,
to address RQ1, we will employ three different strategies,
as follows, each increasing in complexity, and we expect to
increase productivity as well.

Strategy 1. Threat Modeling-based Strategy We aim to
use threat modeling techniques to generate penetration test
cases through this strategy. Jürgen et al. [17] highlight the
advantages of employing threat modeling in the context of
automotive cybersecurity. Their findings indicate that threat
modeling can be effectively employed to generate threat sce-
narios, attack scenarios, conduct risk assessments, and serve
other valuable purposes in this field. The idea involves two
diverse phases: (1) Performing Threat modeling based on the
architectural models, (2) Utilizing thread modeling artifacts,
like attack trees, to generate penetration test cases.

Besides, as one further interesting sub-question, we intend
to explore which threat modeling technique(s) could improve
the generation of penetration test cases from architectures.

Strategy 2. LLMs-Empowered Strategy Recently, LLMs
have greatly contributed to improving various cybersecurity
tasks, such as vulnerability detection and penetration testing

[19], [20]. Through this strategy, we plan to incorporate LLMs
into the early phases of the SDLC to generate architectural
penetration test cases. To the best of our knowledge, this ap-
proach will be the first to utilize LLM technology specifically
for the task of generating penetration test cases from archi-
tectural models. Consequently, beforehand, the question ’Can
LLMs contribute beneficially to the generation of architectural
penetration test cases?’ should be examined. This is another
research line we would like to focus during this strategy.

To achieve this, we propose to initially tackle the problem
with an algorithm that does not involve LLMs. The goal is
to generate test cases based on input architectural models
using collections such as the Common Weakness Enumeration
(CWE) [21], the Common Attack Pattern Enumeration and
Classification (CAPEC) [22], and the Common Vulnerabilities
and Exposures (CVE) [23]. CWE is a community-developed
list of common software and hardware weaknesses that can
lead to vulnerabilities, CAPEC is a comprehensive dictionary
of known attack patterns that describe the techniques attackers
use to exploit vulnerabilities and CVE is a list of publicly
disclosed cybersecurity vulnerabilities.

Once we developed the algorithm and confirmed its positive
results — indicating that generating penetration test cases
from architectural models using these resource collections is
feasible — we will proceed to analyze how we can utilize
LLMs to enhance the generation process. In this context,
LLMs could either completely replace certain aspects of the
algorithm or be used to improve specific parts of it. This
integration is anticipated to make our approach more scalable,
efficient, and accurate, while also expanding the range of test
coverage. Furthermore, the developed algorithm could serve
as a valuable comparison baseline to evaluate the new LLM-
empowered approach and demonstrate its beneficial contribu-
tions.

Strategy 3. Hybrid LLMs-Empowered Strategy Tuned
with Threat Modeling Artifacts Since collections like CWE
and CAPEC document security weaknesses and attack paths
across the general cybersecurity domain, independent of spe-
cific domains of concern, incorporating LLMs into the pen
test case generation process using in a way that proposed in
the second strategy, may keep the model relatively general
that leads us to receive broad responses from the model, irre-
spective of the particular domain of concern, the automotive
domain. Thus, we expect the model to produce penetration
test cases that are relevant to the overall cybersecurity context
through the second strategy.

Given this limitation, we propose a third strategy focused
on narrowing the LLMs’ focus down to the domain of au-
tonomous vehicles. In simpler terms, our main idea is to
develop a hybrid solution based on LLMs that are tuned using
threat models specific to autonomous vehicles and guided by
prompt engineering techniques. This specialized approach will
help the model concentrate on our target domain of concern,
produce more accurate penetration test cases with better cov-
erage, and ultimately enhance its overall performance.



RQ2. How can the generated test cases be prioritized
to facilitate penetration testing efforts?

The definition of penetration testing highlights the clear
relationship between penetration test cases and vulnerabilities.
The primary goal of the penetration testing process is to
uncover existing vulnerabilities through the use of these test
cases. By understanding this relationship, we can prioritize the
test cases based on the vulnerabilities they address.

Several factors can influence the prioritization of a vulnera-
bility and its corresponding penetration test case. These factors
may include severity, likelihood of occurrence, remediation
cost, and other relevant contextual elements. However, to the
best of our knowledge, there is currently no formal method
to systematically calculate these factors at the model level. To
address this gap, we propose using historical data to establish
appropriate values for these attributes.

In summary, to answer our research question, we aim to de-
velop an algorithm that can automatically prioritize penetration
test cases based on their severity, using historical data. For our
preliminary data, we suggest utilizing the National Vulnera-
bility Database (NVD), which extends the CVE database by
providing additional metadata for each vulnerability, including
CVSS scores (severity ratings) [24].

RQ3. How can generated test cases be used to identify
security risks and rate architectural models based on
their security levels?

The design of software architectures permanently raises
an essential question for software architects: is the designed
architecture secure? Are the design decisions made secure, or
are there more secure alternatives available? However, many
software architects often lack in-depth knowledge of security,
making it challenging to address these concerns during the
design phase, which can lead to poor, insecure architectures.

To address this issue, through this RQ, we plan to assist
software architects by comparing and rating architecture al-
ternatives based on their attack surface complexity. We will
utilize generated and ranked penetration test cases derived
from our previous research questions (RQ1 and RQ2) to
identify the most security-sensitive aspects of the architectures.
This process will allow us to assess the corresponding design
decisions and evaluate the attack surfaces. Our goal is to
provide valuable insights in the form of a recommender
system to assist software architects in making more informed
decisions regarding security.

V. BENEFITS

From both industrial and academic perspectives, the study
addresses a critical gap in the software development lifecy-
cle by empowering software architects with practical secu-
rity skills and insights. Architects often lack deep security
expertise, making it challenging to make informed design
decisions that proactively mitigate vulnerabilities, resulting

in more secure software architecture. This approach supports
architects by providing actionable security recommendations
during the early architectural design stages, enabling them to
embed security into their designs from the outset. Moreover,
the approach offers significant value to penetration testers
by generating preliminary penetration test cases derived from
the architectural model, the most crucial layer of a software
system. In addition to these benefits, this method brings
security considerations into the early phases of the software
development lifecycle, contributing to a ”security by design”
philosophy and bridging the gap between penetration testing
and design phase.

VI. RELATED WORK

Security by design, the concept that refers to integrating
efforts and security measures in the early stages of software
development to identify and mitigate security incidents early
on, making the software more reliable at a lower cost and with
less effort, has always been a topic of interest among both
industry and academics in the software engineering direction.

Tobias [25] conducted a doctoral proposal on a some-
what relevant direction within the CPS domain to target the
experience-based and no-feedback loop problem of penetration
testing and software architecture design by modeling attacker
behavior to tackle them. Ralf et al. [26] developed a meta-
model for analyzing attackers and system vulnerabilities to
generate attack paths more effectively. They created models
for both attackers and vulnerabilities to analyze and create
attack paths based on the system’s architectural models. These
models are established based on well-known vulnerability
classifications such as CWE, CVE, and CVSS. Another study
by the same authors [27] suggests a method for generating ar-
chitectural attack paths through the construction and traversal
of attack graphs. In comparison to their earlier study, the attack
graph now includes all vulnerabilities unless they possess
specific filtered properties. Haralambos et al. [28] introduce
an attack graph-based approach for generating attack paths
and predicting cyber-attacks using recommender systems. The
primary objective of this research is to identify attack paths and
demonstrate how a recommendation method can be utilized to
classify future cyber-attacks for risk management purposes.
In addition to those studies mentioned above, several other
research has been conducted to leverage asset-centric threat
modeling techniques to resolve the same problem. In [29], the
authors focused on the automotive domain and introduced a
new approach for identifying attack scenarios. They utilized
the STRIDE (spoofing, data tampering, repudiation, infor-
mation disclosure, denial of service, and elevation of privi-
lege) threat modeling technique and carried out Attack Tree
Analysis (ATA). This tree-based approach aims to identify
potential attack strategies that an attacker may use against
the system under test. The study [30] has been conducted to
address the experience-based drawbacks that uses knowledge
of existing security attacks on vehicles to automate the security
testing process. Lastly, Jürgen et al. [16] present an approach
for generating penetration test cases by leveraging Hazard



Analysis and Risk Assessment and attack trees as a threat
modeling technique.

Despite the outstanding contributions already made in this
area such as attack path generation, attacker capabilities
modeling, and vulnerability modeling, there still remains a
lack of a design-level feedback loop that could benefit from
these advancements to assist software architects in making
secure design decisions which is our ambitious focus part in
our planned research. Apart from that, supporting penetration
testers with some preliminary pen test cases generated from
architectures is another line we would like to achieve.

VII. CONCLUSION

This paper presented our idea on integrating security consid-
erations into the early phases of the SDLC. We identified three
major problems associated with typical penetration testing
which mostly is conducted late in the process, as well as one
design level issue that leads to the discovery of vulnerabilities
in later phases, resulting in remediation being both timely
and costly. These problems motivated us to emphasize the
importance of incorporating security measures during the
initial steps of the SDLC.

To address this, we introduced our plan to generate
architecture-based penetration test cases, prioritize them based
on their severity, and then utilize them to evaluate the com-
plexity of attack surfaces in different architectural alternatives,
assisting architects toward more secure architecture design
accordingly. In this light, we formulated three distinct research
questions and proposed our preliminary ideas to tackle them.
Lastly, we demonstrated the significant benefits that this study
would have from both industrial and academic points of view.

In terms of evaluation, we aim to adopt a case study-based
approach that involves test case generation, prioritization, and
feedback mechanisms in the context of autonomous vehicles.
We will measure key performance indicators such as accuracy,
precision, recall, and overall effectiveness in identifying and
mitigating vulnerabilities. Additionally, we will create a com-
parison between our proposed approach and similar existing
methods by benchmarking the results from the case study.
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