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1 Summary

Authenticating at Augmented Reality head-mounted displays (HMD) usually requires users
to select their (6 digit) PIN on the virtual PIN pad once they start using the AR glasses.
Unfortunately, the PIN entry can easily be observed. Past research has proposed fully
shoulder surfing-resistant authentication schemes and some of them have also been applied
and evaluated in the AR context. We had a closer look at “Things”, a recognition-based
graphical password scheme and (a) identified several shortcomings both with the scheme as
well as with the methodology of previous evaluations; and (b) noticed that due to the virtual
screen in AR HMD, it is worth studying whether there are grid sizes that fit better for this
context than others. Consequently, we performed a between-subject lab study (N=126)
evaluating three different combinations of grid size and length of the secret.We found that
a grid of 10 images displayed in two rows showed small advantages but from the qualitative
data, we conclude that the best overall usability can be reached by offering personal choice.
Thus, users should be able to decide on their preferred grid size and length of secret.

2 Introduction

When authenticating at Augmented Reality (AR) glasses, currently, users see on their virtual
screen a PIN pad and are asked to enter their six digit PIN by selecting the corresponding
numbers with their finger. While observers cannot see the screen, they can observe the hand
movement (either manually or by video recording) and use this information to deduce the
PIN (see Fig. 1). As it is not possible to hide the hand movement similarly to when entering
a PIN at an ATM, shoulder-surfing resistant authentication schemes [20] are required for
AR glasses.

This problem was already identified by Düzgün et al. [9]. The authors propose to use
Things - a graphical recognition-based authentication scheme for which the secret consists
of several images which are displayed among distractors in a randomized order. The Things
scheme solves the shoulder surfing issue, but also allows taking advantage of the benefits of
graphical passwords being more memorable than textual passwords such as PINs1. The au-
thors conducted a first user study evaluating the schemes’ usability with promising results.
However, the prior proposal as well as the conducted user study come with some shortcom-
ings which we address with our adopted Things AR scheme and our usability evaluation.

With respect to the authentication scheme, the main differences are (for a complete list
and justifications see Section 4): (1) Three mandatory training rounds during the regis-
tration phase (and optionally more if needed) to ensure users understand how to use the
scheme; (2) Ten tries before the trial ended (both during the third training round as well
as during the authentication); (3) Different approach for image selection: only one image
per semantic group on one grid rather than per grid only images from the same semantic
group; (4) Option to display the selected images before confirming that this secret should
be considered which is possible as only users see the virtual display; (5) The images in the
grid are arranged more horizontally instead of vertically to better fit the aspect ratio of the
users field of view.

With respect to the methodology, the main differences are (for a complete list and
justifications see Section 5.6): (1) All participants got the same set of images as secret to
increase the internal validity; (2) Questions about users’ perception were added.

1Graphical authentication leverages the pictorial superiority effect [24].
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Figure 1: Shoulder-surfing a password in AR: a) observe the input, b) register the position
and order of inputs c) match the registered input to the standard pin pad and d) reconstruct
the password.

Düzgün et al. [9] decided to go with a five image secret and a grid size of 16 images (to
reach a similar security level as the default six number PIN). However, given the shape of
the AR virtual screen it is not obvious that this is the best fit for the AR context - which
was also acknowledged by the authors. With the aspect ratio of the HMD being different to
standard displays, we aim to find the best fit for a grid size. Accordingly, as we wanted to
keep the security level of a six-digit PIN, the length of the secret had to be altered along side
the grid size. Therefore, besides fixing some issues with the scheme and the methodology, we
see our main contribution in studying different combinations of secret-length and grid-size
(i.e., 8 secrets with grid size 6, 6 secrets with grid size 10, 4 secrets with grid size 32). Our
main research question therefore is:

• Which of the three settings performs best regarding effectiveness, efficiency, and sat-
isfaction?

For potential users to adopt the scheme, their perception of it is equally important as the
captured metrics, henceforth, we also aimed to examine the general perception of graphical
authentication schemes [34, 33].

Our results show that all three grid sizes perform very similar in terms of effectiveness
and satisfaction. Regarding efficiency, grid size 10 performs best. Analyzing the perceived
usability, we could not detect big differences between the grid sizes, indicating that grid
size and length of secret is objective to personal preferences of the users. Consequently, to
reach maximum usability, different grid sizes and secret lengths with a similar security level
should be made available to users to select their preferred choice.
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3 Related Work

In order for an authentication scheme on augmented reality (AR) devices to be fully shoulder-
surfing resistant, it is necessary, according to Länge et al., [20] that no information is leaked
from observing. Therefore it does not matter how often the entry of the secret is observed
and how it is captured, either by direct observation or by video recording. We first discuss
existing proposals for authentication on augmented reality glasses as well as virtual reality
(VR) head mounted displays. Note, we also consider those for VR because it is likely that
a scheme proposed for VR can be easily adopted for AR.

Numerous authentication schemes have been developed for augmented reality (AR) [28],
each with distinct features and considerations in terms of resilience to shoulder surfing and
usability. These authentication schemes can be categorized in knowledge-based, biometric
and token-based schemes. Since token-based schemes require a second device to be car-
ried around, and biometrics have drawbacks in terms of privacy and reliability , we focus
on knowledge-based schemes, which are also often required as a fallback, even when an-
other type of authentication is used. Among knowledge-based schemes we identified two ap-
proaches to achieve full shoulder-surfing resistance, (1) using randomization and (2) schemes
based on challenge-response.

Schemes based on challenge-response [8, 30] are rather complex and time-consuming to
authenticate, as demonstrated in the user study conducted by Wang et al. [30] where the
lowest average authentication time was 24.46 seconds.

A simpler approach is to use schemes that use randomization like randomized pin pads.
There are multiple examples where the input mechanism varies slightly [3, 14, 19, 26, 31, 32].
For instance, Li et al. [18] proposed a scheme utilizing the touchpad of Google Glass,
head movements, or verbal commands for PIN input. Another approach involves shuffling
keyboards into random positions for text-based passwords [3, 19]. Although these schemes
are fully resistant to shoulder surfing, they do have usability shortcomings, particularly in
terms of password memorization, as they are all based on either numbers or text. Moncur et
al.[22] conducted a comparison study between PIN and graphical passwords, with graphical
passwords demonstrating superior performance.

There are some shoulder-surfing resistant graphical authentication schemes for AR and
VR. Funk et al. [11] presented a recognition-based scheme for AR, where virtual objects
are randomly positioned in a room and selected by looking and dwelling at the object to
select it. Länge et al. [20] analyzed knowledge-based VR schemes to determine whether they
meet the requirements for full shoulder-surfing resistance and conducted a usability study
of the schemes that fulfill the requirements. Only a few of them are fully shoulder-surfing
resistant. One of these schemes is Roomlock [12], which employs 3D objects positioned
in a virtual room, similar to Funk et al. [11] but with a laser-pointer for selecting the
objects. Länge et al. [20] proposed own fully shoulder-surfing resistant schemes for VR
based on randomization. One of these schemes, Passimoji, is a graphical scheme similar to
a randomized PIN field but emoji are used instead of numbers. Their study showed that
2D schemes like Passimoji have a significantly shorter authentication time compared to 3D
schemes like RoomLock.

Thus we see most potential in 2D graphical authentication schemes. An extensive study
by Mayer et al. [21] in 2014 compared several graphical authentication schemes, revealing
”Things” to be the most effective among all examined schemes. The Things implementation
used by Düzgün et al. [9] mentioned in the introduction is a fully shoulder-surfing resistent
AR adaptation of the original Things.
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4 Scheme Description

The scheme we used for this study builds upon the scheme [9] used for their study. Both
schemes are based on “Things”[21], a recognition-based graphical authentication scheme
which leverages the benefits of the pictorial superiority effect. The underlying idea of
“Things” evolves around the fact, that instead of passwords, users authenticate with the
help of a secret, consisting of different images. Users need to recognize the images from their
secret on several grids containing various distractor images as well as one of the images of
the secret, as illustrated in Figure 2. The images for each grid are different and for each
sign-in their order is randomized making the scheme fully resistant to shoulder-surfing.

Figure 2: The secret being formed by different input from grid

For Things AR, the scheme we used in the study, we enhanced the scheme from [9] by
implementing the changes as outlined in the following:

First, we implemented a mandatory training phase to make sure users understood how
the scheme worked. Additionally, this training phase served as a step to let participants get
used to the interaction with the Hololens. Current literature on AR refer to different number
of training sessions ranging from three to ten rounds [27, 31, 16]. We opted to mandate at
least three training rounds and gave participants the option to repeat the training as often
as they liked. In the authentication rounds, participants needed to submit the correct secret
within ten tries, as recommended by [7], to lock users out after ten failed authentication
attempts. We also changed the images in one grid so that no two images look similar on the
same grid, to reduce the risk of confusing participants by too similar images. In the original
scheme the images on each grid were thematically related to each other, e.g. a grid of fruit
images with the secret being an apple. The option to display the input before submitting
was also added, to provide feedback to the participants to confirm their selection.
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5 Methodology

5.1 Research Goal

Recognition-based graphical authentication schemes can be configured in different ways
to reach the default security level of a 6-digit PIN by using a larger or smaller grid and
correspondingly a shorter or longer number of secrets. To the authors’ knowledge, the effect
of different combinations of grid size and number of secrets has not yet been studied. As
the virtual screen in the AR context and the interaction with it is different from well-known
desktop and mobile contexts, we believe it is worth investigating this effect for the AR
context. Therefore, our first research question is as follows:

RQmain: How do different grid sizes influence the usability of recognition-based graphical
authentication on the Hololens?

There are clear advantages of using recognition-based graphical authentication schemes,
independently of the used settings, in the AR context (shoulder-surfing resistance; the better
memorability of images compared to numbers). However, it might be that potential users
have subjective doubts which one would need to address before introducing such a scheme
for the AR context. Therefore, our second research question is as follows:

RQcontext: How do users perceive the recognition based graphical authentication in the
AR context?

To answer these research questions, we designed and conducted a user study comparing
three different grid sizes (32 images, 10 images, and 6 images). The details of the study are
described in the remainder of this section.

5.2 Study Design

Recruitment We required our participants to meet two requirements, i.e., being at least
18 years old and not suffering from poor eyesight. If participants chose to counter poor
eyesight by using contact lenses, they were also allowed to participate. The usage of glasses
was not allowed to prevent potential injuries from using personal glasses and the Microsoft
Hololens on top. We recruited participants through various channels. Firstly, we used snow-
ball sampling by making announcements to fellow researchers at our university, through so-
cial media channels, and reached out to several organizations associated with innovative and
digital technologies in proximity to our institutions campus. Secondly, we distributed leaflets
at several public places, such as cafes, restaurants, small stores, or public transportation
stations.

Data Protection & Ethics In cooperation with the data protection officer of our uni-
versity, we created information about the usage of the collected data, conforming to recent
GDPR, which we presented to participants at the beginning of the study to inform partici-
pants about their rights and the usage of their collected data.

Our institution does not require approval by an IRB, but we took the most care when
designing the study. Fatigue or general discomfort when using any AR device can occur,
but we informed participants that in such a case they were allowed to put down the device
and would still be paid their participation fee. Due to the COVID-19 pandemic, we took
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several hygiene measures, such as providing gloves, disinfecting the study devices after each
participant and wrapping the glasses into plastic, which was renewed for each participant.
Participants were offered a compensation of 15 euros for their efforts, which included the
time for participating in the study and potential travel to the study destination. The
compensation represents a payment above minimum wage in Germany. The participants’
compensation was paid using bank transfer, as our institute mandates this way of paying
participants. The necessary process was approved by the data protection officer of our
institution. Participants were also given the option to waive the compensation, which two
participants did. One due to privacy concerns (we needed to collect their IBAN in order to
transfer the money) and one stated personal reasons.

5.3 Study procedure

A between-subject design was used and the full study procedure is illustrated in Figure 3.
In the subsequent paragraphs, we provide a more elaborate explanation of the key steps and
major processes comprising the study procedure.

Figure 3: Flowchart illustrating the study procedure

Informed Consent & Data Protection Information. The study commenced with
participants being greeted and seated, after which they started the study on a computer
using an online questionnaire. Participants were presented with an informed consent for
and the data protection regulations.

Questions about prior AR experience. The participants’ prior experience with aug-
mented reality/virtual reality (AR/VR) was assessed.

Participant Instructions. Participants received detailed instructions on paper, specifi-
cally tailored to the grid size of their group. These instructions covered general information
about the Microsoft Hololens 2 and AR, as well as information about graphical passwords
and their security. The scheme and study processes were extensively explained using both
text and pictures. This was done, so that all participants had a good understanding of
the scheme’s working principles and differences in this regard between participants were
minimized.

Training Phase. To familiarize participants with AR and the input process on the
Hololens, a training phase was conducted. Participants were shown their password and
told to memorize it. Overall there were three training rounds. During the first two training
rounds, participants were allowed to make errors, such as inputting the wrong password.
Moreover, the correct image in each grid was highlighted with a red framing (see 4). In these
two rounds, the correctness of the input was not checked, as these rounds were intended for
the participants to familiarize with the AR input motion.
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Figure 4: Highlighting of correct image in the first two training rounds.

However, in the third round, participants were required to input the correct password
to proceed and no highlighting was present. Participants had a total of ten attempts for
this round, in order to advance to the actual authentication phase. If participants failed
to authenticate within ten tries, they were excluded from the study. After completing the
training phase, participants were given the option to repeat the training if they desired.

Authentication Phase. The authentication phase also consisted of three authentication
rounds2 and followed the same regulation as the final round of training. Therefore, no
highlighting of the correct image was given and participants had ten attempts for each of
the authentication rounds.

SUS and open questions. Once all authentication rounds were completed, participants
were asked to continue with the online questionnaire. The System Usability Scale (SUS) was
employed to assess the participants’ perception of the usability of the scheme. Additionally,
open-ended questions were posed to gather feedback on participants’ likes, dislikes, and their
willingness to use the scheme further in AR and other contexts.

Demographics. We also collected some demographic information from our participants,
namely their age, preferred gender, questions related to their technical expertise, if they are
enrolled in university and if they need glasses.

Participant Reimbursement & Farewell. Finally, participants were thanked for their
participation and asked to fill out the forms confirming their participation with their banking
details (IBAN). Shortly after that, these forms were handed over to the finance department
and the participants were paid by bank transfer.

2An extensive graphic illustration of the practical phase of participants with the Hololens is shown in the
appendix A.
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5.4 Pre-Study

We decided to test the implementation of the scheme and the study procedure in a pre-
study. We recruited 21 participants in total to test the implementation and procedure
for each of the grid sizes (seven participants for each grid size). During the pre-study,
we collected feedback, which led to the adjustment of several settings in the application
and the Hololens itself, such as brightness, hologram-to-eye distance or the point at which
the Hololens registered user input (so to speak the depth at which one has to position
their finger). We also implemented the option for participants to show their input before
submitting by clicking on a dedicated button3. As a result of the pre-study we reworked the
participant instructions to clarify the authentication steps, as many participants perceived
the initial version of this instruction to be rather extensive and not intuitive. Finally, we
replaced some of the images in the grids, to avoid possible misunderstandings and confusion
as a few of the depicted objects were initially quite similar.

5.5 Data Analysis

The data analysis was performed using a mixed methods approach. The quantitative data
was collected using the Hololens and the SUS questionnaire. From the Hololens, we collected
several metrics of data namely the duration of each step, how often each button was pressed,
which images were selected by the participants and if that image matched the password or
was adjacent to the correct image. The data was extracted from the Hololens after each
participant, saved in a unique file and then deleted from the Hololens. Qualitative data was
collected using an online questionnaire as described before.

The mapping of data collected with the Hololens and from the online questionnaire
was performed after the data collection was completed. We mapped both sources of data
based on the timestamps related to each point of data to correctly combine the usage data
from each participant’s interaction with the Hololens and their collected data from the
online questionnaire. Once the mapping was complete the timestamps were deleted and
the combined data was shuffled to further anonymize the data. Once all participants were
paid, the list containing their personal information was also deleted, so that no possibility
of connecting one’s personal data with the collected study data was possible.

The three major categories to evaluate usability, effectiveness, efficiency, and satisfaction
were captured as follows. The effectiveness was measured by (a) the number of incorrect
images selected, (b) the number of corrections made, and (c) the success rate. Efficiency
was captured as (a) the time required to successfully authenticate and (b) how many repet-
itive displays of the given secret were needed for participants to memorize it, captured by
inspecting how often participants pressed the repeat button during sign-up. If participants
choose to correct their input or submitted a wrong password, the time for each attempt was
added until they successfully authenticated. The system usability scale was used to assess
the satisfaction rate of participants.

The same process was used in the analyses of the quantitative data for each captured
variable. First outliers that were 1.5 times the interquartile range (IQR) over the third
quartile (Q3) or below the first quartile (Q1) were inspected manually using the screen
recorded video of the user interacting with the Hololens. If it was apparent that the par-
ticipant didn’t understand the study instructions, their complete recorded data (both from

3In the course of the main study we also examined the perception of the addition of this feature, which
was proven to be well perceived by 72% of participants.
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the Hololens and the online questionnaire) was excluded from the analysis. After removing
these outliers, we tested the variable for normal distribution by performing a Shapiro Wilk
test and manually checking the histograms. If the results were normally distributed we
performed an ANOVA analysis, if not then we performed a Kruskal-Wallis test. If either
ANOVA or Kruskal-Wallis reported significance a post-hoc t-test or Mann Whitney U-test
with Bonferroni-Holm correction was performed to make pair-wise comparisons between the
grid sizes.

The qualitative data was analysed using an inductive coding approach [25, 29], performed
by two members of the research team. Initially, both reviewed 30% of the collected data and
created codes to capture the themes in the content. Afterwards, they met and discussed
the identified codes, their criteria of application, as well the explanation of each code. They
also discussed the categorization of codes into several thematically distinct categories into
which the codes were orchestrated. This process was conducted separately for each question
that was analyzed to maintain clarity and structure. The full codebook can be found in
appendix B. Subsequently, both coders re-applied the revised codebook to the whole data.
The coded data was afterwards compared to detect disagreements in the application of
codes. All disagreements were then solved by discussion between the two coders. These
results were then discussed and approved by the remaining members of the research team.

5.6 Differences to the study conducted by Duezguen et al.

Although this work is based on the study conducted by Düzgün et al. [8], there are notable
differences in both methodology and the implementation of the scheme. This section pro-
vides a detailed explanation of these differences and the rationale behind them. A major
difference in terms of methodology lies in the provision of participant instructions, that
were handed out to the participants during the study. These instructions contained detailed
step-by-step explanations of the scheme and the study procedure, aiming to enhance partic-
ipant understanding. We assigned every participant for each grid size the same password,
to enhance comparability and reduce possible effects caused by different images being easier
or harder to memorize. To aid participants in memorizing their password, in the first two
rounds of training the correct image on each grid was highlighted with a red frame, which
was inspired by [23, 2, 17]. By mandating at least one successful authentication we could
guarantee that participants were able to memorize their assigned password, which was also
implemented in similar studies such as [13, 1, 23, 6]. Instead of using a dedicated app, in the
case of [9] “Hololens Tips”, we mandated the participants to perform three training rounds
as already explained. This provided both the possibility of participants to accommodate
themselves with the interaction with the Hololens as well as helping them memorize the
secret. We also opted to show the participants their assigned password and removed the
buttons allowing them to go back and fourth during sign-up, to reduce cluttering the inter-
face. Another modification was made to the grid sizes and password length to accommodate
different conditions in our study. In [9], the grid size was fixed at 16 with a password length
of 5. The authors of [9] pointed out, that in order to optimize the usability of the scheme
the number of displayed images per grid should be changed. As we wanted to examine the
influence of different grid sizes and secret lengths on the perceived usability, we decided to
create different versions of the proposed scheme. In a first step we created versions with
extreme values in regard to the grid size and secret length, while still maintaining the same
theoretical password space. As a result of the pre-study an optimized version, settled in
between these two extreme versions was created. Consequently, the study consisted of the
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following three versions: 32 images per grid with a password length of 4, 10 images per grid
with a password length of 6, and 6 images per grid with a password length of 8. To compare
the three variations with each other, all the combinations of grid size and password length
are chosen in a way that the password space is 106 like in the original things scheme. This
corresponds to a 6-digit PIN and is according to Florencio et al. [10] enough to protect
against online attacks. Due to the online-offline gap, a significantly larger password space
would be required to further increase the security of the scheme. Additionally, we adjusted
the grids to be more rectangular instead of squared. This change was made to better fit the
field of view of the Hololens, enhancing the user experience (see Figure 5).

Figure 5: Comparison of aspect ratios of the Hololens 2, the grid of size 32 of this work and
the grid size of 16 with buttons below the images from [9].

Moreover, we eliminated the option to go back to the previous grid or restart the authen-
tication process at any point. Instead, users needed to input the whole password again. This
way the graphical user interface was less cluttered, as no additional buttons were needed.

6 Results

6.1 Sample description

In total 126 people participated in the main study, from which 121 were included for the
analysis4. Five were excluded due to the following reasons: in two instances the provided
study equipment, namely the Microsoft Hololens 2, crashed, rendering the results from these
participants unusable. One of the participants failed to authenticate in the training phase
and two participants misunderstood the study instructions, which both led to exclusion.

4We calculated the minimal amount of participants to be able to draw statistical sound conclusions as
111, using G*Power, expecting an effect size of 0.3, with 1− β as 0.8.
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From the remaining 121 participants 80 identified as men, 40 as women and one preferred
not to say. 62 participants were between 18-25, 43 between 26-35, nine between 36-45, five
between 46-55, one between 56-65, and one above 65 years old. Every participant was from
the city where our institution is located and 73 were enrolled at a university. 73 stated that
they have had experience with AR or VR devices in the past, whereas 49 did not have any
prior contact with these devices before to the study. From the participants that have had
prior experience with AR or VR the vast majority (43%) stated that they no longer use AR
or VR, only use it very rarely (34%) or rarely (16%). In total just five people stated to use
AR or VR occasionally to regularly. Regarding their technical expertise 88 participants self-
categorized themselves as rather helping others with their computer problems, 26 stated they
would rather receive help from others with computer problems, and seven did not specify.

6.2 RQmain: How do different grid sizes influence the usability of
graphical authentication on the Hololens

Regarding RQmain, our findings indicate that there were only minor differences concerning
the usability across the grid sizes. As mentioned in section 5.5, to objectively assess usability
we analyzed the metrics effectiveness, efficiency and satisfaction, as demonstrated in Table
1.

Table 1: Distribution of key metrics to assess usability.

Effectiveness Efficiency Satisfaction
Grid
Size

Success
rate

Wrong im-
ages

Corrections
made

Authentication
time

Repeat button
pressed Sign-up

System Us-
ability Score

6 grid 0.99 (0.05) 0.02 (0.08) 0 (0) 15.2s (2.85) 0.68 (0.65) 86.16 (7.97)
10 grid 1 (0) 0 (0) 0.02 (0.07) 13.47s (2.64) 0.68 (0.53) 84.25 (9.59)
32 grid 0.99 (0.04) 0.006 (0.04) 0.03 (0.09) 16.42s (6.78) 0.38 (0.58) 87.56 (7.26)

Total 0.99 (0.04) 0.008 (0.06) 0.01 (0.07) 15.03s (4.62) 0.57 (0.6) 85.99 (8.37)

Regarding the metrics for effectiveness we observed minor differences between the grid
sizes, but we found no statistical significant differences. For grid size 10 the success rate
was 100%, therefore no image was selected wrong but two corrections were made before
submitting the password. The authentication in grid size 6 and 32 had a success rate of
99% with three and one wrong entered images, respectively. In grid size 6 no corrections
were made before submitting and in grid size 32 three corrections were made.

To investigate the efficiency, we analyzed the time until successful authentication (see
Figure 6). A Shapiro Wilk test and histogram analysis indicated non-normally distributed
data for grid size 32 (W = 0.828, p = .001). A subsequent Kruskal-Wallis test suggested
significance (H(2) = 6.010, p = .047, η2 = 0.0347), and a post-hoc analysis using a two-
sided Mann-Whitney U test with Bonferroni-Holm correction found significant differences
between grid sizes 6 and 10 (u = 548.0, p = .031, η2 = 0.081,). This indicates grid size 10
has significantly lower authentication time than grid size 6.

11



Figure 6: Authentication time

Regarding the amount of users that pressed the “repeat” button during sign-up to view
the password again at least once, a Shapiro Wilk test (W = 0.591 − 0.619, p < .001) and
histogram indicated that this data is not normally distributed (see Figure 7), leading to a
Kruskal-Wallis test that showed significance (H(2) = 10.021, p = .007, η2 = 0.06797). A
post-hoc analysis with the Mann-Whitney U test and Bonferroni-Holm correction revealed
significant differences between grid sizes 32 and 10 (u = 540, p = .012, η2 = 0.078) as well
as between grid sizes 32 and 6 (u = 586.5, p = .022, η2 = 0.060). On average users of grid
size 32 pressed the “repeat” button during sign-up 0.38 times in comparison to users from
the groups grid size 6 and 10, both pressing the button on average 0.68 times.
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Figure 7: How often the participants looked at the password again during sign-up for each
grid size

In terms of satisfaction, captured by SUS scores all grids were rated as “excellent”, with
a score ranging from 84.25 to 87.56, according to [5]. After a Shapiro Wilk test indicated
that the data for grid size 6 (W = 0.941, p = 0.035 ) and grid size 10 (W = 0.918, p = .007)
are non-normally distributed, a Kruskal-Wallis test was performed and found no significant
differences between the grid sizes (p = .322).

Summary RQmain. In summary, the quantitative data displays only statistical differences
regarding the metric efficiency. Metrics for effectiveness and satisfaction only show minor
differences, none of them achieving statistical significance. The quantitative data suggests
grid size ten as the fastest having the shortest authentication time and grid size 32 as the
easiest to memorize as users needed the least amount of repetitive displays of their secret
during sign-up.

6.3 RQcontext: How do users perceive graphical authentication on
the Hololens?

Answering RQcontext we assessed the qualitative data captured in the online questionnaire
using an open-coding approach.First, participants were asked, what they liked and disliked
about the scheme. Afterwards, they were given the option to leave further remarks.

Table 2 displays the distribution of the most relevant code-categories created to capture
positive aspects stated by the participants, for a complete overview please refer to the code-
book in the appendix (Appendix B). 54 of the participants directly attributed good usability
to the scheme and 44 described it to be easy to learn. A high perceived feeling of security
was reported by 17 participants and 14 also reported the scheme to be efficient. Only a few
participants addressed the aspects of gamification (12), inclusivity (10) or novelty (7). Not
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Table 2: Distribution of positive code categories.

Usability Learnability Security Efficiency Gamification Inclusivity Novelty

54 (43.9%) 44 (35.77%) 17 (13.8%) 14 (11.3%) 12 (9.75%) 10 (8%) 7 (5.6%)

related to graphical authentication in general but rather specifically the version of the things
scheme they used, eight participants liked the image selection and respective nine partici-
pants stated positive aspects about the study design decisions in general or the graphical
design decisions in the application. Interesting to highlight is the fact, that 55 participants
either directly named or described the concept of graphical authentication as a beneficial
aspect of the scheme, as it was perceived helpful in memorizing one’s password. The under-
standing of the graphical authentication concept was made clear through phrases like “An
image or object sequence is easier to remember than a number sequence. ” (participant 33)
or “I think it is good to work with visual images, because it is sometimes easier to remember
a coherent context of images than a sequence of numbers and/or letters.” (participant 120).

Table 3: Distribution of negative code categories.

Exclusivity Inefficiency Insecurity Uncomfortable

30 (24%) 28 (22.7%) 18 (14.63%) 13 (10.5%)

In total we captured a lot less negative feedback from the participants. The negative
aspects that were mentioned most frequently is “Exclusivity” indicating graphical authenti-
cation to be difficult for different demographics, such as elderly people. The most mentioned
aspect about exclusivity refers to the cognitive demand involved with GA. Cognitive demand
includes aspects such as requiring more attention to find the correct images than entering a
password or PIN where users may become accustomed to certain patterns. Another promi-
nent factor we captured regarding exclusivity are the required motor skills involved with
selecting the image, which was named by eight participants. The authentication time needed
was mentioned by 28 participants, which is double the amount of the mentions of the posi-
tive counterpart (“Efficiency”). 18 participants expressed a perception of “insecurity” and
13 expressed the process to be “uncomfortable”. The UI design decisions were criticized by
three participants and 15 participants highlighted negative aspects about the study designs,
such as the use of a random password instead of user-selected images, and that corrections
could only be made by re-entering the entire password. Nine participants criticized grid-size
related aspects. One participant from group grid size 10 and four participants from group
grid size 32 expressed, that the grids contained too many images. In contrast, three partic-
ipants from group grid size six and one participant from group grid size 32, the largest grid
size, expressed a desire for more images on the grid.

Despite the critique, when asked whether they would use graphical authentication in
the future in an AR/VR context the vast majority (87.8%) expressed willingness to do so.
Even more impressively, 64% expressed interest in using it outside of the AR/VR domain,
namely on their smartphone (13.5%) in general (12.7%) or on a computer (9.5%). However
these results might be affected by social desirability.
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Examining the qualitative data with regards to the specific grid sizes, we were unable
to detect a trend for one of the grid sizes. Grid size 32 was attributed both negative and
positive aspects more often than the other grid sizes with regards to efficiency. Similarly,
grid size 10 was attributed to “inclusivity” the most, while simultaneously being attributed
to “exclusivity” also the most of all the grid sizes. The following overview displays the
distribution of the various codes to the grid sizes:

• “Usability” was attributed more often to grid size 32 (23 times) compared to grid size
six (17 times) and ten (14 times).

• ”Learnability” was attributed to grid sizes six and 32 more frequently, with 16 and
respective 17 mentions in comparison to grid size ten with 11 mentions.

• ”Efficiency” favored grid sizes ten (5) and 32 (7) in comparison to grid size six (2).

• ”Inefficiency” was also more frequently attributed to larger grid sizes (grid 6: 7; grid
10: 9; grid 32: 12).

• “Inclusivity” was very evenly distributed with three to four participants mentioning
this aspect for each of the grid sizes (grid 6: 3; grid 10: 4; grid 32: 3).

• “Exclusivity” was addressed more frequently in grid sizes ten (12), grid size six (11)
in comparison to grid size 32 (7)

• “Security” was attributed to grid size 10 (10) much more frequently than to grid 6 (3)
and grid 32 (4).

Summary RQcontext. In summary, the analysis of the qualitative data shows a diverse
perception of the graphical authentication scheme, indicating that the perception is shaped
by personal preference. Participants didn’t agree on the scheme being inclusive or exclusive,
with each side offering understandable arguments. Similarly, there was also no consensus
towards the authentication time being fast or slow. Although more participants expressed
negative stances towards the two before mentioned metrics, no overall conclusion can be
drawn as less than a quarter of participants expressed these believes. In terms of perception
towards security there is also no consensus, as nearly the same amount of participants
expressed positive and negative feelings towards perceived security. Regarding the effect of
grid size on the qualitative data, no effect could be detected.

6.4 Further Findings

Regarding the authentication time we could find a small learning effect for grid size 32, as
seen in figure 8.
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Figure 8: Learning effect for different grid sizes regarding authentication time

From the general oral feedback we received during and after the study, we realized that
there was a strong disagreement between participants regarding the settings we set for the
Hololens. While some people liked the distance at which the grids were projected others
noted different opinions on that matter, with some people stating they would prefer the
grid to be closer and some preferring it to be further away. Another point of critique that
was mentioned several times, was the depth at which the Hololens recognizes an interaction
as submitting information, e.g. selecting an image from the grid. While some participants
stated that they would prefer this point to be closer to them, other expressed discontent as
the current setting was too close for their preference and the interaction felt too ”sensitive”
for their liking.

With our sample consisting of 80 men and 40 women, the influence of gender was also
examined5. In terms of effectiveness (success rate) we found no significant differences, with
means of 0.994 (standard deviation: 0.039) for men and 0.994 (0.04) for women. The means
for the System Usability Scale were also very similar, ranging from 85.03 (8.79) for men,
to 87.63 (7.14) for women. Regarding the authentication time we noticed slight differences,
with an average authentication time of 15.64s (5.18) for men and 13.87 (3.01) for women,
that proved to be not significant according to a Kruskal-Wallis test (H(2) = 3.486, p =
.175, η2 = 0.01259).

We also examined the potential influence of prior experience with AR/VR but found no
significant differences with a Kruskal-Wallis test (p > .335). 73 participants stated to have
had prior experience with AR/VR, while the remaining 48 did not. No effect on effectiveness
(0.997 (0.03) vs. 0.990 (0.05)), efficiency (15.06s (4.39) vs. 14.99s (5.01)) or satisfaction
(86.03 (9.04) vs. 85.94 (7.32)) could be determined. The effect of technical expertise 6 was

5For the influence of gender we excluded people who preferred not to state their gender, as it was only
one person who did so.

6Captured by a self-rating to one of the two options: (1) I rather help others with their computer problems
(2) I rather receive help from other with my computer problems
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also examined with a Kruskal-Wallis test, but no significant differences could be found in
any of the three metrics (p > .155). The differences in effectiveness (0.997 (0.03) vs. 0.981
(0.07)), efficiency (14.26s (6.92) vs. 15.38s (4.49)) and satisfaction ((1) 85.60 (8.64) vs.
87.41 (7.37)) are only minimal.

The effect of education7 also proved to have no influence. As a Kruskal-Wallis test found
no significant differences (p > .118). Effectiveness for people enrolled in university (0.997)
is similar to the ones currently not enrolled (0.989), students authenticated slightly slower
than non-students with an average authentication time of 15.58s (5.21) compared to 14.10s
(3.50) and gave slightly higher SUS-scores – 86.25 (8.14) vs. 85.59 (8.96).

7 Discussion

The results of the study show that all three variants of the things authentication scheme
perform similarly in terms of effectiveness (success rate ≥ 99%) and user satisfaction (av-
erage SUS ≥ 84.25). However, we found a significant difference for efficiency (the average
authentication time). The group using a grid size of 10 needed only 13, 47s which was signif-
icantly faster than grid size 6 (15, 19s). This suggests grid size 10 should be preferred over
grid size 6. Although there is no significant difference in efficiency between grid size 32 and
grid size 10, grid size 32 performed much slower with an average of 16.42s but it’s standard
deviation is also much higher (6.78 vs. 2.64). The reason for this might be, that authenti-
cation time can vary a lot, depending on the time users need to find the correct image on
the large grid8. Keeping this in mind, one should also prefer grid size 10 over grid size 32 in
terms of authentication time. On the other hand, the participants in the group using grid
size 32 had to look significantly less often at the images to memorize them compared to grid
size 10, as the secret is only four digits long compared to six. This indicates that grid size
32 has advantages in terms of memorability and therefore it might be preferred depending
on the use case, since we could not show any significance in the other metrics between grid
sizes 32 and 10. Comparing the grid sizes with objective measurements along side the three
dimensions of usability, effectiveness, efficiency and satisfaction, we can conclude, that the
detected differences were minimal with only efficiency bearing significant differences.

Analysing the qualitative data, no clear preference for one of the grid sizes could be
detected. Although several codes were assigned more often to grid size 32 in comparison
to the other grid sizes no preference can be determined here, as both negative and positive
aspects for the same measurement were attributed to grid size 32 the most. Similarly, users
from the group grid size 32 mentioned usability most, but simultaneously grid size 32 received
the most grid size related critique. Condensing down the findings from the qualitative data
we conclude, that the preference for a grid size is highly depended on personal preferences, as
some users seem to prefer larger grid sizes and shorter passwords, so they have to memorize
less and have to search longer to find the correct image and vice versa. However as the
study was between-subject and not within-subject, no precise statement about preference
can be made.

Grid size 10 being perceived as the most secure, may be due to the general familiarity
from users from the standard PIN-pad consisting of ten options. This in combination with

7Captured by asking participants if they were enrolled in university.
8The correct image is randomly placed on one of the 32 options on the grid, so the authentication time

greatly depends on where the image is and where the users starts searching.
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a password length of six digits, in contrast to the most common used PIN-length of four
digits [4], may lead to participants perceiving this grid size as the most secure.

As most of the measurements are very similar, only showing slight differences apart
from authentication time proven to have significant differences we conclude, that the grid
size has only a small influence on usability of graphical authentication on the Hololens. The
differences mainly seem to be due to personal preferences. To cater to these preferences we
advise potential adopters and developers to do one of the following:

(1) Adjust the grid size according to the expected user base and their preferences, which
may be difficult to determine, as technical expertise, prior experience with AR/VR and
gender, all don’t seem to have an influence on usability, as described in Section 6.4.

(2) A more generally applicable solution would be to give user the option to choose their
preferred grid size layout. Important to highlight in the second case would be that all of
these grid sizes are equally secure as they all have the same password space of 106.

Regarding the overall perception of graphical authentication on the Hololens the results
prove to be very positive. An average SUS-score of 85.99 indicating excellent usability and
more than half of the participants addressing good usability directly in the qualitative data
shows graphical authentication is well received. Nearly half of the participants directly
and indirectly addressing the underlying concept of graphical authentication as beneficial
in comparison to standard passwords further cements that claim.

Nearly 90% of participants expressing they would use graphical authentication in the
future in AR/VR and nearly two thirds also in a different context outside of AR/VR (mainly
smartphone) also shows broad acceptance of graphical authentication outside of our specific
use case.

Interestingly thrice as many participants assess graphical authentication as exclusive
over inclusive, with the most given arguments being “cognitive demand” (21) and “motor
skill requirements” (9). The relative large amount of participants mentioning “cognitive
demand” may be due to the unfamiliarity and novelty of graphical authentication for them.
They are probably more familiar with standard passwords and have developed strategies to
memorize these passwords already, whereas they have not done so with graphical passwords.
At least some of this critique will most likely decrease as users become more familiar with
AR in general and graphical passwords as well. Regarding “motor skill requirements” is not
exclusive to graphical authentication but rather to the interaction with the Hololens itself,
different input methods, which are also available on the Hololens, such as eye-gaze, voice-
input or eye tracking could help with this. In summary, graphical authentication was very
good perceived by the participants of our study with the positive codes being attributed far
more often than the negative codes. We were able to detect some points of critique regarding
the exclusivity, which at least partly could be due to the AR device we used in the study
and the general novelty of the graphical authentication concept. Nonetheless, there is still
room for improvement.

The comparison to the study Duezguen et al. conducted is interesting, although is
difficult to compare both studies directly due to methodological difference. The average
authentication time in their study amounted to 32.2s (9.39), experiencing a steep learning
effect reducing the average authentication time from 40 seconds in the first round to 25
seconds in the third. As all of our examined grids performed far better in terms of efficiency,
we conclude that the inclusion of a mandatory training phase in which participants were
already exposed to the scheme was a beneficial addition. Moreover, the success rate for all
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our proposed grid sizes was also improved compared to the study by Duezguen. We argue,
that this might be due to our proposed change in the selection of images, reducing possible
confusion due to similar images on one grid. Finally, all our proposed grid sizes were rated
remarkably higher regarding user satisfaction by comparing their respective SUS-scores. We
argue, that matching the grid sizes to the aspect ratio to the Hololens (changing the grid
arrangement from vertically stacked to horizontally aligned) and reducing the buttons in
the interfaces themselves to a minimum may have aided the usability, resulting in higher
SUS scores.

7.1 Limitations and Future Work

The majority of participants were quite young, with age groups 18-25 (62) and 26-35 (43)
representing 87% of participants, is a limitation to generalizability of this study. While
these age groups are most likely the target group of AR it would still be interesting to
examine the usability and perception with elderly people, especially wrt. to the claims of
exclusivity. Sadly the small sample size of participants older than 36 (16 in total) doesn’t
allow for generalization. As one of the main points of critique was found to be about
motor skill requirements and one possible solution we proposed to cope with that is to
try different input methods such as gaze or eye tracking it would be interesting to see if
elderly people more frequently report (a) motor difficulties, (b) slower authentication time,
(c) worse success rate and (d) lower SUS-scores.

No effects based on education, prior experience with AR/VR or technical expertise could
be determined. On this regard we need to highlight, that these effects were not the pri-
mary objective of this study and were only captured using simple questions from the online
questionnaire. For future work it would be interesting to investigate some of this effects in
greater detail.

We also excluded people wearing glasses from participating, due to ethical and legal
reasons. Nonetheless it would be interesting to examine if perception and usability changes
when the Hololens is used while also wearing glasses.

Participants being assigned a password and not given the option to self select a password
was done for security reasons, as people tend to select similar images ([15]) when given the
option. This may have had an influence on memorability and could explain the different
amount of times people pressed repeat during sign-up to be shown their password once
more. To confirm this, the aspect of memorability would have to be further investigated.
On this regard it would also be interesting to investigate the effect of long-term usage
towards usability and perception, as we could already detect a small learning effect wrt.
authentication time.

Our design decision to not group images based on object type together on one grid also
forms a limitation to security, as this makes the scheme more vulnerable to social engineering
attacks, as users can more easily communicate their password to others [21].

Lastly, the AR device used, Microsoft Hololens 2, and the settings we decided on for this
study represent several limitations. Using a different device may have yielded different re-
sults, as well as implementing different settings inside the application. Due to comparability
reasons we opted for specific settings alongside the recommendation provided by Microsoft9

but changing these settings or even making it possible for participants to adjust them to
their liking may produce different results.

9https://learn.microsoft.com/en-us/windows/mixed-reality/design, Last accessed on 14 Feb. 2024
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8 Conclusion

This research aims to investigate the influence of different grid sizes on the usability of
graphical authentication on the Hololens. Therefore we adapted the Things scheme, pro-
posed by [21], and created three different versions with different sized grids and password
lengths, while still maintaining the same password space 106. To investigate potential dif-
ferences between these versions and the overall perception we conducted a between-subject
lab study with 126 participants. We logged the participant’s usage data from the Hololens
and also captured qualitative feedback by using an online questionnaire. To assess potential
influences on usability we performed several statistical tests on the collected data in the
usability categories effectiveness, efficiency and satisfaction. The qualitative data was anal-
ysed using an open coding approach. We found that the grid size only has a small influence
on the usability of graphical authentication on the Hololens, mainly wrt. to efficiency, pre-
ferring grid size 10. We found that personal preference of the users plays a central role in
usability and should be catered to in future implementations. A potential solution for that
would be to offer user a personal choice of preferred grid size and length of the secret, while
still maintaining the same security level. The general concept of graphical authentication
was very well received with an excellent SUS-score of 85.99. Participants strongly expressed
willingness to use graphical authentication in future AR/VR context and even in different
contexts, such as on their smartphone. We also detected some complaints mainly wrt. to
graphical authentication excluding certain demographic such as elderly people. We argue
that this perception might be due to the AR context in which participants experienced
graphical authentication in this study. Finally, we proposed potential directions for future
research, such as investigating different input methods or addressing a specific target group
such as elderly people.

In summary, while graphical authentication in general was very well perceived we did
only find minor influences of grid size on the usability. We believe that personal preference of
users plays a central use in usability. That’s why we encourage researchers to replicate this
study and investigate the influence of different personal preference metrics in more detail.
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A Scheme Procedure

Figure 9: Extensive Flowchart of the things scheme used in the study.
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B Codebook

Code Description 6 grid 10 grid 32 grid Total
POSITIVE-
Codes

Lernability
All cases, where somebody describes that they perceived the 
procedure as fast/easy/quick to learn 16 (39%) 11 (26,8%) 17 (41,47%) 44 (35,77%)

Usability All cases, where a good usability is described 17 (41,47%) 14 (34,1%) 23 (56,01%) 54 (43,9%)
Picture 
Selection

All cases, that emphasize on positive attributes of selected 
pictures 1 (2%) 4 (9%) 3 (7,3%) 8 (6,5%)

Graphic 
Recognition

All cases, that mention the better memorizability of graphical 
passwords versus classic passwords / good memoriabilty in 
general 17 (41,47%) 21 (51%) 17 (41,47%) 55 (44%)

Security
All cases that describe a high perceived security (either in 
general or in comparison to PIN/Passwords) 3 (7,3%) 10 (24%) 4 (9%) 17 (13,8%)

Inclusivity
All cases that describe inclusive factors which come into play 
using this scheme 3 (7,3%) 4 (9%) 3 (7,3%) 10 (8%)

Gamification All references to gamification attributes 4 (9%) 3 (7,3%) 5 (12%) 12 (9,75%)

Good Graphic 
Design

All references regarding positive aspects of graphic design 
decisions 4 (9%) 2 (4,8%) 3 (7,3%) 9 (7,3%)

Good Study 
Design

All references to good aspects about general study design 
decisions (e.g. explanations, setup, …) 5 (12%) 1 (2%) 3 (7,3%) 9 (7,3%)

Efficiency
All references stating the efficient usage of procedure 
(general and in comparison) 2 (4,8%) 5 (12%) 7 (17%) 14 (11,3%)

Novelty
All references regarding novelty of procedure (can be in 
comparison to existing schemes) 2 (4,8%) 4 (9%) 1 (2%) 7 (5,6%)

NEGATIVE - 
Codes

Exlusivitiy

All cases where it is mentioned that the scheme may not be 
usable for different demographic (e.g. old people) - cotains 
motoric difficulty, mental requirements, … 11 (26,9%) 12 (29%) 7 (17%) 30 (24%)

Bad Graphic 
Design All references about negative graphic design decisions 2 (4,8%) 1 (2%) 0 3 (2%)

Inefficiency
All references stating the inefficient usage of procedure 
(general and in comparison) 7 (17%) 9 (21,9%) 12 (29%) 28 (22,7%)

Uncomfortable
All cases that described experienced inconvenience and 
uncomfortableness. 2 (4,8%) 6 (14,6%) 5 (12%) 13 (10,5%)

Bad study 
Design

All cases that highlight negative aspects of study parameters 
(technical and logical nature) 7 (17%) 3 (7,3%) 6 (14,6%) 15 (12,1%)

Grid Size 
Related

All references to negative aspects noted that are related to 
the grid size the interviewee used 3 (7,3%) 1 (2%) 5 (12%) 9 (7,3%)

Insecurity
All references to bad feelings/Perception regarding the 
security 6 (14,6%) 6 (14,6%) 6 (14,6%) 18 (14,63%)

Willingness to 
use 

Usage in 
Future AR/VR 
context- yes

All references that expressed willingness to use graphical 
authentication in the future in an AR/VR context 37 (90%) 33 (80%) 38 (92%) 108 (87,8%)

Usage in 
Future AR/VR 
context- no

All references that expressed no willingness to use graphical 
authentication in the future in an AR/VR context 4 (9%) 8 (20%) 3 (7,3%) 15 (12,2%)

Usage in 
Future other 
context - yes

All references that expressed willingness to use graphical 
authentication in the future in a different context 27 (65,9%) 26 (63,4%) 25 (60,9%) 78 (63,4%)

Usage in 
Future other 
context - no

All references that expressed no willingness to use graphical 
authentication in the future in a different context 14 (34,1%) 15 (36,6%) 16 (39%) 45 (36,6%)

Figure 10: Codebook with all captured codes, their description and frequency.
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