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Summary

Non-classical systems, as a broad category of computational paradigms ex-
tending beyond classical computing, hold immense potential to revolution-
ize the field of computing. Whether we consider quantum computing, which
offers superpolynomial speedups for certain problems, or machine learning
approaches, which already outperform classical techniques in various appli-
cation areas, these systems demonstrate significant advantages over their
classical counterparts.

However, this additional computational power comes at the cost of in-
creased complexity. Quantum mechanics, the foundation of quantum com-
puting’s speedup, is notoriously difficult to understand. Similarly, inter-
preting and understanding the decision-making processes of large machine
learning models is a complex challenge. This inherent complexity, combined
with their deployment in resource-intensive or even safety-critical scenarios,
makes non-classical systems a prime focus for reliability analysis.

In this thesis, we explore methods to classify and enhance the reliability
of such systems across various levels of abstraction.

Main Contributions

In this thesis we present five main contributions: 1) We identify and char-
acterize similarities regarding the verification of non-classical systems, 2)
We present four classes of analyzability for non-classical systems, 3) We
show how fault-tolerant architectural patterns can be used to increase the
reliability of quantum computing systems, 4) We present an approach for
the formal verification of hybrid quantum software and 5) We derive up-
per bounds for the rounding errors in quantum simulators. All of these
contributions add to the reliability of non-classical system in some sense.

Similarities regarding Verification of Non-Classical Systems We
argue that non-classical systems share several common properties that pose
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significant challenges to their verification. In this context, we identify and
discuss seven such key challenges and outline strategies to address them.
To provide concrete insights, we focus on two representative examples:
machine-learning systems and quantum systems, highlighting the similari-
ties in their verification requirements.

Classes of Analyzability We present four classes of analyzability for
non-classical systems, designed to encapsulate varying levels of assurances
achievable through formal methods. These classes serve as a framework for
evaluating and characterizing the reliability of a system at the architectural
level, enabling the identification of potential inconsistencies and guiding the
design towards improved dependability.

Fault-Tolerant Architectural Patterns for Quantum Computing
The immense potential of quantum computing in the Noisy Intermediate-
Scale Quantum Era (NISQ Era) is severely hampered by the inherent error-
prone nature of quantum devices. Current quantum hardware is susceptible
to gate and measurement errors, which can drastically reduce the reliability
of quantum computations. One promising avenue to address this challenge
on an architectural level is using fault-tolerant architectural patterns, which
have proven effective in other domains. These patterns leverage redundancy
to detect and mitigate errors. We adapted these principles to the quantum
domain, where unique properties such as superposition and entanglement
have to be taken into account. We investigate potential sources of redun-
dancy in quantum components, how fault-tolerant architectural patterns
can be applied to them, and evaluate the impact of these patterns on the
overall reliability of quantum circuits. Our evaluation results indicate that
the application of fault tolerance patterns in this domain is highly promis-
ing.

Formal Verification of Hybrid Quantum Software Quantum cir-
cuits, and consequently quantum software, are inherently complex and un-
intuitive. This complexity makes them an ideal candidate for formal ver-
ification, which can guarantee that a desired property holds for a given
program. However, the verification process itself can become prohibitively
complex, particularly when dealing with systems as intricate as quantum
systems.

We propose a method for the fully automatic verification of small in-
stances of hybrid quantum software using existing and familiar verification
tools. This method relies on a property-preserving translation of quan-
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tum circuits into a classical host language. The resulting program, written
entirely in the classical host language, allows the application of any ver-
ification tool designed for that language. Since the translation preserves
properties, verifying the translated program is equivalent to verifying the
original quantum circuit.

By embedding circuits into the host language, this approach inherently
supports the verification of hybrid quantum software. We demonstrate that
both the translation process and the verification of the translated program
can be performed fully automatically. Our approach is shown to be appli-
cable to a range of well-known quantum algorithms.

Bounding Rounding Errors in the Simulation of Quantum Circuits
Since current quantum devices are still highly error-prone, simulating quan-
tum circuits is the de facto standard during development. Simulators offer
several advantages: they are free from NISQ-era errors, more readily acces-
sible, and provide debugging capabilities that are physically impossible to
realize on real quantum devices. However, simulators introduce their own
type of errors: they rely on finite-precision floating-point arithmetic, which
contrasts with the real-valued arithmetic of quantum physics, leading to
rounding errors that can alter simulation results.

We demonstrate that rounding errors in the simulation of quantum cir-
cuits can be bounded in terms of the number of qubits and gates in the
circuit. Furthermore, we refine this bound to be independent of the num-
ber of qubits, relying instead on the size of the largest gate applied in
the circuit and the total number of gates. Additionally, we present a com-
putable variant of this bound that remains valid even when computed using
floating-point arithmetic. Our evaluation of the presented bounds across a
wide range of gates and qubits shows that these bounds are sufficient to
rule out significant rounding errors for a substantial portion of simulated
circuits.

Conclusion We present several approaches to increase the reliability of
non-classical systems, with a particular focus on quantum computing sys-
tems. The proposed methods span a spectrum of analysis techniques, rang-
ing from architectural-level approaches to formal analysis at the source code
level, thereby addressing reliability challenges across multiple levels of ab-
straction.






Zusammenfassung

Motivation

Nicht-klassische Systeme, die als eigene Klasse von Systemen verstanden
werden konnen, besitzen ein enormes Potenzial, die Informatik grundle-
gend zu revolutionieren. Egal ob Quantencomputer, die superpolynomielle
Geschwindigkeitsvorteile fiir bestimmte Probleme versprechen, oder maschi-
nelles Lernen, das in vielen Anwendungsbereichen bereits klassische Tech-
niken tbertrifft — diese Systeme zeigen deutliche Vorteile gegeniiber klassi-
schen Equivalenten.

Die zusétzliche Ausdrucksstéirke solcher Systeme geht jedoch mit einer
erhohten Komplexitit einher. Die Quantenmechanik, die Grundlage fiir den
Geschwindigkeitsvorteil des Quantencomputings ist, gilt als extrem schwer
verstandlich. Ebenso ist Verstandlichkeit und Interpretierbarkeit fiir groffen
Modelle beim maschinellen Lernen eine Herausforderung. Diese inhéren-
te Komplexitat, kombiniert mit dem Einsatz in ressourcenintensiven oder
sogar sicherheitskritischen Szenarien, macht nicht-klassische Systeme zu ei-
nem perfekten Anwendungsgebiet fiir verschiedenste Arten von Zuverlas-
sigkeitsanalysen.

In dieser Dissertation untersuchen wir Methoden, um die Zuverlassigkeit
solcher Systeme auf verschiedenen Abstraktionsebenen zu klassifizieren und
zu verbessern.

Hauptbeitrage

In dieser Arbeit présentieren wir funf wesentliche Beitrége: 1) Wir identi-
fizieren und charakterisieren Gemeinsamkeiten hinsichtlich der Verifikation
von nicht-klassischen Systemen, 2) Wir stellen vier Klassen der Analysier-
barkeit fiir nicht-klassische Systeme vor, 3) Wir zeigen, wie fehlertolerante
Architekturpatterns genutzt werden kénnen, um die Zuverlédssigkeit von
Quantencomputersystemen zu erhéhen, 4) Wir présentieren einen Ansatz
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zur formalen Verifikation hybrider Quantensoftware und 5) Wir leiten obere
Schranken fiir Rundungsfehler in Quantensimulatoren ab. Alle diese Beitra-
ge tragen zur Zuverlédssigkeit nicht-klassischer Systeme bei.

Gemeinsamkeiten bei der Verifikation nicht-klassischer Systeme
Wir argumentieren, dass nicht-klassische Systeme mehrere gemeinsame Ei-
genschaften aufweisen, die signifikante Herausforderungen fir ihre Verifi-
kation darstellen. In diesem Zusammenhang identifizieren und diskutieren
wir sieben zentrale Herausforderungen und skizzieren Strategien zu ihrer
Bewiltigung. Um konkrete Einblicke zu bieten, konzentrieren wir uns auf
zwei reprasentative Beispiele: Maschinen-gelernte Systeme und Quanten-
systeme, wobei die Gemeinsamkeiten in ihren Verifikationsanforderungen
hervorgehoben werden.

Klassen der Analysierbarkeit Wir stellen vier Klassen der Analysier-
barkeit fiir nicht-klassische Systeme vor, die darauf ausgelegt sind, unter-
schiedliche Ebenen der durch formale Methoden erreichbaren Garantien zu
erfassen. Diese Klassen dienen als Rahmenwerk zur Bewertung und Cha-
rakterisierung der Zuverlassigkeit eines Systems auf der Architekturebene.
Sie ermoglichen die Identifikation potenzieller Inkonsistenzen und bieten
Leitlinien fiir das Design hin zu hoherer Verlasslichkeit.

Fehlertolerante Architektur-Muster fiir Quantencomputing Das
enorme Potenzial des Quantencomputings wird in der NISQ-Ara (Noisy
Intermediate-Scale Quantum) stark durch die Fehleranfélligkeit der aktu-
ellen Quantenhardware eingeschriankt. Aktuelle Quantenhardware weist si-
gnifikante Gate- und Messfehler auf, welche die Genauigkeit von Berech-
nungen drastisch reduzieren kénnen.

Ein moglicher Ansatz zur Bewiéltigung dieser Herausforderung auf archi-
tektonischer Ebene ist die Verwendung fehlertoleranter Architektur-Muster,
die sich in anderen Bereichen bereits als effektiv erwiesen haben. Diese Mu-
ster nutzen Redundanz, um Fehler zu erkennen und zu reduzieren. Wir
haben diese etablierten Muster fiir Quantensoftware-Systeme angepasst
und erweitert. Hierbei miissen spezielle Eigenschaften wie Superposition
und Verschrinkung beriicksichtigt werden. Wir untersuchen méogliche Quel-
len der Redundanz in Quantensystemen, wie fehlertolerante Architektur-
Muster auf diese angewendet werden konnen, und bewerten deren Effizienz
bei der Verbesserung der Zuverldssigkeit von Quantenschaltkreisen. Unsere
Evaluationsergebnisse zeigen, dass die Anwendung solcher Muster in diesem
Bereich vielversprechend ist.
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Formale Verifikation hybrider Quantensoftware (Quantenschaltkrei-
se und damit auch Quantensoftware sind von Natur aus komplex und schwer
zu durchschauen. Diese Komplexitit macht sie zu idealen Kandidaten fir
formale Methoden, die garantieren konnen, dass eine gewiinschte Eigen-
schaft fir ein gegebenes Programm immer erfiillt ist.

Wir stellen eine Methode vor, die es erlaubt kleine Instanzen hybri-
der Quantensoftware vollautomatisiert zu verifizieren. Dabei verwenden wir
existierende Verifikationswerkzeuge die sich bereits fiir klassische Softwa-
re etabliert haben. Dieser Ansatz beruht auf einer eigenschaftserhaltenden
Ubersetzung von Quantenschaltkreisen in eine klassische Hostsprache. Das
resultierende Programm, das vollstandig in der klassischen Hostsprache ge-
schrieben ist, ermoglicht den Einsatz von Verifikationswerkzeugen, die fiir
diese Sprache entwickelt wurden. Da die Ubersetzung eigenschaftsterhal-
tend ist, ist die Verifikation des tibersetzten Programms gleichwertig zur
Verifikation des urspriinglichen Quantenschaltkreises.

Durch die Einbettung von Schaltkreisen in die Hostsprache unterstiitzt
dieser Ansatz die Verifikation hybrider Quantensoftware auf sehr natiir-
lich Art und Weise. Wir zeigen, dass sowohl der Ubersetzungsprozess als
auch die Verifikation des tibersetzten Programms vollstandig automatisch
durchgefithrt werden kénnen. Durch die Erfolgreiche Anwendung unseres
Ansatzes an einer Reihe bekannter Quantenalgorithmen wird seine Praxi-
stauglichkeit demonstriert.

Schranken fiir Rundungsfehler in der Simulation von Quanten-
schaltkreisen Da aktuelle Quantenhardware noch auflerst fehleranfillig
ist, ist die Simulation von Quantenschaltkreisen der de-facto-Standard wéh-
rend der Entwicklung von Quantensoftware. Simulatoren bieten mehrere
Vorteile: Sie sind frei von NISQ-Ara-Fehlern, leichter zuginglich und er-
moglichen Debugging-Funktionen, die auf realen Quantencomputern physi-
kalisch unmoglich umzusetzen sind. Simulatoren bringen jedoch ihre eigenen
Fehler mit sich: Sie basieren auf endlicher Gleitkommaarithmetik, im Ge-
gensatz zur reellen Arithmetik der Quantenphysik, was zu Rundungsfehlern
fithren kann, welche die Simulationsergebnisse verfélschen.

Wir zeigen, dass Rundungsfehler in der Simulation von Quantenschalt-
kreisen allein basierend auf der Anzahl der Qubits und Gates im Schaltkreis
beschrankt werden konnen. Dariiber hinaus verfeinern wir diese Schranke,
sodass sie unabhéngig von der Anzahl der Qubits ist und stattdessen von
der Grofle des grofiten im Schaltkreis angewandten Gates und der Gesamt-
zahl der Gates abhéngt. Zusétzlich présentieren wir eine berechenbare Va-
riante dieser Schranke, die selbst bei der Berechnung in Gleitkommaarith-
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metik giiltig bleibt. Unsere Evaluierung der préasentierten Schranken zeigt,
dass diese Schranken ausreichen, um signifikante Rundungsfehler fiir einen
Grofiteil simulierbarer Schaltkreise auszuschlieflen.

Fazit Wir priasentieren mehrere Anséatze zur Erhohung der Zuverlassigkeit
nicht-klassischer Systeme mit einem besonderen Fokus auf Quantencompu-
tingsysteme. Die vorgeschlagenen Methoden umfassen ein Spektrum von
Analysetechniken, die von architektonischen Ansétzen bis hin zur forma-
len Analyse auf Quellcode-Ebene reichen, und erlauben somit eine erhéhte
Zuverlassigkeit auf verschiedenen Abstraktionsebenen zu erreichen.
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Chapter 1
Introduction

"Classical computing is an extraordinary success story.
However, there is a growing appreciation that it encompasses
an extremely small subset of all computational possibilities."

Susan Stepney et al. in [138]

1.1 Motivation

The advent of machine learning as a major research area has revolutionized
the field of computing. Tasks that remained unsolved for years have become
tractable through innovative methodologies such as deep learning. Likewise,
quantum computing systems promise super-polynomial speedups for certain
problems, potentially unlocking application areas previously out of reach.
Both technologies share the characteristic of being non-classical systems.
While non-classical systems undeniably hold immense potential, this comes
at the cost of increased complexity and reduced comprehensibility. We
argue that these challenges make non-classical systems prime candidates for
the application of formal methods and other approaches aimed at enhancing
their reliability. In this thesis, we develop methods to address this need for
increased reliability in non-classical systems.

Non-classical systems The term non-classical system can have varying
definitions depending on context. In this thesis, we adopt a broad definition
that captures different types of non-classicality. We start by providing
examples of what we consider to be a non-classical system and what we do
not.
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As a prototypical example, we consider quantum computing systems.
Quantum computers derive their computational power from quantum phys-
ical effects that deviate from classical physics (further discussed in Sec-
tion 2.1). Without these effects, the advantage of these specialized com-
puters over classical machines would disappear. Thus, we classify them as
non-classical systems. Similarly, any type of system built around biological
models or concepts—such as neuromorphic hardware—is also considered
non-classical due to the same principles.

A different branch of non-classical systems concerns data-driven sys-
tems, most prominently deep-learning systems, which fit our definition of
non-classical systems. Their behavior cannot be fully described by their
code but rather depends on the data they are trained on, contrasting with
the hardware-based non-classicality in the prior examples. Here, the hard-
ware remains classical, but the behavior and semantics are not.

On the other hand, we do not classify cyber-physical systems as non-
classical. Although these systems operate in a physical environment, they
typically run on classical hardware with classical code, interacting with a
classical environment. Consequently, we categorize them as classical sys-
tems.

With these examples in mind, we present the following definition of a
non-classical system:

Definition 1.1 (Non-classical System). A non-classical system is a
computational system that operates beyond the traditional deterministic
and predictable frameworks of classical computing, leveraging principles,
paradigms, or architectures that extend or deviate from conventional mod-
els of computation.

By this definition, all examples mentioned above are categorized appro-
priately, allowing flexibility for a range of non-classical systems. Through-
out this thesis, this definition will serve as the reference for any discussions
of non-classical systems. Although some chapters broadly address the reli-
ability of non-classical systems, we primarily focus on quantum computing
systems. As quantum systems represent a quintessential example of non-
classical systems, the methods we propose for them can, to some extent,
be generalized to other non-classical systems—a topic we further explore in
Chapter 3.

Reliability of Software Systems The reliability of software systems
can be defined in various ways. Typically, the definition revolves around the



1.2. RESEARCH QUESTIONS 3

system’s ability to function without failure under specified environmental
conditions. Under this broad understanding, various techniques to increase
reliability are possible. For classical systems, the most well-known of these
techniques is testing. However, for reasons detailed in Section 6.1, testing
is not as efficient—if not practically infeasible—for many non-classical sys-
tems. Consequently, alternative methods must be employed to ensure their
reliability:.

1.2 Research Questions

As the reliability of non-classical systems is our overall concern, the main
research question we are tackling in this thesis is the following:

Research Question 1. What are suitable methods to increase the reliabil-
ity of non-classical systems?

All chapters of this thesis contribute to answering this overarching ques-
tion. However, as this topic is very broad, we focus on several aspects that
must be considered to successfully address it.

As a first step, we argue that, in order to apply methods to a category
of systems as diverse as non-classical systems, we must understand the
properties that they share. This leads to the following research question:

Research Question 2. What reliability-related properties are characteris-
tic of non-classical systems?

Answering this question allows us to generalize insights gained for par-
ticular types of non-classical systems to non-classical systems as a whole.
This generalization is crucial as it enables us to initially focus on specific
system types, while ensuring broader applicability of our findings.

Next, we turn to approaches that directly enhance reliability for non-
classical systems. We propose addressing this challenge at two distinct
levels of abstraction, leading to the following two research questions:

Research Question 3. How can the reliability of non-classical systems be
increased at the architectural level?

Research Question 4. How can the reliability of non-classical systems be
increased at the source code level?

For these two questions, we focus specifically on quantum computing
systems rather than addressing non-classical systems in general. Combined
with the insights gained from answering Research Question 1, we argue that
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contributions targeting a single type of non-classical system represent an
essential first step toward addressing the broader question. By answering
these questions, we aim to develop a range of methods that collectively
advance our overarching goal of increasing the reliability of non-classical
systems. We will reference research questions as RQ1 to RQ4 in the re-
mainder of this thesis.

1.3 Contributions

We address the presented research questions by providing the following
contributions:

Similarities between Non-Classical Systems Regarding Verifica-
tion We examine similarities between the verification of quantum com-
puting systems and machine learning systems. Through this analysis, we
identify and discuss seven shared challenges between these two research
areas. This contribution represents a foundational step toward answering

RQ2.

Classes of Analysability for Non-Classical Systems We propose
four classes of analyzability for non-classical systems, designed to classify
these systems based on the formal guarantees that can be provided for them.
We demonstrate how the classification of components into these classes can
guide system architects in obtaining a holistic reliability metric for the over-
all system. Furthermore, we analyze the relationships between the classes
and discuss their practical applications. This contribution addresses both

RQ2 and RQ3.

Fault-Tolerant Architectural Patterns for Hybrid Quantum Soft-
ware We adapt established architectural patterns to the context of hybrid
quantum computing systems. This involves tailoring these patterns from
their classical counterparts, detailing their instantiation in quantum con-
texts, and evaluating their effectiveness. Our results demonstrate that the
proposed patterns significantly enhance the reliability of targeted compo-
nents when applied to typical quantum algorithms. This work contributes
to answering RQ3 in the specific context of quantum systems.

Formal Verification of Hybrid Quantum Software We present a
novel approach for translating quantum circuits into a classical host lan-
guage. This method is formally proven to preserve properties, ensuring that
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the verification of the translated program is equivalent to the verification
of the original quantum circuit. Building on this theoretical foundation, we
implemented a Java-based tool that realizes this translation and demon-
strate its applicability to several well-known quantum algorithms. This
contribution marks a key step toward answering RQ4 for quantum systems.

Numerical Analysis of Quantum Circuit Simulators We derive an
upper bound for rounding errors occurring during the simulation of quan-
tum circuits. This analysis applies to a generic prototypical simulator and
depends on factors such as the number of qubits and gates in the circuit.
We propose multiple versions of this bound, including a computable vari-
ant valid under floating-point arithmetic. Through evaluation, we show
that these bounds effectively rule out significant rounding errors for a wide
range of quantum circuits. This contribution further advances our response
to RQ4 for quantum systems.

1.4 New and Previously Published Material

Significant parts of this thesis have already been published. However, ad-
ditional material has been written exclusively for this work, and previously
published material has been significantly extended to provide a more com-
prehensive treatment of the topics. Below, we briefly comment on the re-
spective chapters and their relationship to prior publications.

Chapter 2 was written entirely for this thesis and serves as a compre-
hensive introduction to the topic. Similarly, Chapter 3 was developed ex-
clusively for this thesis. A condensed version of this chapter is scheduled
for submission as a position paper.

Chapters 4 to 7 are based on material that has been previously pub-
lished. However, each of these chapters has been significantly expanded
and refined for this thesis:

« Chapter 4 builds upon the work published in [129]. While the original
publication focused on machine-learning-based systems, this thesis
generalizes the presented classes to encompass non-classical systems
more broadly.

o Chapter 5 extends the approached discussed for a single pattern in
[127] to include three fault-tolerant patterns applicable to quantum
systems. Additionally, the evaluation of these patterns has been re-
fined and significantly expanded.
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o The primary approach described in Chapter 6 remains consistent with
[91]. However, this thesis introduces the ability to prove the absence
of rounding errors in translated circuits and extends the evaluation
with additional case studies.

o Chapter 7 builds upon the bound originally presented in [90]. For
this thesis, the bound has been improved to a substantially tighter
version, and a computable variant of the bound is also introduced.
These extensions are scheduled for future publication.

1.5 Outline

This thesis is organized as follows: In Chapter 2, we introduce the funda-
mental concepts and notions that are used throughout this thesis. We then
begin addressing Research Question 2 in Chapter 3, where we analyze the
shared properties of non-classical systems concerning reliability.

Subsequently, in Chapters 4 and 5, we present our contributions to
architectural-level approaches for increasing the reliability of non-classical
systems. Following this, we focus on source code-level approaches in Chap-
ters 6 and 7, introducing methods that enhance reliability at a finer gran-
ularity.

Finally, we conclude in Chapter 8, summarizing our findings and out-
lining future research directions.



Chapter 2

Preliminaries

In this chapter, we establish the foundational concepts necessary for this
thesis. Section 2.1 introduces the fundamental principles of quantum com-
puting, focusing primarily on the mathematical framework underlying quan-
tum computations. Additionally, we explore common high-level quantum
programming languages and examine the deviations between theoretical
quantum behavior and practical implementations due to hardware-level er-
rors in current quantum computing devices. The second part of this chapter,
Section 2.2, covers preliminaries related to software verification, particularly
for Java. Here, we introduce the Java Modeling Language (JML) and the
concept of bounded model checking in Section 2.2.2, both of which serve as
the foundation for the verification approach developed in Chapter 6.

2.1 Quantum Computing Fundamentals

Quantum computing describes very broadly the field of research where com-
putations are carried out on a device that exploits quantum mechanical
effects. The most important of those effects are:

« Superposition: The fact that the system may be in multiple different
states at once.

o Entanglement: The fact that system states may be connected in such
a way that they cannot be changed independently of one another.

o Measurement: The fact that the system state is not observable di-
rectly but has to be measured. Measurements always produce a clas-
sical state and change the system to the state that was observed.

7
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Those effects stand in stark contrast to classical systems. In this the-
sis, we focus exclusively on gate-based quantum computing. Specifically,
we do not address quantum annealing [118] or measurement-based quan-
tum computing [28]. To provide the necessary theoretical background, we
introduce the fundamental concepts of quantum computing, following the
presentation in [111], beginning with a concise history of the field.

2.1.1 A Brief History of Quantum Computing

The foundations of quantum mechanics were established in the 1920s by
a group of pioneering physicists, including Max Born, Werner Heisenberg,
and Wolfgang Pauli. The term "quantum mechanics" was first introduced
in Max Born’s seminal paper 'Zur Quantenmechanik' [26]. However, it was
not until the 1980s that the potential of quantum mechanics to revolutionize
computation was first proposed. This concept is most notably attributed to
Richard Feynman, who suggested that quantum systems could be simulated
more efficiently by quantum computers than by any classical machine [60].

A few years later, David Deutsch expanded on this idea by proposing
the first quantum algorithm, which demonstrated a theoretical advantage
over classical algorithms [51]. This was followed by Peter Shor’s work in
1994, where he introduced an algorithm capable of factoring large integers
with super-polynomial speedup compared to classical methods [131]. Shor’s
algorithm was a pivotal moment in the field, as it highlighted the poten-
tial for quantum computers to solve practically relevant problems that are
considered infeasible for classical computers.

Up until this point, these theoretical advancements were not accom-
panied by practical implementations, as no physical quantum computing
devices existed. This changed in 1995 when Monroe et al. reported the
first experimental realization of a quantum gate [107]. Since then, major
technology companies and research institutions have committed substantial
resources to the development of commercially viable quantum computers
peaking in record investments in the field in the last few years.

2.1.2 Dirac notation

Dirac notation is the de facto standard for representing quantum states in
the literature. It consists of bras (y| and kets |x), which allow for a conve-
nient representation of vectors in vector spaces (the terms “bra” and “ket”
derive from “bracket”). In this notation, kets represent the actual vectors,
while bras are transposed vectors that correspond to linear mappings from
the vector space to a scalar:
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6)= (6162 0a) (9= (6162 6a)

This notation makes it easy to express the inner product (x|y), which is
identical to the scalar product of the arguments, and the outer product
ly) (x|, which can be used as a short way for writing a matrix.

(010) = (6162 dn) (1 o - W) = Gribr+ oo + -+ Suthy

1 O Py ... D1y
= (2 g [B5

In quantum computing, special kets are introduced to express quantum
states: |0) resp. |1), which correspond to the classical values 0 and 1 of a
classical bit. The special kets |0) and |1) are defined by

2.1.3 Qubit

A qubit is the fundamental unit of quantum information. Its state is de-
scribed by a linear combination, often called superposition, of the basic
states |0) and |1):

) = a|0) + (1) = (g) where a, 3 € C with |a]* + B> =1

This expression indicates that the state of a qubit is a point in a complex-
valued two-dimensional Hilbert space. The vectors |0) and |1) form an
orthonormal basis for this space, commonly referred to as the computational
basis. The ability of quantum systems to be in a superposition of basis states
is a fundamental property that distinguishes them from classical systems.
A frequently encountered superposition state is the uniform superposition:

1 1
|W>:ﬁ|0>+ﬁm'

In this case, |¥) is simultaneously in both basis states.
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Figure 2.1: The Bloch-sphere: a point on the Bloch-sphere is a visual rep-
resentation of a qubit state, source: [69]

Alternatively, the state of a qubit can be visually represented as a point
on the surface of a sphere with unit radius, known as the Bloch sphere (see
Figure 2.1). On the Bloch sphere, the poles correspond to the basis states
|0) and |1). Any qubit state can be uniquely specified by two angles, ¢ and
0. Using these angles, a qubit state can be expressed as follows:

|t) = cos (Z) |0) + €' sin (g) |1) where 6,¢ € R

The Bloch sphere representation highlights several key properties of qu-
bits. First, it shows that a qubit effectively has only two degrees of freedom,
corresponding to the angles ¢ and 6. This contrasts with the initial rep-
resentation using two complex numbers (four degrees of freedom), where
one degree of freedom is constrained by the normalization condition and
another is eliminated because the global phase of a qubit is not observable
and can thus be ignored (see Section 2.1.6). Furthermore, the Bloch sphere
provides an intuitive graphical understanding of quantum measurements,
which will be discussed later (see Section 2.1.6). However, the Bloch sphere
has a significant limitation: it cannot be generalized to represent systems
of more than one qubit, a topic that will be addressed in the next section.
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2.1.4 Multi-Qubit States

The concept of a qubit as a point in a 2-dimensional Hilbert space can
be extended to multiple qubits, where the appropriate Hilbert space has
29 dimensions, with ¢ being the number of qubits. The state of a system
comprising ¢ qubits is represented in this higher-dimensional space. For a
system with two qubits |¢) and [¢), the overall state is described by the
tensor product of the individual qubit states, resulting in a 4-dimensional
vector:

(01 02) @ (n 1a) = (enth dnts ot daila)

The normalization constraint still applies, ensuring that | |¢) | = 1 for
any valid quantum state. However, any appropriately sized vector meeting
this criterion is a valid quantum state. This notion of quantum state is
what we will consider for the rest of this thesis:

Definition 2.1 (Quantum States). A quantum state is any complex val-
ued vector ¢ € C" such that two conditions hold:

1 lqllz =1
2. n=2N with N ¢ N

More specifically, we call such a state an N-qubit state.

This reveals a key property of quantum systems: they can be in more
states than the sum of their subsystems’ possible combinations. Conse-
quently, not all n-qubit states can be expressed as the tensor product of n
independent qubit states.

For instance, consider the two-qubit state |®T) (a so-called Bell state):

%) = 12 100)

1 1 1 1
+ﬁ|11>:ﬁ ﬁ(!1>®ll>)=ﬁ

This state indicates that both qubits are either in state |0) or |1). There
are no single-qubit states |®1) and |®) such that [@F) = |P1) @ |Dy).
This is because the property that both qubits share the same value cannot
be encoded in individual qubit states, making such a state inseparable, or
"entangled."

Entanglement introduces the concept that changes to a quantum sys-
tem are not local. In classical systems, altering the value of one bit does

(10)@0))+ (1o01)"
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not affect the others. In contrast, for quantum systems with entangled
states, changes to one part of the system can influence others, reflecting the
coupling between qubits.

The state vector of a quantum system with ¢ qubits grows exponentially,
with the number of qubits ¢. This exponential growth renders even systems
with a relatively small number of qubits impractical to store and simulate
on classical computers. For example, a system with 500 qubits would have
a state vector of size 2°%° exceeding the estimated number of atoms in the
universe, and thus cannot be handled by any classical computer.

2.1.5 State Transitions

Quantum state transitions are described by unitary transformations, which
are represented by square matrices of size n = 2V, where N is the number
of qubits. These transformations, often referred to as quantum gates (see
Figure 2.2), play a central role in quantum computing. The application of
a single gate U to a quantum state |¢) is mathematically described by the
multiplication of |¢) with the corresponding unitary matrix U:

U U oo U\ (01
Uy Uz -+ Uy | | 02
U |¢> - : o : :
Un,l Un,2 e Un,n (bn
We formally define a quantum gate:
Definition 2.2 (Quantum gate). A quantum gate is a complex valued
matric G € C™" such that:

1. n =2~ with N € N
2. G is unitary: GGt = GG =1

More specifically, we call G an N -qubit gate.

In this definition G is the conjugate transpose of G. Consequently, we
are now able to define a state transition of quantum systems:

Definition 2.3 (Quantum state transitions). A state transition in a
quantum system in state g € C™ is described by a quantum gate G € C™*"
and the subsequent state ¢’ is given by ¢ = Gq.
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Although transformations can theoretically involve any number of qu-
bits, most practical quantum algorithms utilize compositions of a limited
set of typical transformations that affect only one or two qubits at a time.
This trend is likely to continue, as quantum computers are designed to
efficiently perform these widely used transformations. Moreover, any quan-
tum gate can be approximated to arbitrary precision using combinations of
gates from a universal set, which can be as small as two gates [3]. Figure 2.2
illustrates some of the most commonly used quantum gates.

The X-gate, also known as the NOT-gate, performs a bit-flip operation
on a qubit. It inverts the state of the qubit, transforming |0) to |1) and
vice versa. Mathematically, this is represented by the Pauli-X matrix. For
example, applying the X-gate to the state |0) yields:

-0 ()- )

The C X-gate, or Controlled-NOT gate, is a two-qubit gate that applies
the X-gate to the target qubit if and only if the control qubit is in the state
|1). Otherwise, the target qubit remains unchanged. This gate can create
entanglement between qubits, which we established as one of the crucial
resources for quantum computation.

The H-gate, or Hadamard gate, creates superposition by transforming
the basis states |0) and |1) into equal superpositions of these states. Ap-
plying the H-gate to the state |0) results in:

50 4)()- () - o

The Z-gate, or phase-flip gate, performs a 180° rotation around the z-
axis of the Bloch sphere. It leaves the |0) state unchanged and inverts the
phase of the |1) state. Thus, applying the Z-gate to a qubit in the state |1)
results in:

-1 -(%) -

Applying an m-qubit gate to an n-qubit system (where m < n) con-
sists of applying the m-qubit gate to the selected qubits and the identity
operation to the remaining qubits. For instance, applying an arbitrary gate
U to the second qubit in a two-qubit system is equivalent to applying the
unitary operation U’ = I ® U to the system.
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Controlled gates

An important subset of multiqubit gates are controlled gates. Controlled
gates are characterized by the fact that they conditionally apply a unitary
based on the state of one or multiple control qubits. Typically, the operation
is applied only when the control qubits are in a specific state, usually |1).
The target qubits are the qubits that the gate acts upon if the control qubits
are in the required state.

One of the most common controlled gates is the Controlled-NOT (CX)
gate. It flips the state of the target qubit if the control qubit is |1). The
operation can be described by the transformation:

CX(lo) [t)) = lo) ([t ® )),

where ¢ is the control qubit, ¢ is the target qubit, and @ denotes the XOR
operation. Other common controlled gates include the Controlled-Z (CZ)
gate, which applies a phase flip (Z gate) to the target qubit if the control
qubit is |1), and the Toffoli gate (CCX), which is a three-qubit gate where
two qubits are control qubits, and the third is the target qubit. The target
qubit is flipped if both control qubits are |1).

More generally, a controlled-U gate applies an arbitrary unitary opera-
tion U to the target qubit(s) depending on the state of the control qubit(s).
If the control qubit is in the state |1), the operation U is applied to the
target qubits; otherwise, the identity operation is applied. The mathemat-
ical representation of a controlled-U gate acting on a control qubit |¢) and
a target qubit |¢) is:

Controlled-U(|c) [t)) = |c) (U°|t)),

where U€ is U if ¢ = 1 and the identity operation [ if ¢ = 0.

Controlled gates are crucial for implementing quantum algorithms, as
they enable conditional operations and entanglement between qubits, which
are essential for quantum computation and quantum error correction. As
such controlled gates are presented in all well-known quantum algorithms
e.g. Shor, Deutsch-Jozsa, HHL.

Example

As an illustrative example, we demonstrate the creation of a Bell state,
specifically |®T), starting from a computational basis state. This trans-
formation can be accomplished in a two-qubit system by first applying a
Hadamard gate to the first qubit, followed by a Controlled-NOT (CX) gate.
The detailed steps of this process are as follows:
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Figure 2.2: Some widely used quantum gates
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The application of the Hadamard gate to the first qubit places it in a
uniform superposition. Consequently, the control qubit of the CX-gate is in
a state that is neither |0) nor |1), but rather a superposition of both. This
means that the CX-gate simultaneously flips and does not flip the target
qubit, resulting in a quantum state where the target qubit’s value depends
on the superposition state of the control qubit. Specifically, if the control
qubit is |1), the target qubit is flipped to |1); if the control qubit is |0), the
target qubit remains |0). Thus, the final state is a superposition where the
control qubit is |1) and the target qubit is |1), or the control qubit is |0)
and the target qubit remains |0).

2.1.6 Measurements

The last fundamental difference between classical and quantum computing
is the need for measurements to observe the current state of the computa-
tion. In classical computing, observing a state is as easy as reading out the
appropriate memory location. This is a very basic operation and does not
affect the memory at all. In contrast to that, observing the state of a qubit
requires conducting a measurement. Such a measurement has two effects:
It yields a classical bit as a result (depending on the state of the qubit),
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and it changes the state of the qubit to the measured basis state. Although
it is theoretically possible to conduct measurements in arbitrary bases, in
this work we only consider measurements in the computational basis. That
is, after a measurement, the measured qubit collapses into either state |0)
or state |1). For a qubit in state |¢) = «|0) + §|1), the probability of
measuring |0) resp. |1) is |a|? resp. |3]?. We already mentioned that for
the case of one qubit, a measurement can be visually represented on the
Bloch sphere as a projection onto the z-axis. This directly shows that there
are infinitely many different states that lead to the same measurement re-
sults. As a simple example, consider the two states |¢) = %(|0> + 1))

and [¢) = %(\O) — |1)). Both of those states yield 0 and 1 with equal
probability and yet clearly are different states. In a multi-qubit system, the
resulting state is additionally normalized. Take as an example a 2-qubit
state, |®) = a|00) + b|01) + ¢|10) 4+ d |11). The probability of observing
0 when measuring the first qubit in this state is pg = |a|* + [b]* and the
resulting state of the measurement is

) — a]00) + b|01)
Vl0al? + (02

correspondingly, the probability of observing 1 when measuring the first
qubit is p; = |¢|* + |d|* and the resulting state of the measurement is

&) c|10) +d|[11)
ylel® + 1d]?

The effect of the collapse of the state is especially interesting when
measuring qubits that are entangled. Consider again the Bell state |®T) =
%(|OO> + |11)). Measuring either qubit in this state yields |0) and |1)
with 50% probability. However, measuring also collapses the state into the
observed ground state such that a subsequent measurement of the other
qubit always returns the same result as the previous measurement. Thus
the measurement does not only change the value of the measured qubit but
of the entire system and thus of the second qubit as well.

The fact that not all different states result in different measurements
is best explained by the notions of relative and global phase. According
to Euler, any complex number z can be rewritten as follows: z = re'
where r = |z| and 6 = arg(z) (the argument of z). Using this, we can
represent a qubit state accordingly: 1)) = a/|0)+ 5 ]1) = r1e? |0) +rye® =
e (ry |0) 4 €'®2=%) [1)). Here, €' is called global phase while e!?2=01) s
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called relative phase. The global phase is a non-observable quantity as
there is no way to measure the difference between two quantum states only
differing in global phase. This is explained by the fact that a quantum state
can only be observed through measurement. However, as |e?| = 1 for any
01 the global phase never contributes to any measurement. Conversely,
the relative phase can be observed if the system is evolving. Consider
again the two states |¢) and [¢) which only differ in relative phase, namely
|6) = J5(1[0)+1e*7|1)) and |¢) = 5(1]0)+1e'™ [1)). If a Hadamard gate
is applied to both of these states, then they evolve to two different basis
states, despite being indistinguishable before: H |¢) = |0) and H |[¢) = |1)
thus a difference in relative phase is indirectly measurable and we have to
treat states with different relative phase as different states.

2.1.7 Quantum circuits

The most basic approach to programming quantum software is in the cir-
cuit model. This style of programming is inspired by classical circuits, in
which logic gates (like NOT, AND or OR) are applied to wires. These two
fundamental elements (gates and wires) are similarly used in quantum cir-
cuits, where for each qubit a wire is used and gates can be applied to those
wires. We already introduced the most common gates in 2.2. In a circuit,
those gates are typically represented by a square box with a corresponding
label (e.g. H for Hadamard gate):

q - H

Multiqubit gates are either drawn over multiple wires. Or, in the special
case of controlled gates, the control-qubit is marked with a special connector
(while the controlled gate is depicted on the target wire).

Y -

. | Unitary
qi1 @ — —

qo - T
qi - H
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Measurements are depicted with a meter symbol. Sometimes an addi-
tional arrow indicates to which classical wire the result of the measurement
is stored:

g — A
C:/=

Quantum circuits are read from left to right. The quantum gates are
applied in the depicted order to qubits as indicated by their positioning
on the wires. If no other state is given for a circuit we assume that the
computation always starts in the state |0...0).

As an example, consider again the creation of the Bell state ). As
shown before, this state can be obtained by first applying a Hadamard gate
to a qubit and then applying a CNOT gate for which the control qubit is
the same qubit. The corresponding circuit is shown in Figure 2.3. In this
circuit, measurements are added at the end of the circuit which would result
in measuring either |00) or |[11) with 50% probability each.

In Figure 2.4 the circuit for a slightly more complicated quantum algo-
rithm is shown. This algorithm is called quantum teleportation. The goal
of this algorithm is to "send" a quantum state between two parties given
that those parties share a Bell state. For this algorithm, we assume that
qubit qp is in an arbitrary state |W) which we would like to send to some
other party. As a first step, which is often considered to be done before the
actual algorithm, we create the Bell state |®) with qubits ¢; and ¢z. Now
assume party A has control over the first qubits while party B is somewhere
distant and has control over qubit gs. In order to "transmit" the state |U)
of qubit ¢y A first applies a CNOT gate to ¢y and ¢; and then a Hadamard
gate to go. A proceeds to measure both its qubits and then sends B the
measurement results. Note that this is a transmission of 2 classical rather
than quantum bits. B can then restore the state |¥) by applying two gates
to g9 conditioned on the classical bits A has sent. Specifically, B first applies
an X gate to ¢ if the measurement of ¢y gave 1 and then applies a Z gate
to go if the measurement of ¢; gave 1. After that g, is now in state | V).

0

2.1.8 Quantum Programming Languages

While the era of writing classical programs at the circuit level has long since
passed, the same cannot yet be said for quantum programs. Currently,
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Figure 2.4: A circuit realizing the quantum teleportation algorithm

the predominant method for writing quantum programs remains circuit-
level programming, where individual quantum gates are explicitly placed.
Although various frameworks and libraries now offer higher-level functions
for implementing common patterns—such as state preparation or quantum
Fourier transformations as reusable subroutines—a substantial portion of
quantum programming is still performed at the circuit level.

Typically, quantum programs are written using libraries within well-
established programming languages. The most prevalent examples, such as
Qiskit and Cirq, are based on Python. These frameworks operate in similar
ways, centering around a circuit object to which required gates are applied
via specific method calls.

For instance, consider the two implementations of the Deutsch-Jozsa
algorithm shown in Listing 2.1. The algorithm is implemented once in Cirq
(upper part) and once in Qiskit (lower part). Both implementations are
structurally similar: the process begins with initializing a circuit object with
the required number of qubits (here, n). Subsequently, gates are applied
by invoking functions on the circuit object. In Cirq, gates are appended to
the circuit object, while in Qiskit, the gate functions are directly called on
the circuit object. Finally, measurements are applied to the qubits.

Although this similarity is demonstrated here using two frameworks,
it holds for several others, including Braket and Q#. In summary, while
each framework offers enhancements tailored to its specific platform, circuit-
level programming remains the current standard for developing quantum
software.
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input_qubits = [cirq.LineQubit(i) for i in range(n)]

auxiliary_qubit = cirq.LineQubit (n)

circuit = cirq.Circuit ()

circuit.append(cirqg.X(auxiliary_qubit))

circuit.append(cirq.H(q) for g in input_qubits + [
auxiliary_qubit])

# Apply the oracle

circuit.append(cirq.H(q) for g in input_qubits)

circuit.append(cirq.measure (*input_qubits, key="result"))

gc = QuantumCircuit(n + 1, n)

qc.x(n)

for qubit in range(n + 1):
gc.h(qubit)

# Apply the oracle

for qubit in range(n):
gc.h(qubit)

qc .measure (range(n), range(n))

Listing 2.1: Example implementations of the Deutsch-Jozsa algorithm in
two different quantum programming frameworks: Cirq (top) and Qiskit
(bottom)

2.1.9 Noise in NISQ-era Quantum Devices

The term "NISQ-era" stands for "Noisy Intermediate-Scale Quantum" era,
a concept introduced by John Preskill [115] in 2018 to describe the current
phase of quantum computing technology. This era is characterized by the
availability of quantum processors with a sufficient number of qubits to
perform non-trivial computations, but which are still significantly affected
by noise and errors.

More specifically, Intermediate-Scale is normally considered to encom-
pass devices with tens to a few hundred qubits. These devices have more
qubits than early experimental setups, enabling more complex computa-
tions. However, they are still far from the large-scale quantum computers
envisioned for the future, which will likely need millions of qubits.

The physical realization of NISQ devices can vary widely, encompassing
technologies such as superconducting qubits, trapped ions, and photonic
systems. While the question of which physical implementation will ulti-
mately prove most effective remains unresolved, this thesis does not focus
on that determination. Instead, a key aspect relevant to several chapters
is that all NISQ devices, irrespective of their specific realization, are inher-
ently prone to various errors that impact the execution of quantum circuits.
Although the severity and nature of these errors can vary depending on the
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underlying technology, they can be broadly categorized into a few common
types:

Decoherence Decoherence refers to the loss of quantum coherence in
qubits due to their interaction with the environment (the degeneration of a
state over time). It leads to the decay of superposition states into classical
mixtures. Decoherence manifests in two main forms:

« Dephasing (Phase Damping): This type of noise causes the rela-
tive phase between the components of a superposition state to decay.

« Amplitude Damping: This noise process results in the loss of en-
ergy from the qubit to its surroundings, causing the state to decay
from |1) to |0).

Gate Errors Gate errors occur during the implementation of quantum
gates and can arise from various imperfections in the control pulses used to
manipulate qubits. Types of gate errors include:

o Overrotation and Underrotation: These errors occur when a gate
operation does not rotate the qubit state by the intended angle, lead-
ing to incorrect final states.

o Cross-talk: Cross-talk happens when the control signals intended for
one qubit inadvertently affect neighboring qubits, causing unintended
operations.

o Systematic Errors: These errors result from consistent inaccuracies
in the calibration of quantum gates, leading to biased outcomes.

Measurement Errors Measurement errors occur when the readout pro-
cess of a qubit’s state produces incorrect results. This essentially means that
the probability that a qubit is in the state |0) is incorrectly measured as
|1) and vice versa. This error arises from imperfections in the measurement
apparatus.

In the remainder of this work, we will not differentiate between those
errors and simply refer to them as noise.
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2.2 Java Specification and Verification

We briefly introduce the Java Modeling language and the concept of bounded
model checking as preliminaries for Chapter 6.

2.2.1 Java Modeling Language

The Java Modeling Language (JML) is a specification language for Java
based on first-order logic. Fundamentally, it follows the design-by-contract
paradigm. JML allows one to specify, among other things, pre-, post-, and
frame-conditions for Java programs. JML specifications are embedded di-
rectly within the source code as special comments, allowing specifications
to be added to any codebase without altering program behavior or requir-
ing additional files. FEach JML method specification, also called contract,
comprises potentially several JML clauses specifying the expected behavior
of the method. Intuitively, a JML method contract has the following se-
mantics: If a method is executed in a state where the precondition holds,
then the method’s execution terminates (without exception) in a state that
satisfies the postcondition, with only those heap locations explicitly allowed
by the frame-conditions being modified. In other words, the precondition
defines the context in which the contract must hold, while the postcondi-
tion specifies the guarantees provided after the method’s execution. JML
offers additional clauses and constructs to specify different behaviors for ex-
ecution with and without exceptions, termination conditions for recursive
functions, invariants for objects and classes, among others. For this thesis,
pre-, post-, and frame-conditions are sufficient to specify the case studies
considered.

Moreover, JML supports auxiliary specifications, including loop invari-
ants. In this work, we are particularly interested in specifying loop invari-
ants, which define conditions that must hold before and after each loop
execution. Some tools rely on loop invariants to be able to prove the cor-
rectness of loops in an inductive manner.

A simple example of a Java class specified with JML is provided in
Listing 2.2, illustrating the most relevant JML features for this thesis. This
example implements a basic list, where the list elements are stored in an
array and the list’s current size is tracked by a separate integer variable.
The list includes two methods, one for adding elements (add) and another
for checking if a specified value is present in the list (contains). Several
key features of JML are employed in these methods:

First, preconditions for method contracts are used, beginning with the
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keyword requires. An example of a precondition appears on line 18 (size
< elements.length), ensuring that the add method is only called when
the list has not yet reached its maximum capacity, thereby preventing an
index-out-of-bounds error. The postcondition, specified with the keyword
ensures, guarantees that upon method execution, the given value is stored
at the end of the current list.

Additionally, one of JML’s special operators, \old(-), is used in the
second postcondition on line 20. This keyword references variable val-
ues from the state prior to method execution. In this case, it specifies
that adding a value should increase the list’s size by one compared to its
size before method execution. Another postcondition, in this case for the
contains method (\result == (\exists int i; 0 <= i && i < size;
elements[i] == value); on line 29) guarantees that the method returns
true if, and only if, there exists an index i such that elements[i] equals
the specified value. This postcondition precisely captures the intended be-
havior of the contains method, i.e., checking whether the value is present
in the array. This demonstrates the use of quantified expressions, specifi-
cally an existential quantifier, in specifications. Additionally, both methods
include assignable clauses (e.g. assignable \nothing; on line 30), assert-
ing that the method does only change certain heap locations.

The body of the contains method includes further specification of the
loop using loop invariants (lines 34 and 35). The first invariant captures
the valid range of the loop variable, while the second invariant resembles
the postcondition of the method, a common pattern since the postcondition
must be provable after the final loop iteration. Apart from the invariant
and the assignable clause, the loop specification contains a decreases clause
(line 36), essential for proving termination. The decreases-clause requires
the specified expression to decrease with each loop iteration while remain-
ing above 0. In this case, size - i meets these criteria, ensuring loop
termination.

In addition to method specifications, the example illustrates the use of a
class invariant. Class invariants are Boolean expressions that must hold in
every publicly observable state of an instance of the class. In this example,
the array of elements is required to never be null (line 6), and the size
variable must reflect a valid size of the list according to the array’s limits
(lines 7 and 8).

JML offers many more features, but the ones presented in this example
are sufficient for all the case studies considered in this work.
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public class List {
private /*@ spec_public*/ int[] elements;
private /*@ spec_public*/ int size;

//@ public invariant elements != null;
//@ public invariant size >= 0;
//@ public invariant size <= elements.length;

//@ requires capacity > 0;

//@ ensures size == 0;

public List(int capacity) {
elements = new int[capacity];
size = 0;

/*@ requires size < elements.length;
@ ensures elements[size - 1] == value;
@ ensures size == \old(size) + 1;
@ assignable elements[size];
@x*/
public void add(int value) {
elements [size] = value;
size++;

3

/*@ ensures \result == (\exists int i; 0 <= i && i <
size; elements[i] == value) ;
@ assignable \nothing;
Qx*/
public boolean contains (int value) {
/*@ loop_invariant 0 <= i && i <= size;
@ loop_invariant (\forall int j; 0 <= j && j < i;
elements [j] != value);
@ decreases size - 1i;
@ assignable \nothing;
@x*/
for (int i = 0; i < size; i++) {
if (elements[i] == value) {
return true;
}
}

return false;

3

Listing 2.2: A simple example illustrating the specification language JML




2.2. JAVA SPECIFICATION AND VERIFICATION 25

2.2.2 Bounded Model Checking (BMC)

Bounded Model Checking (BMC) is a verification technique used to check
the correctness of software programs by systematically exploring their state
space up to a given bound. Instead of attempting to prove the correctness
of a program for all possible inputs and execution paths, BMC limits the
exploration to a finite number of steps, referred to as the bound. This ap-
proach encodes both the program and its specifications (e.g., assertions or
safety properties) into a logical formula, which is then checked for satisfi-
ability using a SAT or SMT solver. If the formula is satisfiable, the solver
can provide a counterexample demonstrating a violation of the specification
within the bound. If no violation is found, BMC provides the assurance that
the program behaves correctly up to the specified bound, though it does
not guarantee correctness beyond that limit.

Formally, the problem of BMC can be described as follows (e.g. found in
[39]). The system under investigation is modeled as a Kripke structure. A
Kripke structure is a triple K =< S, R, L > where S is a finite set of states,
L is a labeling function and R C S x S is a set of transitions. L assigns each
state a set of atomic propositions A: L : S + 24. In other words, for each
state s € S, L(s) describes the set of atomic propositions that are true in
that state. Using this notion, a model checker can be defined as a decision
procedure for K E ¢ where K is a Kripke structure and ¢ is a temporal
logic formula. If K F ¢, then the system has property ¢. Otherwise, a
counterexample can be generated.

To practically implement this decision procedure, it is often modeled as
a satisfiability problem. Bounded model checking is the idea of searching
for a program run with maximum length k, that violates a given property.
By restricting the maximum length of a run it becomes possible to encode
this problem as a formula in propositional logic. Consider as an example
the property G p given in LTL establishing p as a global invariant. Given
propositional predicates I(s), which evaluate to true if s € I and R(s1, s2),
which evaluates to true if (s1,$2) € R, we can construct the following
formula [23]:

k-1
350,51, -5 5% 1(s0) N\ R(si, 8i41) A =p(si)

=0

This formula is satisfiable if and only if there is a run of length k
which violates the property. With quantifier elimination and a Tseitin-
Transformation this formula can be transformed into conjunctive normal
form which is the standard input format for most SAT-solvers [23].
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For the concrete application of this approach to programs, several in-
termediate steps are necessary. The approach outlined here is derived from
CBMC [37], a bounded model checker for C. Initially, all loop constructs
are transformed into equivalent while loops. Subsequently, functions are
inlined, with recursive function calls inlined n times, where n is the bound.
Loops are then unwound by copying the loop body n times, each copy
guarded by an if statement with the same condition as the original while
loop. All remaining goto statements pointing backward are unwound in a
similar manner. At this stage, the program consists only of assignments and
potentially forward-pointing branching goto statements. Finally, the pro-
gram is transformed into static single assignment (SSA) form [5], enabling
translation into a SAT problem as described above.

Although the described transformation was originally developed for C
programs, it is also suitable for Java programs with additional preprocessing
to handle exceptions and polymorphism [42]. The bounded model checker
JBMC implements this approach, facilitating Java program verification.
JBMC supports verifying general properties, such as the absence of null-
pointer exceptions, as well as user-provided assertions.

Building on JBMC as a backend, we developed a tool capable of trans-
lating JML annotations into a pure Java program extended only by assump-
tions and assertions interpretable by JBMC [18]. Using this approach, we
can apply JBMC to JML-annotated Java programs (see Section 6.7 for
details).

Bounded model checking is inherently incomplete, as it searches for
errors in program runs only up to the specified bound. Errors occurring
in longer runs remain undetected, so programs with such errors may not
be proven correct through bounded model checking. However, this lack of
completeness is balanced by BMC’s high degree of automation (the SAT
translation is automated, and SAT solvers require no user interaction).



Chapter 3

Similarities Between
Non-Classical Systems
Regarding Verification

In the upcoming chapters, we will focus primarily on the analysis of quan-
tum systems. However, some of our findings can be applied to other non-
classical systems as well. In this chapter, we examine the similarity of
non-classical systems in the context of formal verification using quantum
computing systems and machine learning systems as examples. We argue
that these two types of non-classical systems are particularly similar, but
parallels can also be drawn with other types of non-classical systems.

While classical software systems adhere to deterministic, sequential ex-
ecution models, quantum computing and ML software fundamentally de-
viate from these established norms, presenting unique challenges. At the
same time, the inherent complexity of those two approaches and their un-
intuitive nature calls for rigorous quality control, thus providing a prime
target for formal verification. This chapter explores the intricate interplay
between the distinct programming paradigms of quantum computing, ML,
and classical software, shedding light on the profound implications for for-
mal verification practices.

Classical programming languages have long thrived on the principles of
modularity, determinism, and explicit control flow, enabling developers to
construct and reason about software systems through a series of well-defined
steps. Verification techniques for classical software have thus traditionally
relied on decomposing complex systems into smaller, more manageable com-
ponents, facilitating comprehensive analysis and logical reasoning. How-
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ever, the advent of quantum computing and ML disrupts these established
norms, introducing a new era of computing characterized by non-classical
behaviors.

In the following, we primarily consider neural networks as the most
prominent representatives of ML. Certain challenges arise specifically from
properties unique to neural networks, while others are generally applicable
to any form of ML. For quantum computing, we do not assume any partic-
ular architecture or programming language, as all identified challenges are
agnostic to these specifics.

Though fundamentally different at first glance, the challenges for the
formal verification of quantum and ML software are surprisingly similar.
We identified seven challenges that those two fields have in common, which
we discuss in more detail now.

The remaining chapter is structured as follows: In the following section,
we discuss each challenge in depth. We then elaborate on the opportunities
and chances we identified through those challenges in section 3.2 before we
conclude in section 3.3.

3.1 The Shared Challenges of ML and
Quantum Software Verification

Fundamental Differences in the Programming Paradigm The mere
fact that both quantum computing and ML software are at their core fun-
damentally different from classical software is a similarity in and of itself.
This is especially true in terms of program semantics. While the semantics
and behavior of a classical software program are directly specified by the
code, we can observe a semantic shift in ML and quantum software, where
code no longer is the only defining factor for the program’s semantics. In
ML, the semantics or behavior of a model is rather conveyed by the train-
ing data. This is even more drastic in quantum programs, where the true
intention of the program is hidden behind the fundamental principles of
quantum mechanics (i.e., superposition, entanglement, and measurement).

Moreover, classical programming languages and software naturally share
a lot of properties from the way they are programmed over their fundamen-
tal workings up to the type of hardware they are running on. This allowed
developers of verification tools to use the same backend (and theoretical
foundation) for several different tools (e.g. CBMC [38], JBMC [43] and
EBMC [109] as verification tools for C, Java and System Verilog respec-
tively all based on the same backend). A similar slight adaptation of es-
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tablished approaches is no longer suitable for quantum computing and ML
systems, leading to the fact that well-established principles on how to de-
sign a new verification tool that have worked for different types of classical
software do not apply to neither quantum software nor ML-based software.
Thus new methods have to be developed that deal with those new comput-
ing paradigms, or else the approaches are most likely to suffer from severe
scaling issues cf. Chapter 6.

Tied to this fundamental difference in the programming paradigm is the
unintuitive nature of those types of software. Quantum physics and thus
quantum software is notoriously unintuitive for humans and thus hard to
understand. This is unsurprising as even the most fundamental concepts of
quantum physics like superposition and entanglement contradict our every-
day experience of classical physics. Similarly, the calculation of a prediction
of ML systems implies many internal calculation steps, especially for deep
neural networks, making it unintuitive or impossible for users to under-
stand the mapping of the input to the prediction result [106]. For a neural
network that is described by a vast number of weights, no human is able to
only look at these weights and tell what type of task this network is doing,
let alone if it is doing this task well. In contrast, a well-written classical
program can be read and understood by software engineers without prior
knowledge of the code. Adding to the fundamentally unintuitive nature of
such systems are effects like the tuning of hyper-parameters, the shaping of
the reward function [136], or the effect of the selection of training data for
the outcome.

This unintuitive nature and the fact that there are fundamental differ-
ences in the programming paradigm in relation to classical software not only
constitute a similarity between quantum and ML software but also repre-
sent a convincing reason why those types of software are a prime target for
formal verification. The more complex and unintuitive a software system
becomes the less likely it is that errors are spotted by human developers
and thus the more important it is to have formal guarantees that prove
the absence of such errors. Unfortunately, for the same reasons designing
verification tools for ML or quantum software is especially challenging. We
mentioned that established approaches for classical software are not easily
transferable to neither quantum nor ML software. Thus completely new
paradigms have to be developed in order to deal with the unique challenges
that come with those types of software.

Linear Algebra as the Mathematical Framework For this section,
we focus specifically on neural networks (and to some extent even feed-
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forward neural networks only). Neural networks and quantum computing
have in common that their fundamental working is based on principles of
linear algebra (and especially reliant on matrix multiplications). Quantum
states are represented as normalized n-dimensional vectors in a complex-
valued vector space. Quantum operations (often called quantum gates) are
represented by unitary matrices in the same Hilbert space. Thus the ap-
plication of a quantum gate to a given state is the corresponding matrix
multiplication of the gate with the state. Measurements can be represented
by projections on suitable subspaces (depending on the basis the measure-
ment is conducted in). So the semantics of quantum computing is very
closely tied to fundamental linear algebra.

Similarly, neural networks have a surprisingly similar structure. The
output of each layer can be represented as a vector. Computing the output
of the next layers can be represented as a matrix multiplication where the
elements of the matrix are the appropriate weights of the neural network.
This is then normally combined with an activation function which, admit-
tedly, breaks the linearity. More formally the output of the ¢-th layer in a
feedforward neural network can be iteratively computed as:

Tip1 = Wiz + biga,
x; = o(3y),

where W, is the weight matrix, b;,; is the bias vector, and o is the acti-
vation function.

Interestingly, the evolution of a quantum state through a series of gates
can also be represented in this form. Here, W; represents the matrix associ-
ated with the i-th quantum gate, b;,; is the zero-vector, and the activation
function is simply the identity. In this way, the operational semantics of
quantum circuits and feedforward neural networks exhibit a striking simi-
larity.

Consequently, verification tools tackling either neural networks or quan-
tum circuits have to provide means to reason efficiently about linear algebra
or at least matrix multiplication. Research in neural network verification
has therefore focused on abstract domains that can efficiently handle matrix
multiplication. Prominent examples include symbolic intervals [152, 134],
zonotopes [135] or star sets [12]. A linear transformation of the values rep-
resented by these domains reduces to matrix multiplications of the abstract
domain’s coefficients. While the non-linear activation functions require lin-
ear relaxations and thus some precision is lost, no overapproximation is
incurred for linear operations.

Since both neural networks and quantum computing heavily rely on ma-
trix multiplications, adapting approaches that proved successful in neural
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network verification might also be beneficial for verifying quantum circuits.
Advances in handling linear transformations and encoding non-linearities
have the potential to improve the performance of verifiers in either of the
two fields.

Missing Modularity Neural networks are notoriously famous for the
lack of explainability, which is to a large extent based on the fact that
the intermediate "states" (e.g. the outputs of hidden layers) are normally
very unintuitive for humans. This is in great contrast to most classical
software where the result is computed in a series of human-comprehensible
steps. Quantum computing is in that regard similar to neural networks
as intermediate states are very unintuitive and computations can not be
easily broken down into comprehensible small steps. Note that this does
not mean that the mathematical description of those intermediate states is
not possible or not even necessarily complex but rather that an intuitive
description of them is often hard to find.

As an example, consider three basic programs, one for each paradigm.
For classical programming, consider a primitive sorting algorithm that sorts
an array of integers by iterating over it and sorting it in the process. Even
for such a short piece of code, an essential part of the specification is a loop
invariant that may, for example, state that at the i-th iteration of the loop
the array is sorted up until the i-th element. This essentially introduces a
type of modularity as the algorithm is broken down into single iterations
of a loop. In contrast to that consider a simple neural network that is
able to classify pictures into two categories: pictures showing a "0" and
pictures showing a "1". There is no straightforward way of specifying what
the defining property of pictures showing a "1" is. Let alone are there easy
means to obtain specifications for the hidden layers of such a network. It is
thus very hard to specify the behavior of such a system. As a simple example
of a quantum algorithm, consider the Deutsch-Jozsa-algorithm [52]. Similar
problems arise for the specification of intermediate states. The algorithm
heavily relies on the controlled application of the oracle. And the nature of
the resulting state is again very unintuitive. Mathematically it is relatively
straightforward to show that the resulting amplitudes either cancel out or
add up depending on whether the given function was constant or balanced.
However, there is no easy way to break the algorithm down into small steps
that are easier to understand.

This challenge of finding specifications for intermediate states may seem
like a minor problem at first sight however, for verification this can turn out
to be a game-changer for two reasons: First, one of the main approaches to
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handle complex software is to break down the software into smaller parts
(thus hopefully reducing the complexity of each part). This approach, how-
ever, relies heavily on the ability to specify how those parts work together.
This is exactly what we described as very hard and sometimes impossible for
neural networks and quantum circuits. It is thus oftentimes very difficult to
break down the verification of such systems into smaller parts as the speci-
fication for the interfaces is hard to come by. This is supported by the fact
that among the currently most successful verification tools for NNs, none
uses a modular approach [29]. There is some work that is trying to tackle
this issue (e.g. [71, 153, 93]), however all those approaches do not change
the fact that the intermediate states and thus also their specifications are
very unintuitive.

Second, the lack of modularization has a direct impact on the type of
verification methods and tools that are suitable for a given system. In the
described case where modularization is hard, methods and tools that tackle
the entire system are naturally more prevalent. This leads to the fact that
tools and methods for neural network verification and quantum circuits are
similar in this regard.

Exploding State Spaces An additional similarity between quantum
computing and neural networks is the fact that they have inherently large
state spaces. For neural networks, this is normally due to the very large fea-
ture spaces. When considering interesting problems, the input vector has a
very high dimensionality (e.g., the pixel space in image recognition, which
can have in excess of 10* dimensions - e.g. the average resolution of the
images in the popular ImageNet data set is on average approx. 400x350 [50]
and the images in the HAM10000 data set for skin cancer detection have
a size of 800x600 [143]). State space also increases exponentially with the
number of neurons (at least in some cases [108]). The number of neurons
and the possible combinations of activation values further increase the size
of the state space. For quantum computing, this is driven by the fact that
the state vector for the quantum system grows exponentially in the num-
ber of qubits of the system. Additionally, the state spaces of both systems
are often considered continuous rather than discrete, which leads to further
extending the state space.

For most automated verification tools, the size of the state space is a
crucial indicator of the complexity of the underlying problem. In the case
of quantum computing and neural networks, this leads to the fact that
real-world problems are often very hard to tackle due to their sheer size.
Conversely, methods and approaches are needed (and have been developed)
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to overcome this explosion of state space. This can be done by several
different approaches. Typical ones include sound overapproximations, ab-
straction, and symbolic approaches. Alternatively, one can assume that the
verification of small instances of a problem is sufficient to at least increase
the confidence in the correctness of larger instances. This principle is often
referred to as the small-scope hypothesis (see Section 6.8).

Use of Floating-Point Arithmetic The verification of floating-point
arithmetic is notoriously difficult [92]. This is mainly due to the inherent
complexities of approximating real numbers in finite representation, lead-
ing to rounding errors, precision loss, and numerical instability, which can
significantly impact the correctness and reliability of computations. How-
ever, both our subjects of investigation rely heavily on exactly this type of
arithmetic. Neural networks use weights that are floating-point values (and
thus every matrix multiplication and subsequent operations are floating-
point arithmetic). Quantum circuits do not naturally rely on floating-point
arithmetic but rather real arithmetic. This can be an advantage as real
arithmetic is easier to reason about in some cases (as for example no round-
ing errors have to be considered and no special cases like NaN are present).
However, even in the context of quantum circuits, floats can hardly be left
out of consideration at least if considering hybrid programs. Since virtually
every classical language has no built-in support for reals as a data type,
the classical control and execution environment of quantum circuits is rely-
ing on floats. This often translates directly to the quantum circuits as e.g.
state preparation is based on classical control and thus itself has only finite
precision.

Thus verification of quantum circuits and neural networks alike has to
be able to deal with floating-point arithmetic. This is a challenge for a lot of
verification tools (which is why some approaches ignore it completely [156,
83]). Floating points have several unintuitive and unpleasant properties.
These include:

o Rounding: Due to their finite precision, all floating-point operations
are potentially subject to rounding. While these errors may be very
small in certain cases, they can add up over time and completely
distort results in the worst case.

« Special values: Floats introduce special values like NaN (not a num-
ber) which have to be accounted for when dealing with them. While
there are settings in which such special values can be ruled out, they
have to be respected in general.
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o Loss of real properties: Some properties that hold for real-valued
arithmetic do not hold for floating-point arithmetic. This is not only
unintuitive but can significantly limit the ability of solvers to apply
known lemmata and thus conduct proofs (e.g. floating-points are
neither associative nor distributive).

Designing verification tools that take all these properties into account
is very challenging. In Chapter 7 we will discuss this challenge in more
detail and present an approach that allows to prove the absence of relevant
floating-point errors in certain scenarios.

System Integration Another similarity between the two types of sys-
tems lies in their integration within a classical system. As we established
before, both quantum and ML software have a different programming
paradigm from classical software. However, their integration into a clas-
sical software system is almost always a necessity. Quantum software will
for the foreseeable future (and probably forever) only solve very specific
computing-intensive mathematical problems. There is no reason to believe
that tasks like a simple user interface or the storage of data will ever be
done on a quantum computer. Thus a complex software system will always
be at least to some part classical. Consequently, verification of quantum
software has to consider the integration of quantum software into classical
software in order to provide meaningful verification results.

The same argument is true of ML-based components. The machine
learning component is only a small part of the entire system [130] and
will rarely be used in isolation but rather for some very specific part in
the software system like the control of an actuator or the recognition of
some complex input. Therefore, the appropriate integration of such ML
software into overall systems is also the subject of research [141, 140]. As
this integration into the rest of the software is so crucial, verification tools
have to support this aspect.

As a consequence, we argue that while specialized tools for either quan-
tum or machine learning software are a necessary first step, the integration
of these specialized components into the overall software system should al-
ways remain a priority. This includes ensuring that the specifications devel-
oped for quantum or machine learning components are compatible with the
classical parts of the system. This integration poses a particular challenge,
especially in light of the next similarity.

Probabilistic Systems One fundamental aspect of quantum software
lies in its reliance on measurements to acquire classical results. These mea-
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surements introduce a form of nondeterminism, resulting in quantum al-
gorithms producing probability distributions over all possible measurement
results.

Similarly, although theoretically deterministic, the majority of ML sys-
tems exhibit probabilistic behavior. Tasks such as classification in ML often
yield probability distributions over possible classes rather than a single out-
come. However, the resulting softmax outputs should not be regarded as
the true correctness likelihood. In order to obtain a more reliable confi-
dence assessment, a calibration of the neural networks is usually necessary
[74]. Other ML methods such as Bayesian neural networks (BNN), how-
ever, provide a direct calculation of the prediction uncertainty, but for most
BNNs, the calculation of an intractable integral is required, so that approx-
imations and other uncertainty estimation methods have been explored [67]
such as MC-Dropout [66]. Thus, despite originating from different sources,
both ML and quantum systems introduce forms of probabilistic behavior,
inherently imbuing their application with uncertainty.

Probabilistic/nondeterministic behavior has an impact both on the spec-
ification and the verification of systems. Fundamental notions like correct-
ness are affected by the loss of determinism. The conventional definition
of correctness, where any execution of the software starting from a state
satisfying a precondition ® ends in a state satisfying a postcondition W, be-
comes less applicable. Specifying probabilistic systems is not entirely novel,
yet both ML and quantum software share a common need for this type of
specification.

Moreover, verification tools and approaches must be equipped to handle
these novel specifications (e.g. for ML [105] and for quantum [14]). Depend-
ing on the verification approach employed, this may necessitate adapting
the underlying logic and calculus to accommodate probabilistic formulas
and states. Alternatively, it may exacerbate the challenge of state explo-
sion, as a single statement can lead to multiple subsequent states due to
the probabilistic nature of the system. As a result, addressing probabilistic
behavior in both specification and verification becomes crucial for ensuring
the reliability and correctness of quantum and ML systems alike.

3.2 Potential Research Directions

We argue that the similarities we depicted in the last sections lead to the
fact that a lot of advances made in the verification of either field may be a
potential improvement in the other field. We advocate for close collabora-
tion of the communities between those two fields as we think that this might
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be very beneficial for either side. In the next few paragraphs, we point out
several aspects that we consider especially promising to investigate in order
to advance both the verification and specification of quantum as well as ML
systems.

3.2.1 Linear algebra libraries

We pointed out how both neural networks, as well as quantum computing,
are fundamentally based on concepts rooted in linear algebra. It is thus
crucial to have meaningful reasoning capabilities related to linear algebra
in order to tackle such systems. Thus it may come as no surprise that some
of the earliest verification approaches presented are based on verification
frameworks that already provide libraries dedicated to such reasoning (e.g.
[32] based on Why3 [61], [25] based on Isabelle [113] and [119] based on
Coq [21]).

Following this line of thought, we argue that further improvements in
this direction are promising. Extensions of already existing libraries in well-
known frameworks like those mentioned above would be one idea. However,
bringing comparable lemmata, proof rules, and so forth to highly automated
verification tools is also a valuable step toward making them ready to be
applied in the context of quantum and ML systems.

Additionally, this applies to the challenge of software relying on floating-
point arithmetic. We outlined before why floating-point arithmetic poses
a challenge for most verification tools. Thus, any general improvement for
verification tools that allows easier/faster/more precise analysis of software
containing floating-point numbers can be seen as a step towards the ability
to apply these tools to quantum (and ML) software.

3.2.2 Robustness Verification

A huge field of research in the context of ML-based systems is the proof of
robustness against adversarial examples. Essentially one would like to show
that small perturbations in the input are not leading to completely different
results. There are several well-known tools that are able to verify this
property for neural networks (e.g. [147] and [86]). We argue that this idea
is directly applicable to quantum circuits, thus showing that those circuits
are robust with regard to noise. As current quantum computers are heavily
influenced by noise, this type of verification is crucial when considering
current real-world quantum circuits. The techniques applied for neural
networks should be adaptable to quantum circuits based on the similarities
we pointed out in the previous sections. It would thus be possible to show



3.3. CONCLUSION 37

that the results of a quantum circuit are stable under the assumption that
the noise of the quantum device does not exceed some given threshold.

3.2.3 Verification at System-Level

Another promising research direction relates to the verification of system-
level properties. Verifying the correctness of neural networks with large
model capacity is a hard problem (in fact, NP-complete [87]). For this
reason, the focus of research activities has shifted to verifying properties
of the ML-based system itself, rather than verifying properties of a neural
network. In such settings, ML components are represented as parts of a
larger (component-based) system and to some extent abstracted (e.g., [56])
or probabilistically characterized (e.g., [10, 128]). This simplifies the veri-
fication process considerably because common verification techniques (e.g.,
model checking), as known from classical software systems, are applicable
again.

We believe that this approach is also promising for quantum software.
In [126], for example, a reliability analysis approach of a hybrid quantum
software system is proposed in which the quantum component is repre-
sented probabilistically (i.e., by estimating the success probability given
the structure of the quantum circuit). Although the approach provides no
formal guarantees, it can be seen as a first attempt to analyze system-level
properties of software systems including quantum components.

3.3 Conclusion

We discussed multiple challenges that the verification of quantum and ML
systems have in common and that have to be tackled to advance the verifi-
cation in these two fields. By pinpointing these similarities we showed how
the communities of those two research areas can profit from one another
and presented several concrete research directions and existing work that
we consider promising for the near future. In conclusion, we advocate for
the close collaboration of the communities.






Chapter 4

Analyzability-Classes for
Non-Classical Systems

Non-classical systems pose a unique set of challenges for formal verification.
Their inherently complex nature and often unintuitive behavior make it
not only challenging to specify the correct behavior but also increase the
difficulty when conducting proofs. On the other hand, for complex and
unintuitive systems the need for increased reliability measures is particularly
pronounced, especially when they are applied in safety-critical scenarios.
Thus the need for formal guarantees is very prevalent. In this chapter, how
we can classify non-classical systems according to the formal guarantees
that can be provided for them.

4.1 Four Classes of Analyzability for
Non-Classical Systems

In the following, we present four classes of analyzability for non-classical sys-
tems. These are “verifiable”, “fully monitorable”, “partially monitorable”
and “non-monitorable”. Note, that the notion of monitorability in our con-
text is different from what is often understood by that term in the literature
on formal methods (being that a temporal logic formula is monitorable iff
given an arbitrary trace it exists a finite extension of said trace which results
in a conclusive verdict of a monitor [15]). These classes are based on classes
for the analyzability of ML-systems which we first published in [129]. In
this chapter, we generalize and apply these classes to non-classical systems.

Before we dive into the definitions of our classes, we would like to em-

phasize that these classes are somewhat subjective in the sense that different
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persons/organizations may categorize the same system differently. This is
intended, and we will go into detail as to why that is. Nevertheless, the
categorization of a system into either class enables the system architect
to deduce which formal properties can be guaranteed after the system is
fully developed. Thus these classes are meant to be useful for analysis at
design-time. Classifying a system is therefore to be seen as a design-time
decision made by the system architect. We illustrate how such a decision
at design-time, in turn, influences the assurances that can be made about
the system.

We define all classes w.r.t. a given system property that we denote by .
We assume ¢ to be objectively observable. For example, consider a neural
network supposed to classify images as to whether they contain at least one
cat or not. There is no known formalization of the property "image contains
a cat” but it is nevertheless clear to a human.

With this in mind, we define the first class of analyzability as the class
of werifiable systems:

Definition 4.1 (Verifiable systems). A system is verifiable w.r.t. ¢ iff
it is possible to prove with justifiable effort that it (always) satisfies .

In the following, when not referring to a specific property ¢, we call a
system verifiable if it satisfies its full specification. Additionally, we inten-
tionally do not further specify when the verification effort is “justifiable”
as that heavily depends on the context in which a system is developed.
Consider for example the following list of factors:

1. Experience: A developer experienced in program verification is
likely to prove the desired property much faster and more efficiently
than someone new to the field. Experienced developers have a deeper
understanding of the nuances and potential pitfalls involved in the
verification process. They are familiar with common patterns and
strategies, reducing the time needed to develop and apply proofs.
Therefore, the effort required for formal verification of a system may
be justified or not depending on the skills and expertise of a team.

2. Computational Power: Many methods for program verification
rely on solvers that can be computationally expensive. These solvers
may require substantial processing power and memory to handle com-
plex verification tasks, such as model checking or satisfiability solving.
If the available computational resources are insufficient, the verifica-
tion process may be slow or infeasible. Consequently, determining
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whether a verification effort is justified depends on the hardware and
software available for the verification process.

3. Field of Application: The field in which the system is deployed
dictates different safety and security requirements. For instance, de-
veloping a control unit for a spacecraft, where no physical access is
possible post-launch and significant financial (and even human) re-
sources are at stake, justifies extensive time and cost-intensive ver-
ification efforts. In such high-stakes environments, failure is not an
option, and thorough verification is critical to ensure reliability and
safety. Conversely, for a small system that can be easily updated
and tested before deployment, it is much harder to justify a similar
verification effort.

4. Formal Method: The time required for verification can vary greatly
depending on the formal method or specific tool employed. Some
methods, such as bounded model checkers, can be used fully auto-
matically, making them suitable for the application to continuous in-
tegration and continuous deployment (CI/CD) pipelines. These tools
can quickly verify certain properties with minimal human interven-
tion. On the other hand, methods like interactive theorem provers
require extensive manual effort and expert knowledge to construct
and verify proofs. This aspect is also related to the type of system, as
certain methods or tools may not be applicable to all kinds of systems.
For example, some formal methods are better suited for verifying con-
trol systems, while others excel in analyzing software with complex
data structures. Choosing the right method and tool for the specific
system and verification goals is crucial for an efficient and successful
verification process and thus influences the decision of whether or not
the verification effort is justified or not.

The aforementioned list is not exhaustive but serves to illustrate that
what is considered “justifiable” in the context of formal verification depends
on various interrelated factors.

For example, consider a driver for a small device. This type of software
would likely be considered “verifiable” by our definition due to its nature as
an embedded system with manageable complexity and development within
an environment characterized by a comparatively slow product cycle. In
contrast, a video game, due to its high complexity, rapid development cycle,
and the need for high performance and responsiveness, is less likely to be
verifiable under the same criteria.
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It is important to note, however, that despite the subjective nature of
what constitutes “justifiable” verification, these factors only influence the
effort required to verify a system. The ultimate result, that the system is
indeed verified, remains unchanged once a proof is found. In other words,
the property ¢ is guaranteed to hold if a proof is successfully established.

Therefore, systems that are not categorized as verifiable do not have
an a prior; guarantee of possessing the desired property. This could be
because the system does not actually have the property (which would often
be considered a bug) or because the system does have the property but the
proof has not been conducted, and thus there is no formal guarantee. These
two cases are indistinguishable in practice, as without proof, we cannot
ascertain whether the property holds or not.

To further elucidate, consider the following scenarios:

1. System with Proof of Property ¢: For a system where a formal
proof of ¢ has been conducted, we know for sure that the property
holds. The verification effort has been deemed justified, and the sys-
tem is guaranteed to meet the specified criteria.

2. System without Proof of Property ¢: For a system where no
formal proof has been conducted, we cannot guarantee that ¢ holds.
This could be due to the system being inherently unverifiable due to
its complexity, lack of resources, or the absence of skilled personnel
to perform the verification. In this case, there is no assurance of the
system’s correctness concerning the property ¢. However, it is still
possible that the system in fact has the property without us knowing
it.

3. Erroneous System: If a system does not possess the property o,
it is considered erroneous. In this case, a verification effort would
necessarily fail, as the desired property cannot be established. Note
that we assume ¢ represents the property genuinely intended by the
developers or architects. Consequently, the absence of this property
is directly regarded as an error.

In conclusion, while the criteria for justifiable verification efforts can
be complex and context-dependent, the process of formal verification itself
provides a definitive answer regarding the presence or absence of a desired
property.

Note also that in the three cases we covered above, we explicitly omitted
the scenario of a failed verification attempt. This is because, for our cat-
egorization, this case holds no significance. A system is deemed verifiable
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only when a verification effort succeeds. If the attempt fails, regardless of
the underlying reasons, the system cannot be considered verifiable.

Motivated by the realization that not every system is verifiable, we define
a second class of reliability:

Definition 4.2 (Fully monitorable systems). A system is fully moni-
torable iff it is feasible to implement a decision procedure that decides
in reasonable time at runtime whether the component’s current behavior
satisfies p or not.

Intuitively, a fully monitorable system requires a monitor capable of de-
termining at any point in time whether the system continues to adhere to
its specified behavior. This concept differs from fully verifiable systems in
two significant ways. First, it permits the system to violate the specified
property, provided that such violations can be detected. Second, the perfor-
mance of the decision procedure is crucial. Unlike verifiable systems, which
guarantee correct behavior, a monitor simply reports deviations from the
expected behavior. In certain scenarios, detecting that "something is amiss"
might be sufficient.

For instance, in a production plant with a low probability of malfunction,
immediate detection of an error can minimize damage and prevent costly
production halts. Here, a monitor that promptly signals an issue (allowing
for quick corrective actions like a restart) can be nearly as valuable as a
fully verified system. Conversely, knowing that an airplane’s engines are on
fire without a means to safely land the plane illustrates the limitations of
monitoring. Moreover, the definition does not require the monitor to explain
why a state fails to meet the desired specification. Thus, while a monitor
can indicate that the current behavior deviates from the specification, it
does not necessarily identify the cause of the fault.

The second key difference between fully monitorable and verifiable sys-
tems is the emphasis on the performance of the decision procedure. We in-
tentionally leave "reasonable time" unspecified, as its definition varies widely
depending on the application context. In some cases, it may be acceptable
to identify an issue that occurred an hour ago. However, many applications
demand rapid (if not immediate) error detection to facilitate prompt re-
sponses. Therefore, "reasonable time" is context-dependent, influenced by
both the application type and the hardware on which the monitor operates.

Constructing a monitor is often more feasible than achieving full verifica-
tion, as verification must demonstrate a property for all potential behaviors,
while a monitor only needs to assess the current behavior. Nonetheless,
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building efficient monitors can be highly challenging or even impossible.
The requirement for the monitor to provide a real-time verdict implicitly
assumes that the current system state is observable, which may not always
be feasible. For example, in quantum computing, the intermediate states
of quantum computations cannot be observed without destruction, making
it physically impossible to construct a monitor as defined for fully moni-
torable systems. This limitation highlights the need for a class of systems
with even weaker guarantees, which we address in the next definition.

Definition 4.3 (Partially monitorable systems). A system is partially
monitorable iff it is feasible to implement a decision procedure that de-
cides in reasonable time at runtime for a mon-empty subset of states
whether the component’s current behavior satisfies @ or not and reaches
an inconclusive verdict for all other states.

The key distinction between partial and full monitorability lies in the
capability of a partial monitor to return an inconclusive verdict. This re-
laxation means that the monitor is not required to evaluate the property in
every single state. Instead, it is sufficient for the monitor to provide a con-
clusive verdict in a subset of states, while returning an inconclusive verdict
in others. Importantly, we do not quantify the distribution of conclusive
and inconclusive verdicts, with the only stipulation being that the subset
of states yielding conclusive verdicts is non-empty. In practical terms, it
is reasonable to expect this subset to be meaningful, allowing the monitor
to provide a conclusive verdict in some significant portion of states. The
absence of a conclusive verdict can arise for several reasons:

¢ Monitor Timeout: For fully monitorable systems, a conclusive ver-
dict is required for every state within a reasonable time. However, if
a monitor can provide conclusive verdicts for all states but fails to do
so for some within the required timeframe, it is classified as a partial
monitor due to the time constraint not being met. Essentially, the
monitor times out for some states.

e Genuinely Partial Monitor: Depending on its decision procedure,
a monitor might be able to provide conclusive verdicts for some states
but not for others. This again leads to the system being classified
as partially monitorable. One could argue that such a monitor is
less powerful than the one described in the previous point, but the
guarantees provided by both types of monitors are identical, justifying
their classification within the same category.
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« Non-Observable System: In some otherwise fully monitorable sys-
tems, certain states may not be observable due to physical or technical
limitations. For such systems, a monitor can only be partial since no
conclusive verdict can be reached for the non-observable states. This
situation differs from the previous case as the inability to reach a con-
clusive verdict stems from the properties of the system rather than
the monitor.

We do not differentiate between these reasons when classifying a system,
as the guarantees provided remain identical: no conclusive verdict can be
reached for certain states.

The impact of classifying a system as partially monitorable heavily de-
pends on the subset of states for which conclusive verdicts can be reached
and the type of system classified. For instance, in a production plant, de-
tecting a halt in operations with a slight delay might be acceptable, making
a partially monitorable system adequate if it covers a sufficiently large (and
frequently observed) subset of states. Conversely, in scenarios where even
slight delays in error detection can be critical, or entire classes of errors
cannot be detected in the monitorable subset of states, partial monitorabil-
ity might be insufficient. Therefore, while partial monitors may suffice for
some systems, the guarantees they offer are inherently weaker than those
provided for fully monitorable systems.

For the sake of completeness, we introduce a last class of reliability which
we call “non-monitorable”:

Definition 4.4 (Non-monitorable systems). A system is non-
monitorable iff it is neither partially monitorable nor verifiable.

This is the worst case where no assurances can be given for the system,
neither at design-time nor at runtime. The reasons why a system might be
non-monitorable can vary however they are most often a combination of the
complexity of the system and the property sought to be guaranteed. Some
properties like "the image shows a cat" cannot be formalized and thus there
is no way to formally guarantee the absence or presence of this property
for any system. Additionally some properties might be formalizable but
too hard to show for sufficiently complex systems, such that they are (at
least in practice) non-monitorable. This is not to say that even for non-
monitorable systems there can be no quality measures like testing. However,
the methods employed in this case are not able to guarantee properties but
rather provide confidence in the correct behavior of the system.
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4.2 The Relation of the Classes of
Analyzability

As previously suggested, the order in which we presented the classes —
verifiable, fully monitorable, partially monitorable, and non-monitorable
— corresponds to a natural hierarchy in terms of the strength of achievable
assurances. This hierarchy reflects the varying degrees of confidence and
guarantees we can have about a system’s behavior with respect to a property
©.

A wverifiable system offers the strongest assurance, as it is guaranteed to
behave correctly at any point in time. This means that through rigorous
offline methods, we can prove with justifiable effort that the system always
satisfies ¢. This proof allows to assume ¢ after every execution of the
system, which might in turn be used for any type of different analysis.

A fully monitorable system provides the next level of assurance. While
it may not offer the comprehensive guarantees of a verifiable system, it is
at least able to recognize at runtime whether or not it made a mistake with
respect to ¢. This implies that a decision procedure can be implemented to
evaluate the system’s current behavior against ¢ in a reasonable time frame,
allowing for real-time detection of deviations from the expected behavior.
The ability to detect faulty behavior can be crucial for the implementation
of recovery strategies or other counter-measures. The most important fea-
ture of this class is the fact that at any point in time, it is known whether
@ currently holds or not.

Partially monitorable systems offer more limited assurances. These sys-
tems can only evaluate ¢ in a subset of states within a reasonable time
frame, returning an inconclusive verdict for the remaining states. This
means that while some degree of runtime monitoring is possible, it is not
comprehensive. The assurance provided by partially monitorable systems
is weaker, as they cannot guarantee detection of all deviations from ¢, but
they still offer some level of oversight and error recognition.

At the lowest end of the hierarchy are non-monitorable systems, which
lack any feasible method for runtime monitoring or verification of ¢. These
systems cannot reliably recognize or prove adherence to ¢ during operation,
making it impossible to provide meaningful assurances about their behavior
concerning the specified property.

Orthogonally to the guarantees that can be made for a system, the
classes depend on a second dimension: the feasibility of achieving these
guarantees. Theoretically, many properties of any system may hold, but
proving them can be very difficult or practically impossible. Therefore,
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we deliberately introduced the dimension of feasibility into our classes of
dependability. While the guarantees are hierarchical, the classes themselves
are not.

It is entirely possible for a system to be verifiable but not monitorable.
For instance, consider a system where it is justifiable to invest substantial
effort to prove that it runs as expected, but it has very challenging real-time
requirements. In such cases, the system can be proven to satisfy ¢ through
offline methods (verifiable) but may not be capable of real-time evaluation
of ¢ during operation (not monitorable). This distinction highlights the
different demands and practical challenges associated with verification and
monitoring.

Another implication of introducing the feasibility aspect to the classes is
that the actual reliability of a system and the reliability assurances that can
be made in practice may differ. A system might be inherently reliable and
operate correctly in all scenarios, but proving this with justifiable effort
could be extremely challenging. Our classification framework, however,
prevents the opposite situation: if a system is classified as verifiable, it
implies that strong reliability assurances can indeed be made based on the
rigorous proof of .

4.3 Applying the Classification Scheme

As discussed previously, the proposed classes are intended for use during
the design phase of systems. Each component in a complex system can be
assigned to one of the four presented classes based on the outlined crite-
ria. This systematic classification offers several advantages: (1) it enables
a more accurate assessment of the overall reliability assurances based on
the classification of individual components; (2) it helps to identify incon-
sistencies in the system design regarding reliability assurances; and (3) it
serves as a useful step towards assessing overall system properties such as
dependability.

Estimation of System Reliability Based on Components When a
system architect classifies all components of a system under investigation
into the proposed classes, assessing the overall reliability of the system
becomes more accurate. The architect can employ different aggregation
methods to combine the reliability classes of the components. For instance,
the overall reliability might be determined by the lowest reliability class
among all components (reflecting the ordering of the classes). Alternatively,
using domain-specific knowledge, the architect might assign higher weights
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to particularly critical components while deemphasizing less significant ones
in the reliability calculation.

In either case, explicitly classifying each component and systematically
aggregating their classifications has been demonstrated to be more effective
than directly estimating a complex property like system reliability. This
approach leverages the advantages of structured decision-making, as sup-
ported by findings in [84, Part 5, Chapter 21].

Detecting Inconsistencies in System Design Given the classification
of each component, the system design can be automatically checked for in-
consistencies. For example, a component classified as non-monitorable may
not be suitable as an input provider to components with higher reliabil-
ity classifications. Without additional assumptions, such a design could be
flawed, as the higher-reliability system cannot trust inputs from a lower-
classified component. Solutions to this issue, such as incorporating runtime
monitors to validate inputs, could be explored, but flagging such configu-
rations during the design phase would offer valuable insights—particularly
for large systems. This example represents just one type of potential in-
consistency; more complex relationships between components could also be
analyzed systematically.

Classification as One Metric Among Others The classification of
components can also be treated as a single metric within a broader analysis
framework. For instance, we explored this idea in the context of machine
learning systems in [129], where the proposed classes were employed as one
of several metrics to assess the analytic capability of components. Sim-
ilarly, this classification scheme could be integrated into various analysis
frameworks, not only for ML systems but for non-classical systems more
generally.

4.4 Conclusion

In summary, the classification of systems into verifiable, fully monitorable,
partially monitorable, and non-monitorable provides a structured approach
to understanding and assessing the level of assurance that can be achieved
regarding a system’s behavior with respect to a property. This hierarchy not
only clarifies the capabilities and limitations of different systems but also
guides the development and implementation of verification and monitoring
strategies tailored to the specific needs and constraints of each system. Fur-
thermore, the application of this classification scheme has several benefits
during design time.



Chapter 5

Fault-Tolerant
Architectural Patterns
for Quantum Software

In the previous chapter, we demonstrated the categorization of non-classical
systems based on the formal guarantees that can be established for them.
In contrast, there are several methods to enhance system trust without
formal guarantees. One such method involves implementing fault-tolerant
architectural patterns (e.g., [54]). These architectural patterns are designed
generically, allowing their application across various domains.

In this chapter, we adapt fault-tolerant architectural patterns to the
context of quantum computing in order to address the inherent uncertain-
ties associated with quantum systems. To the best of our knowledge, no
existing approaches specifically target gate and measurement errors at the
architectural level. We investigate potential sources of redundancy in quan-
tum components, how fault-tolerant architectural patterns can be applied
to them and evaluate the impact of these fault-tolerant patterns on the
overall reliability of quantum circuits. This chapter is based on [127].

5.1 Fault-tolerant Architectural Patterns

We first introduce redundancy in general and fault-tolerant architectural
patterns and then show how they can be applied to the domain of quantum
computing.
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5.1.1 Redundancy in Software Systems

The notion of redundancy, we rely on in this thesis, is based on the work
of Douglass [55]. Redundancy is employed to address two primary types
of faults: systematic and random faults. Systematic faults arise from er-
rors during design or implementation, whereas random faults occur un-
predictably in otherwise functioning system components, such as hardware
failures.

To mitigate these faults, redundancy is categorized into homogeneous
and heterogeneous redundancy. Homogeneous redundancy targets random
faults, while heterogeneous redundancy addresses both systematic and ran-
dom faults. Redundancy involves deploying multiple instances of so-called
Channels within a software system. A channel is defined as a basic unit of
a redundancy pattern, encapsulating a data transformation pipeline that
converts input data to output data through a sequence of components.

In homogeneous redundancy patterns, identical copies of a channel are
deployed multiple times within the system. These channels can be queried
sequentially or in parallel, with their results combined afterward in various
ways to ensure operational stability in the presence of faults. Homogeneous
redundancy is designed to address random faults. This is evident because
systematic faults present in one channel would be replicated across all copies
of that channel, rendering them undetectable by a pattern employing homo-
geneous redundancy. In contrast, random faults, such as hardware errors,
are unlikely to occur simultaneously across all channels, thereby being ef-
fectively mitigated by homogeneous redundancy patterns.

Conversely, heterogeneous redundancy involves creating multiple dis-
tinct versions of a channel, rather than mere copies. This approach, ex-
emplified by the N-Version Programming Pattern [34], entails independent
implementations of each version. Typically, in the N-Version Program-
ming Pattern, different teams of developers implement each version inde-
pendently. However, a broad array of sources for channel independence may
be considered, such as different hardware, algorithms, and programming
languages. Heterogeneous redundancy effectively addresses both random
and systematic faults. The underlying assumption is that the likelihood of
identical errors across all versions is minimal, although not impossible.

The term "channel", as defined by [55], originates from the field of real-
time systems and may not be consistently applied across other domains
where fault tolerance is critical. Nonetheless, this definition aligns well with
the structure of quantum algorithms, which also involve multiple stages
of data transformation, such as pre-processing, data preparation, unitary
transformation, measurement, and post-processing [99]. Consequently, we
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Figure 5.1: Overview of the fault-tolerant patterns based on [54] as depicted
in [129].

introduce the term grChannel (quantum redundancy channel) to denote the
entire structure of a quantum algorithm, encompassing all these transfor-
mation steps.

5.1.2 Fault-tolerant Architectural Patterns

In this work, we consider three architectural patterns to improve fault toler-
ance of quantum software systems, namely the Comparison Pattern, Voting
Pattern and Sparing Pattern (see Ding et al. [54] for a detailed discussion
of the patterns).

Comparison pattern In systems utilizing the comparator pattern (de-
picted in Figure 5.1a), two channels are run in parallel. The outputs from
these redundant channels are then fed into a comparator, which performs
the following steps:
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1. Collection: Gather outputs from all redundant channels.

2. Comparison: Compare the outputs and evaluate whether the out-
puts are consistent or if there is a fault based on predefined criteria.

Different strategies may be employed in order to decide whether two
outputs are considered consistent. There are mainly three options to do so:

o Exact Match: The outputs are considered consistent if they exactly
match. This strategy is suitable for systems where precision is critical
but also expected from the different channels.

o Approximate Match: The outputs are considered consistent if they
fall within a predefined tolerance range of each other. This strategy is
useful for systems where minor variations are acceptable or expected
from the channels.

o Semantic Match: The outputs are considered consistent if they
satisfy some predefined predicate. This strategy can be seen as an
extension of the previous one. The predicate in this case can be
arbitrarily complex. A simple example would be that the returned
values of the channels are known to be in a fixed interval and have a
cyclic property such that very high values in that interval are close to
very low values of that interval.

Voter pattern In systems utilizing the voter pattern (depicted in Fig-
ure 5.1b), N channels are run in parallel. The outputs from these redundant
channels, are then fed into a voter, which performs the following steps:

1. Collection: Gather outputs from all redundant components.
2. Comparison: Compare the outputs to identify discrepancies.

3. Decision: Determine the correct output based on a predefined voting
strategy (e.g., majority voting).

4. Output: Produce the final output for the system based on the voter’s
decision.

Different voting strategies can be employed based on the specific re-
quirements and fault characteristics of the system:
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e« Majority Voting: The most common strategy, where the output
that appears most frequently among the redundant components is
selected as the correct result. This strategy is effective in systems with
odd numbers of redundant components (e.g., three in Triple Modular
Redundancy) to avoid ties.

o« Median Voting: This strategy selects the median value from the
outputs, which can be useful in systems where outputs are continuous
values, reducing the impact of outliers.

 Weighted Voting: In some systems, different components may have
different reliability levels. Weighted voting assigns different weights
to the outputs based on the trustworthiness of each component.

» Consensus Voting: Used in systems where a majority consensus is
required, this strategy only produces an output if a certain percent-
age of components agree, enhancing fault tolerance in highly critical
applications.

Sparing pattern In systems utilizing the sparing pattern (depicted in
Figure 5.1c), one or more standby channels are kept in reserve, ready to
take over the functionality of the primary component in the event of a
failure. To decide whether a channel is failing or not, each channel has a
dedicated error detection unit. The sparing pattern in general follows the
following steps:

1. Monitoring: Continuously monitor the health and performance of
the primary component based on the verdict of the error detection
unit.

2. Switchover: Automatically switch over to a standby component
when a failure is detected.

3. Recovery: Restore the failed primary component to standby status
once it has recovered.

Different types of sparing strategies can be employed based on the spe-
cific requirements and fault characteristics of the system:

e Cold Sparing: The standby components are not yet initiated and
will only be activated when a failure occurs. This approach mini-
mizes necessary computing resources but may result in longer recovery
times.
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e Warm Sparing: The standby components are instantiated on but
not actively processing. It can take over more quickly than cold
spares, offering a balance between necessary computing resources and
recovery time.

« Hot Sparing: The standby component runs in parallel with the
primary component at all times and can thus take over almost in-
stantaneously. This approach ensures the shortest recovery time but
at the cost of higher resource usage.

The use of the sparing pattern assumes that it is possible to somehow
provide an error detection unit. This may not always be possible. Addi-
tionally, as Ding et al. point out in [54] these patterns can be combined to
achieve more sophisticated fault-tolerant patterns. In the following sections
we will, however, only consider the three basic patterns presented here.

5.2 Applying Fault-Tolerant Architecture
Patterns to Hybrid Quantum Software

In this section, we discuss the application of fault-tolerant architectural
patterns within the quantum computing landscape. Specifically, we exam-
ine the necessary adaptations required to apply these patterns to hybrid

quantum software. We have identified three key challenges that must be
addressed:

1. determining suitable sources of redundancy for quantum software

2. developing methods to combine the probabilistic results of quantum
computations

3. establishing generic error detection mechanisms tailored to quantum
systems

Each of these challenges is addressed in detail in the following sections.

5.2.1 Redundancy in Hybrid Quantum Software
Systems
In quantum systems, as in classical systems, redundancy can be introduced

at two distinct levels. The first is the hardware level, where different quan-
tum devices are used to execute the same code or circuit. The second is the
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software level, where various implementations or compilations are employed
to solve a given problem. These sources of redundancy can be combined in
different ways to enhance system reliability.

This thesis focuses on faults in quantum devices, which are particu-
larly prevalent in the NISQ (Noisy Intermediate-Scale Quantum, see Sec-
tion 2.1.9) era. These errors exhibit a complex nature: they are neither
entirely random nor fully systematic, depending on the perspective taken.
For example, consider gate errors: they are random in that an error occurs
with a certain probability, but this probability varies across qubits. As
a result, different transpilation strategies may experience entirely different
gate errors. In this way, gate errors can be systematically linked to specific
qubits, making them not entirely random. Thus, whether errors are viewed
as random or systematic depends on whether qubits are treated as uniform
computational units or considered based on their specific hardware prop-
erties, with varying error rates. This duality blurs the distinction between
homogeneous and heterogeneous redundancy in quantum computing. Clear
cases of heterogeneity exist, such as two entirely different implementations
of the same algorithm. However, different transpilation strategies for the
same implementation are more difficult to classify, due to the nuanced na-
ture of error distribution across qubits. Building on this insight, we explore
various forms of redundancy in the following sections, evaluating which are
most promising for each given context.

Note that for this thesis, we consider one run of a quantum circuit to be
the execution of this circuit a given number of times, referred to as shots.
If not otherwise specified, we adhere to the Qiskit standard of 1024 shots.
The result of this execution is a set of measurement results (bitstrings) that
occur with varying frequencies, referred to as counts in Qiskit terminology.
These counts can be interpreted as a discrete probability distribution over
the possible measurement outcomes {0, 1} for N qubits.

Redundancy on Hardware Level

With redundancy on hardware level, we consider the case where N copies
of a qrChannel are executed on different quantum computers or (ii) quan-
tum computer-specific low level configurations of each copy are varied (e.g.
adaptation for a different Topology Graph) or (iii) a combination of both.
The measurements taken from each copy are then passed on to the next
stage of the applied pattern. In the following, we examine the possible
variants of hardware level redundancy that can be realized.

Each quantum computer implements a so-called topology graph, which
defines both the number of qubits and the physical connections between
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them. Formally, a topology graph is represented as a graph G := (V, E),
where V' denotes the set of qubits, and E represents the set of physical
connections between qubits. Specifically, two qubits ¢, 7 € V' are physically
connected if and only if there exists an edge (i,j) € E. The connections
between qubits are crucial, as two-qubit gates can only be applied to qubits
that are physically connected. Consequently, in order to execute a quantum
algorithm on a quantum computer, the logical qubits of the algorithm must
be mapped to the physical qubits defined by the topology graph.

Since topology graphs are typically not fully connected (or even rather
sparse), two-qubit operations involving qubits without a physical connection
must be swapped. This involves applying a series of CNOT gates to swap
the states of the qubits onto other qubits that do have a physical connection
[99]. However, this is a costly process, as it increases both the number of
gates (each gate introducing the risk of additional errors, especially two-
qubit gates) and the circuit depth, raising the risk of decoherence.

Additionally, the set of quantum gates executable on a quantum de-
vice can differ across devices. Quantum algorithms are typically described
in a device-agnostic manner, assuming any unitary matrix can serve as a
valid quantum gate. As a result, algorithms must be pre-processed to de-
compose gates that are not supported by a given device into equivalent
operations (this is always possible if the set of supported gates is univer-
sal). This process, which encompasses both the mapping of logical qubits
to physical qubits and the decomposition of unsupported gates, is known
as transpiling. Again, this often involves the use of additional quantum
gates, increasing the circuit depth and, therefore, the likelihood of errors.
Consequently, the selection of the quantum computer—and its implemented
topology graph—on which a quantum algorithm is executed plays a central
role in the successful execution of the algorithm. For instance, Holmes et
al. [80] have demonstrated how topology graphs with low connectivity can
adversely affect the performance of key quantum algorithms, such as the
Quantum Fourier Transform. In terms of architectural patterns, the ques-
tion arises as to whether N copies of a qrChannel should be executed on
distinct quantum computers (each implementing a different topology graph)
or on quantum computers with the same—or at least similar—connectivity
structures, such as linear, ladder, grid, or all-to-all [80].

In the former case, one could argue that using distinct quantum comput-
ers increases the degree of heterogeneity, potentially leading to more varied
measurements, which, when combined, may produce a more refined result.
However, this approach carries the risk that when combining measurements
from N qrChannels, the most accurate measurement may be degraded by
the less accurate N — 1 measurements, ultimately resulting in a less precise
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combined outcome than the best single measurement.

In contrast, when executing each qrChannel on a quantum computer
with a similar topology graph, the combined measurement may compensate
for individual gate and measurement errors of each individual measurement
of a qrChannel.

All these variants arise directly from the choice of hardware as the sup-
ported set of gates and the topology graph are immutable properties of the
hardware. However, the transpilation process is predominantly carried out
heuristically, which allows for various implementations even on the same
hardware. We explore this topic in more detail in the next paragraphs.

Redundancy on Software Level

Software redundancy refers to scenarios where redundancy is introduced at
the software level. In most cases, this form of redundancy can be considered
orthogonal to hardware redundancy.

The most common form of software redundancy is algorithmic redun-
dancy. By this we understand the implementation (ideally by independent
teams) of IV distinct versions of a quantum software that provides the same
functionality. This can be done either by implementing the same algorithm
in slightly different versions or by solving the same problem with entirely
different algorithms. For the Traveling-Salesperson problem, for example,
one can consider either phase estimation methods [137] or Quantum Ap-
prozimate Optimization Algorithm (QAOA) [121] as possible quantum al-
gorithms. This type of redundancy has the advantage that it does not only
cover for random faults but also systematic ones in the form of implemen-
tation errors in one of the versions. However, this form of redundancy is
very closely related to classical systems for which the exact same approach
can be used and has been well studied (e.g. [11]). For this reason we focus
on more quantum-specific sources of redundancy for the remainder of this
chapter, specifically to reduce NISQ-errors.

In the previous section, we discussed the transpilation of quantum cir-
cuits, which can also be viewed as a source of redundancy at the software
level. Currently, the parameters and type of transpilation are often explic-
itly defined as part of the hybrid quantum software. As a result, it is both
possible and common to construct different circuits for the same hardware
configuration. We identify three main sources for these variations:

1. Transpilation seed: The heuristic nature of the transpilation pro-
cess can be explicitly controlled by a given seed. Varying this seed
yields different results.
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2. Optimization level: Since transpilation is an NP-hard problem,
finding the optimal solution is generally not feasible. This is one of
the primary reasons why heuristics are employed. These heuristics can
trade off performance for potentially better solutions. Qiskit explic-
itly provides optimization levels as a parameter for the transpilation
process.

3. Transpilation algorithm/library: Given the crucial role of tran-
spilation in contemporary quantum computing, several libraries offer
different advantages and can be used interchangeably.

Overall, we consider transpilation to be one of the primary sources of
redundancy in quantum computing. While certain aspects of the transpila-
tion process are dictated by the properties of the hardware, there remains
significant scope for further variations.

Having identified different types and sources of redundancy, we continue
to explore how fault-tolerant architectural patterns have to be adapted in
the context of quantum computing.

5.2.2 Combination of Multiple Measurements

The discussed patterns in the classical setting rely on the fact that each
channel obtains classical results that can easily be compared, aggregated,
or voted on. In the context of qrChannels, however, the results are a set
of measurements rather than a single computed result. This represents a
challenge for the application of the patterns. In this section we discuss how
sets of measurements — essentially discrete probability distributions — can
be combined or compared.

Aggregation of Measurements

We begin by examining the aggregation of measurements. This is essen-
tial for the voter component, which traditionally selects one outcome from
the N possible outcomes of each component or qrChannel. However, the
conventional view of the voter component in the context of quantum com-
puting is overly restrictive, as it often implies pure voting implementations,
such as majority voting. This approach is impractical for quantum software
due to its probabilistic nature, especially when considering noisy hardware,
since each result is very likely to differ.

To address this limitation, we generalize the concept of the voter by
defining it as any decision procedure that combines N measurements into
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a single measurement. In the following discussion, we will use the term
Combiner instead of voter to reflect this generalization.

In quantum computing, measurements refer to discrete probability dis-
tributions that must be processed to obtain a final result. However, these
distributions are subject to gate and measurement errors; thus, the actual
measured distribution may deviate significantly from the ideal one. The
Combiner takes the measurements of multiple qrChannels and combines
them in a more accurate distribution, ideally superior to the individual
measurements.

In the literature, several mathematical approaches for aggregating prob-
ability distributions exist [40, 68, 81]. More specifically, these aggregation
methods are often employed to combine multiple expert opinions, each rep-
resented by a probability distribution, modeling the uncertainty associated
with each opinion. This uncertainty models the subjectivity or partial lack
of knowledge of the expert. By aggregating these opinions into a single dis-
tribution, it is expected that a refined distribution is obtained, effectively
averaging out the experts’ uncertainties.

In the context of quantum computing, an opinion corresponds to a mea-
surement. We expect that the combination or averaging over multiple mea-
surements (distributions) will cancel out wrong results and amplify correct
ones. Formally, we define a combiner C as follows:

C:H—=[0,1], |¢;) »—>Zwl (le;))s (5.1)

where w; are non-negative weights such that >~  w; = 1. Moreover,
lp;) € H represents the jth basis vector of an orthonormal basis {|¢;)} of
the Hilbert space H in which the quantum system is measured.

Equation (5.1) describes an aggregation method known as the linear
opinion pool [40, 68]. In this framework, each measurement (or expert
opinion) is represented by a probability measure P;. In our case, P; cor-
responds to the measurements of the i-th qrChannel (recall that the en-
tire measurement process has already been conducted for each qrChannel).
Thus, the distribution P; is defined over {|p;)} and associates each |p;)
with the respective probability of observing the quantum state |g;).

The combined distribution is the weighted sum of measures P;, where
each P; is associated with a weight w; (with all weights summing to 1).
Other aggregation methods, such as the Logarithmic Opinion Pool and
Bayesian approaches, also exist [40]. For the purposes of this discussion,
we focus on the linear opinion pool, noting that alternative methods could
be explored in future work.
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Originally, a weight w; represents the degree of confidence associated
with expert 7. In our context, the weight w; indicates the level of trustwor-
thiness we attribute to the measurements of a qrChannel 7. If the weights
are unknown a priori (e.g., when there are no preferences or prior knowledge
regarding the quality of a qrChannel), a natural choice is to distribute the
weights evenly. Alternatively, the weights can be calculated dynamically
based on real-time data concerning the properties of the used qrChannels.
The Qiskit API [104], for example, provides access to configuration and
property data from the backends utilized, i.e., the quantum computers be-
ing used. This data includes gate and readout errors (i.e., measurement
errors) that can serve as the basis for the on-demand calculation of weights
before combining the measurements. Moreover, following the approach of
Salm et al. [125], one can access the transpiler depending on the Software
Development Kit (SDK) in use (e.g., Qiskit). These estimates provide a
foundation for determining w;.

In most settings, where there is no prior knowledge or preference of
qrChannels, the weights w;, the Hilbert space H, and the basis vectors ¢,
can be chosen as follows:

« Weights: w; = - for i =1,2,..., N (uniform distribution).
« Hilbert Space: H = CV.

o Basis: p ={ej,e9,...,en} (the computational basis).

Under these assumptions, the combiner simplifies to the following ex-
pression:

C:CN 5 0.1], e 1 Do Plles), (52)

i=1

where |e;) represents the j-th basis vector in the computational basis,
and P;(]e;)) denotes the probability (counts) associated with observing the
quantum state |e;) from the i-th qrChannel.

For this thesis, we consider this choice of values for our evaluation.
Note, however, that the possibilities of combining different channels are
plentiful and for different application scenarios other methods might be
worth exploring.
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Comparison of Measurements

Similarly to the combination of measurements, we must establish a method
to compare measurements. A straightforward equality check is likely to fail
in most cases, as obtaining identical measurements is highly improbable,
even with error-free quantum computers. Furthermore, we demonstrate
how these similarity measures can be leveraged to construct a form of error
detection.

The fundamental idea is the same as for combining measurements: We
view measurements as discrete probability distributions. The comparison
of probability distributions is a well-studied topic such that we can use
established metrics. In particular, we consider the following metrics for two
probability distributions P and Q:

Kullback-Leibler Divergence (KL Divergence):

P(x)
Q(x)

Total Variation Distance:

Dry(P,Q) = Z|P ()]

DKL P Q ZP 10g

Hellinger Distance:

Du(P,Q) = ji@wpm /@)

The last two metrics, Hellinger Distance and Total Variation Distance,
are particularly well-suited for our purposes, as they are normalized —
yielding values between 0 and 1 — and symmetric (D(P,Q) = D(Q, P)).
Using these similarity measures, we can define an approximate match be-
tween two measurements as their distance falling below a predefined thresh-
old. This notion of an approximate match can then be applied, for instance,
in the comparison pattern.

Expanding on this concept, these metrics can also be used to establish
a form of error detection for quantum measurements. If a quantum com-
putation produces a distribution where the correct result(s) have higher
probabilities, we expect that distribution to be relatively distant from the
uniform distribution. Conversely, a distribution resembling the uniform dis-
tribution likely indicates significant noise interference, as no measurement
outcome dominates in probability. Thus, the proximity to the uniform
distribution serves as a useful metric for assessing the likelihood of an er-
roneous outcome. This assessment can further be converted into a binary
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decision by applying a predefined threshold. Note that this type of error
detection is only suitable for final results of quantum algorithms and not
for the results of subroutines like the QFT. In general, this idea is only
applicable if certain states are expected to be observed with comparatively
high probability.

This error detection method can be integrated with the sparing pattern
to determine when to switch to a spare qrChannel. Its generic nature offers
the advantage of applicability across any algorithm that yields the desired
output with a sufficiently high probability, requiring only an adjustment of
the threshold. However, this broad applicability can result in a coarse error
detection mechanism.

If we possess additional information regarding the nature of the expected
output distribution, we can refine this error detection approach further. By
understanding the anticipated output distribution, we can ascertain how
many viable solutions are expected and their corresponding probabilities.
For instance, we may know that the resulting distribution should exhibit
a Dirac form—characterized by a single peak with all other values being
zero. Importantly, this method does not necessitate prior knowledge of the
actual result, only that it should appear with high probability.

When calculating the differences between the two distributions, we can
utilize the concept of ordering by likelihood, which involves comparing the
most probable outcomes first. The resulting differences between the ex-
pected and observed distributions can then serve as a more reliable error
detection mechanism.

It is important to note that this method primarily addresses NISQ errors
caused by hardware failures rather than algorithmic errors. If an algorithm
consistently produces an incorrect output with high probability—such as
in the case of a Dirac distribution—this would not be detected by our
approach. In contrast, NISQ errors that occur randomly are very unlikely
to produce such outcome distributions, thus enhancing the effectiveness of
our error detection method.

We would like to emphasize that heuristic error detection only becomes
relevant when dealing with problems outside NP. For NP problems, we can
efficiently verify whether a given solution is valid, eliminating the need for
heuristic error detection. For instance, in Shor’s algorithm, we can easily
verify whether the output is a non-trivial divisor, and if it’s not, we simply
repeat the query. However, this verification process is not feasible for many
well-known quantum algorithms, including most optimization algorithms
and algorithms like Deutsch’s algorithm. In these cases, where validation
of results is more complex or infeasible, heuristic error detection is often
the best option available.
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5.2.3 Instantiating the Patterns for Quantum
Software Systems

We now turn to the instantiation of fault-tolerant patterns for quantum
software systems. Specifically, we elaborate on how each of the patterns
presented in Section 5.1.2 can be adapted to the context of quantum soft-
ware systems. Given that we have generalized the notion of the voter to a
Combiner, we use the term Combiner Pattern to emphasize the distinction
from the traditional voting pattern in classical software systems.

General Considerations

When applying a redundancy pattern—regardless of the specific type—a
crucial decision involves selecting the number and types of qrChannels to
use. This choice significantly impacts the effectiveness of the redundancy
pattern. One seemingly obvious reason is that better qrChannels tend to
lead to better overall results. Additionally, the selection process can affect
how heterogeneous the qrChannels are, which in turn influences the final
outcome.

In Section 5.2.1, we introduced two types of redundancy: hardware-level
and software-level redundancy. At this point, it is essential to evaluate
which type is more appropriate for the given context. In some cases, for
example, quantum computers are employed to solve problems for which
there is only a single known algorithmic approach, making algorithmic
redundancy difficult to achieve. Conversely, for other problems—such as
graph-related problems—multiple quantum algorithms and their variants
exist, making algorithmic redundancy more promising. Additionally, at the
software level, variations in transpilation options always provide a form of
redundancy.

In terms of hardware-level redundancy, if only a limited number of quan-
tum computers are available to execute the algorithms, the benefits of hard-
ware redundancy are less pronounced.

In summary, the approach to qrChannel redundancy is highly context-
dependent and must be carefully considered based on available resources,
including quantum computers and applicable quantum algorithms.

Combiner Pattern

For the combiner pattern, the most relevant question is how to combine the
results from the different qrChannels. In Section 5.1.2, we introduced sev-
eral general options for this, each of which must be adapted to the quantum
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computing context. For example, in the case of majority voting, there are
several design choices to consider: Should each qrChannel be executed with
a single shot, and then the outputs be voted on? Or should we consider
only the most frequently observed outcome from each qrChannel and then
vote based on those? Both approaches are theoretically valid instantiations
of the voter pattern in quantum computing but may differ in quality of the
resulting outputs.

In this work, we focus on a variant of the voter pattern we called the
combiner pattern, which implements a form of weighted Voting. Even when
limiting our discussion to this particular method, further decisions need to
be made. As discussed in Section 5.2.2, different aggregation methods are
possible, and for each, different weightings can be considered. In either
case, determining the weights is a non-trivial task.

One approach is to compute the weights dynamically, using real-time
data from quantum backends, which can be accessed through vendor-
specific SDKs. Alternatively, a domain expert or quantum computing ex-
pert could assign weights to each qrChannel based on prior knowledge, such
as the topology of quantum computers or the suitability of specific quantum
algorithms for the problem at hand.

The complete set of decisions regarding these properties constitutes an
instantiation of the Combiner pattern in the quantum context. In the eval-
uation, we focus on combiner patterns using linear opinion pools as the
decision procedure with uniform weights.

Comparison pattern

In the Comparison pattern, the results from two qrChannels are forwarded
to the Comparator component for evaluation. If the results are deemed
"matching", the output is accepted; otherwise, it is rejected. The key ques-
tion here is how to define "matching" results.

One approach for exact matches is to check whether the most frequently
observed bitstring is identical across the qrChannels. Additionally, the com-
parator could verify whether this bitstring is observed with identical prob-
abilities. However, since an exact match of probabilities is highly unlikely,
an alternative approach would be to use an approximate match strategy,
where the comparator checks if the difference in probabilities falls within
a certain threshold for each qrChannel. Both methods focus solely on the
most likely output, ignoring other measurement outcomes.

Alternatively, more sophisticated methods for comparing measurements
can be employed, as discussed in Section 5.2.2. One potential candidate
from probability theory is the Hellinger distance, which compares probabil-
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ity distributions. Since quantum measurements correspond to probability
distributions, the Hellinger distance can be used to measure the divergence
between the results of two qrChannels. If the Hellinger distance exceeds
a certain threshold, indicating a significant deviation, the overall output is
rejected and countermeasures can be taken. Given that the distributions of
the measurements are discrete, simpler techniques such as calculating the
average difference between individual measurements can also be considered
for comparison.

Regardless of the method used, the threshold for comparison is a crit-
ical decision, as it directly affects how likely two results are deemed "not
matching." While finding the ideal threshold for a given scenario can be chal-
lenging, it is important to recognize that this threshold essentially functions
as a tuning parameter for balancing false positives and false negatives.

A very low threshold allows for only minimal deviations, indicating
highly similar results and thus increasing the likelihood that those results
are correct. However, in this case, even minor errors could cause results to
be flagged as "not matching" and discarded, despite those errors not sig-
nificantly affecting the correctness of the final result. Conversely, setting
a higher threshold would permit greater deviations, potentially accepting
results that are less accurate but still within acceptable error margins.

Sparing Pattern

Regarding the sparing pattern, the primary question is how to implement
error detection. In the quantum setting, the logic of the switch component
remains identical to that of other domains: if an error is detected, a prop-
erly functioning spare is selected. The choice between cold, warm, or hot
sparing, in our opinion, is also unaffected by the quantum context and can
be decided as in any other domain.

However, the design of the error detection component is of particular
interest in the quantum setting. For NP problems, one possible approach
to error detection in quantum measurements is the use of witnesses (or
certificates). A witness is used to verify whether a particular solution is
correct for the given problem. In Satisfiability Problems, for example, a
witness is a solution that satisfies the logical expression under consideration.
In this way, the witness verifies the measurement result or indicates if the
result is incorrect, allowing the switch component to transfer control to one
of the spares. For NP problems, verifying the validity of a witness is always
efficiently possible.

In cases where witness verification is not feasible, other means of er-
ror detection must be considered. As discussed in Section 5.2.2, heuristic
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Comp. Variant %fp %fn  %cor
Backends 9 20 71
Dist Seeds 7 19 74
Optimization 7 19 73
Backends 28 3 69
Max Seeds 24 4 72
Optimization 23 6 70
Backends 18 18 64
Dist(R) Seeds 15 20 66
Optimization 15 20 64
Backends 22 2 76
Max(R) Seeds 15 5 79

Optimization 15 9 76

Table 5.1: Evaluation of the Comparator-pattern with two different compar-
ing methods: comparing maximums (Max) and distributions (Dist), listing
correct (cor), false positive (fp), and false negative (fn) results in percent
each, for the full and restricted (R) benchmark

methods based on observed measurements (and potentially known result
distributions) can be employed for error detection. Similar considerations
about the choice of the threshold as for the comparison pattern apply. Note
also, that a Comparison Pattern could be used as an error detection mech-
anism.

These are just some of the options available, and more advanced error
detection mechanisms can be utilized to instantiate the Sparing pattern.

5.3 Evaluation

To assess the effectiveness of fault-tolerant architectural patterns in the
context of quantum computing, we conducted a series of experiments. The
primary objective of this evaluation was to analyze how the application
of the proposed patterns, along with the introduced modifications, influ-
ences the reliability of quantum components. We conduct this evaluation
based on the Goal-Question-Metric (GQM) approach [31]. We thus start
by formulating our main goals:
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Variant %fp %fn  %cor
Backends 10 16 74
Seeds 9 19 72
Optimization 11 19 70

Table 5.2: Evaluation of the Sparing-pattern (applied to the restricted
benchmark): listing correct (cor), false positive (fp) and false negative (fn)
results in percent each

Variant %fp %M %cor
Backends 22 34 46
Seeds 20 41 39

Optimization 41 25 34

Table 5.3: Evaluation of the Sparing-pattern (applied to the restricted
benchmark) only considering the configurations with at least one faulty
result: listing correct (cor), false positive (fp) and false negative (fn) results
in percent each

Var P(v) P(c) %P(c)<P(v) H(v) H(c) %H(c)<H(v)
Back 289 11.7 88.4 0.405 0.363 100.0
Seeds 33.0 144 85.4 0.418 0.386 99.9
Opt 29.5 7.8 85.7 0.433 0.400 100.0
Back(R) 15.6 4.3 84.9 0.559 0.508 100.0
Seeds(R)  20.7 9.4 80.5 0.586 0.548 99.9
Opt(R) 23.0 8.4 79.7 0.587 0.547 100.0

Table 5.4: Evaluation of the Combiner-pattern (applied to the restricted
(R) and full benchmark): listing position of variant (P(v)), position of
Combiner (P(c)), % of configurations for which the Combiner achieved a
lower position than the average variant, Hellinger distance of the correct
distribution for the average variant (H(v)) and the Combiner (H(c)) as
well as the % of configurations for which the Combiner achieved a better
(smaller) Hellinger distance than the average variant
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G1: Assess the effectiveness of the fault-tolerant patterns in increasing the
reliability of quantum computing components.

G2: Identify suitable approaches for creating different variants, improving
the effectiveness of fault-tolerant patterns

To achieve these goals, we answer the following questions:

Q1: Does the application of fault-tolerant architectural patterns increase
the reliability of quantum software components?

Q2: For which types of variants is the performance of the examined pat-
terns the best?

Q3: Which pattern is the most promising in the context of quantum com-
puting?

We will answer Q1 and Q2 for each pattern separately and then draw
conclusions regarding Q3 by comparing the observed results for each pat-
tern. The metrics used to answer these questions are discussed in detail in
each pattern-specific section.

5.3.1 General Design of Experiments

The goal of these experiments is to evaluate the effectiveness of applying
fault-tolerant architectural patterns in terms of reliability (G1), as proposed
in the previous sections. To achieve this, we applied the three described
patterns to a selection of representative quantum algorithms. The algo-
rithms were sourced from the MQTBench benchmark suite [117], a well-
known benchmark for quantum algorithms. We focused on circuits that
were scalable in the number of qubits, resulting in 11 distinct algorithms.
For each algorithm, we generated circuits with qubit counts ranging from
three to ten, yielding a total of 88 circuits. As the patterns we examine
are targeted to be applied to entire components rather than sub-processes,
we also investigated how the patterns fare on a restricted benchmark where
we eliminated algorithms such as state preparation and QFT which are
only sensibly used as subroutines. This reduced benchmark consists of 6
algorithms resulting in a total of 48 circuits. In the evaluation we mark
rows evaluated on the restricted benchmark with an (R) while rows with
no additional mark concern evaluations on the full benchmark.

To generate variants of these circuits, we employed three approaches
outlined in Section 5.2.1: transpilation seeds, backend selection, and op-
timization levels. G2 is to compare the performance of the considered
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patterns on these different types of variants. All considered parameters
influence the transpilation process, allowing us to derive multiple concrete
implementations from a single abstract circuit described in Qiskit. We
evaluated 33 compatible backends from Qiskit, excluding those that lacked
required gate support or sufficient qubit capacity. Additionally, we used
50 distinct transpilation seeds and optimization levels ranging from 0 to 3
(which are all available levels in Qiskit). This process resulted in 87 vari-
ants per circuit, totaling in 7,656 unique circuits (4,176 for the restricted
benchmark).

Each variant was simulated on its designated backend or, by default, on
the BoeblingenV2 backend. All simulations employed the backend-specific
noise model and were executed using 1024 shots, consistent with Qiskit’s
standard configuration. Additionally for each of the original 88 circuits, we
used an error free state-vector simulator to obtain the theoretically correct
result. Note, that the entire evaluation is done on simulators only, as we
did not have sufficient access to real quantum devices.

5.3.2 Comparator Pattern Evaluation

For the Comparator pattern, we evaluated two different approaches. The
first approach checks for equivalence of the most likely result within each
distribution, comparing the bitstrings with the highest counts for each qr-
Channel. The second approach employs a similarity metric between the
distributions of each qrChannel, accepting results only if the similarity ex-
ceeds a given threshold. In this experiment, we used the Hellinger distance
as the similarity metric with a threshold of 0.4. For each type of variant,
we evaluated all possible combinations of variants of that type. As we
had 33 backend variants, this results in (323) = 528 possible combinations.
For each of the 88 circuits, these combinations yielded a total of 46,464
configurations for the backend variant type. Using the same calculations,
there are 107,800 configurations for the seed variant type and 528 for the
optimization-level variant type.

The intuitive goal of a Comparator is to identify wrong results. We
consider a result of a variant (which is a set of 1,024 measurements) to
be correct if the bitstring with the highest count is one of the most likely
bitstrings according to an error-free simulation. Using this definition of a
correct result we can define what we consider to be a correct verdict by the
Comparator. We expect the Comparator to accept the inputs of its channels
if and only if both inputs are correct and reject them otherwise. As a metric
to evaluate the Comparator pattern we use the percentage of correct, false
positive, and false negative verdicts. A verdict is a false positive if the
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comparator wrongfully rejected some inputs, and a false negative if the
Comparator wrongfully accepted some inputs.

M1 Percentage of correct, false positive, and false negative verdicts

False positives hinder performance by discarding valid results but do
not impact system reliability. In contrast, false negatives directly affect
reliability as they allow faulty results to propagate.

The experimental results for evaluating the Comparator pattern are
summarized in Table 5.1. We report the percentages of false positives,
false negatives, and correct results for each Comparator method and vari-
ant type (metric M1). Notably, even with these simple patterns and com-
parison methods, the correct verdict was achieved in over 70% of cases,
demonstrating a clear improvement over not applying the pattern (which
answers Q1). Furthermore, we observed a significant difference between
the two comparison methods regarding the ratio of false positives to false
negatives. The method based on distribution similarity predominantly pro-
duces false negatives, while the method based on maximum measurement
results mostly in false positives with very few false negatives.

This discrepancy arises naturally from the different comparison mecha-
nisms. The maximum comparison method struggles with algorithms having
multiple correct solutions (e.g., Grover’s algorithm), where two distinct so-
lutions may both be valid but are rejected as different. On the other hand,
the distribution similarity method fails when both results are heavily af-
fected by errors but not entirely distinct. In such cases, the distributions
appear similar, even though the likelihood of at least one result being in-
correct is high.

Interestingly, the results across all variant types are consistent, indicat-
ing that either the specific variant type does not significantly contribute to
Comparator errors or the evaluated variant types were too similar. This
presents an opportunity for future improvement, as a broader range of vari-
ants could potentially enhance overall performance. So from this experi-
ment a definitive answer to Q2 can not be given.

Eventually, we evaluated the Comparator pattern on the restricted
benchmark, with results presented in the lower three rows of Table 5.1
(marked with an (R)). While the overall results remain similar, certain
differences are worth noting. The maximum comparison method improves
slightly, with a noticeable shift from false positives to correct results. This
aligns with our earlier observation that the maximum comparator struggles
in scenarios with multiple correct solutions, which are less frequent in the
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restricted benchmark. Conversely, the distribution similarity method per-
forms slightly worse in the restricted benchmark, likely because algorithms
that produce uniform superpositions (common in e.g. state preparation)
favor distribution-based comparisons over maximum-based comparisons.

Overall, the Comparator pattern demonstrates potential for significant
improvements in reliability. Certain settings achieved up to 80% correct ver-
dicts, which could lead to substantial reliability enhancements in a quantum
computing component.

5.3.3 Sparing Pattern Evaluation

For the Sparing pattern, we conducted similar experiments using three qr-
Channels and error detection based on similarity metrics of distributions, as
described in Section 5.2.3. By employing three qrChannels instead of two,
the total number of possible configurations increased for each variant type.
Specifically, we evaluated 260,448 configurations for the backend variant
type, 940,800 configurations for the seed variant type, and 192 configura-
tions for the optimization variant type. As the similarity metric, we used
the Hellinger distance with a threshold of 0.4, compared to the uniform
distribution.

The primary objective of these experiments was to assess how often the
final result of a Switch corresponds to the correct result. We reused but
adapted the definitions of correct, false positive, and false negative from the
Comparator pattern. Specifically:

» A solution is considered a false negative if at least one qrChannel
contains the correct solution, but the Switch fails to identify it.

« Conversely, a solution is considered a false positive if none of the
qrChannels provide the correct result, but the Switch incorrectly ac-
cepts the result.

o Otherwise, the solution is considered correct.

Using this adapted definition we reuse M1 as the metric to evaluate the
Sparing pattern. The results of this evaluation are summarized in Table 5.2.
The performance of the Sparing pattern is mixed. Across all variant types,
the Switch produces a correct result in at most 74% of cases, achieved for the
backend variant type. However, this statistic includes configurations where
all qrChannels return a correct result. In the more critical scenarios where
not all qrChannels are correct, the Switch identifies the correct solution in
less than 50% of cases. In other words, in the most challenging cases, the
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Sparing pattern does worse than a random selection strategy for identifying
whether a qrChannel provides the correct result. This is shown in Table 5.3.

Despite these limitations, the Sparing pattern still functions as an ef-
fective error detection mechanism. With an overall correct identification
rate of 73%, it offers a meaningful improvement in reliability compared to
systems without such error-detection measures (Q1). Regarding the differ-
ent variant types we observe similar results as for the Comparator pattern
which show no significant differences between the respective variant types

(Q2).

5.3.4 Evaluation of the Combiner Pattern

The final pattern under evaluation is the Combiner pattern. We examine a
Combiner with a linear opinion pool with uniform weights as aggregation
method. Again we use three qrChannels selected from either of the variant
types. Since the number of qrChannels is identical to the one for the Sparing
pattern so is the number of total configurations considered. This set-up of
the Combiner is arguably the simplest one and further improvements can
possibly be achieved by fine-tuning this set-up for a given variant generation
type or specific application areas.

Unlike the previous two patterns, the Combiner pattern does not merely
accept or reject the outputs of its qrChannels instead, it produces a new
result that may differ from any individual output of its qrChannels. As a
result, this pattern cannot be assessed based on correctly identified errors.
Instead, we must consider metrics that evaluate the quality of the produced
result. For this purpose, we chose the following two metrics:

M2 Position of the correct solution
M3 Hellinger distance to the true distribution

M2, position of the correct solution, measures the number of measure-
ment results that need to be considered to find the first correct solution,
assuming the measurements are ranked by likelihood (or equivalently, the
position of the solution within the set of measurements when ordered by
counts). The rationale behind this metric is that the correct solution should
appear among the most likely results; thus, a lower score indicates better
performance. Similarly, an ideal distribution would be identical to the theo-
retically optimal solution, resulting in a Hellinger distance of 0. We thus use
M2 to capture this notion. Additionally, as an additional observation we
provide a direct comparison of both M2 and M3 values for each configura-
tion. Specifically, we analyze how often the Combiner pattern outperforms
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the average of the qrChannels it is applied to, with respect to these metrics.
Intuitively, if the Combiner pattern yields better results than the average
qrChannel, it signifies an expected improvement over randomly selecting
the output of any single qrChannel. The averages of metrics M2 and M3
for the Combiner and the average variant, as well as the direct comparisons
are given in Table 5.4.

Overall, the findings are very promising. The Combiner pattern demon-
strates superior performance according to all considered metrics. The av-
erage position of the correct result is substantially lower than the one of
the average qrChannel. This is underlined by the fact that the Combiner
beat the average channel in this metric in upwards of 80% of the considered
configurations. While the difference in absolute values for the Hellinger
distance is comparatively small in the direct comparison the Combiner pro-
duces a better result in virtually every case. This demonstrates that the
Combiner pattern is very well suited to increase the reliability of obtained
results (Q1). As for the last two experiments Q2 could not be answered
definitively based on the obtained data.

5.3.5 Discussion of Evaluation Results

The overall evaluation results are promising. Q1 can confidently be an-
swered affirmatively: the application of fault-tolerant patterns increases
the reliability of quantum software components in all examined scenarios.
Regarding Q2, we did not observe any significant differences between the
types of variants considered. This could either suggest that the examined
variants are too closely related (a plausible hypothesis given that all vari-
ants are based on transpilation options) or that the type of variant used is
less significant than initially assumed. Additional experiments are required
to provide a definitive answer to this question.

Concerning Q3, the results varied depending on the specific fault-
tolerant pattern applied. Based on the experiments, we argue that the
Combiner pattern is the most promising in the context of quantum com-
puting. Furthermore, the performance of the patterns was highly algorithm-
dependent. Even different types of the same pattern, such as the comparison
methods used in the Comparator pattern, exhibited significant variations in
performance across different algorithms. This highlights the need for further
research to identify the best instantiation options for specific scenarios.
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5.3.6 Threats to Validity

Several threats to validity must be considered in the context of the con-
ducted evaluation. The most pressing concern is the exclusive use of simu-
lators for all experiments due to limited access to real quantum devices. It is
plausible that real quantum devices might behave differently from their sim-
ulated counterparts, potentially undermining the presented results. Never-
theless, a smaller evaluation reported in [127] was conducted on real devices
and showed similar results, which lends credibility to the findings.

A second threat to validity is the relatively small number of algorithms
in the benchmark. Evaluating the patterns on a more extensive set of
algorithms would reinforce the general applicability of the approach.

Lastly, all experiments were conducted using a default instantiation.
While this instantiation is valid, alternative configurations might yield sig-
nificantly better or worse results. A broader evaluation encompassing a
more complete set of parameters could demonstrate that the patterns are
broadly applicable and not restricted to the specific instantiations used in
this study.

5.4 Related Work

To the best of our knowledge, there exist no other works which applied fault-
tolerant redundancy patterns on an architectural level to quantum software.
In the following, we present the closest related work in two different direc-
tions: work tackling the issue of NISQ-errors (but not on the architectural
level) and the application of redundancy patterns on the architectural level
(but not to quantum software).

Dealing with NISQ-Errors Most closely related are approaches that
tackle NISQ-errors (much like we did) on the algorithmic rather than the
architectural level. The underlying idea is to employ some type of post-
processing in order to reduce the amount of noise observed in the final
result. These approaches can be summarized under the term quantum error
mitigation. We consider the definition of quantum error mitigation given
in [30] which defines it as '[...] algorithmic schemes that reduce the noise
induced bias in the expectation value by post-processing outputs from an
ensemble of circuit runs, using circuits at the same noise level as the original
unmitigated circuit or above". A related field of research is quantum error
correction which aims to eliminate errors altogether. Despite proofs that
quantum error correction is possible [132] (as it is for the classical case),
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this requires very low gate error rates and a prohibitively high number
of physical qubits [88, 95, 63| and is thus not suitable for NISQ-devices.
A comprehensive survey on the topic of quantum error mitigation can be
found in [30].

One of the most well known approaches for error mitigation is zero-noise-
extrapolation (ZNE) [100]. The central idea of zero-noise-extrapolation is
to create different variants of the original circuit in which different levels of
additional noise are deliberately introduced. Depending on how the level of
noise changes, one can extrapolate how the circuit would behave without
any noise. Using this extrapolation one can reduce the amount of noise
observed in measurements. This method has to be adjusted to every circuit
individually and requires the execution of several modified circuits before
being able to employ it. As ZNE is comparatively easy to implement it is
one of the most used methods in practice [30]. Several different variants of
ZNE exist, building on different extrapolation methods, sampling methods,
and ways to modify the original circuit.

Multiple methods are concerned with the mitigation of measurement
errors in particular. A common approach to measurement error mitigation
is calibration-based correction. This method typically involves running cal-
ibration circuits that provide a measurement error matrix, describing the
error probabilities for each possible measurement outcome [145, 85]. The
inverse of this matrix is then applied to the noisy outcomes of quantum ex-
periments, yielding estimates of the true state distribution.However, while
this method is effective for low-depth circuits, its scalability to large quan-
tum systems is limited due to the exponential growth in the size of the error
matrix.

Another approach to error mitigation are learning based approaches [45,
139]. In this approach a noise-reduction function is learned from classically
simulatable circuits. More specifically a number of small and easy to simu-
late circuits are derived that are meant to resemble the structure and error
pattern of the original circuit. Since those circuits are simulatable, a perfect
noise-free result can be obtained and serves as ground truth to learn how
errors affect these circuits. The assumption is that an error model learned
this way can then be transferred to the original circuit. Experiments have
shown this approach to work in practice [144].

A very closely related approach to the Combiner Pattern is examined in
[142]. Tannu et al. specifically try to find different mappings of the same
algorithm to a hardware maximizing diversity. The combination of the
resulting measurements of these different mappings is shown to provide an
improvement over a single mapping. This aligns perfectly with the findings
for our Combiner pattern. While the underlying idea of the two approaches
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is very similar, the Combiner pattern is more general and thus allows for a
larger set of configurations compared to the approach presented in [142]. We
already touched on the idea of specifically designing variants to maximize
diversity earlier and this work indicates that examining this further could
be a promising direction for future research.

Application of Fault-tolerant Patterns in Other Domains Fault-
tolerant architecture patterns have been applied to a variety of systems. In
this chapter we focus on the application to other non-classical systems.

In [103] the authors describe a fault tolerant architecture pattern for
safety-critical automated driving applications. They present a new pattern
which is specifically crafted to be applicable to the domain of automated
driving. In this sense, this approach is similar to ours, however, our consid-
ered domain is significantly broader. Their approach is also based on the
Sparing and Comparator patterns as is ours.

A similar approach for the more general case of deep neural networks
(DNNs) is presented in [148] by Xu et. al. The authors propose an N-version
programming for DNNs. This is closely related to the Voter/Combiner
pattern we used. The paper shows how to adapt the pattern to the specific
scenario of DNNs and pays special attention to separated training data and
the diversity of the employed models. This is akin to our adaptations of
the patterns to the quantum computing scenario, including the question of
how to obtain different variants for a given problem.

5.5 Conclusion

In this chapter, we presented an approach to mitigate quantum gate and
measurement, errors that arise in current NISQ devices. Specifically, we
addressed this challenge at the architectural level, demonstrating how well-
established architectural patterns for fault-tolerant systems can be adapted
to the context of quantum computing.

Our evaluation results indicate that the application of fault-tolerant
patterns in this domain is highly promising. While the performance of
the patterns varies, the Comparator and Combiner patterns, in particular,
exhibit significant improvements compared to the selection of a random
qrChannel.



Chapter 6

Translation-based
Verification of Quantum
Software

In this chapter, we present a translation-based verification approach for
hybrid quantum software. We demonstrate that this approach is sound rel-
ative to an underlying verification tool and demonstrate its practical rele-
vance by proving the correctness of several well-known quantum algorithms.
With this work we provide answers to RQ4 for quantum software.

6.1 Motivation

The advocacy for formally verifying software is a longstanding call within
the formal methods community. However, in the context of quantum com-
puting, there is reason to believe that this call will resonate more strongly
and gain broader adoption. Beyond the general benefits of formal ver-
ification—such as the rigorous guarantees it provides regarding software
correctness—the advantages of formal methods are particularly compelling
in the quantum computing domain. We identify three key arguments that
underscore this increased relevance that we discuss in more detail in the
following.

Inherent Complexity of Quantum Algorithms The very nature of
quantum computing is fundamentally unintuitive as it is based on quantum
mechanical effects that are hard to grasp for humans. Richard Feynman, a

7
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pioneer in the realm of quantum computing, is often quoted with the words
"I think I can safely say that nobody understands quantum mechanics'. Yet
it is essential to consider these effects when thinking about quantum soft-
ware as only these effects enable the full potential of quantum computing.
However, these principles that enable quantum computation also make un-
derstanding and developing quantum algorithms exceptionally challenging.
This complexity leads to an increased likelihood of implementation errors,
which are often difficult to detect and correct. In such a context, formal
verification becomes crucial, providing a rigorous framework to ensure the
correctness of quantum algorithms and mitigate the risks associated with
their development.

Challenges in Testing Quantum Software In classical software devel-
opment, testing remains the most widely used method for quality assurance.
However, applying similar testing strategies to quantum software presents
unique challenges [33]. The inherent probabilistic nature of quantum com-
puting poses a significant obstacle to conventional testing methodologies.
While a single test execution suffices for classical programs, quantum pro-
grams may require a prohibitively large number of executions to achieve
statistically meaningful results for a single test, depending on the expected
probability of the desired outcome. Moreover, even when a test fails, it may
be difficult to discern whether the failure is due to an actual bug or simply
an improbable outcome.

Additionally, the modular approach commonly used in unit testing —
where small, isolated components of code are tested individually — often
proves infeasible for quantum software. Key properties of quantum states,
such as phase information, cannot be directly observed or measured without
potentially altering the state itself. This limitation makes it difficult to
test quantum programs in the granular, iterative manner that is typical
in classical software development. Consequently, testing quantum software
is not only more complex but also less effective than in classical contexts.
These testing difficulties underscore the importance of formal verification
methods, which can rigorously ensure correctness without suffering from
similar problems.

High Cost of Quantum Computation Currently, and likely for the
foreseeable future, access to quantum computers—especially the most pow-
erful ones—is highly constrained and costly. A subscription to the H1 sys-
tem of Quantinuum via Azure Quantum costs 125,000$ per month !) or one

1 Azure Quantum Pricing, last visited 2024/11/27
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hour of compute time on an IBM system costs 5760$ 2 compared to 197,60$
for the most expensive AWS instance (448 cores, 18GB Memory)3. This
scarcity of quantum computing resources places a premium on making the
most efficient use of available computing time. Minimizing the execution of
buggy or incorrect programs is essential, as the cost of rerunning quantum
computations can be prohibitive (often quantum systems have to be paid
either by computing time or by the number of shots and gates executed!?).
Consequently, the need to ensure the correctness of quantum software is
significantly higher than in classical computing environments.

This scenario creates a strong incentive for the adoption of formal veri-
fication methods. Just as in other high-stakes fields, such as spacecraft or
hardware development, where the deployment of faulty software can lead to
catastrophic failures, formal methods are commonly employed to guarantee
correctness. In quantum computing, where both the cost and opportunity
to run programs are limited, formal verification offers a robust approach to
ensuring that the software is reliable and error-free before execution.

In summary, the intrinsic complexities of quantum algorithms, the for-
midable challenges associated with testing quantum programs, and the sub-
stantial costs linked to quantum computation all converge to make a strong
case for the adoption of formal verification methods in quantum computing.

6.2 Requirements for a Formal Analysis
Tool for Quantum Software

We are now going to consider what properties such a formal method should
have in order to be the most useful in practice. We deliberately pronounce
that our focus is on the practical application of the developed method.
To this end, we acknowledge that certain trade-offs may be necessary to
enhance its practical utility. With this perspective in mind, we identify the
following properties as essential for a formal method in quantum computing.

High Degree of Automation Quantum algorithms are inherently com-
plex and counterintuitive, making manual verification of their specifications
both challenging and time-consuming. Therefore, we contend that a prac-
tically relevant formal method for quantum software must prioritize a high
degree of automation. Such automation offers several key advantages: (a)
it simplifies the verification process, allowing even non-experts to apply the

2AWS Pricing, last visited 2024/11/27
3IBM Quantum pricing, last visited 2024/11/27
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method with minimal effort; and (b) it integrates seamlessly with CI/CD
pipelines, thereby providing a viable alternative to traditional testing meth-
ods currently employed for classical software. However, it is important to
note that high levels of automation in verification are typically associated
with limitations on the complexity of properties that can be proven. We
will go into more details of this trade-off later, discussing why we think,
in this particular context, a higher degree of automation is advantageous
despite potential limitations. When considering automatic approaches, the
verification time should ideally be minimal; therefore, faster verification
tools are preferable to slower ones.

Hybrid Approach Quantum algorithms are almost invariably part of
hybrid systems, which combine quantum and classical components. For
instance, some quantum algorithms, such as Shor’s algorithm, include clas-
sical subroutines as fundamental parts of their operation, while others serve
as subroutines within broader classical software systems. Consequently, a
formal method for quantum software must be designed to support the ver-
ification of these hybrid quantum-classical systems. The approach should
be capable of analyzing both quantum components and their interactions
with classical elements, ensuring comprehensive verification across the en-
tire system. This hybrid approach is essential for the practical application
of formal methods in real-world quantum software development.

Realistic Programming Language Support To be of practical value
to typical developers, the formal method should support realistic quantum
programming languages. Many existing formal methods are based on sim-
plified or toy languages that, while useful for theoretical exploration, are not
employed in real-world development. Such limitations significantly reduce
the utility of these methods for everyday programming tasks. Therefore, it
is crucial that the formal verification tool is compatible with widely used
quantum programming languages, such as Qiskit, Cirq, or Q#. This en-
sures that the method is relevant and applicable to the development of
real-world quantum applications, rather than being confined to academic
or experimental use.

Support for Debugging While proving the correctness of programs is
important, the ability to identify and correct bugs is perhaps even more
critical. If a verification tool merely indicates that a property does not
hold, it can be extremely challenging for developers to pinpoint the source
of the problem. Therefore, robust support for debugging faulty programs
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is essential. One effective method of providing useful feedback is through
the generation of counterexamples—specific inputs and execution traces
that demonstrate why a certain property is violated. In the context of
quantum computing, it is especially important that these inputs and traces
are presented in a clear and comprehensible manner. Quantum traces,
often represented as large and complex vectors, can be difficult to interpret
without sufficient explanation or summarization. Thus, the tool should
offer human-friendly debugging support, making it easier for developers to
understand and rectify errors in their quantum-classical programs.

Minimal Specification Specification has long been one of the major bot-
tlenecks for formal verification in practice [120, 17]. In many tools, not only
must the desired property be specified, but the tool also relies on extensive
auxiliary specifications [19, 47] to guide the proof process, without which
successful proofs would be infeasible. A primary source of this specification
burden is the need to specify subroutines and loop invariants. For prac-
tical applications of formal methods, this requirement and the associated
effort pose a considerable barrier. Consequently, an application-oriented
approach is significantly enhanced by specifications that are concise and
easily interpretable. Any tool capable of conducting proofs with minimal
specifications written in commonly used specification languages represents
a meaningful advancement towards practical applicability.

Having collected these crucial properties of a verification approach for
quantum software, we present an approach that meets all the desirable prop-
erties mentioned above. We show how this can be achieved by translating
quantum circuits written in a real-life programming language like Qiskit
into a classical host language. Based on this translation, the verification
of quantum circuits is reduced to the verification of the translated classical
program for which any existing verification method can be used. We define
the translation formally for a limited language and then show how to adapt
this translation to real-life programming languages.

6.3 Syntax and Semantics of Quantum
Circuits
In this section we present syntax and semantics for both a quantum circuit

language and a simple classical language. Those two languages serve as the
basis for the translation approach we present in the next section. We start
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by introducing a generic language Q)C' for quantum circuits and define its
semantics. In order to keep our definitions as readable as possible, we use
typewriter font whenever using concrete program code and normal font
for functions executed during the translation.

Definition 6.1 (Syntax of quantum circuits). The language QC' of quan-
tum circuits is defined by the following grammar (we assume a language
for complez-number expressions to be given) given a set of free variables

X
C :=C;C|Mk|Ggk
k = a natural number (k € Ny)

g = a matriz of complez-number expressions over X

A quantum circuit is composed of a sequence of two distinct types of
operations: gate applications (G g k) and measurements (M k). The appli-
cation of a gate is specified by the gate’s matrix g and the index of the first
qubit & to which it is applied. The gate g can be any suitable matrix (more
on that shortly). While we do not impose a restricted set of gates in our
definition, such a restriction could be easily implemented if needed. We im-
plicitly assume that multi-qubit gates are applied only to consecutive qubits
(e.g. kyk+1,...,k+ (m—1), for an m-qubit gate). This assumption does
not result in a loss of generality, as qubits can always be reordered using a
swap gate, which itself is an operation expressible as matrix multiplication
and thus permissible within our language.

As an example, consider the application of an arbitrary 2-qubit gate g
to qubits 0 and 2, which is not directly supported by our syntax. This
operation can be achieved through the following equivalent ()C' program:
GS1;Gg0;GS 1. Here, S represents a swap gate that exchanges the qubit
it is applied to with the adjacent qubit (in this case, qubit 1 with qubit 2).
Notice that to preserve the original qubit order, it is necessary to swap the
qubits back to their initial configuration after applying g.

Measurements are always performed on individual qubits (k). While
many quantum algorithms involve measuring all qubits simultaneously at
the end of a computation, there is no theoretical difference between par-
allel and sequential measurements (assuming the absence of errors such as
decoherence). Therefore, we focus on the measurement of single qubits.
All measurements are considered to be executed in the computational ba-
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sis. Again this is without the loss of generality as measurements in any
other basis can be achieved by applying an appropriate basis change before
measuring.

Sequences of these two types of operations—gate applications and mea-
surements—can be constructed using sequential composition.

Note, that the gate matrices are matrices over complex-valued expres-
sions. As such, gates can be parameterized in a given set of variables. This
set of variables can be considered the input or parameters to the circuit as
it would otherwise have static behavior.

This definition of a circuit, however, allows for ill-defined circuits which
do not fit the properties we introduced in Section 2.1.5. To account for this
we define well-defined circuits:

Definition 6.2 (Well-definedness). A circuit C' is well-defined iff for
each gate application G g k and measurement M k the following conditions
are met:

e g is a unitary matriz of size 2™ x 2™ with m < N
e k< N —m for gates and k < N for measurements

where N is the number of qubits used in C'.

A well-defined circuit fits exactly what we introduced in Section 2.1:
Gates are unitary matrices applied to, possibly multiple, qubits and mea-
surements are conducted for single qubits at a time. A gate can be applied
to up to NV qubits and consequently has a gate-matrix of size 2™ x 2™ which
limits the qubits to which it can be applied (remember that all gates are
applied to consecutive qubits only).

Note that a circuit may be well-defined for certain values of variables
from ¥ only. In the remainder of this chapter, when we talk about well-
defined circuits we only consider values for variables in ¥ such that the
well-definedness criteria are met.

There is a close relation of Q)C to the graphical representation of quan-
tum circuits. As an example consider the circuit shown in Figure 6.1. It is
a graphical representation of the following circuit in QC"

GH1;, GCX 1; GCX 0; GHO; M0O; M1

where H and C'X are standard gates as introduced in Section 2.1. As
you can see, the transcription of a graphically represented circuit into the
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Figure 6.1: Example of the graphical representation of quantum circuits
generated by Qiskit

presented textual representation is straightforward. Note that gates applied
in parallel in the graphical representation can be transcribed in arbitrary
order since they do not influence each other. This may lead to syntactically
different circuits with identical semantics.

Before defining the semantics of circuits, we introduce two helpful no-
tations.

Definition 6.3 (Bit sets). We call By(n, k), Bi(n, k) C Ny the bit sets for
n and k, where By(n, k) resp. Bi(n, k) consist of the natural numbers < n
(including 0) such that the k-th bit in their binary representation is 0
resp. 1. Formally:

Bo(n, k) = {j € No | j <n and [j]2[k] = 0}
Bi(n,k) = {j € No | j <n and [j]2[k] = 1}

where [7]2[k] is the k-th bit in the binary representation of j.

Thus, the bit-set By(n, k) is the set of all natural numbers smaller than n
such that the k-th bit in their binary representation is 0. As an example
consider: By(8,1) ={0,1,4,5}

As a second notation, we introduce expansion gate matrices. Consider
a (small) gate g to be applied to the i-th qubit in a larger system with
several more qubits. That is equivalent to applying ¢ to the i-th qubit
while applying the identity gate I to all other qubits (see Section 2.1.5). The
resulting matrix operating on the entire state is what we call the expansion
matrix:
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Definition 6.4 (Expansion matrix). We call E(g,k, N) the expansion
matrix for applying an m-qubit gate g to qubit k of an N-qubit system:

E(g,k,N)=T"@ g """

We abuse notation to use I° as a scalar. This way a gate applied to the
first or last qubit is only expanded at the end, respectively, the beginning.
Notice again the assumption that an m-qubit gate is applying to m succinct
qubits and thus the expansion only deals with the qubits before and after
the gate itself. As an example consider the following case:

1000
H 0 0100

7l 2 __
EGLLQ_JW®H®[-_<OH ® (0010
0001

We proceed to define the semantics of quantum circuits. We use a
transition function § to represent the state changes that the syntactical
elements of a circuit entail. The arguments of ¢ are a circuit and a state.
The state is a triple (g, ¢, p) where ¢ is the current quantum state, ¢ a list of
the measurement results observed so far, and p the probability of reaching
that state. As a result, the transition relation returns a set of new states
(a set of triples).

Definition 6.5 (Circuit semantics). Let n = 2V, where N is the number
of qubits, then, the transition function

0 2 QC x (€ =y x {0,1}" x Rpyy) —
P(C]l =1 x 0,1} x Ry

is defined as follows:

6(ng7 (qacap)):{(E(gakan)'%Ca p)}

d(Mk, (q.cp)={(""°, co(0), p- Pr(k,n,0,q)),
(qkﬁla CO<1>,p'PT(/€,TL,1,q))}

6(Cr;Cy, (q,¢,p))=1{ (¢, D) |

there is (¢",c",p") € 6(Cy, (q,¢,p))
5.t (qlv clap/) S 5(027 (q”7 C”7p//)) }

where the probability of a measurement of qubit k in an N-qubit state



86 CHAPTER 6. TRANSLATION-BASED VERIFICATION

returning result b is

Pr(m,n,b,q) = Z lql5]1?

jeBb (nam)

and the quantum state vectors ¢"~° (with b =0 or b = 1) resulting from

measurement are defined by: for 1 < j <n, the j-th element of ¢"7° is

¢“7*[j] = 0ifj ¢ By(n, k) and is ¢**[j] = q[j]// Pr(k,n,b, q) otherwise.

Let’s break this down: The application of a gate g solely affects the
quantum state. The resulting state is obtained by applying the gate g to the
qubits in question, specifically using the expansion of g to the appropriate
size (see Definition 6.4). No additional measurements are recorded, and
the probability of reaching this new state remains unchanged (this is to be
expected as the application of a gate is deterministic).

The most interesting aspect of the definition of § regards measurements,
as all components of the state triple are affected. When a measurement is
performed, the quantum state collapses, the measured classical bit is stored
in ¢, and the probabilities for the two possible resulting states must be
adjusted. To represent the quantum state collapse, all elements of the state
vector that are inconsistent with the observed measurement outcome are
set to zero, and the state is subsequently normalized. This normalization
is done by dividing each element of the resulting vector by the probability
of observing the post-measurement state. If this probability is zero, the
corresponding state is unreachable, so any division by zero is inconsequential
in this scenario. The measured bit is stored in a new bit, which is appended
to the list of observed measurements, and the probabilities are updated
accordingly.

Finally, the sequential composition of commands has the expected se-
mantics: from a pre-state (q,c,p), a final state (¢/,c,p’) is reachable via
C1;Cy if and only if an intermediate state (¢”,c¢”,p”) is reachable via Cf,
and from there, (¢, ¢, p’) is reachable via Cy. This formalization of sequen-
tial composition accounts for the fact that any of the sequentially composed
subprograms may yield a set of states as a result, thereby considering all
possible execution paths. It is important to note that this is a nondeter-
ministic semantics, as measurements inherently introduce nondeterminism.
Given a circuit C' and an initial quantum state ¢, the presented transition
relation § generates the set of all possible execution traces for the circuit C'
when applied to the initial state s = (¢, €, 1).

As a clarifying example consider the following circuit given in QC' with
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2 qubits:
GHO, GCX0; MO

As customary, we consider the execution of the above circuit starting
from the state ¢ = |00). The resulting trace looks like the following:

g0 = {(|00) ¢, 1)}
¢ =0(G H 0,90) = {(1/v2(]00) +[01)),¢,1)}
g2 = 6(G CX 0,q1) = {(1/v2(|00) + [11)),¢,1)}
gs = 6(M0,¢2) = {(]00), {0},0.5),
(111),{1},0.5)}

The first state is the starting state where the quantum state is as set, we
have no observed measurements yet, and the probability of reaching that
state is 1. The next two states are gate applications which only change the
quantum state. Finally, ¢z is the resulting set of states after the measure-
ment. Notice how there are now two possible states each with probability
less than one and the list of measurements got extended to include the ob-
served value. Now imagine in this case we would add another measurement
for qubit 1:

g3 =6(M 0, ¢q2) = {(]00),{0},0.5),
(111),{1},0.5)}

g1 =0(M 1,q3) = {(|00),{0,0},0.5),
(—,{0,1},0),
(—,{1,0},0),

(J11),{1,1},0.5)}

Notice in this case that some states in the set of states after the second
measurement have probability 0. In the same states, the quantum part
of the state is no longer defined as a division by 0 would be necessary to
compute this state. In the remainder of this chapter we leave out these
states and thus limit the set of states to the ones with non-0 probability.

@ = 0(M 1,q3) = {(]00), {0,0},0.5),
{07 1}70)7
{170}70)7

I111),{1,1},0.0)}

100),{0,0},0.5),

111),{1,1},0.5)}

(=
(=
(
= {(
(
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Here one can clearly see that the second measurement had no effect on
the set of states except for adding another measurement outcome. This is to
be expected as the example again resembles the creation (and destruction
by measurement) of the well-known Bell-state ®* that we already saw in
Section 2.1.5. After the first measurement, the value of the second qubit is
already determined and a measurement of it always yields the same value
as the first measurement.

We have successfully defined a language for quantum circuits that is
equivalent to the typically used graphical representation for quantum cir-
cuits but has some syntactic limitations to ease definitions. We now estab-
lish a classical host language in which this circuit language can be simulated.
We call this classical language Q)P. The syntax of QP is defined as follows:

Definition 6.6 (Syntax of the target language). The syntaz of the lan-
guage QP is defined by the following grammar (we assume a language
for complez-number expressions to be given):

S n=war :=expr | var := x| skip | S;S |
if bexpr then S else S fi

aexpr = war | literal | aexpr + aexpr | aexpr / aexpr |
aexpr * aexpr | aexpr - aexpr | \Jaexpr | abs(aexpr)
bexpr ::= true | false | not bexpr | bexpr and bexpr |

bexpr or bexpr | aexpr > aexpr | aexpr = aexpr

This language primarily consists of standard elements commonly found
in classical programming languages, such as algebraic and Boolean opera-
tions, as well as control structures like if-then-else statements. However,
it also incorporates a few distinctive features. First, the language requires
support for absolute value operations (which we may denote as |aexpr|
for convenience) and square root calculations. The necessity of these op-
erations will become clear in the subsequent definition of the translation.
While these operations may not be as ubiquitous as others, they are sup-
ported by all widely used programming languages today—either as built-in
functions or through user-defined implementations—so this requirement is
easily met.

Second, the language includes support for complex expressions and op-
erations. However, this can be considered primarily as syntactic sugar, since
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all such operations can be reduced to standard real arithmetic operations
(see Section 6.5 for further details). We assume that all variables and ex-
pressions are complex-valued. In the context of Boolean expressions, any
value not equal to zero (# 0) is treated as false.

Third, we intentionally avoid loops in this definition. While we will
later lift this limitation and provide restricted support for loops, for now,
we focus on a simpler language that avoids certain pitfalls associated with
their usage.

Eventually, the language requires support for nondeterministic assign-
ments, denoted as x := *. Such an assignment assigns a nondeterministi-
cally chosen value to x. This feature is particularly useful for modeling the
inherent nondeterminism in quantum circuits introduced by measurements.
In some programming languages, this operation is also referred to as havoc.

We continue by defining the semantics for QP as follows:

Definition 6.7 (Semantics of the target language). Let S be the set of
all states of QP, where a state is an assignment of values to variables.
Then, the transition function

Sop : QP x S +— P(S)

is defined as follows:

dgp(var :=expr,s) = {s[var < val(expr)|}
dop(var :=%*,s) = {s[var <~ v] |v e C}
dqp(skip, 5) = {s}

dop(S1;S2,$) = {s' | there is 8" € dgp(S, 5)

such that s' € §gp(Ss,s")}

dop(if PthenS; [ dop(Si,s) if valy(P) = true
elseSyfi,s) | dgp(Sa,s) if vals(P) = false

where vals(expr) is the value of expression expr in state s (defaulting to
0) using the natural semantics for algebraic and Boolean expressions, and
the state s[var < v| is the result of updating the value of variable var
to v in state s.

This definition resembles the standard semantics for a classical pro-
gramming language with the given syntax. The only slight deviation from
typically used semantics is the nondeterministic notion of the nondetermin-
istic assignment. In this case there is a valid successor state for each value
veC.
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6.4 Property-preserving Translation

We now present the core of our approach: a translation of quantum cir-
cuits into a classical language. We subsequently prove that this translation
preserves the semantics of the original quantum circuit.

The translation is given as a function o : QC — QP which operates
purely on a syntactical level.

Definition 6.8 (Translation of circuits). Given a number N of qubits
and a corresponding state size of n = 2V, we define the syntactic trans-
lation o : QC — QP. We consider QP-states in which the following QP
variables are defined: qs_i (1 < i < n) of type complex number repre-
sent the quantum state, ps of type real number stores the probability of
reaching the current state, and the list ¢ of measurement outcomes.

1. 0(S1;52) ~ 0(S1);0(Ss)

2. 0(Ggk) ~
gs_1 gs_1xu_1 1 + gs_2*%u_1_2 + ...
gs_n gs_l¥xu n_1 + gs_2%xu_n_2 + ...

where the u_i_j are the elements of the expansion matriz E(g, k,n)
(Definition 6.4). We abuse notation to make clear that all those
asstgnments have to be made in parallel.

3. oMEk) ~
m o= k;
if (m) then p(k,1)
else p(k,0)
fi;

c := append(c,m)
with the following subprograms p(k,b) for b € {0,1}:

ps := ps * (qu_ill*IqS_ill + ...+ |qS_is|*|qS_is|);
if (ps > 0) then
qs_i1 := gs_i1/\/P;

.

qs_is := qs_is/\/P;
gs_j1 := 0;
as_j¢ := 0;

fi;



6.4. PROPERTY-PRESERVING TRANSLATION 91
I where {i1,...,is} = By(n, k) and {j1,..., 51} = Bi_s(n, k).

This translation is specifically crafted to preserve the semantics of quan-
tum circuits: Gate applications are translated into the corresponding matrix
multiplications. This is done by a simultaneous update of all elements of the
state vector to the dot-product of the previous state and the appropriate
row of the gate matrix. It is crucial that this update is done simultaneously
as the previous state vector influences each element of the next state vector.
Thus updating a single element and then calculating the next one would
lead to errors. If a host language has no support for parallel assignments
like these, an identical result can be achieved by first calculating the result
of the matrix multiplication in a temporary variable and then assigning it to
the actual state vector afterward. Measurements are translated into nonde-
terministic branchings followed by the update of the state according to the
result of the measurement. This update means that some state elements
have to be set to 0 while others have to be multiplied by a constant factor
to normalize the state. To distinguish between the two types of elements,
we use bit sets again. The exact implementation of the Bitset is skipped
here as this may depend on the actual language used. We translate a mea-
surement to a nondeterministic program. This allows a program analysis or
verification to consider all possible measurement results and preserves the
nondeterminism introduced by quantum measurements. Note that in the
case of a measurement occurring with probability 0 the adaptation of the
state is skipped to avoid divisions by 0.

The translation assumes the availability of a data type for complex and
real numbers. Alternatively, constructing a program using real numbers
only is straightforward as C is interpreted as R? with the appropriate arith-
metic adaptations. The handling of real numbers in a real-world program-
ming language is discussed in Section 6.5.

We claim that the semantics of a circuit and its translation are equiva-
lent. To formally prove this we introduce the notion of equivalence of ()P-
and @)C-states. This definition captures the intuition that a QP state is
equivalent to a QQC state iff the three parts of the state, as defined for the
semantics of QQC, are captured in appropriate QP variables.

Definition 6.9 (Equivalence of states). We call a QP-state s; and a
QC-state sy = (qs,c,p) equivalent (modulo renaming of variables) iff

e Vie N:0<i<n—qgs_i€war(s))Avals,(qs_i) = ¢s]i
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e Vie IN:0<i<]|c|— c_i€war(s)) Avalg(c_i) = c[i]
e ps € var(sy) Avals, (ps) =p

qsli] and cli] is the i-th element of qs and ¢ respectively. var(s) is the set
of variables defined in s. We write s1 = sy if s1 and sy are equivalent.
We also assume a natural expansion of this equivalence definition to sets
of states, the three parts of a state, and traces.

We use this definition of equivalence to show a simple lemma which
states that there exist equivalent states between QP and QC.

Lemma 6.1 (Existence of equivalent states). There exist states s; and so
such that s1 is a QP-state and sy is a QC-state and s1 = so.

Proof by example. Consider the simplest quantum state |0...0) with no
measurements performed. We can construct a ()C-state, that represents
this as gs = (1,0,...,0), ¢ = [, p = 1.0. The corresponding QP-state
is s =[qs_0 — 1,qs_1 — 0,...,ps — 1.0]. Since there have been no
measurements, no ¢t exist. We can easily see that ¢ = ¢s and p = ps.
As the classical measurement results ¢ are empty, the equivalence of the
state-triples follows. |

This not only shows Lemma 6.1 but in particular shows that one of these
states is the standard initial state for quantum computing as introduced in
Section 2.1.5.

With this notion of equivalence in mind, we can now formally state the
main theoretical insight of this chapter: The semantical equivalence of a
circuit and its translation to QP.

Theorem 6.1 (Equivalent semantics). For any given initial quantum state s; =

(gs,c,p), and an equivalent QJ-state sy (meaning sy = sy) for any well-
defined quantum circuit C' € QC holds:

5(0, 81) = 5QP(O'(C), 82)

We now provide a proof of this theorem by induction over the structure

of QC.

Proof by Induction.
Induction Hypothesis: Assume that for some arbitrary step, the states
s1 € QC and sy € QP are equivalent, i.e., s = ss.
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Induction Step: We show that given the induction hypothesis s; = s9
after applying a gate operation or performing a measurement, the resulting
states s} and s, remain equivalent, thereby proving the equivalence for the
subsequent step.

Gate Operations: We first consider the application of a gate operation in
QC. Given equivalent states s; = (q,¢,p) € QC and sy € QP for any
appropriate gate g and qubit index k:

1= sg = 0(Ggk,s1) =dgp(c(Ggk),sa)

The semantics of Q)C' define the result of applying gate g to qubit k as:

6(G g k,(q,¢,p)) = (E(g,k,n) - q,¢,p)

where E(g,k,n) is the matrix representing gate g acting on qubit k.
Here, only the quantum state ¢ changes, while the recorded measurements
¢ and probability p remain unchanged. In @QP, the translation o(G g k)
similarly modifies the quantum state by updating the values of gs_i. The
equivalence of the quantum states after the gate application is demonstrated
by considering the individual elements ¢; of ¢q. For each element:

¢ =E(g,k,n);-q

where E(g, k,n); is the i-th row of the expansion matrix. This is identi-
cal to the update applied to gs_i in QP. Given the induction hypothesis,
q = gs, the resulting states after the application of g are still equivalent.

Measurement Operations: Next, we consider the effect of a measurement
on qubit k. Formally, we show:

Given equivalent states s; € QC and s € QP for all appropriate & :

§1 = S9g —> (S(M k,Sl) = (SQP(O'(M k), 82)

In QC, measuring qubit k splits the state into two possible outcomes,
corresponding to measurement results 0 and 1. For each outcome, we obtain
one new state with updated quantum state, a new measurement result
and corresponding probability. In QP, the measurement operation o(M k)
introduces a nondeterministic Boolean variable m, where m can take values
0 or 1, corresponding to the measurement outcomes. Thus we realize that
for both semantics after a measurement we have two subsequent states.
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Let’s consider the case where the measurement result is 0. We use
primed variables to denote the values after the state change (e.g., ps’ de-
notes the value of ps after the state change). We now show equivalence for
each component of the state:

Probability:

pS’ = pS * Ljepy(nm) 195_j I
=p* ZjEBo(n,m) ’CI[JW
g p/

Given that p = ps which is true by the induction hypothesis, and the fact
that the indices i, correspond exactly to By(n, m), the probabilities remain
equivalent.

Quantum State:

Vi € Bo(n, k) : valy(gs_i’) = 0 = ¢'[i]

Vi ¢ By(n, k) : valy(qs_1i’) = valSQ(qs_i/\/I;) = q[z]/\/]; = ¢'[i]

We established that p = ps. The remaining equalities are directly using the
definitions of the respective semantics. Thus, the quantum state remains
equivalent.
Measurement Results: The last element of ¢ and the last ¢c_i are both
0, ensuring they are equivalent. The rest of ¢ remains unchanged and
equivalent due to induction hypothesis.

Since all three components of the state are equivalent, the overall state
is equivalent after measurement.
Sequential Composition: Finally, the equivalence for the sequential com-

position of statements follows directly from the equivalence of the subpro-
grams C and Cj. [ |

This proof establishes that whenever we can find two equivalent states,
executing a circuit and its translation in these states yields equivalent states
at each step including the final ones. Together with Lemma 6.1 (and its
proof) this culminates in the following Corollary:

Corollary 6.1 (Equivalence of translation). For any circuit C' € QC' that
is executed in an initial state ¢ = |0), C and its translation o(C) induce
equivalent sets of traces.

With this, we have established the equivalence between the semantics of
a quantum circuit represented in QQC and its translation to QP as defined
by o. This equivalence enables us to transfer any correctness property of a



6.4. PROPERTY-PRESERVING TRANSLATION 95

translation o(c) back to the original circuit c. A property of a circuit, and
respectively a (QP-program, can be expressed as a set of pairs, where each
pair consists of an initial state and the set of resulting final states. We will
call such pairs TwoStates. Let T, be the set of all such possible TwoStates
for a circuit ¢. We say ¢ has property ¢ if ¢ C T,.. The equivalence between
¢ and its translation o(l) that we established guarantees that any property
v that o(c) has is also a property of c. However, meta-properties that can
not be expressed by TwoStates such as energy consumption, memory usage,
or runtime are not covered by this equivalence.

As a result of Corollary 6.1 we call the presented translation o(-) sound.
Meaning any bug that is present in the original circuit will be present in its
translation. Formally we express this based on TwoStates.

Definition 6.10 (Soundness). Let T, be the set of all possible TwoStates
of x. Let ( : QC — QP be a translation function from QC to QP. We
call ¢ sound iff:

Vee QO Vo :(ApeTe:ipte = Ip €Ty : 0 ¢ ¢)
where ¢ is the QP-property equivalent to ¢ according to Definition 6.9.

The soundness of o(-) follows directly from Corollary 6.1.

6.4.1 Hybrid Programs

As we commented on before, most quantum programs do not consist of a
single circuit but are hybrid to varying degrees, meaning they incorporate
parts of classical software. Our approach naturally allows for such hybrid
programs as classical parts can be easily described in the host language, and
the quantum parts fit right in. In Section 6.7, we show several examples that
highlight the benefits of this tight integration between the two languages.

However, there is one limitation to the use of the host language in quan-
tum circuits: the number of qubits and the qubit indices to which the gates
are applied must be known at compile time. Theoretically, both these
limitations could be lifted, but in order to achieve meaningful verification
results, we consider them as given. Nevertheless, to accommodate a very
typical pattern in quantum circuits, we support the application of gates
based on loops, provided that those loops iterate over a continuous range of
integers. The reason we allow for this is that it is straightforward to unroll
loops with this special property, thereby eliminating them at compile time.
More specifically, we permit loops of the form
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for x := 0 to N do 1|1c.h(0);
c.h(x); —~2lc.h(1);
od 31c.h(2);

Listing 6.1: An example for the unrolling of a loop with provided parameter
N =2

for z := I; to Iy do S od

where z is an integer variable, and I, I5 are compile-time integer con-
stants. We assume the natural semantics of loops.

Unrolling these loops is a preprocessing step that occurs before the rest
of the translation process. For instance, consider the code in Listing 6.1 as
a demonstration of this approach.

6.4.2 Translation into Deterministic Programs

In the previous sections, we introduced a method for translating arbitrary
quantum circuits into a classical host language. A key feature of this trans-
lation is its ability to capture all possible measurement outcomes. While
this accurately reflects the behavior of quantum circuits, many desirable
properties of quantum algorithms do not concern all possible measurement
outcomes. Often, the focus is on the most likely result only. For instance, in
Grover’s algorithm, the correct result is obtained with the highest probabil-
ity, but not with certainty. Consequently, it is not effective to specify that
all possible outcomes are correct solutions — only that the most likely one
is. Limiting the analysis to the single most likely outcome is not only prac-
tical for specification purposes but also reduces the number of traces that a
verification tool must consider, thereby speeding up the verification process.
Motivated by this insight, we present a modification to our translation that
implements this tailored semantics.

The core idea is that the resulting QP program can be made deter-
ministic under two conditions: (a) all qubits are measured at the end of
the circuit (and not before) (b) there is a unique most likely measurement
outcome. Under these conditions, all measurements can be conducted at
the same time at the end of a circuit. The probability of each measurement
outcome can be calculated, and the most likely one can be deterministically
selected.
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Definition 6.11 (Translation of circuits (deterministic)). The transla-
tion oqey s defined with reference to the nondeterministic version o (Def-
inition 6.8), with the following modifications:

1. 04et(S1352) ~ 0det(S1); 0der (S2)
2. 04et(G g k) ~> (G g k)
3. 04es(M O to N) is the program

p := 0.0;
for i := 0 to n do
if (lgs_il * lgs_il > p) then
p := lgs_il * |qgs_il;

res := i;
fi
gs_i := 0.0;

od

gs_res := 1.0

cl1l, ..., cn :=res;

again N is the number of qubits and thus n = 2V is the size of the
corresponding quantum state.

We abuse notation to assign the result of multiple measurements at the
same time as ¢_1, ..., c_n := res;. This should be interpreted as as-
signing the bits of i to the measurement outcomes ¢;. The for-loop could
be unrolled into multiple if-statements as shown in the previous section. It
can thus be regarded as syntactical sugar at this point. Using o4 mea-
surements can be made deterministic, obtaining the most likely outcome
every time. Theoretically this can also be applied to states where there are
multiple outcomes with the same highest probability and o4 will always
result in one of them. More specifically, it will always result in the one with
the lowest numerical value.

Odet 1S Obviously not sound in the sense of Definition 6.10 as it only
considers a single measurement outcome and discards all others. However,
our intuition that the translation still maintains a different type of equiv-
alence is correct. To see that, we first define the notion of a probabilistic
TwoState:
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Definition 6.12 (Probabilistic TwoState). Let p = (i, f) be a TwoState.
Then we say p' is the corresponding probabilistic TwoState if p =
(1,{(q,c,p) € f | p = maxp}) where maxp is the mazimum of all p’s

Remember that f is a set of triples (g, ¢, p). Now the probabilistic TwoState
is the pair where in the set of final states we consider only the most likely of
those triples. Note that since several states can have the same probability,
this might still be a set of states. With this notion we are able to define a
relaxed definition of soundness:

Definition 6.13 (Probabilistic Soundness). Let T}, be the set of all pos-
sible TwoState of x. Let ( : QC — QP be a translation function from
QC to QP. We call ( probabilistically sound iff:

Vee QCVp: 3p'eT:ip' ¢ = 3pT €Ty : 1" ¢ ¢)
where @' is the QP-property equivalent to ¢ according to Definition 6.9.

Oget 1S probabilistically sound under the assumptions outlined above. The
reason for this is that if there are no measurements then p = p' for any
TwoState. Since the gate translation is identical to o the soundness of
Oget follows from the soundness of . For the last measurements we estab-
lished that the most likely outcome is chosen by 4. thus the probabilistic
soundness is maintained.

The intuition behind this notion of soundness is that it ensures the most
likely final state(s) always possess the desired property. In a probabilistic
system, it is, of course, impossible to determine from a single run whether
the most likely outcome has been obtained. However, for a sufficient number
of runs, the most likely outcome can be identified with very high probability,
where the exact number of runs required depends on maxp. Consequently,
for a system proven correct using a probabilistically sound method, it is
always possible to achieve a correct result with arbitrarily high probability
by executing the system a suitable number of times and selecting the most
frequently observed outcome.

6.4.3 Size of the Resulting Program

We have demonstrated that it is possible to provide a semantics-preserving
translation of quantum circuits into a classical host language. However,
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since we aim to apply formal verification tools to the resulting classical
program—and because the performance of these tools typically depends on
the size of the analyzed program — it is important to consider how large
the program generated by our translation might become. We assess this
by examining how the translation scales with respect to the two primary
parameters of quantum circuits: the number g of gates and the number ¢ of
qubits. We consider the size of a program to be the number of arithmetic
operations conducted within it. This may not always be a sensible metric
for program size; however, since the programs we analyze consist solely of
arithmetic operations and a few if-statements, we argue that, in our case,
this serves as a valid abstraction.

Theorem 6.2 (Size of translated circuits). Let ¢ € QC with g the number
of gates and q the number of qubits, then for the size of the program |o(c)|
the following holds:

lo(e)] < g-2°

Proof. Applying a single quantum gate corresponds to performing a matrix
multiplication, where the matrix representing the gate is multiplied by the
current state vector. Generally, for a square matrix of size n x n and a state
vector with n elements (where n = 29), each element of the resulting vector
is calculated as a dot product of a row of the matrix with the current state
vector. Since the state vector has n elements, each dot product consists of n
products and the calculation of the sum of those products resulting in 2n—1
operations. As we calculate n dot products, one for each element of the
vector, this amounts to 2n? — n operations for each gate. The final number
of arithmetic operations for g gates of size n x n can thus be calculated as
g-(2n* —n) =g (207 —29) =g 2%

|

Consequently, the number of operations is linear in the number ¢ of
gates and quadratic in n. Given that n = 29, this implies that the number
of operations grows exponentially with the number ¢ of qubits. This is to be
expected as we essentially simulate the quantum circuit which is exponential
in the number of qubits and linear in the number of gates.

Similar calculations reveal that the scaling behavior for quantum mea-
surements closely mirrors that of quantum gate operations. Specifically, the
number of operations scales exponentially with the number of qubits and lin-
early with the number of measurements. It is important to note that these
calculations pertain to the number of complex-valued operations. However,
extending this analysis to real-valued operations is straightforward and re-
sults in a number of operations that is only larger by a constant factor.
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Alternative Fully Expanding Translation As an alternative trans-
lation, instead of generating a program with temporary variables gs_i in
which the intermediate result is stored, we could generate n closed expres-
sions for each element of the final state vector. As there are no loops in the
program (remember the loops allowed are unrolled), this can be achieved by
iteratively replacing all occurrences of variables with the expressions used
to compute their values. That, however, would result in expressions with a
size that is not only exponential in ¢ but also exponential in the number g
of gates: The size of the expression used to compute the value of a single
variable gqs_1i is 2n — 1. After g iterative replacements of intermediate re-
sults (for each gate), this grows to (2n — 1)9. Thus, the overall size of the
program that has n such expressions is n - (2n — 1) < n - 2n9 = 299+a+l,
This is clearly exponential in the number of qubits ¢ as well as the number
of gates g. Again, corresponding calculations with identical results could
be conducted for measurements.

Note that, even if we use the nondeterministic translation from Defini-
tion 6.8, a static analysis tool may internally generate expressions that are
exponential in g and not only in q. We will examine this further in the
evaluation (see Section 6.7).

6.5 Towards Real Programming Languages

To leverage existing formal analysis methods or tools, it is necessary to
translate quantum circuits into a real-world programming language for
which analysis tools exist. In this work, we selected Java as our target
language due to the availability of well-established tools for analyzing Java
programs. However, this choice is not restrictive; a translation into other
languages, such as C, could be implemented with similar ease. A brief
discussion of translations into alternative languages is provided in Sec-
tion 6.7.5.

Before applying our translation to Java, we have to adapt our trans-
lation to account for the differences between Java and QP. Two primary
differences involve the handling of nondeterminism and the appropriate data
types for representing real and complex numbers. We discuss these issues
in the following sections.

Handling Nondeterminism

Most classical programming languages are inherently designed to be de-
terministic, which poses a challenge when dealing with nondeterminism,
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void £() {
QuantumCircuit ¢ = new QuantumCircuit (1) ;
c.measure (0) ;

}

void f(measureParam) {
qs_0 = 1.0;
gqs_1 0.0;
measureVarl = measureParam;
if (measureVarl) {

} else {

}
}

void £() {
qs_0 = 1.0;
gqs_1 = 0.0;
measureVarl = nondetFun () ;
if (measureVarl) {

} else {

}
}

Listing 6.2: Translation of a measurement with two different sources of
nondeterminism: (top) the original program, (middle) the translation with
an additional parameter (bottom) the translation with a special nondet-
function

a fundamental aspect of quantum computation. One potential solution is
to use a random number generator (RNG), which, while not truly non-
deterministic, can simulate nondeterminism for many practical purposes.
However, there are more suitable solutions tailored to our goals. We pro-
pose two distinct approaches for realizing nondeterministic assignments in
Java. Note that while the program itself remains a valid Java program and
thus deterministic, the analysis of it becomes nondeterministic.

The first approach introduces an additional parameter to the method
containing the translated circuit, which is used to resolve nondeterminism
by deciding between possible measurement outcomes. Although this ap-
proach seemingly only shifts the problem to a different level, it enables
analysis tools to treat the additional parameter as any other unknown in-
put influencing the program’s behavior. This approach also facilitates the
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creation of wrappers that consider every possible measurement outcome,
essentially employing a brute-force strategy. Such wrappers are particu-
larly useful for testing hybrid quantum programs. The main disadvantage
of this approach is, however, that adding an additional parameter to a func-
tion changes its signature, which affects how it has to be called anywhere
else. Accounting for these changes is not trivial, which renders this method
disadvantageous, especially for methods that are called in a lot of different
places in the program.

As an alternative, we support the use of underspecified methods as a
source of nondeterminism. These methods can either be explicitly provided
or implemented using special nondeterministic constructs offered by various
analysis tools, enabling the direct incorporation of nondeterminism into the
translated Java code. This approach has the advantage of preserving the
original method signature, avoiding the need for modifications. However,
depending on the specific implementation, the resulting program may ex-
hibit behavior during execution that deviates from the original semantics.
Consequently, this method is designed primarily for the use with analysis
tools rather than for execution.

An example for both approaches for a minimalistic program is given
in Listing 6.2. The original program consists only of the initialization of a
quantum circuit with a single qubit and then the measurement of that qubit.
This is obviously not a meaningful program but only serves to demonstrate
the differences in the translation. The first translation introduces a new
parameter to the function £ and then assigns this parameter to the variable
measureVarl which is in turn used to disambiguate which measurement
result is considered. The second translation is nearly identical but differs in
the assignment to measureVarl. The specifics of the function nondetFun
are not relevant for this example. The only requirement is that for a ver-
ification tool the call to this function has to return a nondeterministically
chosen value.

Both approaches have distinct advantages, making them suitable for
different application scenarios. It is up to the user to decide which approach
is more appropriate for a given situation.

Data Types for Representing Real and Complex Numbers

The translation to QP (Definition 6.8) is agnostic to the specific data type
used to represent quantum states, as long as the chosen type supports the
necessary arithmetic operations. However, the semantic equivalence be-
tween a quantum circuit and its translation (see Theorem 6.1) may not
always hold depending on the data type employed. Additionally, the re-
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sults of any analysis conducted on the translated program may vary based
on the data type used. Two options for representing real numbers in a
classical programming language are fixed-point and floating-point numbers.
Floating-point numbers are natively supported in most classical program-
ming languages, while fixed-point numbers can be implemented using in-
tegers with a fixed denominator, though this requires normalization after
operations. Each of these representations has distinct advantages depend-
ing on the tools used for program analysis.

Regardless of whether floating-point or fixed-point representations are
used, both introduce rounding errors. Since these rounding errors cause
deviations from the semantics of real-valued calculations, they may lead
to a loss of semantic equivalence between the translated program and the
original quantum circuit. Consequently, any analysis conducted on the
translated program may not be soundly applicable to the original circuit.
However, we can demonstrate that such rounding errors do not affect the
actual outcome of the program in almost all cases.

To achieve this, we consider a slightly modified version of the proba-
bilistic measurement introduced in Section 6.4.2. Instead of verifying the
desired property exclusively for the most likely measurement result, we ex-
tend the verification to include any result whose probability is sufficiently
close to the most likely outcome, accounting for potential floating-point
errors.

As an example, consider the most likely measurement outcome occurring
with probability p, and assume that measurement probabilities may be
perturbed by a maximum error of ¢ due to floating-point inaccuracies. In
the worst-case scenario: The probability of the most likely measurement
outcome is overestimated by ¢, resulting in an actual probability of p —
t. Simultaneously, the probabilities of all other measurement outcomes
are underestimated by ¢. Even under these conditions, any measurement
outcome with a probability less than p— 2t cannot be the most likely result,
as its adjusted probability would still fall short of p — t.

Leveraging this observation, we modify the translation of measurements
to incorporate these bounds. Specifically, we redefine the measurement
verification to accept all outcomes with probabilities in the range [p —2t, p).
This ensures that even in the presence of floating-point rounding errors, we
correctly identify all plausible candidates for the most likely outcome. This
modified measurement translation is provided in Listing 6.3.

The main idea is as follows: we first compute the maximum probability
for any result maxp. We then nondeterministically select any measurement
outcome within the valid range [0, V). If the probability of this outcome
is above p — t2, we consider it a valid result; otherwise, we disregard it.
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max_p := 0.0;
ps := [1;
for i := 0 to N do
pslil] = lqgs_il * |qgs_il;
if |gs_il * |qs_il| >= max_p then
max_p := |qs_il| * |qgs_il;
fi
od
idx := rand (0, N);
if ps[idx] > max_p - 2*t then
res := idx;
else
assume (false) ;
fi

Listing 6.3: A sound measurement translation respecting float errors given
quantum state gqs_i and error threshold t

In this context, disregarding a result involves assuming false, effectively
terminating further verification for that result.

This type of translation can still be implemented in purely classical pro-
gramming languages using standard specification languages (for assuming
false and nondeterministic choice). However, the resulting program does not
retain the intended semantics when executed, making it suitable exclusively
for formal analysis.

For the nondeterministic translation, we can guarantee that no out-
come deemed possible is indeed impossible by applying a similar idea. Un-
fortunately, we cannot prove that all outcomes considered impossible are
guaranteed to be impossible. This limitation arises because outcomes oc-
curring with extraordinarily low probability could theoretically be deemed
impossible. We cannot rule out this scenario, as it involves checking for
equivalence of a single floating-point value, which is precisely the situation
where reliability cannot be guaranteed in the presence of rounding errors.

Even in cases where a formal proof of the absence of relevant floating-
point errors cannot be established in practice, we have never observed incor-
rect verification results for any of the considered examples (see Section 6.7).
Given that our approach is tailored for small circuits (see Section 6.8) and
that all values involved in the translation lie within the range of —1.0 to
+1.0 (excluding rounding errors) — a range where floating-point numbers
exhibit the highest precision — this outcome is unsurprising.
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6.5.1 Translation to Java

We are now able to apply all the insights gained in the previous sections to
provide a final translation from QC to Java for circuits with no mid circuit
measurements: o.

Definition 6.14 (Translation of circuits to Java). Let N be a number of
qubits and a corresponding state size of n = 2V, we define the syntactic
translation oy : QC — Java. We consider Java-states in which the
following Java variables are defined: qs[ili (0 < i < n) of type float
that represent the quantum state. For any circuit C' = (Sy, ..., S;) € QC
with no mid circuit measurements oy has the following form.

1. 05(51;52) ~ 05(51);05(52)
2. UJ(G g ]C) ~

gs = new float[J{gs[0]*u_1_1 + gs[1]*u_1 2 + ..

gs[0l*xu_n_1 + gsl[l]l*u_n_2 + ...};

where the u_i_j are the elements of the expansion matriz F(g,k,n)

(Definition 6.4).
3. 0;M0 to n) ~

float max_p := 0.0;
float[] ps = new float[]{0.0, 0.0, ..., 0.0};
for(int i = 0; ++i; 1 < n) {

psli]l = lqgs[il| * Iqs[ill;

if (lgs[il| * Igs[i]l| > max_p) then

max_p = |gs[ill * Iqs[ill;

}
+
int res = nondet(0, N);
if (pslres] > max_p - 2xt) {

gs = new float[]{0.0, ..., 0.0};
gslres] = 1.0;
elseq

//Q assume(false);

b
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There are a few details we would like to comment on. First, we are using
floats as if they were able to represent complex values. This is obviously not
the case, but extending this translation to accommodate for complex values
is straightforward and we avoid it here for reasons of readability. Second,
we use some syntactic sugar like |gs[i] | for the absolute value that is not
natively supported in Java, however again replacing this with the suitable
pure Java code is trivial. Third, we use a nondet function in the code.
This can be of any type discussed in Section 6.5. Forth, the result of all
measurements is stored in an integer variable res rather than a sequence
of Bools. Again this could be easily transformed to Boolean variables if
necessary.

As we use floating-point variables in this translation, we lose soundness
in the sense as defined earlier (both probabilistic and plain soundness).
However, as argued in Section 6.5, the way we translated measurements en-
sures that soundness with respect to measurement outcomes is maintained.
Specifically, the translation o is probabilistically sound for any property
that does not reference the quantum state or the explicit probabilities of
the circuit. To give a formal definition of this type of soundness we first
define observably equivalent states:

Definition 6.15 (Observably equivalent). Let s; = (q,¢,p) be a QC-
state and sy = (gs,cs,ps) be a Java-state. We call sy and sy observably
equivalent iff ¢ = cs according to Definition 6.9. We write s; =, sy for
observably equivalent states.

This gives rise to the following definition of soundness:

Definition 6.16 (Probabilistic Observable Soundness). Let T, be the

set of all possible TwoState of x. Let ( : QC +— Java be a translation

function from QC to Java. We call ¢ probabilistically observably sound
Vee QCVo : (3pteT.:p' ¢ = IpT €Ty : " ¢ ¢) and

not pt =, p't

where ¢’ is the Java-property equivalent to ¢ according to Definition 6.9.

This definition permits deviations in the probability of each state and
the quantum state but requires that any bug related to the outcome of
measurements must also be present in the translated version of the circuit.
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While this may initially seem like a significant restriction, it is important
to note that the quantum state and the probabilities of each state are not
directly observable on real quantum devices. Intuitively, our definition cap-
tures the fact that any bug observable during the execution of the circuit
on a real device with high probability will also be detectable with a method
that is probabilistically observably sound.

We argue that this constitutes a reasonable and practical definition of
soundness in the context of quantum computing. However, there are limita-
tions to such a definition. Notably, it only applies to quantum software that
includes measurements, and thus excludes quantum subroutines. As a re-
sult, a probabilistically observable sound method is unsuitable for verifying
standalone quantum subroutines, such as the Quantum Fourier Transform
(QFT). Instead, it is applicable exclusively to complete quantum algorithms
that yield some classical output.

(a)/(b) Write programlspecificatm ( (c) Automatic translation \ ( (d) Apply tool \
[ C \
Java-Source

subroutines) X

\)“
Translate quantum 3 Pure > Analyze translated
subroutines Java-Program program
L
JML-Specification /

\ AN AN J

Figure 6.2: A schematic representation of the envisioned workflow with the
tool QIn

(including quantum

6.6 QIn: Implementation and Tool Chain

To evaluate our approach in practice, we implemented the translation pre-
sented in the previous sections in a command-line tool called QIn. Cur-
rently, QIn supports two types of translations for measurements: a trans-
lation that considers all possible measurements (i.e., measurements with
a non-zero probability), and the translation for most likely results under
floating-point errors shown in Section 6.5.1. We call these translations
the possibilistic and the probabilistic translation respectively. The tool is
openly available online?.

‘https://github.com/JonasKlamroth/QIn/
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gr = QuantumRegister (2)

cr = ClassicalRegister (1)
djCircuit = QuantumCircuit(qr, cr)
djCircuit.h(qr [0])
djCircuit.x(qr [1])
djCircuit.h(qr [1])

# apply oracle

djCircuit.h(qr [0])

djCircuit .measure(qr [0], cr[0])

float [][] oracle = ...; // define oracle

Circuit ¢ = new Circuit(2); // create circuit object
c.h(0); // apply quantum gates
c.x(1);

c.h(1);

c.g(oracle, 0, 1);

c.h(0);

return c.measure (0) ; // measurement

// setup of initial state

float [] oracle = g

float[] q_state_O new float[]{1.0F, 0.0F, ...};
float[] q_state_1 new float []{0.0F, 0.0F, ...};
// translation of c.h(0)

q_state_O0 = new float[]{ ... };

q_state_1 = new float[]{ ... };

// translation of further gates

// measurement
boolean $$_tmp_measureVaril;

if ((g_state_0[2][0] * g_state_O[2][0] + ...) >
(q_state_0[0] [0] * g_state_O[O][0] + ...)) {
q_state_O = new float[]{0.0F, 0.0F, ...};
q_state_1 = new float[]{0.0F, 0.0F, ...};
$$_tmp_measureVarl = true; //store result

} else {
$$_tmp_measureVarl = false;

}

return $$_tmp_measureVarl;

Listing 6.4: An example for a hybrid program written using Qiskit (top); our
Java interface (middle); and its translation as generated with QIn (bottom).
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QIn is implemented in Java and leverages OpenJML as a back-end for
manipulating Java code. The tool takes as input a file containing Java code
with quantum subroutines (as discussed in the following paragraph) and
outputs a translated version in which the quantum circuits are converted
into pure Java, based on the translation methodology presented. The re-
sulting Java file can then be verified, tested, or validated using any tool
capable of handling Java code.

The overall envisioned workflow consists of four steps: (a) write a Java
program that includes quantum subroutines, (b) specify the code using a
specification language of choice (e.g., JML), (c¢) apply QIn to translate the
quantum subroutines into equivalent Java code, and (d) use any tool or
technique to analyze the resulting Java code against its specification. This
workflow is illustrated in Figure 6.2.

If the tool identifies no bug, the soundness of our translation guarantees
that this result reflects accurately on the original program (in the sense of
soundness we discussed). Consequently, the program in its current state
adheres to its specification. If a bug is identified, this information can be
used to debug the original quantum circuit. Depending on the verification
tool used, counterexamples might be provided, which can assist in locating
the precise source of the bug. Once the bug is corrected or the specification
adjusted, the toolchain can be rerun to verify whether the revised version
complies with the specification.

The currently prevalent way of programming quantum circuits is de-
fined by established Python-based quantum programming frameworks like
Qiskit [2] or Cirq [36]: A quantum circuit object is created, initialized with
the necessary number of qubits, to which gate operations and measure-
ments are applied by calling functions/methods. Each of those function
calls takes as inputs the qubits the specific gate or measurement is applied
to (see Section 2.1.8). We provide a Java facade which mimics this type of
programming quantum circuits. While currently being only a facade, im-
plementing a simulator or even an interface for real quantum devices would
merely be an implementation exercise.

Let’s consider a typical example and its translation: The Deutsch-Jozsa
algorithm is a famous example of a quantum algorithm (see Section 6.7).
The circuit for this algorithm for 1 qubit in QC' consists of the following
statements:

GHO,GX 1;,GH 1,GO0;M 0

We will discuss the concrete mechanics of this algorithm in Section 6.7.
For now, it is sufficient to understand that the gate O serves as an ora-
cle specific to this algorithm and can be considered a non-standard gate
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that must be explicitly provided. The gates X and H are the standard
matrices introduced earlier and are applied to the first and second qubits,
respectively. Listing 6.4 illustrates the Deutsch algorithm in three differ-
ent implementations. The first is the Qiskit version, as presented in their
community examples®. The only modifications made involved manually
unrolling the loops and setting the circuit size to 1. The second version
showcases our implementation using the Java interface, while the third is
an excerpt from the generated translation (the full translation is too large
to include here).

Note that in the Java implementation, we utilize syntactic sugar for
known quantum gates, for instance writing c.h(1) instead of c.g(H, 1).
This notation will be adopted throughout the remainder of this chapter
whenever appropriate. Apart from this minor difference, the QC and Qiskit
implementations closely resemble the Java version. This underscores the
fact that the language used to construct the quantum circuit is theoret-
ically inconsequential; hence, choosing Java for this implementation does
not preclude an equivalent implementation in other languages.

6.7 Evaluation

To evaluate our approach and demonstrate its feasibility, we first present
two experiments that examine runtime performance based on the number
of qubits and gates. Following this, we demonstrate the applicability of
our approach to real-world quantum programs. For this second part, we
study two different types of programs: first, we apply our tool to a set of
case studies representing well-known quantum algorithms, and second, we
use it to analyze a collection of documented bugs in quantum circuits. All
translations used in this section were generated fully automatically using
QIn.

For analysis and verification, we employed JJBMC [18], which was de-
veloped (with JBMC [44] as its backend) for verifying Java code specifica-
tions written in JML. JBMC in turn is a bounded model checker for Java
bytecode that uses SAT solvers as backends. We selected JJBMC as the
verification tool due to its fully automated nature and its support for verify-
ing programs that include floating-point arithmetic, a feature not typically
supported by verification tools. It is important to note, however, that the
choice of JJBMC was made solely for the purpose of this evaluation, and it
is not the only tool compatible with the Java code generated by QIn. In the

Shttps://github.com/qiskit-community/qiskit-community-tutorials/blob/
master/algorithms/deutsch_jozsa.ipynb, last visited 2024/12/01
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Case Study #gates #qubits Verification Time (s)
BB&4* 3 1 1.6
DeutschJozsaQiskit™* 12 4 2.4
DeutschJozsa* 9 4 17.0
BernsteinVaziraniQiskit* 9 3 1.8
BernsteinVazirani* 9 4 10.6
Grover* 9 2 5.0
GroverQSharpTut* 19 3 3.1
Shor* 18 7 (quantum) 6.0

(classical) 10.7

ShorQjiskit 41 5 (quantum) 445.6

(classical) 12.2
SuperdenseCoding* 6 2 1.5
GHZ* 4 3 1.5

Table 6.1: Overview of all case studies with the number of gates and qubits
as well as average time needed for verification with JJBMC in seconds, the
standard deviation for all case studies is below 3% of the verification time,
for Shor we provide verification for the quantum (quantum) and the classical
subroutines (classical) separately, case studies marked with a * include the
prove of absence of floating point errors

experiments that follow, the reported runtimes reflect the performance of
JJBMC, as the translation time itself was negligible for all examples. The
experiments were performed on a desktop PC with an AMD Ryzen 5 3600
processor and 16GB of RAM. The JBMC version used was 6.3.1 and was
run with the built-in SAT-solver. All sources necessary to reproduce the
results are provided at [89].

6.7.1 Differences between Theory and
Implementation

In some minor points, the implementation deviates slightly from the pre-
sented theoretical approach. This is mainly for practical reasons, either
to ease implementation or to improve performance. None of these differ-
ences affect the claims made for the theoretical translations unless explicitly
stated otherwise.

The main differences between the theory and the practical implemen-
tation arise from the use of real-world programming languages and have
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already been discussed in Section 6.5. We do not elaborate further on them
here. In addition to those modifications, there is one adaptation worth men-
tioning: in this implementation, we introduced an optimization regarding
the complexity of the translation. Specifically, as the actual probability of
a result state is not needed in our approach (remember we are aiming for
observable soundness), there is no requirement to normalize a state after a
measurement. This is a significant simplification because it avoids multiple
computationally expensive operations on floating-point numbers, including
the computation of square roots. For most verification tools, bypassing
these operations leads to a substantial simplification, which translates to
reduced verification time.

Despite the loss of information about the exact probability of the re-
sulting bit-string, we argue that this trade-off is justified by the benefit of
a simpler program, which is easier to analyze. In particular, when updat-
ing the state after a measurement, we only set certain values to zero and
leave the remaining part of the state unchanged. It is crucial to note that
this optimization does not affect the probabilities of measurement outcomes
with zero probability, as normalization has no impact on these probabilities.
Therefore, the possibilistic translation remains unaffected by this optimiza-
tion, even though it involves comparisons with a concrete probability value.

6.7.2 Scaling Experiments

To examine the performance of our approach, we conducted two experi-
ments analyzing the scaling with the number of gates and qubits respec-
tively. In both cases, we run JJBMC 10 times on each of the circuits and
plot the average runtime. We also plot standard deviation as well as mini-
mum and maximum values, but due to very similar runtimes these are not
visible in the plots. A script to reproduce all results is included in the
available online sources [89].

Scaling with the Number of Gates

To evaluate the scalability of our approach with respect to the number
of gates in a circuit, we conducted the following experiment: We created
circuits with 2 or 3 qubits, initializing them in a nondeterministically chosen
basis state. Our goal was to verify that after applying an even number of
X or H gates to the first qubit, the initial state is restored. The runtimes
for JJBMC are shown in Figure 6.3 for circuits with N = 2 and N = 3
qubits, and three different gate configurations. The gates used were X, H,
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and HH/HHH, where HH/HHH apply Hadamard gates simultaneously to the
first 2 or 3 qubits, respectively.

All of these gates are involutory, meaning that applying an even num-
ber of them restores the initial state. Notably, whether these operations are
entangling or not is irrelevant for this experiment, as each gate is imple-
mented via matrix multiplication, and we always consider the full system
state. The density of the matrices representing these gates, however, is
the primary factor influencing runtime performance. As shown in the fig-
ure, runtime varies significantly depending on the gate applied. This is
expected, as the complexity of the expressions generated during verifica-
tion correlates with the sparsity of the matrix representing the gate. For
very sparse matrices, such as the X gate, runtime increases nearly linearly
with the number of gates. In contrast, denser matrices, such as those rep-
resenting H or HH/HHH, result in higher runtimes and poorer scaling with
the number of gates. However, at least for the number of gates considered
here, we did not observe the worst-case exponential blowup considered in
Section 6.4. As expected, JJBMC reuses intermediate results, thus avoiding
this potential issue.

The apparent decrease in runtime growth between successive data points
is likely an artifact of the underlying analysis tool. This phenomenon is
common when evaluating scalability with respect to specific parameters,
as the runtime of tools like JJBMC (or any SAT- or SMT-based solver)
is highly dependent on the specific characteristics of each problem. We
additionally would like to point out that not every circuit with the same
number of qubits or number of gates behaves alike in terms of runtimes.

Scaling with the Number of Qubits

We also analyze the impact of increasing the number of qubits in a cir-
cuit while fixing the number of gates. In this experiment, we constructed
a circuit with a single X gate applied to the first qubit while varying the
total number of qubits. We proved that the X gate consistently flipped the
first qubit. The resulting runtimes are shown in Figure 6.4. The runtimes
exhibit exponential growth with the number of qubits, which is expected
due to the exponential increase in the state space. Notably, the most sig-
nificant scaling challenges arise from the fact that JJBMC must analyze
exponentially more cases with each additional qubit. While the findings
are promising, they also highlight limitations. For circuits with fixed ini-
tial states—common in many simple quantum algorithms—we can analyze
a non-trivial number of qubits (as demonstrated on several examples in
the upcoming section). However, the exponential scaling observed with
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Figure 6.3: Performance benchmark for different number of gates and dif-
ferent gates, dashed lines indicate experiment with 3 qubits, solid lines with
2 qubits

arbitrary initial states indicates that this method, without significant im-
provements, is unsuitable for larger circuits. Although this analysis is based
on a single tool, and the translation is not highly optimized, overcoming
the fundamental exponential scaling remains a challenge.

6.7.3 Applying QIn to Well-Known Quantum
Algorithms

We present several case studies to demonstrate the applicability of our ap-
proach to a range of well-known quantum algorithms. Table 6.1 provides an
overview of these case studies, highlighting key characteristics and the veri-
fication times required by JJBMC (averaged over 10 runs). The translation
process was completed in negligible time (< 1 second) for all examples.
As shown in the table, the verification time for most case studies is
only a few seconds, with the notable exception of Shor’s algorithm. Some
algorithms are examined in multiple versions, and we observe significant
variations in verification times for different implementations of the same
algorithm. This variation highlights not only differences in implementation
details but also the broad range of complexities that can arise even within
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Figure 6.4: Performance benchmark for different number of qubits

Tool LoC LoS Time Manual
QBricks 11 46  79.0s 39
SQIR 10 39 - 222
Silver 9 10 7.9s -

QIn + JJBMC 18 3 2.4s -

Table 6.2: Comparison of statistics for verifications of the Deutsch-Jozsa
algorithm with different tools. For each tool we list Lines of Code (LoC),
Lines of Specification (LoS), Runtime of verification tool (Time), Manual
interactions necessary (Manual)

the verification of a single algorithm. In the following sections, we discuss
three of these case studies in greater detail.

Deutsch-Jozsa

The first case study focuses on the Deutsch-Jozsa algorithm [53], a foun-
dational quantum algorithm that demonstrated quantum speedup for the
first time. Given a function f: {0,1}" — {0, 1} that is either constant or
balanced (i.e., the number of inputs for which f returns 0 and 1 are equal),
the algorithm determines whether f is balanced. We analyzed two im-
plementations of this algorithm. The first implementation, sourced from
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if (oracleType == 0) { // If oracleType is "O",
if (oracleValue == 1) { //return oracleValue
djCircuit.x(n);
}
} else { // Otherwise, return the inner product
for (int i = 0; i < n; i++) {
if ((a & (1 << i)) !'= 0) {
djCircuit.cx(i, n); // CNOT operation
}
}

public float[][] getOracle(int N, boolean[] f) {

int size = 1 << N + 1;
float oracle[][] = new floatl[size]l[sizel;
for(int i = 0; i < size; ++i) {

for(int j = 0; j < size; ++j) {

oracle[i][j] = 0.0f;
float val = f[i / 2] ? 1.0f : 0.0f;
if (i == j) {

oracle[i][j] = 1.0f - val;

}

int even = (i % 2) * 2 - 1;

if (i == j +even) {
oracle[i][j] = val;

}

}
}

return oracle;

Listing 6.5: The implementation of the oracle for the Deutsch-Jozsa algo-
rithm as realized in Qiskit (top) and our own implementation (bot)

the qgiskit-community tutorials, was syntactically adapted to fit our Java
interface, but no changes were made to the gates or the implementation
itself. This version accepts three parameters: (1) oracleType, a Boolean-
like value that indicates whether the oracle implements a balanced function
(oracleType == 1) or a constant function (oracleType == 0); (2) ora-
cleValue, which specifies the output for all inputs if the oracle is constant;
and (3) an integer between 1 and 2", representing the nature of the bal-
anced function (more specifically, the inner product of the input with this
integer, interpreted as a bitstring, is returned). The oracle is constructed
based on these parameters, as shown in the top half of Listing 6.5.

The second implementation constructs a single gate that realizes the
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oracle, using a Boolean array that represents the function f as a truth
table. Based on this truth table, a function generates a gate acting on
all qubits to implement the Deutsch-Jozsa oracle (see Listing 6.5 bottom
half). Although this algorithm is typically viewed as purely quantum, both
versions incorporate classical programming elements, making it at least
partially hybrid in nature.

We evaluate the algorithm for n < 5. The resulting circuit for an n-bit
function uses n + 1 qubits, 2n + 3 gates (depending on the implementa-
tion), and n measurements. The algorithm’s specification states that the
measurement result is 0 if and only if the function is balanced, which can
be determined by the parameters in both versions. In the qiskit version,
oracleType directly indicates whether the function is balanced. In our im-
plementation, a helper function counts the number of true values in the
truth table to determine balance.

The generated program is verifiable with JJBMC in under a second for
n = 1, but timed out when n > 6, with runtime exceeding six hours. This is
likely due to the exponentially increasing number of possible input functions
and the growing quantum state size. We encapsulate the algorithm in a
method, allowing it to be used in the Java program like any other Java
method. Using this approach, we were able to verify small functions, such as
one that counts the number of zeros in the truth table, thus verifying a truly
hybrid program. Another case study, the Bernstein-Vazirani algorithm, is
closely related to the Deutsch-Jozsa algorithm and yielded similar runtime
results, so we do not discuss it in detail here.

As Deutsch-Jozsa is a comparatively easy but very well-known algo-
rithm, it has been tackled by various verification tools for quantum software.
In Table 6.2 we compare several statistics between three of these approaches
with our own approach. Note that this comparison is not entirely fair as
it compares approaches with very different underlying concepts. The most
significant of those differences is that the first two tools, QBricks and SQIR,
show correctness for an arbitrary number of qubits while Silver and our ap-
proach verify only for a given number n of qubits. In contrast to Silver we
have a generic description of the algorithm, but run the verification only for
a certain n while Silver uses different implementations for each number of
qubits. Thus, the lines of code (LoC) given for silver is for the specific case
of 2 qubits (which probably means that this number would increase for a
higher number of qubits). Information for Silver is taken from [97] and for
the other tools from [32].

We highlight several noteworthy observations from this comparison.
Firstly, the comparatively high number of LoC in our approach is evident.
This is attributable to the fact that the first two tools employ a highly
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compact representation of the abstract algorithm, rather than a full imple-
mentation in a real-world programming language. (For Silver, this is spe-
cific to the 2-qubit case, as previously mentioned.) Secondly, our approach
stands out by requiring the least amount of specification as measured by
lines of specification (LoS). Given that specifying properties for verification
is often a burden for developers, this represents a significant advantage of
our method. Furthermore, our approach achieves the fastest verification
times among the compared tools. Lastly, it is notable that both Silver and
our approach operate without the need for manual interaction, in contrast
to the other two tools. Taken together, these points indicate that our tool
performs favorably concerning the objectives outlined in Section 6.2.

This example demonstrates that our approach can handle real-world
implementations of well-known quantum algorithms. Importantly, we were
able to prove the correctness of the Qiskit implementation with minimal
specification and without significant changes. Unlike other approaches that
focus on abstract algorithms, we proved the correctness of the actual im-
plementation, which we consider a major strength of our approach. Also,
we were able to compare our tool favorably to three established tools in the
field regarding the time for verification, the amount of specification needed,
and the amount of necessary manual interaction.

Grover

Our second case study focuses on a simplified version of the widely-used
Grover’s algorithm, which is designed to solve unstructured search prob-
lems and can also serve as a subroutine or enhance the performance of
other algorithms. Grover’s algorithm, given an oracle capable of distin-
guishing between desired and undesired elements in a database, enables the
efficient identification of target elements with a quadratic speedup com-
pared to classical approaches. Again we considered two examples: One we
implemented ourselves and another one taken from a Q# tutorial. For our
implementation, we demonstrate the functionality of Grover’s algorithm in
a minimal setting using two qubits and a circuit consisting of 10 gates. The
Q7 -version is specifically implementing an alternating-bit-oracle meaning
that the desired states that the algorithm should identify are the ones which
have an alternating bit sequence.

Our implementation expects two parameters: (1) an array of integers
representing the database, which contains a permutation of the numbers 0
to n, where n is the size of the database, and (2) an integer specifying the
target element to search for within the database. Given that our setup uses
two qubits, n can be at most 4. To ensure the algorithm works as intended in
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this specific case, the database must be a permutation of distinct elements,
allowing for the identification of a single target element. In cases where the
element is not present, the algorithm returns —1.

We verified that the database contains the desired element at the index
returned by our implementation. These functional requirements can be
expressed using just five lines of JML, as shown in the following listing:

/%@
@ requires database != null && database.length == n;
@ requires (\forall int i; 0 <= i < n;
@ database[i] >= 0 && database[i] < n);
@ requires (\forall int i; 0 <= i < n;
@ (\forall int j; 0 <= j < n;
Q i == j || database[i] != database[jl));
@ ensures ((val >= 0 && val < n) ==>
@ val == database[\result]) ;
@ ensures ((val < 0 || val >= n) ==> \result == -1);
@x*/

JJBMC is able to verify this specification in 5.0 seconds (average runtime
over 10 runs). Notably, this simplified version of Grover’s algorithm requires
only a single iteration, unlike the general case where multiple iterations
may be necessary to amplify the probability of finding the correct element.
This simplification is one reason we were able to successfully verify this im-
plementation. In contrast, the Qiskit version of Grover’s algorithm, which
involves multiple iterations and nested loops, presents significant challenges
for verification. When these loops are unrolled in our approach, the result-
ing circuit becomes excessively large, surpassing the current capabilities of
JIJIBMC for analysis.

The Q#-version on the other hand was even faster to verify with the
alternating-bit property as the specification. The verification time for this
version was 3.1 seconds even with significantly more gates and one more
qubit. Which shows that the mere number of qubits or gates is not sufficient
to predict verification time.

Shor

Third, we considered Shor’s Algorithm, arguably the most well-known quan-
tum algorithm, which factorizes a number n into two factors [131]. The
algorithm comprises several steps, though only one — period finding — is
executed on a quantum computer. We explored two different implementa-
tions: the first is the Qiskit community version, while the second replicates
the approach used in a paper that demonstrated Shor’s algorithm on phys-
ical hardware for the first time [146]. Both implementations handle only
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the minimal case where n = 15, but we argue that even this restricted case
showcases the strength of our approach. To the best of our knowledge, this
is the first time an implementation of Shor’s Algorithm — including both
the quantum and classical components— has been verified fully automati-
cally.

Our implementation consists of three core components: (a) a classical
routine that checks for trivial factors and invokes the order-finding subrou-
tine, (b) the order-finding subroutine, which verifies whether the quantum
routine has produced a useful period and, if so, computes a non-trivial fac-
tor from it, and (c) the quantum subroutine itself. These components are
encapsulated in a while-loop that continues until a valid factor is found. Ad-
ditionally, several non-trivial helper functions are required, such as those for
computing the greatest common divisor (ged), integer exponentiation, and
the continued fractions algorithm. We emphasize that, while these helper
functions are often treated as afterthoughts in discussions of Shor’s algo-
rithm, they are both non-trivial and critical to the algorithm’s success. The
ability of our approach to integrate these classical components seamlessly
with the verification of the quantum circuit is essential for the verification
of hybrid algorithms like Shor’s.

In our case study, we also evaluated two verification strategies: modular
verification, where each of the three main components is verified separately,
and holistic verification, where all code is inlined (except for the main loop).
Note that helper methods were always inlined and not separately specified
and verified. The entire case study, using the Qiskit version, consists of
184 LoC, 79 of which pertain to the quantum circuit. With the holistic
verification approach, a minimum of 8 LoS were required, with an additional
13 LoS necessary for the modular verification. The primary property we
aim to demonstrate is that the algorithm returns a non-trivial divisor of
the input n. In JML, this property can be expressed as follows:

@ ensures n % \result == 0 && \result !'= 1 && \result != n;

This ensures that the result is a valid divisor and eliminates the two trivial
cases. For the holistic approach, this single line is almost sufficient to
complete the entire proof. The only additional lines required address the
precondition that n cannot exceed 15 (since we are considering only the
minimal case) and the need to restate the specification as a loop invariant
for the main loop, as well as for the method that encapsulates the three core
components. Essentially, beyond specifying the key property to be proven,
no further detailed specification is required. This is a stark contrast to other
methods that rely heavily on detailed specifications to carry out their proofs.
As an example, consider QBricks which needs a combined 1163 lines of code
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and specification just for the order finding subroutine of Shor’s algorithm
[32].

Another key point is that, although the verification is performed using
a bounded model-checker, and the proof involves a potentially infinitely
running loop, we avoid unrolling the loop by leveraging the loop invari-
ant. We thus prove partial correctness of the algorithm. Note that we do
not reason about how likely a successful run of the loop is but only show
that if it terminates the output has the desired property. While this is a
weaker guarantee than what has been proven by other tools, it nevertheless
demonstrates what we consider the main property of Shor’s algorithm.

6.7.4 Application of QIn to Known Errors in
Quantum Circuits

We demonstrated that our approach can successfully verify the correctness
of well-known quantum algorithms. However, it is arguably even more
effective at identifying bugs in small quantum programs, particularly those
written by developers who are new to quantum computing. In [154], Zhao et
al. present a collection of bugs found in quantum programs across common
platforms such as GitHub and Stack Overflow. Unfortunately, not all of the
bugs in this benchmark are errors in the quantum circuits themselves; some
are due to misconfigurations in Qiskit or misunderstandings of its API. Of
the 52 collected bugs, 10 were directly related to errors in the quantum
circuit. For 9 of these 10 circuits, the required property was either of the
form “for all inputs and all possible resulting measurements, some property
holds” or “for the most likely measurement, some property holds.” These
two types of properties align precisely with the capabilities of our approach.

We re-implemented each of these buggy programs in our Java circuit
language and wrote corresponding specifications. Since no formal specifi-
cations were provided in the benchmark, we inferred the intended behavior
based on the questions or bug reports. Additionally, we created a fixed ver-
sion of each buggy program, as described in the original posts. We were able
to verify that the fixed versions adhered to the inferred specifications. More
importantly, we successfully detected all bugs in the buggy versions of the
programs. This provides strong evidence that our approach is well-suited
for identifying bugs in real-world quantum programs as they are currently
being written by the community.

Notably, issues related to scaling and the use of floating-point numbers
rather than real numbers did not pose any challenges for the programs we
examined. All of the considered programs involved at most 5 qubits, and
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our approach was able to verify or refute the desired properties in less than
2 seconds for 8 of the 9 programs, with the remaining one taking approxi-
mately 9 seconds. These results further support the "small scope hypothe-
sis" for quantum programs, at least for those currently being developed (see
Section 6.8 for further discussion).

6.7.5 Considering Other Host Languages and Other
Verification Tools

We conducted the evaluation of our approach with Java as the classical host
language and a bounded model-checker as the underlying verification tool.
However, as we have hinted at several times before, one of the advantages
of our approach is that these choices are not forced and any other host
language as well as tool for the verification is also valid. In this section, we
would like to discuss why we think that the choices we made were suitable
for a first evaluation and what other configurations might be interesting to
examine as future work.

Other host languages We argue that different aspects should influence
the choice of host language. In particular, we see the following to be the
most relevant: 1) analyzability 2) popularity 3) additional features. We
briefly comment on all of these aspects.

Analyzability: The goal of our approach is to be able to analyze quantum
circuits with existing tools. Thus, the choice of the host language should
depend on the availability of tools for that language. Due to their nature,
some languages are fundamentally easier to analyze than others. This is
obviously also dependent on what type of analysis one wants to conduct.
While unit tests are easily implemented in nearly every language, tools for
rigorous formal verification are not that readily available for all languages.
As our focus was on formal verification, we considered languages for which
multiple formal verification tools were available. The two most analyzed
languages in that regard are arguably C and Java. Thus we chose one of
them. We conducted preliminary experiments in both languages and found
that small examples are verifiable in both languages. As such, we consider
both suitable for our proposed approach and the choice remains one of
personal preference.

Popularity: To provide an approach that can be easily used by most
developers, it is crucial to base it on a language that is well established. For
programming quantum circuits, the obvious choice here would be Python
as nearly all quantum programming approaches are either Python libraries
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or special purpose languages. The latter do not fulfill the property of being
known by a wide range of developers. However, since we consider hybrid
programs, we also have to consider the classical part of the programs which
could be written in any other language like C/C++, Java, JavaScript, C#,
and many more. We consider choosing any of these a valid choice regarding
the popularity aspect.

Additional features: Our approach, while being in general applicable
to any language, may profit from some special feature of a programming
language. The most relevant in our opinion is the native support for a data
type for reals. If present, this feature allows the analysis without caring
for rounding errors due to the nature of floating-points. Thus any language
with reals as a native data type is worth considering. As an example, we
examined our approach for Dafny [96]. Dafny offers the built-in data type
'real". We were able to show minimal case studies like the BB84 protocol
using Dafny. However, for all examples examined, the verification time for
Dafny was slower than the one compared to JJBMC.

Other verification tools Once settled on Java as the host language,
there are still multiple possible tools for the formal verification. As we used
JJIBMC, which shows the correctness regarding a given JML specification,
we considered other tools with the same input format. The most promi-
nent tools in our opinion in that regard are KeY [4] and OpenJML [41].
Both tools support the functional verification of Java code specified with
JML. The main advantage of using such similar tools is that in theory, we
can reuse the generated translated programs as we used them for JJBMC.
For OpenJML this was working as expected. We were able to show sev-
eral of the smaller case studies with OpenJML without any modifications
to the code or the specification. OpenJML was however slower compared
to JJBMC in all considered examples. Additionally, OpenJML lacks some
features that come in handy for the verification of such small programs.
Most notably, OpenJML and KeY both expect fully specified code includ-
ing function contracts for all subroutines and loop-invariants/variants for
all loops as their ability to unroll loops and inline methods is limited. These
features, however, proved very useful in the verification, especially for func-
tions implementing oracles.

For KeY we tried to apply the automatic SMT-strategy to a simple case
study. Unfortunately, this did not work out of the box as KeY seems to have
issues with the array assignments which we used for every state transition.
However, with minor adaptations to the generated program KeY was able
to verify the given program only relying on its own SMT-translation. Note,
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that even though the SMT-strategy itself is fully automatic in order to
successfully apply it some manual steps are necessary and even after that
JIBMC is faster with the verification. This manifested our intuition that
while KeY is theoretically able to be applied to the programs generated by
our approach (with minor adjustments), other tools are more suitable.

Overall we were still able to show what we proclaimed earlier: The
verification tool used is not predetermined, and different tools may be used
for the verification of the same translated circuit. It is also evident that not
all tools perform equally well on all considered examples, thus it is worth
experimenting and finding the most suitable tool for each language /example
in order to achieve optimal performance. In our opinion, after considering
all options, JJBMC is the best fit for our needs as it enables us to conduct
fully automatic verification even with only partial specifications.

6.8 On the Small Scope Hypothesis

We previously argued that although our approach is primarily suited for
small circuits, it remains highly valuable. This is largely due to the small-
scope hypothesis, which suggests that the majority of bugs in a program
can be found within a relatively small scope, often defined by the input size.
The intuition behind this hypothesis is that since programs are generally
parameterized by input size, any flaw in the algorithm or implementation
is likely to manifest with small inputs. This hypothesis has been tested in
multiple studies (e.g., [7]) and is a foundational principle behind techniques
such as bounded model checking. These methods rely on the assumption
that analyzing programs with small input sizes and a limited number of
loop iterations can provide sufficient confidence in their correctness. Re-
member that, despite only analyzing circuits for a fixed number of qubits,
our language and entire tool chain can handle generic descriptions of quan-
tum algorithms (parameterized in the number of qubits). Thus we argue
that the small scope hypothesis applies to our approach.

We believe this hypothesis is especially pertinent to current quantum
algorithms for several reasons:

1. Limitations of current quantum hardware
Absence of common counterexamples to the hypothesis

The typical scale of present-day quantum algorithms

= W N

The mathematical nature of problems addressed by quantum com-
puting
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We examine each of these points in detail. Notably, the underlying
structure of quantum computing problems and their current applications
sidestep many of the weaknesses typically associated with the small-scope
hypothesis.

Capabilities of Current Hardware Our approach assumes that the
program is executed on logical qubits. However, real quantum computers
currently face numerous challenges, such as decoherence, readout errors,
and gate errors. Virtually every operation, whether applying gates, con-
ducting measurements, or even remaining idle, carries a risk of introducing
computational errors. We discussed these errors in detail in Section 2.1.9.
It has been demonstrated that qubits with sufficiently low error rates
can be used to construct logical qubits. However, depending on the error
rate of the physical qubits and the error correction scheme, creating a single
logical qubit requires between 103 and 10* physical qubits [64]. Given that
the largest quantum devices today offer around 100 physical qubits — with
error rates well above the error threshold for reliable error correction — it is
currently impossible to create a single logical qubit. Therefore, although our
approach targets small quantum circuits, it remains capable of verifying any
quantum program that can be executed on present-day hardware, assuming
the algorithm relies on logical qubits. This situation is expected to persist
for several years, given the current pace of quantum hardware development.

Absence of Typical Counterexamples to the Small-Scope Hypoth-
esis In classical computing, there are well-known counterexamples where
the small-scope hypothesis fails. These often involve edge cases, arbitrar-
ily set bounds, or configuration-specific issues. However, such scenarios
are less prevalent in the domain of quantum computing as these examples
stand in contrast to the mathematical nature of quantum algorithms (see
next paragraph).

Mathematical Nature of Quantum Computing Problems Quan-
tum computing is typically applied to mathematical problems, such as
optimization, cryptography, and linear algebra. It is unlikely that quan-
tum computers will be used for tasks like building user interfaces or simple
database applications, which are efficiently handled by classical systems. In-
stead, quantum computers will likely remain focused on highly specialized
problems. These problems, being inherently mathematical, are well-suited
to the small-scope hypothesis, as they often apply uniformly to a range of
problem sizes and avoid special cases.
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Typical Size of Current Quantum Algorithms We have already
noted the constraints on the number of qubits available in contemporary
quantum devices, limiting the size of quantum algorithms that can be ex-
ecuted. However, even beyond hardware constraints, quantum algorithms
themselves are typically concise. For example, well-known algorithms such
as Shor’s algorithm [131] and the HHL algorithm [77] can be expressed in
just a few lines of pseudocode. This conciseness seems characteristic of
quantum algorithms, whose complexity lies in their underlying mathemati-
cal theory rather than in the code itself. This contrasts with many classical
algorithms, which can be both large and intricate. While future quantum
algorithms may grow in complexity, for now, the small-scope hypothesis
appears to align well with the size and structure of quantum algorithms.

Motivation for Using the Small-Scope Hypothesis Assuming the
Small-scope hypothesis holds, there are clear benefits to its use. Specific
to the quantum setting for small instances, simulation is feasible. And
relying on simulation a number of analysis techniques (including our own
approach) become available. In particular, the direct observation of state
vectors is very beneficial for debugging. Additionally, for developers it is
often easier to analyze small examples than very large and complex ones.
Thus limiting analysis to the easiest to understand instances increases the
chances of resulting in accessible counter-examples. Last but not least, the
analysis itself gets easier and thus is faster more often than not. This faster
feedback is especially crucial in early development to spot simple mistakes.
Overall, we argue that analyzing small instances of a given problem (first)
can significantly benefit the developer.

Summary We have outlined four key reasons why the small-scope hy-
pothesis is particularly relevant to quantum computing. While these points
may evolve as quantum computing and algorithms advance, we believe the
overall reasoning will remain valid. The nature of quantum computing lends
itself to the small-scope hypothesis, making methods that rigorously exam-
ine quantum programs with small input sizes a valuable contribution to
quantum software development.

6.9 Related Work

The verification of quantum software as a research area has been extensively
covered by two surveys: one by Lewis et al. [97] and another by Chareton
et al. [33]. Both surveys overlap significantly, particularly in the area most
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relevant to this thesis—the presentation and evaluation of tools for formally
verifying quantum software. Additionally, Ying and Feng have provided
a survey focusing on challenges and current approaches to model-checking
quantum systems [150], which is closely aligned with the approach proposed
in this thesis.

This work concentrates on tools and frameworks that enable the verifi-
cation of quantum software rather than delving into the underlying logics
or calculi that form the basis of these tools.

Fundamentally, tools for verifying quantum software can be categorized
along two primary dimensions. The first dimension concerns the underlying
verification technique employed to conduct proofs. Broadly, tools can be
divided into those that are based on theorem provers and those that leverage
automated verification techniques, such as SAT- and SMT-solvers. This
distinction has a significant impact on the degree of automation achievable.

The second dimension relates to the level of abstraction for both code
and specifications. This ranges from abstract representations of quantum
circuits — often embedded in simplified while-languages — to fully-fledged
quantum programming languages in practical use today. Notably, the choice
of abstraction often correlates with the verification technique: higher au-
tomation is frequently associated with lower levels of abstraction, while
theorem prover-based approaches typically operate on more detailed and
customizable representations.

In the following sections, we review existing approaches to quantum
software verification along these two dimensions, starting with tools based
on theorem provers.

6.9.1 Proof Assistant-Based Approaches

The formal verification of quantum programs has seen significant progress
through the use of well-established proof assistants and theorem provers.
These tools provide rigorous frameworks to ensure the correctness of quan-
tum circuits and algorithms, leveraging formal semantics and interactive
theorem proving.

QWire, SQIR, and CoqQ: Proving Quantum Circuits in Coq

QWire [114] and SQIR [78] are quantum circuit description languages
deeply embedded within the Coq proof assistant [21], facilitating the formal
verification of quantum algorithms and circuits. QWire was among the first
quantum programming languages to allow the construction of quantum cir-
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cuits embedded in a classical host language. Its semantics were formalized
in Coq, enabling verification of simple quantum programs [119].

SQIR builds on QWire, particularly its matrix library, addressing some
of QWire’s limitations in verifying complex algorithms. The introduction
of "unitary SQIR" in SQIR simplified the verification of purely unitary cir-
cuits (those without measurements) and restricted the language to a pre-
defined number of qubits, unlike QWire, which permits dynamic allocation
and deallocation of qubits. SQIR has been used to formally verify several
well-known algorithms, including Grover’s search, the Quantum Fourier
Transform (QFT), and Quantum Phase Estimation (QPE).

Both QWire and SQIR benefit from Coq’s interactive theorem-proving
environment, offering a verification framework with features such as a proof
language, graphical user interface, and extensive libraries. However, this ap-
proach demands substantial manual effort, as proofs often involve numerous
detailed steps.

More recently, CoqQ [155] introduced a new method for verifying quan-
tum while programs in Coq. This work formalized the programming lan-
guage itself along with the underlying Hoare logic. Specifications are ex-
pressed using labeled Dirac notation, and CoqQ supports the verification of
quantum algorithms for arbitrary numbers of qubits. Because of this gener-
ality, significant manual interaction is still required. For example, verifying
Grover’s algorithm involved approximately 180 lines of code for the algo-
rithm and 140 lines for the proof. To support verification, the MathComp
library was utilized.

QHLProver

QHLProver [101] is a verification tool implemented in the Isabelle theo-
rem prover, based on the quantum Hoare logic introduced by Ying [149].
This approach enables the deductive verification of quantum circuits. Sim-
ilar to SQIR, QHLProver benefits from its integration with an established
theorem-proving framework, inheriting both its strengths and limitations.

QHLProver targets a quantum-while language, omitting a classical host
language and dynamic qubit allocation. The tool’s significant achievement
lies in proving the soundness and completeness of the QHL deduction system
(for partial correctness). As a practical demonstration, Grover’s algorithm
was successfully verified.
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QBricks

QBricks [32] represents an alternative approach to quantum program veri-
fication, built upon the Why3 verification platform [62]. In contrast to Coq
and Isabelle, Why3 provides a higher degree of automation by relying on
SMT solvers to discharge proof obligations.

QBricks departs from the standard matrix-vector representation of quan-
tum states, instead adopting parameterized path-sums introduced in [6].
Quantum circuits and their specifications are expressed using two domain-
specific languages: QBricks-DSL for circuit descriptions and QBricks-Spec
for formal specifications. Using this framework, several prominent quantum
algorithms, including Grover’s search, QFT, QPE, and the phase estimation
subroutine of Shor’s algorithm, were successfully verified.

However, QBricks has certain limitations compared to other approaches.
It lacks built-in support for measurements and does not consider integration
with a classical host language. These restrictions may limit its applicability
for hybrid quantum-classical programs.

Isabelle Maries Dirac (IMD)

Isabelle Marries Dirac (IMD) leverages the Isabelle theorem prover to for-
malize the matrix-vector representation of quantum states and gates. IMD
allows for the verification of fundamental quantum properties, such as the
no-cloning theorem, by reasoning directly on the mathematical representa-
tion of quantum systems [97].

IMD has been described as "a verifiable mathematical library, rather
than a verifiable programming language,'[97] emphasizing its focus on foun-
dational quantum properties rather than algorithm-level verification. The
approach has been applied to small quantum algorithms, such as Deutsch-
Jozsa, and to analyze the quantum version of the Prisoner’s Dilemma.

In summary, proof assistant-based approaches offer rigorous frameworks
for quantum program verification, enabling precise reasoning about com-
plex quantum algorithms. However, their reliance on interactive theorem
proving often requires substantial manual effort.

6.9.2 Fully Automated Verification Approaches

In contrast to proof assistant-based verification, fully automated verifica-
tion approaches rely entirely on automated solvers to perform proofs. These
methods aim to reduce human involvement while achieving rigorous verifi-
cation of quantum programs.



130 CHAPTER 6. TRANSLATION-BASED VERIFICATION

SilVer

SilVer [98] is a verification tool designed for the quantum programming lan-
guage Silq [22]. It introduces a specification language, SilSpeq, which al-
lows developers to define preconditions and postconditions for Silq programs
using purely classical expressions. Given a program and its specification,
SilVer generates proof obligations that are discharged by an SMT-solver.
SilVer models the classical and quantum components of programs sepa-
rately, supporting Silq’s hybrid capabilities. Verification has been demon-
strated on algorithms like Deutsch-Jozsa and Bernstein-Vazirani, empha-
sizing its ability to handle hybrid quantum-classical programs. Notably,
SilVer is closely related to our work as it focuses on the verification of hy-
brid quantum programs through classical input/output specifications. The
tool exhibits similar characteristics, such as verification times scaling expo-
nentially and applicability to fixed qubit counts only.

QPMC and Entangle

QPMC [59] is a model checker for quantum circuits based on IscasMC [76].
It represents quantum programs and protocols as quantum Markov chains
(QMCs) and extends the PRISM language [94] to capture these QMCs.
State and gate matrices are represented using IEEE 754 floating-point val-
ues, although the potential for floating-point errors affecting verification
results is not addressed. Classical host languages are not considered, and
the approach has been applied to small quantum programs such as super-
dense coding and quantum key distribution, with verification times under a
second. However, the circuit sizes used in these examples are not detailed.

QPMC was later extended to Entange[9, 8], which supports a sublan-
guage (Quip-E) of the real-world quantum programming language Quipper
[73]. Entangle translates Quipper programs into QPMC-compatible QMCs
and includes a graphical user interface (GUI) for program modeling and
verification result analysis. Examples demonstrate support for tail recur-
sion and verification of fixed-size quantum circuits, though parameterized
algorithm descriptions are not supported.

symQV

symQV [16] is a symbolic verification approach capable of verifying quan-
tum circuits against first-order logical specifications. The method employs
an SMT-solver to verify circuits with up to 24 qubits, achieving scalability
through a sound abstraction technique. Unlike some other tools, symQV
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avoids rounding errors by using real numbers to represent quantum states
during SMT translation.

The approach has been evaluated on examples such as the Quantum
Fourier Transform (QFT) and Quantum Phase Estimation (QPE). How-
ever, it does not cover standard algorithms like Deutsch-Jozsa, Grover’s
search, or Shor’s algorithm, limiting its comparative applicability. More-
over, symQV does not support integration with a classical host language.

NQPV

Feng and Xu [58] introduce a verification approach for nondeterministic
quantum while-programs, extending the standard quantum-while language
with a nondeterministic choice statement (5;00S55), which selects either Sy
or Sy for execution. The authors present formal semantics and a logic for
this nondeterministic language, alongside a prototypical implementation,
NQPV, which implements a weakest precondition calculus for the proposed
logic.

NQPV supports fully automated verification but requires user-provided
loop invariants. It has been demonstrated on examples like Grover’s algo-
rithm and nondeterministic quantum walks. Similar to other tools, NQPV
verifies properties for a fixed number of qubits, limiting its scalability for
parametric quantum programs.

Fully automated verification approaches significantly reduce the need
for manual proof construction by leveraging model checkers, SMT-solvers,
and symbolic reasoning techniques. These tools demonstrate promising
results for verifying small-scale quantum programs or circuits with fixed
qubit counts. However, they often face challenges in scalability, particularly
for parameterized quantum algorithms or hybrid quantum-classical systems.

6.10 Conclusion

We have demonstrated that hybrid software incorporating real-world quan-
tum circuits can be specified and verified by translating quantum algorithms
into a classical programming language. This translation approach allows
the use of familiar languages and established practices without the need
for modifications. We introduced our approach for a theoretical minimal
language and proved the translation to have equivalent semantics to the
translated circuit. We then discussed how this theoretical work can be in-
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stantiated for a real-world programming language and verification tool on
the example of Java and JJBMC.

However, there are two notable limitations to our approach. First, by
using floating-point numbers instead of real numbers, we introduce rounding
errors as a natural source of inaccuracy. We showed that these errors do not
affect the verification result, however, we relied on a theoretical upper limit
for rounding errors occurring during simulation of quantum circuits. This
bound will be derived in the next chapter. The second limitation is related
to scalability. While the translation scales linearly with the number of gates
in the circuit, it scales exponentially with the number of qubits. Although
we identify several opportunities to optimize and improve the scalability
of our approach, this exponential scaling imposes a fundamental limit on
handling large qubit counts. Furthermore, the overall scalability depends
not only on the translation but also on the efficiency of the analysis tool
used.

Despite these limitations, the proposed approach fulfills the majority of
the requirements outlined in Section 6.2. Specifically, our approach is fully
automatic, achieving the highest degree of automation. For all considered
examples, including several well-known quantum algorithms, the method
successfully established the desired properties within a matter of seconds.
Although scaling was not a primary concern for these small examples, the
behavior for larger qubit counts demonstrated the expected trends.

While the language supported by our tool is not a fully-fledged quan-
tum programming language, it closely aligns with prominent programming
frameworks such as Qiskit and Cirq, as evidenced by the examples pro-
vided. Importantly, by grounding our verification process in a tool designed
for the classical host language, we achieve comprehensive support for this
language, making our approach truly hybrid. This capability stands in con-
trast to other approaches, which either lack support for classical code or
provide only limited integration within quantum algorithms.

Moreover, this reliance on the classical host language enables additional
debugging capabilities. When code fails to adhere to its specification, our
tool can generate counterexamples, including the input parameters leading
to the failure and a complete execution trace.

Finally, the restriction to specifications expressed within the classical
host language, (combined with the fully automated nature of the approach
that facilitates inlining of subroutines), results in highly concise specifica-
tions, as demonstrated through comparisons with other tools.

Despite the scalability challenges, we argue that the flexibility of our
approach makes it highly practical. According to the small scope hypoth-
esis, which posits that a significant proportion of errors manifest in small
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inputs, we argue that errors in quantum algorithms predominantly already
appear with a small number of qubits. This allows us to verify hybrid quan-
tum programs efficiently and automatically, increasing their reliability. Our
experiments and case studies support this claim, demonstrating that the ap-
proach successfully verifies real-world quantum circuits. We were able to
prove several well-known quantum algorithms, including a minimal version
of Shor’s algorithm, and detect known bugs in multiple publicly available
quantum programs. These results confirm the applicability of our approach
to real-world quantum and hybrid algorithms.






Chapter 7

Floating-Point Errors in
Quantum Circuit
Simulations

In the previous chapter, we demonstrated how hybrid quantum software can
be formally verified by translating quantum circuits into equivalent classical
software. To ensure sound verification in classical languages using floating-
point arithmetic, it is, however, necessary to account for potential rounding
errors introduced in this translation. In this context, we examine a broader
question: how do floating-point errors affect quantum circuit simulators?
As our translation essentially constitutes a specialized simulator for a given
circuit, results from this broader analysis can be directly used to establish
the soundness of using floating-point arithmetic in our verification approach.

We show that an upper bound on the error introduced by floating-point
arithmetic in quantum circuit simulation can indeed be derived. This bound
is sufficient to rule out significant errors in most circuits that are practically
simulatable on standard desktop computers. Specifically, we provide two
types of bounds: one that applies generally, parameterized by the number
of qubits and gates, and another that applies to circuits with limited gate
sizes, independent of the qubit count. This chapter contributes to answer
RQ4 for quantum software systems.

7.1 Motivation

As discussed earlier, quantum computers today are affected by numerous
types of errors, which significantly limit their usability for most practical
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applications (Section 2.1.9). Consequently, developers of quantum software
frequently turn to simulators to run their programs. Simulators offer several
advantages, such as avoiding long queue times, providing enhanced capabil-
ities for testing and debugging, and, most critically, enabling developers to
examine quantum software without the interference of NISQ-related errors
found in physical devices. However, using classical simulators introduces
a distinct form of error: rounding errors arising from floating-point arith-
metic, as opposed to exact real-number arithmetic. These inaccuracies may
diverge from the behavior of ideal qubits, introducing a risk of costly devi-
ations.

While rounding errors in floating-point computations—particularly in
matrix multiplications—are well studied, we are unaware of any work that
applies these findings specifically to quantum simulators. In this chapter, we
establish theoretical upper bounds for the rounding errors that may occur
during quantum circuit simulation. To do this, we describe the specific
simulation approach considered, then demonstrate that the rounding errors
introduced at each computational step are constrained by theoretical upper
bounds. These bounds are formally proven, providing formal guarantees
on rounding error behavior in quantum circuit simulation. Our analysis
considers a generic circuit defined by its qubit and gate count alone.

Following this, we evaluate the derived bounds in practical scenarios by
applying them to three distinct quantum simulation cases. We demonstrate
that the bounds are effective for ensuring accuracy in a large set of circuits,
confirming that rounding errors have a minimal impact on these simulations.

7.2 Foundations and Notation

We now introduce foundational concepts related to the floating-point format
and the arithmetic operations defined over such numbers. This preliminary
discussion establishes the necessary background to understand the numeri-
cal behaviors that affect floating-point operations. Following this, we define
key notation that is used throughout this chapter.

7.2.1 Floating-Point Format and IEEE 754

Floating-point numbers are widely used to represent real numbers with fi-
nite precision. The most common format for floats is a triple (s, m, €), where
s is a single bit denoting the sign, m is the mantissa, and e is the exponent
(which effectively shifts the "point," hence the term floating-point). The
value of this triple is given by s x (1.m) x b¢, where b is a predefined base,
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typically 2 or 10. In this work, we focus on the IEEE 754 floating-point
standard, the most widely used. It defines two primary formats, differing
in precision: 23 and 52 bits for the mantissa, and 8 and 11 bits for the
exponent, both with a base of 2 and a 1-bit sign. These formats correspond
to the float and double types in programming languages like Java and C.

The IEEE standard imposes several requirements on implementations.
The key property for this work is that certain operations must be rounded
to the nearest representable floating-point number [70]. These operations
include addition, subtraction, multiplication, division, and square root cal-
culations, among others.

The standard also defines special values, such as NaNs ("not a num-
ber") and positive/negative infinity. However, these special values can be
disregarded in this context, as they do not arise in the relevant calculations.

7.2.2 Notation

We make use of some standard notions and notation in the context of
floating-point arithmetic. The maximal relative rounding error, called unit
roundoff, is u = 27P where p is the precision (bits of the mantissa). We
write fi(x) to denote the result of rounding z, i.e., the nearest number to «
that is floating-point-representable. That is:

reR:|filx) — x| =min{|f —z|: f € F}

where F is the set of floating-point values. Elementwise application of fi(-)
to vectors and matrices follows naturally. We also use this notation to
indicate that operations are conducted in floating-point arithmetic. That
is, fl(a o b) indicates that a and b are rounded according to fi(-), and then
the result of the operation o is again rounded.

In this chapter the absolute value when applied to vectors or matri-
ces is always considered to be applied elementwise unless explicitly stated
otherwise.

We borrow the concept of unit in the first place ufp(r) from [124], which
is the value of the most significant non-zero bit in the binary representation
of r, i.e.,

0#7reR= ufp(r) = glloga|r]

The unit in the first place has the following properties for all x € R and
f=f(x) € F:

2 — f| < w-ufp(z) < u-ufp(f) (7.1)
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0#£zeR: ufp(x) <|z| <2ufp(x) (7.2)

The u fp of a floating-point number can be easily computed in floating-point
arithmetic with the following operations [123]:

¢:=(2u)"t+1

q:= ¢ *p

ufp = |q — (1 — u) * qf
We repeat standard definitions of vector as well as matrix norms for conve-
nience. For z € C™:

n
el = SJas]
=1
1
n 2
2
lalls = (Dm )
=1

|zlloc = maz |

and for A € C™*x"

m
1Al = maz ;\am

[A[l2 = maz [| Az,

ll=1
n
1Al = 1@%;%!

Since we focus on the simulation of quantum circuits, we primarily con-
sider unitary matrices. Remember that a matrix U is unitary if and only if
U'U = UUT = I, where U is the complex-conjugate transpose of U. Key
properties of unitary matrices relevant to our analysis include:

-[IUll2 =1,
- Each row and column vector w; of U satisfies |[u;]l2 = 1,
- For any element w;; of U, we have |u;;| < 1.

These properties are fundamental in bounding errors within quantum
circuit simulations.

Last but not least we make use of typical Wilkinson-style bounds and thus
use the v;-notation:

B ku
1 —ku

Vk
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7.3 Simulation of Quantum Circuits

Quantum circuit simulation can be approached using various state represen-
tations, but the most straightforward method represents states as complex-
valued vectors and gates as appropriately sized matrices. To avoid confusion
and because floating-point analysis can be highly sensitive to even subtle
variations, we present the exact simulation algorithm we examine in List-
ing 7.1.

The simulation we consider is subject to a few assumptions. First, as
shown in line 8, we assume the simulation begins in a specific state, par-
ticularly |0). This assumption is common and can be made without loss of
generality, as any state can be prepared by applying suitable gates. Sec-
ond, we assume all gates to be of size n x n, where n corresponds to the
system’s dimension. Any smaller gate can be expanded to this size without
introducing rounding errors, so this assumption also holds without loss of
generality. Finally, we assume that all qubits are measured at the end of
the circuit. While this limits the simulation to algorithms without mid-
circuit measurements, or those requiring only partial qubit measurements,
it simplifies the analysis in the following sections. However, the algorithm
can easily be adapted to accommodate these cases.

All inputs and outputs in the simulation are considered complex-valued.
The resulting state vector is thus also complex-valued. It is worth noting
that each complex value could be represented by two real or floating-point
numbers with suitable adaptations to the arithmetic operations. For clarity
and readability, however, we maintain the use of complex numbers through-
out. In this context, real-valued literals should be interpreted as complex
numbers (e.g., 1 is equivalent to 1 + 0i).

The algorithm begins by initializing the state vector to the starting
state |0). This is both a common and practical choice, as it ensures that
the initial state can be represented without any rounding errors, which
might not be the case for an arbitrary starting state. The algorithm then
applies the gates in sequence, with each gate application corresponding to a
matrix multiplication between the current state vector and the gate matrix.
This matrix multiplication is performed in the classical manner, where each
element of the resulting vector is computed as the dot product of the current
state vector and the corresponding row of the gate matrix. It is important
to note the order of operations, especially that recursive summation is used
in the dot product. Finally, all qubits are measured, which involves two
phases: (1) calculating the probability of each measurement outcome, and
(2) adapting the state according to the observed result.
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Inputs:
— Ay, .., A; (list of n x n matrices)
— x (vector of length n)

Output:
— vy (final vector after simulation)
— by,...,b, (measurement results)

y = (17 Oa ) O)
for A gates
y' = (0, .., 0)
for i =0 .. n:
y'[j] =0
for j =0 n
y L] = yli] + (A[LT[G] = x[j])
y =y’
for j =0 n
p =0
for i = 0

it (i /) 2)%2=0:
p = p + [ylil?
p = sqrt(p)
r := random ([0, 1))

if r < p:
for i = 0..n:
it (i /) 2) %2=1
yl[i] = 0
y =y /D
bj:()
else:
for i = 0..n:
it (i /) 22) %2=0
y[i] =0
y =y / (1 —-p)
by =1

Listing 7.1: Algorithm to simulate a quantum circuit as considered in this
chapter
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The probability computation is done for one of the two possible out-
comes, with the other obtained as its complement. The probability of a
given outcome is calculated by summing the squared absolute values of the
corresponding state elements. Listing 7.1 checks each element to see if the
j-th bit of its index is zero (as seen in line 21). The operator // denotes in-
teger division, as is standard in most programming languages. The squared
absolute value of a complex number, as computed in line 22, is simply the
sum of the squares of its real and imaginary parts.

The second phase, state adaptation, consists of two steps. First, the
elements of the state vector that did not contribute to the chosen outcome
are set to zero. Then, the state is normalized by dividing the remaining
vector by the probability, ensuring the final state vector has a unit length.
The same condition used to determine which elements to zero out can be
reused here, with the roles of ones and zeros swapped.

The final part of the algorithm involves determining which measurement
result is observed. Since this is a probabilistic process, we use a random
value from the interval [0,1) to compare with the calculated probability.
The comparison in line 25 determines the observed result. There are two
corner cases to consider: when p = 1, any random value leads to the selec-
tion of the if-branch, and when p = 0, the else-branch is always selected.
These cases justify the use of the half-open interval [0,1) for the random
value rather than a closed interval.

This completes our formulation of the quantum circuit simulation algo-
rithm, which we examine in the remainder of this chapter. Importantly,
this simulation method is identical to the one employed in our translation
method described in the previous chapter. Consequently, any insights de-
rived from our analysis of rounding errors in this chapter directly inform
the understanding of rounding errors in the programs translated by QIn.

7.4 Static Error Bounds for Quantum
Circuit Simulators

In this section, we give bounds on the error that possibly occurs due to
rounding during the simulation of a quantum circuit based on the number
of gates and the number of qubits alone. This error is mainly characterized
by the error that each application of a gate introduces. Special care must
be taken to account for the consequences that rounding errors may have on
subsequent operations.
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7.4.1 Extended Standard Error Bounds

We can derive an upper bound on the error for quantum simulations by
recursively applying the standard error bounds for matrix multiplication as
given in [79]. For A € R™" and z € R™

| Az — fiAz)| < [ All2]

where |-| is applied componentwise to vectors and matrices. Higham [79]
shows that this induces similar bounds based on norms and can readily be
extended to include complex values. For A € C™*" and y € C™:

[Az — filAz)||oo < Ynt2llAllsoll2l o0 (7.3)

Thus, we can get an error estimate solely knowing the oo-norms of A
and x. Since the matrices are gates applied to a state and are typically
directly given rather than the result of complex computations, we assume
that rounding errors only occur during the conversion from reals to floats.
Since any row of a unitary matrix is a unit vector, we can use the following
theorem to bound the rounding errors resulting from that conversion:

Theorem 7.1 (Rounding error unit vector). Let x = (xy,...,z,) € C"
with ||z||2 = 1. Then

[ = filz) [ < 4u
where fi(x) = (fi(xy), ..., fl(x,)), provided that no underflow occurs.

Proof. We first prove a stronger bound for || — fi(x)|; with z € R™ and
then argue that this is sufficient for the complex case. Using (7.1), we know
that

|z — fiz)|l = |z — (z + )| < [[0]]x
= §|5¢| < ;(U - ufp(zi))

=u)_ ufp(xi)
i=0

Also, since ||z]s = /X lol®i2 = 1, we know that ||z]ls = S |z]? =
1. And from (7.2) we get Y0, ufp(z?) < P o|zs|> = 1. Using the fact
that \/|z;| < 2|zy| for all x; € [—1,1], this is implies Y»7 o ufp(|z;|) < 2.
Then, using our previous reasoning, we get ||z — fi(z)||1 < u X ufp(x;) <
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2u, which concludes the proof for reals. A simple rewriting of the initial
equation gives the desired result for the complex case (now x € C"):

|z — filz)[l1 = ||z — (re(x) + 61 +i(img(x) + d2))|1
= |01 + dal[1 < [J01]l1 + [|02]]1
< 2u+ 2u = 4u

Where re(-) and img(-) are the real and imaginary part of the complex
value . Note that the J; are real-valued vectors, which allows us to reuse
our previous result. This concludes the proof. [

As mentioned above, any row in a unitary matrix is a unit vector, which
implies ||A]lx < y/n. Theorem 7.1 gives a bound on the rounding errors
that can affect this value such that:

1A(A)loo < v+ 4u

This bounds the first component we were looking for in eq. 7.3. How-
ever, for quantum states in a simulation, the assumption that only the
conversion to floats can lead to rounding errors is wrong. The states are
the result of repeated matrix multiplications, which may amplify rounding
errors. Therefore, it is crucial to examine these errors more thoroughly.
In the following, we consider a circuit consisting of g gates represented by
matrices A; (1 <1i < g). Let x; be the state after applying ¢ matrices/gates
with a starting state xo = (1,0, ...,0)". We show the following theorem:

Theorem 7.2 (Rounding error gates). Let z, be the resulting vector of a

quantum circuit simulation with g gates and q qubits.
Then, if (\/n + 4u)yno < 1, the following holds:

[Zglloe <14 (V4 4u) - Yogo - 27

If, moreover, (g — 1)Vn+2(v/n+4u) <1 (or equivalent g < zp:/qﬁ_l), then

(g—1)-g
2

Remark 7.3. The assumption (/n+4u)vn1o < 1 implies the bounds g < 15
and g < 35 on the number of qubits for single and double precision floating-
points respectively.

||$g||oo <1+ (\/ﬁ+ 4) - Ynga -

Remark 7.4. In Table 7.1, the mazimum number of gates such that the
stronger assumption in Theorem 7.2 is still met is given for the correspond-
ing amount of qubits. One can easily see that for each additional qubit, the
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number of gates is less than half the previous one. For double precision,
these amounts of gates are very high, which shows that for most realistic
stmulations, the tighter bounds are applicable (e.g. for 10000 gates, circuits
up to 26 qubits would satisfy the assumption). For single precision, the sit-
uation is very different. Even for comparatively small circuits the number
of gates to fulfill the assumption becomes very restricted.

Remark 7.5. The theorem holds equivalently for || - ||1. The proof is anal-
ogous, which is why we do not show it here.

#Qubits #Gates (double) #Gates (float)

1 ~ 310 ~3-10°6
2 ~1-10" ~1-106
3 ~3-1013 ~4-10°
4 ~1-10' ~1-10°
5 ~5-10'2 ~5-10%
6 ~ 2102 %1,6-104
7 ~ 610 ~ 5800
8 ~ 2101 ~ 2000
9 ~ 81010 ~ 700

Table 7.1: Maximum number of gates to meet the stronger assumption in
Theorem 7.2 for double and single precision

Proof. Essentially, the proof is a recursive application of (7.3). However,
to be able to apply (7.3), we have to bound the oo-norm of each state
vector accounting for accumulating rounding errors. We know that each
state is the result of the previous state being multiplied with a matrix plus
a rounding error. So we can write each z; as:

T; = Ai.ilfl',1 + (Q’; e Ei)T
and thus
[Zi]loo < |Aizi—1|oo + € (7.4)

Knowing that ||zg||s = 1, we can repeatedly apply (7.4) and get

Izille <143 € (7.5)

j=1
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Let 6 = (/n 4 4u) - Yu42. Then, using (7.3) and (7.5), we can estimate €;:

€i < YntallAilloollZiz1] 0o
i—1
S 8 -1 + Z Ej
i=1
i1
= 6 + ‘9 . ZEJ‘
j=1

We can recursively apply this estimation of e; to see that this error is a
polynomial of the form:

6= c-0F
k=1
where the ¢, have the following values for different 7:

if 1 =1 then ¢; =1
if 1 =2 then ¢1,c0 =1,1
if i+ = 3 then ¢q,c9,c3=1,2,1
if i =4 then ¢y, c9,03,¢4 =1,3,3,1

if © =5 then ¢y, co,c3,c4,05 =1,4,6,4,1

Notice three properties of the coefficient c: (a) The sum of all ¢, is always
2i=1(b) For any two consecutive ¢, ¢y 1, the maximum relative difference
is between c¢; and ¢y, i.e., maxc’z—zl = g—j for all 7 and ¢) For all i > 2, we
have c; =1 and ¢y =7 — 1.

These properties give rise to the assumptions in Theorem 7.2. The first
assumption is that 6 = (v/n + 4u)y,,2 < 1. Making this assumption here,
we know that #¥ < 6 for any k > 1. Thus, we can approximate ¢; as follows:

S S ) SR
k=1 k=1
Using this in eq. (7.5), gives us:
[Zilloo <1+ 6 <14>(0-2771) <1462

j=1 j=1

which is exactly what Theorem 7.2 states. This concludes the proof of the
first part of the theorem.
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The idea behind the additional assumption is that, under certain cir-
cumstances, we can show that f; - % < 6. This is trivially true for k = 1,
as c; -0 =1-6 < 0. For all other k, consider the relation to the previous
iteration: %:0-%-2—2:9-% <0-2=0-(i—1) (the last two
equations follow directly from properties (b) and (c) we noted about the
coefficients ¢ ). This relation between the coefficients shows that, whenever
0-(i—1) <1, we know that cpyq - 05t < ¢ - 6% and thus ¢, - 0% < 6 for
all k. The assumption 0 - (i — 1) < 1 is exactly our second assumption in
Theorem 7.2. As hinted before, we can use this again in eq. (7.5) with the
following effect:

(i—1)-i

[Zilloo <T+D 6 <14+> 0-(j—1)<1+86- 5

J=1 Jj=1

This result is useful in two different ways:

o It provides an upper bound on the rounding error introduced by the
application of gates to a quantum state.

o It provides an upper bound on the largest value that can occur during
the simulation.

In order to fully bound the error of the simulation of quantum circuits
we also have to provide bounds for measurements. This is what we tackle
next.

We consider measurements to be conducted as described in Listing 7.1,
which consists of two parts: (a) the computation of the measurement prob-
ability and (b) the adaptation of the state.

The computation of the probability conducted here is basically the com-
putation of a dot product. And we can thus again use our familiar error
estimates. This results in the following theorem:

Theorem 7.6 (Rounding error measurement). For a measurement con-
ducted in the computational basis in state x; results in a computed probabil-
ity p such that:

p = D] < Yoz~ (L V701227

and, for the resulting state x, = x;/p, it holds that:

lzi/p = filzi/p)lloo < u
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Remark 7.7. If the additional assumption in Theorem 7.2 is met, we can
use its sharper error estimates here as well.

Proof. The first bound essentially follows directly from (7.3). Calculating
the probability is equivalent to calculating the dot product of the state with
itself (and drawing the square root). As the dot product is a special case of
matrix multiplication, we can use (7.3), and we have that A = 27 and, thus,
|Aljco = ||z||1. Using that together with the bounds from Theorem 7.2, we
get the following:

P = )] < Ynsa - |2l - |2]loo
= Yn+2 " (1 + \/ﬁ : 7n+221+1>2

The normalization of the state is effectively a componentwise division,
where the divisor is the probability we just calculated. This is, however,
not done on the entire state but only on the part that is actually observed
(the other part is set to zero beforehand). We use a finding by Boldo who
showed that, for any a, b € IF, it holds that \/ﬁ < 1 even when calculated
in floating-point arithmetic [24]. We can easily extend that to:

a.
ag,...,a, €EF: ——=<1
n 2
i=0 4i
which is also true for the complex case. The normalization step is done by
this exact computation so we know that for any element the rounding error

for the normalization can be at most w and thus:

|zi/p — fizi/p)llc < u
which concludes the proof. [ |

As we have characterized the errors for both gate applications and mea-
surements, we have fully characterized the possible rounding errors in a
quantum circuit.

7.4.2 Improved Error Bounds

The bounds just presented heavily rely on the underlying bound for a single
matrix multiplication. Thus it is natural that an improvement of that bound
translates to an improvement in the resulting overall bound. In this section
we are going to use this intuition and rely on an improved bound provided
by Rump in [122]:

|Az — float(Az)| < n-u-|A]-|z]
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| Az — fi(Az)[ < -u-[A] - [x]

Here, the inequality is applied element-wise. This shows that the error in
a matrix-vector multiplication between a matrix A and a vector x depends
on the absolute values of both the matrix and the vector, as well as their
dimensions. This bound can be extended directly to matrix norms. We
mainly use the following form:

[Az — filAz)[]y < n-w-[[|A]- [x]]2

This form is derived by applying the norm to both sides of the original
inequality. We now demonstrate how this bound can be used to estimate
errors in the simulation of quantum circuits. Consider the following nota-
tion: Let Ay represent the k-th matrix applied in the quantum circuit, and
let ) denote the quantum state resulting from multiplying this matrix with
the previous state vector, i.e., rp, = Apxr_1.

As a first step, we derive a bound for real-valued matrices and vectors,
assuming that all Ay matrices are free of rounding errors, i.e., fi(A;) =
Ag. Additionally, we assume an upper bound b on the norm of each A,
specifically that |||Ag|||2 < b for all k. Although we will later show that
such bounds are always achievable, for now we assume this condition holds.
Using these assumptions, we can derive a bound on the error introduced
during the simulation of a quantum circuit.

Theorem 7.8 (Improve rounding error gates). Given that A; € R™*" and

1A(Azioy) — Azl < (T +n-u-b) —1

or equivalently

[A(z) —zilla < (T4n-u-b) =1

Remark 7.9. Note that this bound exhibits exponential scaling in the num-
ber of gates; however, we will demonstrate that for a substantial class of
circuits, the termn-u-b can be limited to a very small value. Consequently,
this exponential growth is less problematic than it may initially appear.

Remark 7.10. Observe that the number of qubits affects only the matrix
size, n. Later, we will establish a bound that is entirely independent of the
number of qubits.
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Remark 7.11. Since this bound resembles a typical Wilkinson-type bound,
z't can be upper-bounded by the more computationally manageable expression
provided ¢ -k <1 with c=n-u-b.

ck’

We continue by proving Theorem 7.8.

Proof. We prove Theorem 7.8 by induction.
Base Case: (i=1)

A Avz0) — Aol 9
<n-u- Aol (7.7)
< [ Al - Nlzolll (7.8)
=n-u-b-1 (79)
=(1+n-u-b)' -1 (7.10)

This derivation primarily relies on definitions introduced above. We use
Rump’s original bound to get to (7.7). Notably, since we assume the initial
state zo = |1), we know |||zo||l2 = ||xoll2 = 1, applied in (7.9). Ultimately,

in (7.10), we confirm that the base case i = 1 has the expected form.

Induction Step: Assuming Theorem 7.8 holds for a k, we now show
that this implies that it holds for £ 4+ 1 as well. For brevity, we define
c=n-b-u.

1A Tr11) — T2 (7.11)
=/l Ak+1 - 2x) — Apgrz2 (7.12)
<NAwt1 - Alwr) = Apgr - plla + ([0 v [Appa] - [fllze) ]2 (7.13)
<NAgsalle - [[Aze) — 2xllz + 10w || fil)]2 (7.14)
=|flzr) — zplla + - [[Azr) — 2 + il (7.15)
<IfUzk) — zilla + - [[fllzn) — 2kll2 + ¢ [zl (7.16)
=|lflzr) — zplla- (1 +¢) +c (7.17)
<(@+o*=1)-(1+0)+c (7.18)
=(1+c)" -1 ( )

We discuss these steps in more detail now. We use the original bound to
get to (7.13). Note, however, that the original bound only accounts for the
error that is introduced due to the dot-product operation. The errors to
compute the two parameters Ay, and x; are not covered by that. This
is why we have to use fi(zy). Since we assumed fli(A;) = Aj we can avoid
this for the matrix Ag. In (7.15) we use the fact that ||Axi1]]2 = 1. Note,
the difference between |||Ag|lls < b and ||Ax|lz = 1. The same reason
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allows us to neglect the factor of ||zg|ls = 1 in (7.17). Last but not least
we use the induction hypothesis in (7.18) to replace ||fi(zg) — zx||2 with
(1+n-u-b)k—1=(1+c)* —1. Eventually (7.19) again shows that the
error has the expected form and thus concludes the proof. |

Remember that this upper bound applies to a simplified scenario where
we consider only real-valued matrices and vectors, with the additional as-
sumption that matrices are exactly representable as floating-point numbers
without rounding errors. However, these assumptions are not realistic for
quantum computing. Quantum computations typically require complex-
valued arithmetic and matrices with elements that are transcendental num-
bers. Such elements cannot be represented precisely as floating-point values,
and any bound derived under these assumptions does not fully account for
the intricacies of practical quantum simulations.

We extend our bounds to incorporate rounding errors arising within
gate matrices. Specifically, we consider only the rounding errors introduced
when each matrix element is approximated to the nearest representable
floating-point value. Errors related to the actual computation of each ma-
trix element, however, remain outside the scope of this analysis.

Since each A; is unitary its elements fall within [—1, 1]. Consequently u
serves as an upper bound for rounding each element. Even more specifically
we can use:

AA) — Al <u- Al
Using this idea, we can bound the perturbed matrix norm fi(4;) as follows:
IAA) 2 < [[Ai +w- |Aillla <1406 u,
and similarly,
IAAD]2 <0 +b-u.
Using these bounds on ||fi(A;)||2 and ||fi(] A;])||2, we obtain:
) — 2l < (L4 m-u? b+ u-bn-u-b)f—1.

This bound is derived from Theorem 7.8, substituting matrix norms with
the just derived upper bounds. For brevity, the full induction-based proof
is omitted.

This provides an upper bound on the error in quantum circuit simula-
tion given a valid b such that b > ||| A;]||]2. The optimal choice under this
condition is b = y/n, justified by the inequality
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[A]l2 < /1Al - | Al

Given a unitary matrix A and the matrix A’ obtained by taking element-
wise absolute values of A, each row (or column) v of A’ has a 1-norm of 1
due to unitarity. Applying Cauchy-Schwarz to this 1-norm we find:

n
vl = >_Jvil < V/nllvll = Vn.
i=1

It follows that ||A'[|; = ||A||ec < /1, and thus due to the aforemen-
tioned inequality of the norms ||A’[|; < y/n, providing the required upper
bound for ||| A4;]]|2-

7.4.3 Extending to Complex-Valued Arithmetic

To extend our bounds to complex-valued matrices and vectors, we represent
complex arithmetic using real arithmetic by mapping complex numbers
to pairs of real numbers. Specifically, any complex vector in C" can be
transformed into a corresponding real-valued vector in R?".

Building on this intuition, matrix multiplication in C" can also be rep-
resented as an equivalent operation in R?*. Given a matrix A; € C™" and
a vector xp € C", we define the following equivalent real-valued representa-
tions:

, Re(Ak) —Im(Ak) 2nx2n
Ak - (Im(Ak) Re(Ak) ) cR

,  (Re(zy) on
Ty = <Im(xz)> eR

Note that if Aj is unitary, then Aj is also unitary, and similarly, if
is a unit vector, then x}, is also a unit vector. This rephrasing of complex
matrix multiplication as a real-valued matrix multiplication with doubled
dimensions enables us to apply the previously derived bounds for the real-
valued case, simply adjusting for the dimension by using 2n in place of n
throughout. As we set b = y/n in the real case this is also affected, and we
now have to use b = v/2n.

Consequently, we state our main result:
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Theorem 7.12 (Rounding error circuits). For a circuit consisting of k
gates A; € C™™ and initial state xy = |1), a simulation as outlined in
Listing 7.1 (without measurements) yields a final state xy, for which

1fizx) — all2
<(1+2-n-v*-b+u-b+2-n-u-b)¥ -1
holds.

This eventually gives us the desired bound for quantum circuit simula-
tions based only on the number of applied gates and qubits. Note, that this
bound is not accounting for underflow errors. This could be fixed by adding
a small additive term. For the remainder of this chapter we will not consider
this option but all further extensions could be be adapted accordingly.

7.4.4 Computable Bound

The derived bound is valid but not directly computable without rounding
errors. In most cases where a rough estimate suffices, this may not be a
significant issue. However, for formal guarantees, it is necessary to find a
bound that can be calculated without incurring rounding errors. A trivially
computable bound derived from Theorem 7.12 is:

8. n2 .y - 2Mog2(k)]
—8-n2.q - 2Moga(k)]

. 8-n2.y-2MMog2 (k)]
given that T8 2. aTom (T 1

We use the fact that the bound in Theorem 7.12 follows a Wilkinson-
style form for which the upper bound lfi - is known. In our case we have
c=2-n-u?-b+u-b+2-n-u-b To make the bound computable, we
exploit the error-free nature of multiplication by powers of two in floating-
point arithmetic. Since both n and u are powers of two, no adjustments
are needed for them. Overapproximating b as 2n also yields a power of two
and allows us to use n - u - b as an upper bound for both b-w and n - u?-b
which leaves us with ¢ = 8 -¢-n?-u. Last but not least we overapproximate
k by simply calculating the next biggest power of two.

The only rounding error remaining that we have to consider is the di-
vision, which is known to yield results in the range [0, 1] (otherwise the
condition explicitly given wouldn’t hold). Hence, the maximum rounding
error is bounded by u, and adding u sufficiently accounts for this error.
While this results in a bound that overestimates the error significantly, it
remains practical and sufficient for many scenarios (see Section 7.5).

I @r) = zill2 < fi5 +u)
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7.4.5 Considering Gate Sizes

For now, we have considered the most general case of gates acting on the
entire quantum state. While theoretically possible, this is uncommon in
practice. In fact, most gates that can be applied on actual quantum devices
operate on a maximum of two qubits at a time. Naturally, one would
expect that a gate acting on only a small subset of qubits introduces a
proportionally smaller error. This expectation holds, and we can use it to
tighten our error bound.

Since our bound depends explicitly on the size n of the quantum state,
which corresponds to the matrix dimensions, we can adjust it straight-
forwardly. When applying a gate acting on only p qubits, this operation
corresponds to a matrix multiplication of size 2P x 2P. Thus, for any simula-
tion where the largest gate acts on p qubits, we can replace n in our bound
with 2P, yielding a more accurate estimate.

7.4.6 Bounds for measurement probabilities

We have derived bounds for the application of an arbitrary number of gates.
Next, we extend the improved bounds to measurements. To achieve this, we
observe that computing the probability of a measurement outcome can be
interpreted as a dot product of a vector composed of the relevant elements
of the original quantum state.

Let ¢ represent the quantum state of a system with 3 qubits. Suppose we
aim to compute the probability of measuring the first qubit and observing
0 as the outcome. This probability is given by 3;|¢;|?, where the sum runs
over the appropriate indices . Notably, this calculation can be viewed as
the dot product of a vector q’, whose elements are identical to the relevant
¢;- Consequently, the rounding errors that occur during measurement can
be bounded using established bounds for dot products.

Using this insight, we arrive at the following theorem:

Theorem 7.13 (Improved bound for measurement). Let g be the state of

an N qubit system. Conducting a measurement of k qubits in that state will
result in probability p; for each possible outcome i such that:

i = filp)] < 287F - w- (142 [lellz + [lel)

where € is the maximum error introduced by gates before the measure-
ment.
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Remark 7.14. A computable version of this bound can be derived easily
with the following result:

[pi = Alp)] < (@77 u) + (4 Jlellz - 287% - w) +u

Remark 7.15. We will use the computable version of this bound to deduce
the maximum possible rounding error in QIn translation as discussed in
Section 6.5.

Proof.
pi = fllpi)| = |flx) - fi(z) — filz - )|
<n-u-|filz)| - |fil)]
=n-u-(lz|+¢)- (2] +¢)
=n-u- (|2 +2- 2] |e] + [e*)
<n-u- (|2l + 2llzllallellz + llell2)
<n-u-(1+2llellz + [le]l2)

where x denotes the vector containing all elements relevant to the mea-
surement outcome %, for which we compute the probability p;. If all qubits
are measured, X reduces to a single element. However, for each qubit that is
not measured, the number of elements required to compute a single outcome
doubles. Consequently, the total number of elements needed to compute a
measurement outcome for k¥ measured qubits in an N-qubit system is 2V*.

With this we have established the final bounds for simulating quantum
circuits.

7.5 FEvaluation

In the previous section, we derived theoretical bounds for rounding errors in
quantum simulations. We now discuss the implications of these theoretical
findings for realistic scenarios and compare the different bounds presented.
In particular, we examine the following three scenarios:

e Simulation of test circuits: In this scenario, we consider circuits
with only very few qubits and gate operations. This type of circuit
often occurs as minimal working examples.
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#qb #gates naive(f) imp(f) comp(f) naive(d) imp(d) comp(d)

3 10 1.52e-04 8.11e-05 1.96e-03 1.41e-13 7.55e-14 1.82e-12
3 100 1.67e-02 8.11e-04 1.59e-02 1.55e-11 7.55e-13  1.46e-11
3 10000 1.69e+02 8.44e-02 - 1.57e-07 7.55e-11  1.86e-09
3 100000 1.69e+04 1.25e+00 - 1.57e-05 7.55e-10  1.49e-08
5 10 1.03e-03 6.20e-04 3.23e-02 9.6le-13 5.77e-13  2.91e-11
5 100 1.13e-01 6.22e-03 3.33e-01 1.06e-10 5.77e-12  2.33e-10
S 1000 1.15e+01 6.39e-02 - 1.07e-08 5.77e-11  1.86e-09
5 10000 1.15e+03 8.59e-01 - 1.07e-06 5.77e-10  2.98e-08
10 100 1.94e+01 2.00e4-00 - 1.80e-08 1.03e-09 2.38e-07
10 10000 - 5.54e+447 - 1.82e-04 1.03e-07  3.05e-05
10 1000000 - - - 1.82e+00 1.03e-05 1.96e-03
15 10000 - - - 3.29e-02 1.86e-05 3.23e-02
20 10000 - - - 5.96e+00 3.38e-03 -
25 10000 - - - 1.08e+03 8.41e-01 -
30 10000 - - - - 5.25e+447 -

Table 7.2: Results for the general case of n-qubit gates comparing the naive
bound, the improved bound and the computable bound for single (f) and
double (d) precision

#gates naive(f) imp(f) comp(f) naive(d) imp(d) comp(d)

10 6.44e-05  3.03e-05 4.89e-04  6.00e-14 2.66e-14  4.55e-13
1000 7.15e-01  3.04e-03 3.23e-02  6.65e-10 2.66e-12  2.91e-11
100000 7.15e+03  3.55e-01 - 6.66e-06 2.66e-10  3.73e-09
10000000 - 1.51e+13 - 6.66e-02 2.66e-08  4.77e-07
1000000000 - - - 6.66e+02 2.66e-06  3.05e-05

Table 7.3: Results for the case of only applying 1- and 2-qubit gates: com-
paring the naive bound, the improved bound and the computable version
of the new bound for single (f) and double (d) precision

o Simulation on PCs: This scenario comprises all circuit sizes that
are still realistically simulated on standard PCs. We consider this to
be the case for circuits with 10-20 qubits, depending on the actual
hardware used (as a reference Qiskit defines the maximum number
of qubits simulatable with their basic simulator to be 24 qubits [116]
however, this already leads to very long simulation times).

« HPC simulation: For this scenario, we consider circuits that ex-
ceed the capabilities of PCs and are only realistically tackled on high-
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performance-computers (HPC). We consider this to be the case for
circuits with upwards of 20 qubits.

The results are summarized in Tables 7.2 and 7.3. Table 7.2 presents the
bounds for the general case, where all gates are assumed to be applied to all
qubits. Table 7.3, on the other hand, lists the bounds under the assumption
that only 1- and 2-qubit gates are applied. In each case we compare three
different types of bounds: the first presented bound (naive), the improved
bounds based on Rump’s improved matrix multiplication error (improved),
and the computable version of this later (comp). All calculations for the
results in these tables were performed using floating-point arithmetic with
double precision (p = 53). The bounds are computed based on the theo-
retical insights provided in the previous section, separately for single and
double precision (denoted by the (f) and (d) columns). A dash (—) indi-
cates that the bound could not be computed for a particular combination
of qubits and gates, either because the conditions required for the applica-
tion of the bound were not met or because an overflow occurred during the
computation.

Building on these values, we discuss the three quantum circuit simu-
lation scenarios mentioned: the simulation of test circuits, simulations on
personal computers (PCs), and high-performance computing (HPC) simu-
lations.

Simulation of Test Circuits For very small quantum circuits, it is clear
that simulation-induced errors remain minimal (on the order of < 107! for
double precision). This level of precision should be sufficient to exclude any
significant errors arising from rounding in almost all practical applications.
This conclusion holds, to some extent, for single precision as well. For
instance, a circuit with 3 qubits and 100 gates exhibits a maximum error
on the order of 1072,

It may be surprising, however, that even for relatively small circuits,
such as those with 5 qubits and 100 gates, the error in single-precision
simulations starts to become prohibitively large. Despite this, for circuits of
this size, rounding errors can be considered negligible when double precision
is used, assuming no exceptional precision requirements.

When considering circuits composed solely of 1- and 2-qubit gates, no
significant advantage is observed for very low qubit numbers. However,
the error scaling independent of qubit count, makes circuits with high qu-
bit numbers but limited gate depth manageable. Notably, for very small
circuits, the naive bounds outperform the computable bounds, albeit only
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slightly. This discrepancy arises from over-approximations made to ensure
the computability of the derived bounds.

Simulation on PCs Now consider circuits with a qubit count in the
range between 10 and 15. This should be a manageable task for current
PCs. As Table 7.2 shows for single precision even here no guarantees can
be provided unless the restriction to 2-qubit gates is taken into account.
Which as a first takeaway leads to the recommendation that double preci-
sion should be used from this point on (or rather in general as a precaution).
Double precision, however, is still quite accurate as even for 15 qubits and
10000 gates the maximum error even for the general naive bound is below
0.04. For most algorithms, this precision should still be enough to acquire
reasonably accurate results. However, for even higher numbers of qubits
the general naive bound starts to provide meaningful results. Similarly
the computable bound stops being applicable altogether. Notably, the im-
proved bound provides significantly lower results allowing simulations of
circuits with up to 20 qubits comparatively high accuracy. For the limited
case of only 1- and 2-qubit gates, all bounds provide meaningful bounds
even for gate counts as high as 100000 (using double precision).

HPC Simulation Circuits with a large number of qubits are only feasible
to simulate within a reasonable timeframe on HPC systems. As discussed,
in such cases, the general bounds we have derived are too coarse to offer
meaningful guarantees for these larger circuits. However, the state-size
independent bounds become highly relevant, as they continue to provide
reasonable error guarantees even for high-qubit circuits, with error growth
dependent only on the number of gates.

Remarkably, even the computable bound in double precision yields sig-
nificant results—errors on the order of 10~®—for circuits comprising up to
10 million gates. The improved bounds demonstrate particularly favorable
scaling in this context. While the naive bound fails to provide reliable
error guarantees as gate count increases, the computable bound remains
in the range of 107°, underscoring its robustness in high-qubit, high-gate
scenarios.

Further Considerations Note, how all values in Tables 7.2 and 7.3 for
which we were able to provide a bound meet the stronger assumption of
Theorem 7.2. This shows that the tighter bound is essentially the only
relevant one. In most cases, if the stronger assumption is not met, the
bound on the rounding errors is so wide that it is of no practical use. The
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tighter bound, however, is able to provide meaningful bounds for a wide
range of circuits.

For higher amounts of qubits the error bounds are increasingly coarse.
This stems from the fact that the presented considerations are worst-case
calculations. However, one has to keep in mind that the bounds we pre-
sented are overapproximations of the actually occurring errors in two ways:
(1) We mathematically overapproximated the errors during the proofs we
made. And (2) even exact bounds are bounds for worst-case calculations
which in reality rarely occur. The presented values are therefore to be seen
as absolute guarantees for worst-case scenarios rather than estimations of
the average rounding error that occurs during the simulation of quantum
circuits. Thus the main takeaway should be that for the simulation of small
to medium-size circuits, rounding errors can essentially be guaranteed to
have no impact on the results. For bigger circuits, these guarantees can
not (yet) be given, which however, does not indicate that the results are
inherently flawed.

7.6 Related Work

Floating-point arithmetic has been extensively studied by researchers from
various perspectives. Numerous general investigations have addressed its
challenges comprehensively (e.g., [70, 110]). In contrast, our approach fo-
cuses on a restricted subset of floating-point numbers (e.g., within a certain
interval) and operations, leveraging the specific properties associated with
these constraints.

In numerical analysis, significant work has been conducted on error
bounds for (fast) matrix multiplications, such as in [49, 13, 48]. These
studies typically examine matrix multiplication in a general context rather
than within a specific application domain. As a result, the derived bounds
are broadly applicable but tend to be more coarse-grained, as they cannot
exploit the unique properties of specialized applications. In contrast, the
bounds we have presented are tailored specifically to quantum simulations.
These works lay a solid foundation and could inspire future research for our
approach. Our current analysis is restricted to a single simulation approach,
limiting its general applicability. However, [49] demonstrates that an entire
class of matrix multiplication algorithms shares stability properties. Build-
ing on this result, it may be possible to extend the bounds introduced in
this work to encompass a wider range of simulation techniques.

Another approach to analyzing floating-point errors involves focusing on
concrete programs rather than conducting numerical error analysis upfront.
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For Java, tools like JBMC [44], which we employed, and the KeY verifica-
tion tool [1] provide examples of this methodology. The latter demon-
strates how to verify the absence of special values and functional properties
involving floating-point arithmetic. Beyond Java, a variety of tools and ap-
proaches tackle the verification of floating-point programs across different
programming languages and abstraction levels. For instance, Why3 [65]
includes support for floating-point arithmetic, and several interactive theo-
rem provers formalize floating-point arithmetic to enable the verification of
complex properties [24, 82, 151]. However, these approaches often require
significant user interaction to complete proofs. More automated techniques
frequently rely on abstract interpretation [20, 35, 46, 72] or SAT-/SMT-
solvers [133, 27].

In the context of quantum circuit verification or simulation, floating-
point arithmetic has received relatively little attention. Some studies, such
as [75], explore how floating-point computations might be performed on
quantum devices, but this does not pertain to simulators. Fatima and
Markov [57] recognize the potential errors introduced by floating-point
arithmetic and propose methods to reduce the number of operations re-
quired for quantum circuit simulations. Combining their techniques with
our approach could be a promising avenue for future research. Liu et
al. [102] present a simulator employing a mixed-precision strategy, where
double precision is used selectively for critical parts of the simulation while
defaulting to single precision elsewhere. However, their approach lacks for-
mal analysis and is primarily based on empirical observations and experi-
mental results.

Additionally, Niemann et al. [112] examine how floating-point errors
affect the compactness of quantum multiple-valued decision diagrams. They
investigate trade-offs between accuracy and performance by determining
which values can be considered identical under floating-point arithmetic.
Their proposed arithmetic approach eliminates inaccuracies by representing
all values in a ring D[w]. While this could potentially be an interesting
extension of our approach, the increased computational overhead that comes
with it might pose significant challenges for automated verification.

7.7 Conclusion

We have presented theoretical considerations on how rounding errors due to
the use of floating-points affect the simulation of quantum circuits. We de-
rived upper bounds on the error that can affect the final state of a simulation
only based on the number of qubits and the number of gate operations. All
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upper bounds are formally proven, thus providing guarantees on the nature
of the errors that might occur. Additionally, we used these bounds to ex-
amine the effects of rounding errors for three different scenarios of quantum
simulation. We were able to show that the presented bounds are sufficient
to essentially guarantee the absence of relevant floating-point errors for a
large set of quantum circuits.



Chapter 8

Conclusion and Future
Work

We have presented three approaches to enhance the reliability of non-
classical systems, addressing different levels of abstraction.

On the architectural level, we introduced a classification framework that
categorizes components of non-classical systems into four distinct classes of
reliability based on the guarantees they provide. While this approach offers
only a coarse-grained analysis, it allows for an approximate evaluation of
the overall reliability of a system when applied systematically.

Subsequently, we demonstrated how fault-tolerant architectural patterns
can be adapted and applied to quantum components to improve their reli-
ability. This approach operates at a relatively high level of abstraction, as
it does not rely on assumptions about the internal structure or properties
of individual components. Nonetheless, our evaluation revealed that these
patterns significantly enhance the reliability of the considered components.

While these methods increase reliability, they are not able to provide
guarantees about system behavior. Consequently, we proposed an approach
for verifying hybrid quantum software at the source code level via trans-
lation. This method enables the verification of quantum algorithms by
translating quantum circuits into a classical host language while preserving
relevant properties. Using this approach, we successfully proved the cor-
rectness of implementations of several well-known quantum algorithms and
identified known bugs in others. Importantly, this method is fully auto-
mated and, due to its reliance on a classical host language, accessible even
to non-expert users.

Finally, we analyzed rounding errors that arise during the simulation of
quantum circuits due to the use of floating-point arithmetic. We derived
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a formally proven bound that quantifies the size of these errors based on
the number of qubits and gates in a circuit. This bound, refined to depend
on the largest gate applied, was shown to effectively rule out significant
rounding errors for a wide range of circuits. Additionally, we introduced a
computable variant of this bound, making it practical for real-world appli-
cations.

Together, these approaches provide a comprehensive framework for in-
creasing the reliability of non-classical systems across multiple levels of ab-
straction. From coarse-grained architectural categorizations to fine-grained
guarantees at the source code and numerical levels, these methods con-
tribute significantly to the reliability of non-classical systems.

Future Work

Despite the progress made in improving the reliability of non-classical sys-
tems, there remains ample room for further research. Several promising
directions can be pursued to build on the results presented in this thesis.

For the proposed fault-tolerant architectural patterns, an immediate ex-
tension would involve exploring additional patterns that have demonstrated
success in other domains and adapting them to quantum computing or other
non-classical systems. Beyond introducing new patterns, further experi-
ments with alternative aggregation and error detection methods, as well
as exploring additional strategies for generating variants of components,
could yield valuable insights. Combining the architecture-level patterns
with other established noise reduction techniques is another promising av-
enue. Identifying the most effective combinations of methods could lead to
further reliability improvements.

In the context of formal verification of hybrid software, various enhance-
ments can improve scalability and efficiency. Optimizing the translation
process, for instance by reducing the number of classical state updates to
only the affected portions of the state, could lead to significant perfor-
mance gains. Supporting loops without unrolling and handling a variable
number of qubits would further extend the applicability of this approach.
Additionally, exploring alternative programming languages and verification
tools may reveal configurations that are better suited to specific tasks. Ap-
plying the proposed method to Python-based frameworks, such as Qiskit
and Cirq, would be particularly impactful, though it requires robust Python
verification tools, which currently present a challenge.

For the analysis of rounding errors in quantum circuit simulation, there
is substantial potential to refine the presented bounds. While the derived
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bounds are effective, they are not tight, leaving room for improvement.
Identifying the optimal, tightest bound would be a rewarding achievement.
Moreover, instead of relying solely on the number of qubits and gates,
runtime analysis of the simulation algorithm could dynamically compute
bounds for observed values. This approach could yield tighter results in
most cases, although it would come at the cost of increased computational
effort. This trade-off may be acceptable in scenarios where tighter bounds
are critical.

Finally, while this thesis focuses primarily on quantum computing sys-
tems, the methods and insights presented here are not limited to this do-
main. As discussed in Chapter 3, significant parallels exist between quan-
tum computing and other non-classical systems, such as machine learning.
Investigating how the presented approaches can be adapted and extended
to other non-classical systems represents a valuable direction for future re-
search and could amplify the impact of this work.
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