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Abstract. In the paper, we describe the data sharing within a data-
driven B2B ecosystem using Solid technologies. Using a real-world use
case, we describe our approach and implementation, as well as the (pre-
viously non-existent) referencing of a purpose ontology to fully express
the intended use of shared data in a machine-readable and analyzable
form. We follow the intention of establishing a safe, robust, and traceable
linked-data-driven B2B ecosystem based on Solid, where high standards
of data privacy and thriftiness have to be met.
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1 Introduction

In this section, we will describe the use case of data-based ecosystems (data value
chain, cf. [2]), Solid technologies [4], and the challenges in such ecosystems (in
particular, regarding GDPR [7] and zero-trust architectures [6,5]) that are unique
regarding the strong need for a technological solution that enables data-driven
value chains and could fulfill the requirements for safety, robustness, and trace-
ability. In particular, Solid provides a standardized machine-processable process
for data exchanged based on Linked Data. In addition, the separation of data,
applications, and identities facilitates the simple reuse of software components.
The standardization of process steps in the form of semantic data representa-
tions and linked-data-driven implementations is therefore not limited to one use
case but has a leverage effect for the entire industrial landscape.

Here, we focus on B2B data collaborations as a central use case of all busi-
nesses. Figure 1 shows an example of typical data exchange operations in B2B
collaborations, where a small or medium enterprise (SME) requires data from
its tax advisory office (TAO) to hand it over to the bank for creating a credit
offer (that would finally be handed as data to the SME). There, only the directly
communicating actors know about each other and are not aware of any other
hidden participants in the data value chain. In general, in such an ecosystem,
the collaboration of organizational actors is expressed while providing data to
a service provider to perform computations (i.e., contract data processing) and
provide data to the original data provider (process and return) or hand the data
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Fig. 1: Use case: Personas and contractual relationships.

safely to another partner (data transmission). The automation of such processes
is crucial for businesses. Therefore, several technical challenges have to be ful-
filled to be able to fully exploit the potential of data-driven services: (C1) All
data exchange process data has to be represented machine-readable, s.t., the pro-
cess can be automated (e.g., while asking automatically for a data instance of a
particular data format); (C2) For the exchanged data additional metadata needs
to be provided, s.t., the legal requirements are fulfilled (e.g., to provide the pur-
pose of the data exchange). Solid technologies already provide some standards
to address both challenges. In this paper, we describe our solution to extend the
process by a standardized process driven by Linked Data and enable a universal
and integrated solution supporting end-to-end data value chains. Hence, we pro-
vide here a (possible) cornerstone for a data-driven B2B ecosystem in the form
of requirements, modeling, and a Solid app implementation.

2 Solid-based Data Value Chains

Linked Data is a profound solution to represent semantic data on the web and
in enterprises. However, while publishing and interlinking data works well in the
context of public data (e.g., public company register [3]), the same approaches
cannot be applied to B2B environments where business partners cannot share all
data nor are allowed to reveal information about their business partners that are
part of their data providers (actually, this strong data protection requirements
often apply to units inside companies too, e.g., in case of a data trustee scenario).
Therefore, a technology is needed that enables the exchange of data on demand,
s.t., the B2B potential of Linked Data can be exploited. The W3C Solid Com-
munity Group’s Application Interoperability [1] (INTEROP) provides a method to
describe data representations and data access within so-called Solid Pods (Web
storage) with information about the access grants and the affected data items.
Following [7] all data processing needs a valid data processing purpose P (cf.
C2) that represents the minimum possible and necessary rights; typically that
is also true within business environments extended with additional constraints
(e.g., data re-sharing only within a particular business domain or administrative
regions); the INTEROP vocabulary is not providing such a resolvable property.

Given our exemplary scenario (cf. Figure 2), the TAO has provided data to
the SME for a particular purpose of data processing P0. The SME has provided
the data to the Bank also defining a purpose P1. Additionally, re-sharing data
of the TAO to the Bank is not allowed to reveal information about the TAO as
this might uncover business secrets of the SME. INTEROP is standardizing only
the direct data exchange processes.
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Fig. 2: Chain of sharing business assessment reports.

We can derive two technical requirements for future data value chains. (RQ1)
The data purpose needs to be represented in an unambiguous, machine-readable
form. Accordingly, the following must always apply to all data shared with Pi and
passed on with Pj : Pj is equal to or more restrictive than Pi. (RQ2) Providing
the received data to another business partner has to hide the original source (i.e.,
each identifier needs to be concealed), s.t., such data is treated in the same way as
data produced by the data provider internally. However, the data receivers need
to document if and how data was re-distributed to third parties (traceability,
e.g., as evidence for external auditors of the data value chain).

To fulfill the aforementioned requirements, we model (see the complete mod-
eling in our online appendix5) the following data representations and extend the
process with the intention of establishing end-to-end data value chains within
a B2B environment. For RQ1 we have extended the INTEROP classes for data
sharing and data access with the predicate gdprp:purposeForSharing linking
to a purpose class, in order to facilitate documentation and passing on purposes
throughout the data chain. RQ2 is addressed by the classes delegatedAccess-
Authorization and delegatedDataAuthorization to indicate that the given
access and data grants are based on grants given by a third party. Further, the
additional class FacadeDataRegistration enables hiding the Data Registration
of the original data provider when passing on data and access authorizations.
As shown in Figure 3 (cf. online appendix), the modeled data enables businesses
to fulfill the requirements and enables automatic processing as all metadata of
the data value chain is represented in a machine-readable, semantic form. The
implementation of the extended Solid-based data sharing is available online6 and
can be used to establish conform B2B data value chains.

3 Discussion and Conclusions

In this paper, we addressed the challenges of establishing B2B data-driven ecosys-
tems. Our modeling and implementations aim to enable end-to-end processing of
B2B data sharing/re-distributing while leaving the data granting control to the
users (cf. Data Sovereignty). Following our approach, data value chains would
be represented completely by Linked Data, enabling businesses to automatically
process data while still providing crucial features like traceability and protec-
tion of business secrets. While doing so, we address a core blocker for applying
Linked Data in distributed data-driven ecosystems with a strong interest in data
protection and business secrets (e.g., supply chains, data value-added service).
Our goal is to grow this solution into a global B2B ecosystem of data stores

5 https://doi.org/10.6084/m9.figshare.25424635
6 https://purl.archive.org/mandatb2b/ESWC2024
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<#AccessAuthorizationForBank> a del:delegatedAccessAuthorization ;
  gdprp:purposeForProcessing <#sharingPurposeP1> ;    
  del:derivedAccessAuthorizationFromGrant <#AccessGrantfromTAO> ;
  interop:grantedBy <https://sme/profile/card#me> ;
  interop:grantee <https://bank/profile/card#me> ;
  interop:hasDataAuthorization <#dataAuthorizationForBank> .

<#dataAuthorizationForBank> a del:delegatedDataAuthorization ;
  gdprp:purposeForProcessing <#sharingPurposeP1> ;    
  del:derivedDataAuthorizationFromGrant <#DataGrantFromTAO> ;    
  interop:grantee <https://bank/profile/card#me> ;
  interop:hasDataRegistration <https://sme/dataregistration/> .

<https://sme/dataregistration/> a del:FacadeDataRegistration ;
  del:shadowsRegistration <https://tao/dataRegistration/> .  

<#sharingPurposeP1> a gdprp:Purpose ;
  gdprp:legalReference gdprp:contractualObligations;
  rdfs:label "Credit offer creation"@en ;
  rdfs:description "business reports for credit offer."@en .

<#AccessAuthorizationTAO> a interop:AccessAuthorization ;
  gdprp:purposeForProcessing <#sharingPurposeP0>  ;    
  interop:grantedBy <https://tao/profile/card#me> ;
  interop:grantee <https://sme/profile/card#me> ;
  interop:hasDataAuthorization <#dataAuthorizationTAO> .

<#dataAuthorizationTAO> a interop:AccessDataAuthorization ;
  gdprp:purposeForProcessing <#sharingPurposeP0>  ;    
  interop:grantee <https://sme/profile/card#me> ;
  interop:hasDataRegistration <https://tao/dataregistration/> .

<#sharingPurposeP0> a gdprp:Purpose ;
  gdprp:legalReference gdprp:contractualObligations ;
  rdfs:label "Business reporting"@en ;
  rdfs:description "Business reporting on a regular basis"@en .

<#AccessGrantfromTAO> a interop:AccessGrant ;
  gdprp:purposeForProcessing <#sharingPurposeP0>  ;
  interop:grantedBy  <https://tao/profile/card#me> ;
  interop:grantee <https://sme/profile/card#me> ;
  interop:hasDataGrant   <#bwaDataGrantFromOrg1> .

<#DataGrantFromTAO> a interop:DataGrant ;
  gdprp:purposeForProcessing <#sharingPurposeP0>  ;  
  interop:dataOwner <https://tao/profile/card#me> ;
  interop:grantee <https://sme/profile/card#me> ;
  interop:hasDataRegistration <https://tao/dataregistration/> ;
  interop:registeredShapeTree 
     <https://public/shapes/businessAssessment#Tree> .

<#AccessGrantfromSME> a interop:AccessGrant ;
  gdprp:purposeForProcessing <#sharingPurposeP1> ;
  interop:grantedBy  <https://sme/profile/card#me> ;
  interop:grantee <https://bank/profile/card#me> ;
  interop:hasDataGrant   <#bwaDataGrantFromSME> .

<#DataGrantFromSME> a interop:DataGrant ;
  gdprp:purposeForProcessing <#sharingPurposeP1> ;  
  interop:dataOwner <https://sme/profile/card#me> ;
  interop:grantee <https://bank/profile/card#me> ;
  interop:hasDataRegistration <https://sme/dataregistration/> ;
  interop:registeredShapeTree
    <https://public/shapes/businessAssessment#Tree> .

 TAO shares the report with SME under purpose P0 

 SME shares the report with Bank under purpose P1 

 additional content of SME Solid Pod additional content of TAO Solid Pod

 additional content of BANK Solid Pod additional content of SME Solid Pod

Fig. 3: Solid compatible chain of sharing business assessment reports.

(i.e., Solid Pods) with linked data that can be connected on demand to help
companies thrive through collaboration based on their semantic data.

Although our approach is applicable and represents a cornerstone for such
ecosystems, further research is needed to achieve this goal, e.g., the reasoning on
instances of purposes ontology needs to be safe and sound to establish completely
automatable processes. Another issue is the redirect chain that is enforced by
hiding (cf. FacadeDataRegistration) the original source of data items, which
might lead to implementing a data trustee for better scalability and availability.
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