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Abstract—Architectural security analyses calculate security
vulnerabilities by evaluating architectural security design models
comprising the system architecture and security-related infor-
mation. The architectural analysis is performed before the
implementation phase to avoid implementing a vulnerable system.
Consequentially, the architectural vulnerabilities are calculated
based on the assumption that the implementation complies with
the specified system. When the implementation does not comply
with the security design models, the architectural analysis may
miss vulnerabilities in the final system. We address this problem
by presenting an approach for analysis coupling, which allows
the architectural analysis to be performed with information
about security weaknesses regarding data encryption in the
implementation detected by a source code analysis searching for
predefined patterns. We perform a case study-based evaluation
of the accuracy to detect architectural vulnerabilities arising
from weaknesses in the implementation. In this evaluation, we
apply the coupling approach to couple an architectural analysis
with three source code analyses and apply them to three sys-
tems containing encryption-related weaknesses. Our evaluation
shows that the coupling enables the detection of architectural
vulnerabilities that are not detectable when performing the
architectural analysis in isolation. However, the evaluation shows
negative impacts of our coupling approach by missing existing
vulnerabilities or reporting not existing vulnerabilities.

Index Terms—Model-driven Security, Analysis Coupling, Soft-
ware Architecture Analysis, Source Code Analysis

I. INTRODUCTION

The rising complexity of software systems makes it chal-
lenging to ensure security objectives like the integrity or
confidentiality of data [1]. Due to this complexity, security
vulnerabilities are introduced in the software system, allowing
attackers to alter, disrupt, or destroy sensitive information [2].

Consequently, security vulnerabilities must be detected and
fixed before being exploited. Static security analysis is an
established method for detecting security vulnerabilities in
source code without deploying the system. However, around
50% of vulnerabilities originate from flaws in the security
design [3]. Based on these insights, architectural security
analyses like [4]–[6] emerged in the last decades, investigating
security vulnerabilities before system implementation. These
analyses use an architectural security design model comprising
the architectural design and security specifications defining
security-related properties for architectural elements, called
security characteristics [4]. However, the architectural security
design is an abstraction of the implemented system and omits

details. For example, SecDFD [7] specifies data encryption
while omitting details about the encryption algorithms. This
requires software engineers to perform the implementation.
This is also true for software evolution because the imple-
mentation should be performed when the design is free of
vulnerabilities to avoid implementing an already vulnerable
system. Therefore, the architectural analysis calculates the
architectural vulnerabilities by assuming the implementation
to realize the architectural system design [7], [8]. However,
at some point in software evolution, the implementation may
not comply anymore with the architectural security design [7].
A non-compliant implementation regarding specified security
characteristics in the architectural security design can result
in the architectural analysis not detecting vulnerabilities in the
final system. Approaches detecting non-compliance exist, such
as [7], [9], [10]. However, these approaches leave the inter-
pretation of the non-compliance on the architectural security
up to the software engineers. Because non-compliances arise
from challenges in realizing architectural security design in the
implementation, interpreting the effect of non-compliance on
architectural security can be assumed equally challenging. We
address this challenge by presenting an approach for coupling
architectural analyses and static source code security analyses.
In this coupling, the architectural analysis uses information
about weaknesses in the implementation, obtained from source
code analyses. With this approach, architectural analysis can
detect vulnerabilities that are not detectable when performed in
isolation because it considers the information from the imple-
mentation rather than depending on assumptions made by the
software architect in the design phase. We want to make clear
that this approach does not contradict the understanding that
architectural analysis must be performed before implementing
the system. Still, our coupling can provide insights into the
impact of non-compliance on architectural security.

Challenges in data encryption are listed among the top
security risks by OWASP Top 10 [11]. This is why several
architectural analyses specify encrypted data communication,
e.g., in [4]–[6]. Also, several source code analyses detect
weaknesses related to data encryption by searching for pre-
defined patterns in the implementation, such as [12]–[14].
We call source code analyses searching for patterns that indi-
cate weaknesses pattern-search-based. Detecting weaknesses
is relevant because they are a prerequisite for a vulnera-
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bility to occur [15]. Due to the importance of this topic,
we describe our analysis coupling for architectural analyses
specifying security characteristics concerning encryption and
pattern-search-based source code analyses detecting patterns
that indicate weaknesses impacting data encryption. In the
following, we call these analyses architectural analyses and
source code analyses. We state the research question RQ:
How can we enable the coupling of architectural analysis
and pattern-search-based source code analyses to detect
the impact of weaknesses on the architectural security
regarding encryption. We answer this question by providing
a coupling approach comprising two contributions:
C1 We describe how the architectural and pattern-search-

based source code analysis interact in the coupling ap-
proach and which artifacts of the analyses are used to
enable the coupling.

C2 A coupling can only be performed if the information in
the analyses can be connected. However, the architectural
analysis and source code analysis provide different but
similar information, such as the security characteristics
and weaknesses violating them. For this, our coupling
approach defines artifacts that enable bridging this gap to
enable the coupling.

The remainder of this paper is structured as follows: Sec-
tion II presents a running example to illustrate our approach.
Section III provides necessary foundations for this paper. The
coupling design, i.e., which artifacts of the analyses are used
in our coupling and the process for exchanging information
is described in Section IV. Based on this design, Section V
presents how the information exchange is enabled for coupling
architectural analyses and pattern-search-based source code
analyses. In Section VI, we present the evaluation of our
coupling approach. In Section VII, we discuss limitations of
our coupling and future work to address them. Related work is
discussed in Section VIII and Section IX concludes this paper.

II. RUNNING EXAMPLE

Our running example is illustrated in Figure 1. It com-
prises (a) an example system represented by an architectural
security design and an implementation comprising encryption
weaknesses, (b) an example architectural analysis, and (c) an
example source code analysis.

System: We adapt the JPMail system used by Seifermann
et al. [16]. The software architecture is shown on the left-hand
side of Figure 1. Three components exist: MailSendingClient,
MailService and MailReceivingClient, which are deployed on
the resources AlicePC, MailServer and BobPC, respectively.
The system communicates an email from MailSendingClient to
MailReceivingClient over MailService. The resources are con-
nected by two communication links. The data communicated
over these links must be encrypted to prevent potential attack-
ers from accessing the email content. The MailSendingClient
provides a service sendMail receiving the email header and
email body as parameters from the user. The MailService and
MailReceivingClient both provide the service dispatchMail
receiving the header and body as Strings representing the

encrypted data. When dispatchMail of the MailService is
called, it routes the encrypted header and body to the MailRe-
ceivingClient. The implementation of the sendMail service of
the MailSendingClient component is shown on the right-hand
side of Figure 1. In the sendMail method, the Cipher cipher
is generated using the encryption algorithm DES to perform
the encryption. The method encrypt is called to encrypt the
header and body, resulting in encHeader and encBody, which
are sent to the MailService by calling the dispatch method.

Architectural Analysis: We use an architectural analysis
similar to Secure Links of UMLSec [6]. UMLSec specifies
the requirement secrecy for communications between. compo-
nents. The security characteristic encryption defines encrypted
communication over the communication links. In UMLSec,
the security characteristic encryption specifies that encryption
is performed on the physical layer. To illustrate capabilities
in the coupling, we define the encryption on communication
links to assume some form of encryption, i.e., either encryption
of data or using an encrypted protocol such as HTTPS. The
analysis detects a vulnerability when secrecy is specified but
a corresponding communication link is not encrypted.

Source Code Analysis: We use the source code analysis
FindSecBugs [13] to detect the usage of broken cryptographic
algorithms. For this, the analysis searches for patterns in the
implementation, like usage of the Java Cryptographic API with
the cryptographic algorithm DES. The source code analysis
finds the pattern DES USAGE at the Cipher.getInstance call
and reports its location as a combination of the java class, the
java method, and the line of code in which it occurs.

III. BACKGROUND

Our coupling approach uses model-driven technologies to
couple model-based security analyses. In this section, we
introduce the necessary background for this paper.

A. Models, Metamodels and Transformations

We realize the coupling betweenthe input and output models
of the analyses. Models are abstractions of a real or virtual
entity for a given purpose with a subset of its attributes [17].
We also comprehend the implementation as a model, as it
does the system behavior while committing information like
deployment. The structure of a model is described by a
metamodel, comprising metaclasses and references between
metaclasses describing directed relations [18]. A Model Trans-
formation transforms elements of one or more input models
to corresponding elements of one or more output models [19].

B. Model-Based Analysis

Our coupling approach connects model-based security anal-
yses. A model-based analysis evaluates input models with a
certain analysis technique to provide an answer to a given
question in the form of output models [20]. A security analysis
typically answers the question of whether a specific weakness
or vulnerability exists in a given system. In our coupling
approach, we focus on analyses using metamodels and mod-
els [18] for describing their input and output.
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1 public void sendMail(header, body) {
2  Cipher cipher = Cipher.
                           getInstance("DES");
3
4  String encHeader =
        encrypt(header, cipher);
5  String encBody =encrypt(body, cipher); 
6   
7  mailservice.dispatch(encHeader, encBody);
8 }
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Fig. 1. Combined diagrams showing parts of the architectural security model (left), the implementation of the sendMail Method from the MailSendingClient
(upper right), and the report of the source code analysis (lower right). Adapted from Seifermann et al. [16]. Architectural elements based on UMLSec [6]

C. Source Code Security Analysis

Source code security analyses can be differentiated into
property analyses and bug-searching analyses [21]. Bug-
searching analyses search for patterns related to weaknesses
in the source code. This is relevant as a weakness is a precon-
dition for a vulnerability to occur [15]. A vulnerability can be
exploited to violate a security objective of the system, such
as protecting data confidentiality. In this paper, we call them
pattern-search-based analyses to highlight the usage of these
patterns. Property analyses do not search for implementation
weaknesses but use a specification to evaluate whether a
security property like information flow security holds.

IV. COUPLING DESIGN

A coupling design comprises a coupling form and a coupling
process. The coupling form defines the artifacts used to estab-
lish the coupling [20]. VBased on the selected coupling form, a
coupling process defines how the analyses interact to achieve
the coupling [22]. We use roles in the analysis coupling to
clearly separate responsibilities in creating coupled analyses.

A. Selecting the Coupling Form

Architectural analyses and source code analyses are de-
signed for independent application in different stages of soft-
ware development. In a development process, architectural
security vulnerabilities detected by an architectural analysis
must be fixed before the implementation to avoid realizing a
system architecture already known to be vulnerable. Coupling
approaches that combine the metamodels of the analyses
(white-box) or integrate functionality for information exchange
into the coupling tools (grey-box) requires maintaining two
versions of the analyses: one that can perform the architectural
analysis in isolation and one that can perform the architectural
analysis in the coupling. We select a black-box coupling form
using the input and output models of the analyses and transfor-
mations between them to achieve the coupling. The black-box
coupling allows the application of the architectural analysis
in isolation and the coupling without further modification
because the transformations can be independently executed.

B. Coupling Process

The coupling process defines how the analyses interact to
achieve the coupling goal. The architectural security design
should only be implemented when the architectural analysis
does not report any vulnerabilities, i.e., the output of the
architectural analysis is empty. Coupling processes combining
the results of analyses require knowledge about how architec-
tural vulnerabilities are calculated to add new ones. We use a
sequential coupling where the architectural analysis is param-
eterized by modifying its input model with the information
from the source code analysis output model.

The output of the source code analyses comprises binary
statements of whether a pattern indicating a weakness is
detected. Consequently, the coupling can only maintain or
remove specified security characteristics in the architectural
model that are violated by weaknesses. Describing security
characteristics for architectural elements can be performed
by annotation mechanisms, (meta)models or as attributes of
architectural elements [23]. We use the term annotation for
all of these approaches because the usage of attributes can be
restructured into annotations [23]. The coupling is performed
by interpreting the output model of the source code analyses
to decide whether a security characteristic specified for an
architectural element in the input model of the architectural
analysis is violated. If a violation occurs, the annotation of
the security characteristic is removed. The detection of the
usage of the weak encryption algorithm DES in the running
example is reported in the source code analysis output, which
threatens the encryption specified in the architectural security
design. Thus, we parameterize the architectural analysis by
removing the annotation specifying the security characteristic
encrypted. This coupling approach is highly dependent on the
granularity of the annotated architectural elements. In the run-
ning example, the coupling removes the specified encryption.
Consequently, the architectural analysis interprets every data
transferred over the communication link as unencrypted. In
contrast, removing an annotation from a single action, like a
service call, affects only the data associated with this action.
We discuss this limitation further in Section VII.
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Fig. 2. Models and process steps in the coupling approach. Sequential
increasing numbers order the execution of the coupling process steps.

C. Roles in the Analysis Coupling

For this coupling approach, we distinguish two roles. The
analysis architect, described by Koch [24], creates an analysis
by assembling analysis components. This analysis architect is
an expert in the respective abstraction level of its analysis
and knows the meaning of the element in the input and
output (meta)models of the analyses. For instance, the analysis
architect of the source code analysis knows the relation
between a pattern detected by the source code analysis and an
associated security weakness. We introduce a coupling expert,
which defines the transformations in the coupling. The primary
competence of the coupling expert is determining relations
between the elements of the input and output (meta)models of
the architectural analysis and source code analysis.

V. COUPLING APPROACH

Our coupling approach realizes the sequential black-box
coupling performing several process steps as illustrated in
Figure 2 In this process, we call the input model of the
architectural analysis the Architectural Security Design, the
input model of the source code analysis Source Code, and
the output of the source code analysis Source Code Analysis
Result. We omit the architectural analysis step as it is not
involved in establishing the coupling. Each process step can
either be automated, e.g., by automated model transformation
or must be performed manually. Automated process steps are
beneficial as they introduce a one-time effort for their creation
and can be reused for arbitrary systems afterwards. Manual
process steps require effort for every execution of the coupling.

The coupling faces the challenge of a Architectural Secu-
rity Design and a Source Code Analysis Result comprising
different but related information. The Architectural Security
Design comprises security characteristics, like encryption in
the running example. In contrast, the Source Code Analysis
Result comprises patterns related to weaknesses violating the
security characteristic, such as weak encryption. Architectural
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Fig. 4. The Security Relations metamodel for relating Security Characteristics
and Weaknesses and its instance for the running example

Security Design models can specify security characteristics
for architectural elements describing information transfer, like
communication links in UMLSec [6]. In contrast, source code
analyses can report locations in the code, such as a statement
calling another method. We address these challenges using
an intermediate structure to unify the system structure, the
specified security characteristics and the detected weaknesses.

A black-box coupling implies that the Source Code Analysis
Result must comprise enough information to identify the
violated security characteristic specified in the Architectural
Security Design. We found that the Source Code Analysis
Result can comprise information that must be interpreted to
relate it to the Architectural Security Design, e.g., the detected
pattern is provided rather than an associated weakness. This
makes it more difficult for a coupling expert to create the trans-
formations. We address this challenge with a Parameterization
Metamodel as an abstraction of the Source Code Analysis Re-
sult, capturing all information from the intermediate structure
necessary to perform the coupling.

A. The Intermediate Structure

The coupling approach determines which annotation in the
Architectural Security Design is affected by a weakness by
using an intermediate structure to capture correspondences
between (1) elements in the Architectural Security Design and
the Source Code and (2) weaknesses found in the Source Code
and security characteristics. Figure 3 illustrates an exemplary
intermediate structure for the running example.

a) Capturing Relations between Security Characteristics
and Weaknesses: The Source Code Analysis Result comprises



patterns indicating Weaknesses in the coupling. These Weak-
nesses violate a specified Security characteristic. We capture
this relation in a Security Relations metamodel comprising
the metaclasses Security Characteristic and Weakness as il-
lustrated in Figure 4. A relation violates expresses that a
Weakness results in a violation of one or more Security Char-
acteristics. The Security Characteristics describe security con-
cepts like encryption or input sanitation in [6], [10]. A similar
relation is provided by the Common Weakness Enumeration
(CWE) [25] with the distinction that these weaknesses are
related to high-level security objectives such as confidentiality.
A coupling expert must either create a Security Relations
model manually in the Definition of Security Relations step
(step 1) or reuse an existing one. The model in the running
example comprises the Security Characteristic encryption and
the Weakness weak encryption violating it.

We want to clarify that the elements Security Characteristics
and Weaknesses are not metamodel elements of specific anal-
yses but capture a concept like encryption. Thus, this design
requires transformations from the specific model elements in
the Architectural Security Design and the source code analysis
output model to Security Characteristics and Weaknesses.

b) Capturing Architectural Elements and Implementation
Elements: We assume the Source Code resulting from the
Implementation step (step 2) to be consistent with the Archi-
tectural Design Model. This implementation can be performed
semi-automated, e.g., by generation techniques [18]. Still, soft-
ware engineers must complete the implementation manually
as described in Section I.

For the coupling, the architectural elements and implemen-
tation elements describing the system must be related in addi-
tion to relating the security characteristics and the weaknesses.
The approach in this paper requires relating model elements
with different but related concepts. In our running example,
the call of dispatch defines an action introducing a data
flow to the calling method. In contrast, the link between the
components defines a communication channel through which
data flows. Therefore, the intermediate structure must comprise
elements to which the call and the communication link can
be mapped. For the encryption vulnerabilities in this paper,
the intermediate structure has to capture (a) services in the
architecture and corresponding methods in the implementation,
(b) internal methods of the implementation, and (c) communi-
cation between the information in (a) and (b) as illustrated
in Figure 3. Examples of structures are call graphs or the
GRaViTY program model [26]. The coupling expert defines
two transformations for the Structural Mapping (step 3) to
create the intermediate structure: one transformation to map
the structural elements of the Architectural Security Design
to the intermediate structure and one to map the structural
elements of the Source Code to the intermediate structure
(step 3). This results in the benefit that transformations can
be reused when creating new couplings with analyses of a
system description language in an existing coupling.

In step 3, the coupling expert has to ensure that the
intermediate structure captures the architectural system design

and the implementation consistently, i.e., the mapping of the
services in the architectural model and the methods in the
implementation have to match, as well as the created calls and
communication link relations. In our running example, when
the method sendMail in the implementation is mapped to an
element in the intermediate structure, a mapping for the service
sendMail in the architectural model must exist. When the
intermediate structure captures the call of the method dispatch
in the implementation, the corresponding communication link
over which this communication is established must also be
mapped to the intermediate structure. An instance of an exem-
plary intermediate structure for sendMail is shown in Figure 3.
The nodes sendMail and dispatch map to the services in the
architectural model and the methods in the implementation.
The remaining nodes getCipher and encrypt only map to
methods in the implementation. The edges represent either a
call or data flow, e.g., sendMail calls dispatch, and a data flow
exists of encHeader to dispatch. The edges to dispatch capture
a mapping to the communication link.

c) Attaching Security Characteristics and Weaknesses to
the Intermediate Structure: The Security Characteristics and
Weaknesses in a Security Relation model must be representable
in the intermediate structure to be usable by the coupling
approach, e.g., to capture them for communication relations
and the involved services. The coupling expert has to per-
form an automated Architectural Specification Mapping (step
4), transforming the security characteristics specified in the
Architectural Security Design into the intermediate structure
for the corresponding intermediate structure elements. This
transformation must be created once for a single architectural
analysis and intermediate structure. In our running example,
the encryption security characteristic is provided to all edges
mapped to the communication link. The coupling expert has
to interpret the Source Code Analysis Result to extract the
weaknesses for the implementation elements corresponding
to the intermediate structure. We support this task with our
Parameterization Metamodel.

B. Parameterization Metamodel

We found two challenges for the coupling, originating
from the output of pattern-search-based Source Code Analysis
(step 5): First, the Source Code Analysis Result often com-
prises the implementation elements involved in the patterns
by describing the location, e.g., through lines of codes as
illustrated in Figure 1. This format allows to navigate the
source code precisely but requires the coupling expert to
interpret the locations for resolving architectural elements.
Secondly, the result may comprise the detected pattern rather
than the weakness associated with it. The missing report of an
associated weakness requires the coupling expert to understand
the patterns to relate them to security characteristics.

We address these challenges by introducing the Parameter-
ization Metamodel. The metamodel comprises an ResultEntry
metaclass, abstracting a single report of a detected pattern.
The ResultEntry references one element of the intermediate
structure used in the coupling, e.g., a node representing a



service or method in Figure 3 to represent the affected element
of the implementation usable for the coupling. A ResultEntry
also comprises a Weakness to identify a security characteristic
violated by the pattern represented in the Source Code Analysis
Result. In the Parameterization Model Generation (step 6),
an automated transformation from the Source Code Analysis
Result to a Parameterization Model can be applied. The
transformation must transform information about the location
of the detected pattern into the intermediate structure. This
transformation is created by the analysis architect supported
by the coupling expert. The analysis architect can relate
the implementation element in the analyzed source code
to reported lines of code. The analysis architect defines a
transformation from the representation of the implementation
element, e.g., lines of code, to the actual implementation
element. The coupling expert defines a transformation from
the implementation element to the element of the intermediate
structure. Consequently, the coupling expert is concerned
with the intermediate structure to bridge the gap between
architecture and implementation, while the analysis architect
is concerned solely with the source code domain. We assume
the relation between pattern and weakness to be known by
the analysis architect rather than the coupling expert. This is
why the analysis architect defines a transformation providing
a Weakness for patterns detectable by the source code anal-
ysis. The Parameterization Model is used in the automated
Weakness Mapping (step 7) to map the Weaknesses in each
ResultEntry to the element of the intermediate structure. In our
running example, the weakness Weak Encryption is mapped to
the node Ciper.getInstance(”DES”).

C. Realizing the Coupling

We realize the coupling with the intermediate structure by
an automated transformation in the Violation Detection &
Integration step (step 8), performing two activities: First, the
coupling performs a Violation Detection to determine which
security characteristic in the intermediate structure is violated
by a reported weakness. Secondly, the coupling performs an
Integration of the detected violation by removing the annota-
tion in the Architectural Security Design model corresponding
to the security characteristic in the intermediate structure.

We address the first activity using automated search strate-
gies defined by a coupling expert for Weaknesses and violated
Security Characteristics. These search strategies define how
the intermediate structure is traversed to determine which
specified security characteristic is violated by a weakness.
These strategies are specific to the intermediate structure.
Consequentially, the coupling expert has to define a search
strategy once for every instance pair of Weakness and Security
Characteristic with a violates relationship and an intermediate
structure. A search strategy uses the intermediate structure
element annotated comprising a weakness as the origin. In
this paper, we focus on search strategies detecting whether a
weakness associated with a method can be related to a security
characteristic specified for a communication representation.
The intermediate structure is traversed until the next element

representing a communication with a mapping to the Architec-
tural Security Design is reached, as illustrated in Figure 3. If
the element representing a communication is annotated with a
Security Characteristic violated by the Weakness, the annota-
tion of the corresponding security characteristic in the Archi-
tectural Security Design model is removed. For this removal,
the coupling expert provides an automated transformation,
which resolves the annotation to be removed by searching
the architectural elements corresponding to the intermediate
structure element representing the communication and the
corresponding Security Characteristic. The traversal is stopped
at the first element representing a communication, mapped
to the Architectural Security Design model. This automated
transformation must be defined once for every Security Char-
acteristic in the Security Relation model and corresponding
specific security characteristic of an architectural analysis.

This approach cannot cover all specified security charac-
teristics affected by a weakness, e.g., when the data propa-
gates to different communication links. The specified security
characteristic encrypted in the running example should be
removed for both communication links because the weakly
encrypted data is communicated through both. However, we
made this design decision deliberately to consider only the
next communication link for two reasons: First, a compre-
hensive further traversal requires a complete information flow
analysis, which is infeasible to replicate in the coupling
approach. Secondly, we only establish the relation based on
the weaknesses reported by the source code analysis and the
annotated security characteristics. Without further information,
the search strategy cannot determine whether the weakness
is still valid for consecutive communication links. If the
MailService would decrypt the encBody and encrypt it again
with a strong encryption algorithm, the encryption specified
for the communication link between MailServer and BobPC
is still valid. Removing it would result in false reports by the
coupling. We discuss future work to address this limitation in
Section VII.

VI. EVALUATION

We guide the evaluation with the Goal-Question-Metric
approach of Basili et al. [27]. We first discuss the Goals,
Questions and Metrics. We then present the study design, the
evaluation results and a discussion of threats to validity.

A. Goals, Questions and Metrics

We evaluate the accuracy of the analysis coupling regarding
architectural vulnerabilities resulting through implementation
weaknesses with G1: Accuracy. For this goal, we ask two
questions: Q1 Can we detect architectural vulnerabilities with
our coupling approach originating from weaknesses in the im-
plementation? Q2 Does the coupling approach report vulnera-
bilities that do not exist or miss vulnerabilities? We answer Q1
and Q2 by inserting weaknesses violating data encryption in
the system implementations that violate security characteristics
in the architectural design, leading to architectural vulnerabili-
ties. Related work such as [16], [26] also injects weaknesses to



evaluate accuracy. For answering Q1 and Q2, we use the met-
rics precision p and recall r, commonly used by related work
such as [26], [28], [29] for assessing the accuracy of analyses
regarding known vulnerabilities. Precision p = tp/(tp + fp)

and recall r = tp/(tp + fn) are calculated by considering true
positives tp, false positives fp, and false negatives fn of the
expected results of the architectural analysis. We count a true
positive if the architectural analysis reports a vulnerability for
communicated data affected by encryption weaknesses. We
count a false positive if the architectural analysis reports a
vulnerability for communicated data unaffected by encryption
weaknesses. We count a false negative if the architectural
analysis reports no vulnerability despite being expected due to
communicated data being affected by encryption weaknesses.

The architectural analysis in isolation cannot find the de-
signed architectural vulnerabilities because it does not consider
the information from the implementation. Still, true positives
indicate vulnerabilities that would be missed by the architec-
tural analysis performed in isolation. False positives indicate
incorrect reports of architectural vulnerabilities, which cannot
be reported by the architectural analysis performed in isolation.

B. Study Design

We use a case study-based design to calculate the met-
rics precision and recall. Case studies are often used in
related work for evaluating architectural analyses, e.g., [5],
[6], [16], [28]. For data collection, we define nine cases for
the case study, each comprising the coupling of an archi-
tectural analysis enabling to specify security characteristics
related to encryption with a pattern-search-based source code
analysis identifying patterns related to weaknesses violating
encryption and one system to be analyzed. The systems to
be analyzed comprise an architectural security design and an
implementation including weaknesses that threaten encryption.
We describe the selection of analyses and the systems in the
following. The prototypical implementation of the couplings
and all data collected can be found in our data set [30].

1) Analyses Involved in the Case Study: We select archi-
tectural analyses specifying security characteristics requiring
encryption and source code analyses finding patterns that
indicate weaknesses that invalidate the encryption. We require
(meta)models for the input and output of the analyses based on
the Eclipse Modeling Framework (EMF) [31], which is used
by several model-based analyses such as [5], [10], [16], [26],
[32]. We found no pattern-search-based source code analysis
providing EMF metamodels. However, the Parameterization
Metamodel is built with EMF. This is why we can use source
code analyses where a transformation of their output into the
Parameterization Metamodel is possible. We also require the
analyses to provide working tooling. We define tooling as
working if it can either be downloaded and executed without
further intervention or we have access to all artifacts and the
information on how to build and run it.

a) Architectural Analysis: We select the Access Analy-
sis [33] using input metamodels based on EMF. The Access
Analysis extends the Palladio Component Model [34] with

Adversaries, which mayKnow data assigned to DataSets. An
adversary can gain access Locations or Communication Links.
A vulnerability is reported when an Adversary can access an
interface in the system or communication link that transmits
data the adversary is not allowed to obtain. The security
characteristic encryption for communication links specifies
that communication is designed to be encrypted.

b) Source Code Analyses: We select source code analy-
ses from the OWASP list for static source code analyses [35],
a community project for software security, with the follow-
ing attributes: (1) they find patterns related to weaknesses
invalidating encryption in Java source code (2) their results
can be exported to machine-readable formats, e.g., JSON and
(3) they are free-of-use. This search resulted in the analyses
FindSecBugs [13], Semgrep [36] and Snyk [14].

2) Case Study Systems And Injected Weaknesses: We use
systems from related work in which encryption requirements
are described. We inject weaknesses in the system implemen-
tation violating the specified security characteristic indicating
requiring encryption. We introduce an adversary for all sys-
tems that obtains unallowed access to the transmitted data if
the specified encryption is violated.

We select JPMail from our example in Section II. The
system comprises the components MailSending, POP3, SMTP
and MailReceiving. We inject the weakness using a weak
cryptographic algorithm DES as described in the example.
The weakly encrypted data is passed over two encrypted
communication links. Therefore, the coupling should report
four architectural vulnerabilities. We select the CoCoMe sys-
tem used by SecDFD [7], representing a shopping system
for multiple cash desks. The component CashDesk sends the
credit card number cardNumber, the storeAccount and the
amount of money a customer pays to the component Bank
via the requestTransactionService to handle the payment. This
communication has to be encrypted. We inject a weakness
using the insecure HTTP protocol instead of HTTPS. We
expect three vulnerabilities as the weakness will affect all
communicated data. Finally, we use the TravelPlanner system
of Katkalov et al. [9], representing a flight booking system.
The component TravelPlanner books a flight by transmitting
the creditcarddata and the offerId of the flight offer encrypted
to the Airline component through the bookFlight service. We
introduce a weakness by inserting a hard-coded cryptographic
key. Only creditcarddetails is encrypted with this key, while
offerId is encrypted with a newly generated key. Thus, only
one vulnerability should be reported. In total, we expect eight
vulnerabilities to be reported by the architectural analysis.

We use SPOON [37] to extract structural information in the
implementation for the intermediate structure, such as method
calls. This requires the system implementations to use call-
return semantics, which does not apply to all systems. We ad-
dress this by reimplementing these systems as single programs.
We generate the structural elements in the implementation
according to mappings described by Kramer et al. [38]. We
implement the behavior according to behavior descriptions,
e.g., sequence diagrams or existing implementation.



TABLE I
EVALUATION RESULTS FOR THE ACCURACY SHOWN BY TRUE POSITIVES

tp , FALSE POSITIVES fp , FALSE NEGATIVES fn , PRECISION p, AND
RECALL r FOR ALL COUPLINGS. COUPLING CASES ARE REPRESENTED BY

(ARCHITECTURAL ANALYSIS, SOURCE CODE ANALYSIS)

Case tp fp fn p r

(Access Analysis, FindSecBugs) 6
8

1 2 6
7

6
8

(Access Analysis, Snyk) 3
8

1 5 3
4

3
8

(Access Analysis, Semgrep) 6
8

1 2 6
7

6
8

C. Evaluation Results and Discussion: Accuracy

We applied our coupled analyses with the injected systems
on the three case study systems. We first present the results
for all cases and interpret them thereafter.

a) Evaluation Results: Table I shows the true positives,
false positives, false negatives, precision, and recall for each
coupling combined for all systems. The coupling with Find-
SecBugs, Semgrep and Snyk performs the same modification
of the architectural analysis input model in all cases except
when applying Snyk to CoCoMe. In contrast to FindSecBugs
and Semgrep, Snyk does not report the weakness resulting
from using HTTP. Consequently, all results of the coupling
are equal except for this case. For the TravelPlanner, every
coupling removes the encrypted annotation from the commu-
nication link. This results in the true positive reported vulnera-
bility for the creditcarddetails. However, we also obtain a false
positive result for offerId, because it is strongly encrypted but
affected by the removal of the specified encrypted security
characteristic due to the weakness of creditcarddetails. For
JPMail, every coupling reports the vulnerabilities for the first
communication link in the AttackZone. However, the coupling
does not remove the encrypted security characteristic for the
second communication link. Consequently, no vulnerability is
reported while the header and body passed from POP3 to
MailReceiving is still weakly encrypted, which we count as
two false negatives. For CoCoMe, the architectural analysis
reports vulnerabilities for amount, creditcarddetails and ac-
count sent over the communication link after the coupling
with FindSecBugs and Semgrep, which we count as three true
positives. As Synk does not report the injected weakness, the
architectural analysis does not report these vulnerabilities for
Snyk. We count the not-reported weaknesses as false negatives,
which is conservative as it reduces the recall.

b) Result Interpretation: In the investigated cases, the
true positives indicate that the coupling enables the detection
of architectural vulnerabilities originating from weaknesses in
the implementation. However, the coupling approach nega-
tively affects the precision and recall of the coupled analyses.
The decrease in precision, i.e., the false positives, in the
TravelPlanner and JPMail system shows the negative influence
of removing security characteristics specified for architectural
elements that define communication of several services and
data, such as communication links. This removal results in
interpreting all data communicated as not encrypted rather
than only the data affected by the weakness. As a result,
the coupling approach works better for security characteristic
specified for more fine-granular architectural elements, e.g.,

direct communication relations like calls or connectors in
the architecture. We discuss this limitation in Section VII.
This limitation results in software engineers to be reported
with vulnerabilities that do not exist in the final system and
are not reported when performing the architectural analysis
in isolation. The false negatives in JPMail show the neg-
ative influence of the current search strategies, resulting in
architectural vulnerabilities that should be reported but are
not. We discuss further research to address this limitation in
Section VII. Still, the architectural analysis in isolation would
also not detect these vulnerabilities.

We can answer Q1 positively that the coupling detects
architectural vulnerabilities resulting from weaknesses in the
implementation, as shown by the true positives. However,
we also must answer the Q2 positively that the coupling
introduces negative effects on the accuracy (1) by not detecting
all architectural vulnerabilities originating from weaknesses
in the implementation due to our search strategy and (2)
by reporting architectural vulnerabilities that do not originate
from the implementation. We subsume that we do not fully
achieve G1: Accuracy, as in our case study there are variances
in precision, ranging between 3

4 = 0.75 and 6
7 = 0.85, and

variances in recall, ranging between 3
8 = 0.37 and 6

8 = 0.75.

D. Threats to Validity

The validity of the evaluation is subject to different threats.
We structure our discussion by the threat categories Internal
Validity, External Validity, Construct Validity, and Reliability
proposed by Runeson and Höst [39].

Internal Validity ensures that the investigated factors in the
evaluation are not influenced by factors the researchers are
unaware of. The investigated factors in our evaluation are
precision and recall. Tuma et al. [7] discuss the threat of
experimenter bias when creating the ground truth. We address
this thread by using existing architectural models of systems as
far as possible, e.g., the TravelPlanner from Kramer et al. [33]
or the architectural model of Seifermann et al. [16] for JPMail.

External Validity concerns how well the findings can be
generalized outside the investigated cases. The representative-
ness of a sample case may be sacrificed to achieve a deeper
understanding and better realism of the phenomena under
study [39]. Using case studies threatens the generalizability of
the results because the transfer to arbitrary other cases cannot
be guaranteed. We address external validity using different
source code analyses, systems and introduced types of weak-
nesses. We do not address external validity for architectural
analyses, which we discuss as future work in Section VII.

Construct Validity assures that the used metrics can answer
the evaluation questions. We can exclude the threat that
precision and recall are unsuitable for measuring the accuracy
as they are often used in a wide range of related literature,
such as [7], [16], [26], [28], [29].

Reliability ensures that the conducted study, i.e., the data
collection and analysis, does not depend on the particular
researcher, but other researchers will come to the same results.
We address threats by referencing the related analyses and



describe how we designed the systems and collected the
metrics. The metrics applied give reasonable evidence and
reduce the need for interpretation. In addition, we provide all
artifacts of our evaluation, i.e., metamodels, models and the
implementation of our coupling approach, in a data set [30].

VII. LIMITATIONS AND FUTURE WORK

Our approach faces limitations from which we derive future
work. While our coupling approach is independent of spe-
cific security characteristics and weaknesses, we describe and
evaluate it for security characteristics relating to encryption
and weaknesses violating them. We will investigate whether
our approach generalizes to other security characteristics and
source code analyses. In our evaluation, we use only one ar-
chitectural analysis. Future work comprises applying our cou-
pling approach to other architectural analyses. The coupling
expert must select a source code analysis detecting patterns
relating to weaknesses violating the security characteristic.
Determining this relation between the analyses can be difficult
without further guidance, as illustrated by Synk’s case and
CoCoMe’s weakness. This is why we will investigate how
to provide an approach for relating architectural analyses and
source code analyses for non-compliance analysis. The relation
between Security Characteristics and Weaknesses must be
provided manually in our coupling approach. We already
applied Large Language Models (LLMs) to retrieve CWEs
affecting encryption with promising results. In future work,
we investigate to what extent LLMs can create relations for
the Security Releations model. The evaluation shows that the
recall of the coupling is influenced by the architectural element
annotated with a security characteristic investigated in the
coupling. We will research how to limit this influence, e.g.,
by investigating the propagation of the removal of a security
characteristic. Finally, we restrict the search strategy to the first
communication relation in the intermediate structure mapping
to the architectural design. In future work, we plan to research
whether information flow analysis can be used to detect
impacts of weaknesses on security characteristics relating to
encryption throughout the system, similar to SecDFD [7].

VIII. RELATED WORK

We separate related work into the categories lifting analysis
results on another abstraction level and analysis coupling.

Different approaches exist, lifting information in the output
of an analysis onto another abstraction level. Related work
such as [40], [41] transform design models into a model of
an analysis formalism, refactor the model of the formalism
based on analysis results and it back into the design model. In
contrast, our coupling approach focuses on coupling analyses
using only user-facing models [22] available in different
development phases, i.e., architectural design and implemen-
tation. Similarily, related work such as [42]–[45] analyzes
an formalism as an abstraction of the design and liftes the
results back to the design space to present the analysis results
with design elements known by the analysis user. In contrast,
our coupling modifies the architectural analysis input model

based on the source code analysis output model rather than
only using architectural elements to represent the source code
analysis result. Other related work such as [46], [47] perform
runtime analysis and update an architectural model to reflect
changes for performance or reliability analysis. In the security
domain, performing analysis without deploying the system is
beneficial to prevent adversaries from exploiting a potential
vulnerability before detecting it with a runtime analysis.

The black-box analysis coupling approaches of Dwyer et
al. [48] and Cruanes et al. [49] describe how to make results of
different tools available without addressing how the analyses
interact, i.e., the coupling process. Compared to this, we detail
the coupling process in Section IV. The OPAL [50] approach
performs grey-box coupling of analyses. This approach is used
to combine analysis components [24] on the same abstraction
level to form an isolated analysis. In contrast, our black-box
coupling approach couples isolated analysis to perform the
architectural analysis with details from the implementation.

IX. CONCLUSION

Architectural security analyses detect vulnerabilities based
on an architectural security design model, assuming that an
implementation complies with specified security characteris-
tics, like an encrypted communication. If the implementation
does not comply with the specified security characteristics,
the architectural analysis may miss vulnerabilities in the final
system. We present a coupling approach that removes secu-
rity characteristics specified for architectural elements in the
architectural analysis input model based on weaknesses found
with a pattern-search-based source code analysis. With this
coupling, an architectural analysis calculates vulnerabilities
based on information from the implementation rather than on
the assumptions made by a software architect. We describe this
coupling for security characteristics relating to encryption and
weaknesses violating data encryption. This coupling approach
comprises two contributions: C1 defines a coupling process
using a sequential black-box coupling to remove security char-
acteristics specified in the architectural analysis input model
based on weaknesses detected by pattern-search-based source
code analyses. We face the challenge that the information in
the architectural analysis input and the source code analysis
output are related but not the same. The source code analysis
reports patterns indicating weaknesses while the architectural
analysis specifies security characteristics representing a re-
quired security-related property. With C2, we address this
challenge by presenting the usage of intermediate structures
that unify information of architectural analyses and pattern-
search-based source code analyses.

We perform a case study-based evaluation to investigate the
accuracy of the architectural analysis in the coupling regarding
weaknesses arising in the implementation. In this evaluation,
we create nine cases by coupling of an architectural analysis
with three source code analyses and apply them to three
systems, each comprising different weaknesses violating the
security characteristic encryption. We calculate the precision
and recall regarding expected vulnerabilities. The evaluation



shows that the architectural analysis can detect architectural
vulnerabilities arising from weaknesses in the implementa-
tion. However, we also found that our current approach also
contains limitations resulting in the coupled analysis to miss
vulnerabilities and reports non-existent vulnerabilities. We
discuss this limitation and possible future work to address it.
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[39] P. Runeson and M. Höst, “Guidelines for conducting and reporting case
study research in software engineering,” Empirical Softw. Eng., vol. 14,
no. 2, pp. 131–164, 2009.

[40] B. Combemale et al., “A generic tool for tracing executions back
to a dsml’s operational semantics,” in Modelling Foundations and
Applications. Springer, 2011, pp. 35–51.

[41] V. Cortellessa et al., “From software architecture to analysis models
and back: Model-driven refactoring aimed at availability improvement,”
Information and Software Technology, vol. 127, p. 106362, 2020.

[42] P. Muntean et al., “Automated detection of information flow vulnerabili-
ties in uml state charts and c code,” in 2015 IEEE Int. Conf. on Software
Quality, Reliability and Security - Companion, pp. 128–137.

[43] P. Meier et al., “Automated transformation of component-based software
architecture models to queueing petri nets,” in 2011 IEEE 19th Annu.
Int. Symp. on Modelling, Analysis, and Simulation of Computer and
Telecommunication Systems, pp. 339–348.

[44] S. Hahner et al., “Modeling data flow constraints for design-time
confidentiality analyses,” in 2021 IEEE 18th Int. Conf. Softw. Archit.
Companion, pp. 15–21.

[45] C. Gerking et al., “Domain-specific model checking for cyber-physical
systems,” in Proc. of the 12th Workshop on Model-Driven Eng. ,
Verification and Validation (MoDeVVa 2015).

[46] R. Heinrich, “Architectural runtime models for integrating runtime
observations and component-based models,” Journal of Systems and
Software, vol. 169, p. 110722, 2020.

[47] D. Monschein et al., “Enabling consistency between software artefacts
for software adaption and evolution,” in 2021 IEEE 18th Int. Conf. on
Softw. Archit.

[48] M. B. Dwyer and S. Elbaum, “Unifying verification and validation
techniques: relating behavior and properties through partial evidence,”
in Proc. of the FSE/SDP Workshop on Future of Softw. Eng. Research.
ACM, 2010, p. 93–98.

[49] S. Cruanes et al., “Tool integration with the evidential tool bus,” in
Verification, Model Checking, and Abstract Interpretation. Springer,
2013, pp. 275–294.

[50] D. Helm et al., “Modular collaborative program analysis in opal,” in
Proc. of the 28th ACM Joint Meeting on European Softw. Eng. Conf.
and Symp. on the Foundations of Softw. Eng., ser. ESEC/FSE 2020.
ACM, 2020, p. 184–196.


