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Abstract
Conflict-free replicated data types (CRDTs) are distributed al-
gorithms that enable concurrent queries and updates without
coordination with other processes, but still provide eventual
consistency. In crash fault environments, processes adhere to
the protocol and only send valid CRDT updates. But in Byzan-
tine environments, processes need to individually ensure the
validity of all updates. As the validity of an update may
depend on all previous updates, Byzantine-tolerant CRDT
processes typically must keep a grow-only set of all applied
updates. We apply the concept of proof-carrying data to
CRDTs to enable succinct non-interactive validation of up-
dates, i.e., processes neither need knowledge of all previous
updates nor coordination. Such proof-carrying CRDTs allow
update validation in constant time and space, even in Byzan-
tine environments. In a case study, we implemented and
evaluated the performance of two proof-carrying CRDTs: a
straightforward increment-only counter, as well as an update
history CRDT based on the Matrix group communication
system. We conclude that proof-carrying data has achieved
practical relevance for applications in Byzantine CRDTs.

CCSConcepts: •Computingmethodologies→Distributed
algorithms; • Information systems → Data structures; •
Security and privacy→ Distributed systems security; •
Software and its engineering→ Access protection.
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1 Introduction
While the validity of an update of a conflict-free replicated
data type (CRDT, [22]) is a prerequisite to apply the update,
the validity itself is an application-specific notion. For exam-
ple, a counter update may be valid only if it is syntactically
correct, increases the value by one, contains an identifier
of the counter to which the update would be applied, and
is signed by its creator. Update validity especially includes
update authorization. If an update is deemed valid by one
correct process, it must be deemed valid by all correct pro-
cesses to ensure CRDT convergence. Thus, update validity
can be defined by any deterministic, wait-free [14] algorithm
that only depends on the update itself and the set of previous
updates, but not on their reception order or process coordi-
nation. In crash fault environments, processes can assume
that updates are valid. In Byzantine environments, processes
must independently validate updates as the sender could
be Byzantine, raising the problem of Byzantine update val-
idation. A typical solution is that processes record update
history as grow-only, partially-ordered set (c.f. Fig. 1), even
if unnecessary for CRDT queries. Requiring the full history
of an update for its validation, as shown in Fig. 2, may take
a long time. However, a timely validation and application
of the newest updates may be crucial, e.g. in chat systems.
This raises the need for a succinct, non-interactive solution
to the Byzantine update validation problem, i.e., using no
additional communication and little additional data.
The Matrix group communication system [1] serves as

practical motivation for the Byzantine update validation
problem. Matrix revolves around a per-group Byzantine-
tolerant CRDT for update history [17, 18]. To ensure au-
thenticity and integrity, updates are signed and stored as
hash-linked directed acyclic graph (HashDAG). All prior up-
dates have to be replicated and validated before the newest,
most relevant updates can be validated, which makes group
joins slow and expensive, and prevents garbage collection.
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Figure 1. An update history stored as hash-linked DAG: Ver-
tices are updates, edges are hash links to direct predecessors.
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Figure 2. Two CRDT processes sharing a long history of
consecutive updates. Process 1 sees and validated (green
checkmark) all updates from 𝛼 to 𝜂. Process 2 has only seen
and validated updates 𝛼 to 𝛾 . Update 𝜂 is visible, but not
its predecessor 𝜁 . To validate 𝜂 traditionally, all updates in
its history need to be validated first. A PCD proof allows
succinct validation of 𝜂, i.e., without full history.

More than 100 million users take part in the public Matrix
federation on more than 100 000 servers [15] — especially
long-running or busy communication groups can benefit
from succinct, non-interactive Byzantine update validation.
HashDAGs can be formalized as delta-state CRDTs [18], and
are prevalent for making operation-based CRDTs Byzantine-
tolerant [21]. InMatrix, HashDAGs serve as Byzantine-tolerant
communication layer for operation-based CRDTs on top, e.g.,
to store a chat room’s title, membership, and chat messages.
Proof-carrying data (PCD) systems allow data exchanged

between processes in a distributed algorithm to carry a cryp-
tographic proof that every previous step in the computa-
tion satisfied some safety properties [12]. PCD systems were
prohibitively expensive due to recursion of succinct non-
interactive arguments of knowledge (SNARKs), until recent
constructions based on polynomial commitment schemes [7]
were proposed. These efficient PCD systems are already used
in a blockchain for succinct, non-interactive block valida-
tion [8, 26]. Similarly to using PCD for the validation of
blockchain blocks totally ordered by consensus, in this pa-
per, we use PCD for validation of CRDT updates partially
ordered by eventual consistency.

We start in Sec. 2 with our proof-carrying CRDT concept.
In Sec. 3, we demonstrate how to augment an increment-
only counter CRDT with PCD to enforce a Byzantine validity
property that would otherwise require the full update history.
In Sec. 4, we show a Byzantine-tolerant proof-carrying CRDT
based on the Matrix communication CRDT. We analyze the
asymptotic performance of our concept and empirically mea-
sure the performance of our implementations in Sec. 5. We
point to related work in Sec. 6, and conclude in Sec. 7.

2 Concept: Proof-Carrying CRDTs
Wepresent proof-carrying CRDTs as a succinct, non-interactive
solution to the Byzantine update validation problem. We say
that an update history is a partially ordered set of updates
including their causal predecessors. An update is a direct
predecessor of another update if no update is ordered in be-
tween. The proof-carrying CRDT concept is straightforward:

1. Define update validity as a function of update history.
2. On update creation, generate a cryptographic proof of

update validity that accompanies the update.
3. On update reception, verify the carried proof.

PCD systems enable proofs of validity that neither require
knowledge of the full history nor coordination with other
processes, and Byzantine update creators cannot forge correct-
looking proofs for invalid updates. Therefore, verifying a
PCD proof is wait-free and tolerant against Byzantine faults,
matching Byzantine-tolerant CRDTs. Like Byzantine-tolerant
CRDTs, PCD is limited to equivocation-tolerant validity no-
tions, i.e., update validity must not depend on concurrent
updates. Due to the recursive nature of PCD, creating a valid-
ity proof for an update only requires its direct predecessors
with their proofs. Since the veracity of a PCD proof is de-
terministic, correct replicas make the same validity decision
on a given update. Thereby, proof-carrying CRDTs decou-
ple update creation and validation from knowledge of the
update’s full history.

2.1 Byzantine-tolerant CRDTs
Conflict-free replicated data types (CRDTs) are a class of
asynchronous, wait-free replication algorithms [2, 29]. Pro-
cesses query and update their local state independently and
without coordination. A distributed algorithm is wait-free if
its processes execute computations without depending on
others, even under partition [14]. This minimizes latency
and maximizes fault tolerance [20]. Despite concurrent up-
dates, CRDTs guarantee eventual consistency, which consists
of eventual visibility (an update visible for one correct pro-
cess is eventually visible for all correct processes) as liveness
property and convergence (two correct processes seeing the
same update set are in the same state) as safety property [3].
Due to their suitability for Byzantine environments via

equivocation tolerance [16, 18], we focus on state-based
and delta-state approaches to CRDT replication [2]. The
state space of state-based CRDTs is formalized as a join-
semilattice: any two valid states have a least upper bound
that is also a valid state. Processes periodically gossip their
own state as updates, and use the least upper bound to merge
received states with local state [27]. It is critical to validate
received state, so that the merged state is also valid. In delta-
state CRDTs, updates may be reduced to deltas that still lead
to the desired state. For example, a state-based grow-only
set CRDT gossips the full set every time, but its delta-state
variant also gossips sets that only contain new elements.

2.2 Proof Systems and Proof-Carrying Data Systems
Probabilistic proof systems are cryptographic primitives in
which a prover provides correctness guarantees to a verifier
on a computation performed by the prover [30, p. 6]. Fig. 3
illustrates the interaction between computation, prover and
verifier. Proof systems expect adversarial, i.e., Byzantine,
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provers [12]. Probabilistic proof systems based on polyno-
mial commitment schemes need the computation in form of
a boolean circuit or arithmetic circuit, and then encode the
execution of the circuit into a polynomial [25]. While these
circuits can express any finite-input deterministic compu-
tation, the computation is usually expressed in a high-level
language and compiled into circuit form by the proof system
implementation [30, Chapter 6].
Proof-carrying data (PCD) systems enable a set of pro-

cesses to execute a distributed algorithm and verify that
other processes correctly carried out every step of the com-
putation [7, 12]: Data exchanged between processes carries
a recursive, aggregated proof that the data’s source com-
putation and all preceding computations were correct [12,
Section 1.2]. Correctness is represented as a predicate, i.e., a
set of safety properties, that must hold at every process on
every message [12, Section 1.2]. Recursive proof composition
is a property of proof systems where proofs can attest the
correctness of other instances of themselves [9, p. 1], which
allows to split up a computation into incrementally-verifiable
parts. Proof aggregation allows to verify multiple previous
proofs in a new proof [30, p. 285].
In this paper, we use a computationally-sound, succinct,

non-interactive PCD system developed as part of a blockchain
project [26]. A proof system is called sound if even a Byzan-
tine prover can find incorrect proofs only with negligible
probability [24]. If soundness only holds for computationally
bounded provers, the proofs are also called arguments [30,
p. 24]. In non-interactive proof systems, the proof is a single
message of the prover to the verifier [30, p. 7]. A proof sys-
tem is succinct if the proof size grows slower than linearly
with the size of the computation [30, p. 108]. A proof system
is called zero-knowledge if a proof reveals nothing but its
own validity [30, p. 6f]. While PCD can be used in ways that
have the zero-knowledge property, it is not a necessity [7].

3 Case Study: Proof-Carrying Counters
We now study an artificial but illustrative counter CRDT to
exemplify the principles of proof-carrying CRDTs, preparing
for the more practical but complex CRDT in Sec. 4.

State-based CRDTs for increment-only counters provide a
value query and an increment update operation, whereby
updates are intrinsically commutative [27]. The state is an
array of integers. Assuming that each process has an identi-
fier (1, 2, 3, . . .), each process has a dedicated array element
which the process may increment. The counter value is the
sum of all array elements. Merging two states means taking
their pairwise maximum. We assume that processes know
the public keys of each other, and digitally sign updates.
To restrict the set of valid updates, we add a contrived but
simple-to-validate application invariant: a process may only
increment the counter if the current value is divisible by its

Function

public input private input

public output

(a) A function that describes a
step in the computation of a dis-
tributed algorithm, to be exe-
cuted by the prover. The function
has a public and a private input,
as well as a public output.

Prover

public input private input

Verifier

(public input, public output, proof)

true/false

(b) The prover executes the func-
tion from (a), and shares public
input, public output, and proof
of validity with the verifier, but
not the private input. The verifier
only returns true if the function
from (a) returns the public output
given public and private input.

Figure 3. Given functions that describe steps of a distributed
algorithm as in Fig. 3a, a proof system implementation gen-
erates functions for the prover and the verifier to generate
and validate a proof of the function, as in Fig. 3b.

Process 1 Process 2 Process 3
0 0 0 0 0 0 0 0 0

0 1 0

0 1 0

1 1 0

1 1 0

0 1 0

1 1 0

1 2 0

1 2 1

2 2 1

2 2 1

2 2 0

1 2 0

1 2 0

2 2 1

process may
increment
increment
operation
merge
operation

Figure 4. Exemplary state evolution of an increment-only
counter with the additional restriction that a process may
only increment the counter if the current value is divisible
by the identifier of the process (divis-validity).

identifier. Specifically, we recursively define divis-validity
as follows: A counter update is valid if:

1. the update is validly signed by its denoted creator
2. the value of the state from merging the update’s his-

tory is divisible by the creator’s identifier
3. the update is equal to merging the update’s history

and increasing the entry of the creator by one
4. all updates in the update’s history are divis-valid
The behavior of a CRDT with divis-validity is shown in

Fig. 4. A Byzantine-tolerant update validation algorithm for
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1 state S: Integer [], p: Proof // state and validity proof

2 query value(): Integer
3 return

∑
𝑆

4 mutate increment()
5 if value() mod 𝑖𝑑 ( ) = 0
6 𝑆 ′ ← 𝑆 with 𝑆 ′ [𝑖𝑑 ( ) ] ← 𝑆 [𝑖𝑑 ( ) ] + 1
7 p← genProof(‘inc’, S, p, S’, sign(S’)) // prove

divis-valid increment

8 𝑆 ← 𝑆 ′

9 on receive(S’: Integer [], p’: Proof)
10 if vfyProof(S’, p’) // verify divis-validity
11 𝑝 ← genProof(‘mrg’, S, p, S’, p’)

// prove divis-valid merge

12 𝑆 ← pairwise max of 𝑆, 𝑆 ′

13 periodically
14 gossip( S, p)

Algorithm 1: A state-based proof-carrying counter
CRDT that ensures divis-validity. Our implementa-
tion is provided in [23, src/crdt/counter.ts].

divis-validity without proof-carrying data is not straight-
forward: Processes must fully replicate the update history
among all processes, and wait for visibility of an update’s
history for validation. As the standard algorithm for a state-
based counter CRDT only replicates and stores a most recent
update, divis-validity as a seemingly minor application in-
variant introduces a comparatively major overhead.

As shown in Alg. 1, by making all updates carry a proof
of divis-validity, we can substantially simplify the update
validation algorithm: genProof(‘inc’, S, p, S’, sign(S’)) cre-
ates a proof that signed state 𝑆’ is a valid increment based
on state 𝑆 and proof 𝑝; genProof(‘mrg’, S, p, S’, p’) creates
a proof that the pairwise maximum of local state 𝑆 , proven
valid by 𝑝 , and received state 𝑆 ’, proven valid by 𝑝’, is a valid
state. Before an update is applied, its proof is verified using
vfyProof(), which ensures that the update’s full history is
recursively divis-valid. The proof-carrying counter CRDT
thereby provides succinct non-interactive Byzantine update
validation, as it only needs to replicate the set of current
state updates instead of the full update history.

4 Case Study: Proof-Carrying Update Sets
We now study a more complex, practice-oriented example
of a proof-carrying CRDT, based on the underlying CRDT of
the Matrix decentralized group communication system. In
Matrix, the history of a communication group is a Byzantine-
tolerant delta-state CRDT for a grow-only, partially-ordered
set of updates [18]. An update either describes a message in
the communication group, like a chat message, or a change
in the associated data of the group, like chat group topic or
membership information. In Matrix, group data like whether
the sender is a member of the group also affects the validity
of updates. Like in Fig. 1, the partial order among updates

describes their causal history, as declared by each update’s
creator process. The partial order includes a unique minimal
update, called the genesis update, that describes the group’s
creation, initial state, and identifier of the group. Update
history CRDTs provide an append method to add new up-
dates causally after a subset of predecessor updates, as well
as queries like the set of maximal updates, the update for a
given identifier, or causal order of two given updates.

To ensure authenticity and integrity of the update history
in face of Byzantine faults, the update history CRDT algo-
rithm employed in Matrix rests on digital signatures and
recursive history hashing [18, 19, 21]. Updates are identified
by their hash value using a collision-resistant hash function.
Every update contains a set of identifiers of the update’s
direct predecessors. This establishes the binding between
hash identifier, update, and, recursively, its causal history.

For this study, we recursively define a simplified update-
validity as follows. To avoid needing update history for
partially ordering two updates, ordering by update depth
measured as maximal path length to the genesis update is
consistent with causality [18, 28]. An update is valid if:

1. the genesis update is part of the update’s history
2. the update creator knows preimage updates of the

update’s linked predecessor hashes
3. update depth = depth of its deepest predecessor + 1.
4. all updates in the update’s history are update-valid

Processes send and receive delta-states, i.e., sets of up-
dates. To validate an update, a Byzantine-tolerant update
validation algorithm without proof-carrying data needs to
wait until the update’s full history has been received and
validated. Thereby, the algorithm cannot deal with “gaps”
without trust in other processes. The newest updates have
to be validated last, which is detrimental to performance
especially if a process joins the group or has been offline for
a long time.

In contrast to the fixed-size counter in Sec. 3, the state of
the update history is grow-only, even with proofs of valid-
ity. Therefore, our proof-carrying CRDT does not replicate
the full update history, but only the maximal update set, i.e.,
the subset of newest updates of the history, as shown in
Alg. 2. This approach works because the subsets of max-
imal elements of causal histories are a join-semilattice as
well [4]. Processes thereby eventually obtain a superset of
the maximal updates present on at least one correct process.

In a similar way to full and light replicas of a blockchain [31,
Section 1.3], the update history CRDT and the proof-carrying
update set CRDT are interoperable: The maximal update set
is a subset of the update history, and acts as common ground
between all processes. Processes can freely decide howmuch
history they store: It is possible for a process to eventually
receive all updates known to at least one correct process via
queries based on the partial order.
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1 state g: Update // genesis update

2 state S: (Update, Proof){} ← ∅ // update history set

3 query updates(): Update {}
4 return { u | (u, p) ∈ S }
5 query maxUpdates(): Update {}

// newest updates, i.e., without successors

6 return {𝑢 | (𝑢, 𝑝 ) ∈ 𝑆 ∧ � (u’,p’) ∈ 𝑆 : id(u) ∈ u’.pre}
7 function compare(a: Update, b: Update): Boolean
8 return a.depth < b.depth

9 mutate append(u: Update)
10 u.pre← {id(u’) | u’ ∈ maxUpdates() }

// direct predecessor hashes

11 u.depth← max({u’.depth | u’ ∈ maxUpdates() })+1
12 let p← genProof(id(u), id(g), u, {(u’, p’) ∈ S | u’ ∈

maxUpdates() }) // prove update-validity

13 𝑆 ← 𝑆 ∪ {(u, p)}
14 gossip( {(u, p)})
15 on receive(𝛿 : (Update, Proof){})
16 for (u, p) ∈ 𝛿
17 if vfyProof(id(u), id(g), u.depth, p)

// verify update-validity
18 𝑆 ← 𝑆 ∪ {(u, p)}

19 periodically
20 gossip( {(u, p)∈ 𝑆 | u ∈ maxUpdates() })

Algorithm 2: A delta-state based proof-carrying
CRDT for update sets.

Non-interactive proof systems inherently pose the limi-
tation that algorithms need to be expressed as a fixed-size
circuit with fixed-size inputs. The challenges of fixed-size
input are the varying size of the update itself as well as
the varying number of linked predecessors. We make use
of (fixed-size) update hashes, and use the hash of the gen-
esis update as group identifier. The identifier hash id(U)
of an update U=(M, G, D, P) with message M , group iden-
tifier G, depth D, set of direct predecessors P , and number
of direct predecessors #P is the hash of their concatenation,
id(U) := 𝐻 (𝑀 ∥𝐺 ∥𝐷 ∥#𝑃 ∥𝑃). For the set of direct predeces-
sors, we can either define a set size limit and make the circuit
large enough to validate them all at once, or do recursion
over the set as described below.

The PCD proof has to attest that the update-validity pred-
icate 𝑉 (I, G, D) holds, i.e., that the prover knows a valid
update with identifier I for the group with identifier G and
update depth D. Update identifier I , group identifier G, and
update depth D are considered public inputs (needed for ver-
ification), while message M and set of direct predecessors P
are considered “private” inputs (not needed for verification).
The update-validity predicate can be expressed as follows.
Expression (1) holds if the prover knows a message𝑀 and
direct predecessor set 𝑃 for hash identifier 𝐼 . If all direct
predecessors have a smaller depth (Expr. (2)) and at least
one direct predecessor has a depth of the update minus one

(Expr. (3)), the update depth is the maximum of the prede-
cessor depths plus one. Finally, Expr. (4) holds if the group
identifier is the hash identifier of the genesis update.

𝑉 (I, G, D) := ∃M, P : I = id([M, G, D, P]) (1)
∧ (∀p ∈ P : ∃d < D : 𝑉 (p, G, d)) (2)
∧ (∃p ∈ P : 𝑉 (p, G, D-1)) (3)
∧ (#P = 0⇒ 𝐷 = 0 ∧ G = id([M, 0, 0, P])) (4)

As we have achieved fixed-size public inputs using hashes,
the remaining challenge is to validate arbitrarily large direct
predecessor sets as private input with a fixed-size circuit.
Instead of calculating the hash identifier using all direct
predecessors at once (Expr. (1)) and validating all direct pre-
decessors at once (Expr. (2)), we recursively hash and validate
one direct predecessor at a time. To evaluate the hash func-
tion on the arbitrarily long input, we utilize that the proof
system optimized hash function Poseidon [13] is based on the
‘recursion-friendly’ Merkle-Damgård construction, which
uses a compress function to incrementally build the hash,
enclosed by an initialization and finalization function:

H(A||B) = final(cpress(cpress(init(), A), B)),

where cpress() denotes the compression function. As we
cannot validate all direct predecessors at once in a fixed-size
circuit, we formulate a recursive validity predicate that needs
only one predecessor per recursion step, with base case 𝑉 𝐵

and recursion case 𝑉 𝑅 . Let S denote the current state of the
hash function, N the number of remaining predecessors, and
F a boolean flag whether at least one predecessor so far had
a depth of one less than the update’s depth:

𝑉 𝐼(S, G, D, N, F) := 𝑉 𝐵(S, G, D, N, F) ∨𝑉 𝑅(S, G, D, N, F)
𝑉 𝐵(S, G, D, N, F) := ∃M : S = cpress(init(), M ||G||D||N)

∧ N ≥ 0 ∧ (N = 0⇒ G = H(M) ∧ 𝐷 = 0)
∧ F = (N = 0)

𝑉 𝑅(S, G, D, N, F) := ∃S’, p, d, F’ : 𝑉 𝐼(S’, G, D, N+1, F’)

∧ 𝐹 = (𝐹 ′ ∨ 𝐷 = 𝑑 − 1) ∧ N ≥ 0
∧ S = cpress(S’, p) ∧ 𝑑 < 𝐷 ∧𝑉 (p, G, d)

𝑉 𝑓 (I, G, D) := ∃S : I = final(S) ∧𝑉 𝐼(S, G, D, 0, True)

We now have achieved a recursive validity predicate 𝑉 𝑓

that only depends on fixed-size public input and on one
fixed-size part of the private input per recursion step, i.e., one
direct predecessor per recursion step. Thereby, the validation
predicate translates to a recursive but fixed-size circuit.
Please note that the presented proof-carrying update set

is inspired by the underlying CRDT of Matrix, however, it
does not yet include validation of the sophisticated access
control system of Matrix [17]. We consider the inclusion of
these further access control policies as out of scope of this
paper, but important future work.
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5 Evaluation
Asymptotic Performance. PCD proof size, generation,

and verification times depend on circuit size as well as num-
ber of times the circuit is executed, i.e., the number of inter-
mediate proofs for internal recursion inside a proof. Thereby,
generation and verification of update validity proofs depends
on the number of direct predecessors, 𝑂 (#𝑃). However, the
cost of one recursion step is independent of recursion depth.
Thereby, while a proof of validity for an update implies the
validity of its update history, proof cost is independent of
the update history size #𝑈 . In contrast, validating an update
without a proof or prior knowledge of the update history
needs replication and validation of all prior updates, 𝑂 (#𝑈 ),
starting from the genesis update. In use cases where the
most recent updates are most relevant, like chat applications,
proof-carrying CRDTs show an asymptotic advantage: they
can explore history starting from the most recent updates.

Empirical Performance. Proof generation and verifica-
tion dominate execution time. To evaluate our proof-carrying
CRDTs, we implemented them using the o1js non-interactive
proof system [26]. Our implementation is freely available
under MIT license [23]. Performance was measured on an
Intel® Core™ i9-12900 with 12 cores and 62GiB of RAM.
Empirically, 16 threads resulted in optimal execution speed,
and less than 3GiB of RAM were occupied. We implemented
the two approaches to proof-carrying update sets presented
in Sec. 4. In the first variant, there is an upper limit to the
number of direct predecessors for an update. As o1js only
supports the recursive validation of two previous proofs, we
were limited to a maximum of two direct predecessors. In
the second variant, updates may have arbitrary many direct
predecessors via recursion of intermediate proofs. Table 1
shows a performance comparison between the two imple-
mentation variants. The fixed direct predecessor variant is
simpler and faster, while the arbitrary direct predecessor
variant needs about 12 s per direct predecessor due to the
additional intermediate proof. Proof verification took ≈ 0.6 s
in all cases, regardless of the number of direct predecessors.

Reality Check. For security and performance reasons,
Matrix enforces an upper limit of 20 direct predecessors, and
uses no more than 5 recent and 5 random predecessors from
the maximal update set [1, 17]. With current proof systems,
we see applications in rare operations not on the critical
path, like garbage collection / snapshotting. Efficiency of
proof systems has made incredible progress: Proof sizes were
≈30 KiB, which we deem manageable. Proof verification was
surprisingly fast, but still took ≈900MiB of RAM (including
overhead of JavaScript runtime). However, proof generation
is still too slow for Matrix servers to be used for every update.

Security Aspects. There are several possibilities for vul-
nerabilities in proof systems: in the circuit itself, the circuit
compiler, the proof generator, the proof verifier, and in their

Table 1. Performance comparison between two proof-
carrying update set CRDT variants (c.f. Sec. 2), average of 100
runs, on 12 CPU cores. Standard deviations ≤ 7 % of average.

PCD step: # of supported direct predecessors:
{0, 1, 2} N

circuit compilation 3.55 s 2.81 s

proof generation

genesis update 5.41 s 5.26 s
1 direct predecessor 8.82 s 17.09 s
2 direct predecessors 11.89 s 28.90 s
3 direct predecessors 40.69 s
4 direct predecessors 52.53 s

proof verification on 1 CPU core 2.22 s 2.23 s
on 12 CPU cores 0.57 s 0.59 s

integration [11]. The hash functions used in o1js are not
properly padded, which allows for hash collisions for in-
puts of different lengths [6, V-O1J-VUL-036]. For hash inputs
with variable length, we fixed this with a wrapper which
provides reasonable padding similar to the original Poseidon
proposal for variable input length hashing [13, Section 4.2],
and provide caching of inputs which are smaller than the
block size [23, src/utils/hash.ts]. Even with a carried proof,
an update might prove as invalid, as the proof may not prove
the right thing: It is crucial not to forget any constraints in
the circuit [11, Section 5]. Strong typing and abstractions, as
in o1js, help to avoid common errors [11, Section 8].

6 Related Work
Causal stability is an alternative to combat grow-only CRDT
state size [5], which determines obsolete updates. An update
is causally stable when a process knows for sure that it has
received all concurrent updates. In crash-fault environments,
this works by assuming that any process totally orders its
updates, but in Byzantine environments, Byzantine processes
can send concurrent updates at any time.
PCD proofs are used for validating blockchain blocks in

constant time [8]. In a blockchain, blocks are arranged in
an append-only total order. In CRDTs, however, concurrent
updates lead to a partially-ordered update history.

Securemulti-party computation is similar to zero-knowledge
proofs as it can preserve the privacy of inputs, but it is not
possible for others to verify that a computation has been per-
formed correctly [10], which is crucial for update validation.

7 Conclusion
We have shown that it is practically possible to prove the
validity of CRDT updates in a succinct, non-interactive, and
Byzantine fault tolerant way using proof-carrying data sys-
tems. We presented a proof of concept, freely available under
MIT license [23]. The observed speed is good enough for
high-level use cases off the critical path. Future work needs
to address more elaborate validation functions as used in
practice in Matrix, specifically including access control.
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