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Abstract: Digital identity wallets enable the storage and

management of digital identities and verifiable credentials

in one place on end users’ devices. This includes discount

vouchers or customer cards, and security-critical data such

as ID cards or driving licences. However, digital identity

wallets face significant challenges due to weaknesses in

user experience and information security. Users often find

it difficult to understand the concept of digital identity wal-

lets, resulting in personal information being inadvertently

sharedwith untrusted parties. Additionally, user experience

and information security can influence each other, so that

both aspects must be evaluated and improved together.

To this end, the Method for Enhancing User Experience

and Information Security (MEUSec) can be used. This arti-

cle reports on an experimental application of the MEUSec

method to the wallet “Hidy” with two research goals: First,

to evaluate theMEUSecmethod and the quality of its results

against a set of criteria, and second, to collect suggestions

for improving the user experience and information security

of the Hidy wallet. In total, 41 weaknesses and 7 strengths
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of user experience and information security, 32 heuristics

and 26 improvement suggestions for the Hidy wallet could

be identified.
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mation security; usable security; evaluation

1 Digital identity wallets for all

European citizens

As digitalisation progresses, the range of digital services is

growing. People want to use digital services to save them-

selves the physical journey, e.g., to government agencies. In

order to ensure trustworthy interactions with digital ser-

vices, it is necessary to verify the identity and individual

attributes of entities (e.g., persons, organizations, animals

or devices).1

In the digital space, a digital identity is the set of

attributes that identify an entity.2 Digital identities can use

digital credentials to prove their identity. A digital credential

is a certificate of identity, qualification, or authorization.

It is issued by third parties (issuers) and can be presented

to third parties called verifiers.1 A digital credential that is

verifiable and cryptographically secured is called a verifi-

able credential (VC).3 Holders can store their VC in so-called

digital identity wallets (short: wallets).

A wallet is a software application that allows holders

of VC to store, manage, and present their VC in one place

on their (mostly mobile) devices. This allows holders to

decide for themselves which VC stored in the wallet they

want to present to verifiers. A wallet has six basic functions:

(1) It provides a VC overview containing all stored VC. (2)

There is a detailed view showing VC details. (3) Stored VC

can be deleted. (4) The wallet has an area for help or fre-

quently asked questions. (5) The wallet has a backup function

1 In other terminologies, verifiers are known as relying parties.
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allowing users to create a backup of all their identity-related

data, including VC, contacts/connections and a history. (6)

The wallet has a function to restore the backup data.4

The topic of wallets is becoming increasingly rele-

vant due to the entry into force of the revised regu-

lation on electronic identification and trust services for

electronic transactions in the internal market (eIDAS)

regulation in May 2024: Every European Member State

must provide its citizens with a digital identity wallet by

November 2026.5

In order to achieve a high level of acceptance of wallets

by the citizens, wallets should offer a sufficient user expe-

rience and information security. User Experience (UX) is

defined as the “user’s perceptions and responses that result

from the use and/or anticipated use of a system, product

or service”.6 UX has seven different attributes: utility, desir-

ability, findability, accessibility, credibility, value and usabil-

ity.7,8 Information security (InfoSec) is defined as “the pro-

tection of information and information systems from unau-

thorized access, use, disclosure, disruption, modification, or

destruction in order to ensure confidentiality, integrity, and

availability”.9

However, research shows that currentwallets have sev-

eral UX and InfoSecweaknesses.10–14 Even tech-savvywallet

users have difficulties setting up the wallet and managing

their VC, as wallets are too complex and not intuitive.10

In order to improve UX and InfoSec, it is not enough to

consider both aspects separately, as both aspects can influ-

ence each other.15,16 For example, complex InfoSec mecha-

nisms can lead to a poor UX, while the UX can contribute to

relevant InfoSec information being overlooked. Therefore,

UX and InfoSec of wallets must be jointly evaluated and

improved so that the roll out of wallets to EU citizens can

be a success. To evaluate and improve UX and InfoSec of

wallets, the MEUSec method by Sauer et al.17 can be used.

However, a detailed evaluation of theMEUSecmethod is still

pending.

This article provides two key contributions extending

the previous work in Ref. 17: (A) The MEUSec method was

evaluated by applying it to the Hidy wallet2 using various

evaluation criteria. (B) By applying the MEUSec method,

the UX and InfoSec of the Hidy wallet were evaluated

and improvement suggestions were collected. A total of 41

weaknesses and 7 strengths of UX and InfoSec, 32 derived

heuristics (including 5 from literature) and 26 improve-

ment suggestions were identified. Heuristics provide qual-

ity guidelines, regarding criteria such as UX or InfoSec,

2 https://www.hidy.eu (accessed on 08/23/2024).

which can be fulfilled to certain degrees by different sys-

tems.18 Such heuristics can be used in requirements engi-

neering to specify or evaluate the satisfaction of require-

ments for systems under development, or to evaluate and

compare existing systems. Well-known UX heuristics are

the heuristics from Nielsen19 and InfoSec heuristics from

Realpe et al.20

This article is structured as follows: Section 2 describes

the problem definition and related work. Afterwards, the

MEUSec method for evaluating and improving UX and

InfoSec of wallets is described in Section 3. Furthermore,

Section 4 describes the goals and approach of this research

contribution. In Section 5, the application of the MEUSec

method to the Hidywallet is described. First, the application

of each method step is explained (Sections 5.1–5.8). After-

wards, in Section 5.9, the identifiedUX and InfoSec strengths

and weaknesses of the Hidy wallet are discussed and placed

in the context of the results from the literature. The eval-

uation of the MEUSec method is explained in Section 6. In

the beginning, Section 6.1 describes the evaluation results

of theMEUSecmethod based on the evaluation criteria from

Section 4. Section 6.2 discusses the evaluation results of the

MEUSecmethod and relates them to existing evaluation pro-

cedures from the literature. Section 6.3 contains suggestions

for improving the MEUSec method. Afterwards, the limita-

tions of the method evaluation are described in Section 7.

Section 8 concludes the paper and gives an outlook on future

work.

2 UX and InfoSec weaknesses of

digital identity wallets

Existing wallets have several UX and InfoSec weaknesses,

which is particularly problematic as all EU member states

must provide their citizens with such a wallet by 2026:5

Test subjects of Korir et al.11 expressed concerns about

the InfoSec of their personal information, fearing it could

be stolen or mistakenly shared with wrong online services.

Additionally, the use of QR codes caused interruptions that

reduced efficiency. It should also be considered that wallet

interactions on mobile devices often occur not just with

applications on a laptop, but also with other mobile applica-

tions. QR codes become unnecessary when the interaction

occurs solely on a smartphone, as credentials are already

stored within the wallet, allowing users to share their cre-

dentials with a button click, without the need for scanning

a QR code.

Khayretdinova et al.10 identified learnability issues of

the wallet functions. For instance, test subjects were able

https://www.hidy.eu
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to obtain their first VC with help but failed when attempt-

ing to get a second VC using the same method. More-

over, even technically skilled test subjects in the study of

Khayretdinova et al.10 faced challenges in setting up the

wallet and managing their VC, as the wallet was com-

plex and not intuitive. This can lead to user frustration or

InfoSec issues, such as the accidental sharing of VC. Addi-

tionally, participants were unclear about where their VC

and data were stored. Some tried to delete data from the

server, even though the data was stored locally on their

smartphones.

The evaluation by Satybaldy13 found that some wallets

lack secure authentication methods to protect the sensitive

data. In one of the wallets examined, biometric authenti-

cation did not function properly. Additionally, users had

difficulty locating the recovery code and understanding its

purpose and functionality.

Sellung andKubach14 found that none of the considered

wallets allows users to transfer their account and its VC to

another wallet, whether to the same wallet on a different

smartphone or to wallets from other providers. This results

in a lock-in effect, making it difficult for users to switch to a

different wallet.

Test subjects of Sartor et al.12 found the termi-

nology used in the wallet too technical, with terms

like “Credentials” and “DID” being confusing. They also

requestedmore assistance, particularly a tutorial during the

wallet setup to explain basic functions. Additionally, there

was a demand for backup and recovery features, as well as

search and sorting functions for VC.

In the wallet evaluation by Sauer et al.21 test subjects

expressed that they want more help hints in the wallet.

They perceived some design elements, such as pop-ups, as

annoying and commented that shown text was too much

to read at once. Test subjects suggested that intuitive icons

and symbols should get a stronger emphasis, reducing the

need for text. Moreover, test subjects felt the need for more

success and failure messages, e.g., when sharing or storing

VC in the wallet.

Due to the described weaknesses, UX and InfoSec of

wallets should be improved. It is important that UX and

InfoSec are evaluated and improved together, as they can

influence each other. This influence can either be negative,

positive or neutral:

(a) Negative influence: Whitten and Tygar16 evaluated

an encryption application and found several UXweaknesses

that led to InfoSec weaknesses. The majority of the test

subjects were unable to sign and encrypt a message. 3 of the

12 test subjects even revealed their private key. In addition,

Reese et al.22 evaluated the UX of 5 two-factor authentication

methods with different levels of InfoSec. They found that 8

of 12 test subjects had difficulty entering a sent 6-digit code

before it expired, resulting in a decrease in UX.

In the wallet evaluation by Sauer et al.21 only 5 of

24 test subjects perceived a warning about an unverified

issuer, which could lead to the unwanted issuance of a VC

by an untrustworthy party. Additionally, the Thinking aloud

results showed that some basic wallet functions were not

understood by the test subjects in the user study, which

could potentially lead to unintentional actions impacting

InfoSec.

(b) Positive influence: Hinds and Ekwueme23 developed

an authentication procedurewith graphical passwords. This

enabled them to improve UX and InfoSec. After 30 days,

most users could still remember their password with 86 %

accuracy.

(c) No (significant) influence: Zhang et al.24 evaluated

how the conventional Android unlock pattern (3× 3 layout)

can be improved. They were able to improve InfoSec of the

unlock patternwithout significantly affecting UX. According

towallets, Sauer et al.21 evaluated theUXof different authen-

tication methods. They found that the UX does not change

significantly from a 4-digit pin to a 6-digit pin – whereas the

InfoSec is increased.

In summary, this means that UX and InfoSec should

not be evaluated and improved separately, but should be

considered together.

3 MEUSec – a method for

enhancing user experience and

information security

Sauer et al.17 developed a method for evaluating and

improving UX and InfoSec of wallets:Method for Enhancing

UX and InfoSec (in short: MEUSec).

Four roles must be filled for the application of the

MEUSec method: One method user (MU), one InfoSec expert

(ISE), one UX expert (UXE) and wallet users (WU).

TheMEUSecmethod consists of 8 steps (each consisting

of individual activities), which are briefly described below:

– Step 1 – Definition of evaluation object: First, the MU

defines the wallet functions to be evaluated using a

proposed list of functions (1.1). The ISE and MU then

identify security relevant components and potential

attackers (1.2) and finally define the InfoSec evaluation

scope (1.3).

– Step 2 – Preparation of user-based evaluation: The ISE,

MU and UXE define requirements of the WU selection

(2.1) and test cases (2.2) for the later Thinking aloud.25
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The MU then acquires the WU (2.3) and sets up the test

cases on the test devices (2.4).

– Step 3 – Execution of user-based evaluation: The MU

starts the lab recordings (3.1) and each WU performs

Thinking aloud (3.2) on the test devices. Finally, theMU

archives the lab recordings (3.3).

– Step 4 – Evaluation of user-based evaluation results: The

MU, UXE and ISE look together at the Thinking aloud

recordings of the WU and collect strengths and weak-

nesses of UX and InfoSec with the help of a predefined

template (4.1). In addition, they derive UX and InfoSec

heuristics using a predefined template (4.2). Finally, the

MU creates a collection of the formulated heuristics

(4.3).

– Step 5 – Preparation of expert-based evaluation: The

MU,UXE and ISE look at an external collection of heuris-

tics proposed by theMEUSecmethod and select suitable

heuristics to add to their own collection (5.1). This col-

lection consists of a list of publications about heuris-

tics, e.g., 19, 20, 26. Afterwards, they decide whether

all defined wallet functions are covered by heuristics.

If not, UXE and ISE conduct a literature search (5.2)

and add the missing heuristics to their own collection

(5.3). If yes, these activities (5.2 and 5.3) can be skipped

and the ISE can continue with the next activity, namely

that ISE updates the InfoSec relevant components and

potential attackers if necessary (5.4). Furthermore, the

MU and ISE update the InfoSec evaluation scope and

heuristics if necessary (5.5). Finally, the MU, UXE and

ISE assign weights to the heuristics according to their

relevance (5.6).

– Step 6 – Execution of expert-based evaluation: The UXE

and ISE test the defined wallet functions (6.1) and rate

a fulfillment score for each heuristic (6.2). The MU

creates an interaction matrix27 of the defined heuris-

tics (6.3) and the MU, UXE and ISE fill the interac-

tion matrix through discussions (6.4). Each pair of

heuristics is assigned one interaction property: (a)

‘conflicting’, whichmeans that the respective heuristics

influence each other negatively, (b) ‘complementary’,

which means that heuristics influence each other posi-

tively or (c) neutral, whichmeans that heuristics do not

(significantly) influence each other. Finally, theMU adds

the interaction properties to the heuristic collection

(6.5).

– Step 7 – Evaluation and validation of expert-based

evaluation results: The MU aggregates the scores of

the heuristics for all UX and InfoSec attributes (7.1),

e.g., one score each for the UX attributes desirability,

accessibility and usability and one score each for the

InfoSec attributes confidentiality, integrity and avail-

ability. Afterwards, the MU aggregates a score for UX

and InfoSec based on the individual attribute scores

(7.2). Furthermore, theMU, UXE and ISE conduct a feed-

back discussion on whether problems have arisen in

the assessment of the heuristic fulfilment levels (7.3). If

yes, the corresponding heuristics must be updated (7.4)

and the evaluation be repeated from step 6. If no, the

MU adds the own heuristic collection to the external

heuristic collection (7.5).

– Step 8 – Enhancement of UX and InfoSec: The MU,

UXE and ISE try to find solutions for conflicting heuris-

tics through discussion (8.1). If no solution is found

for a conflicting pair of heuristics, either the UX or

InfoSec is prioritized by the MU in discussion with the

UXE and ISE (8.2). For this purpose, the corresponding

heuristics from either prioritized UX or InfoSec are

used to improve the wallet. The MU, UXE and ISE then

collect improvement suggestions for the complemen-

tary and neutral heuristics (8.3). Complementary and

neutral heuristics have no negative influence, so that

the heuristics themselves usually already specify the

improvement suggestions.

Figure 1 visualizes the described generalized 8 steps of the

MEUSec method. A more detailed process model of the 8

steps with their individual activities is online available.3

4 Goals and approach

The motivation for the work leading to this paper was

twofold. From a practical point of view, the goal was to

apply the MEUSec method to evaluate a specific wallet,

namely theHidywallet.4 Additionally, a scientific evaluation

of the MEUSec method, with regards to its feasibility and

the results’ quality, was essential to its further development.

Those goals led to a nested evaluation approach, consisting

of a wallet evaluation and amethod evaluation.

In the wallet evaluation, the MEUSec method described

in Section 3 was applied to the Hidy wallet developed by the

University of Applied Sciences Mittweida.5 The goal was to

evaluate and improve UX and InfoSec of the Hidy wallet. As

the Hidy wallet was studied in the SDIKA project,6 it was

possible to interview the developers and access the source

3 https://doi.org/10.5281/zenodo.10529247 (accessed on 10/24/2024).

4 https://www.hidy.eu (accessed on 08/23/2024).

5 https://www.hs-mittweida.de/en (accessed on 08/23/2024).

6 https://www.sdika.de (accessed on 01/27/2025).

https://doi.org/10.5281/zenodo.10529247
https://www.hidy.eu
https://www.hs-mittweida.de/en
https://www.sdika.de
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Figure 1: Summary of the 8 MEUSec method steps by Sauer et al.17

code. Thus, the evaluation was not only feasible, but also

provided the opportunity to feed evaluation results into

further iterations.

The roles of the MEUSec method were filled as follows:

TheMUwas a research scientistwhohadno experiencewith

UX, InfoSec and wallets. This selection of the MU was made

specifically for the later evaluation in order to evaluate

whether the MU can also be a person who has no experi-

ence with UX, InfoSec and wallets when using the MEUSec

method. The ISE was a research scientist who conducts

research in the field of InfoSec. The UXE was a research sci-

entistwho conducts research in the field of UX. TheWUwere

acquired later in the application of the MEUSec method and

are therefore described in the corresponding Section 5.2.

The evaluation object – the Hidy wallet – is also described

in the corresponding Section 5.1.

The method evaluation utilized the wallet evaluation.

To this end, the ISE, UXE and MU took notes after each of

the 8 MEUSec method steps for each evaluation criterion.

In addition, an external person was involved taking notes

on each evaluation criterion independently of the roles

without intervening, e.g., measuring times per step. After

the application of the MEUSec method, there was a joint

discussion round to collect further evaluation results. The

following evaluation criteria of28,29 were used, which are

basically divided into the quality of the method results and

the feasibility of the method:

(E1) Quality of the method results

(E1.1) Completeness: Has each defined wallet

function been evaluated with regard to UX and

InfoSec, i.e., is there at least one UX heuristic and

at least one InfoSec heuristic per defined wallet

function, of which the degree of fulfillment has

been evaluated? Are all implications to the other

heuristics evaluated for each heuristic? Has at

least one improvement suggestion been identi-

fied for each heuristic with a fulfillment level

below 100 %, considering the implications to the

other heuristics?

(E1.2) Consistency: Is a standardised evaluation

scheme used to evaluate the degree of fulfill-

ment of all heuristics? Is a standardised eval-

uation scheme used to evaluate the interac-

tion properties of the heuristics (complemen-

tary, conflicting or neutral)? Are there no contra-

dictory improvement suggestions?

(E1.3) Correctness: Do the proposed

improvements really bring improvements?

Experts should score the heuristics again,

assuming that the improvement suggestions

have been implemented, and check whether the

score has improved.

(E1.4) Traceability: Are the scores and implica-

tions to the used heuristics traceable? Is the pri-

oritisation of UX or InfoSec of conflicting heuris-

tics and their justification traceable? Are the

identified improvement suggestions traceable?

(E1.5) Clarity: Are the heuristics clearly formu-

lated? Have the fulfillment levels of the heuris-

tics been clearly defined? Are the implications of

the heuristics clearly formulated? Are improve-

ment suggestions clearly formulated?

(E1.6) Relevance: Do the UX and InfoSec scores

serve as a comparison for the following appli-

cation of the MEUSec method? Do the iden-

tified implications serve for the formulation

of improvement suggestions? Are the improve-

ment suggestions pertinent/relevant, i.e., are the

improvement suggestions expected to improve

the identified UX and InfoSec weaknesses (con-

sidering the implications)?

(E2) Method feasibility

(E2.1) Effectiveness: Can the MEUSec method

be used to evaluate UX and InfoSec, consider-

ing the implications of UX and InfoSec? Can the
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MEUSec method be used to find improvement

suggestions for UX and InfoSec, considering the

implications of UX and InfoSec?

(E2.2) Efficiency: Can the MEUSec method be

used to evaluate and improve UX and InfoSec

(considering the implications of UX and InfoSec)

with a minimum use of resources, i.e., time and

costs?

(E2.3) Acceptance: Is the MEUSec method

accepted by UXE, ISE andMU?

5 Wallet evaluation

The application of the MEUSec method to the Hidy wallet is

described below by explaining the results of the 8 method

steps and their activities (Sections 5.1–5.8). The detailed

artifacts are available online.7 Finally, Section 5.9 concludes

with the discussion of the wallet evaluation results.

5.1 Step 1: definition of evaluation object

Input of Step 1: The Hidy wallet8 by the University of

Applied Sciences Mittweida9 was used as evaluation object.

(1.1) Define wallet functions to be evaluated: Initially, the

MU defined the wallet functions to be evaluated by selecting

them from a suggested list of Krauß et al.30 The following

wallet functions have been defined for evaluation by the

MU:

(a) Storing VC, in particular presentation and verification

of the trustworthiness of the VC issuer.

(b) Management of VC, in particular quick access to stored

VC, deletion of VC and the display of VC.

(c) Transfer of stored VC, in particular presentation and

verification of the trustworthiness of the verifier, pre-

sentation and verification of the purpose of use of VC

to be shared.

In addition to the wallet functions selected from the list of

Krauß et al.30 the followingwallet functionswere defined by

theMU:

(d) Payment function, in particular requesting and mak-

ing payments and

(e) General operating functions, such as returning to pre-

vious screens.

(1.2) Identify security relevant components and potential

attackers and (1.3) define scope of InfoSec evaluation: The ISE

7 https://doi.org/10.5281/zenodo.13844611 (accessed on 10/24/2024).

8 https://www.hidy.eu (accessed on 08/23/2024).

9 https://www.hs-mittweida.de/en (accessed on 08/23/2024).

identified the security relevant components and potential

attackers by viewing the wallet documentation. He also dis-

cussed these with the MU to define the scope of the InfoSec

evaluation: (a) Malicious issuer who can create and sign VC,

compromising integrity and confidentiality. (b) Issuer pro-

vides unwanted information in the VC (e.g., hidden health

information) so that the issuer and verifier can co-operate,

which compromises confidentiality and (c) Malicious veri-

fier that uses VC for itself, which compromises confidential-

ity and integrity.

Output of Step 1: Defined evaluation object.

5.2 Step 2: preparation of user-based
evaluation

Input of Step 2: Defined evaluation object from Step 1 (see

Section 5.1).

(2.1) Determine requirements of the WU selection: The

MU, UXE and ISE specified that 10 WU should be involved

in Thinking aloud, differing in terms of gender, age, pri-

vate operating system (e.g., iOS), previous experience with

wallets and cryptocurrencies, IT affinity, German lan-

guage skills and physical limitations (e.g., visual impair-

ment). Nielsen and Landauer31 recommend 5 WU for a

user test. Due to the many different properties of the

WU selection, it was decided to carry out the test with

10 WU.

(2.2) Define test cases for wallet functions: The MU, UXE

and ISE planned the WU tasks for Thinking aloud. They

created a paper guide with tasks for the WU to perform

when conducting Thinking aloud:

(1) Open the Hidy wallet on the home screen.

(2) Request a payment of 5,000 Satoshi10 to their Hidy

wallet.

(3) Wait for the payment to arrive. At this point you

would transfer Satoshis from an external application.

In this case, the Hidy wallet is already topped up with

Satoshis.

(4) You can now close and reopen the Hidy wallet.

(5) Add “Demo shop” to your wallet features.

(6) Buy any ticket in the demo shop.

(7) Display the ticket in the Hidy wallet.

(8) You realise that you have bought the wrong ticket.

(9) Delete the ticket from the Hidy wallet.

(2.3) Acquire WU: TheWUwere invited by theMU according

to the defined characteristics (see Table 1) to a Thinking

10 A Satoshi is equivalent to one hundred millionth of a Bitcoin.

https://doi.org/10.5281/zenodo.13844611
https://www.hidy.eu
https://www.hs-mittweida.de/en
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Table 1: Demographic data of WU.

ID Gender Age German skills Job IT affinity Private operating system Previous experience Physical limitations

1 Male 26–40 Native Researcher Medium iOS Wallets –

2 Male 26–40 Native Manager High iOS Wallets –

3 Male 26–40 Native – High iOS Wallets –

4 Male 16–25 Native Researcher High Android – –

5 Female 26–40 Native Event manager Medium iOS Wallets Glasses

6 Male 16–25 Fluent Student Medium Android – –

7 Female 16–25 Medium Student Medium Android/iOS Wallets –

8 Female 41–60 Native CEO assistance Low Android – Glasses

9 Male 41–60 Native IT admin High Android Cryptocurrencies Glasses

10 Female 61–80 Native Educator Low Android Wallets Glasses

aloud slot of about 30 min. To collect the demographic data,

the WU were given a questionnaire to complete. They also

had to sign a declaration of consent for data processing.

Table 1 shows the demographic data of the 10WU.

(2.4) Set up test cases on end devices: The Hidy wallet

was set up on an IPhone 14 ProMax. In addition, the defined

WU taskswere printed out so that theWU could use them for

Thinking aloud. The devices for recording the smartphone

screen and the WU (image and sound recording) were also

set up.

Output of Step 2: Prepared user-based evaluation.

5.3 Step 3: execution of user-based
evaluation

Input of Step 3: User-based evaluation prepared in Step 2

(see Section 5.2).

(3.1) Start lab recordings, conduct Thinking aloud (3.2)

and (3.3) stop lab recordings and archive files: The MU first

gave each WU (see Table 1) instructions (such as the paper

guide from Section 5.2) and started the video and sound

recordings. Then each WU performed the Thinking aloud25

with the paper guide under the supervision of the MU and

UXE. Then, theMU stopped and archived the video and audio

recordings. The WU received 20ACfor participating in the

evaluation.

Output of Step 3: Thinking aloud recordings of each

WU.

5.4 Step 4: evaluation of user-based
evaluation results

Input of Step 4: Lab recordings archived in Step 3 (see

Section 5.3).

(4.1) Collect strengths andweaknesses of UX and InfoSec:

The MU, UXE and ISE reviewed the recordings made in the

previous step. While doing so, they identified strengths and

weaknesses by looking for actions that the WU either per-

formed with ease or struggled to perform. Both strengths

and weaknesses were recorded in a template proposed by

the method, as seen in Table 2. The template contains a

unique ID, a namewith description of the issue andwhether

it is a strength or weakness regarding either InfoSec or UX.

The previously in Section 5.1 defined wallet functions were

assigned, as well as attributes regarding UX and InfoSec

as defined by Morville7 and DIN EN ISO/IEC 24760-1.1 The

selection of suitable attributes is decided by a discussion

betweenMU,UXE and ISE. Since during the reviewof thefirst

three recordings only weaknesses were identified, because

they were more obvious, the MU, UXE and ISE shifted their

focus towards identifying strengths as well as weaknesses.

Some UX and InfoSec weaknesses occured with multiple

WU. Since the number of WU was chosen higher than the

recommended 5 WU, this was to be expected. A weak-

ness identified during evaluation was, that the VC are not

displayed with names and can therefore only be identified

by the associated image. Since this image needs to be loaded,

Table 2: Example of a weakness entry.

ID 01

Name VC have no names

Description VC do not have a name/description and can only be distinguished by the stored images. These are dependent on the

internet connection, without this the VC cannot be distinguished/managed. No name is visible on the offer screen either.

Weakness/strength Weakness

UX/InfoSec UX

Attributes Usability, usefulness, findability, desirability, value

Wallet functions Quick access to saved VC (NF-5). Delete, save and display of VC.
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network connectivity is required to distinguish the VC. Since

this is both a UX and an InfoSec weakness, two separate

entries were made. From an InfoSec point of view this

affects the attributes “Confidentiality” and “Authenticity”

since the WU might accidentally present the wrong VC to a

verifier. It concerns the wallet functions “Transmission of

saved VC”, “Saving VC” and “Display of VC”. The UX entry for

themissing names can be seen in Table 2 while the entry for

the InfoSec weakness can be accessed online (see footnote

7) with all other identified strengths (n= 7) and weaknesses

(n = 41).

(4.2) Derive heuristics for UX and InfoSec: The MU, UXE

and ISE derived heuristics based on the previously estab-

lished strengths and weaknesses. A single strength or weak-

ness might have multiple heuristics derived from it. A total

of 27 heuristics were derived, which can be accessed online

(see footnote 7). For example, both the heuristic “All VC

should have unique names” (seen in Table 3) and “Images

of VC should be displayed” are derived from the weakness

“VC have no names”.

(4.3) Create collection and add derived heuristics: The

MU used the previously defined heuristics to create a collec-

tion,which is available online (see footnote 7). The collection

contains a consistent representation of all heuristics.

Output of Step 4: Heuristics for UX and InfoSec

determined.

5.5 Step 5: preparation of expert-based
evaluation

Input of Step 5: Heuristics for UX and InfoSec determined

in Step 4 (see Section 5.4).

(5.1) Select heuristics from external collection and add

them to own collection: The MU, ISE and UXE jointly went

through the list of possible heuristics by Sauer et al.26 and

added heuristics thatwere considered useful to extend their

own collection. Therefore, the list of heuristics (see footnote

7) has been expanded from 27 to 32 heuristics. The added

heuristics are:

(a) The app should offer a search function for VC,

(b) the app should be interoperable with other systems,

(c) it should be possible to create profiles and assign VC to

them,

(d) data should be encrypted and transmission secure,

and

(e) the app is intended to notify the user of available

updates.

(5.2) Literature research of heuristics, strengths and weak-

nesses of UX and InfoSec and (5.3) Derive heuristics for UX

and InfoSec and add them to own collection: The MU, ISE

and UXE decided not to conduct a literature search because

the extended list of heuristics from Activity 5.1 covers the

required functions. This decision is also included in the

method and is therefore part of the process. This decision

also eliminates Activity 5.3, which is intended to adapt the

heuristics found during the literature search and add them

to the collection.

(5.4) Update security relevant components and poten-

tial attackers and (5.5) update scope of InfoSec evaluation

and heuristics: A new attacker has been identified who is

gaining access to the storage of the device. If backups are

unencrypted, they could be read directly by the attacker.

Otherwise, standard attack vectors, such as weak pass-

words for the encryption of the backups, could be exploited.

A second new attacker has been identified who is using

known InfoSec vulnerabilities of the general operating

functions.

(5.6) Assign weights to heuristics: The MU, ISE and UXE

went through the heuristics together and assigned weights

to them. The weights chosen were between 1 and 5, with 1

being barely important and 5 being essential. The defined

weights can be seen in the list of heuristics (see footnote 7).

Output of Step 5: Heuristics of UX and InfoSec deter-

mined and weighted. The list of heuristics created is avail-

able online (see footnote 7).

Table 3: Example of a heuristic entry.

ID 01

Name All VC should have unique names

Description VC should have unique names and descriptions and these names should be used consistently across all screens.

UX/InfoSec UX

Attributes Usability, usefulness, findability, desirability, value

Wallet functions Management of VC.Quick access to saved VC (NF-5).Delete, save and display of VC. Transfer of saved VC (NF-12).Check and

display the trustworthiness of the counterparty (NF-17 and NF-18).Check and display the intended use of the data to be

shared (NF-19 and NF-20).
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5.6 Step 6: execution of expert-based
evaluation

Input of Step 6: Heuristics of UX and InfoSec determined

and weighted in Step 5 (see Section 5.5).

(6.1) Test defined wallet functions and (6.2) Rate fulfill-

ment score for each heuristic: The ISE and UXE tested the

defined wallet functions and rated each heuristic in the

collection by its rate of fulfillment on a scale from “1: Not

fulfilled” to “5: completely fulfilled”. Both the score and a

reasoning for the score were added to the list of heuristics

(see footnote 7).

(6.3) Create interaction matrix of defined heuristics: The

MU created an interaction matrix to evaluate the inter-

actions of different heuristics with each other. Since each

heuristic interacts with every other heuristic and these

interactions are not symmetrical (as in: heuristic A can

affect heuristic B, but heuristic B might not affect heuristic

A making their interactions asymmetrical) the number of

fields in thematrix grows fast with an increasing number of

heuristics. Since filling out the interactions for all 32 heuris-

tics was deemed unfeasible in a reasonable amount of time,

only heuristics with the weight of 5 were included in the

interaction matrix. This reduced the number of heuristics

from 32 to 12 and the number of fields in thematrix from 992

to 132. The resulting interaction matrix is available online

(see footnote 7).

(6.4) Fill interaction matrix through discussion: The

MU, ISE and UXE discussed the interactions of the selected

heuristics. There are three possible interaction properties:

“complementary”, “neutral” and “conflicting”. If the interac-

tion between heuristic A and heuristic B is complementary,

it means that fulfillment of heuristic A also helps fulfilling

heuristic B. In a neutral interaction the two heuristics don’t

affect each other and in case of a conflicting interaction, ful-

fillment of heuristic Awill hinder the fulfillment of heuristic

B. No conflicting heuristics were found in the discussion,

which is why the interaction matrix only contains neutral

and complementary entries. Table 4 shows some heuristics

with their interacting properties. Each row represents the

effect a heuristic has on other heuristics, while a column in

the interactionmatrix represents how a heuristic is affected

by others. For example, heuristic 02 is complementary to

heuristic 11, because unique names for VC improve the com-

prehensibility of InfoSec instructions. Conversely, heuris-

tic 11 is neutral to heuristic 02, because comprehen-

sible InfoSec instructions do not affect unique names

for VC. The entire interaction matrix is available online

(see footnote 7).

(6.5) Integrate heuristic interactions in own collection:

The MU added the interactions to the list of heuristics (see

footnote 7). Since most interactions were deemed to be

“neutral”, only interactions that are “complementary” are

explicitly noted in the list of heuristics.

Output of Step 6: (a) Interaction matrix of defined

heuristics created and (b) heuristics scored.

5.7 Step 7: evaluation and validation of
expert-based evaluation results

Input of Step 7:Heuristics scored in Step 6 (see Section 5.6).

(7.1) Aggregate scores for each attribute: First, for each

heuristic, its weight and degree of fulfillment were mul-

tiplied to determine the score for that heuristic. These

scores were then totaled for the attributes assigned to the

heuristics. Thus, an absolute score was calculated for each

attribute which can be seen in the first row in Table 5

for UX attributes and Table 6 for InfoSec attributes. The

average score for the attributes was determined by dividing

the absolute score by the number of referenced heuristics.

These scores fill the second row of the Tables 5 and 6.

With the maximum score per attribute, which results from

the product of weight with maximum fulfillment score, the

average maximum score can be calculated by dividing it

by the number of heuristics, as shown in third and fourth

row of the tables. Finally, the ratio of the average score to

the average maximum score was calculated. This ratio was

used to assess the degree of fulfillment for the respective

attributes.

(7.2) Aggregate scores for UX and InfoSec: The scores

from Activity 7.1 were used to determine the average

score, average maximum score and the ratio of these

scores at UX and InfoSec level. To do this, the mean value

was determined using the mean values of the attributes

that belong to UX or InfoSec. The results are shown in

Tables 5 and 6.

Table 4: Example of heuristics in the interaction matrix.

02: unique names for VC 11: comprehensible InfoSecinstructions 29: interoperability

02: Unique names for VC X Complementary Neutral

11: Comprehensible InfoSecInstructions Neutral X Complementary

29: Interoperability Neutral Neutral X
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Table 5: Example of calculated UX scores.

Scores
UX

Usefulness Desirability Findability Usability Accessibility Credibility Value

Absolute 72 40 116 212 49 19 78

Average 9 6.67 10.55 10.6 9.8 6.33 9.75

Max 150 100 200 375 90 55 155

Avg. max 18.75 16.67 18.18 18.75 18 18.33 19.38

Ratio 0.48 0.4 0.58 0.57 0.54 0.35 0.5

Average 8.96

Avg. max 18.29

Ratio 0.49

Table 6: Example of calculated InfoSec scores.

Scores
InfoSec

Confidentiality Integrity Availability Authenticity Reliability

Absolute 62 5 33 60 12

Average 12.4 5 8.25 15 12

Max 115 25 90 100 20

Avg. max 23 25 22.5 25 20

Ratio 0.54 0.2 0.37 0.6 0.6

Average 10.53

Avg. max 23.10

Ratio 0.46

The scores can be used in a further application

of the MEUSec method to check whether the improve-

ment suggestions from Step 8 have really led to an

improvement.

(7.3) Feedback discussion and (7.4) Adjust heuristics: The

feedback discussion was brief, as there were no problems

with the heuristics and they did not need to be adjusted. As

a result, Activity 7.4 was not required.

(7.5) Add own collection of heuristics to external col-

lection of heuristics: This activity is part of the application

when the software tool is fully developed and can be used

to share the list of heuristics with other users. In this case,

this activity can be seen as publishing the list of heuristics to

Zenodo (see footnote 7) andmaking it available to interested

parties.

Output of Step 7: Scores of UX and InfoSec aggregated.

5.8 Step 8: enhancement of UX and InfoSec

Input of Step 8:The interactionmatrix defined in Step 6 (see

Section 5.6) was used to collect improvement suggestions, as

a different approach must be selected for each interaction

property of the individual heuristics.

For conflicting heuristics, it must first be checked

whether conflict solutions can be found. If not, either

InfoSec or UX must be prioritised by using either the

UX heuristic as a improvement suggestion or the InfoSec

heuristic. The neutral and complementary heuristics serve

directly as suggestions for improvement, as they do not

influence each other negatively.

(8.1 and 8.2) Find solutions for conflicting heuristics

and prioritize UX or InfoSec: As no conflicting heuristics

have been identified in the interactionmatrix, this activities

could be skipped.

(8.3) Suggest improvements for the wallet based on com-

plementary and neutral heuristics: Improvement sugges-

tions could directly be derived for neutral and complemen-

tary heuristics, because they do not negatively affect each

other. Therefore, the MU, ISE and UXE discussed the neutral

and complementary heuristics to define improvement sug-

gestions. A total of 26 improvement suggestions were col-

lected and formulated in standardized form: ID, description

and affected heuristics. Table 7 shows some improvement

suggestions as examples. All improvement suggestions are

available online (see footnote 7).

Output of Step 8: List of improvement suggestions.
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Table 7: Example of improvement suggestions.

ID Description Affected heuristics

1 VC should have meaningful names and descriptions and these names should be used consistently across all

screens.

01, 02

3 Function names should be consistent and understandable. 05

9 InfoSec hints should catch the user’s eye and be easy to understand. A more detailed description with risks

should be available. This also includes symbols used and explicit approval of InfoSec relevant actions.

‘Anonymous issuer’ warning must be emphasized. Symbol in the warning notice must be replaced, ‘X’ is

confused with close.

11

14 Users should be made aware of the need for backups to prevent the loss of VC. The system should provide a

backup function and a restore function.

17

20 Sensitive functions and data should only be accessible after successful authentication. Re-authentication

after reopening the app. Protect transactions with additional authentication.

24

22 The app should offer different languages for users to choose from, also a ‘Plain language’ option. 26

23 The wallet should have a search, sort and filter function. 28

25 It should be possible to create, edit, group and delete different profiles. It should be possible to assign VC to

different profiles. It should be possible to create self-issued VC in the profiles.

30

26 Security updates should be installed automatically. If no update has been carried out, the app should notify

the user of the updates.

32

5.9 Discussion of the wallet evaluation
results

By conducting the evaluation, certain insights have been

gained that further enhance the study of the implications

between UX and InfoSec, especially usable security. These

strengths, weaknesses, as well as improvement suggestions

have been presented to the Hidy developers after conduct-

ing the evaluation. The resulting documents are available

to the developers and can be used for further development.

As of writing, the wallet is a prototype that is still a work in

progress.

The strengths and weaknesses of the Hidy wallet iden-

tified using the MEUSec method are now discussed and

compared with those from the literature.

As Sartor et al.12 show, the terminology used in their

evaluated wallet is too technical and was not understood by

test subjects. This weakness is linked to the design guideline

“Use of understandable terms” by Sellung and Kubach14 and

was also identified by applying the MEUSec method to the

Hidy wallet, e.g., as seen with terms like “credential” (see

Section 5.4). This lack of understanding can lead to further

problems, as users may struggle to perform basic tasks or

misinterpret important features of the wallet. Furthermore,

the technical terminology creates a barrier for less expe-

rienced users, reducing accessibility and potentially deter-

ring adoption. It also raises security concerns, as users who

do not fully understand key instructions are more likely

to make mistakes. Ultimately, this undermines trust in the

wallet and limits its target audience to highly technical

users.

Sartor et al.12 also found that the initial tutorial of

their evaluated wallet was not helpful enough for users. In

addition, Khayretdinova et al.10 identified that test subjects

faced challenges in setting up their evaluated wallet and

managing their VC due to the wallet’s complexity and lack

of intuitive design. By applying the MEUSec method to the

Hidy wallet, it was discovered that an introductory tutorial

should be implemented in the Hidy wallet, related to the

design guideline “UserOnbording” by Sellung andKubach.14

The basic concept, functionalities and important tasks for

users should be explained with the help of this tutorial at

the first start of a wallet. In the past, basic functionality of

wallets was not understood at all, like in the evaluation by

Sauer et al.21 and by Korir.11

In the evaluation of Sauer et al.21 test subjects wanted

more help hints in their evaluated wallet. This was also

found in the evaluation of the Hidy wallet as there were

no help hints and some elements like an “App Link” had

no explanation at all, leaving test subjects wondering what

its function was. This problem is tackled by the design

guideline “Help and feedback” by Sellung andKubach.14 The

guideline suggests using a clickable “i” or “?” that provides

the user with additional information.

Sauer et al.21 expressed that information can be hidden

in a credential which is not shown to the user. This can

happen in the Hidy wallet because the detail view does not

show all stored information in the credential.

Like test subjects in the study of Satybaldy,13 test

subjects in the Hidy wallet evaluation experienced error

messages that were not helpful. For example, an error
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message states “Creation failed” without telling the test

subjects that the problem lies in the missing internet con-

nection. Another error message stating “Sending failed”

appeared after a successful purchase in the demo shop. The

guideline “Error handling” by Sellung and Kubach14 states

that errormessages should be explained to the user and give

clear instructions on how to fix them.

More weaknesses found in the Hidy wallet are not rep-

resented in literature but conflict with other design guide-

lines from Sellung and Kubach.14 The inconsistent naming

of buttons and the use of different currencies in the demo

shop and in the Hidy wallet conflict with the guideline

“Use of consistent terms”. Overlapping success messages

and screens that are hard to distinguish because they are too

similar violate the guideline “Simplicity of use”. The guide-

line “Placement of information” requires that elements

should be clearly recognized by the correct placement of

text. This is not fulfilled, as added applications and creden-

tials are only displayed using images and not their names.

There are missing “back” buttons and keyboard fields that

cannot be closed go against the “Operability” guideline, as

these are not conform with user expectation. The “Home”

screen does not meet users expectations and the demo shop

interaction did not feel normal, as there was no receipt sent

by e-mail and the resulting credential is not refundable and

the deletion is irrevocable. This contradicts the guideline

“Familiarity and Relatability” as this differs from experi-

ences with other online shops and apps. In addition the

detail view of a ticket credential did not offer additional

meaningful information to the user.

While the Hidy wallet requires authentication every

time the app is opened and the account balance is not

directly revealed, the purchase history can be viewed

directly, which should also be hidden by default. The guide-

line “Properly securing the wallet and functions” states that

all sensitive data must be protected. The “Home” screen

is perceived as clear, which is connected to the guideline

“Minimalistic and simple design”, but there are loading

screens, which are not recognizable as such, because the

loading bar at the top of the screen is barely visible. This

confuses the user and interrupts the users focus on the

important functions.

In addition to the strengths and weaknesses of wal-

lets found in the literature and in addition to the related

design guidelines from Sellung and Kubach,14 the follow-

ing strengths and weaknesses of wallets were identified by

applying the MEUSec method.

A weakness of the Hidy wallet is that it fails to clearly

communicate to users that the app offers additional features

beyond the basic wallet functionality. Despite these addi-

tional features, the app is still primarily a wallet, but this

distinction is not reflected in its name. As a result, users

often search for their purchased tickets in the demo shop

rather than the wallet, and they mistakenly try to download

the demo shop from the application store, assuming that it

is an external app.

Another weakness is that the wallet currently only

offers the German language. Therefore, some test subjects

had problems using the Hidy wallet because they could not

understand German well enough.

A strength of the Hidy wallet is that test subjects found

thewallet application on the home screen simply because of

its name.

6 Method evaluation

In Section 6.1, the evaluation results regarding the MEUSec

method based on the evaluation criteria from Section 4 are

described. Afterwards, the methods evaluation results are

discussed in Section 6.2. Moreover, suggestions for improv-

ing the MEUSec method – which resulted from the evalua-

tion of the method – are explained in Section 6.3.

6.1 Method evaluation results

The method evaluation results are described below on the

basis of the defined evaluation criteria (see Section 4).

6.1.1 Quality of the method results (E1)

Firstly, the evaluation results of (E1) the quality of the

method results are described:

(E1.1) Completeness

For each definedwallet function, at least one UX and InfoSec

heuristic could be created and the degree of fulfillment

evaluated. Due to the high number of the created heuristics

and the limited resources, the interaction matrix was not

created for all heuristics, but only for those with the highest

priority. All interaction properties could be evaluated for

these heuristics. It is assumed that thiswould also have been

possible for the remaining heuristics. At least one improve-

ment suggestion could be found for each heuristic with a

fulfillment degree below 100 % considering the effects on

the other heuristics. The set of considered wallet functions

had to be adapted during the evaluation, as some heuris-

tics also affected functions that had not previously been

considered.
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(E1.2) Consistency

The MEUSec method provides a standardized way to eval-

uate the fulfillment of the heuristics and their interac-

tion properties. During the evaluation, no contradictory

improvements emerged. One problem the MU, ISE and UXE

encountered during the evaluation was that the process

lacks a baseline which can be consulted in order to justify

a scoring in Step 7. When reading the ratings a second time,

the estimation often changed, because other heuristics had

to be put into relation. Some discovered weaknesses con-

cerned all users, but others were only relevant for certain

groups. The MEUSec method should somehow be able to

incorporate this information.

(E1.3) Correctness

As the proposed heuristics express best practices gained

from expert knowledge, the MU, ISE and UXE assume that

they lead to a more secure and usable piece of software.

They rate the method artifacts (e.g., defined heuristics,

scores, interaction properties and final improvement sug-

gestions) as correct. Additional statements regarding cor-

rectness cannot bemade, because themethod has only been

applied once to the Hidy wallet. In a further application of

the method, the UX and InfoSec scores would have to be

used to check whether the improvement suggestions have

actually led to an improvement.

(E1.4) Traceability

The scoring and estimation of the implications, the priori-

tisation of the heuristics and identified improvement sug-

gestions are all traceable, as they result directly from the

thought process of the ISE and UXE experts and get recorded

by the MU. If there were any uncertainties, the different

roles could discuss each decision among them.

(E1.5) Clarity

The heuristics, their respective fulfillment levels and their

implications were clearly formulated, as the people that

have created themare the same that need to understand and

use them. This could be different if heuristics are taken from

a catalogue that has been created by other people for differ-

ent software systems. During this application of theMEUSec

method, the fulfillment of the heuristics were clearly

defined, as it was easy to see whether they were imple-

mented or not. In Step 1, the ISE had difficulties defining

security relevant components and an appropriate attacker

model without in-depth knowledge about the system under

evaluation. In Step 6, the MU was unaware of the interac-

tion matrix being asymmetrical, during the initial creation

of the interaction matrix. This was later fixed to incor-

porate both interactions per heuristic pair. Additionally,

themeaning of the scores calculated in Step 7was unclear to

the MU. Since there is no baseline or defined goal for these

scores, it was unclear how to rate the calculated values.

Throughdiscussionwith the ISE andUXE it became clear that

these scores can be used to measure relative performance

after improvements have been made to the system under

test.

(E1.6) Relevance

The UX and InfoSec scores could be used for comparison in

the application of the MEUSec method, as they had been

specifically gathered for this use case. The identified impli-

cations also sufficed for the formulation of improvement

suggestions. The improvement suggestions were relevant

and are expected to improve the identified UX and InfoSec

weaknesses, as they directly follow from theheuristics, their

scoring and their prioritization. The ISE andUXE assume that

the scores could also be used in further iterations of the

MEUSec method, to test if the suggestions lead to improve-

ments, but a more thorough evaluation is needed to verify

this claim.

6.1.2 Method feasibility (E2)

Now, the evaluation results of (E2) themethod feasibility are

described:

(E2.1) Effectiveness

In order to achieve effectiveness, UXE, ISE and MU dis-

cussed the degree of target achievement, i.e., the relation-

ship between the actual MEUSec method results and the

targets. The targets were to evaluate the UX and InfoSec,

in particular their implications, of the Hidy wallet and to

collect improvement suggestions based on this. A total of 41

weaknesses and 7 strengths of UX and InfoSec, 32 heuristics

and 26 improvement suggestions were found. User-based

and expert-based results were obtained, with which heuris-

tics could be created. This made it possible to determine the

fulfillment scores. Using the interactionmatrix, correspond-

ing improvement suggestions could be found for each UX

and InfoSec weakness or heuristic, depending on the inter-

action properties. Thismeans that the targetswere achieved

and therefore theUXE, ISE andMU rated theMEUSecmethod

as effective.

(E2.2) Efficiency

To evaluate efficiency, the times required by UXE, ISE and

MU for each step were measured: In total, UXE needs

1,365 min (22.75 h), ISE needs 1,265 min (21.08 h) and MU

needs 1,206 min (20.1 h). The sum of the individual times

of UXE, ISE and MU is therefore 3,836 min (63.93 h). The
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Table 8: Required times in minutes.

Role Step 1 Step 2 Step 3 Step 4 Step 5 Step 6 Step 7 Step 8 Total

ISE 55 42 – 555 158 395 5 55 1,265

UXE – 42 155 555 158 395 5 55 1,365

MU 75 122 170 555 158 25 46 55 1,206

Max(Step[x]) 75 122 170 555 158 395 46 55 1,576

Total 130 206 325 1,665 474 815 56 165 3,836

total execution time of the MEUSec method (since roles

are involved in steps in parallel) is 1,576 min (26.27 h).

Moreover, the WU’ times (included in Step 3) totalled

150 min (2.5 h).

In this measurement, only the time needed to execute

the different steps in the MEUSec method is measured.

Additional time and cost for training employees in using

the MEUSec method, as well as actually implementing the

resulting improvement suggestions is not included in these

measurements.

The detailed times in minutes can be viewed in Table 8.

The table row “Max(Step[x])” refers to the actual time for

each step, as roles perform steps simultaneously. The table

row “Total” means the times of the rolls added together,

without taking parallel steps into account.

In addition, the costs were extrapolated, taking into

account that theMU does not incur any costs. The following

costs have been calculated: (a) UX designer or researcher:

83AC/h,11 (b) ISE: 101AC/h12 and (c)WU: 20AC/user test.13

After multiplying the costs by the times, the total costs

are 1,888.25AC for UXE, 2,129.08AC for ISE and 200AC for WU,

which equates to a total cost of 4,217.33AC.

Furthermore, a general consensus was that the method

could further benefit from extended templates that auto-

mate parts of the steps, e.g., a template that automatically

calculates scores for UX and InfoSec (and their attributes)

of all heuristics.

This would especially benefit the execution of Step 7,

where the creation of the template by theMU took up a large

portion of the time necessary to perform the step.

After considering the times, costs and benefits, the UXE,

ISE and MU subjectively rated the MEUSec method as effi-

cient. With the MEUSec method, evaluation results can be

obtained from actualWU and experts, improvement sugges-

tions, scores for comparing the results of further MEUSec

method applications and several artefacts (heuristics,

11 Average value of https://www.freelancermap.de (accessed on

08/23/2024).

12 Average value of https://www.freelancermap.de (accessed on

08/23/2024).

13 Costs are based on previous user tests.

strengths, weaknesses) can be used in further MEUSec

method applications that do not need to be repeated.

However, it was not entirely clear to the ISE how the

definition of potential attackers and security relevant com-

ponents in Step 1 should be carried out, which the MEUSec

method still leaves open. This also applies to the MU when

defining the WU and their properties in Step 2. In addition,

the paper guide of Thinking aloud was created before the

test cases are set up in Step 2. The paper guide had to be

changed after the test cases were created.

(E2.3) Acceptance

UXE, ISE and MU expressed a high level of acceptance of

theMEUSecmethod, especially because theMEUSecmethod

has proven to be effective and efficient for them. Individual

weaknesses have already been outlined in the evaluation

results of the previous evaluation criteria. Furthermore,

they added that some steps could be facilitated by a software

tool: Creation of the interaction matrix with the heuristics,

the aggregation of heuristic scores, definition of strengths,

weaknesses, heuristics and MU properties using templates,

visual representation of interaction properties of heuris-

tics (e.g., conflicting heuristics) for finding improvement

suggestions.

6.2 Discussion of the method evaluation
results

Before developing the MEUSec method, Sauer et al.32 con-

ducted a systematic literature review to identify and com-

pare existing procedures for evaluating the implications

of UX and InfoSec. Some identified evaluation procedures

(GOMS,33 SecureUse score,34 eye tracking35 and question-

naires such as SUS,36 UEQ,37 UEQS38 and AttrakDiff39) are

pure UX evaluation procedures (without InfoSec scope) that

can be applied to different software variants that differ

in one security relevant parameter,40–42 e.g., the authen-

tication procedure. In this way, evaluation results about

the implications of UX and InfoSec can be obtained. For

example, a pure UX evaluation procedure is applied to a

wallet with a 4-digit PIN and then to the (almost) same

wallet with a 6-digit PIN. This makes it possible to evalu-

ate the extent to which the UX changes when InfoSec is

https://www.freelancermap.de
https://www.freelancermap.de


M. Sauer et al.: A case study of the MEUSec method — 139

increased. However, this makes evaluating the implications

of UX and InfoSec time-consuming, as only one security

relevant parameter of the software systemunder evaluation

can be changed per iteration. During the application of the

MEUSec method, the implications of UX and InfoSec can be

evaluated by creating the interaction matrix in one step,

when assigning the interaction properties rather than eval-

uating only one security relevant parameter of the whole

system.

With a heuristic evaluation,43 UX and InfoSec heuristics

can be used to evaluate UX and InfoSec, but the implications

between the heuristics and thus betweenUXand InfoSec are

not evaluated. This is another advantage of the interaction

matrix of the MEUSec method, as the implications between

heuristics are evaluated.

Deriving heuristics and then formulating improve-

ment suggestions based on the heuristics is more time and

cost intensive than formulating improvement suggestions

directly. However, this approach ismore useful and effective

as the heuristics can be used to determine a score for UX and

InfoSec (and their attributes such as usability and integrity).

The heuristics and the scores can then be reused in another

application of the MEUSec method to check whether the

improvement suggestions have really led to improvements

(by comparing the new scores with the old scores).

Furthermore, the MEUSec method includes both an

expert-based and user-based approach and not just one of

the two, as the opinions of experts and users can differ.44

Of course, time and costs can be saved by using solely a

user-based evaluation or only an expert-based evaluation.

However, the combination of both approaches increases the

quality of the results. A user-based evaluation alone is not

sufficient for the InfoSec evaluation, as the users only eval-

uate the user interface and not any in-depth security com-

ponents. Only one of the evaluation methods identified by

Sauer et al.32 includes both experts and end users. However,

this in turn requires the evaluation of different software

variants that differ in a security parameter. The remaining

methods identified by Sauer et al.32 are either expert- or

end-user-based and should therefore not be used alone,

but in combination, as the opinions of experts and users

can differ.44 One evaluation procedure identified by Sauer

et al.32 that comes very close to a user- and expert-based

approach is the heuristic walkthrough.45 Heuristic walk-

through45 first includes cognitive walkthrough46 and then

heuristic evaluation.43 In cognitive walkthrough,46 evalua-

tors put themselves in the role of end users and test the

software system using predefined tasks. This is followed

by a free-form evaluation using a heuristic evaluation. The

MEUSec method is based on the heuristic walkthrough, but

the cognitive walkthrough has been replaced by Thinking

aloud.25 This has the advantage that actual end users are

involved and not just evaluators who put themselves in the

role of end users, as the opinions of experts and users can

differ.44

The Thinking aloud method25 – as a user-based

approach in the MEUSec method – is in itself a pure UX

evaluation procedure (without InfoSec scope). However, a

previous evaluation21 has shown that the Thinking aloud

method can also be used to evaluate UX aspects that have an

impact on InfoSec. For example, users have expressed that

they want to have a confirmation popup in the wallet when

security-critical actions are performed, such as storing VC

from unverified issuers in the wallet. This makes Thinking

aloud suitable for the user-based evaluation of the MEUSec

method.

Nevertheless, when using the MEUSec method, there

is a risk of abstracting problems that could affect specific

contexts and user groups. For example, heuristics could be

used that are too abstract so that specific problems are not

found or specific user properties are not addressed, e.g.,

when a heuristic related to accessibility does not consider

individuals with specific accessibility difficulties.

In the MEUSec method, own heuristics are first for-

mulated on the basis of the user-based evaluation and

then heuristics from other heuristics are added to the own

heuristics if necessary. This is more time-consuming than

using heuristics fromother heuristics directly. However, this

minimizes the risk that user-based evaluation results are

not sufficiently considered. This order was therefore delib-

erately chosen when applying the MEUSec method.

6.3 Suggestions for improving the MEUSec
method

Based on the evaluation results of the MEUSec method

(Section 6.1) and the discussion (Section 6.2), some improve-

ment suggestions became apparent. These are summarized

below.

Improvement suggestion (1) emerged in Step 1, while

security relevant components and potential attackers

should be identified by the ISE. While there are widely-

known and accepted ways to define attacker capabilities

in cryptography like Dolev and Yao,47 practical InfoSec is

more fuzzy in this regard. The method could profit from

a pre-selection of standardized attacker models with their

respective capabilities, that can either be directly used by

the ISE or adapted.

Improvement suggestion (2) came up when the MU

was uncertain about what properties a WU constitutes. A

template for these properties could help the MU to better

understand these properties.
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Improvement suggestion (3) concerns the paper guide

of Thinking aloud: In its current form, the paper guide

is static once the test cases have been set up. During our

evaluation, it became clear that the paper guide must be

adaptable, so it can be changed once again after the test

cases have already been set up.

Improvement suggestion (4) came up during the cre-

ation of the heuristics. After the heuristics had been created,

several of them were identified to share commonalities, so

they could be easily summarized. This can be done in an

additional reviewing step after the initial creation.

Improvement suggestion (5) is directly related to

improvement suggestion 4, as the total number of heuristics

greatly affects the time that is needed to create and fill out

the interactionmatrix. Besides summarizing, restrictions on

the heuristics for the matrix could be made, for example by

only taking heuristics with a poor degree of fulfillment into

account.

Improvement suggestion (6) concerns the scoring in

Step 7. After the initial scoring, the roles felt the need to once

again talk about the scores, as heuristics that had been rated

later on had an affect on heuristics rated earlier. This means

that the scoring can not be seen as absolute, but rather as

relative between the considered heuristics.

Improvement suggestion (7) is related to all steps of

the method. Early on, the roles noticed that the process

could greatly benefit from a template for documenting the

method, so no information gets forgotten or is otherwise

lost. This improvement could even be taken further, by hav-

ing a software tool supporting the process.

Improvement suggestion (8) concerns the traceability

of the decision making: While all roles could follow and

agree on scores and the prioritisation, for archiving pur-

poses or re-usage having a rationale on the taken decisions

could help.

Improvement suggestion (9) is to move the feedback

discussion (activity 7.3) and the adjustment of the heuristics

(activity 7.4) so that they are performed after the activity

of determining the fulfillment degree for each heuristic

(activity 6.2). This means that any problems that occur with

the heuristics can be rectified immediately. In addition, the

feedback discussion and the adjustment of the heuristics

should be combined, because during the feedback discus-

sion only questions about the heuristics had to be clarified

and the feedback discussion therefore did not require its

own activity.

Improvement suggestion (10) is to combine the activi-

ties “test wallet functions” and “score heuristics” into one

activity, i.e., to score the heuristics while testing the wal-

let functions. When evaluating the degree of fulfillment of

the heuristics, UXE and ISE found that they had to test the

wallet again and again because they could not remember

exactly what happened when using the wallet in the previ-

ous activity.

Improvement suggestion (11) is to adjust the fulfillment

score of the heuristics from 1–5 to 0–4. When calculating

the scores in step 7, it became apparent that the calculated

average score ratios were between 0.2 and 1, which does not

match the scale normally expected of such scores.

Improvement suggestion (12) is to give the artifacts a

changelog and allowing them to be adapted consistently

with the other artifacts. Because during the implementa-

tion of the method, the already created artifacts had to be

adjusted. This was not originally planned and should there-

fore be included.

7 Limitations

While the method evaluation contributed to the under-

standing of the MEUSec method and its feasibility, its setup

carried some limitations to be discussed here.

First of all, it has to be mentioned that the experiments

were carried out for the domain of Digital Identity Wallets.

While we strongly believe that the approach can be trans-

ferred to other domains, further experiments on software

systems from other application areas are needed to support

this claim.

Second, the experiments were carried out by people

that are proficient in their respective areas (UX and InfoSec),

but neither of the people involved did know the implemen-

tation details of thewallet. For a thorough analysis, someone

with deeper knowledge of the implementation details is

needed, that knows about certain pitfalls and has invested

more thought about the inner workings of the system. This

especially holds true for the InfoSec part: InfoSec is a vast

field and embraces organisational and high level concepts

as well as technical deep dives. The quality of the InfoSec

observation is therefore directly related to the information

and time that is given to the ISE expert. It is impossible to

make relevant statements about the security of parts of the

system or thewhole system, when documentation as well as

source code are missing.

Third, the effectiveness of the improvement sugges-

tions can only be evaluated in detail by applying theMEUSec

method to the Hidy wallet a second time. The scores could

thenbeused to checkwhether the improvement suggestions

have actually led to improvements.

Fourth, there were no conflicts between heuristics

found in this evaluation. As a result, the corresponding

activities were not carried out and were therefore not
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evaluated. The lack of conflicts could be due to the indi-

vidual creation of the heuristics and then selection of addi-

tional ones, or simply because conflicts are rare. In any case,

this part requires further evaluation.

Fifth, no literature searchwas conducted, as the heuris-

tics already covered the required functions. Therefore, this

activity was not evaluated and should be part of future

evaluations, particularly with regard to information on the

targeted creation of search queries and limiting the scope.

The last limiting point regards the time needed for con-

ducting all experiments. During conduction, the involved

people decided to focus only on the relevant heuristics with

a high priority, in order to complete the assessment. For

a comprehensive observation of all heuristics, the needed

time plays a crucial factor, as the task binds experts that

could be needed otherwise.

8 Conclusion and future work

Existing wallets have significant UX and InfoSec weak-

nesses. In order to increase UX and InfoSec to an adequate

level, both aspects must be taken into account, as they can

influence each other.

This article contains two key contributions: On the one

hand, the MEUSec method was applied to the Hidy wallet to

evaluate the UX and InfoSec and to identify improvement

suggestions. On the other hand, the MEUSec method was

evaluated through the application and on the basis of var-

ious evaluation criteria, i.e., essentially the feasibility of the

method and the quality of the method results.

By applying the MEUSec method to the Hidy wallet, a

total of 41 weaknesses and 7 strengths of UX and InfoSec

were identified and 32 UX and InfoSec heuristics were

derived. Based on this, 26 improvement suggestions for the

Hidy wallet were collected.

With regard to the evaluation of the MEUSec method

itself, it was rated positively with regard to the defined

evaluation criteria of feasibility and quality of results.

Another evaluation conducted by different experts could

further strengthen this rating, as different people tend to

rate the relevance of heuristics differently. Nevertheless, a

few improvement suggestions were identified based on the

evaluation results.

In the future, the collected improvement suggestions

for the MEUSec method will be incorporated into the

MEUSec method. A software tool will then be developed to

support the execution of the MEUSec method. This should

improve the feasibility of the MEUSec method and the qual-

ity of themethod results, especiallywith regard to efficiency.

For example, the software tool offers a structured external

collection of heuristics to choose from and can automati-

cally create an interaction matrix of the defined heuristics

so that it no longer has to be donemanually. In addition, the

scores of UX and InfoSec can be calculated automatically by

aggregating the corresponding scores of the heuristics using

the software tool. The software tool and theMEUSecmethod

will be applied again to a wallet in order to re-evaluate

them, in particular to compare the new evaluation results

with the evaluation results obtained so far. This will make

it possible to evaluate what works better with the software

tool andwhat does not. In addition, theMEUSecmethodwill

be applied to a software system other than wallets in order

to evaluate its adaptability. At this stage, it is conceivable

that this could work without major adjustments.
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