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Abstract

Until today,Moore’s Lawhaspersevered. This continual advancement
in technologypermitsaconsistent integrationof transistorswithin the
same silicon footprint, resulting in the development of increasingly
complex systems. For computational systems, this entails a surge in
processor units, ultimately leading to the raise of multi-core proces-
sors. Although multi-core systems were omnipresent in consumer
electronics,High-PerformanceComputing (HPC), anddatawarehous-
ing, they have progressively become relevant for embedded systems.
The raise of multi-core processors in the embedded domain has en-
hanced functional integrationdensitywithin the sameprocessor, con-
solidating functionalities of varying criticality levels onto a common
hardware platform.

In the field of safety-critical applications, these systems must adhere
to international standards such as IEC 61508 (Electrical/ Electronic/
Programmable Systems), DO-254 (avionic), and ISO 26262 (automo-
tive), which outline the safety requirements to be met. ISO 26262 in-
troduces the concept of Automotive Safety Integrity Level (ASIL). To
fulfill ASIL and functional safety prerequisites, safety-critical applica-
tionsmust, at the very least, be fail-safe.

In the automotive industry, given the ongoing trend towards ever-
increasing integration and centralization, it is foreseeable that func-
tionalities of different criticality will be executed on a single control
unit. Thismeans that in the future, safety-critical applications such as
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Advanced Driver Assistance Systems (ADAS), classified as ASIL-B, as
well as highly safety-critical functions such as electric power steering
control or the Anti-lock Braking System (ABS), each rated ASIL-D, can
be executed alongside non-critical functions such as entertainment
applications on the same processor.

Current systems employ a static design that limits the computational
performance of non-critical applications to meet the safety require-
ments of critical applications. However, this design approach is in-
adequate for Mixed Criticality System (MCS) applications, especially
in systems utilizing graceful degradation to ensure fail operation. In
such cases, non-critical applicationsmay be replaced by critical ones.
Therefore, the MCS platform must provide the necessary functional
safety for the application.

Taking inspiration fromtheconceptofAdaptiveFaultTolerance (AFT),
this thesis explores the concept of Adaptive Redundancy (AR) and its
application to multi-core architectures. Runtime AR empowers sys-
tems to adapt their redundancy on the fly based on the safety require-
ments of the executed function. To realize the AR concept for MCS,
two novel adaptive processor architectures are introduced: the Adap-
tive Lockstep Processor (ALP), which employs a fine-grained safety
mechanisms, and the Adaptive Cache Checkpointing (ACCP) proces-
sor, which utilizes a coarse-grained approach to ensure system safety.

In the ALP, the processor cores provide the flexibility to reconfigure
between split and lockstep execution modes during runtime. In split
mode, cores independently execute program code, while in lockstep
configuration, each instruction is redundantly processed on differ-
ent processor cores, with results compared to detect faults. Detected
faults trigger an automatic fault handling with the ability to recover
from transient faults. The reconfiguration process from independent
processor cores to a logical lockstep core and vice versa is entirely ab-
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stracted from the executed applications,managed by the digital hard-
ware architecture.

The second adaptive processor architecture based on ACCP, focuses
on a coarse-grained safety mechanism at the cache level. Similar to
the ALP, the redundant ACCP is activated on-demand. The hardware
autonomously generates checkpoints and detects faults during pro-
gram code execution. Whenever a flaw is detected, the system reverts
to the last checkpoint.

However, implementingACCP involves time-consuming state replica-
tion, duringwhich the processor coresmust stall. Tomitigate this stall
time, an interleaved state transfermethod is introduced, reducing the
stall timeof processor cores required for state replication. Theproces-
sor state transfer occurs in parallel with regular program execution.
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Zusammenfassung

Bis heute hat sich das Mooresche Gesetz bewahrheitet. Der kontinu-
ierliche technologische Fortschritt ermöglicht eine konsequente Stei-
gerung der Integration von Transistoren auf der gleichen Siliziumflä-
che, was zur Entwicklung immer komplexerer Systeme führt. Für Re-
chensysteme bedeutet dies einen Anstieg der Recheneinheiten, was
schließlich zum Aufkommen von Multicore-Prozessoren geführt hat.
Obwohl Multicore-Systeme in der Unterhaltungselektronik, im High-
Performance Computing (HPC) und imDataWarehousing schon lan-
ge üblich sind, werden diese zunehmend auch für eingebettete Syste-
me relevant. Die Zunahme vonMulticore-Prozessoren im eingebette-
ten Bereich hat die Dichte der Funktionsintegration innerhalb dessel-
benProzessors erhöht.DadurchkönnenFunktionenmit unterschied-
lichenKritikalitätsgraden auf einer gemeinsamenHardwareplattform
zusammengeführt werden.

ImBereichvonsicherheitskritischenAnwendungenmüssendieseSys-
teme internationalen Normen wie IEC 61508 (elektrische/ elektroni-
sche/ programmierbare Systeme), DO-254 (Avionik) und ISO 26262
(Automotive) entsprechen, welche die zu erfüllenden Sicherheitsan-
forderungen umreißen. ISO 26262 führt das Konzept des Automoti-
ve Safety Integrity Level (ASIL) ein. Um ASIL und die Anforderungen
an die funktionale Sicherheit zu erfüllen, müssen sicherheitskritische
Anwendungen zumindest ausfallsicher sein.
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In der Automobilindustrie ist es angesichts des anhaltenden Trends
zur immer weiteren Integration und Zentralisierung absehbar, dass
Funktionalitäten unterschiedlicher Kritikalität auf einem Steuergerät
ausgeführt werden. Dies bedeutet, dass in Zukunft sicherheitsrele-
vante Anwendungen wie Fahrerassistenzsysteme (Advanced Driver
Assistance Systems, ADAS), die mit ASIL-B klassifiziert sind, sowie
höchst sicherheitskritische Funktionen wie die Steuerung der elek-
trischen Servolenkung oder das Antiblockiersystem (ABS), jeweils be-
wertet mit ASIL-D, neben unkritischen Funktionen wie beispielswei-
se Unterhaltungsanwendungen auf demselben Prozessor ausgeführt
werden können.

Derzeitige Systeme verwenden ein statisches Design, das die Rechen-
leistung unkritischer Anwendungen begrenzt, um die Sicherheitsan-
forderungen kritischer Anwendungen zu erfüllen. Dieser Entwurfs-
ansatz ist jedoch für Anwendungen mit gemischter Kritikalität (engl.
Mixed Criticality System, MCS) unzureichend, insbesondere bei Sys-
temen, die mit Graceful Degradation arbeiten, um einen störungs-
freien Betrieb zu gewährleisten. In solchen Fällen können unkritische
Anwendungen durch kritische Anwendungen ersetzt werden. Daher
muss die MCS-Plattform die erforderliche funktionale Sicherheit für
die Anwendung bereitstellen.

In Anlehnung an das Konzept der adaptiven Fehlertoleranz (engl. Ad-
aptive Fault Tolerance, AFT) wird in dieser Arbeit das Konzept der ad-
aptiven Redundanz (engl. Adaptive Redundancy, AR) und die Anwen-
dung des Konzepts aufMulticore-Architekturen untersucht. Laufzeit-
AR befähigt Systeme, ihre Redundanz im laufenden Betrieb auf der
Grundlage der Sicherheitsanforderungen der ausgeführten Funktion
anzupassen. Umdas AR-Konzept fürMCS zu realisieren, werden zwei
neuartige adaptive Prozessorarchitekturen vorgestellt: der Adaptive
Lockstep Processor (ALP), der feinkörnige Sicherheitsmechanismen
einsetzt, und der Adaptive Cache Checkpointing (ACCP) Processor,
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der einen grobkörnigen Ansatz zur Gewährleistung der Systemsicher-
heit verwendet.

Im ALP bieten die Prozessorkerne die Flexibilität, während der Lauf-
zeit zwischen Split- und Lockstep-Ausführungsmodi umzuschalten.
ImSplit-Modus führendieKernedenProgrammcodeunabhängigvon-
einander aus,während inderLockstep-Konfiguration jedeAnweisung
redundant auf verschiedenen Prozessorkernen verarbeitet wird, wo-
bei die Ergebnisse jeder Instruktion zur Fehlererkennung verglichen
werden. Erkannte Fehler lösen eine automatische Fehlerbehandlung,
mit der Fähigkeit zurWiederherstellung von transienten Fehlern, aus.
Der Rekonfigurationsprozess von unabhängigen Prozessorkernen zu
einem logischen Lockstep-Kern und umgekehrt ist vollständig von
den ausgeführten Anwendungen abstrahiert und wird von der digi-
talen Hardwarearchitektur verwaltet.

Die zweite adaptive Prozessorarchitektur, die auf ACCP basiert, kon-
zentriert sich auf einen grobkörnigen Sicherheitsmechanismus auf
Cache-Ebene. Ähnlich wie der ALP wird die Redundaz des ACCP-Pro-
zessors bei Bedarf aktiviert. Dieser erzeugt selbstständig Checkpoints
und erkennt Fehler während der Programmcodeausführung. Sobald
einFehlerentdecktwird, kehrtdasSystemzumletztengültigenCheck-
point zurück.

Die ImplementierungdesACCP-Prozessors erfordert jedocheine zeit-
aufwendige Zustandsreplikation, bei der die Prozessorkerne im Leer-
laufarbeitenmüssen.UmdieseZeit zuverkürzen,wirdeineverschach-
telte Zustandsübertragungsmethode eingeführt, welche die für die
ZustandsreplikationerforderlicheZeit des Leerlaufs derProzessorker-
ne reduziert. Die Übertragung des Prozessorstatuses erfolgt hierbei
parallel zur regulären Programmausführung.
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Chapter 1
Introduction

It is nearly impossible to envision a world without electronic devices,
given their omnipresence and widespread usage. From vast ware-
housesandHigh-PerformanceComputing (HPC)centers to the tiniest
embedded devices, the foundation of their existence lies in the steady
advancement of semiconductor technology. The countless electronic
devices that havebecome integral toourdaily lives owe their existence
and functionality to the continuous evolution of semiconductor tech-
nology.

Semiconductor technology has consistently advanced, maintaining
the validity of Moore’s Law to the present day. In 1965, GordonMoore
foresaw a doubling of the number of transistors in a dense integrated
circuit every 18 to 24months [1]. As illustrated in Figure 1.1, the semi-
conductor industry has successfully fulfilled this prediction up to the
present days.

The historical increase in the number of transistors has traditionally
been utilized to enhance the performance of integrated circuits. For
several decades, the increment of operational frequency, driven by
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1 Introduction

technological improvements, significantlyboostedoverall systemper-
formance. However, this frequency increase cameat the cost of higher
power consumption and increased thermal heat. The dissipation of
thermal energy emerged as a limiting factor for modern integrated
circuits.

The total power consumption, denoted asPtotal, in a digital integrated
circuit can be described as follows:

Ptotal = Pstat + Pdyn. (1.1)

The power consumption of an integrated circuit is composed of two
primary components: static power (Pstat) and dynamic power dissi-
pation (Pdyn) [2; 3; 4]. Static power dissipation is primarily influenced
by leakage and remains independent of workload. It is determined by
factors such as leakage current and the supply voltage.

The dynamic power term can be expressed as follows:

Pdyn ∼ Cload + V 2
dd ∗ f. (1.2)

While static power remains unaffected by external factors, dynamic
power is directly proportional to the operational frequency (f ). In
eachclock cycle, the integratedcircuit’s capacitance (Cload) undergoes
charging or discharging, a physical process that demands energy and
power. Beyond capacitance and frequency, the supply voltage (Vdd)
plays a essential role. However, scaling the supply voltage encounters
inherent physical limitations.

The operational frequency of an integrated circuit has reached a sat-
uration point, primarily constrained by limitations in heat dissipa-
tion and the proportional relationship with power consumption. This
saturation is evident in both typical power consumption and the fre-

2



1970 1980 1990 2000 2010 2020

100

101

102

103

104

105

106

107

108

Years

Transistors (thousands)
Typical Power (Watts)
Frequency
Single-Thread Performance
Number of Logical Cores

Figure 1.1: 50 Years of microprocessor trend. The data is taken
from [5].

quency graph for real Commercial off-the-Shelf (COTS) devices, as il-
lustrated in Figure 1.1.

To enhance the computational power of digital integrated circuits be-
yond these saturation points, the focus has shifted towards architec-
tural improvements. However, boosting the performance of a single
core has become increasingly challenging. Pollack’s rule, which as-
serts that "performance increases roughly proportional to the square
root of the increase in complexity" [6], still holds true. This rule re-
mains applicable as the single-thread performance experiences grad-
ual improvement due to newmicroarchitectures, as illustrated in Fig-
ure 1.1.

3



1 Introduction

The physical limitations, including the inability to further increase
the frequency of digital integrated circuits due to power density con-
straints and Pollack’s rule, make achieving significant performance
improvements for a single core highly challenging.

Instead of persistently focusing on enhancing the microarchitectures
of individual processor cores, there has been a shift towards increas-
ing the number of processor cores. Figure 1.1 illustrates the trend of
increasing core counts after reaching a point where further major im-
provements were unattainable through frequency scaling. The inte-
grationofmultiple cores ina singleprocessordesign is termedamulti-
core architecture.

Themulti-corearchitectureaims to improveperformance through the
parallelization of applications. Rather than executing a problem on a
single core, the problem formulation is distributed across the many
cores of the multi-core system. Amdahl’s law describes how a work-
load or application can benefit frommultiple execution units, such as
processor cores [7]. The law quantifies the speedup achieved through
parallel execution, providing a framework to describe the execution
time of each workload.

T = tS + tP (1.3)

The execution time, denoted as T , consists of two components: the
sequential program aspects (tS) and the parallelizable portion (tP ). It
is important to note that only the parallelizable portion (tP ) of the ap-
plication can benefits of multiple execution units. The speedup (S) is
thus expressed as follows:

S =
T

tS +
tp
np

≤ T

tS
=

1

1− tP
(1.4)
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1.1 Motivation

The speedup (S) is primarily dependent on theparallelizable time (tP )
of the workload and the number of parallel execution units (np). The
maximum achievable speedup is determined by the sequential part
(tS) of the workload, setting an upper limit.

A visual representation of Amdahl’s law in Figure 1.2 illustrates the
speedup of various workloads with varying degrees of parallelization.
It demonstrates that beyond a certain number of cores, increasing
the core count does not significantly enhance the speedup of a work-
load or functionality; instead, the speedup saturates. Multi-core sys-
tems stands out in improving latency speedup until a certain thresh-
old is reached, at which point the sequential program section begins
to dominate. To optimize the utilization of parallel systems, such as
multi-core processors, it is more efficient to deploy multiple and di-
verse functionalities simultaneously on a shared system rather than
executing a single workload or functionality.

1.1 Motivation

Amdahl’s law demonstrates the inherent limitations of parallelization
within a program’s sequential components. While an increase in pro-
cessor cores can enhance application performance, the contempo-
rary trend in embedded multi-core systems extends beyond single-
task execution. These systems integrate diverse functionalities into
a single processor, each associated with varying levels of functional
safety criticalities. Notably, the automotive industry is currently cen-
tralizing Electronic/Electrical (E/E) architecture, reducing Electronic
Control Units (ECUs). This reduction leads to the integration of func-
tions with distinct safety requirements, resulting in Mixed Criticality
System (MCS) [8].
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Figure 1.2: Speedup in accordance to Amdahl’s law for different paral-
lel portions. For example 90% parallel portion means that
90%of the programcould beparallelized and 10% is the se-
quential part.

MCS research emphasizes scheduling challenges, with a key focus
on ensuring the Worst-Case Execution Time (WCET) of critical tasks.
However, existing research often overlooks and neglected the func-
tional safety requirements inherent in such applications.

Safety-critical applications must conform to international standards
such as IEC 61508, DO-254, and ISO 26262, which define safety such
as Safety Integrity Level (SIL) and Automotive Safety Integrity Level
(ASIL). Theseapplicationsmust, at aminimum,be fail-safeandshould
not cause any harm in the case of a failure.
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When concurrently running highly safety-critical and non-critical ap-
plications on the same hardware, the functional safety requirements
for the safety-critical application must be respected. Anticipating the
future, scenarios where Advanced Driver Assistance Systems (ADAS)
at ASIL-B and electric power steering at ASIL-D share a processor are
foreseeable. These applications, with varying dependability and fault
detection and mitigation needs, pose unique challenges. ASIL-D ap-
plications demand the highest fault detection capabilities and safety
mechanisms,whileASIL-Bapplicationsprescribe fewer requirements.
Furthermore, non-critical applications like entertainment may share
the processor with safety-critical ones.

As technology advances,more sophisticated driving assistant systems
with Scociety of Automotive Engineers (SAE) levels 4 and 5 emerge [9].
These levels range from simple Adaptive Cruise Control (ACC) (SAE
level 1) to full driving automation (SAE level 5).

SAE mandates a fallback system not reliant on the driver for levels 4
and beyond. Until SAE level 3, the satisfied system design is fail-safe,
with the driver as the fallback option. However, from SAE level 4 on-
wards, the vehicle must operate without driver involvement, even in
case of failure. These systems must be fail-operational, functioning
flawlessly at all times [9].

To ensure fail-operational capability, system designers employ tech-
niques such as the simplex architecture [10; 11; 12; 13]. This architec-
ture utilizes a fallback compute system with reduced computational
power or application complexity, providing a subset of functionality
sufficient to keep the systemoperational during failure, althoughwith
reduced comfort. This concept is known as graceful degradation.

For complex systems like autonomous vehicles, graceful degradation
may involve more than one ECU. Hence, to maintain fail-operational
functionality, these systemsmay dynamicallymigrate tasks and func-
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tionality between distributed ECUs, potentially replacing non-critical
applications with critical ones.

The challenge lies in balancing graceful degradation, simple architec-
ture, andMCS design. TheMCS platformmust not only adapt to new
functionality but also ensure the required functional safety for the ap-
plication. Compliance with non-functional safety requirements, ad-
hering to international standards, is crucial.

Despite these challenges, existing hardware solutions predominantly
rely on static redundancy concepts and time predictability, rendering
them unsuitable for MCS applications. One processor architecture
specific designed forMCS is the FlexPRET processor [14], which guar-
antees WCET and prevents interference between critical tasks and
non-critical tasks by segregation but overlooks functional safety re-
quirements.

This thesis addresses the limitations of static redundancy designs by
proposing an adaptive multi-core architecture capable of runtime-
configurable redundancy. The aim is to meet the demands and re-
quirements of mixed-criticality systems. The contribution extends
beyond static or application-level design, presenting a fine-grained
and highly adaptable processor architecture capable of configuring
redundancy at runtime on-demand, even at the sub-functional level.

1.2 Contribution

Over the past decades, extensive research and literature has delved
into theelaboratenessofMCS, largelyoverlookingcritical aspects such
as fault tolerance, detection, and mitigation of transient faults. How-
ever, transient faults, as highlighted by various studies [15; 16; 17],
stand out as themost common fault type in embedded systems.
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This work aims to address this neglected aspects for mixed-criticality
systems, focusingonboth transientandpermanent faults fromahard-
ware perspective. The investigation and research centers around a
flexible and runtime-adaptable processor architecture designed to
overcome the limitations inherent in static fault-tolerant processor
designs.

The key contribution lies in the incorporation of an on-demand re-
configuration mechanism that seamlessly switches between perfor-
mance and reliability modes. Importantly, the reconfiguration pro-
cess, which dynamically adjusts the system’s reliability, remains hid-
den and abstracted from the executed user application.

This work contributes to the following aspects to achieve the on de-
mand reliability configuration:

• Concept of on-demand Adaptive Redundancy (AR) for multi-
core architecture

• On-demandhardware-basedpipeline synchronizationand run-
timemaintenance

• On-demand hardware-based processor state transfer and repli-
cation

• Adaptive Lockstep (AL) architecture (fine-grained redundancy)

• Embedding the Adaptive Lockstep (AL) architecture into a tile-
based processor architecture

• Adaptive on-demand Cache Checkpointing (coarse-grained re-
dundancy)

• Advanced state transfer methodology by interleaving the state
transfer with the regular program execution

The fundamental of this research lies in the implementation of on-
demand Adaptive Redundancy (AR) withinmulti-core systems, based
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on the broader concept of Adaptive Fault Tolerance (AFT) and config-
urable redundancy. Configurable redundancy, a central and under-
lying element, is used to precisely manage system reliability and de-
pendability. Two runtime adaptive redundancy hardwaremethodolo-
gies are explored based on this principle of AR.

The first methodology is utilized in the Adaptive Lockstep Processor
(ALP), a runtime-configurable processor architecture that introduces
on-demand fault detectionsafetymechanismsat the instruction level.
This approach employs fine-grained redundancy, where each instruc-
tion undergoes a comparison process. The ALP architecture requires
hardware-based synchronization and state replication mechanisms,
forming the foundation for both the fine-grained Adaptive Lockstep
Processor (ALP) and coarse-grained the Adaptive Cache Checkpoint-
ing (ACCP) architectures.

To validate the feasibility and scalability of the ALP architecture, it is
seamlessly integrated into a tile-based multi-core architecture. The
coarse-grained ACCP architecture employs a comparisonmechanism
that assesses the results of multiple instructions. Consequently, any
modifications to the systemstate resulting fromexecuted instructions
are tracked and, in the event of a fault, instantly reverted after detec-
tion.

A further contribution of this work affects to state transfer. Replicat-
ing the processor state from one core to another introduces potential
timing overhead. To mitigate this, a state transfer methodology is in-
vestigated, interleaving the state transfer with regular code execution
on the involved processor cores.
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1.3 Outline

The organizational structure of thiswork outlined as follows. InChap-
ter 2, the foundational aspects are introduced, precisely defined and
explained. Following this, Chapter 3 provides a comprehensive review
of thecurrent state-of-the-art andrelatedwork, encompassingdiverse
techniques aimed at enhancing system reliability, spanning both soft-
ware, hardware, and hybrid approaches.

The introduction of the on-demand Adaptive Redundancy (AR) con-
cept for multi-core architectures takes center stage in Chapter 4. This
chapter begins by presenting and discusses on the principles of adap-
tive redundancy. It culminateswith anexplorationof the essential sys-
tem states necessary for program migration and replication between
twoprocessor cores. This encompasses internalprocessor states, such
as processor registers, and the program state in memory, character-
ized by the dynamic state of the stack and heap.

Expanding on the AR concept for multi-core architectures, Chapter 5
introduces and discusses the principles of the Adaptive Lockstep (AL)
processor architecture. To implement an efficient safety mechanism
for the target processor architecture, a thorough failuremode analysis
of the pipeline architecture is conducted. This analysis probes into
faults leading to Silent Data Corruption (SDC) and Control Flow Error
(CFE).

The chosen processor architecture for this study is the open-source
LEON3 processor from Frontgrade Gaisler AB[18]. This chapter lever-
ages the integration of the safety mechanism into the pipeline de-
sign based on the previously conducted failure mode analysis. Before
the safety mechanism can be operationalized, two or more processor
coresmust execute the same instructions concurrently, requiringboth
the synchronization of processor pipelines and the replication of the
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processor state. Pipeline synchronization is entirely managed by the
hardware architecture, and, as discussed in the previous chapter, the
replication process remains abstracted from the application.

The embedded fault detection and mitigation mechanism operates
within the architecture. In reliable mode, the mechanism automat-
ically detects faults and efforts to mitigate them by re-executing the
flawed instruction. A detailed discussion of both aspects is conducted
in this chapter.

The chapter concludes with an evaluation of the VHSIC (Very High
Speed Integrated Circuits) Hardware Description Language (VHDL)
implementation of the processor architecture. The ALPundergoes as-
sessment for its fault detection behavior in both simulation and as an
Field ProgrammableGate Array (FPGA) prototype. For the fault evalu-
ationof theFPGAprototype implementation, a customizedhardware-
based fault injectionunit isdesignedand integrated. Furthermore, the
design is evaluated in terms of its required resources and the intro-
duced runtime overhead. The evaluation concludes with an investi-
gation of the needed reconfiguration times to switch between perfor-
mance and reliable mode.

InChapter 6, theALP is seamlessly integrated into amulti-core system
basedonacompute tile architecture. Toachieve this, ahybridnetwork
adapter is introduced, designed for the specific requirements ofMCS,
focusing on fault segregation of compute tiles and analyzability. The
network adapter architecturemerges twodesignphilosophieswith an
optimization for distributed dataflow execution inmind.

Basedonthedesignednetworkadapter, aRuntimeEnvironment (RTE)
dataflow is deployed to the tile-based architecture. The utilized RTE
is briefly introduced, and deployment details are presented. The RTE
supports fault-tolerant execution, incorporating both software and
hardware-based execution dependent on the design of the ALP. The
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evolution of the network adapter and the deployed RTE conclude the
chapter, along with a comparison of software and hardware-based
adaptive redundancy. Additionally, a combination of hardware and
software redundancy is investigated.

While the ALP employs a fine-grained redundancy concept, this ap-
proach is not universally applicable. Therefore, Chapter 7 introduces
the more coarse-grained Adaptive Cache Checkpointing (ACCP) con-
cept. The processor architecture, based on the principles of ACCP, in-
corporates loosely coupled processor cores. The chapter begins with
the introduction of the ACCP concept’s principles, followed by a dis-
cussion of different design aspects, including cache reconfiguration
and the introduction of a checkpoint-capable register file for the pro-
cessor core. The presented architecture automatically compares the
processor states before creating any checkpoints. Each time a fault is
detectedbyadivergenceof twoprocessor states, the changes since the
last checkpoint are undone, restoring the last created checkpoint.

The chapter concludeswith an evaluation of a VHDL implementation
of the ACCP processor architecture. The evaluation considers hard-
ware resources and the runtime behavior of the presented processor
architecture. The ACCP is synthesized and implemented for an FPGA
prototype.

The ACCP involves the replication of the complete processor state be-
fore two cores can execute the same program redundantly. The state
replication process dominates the time needed to synchronize two
cores. Therefore, in Chapter 8, an interleaved state transfer method-
ology is investigated. Instead of stalling the processor core to replicate
the processor state, hardware features are introduced to replicate the
processor state while simultaneously executing the program on both
cores. The chapter explores different aspects of interleaved state repli-
cation, considering the requirements of an interleaved state transfer
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and hardware aspects. Based on the previous analyses, various state
transfer strategies are investigated and evaluated. The VHDL imple-
mentation of the ACCP processor architecture is modified to support
interleaved state transfer.

Each of these chapters delves into one or more of the previously de-
scribed contributions of this work.

• Chapter 4: Concept of on-demand Adaptive Redundancy (AR)
for multi-core architecture

• Chapter5: On-demandpipeline synchronizationandmaintain-
ing, processor state transfer and replication, and an Adaptive
Lockstep (AL) architecture (fine-grained redundancy)

• Chapter 6: Embedding the Adaptive Lockstep (AL) architecture
into a tile-based processor architecture

• Chapter 7: Adaptive Cache Checkpointing (coarse-grained re-
dundancy)

• Chapter 8: Advanced state transfer interleave the state transfer
with the regular program execution

This thesis is accomplished inChapter9,whereacomprehensivecom-
parison is performed between the presented and discussed architec-
tural solutions and their counterparts in related work. Subsequently,
the chapter ends with an outlook outlook on potential directions for
future research and development.
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Chapter 2
Fundamentals

2.1 Processor Architecture

Processor architectures are composed ofmultiple subsystems and in-
terfaces. The following section introduces the most relevant subsys-
tems and interfaces of a processor system, as utilized in this thesis.
The fundamentals are explained, and relevant definitions are pro-
vided.

2.1.1 Instruction Set Architecture

The InstructionSetArchitecture (ISA) servesas the interfacebetween
software and hardware, providing a set of instructions that enables
the control of the processor by the software in the form of program
code. Each instruction within the ISA induces a change in the state of
the processor or the main memory. The architecture of an ISA allows
for considerable flexibility, and depending on the complexity of the
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instructions, they are categorized as either Complex Instruction Set
Computer (CISC) or Reduced Instruction Set Computer (RISC).

Complex Instruction Set Computer (CISC) instructions, exemplified
by the x86 ISA, encompass a large set of instructions capable of per-
forming complex operations. Furthermore, these instructions may
vary in size for encoding.

Conversely,ReducedInstructionSetComputer (RISC)definesasmall
and simplified set of instructions, each dedicated to a specific task.
The design of RISC instructions prioritizes efficient hardware imple-
mentation. Examples of RISC ISAs include RISC-V, Armv8 series, and
Oracle’s Scalable Processor Architecture (SPARC) v8 ISA.

Typically a RISC instruction is one of the following types:

• Load or store

• Arithmetic, logical, or shift

• Control transfer

• Read or write control register.

Load and store instructions are designed to access the main mem-
ory, often serving as the exclusive instructions for interacting with the
mainmemory, contingent upon thememorymodel in use.

Arithmetic, logical, or shift instructions areutilized fordatamanipula-
tionoperations. InmostRISCarchitectures, these instructions involve
one or two source registers and an immediate value— a constant en-
coded within the instruction. The computed result is then stored in a
designated destination register.

Control transfer instructions, encompassing jumpsandbranches, play
a essential role in changing the program’s control flow. These instruc-
tions can either be relative to the current instruction’s location, as in-
dicated by the Program Counter (PC), or independent of the PC. The
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execution of a control transfermay dependon the satisfaction or non-
satisfaction of a condition. For instance, the SPARC v8 ISA employs an
Integer Condition Code (ICC) to determinewhether a control transfer
is executed, with the ICC value being influenced by preceding arith-
metic and logical instructions.

Furthermore, processors typically include instructions for configuring
and reading special control registers.

Additionally, the ISAmay provided some special instructions like:

• Floating-point operate

• Coprocessor operate.

These instructions play a crucial role in controlling hardware exten-
sions and accelerators, with a common example being floating-point
operations. Consequently, processor designers often integrate a ded-
icated Floating Point Unit (FPU) directly into the processor design.

Moreover, an ISA extends beyond the definition of instructions; it en-
compasses a memory model and the registers provided by the hard-
ware implementation of the processor. These general-purpose regis-
ters store temporary results or serve as storage for passing function
arguments during program execution.

The design of the provided general-purpose registers allows for sig-
nificant flexibility. Typically, RISC architectures include 32 general-
purpose registers. The SPARC v8 ISA adopts a distinctive approach
to general-purpose registers, requiring more physical registers than
are directly accessible. Programs can only access a subset of the 32
general-purpose registers, and the currently available registers are de-
termined by the register window.

The program can manipulate the register window by issuing special
instructions (e.g., SAVE or RESTORE), which increment or decrement
the Current Window Pointer (CWP). In Figure 2.1, the SPARC v8 reg-
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Figure 2.1: SPARCv8 Register Wheel (refer to [19])

ister wheel with eight windows is illustrated. Two adjacent windows
share their outs and ins registers, with the in registers of the current
window serving as the outs of the next window. Each window also has
its own set of local registers. This combination of in and out registers is
designed to efficiently handle function parameters and results. In ad-
dition to the24window-dependent registers, theSPARCv8 ISAdefines
eight globally accessible registers that are independent of the current
window.

2.1.2 Processor Pipeline

At the heart of a processor is the processor core, taking over the re-
sponsibility of orchestrating the complex execution of instructions
outlined by the ISA.
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Figure 2.2: Five stage RISC processor design (from [4])

To enhance computational performance, processor cores leverage a
pipeline architecture. Processor pipelines utilizes the power of In-
struction-level Parallelism (ILP), where the straightforward approach
of executing one instruction per clock cycle is transformed. Instead,
each instruction is segmented into sub-tasks, each assigned to a spe-
cific pipeline stage. This architectural choice facilitates the parallel
and simultaneous execution of multiple instructions, allowing sub-
tasks fromdifferent instructions tobe executed at the same time. Each
sub-task performs a dedicated, smaller function, enhancing simplic-
ity and speed in execution. Consequently, this parallelism signifi-
cantly boosts the throughput of instructions.

A classical five stage RISC architecture following a DLX-Pipeline de-
sign is shown inFigure 2.2. Thepipeline consist of the following stages
each responsible for one dedicated task:

• Instruction fetch (IF)

• Instruction decode (ID)

• Execute (EX)
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• Memory access (MEM)

• Write Back (WB).

The instruction fetch stage, the first in the pipeline, is responsible
for the continuously providing of new instructions to the subsequent
stages. This stage utilizes the PC to fetch instructions from the in-
struction memory continuously. The decode stage follows, configur-
ing necessary internal control signals based on the fetched instruc-
tion, including general-purpose register selection. The execute stage
handles arithmetic, logical, or shift operations based on input register
values and control signals, encompassing branch target addresses or
address calculations for memory accesses. Memory accesses are exe-
cutedby thememory stage,which reads fromorwrites to thememory.
Non load or store instructions simply passes thi stage. The read data
from the datamemory or the result of the Arithmetic LogicUnit (ALU)
is written to the general-purpose registers by the write-back stage.

The use of a pipeline design introducesmultiple hazards, arising from
the partial execution of instructions. As only a sub-task of an instruc-
tion is completed, subsequent instructionsmay dependon the results
of a previous instruction. Three classes of pipeline hazards are de-
fined:

• Structural hazards

• Control hazards

• Data hazards.

A structural hazard arises from resource conflicts, where the hard-
ware cannot execute all possible combinations of instructions con-
currently. For instance, when two ormore instructions in the pipeline
need simultaneous access to the same resource, and the resource can-
not provide parallel service, a structural hazard occurs.
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A control hazard manifests when control flow instructions are exe-
cuted, leading to a change in the PC. The example in Figure 2.2 illus-
tratesapipelinedesignwherecontrolflow instructionsareexecuted in
the execute stage. However, the next instructionmust be fetched from
the new PC, resulting in a control hazard, which needs to be resolved.

A data hazard emerges froma data dependency between two instruc-
tions. The current instruction relies on the result of a previous instruc-
tion, leading to aRead-After-Write (RAW) hazard. This occurs, for ex-
ample, when the previous instruction has not completed the write-
back stage, and an operand of the current instruction requires this re-
sult value. Data forwarding provides a solution to this hazard by sup-
plying the current instruction with results present in the pipeline but
not yet written to the target register. The data forwarding logic detects
dependencies between instructions and resolves them.

Nowadays, CISC instructions internally utilize a microarchitecture
based on RISC. To execute a CISC instruction, it is translated into one
or more µ-Operations. These µ-Ops are then executed by the proces-
sor pipeline. µ-Ops bear similarity to RISC instructions and are better
suited for pipeline architectures.

2.1.3 Memory Subsystem

Thememory subsystemof a processormanages the access and provi-
sion of data to the processor pipeline, with a essential and central unit
being the cache subsystem.

A cache optimizes data access latency by buffering data close to its
computational unit, enhancing data locality by bringing it closer to
the processing element. However, a cache cannot store all data; in-
stead, it temporarily stores and buffers a subset of the complete main
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memory data. Consequently, the cachemust identify if the requested
data is already present.

A cachehitoccurswhen theprocessing element accesses data already
present in the cache, whether it be for a read orwrite operation, allow-
ing the cache to instantly execute the operation.

In the event that the data is not already cached, a cache miss occurs.
The accessed data is not present in the cache and needs firstly to be
fetched from themainmemory. Once the cache allocates the data, the
requested read or write operation is executed.

Caches utilize an organizational structure, where the smallest entry
and atomic element is a cache line. Each cache line consists of multi-
ple data words, which are sequentially located in themainmemory. A
cache line maps to words in the main memory, with the cache place-
ment policies defining the strategy. The cache associativity deter-
mineshowmanypossible locationsaword in themainmemorycanbe
copied to and placed at the cache. One extreme is the direct-mapped
cache, where one entry in the main memory can only be mapped to
one cache line. The other extreme is fully associative, where each en-
try in the main memory can be mapped to any cache line. Figure 2.3
illustrates a direct-mapped cache, where one entry in themainmem-
ory can only bemapped to one cache line.

Between theextremesof thedirect-mappedand fullyassociativecaches
lies the n-way associative cache. This design allows one entry in the
main memory to be mapped to N lines in the cache. These N cache
lines collectively forma cache set, ensuring that one entry in themain
memory is always mapped to one of the cache lines within a set. Fig-
ure 2.3 illustrates a 2-way associative cache, where two cache lines are
logically clustered to form a cache set.

The cache depends on additional information to determine whether
a cache access is a hit or miss. This information is stored in the cache
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Figure 2.3: Direct-mapped cache (from [20])

tags. Eachcache line featuresanassociativity cache tagcontainingde-
tails about the cache line’s validity (valid tag) or the associated mem-
ory address in the main memory (address tag). The valid tag is cru-
cial for indicating cache lines that have not been fetched yet. An in-
valid cache line always results in a cachemiss. The decisionbetween a
cache hit ormiss is based on the accessed requestedmemory address,
the validity of the accessed cache line, and the content of the address
tag.

Caches can implement variouswrite policies, dictating how the cache
responds to awrite access. When the processor corewrites data to the
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Figure 2.4: 2-way associative cache (from [20])

cache, it needs to control when data is written to the main memory.
Twomain write policies exist:

• The write-through policy writes the data directly to the main
memory every time. The data is synchronously written to both
the cache and themainmemory.

• Thewrite-backpolicy, on theotherhand, followsanasynchronous
strategy. Only the cache data is updated by the write, and writes
are buffered and delayed by the cache until the cache needs to
replace the data due to a cachemiss. Before the data is replaced,
themodified cache data is written back to themainmemory.

Cache coherency becomes relevant in multi-core architectures, en-
suring that copies of the same data stored in different caches are con-
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sistent. A system with cache coherence updates all cached data with
the same address when data in one cache is modified.

2.1.4 FailureModes of a Processor

A fault occurring during computation results in a Data-flow Error
(DFE) due to a miscalculation in the data path. An undetected DFE
can result into undetected Silent Data Corruption (SDC) — devia-
tions between expected and actual stored data. In addition to faults
within the data path, the memory itself is susceptible to SDCs. Faults
at unprotectedmemory cells can directly lead to an SDC.

A true Detected Unrecoverable Error (DUE) results in a crash of the
executed workload [21]. Such a crash can occur due to a processor
hangor aprocessor trap, bothofwhichprevent theprogram frompro-
gressing, leaving behind the processor unresponsive and halting nor-
mal execution. Processor hangs may arise from deadlock conditions
or when the processor enters an infinite loop due to a fault.

Traps are designed to handle unexpected behavior by interrupting the
current program execution and transferring control to a predefined
software exception-handling routine. Trapsmay be triggered by arith-
metic errors, such as divisionby zero, invalidmemory access attempts
to executeprivileged instructions, or invalid instructions. Unexpected
traps resulting from a CFE can lead to a processor crash, preventing
further program progress.

FalseDUEs are detected andmitigatedCFEs. A previously undetected
SDC can later lead to a CFE.
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2.2 Dependability

2.2.1 Fault, Error, Failure

Fault, error, and failurearecommonlyused terms inour language that,
in the context of technical systems, describe a cause-and-effect chain.
In this chain, a fault is the starting point, and the failure is the result-
ing outcome. It is crucial to understand and distinguish between the
source and the observable result to prevent misbehavior, especially
in digital systems. Digital computer systems, being among the most
complex systems designed by humans, require a deep understanding
of the correlation between a fault and its consequences. This knowl-
edge is fundamental for providing countermeasureswithin the cause-
and-effect chain to prevent fatal consequences.

To introduce the terms fault, error, and failure, it is essential to define
a system. These three terms cannot be adequately defined without
introducing a comprehensive system definition. A system is an en-
tity that interacts with other entities, which can be other systems, hu-
mans, or the physical world. The encompassing systems form the en-
vironment of the given system, with the system boundary serving as
the interface between the system and its environment.

Computingsystemspossess fundamentalproperties. Functionalprop-
erties describe the system’s intended function based on functional re-
quirements. The implementation of these functional properties is the
system’s behavior, which canbedescribed as a sequence of states. The
system states of a computational system encompass computation,
informational storage, and physical conditions, providing a compre-
hensive description of the entire system condition. The behavior of
the system is described by state transitions, defined by the system’s
structure. A systemcomprises a set of components that form its struc-
ture. Each component either builds a further systemor is atomic, with
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atomic components having no further discernible internal structure.
Each system delivers a service to its user(s), where users can be other
systems or human beings perceiving the behavior of the provided ser-
vice [22].

Non-functional properties of a systemdescribehow the system’s func-
tionality is delivered, including aspects such as cost, system perfor-
mance, and dependability, which are pertinent non-functional re-
quirements for computer systems.

A fault serves as theorigin of a failure, impacting the systemstate. Var-
ious sources can trigger faults, categorized as systematic or random
faults. Systematic faults arise during the system’s development phase,
introduced by human actions in the design process. In contrast, ran-
dom faults emerge during operations and can be either internal or ex-
ternal. Internal random faults arises from variations in the fabrica-
tion process, packagingmaterials, and device deterioration due to ag-
ing. External faults, originating from the system’s environment, result
from interactions with the physical world beyond specified interfaces
at the system boundary. Factors like temperature and energetic par-
ticles in the environment influence the electrical behavior of digital
ComplementaryMetal-Oxide-Semiconductor (CMOS) systems, lead-
ing to unpredictable and spontaneous faults [23; 24; 25; 26; 27]. Typi-
cally, a fault results in a system error.

An errormanifests as a deviation between the actual system state and
the expected state, arising from a fault. Errorsmay propagate to a sys-
tem failure.

A failure occurs when the delivered system services deviate from the
expected services, resulting into the systemunable to provide the cor-
rect service to theuser(s). Service failuresmaybecausedbyuser faults,
and the cascade initiated by a fault can lead to the failure of the entire
system. Figure 2.5 illustrates the creation and manifestation mecha-
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Figure 2.5: Relationship between fault, error and failure. A fault trig-
gers anerrorwhichpropagates to an failure. The failureof a
component can cause a hierarchical fault of a further com-
ponent.

nism of fault, error, and failure. The system consists of various hier-
archical components, demonstrating how a fault propagates through
the hierarchy.

It’s important to note that faults may not propagate linearly through
systems, as previously illustrated. Instead, faults can simultaneously
influence multiple components. When multiple failures trace back
to a common fault, they are referred to as Common Cause Failures
(CCF).

2.2.2 The Source of a Fault

The source of a fault is multifaceted, with fault sources categorized
into static and random faults.

A systematic fault affects the designed system itself and arises with-
out anexternal event. Itmanifests during the system’soperatingphase
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but originates during the design phase. Design flaws in both the soft-
ware and hardware components of a computer system can result in
abnormal conditions that lead to a fault.

A random fault emerges from phenomena in the physical world, oc-
curring spontaneously and unpredictably. These phenomena partic-
ularly impact the behavior of transistors in digital computer systems
based on CMOS technology.

Defectsorupsets are abnormal conditions resulting in a deviationbe-
tween the implemented system behavior and its intended behavior.
The consequence of a physical defect or upset is a fault, serving as a
logical abstraction of the underlying issue.

The downsizing of transistors to nanometer size and the reduction of
the operating voltage make transistors more sensitive to the physical
environment, particularly in terrestrial applications where radiation
problems are increasing. The predominant issue is Single Event Ef-
fects (SEEs) caused by a single radiation event. An ionized particle
striking the silicon can create transient ionization, resulting in a volt-
age pulse. This pulse can be either destructive or non-destructive. A
destructive event, such as a Single Event Latchs (SELs), occurs when
the operating current exceeds device specifications, potentially lead-
ing to thermal device destruction. A parasitic thyristor created by an
ionizedparticle cancauseSELs, correctablebyapower cycleor system
reset.

A non-destructive event is transient, leading to a soft error [28]. A soft
error is a temporary error correctable by the logic itself. The radiation
effect resulting in a SEE can be primarily attributed to two dominant
particle interactions.

The primary effects arise from the interaction of alpha particles or
neutrons with the silicon of the transistor. Alpha particles, ionized ra-
diationparticlesemitted frompackagingmaterial, cangenerateelectron-
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Figure 2.6: Alpha particle and neutron interacts with transistor mate-
rial which creates electron-hole pairs. (refer to [29])

hole pairs (Electron-Hole Pairs (EHP)) when penetrating the transis-
tor’s silicon. Conversely, neutrinos from cosmic rays can indirectly
induce single-event effects (SEEs). Neutrinos react with the transistor
material’s nucleus, generating secondary particles, such as protons,
alpha particles, and heavy ions, which become the source of the soft
error observed [29]. Charged particles, either alpha particles or those
resulting from a nuclear reaction with neutrons, create EHP on their
path and deposit charges. Both effects are illustrated in Figure 2.6.
Alpha particles directly generate EHP within the transistor material,
while neutrons first produce secondary particles through nuclear re-
actions.

The generated charges drift and diffuse towards the transistor’s drain,
where they accumulate. This accumulation eventually leads to a soft
error [30].

Soft errors can be distinguished between a Single Event Upset (SEU)
and a Single Event Transient (SET). Despite sharing the same physi-
cal origin, the distinction lies in the location of the event. If the fault
occurs in a memory element, such as a latch, Flip-Flop (FF), Static
Random-Access Memory (SRAM) cell, or Dynamic Random-Access
Memory (DRAM)cell [26; 31], it is anSEU. Thecorruptionof themem-
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ory state is not permanent and can be corrected and overwritten by a
subsequent write access. On the other hand, if the fault arises within
the combinatorial logic, such as anAND orORgate, it is a Single Event
Transient (SET). The SET can propagate through the combinational
logic until it reaches amemory element. If a SET is sampled by a latch
or FF, it becomes the source of an SEU [31]. Figure 2.7 illustrates the
locations of SEUs and SETs and the relationship between the two. The
SEU of the input register results in a bit flip from ’0’ to ’1’, and the
SET of the inverter flips the output from ’0’ to ’1’. The erroneous ’1’ is
then sampled by the register, causing an SEU and rendering the SET
persistent. Without sampling the erroneous value, the SET would not
propagate and would be masked by the sequence logic. Another way
logic masks an error is seen in combined logic, where, under specific
conditions, the logic, such as anOR gate, masks the SEU of the FF.
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SEUandSETcharacterize a transient fault. This fault is a single, spon-
taneous event that occurs briefly and then vanishes. Its impact is tran-
sient, existing only for a short duration within the component’s life-
time. Transient faults fall into the category of random faults.

In contrast, when a fault repeats intermittently before disappearing, it
is termed an intermittent fault. Cross talks within the device, such as
signal interference on signal line cross-sections, can be a root cause
of intermittent faults. These faults result from suboptimal system de-
sign and are preventable during the development phase, categorizing
them as systematic faults.

Alternatively, a fault may persist continuously, constituting a perma-
nent fault. Various factors contribute to permanent faults, withman-
ufacturing defects and aging being primary causes. Manufacturing
processes, susceptible to variations, may introduce defects deeply
embedded in the device structure before the operational phase [32;
33]. Aging, occurring throughout the device’s operational phase, in-
volves continuous degradation of transistors, leading to undesirable
behavior. Long-term ionization contributes to the Total IonizingDose
(TID), degrading the transistor’s performance. Negative Bias Temper-
ature Instability (NBTI) emerges as a dominant aging effect, gradually
slowing down PMOS transistors over time. Slower transistor speeds
can result indelay errors. SomeEHPgeneratedby ionizedparticles are
annihilated, and the remaining EHPmay fall into traps at the Si-SiO2
interface, generating a negatively biased gate-source voltage. Holes
generated during this process contribute to interface traps and oxide-
fixed-charge through reactions with Si-H bonds [31; 34; 35; 36].
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2.2.3 Reliability and Availability

When developing technical systems, it is necessary to measure indi-
vidual properties to facilitate a comprehensive comparison of various
solutions. For safety-critical systems, metrics in regard to reliability
and availability assume high importance alongside the usual perfor-
mancemetrics. Reliability and availability, though closely related, de-
scribe distinct aspects of a system.

Reliability serves as a metric measuring the capability of a system or
component to function as intended. In contrast, availability quanti-
fies the duration during which a system is capable of delivering its in-
tended service. While these measures share an intrinsic connection,
they describe different facets of system properties.

In the context of introducing faults and failures, two essential obser-
vations emerge: firstly, a fault can lead to a failure, and secondly, faults
are inherently unpredictable. A fault, being inherently unobservable,
manifests as a malfunction resulting from a system failure caused by
the fault. Locating andpredicting the exact occurrence of a fault is im-
possibledue to the stochasticnatureof randomfaults,which transpire
spontaneously. However, failures can be modeled using probability
theory, leveraging the stochastic characteristics of fault processes.

The expression of a system’s reliability often relies on the probability
that the system will provide the expected service without encounter-
ing a failure. A common approach involves using the Mean Time to
Failure (MTTF)definition,whichdenotes the average timeuntil a sys-
tem fails. This metric is grounded in a probabilistic system descrip-
tion, with reliability values ranging between zero and one. Over a suf-
ficiently extended operating period, every system or device is bound
to experience failure. As time progresses, the probability of a system
failure increases, and reliability converges to zero [37].
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The reliability functionR(t)offers ameans todescribe theprobability
of survival over time, denotedby t. Constrainedbetweenzeroandone,
the reliability function is generally defined by the count of failure-free
units n(t) up to time t relative to the initial quantity of units n. Con-
versely, the failure distribution functionF (t) complements the relia-
bility functionR(t), representing the probability that a systemwill fail
before reaching time t. The definitions of the reliability function R(t)

and the associated failure distribution function F (t) are as follows:

R(t) =
n(t)

n0
= e−λ(t)t, F (t) = 1−R(t). (2.1)

To articulate the reliability function, an exponential function and a
time-dependent failure rate λ(t) are employed. The failure distribu-
tion function of the system, denoted as F (t), is complemented by its
temporal derivative, yielding the failure density function f(t). The
probability density function f(t) must be normalized to adhere to
probabilistic principles. Consequently, f(t) is defined as follows:

f(t) =
dF (t)

dt
= −dR(t)

dt
,

∫ ∞

0

f(t) dt = 1. (2.2)

The time-dependent failure rate λ(t) represents the probability that a
system, which has not failed up to time t + dt, will experience a fail-
ure within this infinitesimally small time interval dt. It quantifies the
average number of units failing at a specificmoment in time and can-
not be measured for an individual unit. The expression for the time-
dependent failure rate is as follows:

λ(t) =
f(t)

R(t)
= − 1

R(t)
∗ dR(t)

dt
. (2.3)
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Figure 2.8: Bathtubemodel (refer to [37])

Estimating failure rates involves observing a substantial number of
comparable systems. A common pattern observed is that the fail-
ure rate of systems undergoes significant changes at the beginning
and ending of their operational lifetime. Early failures emerge im-
mediately after production, arising from manufacturing variations.
These failures can be pinpointed through system tests and induced
by straightforward system stress. Throughout the operational phase,
randomfailurespredominate, and the failure rateλ(t) canbe regarded
as relativelyconstant. Subsequently, as systemsprogress into thewear-
out phase post-operational phase, the failure rate experiences a sub-
stantial surge due to aging. The described bathtub model, showing
these three distinct phases, is illustrated in Figure 2.8.

TheMTTF represents the average time until a system failure occurs. It
is the arithmetic mean value of the reliability function R(t), aligning
with the expected value of the failure density function f(t). In the sys-
tem’s operational phase, the failure rate remains constant, leading to
the following expression:
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tion, failure distribution function, andMTTF (refer to [37] )

MTTF =

∫ ∞

0

tf(t) dt =

∫ ∞

0

R(t) dt
R(t)=e−λt

−−−−−−−→
∫ ∞

0

e−λt dt =
1

λ
.

(2.4)

The average time until a system failure, denoted as t = MTTF , is
calculated as 1/λ. For systems exhibiting a constant failure rate, the
MTTF is simply the reciprocal of that rate.

In Figure 2.9, the relationship between survival probability, failure
probability, MTTF, and failure rate is elucidated, focusing on a con-
stant failure rate λ.

The MTTF serves as a metric for measuring a system’s reliability, dis-
regarding potential repairs. In contrast, availability, a essential char-
acteristic for repairable systems, encompasses repair considerations.
It encompasses not only the MTTF but also accounts for the time re-
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quired to repair a system, known as Mean Time to Repair (MTTR).
MTTR signifies the average time necessary to repair a system failure,
capturing thedurationbetween theoccurrenceof a system failure and
the restoration of its service. When combined, MTTR and MTTF re-
sulting into the Mean Time between Failure (MTBF). In particular,
MTBF = MTTF + MTTR, representing the average time between
two system failures.

System availability is defined as the duration during which a system
consistently delivers the intended service. This is calculated by divid-
ing theMTTF by theMTBF.

A =
MTTF

MTTF +MTTR
=

MTTF

MTBF
(2.5)

2.2.4 Fault Tolerance

Fault tolerance techniques are designed to safeguard systems against
faults, enhancing their reliability and dependability. One of the most
prevalent strategies involves introducing redundancy into the system.
Typically, redundancy is categorized into three common types.

• Spatial redundancy: This redundancy concept is illustrated in
Figure 4.8c, involving the redundant executionof the same func-
tion on distinct hardware components. In N-Modular Redun-
dancy (NMR), the functionality is replicatedN times, employing
comparator and voting techniques to enhance system depend-
ability. Examples include Dual Modular Redundancy (DMR)
andTripleModularRedundancy (TMR), where theoriginalmod-
ule is duplicated two and three times, respectively. All redun-
dant modules receive identical inputs, and errors are detected
through result mismatches.
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Figure 2.10: Comparison of Redundancy (refer to [39])

• Informational redundancy: Illustrated in Figure 2.10c, infor-
mational redundancy relies on coding techniques. Extra infor-
mation isadded to theoriginaldata todetector correct errors, re-
ducingduplicationcosts. Thisapproach iswidespread in telecom-
munication channel encoding, featuring error-detecting codes
likeANcodesorError-CorrectingCode (ECC), suchasHamming
codes or Reed-Solomon-Codes [38].

• Temporal redundancy: Illustrated in Figure 4.8d, temporal re-
dundancy involves executing a function multiple times on the
same hardware module. The results from repeated executions
are compared, and temporal redundancy can handle transient
or intermittent faults. However, it is unable to detect perma-
nent faults, as a malfunctioning system consistently produces
the same incorrect result.
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Backward Error Recovery (BER) is a universal concept applicable to
most systems, utilizing one of the fault detection techniques previ-
ously introduced. In this method, the system cannot directly mask or
correct the fault. Instead, the last valid system state is utilized to re-
execute the flawed functionality. Examples include a DMR configura-
tion or the use of AN codes to detect errors. System checkpoints are
also considered as a form of Backward Error Recovery (BER). When
a fault is detected, the system reverts to the last valid checkpoint and
re-executes the functionality. Therefore, before creating a new valid
checkpoint, the systemmust ensure thecorrectnessof thecheckpoint.

UnlikeBackwardErrorRecovery (BER),ForwardErrorRecovery (FER)
or Forward Error Correction (FEC) not only detects faults but places
a greater focus ondirectly correcting the error. For instance, TMRwith
amajority voter is a typical spatial redundancymethod, while ECC is a
well-known informational redundancy technique capable of directly
correcting present faults. ECCs are particularly utilized for data stor-
age in memory and data transmission, being a common method in
telecommunications for transmitting data over noisy communication
channels.

The Sphere of Replication (SoR) provides a general description of re-
dundant execution mechanisms with a specific focus on spatial re-
dundancy. It remains independent of the employed error recovery
method and comprises three essential design parameters [41].

• Components: Determining which components should undergo
redundant execution andwhich should not is a critical decision.
Components without redundant execution are either not safe-
guarded or necessitate alternative concepts, such as informa-
tional redundancy (e.g., ECC).

• Outputs: Decidingwhich output signals to compare is essential.
Tominimize comparison overhead, only relevant signals should

39



2 Fundamentals

CORE

Fetch

Decode

Commit

CORE

Fetch

Decode

Commit

(a) stage-level

CORE

Fetch

Decode

Commit

CORE

Fetch

Decode

Commit

(b) instruction-level

CORE CORE

(c) off-core-level

BOARD BOARD

CORE CORE

(d) off-board-level

Figure 2.11: Sphere of Replication: Four different spheres are illus-
trated. The red arrows symbolized the comparison and
fault detection. (refer to [40])

be considered. However, abstaining fromcomparing critical sig-
nals threaten fault coverage. Designing the right balance is es-
sential for an effective fault detection strategy.

• Inputs: Identifying the inputs that require replication is crucial
to guarantee the correct behavior of redundant components.
Replicating the appropriate inputs ensures consistency and co-
herence in the performance of redundant elements.

In processor systems, four different SoRs are illustrated in Figure 2.11.
One of the primary distinguishing features of the SoR is the location

40



2.2 Dependability

where results (output) are compared, encompassing the components
generating the results and the correct inputs for those results.

Lockstepprocessors commonly employ either a stage-level or instruc-
tion-level SoR [42; 43; 44; 45]. The stage-level SoR, illustrated in Fig-
ure 2.11a, represents the most fine-grained redundancy mechanism.
It involves comparing the result of each pipeline stage, utilizing the
register values resulting from the previous stage to detect faults. This
method ensures a fast and timely fault detection, but the hardware
overhead is substantial. Eachpipeline stage requires at least one com-
parator to verify the result. This technique is equivalent to a DMR on
Register-Transfer Level (RTL).

Incontrast, the instruction-levelSoR, illustrated inFigure2.11b, avoids
comparing the result of every pipeline stage. Instead, it performs a
single comparison at the last pipeline stage before committing the
instruction result to the system state, which includes the processor
register or mainmemory.

Moving towards a more coarse-grained approach, Figure 2.11c illus-
trates the off-core-level SoR. Here, only data leaving the processor
core is checked for faults before being committed to the system state.
While this increases fault detection latency, it reduces the number of
required comparisons.

Finally, the even more coarse-grained SoR is demonstrated in Fig-
ure 2.11d. This off-board-level approach compares the I/O behavior
of two boards, where a deviation in the boards’ activities indicates a
system fault. While the previous SoRs can be implemented within a
multi-core architecture, the off-board-level SoR extends the compar-
ison scope to the external I/O behavior of the boards.
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2.2.5 Checkpoints

Checkpoints play a essential role in BER techniques, preserving the
system state to enable resumption or restoration to a later point in
time. The taxonomy illustrated in Figure 2.12 is commonly employed
to classify these checkpoints. The axis labeled "sphere of checkpoint"
defines thememoriesencompassedby theBER,drawingananalogy to
the SoR. However, the BER’s sphere encompasses the entire memory
hierarchy, extending up to the highest memory element of the check-
points. Faults within this sphere can be recovered by rolling back to
the last valid checkpoint, restoring the previous system state. Infor-
mation and data propagating beyond this sphere must be correct, as
they are not reversible by subsequent checkpoint restoration.

The second aspect of the taxonomy pertains to the locationwhere the
checkpoint is stored. Leveled checkpoints are stored on a lowermem-
ory hierarchy compared to the covered checkpoint. In a dual scheme,
the checkpoint is stored on the same hierarchy, and additional hard-
ware structures are employed for storage.

The third axis of the taxonomy differentiates the separation of the
checkpoint fromtheactivedata. Ina full separationscheme, thecheck-
point is entirely isolated from the active data. Conversely, in a partial
scheme, the active data and the checkpoint data share a common
memory. Modifications to the active data are tracked for potential
rollback. Changes can be monitored through buffering, renaming,
or logging methods. Buffering accumulates all changes since the last
checkpoint, renaming redirects modifications to prevent overwriting
current data, and logging saves both the old value and the modifica-
tions applied to the active data.
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2.2.6 Adaptive Fault Tolerance

Static Fault Tolerance (SFT) aims to enhance the dependability of sys-
tems by incorporating redundancy, duplicating data and operations
during design to achieve fault tolerance. The level of redundancy is
predetermined at the design stage, ensuring the system is appropri-
ately structured tomeet safety requirements. However, this approach
may lead to underutilization of resources if the system does not op-
erate at its maximum specifications. Systems designed with SFT are
typically tailored to a well-defined environment and predefined sys-
tem requirements.

While SFT satisfies in staticworkloads, itmayprove inadequate for dy-
namic scenarios, where less critical tasks requires guaranteed redun-
dancy, potentially leading to the rejection of critical tasks [47]. Static
Fault Tolerances areoptimized for specificworkloads andarenotwell-
suited to adapt to environmental changes.
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To overcome these limitations, the concept of AFT has been devel-
oped [48; 49; 50]. AFT is designed to successfully operate in dynam-
ically changing environments, providing systems with the ability to
adapt to varying conditions.

“Adaptive fault tolerance (AFT) is an approach to meeting
the dynamically and widely changing fault tolerance re-
quirement by efficiently and adaptively utilizing a limited
and dynamically chancing amount of available redundant
processing resources.”[48]

Environmental changes can result in alterations to both functional
andnon-functional requirements, including fault tolerancemeasures.
Consequently, Adaptive Fault Tolerances are defined as an approach
to dynamically fulfill varying fault tolerance requirements by adap-
tively utilizing limited processing resources.

In the face of environmental changes or node failures, adjustments to
functionality and operating strategies become necessary. An adap-
tive fault tolerance management system is employed to orchestrate
the processing systems and fine-tune the operating strategies. The
adaptivity of the strategy encompasses threemain types:

• Parametric changes of fault tolerant mechanism

• Anticipate faults throughmonitoring and control them

• Isolating faults of faults caused by common latent faults.

Complex systems often provide multiple services, consisting of nu-
merous individual components. To enhance system availability, the
quantity or quality of services may be reduced. Operating with lim-
ited system functionality prevents a complete system failure, a con-
cept known as graceful degradation, which falls under the concepts
of AFTmethods [47]. In graceful degradation, parametric changes are
made to the system to maintain reduced functionality. The system
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drops non-essential workload, ensuring a fail-operational state with
a basic reduced functionality.

In contrast to AFT, there is dynamic redundancy. This involves re-
placing a faulty component with a backup component, which can be
either in hot or cold standby mode. In hot standby, the backup com-
ponent runs in parallel in the background and automatically takes
over when the primary component fails. On the other hand, cold
standby requires the component to start before taking over.

2.2.7 Standards for Safety Critical Systems

When developing safety-critical systems, designers must adhere to
international standards and norms, which provide a framework and
guidelines on ensuring system safety. However, these standards of-
fer an abstract description of how functional safety is to be achieved,
leaving the specificmeasures open to interpretation.

A detailed description of functional safety is provided by IEC 61508,
titled "Functional safety of electrical/electronic/programmable elec-
tronic safety-related systems." This standard defines two key aspects.
Firstly, it defines that overall safety depends on the correct operation
of a system or equipment in response to its inputs. Secondly, it high-
lights the importance of detecting potentially dangerous conditions,
leading to the activation of a protective or corrective devices ormech-
anisms to prevent hazardous events or mitigate their consequences.

The standard introduces a hazard and risk analysis, requiring an as-
sessmentof twocategories. Thefirst categoryquantifies the likelihood
of a risk occurring, with six defined categories ranging from frequent
(many times in a lifetime - failures per year > 10−3) to incredible (can-
not believe that it could occur - failures per year > 10−7). The sec-
ond category assesses the consequence of the asset’s failure, with four
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Table 2.1: Acceptable failure rates according to the IEC 61508 (refer to
[51])

Safety Integrity Failure Probability Continuous
Level for a Function on-demand Failure Rate
SIL 1 10−2 ≤ F < 10−1 10−6 ≤ λ < 10−5

SIL 2 10−3 ≤ F < 10−2 10−7 ≤ λ < 10−6

SIL 3 10−4 ≤ F < 10−3 10−8 ≤ λ < 10−7

SIL 4 10−5 ≤ F < 10−4 10−9 ≤ λ < 10−8

defined categories ranging from catastrophic (multiple loss of life) to
negligible (minor injuries at worst). Based on a combination of these
factors, a Safety Integrity Level (SIL) is determined. Therefore, the
IEC 61508 outlines four different SILs, as shown in Table 2.1.

As seen in Table 2.1, SIL requirements vary based on functions, distin-
guishing between those on demand and those with continuous exe-
cution. For functions rarely used or ondemand, the standard employs
the failure probability F . In contrast, for frequently used or continu-
ously executed functions, the failure rate λ is utilized. Conventionally
expressed in Failure in Time s (FITs) units, where one fit unit corre-
sponds to one failure after one billion (109) operating hours, a contin-
uous operating functionalitywith SIL 4 should exhibit only one failure
per billion hours of operation or, equivalently, a FIT rate of one.

Several standards inherit from IEC 61508 and incorporate these prin-
ciples. Notable examples includeDO-178C for avionics, IEC 62279 for
railways, and IEC 62061 for machinery. The automotive industry re-
lies on ISO 26262, "Road vehicles - Functional safety," for electrical
and electronic systems in passenger vehicles, adapting the IE 61508
to suit automotive needs.

The standard distinguishes between systematic faults and random
faults [52]. Systematic faults manifest during the design and imple-
mentation phase, originating from human error. To mitigate system-
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Table 2.2: Suggested requirements associated to the ASIL class (refer
to [54])

ASIL RandomHardware Single-Point Latent-Fault
Level Failure Target Values Fault Metric Metric
B < 10−7 h−1 (100 FIT ) ≥ 90% ≥ 60%
C < 10−7 h−1 (100 FIT ) ≥ 97% ≥ 80%
D < 10−8 h−1 (10 FIT ) ≥ 99% ≥ 90%

atic faults, processes must be implemented to prevent their occur-
rence. Random faults, on the other hand, are unforeseen and unpre-
dictable. Hence, safetymechanisms are applied tomitigate the influ-
ence of a fault, maintaining independent functionality by detecting
and mitigating faults. Safety mechanisms may provide technological
solutions to tolerate faults or avoid and control failures.

For non-critical functionality, ISO 26262 introduces the class Qual-
ity Management (QM), indicating that no safety measures in regard
to the standard are required. When assigning an ASIL class to a haz-
ards analysis, three criteria are assessed [53]. Two classifications mir-
ror those used in IEC 61508: Severity, similar to the consequence of a
hazard, and Exposure, indicating the risk of occurrence. Additionally,
ISO 26262 incorporates Controllability, classifying the relative likeli-
hood that the driver can prevent injury through intervention. Based
on these three classifications, a level between A andD or QM is deter-
mined.

Reliability requirements are defined based on the ASIL, utilizing three
major metrics in ISO 26262:

• Random hardware failure (target values)

• Single-Point fault metric

• Latent-Fault metric
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The hardware failure rate denotes the maximum allowable FIT rate
for a hardware component. While, the single-point fault metric out-
lines the minimum number of individual faults, out of all possible
faults, that must be detected by at least one safety mechanism. Ac-
cording to the standard, a latent fault is classified as amultiple-point
fault, representing a combination of independent faults. In this sce-
nario, the safetymechanismor thedriver fails todetect thepresenceof
at least one fault. The latent-fault metric quantifies howmany of the
potential latent faults must be addressed by a safety mechanism. The
ISO 26262 provides suggestions for each of the metrics depending on
its ASIL classification. Table 2.2 provides an overview of the suggested
values.

Furthermore, the standard comprehensively defines all relevant time
intervals, as illustrated in Figure 2.13. Among these, themost relevant
is the Fault Tolerant Time Interval (FTTI), which establishes themaxi-
mum timebetween the appearance of a fault and themanifestation of
malfunctioning behavior leading to a hazardous event. This interval
represents the duration during which an unhandled fault can induce
a hazardous event. Within the FTTI, fault detection and subsequent
fault handling must be executed to prevent the occurrence of a haz-
ardous event. Two scenarios are considered:

• Transitioning into a Safe State: After detecting a faultwithin the
FaultDetectionTime Interval (FDTI), the systemrequires time to
transition into a safe state. The safe state is an operating mode
with an acceptable level of risk. The duration of transitioning
into the safe state is defined as the Fault Reaction Time Inter-
val (FRTI). Both FDTI and FRTI collectively sum up to the Fault
Handling Time Interval (FHTI), which must be shorter than the
FTTI.
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Figure 2.13: Safety relevant time intervals defined by the ISO 26262
standard (refer to [52]).

• Transitioning into Emergency Operation: In this scenario, the
system transitions into emergency operation before reaching
the safe state. Emergency operation is employed to prevent the
occurrence of a hazardous event and extends the time available
to reach the safe state. Graceful degradation can be an option to
facilitate the emergency operation.

Additionally, Table 2.3 provides an overview and comparison of de-
fined safety levels from different standards.
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Table 2.3: Comparison of safety levels (refer to [55])
Critical SystemDomain Safety levels (high to low)
General IEC 61508 SIL 4 3 2 1 -
Automotive ISO 26262 ASIL - D C/B A QM
Avionic DO-178C DAL A B C D E
Railway EN 50128 SIL 4 3 2 1 -

2.3 Mixed Criticality Systems

Mixed Criticality System (MCS) encompasses systems that execute
tasks with varying levels of criticality. A essential question in MCS
revolves around unifying conflicting demands for safety assurance
while efficiently managing resource utilization. This challenge arises
research questions such as exploration into theoretical aspects such
asmodeling, hardware platform design, software runtime implemen-
tation, and system verification [8].

Typically, criticality models in MCSs consist of two levels: tasks are
categorized as either critically important withhigh criticality (’Hi’) or
non-critical with low criticality (’Lo’).

The execution time of a task emerges as a crucial system parameter
for the modeling and design of MCSs. Critical tasks demand termi-
nation within specified time frames, requiring scheduling algorithms
that guaranteeexecution times for such tasks. Conversely, non-critical
tasks do not require this guaranteed execution times.

Within the context of scheduling critical tasks in mixed critical sys-
tems, aessential systemparameter is theWCET. TheWCETrepresents
the theoretically longest execution time a taskmight require, essential
for planning in worst-case scenarios, especially in the realm of hard
real-time systems [56].
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The distribution of potential andmeasured execution times is visual-
ized in Figure 2.14. The WCET represents the theoretical worst-case
execution time. It is important to note that the measured execution
times may not always reach this theoretical maximum due to insuffi-
cient inputs. Nevertheless, specific input combinations have the po-
tential to manifest the theoretical WCET.
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Chapter 3
RelatedWork

This chapter conducts a comprehensive reviewof relatedworkand the
current state-of-the-art in software, hardware, andhybrid approaches
aimed at enhancing system reliability. Special focus is placed on tech-
niques suitable formixed-critical systems. Theexploredsoftware tech-
niques and hardware architectures include strategies for fault detec-
tionand fault recovery. Transient faults are identifiedas themost com-
mon typeof fault in embedded systems [15; 16; 17]. Consequently, this
review focuses on approaches that address at least transient faults.

Fault detection techniques are classified, as outlined in Table 3.1, con-
sidering detection latency and the targeted fault modes. The review
comprises all these detection techniques except for Built-in Self-Test
(BIST).WhileMemoryBIST andLogic BIST arewell-known for detect-
ing permanent faults, this work specifically focuses on detecting both
transient and permanent faults. Therefore, BIST techniques are con-
sidered out of scope.
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Table 3.1: Comparison of online fault detection techniques (refer
to [57; 58; 59; 60])

Detection Technique Detection Latency Targeted Fault
Lockstep
Execution

Cycle-by-Cycle
Lockstep

Transient and
Permanent Faults

Checkpoiting Checkpoint
Interval (Low)

Transient and
Permanent Faults

Software-based
Redundant
Execution

Low

Transient Faults
(Single Core) and
Permanent Faults
(Multi-Core)

Dynamic
verification Low Transient and

Permanent Faults
Built-in Self-Test

(BIST)
Very Low

(Test Period ) Permanent Faults

3.1 Software Fault Tolerance

SWIFT stands out as one of themost prominent software-based safety
mechanisms [61]. Operating as a single-thread software approach,
it focuses on fault detection [62]. This method leverages the ILP of
the processor to minimize runtime overhead, making use of idle re-
sources to enhance execution time. SWIFT employs compiler-based
transformations to embed safety mechanisms directly into program
instructions. Instructions are duplicated to detect SDCs and incorpo-
rate an advanced Control Flow Checker (CFC) for detecting Control
Flow Error (CFE). The duplicated instructions differ on purpose to
avoid interference, utilizing distinct registers as operands and desti-
nations. Values fromboth sets of calculations are comparedwhenever
a store instruction attempts to write outside of the Sphere of Repli-
cation (SoR). SWIFT assumes that the main memory and caches are
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protected by ECC. To optimize performance, the SoR is limited to the
processor pipeline.

Chang et al. [63] introduce enhancements to the original SWIFT ap-
proach. The first improvement, SWIFT-R, adopts a TMR approach in-
stead ofDMR. SWIFT-R not only detects errors but also enables a fault
recovery mechanism based on majority voting. However, triplicating
execution introduces significant computational overhead. To address
this, the authors propose TRUMP, which refines the DMR concept of
SWIFT by introducing additional informational redundancy. Arith-
metic codes, where operands are multiplied by a constant value, cre-
ate this redundancy to protect calculations and detect errors. A more
lightweight solution is MASK, which utilizes statistical properties to
guard against bit flips in register values.

SWIFT and its improved techniques rely on temporal redundancy, de-
tecting transient faults but providing insufficient protection against
permanent faults. Moreover, these techniques utilize an indirect CFC
mechanism, safeguarding only certain operations to ensure valid val-
ues are written to main memory. However, these compiler-based ap-
proaches fall short of protecting against errors affecting the opera-
tional code of an instruction. For instance, if an error results in decod-
ing anon-store instruction as a store instruction, such executionflaws
remain undetected.

While these compiler-based solutions require no application-specific
knowledge, their error protection is limited to temporal and informa-
tional redundancy. Nevertheless, researchers have explored software
solutions to enhance application reliability for multi-core systems,
leveraging different cores for redundant program execution. The uti-
lization of spatial redundancy enables the detection of permanent
faults [61].
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Figure 3.1: Different redundancy configurations within a dataflow
graph. Data objects are marked as circles and data opera-
tions as square. On top a non-redundant execution graph,
on the bottom aDMR (left) and TMR (right) configuration.
(refer to [64])

For multi-core systems, various solutions are explored, with this the-
sis specifically concentrating on safety mechanisms at the hardware
level, presentingbare-metal low-level software-based solutions. How-
ever, it is noteworthy tomention that a prevalent higher-level solution
involves virtualizationwith hypervisors such as XtratuM, Linux-KVM,
PikeOS, and Jailhous [65; 66; 67; 68; 69; 70; 71]. These hypervisors are
configuredwith different partitions for safety-critical and non-critical
applications.

Dataflow programming models or programming languages designed
for parallel and stream-oriented execution are gaining attention in
embedded systems [72; 73]. Researchers have explored various fault-
tolerance approaches for these programming and execution models
to enhance system reliability. In dataflow programming or similar
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concepts, problems are represented as directed graphs illustrating the
relationships between data and operations on the data. Operations
can range from simple arithmetic to complex data manipulations.
State-of-the-art approaches leverage the dataflow concept by dedu-
plicating data operations and comparing results before committing
to the final data [64; 74; 75]. For example, Figure 3.1 illustrates a re-
dundant data flow graph, where regular actors (circles) are operations
on input data, achieving spatial redundancy by executing these actors
on different processing units.

Apart from the discussed techniques, various software fault tolerance
approaches formixed-criticality systemsare found in the literature [76;
77]. Unlike fault tolerance mechanisms based on dataflow models,
these techniques focus on task scheduling. The key difference be-
tween dataflow and task execution lies in granularity, with dataflow
graphs being fine-grained and software tasks being coarse-grained,
consisting of data with different lifetimes and not necessarily follow-
ing a stream of data.

Recently, researchers emphasize scheduling redundant tasks to en-
hance reliability against transient faults. TypicallyutilizingN-Modular
Redundancy (NMR), where each of the N copies is scheduled on dif-
ferent computing units, faults are detected by a voter comparing the
results of each copied task [17; 78; 79; 80; 81]. Re-executing the faulty
task is a commonapproach [76]. Current research inMixed-Criticality
Systems (MCS) not only considers scheduling redundant tasks but
also explores power-aware scheduling and the re-execution of soft-
ware tasks.

All these approaches share the use of a software voter to detect dif-
ferences in results or computational behavior. However, the software
voter itself may be susceptible to faults, resulting inmisbehavior.
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3.2 Hardware Fault Tolerance

Fault tolerancemechanismsandsafetymeasuresat thehardware level
for multi-core devices can be categorized at different abstraction lev-
els [82]. The lowest levelpertains to thenanoscale, encompassing fault
tolerance mechanisms in the physical and structural domains. In the
physical domain, strategies such as hardening transistors and regis-
ters, such as radiation hardening, resilient transistors against faults,
and design margin-based mitigation techniques (e.g., operating at
higher supply voltages, gate sizing, body biasing, circuit guard band-
ing) are employed [60; 83; 84; 85]. In the structural domain, hardening
occurs at the circuit level or Register-Transfer Level (RTL), often utiliz-
ing redundancy (spatial, informational). Common methods involve
triplication and voting, shadow registers (spatial redundancy), and
ECC (informational redundancy) [58; 86].

ForAMDFPGAs, tools suchasTMRTool andSEMareavailable for con-
trolling and mitigating faults [87; 88]. TMRTool utilizes a synthesis
netlist to harden designs by triplicating design instances.

TheSTRVprocessoremployshardening techniquesat theRTL level [89].
A fine-grainedTMR technique, triplicating the circuit andflip-flops, is
used toenhance systemreliability,withamajority voter correctingpo-
tential faults. TheDuckCore protects each pipeline register with ECC,
introducing informational redundancy [90]. The SHAKTI-Fprocessor
combines the STRV and DuckCore cores [91]. ECC is used for register
protection, and additionally, the data path of the ALU is safeguarded
by a DMR scheme, where the circuit is duplicated, and a comparison
is employed for fault detection.

All these hardware-based approaches and techniques are static and
are designed during system design time. The fault tolerance mecha-
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nismsare implementedbyhardwaredesignersandremainunchanged
during runtime.

On the component level, architecture features are applied to enhance
system dependability and reliability. Similar to the nanoscale level,
two major aspects classify the component level. The first involves
hardeningcomponentsagainst faults, typicallyutilizing informational
redundancy and Forward Error Correction (FEC). ECC is a common
hardening technique. TheLEON3FTandLEON4FTuseECCtoharden
memory blocks [18; 92]. The protection of the LEON3FT focuses on
safeguarding on-chip memory, the pipeline, register files, and cache
memoryagainstSEU. Therefore, component-levelhardening isachiev-
ed throughnanoscalehardening, implementingallflip-flopswithTMR
and safeguarded them against a single SEU [92].

The second aspect involves introducing redundancy to detect and
apply fault mitigation. Various architectures are explored in litera-
ture and for COTS architectures. The following presents different ap-
proaches, fromdynamicverification to full redundantDual-CoreLock-
step (DCLS) withDMR and Triple-Core Lockstep (TCLS) with TMR ar-
chitectures.

Dynamic verification for processors aims tominimize complete repli-
cation of the architecture and reduce added redundancy. Instead of
replicating the entire pipeline, the approach concentrates on verify-
ing the results of a calculation. One of the pioneering approaches in
this domain is DIVA [93]. DIVA extends the processor pipeline with a
check unit before committing the result to the write-back stage. Fig-
ure 3.2 illustrates the architecture of the DIVA approach. The checker
unit compares the result of thepreviouspipeline stageswith a recalcu-
lated value. Thus, the checker unit repeats the calculation, and in the
event of amismatch, an exception is triggered. Furthermore, the com-
munication from the processor pipeline to the register file and mem-
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Figure 3.2: Architecture of the DIVA architecture (from [93])

ory is verified as well. DIVA does not directly check for CFEs, focus-
ing on the detection and mitigation of SDCs. However, critical CFEs
resulting in a processor hang are detected by a watchdog within the
checker unit.

The DIVA architecture’s concept is expanded and demonstrated on
the LEON3processor [94]. Instead of assuming a fully reliable checker
unit, the authors flush the pipeline and re-execute the flawed instruc-
tion to enhance reliability. Another approach, Argus, utilizes the tech-
nique of dynamic verification and incorporates an additional check
for CFEs [95]. However, the control flow checker requires additional
pre-computed information and is not a pure runtime solution. There-
fore, this approach is classified as a hybrid solution and is discussed
later.

The ρ-VEX is an academic reconfigurable Very Long InstructionWord
(VLIW) processor architecture originally developed atDelft University
of Technology by Wong et al. [96]. It is configurable and extendable
based on the VEX ISAwith a five-stage pipeline design. The number of
issue slots can be chosen (e.g., 2, 4, or 8). Each issue slot contains dif-
ferent functional units and is also called apipeline. Eachpipeline con-
sists of an ALU and configurable components (e.g., multiplier, mem-
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Figure 3.3: ρ-VEX Processor with adaptive ILP control to increase fault
tolerance (from [97])

ory access unit, or branch control unit). The Hewlett-Packard VEX
software toolchain is used to compile C code based onmachinemod-
els of the ρ-VEX.

TheVLIWprocessordesignof theρ-VEX is leveraged toexplorevarious
fault tolerance mechanisms. One such mechanism applied to the ρ-
VEXarchitecture focuses on register protection [98]. Similar to circuit-
level approaches on the nanoscale, processor flip-flops (FFs) are trip-
licated, and a TMR voting is employed to eliminate SEU. Importantly,
this fault tolerance mechanism is configurable at runtime, making it
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an architectural feature that adapts the platform to the application’s
requirements. Non-critical applications without the need for FF pro-
tection can save energy consumption by disabling the triplicated FFs.

A fully architectural safety feature is presented by Sartor et al. [97; 99;
100]. The authors extend the ρ-VEX architecture with adaptive fault
tolerance support. Pipelines are duplicated, and a pair of pipelines
is always used to compare results, as shown in Figure 3.3. This archi-
tecturemodificationabstracts the safetymechanism, requiringnoad-
justment of the binary code.

The issue slots of the pipeline are capable of executing in both non-
redundantandredundantmodes. In the redundantmode, thepipeline
and its redundant counterpart are checked todetect faults. Twostrate-
gies are presented for scheduling redundant computation. The first
strategy duplicates computation when possible. Empty pipelines are
utilized to execute redundant computation whenever feasible. Each
time the redundant counterpart has a NOP operation, the duplicate
when possible strategy duplicates the computation, and the results
are compared by the checker unit.

VLIW compilers optimize the Instruction-level Parallelism (ILP) by re-
ducing the number of NOP operations. However, the duplicate when
possible strategy relies on the availability of free pipelines and issue
slots to increase fault tolerance. The second strategy aims to increase
the availability of free pipelines.

Regardlessof the strategyused, theprocessorarchitecture implements
a rollbackmechanism tomitigate SEU.

A similar approach for VLIW architectures is investigated by Psiakis
et al. [101; 102]. Similar to Sartor et al., the approach uses hardware-
based rescheduling of operations within the VLIW bundle of pipeline
instructions. However, the proposed hardware architecture supports
moreflexibility incomparison. Acommit interconnect isused to freely
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compare results from different pipelines of the VLIW processor. Fur-
thermore, the results of a bundle of instructions are stored for later
comparison, leading to timely independent calculations of the results
for voting.

The hardware architectural modification allows a more sophisticated
scheduling approach of NOP Exploitation with Dependency Aware-
ness (NEDA). NEDA exploits NOP instructions not only within an in-
struction bundle but also reschedules redundant execution overmul-
tiple points in time. It uses the flexibility to schedule redundant cal-
culations freely within an instruction bundle and takes advantage of
using a later instruction bundle. Only when not enoughNOP instruc-
tions are available or the dependency between two instruction bun-
dles does not allow delayed voting, NEDA inserts a complete redun-
dant instruction bundle. Furthermore, the presented architecture can
compare three results and usemajority voting to correct errors.

In addition to detecting and mitigating transient faults, Psiakis et al.
[102; 103] investigate detection and countermeasures against perma-
nent faults for the VLIW architecture. The approach uses slots with
NOP instructions to detect faults. Whenever a permanent fault of an
execution unit is detected, the instruction is rescheduled to either a
different pipeline or a different time slot. During execution, the pro-
posed scheduler rebinds both the faulty and redundant instructions.

Thepresentedapproaches forVLIWarchitectures aredesigned topro-
tect the calculation and operation of individual pipelines. However,
the fault tolerancemechanismsdonot targetCFEs resulting fromfalse-
ly fetched instructions.

DCLSandTCLS involve full architecturalmodifications, where the en-
tire processor core is replicated, and checkers (DCLS) or voters (TCLS)
are placed to detect faults. These voters operate on a far coarser ab-
straction level compared to the nanoscale level.
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Figure 3.4: TriCore lockstep architecture (from [43])

Lockstep processors arewidely used to increase systemdependability
and reliability. These processors execute instructions independently
on twoormore cores andcompare the results before changing the sys-
tem’s state. One of the most common DCLS processor cores for au-
tomotive applications is the Infineon TriCore [43; 104]. The TriCore,
built on a custom ISA for embedded processors, is integrated into the
Infineon highly reliable AURIX processor systems (e.g., AURIX TC2xx,
AURIX TC3xx, AURIX TC4xx). The lockstep architecture of the TriCore
is illustrated in Figure 3.4.

Arm introduced the Cortex-R5, a real-time lockstep processor that
incorporates split-lock technology, offering configurable redundancy
for processor clusters. The split-lock technology allowsusers to set the
redundancy of a processor cluster through a control register during
boot time, configuring two physical cores to operate independently
or in a DCLS configuration [105; 106]. Building on the DCLS design
of the Cortex-R5, Iturbe et al. [107] presented a TCLS implementation
with three physical cores grouped into one logical core. This configu-
ration executes the same program, employing amajority voter to cor-
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rect faults before they propagate tomemory or I/O ports. Correctable
errors detected by error detection units trigger the resynchronization
logic to correct the processor state.

With theDynamIQ Shared Unit AE for automotive applications, Arm
extended the split-lock technology to its application processors, such
as the Cortex-A65AE, Cortex-A76AE, and Cortex-A78AE [108; 109;
110]. The DynamIQ Shared Unit AE offers three modes for a compute
cluster of two, four, six, or eight cores: Split-mode, Lock-mode, and
Hybrid-mode [111]. In Split-mode, all cores operate independently
without redundancy. Lock-mode utilizes half of the cores for redun-
dant execution, comparing the results of the primary and redundant
cores to detect faults. In Hybrid-mode, applicable only to clusters
of two or four cores, all processor cores run independently in high-
performance mode, with safety mechanisms targeting the DynamIQ
SharedUnit and thecommoncontrol logicof thecomputecluster. The
configuration of any of the three modes affects all cores of the cluster
andmust be done after reset.

Both Infineon’s TriCore and Arm’s DCLS solutions rely on software-
based fault recovery. CEVERO, building on the PULP platform [112],
extends it with a fault tolerancemodule [113], implementing anDCLS
architecture. The fault tolerance module halts both processor cores
and rolls back to the last safe state upon detecting a fault, managing
the complete recovery process in hardware and abstracting it from the
program.

Shukla and Ray present a reconfigurable DCLS similar to Arm’s split-
lock approach for a quad-core processor platform [114]. The proces-
sor cores are custom-designed based on the RISC-V ISA [115] and im-
plement both fault detection and fault recovery.

Ulbricht and Junchao et al. introduce a processor architecture based
on ResiliCell [116; 117]. The platform is based on the PULP architec-
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tureusing theRISC-VRI5CYcore [112]. TheRI5CYcore is enhancedby
ResiliCells to enable runtime AFT and switch between different NMR
modes. ResiliCell takes inspiration from shadow registers, operating
asanarchitectural feature. Insteadofdirectly improving reliability, Re-
siliCell acts as a feature, replacing one FFwith two. When the platform
switches to a reliablemode, the slave FF is programmedwith the value
of the original FF. Each FF in the processor design is replaced with a
ResiliCell. The switch betweenNMRmodes is configured by aHighRel
Framework Controller, which reconfigures the core based on an SEU
Monitor, Aging Monitor, or an Event Unit. The reconfiguration pro-
cess involves programming the slave FF, rerouting input signals, and
enabling checker or voting logic.

Rogenmoser et al. [118; 119] introduce an on-demand redundancy
approach for a multi-core cluster based on the PULP platform [112].
The architecture is extendedby aHybridModular Redundancy (HMR)
module. The module controls the processing cores, detects faults,
andmitigates them. Thework investigates an on-demand solution for
both DCLS and TCLS configurations. Similar to Arm, the redundant
execution is called lock mode, and the non-redundant and unsafe ex-
ecution is called split mode. Rogenmoser et al. do not change the core
itself and use existing interfaces such as the debugging interface. The
architecture is illustrated in Figure 3.5.

The HMR module efficiently manages comparison and fault detec-
tion. The authors explore two distinct approaches for handling de-
tected faults. In the first method, a software solution triggers an in-
terrupt upon fault detection. In the second approach, the HMR takes
control of processor cores through the debug interface, rectifying pro-
cessor register values such as Control and Status Register, Program
Counter, and register file content.
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Figure 3.5: Triple-Core Lockstep configuration of the on-demand and
hybridmodular redundancy (from [118])

Ulbricht and Junchao, amongothers, employResiliCells to transfer the
processor state and restore the original state after completing a re-
dundant execution. Rogenmoser et al., in contrast, unload the pro-
cessor state of each core. The Control and Status Registers (CSRs) and
Program Counter (PC) register, as well as the register file content, are
then pushed to the stack associated with each core. The current stack
pointer of each core facilitates writing the processor state to themain
memory. Once all cores have offloaded theprocessor state to themain
memory, they collectively read the state of the main core. By read-
ing and loading the state of the master to the redundant cores, the
state transfer is successfully executed. The stack pointer of each core
is saved in theHMRunit and is utilized for both entering and leaving a
locked configuration. Whenever a core exits the locked configuration,
it restores its original state from the stack in themainmemory.
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While the architecture might be deemed a hybrid approach based on
software routines, the realization of both state transfer and fault re-
coverywithin theHMRmodule classifies this work as a pure hardware
solution.

Theongoing investigationhas focusedon fault tolerancemechanisms
forhardwareatafine-grained level. However, architectural approaches
allow for more flexible and coarse-grained strategies. One such ap-
proach is checkpointing,wherevariousworksexploit this techniqueat
different levels. Koch et al. [120] introduced a checkpointing concept
at the RTL level, modifying selected registers to create or rollback to
a previously created checkpoint. Bourge et al. [121] adapted this con-
cept, exploringmethodologies for automatically creating checkpoints
fromhigh-levelhardwaredescriptions, integrated intoanopen-source
High-Level Synthesis (HLS) tool. Anotherhardware checkpointingap-
proach, investigated by Kreß et al. [Kre23], utilizes more reliable Non-
VolatileMemory (NVM)cells to store thecheckpoint and fastCMOSFF
for logic interaction. Both typesofFFsare fused intoahybridmagnetic
FF, representing low-level checkpointing approaches considered as
general hardeningmethods for digital logic.

Checkpointing, as anarchitectural feature forprocessors, hasbeenex-
plored by various authors. RECORD presents a checkpointing mech-
anism at a register level [122]. It employs a logging approach for the
register file and the PC. When a fault is detected, the approach un-
does the changes and rolls back to the last logged checkpoint. The re-
covered checkpoint restores the register file and utilizes the saved PC.

CARER [123] and SWICH [46] are two similar approaches to realize
checkpointing at the cache level. Both approaches employ a logging-
based approach with a dual scheme. The checkpoint is stored on the
samememory level as the active data, using dedicated cache lines for
checkpoint data. SWICHextendsCARER’s checkpoint strategy to sup-
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port larger checkpoint windows, simultaneously holding two check-
points within the cache. SafetyNet is another logging approach cov-
ering cache data [124], further extended to the main memory, using
additional checkpoint storage for each core in amulti-core system.

Authors have explored the use of Transactional Memory (TM) to en-
hance system reliability. TM logs changes and commits them as a
transaction. However, transactions can be aborted, and the logged
changes are undone—similar to a checkpoint and recovery mecha-
nism. LBRA [125] isbasedon theLogTM-SETMimplementation [126].
The Hardware Transactional Memory (HTM) logs the changes of the
leading master core and the trailing slave core. Both cores automati-
cally create a signature over the loggeddata. If an error is detected, the
log is traversed backward andused to restore the unmodifiedmemory
state. FaulTM [127] is another HTM approach, employing HTM error
detection and recovery proposals based on a HTM architecture. Be-
fore committing results, the logged write-sets of two redundant cores
are compared. If a fault is detected, the transaction is aborted, and the
changes are undone.

A multiversioning approach based on HTM is investigated by Am-
slinger et al. [128; 129; 130]. This approach is designed for a system
that introduces slack between two cores executing the same function-
ality. To fully utilize the slack, the comparison is detached from syn-
chronization points. Multiple versions of transactions are logged and
stored. The leading core continuously speculates and compares the
transaction of the trailing corewith its corresponding transaction ver-
sion. In the event of a detected fault, both cores promptly abort the
transaction.

However, the presented TM approaches predominantly explore auto-
matic hardware solutions for fault detection and transaction aborting.
Less explored is the transfer of the program state between two ormul-
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tiple cores. Consequently, these approaches utilize multithreading to
efficiently distribute redundant functionality.

3.3 Hybrid Hardware and Software Fault
Tolerance

One prominent example of a hybrid solution is Argus [95], a system
that integrates safetymechanismsand faultdetection techniquesacross
diverse targets. Argus addresses the four fundamental aspects of pro-
cessor operations, namely control flow, dataflow, computation, and
memory, employing a hybrid strategy by selecting hardware or soft-
ware solutions based on the specific operation.

Argus incorporates a computation checker to identify errors in func-
tional units. For the multiplier and divider, arithmetic codes are em-
ployed todetect faults during execution,while theALUemploys a spe-
cific checker at the logical level. The memory subsystem utilizes ECC
for error detection, all of which are hardware-based solutions. How-
ever, the control flowdataflow checker employs a hybrid approach. In
this instance, the hardware undergoesmodification to calculate State
History Signatures (SHSs) for various components. These signatures
are then compared with pre-computed Dataflow and Control Signa-
tures (DCSs) that are embedded into the program instructions. This
approach in Argus shares similarities with other dynamic dataflow
verification methodologies [131]. A comprehensive illustration of the
Argus implementation for a simple processor core is provided in Fig-
ure 3.6.

Control flow checking is a well-established hybrid fault tolerance ap-
proach, with various techniques explored in the literature. Ragel et
al. [132] and Azambuja et al. [133] introduce a hybrid error-detection
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Figure 3.6: Argus-1 implementation: Dark boxes represent hardware
added for Argus-1 (from [95]).

technique calledHETA, combining softwareprotectionwith anexten-
sion of the processor. These methods introduce additional instruc-
tions that control additional RTLhardware units to detect control flow
errors, necessitatingmodifications to both hardware and software.

Hoppe et al. [134; 135; 136] propose trace-based techniques for con-
trol flowchecking. Insteadof introducing additional architectural fea-
tures, they leverage existing processor debug and trace infrastructure
such as Arm CoreSight [137] or Frontgrade Gaisler’s Debug Support
Unit (DSU) [18]. Trace information is then used to externally compare
the control flowwith a statically analyzed possible control flow graph.

Checkpoint and recovery approaches enhance the processor to create
checkpoints and restore an old checkpoint when necessary. Reli em-
ploys a logging-based approach, implementing custom instructions
to realize checkpoint and recovery functionality [138]. The software
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utilizes these functions to create checkpoints and recover from faults
as needed.

Haas et al. [139; 140] employ transactional memories for fault toler-
ance, utilizing Intel’s HTM system (TSX) [141] to restore the original
processor state upon fault detection. The software is instrumented to
create a set of transactions, comparing the set with a redundant exe-
cution using two different cores — one leading and the other trailing
in time.

Watchdogs, as hardware timers initiated by software, play a crucial
role in faultmitigationwithina specified time interval. If thewatchdog
timer is not reset within the given timeframe, the hardware architec-
ture intervenes to address the fault. In typical system behavior, a re-
set occurs, aswatchdogs are designed to detect processor hangswhen
software fails to reset the timer. For multi-core processors, multilevel
watchdogs can enhance system reliability [65]. Nostradamusdemon-
strated the utilization of watchdogs in out-of-order processors to de-
tect control flow errors [142].
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Chapter 4
Adaptive Redundancy

In this chapter, the concept and principles of AR, which draw inspi-
ration from the concept of Adaptive Fault Tolerance (AFT) is intro-
duced. AR is tailored to accommodate applications with varying re-
quirements concerning fault detection and mitigation such as ap-
plications for Mixed Criticality System (MCS). The concept of AR is
published and presented in [Kem23b]. Furthermore, the chapter dis-
cusses the conditions for applying AR to multi-core systems, specif-
ically how the processor state can be transferred between processor
cores.

4.1 The Concept of Adaptive Redundancy

4.1.1 Introducing Adaptive Redundancy

Implementing adaptive redundancy inmulti-core architectures offers
a broad strategy for achieving adaptive fault tolerance. Adaptive re-
dundancy, in this context, refers to a system’s ability to dynamically

73



4 Adaptive Redundancy

adjust its reliability byaltering the level of redundancy it employs. This
adjustment can be accomplished through software implementation
or hardware means, such as a processor executing specialized soft-
ware. From a reliability standpoint, hardware solutions tend to yield
superior results. Nevertheless, conventional hardware solutions often
lackflexibility and feature static designs,making them less suitable for
mixed-criticality applications that require variable levels of reliability.

This work introduce the concept of Adaptive Redundancy (AR) as a
dynamic system capable of adjusting its reliability by modifying the
level of provided redundancy. The primary goal of AR is to achieve the
required system dependability whilemanaging the trade-off between
redundancy and performance. The concept targets to implement and
realize Adaptive Fault Tolerance (AFT) (refer to 2.2.6).

The adjustment of redundancy can be implemented across various
domains, andonesuchdomain involveschanging the (SphereofRepli-
cation (SoR)) (refer to 2.2.4). For instance, a system initially operat-
ing with fine-grained redundancy, such as instruction-level redun-
dancy, can be reconfigured to adopt coarse-grained redundancy, such
as core-level redundancy. The reconfiguration process is illustrated in
Figure 4.1.

The illustrated example aims to demonstrate the differences between
instruction-level SoR and core-level SoR, as well as the advantages of
each approach. In the original instruction-level configuration, each
individual instruction’s result is compared before taking it into effect.
However, a core-level redundancy approach, which is more coarse-
grained, performs comparisons on data leaving a processor core, al-
lowing multiple instructions to be executed between two compar-
isons. As a result, the comparison frequency in core-level SoR is lower
compared to instruction-level SoR, providing greater flexibility in lo-
cating redundant executions across various units.
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CORE
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Reconfigure SoR

Figure 4.1: TheSphereofReplication (SoR) is reconfigured fromafine-
grained instruction-level redundancy to a core-level con-
figuration.

On the other hand, instruction-level compression necessitates a high
frequency of compression, and any additional latency introduced sig-
nificantly impacts the system’s performance. In this scenario, the pro-
cessor must stall until instruction comparisons are complete, result-
ing into a close coupling between cores and the voter to avoid perfor-
mance penalties. Moreover, data required for compression must be
provided immediately.

Using instruction-level SoR offers an advantage in terms of fault de-
tection latency. Themaximumdetection latency is determined by the
distance an instruction has to travel from the fetch stage to the voting
stage (commit stage), as well as any processor stall time (e.g., cache
miss). In contrast, a coarse-grained core-level SoR, due to reduced
compressions, exhibits a larger fault detection latency. Faults are not
detected at the instruction level; instead, they are only detected when
data is leaving a processor core. The time interval during which data
leavesacore isordersofmagnitude larger than the timeneeded topro-
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cess an instruction. Therefore, before data is written to a lower mem-
ory hierarchy (e.g.,mainmemory), a fault detectionmechanism is ap-
plied to ensure only flawless and valid data is written upon leaving the
SoR. If faulty data is detected, a fault handling mechanism must be
employed to prevent data corruption and maintain a consistent sys-
tem state.

Adaptive redundancy covers another essential aspect. This covers the
level of redundancyprovidedby the system, especially in systemswith
varying dependability requirements. The ability tomodify the level of
provided redundancy allows the system to adapt to current situations
and provide necessary redundancy when required. Surplus resources
from cases with lower dependability needs can be efficiently utilized
for other tasks and functionalities. The system can smoothly tran-
sition between different redundancy configurations, such as from a
non-redundant to aDualModular Redundancy (DMR) configuration,
or from DMR to Triple Modular Redundancy (TMR) configuration.
Such reconfigurations enable precise control of the system’s reliabil-
ity and dependability demands. While a system without redundancy
lacks fault detection capability, employing DMR or TMR enables the
identification and, in the case of TMR, even immediately correction of
incorrect behavior.

4.1.2 Adaptive Redundancy for Multi-Core Processors

Figure 4.2 provides a illustration of a reconfiguration example for a
processing systemwith twophysical cores. Here, aphysical core refers
to a hardware processor core capable of independently executing pro-
gram instructions (as illustrated in Figure 4.2a). When these physi-
cal processor cores are reconfigured intoDMRorTMRconfigurations,
they form a logical core, as shown in Figure Figure 4.2b. A logical core
cancompriseoneormorephysical coresexecuting thesame function-

76



4.1 The Concept of Adaptive Redundancy
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(a) Two physical cores independently
executing two different programs
(green and blue).
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Executing
Program
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Logical Core

(b) One logical core consisting of two
physical cores. Both cores execute
the same program (red).

Figure 4.2: Reconfiguration from two physical cores (4.2a) into one
logical core (logical)

ality or program. In the simplest case, each of the two physical cores
operates independently, forming two separate logical cores (as seen
in Figure 4.2a). However, in a DMR or TMR configuration, two or re-
spectively three cores redundantly perform the same instructions. For
processor cores, this means executing the same functionality, appli-
cations, or program, making them part of the same logical core since
they perform identical logical tasks and are functionally equivalent.
The logical core includes all physical cores associated with the DMR
or TMR configuration.

The concept of AR offers a versatile approach to effectively imple-
menting and managing system dependability. It enables the system
to choose an optimal balance between reliability and performance by
dynamically managing the applied adaptive and changeable redun-
dancy at runtime. This adaptabilitymakes AR particularly well-suited
for mixed-criticality applications.

In a mixed-critical application, the system deploys various functions
or tasks with different levels of criticality on a common physical plat-
form. The system must meet the necessary application dependabil-
ity requirements, including timely detection and response to system
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faults for critical services. The ability of AR to adjust redundancy lev-
els at runtime ensures that resources are allocated efficiently based on
the current criticality demands. Duringperiods of lower criticality, the
systemcanoptimizeperformanceby reducing redundancy,whiledur-
ing critical tasks or high-demand periods, it can increase redundancy
to enhance fault tolerance and overall reliability.

To illustrate this concept, consider themixed-criticality application il-
lustrated in Figure 4.3. This application follows a widely adopted ap-
proach of categorizing functions into two criticality levels: low and
high. Functions with low criticality (Lo) are executed independently
on a single physical core, while functions with high criticality (Hi) are
assigned critical sections (highlighted in red) and require redundant
execution.

Non-critical functions funcA, funcB, and funD have a Lo criticality
level and run in parallel on core 0 and core 1. Each function is exe-
cuted independently on a dedicated physical processing core. How-
ever, when a critical function (funcC or funcD) is scheduled for exe-
cution, the processor cores are reconfigured into a single logical core,
combining the processing power of core 0 and core 1. This logical core
provides a safety mechanism for fault detection.

The given example demonstrates the usage of spatial redundancy as
a method to detect permanent system faults. Spatial redundancy in-
volves parallel execution of the same functionality on multiple inde-
pendent units, whereas temporal redundancy relies on re-executing
functions on the same unit at a later time.

During theexecutionofacritical section, the systemreconfiguresboth
independent physical cores into one logical core. In this configura-
tion, the same code is executed on both cores, and their results are
compared using a chosen SoR, such as instruction level or core level.
This redundancy mechanism allows for the detection and, if neces-
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Figure 4.3: Schedule with different criticality. The critical functions,
funcC and funcE, are assigned to a critical section (redun-
dant execution), where the current program of the slave is
suspended and the state of themaster is taken. When leav-
ing the critical section, the suspended program is resumed
by restoring the previous state.

sary, masking of potential faults that may occur during program exe-
cution. It is important to note that a critical section may encompass
a specific subsequence of program code within a function, not neces-
sarily limited to the entire function level.

To achieve the reconfiguration of two independent physical cores into
one logical core, the state of themaster core must be replicated onto
the slave core, ensuring that both cores behave identically during the
execution of the program.

The termmaster core refers to the physical corewithin the logical core
that provides the functionality and state of the program. On the other
hand, the term slave core refers to the receiving core, which is used
for the redundant execution of themaster core’s program. Essentially,
the slave core takes over the program and state from themaster core,
ensuring that both cores execute the same code. By replicating the
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master core’s state onto the slave core, the logical core achieves redun-
dancy, effectively detecting and handling potential faults.

The concept of adaptive redundancy extends beyond MCSs and pro-
vides a broad solution for realizing Adaptive Fault Tolerance (AFT) in a
wide range of systems. AFT involves a system’s ability to adapt and re-
spond to internal or external events, ensuring the system fulfills its de-
pendability requirements. The concept of Adaptive Redundancy (AR)
takes into account the need for systemadaptation and encompasses a
reconfigurationprocess that canbe triggeredeither internallyorexter-
nally. These triggers can arise fromevents such as program schedules,
input signals, or interrupts, prompting the system to implement carry
out execution of program code.

The replication process of AR formulti-core processors involves copy-
ing andmoving the complete processor state of themaster to the slave
core. Once the state is copied, both cores execute the same code re-
dundantly. While a Hi function is being executed, the original code
of the slave core is suspended. Consequently, the processor state of
the slave core is preserved during the state replication and restored
upon leaving the logical core. Meanwhile, themaster core continues
executing the codewithout interruption, as its program code remains
unaffected. However, the slave core needs to restore its original state
to resume the suspended program.

As previously discussed, adaptive redundancy inmulti-core architec-
tures offers a flexible approach to achieve AFT and support MCS ap-
plications. The presented redundancy adaptations cover two differ-
ent domains: one involves the change of the used Sphere of Replica-
tion (SoR), and the other addresses the system-provided level of re-
dundancy.

The implementation and realization of the AR concept can be ap-
proached in variousways, allowing for flexibility and adaptability. The
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most versatile solution involves a software implementation, enabling
temporal or spatial redundant execution of the application code. In
this approach, the software must incorporate a software comparator
or voter to detect faults, and the fault handling and potential correc-
tion aremanaged by the software [64; 143].

Hybrid solutions represent amixture of software and hardware-based
approaches. Here, the software leverages specific hardware safety
mechanisms to detect faults. For instance, hardware-supportedDCSs
canbe employed to identify data and control flow faults,making them
a typical hybrid solution [131]. Such solutions may require the use of
special instructions for fault detection during code execution, which
are specific to the processor [95]. However, this implementation can
introducestaticoverheadandperformancedegradation innon-critical
compute sections.

Froma reliability standpoint, hardware solutions generally yieldmore
robust results. However, traditional hardware approaches tend to be
less adaptable and possess a static design, whichmight be unsuitable
for mixed-criticality applications where reliability requirements vary.

This work aims for a minimally invasive solution in which the hard-
ware abstracts and hides most of the AR implementation. The goal
is to minimize the software’s responsibilities concerning AR tasks, re-
ducing its complexity andpotential points of failure. Hybrid solutions,
while effective in certain scenarios, may introduce overhead and per-
formance penalties in non-critical sections of code.

To achieve these objectives, a programming interface for applications
with AR is introduced. The example interface is based on aC++ imple-
mentation and allows precise control of the used redundancy, ensur-
ing efficient and reliable utilization of adaptive redundancy in multi-
core architectures. The interface provides an abstraction layer that
simplifies the programming process, making it easier for developers
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to incorporate AR features while maintaining high levels of reliability
and adaptability.

4.1.3 Programming Interface

The programming interface is constructed based on a non-intrusive
programming concept, placing a strong emphasis on achieving a high
level of abstraction. The underlying hardware is carefully designed
to hide and abstract as much complexity as possible. Consequently,
developers can direct their focus towards the application’s logic and
design while minimizing concerns about AFT and AR. Simple code
assignments in the program result in reliable code execution with
the associated reliability level. Moreover, the goal is to leverage well-
establishedandproven toolchainswithoutanymodifications for com-
piling the program code.

Before delving into the specifics of the programming interfaces, let’s
provide a brief overview of the program generation and hardware de-
ployment process. As illustrated in Figure 4.4, the intended proce-
dure for developing applications with AR involves abstracting most
of the logic required for AR implementation in the hardware. The
concept supports minimal hardware interaction, which is abstracted
and made accessible through the Hardware Abstraction Layer (HAL).
Through the AR HAL Library, application and software developers
can effectively control AR features. This library provides all the nec-
essary functions to configure the hardware into the intended safety
mode, allowing precise control over individual hardware-provided
safety mechanisms, enabling or disabling them as needed.

Notably, the AR HAL Library requires no special instructions and is
fully compatible with standard C++ compiler toolchains. By combin-
ing theARHALLibrary with application-specific sourcefiles, standard
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Figure 4.4: Development process for AR applications

toolchains like GCC or LLVM [144; 145] can be used to produce exe-
cutable files. A widely adopted format for these files is Executable and
Linkable Format (ELF) [146], which encapsulates all the requireddata,
including executable instructions and static program data. Once the
toolchain generates the ELF files, they can be readily deployed to the
processing system. The processing system then executes the program
code according to the software-configured redundancy. It is impor-
tant to note that the software’s role is solely to configure the processor,
while the redundancy provision and reconfiguration process are han-
dled by the processing system itself.

The code snippet showcased in Listing 4.1 exemplifies the non-in-
trusive programming paradigm for attributing criticalities to different
segments of a program. Withminimalmodifications to the code, crit-
icality levels can be effortlessly assigned, as demonstrated in the tem-
poral behavior outlined in Figure 4.3. In this example, the functions
funcA, funcB, and funcC are designated a Lo criticality level, while
the functions funcC and funcE are ascribed a Hi criticality level and
executed with hardware redundancy. This redundancy is achieved
through runtime adaptive redundancy, wherein executing processors
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dynamically reconfigure their behavior. The allocated criticality levels
align with the shown schedule, illustrating the seamless adaptability
of the non-intrusive programming approach.

Listing 4.1: Example code which generates an schedule as shown in
Figure 4.3. The funcC and funcE are assigned critical sec-
tions and are executed with hardware redudnancy.

template <typename T , typename P1 , typename P2>
T sect ion (T ( * func ) (P1 , P2 ) ,

P1 arg0 , P2 arg1 , ARConf arConf ) {
setARConf ( arConf ) ;
T returnValue = func ( arg0 , arg1 ) ;
setARConf (SCNon) ;
return returnValue ;

}

/ / Code Core 0
while ( 1 ) {

sect ion (&NaviGPS , NonCrit ical ) ;
sect ion (&ABS , C r i t i c a l ) ;
sect ion (&NaviRoute , NonCrit ical ) ;

}

/ / Code Core 1
while ( 1 ) {

sect ion (&Radio , NonCrit ical ) ;
sect ion (&ADAS, C r i t i c a l ) ;

}

The redundancy management model offers a high degree of software
flexibility, empowering users to individually assign criticality levels to
different segments of the program. Programmers have the freedom
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to choose which physical cores to reconfigure into a logical core, and
the core initiating the reconfigurationneednot bepart of the resulting
logical core. To achieve this, the model defines sections without re-
dundancy (SCNon) and sections with redundancy (SC[M][S]), where
M designates the master core and S designates the slave core of the
resulting logical core. In the code snippet from Listing 4.1, SC01 con-
figures core 0 as themaster core and core 1 as the slave core, while the
reverse configuration can be achieved with SC10.

The section function in the code snippet illustrates how to assign a
criticality level to a specific function. To initiate the reconfiguration
of processor cores, the function calls the setARConf(arConf) function
from the AR HAL Library, thereby setting the redundancy configura-
tion of the logical core. Upon successful execution of the section, the
redundancy cluster is released with setARConf(SCNon), and the logi-
cal core is dissolved, releasebothphysical cores visible to the software.
Themaster core seamlessly continues its execution, while the former
slave core restores its original state and resumes the suspended pro-
gram. This streamlined reconfiguration facilitates efficient utilization
of hardware resources while upholding system reliability.

4.1.4 Deadlock prevention

The reconfiguration process, exemplified in Listing 4.1, is typically
triggeredby an internal event. However, AR supports reconfigurations
initiated by either internal or external events, such as input signals
or interrupts, ultimately leading to redundant execution of program
code. Nevertheless, managing external events can raise challenges,
and upon analysis, certain situations may be identified where recon-
figuration could potentially result in deadlockswithin the logical core,
composed of themaster and slave cores. These deadlocks are primar-
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Figure 4.5: Deadlock free execution ofmutex locks and unlocks of two
concurrent programs.

ily associatedwith software-based synchronizationbetween indepen-
dent physical cores and concurrency control mechanisms.

In multi-core architectures, both synchronization and concurrency
control play crucial roles in preventing race conditions and ensuring
mutually exclusive access to shared resources [147; 148; 149], such as
shared memory or I/O functions like printf(). Concurrency control is
often realized through mutexes [150], a widely adopted technique in
software development. When a concurrent program attempts to ac-
cess a shared resource, a mutex is locked. The mutex can be success-
fully locked only if it is not already locked by another core or task; oth-
erwise, the execution is suspended until the mutex is unlocked. Once
the mutex is locked, the program gains exclusive access to the shared
resource for its execution duration. This mechanism guarantees that
only one core or program at a time can access the shared resource,
ensuring data integrity and preventing conflicts among concurrent
processes.

Executing code concurrently on two logically independent cores re-
quiresmeticulousconsiderationof concurrentprogramexecutionand
may necessitate the implementation of concurrency control mecha-
nisms. Listing 4.2 presents a code snippet illustrating the use of mu-
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texes to access shared resources in a concurrent program. In this ex-
ample, core 0 executes non-critical code, while core 1 runs the criti-
cal function funcC. Both cores access a shared resource, printf(), and
follow the mutex locking and unlocking procedure before and after
accessing the shared resource. The timing behavior of executed func-
tions can vary depending on the program’s execution flow, as demon-
strated in Figure 4.5, which illustrates the expected behavior with no
deadlock occurrences. In this case, core 1 unlocks the mutex before
funcA completes, allowing the logical core to lock themutex and con-
tinue code execution after the physical cores are reconfigured into a
redundant cluster forming one logical core.

Listing 4.2: Two functions accessing a shared resource (printf). The
concurrency control is manged by a softwaremutex.

int funcC ( ) { / / Sa f e t y C r i t i c a l Function
. . .
lock (mutex ) ;
p r in t f ( "Func C" ) ; / / Shared Resource
f r ee (mutex ) ;
. . .

}
. . . / / Execution on Core 0
funcA ( ) ;
section < int >( funcC ) ; / / Sa f e t y C r i t i c a l Sec t ion
. . .

. . . / / Execution on Core 1
lock (mutex ) ;
p r in t f ( "Function B" ) ; / / Shared Resource
f r ee (mutex ) ;
. . .

87



4 Adaptive Redundancy

However, it is crucial to recognize that the timing of program execu-
tion may be influenced by various factors, including input data and
the actual program process. As illustrated in Figure 4.6, slight vari-
ations in execution timing can lead to a different outcome. For in-
stance, if funcA completes before core 1 accesses the shared resource,
core 0 proceeds with reconfiguration without being aware of core 1’s
progress. Consequently, the mutex remains locked after the reconfig-
uration, as core 1 could not unlock it before the transition. This re-
sults in a deadlock, as funcC is unable to lock the mutex due to the
suspended program of physical core 1 not releasing it. This scenario
exemplifies how a mutex and processor reconfiguration can lead to a
deadlock situation.

To mitigate the risk of deadlocks as described earlier, a possible solu-
tion is to implement a strategy that prevents the reconfiguration pro-
cess until themutex is unlocked. For instance, one can disable the re-
configuration of the slave core when it locks the mutex and enable it
again once the mutex is unlocked. This approach is demonstrated in
Figure 4.7. By employing this strategy, deadlocks are avoided, and the
system ensures that concurrent program execution and reconfigura-
tion proceed seamlessly without interfering with each other.

Implementingadeadlockpreventionstrategy throughscheduling turn
out impractical, especially when reconfiguration is triggered by ex-
ternal events. In such cases, a more practical and effective solution
involves inhibiting the reconfiguration process until the mutex is un-
locked. This approach ensures that the physical cores do not transi-
tion into a logical corewhile themutex remains locked. Consequently,
the potential scenario where the slave core’s program becomes sus-
pended with the mutex locked, posing a risk of entering a deadlock
state, is effectively averted.
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Figure 4.6: Execution with deadlock. The mutex of the non-critical
function of core 0 has not been unlocked before the recon-
figuration. The funcC is stallinguntil themutex is unlocked
by the non-critical function.

By delaying reconfiguration until the mutex is unlocked, the system
maintains the coherence of concurrent program execution and the
reconfiguration process. This strategy guarantees that the program’s
synchronization andconcurrency controlmechanismsalign correctly
with the hardware-level changes in core configurations. As a result,
the risk of encountering deadlocks during reconfiguration is signifi-
cantly reduced.

With this deadlock prevention strategy, the processing system can
confidently handle external events that trigger reconfiguration with-
outcompromising the integrityof concurrentprogramexecution. This
enables smooth coordination betweenmutex-based synchronization
and processor reconfiguration.

To avert deadlocks in adaptive redundancy scenarios, the AR HAL Li-
brary provides an adaptive mutex that encapsulates standard mutex
lock and unlock functions while incorporating a deadlock prevention
mechanism. Listing 4.3 illustrates an exemplary implementation of
this adaptive mutex, featuring the functions lockAR and unlockAR.
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Figure 4.7: Execution without deadlock. The reconfiguration is sus-
pended until the program of core 0 unlocks the mutex.
core 1 stalls until the reconfiguration has been finished.

Listing 4.3: Mutex lock and unlock with deadlock prevention for run-
time adaptive adaptive redundancy. The processor recon-
figraution is dissabled during the lifetime of the mutex
lock.

void lockAR (mutex m) {
dissableReconfigAR ( ) ;
lock (m) ;

}
void unlockAR (mutex m) {

unlock (m) ;
enableReconfigAR ( ) ;

}

When an adaptive core endeavors to acquire a lock using lockAR, the
function initially disables the reconfiguration of the core, ensuring
that the core cannotundergo reconfigurationuntil the lock is released.
This measure guarantees that a physical slave core does not reach a
state where the mutex is locked while reconfiguration is pending, a
scenario prone to deadlocks. After acquiring the lock, the core can
securely access the shared resource. Upon completion of resource ac-
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cess, the core releases the lock usingunlockAR, re-enabling the recon-
figuration of the physical core.

Employing these adaptive mutex functions ensures the prevention of
deadlocks during concurrent programexecution and the reconfigura-
tion of adaptive redundancy cores.

4.2 Program Replication

Whenever two physical cores reconfigure into one logical core, it is
crucial that both cores operate on the same program state. Conse-
quently, the transfer of the state from themaster to the slave core be-
comes necessary. This section consider the various program states
that are relevant and require to transfer. Firstly, it addresses the dis-
tinctionsbetweenmigrationandreplication. Subsequently, it explores
the program structure and the section concludes by discussing the
transfer of the program state from one core to another in a shared
memory architecture.

4.2.1 ProgramMigration and Replication

Program migration and replication can be time-consuming tasks. In
the case of software migration, a program running on one processor
core is transferred to another core. On the other hand, in software
replication, the program is duplicated and copied to another core.
Bothmigration and replication processes require a consistent state of
the current program to be transferred, which involves recording and
copying the current state to the target processor core. This copy serves
as a snapshot of the original program state at a specific point in time.
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The program state encompasses all the information needed to repro-
duce the behavior accurately. After loading or restoring a snapshot,
the software execution must behave identically to the original, with-
out any differences in behavior. Although creating a snapshotmay in-
troduce somedelay in codeexecution, itmustnot affect the functional
behavior of the program.

Themaindistinctionbetweenmigration and replication lies in thebe-
havior of the original master core. Inmigration, themaster core stops
executing the original software andhands over its execution to the tar-
get core. As a result, the master core becomes available to perform
other software tasks unrelated to the original program. Conversely, in
program replication, themaster core continues executing the original
software while simultaneously running the same software on the tar-
get core. This leads to the redundant execution of the program.

For a visual understanding of the difference between programmigra-
tion and replication, refer to Figure 4.8. Both processes involve work-
ing with a snapshot of the program, which is transferred to the target
core. This snapshotmust contain all thenecessary information for the
program to run correctly on the target core. Therefore, it is crucial to
comprehend how a program runs on a processor and how it is orga-
nized to ensure successful migration and replication processes.

4.2.2 ProgramOrganization, Structure, and States

In general, software comprises a collection of computer programs de-
signed to run on hardware components. These computer programs
utilize instructions to control the hardware, performing tasks such as
loading or saving variables, manipulating variable values, and con-
trolling the flow of instructions. The set of available instructions is
defined by the ISA, which serves as an abstraction layer between the
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Figure 4.8: Comparison of taskmigration and replication.

software and the underlying hardware. It acts as the interface through
which executable program interacts with the hardware. The ISA also
defines the available registers, supported data types, and the used
memory model. A compiler, relying on the ISA, translates the source
code into individual instructions, facilitating the process of compiling
software.

During the compilation process, the compiler generates more than
just program instructions. It also creates additional program-related
information, such as constant data and reserved memory space nec-
essary for correct and successful program execution. Consequently,
the resulting executableobjectfile is structured intodifferent sections,
eachwith a specific purpose and storing various types of information.
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Typically, object files define the following sections:

• Code segment or text segment

• Data segment

• Read-only data segment

• BSS segment

The code segment, also known as the text segment, contains the in-
structions of the executable code. Typically, this segment is intended
as read-only and has a fixed size that remains constant throughout
code execution.

The data segment is further divided into a modifiable area and a in-
tended read-only area. Themodifiable area holds initialized variables
with a singular instance, including initialized static and global vari-
ables. On the other hand, constant values, which are immutable, are
placed in the read-only section of the data segment. Uninitialized
static and global data aremapped to the Block Start Symbol (BSS) sec-
tion of the object file.

While the object file represents the static data of a program, its size
remains fixed and does not change during execution. However, pro-
grams are composed not only of static and global data but also of dy-
namic data, whose size varies during runtime. Therefore, for task mi-
gration or replication, in addition to the static data, the target core
must also access the dynamic data relevant to the executed program.

Dynamicprogramdatacomprisesboth stackandheapdata. The stack
and heap are generated and evolve during program execution. The
stack dynamically grows and shrinks as the programprogresses, hold-
ing functionparameters and local variables. Each functioncall pushes
the required data onto the stack andpops it upon exiting the function.
The stack operates on a Last in First out (LIFO) structure, automati-
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callymanagingmemory allocationwithout explicit intervention from
the programmer.

The stack size grows and shrinks over time, and objects on the stack
have limited lifetimes. Larger data amounts are stored in the heap, a
more complex data structure compared to the stack. Data manage-
ment within the heap requires explicit control by the user software.
Developersmustmanually allocate and free datawithin the heap, giv-
ingprecise control over the lifetimeandaccessibilityof individualdata
within the software. Unlike local variables on the stack, data residing
on the heap persists and remains accessible by any part of the soft-
ware.

In traditional computer systemswith linearaddress spaces, theheap is
located at the end of the BSS segment, growing towards the end of the
address space. Conversely, the stack grows from the highest memory
address to the heap and address zero.

As previouslymentioned, the stack follows a LIFO structure. The Stack
Pointer (SP) keeps track of the top of the stack and is adjusted with
each data push operation. The set of values associatedwith a function
call forms the stack frame,with the FramPointer (FP)marking the end
of the stack frame. The stack frame can consist of the return address
of the function call (caller address) or temporary values, dependingon
the ISA. An example layout of programmemory is shown in Figure 4.9,
illustrating the static object file, heap, and stack.

The program state encompasses not only the values stored in main
memory but also the contents of dedicated working registers within
the processing units. These registers play a crucial role in performing
operations and altering the program state. Processors with ISAs fea-
turing a register-memory architecture offer flexible operandusage, al-
lowing operands to be either registers ormemory locations. Although
these processors can theoretically work directly onmemory, practical
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. . .
func0 ( ) {

. . . .
func1 ( ) ;
. . .

}
. . .
func1 ( int n ) {
. . .
int var =5;
. . .
i f (n > 0 ) {

. . .
func1 ( var ) ;
. . .

}
}
. . .
Code Example

Text/
Code

Initialized
Data

Initialized
Read Only

Data

Uninitialized
BSS

Heap

...

Frame func0

Frame func1
...

int var
...

Frame func1
...

int var
...

Stack

fp

sp

Object
File

0x00000000

0xFFFFFFFF

Figure 4.9: Memory layout of a program. It illustrates the static data of
the object file and dynamic data. The stack includes func-
tion calls of func0 and func1. The local variable var of func1
is placed twice on the exemplary stack.
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considerations, suchasdifferingclock speedsbetweenprocessorsand
SRAM or DRAM-based memory [4], lead to processors primarily op-
erating on values in registers rather than directly manipulating main
memory.

Processors with a RISC ISA usually adopt a load-store architecture,
which restricts memory access to specific operations. Load and store
operations, specified in the ISA, facilitate data transfer betweenmain
memory and internal processor registers. Instructions involving the
ALU, like ADD or AND instructions, alter state solely within the lo-
cal register values. State transitions involve loading values frommain
memory into registers, manipulating these values, and subsequently
writing the results back to main memory. Additionally, values can be
loaded from or saved to I/O interfaces.

Task migration and replication must consider the state of these inter-
nal processor registers as they represent the current progress of the
program. Neglecting the state of these registers could result in erro-
neous states during themigration or replication process.

Processor registers, includinggeneral-purpose registers, servenotonly
as temporary storage for intermediate calculation results but also for
tracking the frame of the stack using the FP and SP pointers. Espe-
cially the SP pointer, used frequently, marks the location and end of
the stack, which stores local variables as described earlier. The SP is
integral to maintaining the state of the current function call.

The program flow is governed by the PC register, dictating which in-
struction to fetch next. By modifying the PC register, the program
flow can be altered, enabling software loops, conditional statements,
and conditional branches. Function calls also change the program
counter, shaping the execution order of commands based on the or-
der of PC register values. Therefore, the PC register plays a essential
role in defining the current program status.
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In a pipelined processor architecture, multiple state transitions can
occur simultaneously due to instructions being divided into several
subtasks across different pipeline stages. For example, the register
access stage reads values from the register file, the memory stage ac-
cesses main memory, and the write-back stage writes to the register
file. This results in multiple instructions being present in the pipeline
at the same time. Consequently, both the write-back stage and the
storage stage can simultaneously modify the system state. The mem-
ory stage modifies the state in main memory, while the write-back
stage can simultaneously alter a value in a general-purpose register.

Hence, the program state encompasses the state stored inmainmem-
ory, the current progress of the software, and the values of general-
purpose registers. Accounting for these aspects is essential in achiev-
ing successful task migration and replication, ensuring accurate and
seamless execution withinmulti-core architectures.

4.2.3 ProgramMigration and Replication in Shared
Memory Architectures

This work focuses on programmigration or replication within shared
memoryarchitectures. Specifically, it dealswith scenarioswherephys-
ical cores are configured into one logical core and share the same ad-
dress space, as illustrated in Figure 4.10.

The shared memory architecture allows multiple cores to access the
same memory. In the figure, simplified representation of two cores
and a common sharedmemory is illustrated, but the architecture can
easily scale up with more processing cores. Each of the core have ac-
cess to shared memory over a interconnect like a Network-on-Chip
(NoC) or bus.
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Processor Core 0
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Processor Core 1

Cache
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Pipeline
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Figure 4.10: Sharedmemory architecture with two cores

The primary advantage of shared memory architectures lies in their
ability to simplify the migration or replication process. By utilizing a
common memory accessible by all cores, there is no need to copy or
transfer static anddynamicdata (stackandheap) fromthemainmem-
ory. This eliminates the overhead associated with data movement.

In contrast, a distributed memory system requires data of the main
memory associated to the physical master core has to be copied or
transferred to the physical slave core’smemory. This data transfer can
become a significant challenge, especially when dealing with a huge
amount of data. However, it’s important to note that not all the data in
the main memory is necessary for the proper execution of replicated
or migrated functions. Usually, only a subset of the dynamic data in
themainmemory is required for these operations, particularly for re-
dundantly executed functions or program subsequences. The selec-
tion of the appropriate data subset is a complex task, involving filter-
ing of the needed stack and heap data before transferring the reduced
data to the slave core’s memory.
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The required data can be randomly fragmented through the complete
memory. Furthermore, the actual data locationmaychangeover time.
As heap data allocation and stack variables are time dependent.

In the sharedmemory architecture, the advantage lies in avoiding the
datamovement frommainmemory, as thedata is alreadyaccessible to
the slave core. However, the internal state of the master core must be
taken over by the slave core, which includes all relevant state-holding
registers. For processors, theminimum subset of these registers is de-
fined by the ISA.

For instance, in the case of the SPARC v8 RISC ISA, the processor state
registers consist of control and status registers, each defined as 32-bit
registers. Below is a list of these registers:

• Program Counter (PC)

• Processor State Register (PSR)

• Window InvalidMask (WIM)

• Trap Base Register (TBR)

• Multiply/Divide Register (Y).

In addition to the control and status registers, the SPARC v8 RISC ISA
specifies a substantial number of 32-bit general-purpose registers,
ranging from40 to 520 in total. Tomanage such a large number of reg-
isters efficiently, they are traditionally implemented using an SRAM-
based register file.

By understanding and managing these state registers appropriately
during themigration or replication process, sharedmemory architec-
tures can efficiently handle these tasks without the need for extensive
data transfers.
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4.3 Summary

This chapter introduces the concept of Adaptive Redundancy (AR) for
multi-core processors, providing ameans to achieve the dynamic be-
havior of Adaptive Fault Tolerance (AFT). AFT is a broad concept, and
AR can be implemented as both software and hardware. This thesis
mainly focuseson thediversehardware realizationsof theARconcept.

The AR concept introduces two distinct domains. One domain in-
volves a change in the provided redundancy, where a systemmay alter
the Sphere of Replication (SoR) and transition fromafine-grained to a
coarse-grained configuration or vice versa. The other domain targets
a change in the provided redundancy, where two physical processor
cores execute non-critical software independently and critical soft-
ware with a safety mechanism. To facilitate the configuration of AR, a
programming interface is introduced, abstracting the reconfiguration
process from the application programmer.

Whenever the AR concept is utilized to transition the processor con-
figuration from independent to redundant execution on two or more
cores, the program state needs to be replicated. Consequently, the
chapter investigates the data utilized by a programand howprograms
are organized. Given the substantial dynamicdatapresent in the stack
andheap, thiswork concentrateson sharedmemory systems. This ap-
proach avoided the need to replicate the required data from themain
memory, limiting replication to the processor state.
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Chapter 5
Adaptive Lockstep Processor

This chapter introduces the concept of Adaptive Lockstep Proces-
sor (ALP), a novel architecture concept carefully designed to address
and meet the challenging requirements of AR. Diverging from tradi-
tional lockstep processor architectures that relay on a static design
paradigm, the presented architecture seamlessly incorporates the dy-
namic nature of AR as discussed in Chapter 4.

The chapter delineates the ALP concept, accompanied by a compre-
hensiveHardwareDescription Language (HDL) implementation. The
subsequent sectionof thechapter evaluates theHDL implementation.
The concept and implementations of the ALP have been previously
published in [Kem21], and this chapter extends upon that publication
by providing additional andmore intricate details.

5.1 The Concept

This section provides the concept of the Adaptive Lockstep Proces-
sor (ALP). It begins with an introduction to the core principles un-
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derpinning the ALP, outlining its design concept tailored to fulfill the
previously presented AR concept. Following the introduction of the
ALP principles, a comprehensive failure mode analysis is conducted
on an exemplary processor architecture, specifically the LEON3 – an
open-source processor architecture widely utilized in both academia
and industry. The section concludes with a conceptual description of
a pipeline architecture derived from the LEON3 design, strategically
investigated to realize the AR concept.

5.1.1 The Adaptive Lockstep Principle

Lockstep processors, in general, provide fault tolerance through the
implementation of a SoR mechanism at either the register-level or
instruction-level (as discussed in Section 2.2.4). At the register-level,
each registerwithin apipelinedprocessor architecturenecessitates its
own fast fault detectionmechanism. This approach results in a signif-
icant increase in the number of required comparators and intercon-
nections between processor cores, a complexity that escalates with
the number of pipeline stages. Since each pipeline register demands
at least one dedicated comparator and the data from these registers
must be forwarded to the voting logic, it leads to heightened intercon-
nection complexity and increased utilization of hardware resources.

Alternatively, replication at the instruction-level incurs slightly higher
faultdetection latencybutoffers resourceadvantagesover the register-
level SoR. In this scenario, faults are identified after a few clock cycles
as the faulty data propagates through the pipeline until a comparator
detects the discrepancy. Nevertheless, the detection latency remains
within acceptable limits.

It is crucial to assess the impact of the fault detection mechanism on
the maximum achievable clock frequency of a synchronous digital
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system,whichdepends on the critical path – the longest path between
two registers consisting of a sequence of logic gates. Within the pro-
cessor pipeline, a dedicated comparator stage is typically integrated
to detect faults and increase system reliability.

In the architecture of the adaptive lockstep processor, a register-level
SoR has been chosen, prioritizing the advantages of lower hardware
expenses over the slightly higher fault detection latency. An abstrac-
tion of the employed architecture is illustrated in Figure 5.1. As pre-
viously discussed in Section 4.2.3, this choice of state replication and
migration limits the AR concept to a shared memory architecture. To
achieve this, each physical core associated with a logical core must
share the same memory space. Consequently, all logical cores have
access to the same address space, ensuring that large data transfers
donot incur significant timeoverhead for the reconfigurationprocess.
This is important for maintaining performance and data consistency
across the cores. To facilitate this shared memory architecture, each
core is connected to an interconnect leading to a shared memory ar-
chitecture. Within this sharedmemory, theexecutableprogram, along
with the static data sections (text/code, data, etc.), and dynamic data
(stack and heap) are stored.

The illustrated processors consist of a pipeline unit and a cache unit.
The SoR at the instruction-level covers the entire processor pipeline.
This means that before any change to the system state, each executed
instructionmust be compared before committing to the system state.

The adaptive lockstep processor architecture aims to find an optimal
balance between fault detection latency and hardware implementa-
tion expenses. Through the dynamic switching between the split and
lock modes based on the application’s requirements, it becomes pos-
sible to achieve the best trade-off between performance and fault tol-
erance. This adaptability enables the customization of the processor
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Figure 5.1: SoR of the Adaptive Lockstep Processor (ALP) on a shared
memory architecture.

to meet the specific demands of AR applications, making it a promis-
ing solution for future AR systems.

5.1.2 FailureMode Analysis

The instruction-level SoR technique aims to ensure fault tolerance by
incorporating a single comparator within the pipeline architecture.
This thesis focuses on applying AR techniques and mechanisms to
the LEON3 processor as an example target platform. In general all
presented consideration can be applied to other processor architec-
tures. The LEON3 processor features a seven-stage pipeline architec-
ture, comprising the following stages:

1. Fetch (FE)

2. Decode (DE)

3. Register Access (RA)
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4. Execute (EX)

5. Memory (ME)

6. Exception (XC)

7. Write-back (WR)

Theplacementof thecomparison logic requires careful consideration.
In the analysis, the focus is on studying pipeline behaviors concern-
ing faults, specifically discerningbetweendata corruptionandcontrol
flow errors. SDC poses a particular challenge as it can be difficult, and
often impossible, todetect immediately. These faultsmay temporarily
go unnoticed, lacking an immediate impact on code execution, with-
out causing a processor hang or trap. Instead, they manifest as latent
faults and may influence future system behavior. Depending on the
error location, SDC faults can either negatively affect correct system
behavior or be relatively uncritical. The subsequent analysis investi-
gates how faults in the LEON3 processor’s pipeline can lead to SDC.

The analysis primarily focuses on the data path since data corruption
mostly results fromfaultswithin thispath. While faultswithin thecon-
trol logic could potentially lead to data path errors or execution halts,
identifying aprocessor aborting execution and entering ahangor trap
state is less challenging compared to detecting SDC. Consequently,
the analysis excludes the examination of the control logic in this con-
text.

Concerning thedata path, it’s essential to note that a fault propagating
from the control logic to the data path or directly appearing at a data
path unit is indistinguishable in terms of its impact. The LEON3 ar-
chitecture’s data path is illustrated in Figure 5.2, providing a represen-
tation of the relevant registers and units of each pipeline stage, along
with their dependencies.
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Figure 5.2: LEON3 Datapath (refer to [18])
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By focusing on the data path and exploring potential fault scenarios,
this analysis aims to investigate how the SoR implementation effec-
tively mitigates andmanages SDC faults in the LEON3 processor.

A fault occurring at the fetch stage of the pipeline can lead to either
a CFE or behavior resulting in SDC, depending on the nature of the
fault. If a fault occurs at this stage, an incorrect instruction may en-
ter the processor pipeline. The consequence can manifest as either a
CFE or data corruption, contingent upon the type of instruction be-
ing fetched. Control-Transfer Instruction (CTI) directly influence the
control flow, anderrors related to themareusually detectable at a later
point and unlikely to cause SDC. However, fetching a sub instruction
instead of an add instruction can lead to SDC as the operation’s result
would differ from the expected value.

Similarly, a fault in the decode stage exhibits behavior analogous to
fetching a wrong instruction. This stage is responsible for generating
the control signals used in subsequent pipeline stages. For instance,
theArithmeticLogicUnit (ALU)configuration foranadd instruction is
generated in this stage. Figure 5.3 illustrates howa single-bit change at
the instruction level can lead to SDCs. In this example, the fault does
not arise from a wrongly fetched instruction; instead, it occurs after
the instruction fetch and results in a single-bit flip. This flip causes a
misconfiguration of the ALU, making it perform a sub instruction in-
stead of an add. This demonstrates how a fault in the decode stage can
lead to undetected data corruption.

Various fault patterns within the decode stage can lead to SDCs. One
pattern involves faults in generating control signals, directly influenc-
ing the ALU to perform addition or subtraction incorrectly. Another
pattern comprise the incorrect selection of register values during de-
coding. Faulty target register decoding results in data corruption as
the instruction’s result is redirected to an unintended register, over-
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10 rd op3 rs1 i=0 unused(zero) rs2

31 29 24 18 13 12 4 0

10 rd op3 rs1 i=1 simm13
31 29 24 18 13 12 0

opcode op3 operation
ADD 000000 Addition
SUB 000100 Substraction

Figure 5.3: Bit structure of theADD and SUB instruction (refer to [19]).

writing its contents. This leads to two instances of SDC: onewhere the
original intended registerdoesnot contain theexpectedvalue, and the
other where the actual unintended register does not hold its original
value but is corrupted due to the overwrite.

Similarly, decoding errors in read registers directly propagate to the
subsequent register access stage. Any error related to the register access
stage compromises the correct selection of register values, potentially
leading to selecting thewrong register or fetching aflawed value. Con-
sequently, erroneous data is provided to the execute stage, and at least
oneoperandusedby the execute stage has a corrupted value, influenc-
ing potentially faulty outcomes.

Faults canoccur not only during register file access but also during the
result forwarding mechanism. This mechanism minimizes pipeline
stalls by directly forwarding results to the execute stage. However, the
register access stage, responsible for finding and forwarding operands,
must execute flawlessly. Any fault in this process, including identify-
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ing the correct pipeline stage with the accurate result and ensuring its
correctness during forwarding, can lead to SDC.

Thecritical sectionof theprocessorpipeline is the execute stage, where
decoded instructions and provided operands are processed. The ALU
performs all arithmetic and logical operations based on these inputs.
Faultsduring thesecalculations result inunrecoverableerrors, and the
ALU produces a result either stored in a register or mainmemory.

The subsequent memory stage facilitates access to the main mem-
ory, using the memory address computed in the execute stage. A fault
at this stage can lead to two outcomes: data corruption within the
main memory or flaws in the register data. Data corruption within
the main memory occurs when the processor writes data to an unin-
tendedmemory address or the written data differs from the intended
dataset, resulting in undetected and enduring SDC. In contrast, if a
fault occurs during memory read, it impairs the internal processor
state’s integrity. This may involve reading incorrect data from an er-
roneous memory location due to a fault in memory address calcula-
tion or errors in the read data itself, leading to flawed data processing
downstream in the pipeline.

Moving on to the exception stage, which does not handle data process-
ing but only forwards results from the memory stage. Faults directly
capable of introducing SDC in this stage are limited to bit flips within
forwarded results. This stage primarilymaintains control flowandde-
tects traps and unusual pipeline behavior.

In contrast, thewrite-back stagemanages write access to internal reg-
isters and the registerfile. A fault at this stagehas thepotential to result
in SDC, impacting the internal processor state. This couldmanifest as
corruption in the selected destination register or the register value it-
self.
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While the analysis has primarily focused on SDC, another significant
category of errors pertains to (Control Flow Errors (CFEs)). Our ex-
ploration of CFEs caused by faults begins, much like the SDC analy-
sis, with the fetch stage. A fault during the fetch stage may impact the
Program Counter (PC) register or the calculation of the Next Program
Counter (NPC), directly creating a CFE. A modification in the value
of the PC register has lasting consequences on subsequent PC values.
Following a fault, all subsequently fetched instructions deviate from
the intended control flow. Depending on the specific flawed address
and the executed object file, the processor could show behaviors such
as hanging, trapping, or running continuously. The behavior of the
processor in such cases becomes inherently unpredictable.

A fault pattern is closely linked to the type of the fetched instruc-
tion. This becomes particularly evident when the fetched instruction
falls under the category of an unintended Control-Transfer Instruc-
tion (CTI), consequently resulting in an change of the PC. This change
has a lasting effect on the PC, and an analogous fault pattern emerges
in caseswhere a potential faultmaterializes during the instruction en-
coding phase within the decode stage.

As illustrated in Figure 5.2, the data path of the LEON3 processor en-
compasses rangeofpossibilities tomanipulate thePCduring the fetch
stage. Crucially, the computation of the NPC depends on the specific
attributes of the active CTI. This relationship is displayed in Table 5.1,
outlining distinct CTI classes as defined within the SPARC v8 ISA. No-
tably, any CTI not depending on register values is directly executed at
the decode stage. In this scenario, the immediate value of the instruc-
tion is directly forwarded for NPC calculation, a process exemplified
by the Jump and Link (JMPL) and Call and Link (CALL) instructions.
It is imported to note that a fault arising during the decoding of the
immediate value instantaneously triggers a CFE.
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Control-Transfer
Instruction

Target Address
Calculation (NPC) Link Register

Branch PC + Immediate Value No
CALL PC + Immediate Value Yes

JMPL Register Value + Register or
Immediate Value Yes

RETT Register Value + Register or
Immediate Value No

Trap
Trap Base Address +

Register Value + Register or
Immediate Value

Yes

Table 5.1: Comparison of all Control-Transfer Instruction (CTI) in-
structions defined by the SPARC v8 ISA (refer to [19])

CALL instructions are executed unconditionally, devoid of dependen-
cies. In contrast, a branch instruction can be either unconditional or
conditional depending on the type. When dealing with conditional
branches, the SPARC v8 ISA prescribes the use of ICCs within the PSR.
The decode stage is tasked with assessing these PSRs.

The outcome of a conditional branch hinges on the interplay between
the branch’s conditional configuration and the value of the ICC. If the
branch is taken, the decode stage modifies the NPC of the fetch stage.
Thus, an undetected SDC affecting the PSR and consequently the ICC
value can result in a CFE.

As demonstrated in Table 5.1, both Branch and CALL instructions are
always relative to the current PC. However, JMPL and Return from
Trap (RETT) instructions without exception require at least one reg-
ister value to compute the target address. Consequently, as illustrated
in Figure 5.2, the jump address for the NPC only becomes available
post the execute stage.
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Faults arising at the register access stage can trigger a CFE in instruc-
tions depend on one or two register values to determine the target
PC address. Hence, a fault emerging from either the decode stage or
the register access stage, resulting in erroneous register selection and
thereby incorrect register values, leads to a CFE. Such faults, when
they persist into the execute stage, ultimately yield an inaccurate tar-
get address. This erroneous NPCmistakenly directs the execution to-
wards unintended instructions.

Given that the execute stage determines the target address (NPC)using
the ALU, any faults arising within the ALU can skew the jump address
intended for the fetch stage, consequently precipitating a CFE.

Up to this point, all discussed instances of CFE relate to flaws within
the PC or to inaccuracies within fetched instructions. In contrast, a
fault emerging during the memory stage does not directly influence
the control flow. Nevertheless, the memory stage could potentially
trigger a hardware trap, which is subsequentlymanaged by the excep-
tion stage.

In contrast to the fetch stage, where the PC is automatically aligned to
word size, the memory stage introduces the possibility of encounter-
ing non-word-aligned memory accesses. Each of these memory ac-
cesses has the potential to trigger amemory address not aligned trap.
For load or store instructions, the memory address must align with
the data size. For instance, a word storage operation requires a word-
aligned address, whichmust be amultiple of theword size. In the case
of LEON3 and the SPARC v8 ISA, a word consists of four bytes, mak-
ing a word-aligned address a multiple of four. It is important to note
that the memory address not aligned trap is also triggered when the
calculated target address for JMPL or RETT instructions is not word-
aligned.
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Address misalignment can come from latent faults that result in an
SDC. If this SDC leads to address misalignment, it can potentially
cause further SDCs. The divergence between the used and intended
addresses due to this fault propagates outward from the register level
of the processor pipeline. However, if the SDC results in both mis-
alignment and a processor trap, the latent fault becomes apparent.

The exception stage serves as the final pipeline stage involved in con-
trol flow. As previously described, this stage does not directly con-
trol the intended program flow, except for trap instructions. Regular
instructions, when executed correctly, do not directly influence this
stage. Instead, the exception stagemanagesprocessor-generated traps
andexternal interrupts. Trap instructions initiate software traps,while
hardware events likewindow overflow,windowunderflow, ormemory
address not aligned lead to hardware traps. When a trap, whether in-
tentional or caused by a fault, occurs, the NPC is based on the Trap
Base Register (TBR). Consequently, any fault leading to an uninten-
tional trap results in a CFE.

Corruption of the Trap Base Register (TBR) or a fault influencing the
NPC value can also lead to CFEs. A SDC affecting the TBR results in
a CFE. The precise value of NPC depends on the type of trap. Hard-
ware trapshave their offset encoded in the trap source,while software-
generated traps using a trap instruction calculate the offset using two
register values or a register value and an immediate.

Unintentional traps have an direct impact on control flow. For in-
stance, amemory address not aligned trap caused by a fault can lead
to the processor being trapped, effectively making it non-operational
unless the program incorporates appropriate error handling..

Certain CTIs define a link register that stores the return address (re-
fer to Table 5.1). For example, the CALL instruction is utilized to in-
voke functions. This instruction redirects the PC and stores the ad-
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dress where the CALL instructionwas executed. The current PC at the
time of the CALL is stored in the link register. When the function con-
cludes, it returns to the call position using the stored PC to jumpback.
In case of a SDCaffecting the link register, anCFEoccurs upon return-
ing to the location of the CTI.

This analysis demonstrates that SDCs can propagate throughout the
system, causing operations using corrupted data to trigger additional
SDCs. The use of register values for CTI makes them vulnerable to
SDC. A faulty register can result in an incorrect PC and subsequent
CFE. Additionally, SDC can causingmisaligned addresses that lead to
hardware traps present another source of CFEs coming from SDC.

SDCs can manifest as CFEs long after their occurrence. A corrupted
link register value, for instance,might be stored in themainmemory’s
program stack. As a result, the SDC exits the processor core and per-
sists as long as the stack frame remains valid. At a later point, the pro-
cessor retrieves the corrupted link register value. This flawed value
is then used to jump back to the caller’s address to resume the cor-
rect program flow. However, the corrupted value leads to an incorrect
target for the PC. Consequently, the ongoing program flow from this
point on is faulty, and the CFE emerges from an SDC that took place
much earlier.

5.1.3 Pipeline Architecture

The following section gets deeper into the evaluation and analysis of
the optimal placement for the comparator unit. Building upon the
insights gained from the previous section’s analysis, the discourse re-
volves around the conceptualization of a processor pipeline architec-
ture. This pipeline must seamlessly align with the functional require-
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ments of the Adaptive Redundancy. Emphasizing adaptability and
scalability, the design of the pipeline is of highest importance.

It is necessary for the comparator to encompass a comprehensivepor-
tion of the pipeline’s logic while strategically situating itself prior to
an instruction’s potential impact on and modification of the system
state. Theprevious analysis hasunderscored the significant riskposed
by Silent Data Corruptions. These faults lead not recoverable errors
and have the potential to lead to Control Flow Errors. Consequently,
protection against Silent Data Corruptions takes center stage. Proac-
tively ensuring the correctness of outcomes before committing them
into the system state is necessary. Detecting any irregularities must
emerge prior to the modification of a state value. This encompassing
approach spans the internal processor state, inclusive of registers, as
well as the external state.

Critical stageswithin thepipeline architecture are thewrite-back stage
and thememory stage. In the former, instructions results are written
into the register file or the processor status registers. Managing these
write accesses to the internal state is the task of the write-back stage,
while control over the interface to the external state is located in the
memory stage. As such, ensuring the correctness of every outcomeen-
tering both thememory stage and thewrite-back stage is essential.

Positioning the comparator unit necessitates its placement ahead of
bothpipelinestages. Thispositioningguarantees thenon-interference
of faults between these stages and their subsequent effects on behav-
ior and results. The architectural structure of the pipeline mandates
comparator mechanisms preceding the memory stage. To compre-
hensively cover the pipeline logic, it is necessary to situate the com-
parator as close to the pipeline’s tail end as possible. The execute stage
represents the terminal phase of the LEON3 data processing. Any
faults originating from previous pipeline stages, as well as the execute
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stage itself, propagate through to the output of this stage. All pipeline
stagespast the execute stage operateon thebasisof thegenerateddata.
These pipeline stages does not operate on nor manipulate the results
of execute stage.

Introducing a voting unit between the execute stage and thememory
stage encapsulates faults across all four stages. An analysis of prior
failure modes underscores the increased vulnerability of these four
pipeline stages to faults, rendering them the most probable sources
of SDCs or CFEs.

These stagesaccommodatea significantpart of logic. Thedecode stage
generates control signals, the register-access stage supply instruction
execution operands, and the execute stage processes these operands.
In contrast, logic beyond the execute stage is fairly streamlined, pri-
marily concerned with forwarding control signals. These signals ei-
ther direct to the cache controller, situated outside the SoR, or to the
processor’s register –encompassing the registerfileorFlip-Flop-based
register.

This remaining logic escapes the scope of the discussed compara-
tor. Consequently, traditional RTL-level methods come into play to
harden the logic. These approaches encompass DMR or TMR solu-
tions for the logic. The previously discussed comparator serves as
a key architectural component in the processor pipeline, efficiently
tackling the dynamic aspects of the AR concept. At the instruction
level, the SoRminimizes connectivity and comparison overhead, jus-
tifying its role.

Two possible locations exist for situating the comparative logic: one
involves a centralized comparator positioned outside the processor
pipeline, while the other contains a decentralized voting infrastruc-
ture, with each pipeline housing its own comparator. Utilizing the
decentralized comparison approach comes with a slightly extented
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Figure 5.4: Principle pipeline architecture and concept of the ALP.

hardwarecost. Nevertheless, the replicationof comparatorcontributes
to increases reliability. In the eventof a fault occurringat a comparator
during the comparison process, the decentralized approach ensures
distinct control flows in the two pipelines, thereby making the fault
easily detectable.

The results generated in the execute stage undergo a comparative as-
sessmentwithin the commit stage. This critical phase leverages results
fromboth the local pipeline and its counterpart for this purpose. Con-
sequently, each pipeline transmits its own result to its counterpart.
The occurrence of a fault triggers a discrepancy between these results,
signifying the need for fault handling. The commit stage takes charge
of initiating and overseeing the requisite countermeasures to address
the identified issues.
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The conceptual architecture of the adaptive lockstep pipeline is illus-
trated in Figure 5.4. As previously discussed, the integration of com-
parison units is seamlessly integrated into the fabric of the pipeline
stages. These comparison units find their dedicated abode within
a specific pipeline stage. This strategic placement introduces an in-
crease of required resources, while carefully mitigating the impact of
comparator logic on the critical path.

Situated between the execute stage and thememory stage, the commit
stage emerges as a crucial interface. Its foremost role encompasses
the fulfillment of comparison procedures and the carefully detection
of faults. Beyond this, the commit stage assumes themantle ofmanag-
ing voting discrepancies. Furthermore, the commit stage takes on the
responsibility of handling comparison discrepancies. This entails co-
ordinating fault-handling mechanisms to guarantee the smooth pas-
sage of only valid instructions and outcomes to thememory stage. In
cases where a mismatch is detected and a fault is identified, the com-
mit stage reacts by annulling of further instruction execution, thereby
nullifying its effects.

In Figure 5.5, the pipeline behavior is depicted in the scenarios of both
normal and fault-free execution. During fault-free execution, instruc-
tions are seamlessly committed to the next pipeline stage, facilitat-
ing the alteration of the system’s state. However, in the event of a de-
tected fault, a rollback operation is triggered. Consequently, the faulty
instruction is nullified, preventing its propagation to the subsequent
pipeline stage. This mechanism effectively safeguards against erro-
neous alterations to the system state. The processor pipeline is com-
pelled toexecuteacorrect rollback to the last valid instruction, thereby
successfully reinstating the original control flow.
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Figure 5.5: Flowchart illustrating the fault free and the rollback behav-
ior of the pipeline.

5.2 The Processor Core Architecture

Within each processor core, a essential role is played by the Integer
Unit (IU) responsible for orchestrating the execution of the program
instructions. Complementing this, there exists a Level one (L1) data
cache andan instruction cache. An important component is the regis-
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terfile further supplements thecore’s functionality. Foravisualoverview
of this core structure, refer to Figure 5.6.

Both of these cores coexist within a sharedmemory architecture. This
arrangement enables eachcore toaccess a commonmemory resource
through an interconnect, operating with a linear address space. Im-
portantly, the address space is identical for both cores. In the con-
text of the LEON3 architecture, the cache leverages an Advanced Mi-
crocontroller Bus Architecture (AMBA) Advanced High-performance
Bus (AHB) interface for its connection to thecache infrastructure. This
interface serves as a bus accommodatingmultiplemasters (processor
cores) and slaves (memory, I/O devices, etc.).

Facilitating seamless interaction with the interconnect, both the data
and instruction caches utilize a uniform interface. The design philos-
ophy between the IU and both cache elements belong to a Harvard
architecture. However, it’s worth noting that a considerable portion
of the LEON3 architecture employs a von Neumann architecture be-
tween the processor caches and thememory subsystem.

The cache subsystem is seamlessly integrated into the AHB system
bus, establishing a connection that enables the loading and storing
of data to and from lower levels of the memory hierarchy within the
shared memory architecture. In this regard, thememory stage of the
processor processes load and store instructions, leveraging the avail-
able data cache to execute these memory operations. On the other
hand, the fetch stage accesses the instruction cache to retrieve instruc-
tions intended for execution. Unlike thememory stage, the fetch stage
is not able for writing to the instruction cache. Notably, both the in-
struction and data caches rely on the same underlying system bus in-
frastructure to access the unified memory space. However, only the
data cache is able to write data to the sharedmemory.
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Figure 5.6: Conceptual interconnect design between two AL cores of a
sharedmemory architecture.

The pipeline within the IU is structured to store data from general-
purpose registers into the register file, accordingly to the specifications
of theSPARCv8 ISA. The register access stage is taskedwith readingval-
ues from the register file, especially when no intermediate results can
be effectively forwarded. These register values are either sourced from
a pipeline stage or retrieved from the register file to serve as operands
for the execute stage.

The final step and pipeline stage of instruction execution, the write-
back stage fulfills the role of writing the result into the designated des-
tination register. The destination register, in this case, can either be an
internal state register or a register within the register file.

In addition to the system bus, Figure 5.6 also illustrates a direct inter-
connect between both cores. The adaptive lockstep concept, as pre-
viously described and discussed, needs a continuous exchange of re-
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sultsbetween the twocores. Ideally, bothcores should transmit results
to their counterpart every clock cycle. However, due to the required
low latency and the simultaneous need to provide intended services,
the interconnect alone is not capable of handling these demands.

Furthermore, both master and slave cores must communicate con-
trol signals to each other to ensure correct lockstep behavior in the
absence of faults. This entails the synchronization of both cores to
effectively compare results of identical instructions. Moreover, these
control signals play a key role in initiating reconfiguration to enter a
locked configuration or to release it. Upon transitioning to a locked
configuration, themaster core’s internal state needs to be shared with
the slave core.

The adaptive nature of the AR concept avoids restricting the master
core to a single physical core. As a result, both cores need to be adapt-
able to functioning either asmaster or slave within the locked config-
uration. This symmetry necessitates the design of identical architec-
tures for both cores.

Inside the IU, critical processor registers like PC, WIM, TBR, and PSR
are located. To ensure alignment in data access betweenmaster and
slave cores, precise control over data sharing is essential. Specifically,
the master state must be shared with the slave core, which encom-
passes registersmentioned above as well as general-purpose registers
within the register file.

The LEON3 architecture implements these critical control registers
as FF-based registers, constantly required at different pipeline stages.
For instance,WIM isused to select the active registerswithin the regis-
ter window, while PC is important for fetching instructions incremen-
tally. These registers are accessible to additional logic in a simultane-
ous and uninterruptedmanner.
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Incontrast, general-purpose registersare storedwithinanSRAM-based
register file featuring three ports: two for read access (rs1 and rs2) and
one for dedicated write access (rd).

While FF-based registers can be directly shared frommaster to slave
core, providing all register values from the master core simultane-
ously, transferring general-purpose registers stored in the register file
is more time-consuming. This challenges the practicality of direct
interconnect sharing due to latency concerns. Thus, the core archi-
tecture adopts a mechanism for sharing the register file only during
locked execution.

During a locked configuration, the multiplexer shown in Figure 5.7
manages register file access for both cores. The master core can di-
rectly write to its associated register file, but any write access from the
slave core to its register file is ignored and prevented.

Considering the synchronized pipelines, read access to the register file
is propagated from master to slave core without any interruptions.
Since both cores execute stages in lockstep, they work with synchro-
nized register data and accesses. Assuming error-free execution, the
results obtained by both cores will be consistent and equivalent.

In Figure 5.7, not only is the supervision of register file access evident,
but also the dependency of cache access on the processor’s configura-
tion (split or lockedmode) is highlighted. When in a lockstep configu-
ration, employing two independentdata caches can introduce the risk
of a corrupted systemstate if double readsordoublewrites occur. This
is particularly problematic for components like FIFO buffers, where
each access can impact the current state. To mitigate this, in locked
mode, only themaster’s data cache is employed. Themechanism gov-
erning access to the data cachemirrors that of the register file.

Typically, an instruction cache fetches data by reading frommemory.
Given that program code is static and remains unchanged over time,
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Figure 5.7: Processor configuration: Additional multiplexer and sig-
nals (red) are used for synchronization and data consis-
tency (refer to [Kem21]).

double reads do not disturb the system. Moreover, the cache system
prevents double writes in the instruction cache, as it does not support
writing instruction data back.

In Figure 5.7, a processor configuration without an instruction cache
selection is illustrated.Master and slave core uses their associated in-
struction cache both when operating independently or when operat-
ing in lockstep configuration. Input data fromboth the data cache (D-
Cache) and the register file is determined by the processor’s state.

Due to the presence of separate instruction caches (I-Cache), each
IU pipeline must wait during an instruction cache miss, whether it
pertains to the master’s or the slave’s instruction cache. This mutual
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waiting guarantees synchronization between both pipelines. The uti-
lization of independent instruction caches extends the scope of the
SoR beyond the pipeline itself, encompassing the level of instruction
caching. In this setup, any fault within the cache can be detected by
the commit stage.

Both configurations are considered. Sharing a cache system during
lockstepexecutionhas thenotableadvantageof reducingcachemisses
in the system, consequently leading to faster execution times. More-
over, no additionalmodifications to the cache systemare necessary to
counter the risks of double writes or reads of the same data. These
risks, if unaddressed, can corrupt the system and disrupt data in-
tegrity. For instance, a double write to a component utilizing a FIFO
can push the same data into the FIFO twice. Similarly, a double read
froma FIFO could lead to either different data being stored in the data
caches or, due to cache coherency mechanisms, result in data drops.
In the latter scenario, data is removed from the cache before being
utilized by the integer unit.

A hybrid approach, illustrated in Figure 5.7, maintains a shared data
cache while exclusively allocating instruction caches to each IU. This
configuration segregates the instruction cache andhighlights the syn-
chronization capabilities of the two pipelines.

During lockstep execution, both integer units operate identical soft-
ware and consequently need to work with the same register data, im-
plyingutilizationof the same register file. In this scenario, register data
from the master unit is directly forwarded to the integer unit of the
slave. Conversely, during separate execution, each integer unit inter-
acts with its associated register file and cache resources. The selection
of inputs and outputs for these components depends on the proces-
sor’s configuration (split or lockedmode) and the synchronization sta-
tus.
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5.3 The Pipeline of the Adaptive Lockstep

Aspreviouslydiscussed in theconceptual section (refer toSection5.1.3),
the modification of the processor design involves the incorporation
of the commit stage as an additional pipeline stage. This additional
stage, positioned between the execution stage and thememory stage,
is integrated into the LEON3 original seven-stage pipeline design.

The modification of this additional pipeline stage requires modifica-
tions to the base design. In Figure 5.8, a simplified representation of
the resultant data path architecture is illustrated. This illustration elu-
cidates the commit stage, showcasing a modified data bypass archi-
tecture, themechanics of context switching, and an adaptation of the
fetch stage. Essentially, the newly introduced commit stage serves to
accomplish the following tasks:

• Pipeline synchronization

• Processor state preservation

• Software replication

• Fault detection

• Fault handling

• Restoring the original processor state

Hereinafter, the pipeline structure is firstly discussed and afterwards
all the individual tasks of the commit stage are considered.

5.3.1 The Pipeline Structure

Derived from the original pipeline design, the adaptive lockstep pro-
cessor incorporates an additional commit stage situated between the
execute stage and thememory state. Ensuring correct and flawless ex-
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ecution behavior requires the seamless integration of the newly intro-
duced commit stage into the data path.

This integration involves adapting the operand selection for the ex-
ecution stage to align with the updated pipeline structure. Conse-
quently, the commit stage becomes an integral part of the data bypass
architecture. To prevent RAWpipeline hazards, the results of previous
instructions bypass the register file. If necessary, the bypass archi-
tecture smoothly directs the outcomes of register-manipulating in-
structions straight to the execution stage. Notably, the commit stage
imposes no additional requirements on the data bypass mechanism.

The resulting data path architecture is illustrated in Figure 5.8, with
the needed extensions and modifications for the ALP highlighted in
red. Beyond the extended operand selection and data forwarding in-
frastructure, the commit stage is explicitly illustrated. This stage com-
prisescomparators for faultdetectionand thenecessary incomingsig-
nals, originating from the counterpart of the lockstep core. Conse-
quently, each lockstep core forwards its current commit stage results
to its counterpart. Both cores leverage the received results to detect
faults using local comparators. Additionally, the showcased architec-
ture encompasses two extensions.

Thefirst extension refers to theNPCselectionand instruction fetching
of the fetch stage. The fetch stage is expanded to fetch instructions con-
trolled by the commit stage. The rbpc (instruction address/PC) pro-
vided to the fetch stage influences the fetching of the next instruction.
Depending on the fetch stage’s selection, the rbpc value is used to re-
trieve the subsequent instruction, altering the control flow. The rbpc
can be employed by the commit stage for either fault handling or pro-
gram replication.

The task of program replication from themaster to the slave involves
not only precise control of the program an control flow but also the
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takeover of the processor state. Thus, the write-back stage manages
the write access of the TBR, WIM, and PSR registers. The result of an
instruction is written to these registers, or the internal processor state
of themaster is assumed by the slave core.

The comparators within the commit stage only come into play when
thepipelineoperates in lockstepmodeand the locked configuration is
activated. In this mode, all data after the commit stage remains error-
free, guaranteed by the comparison ofmaster and slave results in the
commit stage. Valid data proceeds from the commit stage to themem-
ory stage, where it is either written to the data cache or directed to a
register in thewrite-back stage. If an error is detected, fault handling is
triggered, discarding both the result and the instruction. Importantly,
theflawed instruction leaves systemstates, bothprocessorandsystem
states beyond the SoR, unchanged.

The memory stage, exception stage, and write-back stage comprise,
as previously discussed, compact logic circuits, easily protected and
hardenedwith a reasonable hardware overhead, such as TMRonRTL.
Assumptions include fault-free memories in the system, and addi-
tional protection through ECC for the register file, caches, and system
memory (e.g., Double Data Rate (DDR) DRAM). ECC protection is a
common practice in safety-critical systems, offering detection of up
to two errors and correction of onememory error.

Memory operations involving read and write activities affect the data
cache. The data cache manages access to the AMBA AHB system bus
and the shared memory at the lower level of the memory hierarchy.
The introduction of the commit stage introduces a one-pipeline-stage
delay to the original timing of data cache access. However, the load-
store architecture, coupled withmodifications to the data bypass, en-
sures that a delayed data load does not significantly impact the execu-
tion behavior of an instruction. Aside from these bypass adjustments
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and the delayed cache access, no furthermodifications are necessary.
The cache interface and data accessmethodology remain unchanged
through these modifications, making the data cache independent to
the introduced changes.

5.3.2 Pipeline Synchronization

The principal and concept of the adaptive lockstep processor lies in
the redundantexecutionof instructions, utilizing theprincipleofadap-
tive redundancy. Adaptive redundancy involves the ability to recon-
figure two independent physical cores into one logical core following
theoccurrenceof anexternal or internal event. In the caseof theadap-
tive lockstep processor, this requires replicating the state of themas-
ter core onto the slave core. Both cores then execute each instruction
in lockstep, necessitating the simultaneous execution of identical in-
structions by themaster and slave cores within the logical core.

Figure 5.9 illustrates two physical processor cores and the correspond-
ing executed instruction traces. The blue-highlighted instructions are
associated with Program A of Core 0, while the green-highlighted in-
structions belong to Program B of Core 1. An event triggers recon-
figuration, activating adaptive lockstepping. The AL enabling config-
ures both Core 0 and Core 1 into a locked configuration, with Core 0
serving as themaster and Core 1 replicating the state from themaster
core. During the locked mode, both cores execute the same instruc-
tion, highlighted in red, and this synchronized execution terminates
when the lock configuration is released. A lockstep execution is termi-
nated upon the disable AL event. Following this event, themaster core
(Core 0) continues its execution, and the slave core (Core 1) restores to
its original execution state
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subcc %l1 , %i4 , %l1
be 8001011c
mov 1 , %o0
ld [ %i2 + 8 ] , %g1
sub %g1 , %i4 , %g1
st %g1 , [ %i2 + 8 ]

. . .

add %l2 , %i4 , %l2
cmp %g1 , 0
be 8000 f f 94
sub %l0 , %i4 , %l0
cmp %l0 , 0
bne 80010158

rd %psr , %l0
sethi %hi (0 x80008800 ) , %l4
jmp %l4 + 0x340
nop
sub %g1 , %i4 , %g1
st %g1 , [ %i2 + 8 ]

. . .

add %l2 , %i4 , %l2
cmp %g1 , 0
be 8000 f f 94
save
std %l0 , [%sp + 0x00 ]
sethi %hi (0 x80023000 ) , %l0

Enable AL

Disable AL

Core 0 Core 1

Figure 5.9: Synchronization of instruction on the master and slave
core.

To achieve the illustrated behavior in Figure 5.9, synchronization of
bothpipelines isneeded. This synchronization involves fetching iden-
tical instructions simultaneously, resulting in identical execution on
both cores. Each instruction from the master and slave cores pro-
gresses through its respective pipeline. The identical processor state
in both pipelines ensures uniform behavior, allowing instructions to
reach the commit stage concurrently.

Control over the pipeline synchronization of the two pipelines is allo-
cated in the commit stage, with the replication process being a critical
element of this synchronization.

The pipeline synchronization serves twoprimary goals. Firstly, it aims
for simultaneous instruction execution, as exemplified in Figure 5.9.
Secondly, it manages to provide a consistent processor state for state
replication. Therefore, no intermediate results should be present in
thepipeline; theymust eitherproceed through the remainingpipeline
stages or be flushed and nullified. Consistency is achieved when no
valid instruction is present in the complete processor pipeline, indi-

133



5 Adaptive Lockstep Processor

cating a flushwith no further changes to the processor state. This task
is essential during the pipeline synchronization phase, ensuring only
a stable and consistent processor state is transferable from themaster
to the slave core.

The pipeline synchronization guarantees the lockstep behavior, en-
abling simultaneous fetching and execution of instructions while en-
suring a transferable processor state. Executing the same instruc-
tion simultaneously on two integer units necessitates synchronized
pipelines. It is essential to note that this work focuses on the adaptive
lockstep architecture and does not investigates safeguarding against
common mode faults in processor architectures. Techniques to pre-
vent such faults, common in state-of-the-art lockstep architectures,
include delayed execution, where a delay is introduced between the
execution of the same instruction on different execution units. This
serves as a preventive mechanism for common mode faults, and ad-
ditional delay pipeline stages can be incorporated into themaster and
slave pipeline architecture, resulting in different execution times.

The synchronization process within the adaptive lockstep architec-
ture involves simultaneous instruction fetching and state replication
on the slave core. The state replication process on the slave core en-
compasses not only the takeover of the state but also the preservation
of the current processor state for subsequent program continuation.
Therefore, the slave core must achieve a consistent state to save it for
later program resumption.

The master pipeline provides both the necessary program counters
(PCandNPC)and theprocessor state (TBR,WIM, andPSR) to the slave
core. Concurrently, the slave core preserves its own state for a later re-
sumption. The slave core ensures that it takes over themaster’s state
only after preserving its original state andcopying the stateof themas-
ter IU.
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Preservation of the original state is accomplished bymaintaining two
sets of status registers in thewrite-back stage. The selection of the sta-
tus register set depends on the synchronization state and is controlled
by the commit stage. These sets include special registers like the Pro-
cessor State Register (PSR). The PC and NPC of the current program
state are saved to enable the continuation of software execution after
releasing the lockstep cluster. Both PC and NPC are essential for en-
suring a correct program resumption, especially considering that the
NPC is needed to accurately restore the behaviors of DelayedControl-
Transfer Instruction (DCTI). DCTI can alter the control flow after a
CTI, and each CTI may have a CTI in its delay slot. To address this be-
havior, both the PC and NPC are necessary.

The AL core implements a Finite State Machine (FSM) to orchestrate
the reconfiguration from split to locked or from locked to split config-
uration. The state machine is illustrated in Figure 5.10, defining four
states: split, sync, locked, and restore.

In split mode, both processor cores operate independently in the split
state, executing their respective programs and instructions.

The activation of the lockstep event (lockstepEn = ’1’) triggers a state
transition from the split state to the synchronization state (sync). The
synchronization state is dedicated to performing the tasks of state
replication and simultaneous instruction execution, as introduced
earlier in this section. All synchronization tasks described in this sec-
tion are carried out in the sync state.

Once both pipelines are synchronized, a transition from sync to the
lockstep state (locked) takesplace. In this state, bothpipelines execute
instructions simultaneously, ensuring and maintaining synchroniza-
tion. This is achieved throughmeasures detailed in Section 5.2, which
describes the core architecture. Notably, the forwarding of the cache-
generatedhold to eachother is important formaintainingpipeline co-
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Figure 5.10: FSMof the synchronizationprocess to enter and leave the
adaptive lock configuration

herence and synchronization. Any variation in results at the commit
stage triggers a similar fault handlingmechanism in both pipelines.

The reconfiguration from locked into split depends on the core type
(master or slave core). For themaster core, the reconfiguration has no
effect on the processor state or instruction fetching. Themaster core
can seamlessly continue program execution, but without comparing
results from the slave core at the commit stage. Therefore, themaster
core, indicated bymaster = ’1’, can directly transition from the locked
state to the split state.
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To leave the lockstep configuration, the slave must initially restore its
original state. The mechanism for restoring the original state is simi-
lar to the process of replicating the state from the master to the slave.
However, during this re-establishment, the slave utilizes its previously
preserved state from the sync phase, instead of themaster’s state. Un-
like the sync phase, where the original state is preserved, during the
restore phase, the re-establishment of the original state can waive the
current processor state. In the restore state, only the old processor
state is recovered, and the current state is discarded. Thecontrol regis-
ters of the slave cores are restored to their original values in the restore
state.

In the locked state, the slave receives data and operates on the mas-
ter’s register file and data cache. The restore phase is responsible to
discontinue this access and terminate the redirection. When the slave
core reaches the split state, it operates entirely independently of the
master core. The two physical cores no longer function as a single log-
ical core.

Both the sync and restore states need to control the execution and
fetching of instructions. The following discussion primarily focuses
on the sync phase, investigating how themaster and slave cores syn-
chronize their executed instructions and reach a consistent state. This
consistent stateof the slave is essential for resuming theprogram later,
and themaster requires a consistent state for replication. After exam-
ining the sync phase, the restore phase is discussed.

In Figure 5.11, the synchronizationof amaster core (Core 0) anda slave
core (Core 1) is illustrated. The program executed on Core 0 needs
to be replicated to Core 1. Initially, both physical cores operate inde-
pendently as two logical cores in a split configuration. Enabling the
lockstep configuration triggers reconfiguration from the split into the
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Figure 5.11: Pipeline synchronization

locked state andmode. Both cores undergo a transition from the split
to the sync state, initiating the synchronization phase.

The pipeline must reach a consistent processor state that is either
transferable or can be used for restoration and later program con-
tinuation. Achieving a consistent state involves flushing the entire
pipeline to ensure no further modifications to the processor state.
To prevent data corruption, only the instructions between the fetch
stage and the commit stage are annulled. Only these stages, along
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with instructions in the commit stage and all instructions in previous
pipeline stages, of both themaster and slave pipelines are flushed. All
instructions thatpass the commit stage proceed through the rest of the
pipeline. The instruction at thememory stage is complete and under-
goes the remainingpipeline stagesuntil its result iswrittenback. Once
the last remaining instruction is completed, the processor pipeline
has written back all remaining instructions at the write-back stage.
At this point, the complete pipeline is empty, as all newly fetched in-
structions are annulled. The entirely flushed pipeline has reached a
consistent state, making both processor pipelines ready to replicate
the state from themaster to the slave and save the slave state.

In the sync state, the slave saves the current control flow when enter-
ing the replication process. It identifies the current PC and NPC. The
master’s commit stage starts searching for the PC from the execution
stage to the fetch stage. BothPCandNPCs are essential for correct pro-
gram flow. The saved PC and NPC are forwarded from themaster to
the slave core. Both cores simultaneously begin fetching the same in-
struction from the shared and commonPC address. The commit stage
of both cores uses the rbpc signal to provide the PCs and configures
the associated fetch stage to fetch the next instruction from the rbpc
address (PC followed by NPCs).

The following section delves into the latency involved in transitioning
from a split to a locked configuration. This latency is directly influ-
enced by the instructions yet to be executed on both themaster and
slave cores. The comprehensive pipeline flush latency is quantified
through themodel presented in Equation 5.1.

LIU,S−>L = LCommit(InstType) + LPipeline,S−>L + LCache (5.1)
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LIU,S−>L represents the latency, measured in clock cycles, required
for the remaining instructions to reach completion. The LEON3 ar-
chitecture executes load and store instructions asmulti-cycle instruc-
tions with distinct address and data phases. This behavior is donated
by the model LCommit(InstType), considering the latency of the in-
struction tocomplete in thememory stage. Additionally,LPipeline,S−>L

denotes the time the last valid instruction takes topass through the re-
maining pipeline stages. The memory access involves a private data
cache interaction, and the associated latency introduced by the cache
access is denoted by LCache.

In Table 5.2, the required clock cycles for different instructions are de-
lineated. Memory instructions, depending on their type, necessitate
between one and three cycles. For store instructions, the process is
split into an address phase followed by the data phase. In the case of
a double load or store, two values are read from or written to themain
memory. For store instructions, two general-purpose registers are ac-
cessed sequentially, while adouble load sequentiallywrites twovalues
into the register file.

Instruction Cycles
Arithmetic operation 1
Single load 1
Double load 2
Single store 2
Double store 3

Table 5.2: Number of cycles a multi cycle instructions requires. (Refer
to [18])

LCommit(InstType) = lockUpMultiCycles(InstType) (5.2)
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LCommit(InstType) calculates latency based on the number of cycles
an instruction requires to complete memory access. The function
lockUpMultiCycles() utilizes the cycle information provided in Ta-
ble 5.2.

LPipeline,S−>L =


3, Valid Instructionmemory
2, Valid Instruction exception
1, Valid Instructionwrite-back
0, Otherwise

(5.3)

The pipeline latency, denoted as LPipeline,S−>L, is dependent on the
remaining instructions within the pipeline that are awaiting comple-
tion. LPipeline,S−>L quantifies the duration for which the last valid in-
struction remains unfinished. A valid instruction is one that has not
been annulled within the pipeline. The pipeline is considered com-
pletely flushed when the last non-annulled instruction reaches com-
pletion.

LCache =

{
0, Cache Hit
5 + LMemory + LAccess, CacheMiss

(5.4)

The latency of the cache, denoted asLCache, depends on the presence
or absence of data within the cache. If a cache hit occurs, and the data
is already present in the cache, the introduced latency is zero. Con-
versely, in the event of a cachemiss, where the data needs to be loaded
from themainmemory, certain considerations come into play.

The configured cache in this context has a line size of four words, im-
plying that each cache miss loads four words from the main memory.
To retrieve any word from themainmemory, the AHB protocol speci-
fies an address phase of one clock cycle, followedby the response con-
taining the data. The response time is contingent on two factors: the
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size of the transaction and the fact that each word requires one cycle.
Therefore, for four words, this process encompasses four cycles, plus
one address cycle, summing up to a fixed latency of five cycles.

Beyond this fixed latency, additional latency, denoted asLMemory, can
be introduced by the memory access. This represents the time the
memory requires to respond correctly to the read request and deliver
the data. Moreover, the cache latency is influenced by the latency as-
sociatedwith gaining bus access, expressed asLAccess. This particular
latency is contingent upon simultaneous bus transfers and the num-
ber of busmasters, with theAHBbus ultimately determining access to
thememory subsystem.

LReConfig,S−>L = max(LIU,master,S−>L, LIU,slave,S−>L) (5.5)

The reconfiguration processor of the master and the slave core is si-
multaneously and starts at the same time. Hence, the reconfigura-
tion latencyLReConfig,S−>L for configuring two independent physical
cores into one logical lockstep core is determined by the longer of the
two LIU,S−>L latencies from both pipelines.

The following section covers the details of reconfiguring from a split
to a locked configuration. As previously discussed, it is essential to dif-
ferentiate between themaster and slave cores of the logical core. The
physicalmaster core can seamlessly switch from the locked state to the
split statewithout requiring further action. Thepipeline cansmoothly
resume execution, as illustrated in Figure 5.12.

However, the behavior of the slave core is distinct. Unlike themaster
core, the slave core cannot directly transition from the locked to the
split state. Continuing the original slave program involves restoring
the initial status registers before executing the original program code.
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Figure 5.12: Pipeline restore

To restore the original state, the entire pipeline must be flushed. The
restore state is employed to flush the pipeline and revert to the original
state. Upon entering the restore state, all instructions, except the one
at thememory stage, are immediately annulledandflushed. Toensure
correct system behavior, the memory stage instruction is completed
and subsequently discarded.

Once the pipeline is completely flushed, the slave core can return to
its original state by utilizing the preserved control register at thewrite-
back stage. To resume the original program, the commit stage lever-
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ages the rbpc. This stage controls the fetch stage to retrieve instruc-
tions from the saved PC and NPC. By fetching these instructions, the
correct control flow is restored, and the original program resumes. Af-
ter successfully restoring the original processor state, the former slave
core transitions back into the split state.

The latency of reconfiguration from a lockstep configuration to a split
configuration depends on the type of core. LIU,L−>S,master repre-
sents the latency the master core requires for reconfiguration, and
LIU,L−>S,slave denotes the latency for the slave core.

LIU,L−>S,master = 0 (5.6)

The master core undergoes a direct and seamless reconfiguration,
smoothly transitioning into the split state. This process involves no
alterations to the control or program flow, resulting in a reconfigura-
tion latency LIU,L−>S,master of zero.

LIU,L−>S,slave = LCommit(InstType) + LCache (5.7)

The slave core completes the instruction involving memory access, a
process influenced by both LCommit(InstType) (refer to Equation 5.2)
andLCache (refer to Equation 5.4). Unlike Equation 5.1,LIU,L−>S,slave

does not account for the completion of results; although the memory
access is finished, the results are discarded.

The reconfiguration from a locked to a split configuration occurs in-
dependently for the formermaster and slave cores. Consequently, the
reconfiguration latency for the slave core is only dependent on its in-
dividual state.
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impl ver icc reserved EC EF PIL S PS ET CWP
31:28 27:24 23:20 19:14 13 12 11:8 7 6 5 4:0

Figure 5.13: Structur of Processor State Register (PSR) (refer to [19])

5.3.3 Deadlock prevention

The AR concept enables the just-in-time reconfiguration of two pro-
cessor cores. As discussed in detail in Section 4.1.4, adaptive recon-
figuration has the potential to induce a deadlock, allowing code exe-
cution on both themaster and slave cores simultaneously. To prevent
this issue, a deadlock preventionmechanism is introduced, disabling
reconfiguration as long as there is a risk of deadlock. The software
controls the reconfiguration prevention of the processor core, and the
pipeline design must account for this deadlock prevention mecha-
nism.

The SPARC v8 ISA prescribes the following instruction for accessing
the PSR:

• wr rs1, rs2 or imm, %psr ;(write psr register )

• rd %psr, rd ; (read psr register ).

The Processor State Register (PSR), as illustrated in Figure 5.13, in-
cludes a reserved segment. This reserved area in the PSR field is used
for storingandmanaging the reconfigurationcapabilityof thepipeline.
In Figure 5.15, the extendedPSRfield is illustrated. The value stored in
theDissableReconfigration (DR)fielddetermineswhether thepipeline’s
reconfigurability is enabled or disabled. When the DR field’s bit is set,
the core cannot reconfigure and switch into the sync state.

Theoriginallypresentedstatemachine for reconfiguration isexpanded
to incorporate deadlock prevention, resulting in the FSM illustrated
in Figure 5.14. When the DR field is set (disableReconfig = ’1’), the
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Figure 5.14: FSM of the synchronization process to enter and leave
the adaptive lock configurationwith deadlock prevention
mechanism (red).

pipeline is prevented from transitioning to the sync state. This ensures
the continuation of the original code execution as long as the DR field
is set. Once the software changes the DR field to ’0’, the pipeline be-
comes eligible for reconfiguration.

Thecomprehensive reconfigurationprocess is illustrated inFigure5.16.
This flowchart shows both variants of reconfiguration. Enabling re-
dundant instruction execution necessitates synchronized pipelines
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impl ver icc reserved EC EF PIL S PS ET CWPDR
31:28 27:24 23:20 19:13 14 13 12 11:8 7 6 5 4:0

Figure 5.15: Modified PSR to disable the reconfiguration of the
pipeline. When theDR bit is set the pipeline is prevented
to enter the sync state.([19])

of both themaster and slave core. The synchronization of these cores
encompasses the implementation of a deadlock prevention mecha-
nism.

The disabling of a redundant rexecutions requeirs an reestablishing
of independent and non-redundant cores. This necessitates only the
resumption of the slave core. Therefore, only the slave core restores
the orignal pipeline state by flushing out the master core instructions
und fetching the orignal slave instructions. However, the master core
continuous uninterruptedly the prorgam execution.

5.3.4 Fault Detection and Handling

The fault detection and handling are supervised by the commit stage,
whichemployscomparators to identify faults throughresultmismatches.
A mismatch occurs whenever the results from the master and slave
pipelinesarenot identical. In this setup, themaster pipelinecompares
its resultwith that generatedby the slave, and vice versa. Upondetect-
ing a fault throughmismatch, the pipeline engages the fault handling
mechanism.

The fault handling approach employed for the ALP goes beyond just
fault detection and notification to the application. Instead, a fault
handlingstrategy is applied,with theprocessorpipelineautonomously
managing faults. Upon each fault detection by the commit stage, the
flawed instruction is re-executed. The processor core rolls back by
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Figure 5.16: Flowchart illustrating the reconfiguration process of both
master and slave core.
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fetching the faulty instruction, utilizing the rbpc for this purpose. In
case of a discrepancy detection in both commit stages, a simultane-
ous rollback to the same rbpc occurs. The choice between using the
rbpc or the saved PC is supervised by the commit stage.

The detection of faults leads to the annulment of the flawed instruc-
tion, ensuring that it hasno impact on the systemstate. Neither the in-
ternal processor state, comprising control registers in the write-back
stage and general-purpose registers, nor the cache andmainmemory
are affected by the detected fault.

The process of re-executing the instruction resembles the resumption
of the suspended slave program or program replication. The commit
stage employs a consistent mechanism to determine the required PC
and NPC. Thus, the commit stage searches through the pipeline to
identify the correct PC and NPC.

To emphasize the importance of selecting the correct NPC, it is im-
portant to understand the behavior of Control-Transfer Instructions
(CTIs). CTIs influence theprogramflowbeforea result undergoes vali-
dation in the commit stage, examples beingBranch andCALL instruc-
tions. These instructions generate the target address relative to their
program counter in the decode stage and forward it to the fetch stage.
All CTIs defined by the SPARC v8 ISA are Delayed Control-Transfer In-
structions (DCTIs). The control transfer of DCTIs does not occur im-
mediately; it is delayed by one instruction. This delayed instruction
immediately follows the DCTIs and is always fetched but can be an-
nulled by the preceding DCTIs.

Listing 5.1 provides an example code of a trap handler for a window
underflow trap. In the event of a window underflow trap, the proces-
sor jumps to the address of the window underflow handler. The four
reserved instructions are used to jump and execute the software rou-
tine of thewindowunderflowhandler. This routine is designed to save
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Listing 5.1: Code example of window overflow trap handler

PC Address Instruction

; Trap Table (Window Overflow )
80000050: rd %psr , %l0
80000054: sethi %hi (0 x80006000 ) , %l4
80000058: jmp %l4 + 0x238
8000005c : nop

. . . . . .

;Window Overflow Trap Handler
80006238: save
8000623c : std %l0 , [%sp ]

. . . . . .
8000627c : restore
80006280: jmp %l1
80006284: re t t %l2

;Window Underflow Trap Handler
80006288: sethi %hi (0 x80023000 ) , %l6
8000628C: or %l6 , 0x3dc , %l6
80006290: ld [ %l6 ] , %l7

all register valuesof the registerwindowon the stackandsubsequently
jump back to the source of the window underflow trap.

The code example features several DCTIs. The first instance is the
jmp%l4 + 0x238 in the third line. This jump instruction directs the
fetching of instructions from the address 0x80006238 onwards. The
DCTI changes the control flow one instruction after its fetch. Prior
to fetching and executing the save instruction at the target address,
the delayed nop instruction is fetched and executed. The No Opera-
tion (NOP) instruction is located in the delay slot of the jump instruc-
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PC Address Instruction

80012 f1c : ret
80012 f20 : restore
80000050: rd %psr , %l0
80000054: sethi %hi (0 x80006000 ) , %l4
80000058: jmp %l4 + 0x238
8000005c : nop
80006238: save
8000623c : std %l0 , [%sp ]

. . . . . .
8000627c : restore
80006280: jmp %l1
80006284: re t t %l2
80012 f20 : restore
80009 f94 : ca l l 80012ea0
80009 f98 : restore

Generates Trap
WO Trap Handler

Return to Trap Source
Set Correct NPC

Figure 5.17: Instruction trace of an executed window overflow trap
handler.

tion, and it is important to know that the instruction in the delay slot
mustnotbeaNOPandmayalsomodify theprogramcounter andcon-
trol flow.

A delayed instruction that changes the control flow is shown on line
ten at the address 0x80006284. The structure on lines nine and ten
is typical for exiting a trap handler, ensuring the correct setting of PC
and NPC. When a trap occurs, the PC is stored in the local 1 register
(l1) and the NPC is stored in the local 2 register (l2). Upon leaving the
trap handler subroutine, the stored PC (l1) andNPC (l2) are utilized to
restore the execution state before the trap occurred.

In Figure 5.17, an instruction trace illustrates a program execution.
The traced snippet includes the source of a trap and the subsequent
return from the trap to the source. The restore instruction in the sec-
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Figure 5.18: Correct Instruction execution of the pipeline. The rela-
tionship between CTI and fetched instructions is high-
lighted.

ond line triggers a window overflow trap. Instructions associatedwith
the trap handler are highlighted in blue. As previously demonstrated
in Listing 5.1, the trap handler concludes with the instruction combi-
nation of jmp%l1 and rett %l2 in lines eleven and twelve. After the
trap handler is completed, these two instructions restore the original
control flow.

The jmp%l1 instruction restores the PC of the trap source. The reg-
ister l1 contains the address 80012f20 of the restore instruction. The
restore instruction at address 80012f20 is located in the delay slot of
the ret instruction. The ret instruction is used to exit the subroutine
of a function call and jumps back to the caller address + 8. In this ex-
ample, the return address is 80009f94. The correct re-establishment of
the original control flow is facilitated by the ret instruction, which re-
stores the NPC with the address 80009f94. This ensures that after the
trap, firstly, the trap source instruction at the address 80012f20 (saved
PC) and, secondly, the instruction at the target of the jump at the ad-
dress 80012f20 (saved NPC), are executed.
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PC Address Instruction

80012 f1c : ret
80012 f20 : restore
80000050: rd %psr , %l0
80000050: rd %psr , %l0
80000054: sethi %hi (0 x80006000 ) , %l4
80000058: jmp %l4 + 0x238
8000005c : nop

. . . . . .
8000627c : restore
80006280: jmp %l1
80006280: jmp %l1
80006284: re t t %l2
80012 f20 : restore
80009 f94 : ca l l 80012ea0
80009 f98 : restore

Re-Execute
E

Re-Execute
E

Figure 5.19: Instruction trace resulting from a simple re-execution of
instructions.

The corresponding pipeline that generates the instruction trace is il-
lustrated in Figure 5.18. The figure emphasizes the presence of CTIs,
including those designed to exit the trap handler. The instruction
combination of jmpl followed by the rett instruction ensures that the
fetch stage restores the original program state from before the win-
dow overflow occurrence. This pair of instructions sets the correct PC
and NPC, with the jmpl setting the PC and the subsequent rett in-
struction setting the NPC. The sequential execution is illustrated in
the figure, where the execution of the jmpl restores the correct restore
instruction, and the rett ensures the correct fetch of the subsequent
call 80012ea0 instruction.
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Figure 5.20: Instruction re-execution of the pipeline. The relation-
shipbetweenflawed jmp instructionand the following in-
structions is shown. The re-execution results into a cor-
rect control flow.

The re-execution after a fault, based on the trace example, should be
discussed. The example encompasses all relevant instructions and
instruction combinations to cover various behavioral patterns. The
first scenario in Figure 5.19 illustrates the simplest case, featuring two
faults, one at the beginning of the trap handler. The commit stage de-
tects a mismatch at the rd %psr, %l0 instruction, where the results of
the slave andmaster cores arenot equivalent, triggering a re-execution
of the flawed instruction.

The example trace has a second fault at a DCTI. The jmp%l1 instruc-
tion contains a fault, prompting a re-executionof this instruction. The
annulment and re-execution of the jmp%l1 result in a correct pro-
gram flow.

Both faults at the rd %psr, %l0 or jmp%l1 instructions in lines three
and ten lead to a re-execution of these instructions. The flawed in-
structions are not completed and are annulled. Consequently, the re-
sulting instruction trace is identical to the intended trace from Fig-
ure 5.17.
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PC Address Instruction

8000627c : restore
80006280: jmp %l1
80006284: re t t %l2
80006284: re t t %l2
80006288: sethi %hi (0 x80023000 ) , %l6
8000628C: or %l6 , 0x3dc , %l6
80006290: ld [ %l6 ] , %l7
80012 f20 : restore
80006294: ca l l 80012ea0
80009 f98 : restore

Re-Execute
E

Figure 5.21: Instruction trace resulting from a simple re-execution of
a flawed rett instruction. The re-execution leads to an in-
correct program execution (highlighted in red)

The pipeline behavior of fault handling and the annulment of the
flawed instruction is illustrated in Figure 5.20. The figure shows the
re-execution of the flawed jmp%l1 instruction. The instruction it-
self and all instructions prior to the commit stage are annulled. The
fetch stage then re-fetches the jmp%l1 instruction for re-execution.
The subsequently fetched instruction is the correct rett instruction,
ensuring the correct continuation of the program.

The next two examples demonstrate that only based on the PC for
re-execution is insufficient. A straightforward re-execution of the PC
while neglecting the NPC results in flawed program execution, man-
ifesting as an incorrect or incomplete program flow with missing in-
structions, multiple incorrectly executed instructions, or an entirely
incorrect program sequence.

The first example in Figure 5.21 illustrates the consequences of a sim-
ple re-execution solely at the PC address without further considera-
tions. This leads to an incorrect program flow, with one missing in-
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Figure 5.22: A pipeline illustrating re-executing a flawed rett instruc-
tion in the delay slot of a CTI. The simple re-execution
leads to a incorrect program continuation, which is high-
lighted in red

struction compared to the ground truth trace, highlighted in red and
crossed out. Additionally, some falsely executed instructions are high-
lighted in red. Following the flawed program flow, the correct call in-
struction is fetched. However, the system state may already be cor-
rupted due to themissing and incorrectly executed instructions. This
undesired behavior corresponds to the naive re-execution of the in-
struction in the delay slot of the jmp%l1 instruction.

The re-execution process involves initially flushing all instructions
prior to the commit stage, including the already fetched restore in-
struction, which is annulled like any other instruction. After flushing
all pipeline stages prior to the commit stage, the flawed instruction is
re-fetched and re-executed. Without considering any NPC, the next
fetched instruction depends on either the PC increment or the result
of a CTI.
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PC Address Instruction

8000627c : restore
80006280: jmp %l1
80006284: re t t %l2
80012 f20 : restore %l2
80012 f20 : restore
80012 f24 : and %i5 , =8, %i5
80012 f28 : mov %i5 , %g1
80012 f2c : sethi %hi (0 x80019000 ) , %g1
80012 f30 : ld [ %i5 + 4 ] , %i1

Re-Execute
E

Figure 5.23: Instruction trace resulting froma simple re-execution of a
flawed target restore instruction. The re-execution leads
to an incorrect program execution (highlighted in red)

The jmp%l1has takeneffectbefore the fault at thedelayed instruction
is detected. Figure 5.22 illustrates this. The jmp%l1 instruction has
passed the commit stage and is not affected by a simple re-execution
of rett. Consequently, the original control transfer does not take place
again, resulting in an incorrect control flow. The falsely executed in-
structions are highlighted in red.

A jmplor jmp instructionmustbeexecuted immediatelybeforea rett.
If a rett does not follow a jmp instruction, one or more instructions
following the rett are incorrect [19].

The simple re-execution of the rett instruction after fault detection is
equivalent to executing just a single rett instruction. This behavior is
the sameas the casewhere the rett does not immediately followa jmp
instruction.

The second example demonstrates a fault occurring in the target in-
struction of a jmp instruction. A simple re-execution of the flawed
instruction without considering the NPC is discussed below. Similar
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Figure 5.24: A pipeline illustrating re-executing a flawed restore in-
struction. The simple re-execution leads to a incorrect
program continuation, which is highlighted in red

to previous examples, the resulting instruction trace is shown in Fig-
ure 5.23. The simple re-execution of the flawed restore instruction
leads to a program continuation from the instruction address. The in-
correctly fetched and executed instructions are highlighted in red.

Thecorresponding illustrationof thepipeline isprovided inFigure5.24,
highlighting the incorrect control flow as well. Specifically, the incor-
rectly fetched and later executed instructions are highlighted in red.
The re-execution does not consider the target address of the rett in-
struction. The rett instruction has passed the commit stage and is not
considered for a simple re-executionbasedonlyon theflawed instruc-
tion PC. Consequently, the program continues executing instructions
from the re-executed restore. The fetch stage linearly fetches the next
instructions until a CTI changes the NPC. This leads to a flawed con-
trol flow and falsely fetched and executed instructions.

The previous examples show that re-execution cannot only be based
on thePCof theflawed instruction. ForDCTIs, thecorrectPCandNPC
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must be determined. The commit stage therefore identifies both the
correct PC of the current instruction and NPC. Both values are stored
for possible re-execution. The control flowafter re-executiondepends
on the Rollback Program Counter (RBCP). The commit stage config-
ures the fetch stage to use the RBCP, which is set to PC and NPC suc-
cessively. This ensures that the fetch stage restores thecorrectprogram
flow after a flawed instruction is detected.

The state replication fromthemaster to the slave core and theprogram
suspension are similar to a re-execution in the case of a fault. There-
fore, the same mechanism of the commit stage is employed to detect
the correct and requiredPCandNPC. Both values areused to replicate
the program. Themaster and slave core re-execute the PC andNPC to
replicate the correct programflow. After the critical section is finished,
the slave core restores its original state. Thus, the original PC andNPC
are re-established, and the original program flow resumes.

In the following the fault detection latency should be discussed. The
latency to detect a fault depends on the pipeline stage where the fault
occurs. The maximum latency is defined by the maximum distance
between the pipeline stage where the fault occurs and the commit
stage. The worst-case latency is for a fault occurring in the fetch stage.
Therefore, themaximum fault detection latency is defined as the time
the fetched instruction needs to reach the commit stage, as shown in
Equation 5.8.

LFaultDetection,Max = LFetch,Commit(Inst). (5.8)
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5 Adaptive Lockstep Processor

5.4 Improvements of the Adaptive Lockstep
Architecture

The demonstrated Adaptive Lockstep Processor (ALP) concept has
been illustrated with two AL cores thus far. In the following, a gen-
eralization of the concept is discussed. Additionally, some enhance-
ments concerning pipeline design are considered to address a consis-
tent runtime overhead resulting from the additional commit stage.

5.4.1 Direct Fault Masking

The ALP and the Adaptive Redundancy (AR) concept cover redundant
executionon twoprocessorcores. However, for someapplications, the
DMR configuration is not sufficient. To enhance the system’s depend-
ability, a TMR processor configuration is required instead. This sec-
tion delves into the realization of the TMR configuration within the
ALP.

The design of the TMR configuration follows the same principles as
thepreviouslypresentedDMRconfiguration. Similar to theDMRsetup,
theprocessorcores sharecommonsubsystemsduring the lockedmode.
The architecture described in Section 5.2 serves as the foundational
design. In the case of a TMR configuration, the register file of themas-
ter core is shared not only with a single slave core, as in the DMR con-
figuration, but with two slave cores. Furthermore, the cache signals
aredistributed toboth slaves,withbothdata andhold signals required
on both slaves to ensure identical and functional execution across all
three cores.

In the synchronization process, as described in Section 5.3.2, both
slave pipelines must be considered. The synchronization state is not
exited until both slave pipelines are completely flushed; it is insuffi-
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cient for just one of the slave pipelines to be flushed. After both slave
pipelines are flushed, both slave cores can accept the providedmaster
state.

The data path of the LEON3processor employs voters instead of com-
parators to detect and directly correct faults. For the TMR configura-
tion, 2-out-of-3 majority voters are utilized.

The resulting data path architecture is shown in Figure 5.25. For cor-
rect data forwarding, the result after the voter needs to be forwarded
to the register access stage. In the original design based on compara-
tors, the location of data forwarding is negligible; it makes no differ-
ence whether the result is forwarded before or after the comparator.

The use of comparators in theDMRconfiguration to detect a fault and
re-execute, if necessary, leads to a Backward Error Recovery (BER).
Fault handling requires the time-consuming re-execution. However,
the use of voters allows for an Forward Error Correction (FEC).

5.4.2 Reconfiguration of the Pipeline Architecture

The presented pipeline architecture employs the commit stage to de-
tect and mitigate faults, statically placing the pipeline stage between
the execute andmemory stage. The integration of the additional com-
mit stage introduces additional latency in certain scenarios, notably
delaying the execution of load operations. Additionally, the detection
of trap occurrences (window overflow or underflow) is delayed com-
pared to the seven-stage pipeline design.

To address the negative runtime impact, an adaptive pipeline struc-
ture is explored. The adaptive pipeline concept utilizes a reconfigura-
tion approach. During the split mode, the pipeline adopts a shadow
mode. Figure 5.26 illustrates the adaptive pipeline concept. Depend-
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Figure 5.26: Reconfigurable pipeline architecture. The commit stage
operates as shadow pipeline stage during split mode and
is embedded into the data path during lockedmode.

ing on the processor mode, the commit stage is included or excluded
from the pipeline data path.

The pipeline employs a bypass architecture to exclude the commit
stage from the data path, configuring it as a shadow pipeline stage.
During the split mode, the commit stage only tracks the correct PC
and NPC for processor state replication. When the processor transi-
tions from split to locked mode, the commit stage takes over the task
of orchestrating the replication process. During the synchronization
phase, when all instructions are flushed, the commit stage is inserted
into the data path of the pipeline architecture.

Figure 5.27 illustrates the instruction execution of the pipeline. Each
executed instruction is highlighted in blue, while instructions dis-
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carded by the commit stage due to the shadow mode configuration
are highlighted in gray.

Activation of the commit stage and its inclusion into the data path
occurs immediately after pipeline synchronization. During pipeline
synchronization, both themaster and slave cores’pipelinesareflushed.
Consequently, the inclusion of the commit stage into the instruction
stream of the pipeline takes place seamlessly, with no impact on the
instruction flow.

Recovering the shadow pipeline stage depends on the core type. The
slave core flushes the complete pipeline to restore the original state
and resume the suspended program. Flushing the pipeline leads to
annulling the instructions at the execute, commit, andmemory stages.
By annulling the instructionat the commit stage, the commit stage can
be excluded from the data path without risking flawed instruction ex-
ecution.

Excluding themaster’s commit stage requires additional effort. Direct
deactivationandbypassingof the commit stage arenot feasible as long
as a valid instruction is available at the commit stage. When both the
execute and commit stages have valid instructions, removing the com-
mit stage from the data path leads to flawed execution. Only one in-
struction can be passed to thememory stage, either the valid instruc-
tion from the execute or commit stage. Figure 5.27 not only illustrates
instruction execution before and after switching from split to locked
mode but also includes the restoration of a seven-stage pipeline archi-
tecture with a shadow stage when switching from locked back to split
mode. The figure illustrates the more interesting case of the master
pipeline, which can seamlessly continue code execution.

The commit stage can be excluded from the data path as soon as the
commit stage has an annulled instruction. As soon as the annulled in-
struction is detected at the commit stage, the result of the execute stage
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can be safely forwarded to thememory stage. By forwarding the result
of the execute instead of the commit stage, the seven-stage designwith
the shadow pipeline stage is recovered. Each instruction entering the
commit stage is discarded, ensuring that the commit and thememory
stage process the same instruction.

5.5 Experimental Results

The lockstep architecture is evaluated with respect to resource over-
head, execution time in fault-free scenarios, and correct software be-
havior. The correctness of software behavior is demonstrated through
simulation and on an FPGA platform. The adaptive lockstep architec-
ture undergoes validation through random fault injection. In simula-
tion, faults are injectedusingVHDLcode,while on theFPGAplatform,
faults are introduced by extending the architecture. Injected faults
manipulate results forwarded from the execution stage to the commit
stage.

5.5.1 Fault Detection

The fault detection capabilities of the ALP are validated through both
hardware simulation and amodified hardware implementation on an
FPGA.Bothmethodsdemonstrate the fault detectionand recovery ca-
pabilities. The evaluation of fault detection behavior also validates
the functional correctness of context switches between the split and
locked modes. The validation involves random switches between the
modes, injecting faults whenever the process is in lockmode.

In the simulation-based validation, the RTL implementation of the
ALP is used, and faults are injected using Mentor QuestSim. Signals
are changed at randompoints in time, and faults are injected after dy-

166



5.5 Experimental Results

namically reconfiguring processor cores into a DMR or TMR cluster.
Various benchmark programs and a program implementing a heavy
recursive test algorithm are used for this validation. The benchmark
programs cover common problems of embedded applications, while
the recursive test algorithmvalidates the critical phaseof entering and
leaving the trap handler.

The SPARC v8 ISA defines a privileged supervisor mode during trap
handling, and recursive function calls are employed to generate win-
dow under and window overflow exceptions, ensuring reconfigura-
tion switches during trap handling or between a switch from or to the
supervisor mode.

Simulation-based injection faces challenges in terms of controllabil-
ity and repeatability, as well as simulation time. To address this, a
hardware extension is used to inject faults precisely into the proces-
sor pipeline. A fault injection unit is placed between the execute and
commit stages, dedicated to one processor pipeline. Each pipeline is
equipped with its own fault injection unit, and they work indepen-
dently, depending on the associated pipeline state.

Thearchitectureof the fault injectionsetup is illustrated inFigure5.28,
illustrating two AL cores. Each fault injection unit within the proces-
sor cluster is independently accessible, with the fault manager con-
figurable through either the AHB bus or an external Universal Asyn-
chronous Receiver Transmitte (UART) interface.

The fault injection unit supports the following fault modes:

• Transient fault or Single Event Upset (SEU)

• Intermittent fault

• Permanent fault.

Each fault mode defines the frequency of fault injection. In the case
of a transient fault, the configured fault is injected oncewhen the trig-
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Figure 5.28: Fault injection architecture for the FPGA prototype

ger condition is met. For intermittent faults, the fault is periodically
injected, with the injection cycle commencing when the trigger con-
dition is first satisfied. Permanent faults inject the configured fault as
soon as the fault condition is met for the first time.

Controlling the timing of fault injection, especially themoment when
a fault or the begin of intermittent and permanent faults are injected,
requires a fault trigger for the fault injection unit. Two methods for
determining the timing of fault injection are as follows:

• Immediate

• PC-based.

The immediate fault injection injects the fault as soon as the fault in-
jection unit is configured. The PC-based injection introduces a fault
at a specific instruction, identified by its memory location and asso-

168



5.5 Experimental Results

ciated address. The address is utilized to set the PC where the fault
should be injected.

To ensure that an injected fault is not masked and takes effect, the in-
struction typecanbespecified. The instruction type isnotdetermined
by the OP-code but rather by the execution type of the instruction.
Thus, the following two types of instructions are considered:

• All instructions

• Only executed instruction (not annulled).

Fault triggers on annulled instructions are masked, as these instruc-
tions do not affect the processor state. To ensure that injected faults
have an impact on the result of the execute stage, the instruction type
must not be annulled. If the instruction is not annulled, it is executed
and influences the system state.

The type of injected fault can be managed by the following three op-
erations:

• AND

• OR

• XOR

One of these operations is applied to connect a defined and config-
urable fault vector with a target vector. The target vector represents
the result of the execute stage where the fault is injected. The AND op-
eration is used to force a ’0’, and theOR operation is used to force a ’1’
in the target vector. Both operations can be employed in combination
with apermanent fault to inject faults, covering latch-up faults (Stuck-
at-’1’ and Stuck-at-’0’). The XOR operation allows precise flipping of
selected bits in the target vector.
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Thisconfiguration, comprising faultmode, fault trigger, and fault type,
enables the coverage and mapping of all relevant fault classes at the
logical level.

The same programs used for the simulation-based evaluation are em-
ployed for the FPGA evaluation, with the exception of adaptation to
switchbetween split and lockedmode. Faults areperiodically injected
during lockstep execution. In a lock configuration, random faults are
induced into the result of the execution stage. Faults are injected by
bit inverting a result of themaster or slave core. The fault injection is
basedonan intermittent faultmode,where the interval is used to sim-
ulate random faults. The faults are only injected into non-annulled
andexecuted instructions, ensuring that the injected fault takes effect.

Permanent faults are detected for aDMRcluster; however, these faults
result inaprocessorhang, as the fault is still presentafter re-execution.
For the TMR cluster, these faults are masked, as the correct result of
two processors forms themajority for the voter.

Furthermore, adaptive reconfiguration from a DMR into a TMR is
investigated for permanent faults. Therefore, a threshold of faults
is specified. When the threshold is exceeded, the ALP cores auto-
matically reconfigures the DMR into a TMR cluster. The permanent
fault leads to exceeding the configured threshold after re-executing
the same flawed instruction.

Both the simulation-based and hardware implementations are used
to demonstrate the effectiveness of the safetymechanismprovided by
the ALP and the context switch by state replication. When the proce-
dure is configured into lock mode, fault injection does not affect cor-
rect execution, and correct functional behavior of the test program
codes is shown. However, faults injected during the split mode to
cross-validate the malfunctioning behavior of a fault lead to flawed
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execution. The executed and flawed programs differ from a flawless
execution and can result into a processor hang.

5.5.2 Resources

Aprototype of the AL processor, based on the LEON3design, is imple-
mented as a proof of concept. The prototype is developed bymodify-
ing the original source code of the LEON3 processor design, focusing
primarilyon functional verification. Thedesigndoesnotprioritizeop-
timal hardware implementation with respect to resource utilization,
and the presented values represent the upper bound of the hardware
realization, allowing room for implementation improvements.

The hardware overhead of extending the additional pipeline stage
is compared against the original seven-stage pipeline implementa-
tion of the LEON3. The implementation targets the Virtex UltraScale+
XCVU9P-L2FLGA2104E on the VCU118 evaluation board [151] from
AMD.

Theevaluationof resourceutilization is conductedbysynthesizing the
design with AMD’s Vivado [152]. For both synthesis and implementa-
tion, Vivado is employed with the standard strategy. The design runs
on a clock frequency of 200 MHz without timing violations, aligning
with the original seven-stage LEON3 design’s frequency. The required
resources are reasonable and are detailed in Table 5.3. The additional
LUTs for the adaptive structure are low, and due to the duplication of
processor registers and the extra pipeline stage, thedesign is primarily
dominated by the additional registers.

171



5 Adaptive Lockstep Processor

Table 5.3: Implementation results of resource utilization

LEON3 Lockstep Overhead
[%]

CLB LUTs 5224 5613 7.44
CLB Registers 2269 2887 27.24
CLBs 1003 1220 21.70
BRAMs 9 9 0

5.5.3 Runtime Overhead

The impactof theadditionalprocessorpipeline stage isassessed through
HDLimplementation. TheRTL implementationof the8-stagepipeline
design not only serves to evaluate the behavior of the fault detection
and recovery mechanism but is also synthesized to an FPGA proto-
type. As previously described, the prototype is based on the Virtex Ul-
traScale+ VCU118 board. It is utilized to measured the runtime over-
head introduced by the commit stage.

Five representative benchmark applications are chosen to evaluate
the runtime overhead on the prototype platform. Each benchmark
generates a Central Processing Unit (CPU) workload, covering spe-
cific aspects such as memory accesses, trap generation for window
overflow and underflow, as well as branches.

Fast Fourier Transform (FFT) is an efficient algorithm for calculat-
ing the discrete Fourier transformation of a time-discrete signal. This
transformation is employed to convert a signal from the time domain
to the frequencydomain and iswidely used in signal processing appli-
cations. The implementation is based on the radix-2 Cooley-Tukey al-
gorithm, which divides the problem into smaller sub-problems using
a divide-and-conquer approach. The computation breakdown relies
on complex number operation such as addition [153]. Due to the ab-
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sence of a Floating Point Unit (FPU), the algorithm implementation is
limited to integer operations.

Matrix Multiplication (MatMul) is a fundamental operation in linear
algebra and a central operation in many applications, such as rigid
body transformation [154] or Artificial Intelligence (AI). For instance,
the convolution operation in Convolutional Neural Networks (CNNs)
can be represented as a matrix multiplication. By utilizing the im2col
algorithm, the data from any convolution can be transformed into a
General Matrix Multiply (GEMM) operation [155]. The algorithm em-
ploys a highly iterative implementation with three nested loops.

Quicksort (QS) is a recursive, comparison-based sorting algorithm
that employs the divide-and-conquer principle [156]. This sorting al-
gorithm utilizes an in-place method, which introduces a small mem-
ory overhead. However, the recursive function calls require additional
stackmemory.

Mergesort (MS) is a comparison-based, recursive sorting algorithm
that employs the divide-and-conquer principle [157]. Unlike the QS
algorithm, MS is a stable sorting algorithm. The divide step of the al-
gorithm introducesmore complexity than theQS algorithm; however,
the merge phase is simpler. It’s important to note that the algorithm
does not sort in-place, requiring additional memory allocation.

Black-Scholes (BS) is a financial mathematical model used in the dy-
namic derivative market [158]. While the financial market might not
bea typical embeddeddomain, BS represents a classofdifferent equa-
tions. The algorithm solves a parabolic partial differential equation,
a common problem for embedded systems. The implemented algo-
rithm, derived from [159], must compute results numerically, as there
is no closed-form expression for the BS equation. Since the presented
processor architecture lacks FPU support and integer solutions are
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insufficient, a software-based floating-point implementation is em-
ployed. This approach results in efficient data reuse.

The five benchmarks serve as workloads to assess the runtime over-
head introduced by the additional pipeline stage. The inclusion of
the commit stage results in delayed execution of load-store opera-
tions and late trap detection. Traps, encompassing errors like data
store errors, illegal instructions, ormisaligned memory addresses, also
include events such as window overflow or window underflow [19].
Window overflows and underflows are associated with function calls;
if a function attempts to access an already occupied register window,
one of these traps is triggered. Typically, user-application programs
are not directly affected by these traps, as they are handled by a su-
pervised trap handler. This handler, executed in supervisor mode, re-
turns control to the user-application after completing the trap han-
dling. The LEONBare-CCross Compilation System (BCC)’s GNUGCC
automatically integrates a trap handler forwindow overflows and un-
derflows [160]. The user program and implemented workloads do not
explicitly consider the trap handler and depend on the automatically
integrated trap handler.

The results are obtained by running each benchmark for both 7-stage
and 8-stage pipeline configurations andmeasuring the required clock
cycles. Clock cycles is measured using a tightly coupled hardware
counter, directly readablewithin the pipeline as a special register [18].
Each benchmark application program reads the counter value before
and after the execution of the algorithm, and the difference yields the
execution time of the algorithm. Tomitigate external influences, each
evaluation is performed 15 times, and the arithmetic mean is calcu-
lated. The difference between the minimum and maximum is small
andnegligible. The evaluation results for the five benchmarks are pre-
sented in Figure 5.29, given in the required clock cycles to execute the
workload. All algorithms are evaluated with different input data sizes
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Figure 5.29: Evaluation of the absolute runtime overhead introduced
by the commit stage

to generate varied workloads. The input for the merge and quicksort
is identical to ensure repeatability across the 15 runs.
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Figure 5.30: Comparison of the relative runtime overhead introduced
by the commit stage.

Recursive algorithms are suitable for evaluating the trap-handling be-
havior of the extended pipeline. The SPARC v8 ISA uses the window
system to pass function parameters, triggering window overflows and
underflows and invoking the associated trap handler

The relative runtime overhead introduced by the additional pipeline
stage is illustrated in Figure 5.30. The results reveal amodest overhead
ranging from 1.46% to 5.28% when compared to the 7-stage imple-
mentation. Algorithmsdominated by exceptions exhibit a higher run-
time overhead, with both merge sort and quicksort generating more
exceptions due to increased window overflow and underflow traps
compared to matrix multiplication or FFT. The additional pipeline
stage, positioned before the exception stage, results in a delayed ex-
ception handling process, causing a delay in the context switch from
user software to the trap handler.
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Matrix multiplication extensively operates on data that cannot be ac-
commodated in the register file, necessitatingmultiple load and store
operations. The extra pipeline stage introducesmore read-after-write
hazards, contributing to delays in overall execution time. Despite
these factors, the total runtimeoverheadattributable to the additional
pipeline stage remains small, being less than 5.3%.

5.5.4 Reconfiguration Time

The final evaluation investigates the time required for the reconfigu-
rationof twoprocessor cores. Specifically, the focus is on transitioning
from the splitmode to the lockedmode. The evaluation quantifies the
duration needed to switch both themaster and slave cores into a sin-
gle logical core. A hardware-based statistical unit is employed tomea-
sure this reconfiguration time, utilizing a hardware counter to count
the clock cycles between the initiation and termination of the process.

The initiation condition is met when the lockstepEn signal is raised.
When the signal rinses, both cores begin the reconfiguration process.
The process concludes when both cores have entered the locked state
and simultaneously fetches the same instruction.

This evaluation is conducted on the FPGA prototype. The two proces-
sor cores operate independently, executing a test application. A third
core is exclusively designated to control the reconfiguration process,
utilizing a pseudo-randomprocess to initiate the transition from split
to locked mode. The statistical unit is instrumental in measuring and
recording the reconfiguration times.

The results of themeasured reconfiguration times arepresented inTa-
ble 5.4. For the executed application, an average time of 3.8 clock cy-
cles is recorded. Theobserved reconfiguration timevaries fromamin-
imum of two clock cycles to amaximum of ten clock cycles.
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5 Adaptive Lockstep Processor

Reconfiguration
time [clock cycles]

Min 2
Max 10
Avg 3.8

Table 5.4: Evaluation results of the reconfiguration time from switch-
ing from split into lockedmode

As previously mentioned, the reconfiguration time is influenced by
the instructions present in the pipeline stages after the commit stages.
Particularly, instructions involving access to the main memory con-
tribute to an increased reconfiguration time. Load and store instruc-
tions following the commit stage are executed and impact the neces-
sary reconfiguration time.

To ensure the accuracy of the measurements, the test application in-
tentionally excludes the deadlock prevention mechanism. The dead-
lockpreventionmechanismdisables the slave’s reconfigure capability,
leading toan increased reconfiguration time. This increase is applica"-
tion-dependent rather than hardware-dependent.

5.6 Summary

This chapter introduces the concept of the ALP, which utilizes a hard-
ware realizationof thepreviously introducedARconcept. Theanalysis
of the target processor pipeline with respect to failure modes and ef-
fects informs the placement of the commit stage within the pipeline
architecture. The commit stage serves multiple purposes, with the
three most crucial being the synchronization of processor pipelines,
program replication from themaster to the slave core, and automatic
fault handling. Due to DCTI, additional logic is necessary for deter-
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mining automatic fault handling in the context of automatic fault re-
covery.

Theevaluationof theprocessorALParchitecture revealsminimalhard-
ware and runtimeoverhead. TheALPdemonstrates the ability to tran-
sition from a secure locked mode to a performance-oriented mode
(split mode). To facilitate this transition, a pipeline reconfiguration
concept is introduced. The commit stage, while introducing addi-
tional latency, can be bypassed during split mode to mitigate this la-
tency.

Importantly, the introduced ALP concept is adaptable to various pro-
cessor architectures. The modifications can be universally applied to
all processor designs and are not confined to the example design. The
concept is even applicable to out-of-order processors, necessitating
theplacementof thecommit stageafter the reorderunit and themem-
ory and write-back unit.

In summary, the overall concept demonstrates a commendable bal-
ancebetweenhardware abstraction, runtimeoverhead, andhardware
resource utilization. Moreover, it fulfills all requirements derived from
the AR concept.
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Chapter 6
AMulti-Core Architecture based on the
Adaptive Lockstep Core

This chapter describes a multi-core processor architecture based on
theAdaptive LockstepProcessor (ALP) and itsHDL. The chapter starts
with the presentation of the tile-based processor architecture. An for
real-timeand safety-critical applications specializedNetworkAdapter
(NA) is introduced afterwards. The chapter concludes with an evalu-
ation and summary of the presented platform. Beforehand the Run-
timeEnvironment (RTE)used for the evaluation is introduce. It is used
to evaluate the tile-based platform and the ALP by supporting the de-
velopment of AR capable multi-core applications.

Theconcept, implementationsandevaluationof theplatformarepub-
lished in [Kem22b] and [Red19]. The design and RTL impregnation of
the NA are published in [Kem19]. This chapter extends these publica-
tions in further details.
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6 AMulti-Core Architecture based on the Adaptive Lockstep Core

6.1 The Processor Architecture

This section describes a tile-based multi-core architecture. It begins
with an overview of the overall multi-core architecture and its specific
requirements for Mixed Criticality Systems (MCSs). Following this, it
offers a concise introduction to the Network-on-Chip (NoC) used for
interconnecting the processor architecture’s tiles, thus enabling sys-
tem scalability.

The multi-core architecture is fundamentally based on the Adaptive
Lockstep Processor (ALP) processor architecture. To enhance control
over the individual processor cores and further enhanceflexibility, the
Redundancy Management Unit (RMU) is introduced. This unit is re-
sponsible to mange the redundancy of all AL processing cores within
a tile.

In conclusion, this section delves into a detailed discussion of the
RMU and its significance within themulti-core architecture.

6.1.1 The Overall Architecture

Modernprocessorarchitectures face thechallengeofmeetinggrowing
requirements, particularly concerning thedemand for increasedcom-
putational power. Enhancing computational power can be achieved
through twoprimaryavenues: optimizing theperformanceof individ-
ual processor cores or increasing the number of cores. However, it is
becoming evident that substantial improvements in single-core per-
formance are increasingly limited, making scalability a central goal.

In designing a processor platform, it is imperative not only to address
scalability but also to accommodate the stringent demands of safe
mixed-criticality systems. Each of these requirements imposes dis-
tinct criteria for the platform’s design. In systems with mixed critical-
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ity, there is a need to reliably determineupper bounds for critical tasks
and ensure that these tasks keep to their individual Worst-Case Exe-
cution Times (WCETs). The underlying processor architecture plays a
pivotal role in determining WCET, especially in the context of multi-
coreprocessorswhere shared resourcesareaprimaryconcern. Shared
resources, such asmemory accessible bymultiple processor cores, in-
troduce complexities as concurrent access can lead to interference
and potentially stall cores until conflicts are resolved. As the number
of cores accessing shared resources grows, the likelihood of resource
conflicts rises, resulting in intricateand inaccurateWCETestimations,
often overestimating the WCET. Therefore, it’s crucial for the proces-
sor platform tomitigate potential resource conflictswhile still offering
scalability to meet computational performance requirements.

Moreover, safety-critical applications impose additional demands on
the processor system. Detecting and responding to faults necessitates
additional hardware components or software routines. MCSs intro-
duceadditional sourcesof fault that are challenging tomanage. A fault
initiated by a non-critical task can impact the flawless execution of a
critical task. Hence, the processor architecture should incorporate a
mitigationmechanism to prevent fault propagation and support fault
segregation, ensuring that undetected faults do not propagate uncon-
trollably.

The platform architecture has to fulfill the following properties:

• Scalable and Customizable

• Fault segregate

• Time predictability

• Simplification of theWCET determination.

Tile-based architectures offer a high degree of flexibility,making them
well-suited for addressing complex and demanding requirements. In
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6 AMulti-Core Architecture based on the Adaptive Lockstep Core

these architectures, one or more compute units, memories, and ad-
ditional components are organized into discrete tiles, and these tiles
are interconnected with one another. The scalability of such proces-
sors hinges heavily on the interconnect between individual tiles. The
adoption of a (NoC) as the interconnect solution provides the essen-
tial scalability and the capacity to link together thousands of tiles [161;
162; 163].

Within theNoC,multiple routers are employed, with each router con-
nected to a single tile. On one side of the tile, a Network Adapter (NA)
serves as the interface between the NoC router and the internal tile
structure. This NA acts to decouple individual tiles, playing a crucial
role in memory architecture design. Notably, it enforces a No Remote
Memory Access (NoRMA) memory architecture, which prohibits di-
rect memory access from one tile to another. In this way, a tile cannot
directly access thememory of another tile.

Both theNoRMAmemoryarchitecture and thedecouplingpropertyof
theNA contribute to fulfilling the fault segregation requirement. They
create a barrier preventing faults frompropagating across the borders
of a tile without traversing the NA.

Furthermore, a tile-based architecture with time-predictable inter-
connects proves highly suitable for time-critical applications. De-
composition approaches, in particular, are effective for determining
Worst-Case Execution Time (WCET) efficiently. Individual timings of
each component are precisely determined and collectively contribute
to the overall WCET.

6.1.2 The Processing Tile

Each tile within the processor architecture is independently config-
urable, with a minimum configuration comprising a single processor
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Figure 6.1: Basic platform architecture (refer to [Kem19])

core, Tile Local Memory (TLM), and the Network Adapter (NA). Addi-
tional components are optional and extend the local tile’s capabilities.
A tile operates as a self-contained subsystemwithin the complete pro-
cessor architecture. Thedataprocessingof each tile is doneby theALP
core with a RISC ISA. The underlying LEON3 processor architecture,
which can be scaled up to accommodate up to 15 cores, equips each
core with configurable Level 1 instruction and data caches. Program
instructions, as well as static and temporary program data, are stored
within the TLM. Access to these data occurs exclusively through a lo-
cal interconnect, accessible only to the tile’s Intellectual Property (IP)
components. The processor cores and the TLM are interconnected
through a local Advanced High-performance Bus (AHB) bus. Within
a tile, each IP component is accessible through a linear address space,
which remains invisible to external tiles and IP. The TLMand other IP
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6 AMulti-Core Architecture based on the Adaptive Lockstep Core

components are protected against direct remote access, thanks to the
implementedmemory architecture.

The NA in each tile plays a critical role in implementing this mem-
ory architecture. It interfaces the external NoC with the internal Ad-
vanced High-performance Bus (AHB) bus, serving as the communi-
cation infrastructure. Messages and data moved trough the NoC by
writing into registers within the NA. The NA offers two distinct meth-
ods for transmitting information to a destination tile, reflecting a hy-
brid architecture that combines transaction-based and buffer-based
elements. The transaction-based architecture handles the transmis-
sion of individual datawords to a destinationNA, while for larger data
quantities, the buffer-based architecture is better suited, employing a
Direct Memory Access (DMA) configuration to transmit data. The ba-
sic platform configuration, as illustrated in Figure 6.1, encompasses
all mandatory units. Each tile is situated on a grid topology and con-
nected to one NoC router.

In addition to themandatory components, a tile can incorporate sup-
plementary elements connected to the AHB bus. If a tile comprises
more thanoneprocessorcore, anMulti-Processor InterruptController
(IRQMP)becomesnecessary. The IRQMPmanages the individual states
of processor cores and can initiate, pause, and halt individual cores
within a tile [18]. Typically, core 0 of each tile runs after a reset and
can start additional cores within the same tile. Alongside the IRQMP,
a Debug Support Unit (DSU) is an integral part of a tile. The DSU of-
fers an external serial debug interface that is mapped to physical IO
hardware pins, enabling external and independent debugging of each
tile. The DSU unit provides a range of debugging features for the ALP
cores, including setting breakpoints, stepping through instructions,
tracing executed instructions, reading register data from the register
file, and accessing status registers of each core. It supports software
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6.1 The Processor Architecture

debugging using the GNU Debugger (GDB) and can also load an ELF
file containing program code and data directly into the tile’s memory.

TheLEON3processor core, IRQMP, andDSUareopen-source IP com-
ponents provided by Frontgrade Gaisler AB [18].

When ever the tile architecture is configuredwithmore than one core,
thepreviously introducedALParchitecture is employed. Alternatively,
when using a single core configuration, the original LEON3 architec-
ture is implemented. The ALP is built upon the LEON3 andmaintains
compatibility with the original Frontgrade Gaisler AB design, making
it a seamless integrable to the broad ecosystem. Both the IRQMP and
DSU serve as means to interact with the processor core, with partic-
ular emphasis on the importance of DSU. The DSU functionality is
essential as it facilitates processor control and system debugging, en-
compassing the following features:

• Load program code to the platform

• Start, pause and stop program execution

• Debug interface (break points, GDB)

• Instruction trace

• Read out of process core state (register values).

When configuring a tile with more than two cores, the RMU comes
into play. The RMU takes charge of managing the redundancy con-
figuration of the local AL cores. An advanced platform is illustrated in
Figure 6.2, where each tile within this processor architecture is com-
prised of six cores, a DSU, and an RMU.

6.1.3 RedundancyManagement Unit

The ALP, as discussed in Chapter 5, provides a detailed discursion of
the processor pipeline and core architecture. Nonetheless, it does not
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Figure 6.2: Advanced platform architecture utilizing tiles with six
cores, DSU, and RMU (refer to [Kem22b])

consideredhowdatadistributionamong the cores ismanaged. Partic-
ularly, the synchronization of the commit stage among twoor three AL
cores requires orchestration. This crucial task falls under the respon-
sibility of the RMU, which takes charge for efficiently distributing all
the necessary data among the cores within a single tile. Furthermore,
theRMU introduces a layer of flexibility by allowing cores tobedecou-
pled, providing amore versatile configuration of logical cores.

In Figure 6.3, it is illustrated a tile consisting of six cores, all of which
are directly interconnected with a single RMU. The commit stages of
these AL cores have a direct link to the RMU, which assumes the cru-
cial roleof supplying theproperdata toall coreswithina lockstepclus-
ter. To facilitate this task, a routing complex is employed to seamlessly
forward the necessary data between the cores forming a logical core.
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Figure 6.3: RMUmanges six cores of one processing tile

Among the essential data handled by the RMU, the distribution of
general-purpose register data and core results is of highest impor-
tance. As elaborated in Chapter 5, all cores within a lockstep cluster
operate on a shared register file. The master core shares its general-
purpose register file with all the slave cores. Owing to synchronized
pipelines, every core simultaneously accesses the same register data.
Consequently, the RMU can directly relay the output from themaster
core’s register file to all slave cores. It is notable that only the master
core is permitted to write to the common register file. Since the write
accesses from both themaster and slave cores are identical, these du-
plicatewrite requests arefilteredoutby theRMU,which thecores sub-
sequently disregard. The data written to the register file by themaster
is considered faultless, as it has alreadyundergonecomparisonduring
the commit stage.

The commit stages in a lockstep cluster necessitate access to results
from all associated cores during the comparison or voting process. In
a DMR configuration, the RMU plays an essential role in facilitating
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Figure 6.4: Interaction of the RMUwith the processor Core.

the exchange of instruction results between the master core and the
slave core, ensuring seamless bidirectional communication. However,
if aTMRconfiguration is chosen for the logical core, each core receives
results from the other two cores within the cluster. The schematic in-
teraction between the AL processor core and the RMU is illustrated in
Figure 6.4.

During split mode, the RMU omits from forwarding any data to the
cores, and in turn, thecoresdisregard inputdata fromtheRMU. In this
mode, the cores operate autonomously utilizing their local general-
purpose register files. Consequently, the commit stage in this scenario
discards performing any result comparisons.

The RMU is connected to the AHB bus and provides user-accessible
control registers. This feature enables controllable access to the pro-
cessor state of each core and individual configurations for creating
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Figure 6.5: Lockstep cluster configurations (refer to [Kem22b])

lockstep clusters. However, there are some constraints when it comes
to selecting the participating cores within a lockstep cluster.

Thecoreswithina tile areorganized in rowsandcolumns, allowing the
master core of each lockstep cluster to be freely configured. Neverthe-
less, in aDMRcluster, theparticipating cores are limited to immediate
neighbors. An example of a DMR configuration with one vertical and
two horizontal lockstep clusters can be seen in Figure 6.5a. Further-
more, the arrangement of AL cores can allow for the formation of TMR
clusters in an "L-Shape", as shown in Figure 6.5b, or in a row. These
clusters can be formed and reconfigured individually during runtime.

Importantly, lockstep cluster configurations within a tile do not have
to be uniform. A cluster can comprise a combination of horizontal or
vertical lockstep clusters and four cores in split mode. This hardware
flexibility allows programs to combine DMR and TMR configurations
as needed. The cluster configuration is limited to neighboring cores
tomaintainmanageable data routing via the switchmatrix. Any faults
within the switchmatrix are detected during the voting process in the
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commit stages, thereby preventing the RMU from becoming a single
point of failure.

The RMU serves a dual purpose. It not only offers flexibility in config-
uring logical cores but also allows for dynamic reconfiguration based
on hardware-monitored conditions. The RMU employs performance
counters to measure detected faults. Through a special configuration
register, a threshold is defined, triggering the transformationof aDMR
cluster into a TMR cluster. The user application can utilize the RMU’s
configuration register to specifyboth the threshold for reconfiguration
initiation and which core should participate in forming the emerging
TMR cluster. It is essential that the emerging TMR cluster adheres to
the specified shape constraints.

6.1.4 The Network-on-Chip

The processor platform architecture is based on the iNoC to estab-
lish connections among individual tiles. The foundational NoC was
originally introduced by J. Heißwolf and has seen subsequent feature
enhancements over time [164; Ana19; 165; 166]. The iNoC design ex-
hibits scalability, flexibility, and configurability. Moreover, for time-
critical applications, it incorporates Guaranteed Service (GS) chan-
nels, guaranteeing data transmission latency. These attributes make
the iNoC well-suited for meeting the specific requirements. This sec-
tion provides an overview and configuration details of the iNo. De-
tailedandcomprehensive informationof the iNoCarchitecture isavail-
able in [164].

The NoC is set up in a 2D mesh topology with XY-routing. Tiles are
positioned on a 2D grid, with each tile connected to the local port of a
router. Thenorth, east, south, andwest ports of a router establish con-
nections with neighboring routers. The router architecture employs a
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1 Head 0 Body 0 Body 0 Body 1 Tail

Cntr. Flit Body Flits Cntr. Flit

Figure 6.6: A stream of iNoC flits. The channel is established with the
head flit and closed with the tail flit. Between head and tail
flit all data flits are transmitted from the source to the des-
tination. (refer to [164])

packet-switching approach with a five-stage pipeline design. Incom-
ing data units (flits) are temporarily stored in a First in First out (FIFO)
andare subsequently directed to thedesignatedoutput port as per the
scheduling.

The router uses a full-duplex interface, allowing flits to both enter and
exit a router port simultaneously. Each input and output port pro-
vides four virtual channels, each equippedwith its independent input
buffers. Topreventflit loss due to full FIFO, a credit-basedflowcontrol
mechanism is implemented. Thismechanismoperates by increment-
ingordecrementing the credit counter every timeaflit enters or leaves
the input FIFO. Each input FIFOmaintains its credit counter, indicat-
ing the number of available storage slots. Consequently, when data
is ready to be sent, the req signal is raised, leading to a correspond-
ing decrement in the credit counter. As the virtual channels have their
independent input buffers, the vc signal is employed to select the ap-
propriate FIFO for data transmission.

When a flit leaves from the router through one of the output ports, it
is dequeued from the FIFO. Simultaneously, the associated ack signal
is raised, and the credit counter is incremented.

The iNoC operates using a network protocol that distinguishes be-
tween configuration flits and data flits. Configuration flits are em-
ployed for setting up individual router configurations. The initialhead
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flit establishes the communication channel between the source and
destination. All routers, following the XY-routing algorithm, are con-
figured to route incoming flits to the correct output port. The initial
head flit sets up the route and communication channel. All subse-
quent data flits within the same virtual channel make use of this es-
tablished channel. To close the established channel, a tail flit is trans-
mitted. Figure 6.6 illustrates a sequence of flits.

6.2 The Hybrid Network Adapter

The NA concept and its implementations are published in [Kem19].
This section provides an overview of the Network Interface (NI) and
the core interface of the NA. The core interface adopts a hybrid ap-
proach by combining transaction-based and buffer-based architec-
tures. The distinction between buffer-based and transaction-based
architectures is establishedbasedonhowIP is integratedandaccesses
the NA interface, as discussed in [167].

Buffer-based architectures employ FIFO-based or DMA-based struc-
tures to implement theNA. Thesearchitectures facilitate communica-
tion between the NA and the Network-on-Chip (NoC) through hand-
shakes or credit signals. IP binding between theNA and IP is achieved
using FIFOs or DMA along with local memory. The DMNI architec-
ture [168] is anexampleof abuffer-basedNetworkAdapter, seamlessly
integrating FIFO-based and DMA-based architectures. The NA is di-
rectly configured by the IP, emphasizing the tight coupling of IP and
local memory to the NA. Additional implementations of FIFO-based
architectures are presented in [169] and [170], while DMA-based ar-
chitectures are explored in [171] and [172].

In contrast to buffer-based architectures, transaction-based NAs op-
erate independentlyof IPand localmemory. Thisdecoupling isachieved
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through bus interconnects that facilitate transactions between com-
ponents, such as ARM’s Advanced High-performance Bus (AHB), Ad-
vanced eXtensible Interface (AXI), the Wishbone bus, or the Open
Core Protocol (OCP). Transaction-based approaches inherently en-
sure scalability and reusability of IP.

AnadaptableNAs architecturewith an interchangeable frontend is in-
troduced in [173]. Authors in [174] and [175] present an NAs architec-
ture designed for the AXI bus and compliant with the OCP standards.

6.2.1 The Network Adapter Architecture

The architecture of a Network Adapter (NA) comprises a backend and
a frontend. The backend, also referred to as the Network Interface
(NI), establishes the interface between the NA and the router of the
NoC. Responsible for low-level communication with the NoC, the NI
offers an abstraction service to the NA, as discussed in [161; 176]. The
schematic representation of the NA is illustrated in Figure 6.7, high-
lighting the bidirectional link between theNI and the iNoC. TheNI ac-
cesses the local port of the iNoC router, abstracting the interface and
necessary protocols for the core interface.

The core interface functions as the frontend of the NA, providing a
higher-level service interface to the IP components, as described in
[161; 176]. In the context of the presented platform, the core interface
is linked to the IP within the processing tile.

TheNAemploysahybridarchitectureapproach, combiningbothbuffer-
based and transaction-based architectures. The key distinction lies
in the frontend of the NA, where the core interface provides two in-
terfaces to the tile IP: one for the buffer-based architecture and an-
other for the transaction-based architecture. Both interfaces access
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Figure 6.7: Schematic structure of the NA which is connected to the
local port of the iNoC router.

the same NI, and the NA manages arbitration and access control for
both interfaces to the NI.

These frontend architectures are tailored to specific tasks and address
distinct requirements. The transaction-based architecture focuses on
efficiently transmitting small data with minimal overhead. It is well-
suited for lightweight tasks suchas synchronizationmechanisms. This
architecture facilitates a lightweight Message Passing Interface (MPI)
where individual and small messages are directly sent and received
through the NoC. Data is transmitted from the source to the desti-
nation, written into local FIFO buffers for received messages at the
target NA. The core interface of the transaction-based architecture
allows access to this data. The interface covers basic MPI function-
alities, supporting non-blocking functions for sending and receiving
data through amemory-mapped interface.
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However, the transaction-based message passing does not permit di-
rect reading and writing to the tile local memory, nor does it allow for
remotememory access.

On the other hand, the buffer-based architecture of the core interface
is designed for the efficient transmission of larger consecutive data.
To achieve this, a DMA unit is integrated into the core interface of the
NA. The DMA unit is directly connected to the TLM, enabling inde-
pendent data movement without interfering with the Tile’s AHB bus.
This integration offers two significant advantages: first, it simplifies
the WCET analyzability of the executed program, as communication
does not directly interfere with local software execution. Second, it
prevents interference on the local bus, resulting in improved average
and worst-case performance of the processing system.

A Non-Uniform Memory Access (NuMA) is implemented by both NA
architectures. This means there is no uniform and unique global ad-
dress space. Additionally, the transactionbased architecture does not
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allow direct memory access to a remote tile, resulting in a No Remote
Memory Access (NoRMA) architecture where remote data is only in-
directly accessible. The NoRMA memory architecture is further con-
strained for the buffer-based architecture, as the DMA unit not only
readsdata froma remote tile but also enableswriting local data to a re-
mote tile location. Disabling this capability aligns both architectures
with a NoRMAmemory architecture.

The NA architecture manages outgoing and incoming data flits in-
dependently, due to the full-duplex router interface, complying with
the iNoC router’s full-duplex interface requirements. In accordance
with the router interface, the NA implements credit-based flow con-
trol, with the NI handling flow control, router access, packetization,
depacketization, andproviding an internal interface toboth the trans-
action-based and buffer-based architectures.

The internal structure of the NA is illustrated in Figure 6.8. The trans-
action-based architecture is implemented by the AHB Interface and
FIFO input buffers. The buffer-based architecture is facilitated by the
DMAunit andDMA Interface. TheDMAunit establishes a basic inter-
face connecting to memory and the internal DMA Interface. The role
of theDMA Interface is to buffer incoming data from theNoC Interface
and translate a DMA request into a network protocol. The translated
network protocol is then forwarded to the NoC Interface, managing
iNoC access.

During data transmission, an arbitration between the NoC Interface
and the AHB Interface is necessary, as the NoC transmits only one flit
per cycle. TheNoCArbiter facilitates priority arbitration,with theAHB
Interface taking high priority.

The AHB Interface of the hybrid NA is divided into three distinct re-
gions, each memory-mapped with a specific offset from the NA base
address, as detailed in Table 6.1. Each region serves a unique purpose.
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Table 6.1: Memory layout of the AHB Interface of the NA
Offset Regions
0x00000 NA Status registers
0x10000 Message Passing Interface (MPI)
0x12000 DMA interface

The NA status registers house critical information about the NA, in-
cluding the tile’s unique ID stored as a hard-wired register value. Ad-
ditionally, this region contains status information related to the Net-
work Interface (NI). TheMPI region is specifically associated with the
transaction-basedarchitecture, servingas theAHB interface to this ar-
chitecture. Readandwrite accesses to thismemory region correspond
to MPI functionalities, such as sending and receiving data. The final
memory region is intended to configuring and retrieving the status of
the DMA unit within the buffer-based architecture.

6.2.2 The Transaction-based Architecture

The transaction-basedarchitectureoffersa streamlinedmessagepass-
ing service tailored for communication between tiles, particularly op-
timized for brief exchanges involving a small data payload. In the
realm of parallel software, effective operation requires synchroniza-
tion and concurrency control mechanisms. These requirements are
efficiently met by the minimal overhead transactions facilitated by
the transaction-based architecture of theNA. Crucially, theNA service
must protect the on-tile IP from the intricacies of network behavior.

The core interface of the transaction-based architecture must seam-
lessly integrate with the tile local bus, leading to the implementa-
tion of an AHB compatible slave interface. This interface provides a
memory-mapped structure forMPI-related status registers, incoming

199



6 AMulti-Core Architecture based on the Adaptive Lockstep Core

messages fromother tiles, andoutgoingmessages. Incomingdata flits
are buffered while awaiting retrieval by the local IP. The network in-
terface forwards incoming flits to the core interface, where each flit is
written into FIFOs accessible via the local bus, persisting until con-
sumed.

The iNoC utilizes a packet-switching-based NoC, employing Virtual
Channel (VC) toenhancenetworkbandwidth [177]. Thenetwork router
relies on a round-robin arbitration scheme for access control over
shared physical links, with the arbitration dependent on the VCs as-
sociated with Quality of Service (QoS).

To harness the full capabilities of the iNoC, the NAmust support VCs,
involving the selection of both outgoing and incoming VCs. The out-
going VC ismanaged by theNI, aligning with the chosen virtual chan-
nel of the iNoC router’s local port. Conversely, the incoming virtual
channel is set by the local port and remains beyond control of the
source tile, independent of the outgoing source VC.

A configured iNoC router with four virtual channel support enables
four concurrent outgoing and incoming connections on each port,
meaning the NA can establish four parallel outgoing and incoming
connections simultaneously. Ideally, the NA can send and receive one
flit per cycle for each of these VCs.

The provision of simultaneous outgoing and incoming links empow-
ers application software on the local tile. By offering multiple logical
links concurrently, resource conflicts are minimized, allowing for ef-
fective sharing of network resources among different software tasks
running on local processing elements. These logical links, supported
by the concept of VCs, canbemapped to physical resources. However,
this mapping requires support from the transaction-based core inter-
faces.
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While theNoC guarantees the order of flits within a link, the arrival or-
der ofmessages fromvarious tiles or links is unpredictable, depending
on the complete history of prior and ongoing network traffic. For an
established channel, the arrival time falls between the best-case and
worst-case transmission times. However, flits from different links can
arrive in a disordered fashion.

The route a flit takes is deterministic, with the router freely choosing
anavailable virtual output channel. However, the virtual channel used
to inject a flit into the network and the one used for its exit can differ.
As a result, incomingflits cannotbedirectly forwarded to the receiving
FIFO buffers. The transaction-based core interface introduces logical
communication channels, decoupling them from the virtual channels
of the network.

To facilitate this service, an interface capable of distinguishing be-
tween different incoming links is essential. The NA can control the
used outgoing VC of the NoC router, but the incoming VC on the tar-
get side remains beyond the control of the iNoC network protocol.
Therefore, the NA employs a protocol to assign an established link to
a target channel at the destination. These target channels are FIFOs
buffers accessible via the AHB bus interface of the NA, with each po-
tential source tile and its VC having a designated target channel.

The logical communication channels are exemplified in Figure 6.9, il-
lustrating multiple incoming connections from various tiles. Data is
transmitted to the destination tile independently of the source and
destination virtual channels.

The illustrated example features a 2x2NoC configurationwith four es-
tablished links. Source tiles on the left side transmit data to the cor-
responding target tiles on the right side. Tile 0, for instance, has two
established links routed to input VCs 0 and 1 on the destination. Sim-
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Figure 6.9: Channel assignment (refer to [Kem19])

ilarly, the connection from the output VC 2 of tile 3 is directed to input
VC 3 on the target.

In this scenario, the NI forwards incoming data flits from these con-
nections to the transaction-basedarchitecture. Thedata transfer from
tile 1 to tile 2 employs the buffer-based architecture. Each of these
connections is directed to the FIFO buffer of the target channel, with
the designated target buffer associated with the input VC defined by a
NA protocol.

Additionally, Figure6.9 includesaconnectionassociatedwith thebuffer-
based architecture. Data from the output VC 2 of tile 1 is routed to the
input VC 2 of target tile 3, and the input data of this VC is then for-
warded to the DMA unit.
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The NA supports four simultaneous incoming and outgoing connec-
tions,while theDMAunit is limited toa single connection. This limita-
tion restricts the buffer-based architecture to handling one incoming
and one outgoing data stream.

TheNA facilitates communication through anAHB Interface to the lo-
cal bus, enabling data transmission by writing to addresses assigned
to the NA. The received data, forwarded from theNoC Interface to the
transaction-based architecture, is stored in destination FIFOs, acces-
sible via the AHB bus. The choice of FIFO depends on the source tile
and the configured target channel, allowing different target channels
to establishmultiple connections fromone source tile to the same tar-
get tile.

The transaction-based architecture employs a compact and efficient
addressing scheme for sending and receiving messages. This scheme
provides softwarewithflexibilityandcontrolover theutilized resources.
Consequently, the software can preciselymanage the outgoing virtual
channel usedby the local router. TheNoC linkbetween the source and
destination tile is automatically set up by the NI. An NI service auto-
matically initiates connections, generating the necessary header flit.
Each virtual channel offered by the router’s local interface represents
an independent link. The endpoints of these links can be located on
different tileswithin thenetwork, enabling two tiles to establishmulti-
ple simultaneous links. TheNImaintains these linksuntil the software
explicitly closes the connection.

Both the establishment and closure of a link are managed by the NI,
and the service seamlessly conceals these configurations from the
core interface and user software. It abstracts the generation of head
and tail flits from the software, streamlining the communication pro-
cess.
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Figure 6.10: Structure of theMPI address scheme

Table 6.2: Fields of the target encoded in AHB address.
Field Description Size [bit]
DST X X address of the destination log2(DIMx)
DST Y Y address of the destination log2(DIMx)
VC Virtual Channel log2(V CRouter)
TC Target Channel log2(V CRouter)

Message reception involves the retrieval of data from the FIFOs. The
address structure follows the pattern illustrated in Figure 6.10. Start-
ing with the target channel ID and followed by the source tile ID, the
address scheme is shown inTable 6.2 for field size reference. To ensure
the extraction of valid data from the FIFO, theNAoffers a register con-
taining the current number of elements in the FIFO to the AHB bus.

For writing data to a designated destination, the AHB address space
is also employed. This space configures the target tile, the source VC,
and the destination channel where the data is to be written. The ad-
dress structure follows a sub-address format, initiating with the target
channel, followed by the target tile, and concluding with the source
AHB. The decoded source VC configures the outgoing VC of the NoC
Interface. The channel destination is defined based on the tile ID and
the target channel.
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Table 6.3: DMA Configuration Registers
Offset Register Content Access
0x0 Local Addr R/W
0x4 Remote Addr R/W
0x8 Remote Tile R/W
0xC VC Local Tile R/W
0x10 Size R/W
0x14 Write/Read R/W
0x18 Send VC Remote Tile R/W
0x1C Input Valid R/W
0x20-0x34 Reserved -
0x38 Read Active (Status Reg) R
0x3C Write Active (Status Reg) R

6.2.3 The Buffer-based Architecture

The buffer-based architecture is designed for the efficient transmis-
sion of large data blocks, operating independently of the AHBbus and
the LEON3 or AL processor.

To achieve this independence, a DMA controller with direct access to
theTLMis implemented. To facilitate simultaneousaccessbyboth the
DMA controller and AHB, the TLM incorporates a dual-ported mem-
ory interface. One port is dedicated to the AHB bus, and the other
serves as a dedicated interface to the DMA controller within the NA.

Ensuring time predictability is a key consideration for the DMA unit.
To achieve this, a single one-way channel is utilized, guaranteeing
predictable timing and minimizing interference. The DMA unit can
be enabled for either sending or receiving data blocks, enhancing the
analyzability of DMA transactions. This configuration supports the
overall goal of maintaining efficient and predictable data movement
within the system.
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TheDMAUnit offers extensive configurability, as outlined inTable 6.3.
This encompasses adjustable parameters such as block size, and con-
figurable readandwriteaddresses. Theblocksize is specified inwords,
and addresses follows an alignment with the word size (32-bit).

Key components of configuration include the Local Addr register, in-
dicating the starting address of the data block in the local TLM. The
RemoteAddr register points to the start address of thedatablock in the
remote TLM,with the remote tile specified by theRemote Tile register.
The Size register defines the block size in words, and theWrite/Read
register determines whether data is written to or read from a remote
tile. The outgoing virtual channel used is configured by VC Local Tile.

As illustrated in Figure 6.8, the DMA controller can be configured by
either a local processor core or the DMA Interface Unit. While the lo-
cal processor core configures the DMA Unit accessible via the local
bus, the buffer-based architecture necessitates the use of DMA Units
at both the source and target NA. The source DMA Unit fetches data
from theTLMand sends it to the targetNA. On the targetNA, theDMA
unit must be configured to receive and write the data to the correct
TLM location.

When reading from a remote tile, the outgoing virtual channel of the
remote tile must be specified, accomplished through the Send VC Re-
mote Tile register. These 32-bit registers cannot be written simultane-
ously; hence, the Input Valid register confirms the configuration and
initiates the data transfer. The Read Active andWrite Active registers
indicate the current status of theDMA Interface, specifying whether a
read or write process is active.

While oneDMAUnit is configured directly by the local processor, the
other DMA Unit is configured through a buffer-based protocol. The
DMA Interface generates configuration flits at the start of each data
transfer, utilized by the target DMA Interface to configure the DMA
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1 1 0 Dest X,Y 1 Src X,Y Reverse Channel 1

0 DMA Access Addr

0 R/W DMA Request Size

0 DMAData Flit

0 DMAData Flit

0 DMAData Flit

Figure 6.11: Protocol used to configure the NA and DMA on destina-
tion side.

Unit. This protocol is illustrated in Figure 6.11: the configurationbody
flit initiates the configuration of the targetDMAUnit, followed by the
data flits intended for writing.

Tomonitor the state of theDMA, registers detailed inTable 6.4 are em-
ployed. These registers, accessible through the AHB interface of the
NA, provide valuable insights into the DMA state and are located in
thememory region of theDMA Interface.

TheDMAUnit employsapipelineddesign,wheredata readby theunit
is temporarily stored in a buffer. Writing operations involve reading
the temporarily stored data and writing it to the output. If the DMA
buffer is empty or the counterpart is unable to store the data, thewrit-
ing process is stalled. This deliberate stalling ensures data integrity,
as a stall in the writing process corresponds to a stall in the reading
process, and vice versa. Read operations are halted when no data is
available at the input.
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Table 6.4: DMA Status and Debug Registers
Offset Register Content Access
0x40 Local Addr R
0x44 Remote Addr R
0x48 Remote Tile R
0x4C Remote VC R
0x50 Size R
0x54 Write/Read R

Given that the DMA utilizes a unified interface for both TLM andNoC
connections, the DMA Interface Unit serves as an intermediary be-
tween the DMA and the NoC Interface Unit. The DMA can read and
write to theNoC Interface Unit in the samemanner as it does with the
TLM. Depending on the operation, the NoC Interface Unit responds
accordingly. Reading data involves forwarding data flits as soon as
they become available. On the other hand, writing data through the
NoCnecessitates aDMAprotocol that configures the targetDMA. The
employed DMA protocol is lightweight, with the first flit containing
the data block size and the second flit specifying the write address.

6.2.4 The NoC Interface

The NoC Interface Unit serves as a unified interface connecting the
NoC router, the AHB Interface of the transaction-based architecture,
and theDMAUnit. It functionsasaNetwork Interface (NI), providinga
service to the core interfacewhile abstracting the intricate interactions
between the core interface and the iNoC router. Its major responsibil-
ities encompass:

• Packetization and depacketization

• Flow control
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Figure 6.12: Architecture of the NoC interface (refer to [Kem19])

• Channel management.

The NoC Interface architecture efficiently manages the distinct tasks
of sending and receiving data, aligning with the iNoC router’s inde-
pendent handling of flit transmission and reception. This structural
division is evident in the NoC Interface architecture, as illustrated in
Figure 6.12, where separate components handle sending and receiv-
ing operations. The upper section of theNoC Interface is dedicated to
sending flits, while the lower sectionmanages incoming flits from the
router.

Received flits from a virtual channel are seamlessly directed by the
NoC Interface to their designated destination target. The configura-
tion of the destination target is determined by the head flit received
during channel establishment, and this configuration is stored in the
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Figure 6.13: Flit structure of a ctrl flit (refer to [Kem19])

payload of the control flit, following the structure outlined in Fig-
ure 6.13.

The process of packetizing outgoing data is contingent on the current
channel state, carefully monitored by the Channel Management Unit.
TheNoC interfaceautonomously terminatesachannel connection for
anoutgoingvirtual channelwhen thedestinationundergoesachange.
This is accomplishedbydispatching the tail flit of the established con-
nection to effectively close the channel. Subsequently, when an out-
going virtual channel lacks an assigned channel, a new channel be-
tween source and destination is initiated by transmitting a head flit to
the destination NA. This head flit configures both the routers in the
NoC and theNA, ensuring the seamless establishment of the requisite
connections.

To determine the readiness of the router to receive a new flit, theNoC
Interface meticulously monitors virtual channel resource counters.
These counters are decremented upon flit transmission (req) and in-
crementedwhenacknowledgments (ack) are received fromthe router’s
virtual channel (VC). This mechanism ensures the required flow con-
trol necessary for the correct router’s operation.

For incoming flits from the router, effective flow controlmandates the
availability of a FIFO buffer for each virtual channel. Consequently,
theNoC Interface offers FIFObuffers to store incomingflits as needed.
Depending on the free buffer space in the designated data target, the
data is either directly forwarded or stored in the FIFO buffers. Direct
forwarding occurs, bypassing the FIFO, if the destination buffer asso-

210



6.2 The Hybrid Network Adapter

ciated with the receiving virtual channel has available resources. In
cases where no free resources are available for immediate data write,
theFIFObuffers come intoplay, andnoacknowledgment is sent to the
router. As soon as free resources become available, a flit is dequeued
from the FIFO buffer, relieved by the VC Arbiter Unit upon obtain-
ing access. The VC arbiter utilizes round-robin arbitration, crucial for
cases where flits are stored in the FIFO buffers. All VCs with received
flits and available target resources are considered during the round-
robin arbitration process.

The allocation of the destination buffer is managed by the head flit,
processed in the Control Flit Processing Unit. This unit configures
the virtual channel’s target, and each incoming data flit is forwarded
based on the VC target table. This table encompasses a destination
address for each input virtual channel, guiding the transaction-based
or buffer-based architecture in processing the data flit according to
the designated destination.

6.2.5 Timing Analysis

The calculation of Worst-Case Execution Time (WCET) for applica-
tion software involved in sending and receiving data depends on the
Worst-Case Transmission Time (WCTT) of data packages. The WCTT
represents the maximum time it takes for a data package to reach its
destination. The analysis of WCTT employs a composition approach,
integrating the worst-case latencies of individual network compo-
nents participating in data transmission. The cumulative worst-case
latencyofeachcomponentcontributes to thedeterminationofWCTT.
This analyticalprocessnecessitates theability toestablishanewchan-
nel from the source to the target tile. Therefore, the presence of avail-
able free NoC resources is essential for initiating a new GS channel
establishment.
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WCTT = LNAs + LNoC + LNAr (6.1)

Where LNAs is the maximum latency of the sending NA, LNoC is the
maximum latency of the NoC and LNAr is the maximum latency of
the receivingNA. LNoC donates and expresses the results of [164] with
our NoC configuration.

LNoC(Spkt, H) = 4 ∗ (5H + Spkt − 1) (6.2)

Let H represent the number of hops taken by the package, and Spkt

denote the package size.

The calculation of worst-case latency for LNAs necessitates distin-
guishing between a transaction-based transfer and a DMA transfer.
Given the prioritization of the transaction-based transfer, the latency
LNAs,trans remains unaffected by DMA behavior. In this scenario, the
NA incurs no additional latency as data from the AHB bus is directly
forwarded to the NoC Interface. The NoC Interface adjusts the pack-
age size based on the channel’s state. If the channel is already estab-
lished, thepackage is directly sent. However, theprocess of closingold
channels introduces an additional flit, as does the initiation of a new
channel.

LNAs,trans = 0 (6.3)

The package size in a transaction transfer is contingent on both the
size of the packages to be sent and the existing state of the channel.
Especially, DMA transfers do not disrupt transaction-based transfers,
thanks to their prioritization.

Spkt,trans(Spkt, c) = Spkt + ci (6.4)
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The term ci is used to determine the current state of the channel i.

ci =


0, channel established
1, no channel established
2, wrong channel established

(6.5)

The latency of DMA transfers is influenced by the time taken to read
the data (LRead), the arbitration latency (LDMAarbiter), and the latency
associated with the DMA pipeline (LDMApipeline).

LNAs,DMA(LDMAarbiter, LRead, LDMApipeline) =

LDMAarbiter + LRead + LDMApipeline

(6.6)

The configuration uses a read latency of one, with LDMAarbiter set to
1, and LDMApipeline set to 1. The package size transmitted in a DMA
transfer is contingent upon the amount of transaction-based data
Strans, the size ofDMAdataSdma, and the current state of the channel.
Additionally, theDMAnetwork protocol introduces two configuration
packages, while the channel establishment in the transaction trans-
fer adds an extra two packages. Moreover, the reestablishment of the
DMA channel contributes an additional two packages.

Spkt,dma(Sdma, Strans, ci) =

2 + Sdma + 5Strans + ci
(6.7)

Receiving flits does not introduce any extra flits to the transfers. The
latency is influenced by the NoC Interface and subsequent units. The
NoC Interface latency is determined, in part, by the possible VC arbi-
tration, which is contingent on the number of utilized VCs (vc). Trans-
actions are then forwarded to the FIFOs, contributing a latency of one
(LFIFO).
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LNAr,trans(vc, LFIFO) = vc+ LFIFO (6.8)

In the caseofDMAtransfers, theNoC Interface latencymustbeconsid-
eredandaddedby thebuffer latency in theDMAInterface (LDMAinterface

= 1) and the latency introduced by the DMA Pipeline (LDMApipeline =
1).

LNAr,DMA(vc, LDMAinterface, LDMApipeline) =

vc+ LDMAinterface + LDMApipeline

(6.9)

6.3 The Runtime Environment

This section is based on the publication by [Kem22b] 1 Furthermore,
the section builds on the work of Kühbacher et al. [64; 143; 178]. The
original work focus on implementing a solution for the Kalray Mas-
sively Parallel Processor Array (MPPA). This section demonstrates
the seamless integration of a coarse-grained dataflow approach into
the presented platform and emphasizes the advantages derived from
the ALP. The Runtime Environment (RTE) is introduced to provide a
deeper understanding of the subsequent platform evaluation, utiliz-
ing dataflow graphs as inputs for algorithm descriptions.

1 This represents a collaborative effort demonstrating a holistic hardware-software ap-
proach. It combines an adaptive andpredictable platformwith theRuntimeEnviron-
ment (RTE) based on coarse-grained dataflow. All contributions related to the hard-
ware aspects of the platform and the Hardware Abstraction Layer (HAL) (e.g. driver
of the Adaptive Lockstep Processor (ALP) and communication driver for the network
adapter ) are provided by the author of this thesis, while the software design and the
Runtime Environment (RTE) are contributed by third parties.
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section section

Figure 6.14: Example dataflow graph (refer to [Kem22b])

6.3.1 Dataflow Graphs

TheRTE is specifically designed for tile-basedprocessor systems, such
as theKalrayMPPAor themulti-core systemdetailed in this section. It
employs a static coarse-grain dataflow approach to define algorithms.
In this approach, dataflow actors work with data collections, rather
than individual values, and apply functions to process the data, rather
than executing single instructions.

The application developer specifies the application programs for the
RTE in the form of Directed Acyclic Graphs s (DAGs). These DAGs are
compatible with the RTE and are structured as bipartite graphs con-
sisting of actor and data nodes.

Actor nodes, which are referred as actors from this point onward, con-
tain information regarding how data is processed. They encapsulate
the functions applied to the input data, with the input data repre-
sented as data nodes within the DAGs. These data nodes explicitly
model memory requirements and aid in data management. In the ar-
chitecture being presented, the data within these nodes is allocated
to the TLM. It is important to note that data can be distributed across
multiple TLMs simultaneously.

Each actor node is associated with a function that has a correspond-
ing number of parameters. Because the execution model is based on
dataflow, these functions are inherently pure, meaning they are free
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from side effects and do not independently allocatememory. To over-
comepotentialmemory limitations on compute tiles, each function is
typically attached to multiple actor nodes, enabling the accomplish-
ment of more extensive computational tasks, such as a large FFT.

Dataflow graphs are particularly well-suited for redundancy in execu-
tion. Individual nodes can be duplicated (DMR) or triplicated (TMR),
and the results of these nodes can be compared and checked for er-
rors.

The model of the dataflow graph introduces sections to allocate non-
functional like safety featuresduring theexecutionof thegraph. These
sections are somewhat analogous to the program sections introduced
in a previous Section 4.1.2, but the sectioning in the dataflow graph
is more coarse-grained, encompassing a single actor or multiple par-
allel actors. In contrast, the section introduced in the earlier chapter
is finer-grained and is limited to a single tile. The implementation of
the ALPmaps this to the redundant execution at a SoR on instruction
level.

During the execution of the graph, the redundancy configuration of
each graph section can bemodified individually whenever the execu-
tion reaches a state between two graph sections. The decision to sec-
tion a graph is a design choice that application developer of the RTE
must make when specifying a graph.

In Figure 6.14, an example graph with two sections is shown. Data
nodes are illustrated as green filled circles, while blue boxes represent
actor nodes. Upon successful completion of an actor node, the asso-
ciated data nodes are consumed.
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6.3.2 Implementation on the ALP-basedMulti-Core
Architecture

The RTE necessitates the presence of a tile with higher memory re-
quirements. In the context of the multi-core architecture being pre-
sented, one of the tiles is directly connected to a large DDR memory.
This DDR memory serves as a central component for storing entire
dataflow graphs because they are typically too large to fit within the
TLMs.

As a result, TLMs are primarily responsible for temporarily storing
specific data nodes and actors during the execution of the graph. The
tile linked to the DDRmemory is referred to as the driver tile. It serves
as an orchestrator, responsible for distributing tasks to the compute
tiles. The driver tile’s role includes distributing the graph nodes stored
in the DDR memory to the TLMmemory of the compute tiles. Given
that graphnodes are typically larger than just a fewbytes, the RTE em-
ploys DMA transfers, utilizing the DMA unit of the NA (as detailed in
Section 6.2.3).

The driver tile operates as a control entity, overseeing the progress of
execution, managing all data transfers, andmonitoring the execution
of actorswithin the system. After an actor completes its execution, the
compute tile collects the data from the distributed TLMs.

On theotherhand, compute tiles arenot self-initiatingandmust await
MPI messages from the driver tile. The driver tile uses MPI messages
to instruct the compute tiles. These messages can contain various
types of information, such as signaling that the next actor is ready for
execution, notifying that a DMA transfer affecting the TLM has been
completed, or indicating that a data node should be removed from the
TLM.
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Figure 6.15: Information permanently stored in memory (refer to
[Kem22b])

Given the limited size of TLMs, they can only accommodate a small
number of data nodes with constrained sizes. When an actor pro-
cesses substantial amounts of data, it is executed on the driver tile.
While occasional actor executions on the driver tile are generally tol-
erable, frequentdataprocessingon thedriver can result in suboptimal
performance and should be minimized. The RTE does not automati-
cally partition extensive data portions, so it falls to the user to specify
graphs in accordance with the hardware constraints.

Figure6.15providesanoverviewof the informationpermanently stored
in the memories on compute tiles and the driver tile in a system with
three compute tiles. Concerning actual data (i.e., the content of data
nodes), each TLM has a statically allocated memory section, which
remains consistent across all compute tiles. The driver tile knows the
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the memory address and size of this memory section, it can initiate
DMA transfers between the DDRmemory and a TLMwithout requir-
ing a complex communication protocol. The communication is com-
pletely abstracted andhandled by the buffer-based architecture of the
NA.

Due to the limited sizes of TLMs, dataflow actors are assigned to tiles
rather than individual cores. To fully utilize all the cores within the
hardware architecture, it is essential for the user’s functions to inher-
ently support parallelism. The AL approach emphasize the impor-
tance of dataflow actors being executable with varying core counts.
Consequently, the RTE allows users to specify which segments of the
actor code can be executed in parallel but not the precise core on
which the code will run. The RTE offers a parallel for-loop construct
well-suited for this purpose.

One significant advantage of the RTE is that application developer are
relieved of managing synchronization between tiles, as the RTE au-
tomatically handles the necessary DMA and message transfers, ab-
stracting these complexities from the user. However, it is upon the
user to ensure the correct synchronization within functions executed
by dataflow actors, particularly between the cores on a tile.

6.3.3 Fault Tolerance

The RTE provides support for both software and hardware fault toler-
ance. A designated section within the dataflow graph, marked with a
redundancy property, prompts the RTE to apply the specified safety
mechanisms.

When software redundancy is activated, each actor within the redun-
dant section is duplicated and distributed across different compute
tiles. TheRTE leverages the fault segregationpropertyof the tile-based
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architecture toprevent fault propagation fromone compute tile to an-
other. Each of these distinct compute tiles redundantly executes the
same actor. Furthermore, the compute tiles compute a checksum in
addition to the actor execution. Following the execution of each actor,
the checksum is transmitted alongside the data to the driver for com-
parison. If the checksums do not match, error correction is applied,
and the number of redundant executions determines the corrective
action.

Similar to hardware redundancy provided by the ALP, the RTE sup-
ports both DMR and TMR configurations at the software level. In the
caseofDMR, thedriver can initiate re-executionon the respective tiles
by sending a small notificationmessage. Whenanactor is executedon
threedifferent tiles, thedriver identifies the correct checksumthrough
avotingmechanismand instructs the tilewith the incorrect checksum
to discard its result. As mentioned in earlier sections, changes in re-
dundancy can occur during runtime, but they impact entire sections
of the graph and are only possible when the execution reaches a bar-
rier between two sections.

Additionally, the RTE offers the option to execute dataflow actors with
hardware redundancy,which is limited toprocessor coreswithina sin-
gle tile. The RTE utilizes the RMU to configure processor cores into
DMRor TMR lockstep clusterswhennecessary. Similar to software re-
dundancy, decisions regarding hardware redundancy aremade by the
RTE only between graph sections. In contrast to the sequential RTE
management code, executing dataflow actors in a lockstep configura-
tion reduces overall performance since the effective number of cores
is halved (or reduced by a third in the case of TMR). This performance
reduction is predicated on the assumption that actors offer sufficient
parallelism to utilize all cores on a tile.
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Table 6.5: Possible redundancy combinations supported by the RTE
(refer to [Kem22b])

RTE
redundancy

actor execution
redundancy

NORED. NO RED. NO RED.
HWDMR × HWDMR × SWDMR
HWTMR HWTMR SWTMR

Furthermore, theRTEsupports thecombinationofhardwareandsoft-
ware redundancy. Hardware and software redundancy complement
eachothereffectively, as theRTEmanagementcode, suchas theprepa-
ration of transfers, which is not part of the software redundancy con-
cept, can only be executed with hardware redundancy. This code is
inherently sequential, and using two or three cores in a lockstep con-
figuration has a negligible impact on performance.

Hardware and software redundancy within the RTE serve different
purposes. Hardware redundancy operates exclusively within a tile
(intra-tile), involving the reconfiguration of two or three cores on the
same tile to create a lockstep processor. In contrast, software redun-
dancy permits redundant execution of actors across two or three dif-
ferent tiles (inter-tile). As dataflow actors can concurrently utilize
both hardware and software redundancy, the RTE can accommodate
a range of redundancy configurations, providing redundancy levels of
up to ninefold. For a comprehensive overview of all available redun-
dancy combinations supported by the presented RTE, please refer to
Table 6.5.
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Table 6.6: Implementation results of resources and power (refer to
[Kem19])

LUTs CLBs FFs BRAMs Power (W)
Network Adapter 3230 633 935 0.5 0.022
NoC Interface 528 197 134 0 0.004
FIFO Buffers 253 92 84 0.5 0.004
AHB Interface 70 47 2 0 0.001
Status Register 204 100 9 0 0.002
DMA Arbiter 88 35 0 0 0.000
DMA Interface 437 118 99 0 0.000
DMA 1649 288 540 0 0.008

6.4 Evaluation

The tile-basedmulti-core architecture is evaluated in regard of its net-
work performance and its WCET analyzability. The evaluation con-
cludes with an evaluation of the RTE executed on the multi-core ar-
chitecture. Different algorithm and redundancy configurations of the
RTE are used to compare the runtime behavior.

6.4.1 Network Adapter

A VHDL implementation of the NA is used evaluated the required
hardware resources and the DMA performance. Therefore, the de-
veloped prototype HDL designed is implemented for the AMD Vir-
tex UltraScale+ Evaluation board VCU118, containing the XCVU9P-
L2FLGA2104E FPGA.

For synthesis and implementationVivado 2017.4 is used. For compar-
ative reasons the standard settings are used. Specific optimizations
strategies provided by the tool are not used. The NA is configured for
a 4x4 NoC. The results of the implementation are shown in Table 7.1.
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Figure 6.16: Effective best-case throughput (refer to [Kem19])

The implementation results shows that theNAdesign is dominatedby
the size of the DMA, while the transaction-based architecture includ-
ing the NoC Interface requires approximately the same amount of re-
sources. Themismatch of summed up resource and the complete NA
design leads back to the connecting resources and is negligible. The
lower amount of Configurable Logic Blocks (CLBs) comes from com-
ponents sharing the same CLB.

Beside the required implementation resources theNA is evaluated re-
garding the DMA transfer capability. Therefore, the actual through-
put of different data package sizes, under best case (Figure 6.16) and
worst case (Figure 6.17) condition aremeasured. During aDMA trans-
fer no further transfers are initiated from the source tile. For best-case
conditions are converging to the theoretical maximum throughput of
3200 Mbit/s at a package size of 2 KB. The same behavior is seen un-
der all conditions of the channel, as the overhead gets negligible. For
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Figure 6.17: Effective worst-case throughput (refer to [Kem19])

worst-case similar results are observed, as the theoretical maximum
throughput is 800Mbit/s.

6.4.2 Worst-Case Execution Time

The platform is evaluated in regard to its WCET behavior. Therefore,
the ARGO toolchain is used to a generated parallelized C code which
can be deployed to the presented multi-core architecture. The ARGO
toolchain can generateWCET-aware parallelization of a originally se-
quential C code [Red19; 179; 180]. The ARGO toolchain supports tile-
based architectures like the presented one. For the communication
between processing elements it assumes directed GS connections.
These connection can be mapped to the MPI interface of the pre-
sented NA.
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For application’sWCETcalculation theARGO toolchain uses a timing-
compositional approach. It analyzes theWCTTof the communication
between processing elements and the WCET of processing elements
independently. The WCTT is calculate for each used communication
channels. The channels are individually analyzable and a WCTT is
predicated. For the analysis it uses the presented timingmodel of Sec-
tion 6.2.5 to determine the WCTT. The application code executed on
the processing elements is analyzed by the aiT tool from AbsInt [181].
The final application’s WCET is predicated by composing the individ-
ual WCTTs and programWCETs.

For theWCETevaluateaTerrainAvoidanceandWarningSystem(TAWS)
application is used. The TAWS is an algorithm used in avionics e.g.
for vision-based aircraft navigation systems such as [182]. It is an
safety critical application to warn the airplane pilot from dangerous
approach to the terrain. Therefore, the TAWS uses different input pa-
rameters like rate of descent or altitude. For further implement details
refer to [Red19; 183]. It is a dataflow dominated application suitable
for parallelization.

The compiled program code is evaluation on a FPGA prototype. The
VHDL implementation of the is implemented for the AMD Virtex Ul-
traScale+FPGAVCU118EvaluationKit. Theplatformis runat100MHz
and uses a 2x2 configuration. Each tile is equipped with a TLM of the
size of 512 Kbyte and one processor core. The L1 instruction and data
caches of the processor cores are configured as 8 Kbytes two-way as-
sociative cache with Least Recently Used (LRU) replacement strategy.

The aiT tool for the WCET prediction supports the LEON3 core [184].
However, the tool isbasedonaexactedmodelof theprocessorpipeline.
The prevent the influence of the ALPmodification to the LEON3 pro-
cessor the platform uses the original processor implementation. The
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Table 6.7: Execution times inµs for theTAWSapplicationon themulti-
core processor platform (refer to [Red19])
Scenario WCET Measured
Sequential code 7788 µs 672 µs
Parallel w/o comm. opt. 4792 µs 641 µs
Parallel code 4410 µs 524 µs

cores in the design do not have a hardware FPU to accelerate floating
point operations.

Table 6.7 shows calculatedWCET and themeasured execution time in
µs for the TAWSon the prototype platform. The ARGO tools generated
a parallelization that utilizes all four cores of the platform while the
data fields fitted into the TLMs. The tools were configured to generate
two different parallelized c code versions. One version without com-
municationoptimizationsandonewith. This isdone todemonstrated
that the parallelized code does not exceed the calculated WCET. Fur-
ther details about the ARGO toolchain and parallelized code genera-
tion of the TAWS can be found in [Red19].

6.4.3 Runtime Environment

The runtime behavior of the in Section 6.3 presented RTE is evalu-
ated. The evaluation considers different hardware and software re-
dundancy configurations. The for the evaluation used hardware plat-
form uses a configuration with a 2x2 NoC. Each of the tiles is config-
ured with six ALP. The mandatory TLM has a size of 1 MiB TLM. In
addition to the TLMone tile directly accesses a 1 GiB of DDRmemory.
The driver tile is mapped to the tile connected to the DDR memory.
The remaining three tiles act as compute tiles. The compute tiles re-
ceives computation tasks from the driver tile.
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Themulti-corearchitecturedoesnothaveafirmwaredistributingpro-
gramcode to other tiles and start the processor cores remotely. There-
fore, the DSU of each tile is used to distribute the program code of
each tile. The RTE program code of the driver and computational tile
is loaded to the associatedTLMand start theprogramexecutionof the
tile.

From this 1 MiB TLM, the RTE uses 728 KiB to store up to eight data
nodes with a size of up to 91 KiB, the rest is reserved for code, other
RTE-related data and runtime stacks for the six cores.

To evaluate the supported redundancy configurations, three dataflow
graphs for common computation tasks are constructed, namely ma-
trix multiplication, Fast Fourier Transform (FFT) and bitonic sorting.
For the matrix multiplication benchmark, a directed acyclic graph
mimicking the data dependencies in Cannon’s algorithm is created.
TheCannon’s algorithm is commonlyused for distributedmatrixmul-
tiplication [185]. To utilize all cores on the tiles, Cannon’s algorithm is
used in a block-wise fashion, i.e. matrices are divided into blocks and
actor executions correspond tomultiplications and additions of these
blocks.

The evaluation uses two 600× 600 integermatrices. These are divided
into 16 square blocks so that each block had 150 rows and columns.
For the twootherbenchmarks, similar approaches areused to split the
input vector into smaller parts which are processed by the dataflow
actors. To run the FFT benchmark, a graph based on the data depen-
dencies of the Cooley-Tukey algorithm is constructed [153]. The input
was a vector of 216 complex numbers with 64-bit floating-point real
and imaginary part which was split into 16 parts.

Because the ALP does not support a floating-point unit the RTE soft-
ware is compiled with software floating-point arithmetic. As a result,
the FFT benchmark is relatively slow compared to the other bench-
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marks which only use integer arithmetic. The software arithmetic to
calculate the floating-point introduces nonparallelized computation.

The bitonic sorting algorithm can be viewed as a dataflow graph. This
dataflow graph is mapped to the RTE. The input vector of this bench-
mark consisted of 219 integer numbers split into 32 parts.

The results of the evaluation results are shown in Figure 6.18. The
benchmark applications are executedwith different redundancy con-
figurations.

First, it is also noticeable that, for example, some executions in DMR
configurations take slightly less than twice as long. The reason for this
is that only those parts of the execution which utilize all cores on a
tile cause aperformancedropwhen redundancy is switchedon. Thus,
only redundant actor executions affect theperformance since theRTE
does not transfer data redundantly and RTE management code only
uses one core per tile.

Another noticeable factor is that software DMR is slow compared to
theother configurations and takes asmuch timeas softwareTMR. The
reason lies in the structure of the used evaluation hardware platform.
While three compute tiles work well for the TMR configuration, this
number of tiles is rather unsuitable for the DMR configuration. The
distribution of the computation task can not fully utilize all available
hardware resources. The under-utilization lead for the larger number
of compute tiles results that the performance is similar to hardware
DMR like in case of TMR. Since the overhead of the software redun-
dancy approach is low compared to the actual actor executions and
the hardware maintains its clock speed in lockstep mode, both TMR
approaches lead to similar performance. The measurements in Fig-
ure 6.18 show the execution times when no fault occurred.

Lastly, the threebenchmarkapplicationsareused tomeasure theover-
head caused by the additional commit stage in the pipeline. The left-

228



6.4 Evaluation

ori
gin
al L

EO
N3

no
n-r
edu

nd
ant

SW
DM

R

HW
DM

R

SW
TM

R

HW
TM

R

SW
DM

R +
HW

DM
R

SW
TM

R +
HW

DM
R

SW
DM

R +
HW

TM
R

SW
TM

R +
HW

TM
R

0

5

10

Ex
ec
ut
io
n
in

1
0
9
cl
oc
k
cy
cl
es

Matrix Multiplication

ori
gin
al L

EO
N3

no
n-r
edu

nd
ant

SW
DM

R

HW
DM

R

SW
TM

R

HW
TM

R

SW
DM

R +
HW

DM
R

SW
TM

R +
HW

DM
R

SW
DM

R +
HW

TM
R

SW
TM

R +
HW

TM
R

0

1

2

3

4

FFT

ori
gin
al L

EO
N3

no
n-r
edu

nd
ant

SW
DM

R

HW
DM

R

SW
TM

R

HW
TM

R

SW
DM

R +
HW

DM
R

SW
TM

R +
HW

DM
R

SW
DM

R +
HW

TM
R

SW
TM

R +
HW

TM
R

0

2

4

6

Ex
ec
ut
io
n
in

1
0
9
cl
oc
k
cy
cl
es

Bitonic Sort

Figure 6.18: Dataflow execution times of benchmark applications for
different redundancy configurations (refer to [Kem22b])

most bars (yellow) in Figure 6.18 show the execution timeswhen stan-
dard LEON3 cores instead of the modified Adaptive Lockstep Proces-
sor (ALP) are used. The overhead is smallest for thematrixmultiplica-
tion benchmark, where the execution took only 3.0% longer than on
standard LEON3 cores, and largest for bitonic sorting with 11.2% the
measured overhead of the FFT is 8.9%. This result is not surprising
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since bitonic sorting is a comparison-based sorting technique which
relies on branch instructions to sort the data elements.

6.4.4 Evaluation Fault Injection

To ensure the proper functioning of the system in the event of a fault,
the fault injection unit presented in Section 5.5.1 is utilized for the
multi-core platform. Each tile on the evaluation platform is equipped
with an individual fault injection unit, offering precise control over
fault injection. Faults are injected directly into the result of the exe-
cution stage of ALP architecture. The placement of the fault injection
between the execution stage and the commit stage allows emulation
of both Single Event Upsets (SDC) and flawed control flow. In the ex-
ecution of a jump instruction, the result from the execution stage is
used, and an error in the control flowmanifests as an incorrect result
in the jump address. This emulates the behavior of a real fault that
may occur during operation.

For the fault behavior benchmarking, single transient faults incur only
a negligible overhead, even in the case of software DMR, which has
the most expensive error correction mechanism as it necessitates a
complete actor re-execution. This is primarily due to the size of the
benchmark dataflow graphs. For instance, the matrix multiplication
graph comprises 99 actors, the FFT graph contains 98 actors, and the
bitonic sort graph includes 705 actors. In these scenarios, a single ac-
tor re-execution introduces only amarginal increase in overall execu-
tion time, especially since no additional DMA transfers are required.

The fault injectionunit serves thepurposeof validating fault tolerance
behavior for both Hardware (HW) and Software (SW) redundancy.
Faults are deliberately injected during program execution, and their
impact is closely examined. In non-redundant execution, a misbe-
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havior in the executed application is observed. However, correct ex-
ecution is maintained for both SW and HW redundancy, even in the
presence of injected errors.

6.5 Summary

This chapter integrates the ALP cores into a multi-core architecture,
employing a tile-based design. Each tile in this architecture can be
configured to encompass multiple ALP cores. To enhance the flexi-
bility of logical lockstep cores, the RMU is introduced, which facili-
tates and manages various logical lockstep configurations. Commu-
nication between tiles and the memory hierarchy is orchestrated by
the NA. Building upon the outlined tile-based architecture, a hybrid
NA is presented. This NA offers an interface optimized for both MPI
and another tailored for more substantial data movement. The MPI
interface is designed for transmitting small control and synchroniza-
tion data between compute tiles.

The platform undergoes evaluation concerning its WCET behavior
andperformance. In theperformanceassessment, hardwareand soft-
ware redundancy as well as a combination is compared. Both hard-
ware DMR and TMR demonstrates advantageous runtime behavior
when contrasted with software implementations.
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Chapter 7
Adaptive Checkpointing

This chapter provides an in-depth Description of the Adaptive Cache
Checkpointing (ACCP), explaining the Cache Checkpointing (CCP)
concept and its associated HDL implementation. A comprehensive
evaluation of theHDL implementation is presented in the concluding
sections. The initial concept and implementations were previously
published in [Kem22a], and this chapter serves as an extension, pro-
viding additional insights and details beyond the scope of the original
publication.

7.1 The Concept

The preceding sections have explored the Adaptive Lockstep (AL) ar-
chitecture, encompassing both its conceptual framework and practi-
cal implementation. This approach involves the close coupling of two
or three cores within an associated DMR or TMR cluster. At its core,
the AL architecture incorporates an instruction-level SoR, demanding
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Figure 7.1: SoRof the AdaptiveCacheCheckpointing (ACCP) architec-
ture on a sharedmemory architecture.

a careful comparison of results during each clock cycle. The exchange
between cores requires the sharing of results.

In contrast, the ACCP opts for a loosely coupled strategy. Here, not
every instruction undergoes examination; rather, the system state is
compared after the execution ofmultiple instructions. The ACCP em-
ploys a core-level SoR (refer to Section2.2.4), committing results to the
system state andmain memory only after a comprehensive compari-
son.

7.1.1 The Adaptive Cache Checkpointing Principle

The foundation of the AR concept lies in the reconfiguration of inde-
pendent physical cores into a unified logical core. All physical cores
within the logical core execute the same program, as detailed in Sec-
tion 4.1.2. The ALP achieves this by introducing a split mode for non-
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Figure 7.2: Processor and cache configuration of the performance
mode. Processor cores uses a write-through cache with a
bus snooping coherency protocol.

critical functionalities and a locked mode for critical functionalities.
The activation of the locked mode gives rise to the creation of the log-
ical core. However, the fusion of two or more cores into a single logi-
cal core does result in a reduction in the overall computational system
performance.

The ACCP concept is based on the same fundamental principle, how-
ever with a different approach. Instead of orchestrating the simul-
taneous operation of two or more cores in lockstep, the ACCP con-
cept employs a core-level SoR to construct a logical core. Since these
cores are not tightly interlocked, the ACCP introduces distinct termi-
nology. Instead of a split and a lockedmode, the ACCP concept applies
aperformance anda reliabilitymode. Theperformancemode operates
without a safetymechanism, while the reliabilitymode incorporates a
safety mechanism at the core-level SoR.
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Within the performance mode, a system with cache coherency is em-
ployed, illustrated in Figure 7.2. This configuration showcases a sys-
tem with four processing cores. Cache coherency leads to an update
of local cache data whenever the same data location is changed on
another core. As illustrated in the figure, when Core 0 modifies data
in shared memory, Core 1, with a cached copy of the same data, un-
dergoes an update to its L1D cache data due to the cache coherency
protocol.

On the other side, the reliability mode operates within a system with-
out cache coherency, as shown in Figure 7.3. The CCP employswrite-
back cacheswithoutof any cache coherencyuse toprotect datawithin
the SoR. Before data is written from the data caches to the shared
memory, a state comparison between the master and the slave core
is executed.

Both the utilization of a write-back write policy and the implementa-
tion of non-coherency play important roles in ensuring data isolation.
The write-back policy acts as a safeguard, preventing the incorpora-
tion of corrupted data into the shared memory. Simultaneously, the
non-coherent cache serves as a protective barrier, preventing exter-
nal faults from directly infiltrating the cache data — where these ex-
ternal sources could include other processing elements, such as Core
2 or Core 3.

The illustrated example shows the scenario presented in Figure 7.2,
where one core writes to the shared memory without affecting the
cacheddataofCore1. In contrast to theprior example, thecacheddata
remains unchanged. This data isolationmechanismprevents updates
and potential data corruption.

In the context of thewrite-back cachewithin the reliabilitymode, each
time a cache miss requires the replacement of a cache line, that line
may be written back to the sharedmemory. When this write-back oc-
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Figure 7.3: Processor and cache configuration of the reliability mode.
Two processor cores are configured to one logical core.
Both cores a write-back cache without coherency.

curs, a comparison of the processor states between the master and
slave takes place. If both states are identical, signifying fault-free data,
it is then committed to the system state by being written to the shared
memory.

The comparison of system states involves a signature creation by a
checksumcalculatedoverall state-changingoperations. Both themas-
ter and slave conduct identical checksum calculations. An identical
program execution results in the same internal state transition and
resulting signature. Bymonitoring these transitions with a checksum,
any differentiation between the two system states can be detected.
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Figure 7.4: Timing diagram showcasing the checkpoint creation and
reverting in case of an detected fault.

Figure7.4presentsa timingdiagramillustrating thecachecheckpoint-
ing concept employing a BER. While the discussion so far has fo-
cused on the concepts of data isolation and fault detection, the sub-
sequent analysis delves into the fault-handling aspect. In contrast to
the ALP concept, a straightforward re-execution is not viable. As ob-
viously shown in the timing diagram, the compression of checksums
spans multiple instructions. Consequently, each time the compres-
sion ofmaster and slave checksums is successful, both cores generate
aCheckpoint (CP). This checkpoint serves as the fundamental for roll-
back in the event of a detected fault. When a fault is identified through
different checksums, both master and slave cores restore the last CP.
The restored CP makes the re-execution of the flawed program seg-
ment possible, as illustrated by the dark file symbol, contrasting with
the white file symbol representing created CPs.

One notable limitation of the ALP lies in the shared register file. How-
ever, for the ACCP, this limitation is a specific focus.
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Hence, the illustrated synchronization phase (sync) in Figure 7.4 dif-
fers from the synchronizationphase of theALP concept anddesign. In
the ACCP, the synchronization phase is leveraged to transition from
the performancemode to the reliabilitymode. Throughout this phase,
the complete state is transferred from themaster to the slave core, en-
compassing the internal state of both the IU and the state of the regis-
ter file.

For the state transfer of the control registers of the IU, the samemech-
anismas previously presented for theALP (refer to Section 5.3.2) is ap-
plicable. The separationof the register files alignswith the loosely cou-
pled concept. However, all values from themaster register filemust be
shared with the slave register file, a task accomplished during the syn-
chronization phase.

Preserving the original slave state is necessary for a later resumption
of the original slave program. Similar to the ALP concept, the ACCP
saves its current state, encompassing the state of the IU and the regis-
ter file. As illustrated in Figure 7.5, the slave accepts the master state
while simultaneously retaining its own state. While themaster state is
replicated from themaster to the slave, the slavemigrates its own state
(refer to Section 4.2.1). Upon leaving a safety-critical section with no
need for safetymechanisms, themigrated state is restored. This saved
state is used in resuming the original software on the slave core.

The ACCP employs statemigration to uphold the integrity of the orig-
inal state, a feature not required in the ALP concepts. Regarding the
control registers of the IU, the same mechanism used in the ALP can
be applied. However, the ALP concepts overlook the replication of the
register file by sharing a common file between the master and slave
core.
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Figure 7.5: State replication of themaster core (Core 0) to the slave core
(Core 1). The slave coremigrate its own state to an storage.

7.1.2 The Checkpoint Design

The design of checkpoints offers a degree of flexibility, with various
design parameters categorized according to the taxonomy presented
in Section 2.2.5. The checkpoint design is characterized by three key
parameters:

• Sphere of checkpoint

• Separation of checkpoint and active data

• Checkpoint location.

The initial design parameter under consideration is the checkpoint’s
scope. The sphere of the checkpoint encompasses not only the check-
point data but also all data within the lower memory hierarchy.

In the context of cache checkpointing, this extends from the cache
data down to the register data. Encompassed within this scope are
the memory of the cache itself and all register state memories within
the executing processor pipeline. These processor registers encom-
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pass the register file, as well as the state and control registers of the
processor.

For theLEON3, theprocessor registers, asdefinedby theSPARCv8 ISA,
include:

• Multiply/Divide Register (Y)

• Program Counter (PC)

• Next Program Counter (NPC)

• Processor State Register (PSR)

• Window InvalidMask (WIM).

The cache, situated as the lowest level of thememory hierarchywithin
the processor core, serves as the optimal location for implementing
the targeted core-level SoR. Lower-rankedmemory locations external
to the core are considered unsuitable. To comprehensively cover all
datawithin thememoryhierarchy, the checkpointmust span from the
cache data down to the register data. This inclusivity ensures that, in
theeventof a fault and subsequent error, a rollback to this systemstate
is possible. Following the rollback, the systemmust be restored to its
previous state, equivalent to the CP. The flawless IU state and register
file are recovered from the checkpoint.

Moving to the second design parameter, the storage location of the
checkpoint is considered. The checkpoint data caneither be storedon
the samememory hierarchy (as a dual-level checkpoint) or on a lower
memory hierarchy. Leveled checkpoints involve an offloading pro-
cess that consumesmore timecompared to thecreationof adual-level
checkpoint. During offloading, data is transferred between memory
hierarchies, with the checkpoint data moved and stored on a lower
memory hierarchy level characterized by higher access times.

Leveledcheckpoints, encompassing thecachestateandregistermem-
ories, can be stored in the shared system main memory. In contrast,
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dual-level checkpoints sidestep data transfer to a lowermemory hier-
archy by keeping the checkpoint at the same level as the active data.
While this eliminates the need for data movement to a lower memory
hierarchy, it requiers additional hardware for checkpoint storage.

The third design parameter consider the separation of the checkpoint
and active data. This separation can be complete or partial, with the
latter beingmore practical. Partial separation typically falls into three
categories: buffering, logging, andrenaming. Buffering involvesbuffer-
ing all results before committing to a new checkpoint, while logging
updates the value and saves the original checkpoint value in a differ-
ent memory location. Renaming, the chosen method for checkpoint
design, modifies by redirecting, storing the updated value in a differ-
ent location and updating the data mapping. The renaming method
supports fast checkpoint creation and recovery times, with expected
minimal hardware costs.

Figure 7.6 provides a comprehensive overview of the checkpoint de-
sign within the ACCP concept, utilizing the taxonomy presented in
Section 2.2.5. In summary, the checkpoint’s sphere extends up to the
cache level, tracking data changes and maintaining both checkpoint
data and active data at the same level within thememory hierarchy.

7.2 The Checkpoint Capable Register File

As explored in the checkpoint design discussion, the sphere of the
checkpoint must encompass not only the cache data but also the reg-
ister file. Consequently, the register filemust facilitate the creationand
management of CPs. This section introduces a checkpoint-capable
register file designed to create checkpoints and perform rollbacks to
the last created checkpoint.
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Figure 7.6: Visualization of the checkpoint design. The ACCP uses a
partial cache checkpoint, which is dual leveled.

7.2.1 Checkpoint Management

The register file employ the checkpoint design principles previously
outlined, concerning both checkpoint location and the separation of
the checkpoint. Both the active data and the register file’s checkpoint
reside on the samememory technology. To distinguish the active data
from the checkpoint, a renaming method is employed, defining two
logical domains: one for the modified and unsafe data, and another
for the checkpoint and safe data.

The modified data is initially considered unsafe as it has not under-
gone fault verification. Once the system state is checked, themodified
data transitions to a safe state, subsequently becomingpart of thenew
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checkpoint data. All data included in the checkpointmustbe fault-free
and is, by definition, safe.

These logical domains represent potentially flawed unsafe data and
flawless safe data. Through the renaming method, these domains are
mapped to their corresponding memory locations. In a worst-case
scenario between two checkpoints, the entire register file is modified,
resulting in each register having both a checkpoint value and amodi-
fied and unsafe active data value. Consequently, thememory content
of a register filemust be duplicated, with the two domains distributed
across bothmemories.

The access to the logical domain and its associated memory is con-
trolled by two status registers: active and unsafe. Each access to the
unsafe and safe domains is controlled by these registers. The active
register indicates the concrete memory for read accesses, pointing
where the current active data is located. This data can either be from
a previously created CP or modified data. If the data has remained
unchanged since the last checkpoint, the active register points to the
current checkpoint. Otherwise, it directs to themodified data.

Theunsafe registermonitorswriteaccessesand theensuingdatamod-
ifications. Whenever a register value is written, the unsafe register
is set. The utilization of active and unsafe registers is illustrated in
Figure 7.7, which shows four scenarios explaining the connection be-
tween the active and unsafe registers.

Figure 7.7a illustrates the initial state of the register file. All displayed
data belongs to the CP and is located inmemory 0. The unsafe register
values for all registers are set to ’0’, indicating that none of the data
has beenmodified since the last checkpoint, and each element is safe.
Each element of the active register points to memory 0 by being set
to ’0’, ensuring that every read access is executed from the checkpoint
data.
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Figure 7.7: Illustration of different operations on the checkpoint-
capable register file. Changes are highlighted in red.
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From Figure 7.7a, a write access to the register r7 results in a state as
shown in Figure 7.7b. To prevent the modified data from overwriting
and corrupting the checkpoint, the data is redirected and written to
memory 1. This leads to an update of the corresponding values in the
active and unsafe registers. After the write, the active register needs
to point to memory 0, and the unsafe register needs to indicate data
modification.

The combination of both register states assigns the correct locations
for the checkpoint and themodifieddata. The set bit in theunsafe reg-
ister ensures that all future write accesses are directed to the currently
set active register. In this example, all future write accesses to the r7
register are mapped to memory 1. Only after a checkpoint creation
does the write location change.

At the start of the write access, the unsafe bit was unset and set to ’0’.
This redirects thewrite access and changes the active register. Instead
of writing to the previous memory location with the checkpoint data,
the active bit is inverted. For this example, the previously unset regis-
ter value results in a set ’1’. After the write access, both corresponding
register values are ’1’. Subsequently, all read accesses are performed
from the unsafe data selected by the active register value.

As previously described, future writes are not further redirected as
long as theunsafe bit is set. Theunsafe bit is cleared either by a check-
point reaction or a rollback to the last checkpoint. Both cases are con-
sidered next.

The flowchart detailing the recovery logic is presented in Figure 7.8.
The hardware simultaneously checks each data element for the un-
safe bit. In the event of unsafe data, corrective measures are initiated.
Consequently, for affected data elements, a rollback to the last check-
point data is executed. This rollback mechanism entails toggling the
active register value.
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Figure 7.8: Flowchart showing the rollback process.

Figure 7.7c illustrates the scenario of a successfully established new
checkpoint after a write access to r7. Before the checkpoint creation,
the unsafe data was located in memory 1, with set active and unsafe
register values. Creatinga checkpoint involves clearing theunsafe reg-
ister, indicating that all data within the register file is now safe. Conse-
quently, the previously unsafe register value in r7 is now safe and part
of the newly created checkpoint. The former checkpoint data at r7 in
memory 0 is no longer valid, allowing the location to be overwritten
with a future write access.

Figure 7.7d illustrates the second case where the unsafe bit is cleared,
applicable whenever a rollback to the last valid checkpoint is nec-
essary. The checkpoint exclusively comprises safe entries of register
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Figure 7.9: Exemplary state of a fragmented checkpoint-capable regis-
ter file

data, requiring the complete clearing of the unsafe register. The prior
changes and modifications to the register data must be undone by
restoring the original access mapping. Hence, the active state at the
time of checkpoint creation is recovered. The recovery of the original
active register is relieved by the unsafe register. The changes tracked
by the unsafe register need to be undone, achieved by re-inverting the
active register values. All active register values where the unsafe bit
is set are re-inverted, thus mapping the access direction back to the
checkpoint data.

To summarize, the current state of the active register depends on both
the write history of each register and the checkpoint creation his-
tory. The unsafe register state relies only on the write accesses, as it
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logs modifications since the last checkpoint creation. Both register
states are essential for selecting the correct write or read domain and
its associated location. Figure 7.9 illustrates an exemplary state of a
checkpoint-capable register file, showcasing the fragmentation of the
different logical safe and unsafe domains across twomemories.

When the processor is in performance mode, only one logical domain
is utilized. Once the processor core switches to reliable mode, both
logical domains come into play. The performance configuration ex-
clusively employs the unsafe domain, where all data is considered
modified. In this configuration, rolling back to the last CP is not in-
tended, as there is no valid CP available. Conversely, in reliable mode,
the register file utilizes both domains, with the safe domain covering
the CP and the unsafe domain handling themodified data.

7.2.2 Hardware Architecture

The control logic controlling the active and unsafe registers is shown
in Figure 7.10 and designed for a minimal logic overhead. This logic
implements the previously described behavior for the management
and control of the checkpoint and its recovery. The logic is simplified,
excluding the checkpoint creation, as this simply involves clearing the
entire unsafe register.

The relevant signals include the indication of a data write, labeled as
thewrite access signal, and the signal for checkpoint recovery, denoted
as the rollback signal.

When the write access signal rises, the logic sets the bit of the unsafe
register and inverts the active register. Conversely, the rollback signal
clears the unsafe signal and toggles the active register back.

The interface of the presented register file is compatible with the orig-
inal LEON3 register file. It defines two read ports, rs1 and rs2, and the
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Figure 7.10: Checkpoint control logic (refer to [Kem22a])

write port, rd. Additionally, the interface is extended by two inputs for
checkpoint creation or to initiate a rollback and recovery of the last
checkpoint. The createCP signal creates the checkpoint by clearing
theunsafe bits, and the rollback signal initiates the recovery of the last
created checkpoint.

The presented register file behaves identically to the originally em-
ployed register file, as long as no rollback is performed. The creation
of a checkpoint does not affect the data management nor externally
visible behavior. Data access before and after the creation of a check-
point behaves for the IU in an identicalmanner. Thebehavior is indis-
tinguishable from the original register file. As the concept and design
behave at the interface level identically to the original register file, no
timing overhead needs to be introduced. This applies to both check-
point creation and rollback. The previously presented concept intro-
duces zero time overhead for both actions, CP creation, and recovery.

The architecture of the checkpoint-capable register file is illustrated in
Figure 7.11. The register file interface includes three register ports: rs1,
rs2, and rd, along with control signals responsible for managing the
checkpoint, namely createCP and rollback. The illustrated register file
consists of a selectionunit and two triple-portedRandom-AccessMem-
ory (RAM) units, which are duplications of the memory in the origi-
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Figure 7.11: Internal structure of the checkpoint-capable register file.

nal register file. Additionally, the checkpoint-capable register file com-
prises two buffers, addr and data write, required due to the pipeline
architecture of the selection unit, storing both the write address and
the data to write.

The selection unit monitors and controls the selection of the appro-
priate memory for register access. To enable checkpoint functional-
ity, the selectionunit employs thenon-invasive conceptdiscussedear-
lier, selecting one of the two SRAMmemory locations. This selection
process introduces no observable timing overhead to the processor
pipeline.

The selection unit controls both the output selection of thememories
(rs1 and rs2) and the target selection of the write access (rd). The read
accesses of rs1 and rs2 are forwarded to both memories, with each
memory providing its stored value on the associated output port. The
register value is not immediately provided but is available in the next
clock cycle. Simultaneously, the selection unit determines the cor-
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rect location of the register value using the previously presented al-
gorithm. Based on the selection result, the output multiplexers of the
checkpoint-capable register file are configured.

The architecture of the selection unit is presented in Figure 7.12. It
consists of two main components: the checkpoint manager, respon-
sible for managing the checkpoint location, and the selector, which
chooses the appropriate memory for register access.

The checkpoint manager implements the previously presented reg-
ister file checkpoint concept and its associated logic. It utilizes the
unsafe register to track all registers that have changed since the last
checkpoint, and theactive register points to the currently activemem-
ory location. Each read access depends just on the value stored in the
active register since it indicates thememory locationof the current ac-
tive data. Both the unsafe and active registers determine the target lo-
cation forwriteaccess. Bycoordinating theunsafe andactive registers,
the selection unit ensures that the checkpoint data is not overwrit-
ten. Whenever the createCP signal is raised, a checkpoint is created,
and the changes tracked by the unsafe register are cleared. When the
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rollback signal requests a rollback to the last checkpoint, the changes
tracked by the unsafe register are undone.

The selector unit configures the output multiplexers. The values of
selrs1 and selrs2 determine the correct data output for the register file
ports rs1 and rs2. When the selrs1 value is ’0’, the register value from
memory 0 is selected. A value of ’1’ selects memory 1, and the write
buffer is selected with a value of ’2’.

From the perspective of the pipeline, it appears as a regular register
file without explicit support for checkpoints. The timing behavior of
checkpoint creation and management is completely abstracted and
hidden from the pipeline. One of the memories stores the register
value of the checkpoint, while the other is used to storemodifications
made since the last checkpoint. The selection between these memo-
ries depends on thewrite history and ismanaged by the selection unit.

Figure 7.13 illustrates the timing behavior of the checkpoint-capable
register file. The timing diagram is simplified to one read port, rs1, and
one write port, rd. The shown behavior of the rs1 port is also repre-
sentative for rs2. Both ports behave identically. The two read ports are
completely independent of each other and do not interfere with each
other. The rs port consists of the signals rsADDR for register selection
and rsEN signal to enable a read access. The rsDATA signal returns the
value of the selected register one clock cycle later. The rd port consists
of the signals rdADDR indicating the target register, rdEN to signal the
valid write access, and rs1DATA containing the new register value.

The stored values of thewrite and addr buffers are illustrated with the
signals BufferWRITE and BufferADDR. The signals enrd0 and enrd1 en-
ablewriting tomemory0 andmemory1, respectively, using thecurrent
values of the write buffer at the address specified by the addr buffer.
When the enrd signal is raised (’1’), a new register value is stored in the
associatedmemory.
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Figure 7.13: Timing diagram if the register file. Multiple read andwrite
operations are shown.

The selection signals selrs1 determine the output data of the rs1 port.
The rs1DATA value is selected from one of three sources. The first
source is Memory0rs1, the output of memory 0, selected when selrs1
is ’0’. The second source isMemory1rs1, chosen when selrs1 is ’1’. In
this case, the value ofMemory1rs1 is used as rs1DATA. The final source
of the rs1DATA value is the stored value of BufferWRITE . This value is
used as the output whenever selrs1 is ’2’.

The timing diagram is based on the register file state as shown in Fig-
ure 7.9, which represents the initial state for the timing diagram. All
write accesses considered in the timing diagram affect the register file
state.

1. A read from register r7 is performed. The requested register
value is located inmemory 0 and is a Checkpoint (CP) entry. The
second request reads the r5 value from the active data located in
memory 0, where the CP is placed inmemory 1.
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2. The third access reads andwrites data in parallel. The value read
from r3 is located inmemory 1. Therefore, the output selection
selrs1 is ’1’, choosingMemory1rs1 as the value for rs1DATA. The
write access request writes the value D0 to register r7. As seen
before, the register r7 only consists of a Checkpoint (CP) entry
located inmemory 0. Therefore, theD0 value is written tomem-
ory 1 by raising enrd1. The internal state is updated as seen in
Figure 7.7b.

3. Thenext register file access demonstrates the simultaneous read
and write access of the same register. The read value needs to
be identical to the written register value. The selection unit re-
quires one clock cycle to calculate the target memory. The val-
ues stored in BufferWRITE and BufferADDR are used as input for
the targetmemory the followingclockcycle. Therefore,when the
read and write ports are identical, the selection unit chooses the
BufferWRITE as the output value for the rs1DATA signal. When
selrs1 is ’2’, the value stored in BufferWRITE is forwarded to the
rs1DATA port. In this example, theD1 value fromthewriteport is
stored in BufferWRITE , which is forwarded to the rs1DATA port.
The stored D1 value in BufferWRITE overwrites the Active Data
(AD) inmemory 0 by raising enrd0. After thewrite access tomem-
ory 0, the AD is updated toD1.

4. The final register access simultaneously reads from the r7 regis-
ter andmodifies the data stored in the r3 register. The r3 register
has AD located inmemory 1. This AD is updated by raising the
enrd0 signal. The previous read access to the r7 register resulted
in providing theCP frommemory 0. In themeantime, the r7 reg-
ister wasmodified and updated with a write access. The current
AD of the register is located in memory 1. Therefore, the selec-
tion unit configures the rs1DATA value ofMemory1rs1 by setting
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selrs1 to ’1’. The previously written and, in the meantime, AD
valueD1 is provided to the processor pipeline.

7.3 Adaptive Cache

This sectiondescribes anddiscusses the adaptive cache and its imple-
mentation, forming the fundamental for enabling the ACCP concept.
The adaptive cache requires a change in thewrite policy, transitioning
from write-through to write-back. Additionally, the discussion com-
prises the specifics of where and how a checkpoint is positioned and
separated from the active data.

7.3.1 AdaptiveWrite Police

The fundamental of the adaptive cache lies in its configurable write
policy. The LEON3 employs a cache coherent write-through design as
the foundation of its basic cache structure, where each store instruc-
tion directly updates themainmemory.

Bus snooping isutilized tomonitor thesharedbus, ensuring thatwhen-
ever a cached word is written to themainmemory, the cache updates
the corresponding local data. The use of thewrite-through write pol-
icy is essential for enabling cache coherence through bus snooping.
Without a write-through cache, more intricate cache coherence pro-
tocols such asMSI orMESI would be required, introducing additional
complexity to the cache system [4].

Consequently, the cache employs two distinct policies. In the perfor-
mancemode, where theprocessor core and the cache subsystemoper-
ate, cache coherence is achieved through bus snooping, and a write-
through write policy is employed. In the reliable mode, neither bus
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snooping nor a write-through write policy is suitable. Therefore, the
cache utilizes a non-coherentwrite-back write policy in this mode.

Thewrite-back policykeepspossibleerror-pronedatawith in theshaper
of the core, preventing it from leaving and potentially corrupting the
system state. This policy withholds the data until its correctness is
confirmed.

The adaptive cache checkpointing concept presented here is based
on the L1 cache of each LEON3 processor core. It employs a write-
through policy for theperformancemode and awrite-back strategy for
the reliable mode. These strategies differ in cache line allocation and
the timing of data being written to the lower memory hierarchy.

Under the write-through policy, data is directly written to the lower
memory hierarchy, and the cached data is simultaneously updated.
Vice versa, thewrite-back policyonlywritesmodifieddata to the lower
memory hierarchy when the cache line is replaced or flushed. There-
fore, a dirty bit is required to indicate cache lines thatmust be written
back to the systemmemory. These dirty bits are exclusive to thewrite-
back policy, signaling whether a cache line needs to be written back
before replacement. The dirty bit is set when the processor pipeline
writes data to the cache line, indicating a difference between the data
in the cache line and the system memory. This data is then written
back to the systemmemory before replacement.

A cache line is replaced when the processor encounters a cache miss
while reading or writing to a non-present cache line. In this scenario,
the cache has to write back the dirty lines before storing the data from
the systemmemory in the cache line.

However, in the reliablemode with thewrite-back policy, awrite-allo-
cate is required for every single write access that creates a cachemiss.
Before writing data to the cache, the required line is fetched from the
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lower memory hierarchy, ensuring the entire cache line is valid and
can be completely written back if needed.

Thewrite-backcache introduces twoadditional states,write-back and
write-allocate, to the state machine of the write-through cache. The
write-back state isused towritebackacache linewithanenableddirty
bit, indicating that the content of the line has been manipulated. A
write-back is initiated by a read miss before awrite-allocate of a dirty
line is performed, or when the write-back cache is flushed.

Before replacing a cache line, the dirty bit of the cache line is checked.
If the dirty bit is not set, the data can be directly written to the cache
line. Otherwise, the data of the cache line is written to the memory
before fetching the new data. Every time there is a cache miss for a
dirty line, the cache has to write back this line. In the case of a cache
flush, all lines are invalidated, and the dirty lines are written back to
the lower memory hierarchy.

Similar to thewrite-through policy, all cache lines are invalidated dur-
ing a flush. For the write-back cache, it is necessary to write back all
dirty lines to the lower memory hierarchy. To invalidate the complete
cache, thecachecontroller iterates throughall lines, checking thedirty
bits. If the dirty bit is set, the line is written to the lower memory hier-
archy.

When the cache switches from awrite-back to awrite-through policy,
a cacheflush is performed to ensuredata integrity. This transitionpre-
vents data corruption or loss, as thewrite-back cache lacks hardware-
based coherency support. In the incoherent write-back mode, cache
lines are incoherent with the system memory, and cache data differs
fromsystemdata. Therefore, all dirty cache linesmust bewrittenback
to update the system memory. The write-through cache guarantees
that the cache data and the systemdata are identical, as data is always
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Figure 7.14: Cache configuration of the performance mode (refer to
[Kem22a])

written to the lower memory hierarchy. Hence, the shift from awrite-
through to awrite-back policy can seamlessly occur.

7.3.2 Checkpoint Location

The ACCP employs a write-through cache with cache coherency in its
performancemode. The configuration illustrated in Figure 7.14 shows
a performance setup with four ways. The cache controller orches-
trates the access to the individual cache ways and sets. In this perfor-
mance mode, the entire memory of the cache system is fully utilized.

When transitioning to the reliable mode, the cache system initially
switches its write policy from write-through to write-back. As dis-
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cussed earlier, the write-back cache policy does not depend on nor
uses a cache coherence protocol.

For cache checkpointing, a record of the cache state needs to be cre-
ated for a subsequently required BER. As previously outlined, there
are two potential methods for storing this data. One approach in-
volves storing the checkpoint on a lower memory hierarchy as a lev-
eledcheckpoint,while thealternative is to store it asadual-level check-
point on the samememory hierarchy.

Opting for a dual-level checkpointing scheme proves advantageous.
This choice facilitates both a rapid checkpoint creation and recovery
process, reducingmemory access to shared resources. Consequently,
the checkpoint management process becomes time-predictable and
independent of other systemcomponents. Nonetheless, theuseof the
dual checkpoint scheme requires additional storage for checkpoint
data.

The same principle employed for the checkpoint-capable register file
can be applied to the cache checkpoint scheme. However, duplicat-
ing thememory incurs considerable costs. The register file only needs
to provide space for the processor’s internal registers. For example, in
thecaseof theSPARCv8 ISA, therearebetween40 registers for two reg-
ister windows and 520 registers for 32 register windows. The standard
configuration includes eight register windows, resulting in 136 regis-
ters. Each register has a size of four bytes per word and entry, totaling
a register size of 544 bytes [18; 19].

The LEON3 cache sub-systemof the L1-Cache can be configuredwith
1 to 4 ways, where each way has a size ranging from 1 KiB to 256 KiB,
resulting in a cache size of at least 1KiB up to 1MiB [18]. For instance,
an L1 data cache with two ways and a size of 4 KiB has a total size of
8KiB,which ismore than15 times the size of the register file. Similarly,
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a L1 data cache with four ways and a size of 4 KiB per way has a total
size of 16 KiB, exceeding the register file size bymore than 30 times.

Fully replicatingacachememory incurs significanthardwareexpenses
that remain unused during the performance mode and are only fully
utilizedduring the reliablemode. In contrast, thehardware costs asso-
ciatedwith replicating the register file are justifiable andmanageable.
Compared to the costs incurred by duplicating a cachememory, these
hardware costs are negligible.

Cache checkpointing, however, has the potential to change themem-
ory appearance. Unlike the register file, where the number of regis-
ters is predefined, and values are stored within the register file, the
cache buffers data from the lower memory hierarchy. Consequently,
the cachememory can be downsizedwithout changing the functional
behavior of the processor or the executed program.

In the reliable mode, the memory allocated in the performance mode
is halved and divided. One half of the cache memory is dedicated to
checkpoint storage, while the remaining half is reserved for the active
data. Figure 7.15 illustrates the cache configuration post-reconfigu-
ration. In the reliable mode, the original four-way associative cache
undergoes a reconfiguration, transforming into a two-way associative
cache.

The cache ways are partitioned into two distinct memory domains.
In the example of the four-way associative cache, two ways are situ-
ated inmemory domain 0, and the remaining two ways are allocated
to memory domain 1. The mapping of the safe and unsafe domains
corresponds to one of the two virtualmemory domains.

In the reliablemode, thememory dedicated to storing the checkpoint
is fully utilized, just as in the performance mode. The entire cache
size is employed during the performance mode, resulting in improved
cache and computational performance. The larger cache size in per-
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Figure 7.15: Cache configuration of the reliable mode (refer to
[Kem22a])

formance mode minimizes cache misses, thereby enhancing overall
processor computational efficiency.

While the use of only half of the cache in reliable mode may degrade
expectedcomputational performance, the implemented safetymech-
anism significantly enhances dependability. This duality in perfor-
mance characteristics contributes to the naming scheme of perfor-
mance mode and reliable mode.

7.3.3 Checkpoint Management

Checkpoints are exclusively generated in the reliable mode when the
cache operates with awrite-back write policy, and half of the cache is
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allocated for storing checkpoint data. Employing a dual-level scheme,
the checkpoint remainswithin thecache, facilitating rapid checkpoint
creation and rollbackmechanisms. This strategyprevents the offload-
ing of checkpoints to a lowermemoryhierarchy,mitigating latency in-
troduced by reading and writing each checkpoint entry. Additionally,
accessing the lowermemory level through a shared bus introduces la-
tency and interferes with other participants. Such interference can
impact the offloading or restoring process of the cache by introduc-
ing unpredictable delays.

To address this, the unsafe data is segregated from the checkpoints
in different memory spaces. The cache checkpointing mechanism,
similar to the checkpoint-capable register file, is divided into safe and
unsafe domains. Here, the checkpoint is located in the safe domain,
while all modified data is assigned to the unsafe domain. Instead of
relying on twodedicatedphysicalmemories, the cache checkpointing
scheme utilizes the two virtualmemory domains.

In Figure 7.16, an illustrative cache showcases both safe and unsafe
data. The checkpoint management aligns with the previously dis-
cussed approach for the checkpoint-capable register file. The cache
controller employsa logic similar to thatused for the checkpoint-capable
registerfile. Theutilizationof theactive andunsafe controls supervises
access to the respectivememory domain.

The checkpointing scheme implemented in the cache controller dif-
fers from the register file’s checkpointmanager, primarily because not
all data in the cache is inherently valid. Unlike each register entry in
the register file, which contains valid data, the current available cache
data is only considered valid upon a cache hit. A cache hit happens
when the tag address matches the data address, and the cache line is
marked as valid. Each cache line possesses its own valid bit, indicat-
ing the validity of that particular cache line. It is noteworthy that the
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Figure 7.16: Cache controller managing the fragmented active and
checkpoint data over two memory domains. (refer to
[Kem22a])

cachemayalso contain cache lines that areneither associatedwith the
safe nor theunsafe domains. The example inFigure 7.16 illustrates the
four possible states of a cache line.

The first state represents an empty cache line in both memory do-
mains. The second state mirrors the register checkpointing scenario,
where one memory domain houses a checkpoint, and the other do-
main is available for storing unsafe data. The third state is similar to
the checkpoint-capable register file discussion, where both entries in
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memory domain 0 andmemory domain 1 contain data. In the exam-
ple, cache line 5 holds unsafe and active data in memory domain 0,
while memory domain 1 contains the checkpoint data for potential
later rollback and checkpoint recovery. The last and fourth state is dis-
tinct, as the unsafe active data of cache line 4 has no corresponding
checkpoint in the opposite memory domain.

Two cache accesses do not change the active and unsafe registers. For
both types of access, a cache hit is essential. Reading from a check-
point or writing to active data does not modify either of the registers.
In a read access, the present data from the checkpoint is used to for-
ward data to the processor pipeline. In a write access, unsafe data is
modified, leaving both the active and unsafe registers unchanged.

Using the example as a basis to consider four different cache accesses
that change the active and unsafe registers, starting from the initial
state shown in Figure 7.16.

Scenario 1: ReadMiss without Checkpoint (refer to Figure 7.17a)

In the case of a read miss, occurring when the processor pipeline at-
tempts to read data not present in the cache, the active register points
to the cache line of the activememorydomain. For instance, when the
processor aims to readdataassociatedwithcache line6, and theactive
register points tomemory domain 1 where no valid cache line exists,
a read miss occurs. This leads to fetching data from the lower mem-
ory hierarchy, comprising entirely of safe data. Although this ensures
fault-tolerant checkpoint recoveries with low appearance, a write hit
on a cache line with a checkpoint introduces latency, degrading com-
putational performance. Consequently, the active register is updated,
and the unsafe register is set to ’1’, marking the fetched cache line as
unsafe for performance reasons.

Scenario 2: ReadMiss with Checkpoint (refer to Figure 7.17b)
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(c) Write miss with checkpoint
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Figure 7.17: Comparison of four different cache access scenarios.
Changes to the cache controller state are highlighted in
red
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Similar to the first case, this scenario involves a read miss, but with a
cache line inmemory domain 1 containing a checkpoint. In this case,
thedirty bit of the checkpoint data is checked, and if set, the cache line
with the checkpoint must be written back to themainmemory.

Scenario 3: Write Miss (refer to Figure 7.17c)

This scenario covers a write miss, where the active register points to
a cache set with checkpoint data at memory domain 1. Similar to
the read miss cases, the dirty bit of the checkpoint data needs to be
checked first. If necessary, the data must be written back to the main
memory, and the dirty bit is cleared. The write-allocate fetches the
cache line frommemorybefore the store instructioncompletes,mark-
ing the cache line as unsafe for potential flaws in the stored values.

Scenario 4: Write Hit (refer to Figure 7.17d)

In a write hit scenario, where the processor pipeline intends to store a
data word on cache line 7, the active register points to a checkpoint in
memory domain 1. To preserve the checkpoint, the write is redirected
tomemory domain 0, flipping the active register value and setting the
unsafe bit. The data checkpoint of the checkpoint does not need to be
written back, ensuring the data remains valid after the write.

Data Consistency of Unmodified Data in Checkpoints

To ensure data consistency of unmodified data in a checkpoint, the
data is copied from the checkpoint to the unsafe domain. This step is
essential for maintaining the integrity of checkpoint data. The need
for this copying process is further explored by considering the dif-
ference between a write access of a register within the checkpoint-
capable register file and a cache line. Unlike a register in the register
file, which consists of a single value (as illustrated in Figure 7.18a),
a write access of a cache line updates partial data, requiring careful
management to ensure data consistency.
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Figure 7.18: Compression of different write accesses.

Unlike a register in the checkpoint-capable register file, a cache line
posesadistinct challenge. Acache linecomprisesmultiplewords, typ-
ically four or eight. In the example shown in Figure 7.18b, four words
areused. During adata store operation, only oneword is updated, and
in a double store, only two consecutive datawords aremodified. Con-
sequently, at least twowordswithin the cache line remainunchanged.
The state of these unmodified words is unknown and depends on the
oldmemory values.

To ensure data consistency for the unmodified data in the cache line,
a copy mechanism becomes necessary. Therefore, during a write ac-
cess to a cache linewhere a checkpoint is present, theprocess involves
copying the checkpoint line to the new active data line and afterwards
updating the data words in the active line. This strategy minimizes

268



7.4 The System Architecture

data transfers, as only the unchanged data is copied from the check-
point. After this data transfer, the cache line assumes the configu-
ration illustrated in Figure 7.18c. This mechanism guarantees data
consistency, addressing the challenges posed by the multiple words
within a cache line.

7.4 The System Architecture

So far, the concept of ACCPhasbeen introducedanddiscussed. Build-
ing upon this concept, the discussion extends to the two fundamental
components: the checkpoint capable register file and the checkpoint
capable cache. Bothplayessential rolesas subsystemsofacheckpoint-
capable processor core, contributing to the overall architecture.

In the subsequent sections, the focus shifts to the processor architec-
ture. Following that, the attention is directed to fault detectionmech-
anisms and the checkpoint creation process.

7.4.1 Processor Architecture

Theprocessorarchitecture smoothly incorporatesboth the checkpoint-
capable register file and the checkpoint-capable cache. These compo-
nents can be seamlessly integrated into the LEON3 pipeline as both
subsystems follows the interfaces of the original components.

To support checkpoint creation and fault recovery mechanisms, the
processing system needs to go beyond the register file and cache sub-
system. The processor pipeline state must be a part of the CP. The
pipeline should have the capability to create a CP and restore the in-
ternal state in case of CP recovery.
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Micro-architectural modifications within the pipeline are necessary.
The modifications related to program and internal state replication
align with those presented for the ALP (refer to Section 5.3.2). Addi-
tionally, the micro-architecture must support the replication of the
register file and theCPmanagement of the internal state. Task replica-
tion comes into play when the processor switches from a non-reliable
to a reliable execution, resulting in a reconfiguration from the perfor-
mance to the reliable mode.

The AR concept supports the re-establishment of the suspended pro-
gram, requiring the restoration of the complete internal state from the
original program execution, including the data of the register file. The
register file uses a dual-level checkpointing scheme,making it unsuit-
able to keep the original statewithin the register file. Instead, the state
is offloaded to an external memory, while the register file state of the
master core is taken.

All these features are implemented in theCPManagement stage, posi-
tioned at the same location as the commit stage of the ALP. Placed be-
tween the execution andmemory stage, both commit andCPManage-
ment stages complement each other and can be implemented within
the sameprocessor pipeline. TheCPManagement stage is responsible
for task replication and checkpoint handling. The hardware handles
checkpoint creation, rollback, fault detection, and CP organization,
fully abstracting the reconfiguration and hides it from the software.

Figure 7.19 illustrates the pipeline and the processor architecture, en-
compassing twocores and theRedundancyManagementUnit (RMU).
The RMU orchestrates the reconfiguration process, forwarding regis-
ter file data from themaster to the slave core and receiving the slave
register file data. The snapshot of the register file is stored in a secure
memory located within the RMU, with the entire checkpointing pro-
cess supervised by the RMU.
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Figure 7.19: Processor and pipeline architecture of the ACCP (refer to
[Kem22a])

Apipeline checkpoint doesnotnecessarily need to encompass all pro-
cessor registers. As discussed in the context of the ALP (refer to Sec-
tion5.3.1), individualpipeline registersare recoverableby re-executing
the program code. To minimize the required checkpoint data, the
pipeline registers are excluded, as they are not essential for a rollback
and can be reconstructed by program re-execution. The CP Manage-
ment stage offers registers specifically for storing the snapshot, con-
sisting only of relevant pipeline registers identified during the state
transfer discussion (refer to Section 5.3.2). In the reliable mode, the
CP Management stage stores two states: one for recovering the orig-
inal state and the other for the checkpoint. The pipeline employs a
dual-level checkpointing scheme,mirroring the approach used in the
register file and cache subsystems.

The state replication from themaster to the slave core, involving the
pipeline state with the control register, follows a process similar to
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that of the ALP. Both cores synchronize their pipelines to achieve two
completely flushed pipelines. The flushed pipelines are suitable for
replicating themaster state to the slave andmigrating the slave state.
Unlike the synchronization phase in the ALP, the ACCP requires the
transferof registerfiledata, necessitatingasequential loadofeach reg-
ister value. During replicationandmigration, bothprocessorpipelines
are put on hold and stall. After successful replication, both cores cre-
ate a checkpoint, and the pipelines resume independent operation.
Processor cores synchronize and compare their internal states only
when the conditions for creating a new checkpoint are met.

The scalability of thenumberof cores is not limited to two, as shown in
the example configuration. The ACCP adopts a loosely coupled con-
cept, where processor data does not need to be directly forwarded by
theRMU. Data betweenRMUscanbe tunneled through various inter-
connects, extending beyond centralized buses to include NoCs. This
flexibility allows for various configurations, and the tunneling anddis-
tribution of physical cores associated with one logical core is feasible
due to the reduced compression frequency.

7.4.2 Checkpoint Creation

A checkpoint is generated whenever unsafe data attempts to leave to
the SoR. In the context of the ACCP, this occurs when the cachewrites
anunsafe cache line to a lowermemory hierarchy, typically during the
replacement of adirty cache line. This replacement canhappen in the
case of a read miss, as discussed earlier, or a write miss. In the case of
a write miss, the dirty cache line is initially written back, followed by
the write-allocate and the write operation.

During checkpoint creation, the cache keeps all data internally and
postpones the write-back process. Before the write-back occurs, both
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processors validate their respective states by comparing checksums
over their processor states. If the checksums match, the data is writ-
ten back, and a new checkpoint is established. Performing compres-
sion before the write-back is essential to prevent corrupted data from
leaving the SoR and causing irreversible changes to the system state.

The frequency of necessarywrite-backs depends on the executedpro-
gram and may vary, leading to a checkpoint creation frequency and
period between checkpoints that are code-dependent. Consequently,
controlling the maximum fault detection latency becomes challeng-
ing, as it dependson theunpredictable checkpoint creation frequency.

To address this and enhance control over fault detection latency be-
yond write-backs, additional conditions for creating a checkpoint are
introduced. These conditions mitigate fault detection latency based
only on write-backs.

Aperformance counter, incrementingwith eachexecuted instruction,
serves to control the maximum fault detection latency. This upward
counter resets each time a checkpoint is created andmeasures the in-
structions executed since the last checkpoint. It provides a determin-
istic and less software-dependent approach to checkpoint creation,
based on the total number of executed instructions. The software
defines the upper threshold. Every time the performance counter
reaches the runtime-defined threshold, a new checkpoint creation is
triggered.

Similar to the checkpoint creation triggered by a write-back, check-
sums of themaster and slave core are compared in advance. If both
checksumsmatch, a checkpoint is established, and the program con-
tinues. Otherwise, the last checkpoint is restored, and the program is
automatically re-executed.

As the threshold for theperformancecounter is runtime-configurable,
it allows for adjustable maximum fault detection latency.
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The process of creating checkpoints and detecting potential faults
duringexecution is illustratedby theflowchart depicted inFigure 7.20.
The initiationof checkpoint creationcanbe triggeredeitherbyacache
miss in thepresenceofunsafedata requiringwrite-back tomainmem-
ory, or by surpassing a threshold of executed instructions. Check-
points are generated whenever no fault is detected, and the watchdog
timer remains within its limits.

7.4.3 Fault Detection

Safety-critical sections are redundantly executed in the reliablemode,
where both themaster and slave cores run identical programs. In this
mode, the state of the master is replicated to the slave core, resulting
in precisely matched state transitions. Ideally, flawless execution en-
sures that the register file, cache, and pipeline state undergo identical
changes on both themaster and slave cores.

Upon entering the reliable mode, a checksum is calculated over all
state transitions. Faults are detected by identifying mismatches in
write accesses to the register and memory files during the write-back
stage and cache accesses. The checksum calculation can detect from
a single to multiple faults. Each time a checkpoint is created or the
processor rolls back to the last checkpoint, the checksum is reset to its
initial value.

The checksum used for fault detection must be effective for error de-
tection and straightforward to implement. Various checksums are
known in the literature, such as the xor checksum [186], Cyclic Redun-
dancy Codes (CRC) checksum [187], or Fletcher’s checksum [188].

The xor checksum is easy to calculate and involves minimal hardware
resources. However, itsprobabilityofundetectederrors ishigher com-
pared to other considered checksums. A CRC checksum has a low
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Figure 7.20: Flowchart illustrating the checkpoint creation process.
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probability of undetected errors, but its calculation involves costly
operations. Hardware realization of a CRC code based on shift reg-
isters is not suitable for high bandwidth and parallel data words [189].
A less hardware-intensive option, with a slightly smaller error detec-
tion property, is the Fletcher’s checksum. For a detailed investigation
of different checksums, Maxino et al. provide comprehensive com-
parison [190].

The Fletcher’s checksum is based on two sums, as seen in Equation 7.1
and Equation 7.2. sum1 is updatedwith the newdataword data, while
sum2 is updated with the value from sum2. Both sums are then calcu-
latedmoduloM = 232. The hardware implementation of the Fletcher
checksum is simple and hardware coste-effective.

sum1 = (sum1 + data)modM (7.1)

sum2 = (sum2 + sum1)modM (7.2)

After discussing the type of checksum, the next consideration is the
location of checkpoint creation. As previously mentioned, the check-
point should cover the state transfers of the register file, cache, and
pipeline state. Two approaches can achieve this. The straightforward
method is tocalculate individual checksums foreachof the threecom-
ponents. The integratedway involves placing the checkpoint creation
only in the write-back stage of the pipeline. All state transfers must
pass through the write-back stage, encompassing not only the data
written to the processor internal registers and register file but also the
cache access. Since the address anddata of a store instruction are split
into separate phases, a single checksum can cover both. The address
and data of the cache access traverse the entire pipeline. Calculat-
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Table 7.1: Implementation results of required resources
CLB LUTs CLB Registers CLBs BRAMs

ACCP 14219 4364 3431 10
Cache 6792 2048 2069 8
Integer Unit 7073 1966 1209 0
Register File 354 350 153 2

ing the Fletcher’s checksum at the write-back stage effectively covers
all three components.

7.5 Evaluation

The ACCP architecture undergoes evaluation in terms of resources,
fault-free execution time, and correct execution behavior. The cor-
rectness of execution is demonstrated through simulation and emu-
lation on an FPGA platform. The investigation covers both fault-free
scenarios and cases with injected faults. The validation of the ACCP
architecture involves random fault injection, following themethodol-
ogy described in Section 5.5.1.

7.5.1 Resources

A prototype of the ACCP based on the LEON3 design has been im-
plemented as a proof of concept. The development involved modi-
fying the original source code of the LEON3 processor core and the
cache design. The primary focus of the proof of concept was on func-
tional validation, with less emphasis on optimal hardware implemen-
tation and resource utilization. The presented values represent the
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upper bounds of the hardware realization, allowing room for poten-
tial implementation improvements. Similar to the AL processor, the
implementation targets theVirtexUltraScale+XCVU9P-L2FLGA2104E
on the VCU118 evaluation board from AMD [151].

Resourceutilization is evaluatedbysynthesizing thedesignusingAMD’s
Vivado [152]. Standard strategies are employed for both synthesis and
implementation in Vivado, with the design running at a clock fre-
quency of 100MHz without encountering timing violations.

The required resources are reasonable, as shown in Table 7.1. The
cache configuration used is a 2-way associativity for the performance
mode, with a cache size of 8 KiB. Each cache way has 4 KiB and four
words per line.

7.5.2 Runtime Overhead

The runtime behavior of the ACCP architecture is evaluated using
the same five benchmarks as for the ALP architecture (refer to Sec-
tion 5.5.3). The benchmark applications are utilized with varying in-
put sizes to assess the runtime overhead introduced by thewrite-back
cache configuration without checkpoint creation and the additional
time needed for checkpoint creation.

The evaluation is conducted on an FPGA prototype, involving three
different configurations synthesized and implemented for the AMD
VCU118 evaluation board. The first configuration represents the ref-
erence time, measuring the execution time of the processor design
in performance mode. In performance mode, the cache uses a write-
through write policy, and the complete memory is utilized. The sec-
ond configuration employs the write-back configurationwith half the
cache size but with disabled checkpointing, showcasing the impact
of the copy operation to ensure correct data in the active data region.
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The thirdconfigurationuses thewrite-backcachewithenabledcheck-
pointing. The runtime evaluation of the second and third configura-
tions includes the reconfiguration process and task replication from
the primary to the secondary processor core.

Each of the three configurations is based on the previously presented
architecture, utilizing a 2-way associative cache for the performance
mode with 4KiB per way, resulting in a total 8KiB cache size and four
words per line.

The observed runtime results are shown in Figure 7.21. The overhead
is detailed in Figure 7.22 and Figure 7.23.

The runtime overhead introduced by the checkpointing mechanism
is minimal and only applies to execution in the reliable mode. The
measured runtime overhead difference between thewrite-back cache
withoutandwithenabledcheckpoint creation ranges from0%to6.19%.
For the Quicksort evaluation with small input sizes (100 and 500 ele-
ments), the overhead is 0%. The worst-case overhead is measured for
the Quicksort algorithm with 10,000 input elements (6.19%) and ma-
trix multiplication with an input size of 5x5 (5.4%). On average across
all evaluated workloads, the overhead is measured at 2.04%.
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Figure 7.21: Execution times of benchmark applications for different
cache configurations with various sizes of the input sets.
Performance mode (green), write-back cache with dis-
abled checkpointing (light blue), write-back cache with
enabled cache checkpointing (blue)
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Figure 7.22: Relative runtime overhead introduced by the write-back
implementationof the reliablemode. It is compared to the
performance mode.
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Figure 7.23: Relative runtime overhead introduced by the write-back
and checkpointmanagement implementation of the reli-
able mode. It is compared to the performance mode.
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7 Adaptive Checkpointing

Table 7.2: Time between checkpoint creations by write-backs

Algorithm Clock cycles between write-backs
Min Max Avg

FFT 13 39,910 10,131.3
Matrix Multiplication 15 10,031 1,272.7
Mergsort 13 635 158,7
Quicksort 13 126,861 663.1
Black-Scholes 13 5,376,601 251,259.1

7.5.3 Fault Detection Latency

For the same cache configuration as previously, the error detection la-
tency is evaluated by measuring the time between two consecutive
checkpoints. The evaluation of error detection latency is dependent
on the automatic checkpoint creation, considering only checkpoints
created by write-back operations of the cache, as the RMU can con-
figure an individual checkpointing interval. Hence, the performance
counters of theRMUaredisabled. The results for different benchmark
algorithms are presented in Table 7.2. It is obvious from the results
that the checkpoint dependency is closely related to the executed soft-
ware. The Black-Scholes algorithm, benefiting from high data locality
due to a substantial number of software floating-point operations, ex-
hibits a larger interval between checkpoints compared to the other al-
gorithms.

7.6 Summary

This chapter discusses the coarse-grained ACCP processor architec-
ture, with the SoR situated at the cache level. The checkpoint data,
crucial for rolling back to the last checkpoints, must encompass the
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7.6 Summary

cache and all memory elements at that level of the memory hierar-
chy. Consequently, the ACCP concept extends to the cache, the reg-
ister file, and the processor pipeline to make the creation and man-
agement of checkpoints possible. The hardware implementation not
only demonstrates the feasibility of the concept but also showcases a
minimal introduced runtime overhead.

In general, this concept and the resultant modifications are applica-
ble to various processor designs, including out-of-order, and are not
limited to the example design.
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Chapter 8
Interleaved Processor State Transfer

This chapter introduces the concept of interleaved processor state
transferandexplore its correspondinghardware realization. TheACCP
employsa time-consumingstate transfermechanismdesigned to repli-
cate themaster stateonto the target slave. Throughout theentire repli-
cation process, both themaster and slave temporarily halt to ensure a
coherent processor state. The interleaved state transfer explores par-
allelizing the state transfer alongside program execution. The chap-
ter systematically examines the fundamental concepts, investigates a
comprehensive analysis of various aspects. Building upon these con-
cepts, an architectural extension for the ACCP processor is discussed.
The chapter concludes with a HDL evaluation of this proposed archi-
tecture. The fundamental for the interleaved processor state trans-
fer, including its conceptualization and implementation, was initially
published in [Kem23a]. This chapter serves as an extension and elab-
oration of the concepts presented in that publication.
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8 Interleaved Processor State Transfer

8.1 Interleaved StateMigration and Replication

Before a target core can execute amigrated or replicated task, a snap-
shot of that task must be transmitted to the target processor. In a
shared memory system, where both the source processor core and
the target core access a common main memory, there is no need to
physically relocate the associatedmemory contents. In such systems,
it suffices tomigrate or replicate only the internal processor state.

Migrating or replicating a software task involves capturing the inter-
nal program state of a processor core and transferring that state to
the target. The internal processor state encompasses values stored
in general-purpose registers, dedicated processor state registers, and,
potentially, pipeline states. Processors commonly employ an SRAM-
based register file to implement general-purpose registers and locate
processor state registers within the core structure.

In the case of the SPARC v8 RISC ISA, these processor state registers
are designated as control and status registers. The ISA specifies these
as 32-bit registers, and they are enumerated below:

• Program Counter (PC)

• Next Program Counter (NPC)

• Processor State Register (PSR)

• Window InvalidMask (WIM)

• Trap Base Register (TBR)

• Multiply/Divide Register (Y).

In addition to the specified state registers, the SPARC v8 ISA specifies
a range of 40 to 520 32-bit general-purpose registers. Due to the sub-
stantial number of registers, these are conventionally implemented
using an SRAM-based register file. A register file employs ports to ac-
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8.1 Interleaved State Migration and Replication

cess individual registers, though unlike flip-flop based registers, not
all register values are accessible simultaneously.

Themigrationor replicationofprocessor state registers canbeaccom-
plished in parallel, given their small number and simultaneous acces-
sibility. However, copying or transferring data of a general-purpose
register to or from a register file must be performed sequentially. This
is a time-intensive process, depending on the complexity and struc-
ture of the processor architecture and the quantity of registers.

Throughout themigrationor replicationprocess, the sourceprocessor
must maintain a consistent internal state that is readable. Otherwise,
discrepancies in the behavior of the target coremay arise. The C code
snippet in Listing 8.1 illustrates how ongoing program execution can
impact the replication process. The target core commences execution
from the statement following the marked line where the replication
process initiates. Continued program execution has the potential to
change register values, thereby influencing code execution on the tar-
get core. Consequently, the C code snippet presents register values at
three distinct points in time, emphasizing that the executed code’s be-
haviordependson theactual register values read fromthe source core.

When the register data is read from the source core at t0, both the
source and target cores enter block 1, show identical behavior. The
same holds true when the data is read at time t1, as changes made
by the source core to the register l1 do not impact the target core’s
execution. By having the target core overwrite the register value, the
loaded value becomes insignificant to the software execution post-
replication. However, the scenario at time t2 results in unequal and
different behavior between the source and target cores. In this case,
the target core sees the value of l0 incremented twice - once from the
source core and once from itself - causing it to execute block 2 while
the source core continues with block 1.
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8 Interleaved Processor State Transfer

Listing 8.1: Demonstrate the impact of contin-
ued program execution on the repli-
cation process. Depending on the
register values copied, the target
core enters either block 1 or block 2.

. . .
l 0 =9;
l 1 =0;
/ / ( S ta r t Repl i cat ion Process )
l 1 = 10 ;
l 0 ++;
i f ( l 0 > l1 )
{

/ / Do Something ( Block 1)
} else
{

/ / Do Something E l s e ( Block 2)
}
. . .

Register Values

t0

t1

t2

l0 l1
9 0

l0 l1
9 10

l0 l1
10 10

This example illustrates that the source core cannot seamlessly re-
sume code execution, and task replication ormigrationmust carefully
manage the reading of register values from this core. Depending on
when these values are read, the target core’s behavior can vary. While
cases where the transferred program overwrites register values result
in identical behavior for both cores, inmost situations, the target core
operates with distinct values, depending on different outcomes from
the source core. Therefore, the snapshotmust bewrite-protected dur-
ing the replication or migration process.

Ensuring correct behavior on the target core requires that the register
values transferred from the source to the target core remain consistent
with the data at the start of themigration or replication process.
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8.1 Interleaved State Migration and Replication

Executing A

Read

Executing B

Write

Executing A

Executing A

t

Program

Replication
Core 0

Program

Replication
Core 1

Start Replication

Figure 8.1: Task replication of program A from core 0 to core 1. During
the replication process both cores pauses the code execu-
tion. (refer to [Kem23a])

One approach involves the source core pausing execution until the
migration or replication process finishes, as illustrated in Figure 8.1
andusedby theACCParchitecture inSection7.4.1. Here,Core0 (source
core) runs program A, set to replicate to Core 1. Core 1 takes over the
state of Core 0, discarding the execution of program B. After comple-
tion, both Core 0 and Core 1 run the same program A.

Throughout the replicationprocess, register valuesare read fromsource
Core 0 and transferred to targetCore 1, with the latterwriting these val-
ues into its internal registers. Bothcoresarehaltedduring thisprocess,
ensuring Core 0’s internal state remains unchanged. This pause and
block mechanism guarantees identical functional behavior for both
cores.

The period duringwhich both processors are paused and idle is exclu-
sively dedicated to the transfer of processor state data. For the guar-
antee of internal state consistency, no additional instructions are exe-
cuted on the source core during this time, preventing progress in pro-
gramexecution. However, if the source core is capableof establish and
provide the original register values from the start of task replication or
migration, it can resume execution concurrently. To achieve this, the
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8 Interleaved Processor State Transfer

core must be enabled to store a snapshot of its state. Throughout the
migration or replication process, the snapshot data is retrieved from
the source core. When task migration or replication does not disrupt
code execution and the source core provides a consistent state, it can
be seamlessly interleaved with normal program execution. This in-
terleaving of state provision and concurrent program executionmini-
mizes performance penalties on both source and target core.

In Figure 8.1, not only does the source core pause, but the slave core
does as well. The execution of the acquired program on the slave core
requires all relevant register information. This is ensured by pausing
until the complete system state is written to the internal process reg-
isters. However, running a programdoes not instantly require all state
information; it is sufficient if program-relevant data is available when
needed. For amigrated or replicated task, this implies that the full in-
ternal pipeline state does not need to be accessible before executing
the task. To ensure correct execution of the replicated task, it is suf-
ficient to provide the correct register values of the source processor
or the snapshot only when necessary. In the absence of this required
data, the target coremust guarantee correct programexecution. Spec-
ulative execution results into performance gains for the target core, as
program execution and task migration or replication can proceed in
parallel. The migrated or replicated software runs speculatively, as-
suming the required data is available, while simultaneously, the inter-
nal processor state is migrated or replicated to the target core.

Figure 8.2 illustrates an ideal scenario of interleaved task migration,
where both processor cores remain active without idling or pausing,
seamlessly transitioning fromprogramB toprogramA onCore1, while
Core0 continuesexecutingprogramA. At the replicationprocess’sout-
set, a snapshot of Core 0’s state is captured. During execution, the
snapshot state is read from Core 0, transmitted to Core 1, and writ-
ten to its internal registers. The interleaved read and write operations
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Executing A
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Replication
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Replication
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Snapshot

Figure 8.2: Task replication of program A from core 0 to core 1. The the
replication process is done in parallel. (refer to [Kem23a])

might take longer than a sequential procedure due to processor archi-
tecture and register access restrictions. However, the essential metric
is the execution time, not the duration of transferring the complete
system state.

Achieving seamless executionof the transferred taskon the target core
depends on the availability of necessary data. Whenever an instruc-
tion reads register values, those values must be present on the target
core. Otherwise, a hazardmanagement strategy is applied, halting the
processor core until the correct data is available. Therefore, the mi-
gration or replication process should anticipate and predict the next
required state value.

Anticipating the next required state value involves the state-keeping
process predicting the next register access of the slave core. With per-
fect anticipation, each register value is accurately predicted, allowing
executing instructions on the slave core to read those values.

Concurrent program execution and task migration or replication can
minimize the time that the source and target processors stall, enhanc-
ingoverallperformance. However, parallelprogramexecutiononboth
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8 Interleaved Processor State Transfer

cores may disrupt the interleaved task takeover process. Even with
perfect prediction of the next required state values, architectural limi-
tationsmay prevent the processor cores fromproviding or taking over
the state value.

Therefore, it is essential to identify when it is feasible to concurrently
run code while reading or writing the processor state.

8.2 Analysis of Suitable Time Slots

Understanding when the source core and slave core can concurrently
transmit a system state alongside regular code execution is essential.
Specifically, it is important to determinewhen theprocessor is access-
ing a register andwhen the overtaking process can access those regis-
ters without disturbance and interference.

Moreover, it is significant to identify when each register is accessed,
the frequency of access, the number of simultaneous accesses, and
thedependenciesof register accessibility. Certain register values, such
as the PC, are essential for the processor; without the correct PC, in-
correct instructions are fetched, leading to erroneous code execu-
tion. These critical register values must be available when the mi-
grated or replicated task’s code is executed and are typically stored
in dedicated registers within the processor. These dedicated registers
have a high degree of accessibility, enabling simultaneous reading of
all these values. In contrast, general-purpose registers are often lo-
cated in restricted-access register files, and the number of simultane-
ous accesses depends on the register file’s ports. Consequently, these
general-purpose register values become essential candidates for par-
allel task replication and code execution. Register values are exclu-
sively read from the read ports and written to the write ports, with
each port independently accessing a specific register.
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Both the context switch process and code execution tries to access a
common and shared register file, necessitating arbitration to resolve
potential conflicts arising fromconcurrent accesses. The frequency of
conflicts generated by the task migration or replication process and
parallel code execution depends on various factors. These factors in-
clude:

• Maximum quantity of simultaneous register access of the pro-
cessor

• Actual number of register accesses by the software

• Number of register-file ports.

The register file represents a essential bottleneck in transmitting the
system state. Consequently, beyond comprehending the register file’s
functionality, it becomes necessary to understand its integration into
processor architectures. Additionally, understanding how andwhen a
register file is accessed proves to be another pertinent factor.

The design of a register file deeply influences processor performance,
as it features dedicated read andwrite ports that dictate its accessibil-
ity and, consequently, overall efficiency. When multiple registers are
accessed simultaneously, and the register file lacks sufficient parallel
ports, a structural hazard emerges. Resource contention arises when
the register file provides fewer ports than an instructiondemands - for
instance, if an instruction requires access to two registers simultane-
ously but the register file only has a single read port.

In Figure 8.3, a processor configuration with a single-port register file
is illustrated. Arbitration is necessary not only for read accesses but
also for write accesses, and simultaneous read and write accesses in-
troduce a structural hazard.

To resolve this resource conflict, the processor must stall while load-
ingbothoperands of the instruction sequentially from the register file.
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Figure 8.3: Processor core with a single ported register file

Sequential loading effectivelymitigates structural hazards and the as-
sociated resource conflicts.

An alternative approach to address structural hazards causedby a reg-
ister file is prevention. This involves ensuring a sufficient number of
read and write ports for the register file. The maximum number of
parallel register accesses by the processor is constrained, with the ISA
specifying this limit for single-issue processors. ISAs define the actual
number of operands anddestination registers for each instruction, di-
rectly determining themaximumvalues for operands and destination
registers. Typically, RISC ISAs specify amaximumof twooperandsand
one destination register. To prevent structural hazards, the number of
register file ports should align with the maximum operands and des-
tination registers stipulated by the ISA.
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Figure 8.4: Processor core with a triple ported register file

In Figure 8.4, an example processor architecture is illustrated with a
register file offering two read and one write port. The read ports (rs1
and rs2) and the write port (rd) are activated by corresponding en sig-
nals. The actual register is addressed and selected through the selreg
signal. The interaction of selreg and en controls whether register val-
ues are read or the input of rd is written to the selected register.

In the context of parallel code execution and task transfer, enhanc-
ing the register file can involve the addition and extension of dedi-
cated ports reserved explicitly for the task transfer process. Thismod-
ification aims to prevent structural hazards in the processor’s register
file. The design ensures concurrent access to register values by both
the processor and the transfer task, facilitating simultaneous read and
write operations.
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8 Interleaved Processor State Transfer

However, simultaneous read and write accesses, both from processor
ports and a dedicated task transfer port addressing the same register,
may lead to conflicts. The register file must resolve these conflicts,
requiring a contention resolution strategy, especially in a pipelined
processor. This strategy, similar to those for handling conflicts be-
tween processor reads and writes, must also address conflicts arising
between the processor and the task replication or migration process.
The chosen strategy should strike a balance, ensuring uninterrupted
code execution and accurate task transfer.

A dedicated port, whether for reading or writing status values to or
from a register within the register file, suffices for a single task trans-
fer process. However, when a task is replicated or migrated to a target
core, simply overwriting the target’s state is insufficient. Typically, the
target’s state needs either transfer to another core or preservation for
subsequent continuation. Therefore, it becomes essential to save the
current state before accepting the new state. A register file equipped
with a dedicated port for task transfers can either read or write state.
Importantly, the read port of the register file can provide the current
state of the register addressed by the write port, enabling the preser-
vation of the original state of the target core.

Both Figure 8.5a and Figure 8.5b illustrate a register file configuration
tailored for a processor architecture featuring dedicated task transfer
ports alongside ports for either one read and write port or two read
and one write ports. In both cases, an additional register file port is
introduced for reading and writing. The status source port (ss) reads
the register’s status, while the status destination port (sd) writes the
status into a register. The task transfer process can utilize either port
for reading or writing, with the ss port providing the current state of
the register addressed by the write port, as previously described.
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(a) Configuration for a single ported
register file.
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(b) Configuration for a triple ported
register file.

Figure 8.5: Comparison of two different state transfer realization for a
original single and triple ported register file.

Theutilizationofextradedicatedports for task transfer facilitatesnested
task transfers alongside regular program execution. However, it’s es-
sential to note that increasing the number of ports augments the logi-
cal size of the register file. Additional hardware resources are typically
costly and should beminimized whenever feasible.

Consideration must be given to how the processor architecture and
infrastructure can be leveraged to interleave task assignment with
program execution. For instance, not every instruction execution re-
quiers the full utilization of all available register file ports. When a
register file read port is unused during an instruction, the task replica-
tion ormigration process can read a register value without interfering
with code execution. Similarly, the same principle applies when the
processor pipeline does not write to general-purpose registers.
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8 Interleaved Processor State Transfer

Understandinghowandwhen theprocessor architecture accesses the
register file is essential, closely linked to the ISA and its specific pro-
cessor implementation. To seamlessly nest interleaved task transfers
into regular program execution, register accesses must be scheduled
without disrupting the ongoing program execution.

In the subsequent discussion, this concept will be explored based on
the underlying LEON3 realization of the SPARC v8 ISA. TheSPARC v8
ISA specifies source registers (rs1 and rs2) from which operands are
read, and a destination register (rd) to which results are written.

The LEON3 implementation employs a register file featuring two read
ports and one write port dedicated to handling rs1, rs2, and rd. The
specific number of operands and the corresponding register accesses
depend on the sort of the executed instruction. The accessed general-
purpose registers can range between two, one, or none, contingent on
the instruction being executed. The following SPARC v8 assembly in-
structions illustrate accesses to two, one, and no source registers:

• add rs1, rs2, rd (two operands, one result)

• add rs1, imm, rd (one operand, one result)

• sethi %hi(value), rd (no operands, one result)

• st %rs1, [ %rd ] (two operands [rs1, rd], no result)

The results of the first three instructions are stored in the register file,
with thewrite port accessed by the pipeline’s write-back stage towrite
the results into the designated destination registers. The fourth in-
struction involves writing the value of the rs1 register to the memory
location specified by the address stored in the rd register.

Figure8.6 illustrates the fundamental structureof theLEON3pipeline,
highlighting the register file access. The integer unit is comprised of a
pipelined architecture that interacts with the register file. This figure
illustrates the interconnections between individual pipeline stages
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Figure 8.6: LEON3 core architectures accessing the triple ported regis-
ter file to prevent a structural hazard.

and the registerfile. Aspreviouslymentioned, the registerfile is equipped
with two read ports (rs1 and rs2) and one write port (rd).

The readports are linked to the register access stageof the integerunit.
In this stage, operands are fetched from the register file and subse-
quently forwarded to the execution stage. Thewrite port, on the other
hand, is accessed by the write-back stage, where the results of an in-
struction are written back into a register.

The pipelined architecture of a processor introduces the potential for
a Read-After-Write (RAW) hazard—a pipeline hazard resulting from
the structure of the pipeline and the partial completion of instruc-
tions. ARAWhazard ariseswhenever an instructionneeds to read a re-
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sult from an incomplete instruction, where one instruction’s operand
relies on the result of a previously issued instruction.

Listing 8.2 illustrates a Read-After-Write (RAW) hazard. The sub in-
struction is dependent on the register values l2 and l3, but the value in
register l2 is dependent on the outcome of the preceding add instruc-
tion. The result of the add instruction is stored in the l2 register. With-
out any conflict resolutionmechanism, the sub instructionmust wait
until the add instruction completes the write-back stage and updates
the l2 register. For the LEON3 processor with seven pipeline stages,
the sub instruction can only be executed once the add instruction has
finished writing to the register during the write-back stage.

Listing 8.2: Example of Read-After-Write (RAW) hazard. The operand
l2 of the seconde add operation depends on the result (l2)
of the first add operation. The processor architetcure has
to ensure a correct functional behavior.

add l2 , l0 , l1 /* l2 = l0 + l1 */
sub l4 , l2 , l3 /* l4 = l2 = l3 */

Addressing a Read-After-Write (RAW) hazard by stalling the processor
pipelineuntil the register value iswrittenproves tobe inefficient. Dur-
ing the processor stall, no further instructions are processed, despite
having the required results already present within the pipeline. In the
earlier example, the result of the add instruction is available after the
execution stage. Instead of waiting until the register value is written
during the write-back stage, the result can be forwarded within the
pipeline.

Data forwarding serves as a pipeline optimization specifically target-
ingatmitigatingpipeline stalls causedbyRAWhazards. This approach
involves directly forwarding intermediate results within the pipeline
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to the execution stage, thereby reducing pipeline stalls resulting from
RAW hazards.

An additional benefit of data forwarding is the reduction in register
file accesses. When an operand is forwarded from a pipeline stage, it
does not need to be read from the register file. Consequently, the read
port of a register file is less utilized, leading to a decrease in register file
accesses.

The full read and write access capability of a register file is rarely fully
utilized. As previously discussed, particular instructions involve one
or no register operands, there is a data forwarding structure that di-
minishes RAW hazards, or instructions do not use general-purpose
registers as target registers. Whenever the processor pipeline does not
access all of the register file’s ports, these available ports can be repur-
posed for other tasks.

These tasksmay involve readingorwriting the systemstate. Whenever
the read port is not fully utilized, the system state can be read. Simi-
larly, if the write port of the register file is not accessed, it is possible
to overwrite the system state. Importantly, these register file accesses
can be scheduled without interfering with the register access of regu-
lar program execution.

Figure 8.7 illustrates the observation of exemplary register accesses
from the LEON3 IU to the register file recorded during an actual pro-
gram execution. The example includes three forwarded operands,
marked with brackets. Various points in time are highlighted in the
image. Time slotsmarked in red are suitable for reading data from the
register file. Green-marked time slots are appropriate for both reading
and writing data from or to the register file. During the blue-marked
time slot, no register access occurs.

In the context of a concurrently executed context-switching task, ad-
ditional register accesses are generated that are unrelated to the cur-
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Figure 8.7: Exemplary register file generated by a executed program.
Values are the accessed registers. Values inbrackets aredis-
carded register accesses due to data forwarding. Highlights
in greenareone simultaneous available readandwrite slot,
in red one or two read slots and blue no register port is ac-
cessed.

rent program execution. However, it is essential to ensure that these
additional accesses do not collide and disrupt the regular program
flow. As discussed earlier, one approach involves employing an addi-
tional register file for this purpose. Alternatively, the temporal under-
utilization of a register file can be leveraged. Instead of a spatial hard-
ware extension, a temporally optimized hardware approach proves to
be cost-effective.

Thepreviously illustratedexamplehighlights timeslots suitable for in-
terleaving a task transfer with the regular register access of program
execution. Scheduling the read and write access of the context switch
during these opportune points in time allows for a harmonious inte-
grationof the task transferwithout impeding the regularprogramflow.

In Figure 8.8, various scenarios of interleaved task transfer are illus-
trated. Figure 8.8a displays the baseline of register access, generated
by the executed code, similar to the example presented earlier. Actual
register addresses are used in this representation, translating the reg-
ister names as required by the SPARC ISA.
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Figure 8.8: Comparison of different temporal interleaved register file
accesses.
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In Figure 8.8b, the register accesses of the regular program execution
and the interleaved state reads are illustrated. The green-highlighted
read accesses of the rs2 port are related to the task transfer. Feasi-
ble state write accesses, nested within the ordinary program accesses
of the rd port, are shown in Figure 8.8c. The red write accesses of
the rd port indicate the writing of the system state. As previously
discussed, the system state may not only be overwritten but also of-
floaded—either transferred to another core or saved for later resump-
tion.

In Figure 8.8d, a simultaneous read and write of the register is illus-
trated, assuming a read-first strategy in the register file. The read-
first strategy outputs the register value before it is overwritten with
the new value, in contrast to the write-first strategy that outputs the
newly overwritten value.

For simultaneous read and write of the system state, the register file
ports rd and either rs1 or rs2 must be available. The availability is
contingent on regular program execution. However, due to additional
constraints on register port availability, there may be fewer time slots
available than individual and independent read and write accesses.

The low utilization of register file ports enables the scheduling of ad-
ditional read andwrite accesses interleavedwith the regular streamof
register file accesses generated by the executed program. Dedicated
time slots allow task transfer accesses to be nested into the register ac-
cess stream without interfering with code execution. Therefore, in-
terleaving program execution with task migration or replication does
not necessitate additional register file ports, thanks to the temporal
utilization. However, it’s important to note that not every time slot is
feasible.
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8.3 Analysis of Register File Accesses

So far the concept of interleaving the taskmigrationor replication task
with a regular code execution is presented. Further, suitable mecha-
nism for a nested context transfer into the regular register file accesses
is discussed. Both additional hardware ports or scheduling accesses
between programgenerated read andwrite accesses are feasible solu-
tions.

However, the overtaken program required registers accesses has not
been discussed in detail yet. It is necessary to that the processor state
transfer process provides register values in time. It is necessary for a
correctprogramexecutionof theovertakenprogram, that the required
values are already present in the register. As discussed the bottleneck
of the register transfer are register values allocated within the register
file.

Theprocess transferringorcopping the register values fromthesource
processor to the target processor has towrite the target register before
a instruction operand accesses the register. In Figure 8.9a this is il-
lustrated. In this example every read register is beforehand written by
the state transfer process. The overtaken program executes uninter-
rupted. Thereby, processor stalls and the resultingperformance losses
are prevented.

However, it is not alwayspossible toprovide the register values in time.
In these cases the processor has to stall until the register value is over-
taken. Figure 8.9bdemonstrates sucha case. Theprocessor stalls until
the not available register value is written by the state overtaking pro-
cess. The processor stalling results in performance degradation.

The difference between both examples is the order of overtaken reg-
ister files. The ideal case provides register values just in time. While
the non ideal case provides the value of register associated to 1D not
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in red) isprovideby the task trans-
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Figure 8.9: Ideal and non ideal register provision for the overtaken
program execution. In the non ideal case the processor
has to stall and can not fetch further instruction. (refer to
[Kem23a])

in time. The processor stalls as long as the value of 1D is written. The
stall lead to a degree of performance degradation. In these example
the performance degradation is visible by a later access of the regis-
ter associated with the address 82. In the non-delegated case in Fig-
ure 8.9a the last exemplary register access of rs1 is 82. However, due to
the stall and performance degradation in Figure 8.9b the register ac-
cess of 82 is no longer present. Whereby, both example illustrates the
same number of register accesses.

Providing the necessary register values to the overtaken program re-
quires unknown knowledge of the next register accesses. The state
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transfer processes has to anticipate the next required register value.
This implies future knowledge, which usually is not present in the sys-
tem. Future register accesses depends on the executed instruction of
the overtaken program. Neither the correct control flow of the pro-
gram nor the selected operands can be accurately predicted.

A accurate prediction of the control flow is impossible due to condi-
tional statements. Conditional statements are dependent on various
factors like previous executed code or input date. The necessity to
perform control flow instruction can not be bypassed. Therefore, it
is impossible to known the future control flowwithout executing each
instruction. Because the exact program flow cannot be predicted ex-
actly. It is not possible to knowwhich registers are accessed next.

However, it is possible to estimate the next register access. The proba-
bility a register is accessed is not equally distributed. There are regis-
ter which are more likely to be accessed. As already discussed the PC
register is frequently accessed andmust be available at the start of the
execution of the overtaken program.

There are register within the register file which could be more likely
to be accessed. For example the SP and FP are stored in the register
file. Certain register could more likely to be accessed but there is also
a correlation between register accesses.

Listing 8.3 demonstrates the exemplary the correlation between reg-
ister accesses. It shows how results are directly reused by the next in-
structions. The example also shows dominating usage of global reg-
ister. Other registers defined by the SPARC ISA like local or in are not
used by the code snippet. However these register may have a stronger
usage in other program routines. Therefore, the correlation of register
accesses depends on the current PC. These correlations are difficult to
model and would require additional logic or look up tables. Another
solutions are runtime trained predictor. Which would require further
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additional hardware and introduces additional complexity. Because
of the complexity, no online training of a predictor is considered at
first. Thepredictionof thenextneeded register value isdonebya static
predictor. This is based on the access probability of each register file
register.

Listing 8.3: Code example from the newlib memcpy function. It
demonstartes a correlation of register accesses. Compiler
optimze for data locality and register reuse. This creates
a local correlation between register accesses. The code
demonstartes the correlation between results and reuse of
this.

ld [%g2 + 8 ] , %g4
ld [%g2 ] , %o5
add %g1 , 0x10 , %g1
st %o5 , [ %g1 + =16]
add %g2 , 0x10 , %g2
st %g4 , [%g1 + =8]
ld [%g2 + =4] , %g4
cmp %g3 , %g1
bne 0x80009848

In the following the register accesses of the register file are discussed.
The register access probability heavily on the compiler and conven-
tions where data is placed. The SPARC v8 defines a software conven-
tions which unifies register access. Compilers transforming software
into SPARCv8 instructions follows these conventions. A static analysis
of different compiled programs reveals frequently accessed registers.
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8.3.1 Static Analysis of Register Accesses

The static analysis of register accesses is based on the executable pro-
gram which is independent of the original programming language.
The executable file is the output of the compilation and linking pro-
cess and can be executable by the processor. It follows the structure
and organization as presented in Section 4.2.2.

The input is a disassembly of the code sectionwhich is loaded into the
main memory. The disassembled code consists of individual instruc-
tions which follows the SPARC assembler syntax as previously used.

The static analysis do not consider an actual execution model. In-
structions are considered individually without context information.
During the analysis process the program behaviors is neglected. For
example loop estimations are not consider. This results into an ab-
stract and simplified model of the program behavior. However, the
target of the static code analysis is to understand which registers are
likely to be used by the executed program. Furthermore, the static
code analysis is used to estimate the register accesses.

The static code analysis allows rough estimation of which register is
access. Further, it is able to determine howmany instructions simul-
taneously accesses rs1 and rs2. Without an actual pipeline model it is
not possible tomake a statement about simultaneously accesses of rd
and rs1 or rs2.

The static code analysis just considering individual instructions with-
out considering previously instructions. Possible data forwarding is
excluded. The static code analysis is used to quickly estimate register
accesses. An actual pipeline model would add additional complex-
ity. A exact determination of register accesses is measured in Sec-
tion 8.3.2. In this section the static analyzed code is executed on a
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8 Interleaved Processor State Transfer

modifiedLEON3processor. Theprocessor is extendedbyperformance
counters monitoring the register accesses.

In the static code analysis, only the accessed registers and the associ-
ated register file port are investigated. It considers beside the SPARC
ISA specifications additional implementations details of the LEON3
processors.

Listing 8.4: Examplary instructions for satic code analysis.

add %g1 , %g2 , %g3
ldd [%g 2+ 8 ] , %g4
st %o5 , [%g2 ]
std %g4 , [%g2 ]

The LEON3 processor uses the triple ported register file to simultane-
ous read and write. The register write of the instruction does not oc-
cur at the same time. The write access occurs with delay. Listing 8.4
consists some example instructions which should be used to explain
the code analysis. The add%g1, %g2, %g3 increments the access of
the g1 register of the rs1 port and the g2 register of the rs2 register
file port. ldd [%g2 + 8], %g4 is a double load, which accesses the g2
of the rs1 port only for the address generation. The 8 is decoded as
simm13 of the instruction and is used as offset. The address calcula-
tion is done ony once and two values from that calculated address and
the following are written into register g4 and the consequent g5 reg-
ister. The store instruction st %o5, [%g2] writes the value of o5 at the
address pointedby the register valueof g2. TheLEON3uses amulti cy-
cle instruction to store the value. The first cycle is used for the address
phase. The second cycle writes the value to the address location. The
instruction has two accesses to the register file. However both are in
different cycles anduses the same register port (rs1). The sameapplies
for std %g4, [%g2], where the register values g4 and g5 are written in
two consecutive clock cycles.
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Figure 8.10: Static analysis of register accesses. It shows how often
read register ports rd1 and rd2, aswell as thewrite register
port rd are accessed by the static program codes

Figure 8.10 illustrates the evaluation results obtained from static code
analysis. The analysis encompasses five benchmarks employed in
evaluating both ALP and ACCP, utilizing the maximum input dataset
for each evaluation. Specifically, Figure 8.10a details the breakdownof
instruction accesses for rs1, both rs1 and rs2, or no access to the reg-
ister file. Remarkably, the results exhibit striking similarity across all
five benchmarks, with differences being less than 2%.

ExaminingFigure8.10b, it becomesevident that approximately60%of
instruction accesses target the write port of the register file. Mirroring
the pattern observed in the rs ports evaluation, the results display a
minor deviation, not exceeding 4% for any of the benchmarks.

Concluding the analysis, the investigation turns to individual register
accesses. In Figure 8.11, the results for the most frequently accessed
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Figure 8.11: Evaluation results of the static register access analysis.

registers are presented. These outcomes illustrates the average regis-
ter accessdistributionacross all fivebenchmarks,withdistinct listings
for both rs1 and rs2 register ports. The cumulative read accesses are
summarized as rs, while the write accesses via the rd port are listed.

The visualizations showapredominant focus on the global and in reg-
isters within the static program code.

8.3.2 RuntimeMeasurements of Register Accesses

Following the static program code analysis, the investigation delves
into the determination of actual register accesses. As previously high-
lighted, the register accesses generated by the processor pipelinemay
deviate from those identified in static code analysis. Two primary fac-
tors contribute to this distinction. Firstly, control transfer instructions
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play a significant role, leading to the exclusion of certain program
sections and the repetition of basic blocks. Secondly, the pipeline ar-
chitecture of the original LEON3 pipeline, retained by the ACCP pro-
cessors, introduces another layer of complexity. In order to mitigate
the impact of RAW hazards, the pipeline architecture incorporates
operand forward logic, resulting in not all register values being read
from the register file and not accessing the associated port.

To quantify the actual register accesses, a statistical unit has been im-
plemented. This unit is tasked with logging the accesses of a regis-
ter. Similar to the static code analysis, it measures individual regis-
ter accesses as well as simultaneous accesses of the three register file
ports. The statistical unit monitors the interplay between the proces-
sor pipeline and the register file, featuring a performance counter for
each register that increments upon access.

The initial assessment focuses on determining the practical feasibil-
ity of interleaved state transfer. It analyzes register port accesses gen-
erated by the program, without considering the specific target regis-
ter. Theefficacyof the interleavedprocessor state transfermechanism
heavily depends on identifying suitable time slots for uninterrupted
register access. Specifically, the sourcecore’s registerfile requiresa free
rs port, and on the target side, both rs and rd ports must be available.

This evaluation is conducted across five benchmarks, collecting data
on register file accesses while varying input sizes. The results, de-
picted in Figure 8.12, offer insights into the characteristics of register
accesses. To ensure a comprehensive analysis, the arithmetic average
across input sizes is calculated.

A noteworthy finding is theminimal impact of algorithm input size on
the results, indicating consistent behavior of register accesses across
diverse problem sizes. Furthermore, the analysis reveals that in ap-
proximately 20%of the time for each application, noports of the regis-
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Figure 8.12: Evaluation results of register accesses. It shows how often
register ports are accessedduring the code execution. (re-
fer to [Kem23a])

ter file are accessed. These idle time slots present opportunities for ex-
ecuting additional operations, such as reading or storing register data.
Effectively leveraging these idle time slots is essential for maximizing
the utilization of the interleaved state transfer process.

The second evaluation focuses on the registers that are actually ac-
cessed. In this assessment, the statistic unit translates the exact phys-
ical register address to the logical register. The SPARC v8 ISA incor-
porates a register window (refer to Section 2.1.1) that maps a logical
window to a physical register in the register file. For instance, after a
window slide, i1 is mapped to the same physical register as the logical
register o1 was previously. The results regarding to the accessed reg-
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Figure 8.13: Evaluation results of the dynamic register access analysis.

isters are presented in Figure 8.13, representing an average across all
relating register accesses in 27 benchmark runs.

The outcomes closely align with the results from static code analysis,
with local register results seemingly approaching zero. However, this
apparent zero value is attributed to rounding. The count of global reg-
ister g0 accesses is zero for the runtime measurement. That is due to
the pipeline impletion, whichuses a hardwired zero implementation.

8.4 Hardware Architecture for Interleaved State
Transfers

The interleavedprocessor state transfermechanism is embedded into
the ACCP processor design of Chapter 7. A fundamental feature of the
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ACCP concept is the generation of checkpoints, which are a snapshot
of the current processor state.

8.4.1 The Processor Core Architecture

TheACCPprocessor pipeline has the capability to provide or take over
control and state registers. These registers are implemented as FF and
support parallel read and write operations without the need for addi-
tional specialized logic. However, in order to establish these state reg-
isters, the pipeline architecture needs synchronization to achieve an
explicit and consistent state. This synchronization is critical because
a pipeline processor executes instructions partially at each pipeline
stage, thereby consistently changing the processor’s state. Through
synchronization, awell-definedstate is reached,which is transferrable
from the source core to the target core.

To enable this transfer, the source core and the target core creates a
checkpoint before initiates the interleaved state transfer process. For
the standard ACCP processor design, the creation of checkpoints on
bothcores isnotmandatory tobedone inadvanceof the state transfer.
However, during the interleaved state transfer the values of a register
are changeable by the executed program. The checkpoint ensure the
data consistency of the transferable processor state.

The improved implementation of the processor core architecture em-
powers the capability for interleaved state transfer, as visually shown
inFigure8.14. Thehighlightedcomponentsandsignals in redareused
to realize the interleaved state transfer.

Within the architecture of the ACCP processor, the processor pipeline
is connected to the load unit which forme a close interface with the
register file. The load unit is responsible for the direct transmission of
the pipeline’s register accesses to the register file. Its primary function
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Figure 8.14: Processor core architecture for the interleaved processor
state transfer. The red marked signals correspond to the
logic realizing the state transfermechanism. The loadunit
manages the interleaved access of the register file, while
the valid signal indicates validity of the read register val-
ues. (refer to [Kem23a])

revolves around identifying opportune time slots within the software-
generated register access stream, enabling the strategic scheduling of
interleaved state transfers. When an appropriate time slot is available,
the load unit seamlessly employs the read and write mechanisms as
previously discussed to execute the transfer of the processor state.

The load unit not only serves to supply register data from the source
core but also indicates the accessed data as valid or not through the
use of the dataValid flag.
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On the target core, the dataValid assumes the responsibility of receiv-
ing this data and effecting its transcription into the register file. How-
ever, for the register value to be accommodated, the register file must
have an available time slot dedicated to data transfer. Consequently,
in cases where the target core is currently incapable of assimilating
the provided register state, it triggers the holdLoad signal. This sig-
nal is subsequently cleared as soon as a fitting time slot emerges on
the target side. It’s crucial to emphasize that the requirement for syn-
chronous time slot availability on both the source and target cores is
mitigated by the decoupling of time slots.

Additionally, the loadunit incorporatesabufferdesigned to temporar-
ily retain the loaded register value until such time as theholdLoad sig-
nal is cleared. This signal only returns to its default state when the
load unit within the target core identifies a suitable time slot for the
smooth transition of the register value.

An additional valid port signal has been added to extend the interface
of the original general-purpose register file. This valid signal serves
the purpose of indicating whether the specified read register is cur-
rently accessible and can be used for program execution. The integer
unit monitors this signal closely and, if the required register value is
not yet available, it temporarily stalls the pipeline. It remains in this
stalled state until the load unit confirms the presence of a valid regis-
ter value. The register value is considered valid as soon as the master
provides it to the slave, and the slave successfully writes this value to
its register file. Another way how a register value can be valid is when
the executed programwrite the value to the register file.

This behavior of the register file is similar to a cache miss scenario,
where the processor must wait until the cache retrieves data from a
lower-level memory hierarchy. It is the master’s responsibility to en-
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Figure 8.15: Flowchart illustrating the pipeline behavior fetching an
register value during the interleaved state transfer.

sure that only unmodified, valid values are provided, with no modifi-
cationsmade since the creation of the checkpoint.

The provision of register data to the pipeline and its behavior for in-
terleaved state transfer are illustrated in the flowchart in Figure 8.15.
The pipeline exclusively executes valid register values to ensure cor-
rect behavior. Consequently, the slave pipeline halts until a valid reg-
ister value is provided from themaster’s pipeline.
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[Kem23a])

8.4.2 The Load Unit Architecture

The load unit serves as a control unit for the interleaved state transfer
between twoACCPprocessor cores. Positionedbetween theprocessor
pipeline and the register cores, it manges the transfer of register data
from the source core to the target core. In the source core, the load
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unit reads the register values from its associated register file, while in
the target core, it writes the received register data to its respective reg-
ister file register. The architecture of the load unit is illustrated in Fig-
ure 8.16.

Each loadunit incorporates signals suchas regData (representing reg-
ister data), regAddr (denoting the address of the register), dataValid
(indicating the validity of regData), and holdLoad (used for flow con-
trol). These signalshaveaessential role in transferring the source state
to the target core and accepting the source statewithin the target core.
Each of these signals have a source on themaster core’s load unit and
their destination on the target core’s load unit.

The load unit within the source core makes the register data from its
associated register file available to the target core. The provide data of
regData signal is valid by setting the dataValid signal. The load unit in
the slave core, in turn, accepts this data and proceeds to write it into
its own register file. For a transfer to occur, the register file in the target
core requires an free time slot. Therefore, the target core signals its un-
availability by raising theholdLoad signalwhen it cannot immediately
receive the provided register state. This signal is only cleared when an
appropriate time slot becomes accessible on the target side.

The identification of suitable time slots is the responsibility of the slot
detection unit, which operates in accordance with the chosen regis-
ter port selection strategy. This unit identifies time slot and configures
the register file forwriting and/or reading of register data. The address
generator and the selected register load strategy collaborate to deter-
mine the subsequent register value to be replicated.

To overcome the constraint of necessitating concurrent available time
slots on both cores, the time slots for the source and target cores are
decoupled. This allows for a more flexible and asynchronous data
transfer process between the two cores.
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Figure 8.17: Flowchart illustrating the data reception behavior behav-
ior of the load unit.
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The reception behavior of the load unit is illustrated in the flowchart
presented in Figure 8.17. Data is exclusively written to the register file
under two conditions: when it is valid and when there’s a valid time
slot for reading the current register value before writing the provided
data. Upon acceptance of the data, an acknowledgment is issued.

Within theconfinesof theoutput selectionunit, abuffer is inplacewith
the purpose of transiently holding the loaded register value alongwith
its correspondingaddressuntil theholdLoad signal isno longer active.
As soon as the target core’s slot detection unit identifies an appropriate
time slot for receiving the register value, the holdLoad signal is deac-
tivated, thereby enabling the transfer of the buffered register value.

Additionally, there is thepossibility ofutilizinganoptional forwardde-
tection unit to identify operands that meet the criteria for direct for-
warding from the target core to the source core. In cases where the
target core accesses a register value from the checkpoint data (when
unsafe is ’0’), these operand values can be instantaneously forwarded
to the target core. It is important to note that these forwardedoperand
values bypass the buffer within the output selection unit and are ex-
clusively accepted by the target core when an appropriate time slot
becomes available.

The data provisioning behavior of the load unit is depicted in the
flowchart shown in Figure 8.18. Data is forwarded whenever a free
readportof the registerfile is available, and theoutputbufferhas space
to store the register data. The output buffer holds the register data
until acknowledgment of acceptance from the slave is received. Addi-
tionally, unchanged register data is forwarded to the slave whenever
feasible. Unlike the read register data, the forwarded data, contrast-
ingly, is not stored in the output buffer.
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Figure 8.18: Flowchart illustrating the data provision behavior of the
load unit.
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Figure 8.19: Checkpoint capable register file. The red highlighted sig-
nals are associated with the interleaved state transfer.
Based on the input signals the selection unit chooses the
correct memory for the access. The valid signals indicate
whether the read values are legit. (refer to [Kem23a])

8.4.3 The Register File Architecture

The design of the register file is based on the architecture introduced
for the ACCP (refer to Section 7.2). It uses as the base design two
memorycomponents forhandlingactive andmaintaining checkpoint
data. The task of memory selection is controlled by the selection unit.
Within this design, an existingunsafe register keeps a record of all reg-
isters that have undergone changes since the last checkpoint, and the
active register points to the currently active memory location.

For read operations, the active register value dictates the target mem-
ory location, as it indicates the current active data location. When it
comes to write accesses, both the unsafe and active registers collabo-
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Figure 8.20: The architecture of selection unit. It manages the check-
point separation from the active data and monitors the
register validity. Red marked logic is associated to the in-
terleaved register transfers. (refer to [Kem23a])

rate to determine the destination location, ensuring that checkpoint
data remains untouched. The creation of a checkpoint occurs when-
ever the createCP signal is raised. Subsequently, the unsafe register
monitors any changes. In the event of a request to roll back to the
last checkpoint signaled by rollback, the changes tracked by the un-
safe register are reversed.

In Figure 8.19, the fundamental structure of the register file is illus-
trated. It comprises three register ports: rs1, rs2, and rd, as well as the
selection unit and the twomemory units. Additionally, there are addr
anddatawrite buffers inplace, necessary due to thepipeline architec-
ture of the selection unit. This unit is responsible formanagingunsafe,
active, and valid and provides thememory data one cycle later.
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For the interleaved state transfer, the selection unit is extended to in-
clude an additional valid register thatmonitors the validity of register
values. This extended architecture is illustrated in Figure 8.20. Fol-
lowing a system reset, all valid registers are initially set to ’1’. At the
beginning of the status replication, the resetValid signal is activated,
resetting all valid register values to ’0’.

Thevalid register corresponding to theaddr of rd is set to ’1’whenever
data is written. This can occur during the transfer of state values from
the source to the target core, or when the program writes to the reg-
ister. In the latter case, the data is transferred via program execution.
If the state transfer process attempts to take over a register value that
already possesses a legitimate register value (indicated by a valid reg-
ister set to ’1’), the selection unit discard the write access. Therefore,
the presence of a write related to the state transfer process is signaled
by the loadReg signal.

The valid registers share similarities with the unsafe registers but are
notentirely identical. Theunsafe registersare reset every timeacheck-
point is created, whereas the valid registers are cleared before any
state is assumed. However, due to parallel code execution, a check-
point can be created during the state transfer process.

For each of the rs1 and rs2 read ports, the valid signal reflects the state
of the associated valid register. When a read port’s valid signal is ’0’,
the processor pipeline halts until the state transfer process provides
the required register value. As soonas the register value iswritten from
the rd port, the valid signal of the register causing the stall transitions
to ’1’. The design of the checkpointable register file abstracts access
from the pipeline, but in the case of interleaved state transfer, it’s nec-
essary to access the checkpoint even if active data ismarked asunsafe.
Consequently, the readCP signal indicates that the read transfer of the
selected associated rs port is accessing checkpoint data.
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Both cores create a checkpoint prior to the start of the state trans-
fer. When the pipeline identifies a suitable time slot for an interleaved
state transfer, it reads thecheckpointdata fromits registerfile. The tar-
get pipeline unloads the current state while accepting the state from
the source core. For the state offloading, the pipeline reads the check-
point data and simultaneously writes the takeover state. Both readCP
and loadReg are activated whenever a register state is accepted by the
target core. Reading checkpoint data always results in valid data, en-
suring that the valid signal of the corresponding rs port is consistently
active.

8.5 Strategies for Interleaved State Transfer

Regardless of the method employed to read from or write to the reg-
ister file, it is necessary that the required register values are delivered
in a timelymanner. This requirement remains consistent whether ac-
cesses are made through additional register file ports or integrated
within the sequence of register accesses initiated by program execu-
tion. Failure to provide a required register value to the target core in
a timely manner leads to a pipeline stall, obstructing program execu-
tion. Progress cannot resume until the conflict is resolved, and the
correct register value is accepted by the load unit. The moment the
register value is successfully accepted, the pipeline can re-engage, en-
suring the use of the accurate register value.

Consequently, the efficiency of the register selection process signifi-
cantly influences the timerequired for transferring theprocessor state.
As demonstrated earlier, the ideal scenario involves transferring all
register values in advance, preempting the need for the target core to
retrieve them. In this optimal situation, the additional time required
for the complete state transfer would be reduced to zero. However, it’s
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not always feasible to accurately predict the next operand that will be
required.

The interleaved state transfer is explored through six distinct strate-
gies, encompassing the selection of register values and read port allo-
cation.

Strategy 1: This approach involves loading all register values from the
source core using the rs1 port statically. The slave, in turn, utilizes the
rs1 port for offloading and preserving the original register values. In
the configuration with eight windows, this encompasses 136 register
values loaded linearly, ranging fromzero to 135,mirroring the order of
the baseline implementation of the base ACCP architecture.

Strategy 2: Similar to Strategy 1, this strategy loads register values, but
instead of the rs1 port, it employs the rs2 port.

Strategy 3: Utilizing the same linear register section order, this strat-
egy dynamically selects one free rs port. The load unit observes both
rs ports and utilizes the first available slot. Both the load units on the
target and source cores employ this sectioning strategy.

Strategy4: AnextensionofStrategy3, this strategy incorporatesoperand
forwarding. The load unit of the source core forwards the operands of
the rs1 port.

Strategy5: This strategyadoptsadifferentaddressgenerationscheme.
Instead of the linear load from zero to 135, it prioritizes the current
register window by using the source core’s CWP value. Values from
the current window are loaded with respect to previous findings. The
read port selection employs the dynamic rs scheduler.

Strategy 6: Employing the same address scheme and register port
selection methodology as Strategy 5, this strategy introduces source
operand forwarding similar to Strategy 4.
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The following should discuss the concept of operand forwarding em-
ployed by both Strategy4 and Strategy6. Since both cores execute the
same program, they generate identical register accesses. Leveraging
this, the sourcecore’s register access informationbecomes instrumen-
tal in the register selection process. This process, termed operand for-
warding in this thesis, involves forwarding an operand’s value along
with its associated register address from the source core to the slave
core.

Operand forwarding capitalizes on the likelihood that the slave core
either imminently requires the register valueorhas already stalleddue
to its absence. The load unit ensures that only unchanged register
values are forwarded to the target core. Transmitting a value that has
changed since the initiation of the state transfer process could lead to
incorrect execution on the target core. To maintain data consistency,
the target core safeguards against overwriting a register with an out-
dated state from the source core. The load unit plays a essential role
in ensuring this data consistency by discarding incoming data if pro-
gram execution on the target core has already written to the register.

Crucially, regardless of the use of operand forwarding, the load strat-
egy and hardware implementation must guarantee the comprehen-
sive copying of all register values from the source to the target register
file. Failure to achieve this would result in the processor either stalling
and aborting program execution or executing with flawed outcomes.
This requirement remains independent of the utilization of operand
forwarding.

The following discussion focuses on the address scheme based on the
Current Window Pointer (CWP) of the PSR register. The active register
window is determined by the current window pointer (CWP), stored
in the status register. The actual accessed general-purpose registers
depend on the CWP value. Alongside these variable registers, a set of
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Figure 8.21: TheCWPpoints to the currently selected registerwindow.
The window highlighted in grey. All register accesses ex-
cept the global registers are mapped to a register address
dependent on the CWP. (refer to [Kem23a])

global registers, independent ofCWP, is defined. Recognizing this dis-
tinction is essential for optimizing the register access analyzed earlier.

In Figure 8.21, the translation of an instruction operand into a regis-
ter file address by the current window is demonstrated. The example
illustrates how the l0 operand is mapped to its address, with the CWP
selecting the current window, as highlighted in the figure.

Registers not selected by the current register window cannot be di-
rectly accessed by software. The software must shift the current win-
dow before these registers become accessible. Consequently, these
registers can be transferred with a lower priority.

Notably, Strategy 5 and Strategy 6 capitalize on this property. Addi-
tionally, these strategies leverage insights gained from the software-
generated register accesses. Both the static and dynamic evaluations
reveal anunevenlydistributed registeraccesspattern, indicating some
registers are more likely to be accessed. An exact mapping of these
results would entail a look-up based realization, which is hardware-
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Figure 8.22: Hardware overhead of the processor cores of the different
strategies compared to the baseline architecture. (refer to
[Kem23a])

intensive. Therefore, the prioritization is initially given to the global
registers and subsequently to the in registers. This strategic prioriti-
zation exploits the previously gained insights to enhance the perfor-
mance of interleaved state transfer.

8.6 Experimental Evaluation

8.6.1 Hardware Resources

To conducted an evaluation of the hardware resource utilization the
proposed hardware architecture is implementing it on an FPGA. The
implementation targets AMD’s Virtex UltraScale+ FPGA VCU118 us-
ingVivado2022.2. Thehardwareoverhead introducedby the loadunit
and the register file when implementing the interleaved state replica-
tion strategies is shown in Figure 8.22. The overhead is compared to

332



8.6 Experimental Evaluation

Table 8.1: Hardware resources compression of the load unit and reg-
ister file for the different transfer strategies. (refer to
[Kem23a])

Load Unit Register File
LUTs FFs LUTs FFs

Baseline 0 0 354 350
Strategy 1 119 33 651 492
Strategy 2 119 33 651 492
Strategy 3 157 35 651 492
Strategy 4 179 36 673 493
Strategy 5 166 35 651 492
Strategy 6 204 37 673 493

a baseline implementation without the interleaved state replication.
The required additional hardware is relatively small, with overhead
not exceeding 4% for both Lookup Tables (LUTs) and FFs.

The actual needed hardware resources are presented in Table 8.1. The
table indicates the needed hardware resource consumption of the
load unit and the register file. This provides a comprehensive under-
standing of the resource requirements. The more advanced Strategy
6, which includes operand forwarding and dynamic register file selec-
tion, requires slightly more logic compared to the simpler Strategy 1.

8.6.2 Transfer Times

Each strategy of the presented strategies is evaluated by running the
algorithm and randomly initiating a state replication. Tomeasure the
effectiveness of each strategy, the duration of time that the target core
had to stall during the replication process due to unavailable register
values ismeasured. A total of 320 independent state transfers for each
algorithm and each transfer strategy is performed. This amounts to
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a comprehensive evaluation of 1600 randomly executed task replica-
tions for each of the six strategies.

Figure 8.23 illustrates the evaluation results of the measured number
of stall cycles during the state transfer for each individual algorithm.
Inparticular, it provides the informationon theminimum,maximum,
and average number of cycles required for each algorithm. The solid
line represents the baseline implementationof theACCParchitecture.
This stalls the processor pipeline throughout the entire register file
replication process. On the other hand, the dashed line represents
the required transfer time of the currently active registers within the
current registerwindow, considering thebaseline implementation. By
analyzing these results, the impact of the state transfer process on the
execution of different algorithms is observable.

Theminimumnumberof cycles indicates thebest-case scenario,where
the transfer is completed quickly without causing significant stalls.
The maximum number of cycles represents the worst-case scenario,
where the transfer takes longer and introduces substantial delays. Fi-
nally, the average number of cycles provides a general overview of the
typical state replication time.

The six transfer Strategies are summarized as following:

• BaselineHold Processor until Load Finished

• Strategy 1: Linear load from rs1

• Strategy 2: Linear load from rs2

• Strategy 3: Linear load from dynamic rs selection

• Strategy 4: Linear load from dynamic rs selection with source

• Strategy 5: CWP related load from a dynamic rs selection

• Strategy 6: CWP related load from a dynamic rs selection with
source operand forwarding.
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Figure 8.23: Evaluation of the maximum, minimum, and average
number of stall clock cycles a transfer takes. The solid line
indicates the baselinewhenboth processor cores are held
during full state transfer. The dashed line indicates the
number of clock cycles required just to transfer the active
registers using the baseline strategy. The overall plot sum-
marizes the five benchmarks. (refer to [Kem23a])
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Figure 8.24: Distribution of clock cycles the state transfers requires for
a specific strategy. (refer to [Kem23a])

The results of the evaluation indicate that a fixed read port selection
strategy results in considerably higher stall times compared to the
baseline implementation. Even with a dynamic read port selection,
the average transfer time remains similar to the baseline. However,
the inclusion of operand forwarding improves the average stall times,
and in the best case scenario, the state transfer process does not inter-
fere with program execution. On the other hand, in the worst case, it
can lead to higher stall times than the baseline.

The best results is achieved with Strategy 6, which incorporates dy-
namic read port selection, operand forwarding, and register value pri-
oritization.

Additionally, a deeper analysis of the distribution of required stall cy-
cles for each strategy is performed. Instead of focusing only on max-
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imum, minimum, and average times, the evaluation categorizes the
expected stall cycles into six different classes. Of particular interest are
the number of transfers with zero stalls or fewer stalls than the cur-
rently 32 active registers. As shown in Figure 8.24, the strategies that
include operand forwarding (Strategy 4 and Strategy 6) demonstrate a
significant increase in the number of state transfers with zero stalls.
This highlights the effectiveness of operand forwarding in reducing
stall times and improving overall performance.

8.7 Summary

This chapter investigates a concept aimed atminimizing the duration
of a complete register file state replication process. The initial focus
involves an in-depth analysis of register access and various alterna-
tives within the register file, encompassing diverse hardware imple-
mentations and the statistical behavior of software. Leveraging the
existing hardware architecture, register accesses are strategically in-
terleaved with regular program execution. The evaluation of different
transfer strategies aims to compare replication behavior and the asso-
ciated hardware resource requirements.

In the evaluation, each strategy show an improvement in the best-
case scenario for the replication process. However, in the average
and worst-case scenarios, the more advanced strategies demonstrate
more significant enhancements. Strategies that take into account the
software state and leverage typical register accesses demonstrate op-
timal performance. Especially, the forwarding of register data access
from the source to the target contributes significantly to reducing the
required stall time to zero.
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Chapter 9
Conclusion and FutureWork

9.1 Conclusion

The advancement of semiconductor technology has driven single-
coreperformance to a saturationpoint,whereonlymarginal improve-
ments are achievable. Consequently, the semiconductor industry has
addressed these limitationsbyadoptingmulti-corearchitectures. How-
ever, Amdahl’s Law emphasizes the limitations associated with paral-
lelizing workloads. To harness the increasing transistor counts and
processors effectively, multi-core processors are now employed not
only for a single functionality but for a diverse range of tasks. This di-
versification, especially in embedded systems, has led to the concept
ofMixedCriticalitySystem(MCS), integrating functionalitieswithvary-
ing non-functional criticality requirements.

This work delves into an novel hardware-based Adaptive Fault Tol-
erance (AFT) methodology. It introduces the dynamic clustering ap-
proach of Adaptive Redundancy (AR), allowing processor cores to be
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redundantly groupedbasedon the executed functionality’s functional
safety demands.

This thesisdemonstrates theapplicationofAdaptiveRedundancy (AR)
to a multi-core system, presenting the Adaptive Lockstep Processor
(ALP) architecture, which introduces a fine-grained lockstep design
for both Dual-Core Lockstep (DCLS) (realizing DMR) and Triple-Core
Lockstep (TCLS) (realizing TMR) configurations. The ALP efficiently
manages state replication from amaster to a slave core, incorporating
fault detection mechanisms and a hardware-based fault mitigating
technique. In the case ofDCLS, transient faults are addressed through
the re-execution of flawed program code, while TCLS utilizes amajor-
ity voting approach tomask SEU. Integration into a tile-basedNoRMA
processor design is successful, justified by a proof of concept involv-
ing the deployment of a complex dataflow RTE to compare software
and hardware redundancy.

Additionally, the study explores a cores-grained redundancy architec-
ture, the Adaptive Cache Checkpointing (ACCP), which leverages the
cache to reduce the frequency of comparison and error checking. This
shift from an instruction-based comparison, where each instruction
result is assessed, to a comparison of processor core states, provides
a loosely coupled and flexible approach. The comparison relies on a
state signature derivedby calculating a checksumover all system state
changes.

Comparing this work with existing research, as detailed in Table 9.1,
a selection of hardware architectures that are similar and comparable
to this approaches are considered. This selection encompasses Com-
mercial off-the-Shelf (COTS) architectures andacademic solutions, all
detailed in Chapter 3.

Among these, Arm’sDual-CoreLockstep (DCLS)andTriple-CoreLock-
step (TCLS) stand out as non-academic architectures, sharing similar-
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Table 9.1: Comparison of related work with the proposed architec-
tures

Reliability
Method

Fault
Recovery

Split-
Lock

Recovery
Cycles

This Work
DMR HW ✔ 1
TMR HW ✔ 0
ACCP HW ✔ 1

Rogenmoser
et al. [118]

DCLS SW ✔ -
HW ✔ 24

TCLS SW ✔ 363
HW ✔ 24

ArmDCLS [105] DCLS SW ✔∗ App. dep.
Arm TCLS [107] TCLS SW ✔∗ 2351
Shukla et al. [114] DCLS HW ✔ 1
CEVERO [112] DCLS HW ✗ 40
SHAKTI-F [91] DCLS HW ✗ 3
DuckCore [90] ECC HW ✗ 3
∗ requiers reboot

ities with proposed approaches of the presented work. Like the pro-
posedapproach, thesearchitectures support reconfigurationbetween
a performance splitmode and a redundant lockmode. The nomencla-
ture alignswith the naming scheme for the Adaptive Lockstep Proces-
sor (ALP). Notably, the transition between these modes requires a re-
boot and is orchestrated by the executing software. In configurations
such as DMR or TMR lockstep clusters, fault detection is handled by
a dedicated hardware unit. However, the responsibility for fault han-
dling lies with the application software.

The concepts andprocessor architecture presented byRogenmoser et
al. [118] are based on a RISC-V processor and have similarities to the
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Table 9.2: Reconfiguration time comparison of related work and the
proposed architectures

Reliability ISA Entry Exit Cycles
Method Cycles Master Slave

This Work

DMR

SPARC
136 GPR

2-10 0 2-10
TMR 2-10 0 2-10

ACCP 137- 0 137-
145 145

ACCP 2- 0 2-
(IST)∗ 157 157

Rogenmoser
et al. [118]

DMR (SW)
RISC-V
32 GPR

534 22 147
TMR (SW) 410 23 165
DMR-R∗∗ 397 22 184
TMR-R∗∗ 310 23 182

∗ Interleaved State Transfer (IST)
∗∗ Rapid Recovery (hardware-based)

AdaptiveLockstepProcessor (ALP)outlined in this thesis. The features
of the presented DCLS and TCLS architecture are comparable to the
introduced and discussed Adaptive Lockstep Processor (ALP) archi-
tecture. Notably, both architectures can delegate fault recovery and
reconfiguration processes to a dedicated hardware unit.

In Table 9.2, the reconfiguration times of the RISC-V processor, the
ALP, and the ACCP architecture are compared. Regarding state trans-
fer, it is essential to note that the RISC-V processor employs 32 Gen-
eral-Propose Registers (GPRs), whereas the ALP and the ACCP archi-
tecture utilize a register file with a total number of 136 GPRs. Across
all scenarios, both the ALP and ACCP architectures exhibit lower re-
configuration times. This holds true for entering or exiting locked or
reliablemode, with both architectures demonstrating fast and smooth
reconfiguration processes.
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The interleaved state transfer methodology is presented as an effi-
cient means to significantly reduce the best case and average repli-
cation time. Notably, the worst-case transfer times measured in this
study outperform related work approaches, even when replicating
4.25 times the registers. The presented architectures exhibit the low-
est reaction times in fault handling and recovery compared to state-
of-the-art approaches.

All investigated architectures and concepts are successfully imple-
mented and realized as VHDL designs. FPGA prototypes validate the
applicability of these designs, contributing to the enhancement of
fault tolerance for MCS.

9.2 FutureWork

Thisworkprimarily focuses into the applicability of ARas a realization
of AFT, with a specific emphasis onmulti-core architectures designed
for Mixed Criticality System (MCS). The proposed ALP and ACCP ar-
chitectures rely on a shared memory structure with a Uniform Mem-
ory Access (UMA). However, these architectures do not directly sup-
port processor architectures featuringNuMAorNoRMA. This investi-
gation and research focused on a tile-basedNoRMAarchitecture, lim-
iting redundancy to a single tile due to the complex management of
dynamic heap and stackmemory. Future workmay explore hardware
support for hardware-basedmulti-tile redundancy, a concept that the
ACCParchitecture isdesigned toenable. However, additional research
is needed to address the hardware-based state transfer of relevant in-
struction, stack and heap data.

Moreover, the concept of AR can be extended to AI accelerators. Our
work on CNN workloads has revealed varying fault behaviors in in-
dividual convolutional layers, emphasizing the inherent redundancy
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within artificial neural networks. This inherent redundancy exhibits
certain layers are more susceptible to faults than others, making AR a
valuable approach to exploit these vulnerability levels and safeguard
critical layers with hardware redundancy. An additional proposal, as
presented in [Kem23c], introduces an on-demand time and spatial re-
dundancy concept for AI accelerators with systolic array structures,
positioning dependability improvements as a hardware/software co-
design problem utilizing AR. Future research may focus on refining
and expanding the concept of AR, mapping it to various problems in-
volvingmixed-critical calculations and challenges.

344



Abbreviation

ABS Anti-lock Braking System
ACCP Adaptive Cache Checkpointing
ACC Adaptive Cruise Control
ADAS Advanced Driver Assistance Systems
AD Active Data
AFT Adaptive Fault Tolerance
AHB Advanced High-performance Bus
AI Artificial Intelligence
ALP Adaptive Lockstep Processor
ALU Arithmetic Logic Unit
AL Adaptive Lockstep
AMBA AdvancedMicrocontroller Bus Architecture
AR Adaptive Redundancy
ASIL Automotive Safety Integrity Level
AXI Advanced eXtensible Interface
BCC Bare-C Cross Compilation System
BER Backward Error Recovery
BSS Block Start Symbol
BS Black-Scholes
CALL Call and Link
CCF Common Cause Failures
CCP Cache Checkpointing
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