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1 Introduction

Ali Sunyaev

Artificial intelligence (AI) technologies are increasingly

permeating and transforming all walks of life, unlocking

new potential for efficiency, automation, and innovation

across most industry sectors (Yang et al. 2024). However,

their implementation is not without significant challenges

and risks. Integrating AI into information systems (IS),

which are per se socio-technical systems, introduces risks

that extend beyond purely technical concerns (Jussupow

et al. 2021; Maedche et al. 2019; Pfeiffer et al. 2023;

Wiener et al. 2023).

Given the immense opportunities and significant risks

associated with AI, the topic has increasingly drawn

attention from academia, industry, and legislators. As such,

in April 2024, following three years of trilateral negotia-

tions between the European Commission, the European

Council, and the European Parliament, the European Union

introduced a landmark regulation on AI. This so-called ‘‘AI

Act’’ aims to establish the first comprehensive legal

framework governing the use of AI technologies in the

European Union (European Commission 2021; European

Parliament 2024). A central component of the AI Act is its

definition of four risk classes for AI systems (see Fig. 1).

With this risk classification, the AI Act puts particular

emphasis on the regulation of high-risk AI systems (i.e.,

those AI systems that could impact and endanger the

health, safety, or fundamental rights of individuals). These

systems are subject to rigorous oversight, including

mandatory internal conformity assessments by the provi-

ders and, in special cases, external reviews by notified

bodies (European Parliament 2024; Hupont et al. 2023).

Despite such regulatory measures being put forward,

numerous questions remain open, especially regarding the

integration of high-risk AI in IS.

While high-risk AI in IS hold tremendous promise for

advancements in business and society, they also bring forth

complex issues, highlighting technical and societal dilem-

mas and the need for balanced trade-offs to resolve such

dilemmas (Thiebes et al. 2021). As a socio-technical dis-

cipline that integrates insights from computer science,

management, and other domains to drive technological

innovation in business and society, IS scholarship and

practice play a critical role in addressing the challenges

surrounding the responsible and sustainable development
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and deployment of high-risk AI in IS and navigating

emerging dilemmas or even trilemmas (cf. Fig. 2). For

example, when balancing AI fairness with the need to

collect sensitive data like age, gender, and ethnicity to

develop more fair AI, as well as with potential impacts on

the performance of such AI, all at the same time (Dolata

et al. 2022). Likewise, from an academic point of view,

high-risk AI offers substantial research opportunities for IS

scholarship to make meaningful contributions, especially

when compared to the other AI risk classes defined in the

AI Act (cf. Fig. 1).

Against the backdrop of IS’ unique position in

addressing open challenges about high-risk AI, as well as

the significant research potential high-risk AI presents for

the field, the Business Information Systems Engineering

(BISE) community organized a panel discussion on the

Fig. 1 The AI Act’s risk-based approach to classifying AI systems (adapted from Edwards (2022) as cited in Tranberg (2023)) and emerging

research opportunities for IS scholarship

Fairness vs. Performance
Elimination of biases in AI systems 
may require modifications, which 
can lead to poorer overall 
performance of the AI model.

Fairness vs. Privacy
Compensation for biases inherent 

in AI models may require the 
collection of sensitive information 

(e.g., age, gender, ethnicity).

Privacy vs. Performance
Implementing measures to preserve privacy may 
negatively impact the performance of AI models.

Fairness
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Fig. 2 Example of an emerging trilemma in high-risk AI systems
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topic at the 19th International Conference on

Wirtschaftsinformatik (WI 2024) in Würzburg on

September 18, 2024. The panel brought together experts

from academia and industry. It focused on IS’ role in

capitalizing on the opportunities while at the same time

mitigating the risks of high-risk AI. Panelists explored key

questions, including how high-risk AI systems should be

understood from an IS perspective, because it is essential

that IS as a discipline clarifies its understanding of high-

risk AI systems, considering whether this aligns with or

diverges from legal classifications. Panelists also examined

the specific opportunities and risks posed by high-risk AI,

the dilemmas that arise from implementing high-risk AI in

IS, and how the field’s unique socio-technical position can

be leveraged to address these challenges. By doing so, IS as

a discipline can contribute to resolving identified dilemmas

and fostering the responsible design and deployment of

high-risk AI.

With this discussion at BISE, we aim to continue the

productive dialogue on the opportunities and challenges of

high-risk AI in IS that was initiated by the BISE commu-

nity at WI2024. Accordingly, in his contribution to this

discussion, Alexander Benlian examines pertinent trade-

offs in high-risk AI systems and explores how IS

researchers can contribute to their resolution. Jella Pfeiffer

emphasizes the importance of leveraging existing IS

expertise and explores how IS researchers can contribute to

fulfilling regulatory requirements for high-risk AI systems,

while Ekaterina Jussupow considers the role of human

oversight in high-risk AI systems. Scott Thiebes elaborates

on how high-risk AI in critical digital infrastructures can be

a path for IS scholarship to navigate the disciplines ongo-

ing identity crisis, whereas Alexander Maedche discusses

the risks and potentials of emotion recognition systems in

companies and educational institutions. In the final con-

tribution to this discussion, Joshua Gawlitza explores the

significance of high-risk AI for start-ups and SMEs.

Through this discussion, which spans a wide array of

topics relevant to BISE readers, we hope to spark further

dialogue and deepen the exchange on high-risk AI within

the BISE community.

2 How Information Systems Researchers Navigate

Tradeoffs and Dilemmas in High-Risk Artificial

Intelligence

Alexander Benlian

The promise of high-risk AI is both thrilling and terri-

fying. Through its unique features, such as autonomy,

learnability, and context-awareness (Berente et al. 2021;

Schuetz and Venkatesh 2020), it has the potential to rev-

olutionize sectors such as healthcare, finance, and

transportation, solving problems that were previously

deemed insurmountable. But with great power comes great

responsibility. As these AI applications become more

powerful, organizations are confronted with a thorny

question: How can we harness the full potential of AI in

terms of performance, utility, or transparency without

sacrificing fairness, privacy, or security? This question is

not just theoretical – it’s a dilemma that cuts to the very

core of the ethical and responsible design, development,

deployment, use, and governance of AI. The IS discipline,

with its socio-technical history and holistic view of tech-

nology, business, and society, is uniquely equipped to

address these tradeoffs. This contribution examines the

critical tradeoffs inherent in high-risk AI, raises vexing

questions that persist in this domain, and discusses how the

IS discipline can help address these challenges.

2.1 Performance Versus Fairness: Balancing Accuracy

and Equity

Imagine an AI system used by a bank to assess loan

applications. The model has been trained on historical

lending data, which shows that past loan approvals were

disproportionately granted to applicants from certain

socioeconomic backgrounds, while applicants from

marginalized communities were more frequently denied

loans. If the AI system simply replicates these patterns, it

may optimize for predictive accuracy – approving loans for

individuals who, based on historical data, had lower default

rates. However, this approach reinforces systemic bias and

financial exclusion. This sets up the classic dilemma of

performance vs. fairness. This issue is not just limited to

lending. In my work with banks, insurance, and healthcare

companies, I often experience how AI systems used in

recruitment decisions, wealth management, underwriting,

and medical diagnoses face the same predicament. If we

tweak the AI model to be ‘‘fairer’’ – for example, by

adjusting approval thresholds to ensure more

equitable lending practices – we often end up sacrificing

some level of predictive accuracy. As a result, organiza-

tions are stuck in a lose-lose situation: focus on accuracy

and model performance and risk perpetuating disparities, or

prioritize fairness and risk increased uncertainty in lending

decisions.

What can the IS discipline offer in this context? IS

researchers can, for example, advocate, develop, and

evaluate the use of fairness-aware learning methods and

models that do not treat performance and fairness as

mutually exclusive goals. By integrating fairness con-

straints directly into optimization algorithms, IS can help

create models that balance both aspects more effectively

(Pfeiffer et al. 2023). But does this solve the problem

entirely? Not quite. Fairness is subjective, and what seems
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fair to one group might not appear fair to another

(Teodorescu et al. 2021). To address this, IS research can

play a critical role by developing context-specific fairness

metrics, which allow organizations to define fairness within

the specific legal, social, and ethical dimensions of their

domain (Corbett-Davies et al. 2023). Additionally, fairness

auditing processes and tools can provide ongoing assess-

ments of fairness as AI systems evolve, addressing the

challenge that fairness is a ‘‘moving target’’ and ensuring

that these systems adapt to changing societal conditions

(Simbeck 2024; Wilson et al. 2021). So, while fairness may

never be entirely universal, IS can help create context-

sensitive solutions, while also contributing to the devel-

opment of effective governance models.

2.2 Privacy Versus Utility: The Data Dilemma

Picture a healthcare system that uses AI to predict disease

outbreaks. Such a system would require access to vast

amounts of personal health data, including patient histories,

genetic information, and behavioral patterns. On the sur-

face, the potential economic and social utility is enormous

– early detection could save countless lives. But here’s the

catch: At what cost to privacy? The more data we collect,

the more accurate the predictions become. Yet, every

additional data point also increases the risk of privacy

breaches, misuse, or even malicious exploitation. A breach

could expose intimate health data and lead to identity theft

or medical fraud. Collecting behavioral data to feed AI

systems could also result in an invasive level of monitor-

ing. In fact, we have already witnessed this dilemma in the

realm of wearable health technology (Spiekermann et al.

2022). Devices like smartwatches and fitness trackers col-

lect a wealth of personal data, including heart rate, sleep

patterns, and even stress levels. While the data can be used

to improve individual health outcomes – alerting users to

potential cardiac issues or encouraging healthier lifestyle

choices – the widespread collection of such intimate

information has raised serious privacy concerns related to

data breaches or unauthorized sharing of this information.

As these devices become more advanced and capable of

tracking increasingly detailed aspects of our lives, the

tradeoff between utility and privacy continues to intensify.

How can IS contribute to addressing this data dilemma?

One solution lies in privacy-preserving technologies such

as federated machine learning, where models are trained

across multiple decentralized devices holding local data

samples, without transferring data to a central server

(Kaissis et al. 2020; Sánchez et al. 2024). This approach

may help organizations to benefit from data-driven insights

while maintaining individual privacy. But federated

learning is not a silver bullet – it is complex, resource-

intensive, and often leads to reduced predictive accuracy,

which can diminish its (economic) utility by limiting

decision-making effectiveness, operational efficiency, and

business value compared to traditional data aggregation

methods. Thus, we are back to square one: Is it possible to

achieve both privacy and utility or will organizations

always have to choose? IS research could also increase

their efforts to explore user-centric approaches to privacy,

such as personal data vaults and other forms of inverse

transparency (Adam et al. 2024; Gierlich-Joas et al. 2024),

where users have more control over how their data is

shared and what level of privacy risk they are willing to

accept. These approaches would empower users and level

the playing field while allowing organizations to still

extract valuable insights, achieving more balance between

privacy and utility.

2.3 Transparency Versus Security: An Ongoing

Struggle

In high-risk AI systems like autonomous driving or finan-

cial decision-making, transparency is crucial for building

trust and ensuring accountability (Thiebes et al. 2021).

However, the more transparent an AI system becomes, the

more vulnerable it is to security threats. For example,

hackers could exploit the transparency of a financial AI

model to reverse-engineer it, identify vulnerabilities, and

engage in manipulative activities such as adversarial

attacks (Cram et al. 2024). This creates another dilemma:

while transparency is essential for trust and regulatory

compliance, it can inadvertently expose the system to

security risks. This leaves organizations in a precarious

position: Should they keep their AI models opaque and risk

losing public trust, or should they be fully transparent and

compromise security? This dilemma is not hypothetical.

Consider autonomous vehicle manufacturers, who must

provide transparency on how their AI systems make real-

time decisions during driving, especially when accidents

occur. Regulatory bodies (e.g., through the EU AI Act) and

the public demand detailed explanations to ensure safety

and accountability. However, full transparency about how

the AI navigates complex driving situations could allow

hackers to identify weaknesses and exploit them to inter-

fere with vehicle systems, creating serious safety risks.

This leaves manufacturers in a bind: how much trans-

parency is too much?

The IS field can play a pivotal role here in advancing the

development of hybrid explainability models that combine

local explainability (like LIME and SHAP) with global

model transparency (Brasse et al. 2023). While local

methods provide insights into individual decisions, they

often fall short when applied to deep learning models that

function as black boxes. By combining local methods with

global interpretability techniques – such as decision
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boundary and uncertainty visualizations or feature impor-

tance aggregations across decisions – IS researchers can

provide a more holistic understanding of how deep learning

models function without exposing proprietary or sensitive

details. Unlike computer science, which primarily focuses

on the theoretical and algorithmic aspects of explainability,

IS research is uniquely positioned to ensure (hybrid)

explainability models’ practical viability by focusing on

real-world deployment, usability across stakeholder

groups, and seamless integration into organizational deci-

sion-making processes. Another approach IS researchers

can pursue is promoting explainable AI techniques with

embedded security protocols. This involves creating

explanation mechanisms that can dynamically adjust the

level of transparency based on the (critical) audience and

context (Kemper and Kolkman 2019). For example, a

financial AI system might provide detailed technical

explanations to internal auditors and regulators, but a

simplified, abstracted version to end users and the general

public. These hybrid and audience-adaptive approaches

would help strike a balance between transparency and

security.

2.4 Striking the Balance in High-Risk AI

Returning to the initial question – How can we harness the

full potential of AI in terms of performance, utility, or

transparency without sacrificing fairness, privacy, or

security? – the answer is anything but straightforward. The

dilemmas inherent in high-risk AI are complex and multi-

faceted, requiring organizations to make tough choices.

However, the IS discipline can serve as a compass, guiding

these choices with tools and (governance, process) frame-

works that help balance competing priorities. While no

one-size-fits-all solution exists, IS can be a strong and

confident contributor toward responsible high-risk AI by

promoting dialogue, innovation, and ethical decision-

making. In particular, interdisciplinary collaboration is

essential. From my work at the Center for Responsible

Digitality (ZEVEDI, www.zevedi.de), I have seen firsthand

that only by bringing together diverse knowledge from law,

ethics, computer science, and industry can we build

frameworks that are both technically sound and aligned

with societal values.

That said, beyond its core expertise in designing and

assessing the impact of IS, the IS field must adopt a more

proactive approach by providing normative guidance. This

could involve engaging with policymakers and political

stakeholders to propose regulatory frameworks for shaping

AI governance (Pfeiffer et al. 2024). IS should embrace its

responsibility not just to study the world, but to actively

contribute to its improvement – particularly when dealing

with the tradeoffs in high-risk AI. Ultimately, the question

we face is not whether these tradeoffs can be solved

entirely, but how we can navigate them responsibly and

effectively over time.

3 Harnessing Information Systems’ Expertise for High-

Risk Artificial Intelligence Systems

Jella Pfeiffer

Many of the requirements for managing high-risk AI

systems have been central to BISE research for years. The

expertise of IS researchers can significantly contribute to

the conceptualization and implementation of solutions

necessary to meet these requirements and emerging regu-

lations thereof. As IS researchers, it is our critical

responsibility to identify the unique characteristics of high-

risk AI systems compared to conventional IS, to adapt

existing approaches to address these distinctions, and to

share our specialized knowledge with companies, legisla-

tors, and policymakers. In the following, I will present

specific examples illustrating how IS researchers can help

meet regulatory requirements and reduce and manage risks

associated with high-risk AI systems.

The EU AI Act outlines a set of requirements for

managing high-risk AI systems, offering companies guid-

ance on the measures needed to mitigate associated risks.

These requirements are specified in Sect. 2, Chapter III,

beginning with Article 9. For example, the Act mandates

the establishment, implementation, documentation, and

maintenance of a risk management system for high-risk AI

systems (Article 9, EU AI Act). This system must then

function across the entire lifecycle of the AI system

(Article 9, Paragraph 2).

International standards such as the ISO 31000:2018 Risk

Management and the COBIT 5 framework are widely

employed in risk management. However, neither is

specifically tailored to address the complexities of AI

applications. AI systems often present unique challenges,

such as opacity and dependence on large datasets, that may

fall outside the direct control of system operators (Tjoa

et al. 2022). Recent initiatives have sought to bridge this

gap by adapting established frameworks to AI-specific

contexts (e.g., National Institute of Standards and Tech-

nologies (NIST) 2023; Tjoa et al. 2022). Some researchers

have concentrated on designing AI-specific risk assessment

tools that align closely with established IS risk manage-

ment principles (Nagbøl et al. 2021). However, despite

these advancements, research specifically focused on

adapting our existing risk management knowledge to the

distinct characteristics and challenges of AI systems

remains limited.

Following Article 9, the AI Act outlines further

requirements, such as data governance and management
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practices (Article 10) for datasets used in training, valida-

tion, and testing. These emphasize that data must be rele-

vant, representative, and free from errors or biases that

could compromise fairness. IS researchers have begun

exploring fairness in AI algorithms, as reviewed in Kord-

zadeh and Ghasemaghaei (2022) and Dolata et al. (2022).

Much of the existing work takes a technical perspective,

such as Caton and Haas (2024), who systematically discuss

approaches for mitigating biases in AI algorithms. How-

ever, addressing fairness from an interdisciplinary and

socio-technical perspective is increasingly recognized as

essential (Dolata et al. 2022; Pfeiffer et al. 2023). This

emphasis on socio-technical approaches presents an

opportunity for the IS field, which has a long-standing

tradition of integrating technical and social perspectives.

Moreover, concepts such as fairness also encompass

broader ethical and legal dimensions, encouraging us as IS

researchers to further expand our scope and engage with

these critical aspects to contribute meaningfully to these

broader, impactful discussions.

While several additional requirements for managing

high-risk AI systems could be discussed – such as technical

documentation (Article 11), record-keeping (Article 12),

transparency and the provision of information to deployers

(Article 13), and accuracy, robustness and cybersecurity

(Article 15) – I choose to focus on one that, in my judg-

ment, merits particular attention: human oversight (Article

14). This article stipulates that high-risk AI systems must

include tools for human oversight tailored to their specific

risks, autonomy, and context. These tools should then

enable users to understand the system’s capabilities and

limitations, identify and address issues, avoid over-reliance

(automation bias), and – if necessary – assess when to

discontinue its use.

IS research has developed nuanced perspectives on the

human-in-the-loop notion and human–machine learning

augmentation, and, thus, interesting suggestions have been

made for problems that may arise from AI usage.

Teodorescu et al. (2021), for example, examine the issue of

algorithmic fairness, proposing a typology of augmentation

based on two dimensions: the difficulty of achieving fair-

ness and the locus of decision-making in human–machine

learning partnerships. They also propose managerial

strategies for achieving fairness across the resulting types

emerging from the typology. Similar approaches could be

extended to other requirements for ensuring the trustwor-

thiness of high-risk AI systems. Their analysis also high-

lights how certain particularities of machine learning

challenge IS theories. For instance, addressing unfairness

in AI systems often requires full retraining of a model if it

produces unfair decisions rather than only implementing

incremental changes, as is common in many IS solutions.

Other challenges include user trust in opaque systems and

the self-learning mechanisms of AI algorithms, which

undermine traditional theories of technology-in-use. Baird

and Maruping (2021), for instance, build on agent inter-

action theories, introducing the concept of delegation to

account for the increasing role of IS artifacts to act as

independent agents.

In summary, I hope to inspire IS researchers to harness

the rich body of IS knowledge to advance the discussion on

implementing regulations for managing high-risk AI sys-

tems, thereby contributing to the broader goal of fostering

digital responsibility (Trier et al. 2023). Responding to the

call by Butler et al. (2023) in their recent special issue in

the Journal of Information Technology, I emphasize the

need for more empirical and design science studies, as

current approaches are predominantly based on secondary

data and literature reviews. Future research should priori-

tize innovative approaches that leverage our deep under-

standing of IS systems, ensuring effective solutions to the

pressing challenges presented by high-risk AI systems.

4 The Role of Human Oversight in High-Risk Artificial

Intelligence Systems

Ekaterina Jussupow

Since high-risk AI systems, such as systems supporting

medical decision-making, have a significant impact on

individuals, the EU AI Act (Article 14) has introduced a

key requirement for human oversight, i.e., humans’ ability

to monitor the AI output and intervene if the AI output

were potentially harmful. This article focuses on how

human cognitive processes influence the evaluation of AI

system outputs. Additionally, it explores the role of these

processes in fostering AI literacy – specifically, the

capacity to assess AI systems critically (Long and Magerko

2020; Pinski and Benlian 2024). This section will elaborate

on the requirements and implications for humans using the

example of AI-augmented medical decision-making, where

AI systems are implemented to support medical diagnostic

decisions.

The first requirement of Article 14 specifies the need to

develop appropriate human–machine interfaces that enable

humans to oversee the AI effectively. The human’s role is

to mitigate potential harms from AI, such as incorrect

medical diagnoses. The EU AI Act explicitly acknowl-

edges that humans should remain aware of potential cog-

nitive risks when working with AI systems, especially the

risk of over-relying on the system’s output and overlooking

system errors as a result – i.e., automation bias (Goddard

et al. 2012). Overall, in the context of high-risk AI systems,

the regulation advocates that human decision-makers col-

laborate with AI to prevent harmful effects, e.g., from

misdiagnoses.
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Interestingly, prior research in IS suggests that human-

AI collaboration poses cognitive challenges to human

decision-makers, who have to engage in reflection practices

in order to critically examine provided advice (Abdel-

Karim et al. 2023; Fügener et al. 2022; Jussupow et al.

2022, 2021; Lebovitz et al. 2022; Taudien et al. 2024).

Further, as explanations are provided for the AI advice,

they influence which factors decision-makers consider and

can reinforce prior incorrect beliefs of individuals about a

specific decision (Bauer and Gill 2024). Thus, collaborat-

ing with AI can be challenging and requires additional

metacognitive skills, i.e., the ability to monitor and control

one’s own cognitive processes (Nelson and Narens 1994),

in order to assess and reflect upon the systems’ outputs

critically. Thereby, prior work has provided some evidence

that it is unclear whether humans collaborating with AI

outperform AI systems on their own (Fügener et al. 2021),

raising the question of who can effectively oversee AI

systems in medical decision-making.

This notion has been supported by a recent meta-anal-

ysis comparing over 100 experiments to systematically test

performance differences across different configurations of

humans and AI systems (Vaccaro et al. 2024). The results

are astonishing; the human-AI group outperforms the AI

model on its own in only 42% of all considered experi-

ments, while the same group outperforms humans alone in

almost 85% of the cases. The effects are especially strong

in decision tasks, a set of tasks that contains medical

decision-making. However, when humans on their own

were better than the AI alone, the collaboration between

humans and AI systems resulted in superior performance

compared to that of the AI model. These findings suggest

that humans could differentiate between correct and

incorrect AI decisions and, by collaborating with AI,

increase their performance. However, most decision-mak-

ers could not outperform the AI model alone. Thus, it

remains open which cognitive and metacognitive abilities

decision-makers must possess to benefit from AI and which

skills need to be trained to effectively oversee AI systems

in medical and other high-risk decision-making cases

(Pinski and Benlian 2024). Furthermore, it is necessary to

consider how the design of medical AI systems can help to

achieve better reflection activities, i.e., providing trans-

parency about the underlying data, model, and decision-

processes.

In another example from the medical domain, Frazer

et al. (2024) compare AI as a standalone reader against

radiologists in screening mammograms, which is only one

of the many possible configurations of human-AI collab-

oration. In this case, the AI system again outperformed

most individual readers. However, it must be acknowl-

edged that the standard of care often consists of two to

three independent professionals who evaluate a case, who

then outperform the AI model in terms of sensitivity, i.e.,

correct detection. Yet, replacing one human reader with an

AI increased the configuration’s performance. The author

noted, however, that in their simulation physicians tended

to overrule correct decisions more frequently, and the

automation bias favored the overall accuracy (p. 6).

What do these findings mean for ensuring effective

oversight of these systems and their output? I would argue

that it is necessary to think beyond the configuration of one

human and one AI system and instead consider configu-

rations of different AIs and humans in high-risk decisions,

thereby considering what organizational practices should

be implemented in the case of high-risk AI, that allow for a

broad range of human-AI configurations. Furthermore, it

remains to be determined how to design AI systems to

effectively foster effective collaboration and enable

humans to correctly identify errors in these systems –

which types of explanations are beneficial, and what other

information should be provided to users to ensure effective

oversight? How much transparency of the underlying data

is necessary to help make the best decisions? In addition,

especially in high-risk contexts such as medicine, it is

necessary to determine who could oversee the results of the

AI: for example, would it be possible to implement an AI

system to provide personalized medication dosages for

patients – if the patients cannot verify whether the sug-

gestion is correct – or should we always keep a doctor in

the loop after interacting with an AI system? How can we

improve medical education to ensure that the medical

professionals of the future are well equipped in working

with and assessing AI outputs in high-risk contexts? How

can the delegation of tasks be performed and regulated in

the context of high-risk decisions, i.e., would a partial

delegation be acceptable to reduce the workload? How

should AI involvement be communicated to patients and

other stakeholders, and what effects does it have on those?

All these questions need to be addressed by regulations and

future research.

5 High-Risk Artificial Intelligence Systems in Critical

Digital Infrastructures

Scott Thiebes

Critical infrastructures are essential systems and

resources that are vital to the functioning of societies and

economies (Fekete 2011). Their disruption or failure can

have serious consequences, including threats to public

safety, economic damage, and social unrest (Hollick and

Katzenbeisser 2019). Although there is no universally

agreed-upon definition of critical infrastructures, and their

exact scope can vary across nations, systems in sectors

such as transportation, energy, telecommunications,
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finance, water and food supply, healthcare, and defense are

typically classified as critical (Hollick and Katzenbeisser

2019).

Traditionally, critical infrastructures have been associ-

ated with physical, technical systems. However, rapid

advancements in information technology (including AI)

and the increasing pace of digitalization over the past

decades have led to many IS becoming essential compo-

nents of modern society (Dehling et al. 2019). Some IS

have now become so critical to the functioning of our

societies that they are seemingly indispensable for the

maintenance of basic social functions (Dehling et al. 2019).

Consequently, the concept of critical infrastructures is no

longer limited to physical, technical systems but has

expanded to include non-physical, digital IS. Notable ex-

amples of such critical digital infrastructures include the

internet, global financial transaction systems like SWIFT,

smart grids, or nationwide health information exchanges.

Against the backdrop of the rapid proliferation of AI in

all areas of society, we are also witnessing an increasing

application of AI in critical (digital) infrastructures, where

it brings both enormous opportunities and significant risks.

With regard to the opportunities offered by the use of AI in

critical infrastructures, there are two main advantages:

First, increased efficiency: AI can, for instance, optimize

processes in critical infrastructures through predictive

maintenance. A relatively recent example of efficiency

gains through the use of AI in critical infrastructures con-

cerns automation in the energy sector, where smart grids

use AI to balance supply and demand in real time (Khan

et al. 2022). Second, improved security and increased

resilience: AI-based early warning systems for cyberattacks

or natural disasters, for example, can react faster and more

precisely than conventional approaches or human actors

(Albahri et al. 2024). Likewise, in autonomous vehicles

and intelligent traffic management systems, AI helps

optimize traffic flows and reduce accidents and disruptions

(Karim et al. 2022).

The risks associated with the use of AI in critical

infrastructures primarily include: (1) Technical malfunc-

tions. Faulty algorithms can have catastrophic conse-

quences in critical areas such as the control of energy

supply systems. In the financial sector, for example, errors

in high-frequency trading algorithms have already resulted

in the loss of several hundred million dollars (Harford

2012). (2) Cyberattacks. AI systems in critical infrastruc-

tures are an attractive target for attacks that can have

serious consequences for public safety (de Nobrega et al.

2024). This poses an enormous risk, particularly in light of

current geopolitical challenges. (3) Discrimination. Auto-

mated, AI-based decision-making processes can reinforce

unintended biases. This is particularly problematic in areas

such as access to public services. For example, in the UK,

an AI tool used in visa processing was suspended after

being accused of racial bias (Ungoed-Thomas and Abdu-

lahi 2024) while welfare fraud detection algorithms have

been criticized for disproportionately targeting vulnerable

groups (Stacey 2023). (4) Lack of transparency. Black box

models make it difficult to understand decisions, which can

be a major problem in safety-critical applications (Rudin

2019; Wang and Chung 2022). For instance, Tesla’s

approach to developing autonomous taxis relies on black

box AI models, making it challenging to analyze failures

and ensure safety in unforeseen scenarios (Shirouzu and

Kirkham 2024).

Legislators as well have recognized the opportunities

and risks of using AI in critical (digital) infrastructures and

the resulting need for careful consideration. Toward that

end, Annex III of the AI Act recently adopted by the EU

specifies the rather broad definition of high-risk AI systems

from Article 6(2) by naming eight specific areas in which

the use of AI systems makes them high-risk AI systems

(Future of Life Institute 2024). In addition to the use of AI

in areas such as biometric data collection or employee

management, Annex III of the EU AI Act explicitly

includes the use of AI in critical infrastructures as high-risk

AI systems. On the one hand, this underlines the need to

regulate the use of AI in critical infrastructures in order to

counteract emerging risks and dangers. On the other hand,

the EU Act does not classify the use of AI in critical

infrastructures as a prohibited application area (e.g., such

as the use of AI to predict the likelihood of a person

committing a crime), but explicitly permits the use of AI in

critical infrastructures subject to certain conditions and

requirements (see Sect. 3 for more details on the EU AI

Act).

For IS as an interdisciplinary, socio-technical field of

research with profound expertise in digital technologies,

the tension between the opportunities and risks of using AI

in critical digital infrastructures results in a wide range of

research potential. In fact, there is already a lot of research

within the IS field on the use of AI in application contexts

that are directly related to critical digital infrastructures

(e.g. energy (Schoormann et al. 2023), healthcare (Jus-

supow et al. 2021), mobility (Ketter et al. 2023)).

Researching high-risk AI in critical digital infrastructures

can be particularly fruitful for our discipline considering

the debate about the identity of the research field, which

has been ongoing for more than 20 years (Benbasat and

Zmud 2003). One possible answer to the identity crisis of

the IS field has always been seen in focusing our research

efforts on high-impact areas (Agarwal and Lucas Jr 2005).

Also today, with an increasing amount of research in our

field revolving around AI and related phenomena, our

discipline continues to face questions about its core and

scope, as well as its distinction from related disciplines
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such as (applied) computer science or human-computer

interaction. Against this backdrop, research on the use of

high-risk AI in critical digital infrastructures can be con-

sidered inherently high-impact research from an IS

perspective.

In contrast to primarily technical disciplines such as

(applied) computer science, we can, for example, leverage

our strengths in the development of socio-technical solu-

tions. The dilemmas arising from the opportunities and

risks of using high-risk AI in critical digital infrastructures

often cannot be resolved through purely technical solu-

tions. Instead, they require socio-technical approaches that

reconcile technical solutions with the sometimes conflict-

ing ethical and regulatory requirements. In particular, as a

discipline with a strong design-oriented background, we

should utilize our strengths in the development of theo-

retical design knowledge to generate design knowledge

(e.g., in the form of design principles or full-fleged design

theories) for trustworthy high-risk AI systems in critical

digital infrastructures. This knowledge should thereby

contribute to resolving potentially diverging requirements

among different stakeholder groups in society and aligning

technical solutions with these requirements. In contrast to

disciplines such as human-computer interaction, we can

leverage our strengths in researching the organizational

perspective and organizational issues related to the use of

high-risk AI in critical digital infrastructures. Organiza-

tions involved in the operation, provision, and use of crit-

ical infrastructures are often subject to specific legal

requirements and are frequently not solely driven by profit

motives (e.g., as is the case for healthcare organizations).

These circumstances open up promising research oppor-

tunities regarding the organizational perspective on the use

of high-risk AI in critical digital infrastructures. For

example, exploring the impact of explainable AI on orga-

nizational decision-making in the context of critical digital

infrastructures.

To summarize, the use of high-risk AI in critical digital

infrastructures offers enormous potential, but requires

careful consideration of the associated risks (e.g., cyber-

attacks, discrimination), because their disruption can lead

to serious negative consequences for all of society. I firmly

believe that, thanks to its interdisciplinary, socio-technical

approach, IS research can make significant contributions to

striking this balance between the opportunities and risks of

high-risk AI in critical digital infrastructures. Key tasks for

IS scholarship include the generation of design knowledge

for trustworthy high-risk AI systems, as well as investi-

gating organizational perspectives on high-risk AI in crit-

ical digital infrastructures. Only through such an

integrative approach can high-risk AI be used responsibly

in critical digital infrastructures to maximize the benefits of

the technology while minimizing the risks.

6 Emotion Recognition Systems in Companies

and Educational Institutions – High-Risk or High-

Potential or Both?

Alexander Maedche

Emotions are a fundamental part of human life. They

help us to orientate ourselves in everyday life, they influ-

ence our motivation, our behavior and our ability to make

decisions and perform. Emotions therefore play a central

role not only in our private lives, but also during education

and throughout our professional lives. For example, stu-

dents experience a variety of emotions during their studies,

such as the fear of failing a difficult exam. Numerous

studies have shown that the ability to regulate emotions is

crucial for academic success (Garcı́a-Ros et al. 2023). At

the same time, the ability of employees to regulate their

emotions plays an increasingly important role in companies

operating in a world full of uncertainty and constant

change. For example, it is crucial to remain professional

even in difficult situations and to keep calm when inter-

acting with customers, superiors and colleagues. Emotion

regulation, the ability to exert control over one’s own

emotional state, is a crucial skill for maintaining mental

health and promoting positive interpersonal relationships

(Gross 1998). The ability to regulate emotions is consid-

ered both a hallmark of emotional intelligence and an

important resilience factor for all people. However, many

people lack emotion regulation skills. Existing studies have

shown that between 10 and 13 percent of the population in

Germany are alexithymic (Franz et al. 2008). Those

affected have problems perceiving or expressing their

emotions in a differentiated manner, which leads to a lower

level of productivity and well-being.

Based on their ability to automatically recognize emo-

tions and provide adaptive interventions, biosignal-adap-

tive systems offer great potential to help people develop the

ability to regulate their emotions (Schultz and Maedche

2023). For example, contemporary wearables such as

smartwatches can measure heart rate variability (HRV) in

real time, based on optical and electrical biosignals using

photoplethysmography (PPG) or electrocardiography

(ECG). By leveraging machine learning methods, emotions

can be recognized on the basis of this data and adaptive

interventions can then be derived (Slovak et al. 2023). Such

applications reach their full potential when they are inte-

grated as seamlessly as possible into daily life, e.g. in

learning platforms of educational institutions or in video

meeting systems of companies (Benke et al. 2022). How-

ever, emotion recognition systems are classified as high-

risk systems by the EU AI Act and are subject to strict

regulatory oversight. Furthermore, Article 5(1)(f)1

1 https://artificialintelligenceact.eu/article/5/..

123

Ali Sunyaev et al.: High-Risk Artificial Intelligence, Bus Inf Syst Eng

https://artificialintelligenceact.eu/article/5/


prohibits the use of emotion recognition systems in the

workplace and educational institutions, except for appli-

cations serving medical or security-related purposes. The

good news is that according to Article 2(6),2 research on

emotion recognition systems is still permitted but will

certainly be more critically scrutinized due to the ban.

Article 3(39) of the EU AI Act defines an emotion

recognition system as an AI system capable of identifying

or inferring human emotions or intentions through the

analysis of biometric data.3 According to Article 3(34),

biometric data means personal data resulting from specific

technical processing relating to the physical, physiological

or behavioral characteristics of a natural person. Therefore,

this definition covers all forms of biosignal-adaptive sys-

tems targeting the recognition and processing of emotions.

Recital 184 of the EU AI Act attempts to define human

emotions more precisely and names specific emotional

states such as joy, sadness, anger, surprise, disgust,

embarrassment, excitement, shame, contempt, satisfaction

and amusement. At the same time, cognitive states such as

cognitive load, distraction, or fatigue are excluded. At first

glance, this list or demarcation seems somewhat arbitrary.

Furthermore, the relationship between cognition and

emotion, including how they influence each other in the

context of IS, is a topic of ongoing research (Seitz et al.

2024). In addition to the term emotion, other concepts used

in the EU AI Act also have ambiguous definitions. For

example, the boundaries between private and professional

life, as well as between education and work, have become

increasingly blurred. Thus, a central shortcoming of the AI

Act in its current form is that many central concepts such as

emotion, workplace, or education institution are not well

defined. These definitional uncertainties make it almost

impossible to clearly define the boundaries between ‘‘pro-

hibited’’ and ‘‘high risk’’. This leads to a lot of uncertainty

and, in the worst case, to stagnation in the important

research field of biosignal-adaptive systems in general and

emotion recognition systems in particular. This is prob-

lematic because, despite the EU AI Act, people continue to

have emotions in the workplace and in educational insti-

tutions and are faced with challenges in their ability to

regulate emotions.

I am not claiming that emotion recognition systems are

risk-free. Recognizing and processing emotions comes

with many challenges, e.g., proper definition and subjective

nature of emotions, lack of representative and generaliz-

able data, as well as quality of recognition methods (Her-

nandez et al. 2021). However, at the same time, most

information technologies come with risks. Through

systematic investigation and responsible design of infor-

mation technologies, risks can be better understood and

ideally eliminated or at least reduced. I believe that regu-

lating information technology in general is an important

step. However, by just banning emotion recognition sys-

tems, we are missing the opportunity to use the potential of

biosignal-adaptive systems supporting emotion regulation

for employees in companies and students in educational

institutions in Germany and Europe. At the same time,

research in this area is being driven forward in China and

the United States.

I believe that we should take a human-centered approach

to AI in Europe. As emotions are an inherent part of human

nature, I firmly believe that we should not simply prohibit

the use of AI methods for recognizing and processing

emotions. Instead, we should understand how such systems

affect people in their private and professional lives and

how we need to design them in a targeted manner. For this

purpose, corresponding systems must be deployed and

researched in the real world, especially in companies and

educational institutions. The EU AI Act proposes the

concept of AI regulatory sandboxes (Article 575) as well as

testing of high-risk AI systems in real-world conditions

outside AI regulatory sandboxes (Article 606). My wish is

that companies and educational institutions actively use

these opportunities to design, test and successfully apply

innovative, AI-based emotion recognition systems to sup-

port people.

7 High-Risk Artificial Intelligence – A Startup

and Small to Medium Business’ Perspective

Joshua Gawlitza

From a business perspective, building a company around

a high-risk AI product poses different challenges: from the

implementation of such a system over regulatory hurdles to

different go-to-market approaches. With a growing number

of startups and usage of such systems, I aim to provide a

brief overview for younger and agile companies with

smaller teams and budgets to understand the main chal-

lenges from a small to medium business perspective.

Looking at the current number of startups founded, AI-

focused startups are on the rise. In Germany alone, the

number of AI startups increased by 67% from 2022 to 2023

(appliedAI Institute for Europe gGmbH 2023). Examining

the distribution of these startups, most of them are active in

the category ‘‘Human Health’’. Especially, when consid-

ering the techniques used or being developed by the star-

tups in this area, besides Large Language Models,
2 https://artificialintelligenceact.eu/article/2/..
3 https://artificialintelligenceact.eu/article/3/..
4 https://artificialintelligenceact.eu/recital/18/..

5 https://artificialintelligenceact.eu/article/57/..
6 https://artificialintelligenceact.eu/article/60/..
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predictive or computer vision models dominate. When

looking at the potential of both techniques, it makes sense

that most startups develop in this direction as prediction or

computer aided-diagnosis systems can be beneficial in

almost every medical discipline – from general practi-

tioners to radiologists and from prevention or screening to

post-mortal diagnosis (Kumar et al. 2023; Piraianu et al.

2023; Sangers et al. 2023). But bringing a high-risk AI

product to market poses considerable challenges for star-

tups and small businesses. In general, there are three main

challenges: 1. access to reliable training data, 2. regulatory

challenges, 3. go-to-market time.

7.1 Access to Reliable Training Data

One of the biggest challenges for a startup is access to

reliable training data for either computer vision or pre-

diction models. When viewing data from recent years, we

see a constant decline in startups founded by academic

researchers or as academic spin-offs (Kulicke 2023).

However, access to reliable medical training data from,

e.g., research projects from university hospitals is difficult

to obtain for most startups founded outside the academic

world. When looking at recent reviews of high-risk medical

AI software and device safety, this problem appears to be

eminent, as most articles related to high-risk AI safety in

medicine see the ‘‘data acquisition process’’ as one of the

major critical steps to define proper guidelines for AI safety

evaluation (Fraser et al. 2023). Some startups mitigate the

issue by partnering with private healthcare providers to

access large datasets – one example here is the company

Deepeye, which has partnered with a private ophthalmol-

ogist center in Muenster to train its models on optical

coherence tomography data (Münsterland e.V. 2024). If

and how data quality differs between academic and private

institutions has not been evaluated yet, but especially for

high-risk AI, guidelines for proper screening of the pro-

found dataset are in desperate need, however, the impor-

tance of training data reaches beyond the quality of the

final product. As shown by Bessen et al. (2022), there is a

significant correlation between access to proprietary train-

ing data and future funding for AI startups.

7.2 Regulatory Challenges

As pointed out above, regulatory guidelines are essential,

when it comes to high-risk AI. Besides the data acquisition

process, most experts agree on further crucial criteria when

it comes to define safety evaluation of high-risk AI: data

preprocessing, model description, characteristics of study

population, performance and benchmarking, and code/data

availability (Fraser et al. 2023). Official certifications such

as CE, ISO/IEC challenge certain aspects of these critical

points in their audits. But despite the benefit of an officially

certified system, these standards come with a major

downside for young companies. When looking at the 2023

venture capital (VC) study from Pricewaterhouse Coopers,

the number of VC deals decreased by 40% compared to

2022 (Honold et al. 2023). The most drastic decline

affected pre-seed investments, i.e. very early investments

for freshly founded startups and companies which typically

do not yet generate any revenue. According to the VC

study, investors are looking for more stable investments

with a faster return on interest instead of high-risk early

investments such as pre-seed. This immediately affects the

capabilities of young companies to develop high-risk AI

tools, as the certification processes, which are necessary to

operate high-risk AI in most fields, are costly. For example,

CE certification is typically quoted at around €50,000, and
ISO27001 certification at between €6,000 and €40,000
(Alura Group UK Ltd. 2024; Vanta 2024). Further certifi-

cations and audits, such as ISO/IEC 42001, might be

necessary for particular markets, raising the total initial

investment to six figures, only for regulatory certifications.

Thus, many high-risk AI startups release their products as a

‘‘research only’’ tools, until they can generate further rev-

enue for the certification process. This is reflected in the

low number of FDA-approved algorithms compared to the

dramatic increase in high-risk AI startups (Benjamens et al.

2020).

7.3 Go-to-Market Time

Facing a more competitive investment market and strong

expectations from VCs for a quick return on investment,

young companies are increasingly forced to generate rev-

enue faster. This is especially challenging for high-risk AI

algorithms, which need time to be developed, evaluated

and potentially certified. In comparison to traditional

software development, this leads to a delay in revenue

generation. The CE certification process alone can take up

to a year or more, challenging business plans and go-to-

market times (MedDev Compliance Ltd. 2024). As shown

in a recent meta-analysis, at least the time-consuming

process of AI development is mitigated by startups having

relatively more employees in relation to revenue compared

to traditional software service or platform technology

companies (Schulte-Althoff et al. 2021). Given this, the

more competitive investment environment and the impor-

tance of access to proprietary data into account, high-risk

AI startups might face even more challenges in the very

early design and funding phase.

In conclusion, despite the high potential for customers,

consumers and investors, high-risk AI startups face major

challenges when compared to traditional software busi-

nesses. Regulatory advances like the EU AI Act may seem
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to complicate this process at first glance, but they provide

certain guidelines that can be used by founders to set the

right strategy for their business at an early stage. Aca-

demics should be encouraged to bring their research to the

market, with access to valuable data and pre-development

during their research time. Although the regulatory aspects

of high-risk AI are currently under active research, further

data is needed to evaluate the different aspects of high-risk

AI startups from a business and business development

perspective.
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