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Abstract

Secure Shell (SSH) is the de facto standard protocol for accessing remote servers on the command line across a number of
use cases, including remote system administration, high-performance computing access, git operations, or system backups
via rsync. However, it only supports a limited number of authentication mechanisms, with SSH keys being the most widely
used. As federated infrastructures become more prevalent, there is a growing demand for SSH to operate seamlessly and
securely in such environments. The use of SSH keys in federated setups poses a number of challenges, since the keys are
trusted permanently and can be shared across devices and teams. Mitigations, such as key approval and distribution, make
operation at scale complex and error prone. This motivated us to develop a set of tools, collectively referred to as ssh-oidc,
for facilitating federated identities with SSH by making use of OpenID Connect (OIDC), one of the established protocols
used in federated identity management. We support two different approaches: one based on PAM authentication, which
works by passing an OIDC access token to the SSH server for authentication, and the other one utilising SSH certificates,
which are issued by our online certificate authority in exchange for an access token. Both approaches rely on a central com-
ponent, motley cue, to handle the mapping of federated identities to Unix accounts on the ssh-server, authorisation, and
just-in-time account provisioning. This tool integrates well with user management systems and policies. We also provide
client-side tools that automate the process of obtaining and storing the necessary credentials, and ensure a single sign-on
experience for the user.
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Introduction

The Secure Shell (SSH) protocol [1] is the most used net-
work protocol for login and execution of commands on
remote servers, with OpenSSH [2, 3] being the most promi-
nent and widespread implementation [4]. SSH relies on Unix
accounts on the server system.
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Federated identities are used to access services or
resources from organisations with which users have no direct
relationship. They are widely used in research and educa-
tion communities to provide access to services and resources
across organisational boundaries.

Our goal is to enable OpenSSH to directly support
authentication with federated identities. For this we use the
established OpenID Connect (OIDC) [5] protocol, which
is widely used in federated infrastructures. Since the actual
identity of the user is already conveyed via OIDC, we want
to remove the need to specify usernames in SSH.

Furthermore, we aim to allow administrators to con-
veniently authorise the correct users, while the burden of
user management and authentication remains at their home
organisations. Administrators will rather be enabled to spec-
ify criteria that federated users need to fulfil to be author-
ised for using a particular SSH server. This allows reusing
criteria, which are already in place for services that support
federated identities natively.
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Finally, our solution must not require any changes to the
OpenSSH source code, since the high security requirements
of any SSH implementation require prioritising security over
novel features.

Federated Identities

Federated Identity Management (FIM) is a set of technolo-
gies and standards that enable users to access resources
across organisational boundaries. In a federated environ-
ment, users authenticate to their home organisation, which
then asserts their identity to the service provider. This
process relies on trust relationships between the organisa-
tions involved, which are typically established through poli-
cies which define the rights and obligations of the parties
involved in the federation. Such policies were developed
over the last two decades and promoted within eduGAIN [6]
and the Authentication and Authorisation for Research and
Collaboration (AARC) Policy Development Kit [7].

In the scientific domain, login at the home organisation
via eduGAIN is recently being complemented with so-called
Community-AAls [8], such as EGI Check-in [9] or Helm-
holtz ID [10], that add authorisation information to the set
of attributes that describe a user’s identity. These attributes
will often include information about a user’s role or group
membership within the Community, membership in Virtual
Organisations (VOs), how well an identity was vetted, as
well as include information from a user’s home organisation.

The use of federated identities is often combined with
Single Sign-On (SSO) [11], which allows the user to log-
in with a single set of credentials to multiple independent
services, often without needing to re-enter their credentials.
In OIDC, SSO is achieved through the use of tokens that are
trusted across multiple systems, typically implemented as
JSON Web Token JWTs) [12].

Large enterprises, such as Google, Microsoft, or Meta
also provide SSO functionality via OIDC or OAuth2, even
though they do not follow the federated identity concept.
Yet, those identities can also be supported in the solution
we present.

SSH Authentication

SSH, as implied by its name, ensures secure connections
over insecure networks, by making use of cryptography. It
is used to log into a remote machine and execute commands
on it. SSH can be used in two ways: interactively, i.e. the
user logs in and gets a shell, or non-interactively, i.e. the
user logs in and executes a command, the result of which is
then returned to the user. The latter is used for example by
scp, sftp, rsync, or git.

OpenSSH, the most popular implementation of SSH,
supports a number of authentication mechanisms, such as:

@ Springer

password authentication [13], a challenge-response method
named keyboard-interactive [14], host-based authentication,
GSSAPI [15] for Kerberos, as well as public key authentica-
tion including SSH certificates [13].

The most widely used method is public key authentica-
tion, which is based on asymmetric cryptography. For this
method, the user generates a public/private key pair and cop-
ies the public key to the server, while keeping the private key
locally, optionally protected by a passphrase. After this one-
time initial step, the authentication process offers available
public keys to the server on every log-in. OpenSSH provides
the ssh-agent tool to manage the keys and securely load
them into memory, without the need to enter a passphrase
each time they are used. This tool also supports the forward-
ing of keys to other machines without storing them on the
remote machine.

Nevertheless, public keys have a number of limitations,
such as the fact that the keys are not bound to the user’s iden-
tity. This means that keys can be shared among users, which
can be a security risk if the private key is compromised. In
addition, the keys are valid indefinitely, unless the adminis-
trator explicitly revokes them. This can be a problem if the
user leaves the organisation or if the key is compromised.
Furthermore, using a passphrase to encrypt the private key
cannot be enforced by the server administrator, which means
that if the private key file is stolen, the attacker can use it to
log into the remote machine without any further authentica-
tion. Finally, the keys are based on the Trust-On-First-Use
(TOFU) model, which means that the user has to manually
verify the fingerprint of the server’s public key the first time
they connect to it, which can be a security risk if the user
is not careful.

SSH certificates address all these limitations. They are
based on the same public key cryptography, but they are
issued by a Certificate Authority (CA), which ensures that
they are bound to a user’s identity, optionally with an expira-
tion date, and can be revoked by the CA. In addition, the CA
can enforce the use of various security policies. Finally, CAs
can also issue certificates for SSH servers, which mitigates
the TOFU problem.

The keyboard-interactive method is usually used with
Pluggable Authentication Module (PAMs) [16] on the
backend, which can be used to implement custom authen-
tication mechanisms, such as two-factor authentication, or
to integrate with external authentication systems, such as
Lightweight Directory Access Protocol (LDAP) [17]. While
it does not mitigate the TOFU problem, it can address the
other limitations of public key authentication, if imple-
mented correctly.

Another aspect of SSH authentication is the fact that it is
limited to Unix accounts on the server system, which have
to exist at the time of the user’s login. This makes it diffi-
cult to use SSH in a federated environment, since it requires
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mapping the user’s federated identity to a Unix account on
the ssh-server, managing the lifecycle of these accounts, as
well as the user’s public keys. This can be a cumbersome and
error-prone process, especially in large and/or distributed
infrastructures, that we aim to address with our solution.

Related Work

There are several other groups in the scientific community
that work on the same goal of enabling SSH with federated
identities, often with a focus on OIDC. We describe the dif-
ferent approaches and their differences in the following.

A first effort to implement SSH with federated identities
was Moonshot [18], which relied on established technolo-
gies like RADIUS [19] and SAML [20], which are used by
eduroam and many national federations. Moonshot used
RADIUS to establish a trusted channel via their Trust Router
to a SAML based Home Organisation, with ABFAB [21]
as the underlying protocol. Furthermore, it used GSS-API
for authentication, coupled with a patched version of the
OpenSSH server, the latter likely contributing to the slow
uptake and subsequent abandonment of the project.

Another similar approach that modified the OpenSSH
source code was the GSI-SSH project [22], which relied
on a GSS-API mechanism that used X.509 certificates for
authentication, implemented by the Globus Toolkit [23]. The
patch was never merged by the OpenSSH maintainers, due
to prioritising security over new features. Nevertheless, the
project was one of the first to translate the identity conveyed
in the X.509 user certificate to a Unix user account, so that
specifying a username was not required.

This project was later revived under the name of XSEDE
OAuth SSH [24, 25], but with a PAM-based approach that
uses OAuth tokens from Globus Auth for authentication.
User identities are mapped to Unix accounts either by add-
ing a unique Identity Provider (IdP) suffix, or via a mapping
file managed by the system administrator. The project also
requires a client wrapper around the OpenSSH client.

The SciTokens SSH [26] PAM module builds upon the
XSEDE OAuth SSH project, but uses SciTokens [27] instead
of opaque OAuth tokens. SciTokens are a token format that
is based on JWT, and are used to convey authorisation infor-
mation. SciTokens SSH is used in the CILogon [28] pro-
ject, which is a federated identity service for the scientific
community.

There are several other PAM-based approaches. What
they all have in common is the fact that the username needs
to exist on the remote server and be known to the user, since
SSH does not allow a PAM module to change the username
during the authentication process. These solutions do not
address the issue of mapping federated identities to accounts

on the ssh server, but rather assume it to be handled outside
of their scope.

The solution developed at CESNET [29] uses a PAM
module that displays a QR-Code to the user, which redirects
the user to a web browser for login via the OIDC device
code flow. The solution developed at STFC [30] is based on
the CESNET solution, but uses a fork of the original code,
developed as part of the IRIS[31] activity. Since the device
code flow is not supported by all OpenID Provider (OPs),
this limits the usability of the solution. Another limitation
is the fact that the user needs to interrupt the SSH login by
visiting a web login page on every login.

Another PAM-based solution using the device code flow
is the one developed at SURF, called pam-weblogin [32],
and it relies on an additional weblogin server. The SURF
solution is also interactive, and it works by showing a URL
to the user, which they need to visit in a web browser to log
in. After a successful login, the user is shown a verification
code, which they need to enter in the terminal to complete
the login.

An alternative PAM-based implementation by PSNC [33]
is prompting the user for an OIDC Access Token (AT),
which it verifies with either an OP or another external ser-
vice. This mitigates the issues of the device code flow, pro-
vided that the user can easily obtain an AT. One limitation
of this approach is the fact that the OpenSSH client limits
the length of the ATs that can be used to 1023 bytes. The
solution presented in this paper relies on a patched version
of this module, as described in Sect. "pam-ssh-oidc".

A different approach for SSH with OIDC is the so-called
"smart shell", where the user shell on the remote machine is
replaced with a custom tool that handles the OIDC authen-
tication and authorisation steps. When successful, the smart
shell calls the original shell for the user, who is then logged
in. While a smart shell can work in both interactive and non-
interactive modes, the former is employed by the proprietary
solution of AWI! and DAASI International.>

SSH certificates are used in a solution implemented at
DEIC [34]. They use a web browser-based login flow that
generates a user-specific command that includes the user
token, that the user copies on to the machine from which the
SSH client is to be used. The command retrieves the SSH
certificate for the authenticated user and makes it available
on the client, followed by a non-interactive login. Subse-
quent logins are non-interactive, as long as the certificate
is valid.

Commercial solutions like Teleport [35] or Smallstep
SSH [36] also use SSH certificates, albeit without any sup-
port for federated identities which are specific to the scien-
tific community. They provide client tools that perform the

! https://www.awi.de/.
2 https://daasi.de/en.
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OIDC login and retrieve the SSH certificate, and the SSH
certificate is then used for the SSH login.

Requirements

The solution we propose in this paper aims to enable SSH
with federated identities, while satisfying a number of
requirements. These requirements, collected through dis-
cussions with High Performance Computing (HPC) admin-
istrators and security experts, are based on the limitations
of the current SSH authentication mechanisms, as well as
the benefits of federated identities. The solution also aims
to be compatible with existing uses of SSH (such as non-
interactive sessions, sftp, rsync, git), and does not require
any changes to the OpenSSH source code, since this would
introduce significant security risks.

Following is a list of requirements that the solution
should satisfy:

R1 Operational security. The solution should be able to
prevent or mitigate common security issues, such as:
key sharing among users, key stealing, keys live for-
ever, passphrases cannot be enforced, and the TOFU
model.

R2  Retain benefits of federated identities:

e User traceability. System administrators should be able
to trace the actions of users back to their federated iden-
tity.

e Access revocation. System administrators should be able
to revoke access to users based on their federated iden-
tity, e.g. if the user leaves the organisation or if their
identity is compromised.

e [nteroperability. The solution should work with existing
identity management systems and site policies for user
management.

e SSO. The solution should allow users to log into multiple
systems with a single set of credentials.

e Authorisation via federated mechanisms. The solution
should allow system administrators to authorise users
based on their membership in virtual organisations, or
based on other attributes provided by the federated iden-
tity provider, such as levels of assurance.

R3  Support for multiple OPs. The solution should be able
to support multiple OPs for authentication, to allow
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users from different organisations or even federations
to access the same SSH server.

R4  Just-in-time user-provisioning. User accounts do not
need to exist on the server before the user logs in, and
can be created automatically based on the user’s feder-
ated identity. This implies that the user does not need
to know their username on the server, and that the
server does not need to know the user’s public key.

RS Compatibility with existing uses of SSH. Interactive
and non-interactive sessions, scp, sftp, rsync, git.

R6 No source-code changes. The solution should not
require any changes to the OpenSSH source code,
since it would introduce additional challenges to dis-
tribute and maintain the solution. For such a security-
critical system, users and administrators alike are
reluctant, for good reasons, to use a patched version
of OpenSSH, whereas currently OpenSSH is widely
trusted and provides a high level of security, with regu-
lar security updates.

R7 Minimal changes to user workflows. The solution
should not require users to change their workflows
significantly, e.g. by requiring them to use a differ-
ent SSH client, or by requiring them to perform addi-
tional steps during the login process. User experience
is often the most overlooked aspect, but crucial for
user acceptance, especially in a federated environment,
where users are not familiar with the site policies and
procedures. The solution should be easy to use at all
stages, including the initial setup, the login process,
and the management of credentials.

SSH with OIDC

When designing the solution, the following aspects were
considered, also depicted in Fig. 1, either by implementing
new features and tools, by providing integration points with
existing tools, or by providing guidelines for administrators:

Al Identity mapping. Even though the user management
on the ssh-server is transparent to the user, SSH still
requires an account on the target system. Therefore it is
necessary to map federated identities to Unix accounts
on the ssh-server system. This is challenging, since
Unix usernames are usually limited to 32 ASCII char-
acters, while OIDC identifiers can be much longer and
can contain special characters. The mapping must be
unique across OPs (a single federated user is mapped
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Fig. 1 Considerations for the
solution and their interdepend-
encies, including how they fit

into a typical SSH login process T \

Federated IdP

AS: Credential A3: Authorisation A4: User
management Provisioning
A1l: Identity Mappi
entity Mapping |
: Site-local User
SSH client |— A2: Authentication — SSH Server Management
Client . Server

to a single Unix account), deterministic (the same user
should always be mapped to the same Unix account),
and reversible (the Unix account should be able to
be mapped back to the federated identity, to ensure
traceability).

A2 Authentication. Federated users are authenticated at
the home organisation using OIDC, but SSH does not
support adding new authentication methods without
modifying the source code. Therefore, the solution
must be able to harmonise the two technologies, either
by exchanging OIDC tokens for SSH credentials, or by
using SSH mechanisms to transport OIDC tokens to
the server for validation.

A3 Authorisation. Site administrators must maintain con-
trol over who can access the server, but they should
be able to base their decisions on federated attributes,
such as membership in virtual organisations, or levels
of assurance. This requires a mechanism to retrieve
these attributes from the federated identity provider,
and to map them to the site’s authorisation rules.

A4  User provisioning. The solution should be able to just-
in-time provision (create and update) Unix accounts
for federated users, based on their federated identity,
including the mapping of federated groups and roles
to Unix groups and roles. For the site administrator to
maintain control, the solution should provide mecha-
nisms to enforce the site’s policies, e.g. for naming and
uids, or to integrate with existing user management
systems.

AS  Credential management. This includes all aspects of
obtaining OIDC tokens or SSH credentials, expiry and
revocation, securely storing and transporting them.

Our solution, which we call ssh-oidc, is composed of
a set of different components. Each component addresses
one specific task, so that individual components may be
combined to support a larger range of use-cases.

One key aspect that differentiates our solution from oth-
ers is that we use the information contained in the federated
identity to identify the corresponding Unix account on the
server system. For this we only rely on software compo-
nents, that we developed ourselves, and in collaboration with
external partners.

We support two different approaches to use the solution:
one based on the PAM subsystem, and one based on SSH
certificates. Both approaches are described in the following
sections.

PAM-Based Approach

The first solution relies on a PAM module that is used to
authenticate the user based on an OIDC Access Token (AT).
The user is prompted for the AT during the SSH login pro-
cess, and the PAM module verifies it with an OP or another
external service. The user does not necessarily need to inter-
rupt the SSH login by visiting a web login page first, pro-
vided the user can obtain an AT easily.

Additional tools can be used on client and server side
to automate the process, and to provide additional features,
such as just-in-time provisioning, as well as to support non-
interactive sessions. Their interaction is depicted in Fig. 2.

pam-ssh-oidc

We use a patched version of the PSNC PAM module [33],
from hereinafter referred to as pam-ssh-oidc. It relies on
the challenge-response protocol to implement a conversation
function that prompts for an AT. This allows us to prompt
the ssh-user for an AT. The patch further enables us to verify
the AT with motley-cue, one of the tools we developed
(described in more detail in Sect. "motley-cue"), instead of
the actual OP that issued the token. This allows us to use
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Fig.2 Architecture of the PAM- (2) OIDC flow

based solution. The numbers
on the arrows show the steps in
a typical SSH login flow when
using this solution
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any information that mot ley-cue can verify in the PAM
prompt. This is important in cases in which the AT is longer
than 1023 bytes, a limitation imposed by OpenSSH. In this
case, motley—-cue can issue a one time password (OTP)
that is used instead of the AT.

motley-cue

motley-cue [37] is a lightweight daemon that runs on
the server side, on or nearby the SSH server. Nearby means
that mot ley-cue runs in a context that allows it to access
the system’s user database. Depending on the use-case,
read-only or read-write access to the user database may be
required.

motley-cue provides the following functionalities:

e Ensure authorisation of the user that provided the AT.

e Provide support for multiple OPs, with different authori-
sation rules.

e Provide/update information to existing mapping between
a federated identity and a Unix account.

e Optional: provision an account for the authorised user.

e Verify the AT for a specific Unix user, a functionality
aimed to be used by the PAM module.

e Support OTPs in case of access token (AT) longer than
the password field.

motley-cue exposes its functionality through an OIDC-
protected REST interface. A client authenticates with the AT
of the user that needs to log in to the SSH server. Details of
each functionality are described in the following.

Authorisation

User authorisation is done by allowing the administrator to
define access rules based on the user’s federated identity,
such as membership in virtual organisations or groups, pos-
session of certain entitlements, or levels of assurance. Also,
individual users may be authorised. A configuration section
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per OP allows the administrator to define the authorisation
rules for users from that provider.

Authorisation is implemented via the flaat library [38],
a Python library that provides function decorators for author-
ising access to REST APIs authenticated with OIDC ATs,
with support for multiple API frameworks, such as Flask,
FastAPI and AIOHTTP. It also supports multiple OPs, and
can be configured to define complex authorisation rules
based on OIDC claims.

Account Mapping and Provisioning

motley-cue supports native mapping of federated identi-
ties to Unix accounts. Native means it uses the information
stored directly in a site’s local user management system,
rather than in an additional database or file managed by
motley-cue. This allows the site administrator to main-
tain control over the user accounts and to integrate with
existing user management systems, as well as to enforce site
policies, such as naming conventions or uids. The mapping
is unique across OPs, deterministic, and reversible, to ensure
traceability. To uniquely identify the federated user, the sub
claim is used, together with the OP issuer URL.

motley-cue also supports just-in-time provisioning
of Unix accounts, based on their federated identity attrib-
utes. This includes creating the corresponding Unix account
according to the configured naming policies, and adding
the user to the correct groups. Generally speaking, the full
lifecycle of the mapped Unix accounts can be managed by
motley-cue, including updating the account, deactivat-
ing/reactivating it, or deleting it.

Currently, mot ley-cue supports three backends for
user and group management: local Unix accounts (stored
in files local to the ssh-server, i.e. /etc/passwd), LDAP,
and bwIDM (an in-house solution at KIT). In addition, two
strategies for naming of user accounts are supported:
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e a friendly mode, where the username is derived from
federated attributes (such as the preferred username—
if present—first and last name, or some combination of
these attributes) in a user-friendly, readable way, with
the constraint that the username is not already assigned
to another user.

e apooled mode, where the username is taken from a pool
of usernames (defined by a string prefix and an increas-
ing number) and assigned to users in a round-robin fash-
ion, with the same constraint that the username is not
already assigned to another user.

Unix groups for each user can also be created based on
federated groups and entitlements. This feature is flexible
and easily configurable. An administrator can define which
groups should be created (all or a subset of the federated
groups), and how they should be named. The naming can be
configured using regular expressions, which allow for com-
plex transformations of the group names, such as removing
prefixes or suffixes, or replacing certain characters, in order
to satisfy Unix group naming and length conventions.

Our just-in-time account provisioning also supports a
so-called approval mode, where the account is created in
a pending state, and the site administrator is notified via
email to approve or reject the account. This is useful in cases
where the site admin wants to review the account before it is
activated, or when the account creation requires additional
steps.

For the implementation, motley-cue relies on feu-
dalAdapter [39], a Python library that provides a uni-
fied interface to different user management systems, with a
plug-in-based architecture that allows for easy extension to
new systems.

REST API

motley-cue exposes its functionality through an OIDC-
protected REST interface, with four main types of endpoints:

¢ Info endpoints: For querying information about the ser-
vice, such as the supported OPs, privacy policy, or OP-
specific settings such as authorisation rules, supported
OIDC scopes or required audience. Some of these end-
points can be accessed without authentication, while oth-
ers require a valid AT from a supported OP.

¢ User endpoints, covering multiple use-cases: i) querying
information to which Unix user the bearer of an AT is
(going to be) mapped. This includes information such as
the username or the provisioning status of the account;
ii) triggering the provisioning or the update of the Unix
account; and iii) requesting an OTP in case the AT is
longer than the allowed length of the password field,

D HTTP requests
L

S SERSTSSSREERSSE Reverse Proxy |-----------cooeeeommmmmoo ey

(nginx)
WSGI
(gunicorn)
T
| /user/get_status
/user/deploy
AuthN & AuthZ | | REST API /admin/suspend
(ﬂaat) (fastAPI) —> ;ﬁ::é?m/resume
_ /info/op
/verify_user
?ZEEZ{:gg:ﬁgg:Tconf LUM interface Approval &
(feudal Adapter) Notification
motley-cue I

Site-local User Management

(LDAP / files / ...)

Fig.3 Architecture and technology stack of the motley-cue ser-
vice. The service is usually deployed behind a reverse proxy that can
also handle the SSL encryption, with a Web Service Gateway Inter-
face (WSGI)—a Python-specific middleware allowing Python web
applications to communicate with web servers, while also providing
features like load-balancing, URL routing, and more. Service settings
are configured in two main configuration files: feudal adapter.
conf for the user management backend, and motley cue.conf
for all other settings, such as authorisation

1023 bytes. These endpoints can only be accessed by
authorised users.

¢ Admin endpoints: aimed at privileged users at federa-
tion-level, such as security officers, who can suspend and
unsuspend users, e.g. in case of a security incident. These
privileged users need to be authorised individually by the
site administrator.

¢ System endpoints: e.g. a user validation endpoint, that
can be used by the PAM module during the SSH login
process to verify that a given AT belongs to a given Unix
user, and that the user is authorised to log in.

The API is implemented using FastAPI [40], a modern
Python web framework for building APIs based on stand-
ard Python type hints. FastAPI provides automatic genera-
tion of OpenAPI documentation, as well as interactive API
documentation, which makes it easy to use and to integrate
with other tools.

Figure 3 shows the architecture and technology stack of
the motley-cue service.

oidc-agent
The approaches presented in this paper rely on the fact that

users need to obtain a valid AT from their OP to authenticate
to the SSH server. Any typical OIDC flow redirects the user
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to the OP’s login page using a web browser, where the user
inputs their credentials and consents to the requested scopes.
An Identity Token and an AT (and optionally a Refresh
Token) are then returned to the user’s client. The AT is usu-
ally short-lived. This process requires the user to follow an
interactive login flow, which is not in line with our goals or
our intended usage pattern.

To make the process more convenient, we use oidc-—
agent [41], acommand-line tool that allows users to obtain
OIDC tokens without interrupting their workflow. oidc-
agent follows the concept of ssh-agent, but instead of
SSH key material, it stores an OIDC Refresh Token and the
associated client idand client secret, encrypted
with a passphrase on the user’s client computer. This allows
the user to obtain new ATs on the command line without
interaction or physical presence at the computer. Having to
re-enter their credentials or use a browser, is only required
on expiry of a Refresh Token, which ranges between 24 h
and one year, depending on the OP.

oidc-agent supports multiple account configurations,
which correspond to different OP configurations, and hence
to different identities of the user. These identities may be
referred to with a shortname, or using the full issuer
URL.

oidc-agent also supports agent forwarding over SSH,
which allows the remote user to receive tokens from the
local agent. This is done by forwarding the Unix domain
socket used for communicating with the agent.

mccli

In order to log in to an SSH server with a federated identity,
a user needs to go through a number of steps:

1. Obtain an AT from the OP, e.g. using oidc-agent.
Use the AT to authenticate to the motley-cue API
and obtain the username that the user is mapped to on
the server.

3. If the user is not yet deployed on the server, trigger the
provisioning of the user account at the motley-cue
API using the AT.

4. Optionally, obtain an OTP from the motley-cue API
if the AT is longer than 1023 bytes.

$ mccli <command> <ssh-host> --oidc <oidc-
agent configuration>

$ mccli ssh ssh-oidc-demo.data.kit.edu --oidc
egi

Fig.4 Typical use of mccli to log in to an SSH server with a fed-
erated identity. In this example, oidc-agent integration is used to
obtain the AT from an already configured account for the EGI OP
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Fig.5 High-level interactions of webssh-oidc with the other rel-
evant components

5. Use the username to log in to the SSH server.
6. When prompted for the AT, place the AT or OTP into
the SSH client.

Steps 2 and 3 are necessary on the client-side because on-
the-fly user provisioning in the real sense (after authentica-
tion, without the user requesting it) is not technically pos-
sible.? This is due to the so-called sshd privilege separation
mechanism, where the SSH server saves the initial context at
the time of the SSH login, including the SSH username, and
ignores any changes during the authentication process, even
though PAM supports changing the username. This means
the username (or any identifier that NSS can translate to a
username) has to be known by the client when initiating the
login. Nevertheless, the user can still be provisioned auto-
matically and on-demand beforehand via motley-cue’s
REST API with a valid AT, where authorisation is automati-
cally checked.

The "motley-cue command-line interface" mccli is
a client-side tool we developed in order to automate these
steps that the user would otherwise need to do manually.
Step 6 is implemented using the pexpect [42] library to
place the AT (or OTP) into the SSH client when prompted,
thus enabling a non-interactive SSH login.

mccli supports the ssh commands ssh, scp, and sftp
and various options for contacting the correct instance of
motley-cue, as well as for configuring the source of the
AT. For details, see [43].

A typical use of mccli is shown in Fig. 4. It would—
just as with ordinary ssh—result in a shell on the remote
system.

The drawbacks of the mcc1i approach are that users
have to instal two components on their systems: oidc-
agent and mccli. In addition, only selected SSH-based
commands are supported. Advanced usage such as piping
stdin/stdout through SSH is not supported by mcc1li.

3 At least, not without a custom NSS library, or a smart shell. The
former solution was investigated and prototyped, but was not agreed
by relevant stakeholders due to the security implications.
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Fig.6 Architecture of the oinit solution. In this example, the
oinit-ca runs on a separate host (CA), but multiple configura-
tions are possible. oinit-ca can also be run on the same server as
motley-cue, behind the same reverse proxy, but it is also possi-
ble that oinit-ca, motley-cue and the SSH server are running

We address this in two ways, as described in Sects. "web-
ssh-oidc" and "SSH Certificate-based Approach".

webssh-oidc

To address the drawback of having to instal additional soft-
ware on the client-side and reduce the barrier of entry, we
also implemented a web-based SSH client that supports log-
in to OIDC-enabled SSH servers.

The tool is called webssh-oidc and can be run as a
web service on or near the server, or on a third-party server
that is allowed to access the motley—-cue API and the
SSH servers. Given the configurable nature of the tool, it is
possible to run it as a central service that can connect to any
infrastructure that allows it.

webssh-oidc essentially implements the same steps as
mccli, but in a web-based environment. The user is redi-
rected to the selected OP’s login page, where they log in
with their credentials. After the authorisation code flow of
OIDC, an AT is made available to the webssh-oidc cli-
ent, which is then used to authenticate to the motley-cue
API, provision a new account on the ssh-server if necessary,
and return the associated username to the client. The client
then uses this username to log in to the SSH server via web-
socket communication, and the AT is used to authenticate
the user. The user then has access to a shell on the remote
system in their browser.

The entire process is implemented in the client- and
server-side components of webssh-oidc, and the user
only needs a web browser. The burden of installing addi-
tional software is thus removed from the user and the effort
of running the webssh-oidc service will fall on the
administrator of the mot1ey-cue/SSH server, or can be

on different hosts. The depicted configuration with oinit-ca and
motley-cue running on separate hosts has the advantage that a sin-
gle CA can be used for multiple servers. The numbers on the arrows
show the steps in a typical SSH login flow when using this solution

delegated to a third party. Figure 5 describes the high-level
interactions of webssh-oidc with the other components.

For the implementation, webssh-oidc relies on mul-
tiple existing Javascript libraries for OIDC authentication,
websocket communication, and web-based terminal emula-
tion. We also provide a demo version of this service for
testing.*

SSH Certificate-Based Approach

As an alternative, we also provide a solution based on SSH
certificates, which addresses some of the limitations of the
PAM-based approach. These limitations include security
issues (such as the TOFU problem), as well as usability
issues (the need to use helper tools on the client-side instead
of vanilla SSH client, or the lack of support for advanced
SSH command lines or tools that rely on SSH, such as
rsync).

The solution, which relies on SSH certificates as an SSH
authentication mechanism, consists of a suite of tools, col-
lectively called oinit [44, 45]. The architecture of the
oinit solution is depicted in Fig. 6. It consists of three
main components:

e Certificate Authority (oinit-ca): a service that issues
SSH certificates to users based on their federated iden-
tity, through integration with motley-cue. The CA
can also be used to issue certificates for SSH servers,
which mitigates the TOFU problem.

4 https://ssh-oidc-web.vm.fedcloud.eu/.
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o (lient-side tool (oinit): a client-side tool that automates
the process of obtaining an SSH certificate from the CA,
based on an AT.

e SSH server-side tools (oinit-switch and oinit-shell): a
tool that securely switches the user’s identity from the
service user to the one contained in the SSH certificate,
and a custom, restricted shell for the service user.

Certificate Authority: oinit-ca

SSH certificates have been introduced in OpenSSH 5.3, and
they are a more secure alternative to public key authentica-
tion. They are based on the same public key cryptography,
but they are issued by a CA, which can ensure that they are
bound to a user’s identity, with an expiration date, and can be
revoked by the CA. In addition, the CA can enforce the use
of a passphrase, as well as other security policies.

SSH certificates contain a number of fields that provide
additional information, which could be useful or relevant for
our solution, such as:

e Principals: the user(s) or host(s) that the certificate is
valid for.

e Public key: the public key that the certificate is signed
for.

¢ Signing CA: the public key of the CA that signed the
certificate.

e Key ID: an optional identifier for the certificate, which
can be used for tracing, or in a key revocation list, option-
ally along with the Serial number.

e Critical Options: options that must be enforced by the
server, such as the command that the user is allowed to
run, or the accepted source addresses from which the
certificate may be presented.

¢ Extensions: options that can be enforced by the server,
such as X11 forwarding, agent forwarding, port forward-
ing, pty allocation, or user rc execution.

e Validity: the period of time during which the certificate
is valid.

The crucial design decision for the oinit solution was con-
cerned with the approach to be used to dynamically deter-
mine the Unix username on the SSH server (requirements R2
and R4-SSO and dynamic user provisioning). As explained
with the PAM approach in Sect. "mccli", sshd privilege sep-
aration prevents the username from being changed during
the authentication process. As such, the username must be
known in advance. For this, the CA interfaces with mot -
ley-cue to: trigger user provisioning using token-based
authentication, retrieve the username on the target system,
and finally embed this information in the certificate. In the
SSH certificate, the username will not only be set using the
Principals field of the certificate, but also by making
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use of the force-command Critical-Option. The Prin-
cipals field also contains a specific service user. This is to
support the non-username operation of requirement R4. For
this, the SSH certificates will use a specific service-user,
which—after additional checks—executes the force-
command to switch to the correct user. Since the correct
username is also listed as a principal, both modes (ssh with
and without username) will work. Figure 7 shows the con-
tents for an example SSH certificate.

oinit-ca isimplemented as an OIDC-protected REST
API, which can be accessed by the client with an AT to
obtain an SSH certificate. The service only supports HTTP
and must be run behind an HTTPS reverse proxy to prevent
snooping of access tokens, such as nginx. The CA relies on
motley-cue for user authorisation and provisioning. The
CA also provides an endpoint for requesting host certificates,
which mitigates the TOFU problem since the SSH client can
verify the host certificate with the CA.

SSH Server-Side Tools

The SSH server must be configured to support SSH certifi-
cates for authentication and trust the appropriate CAs. In
addition, a service user (by default oin1it) must be created,
which will be used to log in to the server. The service user
will then switch to the appropriate user as enforced by the
certificate, using the force-command option.

$ ssh-keygen -L -f user-key-cert.pub
user-key-cert.pub:
Type: ssh-ed25519-certv01Qopenssh.com user
certificate

Public key: ED25519-CERT SHA256:...

Signing CA: ED25519 SHA256:...

Key ID: "user@example.com"

Serial: O

Valid: from 2024-11-20T00:00:00 to
2024-11-21T00:00:00

Principals:
oinit
diana

Critical Options:
force-command oinit-switch diana

Extensions:
permit-Xll-forwarding
permit-agent-forwarding
permit-port-forwarding
permit-pty

Fig.7 Example of contents of an SSH certificate. The certificate is
valid for the users oinit and diana until 2024-11-21, and it allows
the user to only run the oinit-switch command, as well as to
forward X11, agent, port, and pty
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$ oinit add <ssh host address> [<CA URL>]
$ oinit add oinit-demo.vm.fedcloud.eu https
://oinit-demo.vm.fedcloud.eu

Fig.8 Adding a new host to the list of oinit-enabled servers. The
CA URL is optional and can be determined using DNS when missing

For user switching, we provide a tool called oinit-
switch, which ensures secure switching of the user con-
text. The tool relies on the Unix tool su, which was chosen
over alternatives like setuid or sudo since it can also sup-
port, among others: other sources of user accounts (such as
LDAP), aging account information (from /etc/shadow
file), as well as user environment configurations (e.g. from
/etc/login.defs). The tool also ensures that only the
service user can switch to the given user. In addition, it pro-
vides support for executing a command as the user instead
of starting an interactive shell.

An additional tool we provide for the server-side is
oinit-shell, which is a custom, secure shell for the ser-
vice user. The shell is used to restrict the allowed commands
for the service user to oinit-switch, and to prevent
interactive access for the service user. A detailed security
analysis is given in [44].

Client-Side: oinit

Since our solution works without any change to existing
SSH command lines, the user only needs a way to distin-
guish between oinit-enabled SSH servers and traditional
ones, as well as a way to configure which CA to use for
which SSH server. For this reason, we provide a client-side
tool called oinit. It provides multiple subcommands that
implement these configurations, as well as an automatic pro-
cess of obtaining an SSH certificate from the CA.

In a preparation step for an SSH login, the user adds
new hosts and their corresponding CAs to the list of serv-
ers that are oinit-enabled, as shown in Fig. 8. This con-
figuration is stored in a user configuration file (~/ .ssh/
oinit hosts), but system-wide configurations are also
supported (/etc/ssh/oinit hosts). The tool also
provides other management subcommands, such as listing
the configured hosts or removing a host.

The add command also adds additional required con-
figurations for SSH commands to run seamlessly and fully
transparent to the user, as shown in Fig. 9.

Once the host is added, the user can log in to the SSH
server using the SSH command as usual. With the match
subcommand, the oinit tool will automatically detect
whether the host is oinit-enabled and perform the neces-
sary steps to log in:

$ cat "/.ssh/known_hosts
Qcert-authority oinit-demo.vm.fedcloud.eu ssh
-ed25519 AAAAC3NzaC11ZDIINTESAAAAI. ..

$ cat "/.ssh/config

Match exec "oinit match %h %p"
User oinit
(remaining configuration)

Fig.9 Example configurations added to the ~/.ssh/known
hosts and ~/ . ssh/config files after adding a new host to the list
of oinit-enabled servers

1. obtain an AT from oidc-agent for the selected OP.

2. generate a fresh SSH key pair to be used for the SSH
certificate.

3. with the AT and the SSH key, obtain an SSH certificate
from the CA.

4. store the private key and the certificate in the ssh-
agent, for future uses until expiration.

The user will then be logged in to the server using the
certificate. For the user, this process is seamless and does
not require any additional steps (except selecting the OP on
the first login, if it cannot be determined automatically), as
shown in Fig. 10.

Usage Considerations

All the tools developed in this work are open-sourced under
the MIT license. We provide packages for the most common
Linux distributions in our repository,’ as well as pre-release
versions with the latest features.® We also provide client
tools for Windows, via the Windows Subsystem for Linux
(WSL), as well as a PuTTY plugin to enable SSH using the
PAM-based approach [46]. The tools have been evaluated by
multiple communities that use HPC or grid resources, such
as the PUNCH4NFDI consortium [47] (providing infrastruc-
ture for particle, astroparticle, hadron, and nuclear physics
research).

In this section, we address a number of considerations
that should be taken into account when using the tools, such
as limitations or use cases.

3 https://repo.data kit.edu.
5 https://repo.data.kit.edu/prerel.
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Fig. 10 Logging in to an

$ ssh oinit-demo.vm.fedcloud.eu

oinit-enabled SSH server [1] https://aai-dev.egi.eu/auth/realms/egi

using the ssh command. When [2] https://aai.egi.eu/auth/realms/egi (Accounts: egi)
the server supports multiple [3] https://accounts.google.com (Accounts: google)

OPs, the user is prompted to [4] https://iam.deep-hybrid-datacloud.eu

select the OP to use. Accounts
configured in oidc-agent
are shown in parentheses for

[6] https://login-dev.helmholtz.de/oauth2 (Accounts: helmholtz-dev)
[6] https://login.helmholtz.de/oauth2 (Accounts: helmholtz, scope-max-aai)

each OP [7] nhttps://oidc.scc.kit.edu/auth/realms/kit (Accounts: kit)
[8] https://wlcg.cloud.cnaf.infn.it
? Please select a provider to use [1-8]: 2
v' Received a certificate which is valid until 2024-11-22 14:41:13 +0100 CET
egi-eu_eosc-synergy-eu001@oinit-demo:~$

Running motley-cue needs a port open to the outside
world, since it has to be accessible not just by the PAM mod-
ule, but also by the client-side tools (mccli and webssh-
oidc). This can be a security risk, especially if the service
is not properly secured. We recommend running motley-
cue behind a reverse proxy, with SSL encryption, and with
proper access control. The service should also be monitored
for unusual activity, and logs should be kept for auditing
purposes. The packages already provide helpful configura-
tions for this purpose, e.g. for nginx as a reverse proxy, and
a systemd service file.

motley-cue can also run on a host separate from the
SSH server, depending on how the user database is accessed
(for example, via LDAP). This enables a use-case where
motley-cue is run on one dedicated host, and multiple
SSH servers are run on separate hosts, which is typical in
HPC environments. This relieves the SSH servers from the
need to have a port open to the outside world, and allows
the SSH host to be more secure, since it can be more easily
monitored and maintained.

Alternatively, with the certificate-based solution, the CA
can be the only component exposed to the outside world,
while the mot1ey-cue instance(s) can be run in a secure
environment since it would only need to be accessible by the
CA. This reduces the attack surface of the system, even in
scenarios where there is a mot ley-cue instance per SSH
server, e.g. when using local Unix accounts on each server.

The tools are designed to be secure and to follow best
practices, but they are not immune to attacks. For example,
the PAM module can be vulnerable to attacks that target
the OIDC flow, such as token theft or token replay attacks.
This can be mitigated by using short-lived tokens, and by
using secure communication channels. The CA also provides
a way to configure the validity of the certificates, as well
as their revocation. For the certificate-based approach, we
also provide mitigations through the server tools for several
attacks, such as tty injection and interactive access for the
service user [44].
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Summary and Future Work

As a solution to the problem of federated identity-based SSH
logins, we developed an ecosystem of tools that can be com-
bined depending on the use-case and the requirements of the
user or server administrator. The tools are designed to be
flexible, secure, and user-friendly, and to provide a seamless
experience for the user.

We provide both a PAM-based approach, which is suit-
able for most use-cases, and an SSH certificate-based
approach, which is more in-line with standard SSH uses,
but requires more setup. Both approaches rely on the same
core component on the server-side, motley-cue, which
provides authorisation, Unix account mapping and just-in-
time provisioning, as well as a REST API for both server and
client-side tools to interact with.

We also provide client-side tools that automate the pro-
cess of obtaining the necessary tokens and certificates, and
a web-based SSH client that allows users to log in without
installing additional software.

Future work will include improvements on the client-side
tools, such as: a non-interactive approach for the selection
of the OP with the oinit tool, support for more advanced
SSH command lines in the mccli tool, and support for
oinit in the webssh-oidc tool. In addition, on the
server-side we are planning to provide integrations with
additional user management backends, such as the account
linking service ALISE [48] or sssd, and to provide support
for other notification methods in the approval mode of user
provisioning, such as webhooks or messaging services. Fur-
thermore, the packaging of the tools will be improved, so
that the provided default configurations can ensure that the
tools work together seamlessly with minimal configuration.
Finally, we are planning to conduct a commercial security
audit of all components of the ecosystem.
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