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Abstract

The increasing complexity and connectivity of Smart Grids (SGs)
have made them vulnerable to cyber-physical threats, highlight-
ing the need for improved situational awareness in the energy
domain. To meet this need, we present ECAM (Event Correlation
for ATT&CK Mapping), an approach that uses the Industrial Con-
trol Systems (ICS)-specific MITRE ATT&CK framework to support
the correlation and interpretation of security events. We outline a
workflow for implementing and testing ECAM, aimed at strength-
ening the security of future power grids. The approach successfully
maps the conducted attacks to techniques T0814 (Denial of Service)
and T0830 (Adversary-in-the-Middle), demonstrating its effective-
ness in improving situational awareness. Therefore, we propose the
ECAM approach along with a workflow to guide future research
and advancements.
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1 Introduction

Modern energy systems are dynamic and interconnected systems
that integrate advanced communication and control technologies
to ensure a reliable, efficient and resilient energy supply. However,
this complexity increases the grid vulnerability to various secu-
rity concerns [1, 3]. Without security event correlation, the huge
number of events from various assets can overwhelm operators,
making it difficult to distinguish between benign events and threats.
The work of Sen et al. [7] focuses on a subset of techniques from
the MITRE ATT&CK framework, mapping the adversary’s tactics,
techniques and procedures to the kill-chain phases to form their
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multi-stage attack model. Our approach directly maps observed
adversary behaviors to known MITRE Industrial Control Systems
(ICS) Matrix [5], aiding in threat identification without relying on
the Cyber Kill Chain. We focus on the MITRE framework, as it
can be integrated into risk management. This work presents the
Event Correlation for ATT&CK Mapping (ECAM) approach, which
examines the effectiveness of MITRE ATT&CK-based correlation
in identifying threats within Smart Grids (SGs) and highlights the
benefits of integrating asset information. Key contributions include
proposing a MITRE-based security event correlation approach, in-
corporating a dynamic asset inventory database and evaluating the
approach using the available upon request dataset of Mumrez et al.

[6].

2 Event Correlation for ATT&CK Mapping
(ECAM)

According to [4], correlation techniques are classified into similarity-
based, step-based and mixed approaches. Similarity-based methods
analyze event attributes, timestamps or other features of group-
related alerts. Step-based methods identify sequential relationships
and causality between events. Mixed methods combine elements
of both, leveraging the strengths of attribute matching and sce-
nario reconstruction. Figure 1 illustrates our workflow for security
event correlation in ICS, focusing on mapping events to the MITRE
ATT&CK framework. The novelty lies in demonstrating the appli-
cation of security event correlation with targeted asset mapping
and security requirements, which supports risk prioritization for
SGs.

(1) Test phase generates security event data by selecting tac-
tics and techniques of ATT&CK, creating adversary profiles,
and executing realistic attack scenarios. In this study, attack
scenarios are based on [6], and the corresponding ATT&CK
tactics and techniques were selected manually after analyz-
ing the executed scenarios.

Correlation phase focuses on two processes: Preprocessing,
which ensures data normalization and filtering, and contex-
tual correlation, which links individual events to broader
attack scenarios, facilitating their alignment with specific
tactics and techniques. The correlation phase is designed
to map events to techniques and tactics by using a combi-
nation of graph-based, scenario-based and filtering-based
techniques. Graph-based correlation is performed by con-
structing a directed graph from the network traffic that incor-
porates data, such as asset details (e.g., MAC addresses, asset
types), interaction protocols (e.g., ARP, TCP, ICMP), and tem-
poral information (e.g., timestamps) to provide contextual
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understanding. Next, the approach applies scenario-based
correlation to map specific attack patterns. For instance, in
the case of an Adversary-in-the-Middle (AiTM) attack, the
system duplicate ARP packets, indicative of ARP spoofing,
with subsequent ICMP Redirect packets, suggesting traffic
redirection. These predefined scenarios serve as templates,
enabling the system to correlate sequences of events into
meaningful patterns related to malicious activity. To enhance
precision, the system employs filtering-based correlation.
(3) Evaluation phase assesses the effectiveness of the corre-
lation process to ensure it provides reliable and actionable
insights for enhancing cyber-security in ICS environments.

Results. To evaluate the proposed approach, we use a dataset
in pcapng format, along with descriptions of attack scenarios and
their impact on confidentiality, integrity, or availability, from [6].
Using the information on the scenarios and affected components,
these attacks were manually mapped to the corresponding MITRE
techniques and targeted assets. This mapping was carried out by
cross-referencing the MITRE ATT&CK ICS Matrix, focusing on
the technique descriptions and the identified targeted assets. The
results of the selection are presented in the MITRE Technique col-
umn of Table 1. In energy systems, ensuring the availability of
the data is of greater importance than integrity and confidentiality
[2]. The results of the correlation phase - ECAM show that the
approach mapped the attack-related, T0814 Denial of Service and
T0830 Adversary-in-the-Middle, events to the relevant techniques
as shown in Table 1.

MITRE
Technique

Security

Ad i
versary Requirement

Motivation - Denial of Service (DoS):
The attacker is assumed to cause

the termination of active connections.
Attack: TCP SYN Flooding Attack
involves flooding the channel

with TCP packets originating from

a high volume of invalid IP addresses.

T0814 Denial

of Service Availability

Motivation - Data modification Attack:
The attacker is expected to obtain
Man-in-the-Middle (MITM) position,
enabling them to intercept the real

time flow of network traffic.

Attack: ARP spoofing to poison the
cache of the Programmable Logic
Controller (PLC) and Photovoltaic

(PV) model by impersonating the
switch between them.

Table 1: Attack Scenarios mapped to the MITRE Techniques.

T0830
Adversary
-in-the-
Middle

Integrity

3 Conclusion and Outlook

We propose the Event Correlation for ATT&CK Mapping (ECAM)
approach to enhance situational awareness in Smart Grids (SGs) by
mapping adversary behaviors to specific techniques. The results
demonstrate the relevance of structured framework for enhancing
cyber-security. Future work includes evaluating false positive and
negative rates, correlation performance under varying scalability,
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Figure 1: Workflow for implementing and testing Event Cor-
relation for ATT&CK Mapping (ECAM)

and adaptability to evolving threats. We plan to extend the attack
scenarios using a threat emulation tool at the KASTEL Security Lab
Energy to automate the test phase.
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