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ABSTRACT

Extracting Digital Twin models by fusing expert knowledge
with Internet of Things data remains a challenging and open
research area. Existing literature offers very limited
approaches for seamless and systematic extraction of Digital
Twin models from these combined sources. In this paper, we
address the research gap by proposing a novel approach that
considers and integrates the uncertainty inherent in human
expert knowledge into the extraction processes of Digital
Twin models. Given that experts possess unique experiences,
contextual understandings and judgements, their knowledge
can be highly divergent, complex, ambiguous, and even
incorrect or incomplete. Consequently, not all expert
knowledge statements should be equally weighted in the
resulting simulation models. Our contributions include a
comprehensive literature review on the uncertainty in expert
knowledge and the proposal of an approach to integrate this
uncertainty in the extraction of Digital Twin models from
fused expert knowledge and IoT data. We demonstrate our
approach through a case study in reliability assessment.!
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1 INTRODUCTION

Digital Twins (DTs) have gained attention over the last years,
and are currently used in many domains, such as aerospace,
smart cities, manufacturing and logistics [14]. With the
capability to simulate, analyze and optimize [33], DTs allow a
wide area of application and have the potential to enable, e.g.,
time and cost reductions in manufacturing [11].

The Industry 4.0 revolution, driven by technologies like the
Internet of Things (IoT), has enabled data-driven DT model
extraction approaches that aim for automation and utilize
(real-time) IoT data [10, 14]. However, these data-driven DT
model extraction processes often neglect valuable insights
offered as expert knowledge (EK) from experts working with
these systems [28]. Thus, systematic fusion of EK and IoT data
for hybrid DT model extractions can result in more robust and
better-informed DT models [16].

Hybrid model extractions that seamlessly and
systematically integrate EK with IoT data for DT model
extraction remain a highly complex task and a significant
research gap [16]. In our earlier work [16], we initiated
addressing this gap by proposing a Fusion DT Framework for
extracting DT models from both EK and IoT data, while also
identifying key challenges and opportunities for implementing
the framework. Building on this foundation, in our subsequent
work [17], we presented a Proof of Concept (POC) for a hybrid
DT model extraction approach. This approach systematically
fuses EK and IoT data to extract simulation models, focusing
on the domain of reliability assessment in manufacturing.

EK from experts is, however, often formulated as
ambiguous and complicated natural language expert
knowledge statements (EKSs). EKSs can be incomplete,
conflicting or divergent, e.g, when made by different
individual experts [5, 8, 9, 29]. Consequently, EK inherently
exhibits uncertainty [4, 5, 9, 15, 34] that should be integrated
in DT models from fused EKSs and IoT data to accurately
reflect real-world conditions.
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To the best of our knowledge, no existing approaches in
literature systematically and seamlessly fuse EK and IoT data
for DT model extraction, while also integrating uncertainty
inherent to EKSs in these extracted DT models. We address
this research gap by extending on our previous approach to
consider uncertainty during the fusion process. Specifically,
we propose an approach that maps the uncertainty in expert
knowledge to precise probabilities of occurrence during the
integration of IoT data and EK. As a result, the extracted DT
models embed uncertainty for each EKS, offering valuable
information for simulation runs.

The remainder of this paper is organized as follows: In
Section 2, we provide a brief overview of DTs and DT model
extraction processes. We also discuss the concept of
uncertainty in EK and review the literature on mapping
uncertainty in EKSs to Fuzzy Logic. Additionally, we provide
background on Fuzzy Petri nets, which we use to represent DT
underlying models. We conclude Section 2 with a literature
review that addresses uncertainty in EK for DT models. In
Section 3, we propose our extended approach that captures
uncertainty of EKSs in Fuzzy Production Rules and extracts DT
Fuzzy Petri net models that incorporate uncertainty while
fusing EKSs and IoT data. In Section 4, we demonstrate, and
discuss our approach through a case study on reliability
modeling. In Section 5, we conclude the paper.

2 BACKGROUND AND RELATED WORK

2.1 Digital Twins for Reliability Assessment

The concept of DTs was first introduced by Grieves in 2002
and gained attention in recent years in academia and industry
[32]. However, there still does not exist one unified definition
or framework [24, 32]. For this paper, we define a DT, based
on the definition by VanDerHorn [32], as a DT being a digital
representative of a physical entity that features a bi-
directional communication between the digital representative
and the physical entity. Whereas, the bi-directional
communication link distinguishes a DT from the concepts of a
Digital Model and a Digital Shadow [21, 31].

DTs can enable cost and risk reductions, efficiency and
service improvements, as well as security, reliability and
resilience increases [32]. These potentials are enabled by
capabilities such as monitoring, simulation, analysis and
optimization [24, 33]. Based on DTs’ broad potential, DTs are
applied in various areas such as aeronautics, healthcare, smart
cities or manufacturing [14, 24].

In the manufacturing domain, reliability assessment is an
important application area for DT models [3, 10]. Faults and
failures in manufacturing systems can lead to high costs if
they, e.g, cause production outages [35]. DTs can enhance
reliability of systems by, e.g, simulations, monitoring,
optimization and predictive maintenance [3]. Therefore, we
focus our case study on reliability in the manufacturing
domain. Furthermore, we focus on faults, which describe the
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event(s) that trigger the failure(s) of the manufacturing
system or component [22].

2.2 Digital Twin Model Extractions

The literature identifies three main categories of techniques
for DT model extraction: 1) knowledge-driven; 2) data-driven;
and 3) hybrid [36]. In recent years, the Industry 4.0 revolution
has fostered a change from knowledge-driven towards data-
driven extractions [12, 13].

The knowledge-driven model development approach is
based on EK and, thus, requires significant manual human
input, making it unsuitable for automated adaption to
frequent changes in the production environment [10].
Furthermore, developing or updating these models demands
extensive effort from experts, leading to high costs and time
inefficiencies [10]. On the other hand, data-driven model
extraction seeks to automate the process by relying solely on
sensor and IoT data [10]. However, this approach is often
hindered by issues such as noise, errors and lack of data. On
top of that, even with large datasets, data-driven methods may
struggle to reliably detect certain events [36].

The afore-described challenges of knowledge-driven and
data-driven approaches can be mitigated by combining them
into a hybrid model extraction approach. This would allow
IoT data to be leveraged, while filling gaps of missing
information with EK, which provides context and experience
[16, 28]. With this hybrid extraction approach, better-
informed DT models can be achieved. However, achieving the
seamless and systematic fusion of IoT data and EK for hybrid
approaches remains a highly complex and unresolved
research challenge [16, 17].

2.3 Uncertainty in Expert Knowledge

In our previous work [17], we introduced three evaluation
metric dimensions to assess the difficulty of EKSs, which we
further elaborate on in this work with a focus on uncertainty:
1) degree of belief; 2) correspondence to an IoT data level;
and 3) time distance between fault and failure.

Degree of belief captures the inaccuracy and uncertainty in
EKSs. Correspondence to an IoT data level refers to the
correlation between IoT data and EK information. Thus, the
criteria describes how many and which IoT data levels one
EKS spans. Time distance between fault and failure captures
how difficult the fault failure correlation is based on the
amount of historic data needed.

In this paper, we focus on the evaluation dimension degree
of belief to address the various levels of uncertainty that is
included in EKSs [23]. As EKSs are made by individual experts,
each featuring a different level of experiences, context
understandings, judgements and decisions [5], EKSs can be
highly diverge, complex, ambiguous or even incomplete [9].
Another characteristic leading to uncertainty is that experts
often state EKSs in complex and ambiguous natural language
[8]. Thus, working with EK is a highly challenging task.
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Nevertheless, uncertainty contains valuable information and
has, therefore, become an important subject in complex
systems [5, 9]. In literature, uncertainty is defined as the
deviation from a complete determinism [15] and has three
aspects: 1) epistemic; 2) stochastic/ontological; and
ambiguity [4, 5, 9, 15, 34], elaborated in the following.

1) Epistemic refers to a lack of knowledge or incomplete
knowledge. Experts can have insufficient or incomplete
knowledge about the system of interest, which leads to
uncertainty [5]. This kind of uncertainty can happen if experts
have a lack of understanding or ignore available facts [5],
which leads to experts stating wrong or flawed information in
the EKSs. Incomplete knowledge from experts can also lead to
EKSs that are stated vaguely with approximations.

2) Stochastic/ontological refers to the unpredictability due
to natural variability in the system.

3) Ambiguity refers to the fact that there are multiple valid
frames of knowledge. Experts can understand the same
system of interest in different forms, which can lead to
conflicts [5] in EKSs. Furthermore, information in EKSs can be
interpreted differently by experts [5]. Additionally, from a
natural language processing (NLP) point of view, EKSs can be
stated in various formulations and different words due to the
ambiguity of natural language [8]. On top of that, if experts are
uncertain about absolute figures or the correctness of their
statement, they use terms from linguistic modifiers such as
“almost certainly”, “possible”, “probably”, “fairly” or “slightly”
[19, 20]. However, every expert formulates knowledge
differently, which means that, e.g., “probably” does not always
express the same amount of uncertainty. This can lead to
ambiguities in the meaning [2]. Therefore, for this paper, we
assume that experts utilize linguistic modifier terms in the
same ratio so that each linguistic modifier means the same
uncertainty in EKSs independent of the expert stating it.

In this paper, we consider aspects 1) and 3) as we focus on
uncertainty in EKSs and not uncertainty in the physical system
behavior itself. We further split aspects 1) and 3) into two
extraction categories for uncertainty information:

1) extracted directly from the EKSs; and
2) extracted from meta-information.

Meta-information contains additional properties about the
expert that cannot be extracted from pure EKSs information.
Thus, conclusions drawn from meta-information are
associated with the expert itself and not the specific EKS.
Meta-information from experts can be properties such as the
experience, the job role or the years of company affiliation.

For capturing uncertainty from meta-information, we
propose the term “trustworthiness”, where trustworthiness is
calculated as the mean from the available meta-information.
Based on our definition, an expert that is very experienced
receives a higher trustworthiness than an inexperienced one.
The same holds for the trustworthiness of an expert known
for their precision, in comparison to an expert known for slips
of the tongue. For this paper, we assume that the
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trustworthiness of each EKS is equal to the trustworthiness of
the expert stating it. With this assumption, the EKS that is
associated with the higher trustworthiness could be chosen in
case of a contradiction between EKSs. This supports
determining if an EKS is more correct than another EKS or
correlated IoT data, which will be developed in our future
work within a cross-validation. In further work, we will also
consider that experts can have different trustworthiness
levels dependent on the context domain. With this, the same
expert can have a high trustworthiness for, e.g., machines, and
a lower trustworthiness for, e.g., logistic processes. We focus
this paper on uncertainty that can be directly extracted from
EKSs natural language terms and reserve trustworthiness for
our future work.

2.4 Mapping Uncertainty in Expert Knowledge
Statements to Fuzzy Logic

In literature, there are multiple approaches to evaluate
uncertainty of natural language expressions with probability
values [2]. E.g, Fuzzy Logic (FL) has the ability to model
uncertainty and vagueness and, thus, can be used for modeling
of semantics from natural language [29]. However, it is
difficult to standardize the probability of natural language
terms [6] due to ambiguities [2]. Ambiguity is caused, e.g., as
the meaning of terms such as “very likely” depends from
human to human [6] and is highly dependent on the context
[29]. In the following we focus our literature review on
authors that propose firstly FL applications and secondly FL
probability values for concrete natural language terms.

Authors such as Omoregbe et al. [30], Chowdhary [8],
Zadeh [38], Novak [29] and Baaj and Poli [2] utilize FL in
relation to NLP, but do not consider transforming concrete
examples of natural language terms and linguistic modifiers
into FL with concrete probabilities or uncertainties. Omoregbe
et al. [30] use a fuzzy inference engine, where the degree of
membership is manually set by a human expert. Chowdhary
[8] mentions fuzzy matching. Zadeh [38] states that FL is able
to generalize and compute probabilistic, possibilistic or elastic
propositions from natural language. Novak [29] proposes an
approach for fuzzy natural logic that fuses natural logic from
the domain of linguistic and FL to capture semantics of natural
language based on the work of Zadeh. Baaj and Poli [2]
propose an approach that generates natural language
expressions from fuzzy rules to enhance the understanding of
a fuzzy inference system decision.

Several authors proposed methods to calculate uncertainty
or vagueness from natural language terms and linguistic
modifiers by assigning concrete values, as elaborated in the
following. Kent [19] proposes a uncertainty scale for the
domain of intelligence agencies. Budescu et al. [6] propose a
uncertainty scale for the domain of climatology. While, Zadeh
[37] shows the possibility of linguistic characterizations for
numeric data inputs based on membership functions.
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We selected the literature from Kent [19], Budescu et al.
[6] and Zadeh [37] as foundation for this paper, as these are
highly-cited, widely recognized in literature, and propose
concrete probability values for terms and linguistic modifiers.
Based on these sources, we summarized and created a
mapping of terms and probability of occurrence values, shown
in Table 1. For a better overview, we grouped terms and
linguistic modifiers with similar meanings and probability of
occurrence values into same uncertainty categories. This
resulted with seven categories, each containing terms with
similar meanings and associated probabilities.

Table 1: Uncertainty in EK based on terms

Terms

Virtually certain [6]
= Certain [19]

Very likely [6, 37]

~ Very probable [37]
~ Almost certain [19]

Probability of Occurrence

x=>99% [6]

~100% [19]

x=>90% [6]

%= 87% to 99% [19]

~0.25/0.6 + 0.49/0.7 +

0.81/0.8+1/0.9 +1/1 [37]

%= >66% [6]

%~ 63% to 87% [19]

~9.5/0.6 +0.7/0.7 +
0.9/0.8+1/0.9+1/1[37]

%~ 33% to 66% [6]

%~ 40% to 60% [19]

~1/(0+01+02+03+
0.4 +0.5)+0.5/0.6 +
0.3/0.7 +0.1/0.8 [37]

Likely [6, 37]
~ Probable [19]

About as likely as not [6]

~ More or less likely [37]

~ Not likely [37]

~ Neither very probable nor
very improbable [37]

~ Chances about even [19]
Unlikely [6, 37]

~ Improbable [37]

= Probably not [19]

~<33% [6]

~20% to 40% [19]

~1/0+1/0.1+0.9/0.2 +
0.7/0.3 + 0.5/0.4 [37]

~<10% [6]

~ 2% to 13% [19]

Very unlikely [6, 37]

~ Very improbable [37]

= Almost certainly not [19]
Exceptionally unlikely [6]
~ Impossible [19]

~<1% [6]
~ 0% [19]

In this paper, for our approach and case study, we focus on
the items summarized in Table 1. Additional terms, linguistic

fairly”, “slightly”

» o«

modifiers and qualifiers, such as “rather”,
[20] are part of our future work.

2.5 Fuzzy Petri nets as Modeling Formalism
for Integrating Uncertainty

DT models can be represented with different modeling
formalism such as Markov chains, Fault Trees or Petri nets
(PNs). As PNs can be directly extracted from data-driven
process mining and are widely used to represent DT models,
also in the area of reliability assessment [18], we choose PNs
and their variants as modeling formalism.
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As we aim to represent uncertainty in EKSs from human
experts in our DT models, we utilize a variant of PNs called
Fuzzy Petri nets (FPNs) for this paper. This variant,
introduced by Looney [25], has the capability to represent
knowledge and reasoning in expert systems [23]. Based on
this capability, knowledge that contains imprecision,
vagueness or fuzziness can be captured in FPNs [23].

FPNs utilize common elements of PNs, i.e., places,
transitions and arcs. Places are drawn as cycles, transitions as
bars and directed arcs describe the relationship between
places and transitions [23]. FPNs contain the parameter p (p €
[0,1]), associated with a transition, that represents the
certainty factor and indicates how certain the rule is true, i.e.,
the degree of belief [23]. The transition firing process
represents the knowledge reasoning process. The arcs
connecting places and transitions, show the interconnection
between propositions (places) and reasoning rules [23].

For this paper, we utilize Fuzzy Production Rules (FPRs) as
general knowledge formalization, as they play an essential
part in storing and representing expert knowledge that is
stated in a vague way [23]. FPRs are mostly presented in a
fuzzy if-then rule in the form of IF a THEN c (u), where both
the if and the then part are expressed through FL terms. For
each rule, a is the antecedent part and c is the consequent part
[23]. Both parts can comprise multiple propositions
containing fuzzy variables joined with AND/OR [7, 23].

2.6 Existing Approaches on Addressing
Uncertainty from Expert Knowledge in
Digital Twin Models

In our literature review, we focus on approaches within the
domain of DTs that use FPNs or FL to integrate EK into their
concepts and implementations. We present some of these
works as follows. Manocha et al. [26] propose an approach
inspired by DTs and FL for flood prediction in the smart city
domain and propose to integrate their solution into a DT in
further work. Alves de Araujo Junior et al. [1] present an
approach for the electric sector and power plants in Brazil.
They extract fuzzy rules and develop a DT for a water-cooling
system that calculates the number of efficiently operated fans,
thus, supporting the decision-making process. Similarly,
Monek and Fischer [27] propose an Expert Twin system that
reduces reaction times and improves the efficiency in decision
support. They introduce a DT framework in which human EK
is integrated through FL in the decision-making module.

The works by Manocha et al. [26], Alves de Araujo Junior et
al. [1] and Monek and Fischer [27] have in common that they
do not detail on EKSs and their formalization by using FL. The
authors also do not focus on the extraction of DT models from
both EKS and IoT data and do not utilize FPNs as modeling
formalism simultaneously.

Thus, to the best of our knowledge, no existing approaches
integrate uncertainty from EKSs in the fusion of EKSs and IoT
data for DT model extractions. Similarly, there are no existing
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approaches that extract DT models as FPNs generated by IoT
data and natural language EKSs in the field of reliability
assessment for manufacturing. Therefore, we aim to address
this research gap by incorporating uncertainty in DT model
extractions.

3 ADDRESSING UNCERTAINTY IN EXPERT
STATEMENTS FOR MODEL EXTRACTION

To address the identified research gap of considering
uncertainty in EK within the fusion of EK and IoT data for DT
model extractions, we extend on our previously proposed
hybrid fused model extraction approach for EK and IoT data
from [17]. As noted, we focus our approach and use case on
reliability assessment of manufacturing systems. With the
extension of our approach both expert knowledge and its
associated uncertainty are considered through a probability of
occurrence. This ensures that not all EKSs are equally
weighted during simulations.

To consider uncertainty in DT model extractions, we use
FPRs as formalization for EKSs. We, further, add an IN part for
stating the component affected by the fault. We define the
formalization for each EKS and its correlated uncertainty as:

IF antecedent THEN consequent /N component (1), (9]
where u is a certainty factor, and equal to the probability of
occurrence and degree of belief derived from literature. The
certainty factor is calculated as:

p = (100% certainty) - (mean of uncertainty in EKS in %).

In [17], we proposed four data-EK fusion algorithms in two
fusion strategies to extract stochastic Petri nets from fused
EKSs and IoT data. In this paper, we take our previously
proposed PRE-FA and POST-FA data-EK fusion algorithms as
the foundation, as the algorithms focus on fault information by
extracting guard functions for the transitions. In this paper,
we extend both algorithms to extract FPNs from EKSs that
contain uncertainty expressed through terms using natural
language. We refer to these extended algorithms as FUZZY-
PRE-FA and FUZZY-POST-FA algorithms. Pseudocode extracts
of both algorithms are shown in Fig. 1. Both algorithms have
in common that they take formalized EKSs (FEKSs) as input,
formalized as shown in (1), and extract FPNs as output. The
extracted FPNs then both contain FEKSs fault information and
uncertainty as guard functions and certainty factors.
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Algorithm 1: FUZZY-PRE-FA extract.
syndata = synthetic state condition log;
sv = sensor value; lsv = lowest sv; t= transition
for FEKS in list of FEKSs do
filter syndata for resource equal to component;
for entry in filtered syndata do
get sv based on FEKS condition

add sv to sv list
end

find Isv out of sv list;
find assigned transition t;
set guard function to larger or equal to lsv in t;
set certainty factor from FEKS as p in t;
end
for t in transitions of model do
if ¢ does not have guard function then
| set certainty factor of t to 0.995;
end

end

Algorithm 2: FUZZY-POST-FA extract.
¢ = condition; t = transition; s = statement;
for s in list of FEKS do
set ¢ to s between “IF” and “THEN";
add c to c list;
add p to p list;
end
for t in transitions of model do
if ¢ is assigned to ¢ in ¢ list then
modify t to type immediate;
set guard function of t to assigned ¢;
set certainty factor of t to assigned p;
end
else
| set certainty factor of t to 0.995;
end
end

Figure 1: Fusion algorithm pseudocode extracts.

The FUZZY-PRE-FA algorithm is part of the a priori
strategy (FEKSs fusion during FPN extraction) that requires
synthetic state condition IoT data, as additional input. The
synthetic state condition IoT log is a merge of the IoT
condition monitoring log data and IoT state log data. Based on
synthetic data and FEKSs, the algorithm finds guard function
values and assigns certainty factors to transitions.

The FUZZY-POST-FA algorithm is part of the a posteriori
strategy (FEKSs fusion after FPN extraction) and assigns
guard functions and certainty factor values, directly extracted
from FEKSs, to the assigned transitions.

As IoT data contains noise and errors, we assume that it
does not possess a 100% certainty. Further, we assume that
the certainty factor of transitions extracted from IoT data
contains the same uncertainty as if an expert states “certain”
in their EKS. Therefore, we assume a IoT data certainty factor
of 99.5%, transferred from Table 3. This certainty factor is
added to every transition not annotated with FEKSs. In the
following, we demonstrate our approach.
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4 CASE STUDY: INTEGRATION OF
UNCERTAINTY INTO SIMULATION MODELS

4.1 Case Study in Reliability Modeling

With this case study, we show that uncertainty can be
effectively captured when extracting DT models from a fusion
of EKS and IoT data. For this, we extend our case study from
[17], where we fused EKSs and IoT data to extract DT PNs
within a POC in the reliability assessment domain.

The case study is based on a manufacturing system with
two manufacturing cells, Celll and Cell2, and one Automated
Guided Vehicle (AGV) that delivers material to Cell2. We
utilize the simulation model, created IoT data and ddra library
based PN data-EK fusion algorithms from our previous work
[17] as foundation and modify them further in this case study
to integrate uncertainty. In our case study, we focus on EKSs
containing faults describing the manufacturing system.

Our case study consists of five steps: 1) design four EKSs
containing fault information and uncertainty; 2) map EK
terms to certainty factor probabilities; 3) formalize EKSs into
FPRs; 4) extract FPNs using FUZZY-PRE-FA and FUZZY-POST-
FA algorithms; and 5) validate and discuss results.

4.2 Step 1: Expert Knowledge Statements

We create four EKSs, shown in Table 2, that contain
information about the case study manufacturing system. The
EKSs include additional information, faults consisting of
multiple conditions and uncertainty. We highlighted the terms
that show uncertainty in Table 2 by underlining.

Table 2: EKSs containing uncertainty

Expert Knowledge Statements

EKS1 If Sensorl of manufacturing Celll reaches a value of
probable 4 and Sensor2 a value of above probable 2, the

chances are about even that Celll needs repair.

EKS2 Cell2 fails almost certainly within the next hour as soon as
there is a sharp loud noise from the machine in Cell2. With a

high likelihood the noise is somewhere above 90 decibels.

EKS3 It is impossible that the AGV continues its operation, if

Material2 is delivered twisted from the AGV.

EKS4 I am certain that if the AGV runs more than 2 months
without maintenance, there is the possibility that Celll fails

and needs repair.

4.3 Step 2: Translation of Expert Knowledge
Statements into Certainty Factors

Based on our literature review in Subsection 2.4, we assume
the certainty factors for natural language terms in EKSs for
this paper. The concluding terms and values are displayed in
Table 3. Each listed term, e.g., “certain” is a representant for
the terms within the same meaning category established in
Table 1. To calculate concrete certainty factors for our FPN,
we took the highest and lowest value for the probability of
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Table 3: Quantification of uncertainty

Term Literature Range Certainty Factor
Certain 99% - 100% 99.5%

Very probable 85% - 99% 92%

Likely, Possible 66% - 90% 78%

Chances about even 33% - 66% 49.5%
Improbable 10% - 40% 25%

Very unlikely 1%-13% 7%

Impossible 0% -1% 0.5%

occurrence from literature and calculated the mean from the
upper and lower bound. With this, e.g., “very probable” gets
the certainty value of 92% assigned. This mapping is then the
basis to transform EKSs into FPRs in the next subsection.

4.4 Step 3: Formalization of Expert Knowledge
Statements into Fuzzy Production Rules

In this step, we manually formalize EKS1-4 into FPRs, as
shown in (1). The resulting EKSs are shown in Table 4.

Table 4: Formalization Approach of EKSs into FPRs

Formalized EKSs Certainty
Factor
FEKS1  IF Celll_sensorl == 4 AND Cell1_sensor2 >= u=0.685
2 THEN failure IN Celll
FEKS2 IF Cell2_sensor >= 90 THEN failure IN Cell2 u=0.92
FEKS3 IF Material2 == twisted THEN failure IN AGV u=0.005
FEKS4  IF maintenance > 60 days THEN failure IN u=0.8875

AGV

The certainty factor p is assigned to the FEKSs based on the
probability of occurrence values in Table 3. If one EKS
contains multiple linguistic modifier terms related to the same
circumstance, we calculate the mean of the probabilities. In
EKS1 there are the linguistic modifiers “probable”, “probable”
and “chances are about even” involved. From Table 3,
“probable” is associated with 78% and “chances are about
even” is associated with 49.5%. Thus, we calculate the

certainty factor value with (0.78 + 0.78 + 0.495) / 3 = 68.5 %.

4.5 Step 4: Extraction of Fuzzy Petri nets
Including Uncertainty

To extract the FPN shown in Fig. 2, we execute our two
proposed fusion algorithms, FUZZY-PRE-FA and FUZZY-POST-
FA, on FEKS1-4. In Fig. 2, we highlighted the extracted guard
functions and certainty factors for the respective transitions
and annotated, which algorithm extracted which FEKS.

For this case study, we decided which algorithm to use
based on the availability of IoT and sensor data. As there is
synthetic state condition IoT data available for FEKS1-2 from
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our case study in [17], we executed FUZZY-PRE-FA on FEKS1-
2. This is why, e.g., for FEKS2, the guard function gets 93.47
decibel assigned and not 90 as stated in FEKS2. As there are
no real loT data available for twisted materials and
maintenance cycles in this case study setup, we are not able to
generate synthetic IoT data for FEKS3-4. Thus, the FUZZY-
PPRE-FA algorithm cannot be applied. Therefore, we use the
FUZZY-POST-FA algorithm for FEKS3-4 to extract the guard
function values and certainty factors directly from the FEKSs.

FUZZY-PRE-FA, executed on FEKS1, adds one guard
function to the transition “fail_cell1” with two fault conditions
connected over an AND as well as the certainty factor of
68.5%. As FEKS3 and FEKS4 describe both a fault of the AGV,
the transition “fail_agv” is annotated with two independent
guard functions and two different certainty factors (0.5% and
88.75%) for each fault. All transitions without an assigned
guard function from EKSs get the certainty factor of 99.5%
assigned independent of which algorithm we choose.

;i iEEg; nelw_orde‘r
E FEKS3 ) weibull_min
4‘ FEKS4 rnanu_al_\oadlng p=0.995
weibull_min
p=
agv_failed

cell1_operation
triang

repair_agv u=0.995
lognorm
u=0.995

agv_transport
_and_unload
weibull_min

FUZZY-POST-FA result
material2 == twisted
§ =0.005
OR

cell2_operation
triang
p=0.995

repair_celll
weibull_min
p=0.995

maintenance >= 60

4 M =0.8875

cell2_failed|
fail_cell1
FUZZY-PRE-FA result
cell1_sensor1 == 4.02
AND
celll_sensor2 >= 2.39
H =0.685

repair_cell2
uniform

order_completed
349

FUZZY-PRE-FA result

z-ceil2_sensor >=93.47
| pu=0.92

fail_cell2

Figure 2: Fuzzy Petri net containing uncertainty of FEKSs
extracted from FUZZY-PRE-FA and FUZZY-POST-FA.
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4.6 Step 5: Result Validation and Discussion

We conclude that our proposed approach effectively captures
uncertainty of EKSs during the extraction of DT models, based
on a face validity and manual comparison approach [39].
Specifically, our approach extracts FPNs from both IoT data
and EKSs, incorporating uncertainty in the information
extracted from EKSs. This process involves extracting places
and transitions, as well as integrating certainty factors and
guard functions to the transitions. The face validity
assessment confirms that all guard functions and certainty
factors are correctly extracted and assigned to the respective
transitions with our case study examples. As part of our
future work, we aim to further refine validation processes.

When comparing both algorithms in their functionalities,
we conclude that the FUZZY-PRE-FA extracts more concrete
guard function values, as it does not depend on vague values
stated in the FEKSs. Instead, the algorithm finds the concrete
sensor fault values in the synthetic IoT data, which includes
real sensor values from the system of interest. Thus, we chose
this algorithm whenever IoT data is available from which then
synthetic data can be merged. However, as the FUZZY-POST-
FA algorithm solely depends on FEKSs, it can be used in more
cases, especially when IoT data is unavailable or insufficient.

As future refinement, we aim to enhance validation by
automating the checking and refinement of certainty factors
and automating the formalization approach using NLP
techniques. We, furthermore, aim to develop cross-validation
methods for handling complementing or conflicting EKSs and
IoT data.

5 CONCLUSIONS AND OUTLOOK

In this study, we developed an approach to incorporate
uncertainty in expert knowledge statements during the fusion
of expert knowledge and data for the extraction of Digital
Twin models. Our approach includes a formalization
technique and two fusion algorithms, which we, subsequently,
demonstrated in a case study focused on reliability
assessment. For future work, we aim to refine and extend our
approach by, e.g, automating algorithm execution and
decision-making processes, as well as implementing a cross-
validation between data and expert knowledge. Additionally,
we aim to extend our approach to Weighted Fuzzy Petri nets,
enabling integration of uncertainty derived from expert
trustworthiness into Digital Twin models.
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