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Abstract

In a Hardware-in-the-Loop digital substation, we show that a net-
work attacker can spoof a GOOSE trip to open a breaker. We propose
two detectors—one machine-learning, one rule-based—and illus-
trate both attack and defense in an interactive demo for awareness.
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1 Introduction

IEC 61850 GOOSE delivers fast control/status messages but lacks
cryptographic safeguards, enabling spoofing attacks [1]. We exper-
imentally forge a masquerade trip (ATT&CK T1036) that opens a
breaker. Unlike prior studies [2, 3] we demonstrate the attack on
real hardware and share all artifacts. Finally, we evaluate both ML
and rule-based IDS.
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2 Background

A GOOSE message carries two counters—state (st) that defines
a new event and sequence (q) for retransmission; besides st and
q fields, it includes gocbRef (dataset reference), timeAllowedTo-
Live, datSet, goID, confRev and all-data containing the command in
boolean; see our parser in the repo for full details. A new event(legit
and non-legit trip/non-trip) is added by incrementing the st, and
resetting the g to zero.

3 Methodology

The experiment used a controlled laboratory setup replicating a
substation environment. A GOOSE dissector was developed to
decode network traffic and study communication.

Testbed. Our testbed replicates a digital substation with merging
units and bay controllers on the process bus, and relay RTUs with
SCADA on the station bus; detailed network diagrams are available
in our GitLab repo.

Attack. We craft packets with the purpose of injecting a mali-
cious GOOSE message into the process bus. Because GOOSE frames
lack any authentication, an attacker with access to the process bus
can forge Ethernet frames carrying GOOSE payloads that exactly
match the legitimate packet structure, causing unsuspecting control
bay to accept injected trip commands. The forged message mimics
a legitimate trip command by replicating key parameters from Sec-
tion 2. The Boolean command flag in the GOOSE payload is set to
True, instructing the circuit breaker to open. The crafted packets
are injected into the process bus, encapsulated in an Ethernet frame
using a typical GOOSE multicast address. The packet is transmitted
to emulate normal traffic, causing the breaker controller to accept
the open command. Figure 1 shows circuit breaker state changes
over time. Of 3 total trips, 2 were legitimate while 1 attack-induced
event occurred during state 149, demonstrating successful injection.

Detection. We developed a framework emulating process-bus
behavior using Random Forest (RF) and rule-based techniques. We
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Figure 1: GOOSE trip events sample in our digital substation.

generated packet streams mimicking normal substation communi-
cation with fixed ratios of legitimate GOOSE behavior, validated
on a real testbed. In normal conditions, breaker state changes
are indicated by GOOSE messages where state numbers incre-
ment and sequence numbers reset to zero [5]; during retransmis-
sions, sequence numbers increment until the next state change.
GOOSE Protocol Model. Let s; (state) and g; (sequence) denote
the t-th packet’s counters. Under normal (non-trip) operation,
St = S¢—1, qt = qr—1+1, and at a legitimate trip, s; = s;(—1+1, q: = 0.
Raw-Feature RF Classifier. We train an RF directly on abso-
lute stnum (s;) and sqnum (q;), labeling packets 0 (legitimate) or
1 (injected). Training uses synthetic GOOSE streams of 10 000
packets (to vary attack- 0.1/normal ratio -0.001) plus hardware-
in-the-loop data (70 % train / 30 % test). The raw features model
processes packets independently, training on absolute values of
stnum and sqnum with labels (0 for legitimate, 1 for injected). The
RF learns normal packet feature distributions, but reliance on abso-
lute values potentially leaves detection vulnerable to subtle adver-
sarial manipulations. Differential-Feature RF Classifier. To en-
hance robustness let’s (sp, qp) be the last legitimate counters; define
Ast = st —sp, Aqr = qt —qp. One expects As; = 0, Ag; = 1 (normal)
and As; = 1, Aq; = —qp (trip). Training on (As, Aq) also yields
> 99% accuracy with improved robustness. Evaluation. We used
train_test_split (with random_state=42, test_size=0.3, and
stratify=y_raw) to split the data into 70% training and 30% test-
ing sets while preserving the original class distribution. We present
confusion matrices that give indications on how many false posi-
tives exist in the Git repository; the results vary from experiment to
experiment, but we are consistently observing results in the order
of 3 false positives within 875 injections ( about 0.3% false positives)
and achieving an accuracy > 99% accuracy. Rule-Based Detector.
Complementing the ML approach, we developed a deterministic
rule-based detection mechanism that capitalizes on the expected
sequential behavior. Let A(¢) be an indicator function that signals
an anomaly at packet ¢. The rules are expressed as:

, ifsy #sp—1and sy #sp-1+ 1,
if sy =s;—1 and q; # qr—1 + 1,

1

1
A(r) = .
1, ifs; =s;—1+1andgq; #0,
0

, otherwise.

Adversarial Evaluation. An adversarial perturbation search
varied (s¢, q¢) around expected values [4]. The raw-feature RF oc-
casionally misclassifies crafted candidates, whereas the differential
RF and rule-based detectors consistently identify all anomalies.

Results. The masquerade attack successfully opened the cir-
cuit breaker, potentially causing blackout. Figure 2 shows normal
operation (breaker Q0 and disconnector Q1 energized) versus post-
attack state (QO open, line isolated). Continuous packet injection

prevented breaker operation and lockout reset, causing DoS. Other
attacks (volumetric DoS, replay, random data injection) had no
impact, highlighting masquerade attack severity. ML classifiers
with raw/differential features combined with rule-based detection
provide robust defense, aiding incident analysis and response.

Live Demonstration. We developed a web interface for exe-
cuting live masquerade attacks and monitoring SCADA impact.
Users function as substation operators to restore operations, and
train/evaluate ML models with rule-based IDS, serving as a training
and awareness resource.
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Figure 2: Normal (left) and attacked (right) system diagrams.

4 Conclusion

This study demonstrates a security gap in the GOOSE protocol,
simulated in lab conditions that recreate real situations. This in-
jection vulnerability poses a risk to substation operations, as the
unauthorized opening of a circuit breaker can lead to widespread
outages or equipment damage. To counter this, our detection strat-
egy is capable of reliably identifying malicious injections in GOOSE
communications, thereby contributing to the improved security of
digital substations in smart grid systems.
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