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Foreword

This volume contains the proceedings of the 19th International Working Conference on Variabil-
ity Modelling of Software-intensive Systems (VaMoS’25), which took place in Rennes, France,
February 3-6, 2025.

The previous editions of the event were held in Bern (2024), Odense (2023), Florence (2022,
virtually), Krems (2021, virtually), Magdeburg (2020), Leuven (2019), Madrid (2018), Eind-
hoven (2017), Salvador (2016), Hildesheim (2015), Nice (2014), Pisa (2013), Leipzig (2012),
Namur (2011), Linz (2010), Sevilla (2009), Essen (2008), and Limerick (2007).

Supported by its strong community, the 18 previous editions of the VaMoS workshop suc-
cessfully bootstrapped research on modelling and managing variability of software systems, as
witnessed by the many related breakthroughs published in top-tier conferences and journals.
VaMoS aims to bring together researchers and practitioners to share ideas, results and experi-
ences about their quest for mastering variability.

VaMoS 2025 started with the 8th International Workshop on Languages for Modelling Vari-
ability (MODEVAR 2025). Similar to previous years, VaMoS 2025 invited different types of con-
tributions with the aim of expanding the community and further stimulating discussions: The
Technical track for original research, the Variability-in-Practice track for real-world problems
and solutions, and the New and Controversial Ideas track for short talks on new or positional
topics.

VaMoS 2025 continued the artifact track initiated in the previous edition. This track aims to
foster reusability in the variability modelling field. Through this track, researchers can actively
contribute to open science in software engineering research. Authors of accepted papers were
encouraged to submit their artifacts for evaluation in this track. The considered artifacts
included (but were not limited to) any dataset, tool, script, experimental protocol, codebook,
or other executable or non-executable object produced by or used. For this second edition, the
track again relied on the badges defined by the ACM: Available, Functional, Reusable.

Most of today’s software is made variable to allow for more adaptability and economies
of scale, while many development practices (such as DevOps, A/B testing, parameter tuning,
or continuous integration) support this goal of engineering software variants. VaMoS is the
ideal venue to explore the underlying problems (such as automation, traceability, or combina-
torial explosion) and their solutions. Moreover, variability is prominent in many systems — not
only in software. For these reasons, we welcomed contributions from related areas (such as
configuration, configurable systems, product lines, adaptive systems, or generators) as well as
from new and emerging domains where techniques to manage complexity introduced by vari-
ability are applied (such as IoT systems, 3D printing, autonomous and deep learning systems,
software-defined networks, security, generative art, games, or research software). Topics of
interest included, but were not limited to:

« Variability Modeling and Realization

o Variability in Emerging Domains/Technologies

e Automated Reasoning on Variability

o Variability in AT Methods

o AT for Variability (Generative Al, Large Language Models)
o Variability for Sustainability

« Sustainable Variability

o Variability Across the Software Lifecycle
iii
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o Variability in Adaptive Systems

e Test and Verification of Variable Systems

o Configuration Management

o Evolution of Variability-Intensive Systems

¢ Runtime Variability

e Variability Mining

o Visualization Techniques for Variability

o Reverse-Engineering of Variability

e Economic Aspects of Variability

e Variability and Quality Requirements

o Industrial Development of Variable Systems
o Experience Reports from Managing Variability in Practice
o Variability for Security

VaMoS 2025 received 31 submissions overall across its paper tracks. These underwent a
rigorous peer review process with each submission receiving reviews from at least 3 reviewers.
After a discussion phase, the Program Committee decided to accept 10 Research Papers, 7 Tool
Papers, and 2 New Ideas Papers, covering a wide variety of topics. In the Artifact Evaluation
track, 8 artifacts were submitted, and all 8 were accepted for evaluation. Among the accepted
artifacts, 8 received the Available badge, 5 received the Functional badge, and 3 received the
Reusable badge. We thank the Program Committee members and all additional reviewers for
providing detailed feedback and for participating in the discussions.

The VaMoS 2025 conference featured two keynote talks. We thank our speakers for accepting
our invitation and for sharing their expertise at the conference:

e Camille Maumet, Variability in Brain Imaging Studies Across Different Analysis Pipelines

e Hugo Guillermo Chale-Gongora, Model-Based PLE and Variability Modeling — Which is
Yin and Which is Yang?

This year, the paper “Code Smells Revisited: A Variability Perspective” by Wolfram Fenske
(University of Magdeburg, Germany) and Sandro Schulze (University of Magdeburg, Germany)
was selected as the Most Influential Paper. The paper was originally presented at VaMoS 2015.

VaMoS 2025 also recognized outstanding contributions with the following awards:

e Best Research Paper: “Teach Variability! A Modern University Course on Software Prod-
uct Lines” by Elias Kuiter, Thomas Thiim and Timo Kehrer.

o Best Paper Reviewer: Sandra Greiner (University of Southern Denmark & University of
Regensburg, Germany).

o Best Artifact Evaluation Reviewer: Philippe Collet (University of Nice Sophia Antipolis,
France).

v



Proceedings VaMoS 2025

Like previous VaMoS editions, this year’s event was a highly interactive event. Each session
provided moderated discussions and also involved the paper presenters as discussants. We
are grateful to the Local Arrangements chairs Djamel Eddine Khelladi and Paul Temple, the
Publicity chair Olivier Zendra, and the local organization team for their help in organizing
VaMoS 2025. Finally, we thank the Steering Committee that entrusted us with the organization
of the conference.

Mathieu Acher
University of Rennes, France

Juliana Alves Pereira
PUC-Rio, Brazil
Clément Quinton
University of Lille, France
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e Paul Temple, University of Rennes, France
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Program Committee (Research Track)
¢ Alexander Felfernig — TU Graz, Austria
e Camille Salinesi — CRI, Université de Paris 1 Panthéon-Sorbonne, France
o Goetz Botterweck — Trinity College Dublin, Lero, Ireland
e José A. Galindo — University of Sevilla, Spain
e Klaus Schmid — University of Hildesheim, Germany
e Sophie Fortz — PReCISE, NaDI, Université de Namur, Belgium
o Tewfik Ziadi — Sorbonne Université-CNRS 7606, LIP6, France
e Timo Kehrer — University of Bern, Switzerland
e Xhevahire Térnava — Télécom Paris, IP Paris, France
e Sébastien Mosser — McMaster University, Canada
o Leopoldo Teixeira — Federal University of Pernambuco, Brazil
o Wesley K. G. Assunc¢ao — North Carolina State University, USA
e David Benavides — University of Sevilla, Spain
e Jihyun Lee — Jeonbuk National University, South Korea
o Jacob Kriiger — Eindhoven University of Technology, Netherlands
o Gilles Perrouin — Université de Namur, Belgium
e Ivan Machado — Federal University of Bahia, Brazil
e Vander Alves — University of Brasilia, Brazil
o Jabier Martinez — Tecnalia, France
o Sandra Greiner — University of Southern Denmark & University of Regensburg, Germany
e Christoph Elsner — Siemens AG
o Mbnica Pinto — ITIS Software, University of Malaga, Spain
e Jacopo Mauro — University of Southern Denmark, Denmark
¢ Roberto Lopez-Herrejon — Ecole de Technologie Supérieure de Montreal, Canada
e Deepak Dhungana — IMC University of Applied Sciences, Austria
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Philippe Collet — University of Nice Sophia Antipolis, France
Samuel Dubuisson — University of Lille, France

José A. Galindo — University of Sevilla, Spain

Sandra Greiner — University of Southern Denmark & University of Regensburg, Germany
Jihyun Lee — Jeonbuk National University, South Korea
Gilles Perrouin — Université de Namur, Belgium

Mbnica Pinto — ITIS Software, University of Malaga, Spain
Leopoldo Teixeira — Federal University of Pernambuco, Brazil
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Keynotes

Variability in Brain Imaging Studies Across Different Analysis Pipelines

Camille Maumet (Inria Rennes Bretagne Atlantique / IRISA)
February 4, 2025

Abstract. Neuroimaging studies are characterized by a very large analysis space, and practi-
tioners usually have to choose between different software, software versions, algorithms, param-
eters, etc. For many years, these choices have been regarded as implementation details, but it
is becoming increasingly clear that the exact choices of analytical strategy can lead to different
and sometimes contradictory results. This keynote discusses reproducibility in the field of brain
imaging and our recent efforts to better understand and manage the different sources of this
analytical variability.

Bio. Camille Maumet is a research scientist in neuroinformatics at the Empenn team, Inria
Rennes Bretagne Atlantique / IRISA. She studies neuroimaging reproducibility with a focus on
variability of analytical pipelines and its impact on our ability to reuse brain imaging datasets.
She is an open science advocate and participates in international communities including Brain-

hack, INCF, and OHBM Open Science SIG.

Model-Based PLE and Variability Modeling — Which is Yin and Which is Yang?

Hugo Guillermo Chale-Gongora (Airbus)
February 5, 2025

Abstract. Variability management and modelling (VM) play a central role in feature-based
and model-based product line engineering (MBPLE), but VM alone is not enough to guarantee
successful PLE in large organizations. This keynote explores the long journey of PLE adoption
at Airbus, offering lessons learned and a holistic approach to MBPLE that aligns marketing,
business analysis, architecting, design, and engineering.

Bio. Hugo Guillermo Chale-Gongora is the Head of PLE & Multidisciplinary Analysis
and Optimisation at Airbus. He brings practical insights from deploying model-based PLE in
large-scale industrial contexts.



Teach Variability! A Modern University Course on Software
Product Lines

Elias Kuiter
University of Magdeburg
Magdeburg, Germany
kuiter@ovgu.de

Abstract

Teaching software product lines to university students is key in
disseminating knowledge about software variability. In particu-
lar, education is needed to train new researchers and practition-
ers and, thus, sustain further research on software product lines.
However, preparing appropriate teaching material is difficult and
time-consuming, even when relying on existing literature. Thus,
clone-and-own is a common practice among educators, with all its
associated issues. Moreover, there is a lack of full-semester, open
courses on software product lines. In this paper, we report on our
experience of architecting and designing such a course from scratch,
avoiding clone-and-own entirely. In addition, we perform a liter-
ature review of influential books on software product lines and
which topics they cover. We position our course in terms of these
topics, discuss how it compares to existing courses, and justify
relevant design decisions. With our course, we aim to strengthen
the positive interactions between research, industry, and education.
So far, our course has already been held seven times across five
universities. A preliminary evaluation of our course indicates that
our course is mostly well-received by students.

CCS Concepts

« Social and professional topics — Software engineering edu-
cation; - Software and its engineering — Software product
lines.

Keywords
open educational resources, software product lines

ACM Reference Format:

Elias Kuiter, Thomas Thiim, and Timo Kehrer. 2025. Teach Variability! A
Modern University Course on Software Product Lines. In 19th International
Working Conference on Variability Modelling of Software-Intensive Systems
(VaMoS 2025), February 04-06, 2025, Rennes, France. ACM, New York, NY,
USA, 10 pages. https://doi.org/10.1145/3715340.3715441

1 Introduction

Software variability is ubiquitous, as many software systems are
configurable [11, 12, 45, 65]. Software product lines (SPLs) [7, 20, 56,
67] are a well-known paradigm in research and practice [5, 10, 19, 26,

This work is licensed under a Creative Commons Attribution International
4.0 License.
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Figure 1: Interactions of research, industry, and education.

30, 54, 59] that apply systematic reuse to manage such variability.
SPLs promise reduced costs for development and maintenance,
faster time-to-market, and improved quality [7, 36, 40, 67].
Education at universities plays an important role in disseminat-
ing knowledge about SPL engineering [2]. First, it gives students
the required tools to identify opportunities for beneficial software
reuse in industry. Second, it is instrumental in teaching the next
generation of SPL researchers. Third, education interacts positively
with research, as students can participate in experiments and re-
search projects, the results of which might then feed back into
education. In Figure 1, we visualize these interactions between
research, industry, and education as they can be observed in the
context of SPLs. One arrow is less pronounced: This is because the
industry typically has limited direct influence on education, besides
occasional guest lectures. Thus, the responsibility to teach students
appropriate skills mostly lies with educators (often researchers [2]),
who need to balance the interests of both research and industry.
To achieve this balancing act, having appropriate teaching mate-
rial is key. However, preparing such material is difficult and time-
consuming, even when relying on existing books [2, 51]. Moreover,
educators perceive that there is a lack of recognition for such ef-
forts [60]. Thus, a common strategy among educators has been to
use existing teaching material and only slightly adapt it [2] (e.g.,
by adding topics of their own). While such a clone-and-own [6, 24]
strategy is tempting, over time it might lead to outdated or incorrect
information, scope creep, and licensing issues. As long-time main-
tainers of clone-and-own teaching material, we can anecdotally
confirm that such issues have repeatedly come up over the years.
Besides clone-and-own issues, creators of SPL teaching material
seem to struggle with completeness and openness. To illustrate
these problems, we collect SPL teaching material that is publicly
available, and we show all complete English courses that we find
in Table 1. In particular, this table is quite short with five entries,
which is likely due to two reasons: First, much SPL teaching mate-
rial only consists of one or two lectures in the context of a larger
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Table 1: Publicly available complete English courses on SPLs.

Authors Year University Literature Open?
Acher and Heymansl 2011 Namur — @)
Kistner and Apel? 2015  Pittsburgh [7] O
Lopez-Herrejon and Rabiser> 2016  Linz [20, 56, 67] @]
Donohoe and Northrop* 2020  Pittsburgh [20] ©
Gay and Berger® 2022 Gothenburg [7,67] [ ]
Thiim, Kehrer, and Kuiter” 2024 (6 universities)  [7,50] ()

O License unclear, no sources © Open license @ Open license, sources available

We consider all material that is available in the online repository® of Acher et al. [3].
In addition, we consider material we found with the following Google search:
"software_." ("product_line" | "variability") ("_course" | "_slides")
We only include complete English courses that are mostly concerned with SPL topics.
A more detailed version is available in our online appendix.”

course (e.g., as a cross-cutting concern in a course on software en-
gineering). While individual lectures can teach the basics [21, 52],
we believe that full-semester courses on SPLs are necessary to pos-
itively contribute to the interactions depicted in Figure 1. Second,
many courses on SPLs are never released publicly [18, 61] (e.g.,
due to clone-and-own issues). Even for publicly released courses,
their license may be unclear or their sources not available, as we

1=3 in Table 1. This severely limits the ma-
4

observe for some courses
terial’s potential for adaptation and reuse. While the next course
is openly licensed (CC-BY-4.0), its sources are not available, so no
custom adaptations can be made. Indeed, we are only aware of one
complete course on SPLs® with published and openly-licensed (CC-
BY-SA-4.0) sources available. However, this course has only been
released in POWwERPOINT format (originally Google Slides). While
these tools allow for collaboration to some degree, they still invite
problematic clone-and-own practices for performing adaptions, and
therefore limits the course’s reusability. We contacted an author of
each course in Table 1 and asked them whether they are aware of
their course being adapted to other universities (not considering
affiliation changes of the course authors). We found that only one
course® had been adapted to another university (i.e., Karlsruhe).
Evidently, the SPL community is missing a collaborative effort
to create a new, modern full-semester university course on SPLs,
which should be openly licensed and widely applicable. In this
paper, we strive to fill this gap by reporting on our experience
of architecting and designing such a course. Our aim is twofold:
First, we want to avoid the above-mentioned problems of clone-and-
own with existing courses. Second, we want to offer a modern SPL
curriculum based on practical topics and recent research results.
Thus, we decided to create a new course from scratch (i.e., proac-
tively [41]). Since September 2022, our course has already been held
seven times across five universities (i.e., in Bern, Ulm, Wernigerode,
Magdeburg, and Paderborn). Currently, three new iterations of the
course are ongoing, one of them at a new, sixth university (i.e., in
Braunschweig) with more than one hundred course participants.
In particular, we contribute the following:

!http://teaching variability.io/namur.html

http://www.cs.cmu.edu/~ckaestne/17708
3http://teaching.variability.io/jku2016.html
“https://insights.sei.cmu.edu/library/introduction- to- software-product-lines- course
Shttps://greg4cr.github.io/courses/fall22tda594

Shttps://teaching.variability.io

E. Kuiter et al.

e We publish a course on SPLs with slides for 12 new 90-minute lec-
tures, which we created and refined over the last three years.” Qur
slides are released under the permissive CC-BY-SA-4.0 license®
and can be easily adapted to other universities with IKIgX. We
also publish video recordings of each lecture under this license.’

e We describe and justify the scope and goals of our course (cf.
Section 2), how we align its architecture (cf. Section 3) and lecture
design (cf. Section 4) accordingly, and how we address several
potential adoption challenges (cf. Section 5).

e We perform a literature review of topics covered in influential
books on SPLs. Based on this review, we discuss how our course
addresses each topic, and where we deviate from the books. Using
our review, educators can choose suitable literature and avoid
redundancies when they create new SPL teaching material. We
also compare the contents of our course to existing courses (cf.
Table 1), so educators can easily decide which material to use.

e We perform a preliminary evaluation of our course, which is
based on feedback from 64 students across six teaching evalua-
tions. We find that our course is mostly well-received by students
and that it performs favorably in comparison to other courses.

With this, we build on a previous survey of SPL teaching practices
by Acher et al. [2], who identified the need for such a curriculum.

2 Course Scope and Goals

What constitutes a modern course on SPLs? In the following, we
define four goals (G1-4) that narrow the format and scope of our
course. We justify why we deem the chosen goals to be reasonable
premises to build our course on. We begin with generic goals and
get more specific, such that each goal is derived from previous ones.

G Connect Research, Industry, and Education As we show
in Figure 1, education plays a key role in connecting research and
industry. To support and strengthen this connection, we aim to:

o describe the state of the art, prioritizing recent sources [18]

e include insights from recent research, pointers for further reading,
and references for claims

e discuss open challenges, which lay a foundation for lectures on
research (to train researchers) or industry (to train practitioners)

As we are researchers, our perspective is bound to be rather
research-oriented. While we largely embrace this perspective, we
also aim to recount experiences from industry for motivation (e.g.,
based on our collaborations with industry partners).

G» Invite Contributions We aim to release our course in form of
open educational resources. UNESCO [66] defines these as “learning,
teaching and research materials in any format and medium that
reside in the public domain or are under copyright that have been
released under an open license, that permit no-cost access, re-use,
re-purpose, adaptation and redistribution by others.” This promises
several benefits over a non-distributed, closed-source course [51]:

o It enables students to participate who are not enrolled at a uni-
versity or whose university does not offer a course on SPLs.

7 Artifact with online appendix: https://doi.org/10.5281/zenodo.14417094

Repository: https://github.com/SoftVarE-Group/Course-on-Software-Product-Lines
8https://creativecommons.org/licenses/by-sa/4.0/
https://www.youtube.com/playlist?list=PL4hJhdKDPIxha8So7muX2zfNUU8SNBoiu3
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o It invites fellow educators and researchers to reuse and adapt our
course or even make new contributions (e.g., new lectures).

o It allows practitioners to teach SPL concepts to industrial stake-
holders (e.g., domain experts) without any licensing issues.

o It holds us and other contributors publicly accountable, creating
an incentive to commit high-quality and up-to-date material.

Moreover, each of these benefits contributes to goal G; by either
making our course more attractive to some party in Figure 1 or
establishing accountability and, thus, confidence in the material.

G3 Address a Broad Audience Preparing new teaching material
is a difficult and time-consuming endeavor. Consequently, it makes
sense for us to try to address a broad audience of students, so our
course is widely applicable in practice. Thus, we aim to:

e choose a course format that fits a typical university schedule [2]

e apply modern teaching methods that attract students [18]

o architect an inductive course structure that emphasizes the natu-
ral discovery of concepts over their definitions [57]

We believe these efforts will help to attract educators, making it
way easier to teach SPLs at more universities (as per Gy).

G4 Focus on Practical Skills SPLs have many facets [2, 59], not
all of which can be realistically taught in a single university course.
Consequently, we must choose a particular subset of topics and
skills that is both likely to be relevant for training new researchers
and practitioners (as per G1) and to appeal to students (as per G3).
For this reason, we opt for a practical, hands-on approach and focus
mostly on topics like modeling, implementation, and analysis of
variability. In particular, we put less emphasis on management and
organizational topics. While these topics are no less important, they
are also more abstract and difficult to grasp for students, which
typically have limited industrial experience. Overall, we therefore
aim to create a rather technical course that can be accompanied by
a suitable exercise class with, for example, programming tasks.
Building on goal G1 -Gy, we describe and justify the high-level (cf.
Section 3) and low-level (cf. Section 4) design of our course.

3 Course Architecture

Initially, the authors of this paper spent ~ 11 months only discussing
the course format and structure, and which SPL topics to cover in
which depth. In the following, we briefly describe the relevant
design choices we made, which concern our course as a whole.

3.1 Format

Our course consists of 12 English lectures (L;-12), with =~ 40 slides
each. This format fits a typical weekly (under-)graduate university
course of 3-4 months with 90-minute lectures. We create an entire
series of lectures to close the existing gap in complete, open courses
on SPLs (cf. Table 1). We use the English language and an established
course format for improved applicability (Gs). The schedule with
12 lectures leaves enough room for guest lectures (G1). For example,
we typically host one additional lecture with conference talks as
well as an industrial guest lecture (e.g., by pure-systems GmbH).

3.2 Literature Review

Similar to other courses [2] (e.g., those shown in Table 1), we loosely
base our lecture slides on existing books. We do this for several
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reasons: First, it saves time and effort, as several books already
prepare a curriculum with a well-laid-out common thread. Second,
given such a curriculum, we can decide more easily where to deviate
from it (cf. Section 4), for example to include recent research or
correct outdated information (G1). Third, referring to books gives
interested students material for further reading (G1).

While searching for appropriate literature (as per G4), we became
aware that a comprehensive overview of educational books on SPLs
is missing. Moreover, we are not aware of any detailed review of
topics that are relevant for teaching SPLs, and how books cover
these topics. To fill this gap, we perform a literature review of
influential (i.e., well-known and often-cited) books on SPLs. We
also review relevant SPL topics and the degree to which each book
covers them. We show both the methodology for this review and
its results in Table 2. A more in-depth version is available in our
online appendix,” which also includes justifications and a list of
excluded books. Our literature review serves as a first reference
to help educators (such as ourselves) choose suitable literature for
new courses and pointers for further reading.

For our course, we choose Apel et al. [7] and Meinicke et al. [50]
as accompanying literature, due to several reasons: First, both books
are well-known and comparably up-to-date (G1) as well as mostly
oriented towards practical topics (G3). Second, they include both
theoretical [7] and practical [50] exercises (G3) and are likely acces-
sible to university students (e.g., via SPRINGERLINK). The practical
exercises, in particular, rely on the tool FEATUREIDE [38], which is
free and open-source software (Gz) and already used in teaching [2].
Third, our literature review in Table 2 shows that of all considered
books, the chosen two focus most on our topics of interest, such as
variability modeling, implementation, and analysis (G4).

3.3 Structure

We divide our course into three parts, which we show on the top
in Figure 2. In Part I (L1-3), we begin with ad-hoc approaches
for software variability, which many students will be intuitively
familiar with. Then, in Part II (L4—g), we introduce feature model-
ing [7, 34], implementation techniques [7, 64], and the development
process [7, 56]. Finally, we discuss measures for quality assurance
and advanced topics in Part III (Lg—12). This structure is inductive
(i.e., it builds concepts up from basic principles, G3) and empha-
sizes practicality (Gy4). In particular, we introduce feature models
(in L4) and the SPL development process (in Lg) much later than
Apel et al. [7], when students already know how to apply them.

4 Lecture Design

After settling on the course architecture (cf. Section 3), we spent four
months creating initial versions of most lectures. Below, we discuss
the detailed lecture design, relating it to our goals (cf. Section 2).

4.1 Structure

We divide each lecture into three blocks, which we show exemplary
for the introduction (L1) on the bottom in Figure 2. Each block is
designed to take 20-25 minutes of lecturing time, followed by an
optional interaction with the audience of 5-10 minutes. In each
block, we describe and discuss one distinct and cohesive topic re-
lated to SPLs. This discussion is then concluded by a summary of
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Table 2: Literature review of existing books and courses on SPLs, which topics they cover, and how they compare to our course.

Books Courses
= 3 ' <«
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A 5 9T 3 B 0§ % 2 5 . |8
This list of topics is based on the books’ and courses’ tables ,Lg o El g0 M :g é — 5 <% g Z 5l a
of contents, the session titles of recent conferences (SPLC [8], 5 £ER — 9. 'i; $ PX £ § B T I T ] :;.)9 é’
VaMoS [35], and FOSD), and also on related work [2, 59]. Z8 W oz b 2R 3§ 2g gRe T OE OB s m S
In line with our practical focus (G4), we break down topics 8. = §§ § RBRE 3 R s $8% ¢ g = S F| S
P . 4 . £9 5 < < ;0 T cn 2o g & D c < | EQ
related to modeling, implementation, and analysis in more 5% 9 g T E 2% g E'U »E 2o o 5 A 8 S »|2%E
detail and put less emphasis on management issues. 5¢ 2 oz 8§ &85 §£%§ IE =385 £ £ 82 &8 §|E Z
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Motivation, Goals, Context, History o [ ] [ ] o [ ] [ ] o O o o o [ ]
SPL Definition, Delineation © [ ] [ ] [ ) [ ] [ ] o O ® o O [ )
SPL Engineering @] e o o [ [ e o o o O
Modeling and Configuration
Feature Modeling ® O O e o © [ [ e O e O e | o
Decision Modeling o o O O O © O O O © e O O] O
Product Configuration O e e e © [} [} [} e O o o o o
Requirements Engineering O e e e o [} © O O e © e ¢ O
Scoping, Variability Reduction e o o o o [ ] © O O e o o 0| ¢
Variability-Model Representations, Transformations O O O © O O [ ] © ® O © O © [ J
Model-Driven Engineering, Domain-Specific Languages ®e O O ©0 © © @] @] o o © O O O
Design and Implementation
Product Derivation, Automation, Generative Programming (] © © @] © © [ ] [ ] o O [ ] © o [ ]
Feature Mapping, Traceability, Location ®e O O O © © © © ¢ 06 0 O ©0| ©
Runtime Variability, Design Patterns ®e © O e © © [ ] [ ] © o © [ DI J [}
Clone-and-Own, Version Control Systems O © © O O O © © O @ © o O [ ]
Preprocessors ¢ O O ©0 © © [ J [ J O 6 0O O o | o
Build Systems o O O O o © © (@] O © O O o] e
Components, Services O 0O O e © © [ J © O 0 O © e| e
Frameworks, Plug-ins O € O O e © [} [} 0O 6 0O O e| o
Feature-Oriented Programming ® O O O O O [} [} O e e O e| e
Aspect-Oriented Programming, Cross-Cutting Concerns ® 0O © O © @] [ ] [ ] O @ [ J o e [ ]
Quality Assurance
Feature-Model Analysis, Satisfiability Solving, Model Counting o O O O O O © © ® O © O © [ ]
Feature-Mapping Analysis, Presence Conditions o O O O O @] [ ] [ ] O @ O o O [ J
Solution-Space Analysis o O O O O O [} © O @€ O O O] e
Feature Interactions o O O O O O [} © O @€ O O o] e
Testing, Sampling O 0O 0 ©0 © © © © O e e © e | o
Formal Methods, Theory, Algebra ®¢ O O O O @] © @] © O O o O @]
Validation, Certification, Specification ¢ 0O O O © O O © o © O O O] O
Management
Process Models, Development Life Cycle e 6 o o o [ ) © © 0O 0 0 e ¢ ©
Organization, Roles, Business Cases @] [ ] [ ] O [ ] [ ] O @] o O O ® O @]
Financing, Economics, Cost Estimation O © e O e [ ] @] @] O O O ® O O
Human Factors, Cognition, Knowledge O O [)) O O O O O O O O © O O
Transfer
Adoption Strategies O e © e e [ ] [ O ® 6 O O O] e
Reengineering, Reverse Engineering, Refactoring ©¢ O O ©o© O © © © O © [ J o O ©
Evolution, Maintenance O [ ) @) [ ] © [ ] © © O © [ ] O © [ )
Release, Deployment, Operation O © © © O © O O o o O © O] O
Case Studies, Industrial Applications O e o o o [ ] © © 0 © [ ® O ©
Tool Support o O ©0© O O O [ J [ J O e ¢ O e | o
Exercises, Instructions, Training O O [ ) O © O [ ] [ ] o o o [ DN ] [ ]
Miscellaneous
Multi SPLs, Software Ecosystems O o © O © @] O © O O
Dynamic SPLs, Adaptive Systems © O O O O O © @] O O O @]
Computational Complexity, Limits, Combinatorial Explosion O O O O © [)) O O O © O O O [ ]

O Not or barely mentioned © Discussed partially or superficially @ Discussed in breadth or depth

Remark on Included Books We aim to include books that are concerned with SPLs, well-known in research or industry, and suitable for teaching (e.g., aimed at students or
creators of educational resources). To this end, we consider SPL books in our inventory and our literature databases. In addition, we search Google, Amazon, eBay, and Google
Scholar for the phrases: "software_" ("product_line" | "variability") "_book". We only include English books with available full-text. We exclude conference proceedings,
dissertations, edited anthologies or collections, and books with less than 100 citations (according to Google Scholar). A more detailed version is available in our online appendix.”

Remark on Included Courses We include all publicly available complete English courses on SPLs that we identify in Table 1.
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Part I: Ad-Hoc Approaches for Variability Part Il: Modeling & Implementing Features

1. Introduction . Feature Modeling

2. Runtime Variability and Design Patterns . Conditional Compilation

Clone-and-Own

4
5

3. Compile-Time Variability with 6. Modular Features
7. Languages for Features
8

. Development Process

1a. Introduction to Product Lines

Handcrafting and Customization

1b. Challenges of Product Lines
Software Clones

Mass Production Feature Traceability

Mass Customization Automated Generation

Recap: The Software Life Cycle Combinatorial Explosion

Features and Products of a Domain Feature Interactions

Part I11: Quality Assurance and Outlook

9.
10.
11.
12.

Feature Interactions
Product-Line Analyses
Product-Line Testing

Evolution and Maintenance

1c. Course Organization
What You Should Know
What You Will Learn
What You Might Need
Credit for the Slides
Summary

Software Product Line
Product-Line Engineering Summary

Summary

Continuing Change and Growth FAQ

Figure 2: The first handout slide of our course on software product lines. We show the overall structure of our course on the top
(including all 12 lectures) and the structure of the individual lecture on the bottom (in this case, the introductory lecture).

learned lessons, selected opportunities for further reading (G1), and
an optional exercise that students can discuss in groups (Gs). This
three-block structure has several advantages: First, it allows edu-
cators and students to easily navigate the lecture slides. Second, it
encourages students to pay attention, so they are able to participate
in the interaction. This interaction can then immediately reinforce
the learned concepts (G3). Third, it implements the sandwich prin-
ciple [33], which mandates alternating periods of active listening
and audience participation [16]. Recent evidence suggests that this
principle may improve students’ critical thinking and self-learning
ability as well as their satisfaction with the course [13, 17].

Inside each block, we typically follow an inductive structure
(G3), just as with the course at large. For instance, in L, (cf. Figure
2), we begin with examples of customization and slowly build up
towards the concept of an SPL, finally asking the students to name
their own examples of SPLs as part of the interaction. In addition,
we occasionally use recaps to recapitulate a previous lecture, and
even memes (e.g., XKCD comics)!? to keep students engaged (G3).
Where applicable, we also refer to relevant research publications
in order to substantiate our claims and animate students to make
themselves familiar with the literature (Gy). Finally, we conclude
each lecture with a list of frequently asked questions (FAQs), which
students can use to check their grasp on each block’s topic.

4.2 Topics

In Table 2 (in the column our course on the far right), we give an
overview of the concrete topics that we cover in our course. To
facilitate a comparison with existing courses (cf. Table 1), we also
extend the literature review in Table 2 with an overview of the topics
covered in these five courses. For instance, we can use this overview
for a deeper comparison of our course to the only other complete,
open course created by Gay and Berger.” This comparison shows

Ohttps://xked.com/

that our course covers both more topics (e.g., clone-and-own) and
several topics in more depth or breadth (e.g., feature-model analysis).
Our extended review also shows how each course (including our
own) relates to the topics covered in influential books on SPLs (cf.
Section 3). As our course is loosely based on Apel et al. [7] and
Meinicke et al. [50], it mostly covers similar topics as these books.
However, we sometimes deviate from both books, for instance
by reordering, omitting, or adding topics. In the following, we
discuss some notable changes we make compared to these books,
focusing on practical challenges, running examples, added topics,
and original contributions.

Challenges In the first lecture (L1,), we name some promises of
SPLs (e.g., cost reduction). However, we also want to ensure that
students are immediately confronted with some potential draw-
backs of SPLs (G1). Thus, in Ly}, we identify six practical challenges
of SPLs that relate to the topics of our course (G4). These challenges
include (cf. Figure 2): software clones (L}, 3 6,), feature traceability
(Lgb 5¢,6,7), automated generation (L2 56c,7), combinatorial explo-
sion (L2c;3a,4,10,11), feature interactions (Lg 104 11b), and continuing
change and growth (Lg 12). Besides raising awareness, having these
challenges serves as a common thread throughout the course (G3).

Examples Analogously to these challenges, we use several run-
ning examples throughout the course (G3). Some of these examples
include: the graph product line (GPL) [47, 69] (L235-10), the Linux
kernel [65] (L1,5,3,10-12), and the PIGNAP case study [43] (Ls). Be-
sides these examples from research and industry, we also contribute
our own examples for configuring databases (L4 10,11), ordering
waffles (L4), and assembling Lego minifigures (Ly,10). Having such
recurring examples, students can easily recognize and use them,
for example to compare implementation techniques (G3).

Additions To account for recent research insights (G1), we in-
clude several practical topics in our course (Gg4), none of which is
covered by any book in Table 2. Some of these topics include: the
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universal variability language (UVL) [27, 62] (L4p), model count-
ing and enumeration [29, 63] (L4c), the KCoNFIG language and
tooling [22, 25, 53] (Lsa), microservices [9, 55] (Lg},), the PROMOTE-
pL development process [41] (Lsc), combinatorial interaction test-
ing [4, 48] (L11p), and solution-space sampling [39, 68] (L11c).

Contributions Furthermore, we even make some original contri-
butions in the preparation of this course. For example, we compute
recent statistics regarding the evolution of the Linux kernel (L1}, 35),
we distinguish build systems for clone-and-own and conditional
compilation (Lsc5,), and we critically reflect on the complexity of
SPLs and feature models (Lyc,10c) [42]. These contributions demon-
strate how education can positively interact with research (Gy).

5 Adoption Challenges

In the following, we discuss several challenges related to the prac-
tical adoption of our course and how we address them.

Version Control We publish our course and its entire history [18]
in a public Git repository’ with > 600 commits by 7 contributors.
Besides easing backup and distribution, this ensures transparency
and, thus, accountability for any contributions made by us and
others (Gy). Potential concerns can be raised in our issue tracker.

No Clone-and-Own We proactively create a new course on SPLs
to avoid typical issues of clone-and-own (cf. Section 1). To prevent
such issues in the future as well, we discourage diverging forks by
inviting other educators to integrate their contributions into the
main Git repository, for example with pull requests (Gz). This is
possible because we create all our slides with IKIEX, which allows
for textual diffs that are easy to review and merge (e.g., compared
to POWERPOINT or similar visually oriented tools).

Customization By relying on IKIEX, we can easily adapt our slides
to new universities (G2) and satisfy needs for further customization
(e.g., handout and dark-mode slides). To this end, we currently use
an annotative technique (i.e., the \ifuniversity{} command, a
KTEX equivalent of C’s #ifdef [44]). However, we almost exclu-
sively use this technique for customizing appearance in order to
avoid unneeded variability [1]. In particular, we deliberately avoid
creating an “SPL of SPL courses” [3], as this would introduce a sig-
nificant amount of additional complexity, which might be a source
for inconsistencies and obstacle for future extensions. Using this
technique, we adapted our course to six universities (cf. Table 3).

Underrepresented Topics With our course, we attempt to flesh
out the SPL baseline curriculum proposed by Acher et al. [2]. How-
ever, we are aware that some particular SPL topics (cf. Table 2) are
currently underrepresented in our curriculum. Management top-
ics, in particular, are covered much more extensively by Donohoe
and Northrop.* We envision two ways to close such gaps: First,
educators with the respective expertise may contribute additional
guest lectures on these topics to our course. Second, we encourage
and look forward to other educators creating completely different
courses on SPLs, in which these topics may be covered in more
depth. To this end, the results of our literature review (cf. Table 2)
can be used to identify gaps for future books and courses on SPLs.

Exercise Sheets We currently accompany the lecture with an ex-
ercise class, in which students solve and discuss in-depth exercises
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on each lecture’s topic. Because our primary focus is on the lecture
slides, we currently use work-in-progress exercise sheets based on
previous courses. In the near future, we aim to revise these exercise
sheets to match well with the lecture slides, so we can release them.

6 Preliminary Evaluation

Creating new lecture slides from scratch is not an easy task, but
getting them actually adopted in practice is yet another challenge.
In order to investigate whether our course is worth adopting, we
aim to evaluate how it is received by our students with regard to
several quality criteria. Thus, we seek to complement the discussion
of our intentions (cf. Section 2) and their implementation (cf. Section
3 and 4) with real feedback from students. In particular, we aim to
address the following research questions:

RQ; How well do students receive our course in general?
RQ, How well do students receive our course compared to ...
RQ>.1 ... other courses at the same faculty?
RQ3.2 ... aprevious course on SPLs at the same faculty?

Performing comprehensive, meaningful evaluations of university
courses is known to be methodologically challenging [28, 37, 49].
Nonetheless, we collect feedback from several student evaluations
of teaching (SETs) [32], which are conducted at many universities.
We believe this feedback is a valuable first step towards assessing
the quality of our course and whether it is suitable for adoption.

6.1 ROQ;: General Reception

First, we aim to determine how students receive our course in gen-
eral (e.g., aspects they like or dislike, and room for improvement).

Methodology Over the last two years, we have conducted six
SETs at five universities, in which we collected anonymized feed-
back from 64 students. The feedback is both quantitative and quali-
tative, summarized in Table 3 and 4, respectively. For quantitative
feedback, all universities use some kind of Likert scale to indicate
(dis-)agreement. Still, we need to unify the questionnaires used by
different universities. Thus, we aggregate relevant questions into a
set of recurring quality criteria, and we normalize all scores to the
same scale (details indicated in Table 3). We leave gaps in Table 3
when a SET does not cover a given quality criterion at all.

Results The results we show for RQ; in Table 3 indicate scores
from 78.3 to 97.0 points for course-related quality criteria. In the
mean (computed over all universities), students rate the structure
of our course with 88.5, its quality with 88.9, and its difficulty and
pacing with 91.7 out of 100 points. As for the self-assessment of
our students, they rate their own motivation for the course with
69.3 points, their gain in knowledge with 83.7, and their overall
satisfaction with 85.4 points in the mean. To put these numbers
into context, we also show aggregated qualitative student feedback
in Table 4, which reveals several points of praise and criticism.

Discussion The feedback suggests that our course was well-
received by the majority of students. In particular, students seem
to appreciate the structure of our course (i.e., as outlined in section
3 and 4), its material (i.e., the lecture slides and exercise sheets),
and its difficulty and pacing (i.e., it is not too hard/fast and not too
easy/slow). However, it is of course not possible to satisfy everyone—
for instance, there will always be students who are challenged too
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Table 3: Student feedback from Likert-scale questions (RQ1, RQ2 1, RQ2.2).

University of Bern Ulm University Harz Magdeburg Paderborn Aggregated

WT 2022/23 WT 2023/24 ST 2023 ST 2023 WT 2023/24 ST 2024 Total or Mean
Quality Criteria RQ; RQ21 RQ; RQ24 RQ: RQ21 RQ22 RQ; RQ; RQ21 RO, RQ:1  RQz4
# Participants 8 4110 8 2608 13 856 9 8 11 471 16 64 8045
Course
Structure 90 76 +19% .00% 90 95 91 +47 .37 88 80 +107% .24 80 89 79 +15%
Material 88 90 93 85 +9% .25 85 89 77 +17%
Difficulty, Pacing 97 82 +18% .11 97 91 87 +5% .46 78 75 +4% .67 95 92 82 +11%
Self-Assessment
Motivation 75 68 +11% . 79 86 77 +12% 86 +0% .99 44 63 4% .19 69
Gain in Knowledge 86 74+ 89 91 74 +2 90 +2% .80 73 .65 79 84
Satisfaction 94 78 +21% .00% 94 96 80 +20% .00% 90 +7% .27 75 73 % .60 80 85

Harz University of Applied Studies (Wernigerode) =~ University of Magdeburg Paderborn University ~TU Braunschweig (not yet evaluated)

‘WT Winter term ST Summer term  Score Scale 0 = worst, 100 = best

x7% Comparison relative to RQ;  p * Statistically significant (p < 0.05)

Quantitative feedback aggregated from six questionnaires across five universities with 64 student participants in total. We exclude one unevaluated and three ongoing iterations of
our course. We identify six key categories of quality criteria that most questionnaires cover. We calculate each score as the mean of the constituent questions, normalized to a scale
from 0 to 100 for easy comparison. We omit questions that only relate to the exercises and the performance of lecturers. A more detailed version is available in our online appendix.”

Table 4: Student feedback from open questions (RQ1).

Praise

Detailed course structure with a clear overview and a common thread
Many images with good visualizations, appropriate information depth
Many practical, recurring examples

Interactions, FAQs, opportunities for asking questions and discussions
Video recordings, dark-mode slides, guest lectures

Criticism

Having English slides was challenging for some non-native speakers
Too theoretical for some students, too practical and coding-focused for others
Some lectures are too long (e.g., feature modeling) and too fast towards the end

Qualitative feedback aggregated from the same responses that we consider in Table 3.

much or too little by the material. Notably, the student’s own moti-
vation seems comparably low in the mean, which is due to the low
rating at the Harz University of Applied Studies. This is a vocational
university with less emphasis on research, which might explain the
lower self-assessment at this university. Another point of criticism
we aim to address is that, despite the good overall pacing, some
individual lectures have too much content and could be tightened.

6.2 RQ,;: Comparison to Faculty

While RQ; indicates generally positive feedback, the results for
our course become more meaningful when we compare them to a
suitable baseline. For RQ2 1, we aim to compare our course to other
courses that have been held at the same university.

Methodology Four of the six SETs we conducted (i.e., in Bern,
Ulm, and Magdeburg) also include data on many other courses
that have been evaluated at the same faculty. By aggregating and
normalizing the other courses’ scores analogously to RQ1, we can
compare them to our course and assess where it performs better or
worse. We show these results in Table 3 in the column for RQ2 1,
including the differences to our course’s results as percentages. To
calculate these percentages, we only consider the universities for
which data on other courses is available. This way, the all-university

percentage in the last column of Table 3 is computed correctly, al-
though the absolute mean values for RQ; and RQ2 ; are not directly
comparable. To test the differences’ statistical significance, we per-
form a two-tailed Welch’s t-test with a significance level of & = 0.05.
This test is more robust than Student’s ¢-test for unequal variances
and unequal sample sizes, which apply here. We indicate p-values
and significant results (+) in Table 3 and omit variances for brevity.

Results The results for RQy 1 show that, in the mean, students
rate our course as better than other courses at the same faculty
in almost all quality criteria. In particular, our course scores 11%
to 17% more points than other courses in course-related quality
criteria in the mean. Regarding self-assessment, we find that, in
the mean, students award our course 5% to 15% more points than
other courses. Only at the University of Magdeburg do we find a
mean reduction in motivation by 14% compared to other courses.
Regarding statistical significance, we find that for almost all quality
criteria, the differences are significant for at least two distinct uni-
versities. Again, the students’ motivation is the single exception,
having no statistically significant differences (0.05 < p < 0.43).

Discussion These results suggest that students generally regard
our course as better than a typical course at the same faculty. While
we consider this a very positive result, we must interpret it carefully.
In particular, not all differences are statistically significant, and for
these we cannot completely rule out random effects. However, for
most quality criteria, we find significant differences for at least
two distinct universities, which is promising. The single exception
is student motivation, which does not seem to significantly differ
from other courses at the same faculty.

6.3 RQ;,: Comparison to Previous Course

Finally, as an alternative baseline, we aim to compare our course to
a previous course on SPLs that has been held at the same faculty.

Methodology At two of the five universities considered in Table 3
(i.e., Ulm and Magdeburg), another course on SPLs (C,j4) used to be
taught before our course (Cpew) was introduced. The course C,;y had
completely different, unpublished slides, which were adapted and
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slightly updated from year to year with clone-and-own. To reduce
the influence of confounding factors, we aim to only compare an
SET of Cpew to an SET of C,4 if both courses were held at the same
university, by the same lecturer, and in a similar timeframe (i.e.,
within two years). Unfortunately, these criteria exclude most SETs
we have for C,jy, as they are simply too old to allow for meaningful
comparison. Thus, we can only compare Cpe,, (held in 2023) to
one iteration of C,jy (held in 2022) at Ulm University. We show the
results for this comparison in Table 3 in the column for RQ; 5. We
test for statistical significance analogous to RQ3 1.

Results The results for RQy, show that, in the mean, students
at Ulm University rate Cpe,y slightly better than C,j4. In particu-
lar, Cpeyy scores 4% to 9% more points than C,jy in course-related
quality criteria in the mean. Regarding self-assessment, these dif-
ferences range from 0% to 7% more points for Cpey. We find no
statistically significant differences between C,jy and Cpe,, for any
quality criterion (0.25 < p < 0.99).

Discussion Unfortunately, the results for RQ2 2 remain inconclu-
sive due to a lack of statistical significance, which maybe could
have been reached with more regular SETs before introducing our
course. Nonetheless, they do not contradict the favorable results
we found for RQq and RQ3 1, which is reassuring.

6.4 Threats to Validity

Evaluations of teaching material can be challenging due to a variety
of biases and confounding factors [28, 37, 49]. Thus, we aim to
openly discuss potential threats to the validity of our conclusions.

Internal Validity Several biases and confounding factors might
distort the results of our SETs compared to reality, some of which
we discuss in the following. First, only students with very positive
or negative experiences may choose to fill out questionnaires. To
avoid this issue, we compare our course to other courses at the same
faculty (RQz.1), which would suffer from the same bias. Second, stu-
dents might simply like the topic and would also rate any other SPL
course better than faculty average. We partially mitigate this by
comparing our course to a previous course on SPLs (RQz 2). Third,
students might be impacted in their answers by the lecturer’s per-
formance (e.g., are they experienced/enthusiastic?), exercise class
(e.g., is it too labor-intensive/strict?) and other external factors not
related to the course (e.g., organizational structures). We reduce this
threat by collecting SETs over several distinct lecturers at multiple
universities. To improve comparability, we unify the questionnaires
from different universities and aggregate their questions into rele-
vant quality criteria. Also, we ignore questions that only relate to
teaching personnel and exercise classes. This way, we can focus on
the actual course material and the students’ self-assessment.

External Validity The external validity of our conclusions might
be limited by the size of our dataset (e.g., regarding the number of
universities, SETs, and participants). While more evidence is always
welcome, our dataset already demonstrates how our course can be
successfully introduced to new universities, which is the main goal
of our evaluation. For the comparison to other courses at the same
faculty (RQ2.1), we only have data for four universities. However,
at these universities, a total of 8045 students participated in SETs,
which makes this a suitable baseline for comparison nonetheless.

E. Kuiter et al.

7 Related Work

To the best of our knowledge, we are the first to create a new
course on SPLs from scratch, describe our approach in detail, and
publish it as open educational resources. We are also not aware of
another attempt at evaluating a course on SPLs by collecting both
quantitative and qualitative feedback from SETs. However, there are
several case studies and experience reports on teaching SPLs [18,
21, 46, 52, 58, 61] published either at CSEE&T [14] or the SPLTEA
workshop [3]. Some of these publications only discuss course goals
superficially [21, 46, 52, 58], do not discuss a complete course [21, 52,
58], or target other audiences than computer science students [52,
61]. Other publications have a different focus from ours, for example
on course evolution [18, 21] or specific pedagogical approaches [18,
61]. In particular, none of these publications review the literature
on SPLs or perform a quantitative evaluation, as we do.

Acher et al. [2] performed two surveys and a workshop to capture
a snapshot of current practices and challenges in teaching SPLs.
In contrast to our work, they do not focus on a specific course.
Our work can be regarded as a continuation of their work, which
identified the need for a baseline curriculum, such as ours.

8 Conclusion

In this paper, we shared our experiences in architecting and de-
signing a new university course on SPLs from scratch. We publish
our course in form of open educational resources. Thus, we hope
to ignite a collaborative effort to create and continuously improve
SPL teaching material. Ideally, this will contribute to SPL education
growing more mature along with research and industry.

In the future, we aim to add new lectures on underrepresented
topics, release exercise sheets, and introduce an open call for scien-
tific talks to attract guest lecturers and, thus, potentially extend the
network of universities participating in this project. We also intend
to regularly reevaluate our course and consider new feedback.
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Abstract

Uniform random sampling (URS) has many applications in config-
urable systems analysis. Usually, feature models consisting of a
hierarchical feature diagram and additional side constraints specify
the space of valid configurations to be sampled from. However,
URS has predominately been applied on feature models translated
a priori into conjunctive normal form (CNF). In this work, we study
URS approaches that instead operate directly on feature diagrams
and provide a comparative evaluation of their performance against
well-established URS tools for CNF representations. Our findings
suggest that translating feature models to CNF offers advantages,
even in the presence of only few side constraints.
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1 Introduction

Generating a representative set of instances of a complex system
domain is a major challenge across computer science. For instance,
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in the area of data-driven Al, the input space is exponential in the
number of features. This renders machine-learning algorithms only
feasible when applied to a small subset of the entire input-output
relation. The accuracy of ML classifiers then crucially depends on
how representative that subset is with respect to the entire input-
output relation [8]. Similarly, in software product line engineering,
the space of software configurations is exponential, rendering test
case generation by means of system configurations a challenging
task. Further, the distribution of bugs or other properties of interest
is a priori not known and is likely to depend on cross-cutting feature
interactions [5, 10]. Uniform random sampling (URS) is a key concept
to derive representative sample sets with limited information [1, 29]
by ensuring that every element of the sample space has the same
probability to be sampled. The latter avoids bias in the samples and
may allow for establishing at least a certain degree of statistical
guarantees.

In this paper we focus on the challenge of URS on configura-
tion spaces of variability-aware software. Configuration spaces are
usually given through feature models over boolean configuration
options, so-called features [4, 13]. Most commonly, a feature model
comprises a feature diagram and additional side constraints [4, 23].
A feature diagram is a directed tree over features with certain
boolean operators as inner nodes, while side constraints are given
as propositional logic formulas or cross-tree-constraints annotating
the feature diagram. The standard semantics of a feature diagram
then induces a propositional logic formula [32]. So, the main benefit
of a feature diagram lies in exposing the hierarchical dependencies
of features that commonly are reflected in separation of concerns
and structured software development processes. While feature dia-
grams hence carry much structural domain knowledge, the standard
approach to URS over feature models starts off with translating
feature diagram and side constraints into a single propositional
logic formula in conjunctive normal form (CNF), followed by sub-
sequent application of context-agnostic but highly optimized URS
approaches for CNFs [1, 19, 29].

URS Approaches and Tools. Due to its broad applications, a variety
of tools for URS have been proposed in the literature, covering a
range of distinct methods. For instance, knowledge compilation ap-
proaches translate the input CNF into representations that support
efficient sampling [14]. Although these methods involve an initial
compilation step that can be time- and resource-intensive, the subse-
quent sampling tends to be fast. Examples include KUS [33], which
leverages d-DNNF (deterministic decomposable negation normal
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form) compilation [14], and BDDSampler [19], which utilizes re-
duced ordered binary decision diagrams (BDDs) [9] as a target for
compilation and URS [25, 42]. Hashing-based methods, such as the
UniGen family [11, 12, 35], combine random hash functions with
satisfiability (SAT) solvers to produce near-uniform samples. Model
counting (#SAT) asks for the exact count of satisfying assignments
of a CNF, a computational problem that is closely related to URS [22].
For example, SPUR [3] adapts the DPLL procedure of many #SAT
solvers [7] to produce uniform samples during model counting,
while Smarch [30] constructs a bijection between solutions and
integers within the model count range to achieve perfect uniform
sampling. Heradio et al. [19] recently conducted a comparative
evaluation of various URS tools applied on feature models given in
CNF, but without taking into account the resource-intensive knowl-
edge compilation steps towards generating BDDs or d-DNNFs. As
can be expected, this perspective makes knowledge compilation
approaches clearly outperform #SAT-based approaches, but leaves
open the research question whether and for which sample sizes the
resource investments for knowledge compilation pay off:

(RQ1) Which URS approaches and tools perform best on feature
models for various sample sizes, also taking knowledge com-
pilation resources into account?

URS on Feature Diagrams. As illustrated above, commonly used
URS tools are not specifically tailored to the feature model context.
Therefore, to sample from feature models, one must extract con-
straints from the feature diagram, incorporate any side constraints,
and convert the resulting propositional formula to CNF. However,
this hinders the exploitation of structural domain knowledge on
the configuration space given in the feature diagram. Notably, both
model counting [40] and URS [39] can be performed in linear time
on feature diagrams (i.e., feature models without side constraints).
In the following, we denote by URS-FD this URS approach on fea-
ture diagrams [39]. While this suggests that URS-FD clearly outper-
forms classical URS via CNFs, which is computational intractable
in the worst case [22], it has, to the best of our knowledge, never
been implemented and evaluated empirically on real-world feature
diagrams. Due to the manifold heuristics and optimizations in state-
of-the-art URS tools, this directly raises the question whether the
linear-time URS-FD approach is actually as performant as it could
be expected from its superior worst-case time complexity.

(RQ2) How competitive is URS-FD compared to URS tools on fea-
ture models without side constraints?

Rejection Sampling. This standard method [41] generates samples
of a random variable over one dimension by uniformly sampling
at random over a product sample space and applying a selector
criterion to filter the second dimension. Samples that do not satisfy
the criterion are discarded, typically followed by resampling. Rejec-
tion sampling is especially useful when incorporating the selector
criterion directly into the sampling process is difficult.

URS-FD does a priori not support feature models with side con-
straints. However, a straight-forward extension of the algorithm
can be established through rejection sampling, where the feature
diagram serves as the first and the side constraints as second sample
dimension. After sampling from the feature diagram, we check if the
sample satisfies the side constraints of the feature model. If it does,
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we keep the sample; if not, we discard it and sample again. This ap-
proach, which we abbreviate URS-FD", guarantees uniform samples
for the entire feature model, since the sample space—containing all
configurations valid for the diagram—is a superset of the solution
space which contains all configurations valid for both the diagram
and the side constraints.

To the best of our knowledge, rejection sampling has not yet
been applied in the area of URS for feature models. This method
adds a further dimension to the URS portfolio for feature models
and opens the question whether certain characteristics of feature
models render specific URS methods to be superior.

(RQ3) What factors determine which sampling methods perform
best for a given feature model?

1.1 Contribution

This paper gives answers to all three research questions stated
above, providing the following three main contributions:

e We empirically compare state-of-the-art URS tools on feature
models with non-trivial feature diagrams.

e We implement the URS-FD algorithm [39] as well as the new
URS-FD* algorithm and compare them empirically.

e We establish phase transition points on the complexity of
the feature models where knowledge-compilation and #SAT-
based approaches start to outperform URS-FD*.

We implemented URS-FD and URS-FD" in a tool called Zam-
pler! together with BDD-based knowledge compilation on side
constraints to optimize the rejection sampling process within URS-
FD*. Our empirical evaluation is performed on commonly used
benchmarks that comprise non-trivial feature diagrams [36], ex-
cluding feature diagrams where all information resides in side con-
straints (inducing a trivial diagram consisting of a single AND-node
with all features as its children).

Our experiments towards answering RQ1 reveal that, when in-
cluding the resources for knowledge compilation, the URS tool
SPUR s the fastest sampler across all feature models in CNF, whereas
thus far KUS and BDDSampler have been considered to be the
fastest according to the literature [19]. In response to RQ2, we re-
port that URS-FD indeed outperforms all state-of-the-art URS tools
when not taking side constraint of the feature model into account.
The efficiency of our tool Zampler—and even its feasibility—is di-
rectly related to the size ratio of sampling space vs. solution space,
which we reflect by introducing the notion of hit rate. This echoes
how strongly the side constraints restrict the solution space. Ad-
dressing RQ3, we find that for most models with many side con-
straints, hit rates are too low for rejection sampling to be feasible,
and we identify the tipping points where feasibility breaks down.

1.2 Related Work

Benchmarking activities for URS on feature models include BURST
[1, 2], a platform integrating many solvers and uniformity checks,
or specific comparisons, such as [43], comparing SPUR and Uni-
Gen3. Hef et al. investigate URS as a means to achieve high ¢-wise
coverage [20]. They consider QuickSampler, Smarch, and SPUR on

!The tool and evaluation results are publicly available at https://doi.org/10.5281/zenodo.
14536082
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a set of 49 feature models, as well as the ¢-wise samplers Baital and
YASA. The introduction of BDDSampler [19] comes with a compar-
ison across existing samplers KUS, Smarch, SPUR, and UniGen2
(and QuickSampler) on a set of 9 feature models. The measure-
ments reported, however, do not include model construction times
for BDDSampler and KUS, thus putting the findings partially into
question. The remaining results see SPUR orders-of-magnitude
faster than Smarch and UniGen2, the latter two timing out for most
models after 1 hour. Earlier work [18, 31] only looked at Smarch,
SPUR, and UniGen2 (and QuickSampler). To the best of our knowl-
edge, we are the first to investigate and benchmark the performance
of URS with a focus on feature models equipped with non-trivial
diagrams and feature models not provided in CNF.

Our paper focuses on URS methods that provide formal guar-
antees on the uniformity of the distribution of generated samples.
Several other approaches instead trade these guarantees for speed,
resulting in approximate URS tools such as QuickSampler [16] and
CMSGen [17]. URS is tightly connected to #SAT, an observation
made in the seminal article by Jerrum et al. [22]. In [37], #SAT
solvers were evaluated on industrial-size feature models. URS ap-
pears as a motivating application in need of efficient #SAT solvers,
pointing particularly at the algorithm used in Smarch [30]. In [28],
CNF transformations like the Tseitin transformation and their im-
pact on feature model analysis have been investigated. While this is
crucial for the transformation of feature models into CNF we used
in our experiments, their work does not investigate URS.

2 Background

2.1 Feature Models

A feature diagram (FD) over a finite set of features V is a tuple
D =(V,E M, op) where

e & CV xYV is the set of edges defining a directed tree,

o M C V is the subset of features marked as mandatory, and

e op : V — {AND, OR, XOR, LEAF} assigns an operator to each
node.

We call a feature diagram D together with a set C of propositional
side constraints over V a feature model (FM).

Let 7x == {y: (y,x) € &} and ¥~ = {y: (x,y) € E} denote, re-
spectively, the set of parents and children of x. A feature diagram D
is well-formed if the following conditions hold:

(1) The edge relation & defines a tree, i.e., there is a designated
root node r € V s.t. 7r = 0, and for all other nodes x €
V\{r}, we have | x| = 1.

(2) The operator cardinality is respected for each x € V:

o If op(x) = LEAF, then x| = 0.
e If op(x) = AND, then |x7| > 1.
e If op(x) € {OR,xOR}, then |x| > 2.

(3) Mandatory nodes may only appear as children of AND nodes,
ie, for all x € V where op(x) # AND, we have x> N M = 0.

In the following, we only consider well-formed feature diagrams.
The semantics of a feature diagram O is given as a set of con-
straints Cq in propositional logic over V as follows [32]:

e The root r needs to hold: r € Cq.
e Children imply their parents, so for every x € V and ¢ € x,
we have (¢ — x) € Cp.
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Figure 1: A feature model for a simple bicycle product line
(feature diagram D at the top, set of side constraints C below).
The underlined letters are used to abbreviate the feature
names. Cq lists the constraints encoded in the diagram.

o AND nodes imply their mandatory children: For x € V with
op(x) = AND and every ¢ € x N M, we have (x—c¢) € Cp.

e Or nodes imply at least one of their children: For x € V
with 0p(x) = or, we have (x = V ey ¢) € Cp.

e xOR nodes imply exactly one of their children: For x € V
with op(x) = xoRr, we have (x — \ ey~ ¢) € Cp and
(x o =(cAc)) €Cpforc,c’ex” st.c#c

An example of a feature model is shown in Figure 1, where the
root bicycle is an AND node, type is an XOR node, options is an OR
node, and all other features are LEAF nodes. Below the AND node
bicycle, only the child type is marked as mandatory. There are two
side constraints, highlighted by the dashed lines in the diagram.
Intuitively, e — —r states electric bicycles cannot be of type racing,
while m — s assures mountain bikes always come with suspension.

Configurations. A configuration0: V — B is an assignment of each
feature variable to either true or false. The set of all 2!V! possible
assignments is denoted by ©. For a propositional logic formula ¢,
its valid configurations are collected in the set [¢] = {0: 6 | ¢} of
all configurations under which ¢ is true. We extend the notation to
sets of formulas C in the intuitive way ([C] := Ngec[¢]), and—in
a slight abuse of notation—to feature diagrams: [D] := [Cp]. The
valid configurations of ¥ are given by [#] = [D] N [C]. Finally,
the model count of a structure S with configuration semantics is
defined as the total number of satisfying configurations, i.e., |[S]].

2.2 Model Counting in FDs

The number of valid configurations for a feature diagram O can
be computed recursively with a single pass over D [40]. For each
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node x € V, we recursively define #(x) as:

1 for op(x) = LEAF
HcexﬂﬁM #(C) . Hcexﬁ\M (#(C) + 1)
Zeex— #(c)

[Meex- (#(0) +1)] -1

4(x) = for op(x) = AND
for op(x) = xOR

for op(x) = oR

Then #(x) is the model count of the sub-feature diagram rooted
in node x. For a feature diagram 9 with root node r, we have

#(r) = |[D]I.

2.3 Uniform Random Sampling

Let Pr[X] denote the probability of event X. A random sampler S¢
for a structure 7 is a probabilistic algorithm which produces a
random sample 6 € [7] as output. Sq-is uniform if for all configu-
rations 6 € [7], we have

1
PI‘[S(]’ 9] |[[7-ﬂ| .
In [39], a recursive algorithm URS-FD has been provided to dedicat-
edly sample in feature diagrams uniformly at random. Algorithm 1
shows an adaption of this algorithm, iterating in breadth-first order
over the diagram tree to construct a configuration 6. We assume the
model count #(x) has been precomputed for every feature x € V.
HoH
weighted_choice(‘W) is a probabilistic subroutine that takes a
set W C V X [0, 1] of elements and their respective weights and
randomly selects one element with probability proportional to its
weight. That is, for (x,w) € ‘W, element x is chosen with prob-
ability 7%~ where wiota] = X (x7,w)ew w’. Note that in line 11,
the algorithm loops until at least one child ¢ € x— is selected
(which happens almost-surely). This is not an issue in practice:
since Pr[B.=true] > % for every c, for each loop iteration, the
probability of selecting no child and having to repeat the loop is at
most (%)” for n = |x’| the number of children.

By is a boolean random variable with Pr[B,=true| =

3 Rejection Sampling

In this section, we extend the feature diagram sampling algorithm
URS-FD to take a feature model’s side constraints into account. To
this end, we use rejection sampling, a generally applicable approach
to uniform random sampling, and call the resulting algorithm URS-
FD*. Given a uniform random sampler S¢ which allows sampling
from a sampling space [T, we can construct a rejection sampler
Sqsqv for every solution space [T'] C [T as follows: draw can-
didate samples 6 from Sg- and return the first satisfying 0 € [7].
Then S¢~ is guaranteed to be uniform as well.

The practicality of rejection sampling hinges on two factors: how
quickly can we generate and test the candidate samples, and how
many candidates are rejected until a valid sample is found. We call
the former quantity the throughput (tp), and define it as the product
of the base sampler’s sampling rate (sr) and the average time f.peck
to test a candidate sample:

tp(Sqsg7) = sr(ST) * teheck-
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Algorithm 1: urs—fd(D)
input :feature diagram D = (V,E, M, op)
output:uniform random sample : V — B

1 O(root) := true
2 for x € V in breadth-first order do

3 if 0(x) = false then

4 ‘ forc € x~ do 0(c) := false

5 else

6 if op(x) = AND then

7 forc e x” N Mdo 9(c) = true

8 forc e x” \ Mdo 6(c) = B,

9 if op(x) = or then

10 S:=0

1 while S = 0 do

12 ‘ S = {CEx_’:BC:true}

13 forc € S do 0(c) := true

14 forc e x” \ Sdo 6(c) ;= false
15 if op(x) = xor then

16 ¢’ == weighted_choice({(c,#(c)): c € x})
17 0(c’) == true

18 forcex” \ {c’} do O(c) := false

19 return 0

The second quantity is captured by the hit rate, the quotient of the
size of solution space and the size of the sample space:

(gl

Ivaln

Multiplied together, throughput and hit rate define the effective
sampling rate (esr) of a rejection sampler Sqzq:

esr(Sqq7) = hit(Sgeq7) - tp(Sgaq7). (1)

In the context of feature models, our solution space is the set [F]
of all valid configurations for the feature model #. An immediate
option for a sampling space is the set of all configurations ©: Clearly,
[F] € © holds, and we get a uniform random sampler Sg by
constructing assignments with a 50/50 chance of assigning true or
false for every feature. The hit rate for the resulting sampler Sg, &
is hit(Sge ) = |[F]I/ 2!Vl Due to the exponent in the denominator,
we expect hit rates to be low for most constrained systems.

The feature diagram sampler S from Section 2.3 is also suitable
as a base sampler. Since [F] = [D] N [C]., [F] < [D] holds, so
we can construct the rejection sampler Sg), #. As the candidate
samples already satisfy the diagram constraints by construction,
checking the side constraints is sufficient for rejection. The hit rate
for diagram-based rejection sampling is hit(Sqp,.#) = [[F]I/|[D]I-

Reversing the roles is imaginable as well, namely sampling from
the side constraints and rejecting samples that are not valid for the
feature diagram. While this still requires a full-fledged constraint
sampler, there might be advantages as only a subset of all features
usually appears in the side constraints. For example, a BDD-based
sampler might be unable to construct a BDD for the whole model
within the given memory and time limits, but could manage to
construct a BDD for just the side constraints. Yet, the candidate

hit(Sqaq) =
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samples still need to cover all features V. Let V; denote the subset
of features appearing in the side constraints in C, and [C]«y, the set
of valid partial samples over the features in V. Then all features
in V \ V¢ can be freely assigned, which exponentially increases
the size of the sample space [C]. The hit rate of the side constraint-
based rejection sampler S¢, # is thus given by

7T _ I[F ]
IICll  I[Clay, | - 21 VN Vel

hit(Scey) =

3.1 Implementation

We implemented two variants of the diagram-based rejection sam-
pler Sp_,# in Rust. The first variant, Zampler-RS, is straightfor-
ward: candidate samples 6 are generated using Algorithm 1 and
checked against the side constraints by evaluating each constraint
¢ € C directly under the assignment 6.

The second variant, Zampler-RS-BDD, seeks to reduce the time
needed for solution checking by constructing a binary decision
diagram for the conjunction of all ¢ € C. This introduces initial
overhead for BDD construction, but allows to check each sample
in time linear in the number of features. Additionally, Algorithm
1 is adapted to perform satisfiability checks on partial samples
during generation, allowing early rejection before samples are fully
constructed. Ideally, if the BDD’s variable ordering aligns with the
feature diagram’s breadth-first order, sample creation and checking
proceed smoothly together: as Algorithm 1 traverses the diagram,
each assignment of a feature involved in side constraints is mirrored
in the BDD by following the high or low edge to the appropriate
level. However, the BDD’s variable ordering is critical for handling
larger models efficiently. Preliminary experiments showed that
using orderings consistent with the feature diagram’s partial order
does not scale well. Therefore, we use heuristics [15] and use a
buffered approach for checking partial assignments.

4 Evaluation

4.1 Research Questions

The overarching goal of our experiments is to assess the perfor-
mance of uniform random samplers on feature models with non-
trivial feature diagrams, i.e., feature diagrams where the hierarchical
structure contains structural domain knowledge. We hence aim to
establish a baseline on existing URS approaches for feature models:

(RQ1) Which URS approaches and tools perform best on feature
models for various sample sizes, also taking knowledge com-
pilation resources into account?

Given the linear-time complexity of URS-FD, we ask whether URS-
FD can meet or exceed the performance of state-of-the-art URS
approaches on feature models without side constraints.

(RQ2) How competitive is URS-FD compared to URS tools on fea-
ture models without side constraints?

We anticipate URS-FD to outperform general-purpose tools. How-
ever, since real-world feature models without any side constraints
are uncommon, answering this question primarily serves to esti-
mate the baseline potential for URS-FD*, extending URS-FD to also
support side constraints.

Finally, we are looking for factors indicating that one sampler
might be preferable over the others for a specific feature model:
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(RQ3) What factors determine which sampling methods perform
best for a given feature model?

4.2 Experiment Setup

Our experiment setup is driven by our research questions, selecting
state-of-the-art URS tools for feature models in CNF to compare
with our implementations of URS-FD and URS-FD* on community
benchmarks comprising non-trivial feature diagrams.

URS Tools. We consider the following samplers from the literature,
in their order of appearance: SPUR [3], KUS [33], and BDDSam-
pler [19]. Each tool was introduced with claims of outperforming
its predecessors. The URS tools Smarch [30] and UniGen3 [35]
have shown great advancements when they have been introduced,
but their performance has shown to be not competitive with the
tools above (see, e.g., [19]). For a comparison with dedicated URS
approaches on feature diagrams, we also consider the rejection
samplers implementing URS-FD™ described in Section 3.1, Zampler-
RS and Zampler-RS-BDD. Additionally, we consider an alternative
BDD-based sampler, Zampler-BDD, which constructs the BDD di-
rectly from the feature diagram and the side-constraints instead
of a CNF. While BDDSampler uses CUDD [34] for BDD compi-
lation, our implementation Zampler-BDD relies on the recently
introduced OxiDD library [21].

Benchmark Set. We collected a set of 46 feature models from the
literature [6, 24, 27], ranging in size from 12 to 18,616 features
and 1 to 3,545 side constraints? All models are provided in the
XML format used by FeaturelDE [38] and consist of a non-trivial
feature diagram and a collection of side constraints as propositional
formulas. Our implementation Zampler operates directly on these
XML files. SPUR and KUS require input as a single CNF formula
in DIMACS format, which we generated with FeaturelDE for all
models in the benchmark set. For BDDSampler, input is in the form
of a VAR file listing all features and an EXP file for the constraints,
which we extract from the DIMACS files using dimagic [15]. For
RQ1, we used the same 46 models and stripped away their side
constraints before re-exporting them as XML and DIMACS.

Operationalization. To evaluate competitiveness of the different
URS approach, we consider both runtime and the capacity to gener-
ate large sample volumes. As part of RQ3, we investigate the rejec-
tion sampling approaches in reference to the hit rate and throughput
defined in Section 3. All experiments were run on an Intel Core
19-10900K with 64 GB RAM running Ubuntu 22.04. Throughout, a
timeout of 10 minutes (600 s) was enforced.

4.3 Results

Figure 2 shows cactus plots for different variants of the benchmark
set, indicating for how many of the 46 models the sampling task
finished within the time indicated on the x-axis. The task for each
solver was to generate 10,000 samples, except for Figure 2e where
times to generate a single sample are shown.

4.3.1 Research Question RQ1. Figure 2f shows sampling times for
the complete models, i.e., including all side constraints. Clearly,

YIncluding 12 artificially generated models from https://github.com/skrieter/MIG-
Evaluation/tree/master/de.ovgu.featureide.fm.benchmark/models
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(f) Full models, 10,000 samples
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Figure 2: Runtime to generate 10,000 samples on models with varying percentage of randomly selected side constraints.

the two rejection sampling methods, Zampler-RS and Zampler-RS-

Interestingly, KUS was shown in [33] to outperform SPUR across

BDD, are not competitive in this setting. Surprisingly, the simpler
implementation, Zampler-RS, successfully handles one more model
in total than the more optimized Zampler-RS-BDD. Our investiga-
tion in the following section, addressing RQ3, will explore possible
reasons for this outcome.

1,425 benchmarks from various domains, although there is no over-
lap with our benchmark set. We find the roles reversed, with SPUR
consistently in the lead. The same can be seen in [19] (cf. Table 3),
where benchmarks partly overlap with ours. In that table, BDDSam-
pler outperforms SPUR on most models, which contrasts sharply
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Figure 3: Sampling times in relation to the number of features for models without side constraints.

with our findings. This discrepancy is likely due to the use of pre-
compiled BDDs as input for BDDSampler, precluding a fair com-
parison. The same applies to KUS, where reported timings exclude
the d-DNNF compilation step.

Figure 2e shows times for generating a single sample. The results
show that BDDSampler is largely unaffected by the number of re-
quested samples, suggesting that BDD construction time dominates
the total sampling time. For the other samplers, a few additional
benchmarks are solvable when only a single sample is requested,
although overall performance remains similar regardless of the
sample count requested.

Answering RQ1, we find SPUR to be the fastest sampler on
feature models with side constraints.

4.3.2  Research Question RQ2. Figure 2a presents results for sam-
pling only the feature diagram without side constraints. As ex-
pected, Zampler-FD implementing Algorithm 1 outperforms all
other solvers, generating 10,000 samples in less than 4 seconds for
each model. SPUR succeeds for all benchmarks in 10 minutes, while
BDDSampler and KUS time-out for 2 and 4 models, respectively.
We also investigated how model size and the number of requested
samples impact performance. The scatter plots in Figure 3 show
sampling times for all models, with size on the x-axis and sampling
time on the y-axis. The left plot represents single-sample times,
while the right plot shows times for generating 10,000 samples. Both
axes use a logarithmic scale. We observe that the diagram-based
approach Zampler-FD and SPUR are comparably fast when gener-
ating a single sample, but with Zampler-FD in the lead for larger
sample sizes. Notably, our BDD-based reference implementation
Zampler-BDD looks almost indifferent to the number of requested
samples. To explore the implementations’ limits, we also requested
10° samples per model. Zampler-FD is able to generate a million
samples for each feature diagram, taking less than 7 minutes for
the largest model Automotive®@2_V4. In contrast, KUS and SPUR
achieve this only for 18 and 8 of the smaller models, respectively.
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Figure 4: Throughput measures for full models.

At this scale, file sizes become substantial enough that I/O perfor-
mance may influence results, making even larger sample sets less
practical to test. Summarizing, we obtain the expected result:

In answer to RQ2, we find that Zampler-FD outperforms state-
of-the-art URS tools on feature models without side constraints.

4.3.3 Research Question RQ3. Given a feature model, which tool
should we use to sample from it? From the discussion of the previ-
ous two research questions, we know that SPUR is likely a good
overall choice, though Zampler-RS is preferable when our model
contains no side constraints and we need many samples. What if
we have only a small number of side constraints? Figures 2b to 2d
show variants of the benchmark set where only 1%, 2%, or 3% of
the models’ side constraint were randomly selected and all others
removed. While for all solvers the number of solvable benchmarks
generally decreases the more side constraints are included, the drop
is especially pronounced for the rejection-sampling approaches
Zampler-RS and Zampler-RS-BDD.
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benchmarks vl olel Vel Vel logyo(+) log,o (hit(-)) Zamplelﬁ-RS Zampler-Rs—BDD
[V 0] | Hﬂ (| IIDH [ IIC]] | Sper  SceF  SewF tp hit* out. tp hit* out.
pizzas 12 1 2 16.7% 3.6 1.6 1.7 3.2 -0.1 -1.6 -2.0 | 800,453.2 8.7 TP 23043224 93| TP
GPL 18 13 12 66.7% 54 2.6 3.7 4.0 -1.1 -1.3 -2.8637,867.5 -85 TP 1,429,037.2  -9.2| TP
mobilemedia2 43 3 5 11.6% 12.9 6.3 6.7 123 -0.3 -6.0 -6.6 | 242,955.7 | -8.2| TP 1,112,852.7 | -8.8 TP
jHipster 45 13 25 55.6% 13.5 44 5.6 12.1 -1.2 -7.7 -9.1183,003.7 | -8.1 TP  923,299.6 | -8.8| TP
aafms_framework 59 14 30 50.8% 17.8 11.1 13.1 15.6 -2.0 -4.4 -6.6 | 176,967.2 | 8.0 TP 519,073.4 | -8.7| TP
berkeleyDB1 76 20 32 42.1% 22.9 9.6 14.0 18.1 -4.4 -8.5 -13.3 | 144,556.3 | =7.9| TP  493,043.5 | -85 TP
KConfig_axTLS 96 14 30 31.3% 28.9 11.9 14.8 26.1 -2.8 -14.2 -17.0 | 118,824.5 | -7.8| TP  530,379.0 | -84 TP
violet 101 27 67 66.3% 30.4 18.8 26.2 24.5 -7.4 -5.7 -11.6 | 121,891.0 | -7.8| TP 2,074,763.7 | -84 TP
berkeleyDB2 119 68 97 81.5% 35.8 9.9 29.5 158 | -19.5 -5.9 -25.9 | 93,9543 -7.7| TN -83 TN
BankingSoftware 176 4 5 2.8% 53.0 31.7 31.9 52.4 -0.2 -20.7 -21.3 | 64,4904 | -7.5| TP  256,989.4 | -8.2 TP
WeaFQAs 179 7 13 7.3% 53.9 24.5 25.0 52.8 -0.5 -28.3 -29.4| 51,8954 | -7.5| TP 2324853 | -82 TP
eShopSplot 287 21 34 11.8% 86.4 494 50.8 83.9 -1.4 -34.5 -37.0 | 41,223.6 | -7.3| TP 173,894.9 | -80 TP
KConfig_uClibc 313 56 136 43.5% 94.2 40.2 54.3 84.0 | -14.1 -43.8 -54.0 | 30,0054  -7.3| TN -7.9 TN
eShopFIDE 326 21 34 10.4% 98.1 494 50.8 95.6 -1.4 -46.2 -48.8 | 38,4802 -7.3| TP 153,267.2 | -7.9 TP
DMIE 366 192 342 93.4% 110.2 97.6 99.0 108.5 -1.3 -10.9 -12.6 | 30,4375 | -7.2| TP -7.9 FpP
KConfig_uClinux-base 380 3,455 299 78.7% | 1144 224 224 60.0 0.0 -376  -92.0 9,056.1 | -7.2| TP -7.8 FP
FinancialServices_2017 557 1,001 507 91.0% 167.7 2.6 15.6 134.8 | -13.0 -132.2 -165.0| 21,366.8  -7.0 TN -7.7, TN
splot505 557 50 47 8.4% 167.7 65.0 69.2 164.5 -4.2 -99.5 -102.7 | 18,687.1 | 7.0 TP 72,439.7 | -1.7 TP
KConfig_busybox-1.18.0 854 123 225 26.3% 257.1 2013 2129 2438 | -11.6 -42.5 -55.8 | 14,3165  -6.9 TN -7.5, TN
splot1001 1,120 100 95 8.5% 337.2 125.2 133.1 331.2 -7.9  -2059 -211.9 9,314.0 | -6.7 TN -7.4, TN
KConfig_embtoolkit 1,179 323 598 50.7% 354.9 96.7  185.8 2933| -89.1 -196.5 -258.2 7,741.6 | -6.7| TN -73 TN
CDL_adder 1,285 890 1,086 84.5% 386.8 1249 2141 2979 | -89.2 -173.0 -261.9 9,409.2 | -6.7 TN -7.3| TN
CDL_rattler 1,324 894 1,087 82.1% 398.6 136.5 2265 309.4 | -90.0 -172.9 -262.1 9,066.9 | -6.7 TN -7.3| TN
KConfig_uClinux-distr. 1,580 197 294 18.6% | 475.6 409.6 4195 460.9 -9.8 -51.3 -66.0 7,667.2 | -6.6 TN -7.2, TN
Gen2000-3CNF-1_100 2,000 100 287 14.4% 602.1 329.4  337.0 595.9 -7.6  -266.6 -272.7 54459 | -6.5 FN 15,494.6 ' -7.1 FN
Automotive_small 2,513 2,833 1,280 50.9% 756.5 210.7  303.4 615.0 | -92.7 -404.3 -545.8 3,185.8 | 6.4 TN -7.0 TN
KConﬁgflinux-2.6.33.3 6,467 3,545 3,994 61.8% | 1,946.8 timeout 1,672.6 timeout 1,722.1 -6.0 -6.6
Automotive02_V1 14,010 666 805 5.7%|4,217.4 1,260.7 1,300.7 4,152.0 | -40.0 -2891.3 -2956.7 512.6 | -5.6 TN -6.3 TN
Automotive02_V4 18,616 1,369 1,501 8.1% | 5,604.0 1,534.2 1,596.2 5,494.0 | -62.0 -3959.8 -4069.7 362.2 | -55 TN -6.2 TN

Table 1: Properties, model counts, and hit rate prediction for selected feature models from the benchmark set.

Taking a step back, we look into the feasibility of the rejection-
sampling approaches described in Section 3 in light of the prop-
erties of our benchmark models: the feature-based sampler Sg, #,
diagram-based sampler S, #, and side constraint-based sampler
Sc»- Table 1 shows a selection of feature models from the bench-
mark set along with their number of features |V|, number of side
constraints |C|, and the percentage of features appearing in the side
constraints [V |/|V|. We note that the latter highly varies, ranging
from less than 3% to over 90% of features in the side constraints,
and seemingly unrelated to the overall number of features.

To compare the hit rates of the three approaches, we used the
model counter SharpSAT-TD [26] to compute the size of the solution
space |[#]| and the sample space |[C]|, and the algorithm shown
in Section 2.2 for |[D]]. Recall that |©] = 2/V]. The resulting hit
rates, computed as defined in Section 3, are also given in Table 1. To
allow comparison, all values are given in log;, scale. As expected,
hit(Sg. #) is extremely low for all but the smallest models. While
much better in comparison, the hit rates for the diagram-based
rejection sampler Sg, # are still very low for the larger models,
providing a plausible reason for the poor performance of the USR-
FD*approaches on the full models. Hit rates of the side-constraint-
based rejection sampler S, & fall in between the other two, except
for the two models violet and berkeleyDB2. This indicates S ¢,
has mostly greater chances to succeed than S, #, but averse model
characteristics may exist that tip the scale in favor of the latter.

One more outlier sticks out: KConfig_uClinux-base has a hit
rate of 1 for the diagram sampler Sy, #, because the sample space

18

[D] and solution space [#] have the same size. As [F] € [D]
holds, this entails that [#] = [D]. In other words, the model’s 3,455
side constraints only encode constraints that are already implied
by the diagram, so S, # never has to reject a sample.3

We measured the throughput of Zampler-RS and Zampler-RS-
BDD running on the full feature models, i.e., the number of can-
didate samples generated and tested per second. The respective
columns in Table 1 display the average throughput per second after
running for 1 minute, with the blank cells for Zampler-RS-BDD in-
dicating the BDD construction timed out after 10 minutes. We find
that the early rejection optimization implemented in Zampler-RS-
BDD significantly increases throughput, though the applicability is
limited to the models where a BDD for the side constraints can be
constructed. Figure 4 plots the throughput in relation to the size of
each model. An inverse linear relation tp ~ ﬁ is clearly visible,
allowing us to approximate tp(Sg, #) = ﬁ with some constant a.
Computing the geometric mean of the measured throughput multi-
plied by the number of features for each model, we get & = 1.03-107
for Zampler-RS and a = 3.9 - 107 for Zampler-RS-BDD, plotted as
lines in Figure 4. With this estimate at hand, we can calculate the
necessary hit rate which still guarantees a given effective sample
rate. Rearranging Equation (1), we get a predicted minimal hit rate

3This explains why KConfig_uClinux-base is one of the two models for which
Zampler-RS-BDD fails while Zampler-RS succeeds: for the former, the BDD con-
struction times out.



When to Sample from Feature Diagrams?

hit* as follows:

Soe %
est(Speg) - esr(sz)ﬁ.)u.

W01 = S ) x

As an example, assume we have a feature model # with |V| = 2000
features and want to be able to generate 1,000 samples in less than
three hours. Then esr(Sq, ¢) < %, and we get hit(Sp.g) >
%. Using Zampler-RS, the hit rate then has to be at least
1.8 - 10°, and more than 4.7 - 10° for Zampler-RS-BDD. Finally, to
check if a URS-FD™ approach is possible for ¥, we can compute
[[# 1| with a model counter and check if |[F]| = hit* (Sp.5)|[D]|
holds. The hit* columns in Table 1 give the predicted minimal hit
rates to achieve an effective sample rate of at least one sample in
10 minutes, corresponding to the benchmarks in Figure 2e. The
cells are colored green if hit* < hit(S g, #), and orange otherwise.
The columns labeled out report the outcome of the prediction: true
positive/negative (TP/TN) or false positive/negative (FP/FN). For
almost all models, the predictions hold up. The false positives for
Zampler-RS-BDD only appear in cases where the BDD construction
timed out.

Answering RQ3, we find that the applicability of URS-FD*
approaches can be predicted from size of the feature model and
the overall model count. With few side-constraints, URS-FD*is
superior to diagram-agnostic URS tools.

5 Threats to Validity

Internal Validity. We mitigated performance-influencing side-effects
in our experiments by running each experiment on a single core,
also leaving one core unoccupied for garbage collection and mainte-
nance threads. Further, we ran the experiments slightly longer and
introduced margin on memory granted. Approaches that involve
knowledge compilation and SAT solvers usually involve random-
ized optimizations. We hence employed state-of-the-art heuristics,
e.g., relying on tree decompositions [33] for d-DNNF compilation
or hypergraph cutting for BDD construction [15]. Internal risks
however could be further reduced by running randomized parts of
the experiments multiple times, averaging results.

External Validity. Our findings might not hold for all kinds of feature
models. However, we chose from a wide range of feature models
from different areas that have been shown to be representative in
the field [27]. Due to the clear relation of distribution of number
of features and results with only few outliers (see Figures 3 and 4)
we expect our results to smoothly extend to other feature models
not contained in our benchmark set. There are several methods to
obtain CNF representations from feature models, possibly leading
to different results also for the considered URS tools [28]. We chose
the standard method well-accepted in the community and shown
to be suitable in most of the cases by using FeatureIDE [38].

6 Conclusion

This paper presents the first comparative evaluation of URS ap-
proaches applied to non-trivial feature diagrams. Our findings high-
light SPUR as the most effective sampler, closely followed by KUS.
For feature models without side constraints, sampling directly from
the feature diagram is not only theoretically superior, but also
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practically as demonstrated by our implementation. However, gen-
eralizing this method to handle side constraints through rejection
sampling is worthwhile only for instances with very high hit rates.
When the total number of valid configurations is known, we pro-
pose a method to estimate the expected hit rate and assess whether
the desired number of samples can be produced within a specified
time budget. In practice, we find only small feature models to have
sufficiently high hit rates. For larger models commonly encoun-
tered in the literature, not enough constraints are encoded in the
diagram to make diagram-based approaches viable.
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Abstract

Software product lines are a common way to develop individually
configurable products. In practice, already deployed products have
to undergo frequent changes throughout the whole life-cycle due
to unavoidable updates (e.g., to close critical vulnerabilities). Such
software updates require additional testing effort to reduce the risk
of unwanted behavior of deployed functionality. However, exist-
ing sampling techniques are ignorant of deployed configurations
coming from different points in a system’s evolution. Furthermore,
available techniques aim to cover all configurations instead of fo-
cussing on deployed configurations. Exploiting this knowledge can
help to improve efficiency and effectiveness of sample-based quality
assurance of product updates. To address this gap, we introduce
a new sampling technique that guarantees coverage of all t-wise
interactions on a given set of deployed configurations (i.e., field
configurations). As our evaluation shows, state-of-the-art sampling
approaches that do no exploit this additional knowledge are not
able to cover all of these interactions. Incorporating knowledge
about field configurations improves the effectiveness of testing
while ensuring full coverage of interactions in deployed products.
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1 Introduction

To support configurability of software systems, many companies
develop their products as a product line [10, 48]. Different features
are offered, where the selection of features is constrained by a
feature model [5, 8]. A customer can choose which of the features
to in- or exclude, as long as their choices do not contradict the
constraints of the feature model [5, 9]. This gives the customer the
possibility to configure a product to individually meet their needs.

One challenge that arises when developing a product line is
the additional testing effort compared to a single system, as each
valid combination of features should behave correctly [1, 18, 30].
Because of the large number of possible products, testing all of
them is infeasible. To reduce the testing effort, t-wise sampling
has been proposed, which aims to create a set of configurations
(i.e., a sample) that is as small as possible while containing all valid
combinations between t features [1, 19, 30, 37, 49].

Deployed products also have to undergo a testing process each
time they receive a software update, which might be unavoidable
for, e.g., critical security updates. While t-wise sampling has been
well researched in the last years [33, 35, 49], creating efficient and
effective t-wise samples for deployed configurations (i.e., field con-
figurations) has not yet been investigated. Taking field configu-
rations into account is nevertheless important, because updates
can create new possible unwanted feature interactions in the field
configurations, leading to a fault in the deployed product [4, 20].

Existing t-wise sampling techniques are not sufficient for en-
suring the quality of updated field configurations because of three
important reasons. First, existing field configurations are usually
derived from older versions of the feature model, as they are built
and bought at different points in time and real-world product lines
evolve [34, 47]. This results in configurations in the field that may
be invalid for the current feature model of the product line, leading
to a discrepancy between field configurations and configurations
supported from the current feature model. However, ignoring the
existing field configurations leads to a lack of effectiveness in the
resulting sample. Second, the ¢-wise sample of a feature model aims
to cover all interactions, whereas many of them might not actually
appear in the field configurations, because not every possible fea-
ture combination has necessarily been chosen by a customer. This
increase in sample size would decrease efficiency. Third, in real-
world product lines, there might be a lack of information regarding,
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Figure 1: FM Running Example

for instance, past feature model versions [10]. Most existing sam-
pling techniques require a feature model as input [35] and are not
developed to consider deprecated configurations.

In this paper, we propose an algorithm for creating a sample
covering t-wise interactions of a given set of field configurations
from different points in time. Instead of a feature model, our algo-
rithm takes a set of configurations as input for creating a t-wise
sample and creates a subset of the given configurations. It is based
on a greedy heuristic, because we aim to solve an instance of the
NP-hard minimum set cover problem and greedy is the best known
approximation algorithm. We present an evaluation of the algo-
rithm to investigate the time needed to create the sample and the
size of the sample (i.e., the number of contained configurations). We
examine the impact of the fact that existing sampling techniques
were not developed with the aim of doing quality assurance for
field configurations. This includes comparing their sample size to
the sample size of our approach as well as how well they cover the
interactions from a given set of field configurations.

Overall, we make the following contributions:

(1) We investigate the weaknesses of existing sampling tech-

niques when applied to field configurations.

(2) We present a greedy algorithm for covering ¢-wise inter-
actions in field configurations, based on a reduction to the
minimum set cover problem.

(3) We evaluate the algorithm regarding sampling efficiency and
testing efficiency on real-world deployed products as well
as generated configurations and compare the results to a
state-of-the-art t-wise sampling technique.

2 Background

In this chapter, we briefly introduce the concepts of configurable
systems, feature interactions, and t-wise sampling.

2.1 Feature Models and Configurations

A feature is a functionality that is contained in a product. A product
line might have some base and some variable features that can be in-
or excluded in a product [5, 16]. This way, a user can individually
decide, which features their product should contain. We use feature
models (FMs) to describe possible feature combinations [8].

Definition 2.1 (Feature Model). A feature model is a tuple FM =
(F, R) with F = {fi, ..., fu} being a non-empty set of n features and
R being a set of constraints restricting possible combinations of
features in a product configuration.

Feature models are often represented in a tree-like hierarchy by a
feature diagram [45]. In Figure 1, we see a feature diagram, with L-W
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= Login-Warning and 2-F-A = 2-Factor-Authentication. The feature
model represents a product line of a social network platform. A user
has to choose between a Public Account or a Private Account.
They can also decide to include Security, where they choose to
include L-W, 2-F-A, or both. When choosing a Private Account,
2-F-A has to be selected as well. Ads are always included.

A configuration represents a selection of features from a feature
model and can be used to derive a product of the product line. We
define a configuration C = {Iy, ..., I} as a set of literals over a set
of features F, where a literal is positive, if the respective feature
is selected, and negative if it is deselected. A feature can only be
referred to by one literal for each configuration (i.e., Vf € F :
{f.=f} ¢ C). A configuration is valid, if it does not violate the
constraints defined in the feature model. It is called complete, if it
contains a literal for every feature (i.e., |F| = |C|). Otherwise, it is
called partial. We always refer to a complete, valid configuration, if
not stated otherwise. The valid configuration space is the set of all
configurations that are valid for a given feature model.

2.1.1  Product-Line Evolution. With product-line development, mul-
tiple factors have to be considered in evolution. Feature-model evo-
lution refers to changes that are made in the feature model resulting
in different feature model versions [13, 31, 34]. These changes can
be, for example, features being added or removed. In Figure 2, we
see the feature model from Figure 1 at an earlier point in time. As
we see, two features (i.e., Account Settings and Reject Data
Sharing) from the old model have been deleted in Figure 1. Evo-
lution can also refer to changes in the underlying implementation
which are not necessarily displayed in the underlying feature model.

2.1.2  Field Configurations. A field configuration is a configuration
describing a deployed product, which is based on a version of a fea-
ture model. Deployed products can receive updates, which can be in
the form of security updates, or updating and adding functionality.
Additionally, with updates, it is possible to keep software features
of field configurations stable (i.e., updates ensure no difference in
the implementation of the same feature in different field configura-
tions). However, when a feature is not supported anymore, a field
configuration is not valid on the current feature model any more
even when its features are kept stable.

2.2 T-Wise Sampling

Examining all configurations of a product line is typically infeasible
due to the exponential growth in configurations with an increasing
number of features [6, 46]. Thus, in product-line testing, we often
use a small, yet representative subset of all possible configurations
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Figure 3: Venn diagram showcasing relationship between
feature-model sample and field configurations

(i.e., a sample) [29]. With ¢-wise sampling algorithms, we generate a
sample in which every valid ¢-wise feature interaction is contained
in at least one configuration [29, 35, 42]. A t-wise feature interaction
is the emergent behavior caused by ¢ features [1, 19, 30, 36, 37]. For
instance, there are four possible combinations for t = 2 (i.e., both
features are selected, either one is selected, or neither selected) [5,
22]. We call a t-wise feature interaction valid, if (de-)selecting the ¢
features forms a valid partial configuration. If not stated otherwise,
we consider an interaction to be valid. In this paper, we disregard
core and dead features for the t-wise coverage [11].

3 Problem Statement

In general, testing every product that is potentially affected from an
update is infeasible. Consequentially, t-wise sampling is proposed
to achieve test coverage over the interaction of features. In this
section, we demonstrate, with a running example, the importance
of taking field configurations into account for t-wise sampling by
discussing three shortcomings of the current state of the art.
Missing Relevant Interactions. Simply using an existing t-wise
sampling technique on the last feature model to create a sample
for field configurations does not necessarily cover all important
interactions. Field configurations have been derived from different
versions of the feature model. As Figure 3 illustrates, the inter-
actions that appear in the field configurations intersect with the
configuration space of the current feature model but is not a subset.
Therefore, a t-wise sample of the current feature model may only
partially cover interactions of the field configurations.

Consider the following field configurations representing de-
ployed products as an example. FC; to FCg are built based on the
version of the feature model in Figure 1 and FCy on the version of
the feature model in Figure 2:

FCi={N,P,-R U,-S,-L,-F, A} FC;={N,P,R,-U,S,-L, F, A}

FC3={N,P,-R,U,S,L, F, A} FC4={N,P,-R,U,S,-L F A}

FCs ={N,P,-R,U,-S,-L,-F, A} FCs={N,P,-R, U, S,-L, F, A}

FC; ={N,P,C,R,D,-U, S, -L, F, A}

Table 1 presents which one-wise and pair-wise interactions are cov-
ered by the pair-wise sample of the last feature model and the field
configurations. As the blocks show, overall nine pair-wise
interactions do appear in the deployed configurations but are not
covered by a pair-wise sample over the last model. Hence, creating
a sample on the latest feature model misses nine interactions which
then would not get tested for unwanted behavior under the update.
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R(-R| U|-U| L|-L| F|-F| D

C
D

—F|
F

-L

-U
U
Table 1: Possible one- and pair-wise interactions. H: in the
feature model and not in field configurations; D: in field
configurations and not in the feature model; .I: in both

Covering Unused Interactions. As Figure 3 suggests, a t-wise
sample on the last feature model also considers interactions that
are not part of any field configuration. Covering the additional
interactions may require testing more configurations even though
we would not address any additional interactions from deployed
configurations. As the red blocks in Table 1 indicate, the sample
from the last feature model contains three interactions that are not
represented in any deployed product (e.g., interaction R and L).
Covering Evolution. Typically, deployed configurations were de-
rived from different points in time and, thus, possibly from different
feature-model versions, such as Figure 2 and Figure 1. One way
to address this evolution with available sampling algorithms is
creating t-wise samples for every evolution step. However, t-wise
sampling can result in large samples [49] even for a single feature
model. Adding up all t-wise samples from all feature models leads
to unnecessary many configurations. In our example, this would
result in testing eleven configurations (i.e., five from Figure 1 and
six from Figure 2). Additionally, as discussions with experts from
the industry revealed, past feature-model versions are not neces-
sarily available. Hence, requiring all prior model versions as input
may not be applicable.

However, it is possible to achieve a pair-wise coverage of the
example field configurations only by testing FCq, FC3, and FC7. In
the next sections, we introduce and evaluate a strategy on how to
find such a suitable subset and cope with the problems of the low
effectiveness and efficiency of existing ¢t-wise sampling techniques
with regard to field configurations.

4 Sampling on Field Configurations

In this section, we introduce the first t-wise sampling technique
targeting field configurations. With our algorithm, we aim to reduce
an existing set of field configurations to a subset that contains the
same t-wise interactions. To this end, our goal is to keep the sample
resulting from our technique as small as possible.

4.1 Field Coverage
Before introducing our algorithm, we formally define the coverage

of t-wise interactions appearing in field configurations.

Definition 4.1 (T-Wise Field Sample). A t-wise field sample FS;,C
is a set of configurations covering every potential t-wise interaction
of a given set of field configurations FC.
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Definition 4.2 (T-Wise Field Coverage). Let FC be the field configu-
rations of a product line. The t-wise field coverage FCov fn c(FS) ofa
t-wise field sample FS describes the ratio of the t-wise interactions
that appear in FC (i.e., I}t:c) and in FS (i.e., I;s).

t ¢
s N Igcl

t —
FCoup(FS) = I
F

cl
In the following, we propose a greedy-based strategy for creating
a t-wise field sample by reducing a set of field configurations.

4.2 Generic Procedure

Now, we introduce the core idea of our algorithm. We aim to solve
an instance of the minimum set cover problem, meaning we reduce
the set of field configurations to a subset instead of creating new
configurations as usual in t-wise sampling. Building a sample solely
consisting of existing deployed configurations comes with multiple
advantages. First, a configuration which results from sampling on a
feature model might fail to cover some interactions, because specific
features are not supported in the respective model, as shown in
Section 3. Second, when using existing field configurations for ¢-
wise sampling, a company can test on the deployed product or, if
available, a digital twin. This way, they save the expense of building
new configurations. Third, it is also an advantage to run a test on
actual deployed products, because conventionally created samples
may contain configurations that are never used in practice.

As input, the algorithm starts with a set of field configurations
FC. To build the field sample, we start with an empty set FSIt:C.
First, we count for each interaction how often it appears and add all
configurations containing unique interactions to our final sample.
Second, we add, one after the other, a field configuration from the
input sample to FS f, - but only if the field configurations bring any
new interactions to FS;C. After each addition, we check whether
100% coverage is reached (i.e., FCovlt,C(FSIt,C) = 1). Ifthat is the case,
we stop adding more field configurations and return FS;C. Picking
promising configurations, w.r.t. effectively reducing sample size, is
vital for the effectiveness of the algorithm. We discuss strategies
for selecting the next configuration to add in the next sections.

We present an example where we create a pair-wise sample
for the seven field configurations introduced in Section 3 (FCy —
FC7). For this example, we assume that the algorithm randomly
chooses the configurations in their order, i.e., 1, 2, 3, 4, 5, 6, 7.
Consequentially, Field Configuration 1 is added to FSIt,C first. Then,
Field Configuration 2 is added and the addition is valid because new
interactions where added (e.g., {R, S}), increasing the t-wise field
coverage of FS It,CA The same applies to Field Configuration 3, which
also contains uncovered interactions (e.g., {-R, L}). Afterwards, Field
Configurations 4, 5, and 6 are skipped, as all appearing interactions
are already covered. Finally, Field Configuration 7 is added and the
field sample reaches the desired t-wise field coverage.

As this example demonstrates, the resulting sample size relies
on the order in which the configurations are added to F. SJ{“C‘ In the
example from above, we end up with a field sample containing four
configurations (i.e., 1, 2, 3, and 7). However, pair-wise coverage can
also be achieved with the smaller sample 1, 3, and 7. To prevent the
algorithm from adding Field Configuration 2, Field Configuration
7 would have to be added first. To determine a way of adding
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the configurations in an order that potentially leads to a smaller
and, thus, more efficient sample, we present two strategies for
configuration selection in the next two subsections.

4.3 Reduction to Minimum Set Cover Problem

We can specify our problem setting as a minimum set cover prob-
lem. In the minimum set cover problem, we have a set X of n
elements (X = {X1, ..., Xp}) where each X; contains m; elements
(Xi = {x1, ..., Xm, }) and search for a subset of X that contains every
element contained in any X;. Mapping it to our problem, the set of
field configurations is X and the elements in X; are the interactions
between the features.

The specification as set cover problems yields the problem that
we need to explicitly list and consider all interactions appearing in
every configuration with conventional set cover techniques. With
product lines in practice containing thousands of features [24, 28,
34] and, thus, potentially millions of interactions, considering every
configuration as a set of appearing interactions instead of a set
of features may induce scalability issues. To deal with the large
numbers of interactions we apply the idea of a lazy greedy approach
for the set cover problem [32] and adapt it to our technique. The
core idea is:

(1) Track for every field configuration how many of its interac-
tions are not yet covered by the final sample.

(2) Add the field configuration with the most uncovered inter-
actions next.

We also integrated our strategy of finding unique interactions and
adding the configurations containing them to the final sample be-
fore starting with the algorithm. Here, we only consider subsets
of the overall interactions at a given time during our procedure.
We present the approach and an optimization based on prioritizing
promising configurations in Section 4.4.

4.4 Configuration Scores

To further specify the selection of the next configuration, we pro-
pose to use a scoring function to determine which configuration is
added next to the field sample FS;C. We aim to add configurations
in a way that we reach a t-wise field coverage of 1 while trying
to keep the sample size low. Hence, we prioritize configurations
that cover interactions that occur in only few configurations by
giving the configurations a score, which depends on the number
of appearances of its interactions. The steps for the configuration
selection are:

(1) we compute a score for each configuration with the formula
shown in Equation 1 with ¢ being a configuration, I being
the ¢-wise interactions that appear in the configuration, and
counter; being the number of appearances of that interaction
in the remaining field configurations FC \ FSIt:C,

(2) add the configuration with the highest score to our final
sample,

(3) recalculate the scores in a way that interactions which are
now covered by FS;C are no longer considered for the score
and repeat step 2 until every score is zero.

1

scorec = Z _—
4 counter;
iel;

1)
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Table 2: Count of interactions in field configurations

With our approach to calculate the score and prioritize configura-
tions with high scores, we prioritize configurations containing more
rare appearing interactions. We assume this leads to the algorithm
quickly covering the rare interactions while covering interactions
that often appear per default. When prioritizing often appearing in-
teractions, we would end with multiple rare interactions for which
we would need to add multiple configurations because the chance
of them appearing in the same ones is low. This way, the sample
size would be unnecessarily increased.

Again, we take our seven field configurations from above and
walk through the algorithm to demonstrate how the scoring func-
tion works. In Table 2, we see for each interaction how often it
appears amongst the field configurations. For readability, we leave
out the features N, P, and A, since they appear in every field config-
uration as selected. The unique interactions are marked in

First, the algorithm adds every configuration containing a unique
interaction to FS. This results in adding the field configurations
FCs and FCy. Afterwards, the algorithm calculates the scores of the
remaining configurations, only considering the interactions that
are not covered by one of the two already added configurations.
The left interactions are marked with a blue color in Table 2. This
leads to the remaining field configurations receiving the following
scores:

FC1:sc0re=7><%+2>< % =4 FCy:score=0
FC4:score=2><%:0.5 FC5:sc0re=7><%+2><z—1}:4
FCg = score = 2 X % =0.5

Two field configurations have the same highest score (i.e., FC;
and FCs). In this case, the algorithm chooses to add one of them,
e.g., FCy. After the addition and the recalculation of every score,
we remove the interactions that are now covered by FS from the
equation. Now, every left configuration (i.e., FCy, FCy, FCs, and FCg)
results with a score of zero because every interaction is now covered.
This means, our algorithm returns the calculated sample, containing
the field configurations FCy, FCs, and FCy, and terminates.

4.5 Combined Approach with T-Wise Sampling

In this paper, we demonstrate the importance of being able to cover
and test interactions in the field before running an update. We also
show how existing t-wise testing techniques are not efficient to
achieve t-wise field coverage when we have an evolving product
line. Nevertheless, covering the interactions of potential future
configurations by creating a ¢t-wise sample on the current feature
model is still beneficial in product-line development. The idea is
not only considering interactions in already sold products but also
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products potentially sold in the future. For this reason, we include
an optional step in our approach, aiming to create a unified sample
for both, the field configurations and the latest feature model. The
goal is to reduce the sample size compared to testing two samples
separately while achieving the same coverage. Because some of
the interactions are contained in both samples, we aim to remove
configurations only containing duplicate interactions. Besides ap-
plying the algorithms on field configurations, the idea is to apply
it on a combined sample. This sample consists of the set of field
configurations and a t-wise sample for the feature model.

5 Experimental Evaluation

We performed an empirical evaluation comparing different reduc-
tion strategies. In detail, we compare three algorithms for sample
reduction, Set-Cover, which uses a simple greedy heuristic for solv-
ing the Minimum Set Cover Problem [32] (cf. Section 4.3), Scoring,
which uses a weighted greedy heuristic (cf. Section 4.4), and Random,
which uses a random heuristic. In addition, we include YASA [26],
a state-of-the-art t-wise sampling algorithm, as a baseline. We are
interested in the scalability of the algorithms as well as the size and
coverage of the computed samples. In particular, we aim to answer
the following research questions:

RQ; What is the efficiency of Scoring and Set-Cover?

RQ;.; How much time is required by the different algorithms?
RQ;.2 How large are the samples of the different algorithms?
RQ, What is the effectiveness of Scoring and Set-Cover in terms

of t-wise interaction coverage and t-wise field coverage?

To answer RQq, we measure and compare the time to create
a sample for all algorithms for different systems with differing
numbers of field configurations. Further, we compare the size of
the samples created with each algorithm.

For RQ7, we measure the coverage of all samples created for the
two metrics t-wise interaction coverage and t-wise field coverage (cf.
Section 4) with t = 1 and t = 2, respectively.

5.1 Experiment Design

5.1.1 Data. We use three data sets from different sources, each
containing multiple systems with a set of field configurations. In
Table 3, we show an overview of all systems, including the number
of features, the number of field configurations, and the number
of feature-model versions per system. For each dataset, we also
evaluated on the combined sample as introduced in Section 4.5.

The first data set! consists of real-world systems using the Kcon-
fig language, collected by Pett et al. [44]. Although these systems
each include a wide range of feature-model versions over time,
there is no data on field configurations for these feature models.
Thus, for each feature-model version, we use a randomly created
sample by Pett et al. [44].

The second data set?, provided by Pereira et al. [40], encompasses
two real-world case studies, containing one feature-model version
and a set of real field configurations for each system.

The third data set contains five systems from the automotive
domain, provided by our industry partner. This data set contains
multiple feature-model versions and real configurations over these

!https://github.com/orgs/TUBS-ISF/repositories?q=-case-study
Zhttps://wwwiti.cs.uni-magdeburg. de/~jualves/PROFIlE/


https://github.com/orgs/TUBS-ISF/repositories?q=-case-study
https://wwwiti.cs.uni-magdeburg.de/~jualves/PROFilE/

VaMoS 2025, February 04-06, 2025, Rennes, France

System Name ‘ Source #Versions #Feat. #Field Config.
Soletta [44] 173 457 11,950
Toybox [44] 62 334 1,039
Busybox [44] 454 1,050 31,279
Fiasco [44] 33 258 10,872
Uclibc [44] 177 272 110,524
ERP [40] 1 1,920 61
Agrib [40] 1 2,238 5,749
Automotive08 | Industry unknown 221 233,309
Automotive09 | Industry unknown 279 247,780
Automotivel0 | Industry unknown 279 45,387
Automotivell | Industry unknown 218 27,808
Automotivel2 | Industry unknown 147 129

Table 3: Systems used in the evaluation.

models. However, due to obfuscated feature names in the feature
models and configurations, used to protect company secrets, we
are not able to create a consistent mapping between features in the
feature-model version and field configurations making the applica-
tion of the combined approach unreasonable.

5.1.2  Process. Our experiments encompass multiple steps per sys-
tem. First, since the data sets were created by different people, we
convert feature models and field configurations from each system
into a unified format. Second, we create a one-wise and a pair-wise
interaction sample for the latest feature-model version of each sys-
tem using YASA. Third, we create two new samples by combining
the field configurations with the one-wise and the pair-wise sam-
ple, respectively. Fourth, we apply the reduction algorithms to each
sample created so far using t = 1 and t = 2 as input for each algo-
rithm, which creates six reduced samples for each existing sample.
We repeat the execution of Random three times for each sample
using different random seeds. For all measurements on randomly
reduced samples, we use the median value. Finally, we compute the
coverage of each sample using the two metrics t-wise interaction
coverage and t-wise field coverage with t = 1 and t = 2, respectively.
In addition, we measure the time required for Step 2 and Step 4.

5.1.3 Technical Setup. The evaluation was run on a server with
two Intel(R) Xeon(R) CPU E5-2620v3 2.4 GHz and 256 GB RAM
under Ubuntu 22.04. The time measurement was done in Java with
System.nanoTime(). The YASA version that was used in our im-
plementation is based on the last commit from April 6th, 2024.3

5.1.4 Data Availability. For reproducibility, we published an arti-
fact containing our implementation of all algorithms described in
Section 4, our evaluation setup, used data sets, and all raw data
created by our experiments.* Note that we had to exclude data set
three for reasons of confidentiality.

5.2 Results

We distinguish the results of our evaluation between efficiency and
effectiveness measurements.
3https://github.com/FeatureIDE/Feat]AR-formula-analysis- sat4j/commit/

20d4e7dead43ef9081F772892c30f2658ea6bdbf
“https://github.com/skrieter/rp-evaluation- sample-reducer
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Efficiency. In Figure 4, we show the time each algorithm needed to
finish on a logarithmic scale for each system. The left plot presents
the results for creating a one-wise sample and the right plot for
the pair-wise sample. For every calculation, except ERP-System
with t = 1, YASA was the fastest algorithm. Comparing the reduc-
tion of the samples, all algorithms need approximately the same
time for t = 1 as well as t = 2. An exception is the feature model
ERP-System, where reducing the combined sample for t = 2 needs
noticeably more time than reducing only the field sample. Note
that the displayed time of the combined sample only shows the cal-
culation time of the reduction step. In order to create the combined
sample, the YASA sample has to be created first, which requires
additional computation time, as shown in the plots.

Figure 5 depicts the size (i.e., the number of configurations) of
all samples. We show the sample size for all algorithms using a
logarithmic scale. The boxes on the left-hand side indicate the size
for the calculations of t = 1 and the boxes on the right-hand side for
t = 2. We see that YASA computes much smaller samples than any
other algorithm. Comparing the reduction algorithms with each
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Figure 6: Coverage values achieved by all samples for each
sampling algorithm and coverage metric

other, only Random performs worse than the other two for t = 1 and
t = 2 on the combined as well as the normal sample. Comparing
these sample sizes with the number of field configurations that
were given as input (cf. Table 3), we are able to reduce the number
of configurations by several orders of magnitude.

Effectiveness. In Figure 6, we display the coverage of all sampling
algorithms. For each algorithm, we show a boxplot over all sys-
tems containing the coverage value for a specific coverage metric.
In detail, we compare the reduction algorithms and YASA with
t = 1and t = 2, respectively. For each computed sample we display
the one-wise as well as pair-wise coverage to inspect how many
of the pair-wise interactions are covered by the one-wise sample
and vice versa. We show values for four different metrics, t-wise
field coverage (cf. Section 4) and t-wise interaction coverage with
t = 1 and t = 2, respectively. While the reduction algorithms all
reach a 100% t-wise field coverage if a sufficient t-value is chosen,
they may cover less than a quarter of the t-wise interactions of
the last feature model. Similarly, YASA is always able to achieve
100% t-wise interaction coverage, given a sufficient ¢-value, but on
average stays below 80% of field coverage. Comparing the different
reduction algorithms with each other, all of them reach similar
values over all coverage metrics. Calculating a sample for the com-
bined configurations achieves 100% coverage for all metrics given
a sufficient value for ¢.

5.3 Discussion

Regarding RQ;;, we measured that YASA is always the fastest
algorithm except for ERP, with the least amount of field configu-
rations. Contrary to our expectations that the random heuristic
would outperform the proposed algorithms because of its simplicity,
all algorithms need approximately the same time for each calcula-
tion. We also measured no significant efficiency loss when reducing
on the combined sample compared to reducing on the field con-
figurations. This comes from the fact that the YASA samples are
already very small and, thus, adding the t-wise sample to the field
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configurations only marginally increases the number of configura-
tions. We conclude that the algorithms do not significantly differ
in terms of computation time. Also, the combined sample can be
computed with as much computational effort as the sample for field
configurations, excluding the creation of the YASA sample. While
we were not able to compute a reduced sample within 12 hours for
Automotive08 and Automotive09 with t=2, we conclude that for
all other systems in our evaluation the scoring algorithm and the
combined approaches scale quite well.

Regarding RQ; 2, we see similar results to the computational
effort. YASA always produces the smallest samples. As expected,
using the scoring function to determine configurations that are
added next, results in a smaller sample size than just random ad-
dition. However, using the scoring function does not outperform
the Set Cover algorithm we adapted from the literature. Thus, we
conclude that it is better to use a strategy other than randomly
selecting configurations and existing set cover approaches serve
as a good base for the purpose of reducing configuration sets. In
addition, we find that the sample resulting from the combined ap-
proach has a similar sample size than samples resulting from the
field configurations.

Finally, answering RQ2, we are able to confirm our assumption
about existing sampling techniques not being sufficient to cover in-
teractions appearing in field configurations. The other way around,
calculating a sample for field configurations is not able to cover
interactions of the last feature model, since it only covers those
interactions that have been chosen by a customer. Both samples
(i.e., the one for the last feature model and the one for the field
configurations) are not able to result in a sample that gives a reliable
coverage for the use case they are not made for. To this end, we
also created the combined sample, which covers the interactions of
the feature model and the interactions of the field configurations
without loss in efficiency, as shown above.

In summary, the evaluation shows that existing sampling tech-
niques are more efficient in terms of sample size and sampling
time than our sampling on field configurations, but are not able
to cover all interactions in the field. We show that it is promising
to develop a more advanced technique to decrease the sample size
by a large amount compared to a baseline of randomly selecting
configurations. In addition, we see that using a combined approach
which covers both, all t-wise field interactions and all ¢-wise inter-
action from the latest feature model is about as efficient as using
the algorithms only on the field configurations.

5.4 Threats to Validity

Internal Validity. Each data set used in our evaluation had certain
limitations we needed to consider. First, for data set one [44], only
random samples instead of real-world field configurations were
available. Furthermore, all samples contained the same number of
configurations. Second, data set two [40] only contained a single
version for each system. Third, due to obfuscated feature names
in the industry data, we could not directly compare the number
of interactions in the field configurations with those from the cor-
responding feature model, which also prevents us from using the
combined approach on these systems. While each data set has its
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own limitations, we argue that by combining all three, we can still
draw meaningful conclusions on the evaluated algorithms.

Regarding our implementation, we cannot guarantee correctness.
We use the same base implementation for all reduction algorithms
to enable a fair comparison between the evaluation strategies and
use unit testing to mitigate the risk of bugs.

External Validity. For comparison with an existing sampling tech-
nique, we only considered YASA. However, we argue that YASA is
a well established tool, which is representative for sampling tech-
niques using greedy strategies. Furthermore, this comparison only
serves to contextualize the sample sizes and computation time of ¢-
wise field sampling to classical t-wise sampling approaches, which
follow slightly different optimization goals.

In our algorithm, we assume that features with the same name
have the same underlying implementation. That is not necessarily
the case in real-world product lines. This assumption limits our ap-
proach to systems, where features are kept stable as long as they are
supported in the current feature model. We assume that numerous
companies synchronize software assets of field configurations with
updates in the case of implementation changes. Furthermore, we
argue that typically implementations of features are not completely
replaced, but get modified, which means that our technique can
still be useful in these cases.

6 Related Work

There have already been publications introducing different testing
algorithms for product lines [2, 14, 15, 29, 33, 41] as well as differ-
ent sampling techniques [7, 23, 25, 27, 35, 42]. However, none of
the existing work considers updates on deployed configurations
containing features which are not supported anymore. As we have
shown in this paper, we do need to consider every deployed config-
uration for the use case of such an update. It follows that none of
the existing work on sampling algorithms is sufficient to solve the
problem of covering interactions in field configurations.

More similar to our work are existing sampling techniques includ-
ing the consideration of configurations. Oster et al. [39] introduced
an algorithm which allows involving existing products to the sam-
pling algorithm. However, their algorithm is restricted to products
for one feature model version and only developed for pair-wise in-
teractions. Bombarda et al. [12] support the reuse of configurations
from test suites of old feature models. These configurations are
used for the creation of tests of new test suites after a feature model
evolved. Contrary to our goal, they do not consider any subset of
valid interactions but only aim to achieve t-wise coverage of the
feature models. Al-Hajjaji et al. [3] take an already existing sample
and apply configuration prioritization on it. The way they chose to
calculate the prioritization of the configurations is similar to the
scoring function we use in our algorithm. Anyway, additionally to
some differences in the calculation, their goal is reordering a t-wise
sample and prioritize by difference between configurations while
our goal was to build a subset and prioritize by rare interactions.

We also consider publications that specifically investigate the
impact of evolution on configurations as a similar research field
of our work. Pett et al. [43] proposed continuous ¢-wise coverage,
where they consider previous tested t-wise interactions of old fea-
ture models to reduce the interactions that have to be covered after
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an evolution step. Different to ours, their goal is achieving t-wise
coverage of a specific feature model and only contains inclusion of
old t-wise interactions that are still valid on the current model. Hei-
der et al. [21] consider derived products in their work and analyze
the impact of changes in the variability model on those products.
Similar as Nieke et al. [38], who locks configurations to ensure
them staying valid even if a feature model evolves, they have the
goal to investigate the validity of the configurations regarding the
newest feature model. Both works do not consider configurations
that get an update receiving new functionality while only being
valid on an old variability model. Demuth et al. [17] optimize exist-
ing products, including the evolution of the underlying software
product line. However, the optimization does not include coverage
of t-wise interactions of the products.

7 Conclusion and Future Work

In this paper, we introduce t-wise field sampling, a sampling metric
and corresponding algorithm on a set of field configurations (i.e.,
configurations that have been deployed) for evolving software prod-
uct lines. We enable covering ¢-wise interactions contained in a set
of configurations without the need of having a corresponding fea-
ture model. To this end, we propose two algorithms, which adapted
an existing Minimum Set Cover algorithm based on a greedy strat-
egy and find a solution to cover interactions of field configurations.
In addition, we propose an approach combining t-wise field sam-
pling and classical t-wise interaction sampling to achieve an even
better interaction coverage. We evaluate all algorithms in terms of
their efficiency and effectiveness by comparing them to a state-of-
the-art t-wise sampling technique.

Our evaluation shows that existing sampling techniques are more
efficient than sampling on field configurations. However, existing
sampling techniques also lack in covering interactions in the field.
This disqualifies them for the use case of testing field configurations
that have been build on different feature models. The evaluation
also shows that our algorithm is able to build a sample that covers
field configurations as well as potential future combinations from
the last feature model with a similar efficiency than our ¢-wise field
sampling approach.

In future work, we aim to optimize our current algorithm and
to evaluate different variants of our greedy algorithm’s scoring
function. This way, we examine whether we can further decrease
the sampling time and sample size. Also, we plan to include filtering
of interactions in our algorithm. With the filtering, a user can decide
to only cover specific interactions further reducing the size of the
final sample. Another optimization would be possible if updates can
be directly mapped to one or multiple features. In this case, only
interactions with the updated features would have to be considered.

Acknowledgments

We want to thank Chico Sundermann for his support and many
helpful discussions. We also want to thank Paul Bittner for his
patience and help before the deadline.

References

[1] Iago Abal, Jean Melo, Stefan Stanciulescu, Claus Brabrand, Marcio Ribeiro, and
Andrzej Wasowski. 2018. Variability Bugs in Highly Configurable Systems: A



Covering T-Wise Interactions of Deployed Configurations

[2

=

&

[9

=

[10

[11

[12]

[13

[14

[15

[16]

[17

[18

[19]

[20

[21

[22]

[23]

[24

[25

Qualitative Analysis. Trans. on Software Engineering and Methodology (TOSEM)
26, 3 (2018), 10:1-10:34.

Bestoun S. Ahmed, Kamal Z. Zamli, Wasif Afzal, and Miroslav Bures. 2017. Con-
strained Interaction Testing: A Systematic Literature Study. IEEE Access 5 (2017),
25706-25730.

Mustafa Al-Hajjaji, Thomas Thiim, Malte Lochau, Jens Meinicke, and Gunter
Saake. 2019. Effective Product-Line Testing Using Similarity-Based Product
Prioritization. Software and System Modeling (SoSyM) 18, 1 (2019), 499-521.
Simon Alvarez. 2022. Lucid Air briefly “bricked” after failed over-the-air software
update. https://www.teslarati.com/lucid-air-bricked-after-failed-ota-update/.
Sven Apel, Don Batory, Christian Kastner, and Gunter Saake. 2013. Feature-
Oriented Software Product Lines. Springer.

Sven Apel, Hendrik Speidel, Philipp Wendler, Alexander von Rhein, and Dirk
Beyer. 2011. Detection of Feature Interactions Using Feature-Aware Verification.
In Proc. Int’l Conf. on Automated Software Engineering (ASE). IEEE, 372-375.
Eduard Baranov, Axel Legay, and Kuldeep S. Meel. 2020. Baital: An Adaptive
Weighted Sampling Approach for Improved t-Wise Coverage. In Proc. Europ.
Software Engineering Conf./Foundations of Software Engineering (ESEC/FSE). ACM,
1114-1126.

Don Batory. 2005. Feature Models, Grammars, and Propositional Formulas. In
Proc. Int’l Systems and Software Product Line Conf. (SPLC). Springer, 7-20.
David Benavides, Sergio Segura, and Antonio Ruiz-Cortés. 2010. Automated
Analysis of Feature Models 20 Years Later: A Literature Review. Information
Systems 35, 6 (2010), 615-708.

Thorsten Berger, Ralf Rublack, Divya Nair, Joanne M. Atlee, Martin Becker,
Krzysztof Czarnecki, and Andrzej Wasowski. 2013. A Survey of Variability
Modeling in Industrial Practice. In Proc. Int’l Workshop on Variability Modelling
of Software-Intensive Systems (VaMoS). ACM, 7:1-7:8.

Sabrina Boehm, Tim Schmidt, Sebastian Krieter, Tobias Pett, Thomas Thiim,
and Malte Lochau. 2025. Coverage Metrics for T-Wise Feature Interactions.
In Proc. Int’l Conf. on Software Testing, Verification and Validation (ICST). IEEE,
Washington, DC, USA. To appear.

Andrea Bombarda, Silvia Bonfanti, and Angelo Gargantini. 2023. On the Reuse
of Existing Configurations for Testing Evolving Feature Models. In Proceedings of
the 27th ACM International Systems and Software Product Line Conference-Volume
B. 67-76.

Goetz Botterweck and Andreas Pleuss. 2014. Evolution of Software Product Lines.
In Evolving Software Systems. Springer, 265-295.

Ivan Do Carmo Machado, John D. McGregor, Yguarata Cerqueira Cavalcanti, and
Eduardo Santana De Almeida. 2014. On Strategies for Testing Software Product
Lines: A Systematic Literature Review. J. Information and Software Technology
(IST) 56, 10 (2014), 1183-1199.

Myra B. Cohen, Matthew B. Dwyer, and Jiangfan Shi. 2006. Coverage and
Adequacy in Software Product Line Testing. In Proc. Int’l Workshop on the Role of
Software Architecture for Testing and Analysis (ROSATEA). ACM, 53-63.
Krzysztof Czarnecki and Ulrich Eisenecker. 2000. Generative Programming: Meth-
ods, Tools, and Applications. ACM/Addison-Wesley.

Andreas Demuth, Roberto E Lopez-Herrejon, and Alexander Egyed. 2014. Au-
tomatic and incremental product optimization for software product lines. In
2014 IEEE Seventh International Conference on Software Testing, Verification and
Validation. IEEE, 31-40.

Emelie Engstréom and Per Runeson. 2011. Software Product Line Testing - A
Systematic Mapping Study. J. Information and Software Technology (IST) 53 (2011),
2-13.

B.J. Garvin and M.B. Cohen. 2011. Feature Interaction Faults Revisited: An
Exploratory Study. In Proc. Int’l Symposium on Software Reliability Engineering
(ISSRE). 90-99.

Jordan Golson. 2016. Many Lexus navigation systems bricked by over-the-air soft-
ware update. https://www.theverge.com/2016/6/7/11879860/lexus-navigation-
broken-software-update-bug.

Wolfgang Heider, Rick Rabiser, Paul Griinbacher, and Daniela Lettner. 2012. Using
Regression Testing to Analyze the Impact of Changes to Variability Models on
Products. In Proc. Int’l Systems and Software Product Line Conf. (SPLC). ACM,
196-205.

Martin Fagereng Johansen, @ystein Haugen, and Franck Fleurey. 2011. Properties
of Realistic Feature Models Make Combinatorial Testing of Product Lines Feasible.
In Proc. Int’l Conf. on Model Driven Engineering Languages and Systems (MODELS).
Springer, 638-652.

Martin Fagereng Johansen, @ystein Haugen, and Franck Fleurey. 2012. An
Algorithm for Generating T-Wise Covering Arrays From Large Feature Models.
In Proc. Int’l Systems and Software Product Line Conf. (SPLC). ACM, 46-55.
Alexander Kniippel, Thomas Thiim, Stephan Mennicke, Jens Meinicke, and Ina
Schaefer. 2017. Is There a Mismatch Between Real-World Feature Models and
Product-Line Research?. In Proc. Europ. Software Engineering Conf./Foundations
of Software Engineering (ESEC/FSE). ACM, 291-302.

Sebastian Krieter. 2020. Large-Scale T-Wise Interaction Sampling Using YASA.
In Proc. Int’l Systems and Software Product Line Conf. (SPLC). ACM, 29:1-29:4.

29

[26

[27

[32

[33

&
=)

[35

[36]

[37

[38

@
0,

[40

[41

[42

=
&

[44

[45

[46

[47

S
&

[49

VaMoS 2025, February 04-06, 2025, Rennes, France

Sebastian Krieter, Thomas Thiim, Sandro Schulze, Gunter Saake, and Thomas
Leich. 2020. YASA: Yet Another Sampling Algorithm. In Proc. Int’l Working Conf.
on Variability Modelling of Software-Intensive Systems (VaMoS). ACM.

Dominik Michael Krupke, Ahmad Moradi, Michael Perk, Phillip Keldenich,
Gabriel Gehrke, Sebastian Krieter, Thomas Thiim, and Sandor Fekete. 2025. How
Low Can We Go? Minimizing Interaction Samples for Configurable Systems.
Trans. on Software Engineering and Methodology (TOSEM) (2025). To appear.
Andreas Kiibler, Christoph Zengler, and Wolfgang Kiichlin. 2010. Model Count-
ing in Product Configuration. In Proc. Int’l Workshop on Logics for Component
Configuration (LoCoCo). Open Publishing Association, 44-53.

D. Richard Kuhn, Raghu N. Kacker, and Yu Lei. 2013. Introduction to Combinatorial
Testing (1st ed.). Chapman & Hall/CRC.

D. Richard Kuhn, Dolores R. Wallace, and Albert M. Gallo Jr. 2004. Software
Fault Interactions and Implications for Software Testing. IEEE Trans. on Software
Engineering (TSE) 30, 6 (2004), 418-421.

Miguel A. Laguna and Yania Crespo. 2013. A Systematic Mapping Study on
Software Product Line Evolution: From Legacy System Reengineering to Product
Line Refactoring. Science of Computer Programming (SCP) 78, 8 (2013), 1010-1034.
Ching Lih Lim, Alistair Moffat, and Anthony Wirth. 2014. Lazy and eager
approaches for the set cover problem. In Proceedings of the Thirty-Seventh Aus-
tralasian Computer Science Conference-Volume 147. 19-27.

Roberto E. Lopez-Herrejon, Stefan Fischer, Rudolf Ramler, and Aalexander Egyed.
2015. A First Systematic Mapping Study on Combinatorial Interaction Testing for
Software Product Lines. In Proc. Int’l Workshop on Combinatorial Testing (IWCT).
IEEE, 1-10.

Rafael Lotufo, Steven She, Thorsten Berger, Krzysztof Czarnecki, and Andrzej
Wasowski. 2010. Evolution of the Linux Kernel Variability Model. In Proc. Int’l
Systems and Software Product Line Conf. (SPLC). Springer, 136—150.

Flavio Medeiros, Christian Késtner, Marcio Ribeiro, Rohit Gheyi, and Sven Apel.
2016. A Comparison of 10 Sampling Algorithms for Configurable Systems. In
Proc. Int’l Conf. on Software Engineering (ICSE). ACM, 643-654.

Jens Meinicke, Chu-Pan Wong, Christian Kastner, Thomas Thiim, and Gunter
Saake. 2016. On Essential Configuration Complexity: Measuring Interactions in
Highly-Configurable Systems. In Proc. Int’l Conf. on Automated Software Engi-
neering (ASE). ACM, 483-494.

Changhai Nie and Hareton Leung. 2011. A Survey of Combinatorial Testing.
ACM Computing Surveys (CSUR) 43, 2 (2011), 11:1-11:29.

Michael Nieke, Christoph Seidl, and Sven Schuster. 2016. Guaranteeing Config-
uration Validity in Evolving Software Product Lines. In Proc. Int’l Workshop on
Variability Modelling of Software-Intensive Systems (VaMoS). ACM, 73-80.
Sebastian Oster, Florian Markert, and Philipp Ritter. 2010. Automated Incremental
Pairwise Testing of Software Product Lines. In Proc. Int’l Systems and Software
Product Line Conf. (SPLC). Springer, 196-210.

Juliana Alves Pereira, Matuszyk Pawel, Sebastian Krieter, Myra Spiliopoulou,
and Gunter Saake. 2018. Personalized Recommender Systems for Product-Line
Configuration Processes. Comput. Lang. Syst. Struct. 54 (2018), 451-471.

Gilles Perrouin, Sebastian Oster, Sagar Sen, Jacques Klein, Benoit Baudry, and
Yves Le Traon. 2012. Pairwise Testing for Software Product Lines: Comparison
of Two Approaches. Software Quality Journal (SQJ) 20, 3-4 (2012), 605-643.
Gilles Perrouin, Sagar Sen, Jacques Klein, Benoit Baudry, and Yves Le Traon. 2010.
Automated and Scalable T-Wise Test Case Generation Strategies for Software
Product Lines. In Proc. Int’l Conf. on Software Testing, Verification and Validation
(ICST). IEEE, 459-468.

Tobias Pett, Tobias Hef3, Sebastian Krieter, Thomas Thiim, and Ina Schaefer. 2023.
Continuous T-Wise Coverage. In Proc. Int’l Systems and Software Product Line
Conf. (SPLC). ACM, 87-98.

Tobias Pett, Sebastian Krieter, Thomas Thiim, Malte Lochau, and Ina Schaefer.
2021. AutoSMP: An Evaluation Platform for Sampling Algorithms. In Proc. Int’l
Systems and Software Product Line Conf. (SPLC). ACM, 41-44.

Pierre-Yves Schobbens, Patrick Heymans, and Jean-Christophe Trigaux. 2006.
Feature Diagrams: A Survey and a Formal Semantics. In Proc. Int’l Conf. on
Requirements Engineering (RE). IEEE, 136-145.

Chico Sundermann, Tobias Hef3, Michael Nieke, Paul Maximilian Bittner, Jef-
frey M. Young, Thomas Thiim, and Ina Schaefer. 2023. Evaluating State-of-the-Art
#SAT Solvers on Industrial Configuration Spaces. Empirical Software Engineering
(EMSE) 28 (2023).

Thomas Thiim, Don Batory, and Christian Kastner. 2009. Reasoning About
Edits to Feature Models. In Proc. Int’l Conf. on Software Engineering (ICSE). IEEE,
254-264.

Frank J. van der Linden, Klaus Schmid, and Eelco Rommes. 2007. Software Product
Lines in Action: The Best Industrial Practice in Product Line Engineering. Springer.
Mahsa Varshosaz, Mustafa Al-Hajjaji, Thomas Thiim, Tobias Runge, Moham-
mad Reza Mousavi, and Ina Schaefer. 2018. A Classification of Product Sampling
for Software Product Lines. In Proc. Int’l Systems and Software Product Line Conf.
(SPLC). ACM, 1-13.


https://www.teslarati.com/lucid-air-bricked-after-failed-ota-update/
https://www.theverge.com/2016/6/7/11879860/lexus-navigation-broken-software-update-bug
https://www.theverge.com/2016/6/7/11879860/lexus-navigation-broken-software-update-bug

Asking Security Practitioners: Did You Find the Vulnerable
(Mis)Configuration?

Richard May
Harz University of Applied Sciences
Wernigerode, Germany
rmay@hs-harz.de

Jacob Kriiger
Eindhoven University of Technology
Eindhoven, Netherlands
jkruger@tue.nl

Abstract

With ever evolving software, reliability and quality assurance are
facing growing complexity and security issues. Particularly, inter-
connected and configurable systems are threatened by (mis)config-
urations that can lead to exploitable vulnerabilities. Unfortunately,
there is limited information on how such configuration vulnera-
bilities occur or how practitioners deal with these. To tackle this
gap, we investigated the connections between (mis)configurations,
vulnerabilities, and their treatment by conducting a survey with 41
security practitioners who have encountered configuration vulner-
abilities in their work. More precisely, our objectives were to under-
stand the causes, prevalence, severity, and treatments of such vul-
nerabilities. We found that configuration vulnerabilities are preva-
lent and severe in practice. They primarily stem from dependency
issues, outdated software, and inconsistent (cross-)configurations;
are typically influenced by human errors; and are either identified
during testing or, in the worst case, during deployment and oper-
ation. Generally, configuration vulnerabilities are detected due to
security incidents or through word-of-mouth, implying that more
preventive security management is required—ideally at an early
stage and as part of a holistic security-engineering process. Overall,
we aim to enhance the understanding of researchers and practition-
ers regarding current practices related to handling configuration
vulnerabilities as well as open challenges.
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1 Introduction

Ensuring high-quality and reliable software systems is becoming
more and more challenging [76], due to the increasing complexity
of such systems [20]. In recent years, security has become one of the
most important quality attributes related to system reliability [56,
61, 62]. Concurrently, growing configurability [21], interconnec-
tions and dependencies between different features and systems [55],
as well as system evolution [42] have increasingly contributed to
the emergence of misconfigurations, unwanted feature interactions,
unexpected bugs, or even system failures [48, 67, 92]. So, misconfig-
urations tend to cause security vulnerabilities that can be exploited
by malicious attackers, usually leading to major violations of a
system’s confidentiality, integrity, and availability [44, 45, 63].

Typically, security experts are hired to evaluate software systems
and their configurations regarding potential risks for vulnerabilities
and malicious exploitation (i.e., attack likelihood and impact) [36,
69]. For example, penetration tests are used to identify and assess
specific vulnerabilities [19] or attack trees are modeled to trace and
understand attack scenarios [43, 46]. Due to the rising number of
vulnerabilities and exploits, the experiences gained and required
by security experts is growing fast. Consequently, surveying such
experts offers a valuable opportunity to synthesize and benefit from
their lessons learned and best practices.

Using this opportunity, we asked security practitioners to share
their experiences on vulnerabilities caused by configuring (i.e., con-
figuration vulnerabilities). Our research goal was to understand
the connections between configurations and vulnerabilities,
Q the main causes of these vulnerabilities, & how prevalent
and severe they are, and, U how they can be treated. In more
detail, we conducted an online questionnaire among 41 security
practitioners who already experienced configuration vulnerabilities.
There has already been research studying such vulnerabilities (cf.
Section 7), for example, May et al. [55] analyzed developer discus-
sions on vulnerable system configurations. Loureiro [48] studied
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misconfiguration prevention strategies and Dietrich et al. [22] an-
alyzed the human aspects of vulnerable misconfigurations from
an operators’ perspective. However, to the best of our knowledge,
there is currently no comparable study (i.e., thematic focus, sample
size) focusing on practitioners’ voices on main causes, prevalence,
and common mitigation practices.

In detail, our contributions are:

e A comprehensive and practice-oriented overview of confi-
guration vulnerabilities and their properties.

e A discussion of the main causes, severity, and common prac-
tices for effectively treating configuration vulnerabilities.

o An open-access repository containing our questionnaire and
the anonymous answers of all participants to enable replica-
tions and validations of our study.!

Through our findings, we aim to shed light on the connections be-
tween (mis)configuring and vulnerabilities from a practical perspec-
tive. Our results are intended to help researchers and practitioners,
especially in the domains of variability and security, learn from the
experience of security experts. Overall, our work bridges the gap
between theoretical research and real-world practice on this topic.

2 Background

Next, we introduce key background information, specifically system
configuring and vulnerability management.

2.1 System Configuring

Modern software has become increasingly configurable to make sys-
tems and applications adaptable to specific use cases and associated
stakeholder requirements [2, 7]. Typically, configurable systems rely
on a set of features (i.e., user-visible functions) that can be enabled,
disabled, and combined to create a variety of customized system
variants [34, 71, 77]. System configuring may involve different types
of configurations, oriented towards specific areas like software con-
figuration (e.g., application settings) [77, 87], network configuration
(e.g., routing protocols) [11, 32], storage configuration (e.g., cloud
and database system access patterns) [13, 23, 54], server configu-
ration (e.g., load balancer) [8, 30], and security configuration (e.g.
security measures) [14, 16]. Furthermore, these configurations have
numerous relations and interdependencies. For example, a security
configuration typically influences all other types of configurations,
which have to ensure compliance with security standards [78].
Developers usually implement system configurations using cer-
tain variability mechanisms, such as preprocessor directives [49, 82],
dependency injections [80], or feature-oriented programming [7,
15]. Such mechanisms represent variability at the implementation
level, while the organization of features, their relationships, and
dependencies are usually documented via feature models—the de-
facto standard at a conceptual level [18, 66, 79]. From a more techni-
cal perspective, configuration files store the allowed configurations
at the implementation level (e.g., specifying constraints) [11, 75].
Particularly constraints are essential to document, since certain
features may depend on each other while other features cannot
co-exist (i.e., they are mutually exclusive) [59, 88]. Referring to
the latter, faulty configurations (i.e., misconfigurations) may lead

https://doi.org/10.5281/zenodo.14007881

31

Richard May, Christian Biermann, Jacob Kriger, and Thomas Leich

to non-trivial problems, ranging from vulnerabilities over bugs
to system failures that might cause fatal consequences (e.g., in
safety-critical systems) [55, 56]. Accordingly, verifying system con-
figurations is key to ensure reliable and secure systems [1, 72, 83].

2.2 Vulnerability Management

The reliability of modern software systems is increasingly linked
to IT security [35, 61]. IT security refers to the practices and mea-
sures used to protect all types of software systems, comprising a
variety of ways to ensure confidentiality, integrity, and availabil-
ity [37, 69, 74]. Security measures or patterns that involve concrete
strategies to protect systems (e.g., security policies) are typically
oriented towards the mitigation of threats and risks. Threats are
events with a potential negative impact on a system [36, 37, 69],
such as unwanted feature interactions or configuration errors (i.e.,
misconfigurations) [92]. Such events are triggered mainly by certain
unsecured system conditions, typically in the context of vulnerabil-
ities (i.e., system weaknesses) [36, 37]. Although not every vulnera-
bility is necessarily critical and may be considered as an acceptable
risk, exploiting vulnerabilities (e.g., via SQL injections [33]) often
results in violated security objectives and in the associated security
risks [36, 69]. The actual risk is specified based on the likelihood
and impact of potential exploits [36, 38], and is usually listed in
incident databases (e.g., National Vulnerability Database, Artificial
Intelligence Vulnerability Database) that provide scales to classify
and rate vulnerabilities [43, 57, 60].

Detecting and managing vulnerabilities is complex and has be-
come more difficult, due to the increasing number of features and
their respective configuration options [67, 81, 90]. To prevent vul-
nerabilities, a systematic security-management process should be
performed during development and maintenance [37, 68]. In this
context, features, products, and entire product lines should be sys-
tematically tested (i.e., verified) to minimize the risk of security-
related incidents [54, 83].

3 Methodology

In the following section, we describe our study’s goal, research
questions, methodology, and conduct (cf. Figure 1).

3.1 Goal and Research Questions

Our main goal was to understand the relations between configur-
ing and vulnerabilities. This included identifying and discussing
properties and practices related to detecting and treating vulnera-
bilities. To accomplish this goal, we formulated the following three
Research Questions (RQs):

RQ; Q What are causes for configuration vulnerabilities?
First, we aimed to identify the primary causes that lead to vul-
nerabilities in the context of configuring a software system.
Specifically, our focus was on collecting insights on the trig-
gers to find common patterns and highlight the most critical
causes for configuration vulnerabilities.

A How prevalent and severe are configuration vulnera-
bilities in the real world?

Second, we aimed to determine the frequency and severity
of configuration vulnerabilities as experienced by security
experts. Our goal was to collect data on how often these

RQ.
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Figure 1: Overview of our research method, with numbers indicating the amount of practitioners involved.

vulnerabilities occur in practice and the impact they can have
on systems and operations.

RQ3 U What are common practices to treat and prevent con-
figuration vulnerabilities?
Lastly, we aimed to explore and discuss strategies and prac-
tices employed by experts to address and prevent configura-
tion vulnerabilities.

Through our work, we aim to provide a comprehensive overview
of the connections between software configuring and vulnerabil-
ities by building on real-world experiences of security experts.
Through this overview, we contribute insights for practitioners
and researchers that can help to increase their awareness for such
vulnerabilities and related practices; providing a helpful means
for them to safeguard their software systems and develop new
techniques to prevent vulnerabilities.

3.2 Questionnaire Design

We developed our questionnaire based on established guidelines for
conducting (online) questionnaires in software engineering [28, 64].
The first and second authors created the questionnaire using Mi-
crosoft Forms to build and host the online questionnaire. Iteratively,
the third author independently reviewed the questionnaire two
times. Besides a general introduction into the topic, we provided
a description of how the participants’ data was used as well as a
consent form. Participants could only take part in the questionnaire
if they gave their informed consent and voluntarily. We collected
all data in a way that no conclusions could be drawn about the
participants or their companies (i.e., anonymized data collection).
Furthermore, all data was stored in an encrypted form on a server
in Germany.

Overall, our questionnaire involved 20 questions in English and
took about 10-15 minutes. The research questions served as ba-
sis for the questions and their ordering. In most cases, we used
closed-ended questions requiring participants to choose specific
items. For these, we typically provided an additional free-text op-
tion to add items not listed. Moreover, in some cases, we added
the option not to answer a question (i.e., prefer not to say) in case
participants may have had privacy concerns or constraints by their
company. The closed-ended questions involved questions in which
we explicitly asked for opinions based on Likert scales (e.g., ranging
from strongly agree to strongly disagree) or number-based scales
(e.g., ranging from I-very rarely to 10-very frequently). In addi-
tion, we included questions to rank certain items according to their
perceived relevance. We further relied on a few open-ended (i.e.,
free text) questions, typically to obtain more elaborate answers. All
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but one question were mandatory (i.e., one optional open-ended
question for further thoughts on triggers).

Scoping. The target group of our study were IT security practition-
ers who already experienced configuration vulnerabilities in their
work. Besides this background, we did not define any further restric-
tions. We combined three different distribution channels to promote
our online questionnaire, aiming to reach as many participants as
possible. These channels included 1) the personal networks of the
authors, 2) the LinkedIn network of the first author, and 3) sharing
of the invitation through interested participants (i.e., snowballing).

Structure. Our questionnaire involved 20 questions structured into
three sections: demographics (6 questions), main causes, prevalence,
and severity (9 questions), and experiences (5 questions).

Section 1 (demographics). In the first section, we asked for demo-
graphic data, i.e., questions on practical experience, employment,
and company. We used this data to assess the responses (e.g., little
versus much experience) and to put certain responses into the con-
text of specific participant groups. Precisely, we asked participants
to select single-choice options regarding their years of experience
(Qo1), the country in which they are currently employed (Qo2, free
text), their company’s main industry (Qo3), whether the company
operates internationally (Qo4), and how many employees are in
their company (Qos). Finally, they should indicate the area in which
they are currently working (Qo¢, multiple answers). For each ques-
tion, participants had the opportunity to use a prefer not to say
option to ensure privacy in addition to anonymizing the data.

Section 2 (main causes, prevalence, and severity). In the second
section, we asked for the participants’ perceptions about vulnera-
bilities and configurability in software systems to answer RQ1 and
RQ,. First, we asked the participants to describe how vulnerabili-
ties and configuring are connected in their daily work (Qq7). After
that, we used two questions based on five-level Likert scales to as-
sess the relevance of configuration-related vulnerabilities (Qgs) and
specific triggers of vulnerabilities (Qgo), including an option to add
other triggers (Q10, optional free text). The next five questions com-
prised a ranking of development phases in which vulnerabilities
are typically detected (Q11) and an assessment of vulnerability risks
(Q12-9Q15, ten-level scales). Here, we intentionally oriented the as-
sessment towards established security standards (i.e., ISO/IEC 27000
series [36], NIST Guide for Conducting Risk Assessments [69]), re-
lying on severity, likelihood, impact, and exploits.

Section 3 (experiences). The last section mainly referred to experi-
ences with configuration vulnerabilities. In particular, we asked in
which domains the participants experienced the vulnerabilities (Q16,
multiple answers), how they became aware of them (Q17, multiple
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answers), how they fixed (Qjs, multiple answers) and prevented
(Q20, multiple answers) them, and what the greatest impact of an
exploit they experienced was (Q19, free text). We again offered the
opportunity to use a prefer not to say option. Our objective was
to use the data we collected in this section to answer RQ3 and to
complement our answers to RQ; and RQj.

3.3 Conduct

We distributed our questionnaire through the channels mentioned
above: personal network, LinkedIn, and snowballing. In total, we
sent 66 invitations via e-mail to security experts in the authors’ per-
sonal network. Furthermore, the first author shared a post through
their LinkedIn network, with the request to contact us if anyone is
interested in participating. Four people reached out via the LinkedIn
messenger and we shared a link to the questionnaire with them.
We encouraged all participants to share the invitation with other
potentially interested experts, which led to an unknown number
of further people we reached via this distribution channel. After
closing the questionnaire, we received a total of 42 responses.

To analyze the data, we downloaded the Excel spreadsheet cre-
ated by Microsoft forms. In a first review step, the first author
screened the responses and excluded one due to insufficient data
quality (e.g., using random characters in mandatory questions to
skip them). Consequently, we considered 41 responses for our ac-
tual data analysis. The first author then applied open-coding and
card sorting to gather recurring patterns and to identify relevant
categories with their associated data; particularly for the free-text
questions. The first two authors discussed all results through two
meetings and iteratively refined them until they reached consensus.

4 Results

In the following, we describe the results of our questionnaire, struc-
tured according to the three individual sections.

4.1 Demographics

In Table 1, we present the results related to our participants’ de-
mographics. Most of our participants (39 %) have between 6 and
10 years of experience in the area of security (Qo1), followed by
29 % with 0 to 5 years, 17 % with 11 to 15 years, and 15 % with more
than 15 years. All of our participants are from European countries
(Qo2), mainly Central-Europe including Switzerland (24 %) and Ger-
many (22 %). Other countries involve, for example, Ukraine (15 %),
France, Spain, and Austria (10 % each). The companies for which
our participants work (Qo3) are quite diverse. For instance, they
operate in more traditional IT sectors (34 %), healthcare (20 %), fi-
nance (17 %), or manufacturing (15 %). Only 10 % are working on
research and education, underpinning the practical orientation of
our study. The companies (Qo4) typically operate internationally
(90 %) rather than nationally (10 %), including (Qos) small- (20 %) to
medium-sized companies (53 %) and also larger companies or corpo-
rate groups (27 %). Not surprisingly, our participants’ employment
areas (Qo¢) mainly relate to development (90 %). Other areas overlap
with development, such as research, management, or operations
(29 % each). Rarely mentioned other areas include, for example,
security consulting.
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Table 1: Overview of the responses for demographics (n = 41).

question answers responses
Qo1: years of experience 0 -5 12 29%
6-10 16 39%
11-15 7 17 %
16+ 6 15%
Qoz: country Switzerland 10 24%
Germany 9 22%
Ukraine 6 15%
France 4 10%
Spain 4 10 %
Austria 4 10 %
Netherlands 3 7%
Poland 1 2%
Qo3: main industry 1T 14 34 %
healthcare 8 20%
finance 7 17 %
manufacturing 6 15%
research & education 4 10%
other 2 4%
Qo4: internat. operation  yes 37 90 %
no 4 10 %
Qos: employees 0-10 8 20%
11 - 100 12 29 %
101 - 500 10 24 %
501 - 1000 2 5%
1001+ 9 22 %
Qos: employment area development 37 90%
research 12 29%
management 12 29%
operations 12 29%
other 3 6%

4.2

The connections between configuration vulnerabilities and our par-
ticipants’ daily work (Qg7) are quite diverse. However, we identified
five recurring patterns in their responses. Not surprisingly, most
participants are typically concerned with more general secure ap-
plication configuring, such as modeling secure configurations or
DevSecOps (54 %). Overall, 24 % have experiences in security-related
risk assessments of configurations, 17 % in secure versioning, and
10 % each in dependency checking as well as defensive configuring.
We found several more experiences, which were mentioned fewer
times, involving variant-richness and its reduction (5 %), counter-
measure configuring (2 %), and plugin variety (2 %). Most of our
participants strongly agreed (59 %) or agreed (39 %) that configura-
tion vulnerabilities are a relevant topic in practice (Qgs). Only one
person neither agreed nor disagreed with this statement.

Asking for the relevance of different vulnerability triggers (Qqo),
our participants mentioned dependencies, outdated software, and
inconsistent configurations as most relevant (cf. Figure 2). All other
triggers were also supported by participants, but we identified

Main Causes, Prevalence, and Severity
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Figure 2: Relevance of vulnerability triggers (Qqo).
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Figure 3: Ranking of the vulnerability occurrence likelihood
in different development phases in percentages (Q11).

more disagreements or participants who rated these triggers as
only somewhat relevant. This applies in particular to programming
errors, feature interactions, evolutionary issues, and insufficient
system verification. Interestingly, evolutionary issues highlighted
diverging opinions between participants with 46 % considering
them highly relevant and 32 % somewhat relevant. Based on the
participants’ optional notes on triggers (Q10), we found that social
engineering is also a relevant trigger (34 %). For example, this re-
lates to compromised development hardware or copying source
code with vulnerable configurations from social platforms, such
as Stack Overflow. Other triggers that were mentioned include im-
paired product or process integrity (5 %) and a lack of configuration
overview related to configuration complexity (2 %).

According to the participants’ ranking, configuration vulnerabil-
ities typically occur or are revealed during testing and operation
(Q11, cf. Figure 3). Interestingly, the number of participants who
rated operation as most relevant is slightly higher than for testing.
In contrast, testing was rated as less relevant by fewer participants
than operation. Generally, our participants think that vulnerabilities
are less common to occur during the deployment and implementa-
tion. Change management and design were usually considered to
be the least relevant phases.

As we illustrate in Figure 4, the vulnerability risk ratings (Q12—
Q15) with respect to severity (average 7.5), likelihood (average 7.2),
impact (average 8), and exploitation (average 7.1) are quite consis-
tent. Regarding severity, most of the practitioners selected 7 (37 %)
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Figure 4: Vulnerability risk rating based on perceived sever-
ity, impact, likelihood, and exploitation (Q12-Q1s); including
interquartile range (boxes), rating range without outliers
(outer lines), median (inner lines), average (crosses), and out-
liers (points) with 0 — lowest rating and 10 - highest rating,.

or 8 (22 %). There is also a great likelihood of configuration vul-
nerabilities, as implied by 37 % of our participants ranking it as a
7 and 22 % as an 8. Referring to impact, we can see a similar trend
(i.e., 34 % refer to 7), with the additional note that 24 % selected a 10.
Regarding the likelihood of exploitations, 32 % of our participants
referred to an 8 and 29 % to a 7.

4.3 Experiences

The domains in which our participants experienced configuration
vulnerabilities (Q1¢) are mainly related to server and storage de-
velopment (93 %), web development (88 %), system and software
development (46 %), as well as mobile development (32 %). One
participant did not want to answer this question. As we show in
Table 2, our participants stated that they usually become aware of
configuration vulnerabilities (Q17) through actual security incidents
(90 %), word-of-mouth (83 %), regular software testing (76 %), and
security scans (73 %). Fewer participants referred to vulnerability
disclosures (34 %), new reports (24 %), or penetration testing (15 %).

Typical fixes (Q1g) involve configuration changes (85 %), version
patches (83 %), risk acceptance (68 %), and implementing counter-
measures (49 %). The exploits with the most impact (Q19) vary and
heavily depend on whether a participant was involved in the secu-
rity process of one application or a whole system as well as how
many end users were impacted. For example, 29 % of our partici-
pants mentioned more than 10,000 impacted users. In contrast, 20 %
stated that only more than 100 users were impacted. Interestingly,
some participants explicitly mentioned “almost” impacts (5 %) and
reputation damage (2 %).

Regarding feasible prevention strategies (Q2), we found (cf. Ta-
ble 2), not surprisingly, that regularly reviewing and updating con-
figurations as well as conducting regular security scans and/or au-
dits are typical countermeasures (90 % each). Moreover, developing
and enforcing security policies and procedures (76 %), integrating
security into the development process (51 %), and using config-
uration management tools (37 %) have been used as prevention
strategies by our participants. Interestingly, 12 % of our participants
additionally described penetration testing as a prevention strategy.
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Table 2: Overview of the awareness triggers (Q17), common
fixes (Q1g), and prevention strategies (Q29) concerning con-
figuration vulnerabilities.

question answers responses
Q17: awareness  security incident 37 90 %
word-of-mouth 34 83%
software testing 31 76 %
security scans 30 37 %
vulnerability disclosure 14 34%
news report 10 24 %
penetration testing 6 15%
cyber-threat intelligence 1 2%
threat report 1 2%
Q1s: fixes configuration changes 35 8%
patching 34  83%
risk acceptance 28 68 %
countermeasures 20 49%
decommission system 1 2%
compensating controls 1 2%
Q20: prevention regularly reviewing 37 90%
and updating configurations
regular security scans/audits 37 90%
security policies and procedures 31 76 %
mtegratmg security 21 51%
into the development process
configuration management tools 15 37 %
penetration testing 5 12%
code reviews 1 2%

5 Discussion

After describing our results, we now discuss our consequent find-

ings to answer Q RQ1, & RQ,, and U RQ3.

5.1 QRQ;: Main Causes

Not surprisingly, our results indicate that configuration vulnera-
bilities are a relevant topic for practitioners in their daily work,
which is further supported by previous research [22, 47, 93]. The
responses regarding the main causes for such vulnerabilities point
towards dependency issues, outdated software, and inconsistent
configurations. We argue that the relevance of dependency issues
reflects the challenge of managing complex (cross-)relationships
between software systems and their components, with an outdated
or insecure dependency easily causing vulnerabilities [55]. Compa-
nies may inadvertently introduce configuration vulnerabilities if
they fail to regularly update dependencies or thoroughly check the
components to integrate for security issues (e.g., when integrating
third-party services).

Interestingly, we found that evolutionary issues seem to be a
less relevant cause in the perception of practitioners (cf. Figure 2).
This is despite evolution and dependency issues being obviously
interconnected [3], such as delayed or missing updates [22]. Evolu-
tion issues often occur due to configuration drift between develop-
ment phases, such as implementation, testing, and deployment, or
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within different branches in the same phase if configurations are
not synchronized [25]. Tools that enforce configuration manage-
ment policies have been suggested to maintain consistency [24], for
example, automated dependency management tools to ensure that
dependencies are regularly checked for known vulnerabilities [70].
Moreover, the lifecycle phases in which dependencies are integrated
seem crucial: typically development and early testing [36, 69]. En-
suring proper dependency management during these phases is
key to prevent configuration vulnerabilities in later development
phases. Otherwise, the impact of such vulnerabilities can become
even worse, as stated by many of our participants who faced such
vulnerabilities in the real world (cf. Figure 3).

Other common issues, such as programming errors, social en-
gineering, or feature interactions, were reported fewer times by
our participants. In this context, we remark that practitioners may
deliberately not report programming errors or social engineering,
especially if they were responsible and may feel a certain amount of
guilt (i.e., response bias) [22]. So, our findings do not mean that such
issues are not relevant. In contrast, human errors are likely to cause
misconfigurations [6, 22]. Moreover, the complexity of software
systems and their configurable features will likely increase even
more in the future. Consequently, we expect even more challenges
in handling these complexities, and thus an increased potential
for programming errors or unwanted feature interactions causing
configuration vulnerabilities [27, 40, 54].

Q RQ;: Main Causes: Configuration vulnerabilities primarily
stem from dependency management issues, outdated software,
and inconsistent (cross-)configurations between different soft-
ware systems and components. Human errors probably have a
significant impact in this context.

5.2 £ RQ,: Prevalence and Severity

Generally, our participants’ ratings imply that configuration vul-
nerabilities are prevalent and severe. Based on our results, we argue
that such vulnerabilities are ubiquitous across domains, countries,
and company size, further underpinning the need for systematic se-
curity engineering and management. More specifically, we can see
in Figure 4 that severity, likelihood, impact, and exploitation are all
rated in the medium to high ranges (5 to 10). This indicates strong
concerns regarding configuration vulnerabilities’ potential to cause
harm. These insights suggest that current practices, while reason-
ably effective, may not be sufficiently robust given the constantly
evolving threat landscape and refinements of attacks [5].

Our participants’ notable agreement on severity implies chal-
lenges in maintaining secure and consistent configurations as soft-
ware complexity increases. Still, there are also a few outliers. These
indicate that configuration vulnerabilities do not necessarily have
serious consequences in every case. So, it is likely that configuration
vulnerabilities are more common than we may anticipate, since
they do not have to result in large-scale incidents or exploits [22].
Thus, we argue that configuration vulnerabilities may occur regu-
larly without having critical consequences. Existing research has
actually found that such vulnerabilities are often not recognized at
all, as it is difficult to detect them; especially if they are silent, and
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thus do not produce any error messages [94]. If silent vulnerabil-
ities are discovered by malicious actors and actual incidents (i.e.,
exploits) occur, they usually have a critical impact on the entire
software system [47, 93].

Our results further indicate that mistakes in the design, change
management, and implementation phases less frequently lead to
vulnerabilities compared to the deployment, operation, and test
phases. This could suggest that the phases that are primarily related
to the design and implementation of the systems are less likely to
lead to vulnerable configurations. However, we argue that this is
likely a misperception. Most misconfigurations and configuration
vulnerabilities originate from these phases [50, 95, 96]. However,
they are revealed only during testing in a controlled setting or, in
the worst case, during deployment and operation in a less controlled
setting with greater impact. In turn, we argue that the awareness
for configuration vulnerabilities should be improved already during
the design and development of software systems.

A RQ,: Prevalence and Severity: Configuration vulnera-
bilities are acknowledged as prevalent, with high severity and
likelihood ratings if detected and exploited. They are typically re-
vealed either in controlled settings (i.e., testing) or less controlled
settings with more critical impact (i.e., operation).

5.3 WRQj;: Treatment and Prevention

Most configuration vulnerabilities our participants experienced
were related to server, storage, and web development. This trend
is supported by security-related research, which highlights that
these domains are particularly prone to vulnerabilities occurring
and associated cyber attacks (e.g., cross-site scripting [89]); due to
the use of the internet and communication technologies [4, 10, 55].
Surprisingly, more than 83 % of our participants stated that they
are aware of vulnerabilities due to security incidents and word-of-
mouth between practitioners. This clearly implies more reactive
methods being in place regarding security awareness. Consequently,
configuration vulnerabilities are apparently often recognized only
after they have been exploited or actively discussed within the
community (e.g., via Stack Overflow [55]).

Only about half of our participants mentioned that they inte-
grated security into their development process. In contrast, pre-
ventive methods through software testing also play an important
role (76 %). However, the testing seems less focused on identifying
vulnerabilities directly rather than verifying software functionali-
ties. Using security scans or vulnerability disclosures as preventive
methods seems underrepresented, or may be not effective enough to
identify vulnerabilities at an early stage in the development lifecycle.
We argue that the reasons for the limited use of preventive methods
may be related to the expensive nature of such methods [9, 22, 91]
and the global security workforce gap [17, 41].

Overall, these findings highlight the need to balance reactive
and preventive methods, ideally from an early development phase
(i.e., design, implementation). For instance, referring to the product-
line engineering framework [7], we strongly support the idea to
include a security-engineering phase between domain engineering
and application engineering [53, 61]. Moreover, as suggested by
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four participants, defensive configuring may be another feasible
strategy at implementation level. For example, this may include
defense-in-depth (re)configuration with privilege separation [39].

We can observe a similar trend regarding security fixes. Here,
configuration changes and the prompt application of version patches
are common reactive methods (each mentioned by more than 83 %).
However, these should be supported by preventive methods to an-
ticipate potential vulnerabilities, such as regular threat modeling
and automated configuration checks. Accepting risks strategically
(68 %) is a short-term, less expensive workaround [31], but clearly
highlights the need for long-term strategies. To implement such
strategies, enhanced prioritization frameworks and resource alloca-
tion can be helpful means.

Surprisingly, there is a quite low percentage of participants that
mention the use of configuration management tools in their compa-
nies (37 %). We consider such tools as a suitable basis to prevent or
identify configuration vulnerabilities. Particularly, we emphasize
that there are already proposals in research covering different areas
of securely developing highly-configurable software, such as secure
product-line engineering [53], vulnerability management [84], and
security testing based on feature models [43, 85, 86].

U ROQ;: Treatment and Prevention: Most practitioners seem
to rely on reactive methods like configuration changes to fix con-
figuration vulnerabilities after word-of-mouth or exploitation.
Preventive methods like automated (defensive) configuration
management are neglected, but should be strengthened in the
future to avoid vulnerabilities and exploits from happening.

6 Threats to Validity

We are aware of potential threats to the internal, external, and
construct validity of our work, which we outline next.

Construct Validity. Threats to construct validity refer to the opera-
tionalization of variables and measurements (i.e., the questionnaire).
The constructs of our questionnaire (e.g., severity of vulnerabilities
and their rating) may have lead to misunderstandings among our
participants. To mitigate this problem, we based our questions on
existing literature and best practices on software security to ensure
that the constructs were appropriately operationalized. In particu-
lar, the questionnaire and its terms refer to terms, definitions, and
scales defined in established security standards, specifically the
ISO/IEC 27000 series [36] and the NIST Guide to Conducting Risk
Assessments [69]. These are well-established standards security ex-
perts are familiar with. Moreover, employing Likert scales (e.g., Qog)
and closed-ended questions (e.g., Q1) may not entirely capture the
participants’ experiences and perceptions. We mitigated this threat
by using open-ended questions (e.g., Q19) and free-text options for
closed-ended questions (e.g., Q20) to allow participants to provide
more detailed responses. Nevertheless, we cannot disregard the
possibility that participants may have not answered our questions
as detailed as possible to save time. We aimed to mitigate this threat
by screening all answers at the beginning of the analysis to check
whether there were any outliers (i.e., in the responses and the time
taken)—leading to one exclusion.
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Internal Validity. One threat related to the internal validity is
selection bias, as we invited our participants primarily through
our personal networks and LinkedIn. As a result, our participants
may not represent our target population of software security pro-
fessionals appropriately, potentially leading to biased results. To
address this threat, we carefully identified security experts and
sought to broaden our target population by encouraging partic-
ipants to distribute the questionnaire to additional professionals
within their networks. Another threat is response bias: participants
may have provided socially desirable answers rather than truthful
responses. This issue occurs particularly frequently in the context
of sensitive topics [58] including vulnerability management [22].
To address this threat, we included options like prefer not to say
(e.g., Qo3) and ensured that all responses are anonymized (i.e., col-
lecting no personal data) to encourage honest answers. Generally,
there may be several threats related to how we interpreted free-
text responses (e.g., Q10), which we aimed to mitigate by involving
multiple researchers in the analysis process.

External Validity. Again, our participants may not represent the
entire population of software security professionals, which limits
the generalizability of our results. To address this, we used multiple
distribution channels to reach a broader audience and encouraged
participants to share the survey. Still, all of our participants are from
Europe, and thus their experiences are likely influenced by regional
regulations and practices. Moreover, we are aware that a larger
number of participants would have strengthened the generalization
of our findings. However, we argue that 41 participants and a return
rate of 59 % are feasible values to collect and derive reliable results
seeing the specific target group of experts we needed to invite [28].
In addition, more than 70 % of our participants have at least six
years of experience in the field of security, which increases our
confidence in the results.

7 Related Work

Vulnerability Causes and Treatment. There are various works
on misconfiguration vulnerability triggers, their exploitation, and
how to treat them, in particular related to web and server con-
figuring. For instance, Loureiro [48], Martins et al. [52], and Xu
and Zhou [92] surveyed risks and general treatment strategies
oriented towards configuration vulnerabilities (e.g., misconfigured
web servers). Furthermore, there are several papers presenting tools
to detect misconfigurations leading to vulnerabilities. For example,
Li et al. [47] proposed their tool ConfVD to identify vulnerabili-
ties caused by SQL injections, while Eshete et al. [26] focused on
a tool called Confeagle to detect vulnerabilities in the context of
denial-of-service and session-hijacking attacks. Another line of
research focuses on exploiting configuration vulnerabilities. For in-
stance, Sulatycki and Fernandez [81] and Haimed et al. [29] present
threat patterns to exploit misconfigurations, providing insights
in how to build and configure applications more securely. Lastly,
researchers focus on evaluations, for instance, Moura et al. [65] re-
produced misconfigurations related to DNS services and evaluated
their severity. In contrast to such works, we aimed to capture the
state-of-practice to identify temporary problems and opportunities
for improvements.
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Practitioners’ Voices. There are only few studies related to prac-
titioners’ experiences regarding configuration vulnerabilities. Man-
fredi et al. [51] studied the usability of security reports related to
TLS miconfiguration patching based on a user study with 62 stu-
dents. As part of their study on misconfigurations in open-source
Kubernetes manifests, Rahman et al. [73] conduced interviews with
nine developers to validate misconfigurations and obtain insights
into the vulnerability detection processes. Bhuiyan et al. [12] pre-
sented a survey of 51 developers to identify vulnerability discovery
strategies. Interestingly, they found that adapting configurations to
trigger misconfigurations is a promising method. Moreover, May
et al. [55] analyzed 651 Stack Overflow posts related to configu-
ration vulnerabilities, providing a broader overview of concerns
developers face.

The work closest to ours is the one by Dietrich et al. [22], who
investigated system operators’ perspectives on misconfigurations
that impact system security. They combined qualitative interviews
with a quantitative survey with more than 200 practitioners. Al-
though they did not involve security practitioners, some of their
results are in line with ours (i.e., misconfigurations are a common
issue). However, generally Dietrich et al. have another focus, which
is much more on business operations, such as setting budget re-
strictions for incident management. So, although the related work
is somewhat similar to ours and may provide partly overlapping
findings, we argue that they cover another body of knowledge that
is out of our scope. We focus on a different topic based on security
experts’ opinions, leading to novel, practice-related insights.

8 Conclusion

In this paper, we reported a questionnaire with 41 security ex-
perts on configuration vulnerabilities. Our research goal was to
understand the main causes, prevalence, severity, and treatments of
such vulnerabilities. We found that configuration vulnerabilities are
prevalent and severe. They primarily stem from dependency issues,
outdated software, and inconsistent (cross-)configurations likely
influenced by human errors. Such vulnerabilities are typically iden-
tified during testing (i.e., controlled settings) or, in the worst case,
during the deployment and operation (i.e., less controlled settings).
Overall, we found that there is a clear awareness for configuration
vulnerabilities and their impact. However, due to the common use
of reactive methods instead of more preventive ones, these vulner-
abilities are often discovered too late and lead to a larger negative
impact. Note that our results show several threats to validity (cf.
Section 6), which might affect the validity of our findings.

Although researchers have proposed methods that partially ad-
dress preventive methods, the transfer of these methods seems
rather limited. Even if the higher costs of using such practices may
be difficult to influence, we believe that they are highly valuable and
that there are major knowledge gaps regarding their availability
as well as use. In our future work, we aim to address these gaps to
provide a comprehensive overview of existing methods to mitigate
configuration vulnerabilities. For this purpose, we also aim to sup-
port the transfer of preventive research methods (e.g., defensive
configuring) into practice.
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Abstract

The SOTIF-standard (ISO 21448) requires scenario-based testing to
verify and validate advanced driver assistance systems and auto-
mated driving systems. Feature modeling and sampling have shown
promising results for generating scenarios considered test cases for
scenario-based testing. Sampling strategies commonly applied for
generating scenarios pursue coverage-criteria such as t-wise feature
interaction, but ignore the number of selected features in a valid
configuration. In the context of scenario generation, the number of
features in a configuration correlates to the complexity of a scenario;
thus, considering the number of features is relevant for "sufficiently"
covering the scenario space and generating SOTIF-compliant sce-
narios. In this paper, we propose a complexity-aware coverage
criterion embedded in selective sampling as a complexity-aware
sampling strategy. Selective sampling approximates and replicates
the distribution of the number of selected features of valid con-
figurations. We apply selective sampling to generate scenarios for
testing two advanced driver assistance systems. Our experiments
demonstrate that selective sampling has the potential to improve
scenario generation.
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1 Introduction

The Safety of the Intended Functionality (SOTIF)-standard
(ISO 21448) [1] establishes scenario-based testing as state of the art
for verifying and validating Advanced Driver Assistance Systems
(ADAS) and Automated Driving Systems (ADS). In scenario-based
testing, the behavior of a System Under Test (SUT) is evaluated
while it interacts with its environment. A scenario serves as a test
case for scenario-based testing. If the SUT behaves according to
its specification, a scenario is considered passed; otherwise failed.
The scenario describes, for example, the road infrastructure and
traffic participants [1, 39]. Although SOTIF suggests scenario-based
testing, it does not specify the methodology to generate or select
scenarios. Testing all scenarios is not feasible due to the extremely
large number of possible scenarios. Instead, SOTIF requires that
scenarios used for testing "sufficiently” [1] cover an overall Oper-
ational Design Domain (ODD) but does not define what sufficient
coverage exactly means which hinders its practical application.

Variability modeling techniques have shown promising results
for combinatorially selecting test cases [4, 11, 16]. In the context of
scenario generation, Birkemeyer et al. [11] use a feature model to
represent the space of all possible scenarios of an ODD. A feature is
equivalent to an atomic scenario entity (vehicle, pedestrian, wind,
rain, etc.), a configuration is equivalent to a scenario, and a sample is
equivalent to a scenario suite. Inspired by combinatorial interaction
testing [31], existing approaches for generating scenario suites
focus on a feature interaction coverage as a criterion to measure the
representativeness of scenario suites wrt. an ODD [11, 19, 27]. Other
sampling strategies consider additional feature attributes [4, 16, 19],
the similarity of configurations [3], or their distance to a reference
point [23]. Concentrating on these additional attributes might be
relevant for optimizing sampling strategies for certain application
domains. However, the proposed strategies do not cover additional
properties of the possible configuration space, i.e., the scenario
space. In order to sufficiently cover a scenario space as required by
the SOTIF standard, properties of the scenario space are relevant.
Following this argumentation raises the research question: Are
existing feature model sampling strategies capable of generating
scenario suites that sufficiently cover a scenario space?

In this paper, we propose selective sampling as a sampling strat-
egy considering the complexity-distribution of a scenario space as a
domain-specific attribute for sufficiently covering a scenario space.
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We formalize a scenario’s complexity as the number of atomic ele-
ments present in a scenario. A scenario containing a larger number
of entities, such as traffic participants and traffic signs, is more
complex than a scenario with no traffic participants and no traf-
fic signs.! The complexity-distribution describes the frequencies of
scenarios with a specific complexity value in a set of scenarios,
i.e., a scenario suite or the overall scenario space. Selective sam-
pling improves existing sampling strategies that already consider
the number of features in a configuration [23] (i.e., the complexity
of a scenario) by additionally considering the distribution of se-
lected features per configuration (i.e., the complexity-distribution)
in the overall possible configuration space. Thus, selective sampling
leverages a complexity-aware coverage criterion in the context of
sampling-based scenario generation. Additionally, selective sam-
pling serves as a basis to unite complexity-aware coverage criteria
with established feature interaction coverage criteria.

We investigate the complexity distribution of an overall scenario
space and provide a prototypical implementation of selective sam-
pling. We assess generated scenario suites and compare them to two
baselines implementing existing complexity-aware sampling [23]
and feature interaction coverage sampling [30]. As a metric, we use
a mutation score that indicates the scenario suites’ ability to detect
potential failures [11, 15]. We analyze the impact of concentrat-
ing on complexity values that likely or rarely occur in the overall
scenario space.

In summary, we make the following contributions:

e We propose selective sampling as a sampling strategy that
considers the complexity distribution of a scenario space.

o We leverage selective sampling in the context of generating
scenario suites for testing ADAS.

e We provide a prototypical implementation.

o We evaluate selective sampling for scenario generation with
two automotive case studies.

2 State-of-the-Art

Current research comprises three techniques that contribute to
SOTIF-compliant scenario generation [10]: (1) Optimization-based,
(2) data-driven, and (3) combinatorial. Optimization-based tech-
niques generate scenario suites by optimizing scenario param-
eters, for example, wrt. a criticality measure such as time to
collision (TCC) [9, 42], driveable area [5], or accident veloci-
ties [20] potentially triggering hazardous behavior of the SUT. Data-
driven techniques use (real-world) data when generating scenario
suites [14, 17, 28, 32, 33]. This data is statistically analyzed [14, 33],
used to train machine learning models [28], or to recreate acci-
dents [17, 32]. Combinatorial techniques systematically combine
atomic scenario elements [8, 11, 19, 27]. As required by the SO-
TIF-standard [1], combinatorial scenario generation is promising
to generate subsets that cover an overall scenario space according
to a coverage criterion [10, 11, 27]. In the following, we will focus
on combinatorial scenario generation.

Combinatorial scenario generation commonly consists of two
separate steps: (a) modeling a scenario space (i.e., an ODD) and (b)
sampling concrete scenario suites from the scenario space model

! Complexity describes a characteristic of a scenario independently of the SUT. Thus,
complexity does not describe how complicated a scenario is wrt. an ADAS/ADS.
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Figure 1: Excerpt of a scenario feature model covering rele-
vant scenarios for testing AEB-functionality.

that (systematically) cover the overall scenario space. (a) Existing
approaches that formalize scenario spaces use ontologies [8, 26]
or feature models [11, 19]. Both models describe atomic scenario
entities and their dependencies on each other. While ontologies are
more powerful in descriptive power [13], feature models are bene-
ficial for deriving scenario suites according to a coverage criterion
by applying established sampling strategies known from variabil-
ity modeling techniques. In Figure 1, we present an excerpt of a
scenario space feature model according to Birkemeyer et al. [11]
formalizing a scenario space relevant for testing Automatic Emer-
gency Braking (AEB) functionality. The AEB automatically brakes
a vehicle to a standstill to avoid or at least a collision.

(b) Testing all possible scenarios covered in a real-world scenario
space feature model is practically infeasible due to the combinato-
rial explosion problem [34, 40]. Thus, Birkemeyer et al. [11] apply
sampling strategies that select scenarios either randomly (random
sampling) or according to a coverage criterion. Feature interac-
tion coverage sampling, for example, pursues a coverage criterion
that focuses on covering all valid ¢-wise interactions between fea-
tures [21, 22, 30]. In the context of scenario generation, using an
interaction coverage criterion is beneficial for generating scenario
suites that are effective in detecting failures of the SUT [11, 24, 27].
This observation is traceable to the interaction of faults discov-
ered by Kuhn et al. [31]. Approaches such as [4, 16, 19] extend the
conventional feature interaction coverage criterion by additionally
considering feature attributes. They prioritize and optimize configu-
rations wrt. to attributes modeled in the feature model. For example,
they aim to generate test cases that maximize a user-defined quality
attribute or minimize costs. Al-Hajjaji et al. [3] propose a sampling
strategy that has the intention to quickly increase feature inter-
action coverage within the sampling process. They measure the
similarity of two configurations and prioritize configurations that
are dissimilar to already selected ones. Kaltenecker et al. [23] in-
troduce distance-based sampling that determines the Manhattan
distance [29] of each configuration to a reference point. Configura-
tions are selected based on the distance values so that the resulting
sample matches a predefined distance distribution. The predefined
distance distribution is defined independently of the characteris-
tics of the overall configuration space using expert knowledge. In
diversified distance-based sampling, Kaltenecker et al. [23] priori-
tize configurations with underrepresented features in the sampling
set. Diversified distance-based sampling strives for feature-wise
coverage but does not guarantee it.
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Figure 3: Complexity distribution for scenario suites gen-
erated with feature interaction coverage sampling for the
running example.

Running Example. In the following, we introduce an (artificial)
running example to demonstrate insufficiencies of existing sam-
pling strategies for generating SOTIF-compliant scenario suites: We
consider (inspired by [7, 36]) the surroundings of an ego-vehicle in
a grid structure (see Figure 2 (a)). We model each cell of the grid as
a feature in a feature model (see Figure 2 (b)). Selecting a feature of
the feature model indicates traffic in the related cell. We expect the
ego-vehicle to be located on position P5 and model the feature P5
as mandatory while vehicles in surrounding positions are optional
features. In this example, the number of selected features in valid
configurations varies between one (no traffic) and nine (traffic on
each position). Although the running example is a simplification, it
illustrates that the number of selected features in a configuration
correlates with the complexity of a scenario.

In Figure 3, we present the complexity distributions for the over-
all scenario space of our running example (upper left) and the
complexity distributions for scenario suites we derive using feature
interaction coverage sampling. The scenario suites are generated
using the sampling algorithm YASA [30] with the coverage criteria
t=1 (upper right), t=2 (lower left), and =3 (lower right). The com-
plexity distributions of scenario suites generated with YASA differ
from those of all valid scenarios. These preliminary results substan-
tiate the claim of Kaltenecker et al. [23], that established feature
interaction coverage sampling does not consider the number of se-
lected features in a configuration (i.e., the scenario’s complexity or
the scenario space’s complexity distribution) although it is relevant
for sufficiently covering a scenario space as required by SOTTF.
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3 Selective Sampling for Scenario Generation

In the following, we describe the concept of selective sampling
for a complexity-aware sampling strategy for generating SOTIF-
compliant scenario suites. Selective sampling extends distance-
based sampling [23] by considering the complexity distribution
of the overall scenario space. First, we approximate the complexity
distribution of the overall scenario space using a preSample. Second,
we define a selective strategy implementing the complexity-aware
coverage criterion. Third, we introduce the basic selective sampling
algorithm and describe how we combine it with a feature interaction
coverage criterion. To satisfy open science, we share an artifact of
selective sampling in the form of a FeatureIDE plugin online.?

PreSample. To consider the complexity distribution of the overall
scenario space in the sampling process, we need to determine the
complexity distribution of the overall scenario space. Since gener-
ating and analyzing all valid scenarios is infeasible practically, we
approximate the distribution in a preSample using uniform random
sampling. Uniform random sampling considers each possible con-
figuration equally likely; thus, we expect the preSample to have
the same complexity distribution as the overall scenario space. If,
for example, a complexity occurs often in the overall configuration
space, uniform random sampling will select configurations with the
same complexity with a higher probability. Selecting configurations
with a complexity that rarely occurs in the overall sample set will
rarely occur in the uniform random sample. We expect the larger
the preSample, the better the approximation. One might argue that
uniform random sampling is sufficient to fulfill a complexity-aware
coverage criterion by replicating the complexity distribution of the
overall scenario space. We counter that properly replicating the
complexity distribution requires large scale scenario suites making
scenario-based testing practically infeasible. Moreover, uniform
random sampling solely focuses on replicating the complexity dis-
tribution although alternative coverage criteria might be relevant
as we highlight in the following. Hence, the intention of selective
sampling is to generate a large-scale preSample, analyze its charac-
teristics, and derive a small scenario suite to practically perform
scenario-based testing.

Selective Strategy. In addition to intuitively replicating the com-
plexity distribution of the overall configuration space, it might be
beneficial to focus, for example, on rare complexity values since
they might be overlooked by testers. We refer to the strategy that is
addressed as the selective strategy. In Figure 4, we present the ideal
complexity distributions of three selective strategies that might be
relevant for testing ADAS. (1) The replication strategy (green) has
the potential to represent the characteristics of the whole configu-
ration space. (2) The inverse replication (yellow) is promising since
it focuses on complexity values that are rare in the overall scenario
space. Scenarios that are rare in the space of possible scenarios
might occur rarely in the real world. Thus, from a testing point of
view, they are highly relevant because developers might not have
considered them. (3) The uniform distribution (black) covers each
complexity value equally, aiming to achieve a uniform distribu-
tion. In general, the definition of the selective strategy is arbitrary
when using selective sampling. The novelty of selective sampling

2https://doi.org/10.5281/zenodo.14527453
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Figure 4: Ideal complexity distributions for the selective
strategies replication, inverse, and uniform.

lies in the possibility of applying selective strategies that depend
on the complexity distribution of the overall scenario space, for
example, by replicating the complexity distribution or its inverse.
The uniform distribution is independent of the overall complexity
distribution, equivalent to distance-based sampling according to
Kaltenecker et al. [23].

Basic Selective Sampling. Algorithm 1 shows pseudo-code for the
basic selective sampling algorithm. The selective sampling algo-
rithm is inspired by the distance-based sampling algorithm [23] and
differs in terms of considering the preSample. Thus, the following
selective sampling algorithm may be used, but is not limited, to
generate samples with pre-defined complexity distributions such
as uniform distribution. As an input, the basic selective sampling al-
gorithm requires the preSample, the maximum size of the resulting
scenario suite (sampleSize), and the selective strategy (selectiveS-
trategy). The algorithm generates a sample sample (i.e., a scenario
suite) as its output. The starting point is an empty sample (line 1).
The algorithm selects scenarios from the provided preSample until
the maximum sample size (sampleSize) is reached or the preSample
is exhausted (line 2). To select a scenario from a preSample, we
first determine the complexity distribution dist of the preSample
(see line 3). Based on this distribution and the selectiveStrategy, we
determine a probability function and select a complexity value ¢
(see line 4). Subsequently, we randomly select a scenario scen of the
preSample that has the complexity value ¢ (see line 5). We then add
the configuration to the resulting Sample (see line 6) and remove
it from the preSample (see line 7) to avoid duplicates. Removing
already covered scenarios from the preSample modifies the preSam-
ple’s complexity distribution by lowering the number of scenarios
with complexity value ¢, which we consider in the next iteration.

Algorithm 1 Selective Sampling

Input: preSample, sampleSize, selectiveStrategy

Output: Sample

1: Sample «—

2: while |Sample| < sampleSize and |preSample| > 0 do

3 dist « getDistribution(preSample)

4 ¢ « selectComplexity(dist, selectiveStrategy)

5 scen « selectScenario(preSample, Sample, c)

6: Sample «— Sample U {scen}

7: preSample < preSample \ {scen}

8: end while
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Figure 5: Complexity distributions for scenario suites gen-
erated with selective strategies replication (green), inverse-
replication (yellow), and uniform (green).

For a proof of concept, we perform a preliminary experiment by
applying selective sampling to the running example. We use the
three selective strategies that we proposed above. As a preSample,
we refer to all valid scenarios. The scenario suites that we generate
with selective sampling contain 16 scenarios, the same number as
for the sample set of YASA (t=3). In general, however, the number
of scenarios per scenario suite is arbitrary. In Figure 5, we show the
complexity distribution of the running example for samples with
the three selective-strategies replication (green), inverse-replication
(yellow), and uniform (black). All distributions are similar to the
ideal complexity distributions (cf. Figure 4). Thus, the preliminary
results underline that selective sampling considers the scenario
complexity while selecting scenarios for scenario-based testing.

Combining Selective Sampling and Feature Interaction Coverage
Sampling. In addition to the number of selected atomic scenario
elements, we expect that their type is also relevant for testing
ADAS/ADS. A stop sign, for example, triggers different behavior of
the SUT than a speed-limit sign. Thus, solely focusing on complex-
ity while sampling scenarios might be insufficient. To remedy this,
we adapt the diversity concept of Kaltenecker et al. [23]. Instead
of randomly selecting a scenario with a specific complexity, we
prioritize scenarios that additionally fulfill specific criteria. Aiming
for feature-wise coverage, for example, we prioritize a scenario if it
contains atomic scenario elements that are rarely or not yet covered
by the current sample. Other criteria that might be relevant con-
sider the interaction of ¢ features or minimize/maximize additional
feature attributes. We implement this concept in the selectScenario-
method of Algorithm 1 in line 5. Prioritizing configurations serves
as a basis to combine selective sampling with coverage-based sam-
pling. Since we do not implement coverage-based sampling strate-
gies such as YASA [30], ICPL [21, 22], or Chvatal [12], this approach
does not guarantee t-wise feature interaction coverage.

4 Evaluation

4.1 Research Questions

We propose using a preSample to approximate the complexity dis-
tribution of the overall configuration space. Therefore, we are inter-
ested in RQ 1: Is a preSample a suitable approximation of the
overall scenario space? We subdivide this question by addressing
two aspects: RQ 1.1: How does a scenario-space’s complexity distribu-
tion look? The objective is to examine complexity distributions of
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randomly sampled preSamples with different sizes. If the complex-
ity distributions of the preSamples are similar, we expect them to
approximate the distribution of all valid configurations. The second
aspect we address is the potential impact of the preSample on the
quality of generated scenario suites. We ask RQ 1.2: To what extent
does the preSample impact generated scenario suites? The objective is
to generate scenario suites using selective sampling combined with
multiple preSamples and compare them by their ability to detect
potential failures in a SUT. We compare the impact of ten versions
of preSamples. Inspired by Birkemeyer et al. [11], we use mutation
testing to assess scenario suites according to their ability to detect
potential failures.

The second research question we address in this evaluation is
RQ 2: Is selective sampling capable of improving combina-
torial scenario sampling? The objective is to generate scenario
suites with selective sampling and to compare them to state-of-the-
art combinatorial scenario sampling strategies. Similar to RQ 1.2,
we use mutation testing to assess the quality of generated sce-
nario suites. We generate scenario suites using basic selective sam-
pling and selective sampling that strives for feature-wise cover-
age. We use standard feature interaction coverage sampling [30]
with ¢=1 and t=2 coverage criterion and standard distance-based
sampling [23] that aims for a uniform complexity distribution as
baseline for our experiments. We analyze the impact of complexity-
aware sampling and the impact of the selective strategy on the
mutation score of scenario suites.

4.2 Experiment Design

Regarding RQ 1.1, we visualize complexity distributions of several
preSamples and compare them manually with expert knowledge.
Regarding RQ 1.2 and RQ 2, we generate scenario suites with dif-
ferent strategies and perform scenario-based testing in a virtual
environment using the simulation tool CarMaker by IPG Automo-
tive GmbH.? We explicitly vary only one parameter in the testing
process at a time to trace possible influences back to specific pa-
rameters. In the following paragraphs, we provide details regarding
the case studies, the mutation testing setup for assessing scenario
suites, and the experimental runs to answer each research question.
For the sake of reproducibility, we share the scenario spaces of our
case studies online.*

Case-Study. We establish two automotive case studies: Adaptive
Cruise Control (ACC) and Automatic Emergency Braking (AEB). An
Adaptive Cruise Control (ACC) automatically controls the longitudi-
nal velocity of a vehicle considering traffic ahead. An AEB-assistant
automatically brakes the car to a standstill, avoiding or at least
mitigating a collision. We implement both ADASs as Simulink mod-
els® that we adapt from [6] and The MathWorks, Inc. For each case
study, we define a feature model in FeatureIDE [25, 37] and struc-
ture each, inspired by Birkemeyer et al. [11]. The feature model
fm-acc covers scenarios relevant for testing ACC-functionality,
and fm-aeb covers scenarios relevant for testing AEB-functionality.

3https://ipg-automotive.com
“https://doi.org/10.5281/zenodo.13958041
Shttps://www.mathworks.com/products/simulink.html
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fm-acc contains 193 features and no cross-tree constraints repre-
senting 1.52 - 10'* valid scenarios; fm-aeb contains 70 features and
ten cross-tree constraints representing 2.98 - 106 valid scenarios.®

Assessment of Scenario Suites. To assess generated scenario suites,
we refer to the mutation testing setup according to Birkemeyer et
al. [11]. In mutation testing, faults are artificially seeded into a SUT
resulting in so-called mutants [15]. Subsequently, test suites are
assessed according to their ability to detect potential failures. As a
metric, we measure the mutation score, which is the proportion of
killed (i.e., detected) mutants to all generated mutants. The higher
the mutation score, the better is the scenario suite. Mutation testing
relies on the widely accepted coupling hypothesis [15] assuming
that artificially seeded faults are coupled to real-world faults. To
practically generate mutants, we seed mutation operators provided
by the SIMULTATE mutation framework [35] into the SUT. Those
mutation operators imitate typical faults developers implement,
for example, mutation operators invert signals, set signals to zero
(stuck-at-zero fault), or increment signals with a constant value.
For each case study, we generate an arbitrary number of 50 mu-
tants, randomly implementing exactly one mutation operator. The
number of mutants is defined by expert knowledge, carefully balanc-
ing simulation effort and the meaningfulness of the results. While
generating mutants, we avoid syntactic duplicates (i.e., generating
the exact same mutant twice) but ignore equivalent mutants [18].
Equivalent mutants potentially systematically lower the mutation
score, which, however, is irrelevant for relatively comparing muta-
tion scores. As the test oracle, inspired by back-to-back testing [41],
we use the original SUT. We compare the output of the mutant and
original SUT after each simulation step. To decide whether a mu-
tant is killed or alive, we refer to the safety-envelope kill criterion
proposed by Birkemeyer et al. [11] using a collision detector. We
accept changed behavior as long as it is not safety-critical.

RQ 1. Regarding RQ 1.1, we determine the complexity distribu-
tion of a real-world scenario space feature model. It is not clear how
many scenarios are required to answer RQ 1.1. Thus, we generate
three differently-sized scenario suites with uniform random sam-
pling. In particular, we generate preSamples containing 1 000, 10 000,
and 100 000 scenarios using the RandomConfigurationGenerator
of FeatureIDE v3.8.3 [25, 37]; generating significantly greater pre-
Samples is practically infeasible. The 100 000 scenarios cover approx.
0.657 - 10~7% (fm-acc) and approx. 3.36% (fm-aeb) of the overall
scenario space. We generate ten versions of each preSample. For
answering RQ 1.1, we compare complexity distributions using his-
tograms as a visualization.

Regarding RQ 1.2, we analyze the impact of the preSample on
the quality of scenario suites generated using selective sampling.
We generate ten versions of preSamples with uniform random
sampling, including 1000 scenarios each. We use basic selective
sampling replicating the complexity distribution. To mitigate a
bias due to selective sampling’s nondeterminism, we generate ten
versions of scenario suites for each preSample. Each scenario suite
contains seven (for AEB) or ten (for ACC) scenarios. The number
of scenarios per scenario suite is arbitrary; here, it is inspired by
the feature interaction coverage sampling (feature-wise coverage)

®counted with sharpSAT (https://github.com/marcthurley/sharpSAT) [38]


https://ipg-automotive.com
https://doi.org/10.5281/zenodo.13958041
https://www.mathworks.com/products/simulink.html
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Figure 6: Schematic overview of experiments to answer RQ 2.

that we use as a baseline in the following experiments. To answer
RQ 1.2, we determine and compare the median mutation scores for
each preSample version.

RQ 2. In Figure 6, we present a schematic overview of the sce-
nario suites we generate to answer RQ 2. We generate scenario
suites using three selective sampling setups and compare them to
two baselines. We perform the same experimental runs for both
case studies (ACC and AEB). Regarding selective sampling, we
approximate the overall scenario space of each case study with a
constant preSample of 1000 scenarios. To circumvent a bias caused
by non-determinism, we generate ten versions of each scenario
suite. For each case study, we consider two sizes of scenario suites.
Both sizes are inspired by the baselines we describe in the following.
To answer RQ 2, we determine and compare the median mutation
scores for generated scenario suites.

Baseline: We use feature interaction coverage sampling and
complexity-aware distance-based sampling as baselines. To the best
of our knowledge, distance-based sampling has never been ap-
plied to generate scenarios for scenario-based testing. Thus, we
do not solely focus on distance-based sampling as a baseline. We
explicitly avoid using baseline scenario suites that leverage state-of-
the-art data-driven [14, 17, 28, 32, 33] or search-based optimization
techniques [5, 20] because we can not ensure that the underlying
scenario spaces (i.e., the scenario space feature model, database,
and search space) are similar. Dissimilar scenario spaces might im-
pact the results, leading to unreasonable conclusions. For feature
interaction coverage sampling, we refer to feature-wise (1=1) and
pair-wise (=2) coverage criteria. Practically, we apply the state-of-
the-art algorithm YASA [30] with default parameter setting. The
fm-acc, leads to scenario suites of seven (t=1) and 80 (t=2) scenar-
ios; the fm-aeb, leads to scenario suites of ten (t=1) and 86 (¢=2)
scenarios. Aiming for comparable results, we use these numbers to
limit the size of the following scenario suites. For the sake of com-
prehensibility, we cluster all scenario suites of the same number of
scenarios and case studies. We refer to them as S_74¢c¢, S_104gB,
S_804cc, and S_86 4gp. For distance-based sampling as the second
baseline, we refer to the state-of-the-art diversified distance-based
sampling provided by Kaltenecker et al. [23]. In particular, we focus
on striving for a uniform complexity distribution and feature-wise
coverage. Instead of applying the distance-based sampling algo-
rithm shared in [23], we opt for the selective sampling algorithm
that also strives for feature-wise coverage combined with a uni-
form selective strategy. As argued above, both implementations
pursue similar goals. Using the selective sampling implementation
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in combination with a uniform selective strategy, however, miti-
gates a potential bias caused by the preSample while comparing
and evaluating the impact of sampling strategies that are indepen-
dent (distance-based sampling) or that depend on the complexity
distribution of the overall scenario space (selective sampling).

Selective Sampling: We generate scenario suites using the repli-
cation selective strategy in combination with basic selective sam-
pling and selective sampling that strives for feature-wise cover-
age. Comparing both scenario suites indicates whether striving
for feature-wise coverage has the potential to improve the quality
of complexity-aware scenario sampling. Moreover, we generate
scenario suites using the inverse-replication selective strategy. We
aim to identify whether focusing on rare complexity values in the
overall scenario space is relevant for testing ADAS.

4.3 Results RQ 1: Complexity Distribution of a
Scenario Space

RQ1.1: In Figure 7, we present the complexity distributions of the
preSamples that we generate for the ACC case study (left) and the
AEB case study (right). The histograms on top/middle/bottom re-
late to preSamples of 1000/10 000/100 000 scenarios. The blue bar
indicates the median number of scenarios with a specific complex-
ity value, while the black line indicates the spread between the
minimum and maximum number of scenarios. Observation: The
complexity distributions of all three samples within each case study
are similarly shaped. However, the complexity distributions vary
across both case studies. The most represented complexity value of
the ACC case study contains 90 atomic scenario elements, while
most scenarios of the AEB case study contain 23 atomic scenario
elements. Interpretation: We conclude that the complexity distri-
bution of the overall scenario space is similar to the histograms
we present in Figure 7 because all histograms of the same case
study lead to similar distributions. Moreover, we conclude that the
complexity distributions vary for different case studies.

RQ1.2: We determine the impact of the preSample on the quality
of generated scenario suites regarding the ability to detect potential
failures. In Figure 8, we present mutation scores that we determine
for scenario suites based on different preSamples. Observation: Re-
garding the ACC case study (see Figure 8 (a)), the median mutation
scores that we determine for different preSamples vary between
0.64 and 0.8. For the AEB case study (see Figure 8 (b)), the median
mutation scores vary between 0.5 and 0.54. It is worth mention-
ing that, for the ACC case study, the mutation scores for the same
version of preSample scatter more than for the AEB case study.
Interpretation: The results reveal two possible aspects that impact
the mutation scores: (1) the impact of the preSample and (2) the
impact of selective sampling. Both impacts might overlap, and thus,
they are not clearly separable. We will address the impact of se-
lective sampling in RQ2. Regarding the impact of the preSample,
the median mutation scores scatter in a range of 0.16 (ACC) and
0.04 (AEB), which is greater than the average interquartile range
for the same preSample version (0.1369 (ACC) and 0.0035 (AEB)).
Thus, the preSample impacts the generated scenario suites, which
is sub-optimal since the preSample is originally designed to inde-
pendently approximate the complexity distribution of the overall
scenario space. We conclude that the preSample might be a too
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Figure 7: Distributions of median complexity values for differently sized preSamples for the ACC and AEB case study.
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Figure 8: Impact of preSamples on generated scenario suites.

coarse granular approximation of the scenario space complexity
distribution. A possible cause is uniform random sampling might
not uniformly consider each scenario equally likely. Another cause
is the size of the preSample, which might be too small since we ob-
serve that in the larger ACC-case study, the preSample has a higher
impact on the median mutation scores than in the smaller AEB-case
study. Acher et al. [2] state that both scalability and uniformity are
challenges while realizing uniform random sampling. We consider
the impact of the preSample to be a limiting factor of selective
sampling. We refer to future work to identify a methodology for
generating low-impact preSamples.

We sum up and answer RQ 1: The preSample approximates
the complexity distribution of the overall configuration space (see
RQ 1.1). The preSample might be too coarse granular for large-scale
scenario spaces, which is a limiting factor for selective sampling.
To mitigate a potential bias of the preSample, in the following
experiments, we use a random constant preSample (i.e., v0, Figure 8)
for each case study.

46

4.4 Results RQ 2: Assessing Selective Sampling

In Figure 9, we present the mutation scores that we determine
for scenario suites generated with selective sampling (blue) and
the two baselines (red). On the x-axis, we present the sampling
strategies, and on the y-axis, the mutation score. For each case
study, we present two diagrams that differ in scenario suite size.
Observation: First, comparing feature-interaction coverage sam-
pling and distance-based sampling, we observe that distance-based
sampling leads to higher median mutation scores for the ACC case
study, while feature-interaction coverage sampling leads to similar
or slightly higher median mutation scores for the AEB case study.
The mutation scores for distance-based sampling scatter more than
for feature interaction coverage sampling. Second, comparing ba-
sic selective sampling to feature interaction coverage sampling,
we observe that basic selective sampling leads to higher or simi-
lar median mutation scores. Comparing basic selective sampling
to distance-based sampling, we observe that basic selective sam-
pling leads to similar or higher median mutation scores for the
AFEB case study, smaller median mutation scores for S_7 4cc, and
higher median mutation scores for S_804cc. Third, comparing ba-
sic selective sampling to selective sampling striving for feature
coverage, we observe that the median mutation scores are similar
or higher for selective sampling striving for feature coverage. We
also observe that the mutation scores for scenario sampling that
also strive for feature coverage scatter more. Fourth, comparing the
selective strategies replication and inverse-replication, we observe
that inverse-replication leads to higher median mutation scores
for the ACC case study, while inverse-replication leads to equal or
slightly lower median mutation scores for the AEB case study.
Interpretation: Our results reveal that considering the scenario’s
complexity is relevant for generating scenario suites for scenario-
based testing. For the ACC case study, complexity-aware sampling
strategies lead to higher median mutation scores than solely fo-
cusing on feature interaction coverage, indicating higher quality
scenario suites. However, the mutation scores scatter more, re-
quiring multiple test runs for a proper safety argumentation. The
mutation scores regarding the AEB case study hardly differ for
several sampling strategies; thus, we conclude that the case study
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(a) ACC case study: mutation scores for several scenario suites

(b) AEB case study: mutation scores for several scenario suites

Figure 9: Mutation scores to assess the failure-detecting ability of scenario suites generated with selective sampling (blue) and
two baselines (red) for two case studies: ACC (a) and AEB (b). Mutation scores are not comparable across both case studies.

impacts the results. Combining complexity-aware coverage and
feature interaction coverage benefits small scenario suites by lead-
ing to higher or similar results as solely focusing on complexity
distributions. We assume that large scenario suites implicitly cover
all features due to the scenario suites’ size; other additional criteria,
such as pair-wise feature interaction coverage, might be more rele-
vant. Comparing selective sampling to existing complexity-ware
sampling, we see that selective sampling leads to higher or at least
similar median mutation scores. The additional benefit of selective
sampling is that it applies a domain-specific coverage criterion
by considering the complexity distribution of the overall scenario
space. However, approximating the complexity distribution (i.e.,
generating the preSample) requires additional effort by analyzing
scenario configurations; additional, cost-intense simulations are
not required. Since we do not observe that one specific selective
strategy leads to the highest median mutation score for all simula-
tions, we conclude that selecting a useful selective strategy depends
on the case study. This leaves the question of which case studies
get along with standard distance-based sampling and which case
studies benefit more from selective sampling.

We sum up and answer RQ 2: Our results indicate that
complexity-aware sampling strategies are relevant for combina-
torial scenario generation. Selective sampling can improve exist-
ing complexity-aware sampling strategies by realizing a domain-
specific coverage criterion. Especially for generating sampling small
scenario suites, combining the proposed complexity coverage and
state of the art feature-wise coverage is beneficial. However, selec-
tive sampling requires additional effort to approximate the com-
plexity distribution of the overall scenario space.

4.5 Threats to Validity

Internal validity: A first threat to internal validity is the implemen-
tation of the scenario space feature models, which could impact our
results. To mitigate this threat, we implement the feature models
according to the state-of-the-art scenario space feature model struc-
ture [11]. Another threat to the internal validity is that randomness
might impact the results. We use random sampling (a) to populate
the preSample, (b) to select a scenario with a concrete complexity
value, and (c) to generate mutants. To mitigate a potential bias,
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we systematically reused random selections to keep them as static
as possible and performed each experiment ten times. We reuse
the same preSample for all complexity-aware sampling strategies,
including distance-based sampling.

External validity: A threat to the external validity is that our
case studies do not represent all possible ADASs. Both case studies
are established in the automotive domain but impact the mutation
scores. Thus, our conclusions might not generalize for arbitrary
ADAS/ADS. Another threat to the external validity of our results is
the representativeness of the artificially generated mutants we use
in our experiments wrt. real-world faults. We refer to the widely ac-
cepted coupling effect hypotheses [15] and use mutation operators
imitating typical mistakes of developers [35].

5 Conclusion

In this paper, we apply complexity-aware sampling strategies (i.e.,
sampling strategies that consider the number of selected features in
a configuration) in the context of scenario generation for verifying
and validating ADAS/ADS. Our results indicate that considering the
scenario’s complexity is beneficial for generating scenario suites.
Moreover, we propose selective sampling as a novel complexity-
aware sampling strategy. Compared to existing complexity-aware
sampling strategies, selective sampling analyzes the overall scenario
space. The additional benefit of selective sampling is the additional
domain-specific coverage criterion relevant for generating SOTIF-
compliant scenario suites for verifying and validating ADAS/ADS.

In future research, we will investigate the impact of the case
studies and the preSample on the quality of generated scenario
suites to improve the limitations of selective sampling. We are
also interested in analyzing whether additional characteristics are
required to expand the complexity definition. Using the number
of atomic scenario entities to formalize the scenario’s complexity
might be too straightforward for real-world applications.
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Abstract

Cloud-based software systems offer numerous configuration op-
tions which significantly increase the complexity of variability
management. The TOSCA DSL has been defined to reduce the re-
liance on specific vendors and to enhance the interoperability across
different cloud services. This approach, however, does not support
systematic variability management. Our paper thus introduces an
approach addressing the challenges of supporting different types
of configurations across different binding times in cloud-based sys-
tems. Specifically, by employing TOSCA’s vendor-neutral definition
language, our approach standardizes and simplifies the manage-
ment of cloud configurations. We evaluate the correctness and
performance of our approach for different configuration dimen-
sions based on a cloud-based voting application. Our approach can
improve the flexibility and efficiency of managing cloud environ-
ments, which is essential for robust and effective cloud operations.
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« General and reference — Design; Performance; Evaluation;
Experimentation; - Software and its engineering — Specifi-
cation languages; Design languages; - Computer systems orga-
nization — Cloud computing.
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1 Introduction

In contrast to monolithic software, cloud-based systems typically
distribute business logic across multiple services. As a result, cloud-
based systems use a heterogeneous technology stack comprising a
variety of languages. To deal with this diversity, services are typi-
cally encapsulated in containers, with Docker being the de facto
standard for containerization [2, 15, 17, 21]. Such “cloud-native”
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technologies offer many benefits, such as simplified component scal-
ability, well-defined task management with clear interfaces, as well
as higher flexibility regarding programming languages. At the same
time, these technologies lead to new engineering challenges. In par-
ticular, the setup and maintenance of cloud-based systems require
significant and often vendor-specific knowledge to ensure continu-
ous adaptation and long-term success [11, 27]. Vendors typically use
different modeling languages and methods for configuring cloud-
based systems, often incompatible with each other. This means
that changing a vendor is time-consuming, resource-intensive, or
often even impossible [6]. To address these challenges, 40 organi-
zations in the OASIS foundation have defined TOSCA (Topology
and Orchestration Specification for Cloud Applications) [22], an
open-source approach for vendor-independent modeling of an orga-
nization’s cloud infrastructure, which covers resources, physical de-
vices, and software structures. TOSCA provides a customizable and
vendor-independent Domain-Specific Language (DSL) for describ-
ing and managing the required structures, processes, and resources,
thereby reducing technology lock-in. However, it currently does
not adequately address feature-based variability and configuration
management needed in cloud-based product lines.

This paper thus introduces an approach that combines vendor-
independent TOSCA definitions with variability management. It
augments the TOSCA model to support the configuration pro-
cess in cloud applications via centralized management of multi-
dimensional configurations allowing the derivation of variants
based on feature models. Specifically, we employ TOSCA to im-
plement a cross-platform software product line (SPL) [1], which
clearly distinguishes different levels of configuration and also deals
with conflicting configuration settings. Our approach integrates
TOSCA with orchestrators such as Docker Swarm! for dynamic
configuration within a product-line context. We present a case
study demonstrating how these challenges can be tackled in prac-
tice and discuss the resulting benefits. Furthermore, we examine
how the approach impacts scalability and flexibility in cloud-native
environments by analyzing the impact of configuration changes.

The paper is organized as follows: Section 2 introduces the back-
ground for our research. Section 3 presents an illustrative exam-
ple showing key challenges. Section 4 presents our approach for
systematic variability management in cloud-based environments.
Section 5 covers the implementation strategy and the adopted tech-
nologies. Section 6 reports the research questions, the research
method and the results of our evaluation. Section 7 discusses the
results and threats to validity. Section 8 discusses related work.
Finally, Section 9 concludes with a discussion and an outlook on
future research.

!https://docs.docker.com/engine/swarm/
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2 Background

Engineering cloud applications is a challenging and multifaceted
task, complicated by the diverse approaches and techniques em-
ployed by various vendors. The most popular providers are Amazon
Web Services (31%), Microsoft Azure (24%), and Alibaba Cloud (2%),
with the remainder shared by Oracle, IBM, Salesforce, and others
[26]. These vendors provide specific modeling languages to de-
fine individual cloud resources. Examples are Amazon Machine
Image (AMI) structure and AWS CloudFormation templates, Mi-
crosoft’s Azure Resource Manager (ARM), Oracle’s VM Templates,
or OpenStack’s Heat Orchestration Templates (HOT) [4]. These
vendor-specific definitions are typically based on JSON or YAML
files. Although they allow fine-grained customization of the plat-
forms, this comes at the expense of portability and flexibility.

In addition to this heterogeneity, the engineering of cloud-based
systems is challenged by their sheer size and complexity, caused by
the many entities and functions like virtual or physical compute in-
stances, storage, databases, containers, serverless functions, or func-
tions for user and policy management [25]. Pierantoni et al. identify
application and infrastructure challenges such as deployment, scal-
ability, and security, arising from the heightened complexity. They
also point out that ensuring the portability of individual cloud en-
tities can only be achieved with a universal description allowing
applications to be deployed, launched, executed, and removed while
hiding vendor-specific details [24].

2.1 Containerization

A fundamental concept of cloud computing is containerization [16,
21]. Containers are small operational isolated environments with
a bounded context and manageable resource allocation [17]. The
host system’s kernel facilitates the operation of multiple isolated
user-space instances and assigns the required resources to each
container individually. Templates are created to bundle all soft-
ware artifacts required to run a service. Containers can be created
and operated simultaneously based on these images, which form
their fundamental structure, while each instance’s specific setup
and configuration may vary, e.g., to accommodate defined resource
limits, environmental variables, or network settings. In contrast to
other virtualization concepts, containers share the host’s OS kernel,
which makes them lightweight and manageable, i.e., containers
can be created, started, replicated, paused, stopped, and removed
individually. While this can be done manually, it is usually done by
a central container coordinator called an orchestrator [16]. Service
operations are aligned with business processes through orchestra-
tors like Kubernetes, Docker Swarm, Apache Mesos, and OpenShift,
which manage scaling, runtime management, and monitoring.

2.2 Topology and Orchestration Specification
for Cloud Applications (TOSCA)

Reference models provide foundational frameworks that organize
data and its interconnections, supporting a clearer conceptual un-
derstanding of a specific domain. Essentially, these models present
a universal schema and standardized vocabulary for a distinct field,
while maintaining flexibility by not confining to a specific imple-
mentation [30]. In this regard, the Topology and Orchestration
Specification for Cloud Applications (TOSCA) DSL has become a
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reference model for describing cloud-based software landscapes.
TOSCA allows to define cloud architectures with entities like nodes,
relationships, and resources in a vendor-neutral way. It is a universal
language for defining the technical contexts of various structures,
relationships, and processes within a cloud application landscape.
The scope of modeling is vast because such landscapes consist of
servers, virtual machines, container platforms, serverless functions,
data stores, and many other structural elements needed to run a
specific environment. TOSCA aims to deal with many different
configuration languages by defining a comprehensive and flexible
DSL to define, maintain, and monitor system environments [19].
Brogi et al. emphasize the following three main benefits of TOSCA
[5]: (i) It automates deployment and management as developers use
an abstract and ubiquitous language. (ii) It increases portability by
defining components, relationships, requirements, and deployment
workflows in a vendor-independent manner. (iii) It helps to develop
reusable and modifiable components with an object-oriented ap-
proach, which allows the definition of custom structures and forces
the user to use them correctly. It also allows the same elements to
be referenced multiple times in multiple places and facilitates the
fast replacement of individual components.

Specifically, a TOSCA-compliant system description can be seg-
mented into several files containing definitions in XML or YAML
formats. TOSCA provides a metamodel that defines a derivation
hierarchy and refinement rules. This derivation concept is based
on domain-specific types from which individual instances can be
derived. In the context of TOSCA, these templates are called Node
Types. A particular instance is a Node Template, which must adhere
to the contract defined by the Node Type. Similarly, relationship
types can be defined for specific relationships [22].

2.3 Software Configuration

Many authors have pointed out that software configuration is a
multi-facetted problem [3, 28]: For instance, Berger et al. present
a study on feature usage in industry. They report results based on
an in-depth, contextualized analysis of 23 features and present a
set of facets showing their diversity, with strong impacts on the
configuration process [3]. Similarly, Siegmund et al. discuss the com-
plexity of configuring software systems across multiple dimensions,
highlighting the need for a classification based on eight factors:
intent, stage, type, binding time, artifact, life cycle, stakeholder, and
complexity [28]. The combination of these dimensions complicates
tracing decisions and identifying optimal configuration points, par-
ticularly in compiled applications where the configuration time
greatly affects flexibility across binding stages (build, deployment,
loading, runtime). Moreover, the absence of well-defined languages
for configuration increases the risk of misconfiguration, a challenge
exacerbated as systems become larger and increasingly distributed.

3 Voting Application Example

To further illustrate these configuration challenges we analyzed an
open-source voting application (cf. Figure 1) and defined TOSCA
specifications for it.

The voting application utilizes the Command-Query-Responsibi-
lity-Segregation pattern [21] to separate read and write operations.
This significantly increases scalability by allowing for more efficient
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Change Intent Stage Binding Artifact Life Cycle Stakeholder  Scope
Time

Container Instances | Scalability Ops Build Config Code Create DevOps Local

Port Creating Multiple Services Test Deployment Config Code Maintain DevOps Distributed

Build Context Reuse Existing Builds PreProd Build Time Config File Build Ops High Dep.

Logging Fault Detection Prod Run Time Filesystem Own User Low Dep.

Env Variable Avoid Side Effects Dev Load Time CLI Parameter  Bind Developer Local

Dynamic Config Increase Platform Flexibility — Test Deployment Env Variable Maintain DevOps Distributed

Table 1: Impact of Configuration Changes for the Cloud-Based Voting Application (based on [28]).

resource management, particularly in scenarios where the demands
on the system vary significantly between read and write operations.
The primary objective of the application is the tracking of votes.
It comprises a front-end web application written in Python that
enables users to cast their votes between several voting options.
The environment consists of a Redis instance that collects new
votes, a .NET worker that consumes votes and stores them in a
Postgres database backend by a Docker volume, and a Node.js web
application that displays the results of the voting in real-time.
The .NET worker of the demonstration application enables the
configuration of diagnostic functions by modifying the environ-
ment variable DOTNET_EnableDiagnostics. Our feature model de-
fines two features which may be activated simultaneously: the first
feature requires diagnostics, whereas the second feature prohibits
diagnostics. This creates a clear conflict, as a decision needs to
be made regarding the use of the configuration setting. Moreover,
the environment variable influences the program’s runtime behav-
ior. In case the value is altered, the program must be reloaded or
restarted in the NET context. It is also imperative to ensure that
only permitted values are written. Even setting an environment
variable with a value range of zero to one can have considerable
implications for resource management. When this environment
variable is, therefore, combined with other configuration options,
the likelihood for conflicts and errors increases significantly.
Table 1 summarizes the characteristics of different examples of
configuration changes of the voting application on key configu-
ration dimensions discussed in [28]. Specifically, it shows for six
different types of configuration changes — affecting container in-
stances, port, build context, logging, environment variables, and
dynamic configuration — how different configuration dimensions

| N

o

vote-nextui ‘ vote

U

result

\

N

vote-nextjs

-

Figure 1: Voting Application. For details see https://github.
com/dockersamples/example-voting-app.

worker
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are affected at different levels. The following two examples from
Table 1 demonstrate how these configuration changes potentially
affect various dimensions and levels. The change of a Port has the
intent of creating multiple services. It occurs during the testing
stage (Stage) for deployment binding (Binding Time) of the config-
uration code (Artifact) in the maintenance life cycle (Life Cycle).
This process is managed by the DevOps team (Stakeholder) within
a distributed system (Scope). Another example is the change of
"Logging", which aims at improving fault detection (Intent) during
the production phase (Stage) for runtime binding (Binding Time) of
the file system (Artifact) in the life cycle of ownership (Life Cycle)
by the end user (Stakeholder) in the system with low dependence
on other instances (Scope).

4 Approach

Figure 2 provides an overview of our approach, which extends
TOSCA’s structure definitions: elements of the existing TOSCA 2.0
architecture are shown in gray and white. For creating custom
TOSCA implementations, the OASIS TOSCA TC defines the appli-
cation of a structured pipeline including a Preprocessor, Orchestrator
and a target Platform as illustrated in Figure 2. The main task of
the preprocessor is to import TOSCA definitions like topologies,
policies, and services, and to compose them with external data
and specified inputs. These inputs are then typically bundled in a
Cloud Service Archive (CSAR), a compression format for TOSCA
applications. The resolution process then applies variable inputs,
checks compliance, and transforms nodes for further steps. The
result is a representation to be processed by an orchestrator, which
uses concrete topology representations to configure environments
on various platforms. It manages service operations to align with
business processes, to coordinate interactions, and to perform tasks
like scaling, monitoring, and lifecycle management.

Our approach extends the standard TOSCA architecture by inte-
grating feature-based runtime management and a custom feature
resolution mechanism. It relies on additional inputs such as a Fea-
ture Model, a Product Configuration, Feature-Service Mapping (FSM),
and Resolution Strategy Definitions (cf. Figure 2 and Figure 3). A
dedicated Feature Resolver processes these inputs together with
the existing TOSCA structure. It activates or deactivates specific
Features or resolves conflicts between different configuration set-
tings. The Feature Resolver is placed on top of the TOSCA resolver
and uses the already parsed and executable TOSCA environment
and augments this configuration with the feature configuration
according to the Product Configuration and the FSM. The FSM is
the central place for connecting features with services and setting
configuration variables. Figure 3 illustrates this specific Manual
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Figure 2: Our approach extends the TOSCA pipeline. Dotted lines represent data flows, solid lines depict references and inputs.

Mapping approach [13], which simplifies and centralizes the man-
agement of variability but also improves the traceability of feature
configurations, to facilitate the maintenance and evolution of the
software product line. Moreover, the FSM defines dependencies and
commonalities, as well as conflict resolution strategies.

4.1 Mapping Features to Configuration

Effectively managing the complexity of feature integration and
implementation requires a well-structured mapping approach that
aligns all components with the overall system architecture, mini-
mizing the risk of inconsistencies and conflicts. Figure 3 illustrates
a distinct Mapping Configuration that defines the connections be-
tween Features and their concrete implementations within an addi-
tional TOSCA-compliant file. In this configuration, each Mapping
establishes a 1 : n relationship with the associated implementation
Container, which allows to flexibly associate features with multiple
implementation units.

Furthermore, a Mapping can reference one or more specific Fea-
tureConfigs, or a FeatureConfigSet, which aggregates multiple Fea-
tureConfigs. This modular design facilitates the reuse of configura-
tions across different features. These FeatureConfigs are connected
to the corresponding features within the Feature Model, ensuring
that the system accurately reflects the intended product capabilities.

Containers and Features may exhibit an n : m relationship, with
each connection potentially associated with FeatureConfigs that
include variables for different binding types. This flexibility allows
the customization of feature behavior based on varying deployment
contexts, and enables systems to adapt to a wide range of require-
ments. The structured mapping simplifies the integration process
and also supports the efficient resolution of conflicts that may arise
due to overlapping configurations.

Constraints between features may limit their simultaneous pres-
ence in the final product. However, due to the n : m relationship
between features and containers, there is a significant potential for
configuration conflicts. For example, if the presence of two features
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results in changes to the same environment variable, an appropriate
conflict resolution strategy must be applied to decide which value
to prefer for a special use case and service.

Figure 3 provides an illustrative example of the Manual Mapping
[13]. In detail, Figure 4 illustrates the YAML-based representation
of the entities and their references. For mapping demonstration, a
subset of the application presented in Figure 1 is used. Suppose there
are three containers, each running an independent service: result
and vote are web-based frontends, while worker is a data service.
While all services can run independently, there are dependencies to
provide a correct product version. Defining the docker containers of
the application in TOSCA 2.0 goes hand in hand with defining the
feature model comprising container-specific as well as application-
specific features. The main problem is aligning the features with
the configuration values of the existing TOSCA environment.

This is where the mapping configuration becomes important:
relationships are modeled in a graph and enriched with additional
values. While an adapted database connection string for the feature
Dev may be essential for the worker, the frontend may only have
visual effects, like showing a version number. Therefore, different
targeted FeatureConfigs can be defined using many-to-many rela-
tionships to handle conflict resolutions individually. To improve
reusability, certain FeatureConfigs can be grouped into FeatureCon-
figSets, a bundling mechanism not affecting functionality. The FSM
is built on top of the TOSCA environment as a central configura-
tion and mapping location, as shown in Figure 3. Therefore, each
mapped service has an associated mapping (M1, M2, M3). Inde-
pendently of this mapping, a Feature Model (cf. Figure 3) defines
seven features (Java, C#, Go, Light, Dark, Dev, Prod), which can
be linked to services in form of FeatureConfigs. Depending on the
configuration, particular values need to be set. While M3 depends
on the two features Dev and Prod, M1 refers to a set of features. As
already mentioned, this improves the reusability of context-related
features and does not offer additional functionality. Thus, M2 can
refer to this feature set without redefining any configuration vari-
able. Even though M1 and M2 may have the same features, they
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Figure 3: Mapping Features to Containers.

can individually define a conflict resolution strategy. While M1
can decide the priority of the values, M2 can use some custom
logic defined in a conflict resolution script. Additionally, it may
be crucial to assign these services to the same virtual network for
communication purposes, which can also be grouped in the FSM.

4.2 Resolving Variability Conflicts

Conflict resolution is managed through the Mapping Configuration.
As previously mentioned, each feature can have multiple associated
feature configurations, and each feature configuration can define
multiple variables. Figure 4 illustrates an example of setting an en-
vironment variable when the feature is enabled. This configuration
is part of the FSM (cf. Figure 3). The script referenced here can
be tailored to suit specific business needs. This method is invoked
from the main process in a JavaScript runtime to make quick and
individual adjustments, and the resulting outcome is used as a re-
solved conflict. In Figure 4, the resolveHighestPriority method from
configresolving.js is employed for the service worker. It’s worth
noting that each service can utilize its own resolution strategy if
necessary, and different sub-systems can respond to conflicts in
their own unique ways.

In the example in Figure 4, the variable is defined with the type
ENV, indicating that a restart is required if the variable changes.
Alternatively, DYNAMIC or DYNAMIC_LIST could be executed at
runtime, while TOSCA_INPUT or a rebuild property, for example,
could trigger a rebuild of the service. Additionally, a priority of
100 is assigned to the individual FeatureConfigs FeaturePythonDev
and FeaturePythonProd. Since the resolution strategy is set to
resolveHighestPriority, this function is invoked by the associated
script whenever conflict resolution is necessary.
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5 Implementation

Our implementation is publicly available? and uses the Dependency
Inversion Principle [23] to allow working with different orches-
trators. A pipeline oversees each process phase, from importing
all essential files and resolving features to translating them into
the specific orchestrator. After deploying the environment to the
specified target, configuration and product changes are managed
using an event-driven approach over a common Consul® configu-
ration management platform. We selected Docker Swarm as the
primary orchestrator for the initial demonstration. Furthermore,
we developed a minimalist Kubernetes endpoint demonstrating the
extensibility of our approach.

The criteria for selecting programming languages and frame-
works included their open-source availability and prevalence of
adoption. The Feature IDE [18] framework, widely used in research
and practice, was selected for variability modeling and manage-
ment. The model and product configuration are stored in an XML
format, ensuring subsequent processing and interoperability with
other tools and systems. The open-source programming language
Go?, a leading choice in cloud computing, was chosen for imple-
mentation. An extensive review of Cloud Native Computing Foun-
dation projects® reveals that Go is the dominant language in the
cloud-native ecosystem and one of the most popular and efficient
languages for cloud-native services. The resolution of dynamic
features was implemented in via JavaScript, while we used Type-
Script®, a strongly typed, object-oriented language, to define the
resolution strategies. This TypeScript code can be modified at run-
time. Before the resolution process the TypeScript code is compiled
into JavaScript, which is subsequently interpreted. Using compiled

Zhttps://gitlab.com/tobias.fellner/tosca_featuremodeling
Shttps://www.consul.io/

*https://go.dev/

Shttps://www.cncf.io/projects/
®https://www.typescriptlang.org/
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Figure 4: Connecting TOSCA components and features with references.

TypeScript code and interpreted JavaScript code facilitates dynamic
reconfiguration at runtime.

The necessity for compatibility with TOSCA 2.0 considerably re-
duced the scope of suitable TOSCA-compliant tools. An open-source
implementations fully supporting TOSCA 2.0 is Puccini’, which
follows the structural design proposed by the standard (cf. Figure 2)
and divides the implementation process into sequential steps. The
library allows dynamic loading of TOSCA files, including all as-
sociated imports and structures. In addition, the data structures
are converted into an object-oriented format and validated before
further processing.

6 Evaluation

Our preliminary evaluation assesses the correctness and perfor-
mance of our approach. Specifically, we investigated two research
questions:

RQ1-Correctness. To what extent is the approach capable to gen-
erate correct variants of cloud-based software, i.e., performs its
intended functions? We explored different configuration scenarios
to check if the results are correct.

RQ2—-Performance. To what extent do configuration changes at
different binding times affect the performance and scalability?

6.1 Research Method

The voting application introduced in Section 3 comprises hetero-
geneous cloud services and is well suited to evaluate the different
aspects of our approach. As already shown, even though it is a small
example, it effectively highlights various configuration dimensions,
showcasing the versatility and adaptability of our method. We
first defined the application defined in the TOSCA DSL before ex-
tending it with additional nodes, such as a NextJS Frontend and
a NodeJS backend. In addition, we defined a feature model also
including important constraints. Subsequently, the FSM could be
carried out as depicted in Figure 3. We then defined various types
of configurations and assigned them to services. These include dif-
ferent database configurations, environment variables that affect
container-internal Python and .NET compilation processes (e.g.,
debug mode), global settings for color schemes, and feature-based
configuration of the content displayed in web applications. In addi-
tion, conflict resolution strategies were implemented in TypeScript

"https://github.com/tliron/puccini
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files referenced by the FSMs, thus enabling each service to resolve
configuration conflicts. This approach ensured that each configu-
ration type was tailored to the specific needs of the service, thus
improving the overall system flexibility and robustness.

Regarding RQ1, we generated different variants with diverse con-
figurations requiring various binding times. Our findings are based
on visual inspection, systematic performance measurements, and
review of artifacts. Moreover, we applied different resolution strate-
gies to demonstrate the correctness of the dynamic configuration
resolution. Therefore, custom resolving functions were extended by
using the highest priority, the value of the variable, and a custom
static value.

We used prototyping to determine the resulting artifacts’ func-
tionality, flexibility, and correctness. This allowed the identification
of problems and potential optimization opportunities. In particular,
the whole prototyping was carried out in iterative cycles, where
the software was regularly tested and improved to meet the sys-
tem’s requirements. A CI/CD pipeline was continuously run [17]
to guarantee the development quality of the tool prototype across
various tests. Functional tests were also conducted on this basis.

Regarding RQ2, we performed quantitative measurements to
demonstrate the configuration changes, conducting 30 tests each
using detailed logging and systematic, automated evaluation, as
illustrated in the Figure 5. Depending on the presence of features,
different containers were started, stopped, and reconfigured. For
this, the evaluation involved monitoring the system’s dynamic be-
havior, specifically tracking the lifecycle of containers as they were
started, stopped, or reconfigured based on the activated features.
Dynamic configuration changes were only made in the FSM and
Feature Model entities. Serious structural changes to the application
or the interrelationships must be handled in the current implemen-
tation by running through the entire pipeline again. All operations
and measurements were conducted on an Apple MacBook Pro 2018,
equipped with a Quad-Core Intel Core 15-8259U processor running
at 2.3 GHz, 16 GB of RAM, and a 500 GB APFS-formatted SSD. The
operating system used was Sonoma 14.5. For development and exe-
cution, the following integrated development environments (IDEs)
were utilized for coding and execution: JetBrains GoLand 2024.18,
PyCharm Professional 2023.2.1%, and Visual Studio Code 1.93.01,

8https://www.jetbrains.com/de-de/go/
“https://www.jetbrains.com/de-de/pycharm/
WOhttps://code.visualstudio.com/
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Figure 5: Runtime performance of different change types (in seconds, 30 test runs).

Additionally, Docker version 27.1.1, was used for containerization.
Docker was also used to run the onboard single-node Kubernetes
cluster with client version 1.30.2 and Kustomize version 5.0.4.

6.2 Results

We discuss the results for RQ1 (correctness) and RQ2 (performance):

RQ1-Correctness. A representative subset of the features and
configurations was selected with different variants of features and
configurations and checked for functional correctness. This sub-
set contains both the different binding times and the conflicting
existence of configuration values. Using the three different con-
flict resolution strategies described in Section 6.1, we checked the
variants for correctness by manual visual inspection of the user in-
terfaces. Additionally, functional tests were performed by applying
various product configurations and analyzing system logs, service
logs, container settings, and manually inspecting the resulting web
applications. The feature-based creation (or non-creation) of con-
tainers was performed in five different configurations: (a) enable
Angular]S Ul (b) enable Angular]S and NextUI, (c¢) no UJ, (d) en-
able Postgres database and (e) no database. The containers were
created with the correct configurations. However, since the database
is a central component of the application and due to dependencies
to other containers (e.g., vote requires a database), some containers
were started correctly, but without the required functionality. The
successful operation could be guaranteed again after adapting the
feature model by requiring a database. In total 20 different variants
were tested for correctly applied settings in different dimensions
and all found to be correct. The choice of these variants ensured
that all relevant change types were covered (cf. Table 1). These
potential changes will help confirm the accuracy of the settings
across various scenarios.

RQ2-Performance. As expected, the performance results of chang-
ing different configurations depend on the degree of depth. All test
categories illustrated in Figure 5 were performed with the Python
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service (“vote”) to maintain comparability. Rebuilding the appli-
cation and its container demands significant resources and, as a
result, takes the longest time (mean of 49.6 seconds) to complete.
On the other hand, making dynamic changes during runtime, such
as altering the color scheme, can be accomplished swiftly (mean
of 1.4 seconds). For a change that requires a restart (e.g., setting an
environment variable), the mean time was 2.5 seconds, considering
that the container has to be stopped and restarted. Changes that are
fully orchestrated and do not affect the container’s functionality
(e.g., changing scaling) were significantly slower.

7 Discussion and Threats to Validity

The evaluation results regarding the correctness and performance
of the voting application are promising. However, several threats
to validity must be acknowledged.

Construct Validity. The use of FSMs to define configurations and
enable reuse across services is a strength of the approach. However,
the evaluation relied on a limited set of configurations, which might
not fully represent the complexity of real-world scenarios. The
potential for misconfigurations, such as incorrect links between
features and services or illegal container settings, also introduces
a risk of inaccuracies in assessing the true effectiveness of our
approach.

Internal Validity. Performance measurements were conducted
under controlled conditions, but factors such as variations in build
times, network conditions, and resource availability may have in-
fluenced the results. Additionally, while the adaptive architecture
supports flexibility, the scope of feature-based settings was limited
to Docker Swarm, leaving the influence of other technologies on
the results unexplored.

External Validity. The voting application serves as a small but rep-
resentative example, containing typical elements required for con-
figuring cloud-based systems. However, further validation across
diverse applications and configurations is necessary to confirm the
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applicability to other domains. Still, the demonstration of techno-
logical diversity using Grafana, Loki, and Promtail on Kubernetes
highlights the potential for broader applicability.

Conclusion Validity. While the results suggest that the approach
is effective, any extrapolation to other configurations or environ-
ments should account for potential distortions. Furthermore, the
accuracy of conclusions depends on the validity of performance
measurements, which may have been impacted by inconsistencies
in test conditions.

Threats Related to TOSCA Implementation. The TOSCA docu-
mentation was instrumental in establishing the foundation of the
proposed method. However, understanding specific implementa-
tions posed challenges due to missing or outdated information and
compatibility issues. Additionally, TOSCA’s flexibility is not uni-
formly supported across platforms and vendors without custom
adaptations. As TOSCA 2.0 remains under development, future
updates may necessitate further adjustments to implementation
strategies. Despite these limitations, TOSCA remains a versatile
and promising DSL for defining entities and connections in cloud
environments.

8 Related Work

Cloud-based systems require fundamental conceptual and system-
atic approaches to effectively manage their complexity and hetero-
geneity [5, 24]. Therefore, Bergmayr et al. compare various cloud
modeling languages, confirming TOSCA’s capabilities [4]. Pieran-
toni et al. highlights the necessity of an Application Description
Language (ADL) that can be interpreted independently of specific
vendors, further justifying the need for a TOSCA-based ADL. In
their study on research contributions related to microservices, Di
Francesco et al. identified OASIS TOSCA as the most promising
framework for defining and managing microservice landscapes,
emphasizing its potential as a critical enabler in this domain [7].
Furthermore, to guarantee the required quality of service (QoS),
existing reference architectures provide standardized methods for
designing, measuring, and monitoring cloud services [12]. Similarly,
Brogi et al. describe TOSCA as an emerging standard for model-
ing, packaging, and managing complex multi-service applications,
underlining its relevance for the evolving cloud ecosystem [5, 22].

Feature interactions between software features and feature-to-
code mappings have been investigated in different communities.
For instance, Zave [32] reported on the problem of feature interac-
tions in continuously evolving systems. Ferber et al. have shown
that such dependencies are often difficult to represent in feature
models [9]. This issue was investigated by Feichtinger et al. who pre-
sented an approach supporting engineers in identifying and resolv-
ing inconsistencies between features and the code implementing
them [8]. The technique combines feature-to-code mappings, static
code analysis, and a variation control system to lift complex code-
level dependencies to feature models. When engineers manually
maintain feature-to-code mappings, e.g., in annotation-based prod-
uct lines, it is very challenging to carry out such changes to features
while at the same time keeping the mappings consistent [14, 20, 31].
For instance, merging features at a certain point is difficult when
done manually since features are mapped to diverse and complex
artifacts.

56

Tobias Fellner and Paul Griinbacher

Our approach is related to earlier work by Galindo et al. which in-
tegrates different variability models to support a distributed config-
uration process [10]. However, we go beyond this work by covering
configuration changes happening at different binding times, which
is essential for cloud-based system, where configuration decisions
are often deferred. We also presented mechanisms to update and
resolve configuration choices after changes.

Widespread Open Source implementations considering variabil-
ity in TOSCA applications are Variability4TOSCA and OpenTOSCAV-
intner'!. OpenTOSCA Vinter enables comprehensive variability
management to create different variants of cloud services. However,
in contrast to the implementation described in this paper, Open-
TOSCA Vintner requires explicitly defined inputs in the TOSCA
definition. This concept is more about deciding which value to use
based on a single condition. An example, presented by St6tzner et al.
[29], distinguishes between Java Community and Java Enterprise
Platform when creating a service. As a result, the environment has
to be completely recreated at the start of the program for each con-
figuration change, increasing effort and potential delays, especially
in dynamic environments [29]. Unlike OpenTOSCA Vintner, which
depends on static configurations and necessitates complete system
redeployment for any changes, our approach supports dynamic
variability management. It allows for the individual resolution of
configuration conflicts and enables runtime updates across bind-
ing times, offering enhanced flexibility and efficiency in managing
dynamic cloud environments.

9 Conclusion and Future Work

Our research explored the integration of the SPL approach within
cloud environments, focusing on leveraging OASIS TOSCA along-
side SPL. Our preliminary evaluation shows that this combination
is useful, with TOSCA’s vendor-independent language allowing to
model a wide range of cloud entities. Despite some challenges we
implemented a flexible approach demonstrating how feature mod-
els can be integrated with the TOSCA DSL. Our approach enables
the standardized description and management of variability across
multiple dimensions.

Despite the importance of variability management in cloud com-
puting, a noticeable gap exists in the literature and practice con-
cerning approaches that effectively combine feature modeling with
independent DSLs. This gap highlights the need for innovative
solutions to address the complexities of managing feature-based
and vendor-neutral configuration variability in cloud environments.
Our work represents a step in this direction. By implementing com-
prehensible configurations through an independent language, our
tool-supported approach facilitates the management of cloud fea-
tures and underscores the potential benefits of integrating feature
modeling with DSLs to enhance the adaptability and efficiency of
cloud services. Despite progress, establishing direct connections
with key vendors remains a hurdle, requiring a consensus on inter-
pretations and an iterative approach. We believe that our method
for managing cloud features using an independent configuration
language and an adapting resolution method opens up opportuni-
ties for additional research on vendor applications, elevating online
reconfiguration and enhancing traceability visualization.

https://vintner.opentosca.org/
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Abstract

Kubernetes is widely adopted across the Cloud, Edge and IoT Con-
tinuum to orchestrate containerized applications efficiently, from
centralized clouds to edge devices and IoT endpoints. Managing
configuration variability in platforms like Kubernetes remains chal-
lenging due to a wide range of options that, while documented,
are often implicit in configuration files. This complexity limits the
use of many features, with most configurations employing only a
subset of available options, forcing developers to study extensive
manuals to understand configurable parameters and their variants.
This paper presents a synthesized variability model for Kubernetes,
derived directly from its official documentation rather than from
existing configurations. The resulting feature model captures the
configuration space and its constraints, enabling the automatic gen-
eration of tailored, consistent configurations that reduce manual
effort and ensure compatibility across platform versions. We vali-
date the model against over 250,000 real-world configurations to
confirm its effectiveness.
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1 Introduction

Software containerization and orchestration platforms such as
Docker and Kubernetes have revolutionized how applications are de-
ployed and managed across diverse environments from centralized
clouds to edge devices and Internet-of-Thing (IoT) endpoints [6].
Deploying an application in the Cloud, Edge and IoT (CEI) Contin-
uum [15, 23] requires configuring multiple services with varying
setups based on application needs [34, 43].

Kubernetes (often abbreviated as K8s) [5, 37] has become widely
adopted across the CEI Continuum to orchestrate containerized
applications. This platform offers a high degree of configurabil-
ity, enabling developers to fine-tune deployment parameters to
suit various application needs. However, this flexibility comes with
the challenge of managing the vast variability inherent in config-
uration options [8, 38]. Configuration files (aka manifest files in
K8s), typically written in YAML [26], provide the means to specify
deployment parameters, but the options and constraints are often
implicit, requiring manual exploration of the official documentation
to fully understand the available valid configurations [5, 37].

Despite reverse engineering techniques have been widely applied
to extract variability from existing configurations [2, 4, 29, 31, 42],
this approach is not well-suited to K8s for several reasons. First,
K8s’ configuration principles advocate for simple, minimal configu-
rations that avoid errors by omitting default parameters in manifest
files [8, 38]. As a result, these files lack many of K8s’ configurable
parameters, complicating the reverse engineering process. Second,
K8s includes complex configuration options beyond Boolean flags,
requiring advanced variability modeling concepts — such as typed
features (e.g., numerical features [35]), feature cardinalities [7], at-
tributes [28], and complex constraints [24] (e.g., arithmetical) — that
current reverse engineering techniques of feature modes do not
take into account [22, 31]. Third, while reverse-engineered feature
models can capture the variability in a specific set of configurations,
they often lack generalizability. Furthermore, these models tend
to be intricate and challenging for domain engineers to interpret,
in terms of their hierarchical structure and constraint definitions,
presenting issues similar to the black box problem in explainable
Artificial Intelligence (AI) techniques [47].

In this paper, we propose synthesizing a variability model of
K8s directly from its official API Reference documentation [46]. By
systematically analyzing the documentation, we aim to construct
an explainable feature model that represents the full configuration
space, providing a structured representation of the K8s variability,
which can be used to automate the generation of valid configuration
files tailored to specific deployment scenarios [27]. Furthermore,
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our approach yields an explainable feature model specified in the
Universal Variability Language (UVL) [44], incorporating the lat-
est UVL extensions [45] to support advanced variability modeling
concepts of K8s. The contributions of this paper are:

o A manual process for synthesizing a variability model from the

official API documentation of K8s (Section 3).

e A comprehensive and explainable feature model of K8s in UVL

supporting advanced variability modeling concepts (Section 4).
e A process to extract over 250,000 real K8s configurations from

existing repositories to validate the feature model (Section 5.2).
o A set of variable templates for the automatic generation of K8s

manifest files from the feature model, reducing the likelihood of

errors caused by misconfiguration (Section 5.3).

Although variability models of other large intensive-variability
systems such as the Linux Kernel [9, 11, 33, 41] have been extracted,
to the best of our knowledge, no variability model of K8s has been
developed to date [36, 43] (Section 6). With this work, we aim to
provide the software product line community with a new case study
of an intensive-variability system.

2 Upbringing Kubernetes

Kubernetes (K8s) [5, 37] is an open-source platform for automating
the deployment, scaling, and management of containerized appli-
cations. K8s achieves this by grouping containers into logical units
called Pods that are scheduled and managed by the K8s cluster.
The platform provides a robust system for self-healing, where it
automatically replaces failed containers, balances workloads across
nodes, and scales applications based on demand.

A fundamental concept in K8s is the Kubernetes Resource Object
(KRO), which refers to the basic unit of configuration in the system.
KROs can represent various components such as Pods, Contain-
ers, Services, Deployments, and ConfigMaps, among others, each of
which defining different aspects of application deployment and
management. The configurations of these components are specified
in files known as manifests, which declare the desired state of each
resource along with its associated parameters.

2.1 The K8s manifest: Configuring Kubernetes

The Kubernetes manifest is a configuration file that defines the
resources to be created, managed, or updated within a K8s cluster.
This file is typically written in YAML [26] and specifies how K8s
components (e.g., Pods, Deployments, Services) are configured.

Listing 1 shows a basic YAML manifest example that instructs
K8s to create a Pod named my-pod with a container running the
NGINX web server, exposing port 80. The manifest outlines key
details about the resources, including the apiVersion (ie., the ver-
sion of the Kubernetes API used to define the object), the kind
(i.e., the type of resource, such as Pod, Service, or Deployment), the
metadata (i.e., information about the resource such as its name, la-
bels, and annotations), and the spec (i.e., the resource specification,
containing the parameters and configurations for its operation).
For instance, in a Pod, the spec component would include details
about the containers it runs, their images, exposed ports, and vol-
umes, among other configuration options. K8s then ensures that
the cluster matches that declared state by managing and adjusting
resources as needed.
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Listing 1: YAML manifest for configuring a Pod.

1 apiVersion: vl

2 kind: Pod

3 metadata:

4 name: my-pod

5 spec:

6 containers:

7 - name: my-container
8 image: nginx

9 ports:

10 — containerPort: 80

2.2 The K8s API Reference documentation

The official Kubernetes API Reference documentation (K8s API) [46] is
a comprehensive guide that details the Kubernetes API. It is system-
atically organized to provide detailed and structured information
about the concepts, resources, and operations, available within the
K8s ecosystem. A snippet of the API documentation is shown in
Figure 1. The K8s API is divided into key sections, including an
overview of the API structure, descriptions of resource types and
their configuration options, as well as guidelines for versioning
and deprecation. Each resource is presented with its specifications,
fields, and operational methods, allowing users to configure or
interact with the K8s cluster efficiently.

The relationship between the K8s manifest and the official K8s
API is that the manifest serves as the practical, declarative imple-
mentation of the API specifications outlined in the documentation.
For instance, the fields apiVersion, kind, metadata, and spec in
the manifest (Listing 1) directly correlate with the API documenta-
tion, ensuring the resources are correctly configured and managed.

3 Methodology: Variability synthesis process

This section describes the process of extracting and synthesizing a

variability model from the K8s API documentation. This approach

aims at formalizing the configuration options and their variability
into a feature model, providing a structured representation of the
deployment parameters and constraints inherent to K8s.

The process of extracting variability from the K8s API involves
three main steps following an incremental methodology, which
is illustrated in Figure 2. The initial step is the Documentation
exploration, followed by the Synthesis of the feature model
and concluding with the Model validation. The Synthesis of the
feature model step is refined into three sub-steps: Classification
of features, Variability analysis, and Rule definition. Each of
these steps contributes to the systematic construction of a vari-
ability model that captures the essence of the configuration space
described in the documentation. This is an iterative, non-sequential
process, that allows transitioning between any steps and sub-steps
at any moment. The process is incremental because, in each itera-
tion, the feature model is refined by adding new features, relations
and constraints from the documentation.

Documentation exploration: Systematically navigating the K8s
API to identify configuration options, default values, and possible
variations for each parameter.

Synthesis of the feature model: Structuring the identified con-
figuration options into a feature model, including mandatory and
optional features, as well as grouped features (or, xor, cardinality
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Overview
API Groups Pod v1 core
Workloads APIs G - -
, roup Version Kind
Container v1 core )
core vl Pod
Deployment v1 apps
Field Description
apiVersion APIVersion defines the versioned schema of this representation of an object. Servers should convert recognized schemas to the latest internal value, and may reject
Write Operations string unrecognized values. More info: https://git.k8s.io/community/contributors/devel/sig-architecture/api- conventions.md#resources.
Create kind Kind is a string value representing the REST resource this object represents. Servers may infer this from the endpoint the client submits requests to. Cannot be updated.
Create Eviction string In CamelCase. More info: https://git.k8s.io/community/contributors/devel/sig- architecture/api- conventions.md#types-kinds.
metadata Standard object’s metadata. More info: https://git.k8s.io/community/contributors/devel/sig-architecture/api- conventions.md#metadata.
Read Operations
spec Specification of the desired behavior of the pod. More info: https://git.k8s.io/community/contributors/devel/sig-architecture/api- conventions.md#spec-and-status.
ReplicaSet v1 apps
o status Most recently observed status of the pod. This data may not be up to date. Populated by the system. Read-only. More info: https://git.k8s.io/community/contributors/
Services APIs devel/sig-architecture/api- conventions.md#spec-and- status.

Figure 1: Snippet of the main components of a Pod resource in Kubernetes.

[ Documentation exploration
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St:I]nt?estls of Classification of )) Variability } )) Rule
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features analysis definition
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K8s FM

Figure 2: Iterative process for extracting variability from K8s.

[ Model validation

groups), features cardinalities [7] (aka multi-features or clonable

features), and constraints between the features.

Classification of features: Categorizing the configuration op-
tions into relevant groups based on their function and depen-
dencies within the Kubernetes ecosystem.

Variability analysis: Identifying variation points and variants
(i.e., where multiple options exist for a given configuration
parameter) and understanding the relations between options
(e.g., typed features, default values, mutual exclusivity or con-
ditional dependencies).

Rule definition: Formulating formal rules based on the vari-
ability model to ensure the correctness and validity of the
generated configurations. This includes the definition of the
cross-tree constraints associated with the identified depen-
dencies between features.

Model validation: Testing the synthesized feature model against
real K8s configurations to validate its completeness and accuracy.
The process begins by conducting a thorough exploration of the

K8s API documentation [46], which provides detailed descriptions
of every resource type, its configurable fields, and associated oper-
ations (see Figure 1). A KRO has several primary components (e.g.,
apiVersion, kind, metadata, spec) that describe the resource and
define its behaviour. The hierarchical structure of the K8s API re-
flects how elements such as metadata and spec further link to sub-
objects like ObjectMeta and PodSpec (in case of a Pod resource),
revealing nested fields and dependencies. Each kind of KRO (e.g.,
Pod, Container, Deployment) has its own specification with specific
sub-fields and set of possible values and constraints. For instance,
the specification of the Pod resource includes configuration options
such as containers, restartPolicy, and volumes, among others,
each of which has its own set of possible values and constraints
that may be different from the same specification options of other
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KRO. In the exploration process, each resource’s sub-fields are ex-
panded systematically in a depth-first exploration, ensuring that
every child field is fully processed before progressing to the next.

Note that not all fields correspond to configuration options.
There are non-configurable fields of a KRO that appear in the K8s
API as “Read-only” fields. For instance, the status field (shown
below the spec in Figure 1) specifies the most recently observed
status of the KRO, and their values are populated by the system.
Our feature model does not include these kinds of characteristics
because they cannot be specified in a configuration manifest.

In the following, we provide a detailed description of the syn-
thesis performed within the K8s API to obtain the feature model.

4 Synthesis of the feature model

This is the main step of our approach where we detail the design de-
cisions considered to build the feature model. We use the Universal
Variability Language (UVL) [44] to specify the feature model and
adhere to its official grammar [45] to support the required exten-
sions beyond boolean features. We follow a process of featurization
in which each configurable field of the K8s API is represented in
the model with a feature. Listings 2 and 3 show two excerpts of the
model, while the complete one is available online (Section 5.1).

4.0.1 Classification of features. The feature model was con-
structed by classifying the features identified during documentation
exploration. Features were grouped according to their functionality
and dependencies within K8s. The feature model hierarchy mimics
the K8s API structure, adapting it to the UVL grammar (e.g., features
cannot be duplicated). Assuming that the feature model encodes
any configuration of any KRO in Kubernetes, we start defining a
root feature “Kubernetes Resource Object” (line 2 in Listing 2).

There are a number of primary fields that are shared across many
KRO, being only the apiVersion and kind common to all types
of KROs. For instance, while most of the KROs such as pods, jobs,
services, and deployments, have the apiVersion, kind, metadata,
and spec fields, other types of KROs such as secrets or events have
additional fields (e.g., data). These primary fields form the basis of
the feature hierarchy in the variability model. Thus, as top features
of the model, we define the primary fields apiVersion (line 4) and
kind (line 18) as mandatory features, while the other primary fields
(e.g., metadata, spec, data) as defined as optional children of the
root feature (lines 34-42).

Then, some primary fields have their own specification based on
the KRO type. Thus, we create a specific branch for each KRO below
each feature representing a primary field. For instance, PodSpec
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Listing 2: UVL excerpt of the top features.

Horcas et al.

Listing 3: UVL excerpt of the PodSpec feature.

"Kubernetes Resource Object” {abstract
apiVersion {doc 'Versioned schema of this representation of an object.'
Group {abstract, doc Refers to the API group that organizes related resources.'
GROUP_authentication
GROUP_core
GROUP_events
Version {abstract, doc 'Version of the API group that the resource should use.’
VERSION_v1
VERSION_vibetal
VERSION_v1lalphal
kind {doc 'The REST resource this object represents.’
Workloads_APIs {abstract, doc 'Set of API resources that manage and run workloads.’

KIND_Container
KIND_Deployment

KIND Pod
Service_APIs {abstract, doc 'Manage access to applications running in a cluster.’
Config_storage_APIs {abstract, doc 'Manage configurations, secrets, and storage.
Metadata_APIs {abstract, doc 'Manage the metadata associated with resource:
Cluster_APIs {abstract, doc 'Manage the overall configuration, state, and resources.’

KIND_APIService
KIND_TokenRequest

metadata {doc 'Standard metadata of the object.’
spec {doc 'Specification of the desired behavior of the object.'

DeploymentSpec {abstract, doc 'Specification of the behavior of the Deployment.’
PodSpec {abstract, doc 'Specification of the behavior of the Pod.'

data

Compatibility dependencies

GROUP_core => VERSION_v1

GROUP _authentication => VERSION_v1 | VERSION_v1betal | VERSION_vlalphal
(KIND_Container | KIND_Pod | ...) => GROUP_core

(KIND_TokenRequest | ...) => GROUP_authentication
Artificial organizational constraints

KIND_Pod => PodSpec

KIND_Deployment => DeploymentSpec & PodSpec
PodSpec => KIND_Pod | KIND_Deployment
DeploymentSpec => KIND_Deployment
DeploymentSpec => PodSpec

(line 39) represents an entire branch defining all the configuration
options for a Pod, while DeploymentSpec (line 38) does so for a
Deployment. Listing 3 shows an excerpt of the PodSpec branch.
We follow this rationale to build the structure and branches
of the feature model because some fields are common and others
are specific to a KRO. Moreover, some fields (shared or specific)
may have dependencies with other fields, even with fields of other
KRO (see Section 4.0.3). For instance, containers are only ever cre-
ated within the context of a Pod. Thus, we define a sub-branch
PODSPEC_containers for the specification of the containers (line
4 in Listing 3). This is shown in the K8s API as a Warning! in the
specification of a container, which is difficult to be aware of and
synthesize without iteratively exploring the whole documentation.

Naming convention for features. When naming the features in
the model, an effort was made to follow a consistent nomenclature
to avoid duplicate names. If a feature appeared more than once
in the model, it was assigned an uppercase prefix referencing one
of its parent features (typically the most representative one). In
cases where this was not sufficient to prevent duplicates, additional
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1.
2 PodSpec {abstract, doc 'Specification of the behavior of the Pod.'
3

4 PODSPEC_containers 1.+] {doc 'List of containers belonging to the pod.'

5

6 CONTAINERS_name {doc 'Name of the container specified as a DNS_LABEL.'

7

8

9 CONTAINERS_image {doc 'Container image name.

10 CONTAINERS_ports 1..+] {doc "Ports to expose from the container.'

11

12 CONTAINERS_PORTS_containerPort {doc Port number for the pod 1P

13

14 CONTAINERS_PORTS_hostIP {doc Host IP to bind the external port.'

15 CONTAINERS_PORTS_hostPort {doc 'Port number to expose on the host.’

16

17

18 activeDeadlineSeconds {doc ‘Duration the pod is active before killing containers.’

19 PODSPEC_hostNetwork { doc 'Host networking requested for this pod.’

20 enableServiceLinks { default , doc 'Inject services information into pods env variables.'

21 restartPolicy {doc 'Restart policy for all containers within the pod.'

22

23 Always {default, doc 'Automatically restarts the container after any termination.'

24 OnFailure {doc 'Only restarts the container if it exits with error (non-zero exit status).’

25 Never {doc Does not automatically restart the terminated container.’

26

27

28 Domain constraints

29 activeDeadlineSeconds > 0

30 CONTAINERS_PORTS_hostPort > 0 & CONTAINERS_PORTS_hostPort < 65535

31 PODSPEC_hostNetwork => CONTAINERS_PORTS_hostPort
CONTAINERS_PORTS_containerPort

32

prefixes were added until the name was unique. For instance, the
name field appears in several elements (e.g., to identify contain-
ers). Thus we designated that field under the container feature as
CONTAINERS_name (see line 6 in Listing 3).

4.0.2 Variability analysis. During variability analysis, the fea-
tures are further refined into types, including Boolean, Integer, and
String. Where possible, the variability model includes selection
groups (i.e., or-groups) when more than one option can be selected
in a field, and alternative groups (i.e., xor-groups) for mutually
exclusive options, reflecting the constraints specified in the docu-
mentation. Also, feature cardinalities are considered when more
than one instance of an object can be configured. Finally, features
are enriched with feature attributes to include further information.

Parent-child relationships. Regarding the feature relationships
(i.e., mandatory, optional, or, or alternative), the descriptions of
each field in the K8s API are carefully considered. Typically, if
a configurable option is optional or required (i.e., mandatory) to
be defined, this is explicitly stated in the field’s description. For
instance, the description of the activeDeadlineSeconds field (see
Figure 3) indicates that this is an optional configuration option.
Similarly, if it is mandatory to choose only one possible value from
a set (i.e., mutually exclusive attributes), the alternative relation
is used. The or-group relation is applied when one or more child
features can be selected. If no clear indication is provided, or if
there is uncertainty, the feature is defined as optional.

Field Description
activeDeadlineSeconds Optional duration in seconds the pod may be active on the node
integer relative to StartTime before the system will actively try to mark it

failed and kill associated containers. Value must be a positive integer.

Figure 3: An integer field specification.

Typed features. In configuration options, Boolean features typi-
cally represented flags or switches, while Integer and String features
captured more complex configurations such as timeout durations or
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image names. In the K8s API, some fields require specifying a spe-
cific value for its configuration. Data types (Boolean, Integer, String)
are derived directly from the documentation (i.e., the data type is
shown below each field). For instance, activeDeadlineSeconds is
an Integer field (see Figure 3) which we synthesize in the model as
an Integer feature (line 18 in Listing 3). We use Boolean features as
default when types are not specified. Note also that Boolean fields
can specify a default value. For example, the enableServicelLinks
is a Boolean optional field whose default value is true. When the
default value of a Boolean field is true, it is not necessary to ex-
plicitly include that option in the K8s manifest following the K8s
principles of simplifying configuration files. To account for this
in the feature model, we define the corresponding feature with a
{default true} attribute (line 20), which will be considered later

when generating configurations.

Field
enableServicelinks
boolean

Description

EnableServiceLinks indicates whether information about services
should be injected into pod’s environment variables, matching the
syntax of Docker links. Optional: Defaults to true.

Figure 4: A Boolean field with default value.

Discretization of feature’s values. In addition, when a field has
a String or Integer type, and its possible values are limited to a
few variants, we featurize the corresponding values: the type of
the affected feature is changed to Boolean, and as many children
feature as possible variants are added with an alternative relation-
ship. For instance, the restartPolicy String field (see Figure 5)
can only take as values "Always", "OnFailure", or "Never". Thus,
we synthesize such information in the model with the four features
depicted in Listing 3 (lines 21-25). We use a default attribute to
indicate that "Always" is the default option in this group (line 23).

Field Description
restartPolicy Restart policy for all containers within the pod. One of Always,
string OnFailure, Never. In some contexts, only a subset of those values

may be permitted. Default to Always. More info: https://kubernetes.
io/docs/concepts/workloads/pods/pod-lifecycle/#restart-policy

Figure 5: A string field with a limited set of values.

Feature cardinalities. Cardinality is assigned to a feature when
the documentation specifies that the attribute is an array of ele-
ments under the field’s name. This implies that the affected object
can be instantiated multiple times and its sub-fields need to be
configured for each instance. In such a case, we define that field as
a feature cardinality (aka multi-feature, clonable feature) [7] with
a multiplicity of [1..*]. For example, the containers array field
(Figure 6) allows configuring the list of containers belonging to
a pod. We synthesize this in the variability model with a feature
cardinality PODSPEC_constainers depicted in Listing 3 (line 4).

Field
containers
array

Description
List of containers belonging to the pod. Containers cannot currently be added
or removed. There must be at least one container in a Pod. Cannot be updated.

Figure 6: An array field specification.

Feature attributes. The feature model is enriched with the fol-
lowing feature attributes:

o Abstract features: We use the {abstract} attribute to differen-
tiate abstract and concrete features. Abstract features do not
appear explicitly in the K8s API but are necessary for organizing
the hierarchy of the feature model more clearly.
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Default values: We use the {default «value»}and the {default}
attributes to include a default value within a typed feature or
within an alternative group, respectively.

e Documentation: We use {doc «string»} to include a brief de-
scription of the feature. This information is extracted from the
K8s API and helps users understand the purpose of the feature.

o Versioning: We use {added_version «version»} to indicate
that the feature has been added in a specific version of K8s.

e Unavailable features: We mark a feature with a {unavailable}

attribute to indicate that such a feature has a missing configura-

tion specification. This occurs when K8s releases new features
and its documentation is currently under development and is
not completed (e.g., the description of the field is empty).

Incomplete features: We mark a feature as {incomplete} to indi-

cate that such a feature has not yet been fully synthesized due

to the complexity of modelling it in a feature model.

4.0.3 Rule definition. Once the features are classified and ana-
lyzed, the next step is to define the formal rules that govern the
restrictions between them, that is, the cross-tree constraints. We
distinguish three types of rules in the K8s feature model: the com-
patibility rules between KROs, the rules imposed by the domain, and
the rules defined for organizational purposes. The first two types
of rules are derived from the K8s API documentation, where con-
straints and dependencies between fields are explicitly described.
The rules will be translated to cross-tree constraints in our feature
model ensuring that the configurations generated from the feature
model are valid and adhere to the documented rules.

Compatibility constraints. In K8s, the apiVersion and kind core
fields define the compatibility across KROs. Each kind of KRO is
classified in an API Group that can be compatible with specific
versions of the K8s. This information is available in a compatibil-
ity table available in the K8s API overview (see K8s API 7). For
example, those KROs belonging to the core group are compatible
with version v1, while the KROs of the authentication group are
compatible with versions v1, vibetal, and vialphal. In our fea-
ture model, this information is expressed by defining first the valid
groups and versions (lines 4-17 in Listing 2), and then the associ-
ated cross-tree constraints such as GROUP_core => VERSION_1 and
GROUP_authentication => VERSION_v1 | VERSION_vibetal |
VERSION_v1alphal (lines 45-46).

API Groups

Group Versions
authentication.k8s.io v1, vibetal, vialphal
autoscaling v2,vl

core vl

events.k8s.io vl
flowcontrol.apiserver.k8s.io v1, vibeta3
resource.k8s.io vlalpha2

Figure 7: Excerpt of the API Groups and their versions.

Furthermore, information on the group to which each KRO be-
longs (i.e., the relation between kind and group) is available within
each KRO specification (see Pod v1 core in Figure 1). For exam-
ple, Containers and Pods belong to the core group, while Token-
Request belongs to the authentication group. This leads to the
constraints (KIND_Container | KIND_Pod) => GROUP_core (line
47) and KIND_TokenRequest => GROUP_authentication (line
48), respectively. Note that, wherever possible, we group together
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those constraints that share a common right-hand implication to
simplify the model and reduce the number of constraints.

Domain constraints. In the description of the fields, it is often
mentioned whether selecting a specific value affects the options
of another field, or whether a number must fall within a certain
range, among other conditions. These are constraints imposed by
the K8s domain. For example, the field hostNetwork of a Pod de-
scribes that if it is set, the ports that will be used must be speci-
fied in the associated container (see Figure 8 and Figure 9). More-
over, we can see from the description of the field hostPort (Fig-
ure 9) that if the field hostNetwork is specified in the Pod, its value
must match the field containerPost; and this value must be a
valid port number. This leads to the following constraints in List-
ing 3: PODSPEC_hostNetwork => CONTAINERS_PORTS_hostPort
== CONTAINERS_PORTS_containerPort (line 31),and CONTAINERS_
PORTS_hostPort > @ & CONTAINERS_PORTS_hostPort < 65535
(line 30).

Field Description
hostNetwork Host networking requested for this pod. Use the host’s network namespace. If

boolean this option is set, the ports that will be used must be specified. Default to false.
Figure 8: A field describing a dependency.

Field Description

containerPort Number of port to expose on the pod’s IP address. This must be a valid port

integer number, 0 < x < 65536.

hostIP What host IP to bind the external port to.

string

hostPort Number of port to expose on the host. If specified, this must be a valid port

integer number, 0 < x < 65536. If HostNetwork is specified, this must match ContainerPort.

Most containers do not need this.

Figure 9: Dependencies between Pods and ContainerPort.

Hierarchical constraints. There are some constraints that, while
not explicitly stated in the K8s API, are logically inferred from the
definition of the feature model due to its hierarchical organiza-
tion. For example, the constraint KIND_Pod => PodSpec (line 51
in Listing 2) indicates that the kind of KRO Pod needs to define
a Pod specification. The constraint DeploymentSpec => PodSpec
(line 55) arises from the fact that when defining a Deployment, it
is mandatory to also define a Pod. Another example is the con-
straint KIND_Deployment => DeploymentSpec & PodSpec (line
52), meaning that if the object type is a Deployment, we must define
both the DeploymentSpec (to define the Deployment’s behaviour)
and the PodSpec (to define the behaviour of the Pod that will be
created alongside the deployment).

5 Model validation

To ensure the accuracy and completeness of the synthesized feature
model, we performed a validation process that involves (1) test-
ing the model against real K8s configuration, verifying that those
configurations are valid according to the feature model’s relations
and constraints, and (2) generating K8s manifest files with valid
configurations from the feature model. We first present the feature
model and then answer the following research question (RQ):
RQ1 To what extent does the synthesized variability model cover real-
world Kubernetes configurations and detect configuration errors?
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Manual effort. The total manual effort involved in the main tasks
is calculated at 2.75 person-months, reflecting the complexity of the
variability synthesis and its validation. Concretely, 216 hours (1.35
person-months) spent on the synthesis of the K8s feature model, 116
hours (0.73 person-months) in the development of scripts to extract
configurations from real K8s manifests, and 108 hours (0.68 person-
months) in the creation of K8s configuration templates. Existing
similar works of synthesizing variability do not provide a detailed
breakdown of the manual effort [1, 12, 14, 18, 40], making direct
comparisons challenging.

5.1 Open science artifact

Following open science best practices, our K8s feature model and

all associated resources are publicly available online:

e Zenodo: https://doi.org/10.5281/zenodo.14036131

e GitHub: https://github.com/CAOSD-group/kubernetes_fm
The repository contains the K8s feature model, its full charac-

terization with all structural and analytical metrics, as well as all

the resources and scripts developed in Python to collect real K8s

configurations (Figure 10), and the templates (Listing 4) to generate

new configurations from the feature model.

5.2 Extracting real K8s configurations

Figure 10 illustrates the process for extracting and validating real
K8s configurations. This process involves filtering over 225,000
YAML files from 17,483 GitHub repositories to identify valid con-
figurations according to the feature model’s relations and con-
straints. We conducted three distinct searches through the official
GitHub REST API, using the keywords “kubernetes”, “kubernetes
manifest”, and “kubernetes validators”, to obtain a diverse set
of YAML files from January 2024. Of the 225,072 YAML files re-
trieved, 87% were valid K8s manifest files, while 13% were either
non-K8s manifest or contained syntax errors, preventing configu-
ration extraction. On average, each GitHub repository contained
23 YAML files, with the largest repository containing 11,676 files.
Each manifest file averaged 1.2 configurations, though some con-
tained up to 615. A configuration here refers to a KRO configuration,
such as for Pods, Deployments, or Services. Ultimately, we extracted
282,401 configurations, of which 95% (267,561 configurations) were
valid, meaning they satisfied the feature model constraints, while
5% (14,840 configurations) were non-satisfiable due to misconfigu-
ration.

5.3 Generating valid K8s configurations

Listing 4 presents an excerpt from a K8s manifest template for gen-
erating configurations using a code generation approach with the
Jinja2 template engine. Variable elements are defined within dou-
ble curly braces and are highlighted in bold, representing variation
points in the feature model that will be substituted with the selected
variants in the final configurations. Jinja2 provides a robust set of di-
rectives for code generation, including variable substitution, assign-
ment, and control structures such as if/elif/else statements, for-loops,
macros, and blocks. For example, the for-1loop in Listing 4 (lines
12-23) iterates over the containers within a Pod, corresponding to
the multi-feature PODSPEC_containers[1..*] in the variability
model. Additionally, typed features, such as the Integer feature
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Figure 10: Process extraction of real K8s configurations from YAML files in GitHub repositories.

CONTAINERS_PORTS_containerPort are directly assigned in the
template (line 18). Furthermore, we define an internal mapping be-
tween those String features that were discretized in the variability
model and the variation points in the template to assign the correct
(e.g., string) value. For example, the GROUP_authentication fea-
ture has mapped the "authentication.k8s.io" value to be used
in the template within the {{GROUP_authentication}} variation
point (line 1). This approach ensures flexibility and consistency
in generating tailored configurations that align with the feature
model’s constraints.

Listing 4: Jinja template to generate K8s configurations.

1 apiVersion: {{GROUP_authentication}}{{GROUP_events}}...{% if
GROUP_core %}{% else %}/{% endif %}{{VERSION_v1}3}{{
VERSION_vibetal}3}{{VERSION_vlalphal}}...

2 kind: {{KIND_Container}}{{KIND_Deployment}}{{KIND_Pod}}...

3{% if metadata %}

4 metadata:

5 name: {{METADATA_name}}

6 ...
7{% endif %}
8 {% if spec %}

9 spec:
10 {% if PodSpec %}
11 containers:

12 {% for c in PODSPEC_containers %}

13 - name: {{c.CONTAINERS_name}}

14 image: {{c.CONTAINERS_image}}

15 {% if c.CONTAINERS_ports %}

16 ports:

17 {% for p in c.CONTAINERS_ports %}

18 - containerPort: {{p.CONTAINERS_PORTS_containerPort}}
19

20 {% endfor %}{% endif %}

22 {% endfor %}{% endif %}
23 {% endif %}

5.4 Results and Discussion

Feature model characterization. The synthesized feature model
is characterized in terms of its structural and analytical metrics. Fig-
ure 13 in Appendix A shows the characterization of the K8s feature
model (generated with the FM Fact Label tool [19, 21]). This char-
acterization illustrates the model’s complexity providing insights
into its size and the variety of captured features and constraints.
The model contains 738 features and 93 constraints, allowing for
5.73e77 configurations. It incorporates advanced variability model-
ing concepts: 319 typed (non-boolean) features, with 57 numerical
and 262 string features. Additionally, 61 multi-features allow multi-
ple instances of certain features. Among the constraints, 37% (34
constraints) are arithmetic, involving numerical features, while 63%
(59 constraints) are logical. In particular, 25 of these logical con-
straints are complex, potentially representing multiple constraints,
and 172 features participate in constraint definitions. Regarding
rule definitions, 6 constraints are defined for compatibility of K8s
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resources, 65 are domain constraints, and 21 are artificially created
for organizing the feature model (this information is not shown in
Figure 13). Furthermore, 73% of the features (538) include at least
one attribute, with documentation for 517, 86 with default values,
4 unavailable, and 19 incomplete.

RQ1. To what extent does the synthesized variability model
cover real-world Kubernetes configurations and detect config-
uration errors? This research question aims to assess the compre-
hensiveness of the variability model by comparing it with a large
set of real K8s configuration files. We will measure the coverage of
the model by identifying how many features present in real con-
figurations are accurately captured by the model, and whether the
model includes all the variation points used in practice.

The process for extracting and validating real K8s configura-
tions (Figure 10) results in 282,401 configurations, of which 95%
(267,561 configurations) were deemed valid based on satisfiabil-
ity [10] checks against the synthesized feature model, while 5%
(14,840 configurations) were non-satisfiable. Such non-satisfiable
configurations can occur for several reasons, from misconfigura-
tions within the K8s API (e.g., invalid values or constraint viola-
tions) to errors in the synthesized feature model (e.g., incomplete
and unavailable features, or human errors). Regardless of the reason,
our feature model is able to cover 95% of the K8s configurations
extracted from real projects available in GitHub repositories.

We complement our analysis of the extracted configurations
with the product distribution [17] (Figure 11a for the feature model
and Figure 12a for real configurations) that determines the number
of valid configurations having a given number of features (omitting
abstract features). We can observe that most of the extracted con-
figurations contain a similar number of features, and this number
(< 100 features) is low in comparison to the total number possible
features in the model (738). This would suggest that configurations
are homogeneous (i.e., very similar). However, the feature inclusion
probabilities [17] (Figure 11b for the feature model and Figure 12a
for real configurations) that determines the probability for a feature
of being included in a valid configuration (i.e., for each feature, the
proportion of valid configurations that include it), reveals that the
extracted configurations are very heterogeneous (i.e., very different)
and have low variance. We can observe that most features (74%)
are nearly never included in a configuration (0.05% probability of
being included in a valid configuration).

Table 1 reveals the differences in the product distribution for
the feature model and the K8s configurations. This way, the most
frequently occurring number of features for a configuration is 320
in the feature model vs 11 in the real configurations. This difference,
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Figure 11: K8s feature model analysis.
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Figure 12: K8s real configurations analysis.

(b) Feature inclusion probabilities.

Table 1: Difference between the product distribution of the
feature model and the real K8s configurations.

Mean Std. dev. Median MAD Mode Min Max Range
319.50 14.36 320 11.44 320 9 484 475
22.00 18.99 21 9.82 11 5 449 444

Feature model
K8s configurations

observed also in Figures 12 and 11, aligns with the K8s configuration
tips that establish to not specify default values unnecessarily so
that simple, minimal configuration will make errors less likely.
Moreover, this would indicate that most of the K8s configuration
options are never considered, and users tend to leave default values
in configurations. However, in the configurations generated with
our feature model, we make explicit those features with their default
values so that the users are aware of the full configuration of the K8s
system. We also observe that the smallest and largest products in the
feature model contain 9 and 484 features, respectively, compared to
5 and 449 features in the extracted configurations. These differences
likely reflect the presence of abstract features in the model that do
not appear in real configurations. We conclude that our synthesized
feature model effectively captures the variability present in real
K8s configurations, achieving a 95% coverage rate and identifying
misconfigurations that would otherwise remain hidden.
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5.5 Threats to Validity

Our study faces several threats to validity. First, the synthesized fea-
ture model may quickly become outdated due to ongoing updates to
the K8s API documentation. In future work, we will consider using
the Kubernetes JSON Schemas, which provide a more structured
complement to the K8s API and can be processed by automated
tools. Another threat to external validity is the generalization of our
synthesis process, as it has only been tested with Kubernetes. To
address this, we plan to apply and evaluate the synthesis approach
with other systems, such as Docker and Docker Compose [39].

The ecological validity focuses on possible errors in the synthesis
process and analysis, such as (1) the limited support of existing
analysis tools for multi-features and arithmetical constraints that
may impact the accuracy of configuration counts; and (2) human
errors in synthesizing the model, as evidenced by the presence of
207 dead features in the model, for which we currently lack an
explanation. To mitigate this threat we have relied on well-known
tools for automated analysis of feature models such as Flamapy [13],
FM Fact Label [19, 21], BDDSampler [16], and UVLS [32].

6 Related work

The synthesis of feature models, or reverse engineering of feature
models, has gained attention for systematically managing variabil-
ity in complex systems [31]. Techniques such as feature graphs [42],
evolutionary algorithms [31], and Monte-Carlo methods [20] have
been developed to extract feature models from various sources, in-
cluding product variants [4, 29], propositional constraints [42], UML
class diagrams [3], and source code artifacts [2]. However, models
synthesized with these techniques often present interpretability
challenges for domain engineers, resembling the black box problem
in explainable AI [47]. Manual synthesis from documentation is
less common but has been applied in domains such as Android sys-
tems [14], video sequences [1, 12], and data visualization [18, 40].

Reverse-engineering techniques have successfully extracted fea-
ture models from large, variability-intensive systems like the Linux
Kernel [9, 11, 33, 41]. However, to date, no variability model for K8s
has been developed [36, 43]. Additionally, related work in variabil-
ity modeling for software deployment platforms is limited [25, 43].
Stotzner et al. [43] propose an integrated variability modeling ap-
proach for component implementations and deployment configu-
rations across diverse technologies to manage variant complexity.
Kumara et al. [25] introduce Feature-Oriented Cloud (FOCloud),
which employs feature modeling to structure and constrain the de-
ployment space of cloud services. Our K8s feature model presents a
new problem for software product line evaluation [30], as it has be-
come the Linux Kernel [41], but incorporates advanced extensions
of variability modeling [45].

7 Conclusions and future work

This work introduces a real large intensive-variability case study
and contributes a comprehensive feature model for Kubernetes,
synthesizing its configuration space from its official API documen-
tation. With 95% coverage of real configurations, the model effec-
tively represents practical deployments. The explicit inclusion of
default features provides users with a complete view of potential
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configuration options, enhancing comprehensiveness and error pre-
vention. With this contribution, we aim to provide the software
product line community with a new case study of an intensive-
variability system, offering an alternative to the extensively studied
Linux Kernel. This addition should broaden the scope of research
and applications within the field.

Future directions include refining the model by automatically
incorporating more comprehensive K8s JSON Schema data and
extending the approach to other containerized platforms, such as
Docker and Docker Compose.
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Abstract

The configuration process for feature-oriented product lines is well-
researched for Boolean and numerical feature configurations. How-
ever, in several engineering fields, we encounter the challenge
of finding the optimal graph structure to describe a product con-
figuration. Optimising complex graph structures towards multiple
objectives within numerous constraints requires a deep understand-
ing of the graph configuration space and the product properties
it represents. This study aims to leverage graph neural networks
(GNNs) to predict product properties, thereby supporting the con-
figuration process in product lines. In a controlled experiment, we
compare a GNN-based approach to a recent state-of-the-art ap-
proach utilising graph embeddings. We evaluate these methods on
both accuracy and learning efficiency. Our findings indicate that the
GNN-based approach outperforms the embedding-based method in
terms of accuracy. However, it requires a substantially larger vol-
ume of training data to achieve these results. Overall, this research
demonstrates the applicability of an ML-supported framework for
engineering product lines using graph configurations.
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Graph Neural Network, Graph Configurations, Learning Configu-
ration Spaces.
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1 Introduction

Feature models are a common approach used in Software Product
Line Engineering (SPLE) to represent configuration choices and
variability among products within a family of software-intensive
systems. During the configuration process, we make, for instance,
Boolean or numerical configuration decisions within the options
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and constraints defined in the feature model to obtain a product
configuration describing a particular product.

In several engineering fields, however, it is more amenable to
the particular domain to use configurations (in the wider sense)
in structural or topological form. Examples for such problems are
arranging the components of a software architecture to improve
non-functional properties of the software system, sequencing the
processing steps in a manufacturing plant such that costs and pro-
duction time are minimised, or arranging rooms in a building to
minimise energy consumption.

In these cases, we have to find a graph representing the system
with the best resulting properties. In this paper, we argue that this
problem of finding the best graph (based on given constraints) can
be seen as a configuration and optimisation process with similari-
ties to finding an optimal feature configuration (based on a feature
model). This process requires the selection of a configuration out
of all candidate graphs while simultaneously considering various
constraints. Since this potentially requires evaluating 10,000s of
graphs (including, e.g., computationally expensive simulation of
the represented systems), one alternative is to rely on regression
analysis to predict measurements to narrow down the configura-
tion space. We refer to this class of problems as learning graph
configuration spaces (LEGCS), inspired by Pereira et al. who define
a framework for corresponding non-graph case of learning a con-
figuration space [29]. The central challenge of LEGCS is applying
regression techniques on graph structures, while most techniques
operate on Euclidean structures such as vectors or matrices.

Mittermaier et al. [27] have shown that regression analysis based
on graph embeddings into a vector space can support learning graph
configuration spaces. The initial benefit here is that mapping the
graph space into an Euclidean vector space facilitates just applying
a large number of well-known machine learning (ML) techniques
operating on fixed-sized vectors. However, these ML algorithms can
only operate on the information that are not “lost in translation”,
when the graph embedding translates information contained in the
graphs into vectors, potentially leading to a loss of accuracy.

We hypothesise that it would be beneficial to apply ML ap-
proaches that work on the graph-oriented structures directly —
in particular, in terms of the accuracy of the obtained results. Graph
neural networks (GNN), a family of neural network algorithms,
interpret the graphs themselves as a neural network on which they
operate. In contrast to ML approaches that work on Euclidean data,
GNNs do not require the extra step of graph embedding. Hence,
this might avoid the “lost in translation” problem. This leads us to
our research question:
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Figure 1: Product Line Engineering in Euclidean and Graph Spaces.

When learning graph-based configuration spaces, how does
learning based on GNNs compare to regression techniques
based on graph embeddings — with respect to the accuracy of
the predictions and the size of the required training set?

Contributions. Our paper makes the following contributions:

(1) We describe a conceptual framework that resembles well-
known feature-oriented frameworks for Software Product
Line Engineering and translates them to graph-oriented con-
figurations.

(2) We propose a new regression approach in context of learning
graph configuration spaces based on GNNs that uses graph
representations throughout process, thus retaining the graph
structural information at all stages, to potentially achieve
more accurate predictions of product properties.

(3) We report on a controlled experiment that explores the effi-
ciency of regression analysis with (a) the embedding-based
approach and (b) three different GNN techniques (GCN, GAT,
GraphSAGE) with respect to accuracy and training data size.

(4) We use the same dataset! as the state-of-the-art [27] to en-
courage follow-up work and ensure replicability.

The remainder of the paper is structured as follows: We discuss con-
ceptual frameworks of feature-oriented and graph-oriented product
line engineering (Section 2). Then, we go into more detail about
the existing learning approach using graph embeddings (Section 3),
and the alternative approach using GNNs (Section 4). Afterwards,
we report on an experiment applying these two learning strate-
gies (Section 5) and its results (Section 6), and conclude the paper
(Section 7).

2 Conceptual Framework

In this section, to relate our work to the existing body of knowledge
in Software Product Line Engineering (SPLE) we first outline a
conceptual framework for SPLE using common terminology. We
then describe the challenge of learning a model representing the
whole configuration space (of configurations and resulting product
properties).

!https://github.com/mittermm/LEGCS
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Corresponding to this, we then introduce our graph-oriented
framework for product line engineering, which has a similar log-
ical structure but uses graphs to represent configurations. Then,
analogously, we describe the challenge of learning a model of the
graph-based configuration space.

We close this section with a look into related work on search-
based graph optimisation.

2.1 Feature-oriented Product Line Engineering

We are mainly interested in the general principle of representing
configuration choices in SPLE and then configuring and deriving
products [6, 10]. For the sake of the discussion here, we focus on
feature-oriented approaches, but we acknowledge that there are
other related approaches, e.g., decision modelling [12] or other
forms of variability modelling.

For general orientation, we start from a generic feature-oriented
SPLE framework (see Figure 1a), which covers two levels (domain
engineering and application engineering) and three aspects (con-
figuration, implementation, and properties).

Configuration. We assume that the available configuration op-
tions and constraints among them is captured in a feature model.
We use this model in the @ configuration process to derive a feature
configuration (or similar artifact) representing one product [20].

Implementation. If the feature model is mapped to implementa-
tion assets, we can use this mapping to @ derive the implemen-
tation of a particular product from a feature configuration. There
are many different ways on how we can represent the effect of
configuration decisions in the implementation, e.g., in annotative
or compositional approaches [5, 15]. Ideally, this product derivation
is automated or at least tool-supported.

Product Properties. Every implementation of a product has mea-
surable properties. Once we have a meaningful number of imple-
mented products and associated properties, we can aim to @ learn
a model that captures knowledge about product properties for all
products. This model can support the configuration process by esti-
mating product properties prior to often costly implementations
and measurements [32, 33].
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In the following Section 2.2, we discuss the adaptations neces-
sary to translate such an SPLE framework to use graph configura-
tions instead of Euclidean feature configurations (see Figure 1b).
Afterwards, we go into depth on the @ learning process of prod-
uct properties in feature-oriented configuration spaces and graph
configuration spaces.

2.2 Graph-oriented Product Line Engineering

In our adaptation to graph-oriented product lines, vertically we
keep the well-known two levels of domain engineering focusing on
the whole product line, and application engineering on individual
products derived from that product line. Horizontally, i.e. distin-
guishing different aspects to focus on, we keep the three aspects of
configuration, implementation, and resulting product properties.

Configuration. Instead of a feature model representing the con-
figuration choices, we now have a set of graph constraints directly
mapped to the domain-specific graph components limiting the
number of valid graph configurations in the graph space. We use
these constraints to @ obtain a graph configuration describing
one product. Note that in many application cases that we hope to
address, unlike a feature configuration the graph configuration is
not constructed out of a sequence of discrete user decisions. Often,
the process will be rather search-oriented — more like optimising a
feature configuration that fulfils a number of given constraints.

Implementation. Similarly to a feature-oriented approach, we can
@ derive a product implementation from the graph configuration,
potentially using pre-existing graph components or translating
graph nodes and edges into implementation components, and mea-
sure the product properties.

Product Properties. Corresponding to similar learning approaches
for traditional feature-oriented (i.e., non-graph-oriented) configura-
tions, we can use these product properties to @ train a graph-based
learning model to predict product properties for all valid graph con-
figurations in order to support the configuration process.

Measuring Learning

Sampling

Evaluating

Figure 2: Four phases of learning configuration spaces ac-
cording to Pereira et al. [29].

2.3 Learning (Feature-oriented) Configuration
Spaces

Configuring large systems requires understanding the space of pos-
sible configurations, such that we can optimise the system towards
several goals while simultaneously fulfilling multiple constraints.
For instance, configuring the Linux kernel with more than 15,000
configuration options can lead to 21%°%° possible variants of the ker-
nel [3], more candidates than there are atoms in the known universe.
Although this example is extreme, it shows how the configuration
space can become incomprehensibly large. Hence, for systems of
realistic size and complexity, there is a need to systematically learn
the configuration space, e.g., to make predictions on properties of a
previously-unseen configuration. Below, we give an introduction to
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common practices for @ learning product properties from product
configurations to aid the configuration process.

Pereira et al. provide a survey of current practices for learn-
ing software configuration spaces [29]. These practices follow a
four-phase model consisting of sampling, measuring, learning, and
evaluating (see the illustration in Figure 2).

In the first phase of such an approach, we gather a sample of
valid software configurations, each represented using a vector hold-
ing at least the value of each parameter in the software they depict.
Then, we measure the performance of the configurations within
this sample using its vector. Subsequently, we also train an ML
model using the same vector of sampled configurations and their
measurements, and finally we predict system properties (a.k.a. per-
formances) for more unknown software configurations (expressed
as vectors of the same dimension) and evaluate the quality of the
ML model (in particular, with respect to low prediction errors, a
small model size, and a reasonable measurement effort). There are
various strategies for each of the phases in this model.

Application domains for learning configuration spaces include,
e.g., pure predictions of the configuration properties, interpretabil-
ity, optimisation, mining constraints, and evolution [29].

Sampling

Measuring Embedding Learning

Figure 3: Adaptation to learn graph configuration spaces
(LEGCS) by Mittermaier et al. [27].

2.4 Learning Graph Configuration Spaces

Similarly to Euclidean configuration spaces, we also need to @ train
a learning model for graph configuration spaces that captures prod-
uct properties of the whole configuration space. While the described
four-phase framework above provides a conceptual model to struc-
ture the problem, the considered techniques are focused on (and
limited to) Euclidean spaces. There are, however, applications where
it would be beneficial to consider and configure a system in terms
of its structure or topology. For such application domains, previ-
ous work by Mittermaier et al. [27] has adapted techniques and
concrete strategies of learning software configuration spaces to
learning graph configuration spaces (LEGCS). This requires the
addition of embedding to the same four phases of sampling, mea-
suring, learning, and evaluating (see Figure 3).

The authors proposed a pipeline that starts with generating a
large number of valid graph configurations. Within this larger set,
one can randomly select a sample of graphs, and measure their
performances using a simulator. The learning phase requires a
model capable of performing regression analysis on a whole-graph
level. In regression analysis (a type of function approximation), the
overall goal is to accurately predict a continuous numeric output
for several independent input variables [11]. In our particular case,
we aim to predict properties such as the performance of the graph
configuration towards a certain goal. In Section 3, we explain a first
strategy using a two-step model of embedding the graph set and
applying ML on the embeddings, and in Section 4, we propose an
alternative learning model based on graph neural networks.
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2.5 Search-Based Graph Optimisation

In this work, we focus on learning methods in context of LEGCS
for pure prediction within an optimisation problem by finding the
k best solutions. This problem has also been addressed in many
applications in engineering outside of LEGCS.

Search heuristics, such as A*, Best-First, and Depth First to iden-
tify the k best solutions have already been adapted to graphs in
Bayesian networks [16]. However, the search space here is limited
to finite domains of discrete variables. For NP-hard optimisation
problems, we require metaheuristics to solve large-scale instances
in reasonable computing times. Metaheuristics that require simula-
tions of candidates to assess their fitness are called simheuristics [9],
they are particularly used in application domains dealing with un-
certainties, such as logistics, transportation, and other supply chain
areas [23]. Simheuristics find the best candidate within a configura-
tion space, the challenge here, however, lies in understanding the
graph configuration space, and finding the k best candidates.

3 State-of-the-Art for Learning Phase: Emb+RF

The learning phase of LEGCS has been addressed before by two
separate learning steps that are visualised in Figure 4a:

In the first step, whole-graph embedding is used to map every
graph into a fixed-dimensional vector space. There are various
methods to achieve an expressive (i.e., graph-information preserv-
ing) and efficient (low embedding time and dimensionality) embed-
ding [8], in previous work on LEGCS [27], an embedding based
on the degrees of neighbouring nodes [7] was used to capture the
topology.

In the second step, an ML model such as random forest [25] is
trained to produce predictions based on the vectors representations
of those graphs. Early results showed that this process sped up
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the search for the k best graph representations by suggesting well-
performing graph configurations to simulate.

In this paper, we refer to LEGCS systems that rely in their learn-
ing phase on this combination of embedding and a random forest
regressor as LEGCSE,,p+gF- The first step allows us to utilise a large
set of ML models that only operate on Euclidean structures (vectors
and matrices) in the second step. However, while regression on
whole graphs based on embeddings has been shown to be feasible
in various applications, it encounters a fundamental limitation: the
embedding cannot fully represent the graph set’s inherent com-
plexity within a reasonable embedding size. This means, that any
ML system operating on these embeddings cannot exploit all graph
information, only data stored in the embedding. In the following
section, we propose an alternative learning strategy to improve
the learning model’s understanding of the graph space, and thus,
increase the prediction accuracy.

4 Proposed Approach for Learning Phase: GNN

In this section, we show an alternative way of learning the configu-
ration space with embeddings, i.e., regression with graph neural
networks, and describe its application for LEGCS.

4.1 Graph Neural Networks

GNNs are used for various tasks in several fields of science and engi-
neering. Those tasks include classifying nodes [35], subgraphs [4],
or graphs [17], link predictions [39], or in case of this work predict-
ing non-functional properties of graphs. Zhou et al. [41] present an
overview over current practices and applications of GNNs. While
we focus on predicting properties of graphs in an engineering con-
text, other applications for predicting non-functional properties
include: predicting chemical reaction products (with molecules
as graphs) in organic chemistry [13], predict protein interfaces
(with proteins as graphs) in biology [19], or predicting traffic states
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(with street networks as graphs) in applied mathematics [40]. Even
predicting connections, e.g., in social networks [26] can also be
interpreted as GNNs predicting non-functional properties.

The fundamental concept of GNNs is treating a graph itself as a
neural network which allows direct processing and manipulation
of graph-structured data. This way, GNNs can capture intricate
relationships and dependencies among graph elements, and enable
expressive and context-aware learning models.

Depending on the graphs we are operating on, and the task our
GNN should perform, we need to make various decisions during the
design process. You et al. [38] describe important design decisions
for building GNNs in:

(1) Message passing, where we determine what features of each
node we pass on to its neighbours.
(2) Aggregation, where we calculate the feature vector of a node
in the next GNN layer out of its current feature vector and
the neighbour’s messages.
Layer connectivity, where we define how GNN layers are
interconnected. Usually, we sequentially calculate the new
feature vector of each node in every GNN layer. That could
lead to over-smoothing where the feature vectors of all nodes
become too similar. Solutions here include (1) a low number
of layers and expressive aggregation, for instance, by aggre-
gating with a deep neural network, or (2) add layers without
message passing (pre- and post-processing layers).
Graph manipulation, where we improve learning results by
modifying the input graph to a computational graph. Reasons
for modifications include: lack of features in the input graph,
sparse input graph (inefficient message passing), dense input
graph (costly message passing), large input graph (high com-
putational complexity). Solutions include feature augmen-
tation, adding virtual nodes and edges, sample neighbours
while passing messages, and sampling subgraphs to compute
embeddings.
Learning objective, where we decide whether the objective is
on the node, edge, or whole-graph level.

®)

©)

®)

In terms of regression on a whole-graph level, the standard
method to go from here, especially for small graphs, is global
pooling [37]. Here, we pool the feature vectors of all nodes that
were calculated during the learning process of the GNN together,
and calculate the regression result by, for instance, picking the
maximum/minimum/mean vector or summing these vectors to-
gether [36].

4.2 GNN for LEGCS

In Section 3, we analysed the current approach on LEGCS using
a graph embedding. By mapping graphs into a fixed-dimensional
vector space, we lose structural and relational nuances, which the
ML system cannot exploit when predicting the graph properties.
Consequently, learning models operating solely on these such em-
beddings might be limited in their predictive power.

Hence, we explore a variation of the first model (Emb+RF) that
replaces the two learning steps of graph embedding and regression
with a new kind of ML approach based on GNNs that we call
LEGCSgNN- This approach can use graph structures in form of a
neural network to learn feature vectors for each node that keep
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information of the node itself and its neighbourhood. Subsequently,
we can use this learned GNN to predict graph properties (by pooling
properties from the individual nodes). Figure 4b presents a visual
explanation of this variation.

We hypothesise that such a learning approach that preserves
the graph’s inherent information might have benefits in terms of
predicting properties of the graph in terms of accuracy. On the
other hand, training a GNN until it reaches the required accuracy
might take more training samples (and hence more time) compared
to the embedding-based approach.

To investigate whether this new variant is promising, we conduct
an experiment where we evaluate LEGCSE,,,;,+gr and three variants
of LEGCSgNN based on three kinds of GNN. We report on the
experiment in the following section.

5 Experiment

After describing the existing learning approach Emb+RF (Section
3), and our proposed alternative approach using GNNs (Section 4),
we report in this section on our experiments to compare them in
context of the learning phase in LEGCS.

5.1 Methodology

The research question we raised in the introduction asks for a
“design, evaluation, or analysis of a particular instance” [31]. We
conduct a controlled experiment [14] and compare LEGCSg,p+RrE
basing its learning phase on a combination of graph embedding and
ML (in our case, random forest) against LEGCSgN N With respect to
the accuracy of the predictions and the size of the training set. For
LEGCSGNN, we will evaluate different popular GNN algorithms:
GCN, GAT, and GraphSAGE. We follow the reporting guidelines by
Jedlitschka et al. [22] that provide structure and questions to cover,
e.g., in terms of planning, analysing, and discussing the experiment.

5.2 LEGCS Problem: HVAC

Our example of a LEGCS problem is from civil engineering deal-
ing with HVAC (Heating, Ventilation, and Air-Conditioning) sys-
tems [1]. Our goal is to accurately predict the AC running time per
month (ideally with low sampling costs to train the ML model) for
all of the candidates in the graph configuration space. This space
of candidates consists of floor plans and their air ventilation sys-
tems. We interpret and represent the topological configurations of
these floor plans as graphs configuring a building, making this an
exploration problem on graph configurations. These predictions
can later be used to explore and optimise the graph configuration
space.

5.3 Dataset

In our paper, we use the same dataset that was designed and used
by the state-of-the-art [27].

5.3.1 Graph Space: In the dataset, we explore a graph space con-
sisting of 40,000 floor plans that we interpret as graphs; each of
them is a different configuration of rooms within the same building.
We interpret rooms as nodes in our graph model, and the airflow
between neighbouring rooms as edges. One room A can be con-
nected to another room B by (1) air exchange, (2) sucking hot air
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out of room B into room A’s AC, or (3) both. These graphs con-
tain between three and ten nodes. Simulink’s building ventilation
problem [1] sets the constraints for the remaining graph properties.
These constraints are:

e Each node (room) has a room size and Boolean flags indi-
cating whether this room is connected to AC or an outside
door.

e Every connected subgraph has at least one room with AC.

e Each graph has one room with an outside door.

o There are two edge types. One edge type connects two rooms
for regular airflow; each node can have up to three of these
edges. The other edge type connects rooms that have neither
AC nor an outside door with AC. This edge pulls hot air into
the AC to cool down; every AC needs one edge of this type.

5.3.2  Training Data Collection: This optimisation problem is based
on a MATLAB Simulink example project [2]. Simulink is a simula-
tion tool that is commonly used in various engineering disciplines.
In order to collect training data, we built a tool transforming our
graph representations of floor plans into MATLAB models that the
MATLAB engine can execute as simulations to determine the AC
costs (the number of hours the AC runs within a month).

5.4 Algorithms

The goal is to accurately predict the outcome of the simulation
for each graphs within seconds (while the simulation of one con-
figuration takes about a minute). This way, we can explore the
graph configuration space more efficiently by predicting the simu-
lation results of most configurations and only simulating promising
configurations. Below, we first describe the implementation of the
embedding-based and the GNN based approach.

5.4.1 Embedding-based Learning: The State-of-the-Art strategy
embeds the graph set with the LDP algorithm [7] implemented by
the Karateclub framework [30] into a 160-dimensional vector space,
and uses the embeddings as input for a random forest regressor [25]
corresponding to the default implementation by Scikit-learn [28],
i.e., 100 trees in the forest, no limit on the depth of the random
forest, using the mean absolute error as learning criterion.

5.4.2 GNN-based Learning: In Section 4.1, we identified a regres-
sion technique based on GNNs that we use to propose an alternative
learning model in context of LEGCS. In this variation, we replace
the two steps of embedding and regression with GNNs and pooling.
By this variation, we investigate whether such an approach indeed
provides the expected increase in prediction accuracy since the ma-
chine learning model is operating directly on the graph structures,
instead of using a potentially limiting vector representation.

Following the guidelines in Section 4.1 about designing a GNN
architecture and applying the GNN on a graph model described in
Section 5.3, we have made the following decisions for the learning
system:

In terms of message passing, we have chosen a five-dimensional
feature vector for each node. The first dimension represents the
room’s size, the remaining ones are flags if the room is connected to
an AC (and on which end of an AC edge the room is), an outside door,
or neither. In terms of aggregation, layer connectivity, and graph
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manipulation, we have chosen to test three alternative architectures:
GCN, GAT, and GraphSAGE.

e GCN: For our first GNN approach, we use a graph convo-
lutional neural network (GCN) [24] implemented by the
Pytorch Geometric framework [18]. It is a common GNN ar-
chitecture [41] where we first assign a feature vector to each
node. In every iteration step, we modify the feature vector
of each node by aggregating it with the feature vector of the
node’s neighbours. Finally, we have a new set of vectors for
the nodes that are learned from the neighbourhood of the
nodes.

o GAT: Graph Attention Networks (GAT) [34] add an attention
mechanism to the GNN. By assigning coefficients to neigh-
bourhoods of each node, the network allows the capturing of
complex relationships and dependencies within the graph.

o GraphSAGE: GraphSAGE [21] is another GNN architecture
samples and aggregates features from a node’s local neigh-
bourhood instead of training individual embeddings for each
node to scale GNNss for large graphs.

Particularly for our experiment, we run the GNNs with two
hidden layers between input and output layers. The number of
channels in those layers are determined according to a parameter
grid with up to 128 channels. We picked the batch size dynamically
based on the amount of training data, for more than 500 graphs
the batch size was 128, for less training data smaller. We run the
GNN s for 1,000 epochs. Since our learning objective is a prediction
on whole-graph level (i.e., the AC consumption of the house con-
figuration per month), we acquire this prediction by mean pooling
the feature vectors of all nodes in the GNNs.

5.5 Learning Procedure and Performance
Metrics

Eventually, we will compare the prediction quality of the two re-
gression models by considering multiple accuracy metrics over
multiple iterations with different numbers of training data to assess
how efficiently each model learns.

The mean absolute error (MAE) is the average prediction error,
and the mean squared error (MSE) penalises larger prediction errors
more heavily than smaller ones as shown in Eq. (1).

1y . BN -
MAE = Z lyi =gl and  MSE=- Z(yi -9 (1)
i=1 i=1

where n is the number of predictions, y represents true values, and
y the predictions.

The coefficient of determination (r“ score) compares the quality
of the predictions against a simple baseline by taking the loss of the
predicted values in relation to the loss of the average true value. If
the coefficient is 1, the predicted values are a perfect fit on the true
values, 0 means the predictions are as good as always predicting the
average true value, and negative values mean that the predictions
perform worse than always predicting the average true value. The
coefficient of determination is described in Eq. (2):

2o 3 (yi — §)?
> (yi — avg)?’

2

1 n
where avg = - Z yi 2)
i=1
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Assessing both, mean errors and the coefficient of determination
supports us in quantifying the model performance. For instance,
if our model performs well for the MAE, but close to zero for the
coefficient of determination, we know that our model does not
perform well for the variance in the dataset, even if the MAE seems
satisfactory. We then can investigate further whether our model is
underfitting or if the data range in the target value is too narrow.

In the next section, we first compare the accuracy of the learning
models described in the previous section. Additionally, we compare
the MAE of the techniques for various sizes of training data (be-
tween 25 and 5,000 graphs). Finally, we evaluate the implications
of these results for using LEGCS to explore graph configuration
spaces.

6 Results and Discussion

In this section, we evaluate the performance of different varia-
tions of the proposed GNN approach (i.e., GCN, GAT, and Graph-
SAGE) against the state-of-the-art embedding-based approach (i.e.,
Emb+RF) in terms of prediction accuracy (answering the research
question raised in the introduction). Afterwards we discuss what
these results mean for exploring graph configuration spaces.

6.1 Accuracy of Learning

First, we assess the capability of the algorithms to learn the HVAC
performance based on a sample of graph configurations and their
ability to predict the HVAC performance of unknown graph config-
urations.

Table 1: Learning accuracy of the various learning models
(in terms of MAE, MSE, and r? accuracy metrics).

Learning Model MAE MSE r?

Emb+RF 0.12 0.051 0.61
GCN 0.09 0.023 0.82
GAT 0.12 0.046 0.64
GraphSAGE 0.12 0.044 0.65

Table 1 shows the accuracy of the embedding-based learning
(Emb+RF) and the three variants of GNN-based learning (i.e., GCN,
GAT, and GraphSAGE) in terms of MAE, MSE, RMSE, and r2. Here,
we compare the accuracy of models we trained with 4000 graphs
and validated with 1000 unseen graphs (i.e., 80% training and 20%
testing sample configurations). We can see how (from training sets
with about 1600 graphs) the model based on GCN outperforms the
other learning models in terms of accuracy.

Figure 5 shows the prediction accuracy (assessed by the mean
absolute error) for the learning strategies over various sizes of
training sets. All models were trained with training sets of varying
sizes (between 25 and 5000), and tested on 35,000 unseen graphs.
We can see that for all approaches, the prediction error shrinks
when we provide more training data to the learning models. In
practice, it is unpractical (time-wise) to source large training graph
samples with their respective HVAC performance given the time
it takes to simulate each graph (one minute per graph). Therefore,
a tradeoff must be made between more training samples and the
accuracy of the training.
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Figure 5: Accuracy of the GNN algorithm and the Emb+RF
approach at predicting the HVAC performance of a testing
set composed of 35,000 unseen samples while varying the
size of their training set.

The embedding-based approach of using a random forest re-
gressor operating on LDP graph embeddings (Emb+RF) delivers
accurate results for low amounts of training data. We did find how-
ever that adding more and more training data did not significantly
close the gap between simulation and prediction results. For our
GNN approaches, we can see that we need more training data to
get equally accurate predictions, but eventually GCN outperforms
the first approach (Emb+RF) in terms of accuracy.

In terms of training time, on a Windows 10 machine with 16GB
RAM and Intel Core i7-8665U CPU, the embedding-based approach
takes less time for both steps (about 2 minutes for embedding and
seconds for the regression) than the GNN-based approaches (about
15 minutes). Lowering the number of epochs or training data can
reduce the calculation time as well as the use of efficient hardware
(e.g., GPUs or TPUs). In the following section, we will discuss how
that compares to simulating the HVAC performance (about 1 minute
simulation time per graph).

Random Selection == == LEGCSgmp:re == | EGCSgcn

100% T
75% 1+ 4
50% 1

25% + !

% Found k-best Configuration

0% } } } |

20,000 30,000
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Figure 6: Identification of k best graph configurations in the
set after simulating according to predictions of LEGCS with
embedding and LEGCS with GCN, and a random selection.
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6.2 Improvement of Graph Configuration Space
Exploration

After confirming the capability of our proposed GNN (particularly
for GCN) to predict the HVAC performance of unknown graph
configuration, we will now assess the implications for graph space
exploration.

Figure 6 shows the number of simulations we need for LEGCS
with an embedding-based learning model (i.e., LEGCSEg,,,p+RF)> &
GCN-based model (i.e., LEGCSGcN ), and a random selection to find
the k best graph configurations in the generated graph space (in this
case, the top 3%). We can see how first the learning-based systems
choose simulations at random to train the model, and as soon as
the model is trained (after 200 simulations for LEGCSg,p+rF, and
5000 simulations for LEGCSgcnN), they speed up the process of
simulating the best configurations with their suggestions of which
graphs to simulate next.

For our HVAC example, it takes more time to train for
LEGCSgcn partially due to the higher computational complexity of
training the model, but more importantly due to the number of nec-
essary measurements to gather training data, i.e., LEGCSEgm,p+RF
reaches a point where more training data does not lead to signif-
icantly more precise predictions already after 200 graphs, while
LEGCSgcen takes 5000 labelled graphs to be trained. On a Linux
Mint 21 Cinnamon machine with 16GB RAM and an Intel Core
i7-6700 CPU where one simulation of the MATLAB engine takes
about one minute, we now need about half a week to simulate
5000 graphs for training the GCN model instead of 3h 20min to
simulate 200 graphs for the Emb+RF model. When we follow the
suggestions of the learning models after training, we hit the point
after 10,000 simulations (i.e., one week of running time) where we
have identified more k best graph configurations using the GCN
than with the approach relying on graph embeddings.

6.3 Implications for Product Line Engineering

We applied strategies that are established in Software Product Line
Engineering and adapt them to configuration problems where we
explore graph structures as configurations instead of Boolean and
numerical decisions. With such an approach, a ML-supported con-
figuration process can go beyond Euclidean configurations and be
applied to other types of systems. In doing so, we can operate on
more complex and ubiquitous graph structures that can capture rela-
tions within configurations. We made further advancements to the
state-of-the-art by operating directly on the graph data to achieve
more accurate predictions. This approach is, however, limited by
the amount of training data necessary to confidently predict graph
properties. Furthermore, future work on larger graphs is needed to
understand the scalability of this approach and its applicability in
the industry.

7 Conclusion

In this paper, we suggested that we can interpret graphs represent-
ing the structure of systems as a graph-oriented configurations of
such systems. We have then drawn parallels to earlier work that
links product configuration and machine learning to learn configu-
ration spaces [29], and proposed a corresponding framework for
graph-oriented configuration.
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We then investigated particular techniques to allow handling
such configuration spaces and optimise complex graph structures.
This requires regression analysis on graphs to explore and narrow
down the number of possible candidates through learning graph
configuration spaces. Recent state-of-the-art work used graph em-
beddings to translate the graphs into a vector space as input for
ML-based regression analysis—which limits the information avail-
able to the ML model.

We then proposed a new approach (i.e., LEGCSgNN) to learn
graph configuration spaces that retain the graph representa-
tions throughout the learning of graph configuration spaces. In
LEGCSGNN, we replaced the state-of-the-art learning phase (which
is based on embedding and random forests) with a GNN. We have
shown that LEGCSgn N (particularly with GCN) provides more ac-
curate predictions, and a more efficient graph configuration space
exploration than an approach based on graph embeddings. This
new approach is, however, limited by a large number of training
data that is required to sufficiently train the GNN model.

Future work is necessary to (i) explore potential heuristics to
estimate the point when to change from an embedding-based model
(that is more efficient for fewer training data) to a GNN-based model
(that is more accurate for more training data), and (ii) apply more
sophisticated sampling strategies to achieve precise GNN prediction
results with fewer training data.
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Abstract

Scheduling problems constitute a widely considered class of op-
timization problems with many important practical applications.
To solve a scheduling problem, we have to find an assignment
of a given set of computational tasks (jobs) to a restricted num-
ber of resources (machines) such that all tasks are finished before
their deadlines and the overall amount of time is minimal. The fre-
quently considered class of Job-Shop Scheduling Problems (JSSP)
is NP-hard and therefore not efficiently solvable for real-world
problems. To tackle this issue, many heuristic approaches have
been developed for approximating near-optimal solutions. These
approaches usually require as input one single JSSP instance with
precise knowledge about task execution times and other properties
to be fixed in advance. However, many scheduling problems occur-
ring in practice contain not-yet resolved variability (e.g., intervals
of possible execution times). The corresponding family of problem
instances is not tractable by most recent solution heuristics. To
tackle this challenge, we propose to apply established variability
modeling and analysis techniques to formally specify configurable
scheduling problems. We use feature models to describe the vari-
ability within a given JSSP and we describe an encoding into a
constraint linear program. This encoding allows us to apply recent
CP-SAT solvers to automatically reason about satisfiability and
to find optimal solutions for families of JSSP in a single run. Our
experimental evaluation shows promising efficiency improvements
in comparison to an instance-by-instance solution strategy.

CCS Concepts

« Software and its engineering — Software configuration
management and version control systems; « Theory of com-
putation — Scheduling algorithms.
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1 Introduction

Context and Motivation. In many modern software-intensive ap-
plication domains, we have to efficiently perform highly critical
computations with a limited amount of computational resources.
From a more abstract point of view, a scheduling problem consists
of a finite set of partly interdependent computational tasks and
a finite set of shared computational resources. The goal is to as-
sign (schedule) task to resources so that all computations finish
within a critical deadline and/or to minimize the overall amount
of time [6]. One of the most widely considered classes of schedul-
ing problems are so-called Job-Shop Scheduling Problems (JSSP).
Finding an optimal solution for a given JSSP is NP-hard [9, 21] and
therefore not efficiently tractable for realistic problem instances.
To address this, researchers have proposed many heuristic solution
techniques for approximating near-optimal solutions that scale to
real-world JSSP [7]. However, most approaches consider JSSP in
which all task execution times and other constraints are known and
fixed. In contrast, in various application domains, we encounter
scheduling problems with unresolved variability. Variability within
scheduling problems may have multiple different sources [25, 26].
During development, uncertainty due to lack of knowledge of task
durations some parts of the problem description may be left open.
Another reason may be the need for flexibility to choose between
alternative task implementations with different performance and/or
energy consumption. Also, during the maintainability and evolution
of already deployed systems, task durations may be refined due
knowledge gained from run-time observations. These examples
show that it is crucial to explicitly include variability within JSSP
instance descriptions. The resulting family of JSSP instances is not
tractable by recent heuristic solutions for JSSP in a single run, but
instead requires analysis of each separate SSP-instance, which is
infeasible for large-scaled problems with many a-priori unresolved
variability parameters.

Approach. In this paper, we propose, to the best of our knowl-
edge, the first approach to apply variability-modeling concepts and
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variability-analysis techniques to handle families of JSSP instances
as one configurable JSSP. To this end, we utilize feature models [12]
to describe variability of JSSP. Based on this modeling formalism,
we describe an encoding of configurable JSSP into constraint linear
programs. This encoding enables us to apply CP-SAT solvers to
automatically reason about satisfiability of configurable JSSP [20]
and find instances of optimal solutions in a single run.

Contributions. We make the following contributions.

e Modeling Configurable JSSP. We model families of JSSPs
as configurable JSSP using feature models.

e Tool Support for Automated Reasoning. We describe an
encoding of configurable JSSP as constraint linear programs,
to apply CP-SAT solvers for automated reasoning about
satisfiability and optimal solutions in a single analysis run.

e Experimental Evaluation. Our evaluation results show
that our family-based approach [28] outperforms the instance-
by-instance approach in terms of computational effort.

e Replication Package A GitHub repository with our tool
and the JSSPs used in our evaluation is available here!.

2 Background and Motivation

There are numerous variants of scheduling problems in the liter-
ature. We consider job-shop scheduling problems (JSSP), a class of
widely considered optimization problems in computer science and
operational research [8, 29]. A JSSP consists of a finite set of k
tasks grouped into jobs and a finite set of I computing resources
(machines) for executing tasks. Each task has an a-priori known
execution time. The corresponding optimization problem is to find
an assignment (schedule) of tasks to machines that minimizes the
makespan (overall duration until every task completed). The com-
plexity of the problem arises from the following additional proper-
ties: (1) the number [ of machines is usually much smaller than the
number k of tasks, which requires smart resource sharing and (2)
there are further constraints on the validity of schedules. The latter
may include constraints requiring tasks to be executed on specific
machines, as well as precedence dependencies among tasks (e.g.,
some tasks must be completed before some other tasks can start).

Example 2.1. Let us assume a device with two computing re-
sources (e.g., CPU and GPU). On that device, we run an app for
streaming music, which includes as active elements a song progress
bar and a volume slider. The job of updating the progress bar con-
sists of three consecutive tasks, A1, A2 and A3. The job of adjusting
the volume consists of two tasks, B1 and B2. Lastly, the job for play-
ing the music consists of one task C1. All three sets of tasks of each
job have to be executed in the ordering indicated by the indices.
Each task has an a-priori known duration: A3 and B1 require 2 ms,
A1 and A2 require 3 ms and B2 and C1 require 4 ms. Each task
must be executed on a specific resource: A1, B2 and C1 on the CPU;
A2, A3 and B1 on the GPU. The overall deadline is 14 ms.

This example is an instance from a class of JSSP called machine
scheduling problems (MSP). To keep the proposed approach gras-
pable, we focus on this class, formally defined as follows.

https://github.com/Chair-of-Model-based-Engineering/ConfigurableSchedulingTool
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Figure 1: A valid and an optimal schedule for the example.

Definition 2.2 (Machine Scheduling Problem (MSP)). A machine
scheduling problem is a tuple (P, <, M, p, d, dl), where

P ={p1,p2,...,pm} is a finite set of tasks,

< C P X P is a strict partial order denoting precedence on P,
M = {m1,my,...,my} is a finite set of machines,

u: P — M assigns machines to tasks,

d : P — N assigns durations to tasks, and

dl € N U {oo} is the overall deadline.

In an MSP, every task p € P is executed on a specific machine
m € M, whereas the ordering of tasks of different jobs may vary.
By p < p’ we denote that task p must be completed before task p’
starts. By requiring < to be a strict partial order, it is non-reflexive
(i.e., tasks do not depend on themselves), asymmetric (i.e., no cyclic
dependencies) and transitive (i.e., if task p depends task p” and task
p’ depends on task p’’, then task p also depends on task p’’). By
dl = oo we denote that the problem has no critical deadline.

A solution s (schedule) of an MSP (P, <, M, p, d, dl) defines start-
ing times s(p) for each task p € P. For a schedule s to be valid,
it must meet all constraints. First, if p < p’, then task p must be
completed before task p’ starts, which requires s(p) +d(p) < s(p’).
Second, all tasks p must be completed before the deadline requir-
ing s(p) + d(p) < dI Finally, each machine m € M may exe-
cute at most one task at a time. Thus, any two tasks p,p’ € P
assigned to the same machine m must not overlap, which holds if
max(s(p),s(p’)) = min(s(p) +d(p),s(p’) +d(p’)). In practice, we
are interested in an optimal schedule with a minimum makespan.

Example 2.3. Two valid schedules for the JSSP from Example 2.1
are shown in Figure la and Figure 1b. The deadline of 14 is met
by both and both use the same order of the tasks on the GPU, but
differ regarding the CPU. In the first schedule, task B2 runs first
on the CPU, but waits for completion of B1 on the GPU. After B2
is completed, A1 starts on the CPU on which the tasks A2 and A3
depend on the GPU. In the second schedule, the ordering of A1 and
B2 is swapped, which allows starting all remaining A-tasks earlier
thus reducing the makespan from 14 to 11 ms, which is optimal.

Definition 2.4 (Schedule). A valid schedule s : P — N for an MSP
(P, <, M, j1,d, d) assigns starting times to tasks such that
o Vpp' €P:p<p’ —s(p)+d(p) <s(p)),
o VpeP:s(p)+d(p) <dland
o Vp,p’ € P:u(p) = p(p’) — max(s(p),s(p’)) = min(s(p) +
d(p),s(p’) +d(p)).


https://github.com/Chair-of-Model-based-Engineering/ConfigurableSchedulingTool
https://github.com/Chair-of-Model-based-Engineering/ConfigurableSchedulingTool

Modeling and Analysis of Configurable Job-Shop Scheduling Problems

A valid schedule s is optimal if makespan = max{s(p)+d(p)|p € P}
is minimal.

Finding an optimal schedule for a JSSP is an NP-hard optimiza-
tion problem [9, 21]. Thus, finding optimal solutions is computa-
tionally infeasible for larger-scaled problems. Numerous heuristic
approaches have been proposed to approximate near-optimal so-
lutions [11]. These approaches consider a specific JSSP instance.
However, in practice, we encounter variability within JSSPs. Next,
we describe how to use concepts from variability modeling and
suitable analysis tools to handle families of JSSP instances.

3 Modeling Configurable Scheduling Problems

In this section, we propose an approach to model families of JSSP.

3.1 Background: Feature Models

Feature models are widely used to specify valid configuration spaces
of configurable software [3]. A feature model is defined over a set F
of features, where each feature f € F represents a user-configurable
(Boolean) yes/no-configuration option. A configuration C C Fis a
subset of selected features. A feature model further defines a set D of
dependencies (constraints) on F to restrict the possible combinations
of features in valid configurations. (e.g., selecting feature f € F in
C requires or excludes some other feature f’ € F in the same C).

Definition 3.1 (Feature Model). A feature model is a pair (F, D)
consisting of a set F of features and a set D of dependencies on F.
By C(F, D) C 2F, we denote the set of valid configurations C C F
satisfying D. A feature model is satisfiable if C(F, D) # ( holds.

In the following, we employ the graphical FODA notation [12]
to model variability in scheduling problems as feature diagrams.

3.2 Modeling Configurable Scheduling
Problems with Feature Diagrams

In an MSP according to Def. 2.2, almost all decisions are a-priori
fixed. In practice, decisions may be left open for two reasons: uncer-
tainty (e.g., a task duration is not exactly known) and flexibility (e.g.,
we may choose between two alternative task implementations). For
both, we consider the following types of variability:

o Alternative task groups allow to choose exactly one im-
plementation variant for a task.

e Optional tasks and machines are not necessarily required.

e Variable task durations define ranges of execution times.

e Cross-dependencies define constraints between optional
tasks and variable durations of other tasks.

To illustrate these types of variability, Figure 2 shows a configurable
JSSP extending Example 2.1 as a feature diagram.

Feature Diagram Notation. Feature diagrams organize the set of
features in a tree-like hierarchy, representing a child-parent de-
pendency. Singleton child features are either mandatory (ie., to
be selected if the parent is selected), or they are optional. Sibling
features may also be aggregated into groups: in alternative groups,
exactly one features must be selected together with the parent
feature, whereas in or-groups at least one feature is required. De-
pendencies between arbitrary, hierarchically unrelated, features are
expressed by cross-tree constraints. Finally, we distinguish between
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abstract and concrete features, where abstract features are only used
for structuring the feature tree omitted in configurations.

Feature-Tree Structure. In our approach, we subdivide the tree
below the (mandatory) root feature, one for variability of tasks and
one for the variability of machines. In addition, the singleton child
node dl = 14 of the root feature defines the overall deadline.

Variability of Tasks. In the sub-tree on the left, the mandatory
task Al has a fixed execution time of 3 (attached as mandatory
child feature). Task SO is an optional task with a fixed duration
5. In contrast, the execution time of the mandatory task A2 may
vary within the range of 3..5 time units, denoted by an alternative
group. For the optional tasks C1 and C2 the cross-tree constraint
(C1 A =C2) vV (=C1 A C2) denotes an alternative.

Variability of Machines. In the sub-tree on the right, the machines
CPU and GPU are mandatory, whereas RAM is optional. Further
variability among machines is possible, but not used in our example.

Dependencies of Tasks. We use cross-tree constraints for two
types of dependencies: (1) tasks require particular machines to be
executed on, and (2) tasks require other tasks to be completed before.
For instance (1), the constraint A1 = CPU denotes that A1 must
be executed on the CPU. Concerning (2), we slightly abuse cross-
tree constraints to also represent the precedence order < among
tasks (although these dependencies impose temporal rather than
logical constraints among tasks). For instance, A3 = A2 denotes
that task A2 must end before task A3 starts. For (2), we also consider
dependencies between optional and specific durations of another
task. For example the constraint d(A3)=1 = S0 denotes that the
duration 1 of task A3 depends on the execution of task S0.

3.3 Deriving Problem Instances

A feature model (F, D) as shown in Figure 2 comprises a family of
JSSP instances as its configurations. For instance, the JSSP instance
shown in Figure 1 corresponds to the configuration:

Conf, = {A1, d(A1)=3 A2, d(A2)=3, A3, d(A3)=2, B1, d(B1)=2,
B2, d(B2)=4, C1, d(C1)=4, CPU, GPU, dl-14}

Let us denote this instance as JSSP; = (P1, <1, M1, pi1, d1, dl1). Set Py
contains tasks whose features are selected below feature P. The op-
tional task S0 is deselected in Conf; and thus not contained, whereas
mandatory tasks A1, BI and B2 are selected with fixed durations
(i.e., d(A1)=3, d(B1)=2 and d(B2)=4). In contrast, the tasks A2 and
A3 have variable durations, where in Conf;, we select d(A2)=3 and
d(A3)=2. Task C1 is selected with duration d(C1)=4 thus exclud-
ing C2 because of the cross-tree constraint C1 A =C2V =C1 A C2.
Accordingly, the set M; contains the mandatory machines CPU
and GPU, whereas the optional machine RAM is not selected. For
the tasks selected in Conf;, the mapping y; to machines is due to
the cross-tree constraints: y; : Al — CPU,A2 — GPU,A3 —
GPU,B1 +— GPU, B2 +— CPU,C1 + CPU.If Conf; would also the
optional task S0, we would have to select RAM due to constraint
S0 = RAM. Similarly, the precedence order <; is derived from
cross-tree constraints such that <1= {(A1, A2), (A2, A3), (B1,B2)}
holds. Finally, dl; = 14 is derived from the feature below the root.

Besides Conf, the valid configuration space C(F, D) of the fea-
ture diagram (F, D) in Figure 2 comprises 126 valid configurations
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Figure 2: Feature Diagram for a Configurable Scheduling Problem

Conf;. Given a feature diagram, properties of the configuration
space can be analyzed with tools like FeatureIDE [13]. Besides gen-
eral satisfiability of the constraints, dead/core feature analysis can
be used to detect tasks, machines or durations which are, although
being declared options, part of no or every valid configuration.

4 Automated Analysis of Configurable
Scheduling Problems

In this section, we describe how to reason about satisfiability of
configurable JSSP and how to find optimal solutions. We revisit the
foundations of constraint programming and describe an encoding to
constraint satisfaction problems solvable with CP-SAT solvers [20].

4.1 Family-based Analysis of Configurable
Scheduling Problems
Given a configurable JSSP, we consider two types of problems:

(1) Find at least one configuration/JSSP which is satisfiable.
(2) Find the configuration/JSSP with an optimal schedule.

A instance-by-instance approach for the configurable JSSP shown
in Fig. 2 would be to derive all instances JSSP;, 1 < i < n, and
analyze each separately. However, this is practically infeasible as
the maximum number of possible instances grows exponentially in
the number of features. Furthermore, many of these instances are
very similar, leading to many redundant analysis runs. Thus, we
aim at performing a so-called family-based analysis on all instances
at once [28]. In this paper, we utilize an encoding of JSSP as a
constraint satisfaction problem (CSP). Such an CSP encoding also
exists for feature models [5]. This leads us to dynamic constraint
satisfaction problems in which problem variables can be explicitly
activated/deactivated by features [16]. Another possible approach
would be to use a SAT encoding. However, the CSP encoding enables
us to find optimal solutions [20]. The latter is not supported by
standard SAT solvers.

4.2 Background: Constraint Satisfaction
Problems

A constraint satisfaction problem (CSP) [22] is defined over a finite
set V of typed variables. Here, we consider Boolean and integer
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variables. The type of each variable is defined by a function D
mapping variables to domains. We consider domains to comprise
any interval {x € N|I < x < u} of natural numbers. Boolean
variables are a special case with domain {0, 1}. Third, a CSP consists
of aset C of constraints restricting the set of valid value assignments.

Definition 4.1 (Constraint Satisfaction Problem). A constraint sat-
isfaction problem is tuple (V, D, C), where
o V = {vy,...un} is a finite set of n variables,
e D :V — {d € N|l £d < u} maps each variable v; to a
domain D(v;) = D; of possible values,
o C C 2D1X-XDn ig 4 finite set of constraints.

4.3 CSP Encoding of Configurable Scheduling
Problems

We now describe the CSP encoding, again, using our running ex-
ample shown in Figure 2 for illustrative purposes.

Variables. For each optional machine m; and each optional task
pi, we introduce a Boolean variable active; indicating whether m;
is used or p; is executed in a JSSP instance. Applied to our example,
this includes the variables activesy, activecy, and activec; for the op-
tional tasks S0, C1 and C2, and activegaps for the optional machine
RAM. For mandatory tasks and machines, no such decision vari-
ables are required. Moreover, we introduce for every task p; three
integer variables, denoting the to-be-decided start time (start;), the
(variable) duration (duration;), and the end time (end;). Finally, we
introduce a variable makespan for the make-span. Hence, the CSP
of our example comprises the following variables:

(VMusicPlayer = {activesy, activecy, activecy, activegapy,

startsg, durationg, ends,

startcy, durationcy, endcz, makespany.

Domains. The variables active; are typed over the domain of
{0, 1}. The domain of the integer variables start;, end; and makespan
is {0, ..., dl}, where dl is the deadline. If dl = oo, the sum of the
highest durations of each task may be used. The domain of the
variables duration; varies for each task p;. For instance, task SO has
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a fixed execution time of 5 thus the domain of durationg is {5}.
For task A3, having a configurable duration, the domain is {1, 2, 3}.
The CSP for our example comprises the following domains:

DusicPlayer *active; — {0, 1}, start; — {0, ..., dl},
end; — {0,...,dl}, durationgy — {5},

durationcy — {2, 3}, makespan — {0,...,dl}.

We distinguish two kinds of constraint in our CSP encoding. First,
variability constraints ensure that the values assignments of Boolean
variables correspond to valid configurations according to Def. 3.1.
Second, validity constraints ensure that the value assignments of in-
teger variables correspond to valid schedules according to Def. 2.4.

Variability Constraints. First, we require an optional machine to
be active, if at least one job running on this machine is selected.
This can be encoded in CSP by considering the maximum value
of all variables active; corresponding to tasks p; running on the
machine. For the optional machine RAM, we obtain the constraint:

max(activesy) = activegap.

To encode alternative tasks (C1, C2), we require the sum of the
values of active; variables to be equal to 1. For C1 and C2 we get:

activecy + activecs = 1.

The remaining cross-tree constraints are encoded, accordingly. The
require-dependency durationss = 1 to task S0 is denoted as:

(durationgs = 1) — activesy.

Validity Constraints. For each task p;, the values of variables
start;, duration;, and end; define the execution time intervals. To
ensure that the intervals respect the given task durations, we add:

start; + duration; = end;.

If a task is optional, the constraint must only hold if the task is
active. For instance, for S0, we add the guarded constraint:

activegy — (startsy + durationgy = endsg).

These constraints are added for each mandatory and optional task:
activesy — (startsy + durationgy = endsy),

startay + durationa; = enday,

activecy — (startcs + durationcy = endces).

Next, we add constraints to ensure the order <usp. For instance,
task A1 must precede task A2 by:

endqq < starty

and, similarly, for the other tasks:
endys < startps,

endp; < startgs.

Moreover, we encode that tasks executed on the same machine do
not overlap. For instance, A1 and B2 run on the CPU. Hence, we
require that either A1 finishes before B2 starts, or vice versa:

endyy < startgy V endpy < starta;.
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Figure 3: Optimal Solution for the Example

We add such a constraint for each pair of tasks on a machine. For
instance, for the machine CPU, with tasks A1, B2 and C1, we add:

endyy < startgy V endpy < startay,

enday < startcr V endey < startpy,

endpy < startcy V endcy < startpp.

and similarly for the GPU. Finally, we add:
makespan = max(end;)

to ensure that the variable makespan corresponds to the point in
time when the last task is finished.

Analysis. Given the CSP encoding

CSP MusicPlayer = (VMusicPlayer’ D MusicPlayers CMusicPlayer)

of our example, we can apply a CP-SAT solver. If we ask the solver
for a variable assignment satisfying all constraints, we get one
JSSP instance (given by the values of the variables active;) together
with a valid schedule for that instance (values of variables start;,
duration; and end;) such as the one shown in Fig. 1. To find the
instance permitting an optimal solution, we ask to minimize the
value of makespan. Applied to our example, an optimal schedule is
shown in Fig. 3. The make-span is 9 which requires the execution
of the optional task SO which allows a smaller duration of task A3.

5 Experimental Evaluation

In this section, we describe the evaluation results gained from apply-
ing our tool implementation to a collection of synthetic examples.

5.1 Research Questions

We evaluate the family-based approach in comparison to the instance-
based approach. We investigate the following research questions.

e (RQ1) What is the computational effort to check satisfia-
bility of a configurable JSSP using family-based analysis as
compared to instance-based analysis?

¢ (RQ2) What is the computational effort to find an optimal
solution for a configurable JSSP using family-based analysis
as compared to instance-based analysis?

¢ (RQ3) How does the amount of optional tasks, alternative
tasks and other cross-tree constraints influence the compu-
tational effort for family-based analysis?

¢ (RQ4) How does the family-based analysis scale to larger
problems

5.2 Methods and Experimental Design

Subject Systems. We first explain the naming conventions for
synthetically generated feature diagrams representing configurable
JSSP as shown in Figure 2 to serve as our subject systems. Each name
starts with J, followed by the number of jobs, followed by T and
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the number of non-optional tasks. This is followed by M, denoting
the number of machines. Next, an (optional) O is followed by the
number of optional tasks, followed by an (optional) A indicating
the overall number of tasks being in alternative groups. Finally, D
is followed by the number of additional cross-tree-constraints.

We generated the subjects as follows: We start with J2T10M2
as a base model. For RQ3, we added 1,2, 4, 8 and 16 optional tasks
and use the same scheme for alternative tasks. To investigate ad-
ditional cross-tree-constraints, we generated corresponding sub-
jects based on the subject 72T10M2016A16, thus creating subjects
J2T10M2016A16D1up to D16. To investigate scalability we used the
subject J4T25M4016A16D10 and increased its variable parameters
up to the subject 74T100M40128A128D40 with 100 tasks. We also
injected unsatisfiable subjects into our corpus, marked by postfix
U. For this, we used the subjects 72T10M201 to 2T10M2016 and
reduced the deadline until no more valid schedule exists.

Data Collection. We collected the execution times from the anal-
ysis runs on all subject systems, consisting of two steps:

(1) Read-step to import and encode the subjects, being either
one configurable JSSP (family-based analysis) or a list of JSSP
instances (instance-based analysis).

(2) Solver-step applying a CP-SAT solver either once on a config-
urable JSSP (family-based analysis) or to each JSSP instance
separately (for instance-based analysis).

For the instance-based analysis, we do not necessarily have to
analyze every instance for RQ1: once we found a valid schedule,
we stopped and recorded the number of instances considered. For
RQ2, we must consider all instances. Although CP-SAT works de-
terministically, we repeated each measurement 5 times after one
non-measured warm-up run and used the average value to reduce
the influence of fluctuations. We used a timeout of 30 minutes.

Measurement Setup. Our tool is written in Java 19 [19] and built
with Maven [2]. We further used CP-SAT [20], version 9.10.4067, the
Universal-Variability-Language [27], and OpenCSV [23], version
5.9., and Eclipse 2024-03 with FeatureIDE [14] in version 3.11.1, to
create the feature diagrams. All experiments were executed on a
computer running Linux Mint 21.1., equipped with an Intel i5-8250U
(4x 1,60 GHz) as a CPU and 8 GB (2400 MHz) RAM.

5.3 Results

Results for the family-based approach are shown using solid lines,
those of the instance-based analysis use dotted lines.

RQ 1: Valid Solution. First, we consider the results for subjects
with optional tasks, shown in Fig. 4 in blue. For the instance-based
approach, we also report the number of instances considered until
a valid schedule was found. Subject 72T10M201 requires the fewest
run-time for both approaches. The family-based analysis took 177.6
ms and the instance-based approach took 126.8 ms. For the subject
J2T10M208, both approaches required the most run-time, where
the family-based approach took 200.2 ms and the instance-based
approach took 149.6 ms. Figure 4 shows the results for subjects
with alternative groups in red. Both approaches were fastest for
subject J2T10M2A4. The family-based approach took 194.8 ms and
the instance-based approach took 127 ms. For subject 72T10M2A 16,
the family-based approach required the longest run-time (231.4
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Figure 4: RQ1: Measured run times for determining a feasible
solution for problems with optional or alternative tasks.
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Figure 5: RQ1 & RQ2: The run-times for unsatisfiable JSSP.

ms), while the instance-based approach required the longest time
for J2T10M2A2 (184.6 ms). The instance-based approach always
succeeded on the first instance. The results for subjects with no valid
solutions are shown in Figure 5 in blue using a logarithmic scale.
Run-time of the family-based approach varies minimally, while the
instance-based approach timed out for the subject 72T10M208.

RQ 2: Optimal Solution. The results for problems with optional
tasks are shown in Figure 6 in blue (logarithmic scale). Subject
J2T10M201 was solved the fastest by both approaches (family-
based 188.6 ms, instance-based 1.114.4 ms) and subject 72T10M2016
took the longest (family-based 200.2 ms, instance-based 30 min-
utes time-out). The instance-based approach considered between
11 and 1 instance. The result with alternative tasks are shown in
red. Subject J2T10M2A2 was solved fastest (family-based 189.4 ms,
instance-based 1,447 ms) and subject 72T10M2A16 took the longest
(family-based 229.8 ms, instance-based 79,909 ms). The instance-
based approach considered between 15 and 1 instances. The results
for subjects without valid solutions are almost identical to RQ1.

RQ 3: Impact of Dependencies. Figure 7 uses the same repre-
sentation as the Figures 4 and 6. We omitted the results of the
instance-based approach for better readability. Regarding subjects
with an increasing number of optional tasks, the run-times in-
creased by 24.6 ms to find a valid schedule and for an optimal
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Figure 6: RQ2: Measured run times for determining optimal
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Figure 7: RQ3: Influence of optional tasks and alternative
tasks on the family-based search.

| Name [ Optimum | Feasible ‘
J2T10M2016A16 276,2 ms | 255,8 ms
J2T10M2016A16D1 272,8 ms | 243,8 ms
J2T10M2016A16D2 266,6 ms | 245,4 ms
J2T10M2016A16D4 274,2 ms | 250,0 ms
J2T10M2016A16D8 259,0 ms | 247,8 ms
J2T10M2016A16D16 282,4ms | 264,6 ms

Table 1: Search times for feasible schedules (every variability)

schedule by 13.6 ms. For subjects with alternative tasks, the run-
time for finding a valid schedule increased by 34.6 ms and for
an optional schedule by 40.4 ms. Lastly, for subjects with duration
cross-tree-constraints, let us consider Tab. 1. The fastest run-time to
find a valid schedule was observed for J2T10M2016A16D1, whereas
subject 72T10M2016A16D16 took the longest time (20.8 ms more).
To find an optimal schedule, 72T10M2016A16D8 consumed the least
time and J2T10M2016A16D16 took 23.4 ms longer.
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Figure 8: RQ4: Performance of the family-based analysis on
bigger problems.

RQ 4: Scalability. The run times for larger problems solved by the
family-based analysis are shown in Fig. 8. The run times increase
with an increasing problem size and the search for an optimal
solution takes longer than the search for a feasible solution. The
run times decreased if the number of machines is increased. The
optimal analysis for subject 74T25M4016A16D10 was the fastest
with 204 ms. We observed the longest run time for an optimal
schedule for the problem J4T100M40128A128D40 with 18,170.4 ms.

5.4 Discussion

RQ1. Considering the result in Figure 4, the differences are small.
The instance-based analysis is on average 89.1 ms faster for prob-
lems with optional tasks and 59.12 ms faster for alternative tasks.
The generally higher overhead in the CSP encoding used for the
family-based approach leads to longer run times. Increasing prob-
lem size has no noticeable effect. The results look different for
unsatisfiable subjects shown in Figure 5, for which the run-times of
the instance-based approach strongly increase with problem sizes.
The solver has to analyze every JSSP instance individually to finally
conclude that no valid solution exists. In contrast, the run-times for
the family-based analysis are similar as for subjects with solutions.

Answer to RQ1 (Valid Schedule)

For satisfiable problems, the instance-based approach per-
forms slightly better. For unsatisfiable problems, the instance-
based approach fails on large problems. The family-based
approach performs similar to satisfiable cases.

RQ2. Let us first consider the results in Figure 6. While the run-
times for the family-based analysis varies little, the run-times for
the instance-based analysis increases approximately exponentially
with problem sizes. Even though an optimal schedule may be found
early, all other instances must be always analyzed, too, to prevent
from missing a better solution. We observe similar results for un-
satisfiable problems as, again, every instance must be considered to
finally conclude that no valid (and thus no optimal) solution exists.
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Answer to RQ2 (Optimal Schedule)

The run-time of the instance-based approach increases ex-
ponentially with increasing problem sizes. The family-based
analysis is always faster, with near-stable run-times.

RQ3. The influence of optional and alternative tasks is shown
in Figure 7. With an increasing number of alternative tasks, the
run-times increase from 189,4 ms to 229,8 ms. For optional tasks we
only observe a slight upwards-trend for the run-times, and it is not
monotone. Finally, the influence of duration-cross-tree-constraints
is shown in Table 1. While the problem causing the longest run-
time is the one with 16 duration-cross-tree-constraints, while the
baseline-problem took the second-longest. Hence, we cannot ob-
serve an obvious impact only by the number of constraints.

Answer to RQ3 (Impact of Dependencies)

Only the number of alternative tasks increases the run-times,
whereas other concepts have no clear impact.

RQ4. The results in Fig. 8 show that the measured run times still
do not exceed a few seconds but grow much faster for increasing
problem sizes. In contrast, the instance-based approach consumes
multiple minutes for small-scaled problems. The run time decreases
if we increase the number of machines from 4 to 6. Less machines
lead to more possible task-order-combinations per machine.

Answer to RQ4 (Scalability to Larger Problems)

With an increased problem size, the run time of the family-
based approach rises, but remains within tolerable ranges.
The run time decreases with more machines.

5.5 Threats to Validity

Internal Validity. The most serious internal threat is the selection
of synthetic subject systems. This allows us to conduct a systematic
study for relevant problem parameters. In future work, it needs to be
investigated if our selection is representative. This does not dimin-
ish the general insights. Also, the fine-grained knowledge required
to model configurable scheduling problems may not be available
in practice. This is a well-known drawback of all static schedul-
ing approaches, but does not harm the validity of our approach in
general. In contrast, our approach explicitly aims at counter-acting
this by allowing variability within problem definitions, to reflect
uncertainty. Our approach currently only supports MSP, but can
be easily extended to other problem classes in future work.

External Validity. Our experiments depend on the validity of the
CP-SAT solver and FeatureIDE, which may be considered reliable.

6 Related Work

Recent works scheduling problems are subdivided into two main
categories: dynamic scheduling and static scheduling. In dynamic
scheduling approaches, schedules are computed at run-time [10,
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15, 24] . While this offers precise knowledge about the current run-
time context, optimal schedules are not computable on-the-fly due
to the NP-hardness of the problem. Various heuristics are used to
approximate near-optimal solutions. Our approach is closer to static
approaches that aim to precompute optimal schedules at design
time [18]. Here, schedules are computed off-line using techniques
like integer linear programming and dynamic programming [1]. In
a comprehensive survey, recent reasoning techniques of JSSP are
summarized [29]. Most of these approaches focus on one specific
instance presuming precise knowledge of task durations etc.

There are two research directions to handle forms of variabil-
ity in scheduling problems: (1) variability as an extension of clas-
sic scheduling approaches, and (2) variability within scheduling
approaches modeled using techniques as done in our work. For
(1), Sorkhpour et al. [25, 26] consider meta-scheduling algorithms
based on static approaches, supporting dynamic changes at run-
time. Tasks are scheduled with slack times and slowed down at
run-time if this is feasible to enable energy-efficient scheduling.
This is can be modeled in terms of variable task execution times
Variability like optional or alternative tasks as in our approach is not
considered. Instead, Sorkhpour et al. focus on optimizing NFP like
energy consumption using Mixed-Integer Quadratic Programming,
which might also be interesting future extension of our approach.
Muoka et al. [17] build upon this to tackle high computational effort
at design time as well as high memory consumption of schedule
graphs at run-time. To sum up (1), these works consider variability
as sporadic changes in the context rather than being part of the def-
inition of a scheduling problem as we do. For (2), Belategi et al. [4]
use model-driven concepts in software product-line engineering for
modeling real-time embedded systems. They consider variability
of hard- and software components and use MARTE model analysis
to validate the system design regarding performance and schedu-
lability properties. However, variability at the level of scheduling
problems is not explicitly addressed.

7 Conclusion

We proposed a novel approach to model and analyze families of
scheduling problems using variability modeling and constraint pro-
gramming. Our evaluation shows that the approach outperforms
an instance-based analysis in terms of computational effort. As a
future work, we plan to extend the approach in various directions.
First, the class of scheduling problems can be further extended from
MSP/JSSP to more complicated ones (e.g., tasks may be assigned to
different machines with specific execution times, preemptive sched-
uling etc.). Moreover, we may extend the modeling capabilities for
variability of scheduling problems (e.g., configurable precedence
orders and deadlines for tasks, a-priori unbounded configurable
execution times for tasks). These extensions also require enhanced
encodings and potentially other constraint-solvers. Another inter-
esting branch are (configurable) optimization goals beyond make-
spans. We intend to conduct real-world case studies to evaluate the
effectiveness of our scheduling in different practical contexts.
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Abstract

Feature model (FM) configuration can be supported on the basis of
different reasoning approaches such as SAT solving, constraint solv-
ing, and answer set programming (ASP). To better understand the
reasons of including or excluding specific features, feature model
configurations (or parts thereof) need to be explained to the user.
In this paper, we introduce an algorithmic approach to determine
minimal causality-based explanations which refer to those customer
requirements and constraints directly responsible for a feature
model configuration. This approach helps to create more trans-
parency and understandability of feature model configuration by
determining those attributes and constraints directly responsible
for a specific configuration result.
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1 Introduction

Feature models (FMs) are often used for the representation of vari-
ability properties of highly-variant software and hardware systems
[1-3,9, 12, 17]. Formal FM representations (e.g., SAT problems [14]
or constraint satisfaction problems (CSPs) [4]), can then be used
to support users of feature model configurators to find a solution
for the underlying feature model configuration task. Compared
to SAT-based representations, CSP-based representations allow a
more flexible constraint representation by supporting, for example,
a direct representation of logical equivalences and implications [9].

Regardless of the knowledge representation type, it is crucial to
provide users with explanations of configurations [5, 11]. These
explanations serve various purposes, including building trust in
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the configuration, enhancing the user’s domain knowledge, clari-
fying situations where no solution exists, taking into account sus-
tainability aspects, supporting consensus, and persuading users to
incorporate specific features into the configuration [10, 18, 21, 26—
28]. In this paper, we focus on causality, i.e., which user require-
ments and constraints (hierarchical relationships and cross-tree
constraints) are responsible for a particular FM configuration. To
increase configuration process transparency, we provide (subset-)
minimal explanations for selected features of an FM configuration.

For example, if a car configurator user selects the feature adaptive
cruise control and a final configuration also includes a safety package
due to a constraint specifying that adaptive cruise control requires
safety package, the selection of adaptive cruise control is a basic cause
for including the safety package. We are interested in minimal causes,
i.e., only constraints responsible for the inclusion (or exclusion) of a
specific feature are part of an explanation (explanation minimality).
A car color feature might not be part of such an explanation, since
it is typically independent of the safety features and could thus be
regarded as an irrelevant element when explaining safety features.

The contributions of this paper are the following: (1) we intro-
duce the concept of minimal causal explanations to feature model
configuration, (2) we propose an algorithm to generate such expla-
nations, and (3) we demonstrate the applicability of the algorithm
in interactive configuration settings.

The remainder of this paper is organized as follows. In Section 2,
we introduce a simple example feature model that supports the con-
figuration of survey software instances. In Section 3, we introduce
the concept of minimal causality-based explanations. The CXPLAIN
algorithm for the determination of minimal causality-based expla-
nations is introduced in Section 4. In Section 5, we present the
results of a performance evaluation showing the applicability of
our approach in interactive configuration settings. Furthermore,
Section 6 includes a discussion of threats to validity. The paper is
concluded with a discussion of open research issues in Section 7.

2 Example Feature Model

In the following, we introduce an example feature model from the
domain of survey software configuration which will be used as a
working example throughout the paper (see Figure 1). The features
part of the FM are organized in a hierarchical fashion basically spec-
ified by the following relationships: (1) mandatory relationships
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specify that specific features have to be included in a configura-
tion (e.g., the payment feature is part of every configuration), (2)
optional relationships express that specific features can be part of a
configuration (e.g., the statistics feature can be included in a config-
uration), (3) alternative relationships specify that from a given set
of sub-features exactly one has to be included in a configuration
given that the parent feature is included (e.g., one of the alternative
licenses has to be included), and (4) or relationships specify that
at least one of a given set of sub-features has to be included given
that the parent feature is included (e.g., question answering (QA)
can be supported by multiple choice questions but as well on the
basis of multi-media based representations). In addition to the dis-
cussed relationships, cross-tree constraints can be applied to specify
further properties (constraints): (1) excludes constraints between
two features indicate that these features must not be included in
the same configuration (e.g., if no license is selected as payment
model, ABtesting must not be included in the same configuration),
(2) requires constraints between two features f; and fj, indicate that
if fa is included, feature f;, must be included as well in the final
configuration. For example, the inclusion of the feature ABtesting
requires the inclusion of the statistics feature.

Yy
no
license (n)

flicense

()

| multi
media (mm)

choice (m)

| multiple

Figure 1: An example feature model (survey software).

To support FM configuration, feature models have to be trans-
lated into a formal representation. Related example representations
are SAT problems [13, 23], answer set programs (ASPs) [24], and
constraint satisfaction problems (CSPs) [4, 6, 7]. In this paper, we
represent feature models on the basis of CSPs. For a discussion of
rules defining the translation of feature models into a logic-based
representations we refer to [4, 9]. For generating the constraint-
based representations discussed in this paper, we follow those rules.

3 Minimal Causality-based Explanations of FM
Configurations

Let us assume that a user of a feature model configurator decides
to include the feature ABtesting (t) but does not specify intended
inclusions or exclusions of the other features. This is a typical
situation since specifically in the context of large feature spaces
users do not want to specify all features. On the basis of the specified
user requirement t = true, an FM configurator could propose the
following FM configuration: {s = true,p = true,l = true,n =
false,t = true, st = true, q = true,m = true,mm = false}.

For the configurator user in our working example, it could be of
interest to learn more, for example, about the automated inclusion of
the license feature (1), i.e., why a license is needed in this context. A
corresponding explanation could be: (1) ABtesting has to be included
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since it is a user requirement, (2) it does not allow a free license
model (feature nolicense) (constraint cy), (3) every configuration
has to include a payment model (p) (constraint c1), (4) either [ or n
has to be included (constraint c¢), and (5) every configuration must
have the root feature s included (root constraint cg). With this, we
provide a simple explanation (see also Table 2) for the inclusion of
a specific feature (in our case, license). A similar approach can also
be used to explain combinations of included or excluded features.

Before discussing causality-based explanations in detail, we in-
troduce a CSP-based formalization of the feature model shown in
Figure 1 - the derived CSP is depicted in Table 1. In this context, co
is regarded as root constraint (part of every feature model) assuring
that no empty feature configurations can be generated.

Table 1: CSP derived from the feature model in Figure 1. We
use abbreviated variable names, e.g., survey (s).

l ID l description ‘
Co s = true
C1 peos
2 t—s
c3 st —s
c4 qges
cs q & (mV mm)
ce | pe (IN-nV=lAn)
c7 -(nAt)
cg t — st

On the basis of our example CSP (Table 1), we now introduce
the concept of a feature model configuration task (see Definition 1)
and a corresponding feature model configuration (see Definition 2).

Definition 1. A feature model configuration task can be defined as
a constraint satisfaction problem (V, C) where V is a set of Boolean
variables (features) v; (domain (v;)= {true, false}) and C = REQUKB
is a set of constraints where KB = {cp..cp} is a set of domain
constraints and REQ = {cp+1..cx } is a set of user requirements.

In our working example, KB = {cg..c3} (see Table 1) and REQ =
{co : t = true}, i.e., the user has specified ABtesting as a feature (t)
to be included in the final feature model configuration.

Definition 2. A feature model configuration CONF = {v; =
a(v1),v2 = a(v2), ., = a(v)} is a set of variable assignments
where a(v;) is the value assignment of variable (feature) v;. A config-
uration CONF is consistent if (| {v; = a(v;)} € CONF)UREQUKB
is consistent (i.e., a solution can be found). CONF is complete if ev-
ery variable in V has a corresponding assignment in CONF. Finally,
CONFF is valid, if it is consistent and complete.

In our setting, an example configuration is CONF={s = true,p =
true,l = true,n = false,t = true,st = true,q = truem =
true,mm = false}. Since users are often interested in explana-
tions of specific features or feature sets, we introduce the concept
of a sub-configuration (see Definition 3).

Definition 3. A sub-configuration SCONF is a set of variable as-
signments with SCONF C CONF.

The basic idea of a minimal causality-based explanation EXP C
{REQ U KB U CONF} is the following. Given a sub-configuration
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SCONF C CONF, an explanation for the features in SCONF is
EXP C REQ U KB U CONF such that EXP U SCONF is incon-
sistent. In this context, SCONF represents the negation of sub-
configuration SCONF, i.e., if SCONF = {s = true,st = true},
SCONF = =s Vv —st. With this criteria, we express the property
that EXP € REQ U KB U CONF is a set of constraints (including
variable assignments in REQ and CONF) that are able to explain
the feature settings in SCONF (see Definition 4).

Definition 4. A causality-based explanation for SCONF C CONF
isaset EXP C REQUKBUCONTF such that: inconsistent (SCONFU
EXP). EXP is subset-minimal if ~3EXP’ : EXP’ C EXP and EXP’
is a causality-based explanation.

This minimality property of explanations EXP is needed to as-
sure that explanations do not contain irrelevant elements, i.e., expla-
nations which include constraints with no causal relationship to the
feature model (sub-)configuration (SCONF). Table 2 provides ex-
amples of different SCONF subsets and related explanations (EXP).

For example, for SCONF = {I = true}, the corresponding min-
imal causal explanation is EXP = {cy, c1, ¢6, €7, 9}, since cg is the
user requirement triggering the inclusion of ABtesting(t), cs requir-
ing the inclusion of either license(l) or nolicense(n), cy triggering
the inclusion of license(l), and ¢ (the constraint requiring the in-
clusion of the root feature) needed as logical foundation for the
other included features. In this example, explanation constraints
stem solely from REQ and KB.

For SCONF = {m = true}, c4 requires the inclusion of QA(q), c5
requires the inclusion of multiplechoice(m) or multimedia(mm)
(or both), and mm = false is part of EXP due to the fact that it is part
of the configuration but cannot be explained by user requirements
in REQ or constraints in KB (we assume that {mm = false} C
CONF). In the third entry of Table 2, |[SCONF| = 2 — the related
explanation for SCONF = {l = true,st = true} is similar to the
explanation for SCONF = {I = true}.

Table 2: Example minimal causality-based explanations EXP.

| SCONF C CONF |
{I=true}
{m=true}

EXP |

{co, c1, ¢6, €7, ¢9}
{co, ¢4, c5,mm = false}
{co, c1,¢6,¢7,¢8,¢9}

{I=true,st=true}

4 CXPlain Algorithm

The idea of the CXPLAIN algorithm is the following: we want to
determine a minimal explanation EXP which represents a minimal
set of constraints that are the reasons for the variable value settings
in SCONF. In other words: if EXP entails the constraints directly
responsible for the variable settings in SCONF, then EXPUSCONF
must be inconsistent, i.e., EXP represents a conflict with regard to
the variable value settings in SCONF. If this is not the case, i.e.,
EXP U SCONF is consistent, there is at least one variable setting
supported by EXP U SCONF which is not contained in SCONF.
If this is the case, EXP is not regarded as a minimal explanation.
Since an explanation EXP can be regarded as a minimal conflict,
Algorithm 1 and the corresponding recursive function QXP focus
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on determining a subset-minimal set of elements in REQ U KB U
CONF which are inconsistent with the constraints in SCONF.
CXPraIN (Algorithm 1) determines minimal causal explanations
that indicate (explain) which constraints from REQ U KB U CONF
are responsible for the variable assignments in CONF. The idea of
CXPLAIN is the following: (1) an explanation can only be found if
REQUKBUCONTF is consistent, i.e., the feature model configuration
is consistent with the defined requirements (REQ) and the domain
knowledge in KB. (2) if we assume, for example, that C = {c;..cs}
is a constraint set and C = {cj..c4} is already inconsistent (i.e.,
contains at least one conflict), we can concentrate our search for
an explanation EXP to C = {c;..c4} and can ignore C = {cs..c3}.

Algorithm 1: CXPLAIN(REQ, KB, CONF, SCONF) : EXP

1: if CoNsiSTENT(CONF U KB U REQ) then

2. return (QXP(0,REQ UKBU CONF,SCONF))
3: else

4 print ‘no explanation possible’

5

6

return (0)
. end if

Algorithm 2: QXP(A,C = {c1..cn}, B) : EXP

1: if § # 0 and INCoNsISTENT(B) then
2. return (0)

3: end if

4 if |C| = 1 then

5. return C
6
7
8
9

: end if

k=12]

: C1 < c1..¢p; C < Cpyq--Cn
: €y < QXP(Cy,C1,BUCy)
10: €1 < QXP((:‘z, Ce,BU 62)
11: return (€1 U €2)

This basic principle of divide-and-conquer helps to reduce large
sets of constraints in a logarithmic fashion since each consistency
check (i.e, INCONSISTENT(B)) can lead to a situation where one half
of a constraint set does not have to be analyzed further. This is
the basic idea of function QXP (Algorithm 2). In such a situation,
QXP is able to identify a conflict in REQ U KBU CONF with regard
to the variable value settings in SCONF. In the function QXP, the
parameter J help to avoid redundant consistency checks, i.e., the
same check (with an identical set of constraints) should only be
performed once. The check of |C| = 1 represents an invariant as
follows: if B is consistent and |C| = 1, this remaining element in C
can be regarded as an element part of the conflict.

QXP (Algorithm 2) follows the idea of QuUickXPLAIN [16] which
determines minimal conflict sets, i.e., sets of constraints that induce
an inconsistency. Conflict sets can be used for conflict resolution, i.e.,
determining constraints that are responsible for conflicts in user
requirements, configurations, or even knowledge bases derived
from feature models [8, 20, 25, 29]. In contrast to this focus on
conflict resolution, the major focus of our work is to show how
QuickXPrAIN-style algorithms can be applied for the explanation
of configurations or parts thereof.
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Note that QXP follows a strict preference ordering in the sense
that explanations using elements of REQ are preferred over expla-
nations on the basis of elements of KB. The lowest priority is given
to explanations based on elements (variable assignments) in CONF.
This is due to the fact that feature inclusions/exclusions in CONF
that are not explainable by user requirements (REQ) or domain
constraints (KB) often have the lowest relevance for the user (they
are related to pre-defined solver (configurator) search heuristics).

5 Performance Analysis of CXPlain

To show the applicability of CXPLAIN in interactive settings, we
conducted experiments using five real-world feature models that
vary in size and complexity [19]. These models stem from the
S.P.L.OT. repository [22] and the Diverso Lab’s benchmark [15]
(see Table 3).

We have evaluated the performance of CXPLAIN when identi-
fying explanations for |SCONF| € {1, 2, 4, 8} settings (see Table 4).
This evaluation focus is based on the assumption that users are
interested in understanding the inclusion/exclusion of specific fea-
tures — an explanation for all features of a configuration will in
many cases include all user requirements and a majority of fea-
ture model constraints. To ensure accurate time measurements, we
evaluated CXPLAIN with three random configurations (CONF) for
each setting in Table 4. Three configurations for each feature model
were generated by randomly selecting approximately 50% of the fea-
tures from the model and assigning random values to them. Then,
a solver was used to generate a valid configuration. The random
steps help to ensure the diversity of generated configurations. If a
generated configuration was inconsistent with the feature model
constraints, a new generation process has been triggered.

From the generated configurations, we identified different
SCONF subsets. For |[SCONF| = 1, we measured the runtime of
CXPrAIN for each individual feature assignment present in the
generated configurations. Consequently, the number of different
SCONF explanations corresponds directly to the size of CONF.
For |SCONF| = 2, we assessed the runtime of CXPLAIN across
all pairwise assignments within the generated configurations. For
|SCONF| = 4 and 8, we selected and evaluated a maximum of 10,000
random t-wise assignments for each configuration. All experiments
were performed on an Apple M1 Pro (8 cores) with 16GB of RAM,
utilizing the CHoco Solver! for consistency checks.

The findings regarding the performance of CXPLAIN are pre-
sented in Table 4. The results indicate that the runtime of CXPLAIN
increases with both, the size of the feature model and [SCONF]|
— assuming that users are interested in explanations of specific
features (or smaller subsets), no related bottlenecks in terms of
runtime performance can be expected. Overall, the runtime perfor-
mance (see Table 4) clearly shows the applicability of the CXPLAIN
algorithm in interactive configuration settings (e.g., the maximum
runtime needed for determining a causal explanation EXP in the
case of the Win8 feature model is around 86 milliseconds ).

The complexity of QXP in terms of the number nc of needed
consistency checks, i.e., INCONSISTENT(B), follows the complexity

of QuickXPLAIN [16]. In the best case, nc is logz(%) + 2m, the

Ichoco-solver.org
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Table 3: Feature models used for CXPraIN evalua-
tion (IDE=IDE product line, Arc=Arcade Game PL,
FQA=Feature model for Functional Quality Attributes,
Ubu=Accessibility options provided by Ubuntu operating
systems, Win8=Accessibility options provided by Windows
8 operating systems) [15, 22].

l feature model [ IDE [ Arc [ FQA [ Ubu [ Wing [

#features 14 61 178 | 263 451
#hierarchical constraints | 11 32 92 177 267
#cross-tree constraints 2 34 9 84 138

Table 4: Avg. runtime (msec) of CXPLAIN measured with
different feature model sizes and sub-configuration sizes.

[ ISCONF| | IDE | Arc [ FQA | Ubu | Win3 |

1 0.045 | 0.438 | 1.951 4.918 9.964
2 0.079 | 0.672 | 2.630 5.667 | 12.540
4 0.149 | 1.113 | 4.088 9.133 | 19.384
8 0.324 | 2.290 | 11.164 | 32.948 | 86.345

worst case complexity is 2m X logz(%) + 2m where is m is the size
of the minimal causal explanation and |C| = |REQ U KB U CONF].

6 Threats to Validity

Potential threats to validity related to the work presented in this
paper are the following. First, the explanations determined by CX-
PLAIN are represented as a set of constraints responsible for a se-
lected set of variables. These constraints represent causal explana-
tions reflecting the reason of a specific feature model configuration
(could also be a partial one). Up to now, we did not analyze the best
way to present such explanations to users — this could be done, for
example, on the basis of large language models proposing a specific
textual explanation for the current configuration setting. Second, in
this paper we propose a logical foundation of a causality-based min-
imal explanation, however, more detailed evaluations are needed
to better understand which are the preferred explanations from a
users point of view (e.g., explanations of single variable settings
vs. explanations of configuration subsets). Third, our evaluation is
based on a limited set of real-world feature models. Further evalua-
tions have to be performed to develop an improved understanding
of the properties of explanations (e.g., in terms of EXP-included
constraints depending on the set size of SCONF).

7 Conclusions and Future Work

We have introduced the CXPLAIN algorithm that supports the deter-
mination of minimal causal explanations of feature model configura-
tions. Such explanations are subset-minimal sets of constraints that
represent the reasons for the given specific variable value assign-
ments of a feature model configuration (or partial configuration).
The performance of CXPLAIN has been evaluated on the basis of a
set of real-world feature models. The results of our performance
analysis clearly indicate the applicability of CXPLAIN in interactive
feature model configuration settings. Our related future work will
include an empirical analysis of alternative ways to present an ex-
planation to a user and further performance analyses of CXPLAIN
with real-world feature models.
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Abstract

The Linux kernel and its huge configuration space (>15,000 features)
has been a frequent study object. While the research community
has developed intelligent software configuration tools, often mo-
tivated by the Linux kernel and its configuration language Kconfig,
the kernel’s own configurator xconfig lacks behind. Configuration
conflicts need to be resolved manually, which often causes substan-
tial overhead. Unfortunately, Kconfig is a complex and intricate
language, and while transformations into propositional logic ex-
ist, they typically have shortcomings and are difficult to integrate
into xconfig. We contribute research results back to the Linux com-
munity and present a demo of CoNFIGFIx. It is a plain-C-based
extension of xconfig, providing the currently most accurate abstrac-
tion of the Kconfig semantics into propositional logic. It provides
configuration conflict resolution. Integrated into the xconfig UI, it
offers configuration fixes to users trying to enable or disable kernel
features restricted by dependencies. In addition, researchers benefit
from the DIMACS export. Our demo presents the main capabilities
of xconfig as well as its evaluation showing the accuracy of it.
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1 Introduction

The Linux kernel’s applicability in many different computing environ-
ments—ranging from small Android devices to large scale super-
computer clusters—has contributed to making it one of the world’s
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largest software development projects [8]. Designed as a highly
configurable system [50] it boasts 28 million lines of code [26] and
over 15,000 configuration options (a.k.a. features[5, 7, 40]). To this
end, it has a configurable build system [6], preprocessor-based vari-
ation points [7], a model of its features (Kconfig model) and con-
straints [7, 34], and an interactive configurator tool (xconfig) [50].

A plethora of academic studies and techniques on the kernel’s
variability and its configuration space exist, ranging from variabil-
ity anomaly detection [2, 31, 35, 52], techniques to identify, extract,
and analyze configuration constraints [29, 34, 49, 50, 55], as well
as automated support for reviewing and testing patches [27, 28].
In addition to that, many studies have also been conducted on the
kernel’s evolution [4, 19, 41, 43] and maintenance [1, 18, 20, 56], an-
alyzing its feature model [7, 47], the modeling language (Kconfig),
the evolution of the model [29], the co-evolution and consistency
of its variation points [22, 36, 37, 41, 42, 54], and the representa-
tion of feature constraints in its codebase [34]. Many of the results
have inspired software configurator tools [13, 15]. Various other
tools [51, 58] and techniques [32, 33, 44], including the synthesis of
feature models from code or feature constraints [23, 30, 48], have
also drawn inspiration from the Linux kernel and its configurator,
by borrowing from or directly extending its capabilities.

The kernel’s main configurator xconfig, however, lacks behind
the state of the art. Kernel users have faced challenges when man-
ually creating their desired configurations, given the kernel’s vast
configuration space and intricate feature constraints. Furthermore,
there is limited support for choice propagation and a lack of intel-
ligent configurator support for resolving configuration conflicts.
These challenges are common, because enabling a feature often re-
quires transitively changing many others. Consequently, achieving
a desired configuration can in turn be laborious and error-prone.
A survey [17] revealed that kernel users commonly struggle with
conflict resolution, with 20 % of the respondents needing at least “a
few dozen minutes” to do so. Despite this, insofar as we know, no
configuration technique stemming from academia, has been specif-
ically developed for the Linux kernel such that it can be officially
integrated into the Linux kernel mainline.

In 2015, with the Kconfig-sat initiative [24] kernel developers
recognized the need for such a solution. They got in touch with
researchers working on kernel configuration studies, to integrate
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Fig. 1: CoNFIGFIX components

such techniques back into the kernel configurator. Indeed, imple-
menting a sound translation of the kernel’s variability model to
propositional logic, given the expressiveness and intricate nature of
the Kconfig language semantics (explained shortly), has long been
an open problem in the community. Multiple translation attempts
have been proposed to remedy this [10, 21, 46, 53], but none of them
have been without limitations [9].

We present a demo of CoNFIGFIX [11, 12], which offers intelli-
gent configuration support integrated into the Linux kernel config-
urator xconfig. It is completely implemented in C, extends xconfig’s
graphical user interface, and comes with a testing framework. Since
researchers can draw value from the DIMACS export, we also dis-
cuss the Kconfig’s semantics and the implementation details of our
semantic abstraction. In contrast to our previous work [11], this
paper is a demo, showcasing enhancements in the user interface,
test infrastructure, code quality, and presents the DIMACS export
functionality. The current version also integrates feedback from
the kernel community. Our efforts have led to a stable version of
ConrFIGFIX and its test infrastructure [12], that is currently in the
process of being integrated in the kernel’s source tree (patches
submitted and discussed).

2 ConfigFix Design

Figure 1 shows the main components of CoNFIGFIX: translation
of the Kconfig model into a propositional formula, translation into
conjunctive normal form (CNF), conflict resolution algorithm, test
infrastructure, and DIMACS export. When invoked, CoNFIGFIX
takes the current configuration and the user’s configuration goal
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as input. It then creates a single formula that is a conjunction of all
constraints and then queries the SAT solver for satisfiability. In case
of a configuration conflict (i.e., the user’s goal is not applicable), it
triggers our C-based, RangeFix-inspired implementation (discussed
shortly) to calculate fixes [11, 59].

Linux Kernel Configuration. The kernel has three different con-
figurators: make xconfig, make menuconfig, and make config. The
xconfig provides a graphical user interface, while the others are
tailored towards shell users. Via them, correct configurations of
kernel features (which come with many different characteristics
defined in the Kconfig model) that adhere to constraints (e.g., types
and dependencies) can be created and modified. The underlying
DSL [3] Kconfig provides feature-modeling concepts [7, 47]. It de-
clares features (called symbols there) of different types (i.e., bool,
tristate, string, hex, and int) [45, 46]. Tristate features are often used
to control the binding modes of features via three states: "Yes" (com-
pile feature into kernel), "No" (do not compile feature), or "Module"
(compile feature as dynamically loadable kernel feature), where
constraint semantics follow Kleene’s rules for three-state logic [25].
A persistent challenge has been obtaining a sound logical repre-
sentation (mainly due to its complexity) of the main semantics of
Kconfig, as a prerequisite to develop analysis and configuration
techniques [11]. After we were the first to formalize its seman-
tics [45, 46] (reverse-engineered from xconfig’s behavior), many
others followed up [9, 24, 38, 45, 61] with their own translations.
These works demonstrated that the semantics of Kconfig can indeed
be abstracted into propositional logic, to be used by SAT solvers.
Translation. Given Kconfig’s expressiveness beyond propositional
logic, an abstraction is required. Specifically, CONFIGF1xX translates
each feature (called symbol in Kconfig) into a set of variables that
represent the possibility of the feature assuming a specific value.
For example, any arbitrary Boolean feature (i.e., symbol) will be
translated to a single variable S which is either true or false. Tristate
features may only assume the values “Yes,” “Module,” or “No.” For
such features (i.e., S_TRISTATE), the constraint set variables C and
C_m would be created, where C is true if and only if C is “Yes.” and
C_m is true if and only if C is “Module”. In theory, in case of an
integer feature (i.e., C_INT), with default value of 5 and a constraint
2 < C < 8, it would be translated into six variables in the propo-
sitional formula (which are indeed named as described): C=0, C=1,
C=2, C=5, C=8 and C=n. C=0, C=1 and C=n are created for every
feature by default with C=n handling the case that C is hidden and
has no value (i.e., S_UNKNOWN). C=2, C=5 and C=8 are “known
values,” which could be values that are either default for the feature
or part of a range constraint. The propositional formula is then
constructed based on these variables and subsequently translated
into CNF using Tseitin transformation [57]. It is noteworthy that
this aspect of implementing the ConFIGFIX translation is the most
complicated, given that most features are mainly tristate. Thus, the
sheer scale of everything (i.e., features, values, types and especially
the CNF conversion), was challenging.

Fix Generation. The ConFiGF1x GUI is responsible for displaying
calculated fixes for configuration conflicts received from users as
configuration goals that are not applicable in the current configura-
tor. To calculate and generate fixes from conflicts, a suitable conflict-
resolution is required. Various conflict-resolution algorithms ex-
ist [16], but many were not applicable to the scope of CONFIGFIX.
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They either produce just a single fix, suggest a long list of fixes or
only offer limited support for non-Boolean constraints [39]. How-
ever, our conflict-resolution algorithm of choice, a rangefix-inspired
conflict resolver, produces fixes that offer a range of values for fea-
tures, supports non-Boolean features and constraints, adheres to
correctness, contains a maximum range in the event of overlapping
ranges and requires minimal feature set changes [11]. In our imple-
mentation, it takes a CNF model where features are represented
by variables and generates minimal sets of features (refered to as
diagnoses) that must be changed. Next, it calculates new values
for each variable in a diagnosis. All unchanged variables are then
replaced by their current values and any violated constraints are
minimized via heuristic rules defined and split into minimal clauses
to generate the fixes. In summary, with those RangeFix capabilities,
when there are infinitely many possible solutions available, the
user is only presented with the minimal set of these [60].

3 ConfigFix Demo

We now demonstrate CONFIGFIX’s conflict resolution workflows
and DIMACS export functionality. We show the xconfig Ul the
specification of the configuration goal (the assignment of values
for a set of features to be configured), the calculation of adequate
fixes, and their application.
Workflows. Figure 2 presents the complete workflow of CoNFIGFIX.
Upon launch, Xconfig provides a view that presents a dependency-
based hierarchy of nested menus containing features and allows
feature value changes when the requirements for the target values
are met (as shown in (D). The Kconfig language allows specifying
conditions for when a feature should be visible in the view. Users can
add any tristate feature to the set of features that should be changed
by selecting it in this view and clicking the “Add symbol” button (as
shown in 2)). The set of features that a user wants to change, but
that cannot be changed is also called conflict. The features that are
currently added to the conflict are displayed in the menu on the bot-
tom left. The desired value of a feature in the conflict can be set by
selecting it in the menu on the bottom left and using one of the but-
tons “Y”, “M”, or “N” to set it to “Yes”, “Module”, or “No,” respectively.
Alternatively, users can cycle through the three values by clicking
on the corresponding cell in the column “Wanted Value” The differ-
ence between “Yes” and “Module” is that with the former, a feature
will be statically linked into the kernel, whereas with the latter it will
be built as a dynamically loadable kernel module. If a feature cannot
be built as a kernel module, the button “M” is grayed out. A feature
(symbol) can be removed from the conflict by selecting it in the
menu on the bottom left and clicking the button “Remove Symbol”
Once the desired feature values have been set, fixes can be cal-
culated by clicking “Calculate Fixes.” The fixes are then displayed
in the table on the bottom right (as shown in (3)). Users can switch
between different fixes with a dropdown menu. The fixes associate
each feature in the conflict with a new value, and ideally, there is an
order of the changes the fix presents in which they can be applied
such that after applying all changes, the desired changes would have
been achieved. The changes can be made manually, or by clicking on
“Apply Selected Solution”, the values can be applied automatically,
in which case the user is informed via a dialog when the fix has
been applied successfully (as shown in ). CoNFIGFIX supports the
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Fig. 2: User workflow using ConFI1GFIX inside xconfig
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user in applying the changes manually by coloring the names of
the features in the table showing the fixes based on when the value
can and needs to be set manually. A feature is red if its value can
be set to the value provided by the fix and that value differs in the
current configuration (as shown in ). It is green if its value in
the current configuration already matches with the value the fix
proposes (as shown in ®). It is gray if the fix’s value differs from
the configuration’s value for the feature, but further dependencies
need to be fulfilled in order to set the feature to the value of the fix.
Figure 2 shows the sequence of the workflow described from the
identification of features of interest to be configured, right down to
the application of calculated fixes.

DIMACS Export. ConFIGFIX allows Kconfig model exports in DI-
MACS notation, using “make cfoutconfig”. The DIMACS output
file offers users the Kconfig model in CNF form (see Listing 1).
This export functionality supports further research on the kernel’s
feature model and variability mechanisms. For example, given a
configuration with 934872 variables that can be true or false and
2764895 constraints where a user wants to enforce functionalities
such as automated isolation testing, build integrity and prepro-
cessor validation via the UAPI_HEADER_TEST (32131) feature,
Listing 1 indicates that when 32131 is set to false, its dependant
51181 (UAPI_HEADER_TEST_NPC) must also be set to false.
Such DIMACS exports could be potentially useful in logical infer-
ence scenarios where system based conclusions can be drawn from
known configuration constraints, using algorithms that verify the
satisfiability (SAT) of the underlying propositional logic statements.

Listing 1: DIMACS export snippet for UAPI_HEADER_TEST

p cnf 934872 2764895
¢ 32131 UAPI HEADER TEST
-32131 -51181 0

4 Test Infrastructure

We evaluated CoNFIGFIx based on the number of conflicts it re-
solves and the quality of fixes. We created a test infrastructure
that generates random configuration samples, introduces conflicts,
executes CONFIGFIX, and then validates the fixes. The cftestconfig
module (invoked by the command “make cftestconfig”) is split into
two submodules i.e., the ConflictFrameworkSetup responsible for
initializing system parameters and the (ConflictFramework), which
handles the generation of configurations and conflicts.

Specifically, the test infrastructure works as follows. Cftestconfig
can be used to generate configurations and conflicts in three dif-
ferent modes. mode="single” gives the user the option to generate
several conflicts from an existing configuration. When these con-
flicts are resolved, the data is saved in a results file. In this mode,
“make cftestgenconfig” can be called as many times as required.
mode="“multi” provides the option to generate multiple random
configurations while simultaneously generating for every configura-
tion, a random set of conflicts for a given architecture. The conflicts
are solved and the data is subsequently saved in the results file. In
its order of execution, “make randconfig” is called first, followed by
“make cftestgenconfig”. mode=“multi_arch” gives users the op-
tion to generate multiple random configurations and then generate
for each, a random set of conflicts for multiple architectures.
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First, it samples the configuration space. Samples should provide
enough coverage of the features contained therein [14]. This re-
quires all important features (such as hardware architecture) in the
configuration space to be considered [14]. Our test infrastructure
uses randconfig (an existing tool in the build system) to generate
random configurations. Second, it introduces conflicts. For each of
the generated configurations, it generates random conflicts contain-
ing a specific number of changes requested (i.e., the conflict size,
which is configurable).

It then generate a base configuration using randconfig with a
probability of 100 % of a feature being set with all conflicts chosen as
subsets of the base configuration. Third, it executes the fix generation
for each conflict. The generated configuration sample and conflict
become inputs to the test algorithm, which will either produce a
single or several configuration fixes, or provide feedback that the
conflict cannot be resolved. Conflicts are generated by repeatedly
choosing a random Boolean or tristate feature with at least one
value to which it cannot be set to, due to unmet dependencies. The
conflict then requires this option to be set to one of its blocked
values (chosen at random). CONFIGFIX generates a maximum of
three fixes that satisfy the set of violated constraints and can accom-
modate overlapping ranges using defined heuristics to minimise the
number of features value changes. Fourth, it validates the fixes. A
fix may include some additional features subject to change, in order
to set them to their new, desired state. Such features typically bear
configuration conflict properties, which may be too hard to recon-
figure manually. As such, for every fix returned by the algorithm,
it is applied to the sample configuration and verified to ensure that
the configuration goal is satisfied, the resultant configuration after
applying the fix is valid (via the xconfig configurator), as well as no
unnecessary changes have been made to the product configuration.

For the actual evaluation, we generated configurations (i.e., in the
multi_arch mode) for three different architectures (x86_64, armé4,
and openrisc), and for nine different probabilities for a feature to
be selected, ranging from 10 % to 90 %. In total, the infrastructure
evaluated 27 different configurations. We set it to generate conflict
sizes between 1-10 features. Table 1 shows the results. It generated
1350 conflicts. For each of the 27 configurations, and each of the 10
conflict sizes, 5 conflicts were generated. CoNFIGFIX successfully
resolved 1,150 conflicts (85.2%) and produced 2,645 fixes in total. Al-
most all fixes (99.9%) resolved the conflicts, with only 2 fixes (0.1%)
failing to do so. Of the fixes, 1,116 (42.2%) were fully applicable
(i.e., all the specified values in the fix can be applied) and resolved
the conflict, while 1,527 (57.7%) resolved the conflict despite not
being fully applicable (i.e., some of the values specified in the fix
cannot be applied). Further evaluation details are provided in the
ConFIGFIX repository [12].

Note, a fix could still not resolve a conflict, since our translations
abstract the Kconfig model into a propositional formula, which
may not be able to capture all the constraints of the original model.
Consequently, a fix can be fully inapplicable, but still resolve the
conflict, since the fix may change the value of a variable that is not
directly involved in the conflict, but is a dependency of a variable
that is involved in the conflict.

One for each architecture and probability.
For each configuration sample, five conflicts of each size.
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Table 1: Evaluation results

metric value
number of sampled configurations 27!
conflict sizes 1-10

1,350% (100.0 %)
1,150 (85.2 %)
1,150 (85.2 %)

total generated conflicts for evaluation
conflicts with >= 1 fix produced by ConriGF1x
number of resolved conflicts

2,645 (100.0 %)
2,643 (99.9 %)
1,116 (42.2 %)
1,527 (57.7 %)
2(0.1 %)

total number of fixes produced by ConFIGFIX
fixes that resolve the conflict
fully applicable and resolves conflict
not fully applicable, but resolves conflict
does not resolve conflict

5 Conclusion

We presented a demo of CoNFIGFIX. It helps to configure the Linux
kernel by offering automated conflict resolution support. While de-
tails are in our preceding conference paper [11], herein we focus on
demonstrating capabilities and showing improvements since then.

The results from our evaluation indicates the level of accuracy
with which ConrIGFIx is capable of resolving the conflicts it encoun-
ters. Thus, reinforcing the notion that at least one fix is produced in
almost 85% of the examples generated. And in those examples, fixes
generated resolved the conflict correctly in about 100% of the cases
presented. However, despite this impressive level of correctness,
ConrFIGFIX has some minor limitations.

For starters, CoNFIGFIx does not explicitly handle string and
integer constraints due to how relatively rare they are compared to
boolean and tristate constraints. Often, the Linux kernel’s features
are constrained such that they can be enabled, disabled or set as a
loadable kernel. Another slight restriction comes from our choice
to use a SAT solver instead of an SMT solver, requiring translation
from Kconfig to propositional formulas. This means some assign-
ments with integer or string variables are missed by CONFIGFIX.
An SMT solver could handle more complex value sets, like ranges,
while ConrIGFIX only suggests specific integer values. Further-
more, RangeFix was designed for SMT, however based on mailing
list discussions with SAT experts, performance was paramount.
Additionally, the translation is not perfectly accurate, even exclud-
ing strings and integers. This results in smaller constraint sets and
faster runtimes. While this could lead to invalid fixes, irrelevant
changes, and missed existing fixes, our validation of CoNFIGFIX
shows that this is not a problem at all.

Finally, based on mailing-list interactions, a future direction
could be to provide a command-line configuration completion tool
where users give a partial configuration, and CoNFIGFIX completes
it. We hope the C-based integration developed by discussion with
Linux developers contributes research results back to the Linux ker-
nel community, supporting users to configure their desired kernel.
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Abstract

Industrial real-time embedded software is usually developed over
decades in heterogeneous, multi-disciplinary development teams,
inducing major maintenance effort. In addition to a maintenance
strategy, increasing variability of products requires a dedicated
strategy for the variability management between products and
product families. Software product lines (SPLs) provide a proven
methodology to address the variability management. Despite the
existence of various tools for SPL engineering, none of existing
tool kits was matching our requirements especially regarding hi-
erarchical build system based on SCons. We present a variability
analysis toolkit which seamlessly integrates with SCons build sys-
tem, provides a simple integration with CI/CD pipeline, and an
option to graphically explore the structure of build system artifacts.
Our toolkit automatically calculates key performance indicators
for single and multiple product variant graphs. It also provides
cluster analysis to find similarities and differences between differ-
ent product variants. Our initial findings show the acceptance of
our Python-based toolkit by the development teams as well as the
ability to automatically detect common and variant-specific feature
clusters which are useful for further improvement and maintenance
of the whole software product line towards an SPL-aware build
system.
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1 Introduction

As a leading manufacturer of low-voltage variable frequency drives
(VFDs), ABB Motion is developing several VFD product families to
support the needs of different customers and markets worldwide.
The product families are targeting different motor power classes as
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well as dedicated application areas, e.g., in cranes, heating, ventila-
tion, and air conditioning (HVAC), or water-treatment applications.

Due to lasting trends in the digitalization (Industry 4.0 and Indus-
trial Internet of Things) there is an ongoing need to offer and main-
tain a number of application-specific (or even customer-specific)
product variants while ensuring a high product quality.

Obviously, the use of well-known Software Product Line En-
gineering (SPLE) techniques to manage the variability between
different product families and VFD variants is promising especially
due to a large body of knowledge including industrial embedded
applications and a variety of tools supporting SPLE.

In prior work there was focus on automatic feature extraction
of the feature artifacts from the source code, e.g., locating C++ files
implementing end-customer-functionality from the VFD user man-
ual [4, 9]. Subsequently, there was work on the process of a gradual,
non-invasive migration towards the usage of commercial off the
shelve Software Product Line (SPL) tools for the variability manage-
ment [10]. As a milestone, a non-invasive continuous monitoring
of the build variants was established to assure the compliance of
the feature model with the ground truth of the built artifacts was
established using the commercial pure::variants SPL tool.

Following the methodology of [10], the next step of the SPL
introduction would be the switch to stimulative and operative use
of the SPL tooling to generate and execute build files for each
variant out of 150% model as build file templates. However, we
discovered that an additional desktop or web-based tool didn’t lead
to the desired success and participation within the development
teams. Therefore, an alternative approach to make the used build
chain SPL-aware was selected. The analyzed SPL makes use of
SCons [13] - a Python-based build tool supporting an arbitrary
amount of regular Python code for customization.

In this paper we present our work on build-file-based analysis
of an existing industrial SPL based on the SCons build tool chain.
We continue prior work in the domain of low voltage VFDs and in-
troduce a new Variability Architecture Analysis Toolkit (VAAT) for
analysis of build chains implemented with SCons with significant
amounts of custom Python code.

The remainder of this paper is structured as follows: After a short
overview of related work in Section 2 we provide an overview of the
introduced toolkit in Section 3 including requirements, implemen-
tation details and applications within the Continuous Integration /
Continuous Delivery (CI/CD) pipeline. Section 4 reviews our first
results including examples of VAAT output. Finally, a summary and
an overview of future work are presented in Section 5.

2 Related Work

A common challenge during the adoption of SPLE based on an exist-
ing set of variants is to analyze their commonalities and differences.
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Fischer et al. [6, 7, 14] developed a method and a corresponding
tool, called ECCO, that is able to compare the implementation ar-
tifacts of large sets of variants to produce clusters of artifacts or
fragments thereof. For each cluster a presence condition, which
is a Boolean formula with features as literals, is computed that
determines in what variants a cluster of artifacts is contained. The
clustering approach of ECCO is similar to the clustering of VAAT.
However, the former assumes variants as input that are consistent
(i.e., the same feature is implemented in exactly the same way in
each variant) and disjoint (i.e., no references of files across vari-
ants), while VAAT is more robust in these regards but due to that
only provides analysis results and does not perform automated
refactoring.

Hinterreiter et al. [11] developed a tool called FORCE that inte-
grates ECCO, which does not offer any form of variability modeling
(e.g., feature modeling) to express constraints among features, with
feature modeling and extends it with revisioning of features [12, 17]
as well as with operations for distributed feature-oriented develop-
ment [12].

Martinez et al. [15, 16] proposed and implemented an approach
and tool called BUT4Reuse that covers the entire spectrum of refac-
toring legacy variants into a software product line. This includes
in particular feature identification and feature location, which also
VAAT aims to support with the metrics and clustering it provides.

Ananieva et al. [1, 2] analyzed and unified concepts and opera-
tions of many more tools, including all of the above, that deal with
variability in space (i.e., variants) and time (i.e., revisions of features
or variants).

Research on the Linux kernel and its variability has been con-
ducted in various areas. In particular related to this work is the fact
that the Linux kernel uses the make build system to implement
some of its variability [5, 18]. VAAT aims to analyse variability
implemented via the SCons build system, which is particularly chal-
lenging as build files allow the use of regular Python code and can
thus become very complex.

3 VAAT Architecture

The core of the VAAT is a graph structure consisting of involved
build artifacts for each product variant. The graph consists of nodes
which represent SCons files, further build artifacts (like C++ headers
and source files) and directories containing them. Furthermore,
information about the current variant of the compiled firmware is
attached as label to the particular node.

There are two major use cases for VAAT:

o Descriptive usage: based on the graph, VAAT can be used to
define and calculate Key Performance Indicators (KPIs) for
continuous monitoring within the CI/CD pipeline. Addition-
ally, rules can be defined to prevent tool chain architecture
erosion (similar to the non-invasive “synchronize" step de-
scribed in [10]).

o Prescriptive usage: cluster-analysis based on VAAT graphs
can provide suggestions to refactor existing build chain arti-
fact (cf. Section 3.4).

Requirements towards VAAT were extracted via interviews with
involved and experienced software developers and architects:

98

Pascal Becker, Sten Gruener, and Lukas Linsbauer

e R1: ability to analyse SCons-based build process (including
custom Python code, e.g., conditional branching),

e R2: ability to be executed in a headless fashion to be included
into CI/CD pipelines,

o R3: extensibility to include additional KPIs or information
sources beyond C/C++ code (e.g., additional types of artifacts
from in-house code-generation tools),

e R4: arguably short execution times in order to not negatively
impact duration of the CI/CD pipeline,

e R5: tool execution results should be achievable and version-
able, e.g., as build artifacts of the build pipeline.

The tool is implemented in Python, making a heavy-use of Net-
workX graph library which outputs graphs as Graph Exchange
XML Format (GEXF) files. For the means of visualisation, an open-
source tool named Gephi [3] was used which can directly import
these graphs (requirement R5).

Python was selected since SCons is already Python-based and
hence Python and pip (package manager for Python) infrastructure
is available on all development machines and build servers already.
Furthermore, many involved developers are proficient in Python
allowing for a more simple maintenance of the tool.

Initiate a build of one
variant

Initiate a build of one
variant

Code and build log of one variant

Plugin: Scons
dynamic

*.gexf
graphs

Plugin: Scons

dynamic

*.gexf
graphs

single- A

Unification and Merge Unification and Merge

KPI calculation

|Ru|e analysis |\\ ¢
Dashboard

multi-target grapb

Cluster analysis

Figure 1: Overview of VAAT analysis steps.

The workflow of VAAT consists of multiple consequent steps
which are summarized in Figure 1.

In the first step, a set of “miner” plugins (following R3) construct
different graphs covering various aspects of code base to be ana-
lyzed is run on each variant. In the subsequent steps those graphs
are normalized and merged into one graph containing different
analysis aspects.

In the following, we provide a detailed overview of those steps.

3.1 Graph Construction

We use directed, multi-labeled graphs. Nodes represent file-system
element like directories, SCons file and artifact files. The type of the
node is attached to the node using a property-label. Additionally
the references between nodes are denoted using labeled edges, e.g.,
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a “contains" edge between a directory and a target or a “requires”
reference between two Python files.

Based on the source code repository, the VAAT toolkit runs a
set of “miner” plugins to extract different information aspects from
the build artifacts. Miners might have logical dependencies, e.g., a
duplicate miner might depend on the discovery of previously in-
volved artifacts. Those dependencies are resolved by the execution
order of miners, most of the plugins can be run independently of
each other.

In the following, we give an overview of used plugins.

Static SCons Analysis. The core of VAAT is the analysis of SCons
build environments and discovery of involved artifacts. We started
with a static SCons analysis approach: A script was created to parse
the SCons files recursively and to detect the inclusion of other SCons
scripts. Furthermore, source files and other artifacts were detected
and added into a graph. The initial static plugin was based on a set
of regular expressions parsing the SCons build system starting with
the top-level SConscript file performing a depth-first traversal of
all included scripts.

This initial heuristic approach has expectedly shown a number
of shortcomings related to the powerful SCons syntax including
relative and absolute paths usage options when including depen-
dent SCons files and source code artifacts as well as with mixed-in
Python based influencing the build process, e.g., conditional in-
clusion of specific folders containing source code. Therefore, the
static approach was providing an over-approximation of build arti-
facts which was not sufficient enough for envisioned analysis goals.
Based on the experiences we moved on the the dynamic SCons
analysis approach.

Dynamic SCons Analysis. Compared to the static approach, the
dynamic or trace-based approach is based on markers extracted
from the actual build log of a compilation target. The analysis of
the build log allows to have accurate results considering actually
executed build steps (after the evaluation of mixed-in Python logic,
R1). Furthermore, there is no additional overhead in terms of time
needed for the compilation due to the envisioned usage of the
tool within the build pipeline (R2, R4), where the build process is
executed anyways.

Our first approach to modify our own SConscript files inher-
iting from SCons classes failed due to a quite complex internal
structure of the Python code within the SCons system. The second
approach was to actually modify the SCons build system with log
items emitted every time an SCons file is entered (via inclusion) or
left by the build system. A subsequent scan of the marks allows to
reproduce the inclusion stack of SCons files and build ab the graph
of actual SCons file which were traversed during the build of the
particular firmware target.

Maintainers of the SCons project have accepted our tracing
changes which are available by using the flag ~debug=sconscript
in SCons versions starting with 4.7.0 [8].

Duplicate Analysis. A third miner plugin described in this paper
is a simple duplicate detection tool used on the files discovered by
the first two plugins. Here we simple calculate md5 hash values
of all discovered files and connect respective nodes in the graph
with a dedicated relationship in case of the hash equivalence. The
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duplication shows where files have been simply copied from one
variant to another instead of referencing those.

Additional miners. In addition to the three presented miners,
we run a number of additional miners which are more tailored to
our in-house tooling (see R3) and are of a lesser interest for the
community.

3.2 Graph Unification and Merging

Once a graph has been created per miner plugin and a variant,
we need to merge these graphs into a graph containing all kind
of references originating from various plugins for each variant,
so-called single-variant graphs. Since graphs represent file system
structure with custom relationships and properties, the merging is
quite simple.

An iterative algorithm traverses the graph starting with the root
build folder and merges the nodes while normalizing the paths
strings - making sure all paths are relative to the root build folder
and all special symbols like slashes are normalized. Furthermore,
nodes representing files system directories are created, such that
each file node has a corresponding directory node which it can
connect to via a “contains” edge.

Additionally, we merge all single-variant graphs into a multi-
variant graph where file system objects (graph vertices) additionally
contain the name of the particular variant this object was involved
into the build process. An example is shown in Figure 2.

{Variant 1,
Variant 2}

Feature
Passcode

Feature
Breaking

Variant 1

Duplicate 2

Feature
Pumping

Variant 2

Figure 2: An example showing the graph structure. In total
two variants have been analysed and they have one directory
in common where one file is even a simple duplication of
each other. Also there is one duplication across different
directories.

3.3 Analysis of Single-variant Graphs
Single-variant graphs are analyzed using classical graph-theory-
based KPIs such as:

o Node degree: maximum number of incoming/outgoing edges

for a node. High numbers indicate common hot-spots which
are probably the platform code.
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e File include depth: the depth of the nesting of SCons build
artifacts indicates the complexity of the build system where
high numbers may be a hint for a need of refactoring.

We are currently in a process of domain-experts discussions regard-
ing KPIs and their continuous monitoring (cf. Section 3.5)

3.4 Analysis of Multi-variant Graphs

Once all single-variant graphs are merged into a multi-variant
graphs, i.e., a graph containing labels for each product variant the
previously described KPIs can be put in a different context. For
example, a file with a high degree is a hint for shared or platform
code and should therefore contain many if not all variant labels.

So far, only monitoring-centring use-cases were covered by exist-
ing KPIs. By having a multi-variant graph, we can finally use cluster
analysis of the code base according to build variants to initiate a
refactoring of existing SCons artifacts. For example, we can build
Venn-diagram-like structure for parts of the SCons build system.
This allows localizing:

e Platform code, i.e., code which is shared among all variants,

e Multi-variant code, code which is shared between multiple
products (e.g., hardware-specific code related to a particular
variant or a specific feature like “Pump Cleaning" for VFDs
of the water pumping applications),

e Variant-exclusive code, i.e., code which is exclusively used
by one specific variant.

Derived clusters were reviewed during interviews with domain
experts and are base for a subsequent refactoring of the build system
organization and development of a rule-set to prevent erosion of
the refactored solution (cf. future work in Section 5).

3.5 CI/CD Integration

In order to receive feedback fast and also to integrate each developer
into the process of structuring the variants the calculation of the
metrics is integrated into the CI/CDs pipeline. With each commit,
the pipeline is executed, the graphs generated and the metrics
calculated. This leads to an immediate feedback if the latest commit
did improve the software quality and led to less duplications or less
dependencies. To align with R4 the execution time of the whole
metrics calculation should be as little as possible to not add too
much slack time into the whole process.

4 Initial Results

As described in the prior chapters, the analysis contains different
graph node types like files, directories or variants. This lead easily
to a complex graph. When searching for overlapping software
fragments over multiple variants the graph gets huge easily. One
real example is shown in Figure 3. Even without being able to read
the labels of each node, it is clear that the amount of different
clusters across different variants is challenging. In total 4.041 nodes
and 8.314 edges represent the analyzed software structure of more
than 20 different variants. The following types are represented in
the graph in descending order: files (pink), directories (light green),
duplicate clusters (blue), target clusters (orange), variants (dark
green). Figure 3 A shows the code base that is used by all variants -
the platform code. Figure 3 B is a cluster with a lot of duplicates,
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especially across configuration files. Figure 3 C is just referenced
by one variant, so it is a feature of this specific variant.

In total, around 400 duplication clusters with almost 2.000 files
have been identified. This means, that there are multiple files copied
all over the whole workspace reducing the overall maintainability.
This also helps to identify features or common functionality across
multiple variants.

Figure 3: An overview image of a multi-variant graph for
considered SPL.

5 Outlook and Future Work

In this work we proposed a newly introduced VAAT tooling tailored
for the specific needs of projects using the SCons build tool. We
reviewed strategies of coping with unprecedented flexibility of the
SCons tool chain like the possibility to include and execute arbitrary
Python code as well as our initial results in using graph-based
and cluster-based analysis towards improving and monitoring the
quality of the SPL.
Future work includes the following topics:

e Extension of context-specific VAAT rules, e.g., ensuring that
all shared code should reside in a “shared” or a “common"
file system directory or within files with a specific prefix.

o Checking for similarity in files. Not only checking for dupli-
cates, but also find files that have been copied and adapted
slightly.

o Integration of the rule-based monitoring into the CI/CD
pipeline and dashboards.

e Development of an additional toolkit for a “Pythonic" re-
design of the SPL build chain using object-oriented class
abstractions in conjunction with SCons.
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Abstract

Variation control systems (VarCS) like ECCO or SuperMod provide
capabilities for uniformly handling revisions and variants of soft-
ware systems based on features, in that regard going beyond the
capabilities of existing version control systems like Git. However,
existing VarCSs have not been designed to be provided as a service,
which limits their integration in web-based engineering environ-
ments and tool pipelines. In this paper, we present Software-as-a-
Service (SaaS) extensions for the VarCS ECCO, which also include
a REST API to facilitate its integration in different engineering
processes. We present ECCO’s SaaS$ architecture and explain its
services for managing repositories, as well as local and distributed
operations for feature-based development. We demonstrate the
ECCO service by showing its integration with ECCOHub, a web-
based platform for working with ECCO, as well as ECCO’s CI/CD
pipeline.

CCS Concepts

« Software and its engineering — Software product lines; Soft-
ware configuration management and version control systems;
Software maintenance tools.
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1 Introduction

Servitization is the process of providing existing software solutions
as a service, thereby enabling users to access and use software with-
out the need for acquiring and maintaining a specific infrastructure

This work is licensed under a Creative Commons Attribution International
4.0 License.

VaMoS 2025, Rennes, France

© 2025 Copyright held by the owner/author(s).
ACM ISBN 979-8-4007-1441-2/25/02
https://doi.org/10.1145/3715340.3715429

Matthias Preuner
Johannes Kepler University
Linz, Austria
matthias.preuner@gmail.com

Alexander Egyed
Johannes Kepler University
Linz, Austria
alexander.egyed@jku.at

[6, 19]. Providing software as a service (SaaS) is also of high interest
for software engineering tools, as it facilitates their use by simpli-
fying installation, updates, and maintenance. A popular example
are Version Control Systems (VCSs) like GitHub, GitLab, or Bit-
bucket [18], which rely to a large extent on web-based services to
support the collaboration of teams in open-source or closed-source
projects. Such VCSs allow users to create repositories for storing
and managing code and other artifacts via cloud-based services,
thus facilitating the collaboration of engineers from multiple teams
and organizations. However, web-based VCSs also provide integra-
tion with services like code review, project management, or the
integration with CI/CD pipelines.

Researchers in software product line engineering have been
developing Variation Control Systems (VarCSs), which support
managing both revisions and variants [17], a capability missing in
conventional VCS. VarCSs adopt a feature-oriented approach [1, 3]
for developing customer-specific systems and services. Engineers
collaboratively evolve product lines by creating new features or by
selectively reusing and adapting existing ones [12]. Therefore, the
issue of managing revisions and fine-grained, feature-level variants
becomes essential for teams in product line engineering. VarCSs
thus map features to parts of the code or other artifacts implement-
ing the features. When adding a new feature or revising an existing
one, the internal repository representation is updated, thus record-
ing the revision history of each feature, but also augmenting the
knowledge base for creating new variants in the future. Features
can then be combined to compose new product variants, even if
they have not been explicitly committed as such before. VarCS thus
go beyond the capabilities of widely used VCS.

Despite these benefits, existing VarCSs like ECCO or SuperMod
have not been designed to be provided as a service, so their inte-
gration in web-based engineering platforms and tool pipelines is
currently limited. In this variability-in-practice paper, we therefore
present a technical solution and experiences of extending the VarCS
ECCO (Extraction and Composition for Clone-and-Own) [14] with
aREST API to allow its integration with the ECCOHub, a web-based
platform supporting feature-based engineering with ECCO.

The paper is structured as follows: Section 2 discusses the back-
ground on VarCSs and the key concepts of ECCO. Section 3 presents
the architecture of our ECCO-based service and the services for
managing repositories, support for local feature-based operations
(commit, checkout), as well as capabilities for distributed feature-
based operations (pull, clone). Section 4 looks at two use cases
of the REST API, focusing on ECCOHub and the ECCO CI/CD
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tool pipeline. Section 5 discusses experiences and lessons learned.
Finally, Section 6 provides a summary and an outlook.

2 Background

Version control systems track revisions and supports variants (via
clones and branches) and thereby support extensional versioning,
i.e,, they make the entire project history accessible and restorable
at any time. For instance, the widely-used VCS Git is at the heart
of common platforms like GitHub, GitLab, or BitBucket.

However, it has been pointed out that while VCS are highly ca-
pable in handling revisions of artifacts, they have deficiencies with
respect to managing variants and features [17], which is also the
result of their line-based tracking of differences between revisions.

Feature-based Handling of Revisions and Variants. The available
branching and forking mechanisms conceptually create clones. This
considerably increases the maintenance effort as changes will need
to be propagated manually to all relevant clones. To overcome this
issue, variation control systems (VarCS) [17] provide capabilities for
uniformly handling both revisions and variants based on decompos-
ing artifacts into finer-grained entities, which are then mapped to
features. Similar to VCS, the VarCSs allow to retrieve versions that
have been explicitly stored (a.k.a. extensional versioning). However,
VarCSs also support intensional versioning, they allow to compose
a product variants based on features, even if the desired feature
combination has not been submitted explicitly before.

AST-based Diffing. The line-based diffing approach used to de-
termine changes is a serious shortcoming of current VCSs, while
VarCSs address the diversity of engineering artifacts encoded in
source code, DSLs, or vendor-specific formats. In particular, when
computing differences between versions, the line-based compar-
isons of artifacts will not suffice, as feature-based collaboration
in VarCS relies on automatically creating feature-to-artifact map-
pings for often complex artifacts. VarCS thus compute differences
based on the abstract syntax tree representations created from arti-
facts. This provides higher flexibility regarding the granularity and
modularity of features when building the internal representation
compared to a line-based approach to determining differences [14].

The VarCS ECCO. The tool supports product line engineering
with capabilities for automatic feature tracing and composition
[8, 14, 16]. It analyses the code base of multiple product versions
(revisions or variants) comprising different feature configurations.
The ECCO algorithm identifies associations between code artifacts
and features. This knowledge can then be used to create new vari-
ants of the product for arbitrary combinations of features. ECCO
internally handles artifacts in a graph representation and associates
nodes to the features [15]. To enable feature extraction and feature-
based composition for different kinds of artifacts, ECCO can be
extended with plugins translating artifacts into its internal tree-
based structure and vice versa. In particular, since ECCO extracts
the features automatically based on the abstract syntax tree of a
code file [2], it needs a special parser for each file type. For instance,
Hinterreiter et al. [11] extended ECCO to manage mappings be-
tween features and their implementation in the DSL IEC 61131-3,
while Griinbacher et al. used features managed in ECCO to sup-
port the evolution of digital music artifacts encoded in the DSL
LilyPond [9, 10].
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3 ECCO’s SaaS Architecture

Making the existing VarCS ECCO! available as a service involved
developing several extensions for handling multiple users and repos-
itories simultaneously. The SaaS Architecture extends the existing
ECCO architecture to support multiple isolated tenants by ensuring
security. Specifically, we separated different functionalities (e.g., au-
thentication, repository management) as shown in Fig. 1. We imple-
mented an authentication mechanisms as well as role-based access
control to manage permissions. We also created the user-friendly
dashboard EccoHub for managing repositories and for interacting
with them through ECCO’s operations. Most importantly, we devel-
oped a comprehensive API to interact with the VarCS. We adapted
and extended ECCO using the REST (Representational State Trans-
fer) architectural style intended for designing scalable, adaptable,
and maintainable networked applications [7, 21]. Furthermore, we
provide executable Docker images significantly simplifying the
deployment of ECCO servers.

3.1 Layers

Figure 1 shows ECCO’s three-layered architecture making its capa-
bilities available as a service to both the ECCO CI/CD pipeline and
the EccoHub frontend:

Ecco Core. This layer comprises the existing ECCO implementa-
tion, extended with capabilities for storing repositories and han-
dling user services. Specifically, the core is separated in multiple
parts. The service is the connector to the interfaces handling all
requests coming from the user via the Ul or Command Line In-
terface (CLI). The service is responsible for loading and opening
projects, and for extracting features and artifacts. The base consists
of multiple classes needed to build the repositories committed to
ECCO. The most important classes are repository, commits, fea-
tures, variants, feature revisions and configurations, where each
of the classes contains information about the repositories stored
in ECCO. Storage handles the storage process of the repositories,
containing all data and meta information.

Ecco Rest APL. We provide multiple mechanisms for interacting
with the ECCO core: the already existing graphical user interface
(GUI) and a CLI as well as the newly developed ECCORest web-
service allowing access via the REST APL REST has become the
de facto standard for designing web APIs and web-based applica-
tions and ensures a broad use across different languages and tools.
Components in REST communicate via HTTP requests, usually
by sending XML or JSON files. Our REST implementation is inte-
grated in the ECCORest Layer of our architecture. The RESTful
backend consists of four controllers handling the REST API re-
quests. It can be accessed by ECCOHub, but is also available for
other third-party components. We created a representation of the
base classes as so-called models, which encapsulate and restrict
functionality. This gave as more control over what we send with the
REST API and send only the data needed for the frontend. This also
increases performance and makes the REST implementation more
flexible against changes in ECCO’s base. The so-called controller
classes are the interface of the REST API towards the frontend.
They define the possible REST API calls, how they can be called,
what data they send and receive. In addition, a token-based user

!https://github.com/jku-isse/ecco
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Figure 1: ECCO’s Saa$ architecture.

authentication ensures that only permitted users have access to
ECCOHub and ECCO repositories. The backend implementation
runs on a Micronaut server (https://micronaut.io) and is available
at https://github.com/jku-isse/ecco/tree/0.1.9.

Adapters. ECCO supports feature extraction and feature-based
composition for different kinds of artifacts. It uses adapters to trans-
late different types of artifacts into ECCO’s tree-based structure
(internalization after commits) and back from that structure to
actual artifacts (externalization after checkouts). Existing ECCO
adapters work without changes in the SaaS architecture.

3.2 Services

Managing Repositories. ECCO provides services to create new repos-
itories and to delete existing ones, similar to other systems like
GitHub or BitBucket.
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Feature-based Commits and Checkouts. ECCO services allow to
commit new or revised features to ECCO repositories. Variants
can be checked out from the repository by defining the required
features (and their revision) contained in the repository.

Feature-based Clones and Pulls. ECCO further provides an API
with feature-oriented operations to selectively clone a repository
from an existing one as well as to pull individual features from
one repository to another one. This is useful when working with
multiple product variants concurrently. An earlier evaluation also
showed this pull operation works for different cases of feature
interactions [13].

4 Applications of ECCO Saa$

We demonstrate the application of the ECCO service in two use
cases: The ECCOHub, a web-based frontend supporting the ECCO
capabilities in collaborative workflows of engineers, and the ECCO
CI/CD pipeline using ECCORest to test and deploy the services.

ECCOHub. The web-based tool ECCOHub uses servitization to
reduce the effort required of working with ECCO with an intuitive
web interface for its users. ECCOHub includes capabilities for man-
aging ECCO repositories, feature-based commits and checkouts
supporting individual developers, as well as feature-based clone and
pull operations supporting feature-based collaboration. ECCOHub
has been developed using the React Framework (https://reactjs.org/)
and its implementation is available online?.

Using the web-based user interface, developers can Commit and
Checkout existing and new variants from a selected repository,
either for use in production or to continue development on a feature.
The Pull command allows retrieving a subset of features from
an existing into a new repository, i.e., feature associations of the
selected features are copied to the new repository. A special case is
the Clone command for selectively cloning a repository by defining
the required features [13].

Configuration expressions play an important role in these oper-
ations. These are comma-separated lists of feature names used to
define the combinations of features, also including the revisions of
the involved features. To handle configuration expressions more
comfortably for checkout operations, ECCOHub allows managing
named variants defining the included features and their revisions.

CI/CD pipeline. DevOps practices are nowadays regarded es-
sential for the efficient and effective delivery, management, and
operation of services. In particular, DevOps emphasizes automation
in the deployment pipeline. This allows teams to deliver updates
and new features to services quickly and reliably, based on practices
such as infrastructure provisioning, code deployment, testing, and
monitoring. Therefore, we developed the ECCO CI/CD pipeline (cf.
Figure 1) to improve the development and evolution of the ECCO
services. The pipeline process retrieves the current ECCO reposi-
tory and creates a Docker image for it. The pipeline builds ECCO
and ECCORest, thereby also loading all dependencies. It further
executes end-to-end tests, to check the integrated operation of EC-
COHub and ECCORest. In case the tests are successful, the pipeline

Zhttps://github.com/jku-isse/ecco-web-client/tree/release_1.0


https://micronaut.io
https://github.com/jku-isse/ecco/tree/0.1.9
https://reactjs.org/
https://github.com/jku-isse/ecco-web-client/tree/release_1.0

VaMoS 2025, February 04-06, 2025, Rennes, France

creates Docker images® for EccoRest and the ECCOHub to facilitate
the hosting of ECCO services.

The pipeline was developed for Jenkins. It is manually triggered
by a user requesting a new version (Pre-Action). The pipeline pulls
the newest version of the ECCO repository from GitHub (Pull).
The pipeline creates a Docker image for our virtualization, which
contains all needed dependencies. The pipelines builds the pulled
ECCO repository within the Docker image. The pipeline tests the
created Docker image with the built ECCO repository. The pipeline
publishes the created Docker image to the platform Docker Hub.
After successfully publishing the Docker image the pipeline ends
by cleaning up the pipeline (Post-Action).

The pipeline uses build tool Gradle (https://gradle.org/) for build-
ing and testing the ECCORest implementation. For the end-to-end
tests cypress (https://www.cypress.io/) is used to execute user ac-
tions on ECCOHub, which then calls the REST API provided from
ECCORest. The end-to-end tests execute all core functions of the
ECCOHub, thereby checking that the docker images are working
as expected.

5 Experiences and Lessons Learned

We report several experiences and lessons learned when extending
ECCO towards a service.

Design of multi-tenant operations. We had to adapt and extend the
original design and implementation of ECCO to allow concurrent
multi-user interactions. In particular, the architecture was adapted
so that for each opened repository one ECCO Service is now instan-
tiated by one RepositoryHandler, thereby avoiding the otherwise
time-intensive switches between repositories.

Data representation for REST APL. When implementing the REST
API we created a data representation of ECCO’s base classes, which
enabled us to send only their essential attributes, e.g., only the
name, version, and relations between features. Furthermore, we
had to get rid of circular references between Java objects when
creating this representation.

Changes of existing features. The servitization process led to sig-
nificantly reviewing, refactoring, and improving existing features.
For instance, our new implementation required changes to store
ECCO repositories in user-defined locations. Similarly, the use of
the Micronaut server improved error handling and reliability by
preventing the termination of the services.

Importance of the CI/CD pipeline. The development process signif-
icantly benefits from a CI/CD pipeline for automatically integrating,
testing, and deploying ECCO’s functionality in an highly iterative
manner. In addition, the pipeline provides an fully working con-
tainerized version of ECCO, which further simplifies deployment.

6 Conclusions and Outlook

We presented Software-as-a-Service (SaaS) extensions for the Vari-
ation Control System (VarCS) ECCO, which significantly enhance
its utility and integration capabilities. In this way we want to make
ECCO and its extensions better available to a broader audience and
developer community to provide the advantages of variation con-
trol systems to new fields of applications. This is achieved through
two technically distinct implementations: On the one hand, the

3https://hub.docker.com/r/issejku
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ECCORest offers a broad range of applications, from simple usage
to integration into DevOps processes. On the other hand, the web
frontend provides an easy-to-use application that requires no ad-
ditional installation. Specifically, the ECCO REST API allows its
use in the ECCOHub collaboration platform but also facilitates its
integration in with third-party tools and tool pipelines [20]. How-
ever, more work is needed to facilitate deployment for large-scale
environments and in diverse infrastructures.

By providing a REST API and facilitating its incorporation into
various engineering processes, ECCO’s SaaS architecture addresses
the limitations of ECCO, which was not designed a as service allow-
ing the integration in modern, web-based engineering toolchains
Future work will involve extending both the frontend and backend
to support more specific use cases. Specifically, the work described
in this paper is only a first step towards a platform supporting
feature-aware collaboration in engineering teams. The collabora-
tion features (e.g., issue tracking, code reviews, as well as user man-
agement) of platforms like GitHub or GitLab are certainly a main
reason for their success. For instance, they use feature branches
as a mechanism to add new or modify existing features, and pull
requests to integrate changes of engineers in distributed workflows
in a controlled fashion. Feature-based development is well suited
for distributed development as, e.g., shown by the extensive use of
feature branches in practice. Similar support has also been explored
for VarCSs: Hinterreiter et al. [12, 13] extended ECCO with feature-
based clone and pull operations for transferring features from one
repository to another. However, such advances are only a first step
with respect to feature-aware operations for collaborative and dis-
tributed development. In particular, the DesignSpace project [4, 5]
showed that more flexibility is desirable in supporting different
modes of collaboration in engineering workflows. This is certainly
the case with features that cut across multiple engineering domains.
Providing ECCO as a service allows us to more easily integrate it
with the DesignSpace platform in our future research for improving
variability management.

This work can benefit other researchers by providing new av-
enues for using and integrating Variation Control System (VarCS)
in diverse engineering and research contexts. This can promote
interdisciplinary research, allowing ECCO to be applied in new
fields, including software product lines, systems engineering, and
even non-software domains where variation control might offer
benefits.
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Abstract 1 Introduction
The integration of digital twins, i.e., virtual replicas of physical With the rise of Industry 4.0, information and communication tech-
systems, is increasingly transforming manufacturing by enhancing nologies are increasingly being integrated into manufacturing pro-
efficiency through real-time monitoring, simulation, and optimiza- cesses. The value added by industrial machines now extends beyond
tion. The 3D-visualization of their data as a core functionality of xR the manufactured product to include the generation of digital data
applications (e.g., Virtual Reality) extends their usefulness and can during manufacturing [36, 38]. This data can be used for various
be used as an important tool for teaching, training, and support. new fields and associated applications, with digital twins stand-
However, in addition to already known and well-discussed chal- ing out as an area of particularly high potential. Digital twins are
lenges (e.g., data representation), developing digital twin-assisted comprehensive virtual replicas of physical systems that facilitate
xR applications poses various variability challenges due to the com- real-time monitoring, simulation, and optimization of manufactur-
plexity of manufacturing processes, data models, and the need for ing processes [40, 42]. In more detail, they typically denote a quality
configurability across various scenarios and platforms. In this paper, criteria about the digital data which should at least reflect the cur-
we share our experiences in developing such applications, focusing rent state of industrial machines but could also include historical
on the gap of handling variability. Based on the DigiLehR research signal data, documents, or process data [1, 11]. By utilizing such
project, which also includes three industrial use cases as config- data, companies can gain valuable insights into their manufacturing
urable products of an xR application family, we describe challenges processes, leading to significant enhancements in efficiency and
we faced during development and essential lessons learned. Here, productivity, for example, based on predictive maintenance [30, 37].
we particularly focus on platform specifics, immersion and inter- Although 3D-visualizations are not a key requirement for digital
action, digital twin-related data fragmentation, accessibility, and twins, they offer another way to effectively utilize their data [16, 45].
security. Overall, our work aims to create awareness for practi- Such visualizations can be particularly valuable for teaching, train-
tioners and researchers about the challenges of developing digital ing, or supportive purposes [23, 39] with a high potential for mobile
twin-assisted xR applications and their configurations, encouraging as well as EXtended Reality (xR) applications, i.e., typically Virtual
discussions on their efficient application in industrial settings. Reality (VR) and Augmented Reality (AR) [43, 49]. This is why, there
is already numerous research on such applications, their challenges,
CCS Concepts and potentials, ranging from educating students [39] to supporting

practitioners in industrial environments [25]. For example, Hazrat
et al. [17] reported on utilizing digital twins in engineering edu-
cation to facilitate the training of human-centric decision-making
and Kuts et al. [22] developed a VR-based digital twin-assisted
factory environment for learning purposes. Calandra et al. [7] pro-

« Software and its engineering — Reusability; - Computer sys-
tems organization — Embedded and cyber-physical systems;
+ Human-centered computing — Interaction paradigms.

K r - : . .
eywords posed an xR application, which allows collaboratively programming
extended reality, virtual reality, augmented reality, digital twins, a digital twin-assisted robot. Moreover, Kaarlela et al. [19] presented
configuration, modularization, manufacturing, industry 4.0 scenarios of digital twin-assisted safety and emergency training.

Overall, we argue that developing xR applications relying on dig-
ital twins is highly challenging — not only due to their increasing
complexity (e.g., manufacturing processes, data models, data visu-
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devices) [12, 13]. Consequently, digital twin-assisted xR applica-
tions must be highly configurable to address such requirements,
leading to various common challenges in handling variability, such
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Scenario 1: Agro-Food Beverage
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Figure 1: Scenario overview for agro-food beverage (Scenario 1), CNC milling (Scenario 2), and spin coating (Scenario 3).

Although there is not only extensive research related to digital
twin-assisted xR applications for Industry 4.0 but also related to
managing variability in industrial environments [24, 31, 44], we
are not aware of work focusing on both properties, i.e., digital
twin-assisted xR applications in Industry 4.0 and their variability.
The closest work to ours is by Fernandes and Werner [12, 13] who
focused on a web xR application software product line for soft-
ware engineering education. However, digital twin technology was
not part of their study, highlighting the value of our goals. To ad-
dress this gap, we aim to share our experiences by reporting
challenges we faced and lessons we learned during the de-
velopment of a family of configurable (i.e., variable) digital
twin-assisted xR applications for industrial environments.

Our insights are based primarily on a research project called
Digital Teaching and Learning in Augmented Realities (DigiLehR)
that investigates the potential of utilizing xR technologies for teach-
ing, training, and supportive purposes. In this context, different
industrial scenarios were enhanced by digital twin-assisted xR, in-
cluding agro-food beverage, CNC milling, and waver spin coating
(cf. Sec. 2). To enable reusability of variable features and to restrict
additional efforts in resources, we roughly followed a software prod-
uct line approach [3], i.e., leading to several similar, but adapted
applications. Overall, we aim to contribute the following:

o Insights into variability handling in applications for indus-
trial scenarios utilizing both xR and digital twin technologies.

o Challenges and lessons learned in developing configurable
digital twin-assisted xR applications.

With our work, we aim to increase the awareness of variability in
applications based on xR and digital twin technologies and to spur
discussions on handling it efficiently.

2 Industrial Scenarios

While xR applications themselves are already quite complex, the de-
ployment for different scenarios and platforms taking into account
digital twin data resulted, not surprisingly, in large efforts. This is
why a configurable approach to reuse features was used, which,
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starting from a basic product with mandatory (i.e., transferable) fea-
tures and additional optional features, ensured significantly more
efficient development. Generally, all scenarios rely on a feature
model (Fig. 2) and are implemented based on Unity as well as the
xR Interaction Toolkit.

Scenario 1: Agro-Food Beverage (VR, mobile). The application
consists of an agro-food beverage (AFB) (Fig. 1, left) machine, in-
cluding seven assembly units, driven by Siemens S300 PLC each.
It realizes a circular process with a bottle storage and a module
to extract filled, and return empty bottle packages. In addition, it
mainly contains discrete actuators and sensors to assert the au-
tomated process. With xR-AFB, users should first understand the
machine, its parts, their purpose, and how to put the machine into
operation. The order in which to start the assembly units is arbi-
trary; but they depend on each other. So, one learning goal is to
differentiate between regular behavior, usual failures, and failures
that require expert consultations. For xR the scene is spatially large
and geometrically complex. Users must be able to navigate and
select components on VR and mobile devices.

Scenario 2: CNC Milling (VR, mobile). Here, a CNC milling ma-
chine (Fig. 1, middle) was realized, consisting of four assembly units:
three are controlled by a Siemens S1500 PLC; one is the isle-CNC
main unit. The machine has an input assembly unit with material
magazines. Operators can choose a type of material and a drilling
recipe. Conveyors will transport the material to the CNC. After
completion, the product is transported to an output storage. The
operation is standardized, but users must be aware of small steps,
that can easily overseen (e.g., hatch must be closed before powering
the CNC). The main goal of xR-CNC is the training of operation and
how to drill products. The xR scene is less complex than in Scenario
1, but the operation is controlled by human-machine interaction
(HMI). Virtual HMI can be easily used on mobile devices by touch
gestures; care must be taken in VR due to their small scale.

Scenario 3: Waver Spin Coating (VR, AR, mobile). This applica-
tion contains a waver spin coater (Fig. 1, right), which is a batch
processing with manual tasks, including four independent stations.
First, users pick up a waver to place it in the spin coater; and select
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Figure 2: Simplified feature model for configurable xR applications.

a type and amount of liquid from a connected pump station, which
will drop the liquid on the waver. Then, users select the temper-
ature, duration, and speed in which the waver will be rotated to
distribute the liquid. Finally, the coating quality is measured after
selecting the temperature and duration for drying the waver.

Even with professional equipment, each step has variance o, in-
fluencing the outcome. So, users can train how to balance settings
(i.e., via HMI), to achieve a result within requirements without wast-
ing material. The experiments are recorded in a protocol monitored
live by trainers, if required. The interaction in VR is mostly two-
handed (e.g., opening the spin coater with one hand and placing the
waver with the other hand). In VR the placement is done manually,
for mobile devices animations are used.

3 Challenges and Lessons Learned

Next, experiences and lessons learned we have made during de-
velopment, in particular related to variability issues, are explained.
Fig. 2 provides a general overview of relevant features of the xR
applications we relied on. For reasons of simplicity, cross-tree con-
straints have been excluded here, however, this does not mean that
there are none (e.g., joystick movement and mobile platforms).

3.1 Platform Specifics

Challenges. Deploying 3D-visualizations in xR environments and
traditional mobile platforms, presents diverse challenges rooted
in the individual scenario requirements but also in the distinct
hardware capabilities associated with each platform. Even when
employing identical visualizations and data, these platforms often
require distinct interaction modalities and specific user interface
(UI) elements. For instance, VR might require high-resolution graph-
ics, spatial audio, and real-time 3D-rendering to maintain immer-
sion, utilizing motion controllers for interaction with simulated
real-world objects [10, 50]. In contrast, AR focuses on overlaying
digital information onto the physical environment and typically
relies on touchscreens or simple gestures [5, 50]. Meanwhile, mobile
devices prioritize touch interactions and responsive design, often
employing more traditional 2D-UI elements within simplified 3D-
spaces [46]. These differences require the development of platform-
as well as device-specific interaction modes, posing challenges in
maintaining uniformity in usability and functionality. Integrating
and synchronizing these variants while ensuring accurate and con-
sistent data visualization across platforms during evolution adds
additional layers of complexity to the development process.
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Lessons Learned. To address these challenges, a significant lesson
learned is the advantage of using standardized frameworks, such
as questionnaires, as a foundation for designing interactions. By
categorizing interactions that correspond to assessable question-
naire answers oriented towards each scenario (e.g., CNC milling in
Scenario 2), developers can establish structured, platform-specific
interaction patterns. This strategy allows the abstraction of essential
user engagement components, such as selecting options and navi-
gating environments, which can then be tailored to various input
methods available on each platform. Note that although configura-
bility is achieved through questionnaires, the actual possibilities
for interaction are limited. Furthermore, leveraging transferable UI
technologies (e.g., buttons) through at best platform-independent
SDKs (e.g., xR Interaction Toolkit) and engines (e.g., Unity) helps
to harmonize interactions and visualizations across devices.

3.2 Immersion and Interaction

Challenges. Typically, xR environments are distinguished by their
degree of immersion. High immersion means that user perceive
and accept the simulation as realistic and themself as part of the
simulation [6]. For this perception of presence, natural interac-
tion methods must be used — in contrast to traditional Uls, which
are characterized by more static elements such as buttons and
menus [41]. In virtual environments, users can interact, for exam-
ple, by gestural manipulation of virtual objects, spatial navigation
via bodily movements, and virtual assistant support. In this con-
text, there is a high complexity and variability implementing these
interactions. Accurate detection and interpretation of variant-rich
input modalities requires reliable tracking systems. Furthermore,
developers must meet stringent performance demands, balancing
high-quality environmental rendering with the need for seamless,
responsive interaction processing (cf. Scenario 1).

Lessons Learned. To address these challenges, Hunicke et al. [18]
proposed the MDA-framework at concept level, differentiating the
development process in phases of Mechanics, Dynamics, and Aes-
thetics. Developers start by developing mechanics to allow users
some dynamics, because users should get into a specific mood. On
the other hand, users try to perform a interaction because of a
mood and search for mechanics or objects to do so. The processes
of developers and users are therefore in contradiction.

Managing variability within the MDA-framework is crucial for
accommodating diverse user preferences and device capabilities.
This is achieved through user-centric configuration, where users
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are able to adjust settings like sensitivity or control schemes for
personalized experiences, or adaptive systems semi-automatically
modifying mechanics based on user behavior to optimize interac-
tion. Reusable designs, objects, and functions that support high
immersion facilitate the efficient coverage of variant-rich scenarios.

3.3 Data Fragmentation and Association

Challenges. Developing digital twin-assisted systems is challeng-
ing due to the fragmentation of data, their different sources (e.g.,
different machines or parts of them), and the association between
datasets. Because of data fragmentation it is difficult to ensure that
data is consistently and accurately represented within the digital
twin [14]. Data is collected in multiple formats and update frequen-
cies [51], complicating (real-time) integration into xR applications.
So, digital twins and their associated data have a high degree of
variability that must be managed accordingly.

Lessons Learned. In our project, different platforms were treated
as variants of a Unity base scenario to ensure a centralized data
integration. This enables consistent management of data, relation-
ships, and (cross)dependencies between multiple configurations
and platforms. Implementing standardized data schemes and APIs
facilitate seamless data exchange and transformation. Leveraging
middleware solutions (i.e., C# scripts) to harmonize formats allows
to create a unified data pipeline within the digital twin framework.

3.4 User Accessibility

Challenges. Motion sickness, or the (temporal) availability of the
required xR hardware, requires alternatives to accommodate a di-
verse user base. This makes configurability an essential requirement
in xR applications to tackle this variability issue. Thus, a great chal-
lenge is to integrate configuration options into the development
project, ensuring that features remain accessible to all users or
industrial scenarios regardless of their individual constraints (e.g.,
grabbing items, such as a waver in Scenario 3).

Lessons Learned. One strategy is to implement visualization tech-
niques guiding users through xR by highlighting interaction targets
and providing visual cues (e.g., using specific colors, lights). This
makes environments more navigable and less challenging for users
prone to motion sickness, as they can control the pacing and inten-
sity of their interactions. We also offered users to switch between
xR and offline-working mobile apps, based on their comfort level
and restrictions. Additionally, by providing options for different
interaction methods based on different platforms as well as addi-
tional support by configurable conversational agents [29] we tried
to ensure that all users, regardless of their physiological responses
or device constraints, can effectively use all scenarios. In our per-
ception, this configurability not only enhanced user satisfaction
but also helps in reducing potential discrimination against people.

3.5 Security

Challenges. While digital twins as counterparts to safety-critical
machines are known for their ability to reduce functional safety
risks [4], there are several challenges related to security, including
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associated privacy risks. These are typically more related to inte-
grated digital twins based on real-time data than to those based on
fixed datasets. Real-time digital twins in xR applications usually
involve the continuous collection, processing, and visualization of
detailed operational and potentially sensitive data. Such dynamic
data streams are vulnerable to unauthorized access, possibly lead-
ing to data breaches and compromised system integrity [9, 15].
Additionally, integrating xR applications and digital twins with ad-
ditional (critical) industrial systems may increase the attack surface
even more, making the systems more vulnerable to potential attacks.
Even more potential threats can arise due to common configurabil-
ity issues, ranging from (cross-)dependency issues over unwanted
feature interactions to misconfiguring applications [27, 28, 47]. So,
the more complex and configurable the system, the greater the
attack surface and thus the number of possible attacks [28].

Lessons Learned. To address security challenges, a security en-
gineering approach is recommended, i.e., integrating security into
the development process as phase between domain and application
engineering [26]. For real-time digital twin-assisted xR applications,
implementing a layered security architecture with dynamic encryp-
tion and authentication protocols helps mitigate dynamic risks. In
non-real-time applications, securing stored data with encryption,
access controls (e.g., account systems), and isolating particularly
sensitive data is key. Effective dependency and configuration han-
dling as well as defensive configuring prevent configuring issues
and helps maintaining system confidentiality, integrity, and avail-
ability in different scenarios [35]. In our case, performing not only
feature-/product-based verification (i.e., testing), but also family-
based verification was useful for addressing issues that originate
from the xR application family (e.g., core assets). In addition, iso-
lating (i.e., modularizing) essential features and their source code
under consideration of information hiding and optional encryption
may reduce the attack surface and associated privacy risks.

4 Conclusion

In this paper, we shared our experiences in developing digital twin-
assisted xR applications for industrial environments and efficiently
handling their variability. We presented challenges and associated
lessons learned, including platform specifics, immersion and inter-
action, digital twin-related data fragmentation, accessibility, and
security. Configurability of xR applications is a key requirement to
efficiently develop related variants, which, however, can lead to var-
ious issues to be addressed. Several additional research directions
arise, taking into account the unique properties of digital twins, xR
applications, and industrial environments. For instance, developing
guidelines based on software product lines for handling config-
urability, enhancing data integration and synchronization across
platforms, investigating influences related to no-code / low-code,
or strengthening security measures tailored to occurring feature
interactions and (cross)configurations.

Acknowledgments

The presented work was part of the project “Digital Teaching and
Learning in Augmented Realities (DigiLehR)” (FKZ: FMM2020-15
63-Hochschule Harz) and funded by the Foundation for Innovation
in Higher Education (https://stiftung-hochschullehre.de/).


https://www.hs-harz.de/english/forschung/ausgewaehlte-forschungsprojekte/digilehr
https://stiftung-hochschullehre.de/

Experiences in Developing Configurable Digital Twin-assisted xR Applications for Industrial Environments

References

(1]

[2

=

[3

[10]

[11]

[12

[13]

[17]

[18]

[19

[20]

[21

[22

[23]

[24

[25]

S. Adler and E. Bayrhammer. 2019. Engineering model linking and ontology
linking for production. In European Conference on Smart Objects, Systems and
Technologies (Smart SysTech). 1-6.

S. Alizadehsalehi and I. Yitmen. 2023. Digital twin-based progress monitoring
management model through reality capture to extended reality technologies
(DRX). Smart and Sustainable Built Environment 12, 1 (2023), 200-236.

S. Apel, D. Batory, C. Kastner, and G. Saake. 2013. Feature-oriented software
product lines. Springer.

M. Attaran and B. G. Celik. 2023. Digital twin: Benefits, use cases, challenges,
and opportunities. Decision Analytics Journal 6 (2023), 100165.

M. Billinghurst. 2021. Grand challenges for augmented reality. Frontiers in Virtual
Reality 2 (2021), 578080.

P. Cairns, A. Cox, and A. I. Nordin. 2014. Immersion in digital games: Review of
gaming experience research. Handbook of Digital Games (2014), 337-361.

D. Calandra, F. G. Prattico, A. Cannavo, C. Casetti, and F. Lamberti. 2022. Dig-
ital twin-and extended reality-based telepresence for collaborative robot pro-
gramming in the 6G perspective. Digital Communications and Networks (2022),
315-327.

T. Castro, L. Teixeira, V. Alves, S. Apel, M. Cordy, and R. Gheyi. 2021. A Formal
framework of software product line analyses. ACM Transactions on Software
Engineering and Methodology 30, 3 (2021), 1-37.

A.J. G. de Azambuja, T. Giese, K. Schiitzer, R. Anderl, B. Schleich, and V. R.
Almeida. 2024. Digital twins in Industry 4.0 — Opportunities and challenges
related to cyber security. Procedia CIRP 121 (2024), 25-30.

A. C. C. dos Santos, M. E. Delamaro, and F. L. S. Nunes. 2013. The relationship
between requirements engineering and virtual reality systems: A systematic
literature review. In Symposium on Virtual and Augmented Reality. IEEE, 53-62.
M. Eisentréger, S. Adler, and E. Fischer. 2019. Rethinking software development for
collaboration technologies. In International Conference of Engineering, Technology,
and Innovation (ICE/IEE ITMC). 1-9.

F. A. Fernandes and C. M. L. Werner. 2022. A scoping review of the metaverse
for software engineering education: Overview, challenges, and opportunities.
PRESENCE: Virtual and Augmented Reality 31 (2022), 107-146.

F. E. Fernandes and C. M. L. Werner. 2022. Software product line for metaverse:
Preliminary results. In Smartworld, Ubiquitous Intelligence & Computing, Scal-
able Computing & Communications, Digital Twin, Privacy Computing, Metaverse,
Autonomous & Trusted Vehicles (SmartWorld/UIC/ScalCom/DigitalTwin/PriCom-
p/Meta). IEEE, 2413-2420.

G. Fortino and C. Savaglio. 2023. Integration of digital twins & internet of things.
In The Digital Twin. Springer, 205-225.

S. Guikema and R. Flage. 2024. Digital twins as a security risk. Perspective 121
(2024), 1-5.

Z.Han, Y. Li, M. Yang, Q. Yuan, L. Ba, and E. Xu. 2020. Digital twin-driven
3D visualization monitoring and traceability system for general parts in con-
tinuous casting machine. Journal of Advanced Mechanical Design, Systems, and
Manufacturing 14, 7 (2020), 1-15.

M. A. Hazrat, N. M. S. Hassan, A. A. Chowdhury, M. G. Rasul, and B. A. Taylor.
2023. Developing a skilled workforce for future industry demand: The potential
of digital twin-based teaching and learning practices in engineering education.
Sustainability 15, 23 (2023), 16433.

R. Hunicke, M. Leblanc, and R. Zubek. 2004. MDA: A formal approach to game
design and game research. AAAI Workshop - Technical Report 1 (01 2004).

T. Kaarlela, S. Pieské, and T. Pitkdaaho. 2020. Digital twin and virtual reality
for safety training. In International Conference on Cognitive Infocommunications
(CogInfoCom). IEEE, 115-120.

H. M. Kamdjou, D. Baudry, V. Havard, and S. Ouchani. 2024. Resource-Constrained
eXtended reality operated with digital twin in industrial Internet of Things. Open
Journal of the Communications Society (2024).

E. Kuiter, A. Kniippel, T. Bordis, T. Runge, and I. Schaefer. 2022. Verification
strategies for feature-oriented software product lines. In International Working
Conference on Variability Modelling of Software-Intensive Systems (VaMoS). ACM,
1-9.

V. Kuts, T. Otto, E. G. Caldarola, G. E. Modoni, and M. Sacco. 2018. Enabling the
teaching factory leveraging a virtual reality system based on the Digital Twin. In
EuroVR Conference. VTT Technology.

A. Liljaniemi and H. Paavilainen. 2020. Using digital twin technology in engineer-
ing education—course concept to explore benefits and barriers. Open Engineering
10, 1 (2020), 377-385.

S. Malakuti. 2021. Emerging technical debt in digital twin systems. In International
Conference on Emerging Technologies and Factory Automation (ETFA). IEEE, 01-04.
A. Martinez-Gutiérrez, J. Diez-Gonzélez, P. Verde, and H. Perez. 2023. Conver-
gence of virtual reality and digital twin technologies to enhance digital operators’
training in industry 4.0. International Journal of Human-Computer Studies 180
(2023), 103136.

111

[26]

[27]

(28]

[30

[31]

(32]

(34]

(35]

[36

N
fla’

[44]

[45]

[46

[47

(48]

VaMoS 2025, February 04-06, 2025, Rennes, France

R. May, C. Biermann, A. Kenner, J. Kriiger, and T. Leich. 2023. A product-line-
engineering framework for secure enterprise-resource-planning systems. In In-
ternational Conference on ENTERprise Information Systems. Elsevier, 1-8.

R. May, C. Biermann, J. Kriiger, and T. Leich. 2025. Asking security practitioners:
Did you find the vulnerable (mis)configuration?. In International Workshop on
Variability Modelling of Software-intensive Systems (VaMoS). ACM, 1-10.

R. May, C. Biermann, X. M. Zerweck, K. Ludwig, J. Kriiger, and T. Leich. 2024.
Vulnerably (mis)configured? Exploring 10 years of developers’ Q&As on Stack
Overflow. In International Workshop on Variability Modelling of Software-intensive
Systems (VaMoS). ACM, 112-122.

R. May and K. Denecke. 2024. Conversational agents in healthcare: A variability
perspective. In Working Conference on Variability Modelling of Software-Intensive
Systems (VaMoS). ACM, 123-128.

R. May., T. Niemand., P. Scholz., and T. Leich. 2023. Design patterns for monitoring
and prediction machine learning systems: Systematic literature review and cluster
analysis. In International Conference on Software Technologies (ICSOFT). SciTePress,
209-216.

K. Meixner, K. Feichtinger, H. S. Fadhlillah, S. Greiner, H. Marcher, R. Rabiser,
and S. Biffl. 2024. Variability modeling of products, processes, and resources in
cyber—physical production systems engineering. Journal of Systems and Software
211 (2024), 112007

M. Nieke, C. Seidl, and S. Schuster. 2016. Guaranteeing configuration validity
in evolving software product lines. In International Workshop on Variability
Modelling of Software-intensive Systems (VaMoS). ACM, 73-80.

C. Quinton, M. Vierhauser, R. Rabiser, L. Baresi, P. Griinbacher, and C. Schuh-
mayer. 2021. Evolution in dynamic software product lines. Journal of Software:
Evolution and Process 33, 2 (2021), €2293.

E. M. Raybourn, W. A. Stubblefield, M. Trumbo, A. Jones, J. Whetzel, and N.
Fabian. 2019. Information design for xr immersive environments: Challenges
and opportunities. In International Conference on Virtual, Augmented and Mixed
Reality. Multimodal Interaction (VAMR). Springer, 153-164.

S. Samonas and D. Coss. 2014. The CIA strikes back: Redefining confidentiality,
integrity and availability in security. Journal of Information System Security 10, 3
(2014).

G. Schuh, M. Riesener, A. Giitzlaff, C. Délle, S. Schmitz, J. Ays, S. Wlecke, J. Tittel,
and Y. Liu. 2022. Industry 4.0: Agile development and production with internet
of production. In Handbook Industry 4.0: Law, Technology, Society. Springer,
367-390.

G. Schuh, P. Scholz, T. Leich, and R. May. 2020. Identifying and analyzing data
model requirements and technology potentials of machine learning systems in
the manufacturing industry of the future. In ITM). IEEE, 1-10.

G. Schuh, P. Scholz, and M. Nadicksbernd. 2020. Identification and characteriza-
tion of challenges in the future of manufacturing for the application of machine
Learning. In International Scientific Conference on Information Technology and
Management Science of Riga Technical University (ITMS). IEEE, 1-10.

S. M. E. Sepasgozar. 2020. Digital twin and web-based virtual gaming technolo-
gies for online education: A case of construction management and engineering.
Applied Sciences 10, 13 (2020), 4678.

M. Singh, E. Fuenmayor, E. P. Hinchy, Y. Qiao, N. Murray, and D. Devine. 2021.
Digital twin: Origin to future. Applied System Innovation 4, 2 (2021), 36.

D. Stone, C. Jarrett, M. Woodroffe, and S. Minocha. 2005. User interface design
and evaluation. Elsevier.

F. Tao, B. Xiao, Q. Qi, J. Cheng, and P. Ji. 2022. Digital twin modeling. Journal of
Manufacturing Systems 64 (2022), 372-389.

X. Tu, J. Autiosalo, R. Ala-Laurinaho, C. Yang, P. Salminen, and K. Tammi. 2023.
TwinXR: Method for using digital twin descriptions in industrial eXtended reality
applications. Frontiers in Virtual Reality 4 (2023), 1019080.

M. P. Uysal and A. E. Mergen. 2021. Smart manufacturing in intelligent digital
mesh: Integration of enterprise architecture and software product line engineer-
ing. Journal of Industrial Information Integration 22 (2021), 100202.

E. Van Der Horn and S. Mahadevan. 2021. Digital twin: Generalization, charac-
terization and implementation. Decision Support Systems 145 (2021), 113524.

P. Weichbroth. 2020. Usability of mobile applications: a systematic literature
study. IEEE Access 8 (2020), 55563-55577.

T. Xu and Y. Zhou. 2015. Systems approaches to tackling configuration errors: A
survey. Comput. Surveys 47, 4 (2015), 1-41.

C. Yang, X. Tu, J. Autiosalo, R. Ala-Laurinaho, J. Mattila, P. Salminen, and K.
Tammi. 2022. Extended reality application framework for a digital-twin-based
smart crane. Applied Sciences 12, 12 (2022), 6030.

Y. Yin, P. Zheng, C. Li, and L. Wang. 2023. A state-of-the-art survey on augmented
reality-assisted digital twin for futuristic human-centric industry transformation.
Robotics and Computer-Integrated Manufacturing 81 (2023), 102515.

T. Zhan, K. Yin, J. Xiong, Z. He, and S.-T. Wu. 2020. Augmented reality and virtual
reality displays: Perspectives and challenges. iScience 23, 8 (2020).

H. Zhang, Q. Yan, and Z. Wen. 2020. Information modeling for cyber-physical
production system based on digital twin and AutomationML. The International
Journal of Advanced Manufacturing Technology 107, 3 (2020), 1927-1945.



UVL.js: Experiences on using UVL in the JavaScript Ecosystem

Victor Lamas

Maria-Isabel Limaylla-Lunarejo

Miguel R. Luaces

CITIC Research Center, Database Lab, CITIC Research Center, Database Lab, CITIC Research Center, Database Lab,

Universidade da Corufia
A Corufia, Spain
victor.lamas@udc.es

David Romero-Organvidez
I3US, University of Seville
Seville, Spain
drorganvidez@us.es

Abstract

The Universal Variability Language (UVL) was developed as a
community-driven effort to create a simple yet extensible language
for feature modeling, promoting tool interoperability within the
software product line community. Although UVL is supported
by several tools like FeatureIDE, Flamapy, and Pure::variants, it
currently lacks direct support for web environments. To address
this, we introduce a JavaScript-based UVL parser built with the
ANTLR framework. This parser makes UVL models accessible di-
rectly within browser-based environments, eliminating the need
for extra installations and enhancing UVL'’s usability for web-based
tools. Furthermore, the parser can be used in back-end environ-
ments with JavaScript runtime environments such as Node.js. The
parser has been successfully tested with more than 1,000 UVL mod-
els available on UVLHub and supports various UVL language levels
and conversion strategies. We demonstrate its integration through
two use cases: UVLHub, a public repository for UVL models de-
veloped using open science principles, and an application lifecycle
management tool for software product lines. This JavaScript UVL
parser is the first of its kind, unlocking new possibilities for web
and JavaScript applications to take advantage of the advancements
in UVL technology.
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1 Introduction

The Universal Variability Language (UVL), a textual notation for
variability models, was recently developed due to community effort
[2]. The MODEVAR initiative [1] aims to achieve widespread adop-
tion of a single language (UVL), as the variety of languages available
limits tool interoperability [6]. To support this, the UVL parser [10]
introduces an extension mechanism designed to handle different
levels of complexity. It includes two main components: language
levels, which define a simple core language with optional and more
complex extensions, and conversion strategies that allow tools to
translate between these levels. These strategies replace complex
constructs with simpler and semantically equivalent expressions,
enabling better tool interoperability. The parser allows tool devel-
opers to select the language level they support while automatically
converting unsupported features.

JavaScript is a dynamic, high-level programming language that
has become crucial for modern web development. Its primary role as
a web application language is to allow developers to design respon-
sive and interactive user interfaces directly within the browser. Its
flexibility extends far beyond scripting on the client side. JavaScript
has evolved into a powerful platform for server-side development,
supporting a whole ecosystem of server-side components, espe-
cially with the introduction of runtime environments like Node js.
This includes frameworks for building services, REST APIs, and
full-fledged back-ends. Because of its seamless integration with
HTML and CSS, JavaScript is widely used and indispensable for cre-
ating intricate, feature-rich web applications that work on various
platforms.

In this work, we enhance UVL’s accessibility for web platforms
by introducing a JavaScript-based parser for the language. Using
JavaScript’s widespread adoption and client-side runtime capabili-
ties, the parser makes UVL accessible in web-based environments
without requiring additional tooling or installations. This facilitates
more straightforward integration with current web technologies
and encourages wider adoption of UVL by enabling developers to
process and work with variability models within web applications.
The parser also supports UVL’s language levels and conversion
strategies to ensure compatibility with different toolchains.

Listing 1 shows an example in UVL format of a feature model
to obtain different smartwatch configurations. There are two main
blocks: features and constraints. Thanks to the indentations, we can
create blocks that group the features under a common hierarchy. For
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example, in the mandatory block, at the first level of indentation,
there are the features screen and energy management. In turn,
the feature screen is of the alternative type, i.e., there is a choice
between two types of screen: touch or standard. The constraints
block allows the definition of restrictions between features, using
the features’ identifiers as a reference.

1

2

namespace smartwatch

features
smartwatch
mandatory
screen
alternative
touch
standard
"energy management"
alternative
basic
"advanced solar"
optional
payment
gps
"sports
or

tracking"

running

skiing

hiking
constraints

I (payment & standard)
"sports tracking" => gps

Listing 1: Feature model example in UVL

2 JavaScript Parser for UVL

The UVL Parser [10] for Python and Java has already been published
in a GitHub repository!. The repository encourages community
collaboration by accepting contributions in other languages imple-
menting UVL parsing. ANTLR is the foundation for the grammar
parsing [7]. Our work involved adding new definitions to the base
grammar already established for other languages in the repository,
specifically incorporating elements such as opening and closing
parentheses and brackets, considering the different features’ depth.
We then used the ANTLR4 JavaScript generator to generate the
corresponding JavaScript classes based on UVL grammar automati-
cally. These classes produce interfaces programmers can implement
to process, read, and export the Abstract Syntax Tree (AST) from
any UVL feature model definition. The parser initially passed 70%
of the UVLs when we first tested it with all UVLs available on UVL-
Hub. The errors were not due to our parser but rather the improper
use of quotation marks in certain UVLs. We informed the UVLHub
administrators so they could correct the issue. After they resolved
it, we revalidated our parser with all UVLs from UVLHub, and it
successfully passed their 1,515 feature models.

Ihttps://github.com/Universal- Variability-Language/uvl-parser
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import { FeatureModel } from 'uvl-parser';

const featureModel = new FeatureModel ('
example.uvl');

const tree = featureModel.getFeatureModel();

Listing 2: Example usage of JavaScript UVL Parser

Listing 2 demonstrates a basic usage example. The process begins
by importing the FeatureModel class. Next, an instance of the
class is created, with the UVL file location passed as an argument
to the constructor. The location of the UVL file is provided as an
argument to the constructor, which creates an instance of the class.
The constructor will directly parse the input text if the file is not
found at the specified path. In this case, it will treat the parameter
as if the UVL were provided in plain text rather than as a file path.
The method getFeatureModel () within the FeatureModel class
parses the UVL file into an AST. An error is raised if the file does
not conform to the UVL grammar.

To further enhance the usability of this new parser, it has been
added to the standard package manager for Node.js: the npm reg-
istry 2. This allows developers to easily include the library as a
dependency on their existing Node.js projects.

3 Integration into Web-based Tools

We integrated the parser into two distinct tools: UVLHub and
SPLALM. The following sections describe these integrations.

3.1 UVLHub, an Online Repository for UVL
Models

UVLHub is a repository for feature models in UVL format [9]. It
adheres to open science principles, promoting the dissemination
and sharing of knowledge [8]. The repository is integrated with
Zenodo 3 to ensure the permanent storage of the models. This in-
tegration enables each model to receive a Digital Object Identifier
(DQJ) for easy citation. UVLHub also provides an REST API, al-
lowing programmatic access to the models and facilitating their
integration into other analysis tools. By unifying and standardizing
access to feature models, UVLHub contributes to open science. It
promotes transparency and replicability in software engineering
variability research, enabling researchers to access and share data
effectively.

Figure 1 shows the integration of uvl-parser with UVLHub. The
uvl-parser package is available through the Node.js NPM manager.
UVLHub maintains a package log within its package.json file, includ-
ing the uvl-parser package. Due to the modular architecture of UVL-
Hub, each module specifies how its JavaScript scripts should be com-
piled using Webpack. Webpack is a module bundler for JavaScript
that combines and optimizes code files and resources—such as CSS,
images, and scripts—into one or more files [3]. This process en-
hances development efficiency and improves the performance of
web applications.

The parser integration with the actual JavaScript code has been
done thanks to the snippet shown in Listing 2. The integration
occurs on the client side to optimize resources. Whenever a UVL

Zhttps://mpmjs.com/package/uvl-parser
Shttps://zenodo.org/
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Figure 1: Integration of the UVL parser into UVLHub ecosys-
tem
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Figure 2: Integration of the UVL parser into UVLHub graphic
interface

file is uploaded, the system parses its content. If any syntax errors
are detected, they are displayed in the interface, and the upload
is canceled. This parser ensures that invalid UVL models are not
uploaded. Figure 2 shows the visual interface of UVLHub and the
error message that the uvl-parser throws when trying to upload
a UVL model with syntactical errors. This integration is already
available in the production version of UVLHub *.

3.2 SPLALM, a Web-based PLE Factory

SPLALM [4] is an application lifecycle management tool designed
for software product lines. SPLALM enables users to manage multi-
ple software product lines, each characterized by its feature model
in UVL and a collection of source code assets. Within SPLALM,
users can also maintain a portfolio of products, with each product
having its configuration and associated source code. SPLALM uses
GitLab as a version control repository for product source code and
product line assets. It implements a Git branching model to track
configuration history effectively. SPLALM uses spl-js-engine [5],
a JavaScript library created to produce source code for finished
products using an annotative approach. This is accomplished by

“https://www.uvlhub.io
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Figure 4: Architecture of SPLALM product derivation after
UVL parser changes

combining a product specification, a feature model for a product
line, and annotated code. Spl-js-engine verifies the product specifi-
cation against the feature model before producing the code.

In SPLALM, the product derivation component plays a critical
role in managing and generating software products based on de-
fined feature models. When providing a feature model for the SPL,
SPLALM accepts both FeatureIDE files and UVL files. However,
the product derivation component relied on a custom, ad-hoc UVL
parser because the official UVL parser did not support JavaScript.
Moreover, the component had to convert UVL files into the Fea-
tureIDE language because it was the only format accepted by the
spl-js-engine for code generation, as shown in Figure 3.

The introduction of a new, integrated JavaScript UVL parser
marked a significant improvement. As shown in Figure 4, the ad-
hoc UVL parser was removed, and the new JavaScript UVL parser
was directly integrated into the spl-js-engine derivation engine.
This integration allowed the derivation engine to autonomously de-
termine which parser to use based on the input file format, whether
FeatureIDE or UVL. As a result, the engine can now directly gen-
erate the Abstract Syntax Tree (AST) from the input, improving
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the process of producing the final source code for the required
products. This transition from a standalone ad-hoc UVL parser to
an integrated parser within the derivation engine yielded several
advantages. It eliminated an unnecessary processing step, reduc-
ing dependencies on external components. By integrating the UVL
parser, the overall performance and simplicity of SPLAM were sig-
nificantly improved. This change not only simplifies maintenance
but also alleviates some technical debt. Figure 4 shows a screenshot
of the Graphical User Interface of the UVL editor in SPLALM, which
UVL.js supports.

oo

Feature model editor
1 features
2 GEMA_sPL
3 mandatory

ndatory
oM_spatialDatabase

iatory
DI_SD_PostaIs

1 DM_GenerationType

1 alternative
DH_GT_Tdentity

DH_GT_Sequence

andatory
DM_Dataserver
optional

D DS Types

04 05 Gallery
20 D _DS_Address
21 DM 0S_GTFS

2 optional

2 oM _pataTnput

DH_DI_DataFesding
or

DM _DI_DF Shapefile
DN_DI_DF Raster
DM DI DF CSV

Figure 5: SPLALM Graphical User Interface: UVL editor

4 Conclusions and Future work

In this paper, we improved the accessibility and usability of the
Universal Variability Language (UVL) in web-based environments
by introducing a parser for UVL based on JavaScript. We show-
cased the parser’s seamless integration into two web-based tools,
utilizing JavaScript’s widespread application in web development
to encourage broader UVL adoption without requiring extra soft-
ware installations. The parser supports UVL’s language levels and
conversion strategies, ensuring interoperability across different
toolchains.

For future work, we propose developing more complex libraries
around the parser to expand its capabilities and utility in diverse
applications.

Material

We provide the code related to the paper. You can find the JavaScript
version of the parser at this link: https://github.com/Universal-
Variability-Language/uvl-parser, and the UVLHub code for inte-
gration at https://github.com/diverso-lab/uvlhub.
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Abstract

Software product line engineering (SPLE) enables systematic reuse
in developing various products within specific domains. Several
approaches have been proposed to support SPLE implementation.
In this paper, we report our experiences using delta-oriented pro-
gramming (DOP) to implement a payment gateway product line.
The implementation has specific challenges because the services
of payment gateway are provided by many vendors. Even though
they offer similar core services, each vendor often has distinct
characteristics that must be accommodated in the product line
application. The core services are modeled as similar features in
the feature model, but each vendor’s implementation might dif-
fer. Therefore, the feature selection must address vendor-specific
configurations, requiring a multi-level configuration. This paper
discusses the challenges and proposes solutions for achieving a
multi-level configuration in the payment gateway domain. We also
implement the solution as a tool support to enhance flexibility and
promote applicability across other domains.
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1 Introduction

A payment gateway is a technology that facilitates secure financial
transactions between customers, merchants, and financial insti-
tutions. Payment gateway providers (vendors) offer similar core
services for processing online payments, enabling merchants to
securely transmit payment information. Additionally, they provide
customizations, such as support for various payment methods, in-
tegration with different financial institutions, and compliance with
diverse regulatory requirements across regions. However, manag-
ing variability in payment gateways presents several challenges
due to the wide-ranging requirements, configurations, and features
across different payment providers, merchants, and transaction
types.

To address these challenges, Software product line engineering
(SPLE) offers a compelling solution by enabling the systematic
reuse of software components to produce diverse variants [3, 14].
This approach is particularly suited for domains that exhibit high
variability, demand rapid adaptation to market shifts, and potential
for reuse of core components across multiple products [1]. The
payment gateway domain is well-suited for SPLE to meet varying
customer needs while maintaining a shared core of functionality.

In this research, we implement a payment gateway software
product line (SPL) using delta-oriented programming (DOP) ap-
proach [15]. The languages that support DOP are Delta] [10], ab-
stract behavioral specification (ABS) [8], and variability modules
for Java (VM]) [17]. We choose VM]J to implement the payment
gateway because it uses standard Java language. VM] utilizes Java
modules and design patterns (decorator and factory) to apply the
principles of core and delta modules in Java.

The payment gateway SPL integrates services and relies on ap-
plication programming interfaces (API) from various vendors. We
refer to the domain analysis of the payment gateway product line
conducted by [9] and explore public API documentation from sev-
eral payment gateway vendors. We found that similar features
in the feature diagram may have varying implementations across
the vendors. Thus, product generation must consider both feature
selection and vendor selection.
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Disbursement Payment
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ExchangeRate FixedCurrency

Figure 1: Feature diagram of the payment gateway, adopted
from [9]

The multi-level configuration could support the feature selection,
which depends on the vendors. It is a form of staged configuration
with choices available to each stage [4]. The multi-level configu-
ration is a process where system configuration choices are made
in multiple stages, with each stage eliminating some configuration
options [5]. Multi-level configuration is realized in some tools, such
as V4rdiac for managing variability in cyber-physical production
systems [6], ABS tool for managing microservices configurations of
web-based SPL [16], Pure::variants tool to create multiple feature
models that describe the overall system’s variability [2].

We utilize a multi-level configuration approach to manage var-
ious variability in implementing the payment gateway SPL. For
the payment gateway SPL, the user chooses the vendor in the first
stage, and features are selected in the second stage. However, each
vendor might also use distinct terminology to describe similar con-
cepts. For instance, while vendor A uses the term customer name,
vendor B uses account holder name to refer to a client using their
services. The multi-level configuration is not enough because we
have to define vendor-specific configurations to solve the different
terminology problems.

This paper reports our experiences solving the challenges of im-
plementing the payment gateway SPL using DOP. We propose the
solution in the domain implementation and develop a tool to sup-
port multi-level configuration by extending FeatureIDE. Although
we only present SPL payment gateway as a case study, the tool can
be used to support a broad range of domains. Moreover, providing
tools to support DOP with standard Java is essential to increase the
adoption of this flexible variability implementation approach.

The paper is structured as follows. In Section 2, we propose the
multi-level configuration approach for payment gateway SPL. Sec-
tion 3 explains the usage of a Config adapter for unifying different
external services from multiple vendors. In Section 4, we summarize
insights and challenges as the lesson learned. Section 5 concludes
the paper and discusses future work.

2 Multi-Level Configuration

We use the domain analysis conducted in [9] and the snippet of
the feature diagram is shown in Figure 1. We explore the public
API documentation from four payment gateway vendors: Flip [7],
Xendit [19], Oy [13], and Midtrans [12]. Our implementation is
based on real-world scenarios using actual API documentation
from these vendors, ensuring practical applicability.

We identified an issue where the selection of Payment feature
variants depends on the chosen vendor. For example, both Mid-
trans and Flip vendors offer similar payment method variants, such
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as credit card, ewallet, and virtual account. During the implemen-
tation, we connected to real APIs from the vendors, where each
vendor provides distinct API services. Consequently, the generated
application for the similar virtual account feature differs between
Midtrans and Flip. To address this, we propose a multi-level config-
uration approach for payment gateway SPL, which divides product
derivation into sequential stages. The first stage involves vendor
configuration, while the subsequent stage allows the configuration
of features constrained by the selected vendor.

We use FeatureIDE for feature modeling, domain implemen-
tation, and feature selection. The domain implementation is de-
veloped using VM]J [17]. We extend FeatureIDE by adding a new
composer, called the WinVMJ Composer?, which facilitates work-
ing with the VM]J language. The mapping between features and
their Java module implementations is defined in a JavaScript Object
Notation (JSON) file. This mapping file is structured as a dictio-
nary, where keys represent feature variation names, and values
contain lists of modules required for each feature variation. The
product generation process uses a configuration file to define se-
lected features. The WinVM] Composer automatically generates,
compiles, and runs valid product modules based on the specified
configuration.

We propose two approaches for managing the multi-level con-
figuration using FeatureIDE:

(1) Configuration File

AFeatureIDE config file contains a single <configuration>
element encompassing a list of <feature> elements. While
this structure effectively supports single-level configura-
tions, it does not inherently support multi-level configu-
ration processes. To enable the multi-level configuration, we
propose extending the structure of the FeatureIDE config
file, as shown in Listing 1. We introduce a new root element,
<multi-configuration>, which wraps individual configu-
rations. Each <configuration> element includes a model
attribute that references the specific feature model file it
corresponds to.

1 <?xml version="1.0" encoding="UTF-8" standalone="no"
>

2 <multi-configuration>

3 <configuration model="vendors.uvl">

4 <feature automatic="selected" name="Vendor"/>

5 <feature name="Flip"/>

o e
7 </configuration>
g <configuration model="paymentfeatures.uvl">
9 <feature automatic="selected" name="Gateway"/>
10 <feature name="Disbursement"/>
1 <feature name="Payment"/>

2

3

4

</configuration>
</multi-configuration>

Listing 1: Proposed Multi-level XML Configuration Format

!https://gitlab.com/RSE- Lab-Fasilkom-UI/PricesIDE/winvmj- composer
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The current FeatureIDE project architecture is designed
around a single root feature model per project. Implement-
ing comprehensive support for multi-level configuration in
the user interface would require substantial modifications to
both the core and user interface functionality of FeatureIDE.
To address this limitation, we develop a prototype Java pro-
gram to manage multi-level configuration using the newly
proposed Multi-level XML Format. The resulting configura-
tion is then used for product generation in FeatureIDE with
the WinVM]J Composer.

(2) Partial Configuration
We use an alternative approach to manage configurations at
different levels. FeatureIDE supports deriving a subset SPL
from partial configurations, allowing users to progressively
narrow down their configuration choices based on prior
selections [11]. This feature can be utilized to perform staged
configurations for the payment gateway SPL.
At the first stage of configuration, the user selects the re-
quired vendors (e.g., Flip and Midtrans) and removes the
rest (e.g., Oy and Xendit). Then, the user uses the partial
configuration feature to derive a subset SPL based on the
selected vendors. In the second stage, the available feature
variants are restricted to only those provided by the vendors
chosen in the previous stage. In this example, only the fea-
tures supported by Flip and Midtrans will be included in the
newly generated SPL. The user can then select from these
available features, and the WinVMJ Composer generates the
product variant.
When using the partial configuration approach, there is no
strict order for feature selection. Users can select vendors
and Payment Gateway features in any sequence. Therefore,
this does not align with the intended configuration process,
where vendor selection should precede feature selection. In
future work, FeatureIDE should be extended to support multi-
level configuration using Multi-level XML Format defined
in the first approach.

3 Unifying Multiple Vendors

The payment gateway SPL is developed using the Java language
that follows VMJ architectural pattern. VM]J is designed based on
the DOP approach, so the implementation is divided into core and
delta modules. The core modules implement the common parts, and
the delta modules consist of variants’ implementation. We analyze
the common and variant parts of each feature from the vendor’s API
documentation. We use the UML diagram with UML-DOP profile
(UML-DOP diagram) to model the common and variant parts of
each feature.

The UML-DOP profile extends the UML metamodel to repre-
sent delta-oriented notation in the UML [18]. For illustration in
this section, we use the Disbursement. A snippet of the UML-DOP
diagram for Disbursement core module is shown in Figure 2. Based
on the UML-DOP diagram, we develop the payment gateway SPL
using the WinVMJ Composer in FeatureIDE. The implementation
is available in this repository https://gitlab.com/RSE-Lab-Fasilkom-
Ul/PricesIDE/payment-gateway/vmj-payment-gateway.
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Figure 2: UML-DOP diagram of the Disbursement core mod-
ule

We explore the API documentation to connect the core module to
external services provided by vendors. We found that attributes for
Disbursement features may have different names across different
vendors, as illustrated in Table 1. Different vendors could have
different terms that serve the same function. For example, there is
bank code attribute in Figure 2 that represent a beneficiary’s bank.
Flip uses a similar term, but Xendit uses the term channelCode to
represent a similar meaning.

Feature Flip Xendit
* amount « amount
Disbursement « bankCode « channelCode

« accountNumber « accountNumber

Table 1: Variant Attributes for the Disbursement in Flip and
Xendit

Due to the different terms of each vendor, the multi-level config-
uration is insufficient to support product derivation in the payment
gateway SPL. When we choose an attribute’s name in the core mod-
ule, we should have a map between this name to the actual attribute
name for each vendor. For example, when a user chooses Xendit as
the vendor, the Xendit API requires channelCode attribute instead
of bankCode. This could lead to the creation of a new variability
within the Disbursement feature, namely Disbursement and Dis-
bursement with Xendit. To preserve Disbursement variability, we
introduce a Config adapter to manage different terms across ven-
dors.

The design of the Config adapter is as shown in Figure 3. When
users select Flip as the vendor, the DF1ip delta is applied to the
core module. This selection is marked by the stereotype «when» on
the abstraction line linking the F1ip component to the DF1ip delta
module. Within the ConfigImpl class of the DF1ip delta, all func-
tions in the core module is modified to align with the requirements
specified by the Flip vendor.

The Config adapter consists of functions required to manage the
attributes needed for transactions with each vendor. During feature
selection, the Config adapter is injected based on the vendor selec-
tion. This approach allows for the unification of multiple vendors
without creating an additional level of variation in the Payment
and Disbursement features.
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Figure 3: UML-DOP diagram of the Config adapter

The architecture of our solution is illustrated in Figure 4. As
explained in Section 2, we extend the FeatureIDE with a new com-
poser to support DOP implementation with VMJ. We develop a new
composer based on VM]J to ease the adoption of the implementation
approach using standard Java. The WinVM] Composer consists
of VM]J libraries that currently support web-based SPL develop-
ment and a source compiler for the product generation. While we
demonstrate the use of the WinVMJ Composer for the payment
gateway implementation, this tool can be used to develop SPLs in
any domain.

1
WinVMJ Composer
VMJ
Lbraries ]
FeaturelDE E —OH foranies
Source
Compiler E
1 @
Product Line
External :
Business
éSewice 1 % Logic E
External Config
% Service 2 O Adapter E

Figure 4: Solution Architecture

Based on the implementation of the payment gateway SPL, exter-
nal API services use various terms for similar features. The feature’s
selection also depends on the chosen vendor, but the multi-level
configuration is insufficient to address this challenge. This issue
can arise in any domain that integrates multiple external services
with varying terminologies. Our approach, which defines a Config

119

Tsany et al.

adapter, is designed to support product line implementation that
requires external services. As illustrated in Figure 4, the Config
adapter is a part of product line implementation. The developer
could extend the design of Config adapter, shown in Figure 3, to
integrate with other external services in any domain.

4 Lesson Learned

This section highlights the lessons learned during the implementa-
tion of the payment gateway SPL using DOP. We discuss several
valuable insights and notable challenges for future research and
development.

We observed that SPLs offer great potential for integrating with
external services, enabling enhanced flexibility and scalability. This
capability allows developers to leverage the strengths of external
APIs to create more dynamic and adaptable SPL. However, a re-
curring issue we identified in the payment gateway SPL is that
external services frequently use unique naming conventions for
their features.

Features that serve the same purpose across different external
services often have different attributes, which complicates their
integration. This variability requires the implementation of mech-
anisms to maintain feature consistency across different systems,
ensuring seamless integration and configuration. Our solution is us-
ing a Config adapter to unify the variability across service providers.

We found that payment gateway APIs vary significantly across
vendors, making multi-level configuration a valuable strategy for
managing variability. We learned that FeatureIDE still requires ex-
tensions to support staged configurations. The partial configuration
approach proved effective for narrowing down feature options pro-
gressively, but it also revealed gaps in enforcing configuration order.
Extending the FeatureIDE configuration file revealed a critical need
for adaptability to support complex SPLs.

Our experience with the payment gateway SPL closely simu-
lates real-world scenarios, as we connect to actual APIs of existing
payment gateway vendors. However, we did not encounter issues
related to "removed elements" from the core modules. In VM], the
delta modifier remove is implemented by throwing an exception in
Java, as removing elements is not directly supported.

5 Conclusion and Future Work

We successfully implement the payment gateway SPL using DOP.
We develop a tool to support multi-level configuration that divides
product derivation into sequential stages. The first stage involves
vendor configuration, while the second stage allows feature configu-
rations constrained by the selected vendor. Based on our experience,
multi-level configuration is insufficient to generate products based
on a specific vendor. We design and implement the Config adapter
to manage vendor-specific configurations.

We plan to improve the tool support by implementing
cross-constraint evaluation between different feature models. Fea-
tureIDE has a SAT solver to manage the cross-tree constraint. Fur-
thermore, we plan to implement a support for multi-product line
(MPL) in the tool. Therefore, the payment gateway SPL can be
integrated to other SPLs.
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Abstract

Feature modeling is widely used to represent variability in software
systems, but as feature models grow in size and complexity, manual
analysis becomes infeasible. Automated Analysis of Feature Models
(AAFM) is a set of tools and algorithms that enable the computer-
aided analysis of such models. Recently, the AAFM community has
made an effort to enable the interoperability of tools by means of
the UVL language, however, most of the supporting tools need to
execute the operations in a server. This have two main drawbacks,
first it requires users to upload the model to remote servers, im-
posing security concerns and second, limits the complexity of the
operations that an online tool can offer. In this paper, we intro-
duce flamapy.ide, an integrated development environment (IDE)
based on the flamapy framework, and designed to perform AAFM
directly within the browser by relying on WASM technologies.
flamapy . ide provides SAT and BDD solvers for efficient feature
model analysis and offers support for handling UVL files. Also,
enables the configuration and visualization of such models relying
on a fully client-side approach. This tool brings AAFM capabili-
ties to web-based platforms, eliminating the need for server-side
computation while ensuring ease of use and accessibility.
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1 Introduction

Feature modeling has become the de facto standard for representing
variability in software systems [7]. As variability models grow in
complexity and size—such as in the Linux kernel [18] or Debian
distributions [9]—manual analysis becomes unfeasible. To manage

This work is licensed under a Creative Commons Attribution International
4.0 License.

VaMoS 2025, Rennes, France

© 2025 Copyright held by the owner/author(s).
ACM ISBN 979-8-4007-1441-2/25/02
https://doi.org/10.1145/3715340.3715436

José A. Galindo
University of Seville
Sevile, Spain
jagalindo@us.es

David Benavides
University of Seville
Seville, Spain
benavides@us.es

these large models, the only viable approach involves computer-
aided techniques and algorithms known as Automated Analysis of
Feature Models (AAFM).

Recently, the community have put efforts on trying to ease off
the access to FMs [22] and increase the interoperability between
models. First, the Universal variability language (UVL) [2] have
been proposed to facilitate interoperability between tools and re-
duce fragmentation in the feature modeling ecosystem. The aim
is to enable seamless export and import of feature models across
different tools, both online and offline. Second, tools like Feature-
IDE [15], flamapy [11], UVLS [17], and Travart [6] have adopted
and supported this common standard.

Over the past 30 years [10], numerous AAFM tools have been
developed, ranging from open-source options like Feature-IDE [15]
to proprietary tools such as Gears [16] and pure::variants [3]. Addi-
tionally, web-based tools like Glencoe [24] and SPLOT [19] have
emerged. A comprehensive review of these tools is available in [8,
13]. However, FMs are not just technical artifacts; they are essential
business assets that outline both the current features of products
and potential future additions. This introduces security concerns
when using online AAFM tools, especially since feature models may
contain sensitive strategic information for a company. Moreover,
the high computational demands of certain AAFM operations [20]
(i.e., find the number of configurations in a FM) have limited the
availability of these on online platforms. At the same time, offline
tools often require more complex installations requiring different
software dependencies thus, making them less attractive to users.

Recently, there has been a shift towards using web browsers as
platforms for fully client-side applications. This is, among other
techniques, this is achieved by the introduction of WebAssembly
(WASM) which allows the execution of high-performance appli-
cations directly in the browser offering near-native performance
and a sandboxed environment. Modern browsers are now capable
of running complex code, including solvers such as pysat [14] and
Python-based applications like those enabled by Pyodide [5].

In this paper, we introduce flamapy.ide , an Integrated Devel-
opment Environment (IDE) based on the flamapy framework [11],
which enables AAFM directly in the browser by means of WASM
techniques. The tool integrates both SAT and BDD solvers and
supports working with UVL files. Additionally, it provides features
for visualizing feature trees in both graphical and textual formats.

Currently flamapy . ide provides the following features executed
directly in the browser, eliminating the need to install software on
the user’s machine.:
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(1) Support for UVL files, including code highlighting and error
inspection.

(2) Retrieval of more than 10 metrics from FM structural proper-
ties and execution of 20 operations, which can be performed
using either SAT or BDD solvers.

(3) Dynamic visualization of UVL models using the D3 visual-
ization library.

(4) Exportation of models to different formats, such as Glencoe
or SPLOT.

The rest of the paper is structured as follows: Section 2 intro-
duces the background for this research. Then, the architecture of
flamapy.ide is presented in Section 3. Finally, conclusions and
future work are presented in Section 5.

2 Background

flamapy [11] is both a tool and a framework written in Python!
that offers full support for the UVL [2] feature model serialization.
Currently it provides more than 20 AAFM analysis operations. In-
ternally its relying on a plugin-based framework heavily inspired
in the MDD frameworks (e.g., modularity, ease of extending the
framework). Currently it offers off-the-shelve solvers based anal-
ysis using the Pysat [14] and CUDD [25] solvers. Those Python
solvers provide either bindings to C++ solvers or direct Python
implementations. Also, flamapy offers easy-to-use interfaces such
as a command line, a FAMILIAR [1] inspired Python interface and
a REST APL

WebAssembly (WASM) and Python. WASM is a binary in-
struction format designed for high-performance execution in web
browsers and other environments. It enables running code written
in multiple languages, such as C, C++, and Rust, at near-native
speed on web platforms. It offers a low-level bytecode that can be
executed by the JavaScript engine present in most modern browsers.
It is executed in a secure sandboxed environment, ensuring safety
in web applications. Beyond browsers, WASM is increasingly used
in other platforms, providing a lightweight, cross-platform runtime
environment.

Pyodide? is a project that brings the Python runtime to the web
by compiling it to WebAssembly (WASM), allowing Python code to
execute directly within the browser. It can load any pure Python
package from the Python Package Index (PyPI). For flamapy.ide,
Pyodide enables seamless client-side execution of flamapy without
requiring users to install additional software.

3 Architecture

flamapy.ide is a web application that runs entirely on the client
side. This means that the various operations it provides (analysis,
validation, import, export, visualization, etc.) are performed without
relying on a connection to an external server for execution.

To achieve this,flamapy . ide relies on the architecture presented
in Figure 1. In this architecture, a server is emulated to handle
client requests. To achieve this, flamapy . ide relies on Web Work-
ers, a JavaScript technology that allows background tasks to be
executed [23]. The main benefit about relying on Web Workers is
that the application remains responsive and reactive when more

http://docs.flamapy.org
Zhttps://pyodide.org/en/stable/
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Figure 1: Architecture diagram

than one execution threat. This is the case of AAFM applications
as the execution time increases as the model size grows, which
would cause the user interface to freeze while waiting for those
operations to complete. This is the reason why flamapy.ide en-
capsulate flamapy inside a Web Worker so a dedicated thread is
created to work on the model at the request of the main thread,
which manages the user interface and its interactions.

Nonetheless, flamapy.ide needs to create a user interface to
be able to create the components of the IDE. For this purpose,
flamapy. ide relies on the Vite® framework which enable the cre-
ation of reusable components at the frontend level.

3.1 Front-end components

To offer a full IDE functionallity, flamapy. ide created the compo-
nents developed shown in Figure 2. Concretely the components
are:

(1) The configuration component: where the user can define a
configuration for the model present in the code editor. This is
important due the need of passing a configuration to certain
operations such as Valid Configuration or to check if there is
any wrong assignment of values [8].

(2) The operations component: this component presents the user
the list of operations to be run. A comprehensive list of opera-
tions available in the tool is presented in Section 4

(3) The code editor: where the model is written, whose value is
analyzed to validate if the model is well specified. Internally
the component rely on the Monaco editor which is the default
editor in VScode?. The rules for syntax highlighting have been
extracted out of the UVLSentinel tool [21].

(4) The result and status component: where the user can see the
results of the operations executed in the IDE.

Shttps://vite.dev/
“https://microsoft.github.io/monaco-editor/
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(5) The information component: where the user can view important
information about the model, such as its features. It also show
any errors found when parsing of the UVL file.

(6) The visualization component: Is it common that a user wants
to visualize in a tree shared graph the feature model encoded
in the UVL format. This component enables the visualization
of a UVL model by generating a D3 based plot®.

3.2 Interface and communication with flamapy

The user interface of the IDE is inspired on previous tools such as
FeatureIDE [15] or Glencoe [24]. Figure 2 shows this interface.
When the Ul is initialized. A Web Worker is simultaneously
created, which runs in another thread. This Web Worker instantiates
the flamapy framework using WASM and communicates with the
main thread by exchanging messages. In this way, when the Web
Worker receives a request, it processes it and performs a specific
action, returning the result to the main thread through messages.
Concretely, there are two types of messages in flamapy.ide :

e Command: this is the type of message sent by the main thread
after a user action on the UL The command and its content vary
depending on the type of interaction generated by the user. For
example, in the case of checking the satisfiability of the model, it
will send the operation name, and the UVL file itself to f1lamapy .
However, if we want to check the satisfiability of a configuration,
both the model and the configuration will be sent.

o Result: this is the type of message sent by the Web Worker to
the main thread after processing a command. Its content varies
depending on the result obtained by flamapy . For example, it
could be a boolean indicating if a model or a configuration are
satisfiable or it can be the set of errors for a UVL model.

Through this threading architecture, which communicates via
messages, it is ensured that all model analysis takes place within the
user’s own browser, eliminating the need for any external server.

Integrating it with other tools. flamapy.ide is prepared
to handle requests from another tool. Currently, we have inte-
grated it with the UVLHub [22] repository so its easier to load,
analyze and evolve an UVL model. This is achieved by using a
query parameter that includes the URL of the UVL file to im-
port. For example the URL https://ide.flamapy.org/?import=https:
//www.uvlhub.io/hubfile/download/25.uvl will load an instance of
flamapy . ide with the 25th model existing in the repository. Note
that for this to be feasible CORS [4] should be either disabled or
allow the exception.

3.3 Solvers

While the flamapy framework supports several solvers and enables
the integration of other solvers through a plugin system, the default
distribution includes two primary solvers: Pysat and CUDD. These
solvers provide different approaches for analyzing feature models
that can offer different performance depending on the model and
user needs.

Pysat is a Python toolkit for working with Boolean satisfiability
(SAT) problems. It is integrated into f1amapy to perform SAT-based
analysis of feature models, allowing for efficient solving of SAT

Shttps://d3js.org/
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problems and other operations such as detecting dead features, false
optional features, and verifying the SAT of feature configurations.
When executed in WASM, Pysat uses Glucose v3 as a solver.

CUDD(Colorado University Decision Diagram) is a C library
that implements Binary Decision Diagrams (BDDs), which are used
to represent Boolean functions. In flamapy , CUDD is leveraged
to perform efficient reasoning over feature models, especially for
operations like counting configurations, detecting core features, and
determining feature inclusion probability. The BDD-based approach
ensures that large feature models with numerous configurations
can be analyzed.

The plugin-based architecture of flamapy allows researchers
and developers to integrate other solvers seamlessly, whether they
are SAT solvers, CSP solvers, or even custom algorithms. However,
currently, the only two solvers within the WASM distribution are
the ones presented above.

4 Operations and solvers

flamapy.ide relies on the flamapy tool. Concretely on an easy-
to-use facade that it offers®. This facade is heavily inspired on
the FAMILIAR tool [1] and offers a similar syntax for executing
operations.

One of the main benefits of relying on this facade is to avoid
the need of having to learn the flamapy framework underpinnings.
This facade provides access to the different operations available in
flamapy but taking into account if they rely on a solver or not. This
is similar to what the FMFactLabel [12] tool does. In this manner,
the operations that do not need a solver are called Metrics.

4.1 Operations

Below we present the operations currently supported by flamapy . ide.

Table 1 show in which solvers are they available:

Table 1: Operations Supported by Pysat and CUDD

Operation name Pysat CUDD

Configurations

Number of Configurations
Dead Features

Diagnosis

False Optional Features
Satisfiable

Configuration Distribution
Feature Inclusion Probability
Unique Features
Homogeneity

Variability

Variant Features

XX XX XX SSSSS

CAUCLLUCUAUX X LS

The operations on feature models offered by flamapy . ide cover
various aspects for managing variability: i) Configurations, rep-
resenting valid feature selections conforming to all constraints;
ii) Number of Configurations, indicating the total number of
valid products derivable from the model, which quantifies the size

®https://docs.flamapy.org/tool/python_facade/
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Figure 2: User interface components

of the configuration space; iii) Dead Features, features that can-
not be part of any valid configuration; iv) Diagnosis, identifying
inconsistencies or errors in the model to ensure correctness; v)
False Optional Features, which behave like mandatory features
despite being labeled as optional; vi) Satisfiable, determining if
the model has at least one valid configuration; vii) Configuration
Distribution, analyzing the frequency of different configurations
to understand commonality; viii) Feature Inclusion Probability,
assessing how likely a feature is included in a valid configuration;
ix) Unique Features, which appear in only one configuration,
indicating specialized setups; x) Homogeneity, measuring the sim-
ilarity between configurations; xi) Variability, reflecting the extent
of differences between configurations; and xii) Variant Features,
those appearing in some configurations but not others.

4.2 Metrics

flamapy provides several key metrics to evaluate feature models.
These metrics offer insights into FM structure, complexity, and
behavior.

The analysis of feature models includes several important met-
rics: i) Average Branching Factor, which measures the average
number of child features per feature. This could be used as an indi-
cator of structural complexity; ii) Leaf Number, representing the
total number of features without children; iii) Estimated Number
of Configurations, an estimate of valid configurations derivable
from the model. While not exact, it could help to understand the
size of the variability encoded in a feature model; iv) Max Depth,
the longest path from the root to any leaf v) Atomic Sets, groups of
features that always appear together, simplifying the configuration;
vi) Core Features, which are present in all valid configurations,
representing mandatory functionality; and vii) Leaf Features, the
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most concrete decisions in the model, representing features without
further refinement.

5 Conclusions and Future Work

In this paper, we introduced flamapy.ide, a web-based integrated
development environment designed for AAFM leveraging WASM
technologies. f1lamapy . ide eliminates the need for external servers,
thus offering an accessible, platform-independent solution for fea-
ture model analysis. f1lamapy . ide demonstrates the feasibility and
advantages of WASM in the context of AAFM enabling analysis
within the browser. The tool’s integration of metrics, solvers, and vi-
sualizations, all performed locally bypasses the common challenges
of installation or backend reliance.

For future work, we plan to improve the user interface and
extend support for additional feature model formats beyond UVL.
Moreover by adding collaborative features, such as real-time co-
editing.

Material. You can find a deployment of the tool at https://ide.
flamapy.org. The code of this tool is available at the Github Orghttps:
//github.com/flamapy.
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Abstract

Behavioral Programming is a paradigm that aims to enable incre-
mental development by utilizing scenarios and use cases for actual
software development. The overall behavior is formed by the com-
position of individual threads (b-threads) that run concurrently with
each other and use an event-based mechanism to communicate and
effect the system’s state. However, with a rising number of threads,
it gets progressively harder to comprehend state changes and sys-
tem architecture, making design decisions more difficult. This holds
in particular for context-aware programs, i.e., systems that need to
react to contextual changes. In this paper, we propose the idea of
employing feature modeling techniques from variability manage-
ment to achieve an architectural representation of context-aware
behavioral programs, enabling us to model the relations between
behavioral threads and facilitating techniques from context-aware
variability management. We illustrate multiple potential advantages
and apply the approach to two examples from literature.
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1 Motivation

Behavioral Programming (BP) [16] is a software paradigm that uti-
lizes the concept of scenarios for actual system development. The
main building blocks are behavioral threads (b-threads) that run
concurrently to each other, and each of them implements a sin-
gle behavior the program should or should not follow. They use
events at special synchronization points to exchange information
and “vote” which event should be triggered. The selected event will
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then impose its effect on the system. Events can either be requested,
blocked or waited-for. Only events that have been requested by at
least one b-thread and have not been blocked by any of them are
subject for selection. B-threads can wait for events to get notified
upon their unfolding.

With ongoing development, the number of b-threads and events
in the system can climb rapidly, which makes it hard to keep track
of why the system exhibits certain behaviors and makes it easy
for bugs to hide. We attempted to tackle this issue by proposing a
novel debugger for BP that builds a runtime model of the behavioral
system over time and offers analysis and control capabilities [10].
However, this approach only allows for an investigation at runtime,
i.e., when bugs have already been introduced and shall be fixed.

In this paper, we aim to introduce an architecture description lan-
guage (ADL) for BP, which allows for the identification of problems
before runtime. Instead of just focusing on the individual b-threads
(programming in the small), we aim to enable the developer to focus
on their interplay (programming in the large). Due to the inherent
variability of behavioral programs, we extend existing variability
management techniques to enable the specification and analysis of
behavioral programs.

B-threads are only loosely coupled, making it easy to reconfigure
them at runtime. Therefore, BP could be particularly suited for the
domain of Dynamic Software Product Lines (DSPLs) [14]. DSPLs
allow users to switch between their variants while the system is
running, allowing for adapting the behavior to changes in envi-
ronment and context. A structured approach to add, remove and
exchange b-threads based on contextual conditions has been in-
troduced as ContextBP [9]. But, also in ContextBP no architectural
description exists, leading to the same complexity problem.

To enable the specification of the architecture of a context-aware
behavioral program, we propose to extend feature trees with the
three types of events from BP for each feature (waited-for, requested,
blocked), while each feature, which does not have sub-features, is
mapped to a b-thread. The resulting feature tree provides a compre-
hensible representation of the application’s architecture and enables
to reason about feature interaction in terms of conflicting events.
We use context-aware variability modelling [11, 17, 20, 22] as an
inspiration for our architectural description language to include
the specification of contextual conditions.

To exemplify this vision, we first summarize the state of the art
of variability management with a particular focus on how it can
help to enable an architectural description of behavioral programs.
Then we present our vision of event-based b-thread feature trees.
Finally, we discuss how well the proposed approach performs for
two case studies: the water tank and the tic-tac-toe example from
literature [16].
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2 Behavioral Programming

Requirements engineering is a fundamental field in modern soft-
ware development. Another technique is to define scenarios and
use-cases prior to development [15]. Behavioral Programming [16]
aims to streamline this process by using these scenarios for actual
development. Behaviors are implemented individually and com-
posed at runtime, producing a larger compound behavior.

Behavioral Threads. B-threads are the main building block of
every behavioral program. Each of them describes a behavior the
system should or should not follow. They are implemented as con-
currently running threads and usually do not possess knowledge
about other b-threads in the system.

Events. Events are the b-thread’s way of communicating with
other b-threads and, by this, allow them to effect the system state.
They carry the behavior a b-thread describes. Each thread may
request, block or wait for a set of events.

Synchronization Points. Every b-thread may reach a point in their
control flow where they require information exchange or like to
effect the system in a certain way. This point in time is the so-called
synchronization point. One event is selected from all requested
and non-blocked sets of events to unfold the behavior it carries.
After the selection process completes, all threads that waited for
this particular event are being notified of its arrival.

Contextual Behavioral Programming. In [9], Elyasaf extends the
BP approach with the ability to specify the interplay between con-
text and b-threads as well as contextual conditions for the activation
of b-threads. The approach extends BP by a context data structure,
an effect function that enables events to update the context, and
context-aware b-threads which are b-threads bound to a context
query. Context-aware b-threads contain b-threads that are spawned
when the context query evaluates to true.

Example. A commonly used example for BP is the water tank
example. The system state represents the amount and temperature
of the water in a tank. B-threads can be used to add hot or cold water
to the tank. To reach a desired amount or temperature of the water,
a controlling b-thread blocks the hot or cold b-threads if the water
is already too hot or too cold, respectively. In ContextBP, multiple
tanks in different locations can be modelled, where the location is
modelled as context information and individual live copies of the
b-threads of the original water tank example are spawned for the
respective locations.

3 State Of The Art

Comprehensibility of behavioral programs has not been investi-
gated much. This holds in particular for context-aware BP. In con-
trast, context-aware (dynamic) software product lines (SPL) have
been actively investigated in the last few decades. In this section,
we first summarize existing work on BP comprehension, followed
by the state of the art in context-aware SPLs.

Trace Visualization. TraceVis [25] is an application to visualize
the execution of behavioral programs. It features an interactive,
table-like display that contains information on b-threads that were
active in the system. The state of a thread at a certain sync point can
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be read, containing all requested, blocked and waited-for events. A
graphical differentiation between threads that advance and those
that do not is also presented for each sync point. The tool has been
developed for the Java version of BP in particular. The package
creates an XML output for a run that includes all necessary trace
information and can then be imported into TraceVis.

Debugging Behavioral Programs at Runtime. Recently, we pro-
posed a runtime debugger for behavioral programs [10]. The de-
bugger collects relevant data while the system is active and builds
a model of the program’s state over time by applying the Mod-
els@run.time approach [5, 6]. It provides runtime control capabil-
ities such as halting the program, slowing it down or applying
complex, conditional breakpoints. Using the derived model, the
browser frontend can display the system state at each sync point as
a table, highlighting which event was selected and also which events
may have been selected to hint at potential bugs. The debugger
allows users to look up information of past sync points, also called
time-travelling [2]. By leveraging principles from model-based de-
bugging [21], traces can be exported and imported, enabling their
comparison to the current execution to display differences.

Context-aware Variability Modelling. A general overview is pro-
vided in [22]. Mens et al. identify three classes of approaches: two
separate feature models, one feature model with subbranches and
a single feature model entangling contextual and non-contextual
features. In [17], Hartmann and Trew present a subbranch approach.
They use a separate context variability model besides the feature
model of the application, while both trees are combined by having
the same root feature. Contextual conditions can then be expressed
using cross-tree constraints. In [20], an approach is introduced that
allows to model an SPL with contextual validity formulas for each
feature. The context is described separately from the feature model.
Another approach using two separate models was presented in [11].
Here, the feature model and the context feature model are combined
using context rules expressed as logic formulas.

Software Product Lines for Distributed Systems. In [23], a feature
model for heterogeneous distributed systems is proposed. It intro-
duces categories to the model for different units of composition
or middleware inherent to distributed systems. Dos Santos Soares
et al. introduce a domain-specific SPL architecture for road traffic
management systems in [8]. They model the relationships between
system components and use a publish-subscribe middleware.

Research Gap. We found only two approaches that increase the
comprehensibility of behavioral programs. Both require the BP to
be implemented first, i.e., they provide means to inspect an existing
BP. Approaches for other distributed systems have been proposed,
too. However, to the best of our knowledge, none exist that enable
the developer to model and analyze a BP before implementing it.

As BP features inherent variability, we believe that existing vari-
ability management techniques could provide a possible solution.
This holds in particular for context-aware behavioral programs, as
considerable work on context-aware variability modelling exists,
and ContextBP (see sec. 2) does not solve the complexity problem.
Thus, in this paper, we leverage context-aware feature modelling
to enable the modelling and analysis of contextual BPs before their
implementation.
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4 A Feature Model for Behavioral Programs

In this section, we investigate the novel approach of mapping indi-
vidual features to b-threads. We believe this approach will prove
advantageous for the comprehensibility of large BPs. We discuss
our theoretical findings while also laying emphasis on how the
processes of feature interaction reasoning and product derivation
would be affected.

4.1 Event-Based B-Thread Feature Trees

We propose to extend the concept of feature trees [19] with BP-
specific terminology (fig. 1). In BP, b-threads are the main compo-
nent of execution, instead of classes and objects in object-oriented
programming. Therefore, we map a single b-thread to each childless
feature in the model while preserving all feature-model-specific
methodology, such as relationship types and cross-tree references.
Context awareness can be modeled as well, e.g., by adding context
information as feature attributes, as depicted in fig. 1.

As explained in sec. 2, b-threads may request, block or wait-for
events. These events define the behavior the program will exhibit.
For each b-thread-carrying feature, we attach its respective event
sets as feature attributes. By introducing cross-tree references be-
tween these attributes, we are able to not only model relations
between different features, but also between individual behaviors,
including them into any reasoning that might happen on the model.

© Requested L Mandatory i i &\E)eRr)nat\ve
A Blocked
A -

[[] Waited-For & Optional
Figure 1: Feature tree with b-thread mapping, cross-tree con-
strains and context information.

4.2 Discussion

Advantages for BP Comprehension. With the application of fea-
ture models, we acquire a comprehensible representation of the
program’s architecture. State-of-the-art SPL techniques for model-
checking and other operations [3, 13] can be reused, as well as
conversions to other formats like the UVL [4, 27]. Finding potential
issues should be easier, as should any system redesign that might
prove to be necessary. Context sensitivity can also be directly in-
cluded in the model.

In [10], we inserted an artificial bug into an exemplary pro-
gram, which we then found using the proposed debugger. The bug
involved two b-threads that requested one event each, but those
events contradicted each other in their targeted behavior. One of
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them should have been blocked, but this was intentionally “for-
gotten”. In our new approach, one could easily model these two
b-threads and their respective events as mutually exclusive, either
by certain relationships (like Alternative) or by using cross-tree
constrains. Therefore, the developer could already see this poten-
tial issue by just looking at the feature model itself. Alternatively, a
reasoner could detect the issue as well and prohibit the existence
of both b-threads at the same time.

Detecting Feature Interactions. Known as “a major thread to fea-
ture modularity and compositional reasoning” [1], unwanted fea-
ture interactions are usually non-trivial to detect by just looking at
each feature separately [26]. Therefore, the only possible way of
finding all potential feature interactions is by generating all possible
feature combinations. However, this poses an extremely expensive
task, as the number of possible combinations (and therefore also
possible interactions) rises exponentially with the number of fea-
tures involved. In addition to measurable effects like behavior or
resource consumption, some interactions may be invisible from
the outside, like data or control flow, making source code access a
requirement for further analysis.

For our proposed model extension, feature interaction analysis
may work differently. We have access to all possible events each
b-thread feature may generate, and therefore to all behavior and
data flow that might occur. This implies that we can reason about
possible interactions between features without generating any com-
bination, just by looking at the model, possibly even without source
code access. For a specific combination, we can discover, for ex-
ample, which events may be selected, which may not and also if
multiple contradicting events could be subject to being triggered at
the same time, but without the need of deriving the product first.

Product Derivation. Product Derivation is the process of deriv-
ing the actual software product from selected features. Usually,
the communication with all kinds of stakeholders, like customers,
forms a large part [24]. This of course stays unchanged with BP,
as the decision processes of which features to include have still to
be performed. The technical part, however, how the features are
selected and composed, is being influenced.

B-threads are only loosely coupled, making them a good in-
strument in the derivation process, especially for DSPLs, where
derivation can happen dynamically during runtime. In [7], three
problem dimensions are being identified: “When, How and What to
configure”. For the When dimension, BP offers the synchronization
point as a point in time where a manipulation could occur. As all
threads essentially halt, it is easy to remove, exchange them or add
new ones entirely. The How dimension is also trivial, as b-threads
run concurrently and independently next to each other, which of-
fers a large degree of separation. Additional glue code that often
has to be developed [1] is also not required. B-threads take care of
any needed interaction by their own with their event sets.

In addition, our approach would not suffer under the Optional
Feature Problem [18], where two domain-optional features are not
independent in their codebase. The distance between problem and
solution space in BP is comparatively small, originating from the
use of domain-specific scenarios for actual implementation.
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5 Examples

In this section, we validate our proposal on a theoretical basis using
two examples from literature.

5.1 Tic-Tac-Toe

Strategies

Win Prevent Prefer

Win Center

Prevent lllegal
Place

Enforce
Player
Switch

AA

Rules

Win
Condition

X Board Size
Requires '\

5x5

Figure 2: Feature tree for the Tic-Tac-Toe example.

In figure 2, we applied our proposed approach to the Tic-Tac-
Toe game, a classic game that is already used as an example in the
original BP paper [16]. We subdivide the model into three feature
classes: Players, Rules and Strategies.

We imagine different players being actual b-threads in the system
where each requests a player event that indicates which player’s
turn it is. Of course, we need to enforce turn switches which fits well
in the Rules compartment from a domain point of view. Therefore,
we may implement a b-thread that blocks all player events but the
one that should be active right now.

On the right side of the diagram we can see the Strategies branch.
B-threads in this category implement a certain strategy a player
might use at a given moment in time. Our idea is that these threads
wait for a player event that determines for which player they should
calculate the next move and thereafter request appropriate move
events. Strategy threads may completely ignore rules and request
any move they seem fit. Rule threads then block any movement
event that would violate the rule their taking care of. When ex-
tending strategies with priorities, the system will therefore auto-
matically balance itself to apply the most optimal strategy that
is in accordance with all rules in place. In case of a win, the win
condition thread will request an event with a priority higher than
any other, subsequently forcing the game to finish.

Tic-Tac-Toe is a quite simple game, so we may want to expand
its board size, for example, and add new players. This can easily
be modelled with the feature tree: We can add the board size as a
feature and let the third player depend on the larger size. This pre-
vents the existence of a third player if the board size is insufficient.
However, we imagine the implementation of the board size as a
b-thread not quite trivial, which could hint us at a potential design
issue. Luckily, we are able to discover this problem from the model
view alone, without needing actual implementation.

We hereby achieve an architectural view over the game that
hints at design issues early on and allows extending the game with
new rules, strategies and players.
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5.2 Water Tank

Water Tank

) D)

Temp Control ‘ Level Control

4°C O 10°C6 50°c%3 80°C6 +1L% -1L8)

Energy Rain Aridity
High == false == false
Implicit context change: Temp
Function (Modelica)

Energy Energy
Med Med

(TargetTemp != Temp)

Energy
High

Figure 3: Feature tree for the Water Tank example.

In contrast to the example mentioned in 2, we treat temperature
and level control separated here, as this makes more sense when
applying the feature model (see figure 3).

The temperature control branch includes features that support a
certain temperature. This makes sense on the background of BP, as
b-threads and events work on a fine-grained level. There could be,
for example, an event that heats with 80° C or cools with 4° C, similar
how the original example was constructed. In contrast to Tic-Tac-
Toe, the water tank is a cyber-physical system that dependents on
some external context. The fine differentiation between heating and
cooling temperatures allows to add energy requirements to these
features. Naturally, a higher temperature requires more energy that
may not be available at a given moment, allowing to deny the use
of high temperature threads and falling back on a lower one. In
addition, the target water temperature can also be modeled in the
context, so that heating or cooling threads get deactivated once
the target has been reached to save energy. That is the reason why
there are no blocking or waited-for events in the model.

The level control category has context dependencies as well.
Features here allow adding or removing water from the tank, de-
pending on the humidity of the environment. If it rains, we may
want to use rain water to fill the tank to save water and energy
from the pump. Equally, if water is scarce because of aridity, we
may want to forbid the removal of water entirely.

Pumping one liter of water into the tank will subsequently alter
its temperature, leading to an implicit context change. This brought
us to the idea of employing specific modelling techniques and lan-
guages, e.g. Modelica [12], to calculate this implicit context change,
enabling the system to react in advance.

6 Conclusion and Future Work

Large Behavioral Programs suffer from a complexity issue, making
system redesigns hard and bugs more likely. We propose to counter
this problem by applying feature modeling techniques from Soft-
ware Product Lines. By extending the classic feature tree approach
with BP-specific terminology, we receive an Architecture Descrip-
tion Language for BP, allowing developers to analyze the system
architecture before runtime. With two examples from literature,
we show the theoretical feasibility of this approach. In future work,
we will prototype and validate the approach in practice.
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Abstract

A product line’s features describe its configurable functional prop-
erties by means of boolean feature toggles or numeric values. Mean-
while, performance models describe the link between features and
non-functional product line properties such as binary size, memory
usage, or workload latency. So far, these have focused on static
features: model formalisms and learning algorithms assume that
the product cannot be reconfigured at runtime and that there is
no interaction between features, runtime behaviour, and runtime
performance attributes. This is inadequate for real-world config-
urable software systems: compile-time features may be reconfigured
at runtime (e.g. by overriding defaults), and non-featured work-
load attributes may affect performance attributes and thus must be
considered within performance models. We propose performance-
aware behaviour models to address this challenge. These build upon
existing work on behaviour models and dynamic product lines,
and link feature models (static configuration), behaviour models
(variable workloads), non-featured runtime variability, and perfor-
mance models in order to allow engineers to determine arbitrary
configuration- and workload-dependent performance attributes of
product lines. They are compatible with existing modeling meth-
ods and support workload-dependent performance attributes that
cannot be expressed as a function of product features alone. We
demonstrate the benefits of performance-aware behaviour mod-
els in three case studies, and show that they reduce performance
prediction error by up to 90 %.
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1 Introduction

At its inception, product line engineering focused on static configu-
ration: engineers can enable or disable individual features, and the
resulting product either has or lacks the corresponding functional
properties [25]. The field has since grown, with extensions such as
numeric features [2], annotations for non-functional product prop-
erties (i.e., performance attributes) [4], contextual (runtime-specific)
features [23], links between features and runtime behaviour [11],
and time- or energy-related behaviour verification [10, 14, 20, 27].

Formalized knowledge about non-functional product properties
is crucial for performance-aware product line configuration and
optimization [1, 28]. In case a configurable software system provides
several implementations that fulfil the same functional properties,
engineers can choose the one that best fits their non-functional
requirements. For instance, the busybox multi-call binary — which
is tailored towards resource-constrained embedded systems — offers
“trade bytes for speed” options in several places, allowing for trade-
offs between binary size and execution latency.

However, although behaviour models frequently consider non-
functional properties such as timing or energy attributes [16, 29],
and performance models can refer to runtime-specific performance
attributes such as latency or energy usage [30], there is no link
between the two. As such, engineers who want to optimize perfor-
mance attributes are stuck with performance models that reference
a specific, fixed workload, and are incapable of taking workload
changes (i.e., variable runtime behaviour) into account.

Consider, for instance, a battery-powered wireless sensor node
product line. Battery runtime depends on the time spent in each
device state: radio communication is more costly than data process-
ing, which is in turn more costly than a low-power sleep state. It
also depends on the sequence of events: five 10 ms transmissions
are more energy-intensive than a single 50 ms transmission [24]. A
conventional performance model can only predict the effect of prod-
uct line configuration on total energy usage for a fixed workload,
so engineers cannot use it to predict how different workloads (e.g.
more/less frequent radio transmission) would affect battery run-
time. Addressing workload changes requires rebuilding the entire
model from scratch, including time-intensive energy benchmarks.

Workloads also introduce non-featured variability. Consider the
%264 video codec: while encoding latency depends on codec flags
(features) such as target bitrate [33], it also depends on the input file.
Higher input resolutions will naturally lead to increased encoding
latency, yet input width and height are by no means features in the
traditional sense. Indeed, publications that utilize x264 encoding
latency as an evaluation target for performance modeling methods
do not take variable input files into account, instead using a single
file for learning and evaluation [15, 21, 32, 33, 35].
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We observe three limitations of existing performance modeling
methods: (a) each model references a single workload; (b) models
for runtime behaviour consisting of multiple steps may be inaccu-
rate; and (c) they do not support non-featured runtime variability.

We propose state machine-based performance-aware behaviour
models to address these limitations. They define a link between
behaviour models and performance models that can be used to
predict arbitrary performance attributes on arbitrary workloads.
They also introduce non-featured runtime parameters that are not
part of the feature model, but still affect runtime performance.

Our performance-aware behaviour models have four benefits
over conventional performance models: (1) support for variable
workloads (i.e., variable event sequences, addressing (a)); (2) the
ability to decompose complex runtime behaviour into individual
steps (— (b)); (3) support for non-featured parameters (— (c)); and
(4) the ability to work with partial performance models, reducing
benchmarking and model learning overhead when working with
inherently runtime-dependent performance attributes.

We contribute a definition of performance-aware behaviour mod-
els with support for numeric features, feature-dependent runtime
behaviour, non-featured runtime parameters and arbitrary perfor-
mance models, and three case studies on their application.

In the next section, we discuss the idea behind performance-
aware behaviour models and give a definition that builds upon
existing performance and behaviour modeling approaches. We fol-
low up with three case studies in Section 3, including a quantitative
evaluation of performance prediction accuracy. Afterwards, we
discuss related work in Section 4 and conclude in Section 5.

2 Performance-Aware Behaviour Models

Product line engineers typically express behaviour models as la-
belled transition systems or extensions thereof [9, 11], and include
feature guards that link boolean product line features with run-
time behaviour by means of logic formulas. Although formalisms
such as weighted featured transition systems (WFTS) and featured
weighted automata (FWA) extend those with constant weights that
can express timing or energy attributes [9, 16, 29], they do not
take non-featured runtime parameters into account, and anno-
tated behaviour models are limited to boolean product line features.
Dynamic software product lines (DSPL), which support contextual
(runtime-specific) product line features and runtime reconfigura-
tion of features [23], face the same limitations.

Meanwhile, existing performance modeling approaches are un-
aware of behaviour models. They are either built into the feature
model, annotating features or groups of features with their per-
formance influence [8, 31, 34], or separate R” — R functions that
use n-dimensional feature vectors as a link to product line configu-
ration [17]. Separate functions are typically more expressive and
maintainable than built-in models, and also follow the notion of
separation of concerns: implementation-independent feature and
behaviour models should not be intertwined with implementation-
and workload-dependent performance annotations [17].

Hence, we propose building performance-aware behaviour mod-
els as a combination of four components: a feature model, a set of
non-featured runtime parameters, a set of behaviour models, and a
set of performance models. Feature model and behaviour models
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only reference product line features. Each behaviour model compo-
nent is annotated with a set of performance models; performance
models are aware of feature configuration and runtime parameters.

We first define Dynamic Product Lines with non-featured Runtime
Variability (DPL(rv)) to distinguish between static/dynamic features
and non-featured runtime parameters. These build upon dynamic
software product lines (DSPL) [23].

Definition 2.1. A dynamic product line with non-featured run-
time variability is a tuple (Fs, Fy, Py) consisting of a finite set of
static features Fs, a set of dynamic (runtime-configurable) features
F4 C Fs, and a finite set of runtime parameters Py with P; N Fs = 0.

Features can be expressed as a conventional feature model. Run-
time parameters are a set of variables without underlying structure.

Our behaviour models decompose finite product actions (e.g.
database queries) into individual states and transitions. Thus, each
workload whose performance we want to predict is defined as
a finite series of events (i.e., a word) combined with a workload
configuration X € Fg U P, that describes the corresponding static
and dynamic feature configuration and runtime parameters. With
this in mind, we define Annotated Featured Automata (AFA) as
follows.

Definition 2.2. An annotated featured automaton for a DPL(rv)
(Fs, Fg,Py) is a tuple (Q, qo, F, 2, 8,y, P, A) consisting of a finite set
of states Q, an initial state qo € Q, a set of accepting states F C Q,
a finite set of actions 3, a transition function § : Q XX — Q, a
guard mapping y : § — B(F;), a set of performance attributes P,
and a model mapping A : § X P — (RIFsI+IPal 5 R). The guard
mapping y annotates transitions with optional feature constraints
such as =X V Y; see Atlee et al. for details [3]. The model mapping
A annotates transitions with optional performance models.

This definition builds upon featured transition systems [3, 10, 11].
However, we only consider finite, deterministic automata with a
single initial state. A DPL(rv) can also be used with performance
models RIFs| — R or RIFsI+IPal — R that are not part of the AFA.

3 Case Studies

We use three case studies to show the benefits of performance-
aware behaviour models: throughput/latency prediction for a thumb-
nail generator with a configurable sub-sampling algorithm, through-
put/latency prediction for an aggregating database query with
optional offloading to specialized hardware, and energy usage
analysis of a wireless sensor node product line with variable soft-
ware and hardware components and configuration. We compare
three kinds of performance models: baseline (a single function
RIFsl — R), runtime (a single function RIFsI+Pal 5 R), and AFA
(using A : § X P — (RIFsI+1Pal 5 R)). Artifacts are available at
https://ess.cs.uos.de/git/artifacts/vamos25-behaviour-models.

3.1 Thumbnail Generation

Performance models for thumbnail image generation face similar
challenges as the x264 video codec performance models discussed
earlier. Hence, we examine a thumbnail generation product line
based on python3-pil. Its static features (Fs) are default thumbnail
width and height (outW, outH € N) and format (PEGout, WEBPout,
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Figure 1: AFA behaviour model for a count query that can
utilize near-memory computing [N] or conventional CPU
threads [C] for query execution.

. € {0,1}) as well as resampling method (nearest, box, bilinear,
hamming, bicubic, lanczos € {0, 1}). All of these are dynamic fea-
tures (F,;) as well, and can be adjusted at runtime. Input width and
height (inW, inH € N) and format (JPEGin, WEBPin, ... € {0,1})
are workload-dependent runtime parameters (Py).

Thumbnail generation consists of three steps: loading the input
file, scaling it down, and saving the output file. The corresponding
AFA is a linear chain of four states with transitions load, scale and
save, hence L(A) = {load - scale - save}. We use automated bench-
marks to measure throughput, total latency, and load/scale/save
latency for a variety of workload configurations X.

We then use our Regression Model Tree (RMT) learning algo-
rithm to automatically build baseline, runtime, and AFA models [19].
We find that considering non-featured runtime parameters is cru-
cial: with a cross-validated prediction error of 112.8 %, the baseline
model is of little use. Meanwhile, runtime and AFA models achieve
a prediction error of less than 5 %. Here, the AFA model does not
provide notable accuracy benefits compared to the runtime model.

3.2 Database Queries

Our next evaluation target is a database product line with optional
support for near-memory computing (NMC) hardware, which is see-
ing growing interest from the database systems community [5, 26].
With NMC, processing can be offloaded to special DRAM modules
that incorporate hundreds of dedicated near-memory processing
units, thus freeing CPU and memory controller capacity [12, 22].
This is beneficial for memory-intensive operations such as table
scans, which are otherwise limited by the CPU-DRAM interface [6].

On currently available NMC hardware, offloading such an op-
eration consists of allocating a suitable set of memory modules,
uploading an application that implements the query, transferring
the corresponding column, running the query, and reading back
the results [22]. Here, the product line and performance model-
ing perspective becomes relevant: when building database systems
with support for CPU and NMC execution, being able to predict
query performance for both variants helps engineers choose sane
defaults. Runtime placement algorithms can adjust these depending
on workload patterns and resource availability.

Our product line’s static and dynamic features (Fs = Fj;) are
CPU execution (C € {0,1}), NMC execution (N € {0, 1}), the (de-
fault) number of threads used for CPU execution (nThreads € N),
and the (default) number of DRAM ranks used for NMC execution
(nRanks € N). Non-featured runtime parameters (P;) are the num-
ber of database rows read by the query (nRows € N) and the NUMA
distance between CPU threads and data (numaDist € N).
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Fig. 1 shows the behaviour model for a count query. Again, we
perform automated benchmarks over L(.A) while systematically
exploring the configuration space and runtime parameter space,
and use the RMT learning algorithm for model generation.

Here, both runtime and behaviour models play a vital role. For
CPU execution, the runtime model reduces the cross-validated
prediction error from 6.9 % to 2.3 %; AFA model accuracy is identical
to runtime model accuracy. For NMC execution, the runtime model
reduces the cross-validated prediction error from 50.9 % to 12.3 %,
and the AFA model further decreases it to 9.7 %.

3.3 Wireless Sensor Nodes

Our third case study combines performance models and workload-
specific benchmarks for trade-off analysis in a wireless sensor node
product line. The nodes obtain environmental readings, encode
them in a specific data serialization format, and transmit them
over a wireless radio — either directly to a central hub or to an
intermediate sensor node. As such, sensor nodes may also receive
messages and deserialize them. Length and contents of received
and sent messages are not known a priori, and must be observed in
real-world benchmarks or provided as sample data.

When looking at the energy usage of such a product line, the
selection of the data serialization format is especially interesting.
Compact data (low transmission energy) often goes along with slow
(de)serialization (high processing energy) and vice versa, and it is
not clear which aspect is more important when optimizing for low
energy usage [18]. Performance-aware behaviour models allow us
to find the feature-dependent sweet spot for a typical workload.

The product line’s static features (Fs) describe microcontroller
hardware (ATMega, MSP430, ESP8266, STM32 € {0, 1}), radio hard-
ware (CC1200, ESP8266 € {0, 1}), radio configuration (data rate and
transmit power: dr, tp € N), and serialization method (FJSON, Mes-
sagePack, ProtoBuf, XDR € {0, 1}). Radio configuration features are
dynamic (F; = {dr, tp}), and the length of received and transmitted
data is a non-featured runtime parameter (P; = {len}).

In this case, we are looking at two behaviour models: a linear
receive — deserialize chain and a linear serialize — transmit chain.
We are interested in two performance attributes: latency ¢t and mean
power usage P. Given these, the energy usage E of a workload
w =01 -+ o} € L(A) with workload configuration X € Fs U Py is
E=Pt=Yk Ao t)®) - Aoi, P)(F).

We do not build baseline and runtime performance models here.
Data processing latency depends on the data that is being processed,
which is neither a product line feature nor a numeric runtime
parameter. Using data length as a proxy metric is no good, either:
data objects with identical length may have different processing
latencies due to different data types or different levels of nesting.

Thanks to performance-aware behaviour models, we can define
partial performance model annotations (1) based on datasheet val-
ues and micro-benchmarks, and then use (de)serialize benchmarks
to fill the gap. Those benchmarks only need to measure the latency
of the (de)serialize operation for each data serialization format;
there is no need for radio transmission benchmarks or energy mea-
surements. Combining performance model annotations and latency
benchmarks of real-world data objects allows us to analyze energy
usage across the entire configuration space.
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For instance, with the CC1200 radio operating at the lowest cost
per Byte (250 kbit/s and —12 dBm), we find that both ProtoBuf and
XDR are well-suited on ATMega, MSP430 and STM32, with XDR
being slightly more energy-efficient. Changing radio configuration
to the other extreme (highest cost per Byte: 15 kbit/s and +3 dBm)
shifts the balance between processing and transmission energy and
causes NanoPB to be slightly better. Meanwhile, on ESP8266, XDR
is the most energy-efficient choice regardless of radio configuration.

Performing this analysis with conventional performance mod-
els would have required latency and energy benchmarks of the
entire system, and the resulting models would be limited to the
data objects used for the benchmarks. With performance-aware
behaviour models, changing the set of data objects only requires
new (de)serialization latency benchmarks.

4 Related Work

State machine-based behaviour models and extensions thereof have
long been a part of product line engineering research. However,
all performance-related publications that we are aware of focus on
formal verification such as model checking and real-time analysis
rather than performance optimization; they do not utilize generic
performance models or support non-featured runtime parameters.

First of all, Featured Transition Systems (FTS) express how product
line features affect product behaviour [11]. They extend transition
systems with feature guards, indicating that certain transitions may
only be taken if the corresponding logic formula is satisfied (e.g. if
a specific set of features is enabled or disabled).

FTS applications include model checking with featured timed
logic extensions (fLTL and fCTL) [10, 11], model-based testing of
product families [7], and many similar applications [13]. FTS lack
performance annotations, hence none of those relate to perfor-
mance attributes or performance models.

There are two terms for extending an FTS with constant weights:
Weighted Featured Transition Systems (WFTS) and Featured Weighted
Automata (FWA) [16, 29]. These allow for family-based analysis
of non-functional product line properties. For instance, Olaechea
et al. present an algorithm for long-term behaviour analysis that
can be used to determine the long-term average energy usage of
all products within a product line [29]. Similarly, Bouyer et al. use
energy annotations to verify operation under energy constraints [9].
They do so by proving that all products within a product line satisfy
an invariant specifying that the amount of energy available within
the system must not be negative, which is a mandatory condition for
successful operation of energy harvesting-based embedded systems.

Featured Timed Automata (FTA) and configurable Parametric
Timed Automata (coPTA) do not build upon FTS, but have similar
uses [14, 27]. These extend timed automata with feature-dependent
clock constraints, and thus also serve as a utility for family-based
analysis and verification. Each feature-dependent clock constraint
is a constant value.

These four approaches are more expressive than AFA in terms
of support for formal verification of indefinite product operations,
and less expressive in terms of lacking support for numeric product
line features and non-featured runtime variability. With the former
point, they provide an important direction for the evolution of
performance-aware behaviour models.
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Finally, as already mentioned in Section 2, Dynamic Software
Product Lines (DSPL) take contextual (runtime-specific) product
line features as well as runtime reconfiguration of features into
account [23]. For instance, Gottmann et al. use these to verify
both functional and non-functional reconfiguration constraints [20].
While this is a hard real-time application, it is also clearly distinct
from a performance model. DSPL provide important utilities for
runtime reconfiguration, which we have deliberately left out, but
do not support non-featured variability.

5 Conclusion

We have presented performance-aware behaviour models for rea-
soning about performance attributes of feature-dependent runtime
behaviour in product lines. In contrast to existing performance
engineering approaches, these are capable of taking non-featured
runtime variability as well as feature- and workload-dependent
runtime behaviour into account. They allow engineers to improve
the accuracy of existing performance models by decomposing sys-
tem behaviour into discrete steps, and also support performance
optimization with partial performance models.

We have defined Dynamic Product Lines with non-featured Run-
time Variability (DPL(rv)) and Annotated Finite Automata (AFA)
to express these models. DPL(rv) build on top of Dynamic Soft-
ware Product Line research [23], while AFA are closely related to
Featured Transition Systems [3, 10, 11]. Thus, they are compatible
with many existing family-based formal verification methods for
behaviour models with only minor changes.

Our case studies have shown that respecting non-featured run-
time variability provides the greatest improvement in performance
prediction accuracy, with an up to 90 % reduction in cross-validated
performance prediction error. Behaviour decomposition further
reduces prediction error by up to 15 %. Finally, even when only par-
tial performance models are available, engineers can reason about
workload-dependent performance optimizations with a minimal
amount of micro-benchmarks.

While our AFA-based behaviour models do not support indef-
inite operations, runtime reconfiguration of dynamic features or
workloads expressed as timed words, these limitations can be ad-
dressed by incorporating concepts from timed automata and encod-
ing knowledge about dynamic features into the behaviour model.

Independent of these limitations, we have shown that using fea-
ture and configuration vectors to link behaviour models with sepa-
rate performance models is beneficial for performance prediction
accuracy. In addition to these practical considerations, doing so also
follows the principle of separation of concerns: many product line
performance attributes depend on implementation details and the
workload experienced by the product, including feature-dependent
runtime behaviour and non-featured runtime parameters. Hence,
performance models should be independent of feature models and
behaviour models, and we would like to encourage product line and
performance engineers to focus on formalisms that clearly separate
these concerns.
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